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F—=T I LRNTLIEE N,

o 7F4~_— |k VLAN #%/E T VLAN #HI& L7234 . VLAN IS sni=7F 4 _— |
VLAN R— " BIET 7T 4 72720 £77,
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THRAAN R T 7 ICHERENLTWTT T4 vV BLOEL XY VLAN 2 87 2 7 ) BHIBRE
NTHRWEE, 774 X— K VLAN A= F2RIORy bV =2 T A RICRETE 7,

ftbDHEREICEEE T HHHIFTH

>
)

7T A4 ~— K VLAN #RET DB, thOMRE L O TRO L S 2FIRRH 5 Z LITHEL T EE

TT5— Ay bE—URLTREDNZITANLNTWTY, Iy R LA2WVWESRH Y £7,

7T A4_X—=F VLAN BRESNIZAA v FIZT =Ny 7 TV vV T EBELRNTIES
W,

Internet Group Management Protocol (IGMP) AX—Y VT NAL v F L TA FX—T N (T 7+
VR DA AL v TFNYR—1+T 57T 4 X—F VLAN FAA U#i1X, 20 £ TTT,

Remote SPAN (RSPAN; U E— Ik SPAN) 2774 _X— s VLAN D7 I A4 <V Eid® Y
VLAN & L TRELRNTLE SN,

SPAN OFEMIZ DWW TIE, % 30 & [SPAN 3 LTV RSPAN D% E] #BH L T Z &0,
WD LD BRERENRTESINTNDHA v F—T oA AT T A4 ~_X— bk VLAN K— FEHE LSRN T
STEEV,

- A4 FIv T/ EAKR—KVLAN R o=V oy

- X4y s FFr¥xr s Fabhan (DTP)

— Port Aggregation Protocol (PAgP; A — FEK 7 ®= k=)L)

- VI 77—y a vl e k= (LACP)

— Multicast VLAN Registration (MVR; v/ F %% 2 h VLAN L' VR hL— 3 V)

— &7% VLAN

— Web Cache Communication Protocol (WCCP)

774 ~_X—hk VLAN A— MMIEF 27 A= MIUFTERVWOT, RER—FL L TRETEEY
o
IEEE 802.1X R— F _X—RRGE% 7T A ~X— | VLAN RA— MIFEETEZ £7 72, IEEE 802.1X &

R—h EX=2VU7F 4, §7F VLAN, F72EAR— MEO2—% ACL %, 771 ~X— [ VLAN
A— MIRETE £ A,

774’“\“— F VLAN R A b E 7213 LR AR — R SPAN s856 R — MIIZTE £¥ A, SPAN %5k
\— & 7T A4 _X— K VLAN R— MIRE LA, R— MIET 7T 4 71220 £,

774~ VLAN NOEE[NAR— MZIAXT 4 v 7 MACT RLRAZRELEZSGA, RICAH
TA4vY T RUVAZTRTOBE#EE L Z Y VLAN :‘Eﬂua‘éﬂ%rj%@i% vHHY
VLAN AR A~ R—MIAFZT 4 v 7 MACT7 RLRAZRELEZSES. LA T v 7 T RL
AHT_NTOEET T A <Y VLAN IZEINTAMNERS Y £9, 7\51?4 v 27 MAC 7 RL 2%
77 A4 _X— K VLAN R— b B HIBRT 2BRIZ, BEINTWVWD MAC 7 RLADTRTOA A
B AE ST A X— K VLAN O HIBRTAMLERZH D 77,

~

GE) 7I9A4_X—=HKVLAN® 150 VLAN THEELEF AT I v 27 MAC 7 FL A%, B
VLAN THElShET, =& 21E, Bh 2 ) VLAN TEE SR MAC 7 FLA XTS5
A4~V VLAN ic#EREnNET, TOFAF I v 7 MAC 7 FLARHIRE N0 HIRAY)
Nr-gée, BT FLRAIIMAC T RL R T—7AMbHIBRENET,
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E19F F5A4~R—F VLAN OFFE

B FS51R—F VLAN OEE

e LVAV3VLANA UV E—T A A% 7 T4~ VLANIZHH L TEITHRELET,

754 _R— | VLAN A®D VLAN DFRE S & ORI+

YSEVA
AFy72

A7973

AT974

ATy75
27976

ATvF1
ATy7 8
A7979

AFy710
YSEPAT
AFy7 12
AFy7 3

ATyT %
ATy7 15

79716

75 A4 ~_— k VLAN % #&E

~

T 5I21%., H#E EXEC =— R TROFIEZITWVET,

(¥) private-vlan 2~ > RIZ VLAN 2> 7 4 Fab—1 g = F2RTTL2ETHIELEYA,

avy kR

B

configure terminal

Ja—)L ar7 4 FXFal—ary ET—REEBLET,

vtp mode transparent

VIPE—FZF T AT L MCRELET (VIPZT 4 &—T7 1
IZLET),

vlan vian-id

VLAN v 7 4 ¥ a2l —2 gy E— REFBLT, 774~V VLAN
L7225 VLAN ZHa@E T 2 20ER L £ 3, VLAN ID O#ipHIL 2 ~ 1001
B L1006 ~ 4094 T1,

private-vlan primary

VLAN #7774~ 1 VLAN & L CHELET,

exit

ya—r ) ary 74 X¥al—ay T—RIEY ET,

vlan vian-id

(F8B) VLAN 2o 7 4 X¥al—3 3y F— RERB LT, T
VLAN & 725 VLAN ZET 5 0MEKR L E9, VLAN ID O#iHiL 2
~ 1001 B LT 1006 ~ 4094 T,

private-vlan isolated

VLAN %3z VLAN & LTHREL £,

exit

Ja—n) arZ 4 Xal—yalry T—RIED £,

vlan vian-id

(FE) VLAN 2o 7 4 Xal— gy FT— RZBHBLT, a3a=
7 4 VLAN & 725 VLAN Z45E T 2 2ER L £9, VLAN ID O#i[H
X2~ 1001 B3 L1006 ~ 4094 T,

private-vlan community

VLAN #=23=2=7 4 VLAN & LTHELE T,

exit

Ja—nN) aryZ 4 FXal—yary T—RICED T,

vlan vian-id

AT w2 THRELLEZ7A4~Y VLAN HO VLAN =27 4 ¥ =
L— gy B— REBBLET,

private-vlan association [add | remove]
secondary vilan_list

tHh Y VLAN 277 A~ U VLAN I[ZBEER T £,

end

FiHE EXEC E— RIZR D £,

show vlan private-vlan [type]

E

show interfaces status

RE RS L ET

copy running-config startup config

AA Y TFDAF— T v a7 4 F¥al—ay 77 ANMVIREE
RELET, 74— VLAN REEREFTDHITIE. AL v FDA
H— R T v ary74Falb—rvary 774 MW VTP b7 AT
LYy b E—REREETT7AX—F VLAN REEZRGTOILERNHV F
T, RIELARNVWE, AL v FE VY LSRG, T 740 D VTP
PR E— RN, 774 X—F VLAN ¥ HR—F L7220 F
7
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v h &Y VLAN %277 4~V VLAN (ZBEA T 2B, CUCH L TROZ EICEE LT ES
A

o secondary vian list /X7 A —ZZ1Z, AR—AEEDRNTLIEIN, B TR - EHD
HEHAEODLZENTEET, FHHELELTAANTELDFE, B—DF 74— VLANID £/
[InA 7 CHfE L2774 ~— | VLANID T,

e secondary vlan_list /37 A — X 23O a1 2 =7 1 VLANID 250 b E T, ML
VLAN ID i 1 27215 ¢,

e secondary vlan_list # NJT 55>, £72i% add ¥— VU — REZ$5E LT= secondary vian_list % 1f [
LCEH#Y VLAN &7 J 1~ YU VLAN % BhEfHT E5,

e remove ¥ —7U— R & L 12 secondary vian list #fEH LT, EH > Z U VLAN & 7T A<
VLAN OB & fifkg L E 5,

o ZOavwryKNiE, VLAN 207 4 FXal—3ary BT— REKRTTAETHELEEA,

WIZ, VLAN 20 %75 A~ Y VLAN., VLAN 501 %52 VLAN, VLAN 502 8L U503 =2 ==
74 VLAN & LTREL, Zhbx 7T 4 X— K VLAN WTHEEMNIT LT, REZMRT 204~ L
ij‘o

Switch# configure terminal

Switch (config)# wvlan 20

Switch (config-vlan)# private-vlan primary
Switch (config-vlan)# exit

Switch (config)# wvlan 501

Switch (config-vlan) # private-vlan isolated
Switch (config-vlan)# exit

Switch (config)# wvlan 502

Switch (config-vlan)# private-vlan community
Switch (config-vlan)# exit

Switch (config)# wlan 503

Switch (config-vlan)# private-vlan community
Switch (config-vlan)# exit

Switch (config)# wvlan 20
Switch(config-vlan)# private-vlan association 501-503
Switch (config-vlan)# end

Switch (config)# show vlan private vlan

Primary Secondary Type Ports
20 501 isolated

20 502 community

20 503 community

20 504 non-operational

FA4R—FVLAN KRR P R—bELTOLANY 24 03— 21 ADER

Al \,

LAY2A L H—T 2 A A% T T _X—=F VLANKA M R—=FELTHEL, 2E7TIA4~I) B
W %Y VLAN & B#EAHT 212i1%, 5 EXEC ©— R CTIRO FIAZFEITLET,

(GF) MyMBLU=I=a=7 4 VLANZWIThbtD ¥ Y VLAN T,

CiscolE3000 R4 wF Y7 k9?7 av74¥al—>ayv Hq4F
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B FS51R—F VLAN OEE

avy kR

B8

A7971 configure terminal

Jua—r) ar 7 4 F¥al—vary E— R2BEBELE
R

A7972 interface interface-id

A B =Tz A AT 4 Fal— g FT— N2l
L. RETAHLAVY2A X —T =2 AR ELET,

A7973 switchport mode private-vlan host

LAY 2R—=F a7 T A4 ~—F VLANFA |k R— &
LTHRELET,

A7974 switchport private-vlan host-association
primary vlan_id secondary vian_id

LAY 2R — &7 7 A ~— |k VLAN [ZBE 1T £7,

A7v75 end

¥ebE EXEC E— RIZED £,

7976 show interfaces [interface-id] switchport

BEE B L E T,

A7977 copy running-config startup config

(EE) AA v TFDARLZ— LT v T a7 Fal—

| NN

ary Ty ANIHRERRELET,

fi

Wiz, 44— 7:4’1%774’/\%%VLANT7<FT%F&LT REL, 2T TAR_N— |
VLAN “\T%BQ ﬁﬁj‘ jf E%ﬁﬁmuj—éﬁ %mbij—o

Switch# configure terminal

Switch (config) # interface gigatibethernetl/2

Switch (config-if)# switchport mode private-vlan host

Switch (config-if)# switchport private-vlan host-association 20 25
Switch (config-if)# end

Switch# show interfaces gigabitethernetl/2 switchport

Name: Gil/2

Switchport: Enabled

Administrative Mode: private-vlan host

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 20 (VLAN0020) 25 (VLAN0025)
Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 (VLAN0020) 25 (VLAN0O025)

<output truncated>

— bk VLAN #ZR|R— L LTOLANV 240 3—T 24 ADER

LAY 2 A4 B =Tz A% T ~— ] VLAN #EJIHR—- ML LTREL, Znx7 74~V EBE
Ot W& VLAN [Zv v B 74 51213, F# EXEC £— FTROFIAEZFATL LT,
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>
GE) MYYBLXUP=Ia=7 4 VLANEIWTFhbtH %Y VLAN T3,
avwyk B
27971 configure terminal Jua—) ary7 4 F¥al—vary ET— REMBLE
T
7972 interface interface-id A B =Tz R arT 4 Xalb—arT— Nl
L, RETDHLAY2A X —T =4 AERELET,
A7973 switchport mode private-vlan promiscuous LAY2HR— 52754 _— K VLAN EZRIAR— K& L
HELET,
A7974 switchport private-vlan mapping primary vian_id 75 4 ~_— | VLAN EER|R— &2, 754~
{add | remove} secondary vian_list VLAN E#BIRL7=8 %Y VLAN I v BV 7 LE
T
A7y75 end FHE EXEC & — RICR Y £7,
A7976 show interfaces [interface-id] switchport BHEEERLET,
A7977 copy running-config startup config (EB) AA v TFDAX— T v T a7 4 F¥al—
ary 77 ANVICREERFLET,

LAY 24 H =T 2 A% ST A4 _X—F VLAN #EERR— R & LTHEELEHA., BB L TR
DZEITEBELTLEEN,

e secondary vlan_list /37 A —Z 21X, ARX—REGZHRNTLEI N, By~ TRYSEHED
HAZEOHENTEET, KHEBLELTANTELDIFH, B—D7F 74— VLANID 7=
WA 7o THlifE L7774 ~<— 1 VLANID T,

o secondary vian_list # AT 50, £7-i% add ¥—V — RE4EE LT- secondary vian_list %14
LTEHZ U VLAN & 7714 ~<U VLAN 277 A ~X— k VLAN 2R |KR— MIv vy BT L
7.

e remove ¥ — U — F&48E LTz secondary vian list #EFHA LT, ¥H > F VU VLAN & 7T A _X—
r VLAN #EER]HR— hO~ v B 7 &R L E T,

WIZ, A F =T =2 A% T T4 ~_—F VLAN BZJFR—-F L LTRELTENE T T A X— |
VLAN iZ~¥ v B 7 F 562 RLES, A F—T=A RF, T4 <Y VLAN20 DA /T, A
VAU VLAN 501 ~ 503 B~y B> 7 EnET,

Switch# configure terminal

Switch (config) # interface gigatibethernetl/2

Switch (config-if)# switchport mode private-vlan promiscuous

Switch (config-if)# switchport private-vlan mapping 20 add 501-503

Switch (config-if)# end

show vlan private-vlan ¥ 7= (X show interface status #5# EXEC 2~ FZHEHL T 74~V B X
OtH &) VLAN &AL v F EDTF A4 X— K VLAN RA— b EFRLET,

HFY) VLANDTS54<) VLAN LS4V 3VLANAM 3 —T 14X
~ADTYvETY

774 = VLAN 7 VLAN B —7 1 > 71 SN A58, SVI &7 74~ U VLAN IZ35E L
TEHY XY VLAN % SVIIC~ v Ev 7/ TE £,
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~

GE) MBIz Iaz=F4 VLANIZIWFhbEH %Y VLAN TT,

tH XY VLAN 2754~ VLAN DO SVIIZw v B 7 LTTFF3A_X—KVLAN N5 7 4 27 ®
LAY 3 AL v F U 7 HEARRICT HITI1E, R EXEC £— R CTROFIHEZFEITLET,

avyk

E[:3)

A7971 configure terminal

Jua—nN) ar7 4 FXFal—ygry B— RelBLET,

7972 interface vlan primary vian id

77 A4~<U VLAN CAVF—TxA A A7 4Falb—ary E— &
BA%E LT VLAN % SVI & L CRE L £3, VLAN ID OHifFAIE 2 ~ 1001
B L1006 ~ 4094 T,

A7973 private-vlan mapping [add | remove]
secondary vlan_list

TH o HY VLANEZ 774~ VLANDOL A VY3VLAN A V F—T = A
A= o BT LTCTIARX—=K"VLAN AN N TG 74 w7 DL AF¥ 3 R
Ay Fr 7 EARRICLET,

A7y74 end

4 EXEC £— NIZREY £9°,

Z7975 show interface private-vlan mapping

BREE R L E T,

A7976 copy running-config startup config

fFEE) AA Y TFDARAA— KT v a7 4Xal—ray 77 AV
EERFELET,

~

(%)  private-vlan mapping /1 > ¥ —7 x2 A A a7 4 Fal—vary avry RE, L4 Y3 AL T T
SNTNDFFA =K VLAN F7 7 ¢ v 72T L £,

THHY VLAN 7 T4~ VLAN DL AV 3VLAN A V' F—T = A ATy B 7T 5B,

LI DWW TIRD ST E

LT EEn,

o secondary vian_list /37 A —ZZ1X, AR—REEDHRNTLEE N, Br~TRY =KD
HEHZEDLZ N TExET, FHHELTANTEXZ20D1E, B—DOF T4 ~<— | VLANID F£7-
(I nA 7 CHfE L2774 ~— | VLANID T,

o secondary vian list # NJ13 50, F£72iF add ¥ — VU — R%&5E L7z secondary vian list %
LTEHBZY VLAN 27574 <V VLAN IZvw v B 7 LET,

e remove X — VY — R&H5E LT- secondary vian list #EH LT, ¥h ¥ U VLAN 77 A~V
VLAN O~ v B v 7 2R L £7,

WRIZ.VLAN 501l BEUR 502 DA v F—T7x2A A% 7T T4~ VLAN 10 I~ vy B 7T 561% 7~ LE
9, VLAN 10 Tix, 774 ~X— K VLAN 501 725 502 ~Dt %Y VLAN AT N T 7 4w 7D
N—T 4 T RHFASNET,

Switch# configure terminal

Switch(config)# interface vlan 10
Switch (config-if) # private-vlan mapping 501-502

Switch (config-if)# end

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO 501
vlanlO 502

isolated
community
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FS54R—FVLAN 0E=421>5 N

T53A4R—KkVLAN DE=2Y VY

= 191 754 R—FVLAN E=4 Y Y a< U R

avyFk B

show interfaces status FET 5 VLAN 2410, A5 —F oA AD AT — 5 A& For LET,
show vlan private-vlan [type] AL v F DT T A ~— | VLAN 1% %7 LET,

show interface switchport AE =T 2 A ALOT T A _X— K VLAN HEEZE R LET,

show interface private-vlan mapping VLAN SVI ® 75 A4 ~<— K VLAN = v By 7 IClT A E#HEERLET,

IZ, show vlan private-vlan =~ > ROHFIZ R L ET,

Switch (config)# show vlan private-vlan

Primary Secondary Type Ports

10 501 isolated Gil/1, Gil/3
10 502 community Gil/5, Gil/4
10 503 non-operational
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