CHAPTER
AAYF AN—XBEEDHRTE

ZOETI, IE3010 A v F TDAAL v F_R—=ABIEDOHRTEFIECHOWTHALET, ZOETHN
THHNEIL, KROLEEBY TT,

o [AA v F~DORETZ®ADIE] (P.9-1)

o [ EXEC 2~ RO 7 7 ADR#] (P9-2)

e [TACACS+ 2k DAL vF 77 ®ADHIE] (P.9-10)
e [RADIUSIZLDAA v T T/ 2ADHIHE] (P.9-18)
o [Kerberos ICk B A A vF 77 ADHI#H] (P.9-40)
o [AA yFOr—INVFEE LRI ORE] (P.9-45)
e [SSHDO:ODAAL vTFO%E] (P.9-46)

e [SSLHTTP ®7=D A A vFD#E] (P.9-51)

e [SCP DIbDAA »FDF%E] (P.9-57)

AAYFADRET I EADIFIE

REZ—=PIZL D, A v FOHFREOHEFEROMELZSIETE £, —HKAIIZ, *y b —0 &
HENORAA v F~OT IV AEZHATH—F, AR —FE2HW TRy NU—TH4NLHE A YL
Ty TRt A=, VIUTNA AR EBEBL TRy NI ANLERTH2—Y, Flido—
HIV Yy NT—=TNOMKREIIT =7 AT = a UinbiERT 22 —VPICk 27 7 A 2HIBL %
7

AZA Yy F~ORET 782 &PIET 512E, ROEF2 T (HigxE | DEITEERELET,

o FIKIEDOEXF2V T4 LT, £AA v F R—FTRARAT— FBILUMERFHRELET, Zox
AT —RiZ, A v FIZr—ANVIREFEENET, 2—FRKR— FERITEHREZELCTAA v FIC
TI7RHALEIETDEE, A= bEHRITERRICEE SN NAT—REAN L THLTRITN
X, AL v FIZT 7 BATEEHA, FHIZONTIE, [§5H EXEC 2~ R~DT 7 2ADOH%
] (P9-2) ZBRLTLEEN,

e BMOEXF2UT 4 LAYELT, 2—FAHLENRRT—RFEXT TRETETET, TOXTIFEA
Ay FTa—AMIRGFESNET, ZOXTEEBRELEIR—- MIE L TH, F2—F &5
LET, 2—WPIIRRER. AA v FIZT 7B ATEET, RV AEZERZL TWVLIHEIT, 2—
PH ENRAT — ROERTITREDHER L~ Lz IS DRI LOMERE & IcHIv 4TS Z
b TEFET, FMICONWTIE, [2—PHLAART—FOXTOKE] (P9-7) ML TE
S,
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B %iE EXEC a7 FADT7 I L ROEHR

2—PHERRT = RFOXRTEFH LW, ZOXT 20—/ TiER ROy —NZREFEL
TFWEARIE. BX 20T 4 = NEDT —FR—2ZRFETEET, NIk, BEHEox > b
T—F T TNAARR LT —F_R—2A %A L T2 —ViRGEEHRZ (MBS U CHFERD)
BAHZENTEET, FMcoOVWTIE, [TACACS+HIC X B AL vF 77 ADHIE] (P9-10) %
SR LT IEEN,

Flo, K Len s A 0 ffTa e ZICHekT 50 74 VIRE#R LA R—T7 T H 2 b TEE
T, B A YRR, RELEEEOr A4 R LT L, ERUBEOe A VTR T
0y THEDICRETDHIEHTEET, FMICOWTIE, kD URL @ [Cisco [0S Login
Enhancements] ZZM L T 723V,
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt login.html

¥ EXEC a2 Y FADT7 O EADRE

Fy NI =7 TEWAKDT 78R 3 ha—)LEITH R FIET, XAU— &AL THER L~V
ZEIVYBTCHZETT, NAT—FREIZE->T, Xy MU= FRERY hT—T TANALA~NDT
JEARHIBRBENET, HBLLZE->T, Xy U= TSR T A %, 2—FREDX
Vpav REFERATE IR ERSINET,

GE) ZoHTHEATIa~vy FOMTEEAFIEDFMIZ OV T, Cisco.com ~X—® [Documentation]
> [Cisco I0S Software] > [12.2 Mainline] > [Command References] (& % [ Cisco 10S Security
Command Reference, Release 12.2] #ZM L T 7230,

T, ROBREIZHOWTRBHALET,

(77 4V hD/RAT— REBLOMHR L ~LVERE] (P9-2)

(ZAXT 47 A F—TIV INAT— ROFEEIFELEE] (P.9-3)

MBI L DA F—TVBLOA RF—T L =27 Ly b RRU— FOF#] (P9-3)
2T — REEoT «v—7 01k (P.9-5)

MR ERRIZ %35 Telnet /$2 Y — RO#EE] (P.9-6)

=P AT — RDOXT ORE] (P.9-7)

MEECDHERR L~ L DFRE] (P.9-8)

FIHXIEFDINRAT— FEXIUVHER LARILEE

# 9-112, T74NFDONRAT— RBXUOMRL VR EEZ R LET,

= 941 FIAIWEDIRRAT—FBEUERLRILERTE
H#eE FI4I FRE
A F =T NRAT— B LUHER L)L NRAT— RIIEHZBINTWVWETA, T 740 MIL~UL 15 T (B

EXEC L ~V), RRATU—NKNE, ar74F¥alb—var 774 LNT
RS S TOZRVREE T,

AX—=TN =Ly b RRAT—=RFBIUOHR |[RXRAT—=RNITEBEBINTWETA, T 740 MILV~L 15 T (KK

L~y

EXEC VL), NAT—RiF, BEfbsnThbar7 s Falb—vg
VI ANMIEIRAENET,

[N D — B

NAT—= RIERINTVERA,
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R EXEC 37> F~O7 7 t205E B

ARATFA YYD A R2—TIL NNAT—FOHREF-IILEE

A =T NAT— KL, B EXEC E— R~DOT7 VA5 HIELET, A¥ T4 v A F—T L %
AT — REREEITEES 2I121%, F5H# EXEC E— FTROFIEEZFATL ET,

avy kR

E[:3)

27971  configure terminal Ja—) ar7 4 X¥al—vary T— RFERBLET,

A7972 enable password password it EXEC £— R~DOT7 7 ZHIZ. HTLWRAT — RETEET D),

BFEONRAT— FEEELET,

T 7N R TIE, XAV —RIEZBESNEE A,

password \Z1E, 1 ~ 25 XFOFEKFOA N VT2 HELET, A b

Vo 7B THbA LT TEERA, KXFE/NXFEXBIL, A

NR—REHHTEETHR, S‘Eﬁ/’v\"~7\ TG S ET, BRSF (2)

L, NAT— REERT 25612, BRFOFNIC Ctrl+v 2 A3 idfE

HT&xEd, =& 2iE, X 7_ I\ abc?123 ZERLT 5 & X1, D L
W LET,

abe z AL £,
Ctrl+v z A L ET,
2123 Z NI LET

‘/X?Aﬁ%% F—T N NAT— REANTDHEIITRD N HE,
B ORINC Crl+v Z ANT 24T, NRAT— RO T a7 M
FDEFE abc?123 L AN TE £T,

A7973  end

¥t EXEC £— FIZRED £,

AZ7y74  show running-config MEARMERLET,

A7975 copy running-config startup-config EE) =27 4Falb—vay 77 A NVICREERTFLET,

A =T RRAT—RIIEELENT, AL vTFDar7 1 Fal—
vary 7y ANNTIEHEAMD Z ENTELHRETT,

RAT — RZHIFR9 5I21%. no enable password 72—/ 3L 2> 7 4 Fab—T 3y a~vy K&
LET,

WIZ, A F—T I NAT— R& [Ju2c3kdy5 \CEFETHH 2R LET, ATV — RIS LENTEDL
T LI5S OT 7 ARG Z5NET (EROFHE EXEC T— K 77 & A),

Switch (config)# enable password llu2c3k4y5

EEEICEKBAMRF—TILELIVSR—TIL =9 Ly b RRT—FDRE

BMOEX207 4 LAYE, FRHCRy N —27 28X 5320 — R TFTP = NCREFES LT
HRAT — Rkt L TR ET 535A 121X, enable password £ 721X enable secret 7 = —/3/L 3/74’
Fal—raryavwryRefTEEd, a<r FoERAREELBRAETYT, Z0a<wr R
BELEN/RAV— FE2RECTEET, FHE EXEC E— F (F 74+ /L FaRE) if_i%m@%ﬁﬂv
NUET 7R AT H2—WE, ZONRT—REANTLLERDY £7,

FVEERKE BT AU XAMEH S D DT, enable secret 2~ REEHTHZ &2 HRLF
\?AO
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B %iE EXEC a7 FADT7 I L ROEHR

enable secret =~ F&RE L7ZHA. 2D~ i enable password =~ > F XV H LS E
T, RFHZ2 2Da<wr REFIIZIXITE EHA,

AF—TNVBEOA X—=T N v =2 Ly b RAT— RICHEBLERET 2121, ##H EXEC £— R T
WOFNEEFATLET,

avy kR

E[:3)

27971 configure terminal sua—)ary 7 4 ¥al—vay T— FEBEBLET,

27972 enable password [level level] {password | b EXEC B— R~DT7 7 A2, HTLWARAT — %
encryption-type encrypted-password} EHRTAD, BEONSAT— RELEHLET,

F2X

F72X

enable secret [level /evel] {password | —2 Ly b RAU— REEZE L., EREE TR E M
encryption-type encrypted-password} LTIHREFELET,

o (EE) level [THRETE AHIPHIZ 0~ 15 T, L~Ub
1 Ni@H O — EXEC E— RHERTT, 741k
LUl 15 T3 (Fi#E EXEC &— RHEMR),

o password (213, 1 ~ 25 LF-OFEHFOA Y 7 & fi
ELET, AN 72T THOD LT TEEE
o RIXFENXFERNL, AXN—REMHTEE
T, FATAN—RFER S NET, 7740 TR,
NAT— RFEIERENET A,

o ({EE) encryption-type \Zi%, ¥ A2MB OKEFLT v
S RNThBAAT 5 LMEATE A, EEL
AT EBETDIHAF, R bahiz AU —F%
ATV ERDY £9, ZOREE/ AT — i,
BIDAAL v FORENS AL —LET,

GE) MBI ZATHBELTCIIUVT TFA L NAU—
K2 AT LI25A1EL, B O%E EXEC £— FEBA
THZELIITEEH A, M {bENTZ AT — R
Kbh-HaIE, Coki Bk TchbRETHZ L
IETEEHA,

A7973  service password-encryption (L) NAU— REERTH LS, $RARELRETS

LEIC, NAT—FziEs{b L £,

WELETTD &, BT 4 Fal—a Ty LNTA
20— FBHHEY REARRIC R DD EPIETE 7,

A7974  end

F5HE EXEC £— RIZR D £,

A7975  copy running-config startup-config (FEE) 274 Fal—vary 77 A VICREERFELE

\?AO

AF—TNEBIOAX—T N v—27 1Ly b AT — ROMAEDREBZEINTWAES, 2—WFiFA( *—
TN =Ly b RAT—REANTHLERNHD 9,

BEDHERL SNV ORAY — REERT HHE1F, level ¥— U — REFEHLET, LLERELT

NRAT—=REZRELLEL, FOLRXLVTT VAT HULEDOH DL —YETICEDNRNAT — REE LT
KTV, SEIERLVLVLTT 7B RARER 2~ FEEET 254614, privilege level 7 = — /31
arZ4Falb—vary avy PR LET, FlICONTE, MEEOHRL ~LokE] (P.9-8)
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INAT)—

ATy71
ATy7 2

ATy73
AT974

GE)

R EXEC 37> F~O7 7 t205E B

EHRL T &N,

RNRAT—= RO EA X —T VT DHE, 2—FHRRT— K, BFEF— NAT— R, S x—=T )L

g R ARRT =R 2V =B IOMEAERERRSA T — R 8 $_RTONRRAT — RZHEA S

ET,

NAT— K& LUV ZHIBRT 5121, no enable password [level level] & 7-1% no enable secret [level

kwqyu~ﬂw:/74%1v~ya/:v/k%ﬁﬁbi? NAT— RO EbET 4 E—7
IZ3 %121, no service password-encryption 72— 3L 37 4 Fal— gy avy REffiH

L,i“io

WIZ, HERR L1 2 12%F LTI 5 bR AU — R $18FaD038Xyti5Rkls3LoyxzS8 # iR B+ Dl %~ L E
R

Switch (config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

FRIEDT « E—TILik

AL FITWEICT VB ATED Y K a—Pid, T 740 8T, A v FOBBFRFEAFIZT—
Tat REYAI, FILWRRAT—=REANTDHZ EICE T, Kb/ AY—RERECTEE
7,

WNAT— REHET 4 £ =7 LR TIZ. ZOREO—HME2T 4 E—7 VT DI LICEV AL v TFD
IRAT — RDT 7 A% (i T%iﬁo_@% ENA X—=TNVDHE, = F =%, VX%A

BT 74NV IIPRECETZLICAELESEICRY, 77— e RCH VAL ENTEET,

AT —=REEZT =7/ L ThH, 7*F7utx JDQETAXUEF%wET%iTﬂ

Ay 74 F¥alb—ar 774 (config.text) 3L VLAN 7 —#X—X 77 AL (vlan.dat) (%
HIBR S E 9,

NAT—REEEZT 4 =7 VT 555K, = Fa—Fn7— b 7o RXZHVAALTY AT A
T 74V FOWRBICET LI RGA i, EFaT7 h—RNZar7 4 FXal—valr 774D
N7 o7 ab—%RfRFLTRB I LE2HELEST, AfvFLETCarr7s¥al—vary 7y7A

NDONy I T o7 abt—EREEFELRZVWTLEEY, VIP (VLAN hJ %7 ZFa bajn) FJ R
NRT L b B=RTAAL v TFPREEL TWEHEIE. VLAN T—HRX—R2 T 7 A )LDy 7T v 7 a
E—bEICEx 27 = NBRFELTLEE N, AL v TN VARATLADT 74/ hREIZRE-T- &

X2, XMODEM 7u ba LA LT, RELEZV 7 ANV EAL v FICFA T yu— R TEET, #

MZOWTIE, XA — REENHEoRIE ] (P51-3) 22 LTEan,

NAT— ROEIEET 42— NMZT D2, B EXEC ©— RTROFIEEZFEITLET,

avyU kR

=)

configure terminal Ja—s L arZ 4 Xal—rvar T—RelBLET,

no service password-recovery NRAT—RKOEEET 4 =7 ML ET,

ZOFREE, 7T vva AFYOFT, 7— bha—FEB LU Cisco 10S
4’% UNRT VT EATEHHEIBRIRGEINETN, 7740 VAT AT
HEaEhFEFthA, T, 2—VPRT 78 A THZLITTEEEA,

end

4 EXEC £— FNIZREY £4°,

show version gy FHEHDOREOEITE2TF v /7 T2 LI0E-oT, REEMRL

£,
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B %iE EXEC a7 FADT7 I L ROEHR

GE)

NRAT— ROEE ZF N, F— 7T HI21E, service password-recovery 7 2 — 3L 227 ¢ ¥ =
L—vay avy REFRALET,

NRATU—RFEEOT 4 v—7 k%, boot manual 7 o — )L a7 X2 L — g0 avwy Raff
FALTFHTT— T E2E5CAAL v TFZREL TWAEAITELTT, Z0avr R, AL vFD
BIROBEAKL., 7—ru—&% a7~ (switch:) #ERSEET,

iREKEERIZXT S Telnet /SRAT— FDRE

ATy71

A797 2
ATv73
ATy7 4

AT975

AT976
ATyFT

AT978

WD TAA v FICBRAEBANT D L, E@?/&7/77&7?Aﬁt@LTTP%%%ﬁD%T\:
OBFET THEATEA LT 74NV MREEZERLET, EBIZ, By Ty 7 TarJaE, A
AU — RIZ LD Telnet 77 & AHIZ X/f/?%: ZE“ﬁ”%) &%E?kbi‘é” Ty N7 v 7:177,&
DEITFICZDONRRAT — RERE LR HAIL, ZORRTavr R4y A X —T AR
(CLI) #fFHLCRETE £,

AA v F % Telnet 77 B AHFIZRET H121E., F7# EXEC E— FTKROFIEEZEITLET,

avy

T

B&

TIalb—ary V7N 2T AT PC ELT V- AT— a3y
LAAL v FDar ) —)b R— b &R L £,

oV =)L R— b DT 7 )V bDOTF—HEMEL, 9600 R—, 8§ T —H
Ey b 1AMy EY R RNUFT472LTY, a4 Tar
7 ERFRTREND E T, Return F—ZAJEIFFTHLERNSH D 7,

enable password password Hi#E EXEC B— RERMIG L ET,

configure terminal sua—)b ar7 4 Xal—vary T—REEHBLET,

line vty 0 15

Telnet & v 3 v (FfR) OBEHRTEL, 74> a7 4 ¥al—g
v E— RERBLET,

O RS AA v F T, K16 Dy a URAETT, 0 BIW
15%2EE4+5¢, FHTXH16D Telnet Ey > a3+ _XCEHRETS
ZElizh ET,

password password 1 DFEIFEEOBERRICKIST 5 Telnet /SA T — K& A LET,

password 121, 1 ~ 25 XFOFKFOA RN VI HRELET, A b
U T T THOLIEFITEETL, RUFENLTFERHL, &
N2 EATEETR, BITAR—RIEYHINET, 774V T
X, RAT—REERINTHA,

end

¥iHE EXEC £ — FIZE D £,

show running-config RELMRLET,

< K line vty 0 15 O FIZRA T — RRFRINET,

copy running-config startup-config (EE) av 74 Xal—val Iy A VICRELRTFLET,

RAT — RZ&HIFRT 5I21E, no password 72—/ 3L a7 4 Fab—v gy avr REFERHLET,

Wiz, Telnet /XA U — K% let45me67in89 \ 23R E+ DBl %R L E£7,

Switch(config)# line vty 10
Switch (config-line) # password let45me67in89

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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A—HRZE/INRT—

ATyF1
ATy7 2

A7973

AT974

ATy75
AT976
ATvFT

R EXEC 37> F~O7 7 t205E B

RDRT DR

D—PHENRRAT— RDOXRT %7 ﬁf%i?o:@m71x4/%ifuﬁﬁ» RFESNET, 20O

ARTIFEFRE TR — R
ATEET, HRLLEE

JUéT%ZFL %i%‘ﬁ_%utuuﬁbij— :L““‘*j_ s ?(ﬁ AA FINWTT 7k

BLTWAEEAIL, 22—V E AT — FOEXTITHEDHERL ~ L

Z, MIST OHERB L UHERLE L HIZHVETHI LB TEET,

Z—PHZR— 2DV AT D EFHET DL, ¥ EXEC E— R CTKROFIAZFEITLET, T O
EVAT AT, el Ay a—WL LR T — FRBEREINET,

avwy R

iy

configure terminal

Ju—N) ar7 4 Fal—yary ®— e LET,

username name [privilege level]
{password encryption-type password}

Fa—FO— L RV, SAT—READLET,

o name lZlE, ==Y ID %1 UV—RFRTHEELET, A= L3 HH
WA TE £ AL

o (EE) level IZiX., 77 v AMELR B - —FITERET HMHERL L
ZIRELET, IBETERHMIT 0~ 15 T, LU 15 TIIAHE
EXEC €E— R TOT 7 B ANAHRETT, L~ 1 Tik, =—%
EXECE—RTOT7 7 kALY £,

* encryption-type \Z1F, BEE LS TWRWNAT — RHE 5 1THE <
BAIT0 &, R &N AT = FRBAIHESEAIT T 25 E
LET,

o password \Z1E, Z—VBAL v FIZT 7 VAT HHEICANT DL
HEOHDHNRAT—RFERELET, NAT—RiE 1 ~25 35T, #
WIABANR— A% TE, username 2~ ROFEHEOA T 3
YELTHELET,

line console 0

Eell e
line vty 0 15

FAv a7 4 F¥al—yary ET—RElHBL, a3V —L KR—Fh
(EI#R 0) F21X VIY EfE (B0~ 15) 2R ELET,

login local

aJA O =N NAT— K Foy A X—T NI LET,
X, A7 v 72 THRESN 2 —FLRICESIETET,

}LJAFIIE

= m

end

Fife EXEC £— RIZRE Y £7,

show running-config

REZMRBLET,

copy running-config startup-config

UEM) 3> 7 (Fal—vay 77 MECBEERIFLES,

BEL—YO2—VHZEIEET £ —T7 MIZT 25I21E. no username name 72— )L 227 4 F =
v—yay:v/k%ﬁﬁbiﬁ NATU—R Fxzv I %T 42—TNIL, RATU— KRR LTOH:
Bex ATREIC T 5121%, nolegin 714> 27 4 Xal—v gy awry FeERLET,
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B %iE EXEC a7 FADT7 I L ROEHR

BHOERLANILDERTE

CiscoIOS Y7 b =TT 74/ F T, 2HEEONRRAT— R X2 T 0 E—FEEALET, =—
P EXEC B X O EXEC T3, T—RKIZ &L, a~v > FOBBEL~LE 16 T TRECTEET, &
BONRAT—REBRETDHZEICED, SESEFha—F I —TFIZH LTHEDa~ KR~DT 7

TAEFATE £,

7L z21E. 2L Da—HPiZ clear line =~ > F~D7 /& 2%

FATH5E. LU 208X T o

BED LT, LUV 2 ORAY— REILFHO 22—V ICEif & 7, F7=. configure =~ K~0D
77 v AR EBRILT DAL, LoL3 DX YT 4 2ED YT, TONRAT—RERONLZ2—
P IN—TIRAMT DL b TEET,

2T ROBEICOOVTHALET,

o Ta<w ROMERL~LDFRE] (P.9-8)

o TEFRCKIT 2T 7 4V b OHER L)L OEE] (P.9-9)
o MERLL~OBr T A BIOET] (P.9-10)

av Y FOERLAILDERE

AvY R = FOMER VNV EZRET HI21E, ¥ EXEC £— N TROFIEEZFEITLET,

avy kR

=]y

A7971  configure terminal

sa—N) ar74X¥al—yay E— ReBBLET,

A7972  privilege mode level level command

A~ ROMERLV~VERELET,

e modelZiZ, /m— )L a7 4 Fal— gy ET— FOBEAIT
configure #, EXEC E— FO¥H (T exece &, A LV F—T =X 2
V74X alb—v a3y E— NOEAIT interface 2, 7142 a2
T4 FKa2lb—vary T—FOEAEITline xZhENANLET,

o level IZIRETZH#MIZ0~ 15 T3, LU 1 BNEEO—F
EXEC £— FHEERTT, L~UL 151X, enable "2 TU— NIZXk - T
FAIENL7 78 A LUV TT,

e command \Z1%, 77 BAEHIRLIZ-VVa~wr RERELET,

27973 enable password level level password

HERR LTS T D4 2— T/ NRAT— REFRELET,

o level CHEETEHHMIZO0~ 15 T, L-UL | BNlHEDO2—F
EXEC &— FHER T,

o password IZ1%, 1 ~ 25 XFORBPFOA N VI EIEELET,
ARV T ERTTHOD I EIXTEEEA, RXFENLTFERK
ML, AR=ZEFEHTEETR, BITARX—RTER N ET,
T 74N T, RRAT—REEREINERA,

27974  end Rt EXEC £— RIZRE D £7,
A7975 show running-config BELRTERLET,
ElEs show running-config 2=~ > NI/ ATV— KL 778 A LLORER

show privilege

For LE T, show privilege 2~ > Rix, #RLAVOFEEZERLE
R

27976 copy running-config startup-config

L) av74¥al—Yay 77 A NMCRELRIELET,

[l CiscolE3010 RAvF Y2 b7 avI74Fal—av Aiq4F
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R EXEC 37> F~O7 7 t205E B

avy RaedhDHHERL LV _EEZTET%) L IXIREFEOav L OV T2y hTHD v NIET T,
FTOLVCHEESINE T, =& 21X, show ip traffic 2~ K& L-~UL 15 IZRET 5 &, show =
<~ FBXUshowip =2~ NiZ, ERENHDL-JLITRE LRWERY . BEIFIZ L~V 15 [ZFRE
ShET,

BEDa~<y oW T, 7740 FOWHERIZETIZIX, no privilege mode level level command 7'
g—N\)L Ay 74 Xal—ay avy REFRHLET,

configure =~ > FEMER LUV 14 IZEHEL, LU 14 0a<wy REERT 52— RANT
BHNAT— KL LT SecretPswdl4 % €&+ HH %25~ LET,

Switch (config) # privilege exec level 14 configure
Switch (config)# enable password level 14 SecretPswdl4

E#RICHT HT 74 FDERBLARILOESE

ATyF1
A797 2
ATv73

ATv7 4
A7y75

AT976

BT BT 7 40 hOHER L~ A T4 51213, 854 EXEC T— R TROFIEAET LET,

avwyv R

=]y

configure terminal Jua— ar7 4 X¥al—vary B— REEEBELET,

line vty line

T 7 A &R D AR R B A IR L £,

privilege level level [EHRODT 7 4V N OHER L~V EEFELET,

level HRETEXAHMIT 0~ 15 T, LU 1 2@ o= —% EXEC
— NHEFRT9, LUl 151%. enable NATU— RNk THFAJENS
77txumw1#o

end Rt EXEC £— RIZRE D 7,

show running-config REXMERLET,

EJ e show running-config =~ NIRRT — K LT 7R LULOEREE
show privilege FRLEJ, show privilege =~ Fix, #RLVLOREEZFERLE

‘d—o

copy running-config startup-config (EE) 274 Falb—ay 77 A NVICREXZRIEFELET,

a—WiE, BfRICE 7L L, BIDOMHERL NV E A X—TVICRET D Z LI LD privilege level 7
A ar7 4 FXal—vary avry REEALTRESNEMHERL Ve FEETEET, $2,
disable =~ > REMFHAT L LICL D, HBLLVEBI X FIFHZENTEET, ELOHERL -~V
DRAT — KR Do THIIE, 2—FIEZF DAY — R&2EH L TEMOMRL L% A R—TIZ
TEXFET, BBROEAEZHRT2I21E, 22 Y —AEBICE WD LSV E IR L S~ALEEELTLFE
S0y,

[ %2 T 7 4 /v N OHER L~ VIZRTIZIE, no privilegelevel 74 207 4 Fal—v gy avy
REMHALET,
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ERLARILAOOATAVELURT

27971

A797 2

BELMRL~ Va7 A 35, E3HEE LIEHR L~V EKRT I 51213, $##E EXEC £— T
WOFNEZEFATLET,

avwyFk B

enable /evel HBE LRI~ Va7 LET,
level \IZHRETE H#iHIZ 0 ~ 15 T,

disable level FBELEHERLLVEKRTLET,
level \IZHETE H#iHIL 0 ~ 15 T,

TACACS+ [CEBRA YyTF 7 EADFIH

Z Z Tl&, Terminal Access Controller Access Control System Plus (TACACS+) %A1 *— 7/I/ﬁ LT

RIET DBV T LET, TACACSH X, FEMRT AV T ¢ o 7EREZINE L, Rifk &
VA7 o 225 L CRBREEEZITVE 3, TACACS+ (%, Authentication, Authorization,

Accounting (AAA; BBFE. #FA, TH U T 40 7) BEICIVIEESNTEY, TACACS+ &1

F =TT BITIL AAA 2= REFEHATIZLERD D 3,

Cisco 10S Release 12.2(58)SE LI, A A » F1% IPv6 ®Hi D TACACS+ %K —hLTWET, Z0D
FERE DR EIZ DWW TIL, [Cisco 10S XE IPv6 Configuration Guide, Release 2] @ [Implementing
ADSL for IPv6] OEZZHL T 7EEV,

ZZCHERT D~y RO L OMERFEOFEHIZ DWW TIE, [Cisco 10S Security Command
Reference, Release 12.2] #ZMH L T30,

T 2T, ROBEICOWTHHALET,
o [TACACS+ O#Z | (P.9-10)

o [TACACS+ O#EIfE] (P.9-12)

o [TACACS+ ®#E] (P.9-13)

o [TACACS+ #EDFr) (P.9-18)

TACACS+ DOt &

TACACS+ 1%, AA v FILT 7 EBALE D T2 —FORAELZEFTNATIEX=2VT 4 7Y
r—3v a9, TACACS+ H— bt A%, #% UNIX 721X Windows NT V—2 A7 —3 3 v ETH
B4 25 TACACS+ T —FE L DF —FZ RXR—ZATEHEINET, AA v FIZ TACACS+ HEEAFET DI
1Z. TACACS+ — 127 72 A LT TACACS+ B —REZHREL TBLE XD £,

TACACS+ Tix, MO, BIOEY 2 — VTORRGE, BA[, BT AU T 1 v THEEN L X
NWET, TACACS+ TlE, H—D7 272 3 hr— — (TACACS+ 7 —F ) BEH—1r 2
GRAE, #FAl, BLOT I LT 42 7)) ZHMEICIEEELE T, & —EREEHOT — & <— R |TfE
AL, T—EVOBREIOE L TEDOF—"Eidry NV —7 THEATE 2OV —E A EZMHTE &
T,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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TACACS+ O HHIZ, 1| DOFEBEY —EANLEEH Oy NU—27 TR KAV bEEHTHHK
PRMET DL TT, AL v FIiE, D Cisco V—FRT /A —REL bk y NU—2 Tk
A P—NIZTEXET, Ry NT—7 TR B —NF, lHrxroOa—¥, Fy NT—2FH13H 7%y
FU—7 BEOMASERE SN X Y MU —27 L OHFEEERLET (K 9-1 28M]),

B 91 —iRR97% TACACS+ Ry FIT—V R
UNIXD—9 R T—3 >
(TAC@CS+ Catalyst 6500
H—s\1) =X RAYF

%
D
m—) 5,

171.20.10.7

|

UNIX D—O9RAF7— 3>
(TACACS+
H—/\2)

TACACS+ H—/\ 7 FLRAZEBELT
ALy FEHRELET,
RAWERELET
(TACACS+ H#—/8I2%
RLREHELET)
AAA EA 2—TIZLET,

D] 054 VEEEARY A FEERLET, g
= WRESIZ YR N EEALET, "
— BECELTHARLUTHIVT 10T D

J—JRAT—3ay ARXYRMEERLET,

TACACS+ 1, AAA X2V T 4 —E R L->TEHEN, RO LI —v 22 ML £,

e WL vl AVBIORRY—R X4 70T, FX LU UBIOGE, AvE—Y ¥R — N
X o CRBFED 2 HE 2TV E T,

PRAEREREIL, 22—V L OXMEEEFEITTEE T (R i, 2=V R/ EAART - R ASH ENT%,
BEOFEF, FEOBE, y—ERX ¥4 7 HSREFZZ2EOW ONOEMEZTHZ LI X
D2 —FEMRLET), TACACS+ AV — L AT, 22— VHEHEIZA vE—V 5% ETHI LY
TEET, LézE, BHORRT— REHHBRY —IZWWn, X2AT—ROEROXLERH D
ClEa—WITEMT A ELTEET,

e W[ :autocommand, 7/ A arhfu—)L kEyia B, Yo bhal BR—FOBRTE
Wois, =¥ty VO —FREREICOWTEOMA B L 3, £/, TACACS+ 7F
THSREIC L > C, 22—V NFETTEHa~r FEFHIRTHZ s TEET,

o THUUT VT e BEE, BIXOLA— MIERATAEREZIEEL T TACACS+ 7 —F
WEELET, Fy NI OEFEIL, THU T 4V THEZHEALT, X2V T 1 BEERED
DIl —FOIRERNAE b T vX 7 LY, =a—FTHREMAOERERIL LY TEXEF, TH
TUT 47 ba— RiZid, 2—% ID, B#AFELIR KO TR, TS hiza~> K (PPP 7
E), Xy bk, BIOASS MEREENET,

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
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TACACS+ 7 h zjLid, AA vF & TACACS+ F—FE VM DRIEEITV, AA v F & TACACS+
T—ErEOTa ha Vi ETRTERLT D LIk > TR 2 ZHR L7,

AA v F T TACACS+ ZERAT212i%. TACACS+ T —F2 Y7 N =T HBET 5 A7 AR NE
T‘?‘O

TACACS+ DEIE

2—HFMN, TACACS+ ZfiH L CTWD AL v FITH LTS ASCIL v 7' A V&R IT L. BAENMLEIC
AHhe., WMOTavAREELET,

1. BN END &, AA v FIE TACACS+ T —F i L Ca—V L7 a7 e REG L.
INEa—FIERLET, 2—FPR2—VLHEANTHE, A4 v FiF TACACS+ T —E I
B L TR =R 7o P h2RELET, AL v TICEoTRRAT— R a7 FRFRS
N, 2—FRRZRT—REASNTEHE, FORAT— B TACACS+ F—F L NZEEINET,
TACACS+ 2L » T, T—F v La—F LOBOMETENAREIC R Y, T—F NI — VP EBIETX
LDZRETOERERSETEDI TRV ET, T—FF, 2—FL L RRAT—-FDOHAAEDLEEZA
HTDEHIKRDETD, 2—FORBOBEERY, TOMOHEAEZ2EHZ L TEET,

2. AA vFiE. HKEEIZ TACACS+ T—F U DB ROWNTNDLDINE EHE T,

. ACCEPT A—PRBIES N, Y—ERAZBATEET, FAIEZLELTLIRICAAL v TN
REINTWDIEEIE., ZORERTIHFAMLENBGE S IVET,

e REJECT : = —¥II@iE SN EH A, TACACS+ 7 —E LG LT, 2 —FE T 7 B A ZER
SND vTA Yy = AERRMTT L L ICROENET,

-EMKR:?~%VK£5%%#~EX@%5%%T\itd?~%/&24/?®ﬁ@*°
%7 TEERICBWTZ T —N%E L E Lz, ERROR IEENEREINT-HAIT. AL vF
I, BEMNOFETZ—FEEIEL LY E LET,

e CONTINUE : = —#%, I HICRFEFRDOATI RO HILET,

WAL, AA Y FTHANRAR—T N> TWBEES., 2—FIFBMNMOHF 7 = —XITAD F
4, 2 —HY % TACACS+ #Frlic#ETeriic, £9° TACACS+ FRiF 2 EEICE T TAXLENH Y £,
3. TACACS+ FAI A MLEEREAIL, O TACACS+ 5 —F ki L, 5 —F 5 ACCEPT £7-1%
REJECT OFF A ZIR L E9, ACCEPT BN EINTHEIE, TOIEIZ, Z0a2—VB &
NZFDO2—YNT 7 ATELY—ERAD, EXEC £7-1X NETWORK & v 3 51 COBIEDTE
X TF—2nEENhTVET,
e Telnet, Secure Shell (SSH; & =7 L = /L), rlogin, F7iZ4# EXEC —t X

o NI A—L (RANERIIITFIAT U MOIPT FLVA, T7ERA VR, BEORa2—HF
ZALT U N EET)

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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TACACS+ DEEE

ZZ T, TACACS+ VR —bTDEICAAL v T HZHET D HIEICOWTHBHLET, KR,
Tmmcyiu%y%ﬁﬁﬁémx%(101&@@&)%%EL\DmAawmﬁwﬁt)xb%m
BT HMLERHY T, £/2, EETTACACS+HFABLORT YT 47 OFRY A FE2E
b TcExFET, FRYRAMIE-T, =—YDOFEIL, ﬁﬂ\iKMTﬁWVF%%®tw@m¢k
FREEHRLET, FRUVAMEFEALT, AT EX2U 70 7r batz | SE3EEIEE
TELHDT, HDOFANKRLIZHADNNY 77 o7 AT ARREINET, Y7 U =TI,
)zhmwﬁm®ﬁﬁ%ﬁﬁbf: FOFRIE, 7], TH VY bOMFFEITVET, ZOHATIEE
BELNEho T8 *\/7FW:Ti%@)XF#%&@ﬁﬁ%Eﬁbi?o:@7nk2ﬁ\UX
FAROFRICE ZWEREDT 50, FRY A FOFRETRTRLEDS ETHREET,

ZIZTIE. ROBEICHOWTHALET,

o [TACACS+ OF 7 4/ Fi%iE) (P.9-13)

o [TACACS+ H—" AR A FOFFER L OREREX —DFRE] (P.9-13)

o [TACACS+ v /A UFBFEOFKE ] (P.9-14)

o i EXEC 77 EABLO Ry hU—7 F—E 2D TACACS+ #FAIO#E] (P.9-16)
e [TACACS+ 7o vT 4 v 7Okl (P.9-17)

TACACS+ DT 7+ )L FERTE

TACACS+ & AAA X, T 74NV R TCTF 4 B—7NICREENE T,

X2 VT o DR EIET D20, *y hT— 7"1"5%77)5‘ v a U EMEH LT TACACSt Z8%
ETAHZLITTEEHA, TACACS+ 24 X —T NIZHKELTZHE. CLIZE L TAAL v FIZT 7B A
T52—YERIAETEET,

~

(G¥) TACACS+ OREF CLI ZEA L TITWE T, TACACS+ — N3HER L~ L 15 ITRE S
HTTP #fkc 2 5Fr LE T,

TACACS+ H—/N\ KRR FORFES & VEBEEF—DHRE

REEAIC 1 2OF—REHEHT L2, £z, BBFOT— B N &2 7 V=TT 572012 AAA
=N TN —T 5T HEIICHET DI TEES, =2 L—T L T Eﬁﬁﬁ—ﬂ
RANOY Ty FEBIRL, FEDOT —ERCEOY—NEFHTEET, =T A—=T1L, 7
2=/ = N RA N YRR EEBITERHES, BRENTZT—ANFAIDIPT FLADY A R
EENRTNET,

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
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ATy71
AT972

ATy73
AT974

AT975

ATv7 6

ATyF T
AT978

TACACS+ ¥ — " Zfffid 2 IP A A b Z2fE L, (EETH S —2Ed 2121E, ¥t EXEC £—F

TROFMEZETLET,

avy kR

E[:y

configure terminal

Jua—) ar7 4 ¥al—ygry ET— RelBLET,

tacacs-server host sostname [port
integer] [timeout integer] [key string)

TACACS+ =" ZHaRF$ 25 IP AR A b (1 DEITER) 2RFELE
To ZOATY FEEKFIAT LT, BERZFOY X FE2ERLET,
VIR =TI MESNEIEFTRA PEBRRLET,

o hostname (21X, A NOLARIEIZIP 7T RLAEZEBELET,

e ({EE) portinteger IZi%, H—"OFR— " EEEHEELET, T
T A MEIAR— N 49 TH, FHETE LML 1 ~ 65535 T,

o« (f£&) timeout integer |21, AA v FNT —FT b DOISE &1
ORFMEMECHEELEY., ThEREDRL AL v TFIEE A LTV
FMLC=T7—%2BSLET, 774V MNISHTT, HETEDH
BHIZ 1 ~ 1000 > C3,

e (EE) keystring IZiX, AA v F & TACACS+ 7 —FE DT T
DRI T7 4 B H LB L O SMHRT 27O S —%2HE
LET. BEERlIT 512i%, TACACS+ 7 —EVICFRI ¥ —%
WET DMEND Y T

aaa new-model

AAA ZAX—TNVIZLET,

aaa group server tacacs+ group-name

UEE) I NA—T4% T AAA b —N T —THEHLET,

Zoavwry RZEoT, AL v TR I N—T T a7 %o
L—y gy '—RIZRDE4,

server ip-address

(FE) FED TACACS+ — & ERF LV — N T — TR T
9, AAA — 7 L—F D% TACACS+ H—RICH L TZIDAT v
TEYIELET,

TN—=TDEY =L, AT v 7 2 TERBEHDO SO TRITIITZRD F
T,

end

HebE EXEC E— RIZREY £,

show tacacs

REEMEBLET,

copy running-config startup-config

L) av74FX¥al—vay 77 A NMCRELRIELET,

fEE S 7c TACACS+ h— A E720137 FL A ZHIBRT 521X, no tacacs-server host hostname 2
m—s\b arZ4F¥alb—var avy REEHLET, REV X RS —N 7L —T7ZHIRT 5
IZ1%. no aaa group server tacacs+ group-name 72—/ N)L 27 4 Fa b— 3 avr REfH
LFE9, TACACS+ #—D IP 7 KL A& HIBRT % 121%, no server ip-address —/\ 7 )L —=7 47
a7 4 Xal—vay avy REFEHRALET,

TACACS+ OJ 1 VZREDERE

AAA BRREZ R ET 21213, BAEAT ADOAFIFTE U A P 2ER L T FHAR— MZED U X b2
MLES, FRY R MIETSNOBRADZ A T LETIEFZELLET, ZOU X MEfFEDOR— b

WCEHA LT D, ERBEARIETRE2ETITILENLYD £, ME—DOFMIT 7L FDOFRY R b
(BRI default L4BIBTTFHENTND) T, T 744 FOFRY 2 b, AT EFRY 2~ %
R ER SN AV F—T =2 A 2ZBNT, HEIWICTRTOR— MIEASINET, EBEFEALDF
RKUARMI, 7740 0 FRY 2 MIEBELET,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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FHHXY A M, 2—VRFEOTDIC /=) =% EFE2(T) FIALFESF R ETLR LZb O T, BRI
BT 21 oFH 3 8EOEX2 YT 4 7 haLzEETX 0T, BUOHFRMNI LT
Ny 2T o7 VAT ABERENET, Y7 b '7:701\ U 2 N D)0 )5 % ] L“C:L““*f%
BAELE T, TOFKRTILENEGEONRoT25GE, VY7 b= TIZEDOY A ML IROFREER L
T, Zo7akvAX, VA MNOREFESRIC J:én_ﬁ ‘\EJ‘ZIJJTéﬂ\ ERINT TR E TR TRHLKE
DOHETHRVIEISNET, ZORIDH DA TRIEND KB L7285 (Oi”) 'IZ#:)T{ P
FloFe—INDa—PHT = ZX= AR —H 77’zx%$57a‘é LINELTIZSE) . k7 vtk A
IFEIE L, FRUEGEREAFANTITEINA Z L IEH Y £ A,

o s A CBAFEARET A1, HiiE EXEC E— R THROFIEA FEITL £,

avUFk B&
A7971  configure terminal sa—n)ar4¥al—vary w— FEBLET,
A7972 aaa new-model AAA A F—T NI LET,
A7973 aaa authentication login {default | a s A UREREF Y A N EER L ET,

list-name} methodl [method?...]

. login authentication =~ > FIZAHIF & U A FRMRE S L2707

HEM SN T 740 FOY A P afERT 512i1E, default % —
—]\@&5 T 74N PRTCHERT 2 AR ELET, 7

Zan bOFAY A ML, BB TN TOR— M@l s Ed,

o list-name \ZI1%, fERT DYV A bO&ARIE L THHAT 2 XFH % HEE
Li‘j—o

e methodl... \Zi%, FRFET VU X ABRFRITT D EER @jiJCf&T
iﬁ‘ Ebu@uunﬂzﬁﬁi %@Hl]@ﬁﬁfi7 ﬁ)ﬂéﬂf\_
ROEHSNET, BIOFRARKE L 25513 EH éﬂiﬂ”ho

RONFT RO SHRARIRL 4,

e enable : /],* 7/1//\;(]7‘_‘]\;5"uun 'Tﬁﬁﬁbiﬁ*o u@uuuﬂzﬁﬁ
ZEAT 5121, 502 enable password 7 1 —/3)1 :1/74'
Fal—vay avr REERLTARX—T L RRAT— REE
TELILERHY £7,

» group tacacs+ : TACACS+ Rt L9, ZOfRAE XA
T5I21F. HENP LD TACACSH —"Z2HE L TRBLLERDHY
F9, FEMC oW TIE, TTACACS+ H— 3 7R A FORFER L OGR
AEX— % E] (P9-13) 2L TS EEN,

e line : [/ 82 U — K& R R LET, OB EHEHT
X, HOEPUDEBASAT - REERL T MLERHY T,
password password 74 > 27 4 F¥al—Tary avy NEfEH
LET,

e local: BE—H )V 2—HWHLT —FRX—2EZZILHEHLET, T—#
NR=2 a2 —PLIEREZ AT L TBL LENRH Y £9, username
password ra—nR) a7 4 Fal—vay avr REHEHRALE
‘é—o

* local-case : KX FL/ILFERKENLr—TN a—F4HT—%
N— 2 ZFRFEICEH LE ¥, username name password 7 17—/ 3L
ary74Falb—var avry REEALT, 2a—FaliHe T —
A=W ANTDREND Y £,

e mone: /A IEEEHEH L EEA,

| oL-27306-01-J
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avwvFk B#
A7974 line [console | tty | vty] line-number 34 ‘/ a7 4F¥alb—rary E— RERBL, BBEEY X N O x%R
[ending-line-number] HIRRAERELET,
A7975 login authentication {default | ﬂ@%i 7o IEFE#RE >y MCRI LT, REEY A hEEALET,
list-name} o default Z5/E3 534 1%, aaa authentication login =~ > K T{E
L2774V DY A M EREALET,
e list-name \Z1%, aaa authentication login =~ > FTIER L=V *
FEEELET,
27976 end FrHe EXEC £— FICRY £,
A7977 show running-config LEAERLET,
27978 copy running-config startup-config UEE) a7 4 F¥alb—vary 77 ANVICEREERTFLET,

AAA 25 4 &B—7VIZT 5I2IE, no aaa new-model 72—/ 3L a7 4 Falb— g avy KN
HLET, AAARFEE T 4 E—7 /2T 51213, no aaa authentication login {default | /ist-name}
methodl [method2...] 7R — 3L a7 4 Falb—vayavry NEERALEST, 7400
TACACS+ §BiE% T 4 B—7 NMZT B 00T 7 4/ MEIZKE 33414, no login authentication {default
| list-name} 4> a7 4 Xalb—ary a<vy FeHLET,

AAA FREFEHLTHTTP 7 7 B RIZK LAAS v FO®x =2 VT 4 ZERT HITIE, ip http
authentication aaa 7 o — )L 27 4 X2l —r gy av L NTAS v FE2RK ﬁf}‘éﬁ%fp&;@ ES
T, AAAFRREZREL TH, AAA FREFEH L7 HITP 77 B RIZK LAAL v FOEX 2 U T 1 1%
TR L EH A,

ip http authentication =~ > FOFEMIZ DUV TiX, Cisco.com ~2—’® [Documentation] > [Cisco I0S
Software] > [12.2 Mainline] > [Command References] (2 & 5[ Cisco 10S Security Command Reference,
Release 12.2] #ZH L T &0,

HEEXEC 7V RELURY bT—Y Y—EZXHD TACACS+ BRI DEXTE

GE)

AAA BFEIC L > Ca—YRFEATEX 2 —EARHIRINE T, AAA FIEDA X — T VIZRE I
TW5b L, 7«4’ FIF2—VFDOT T ANADSEE LEREFEHLEY, ZoFn 77 A0
O—AIND2—Y F—F_XR=2F 7Gx VT4 =R LB, 22— Dy a 2R ELE
T, 2=V, 2=V Te 77 A VNOBFBHRTRD LN TVWEHEIZRY, BRLEZFP—EADT 7
TEANRBRIENET,

aaa authorization 72— 3L 27 4 X2 L —3 3 a~< 2 N tacacs+ ¥ — VU — R&AHF CTHEHT
bl B EXEC T— F~Da2—HF DXy hT—27 T 7B AEHIRTDHT A2 2R ETEET,
aaa authorization exec tacacs+ local =~ FiX, IROF AT A =X ZHELET,

o TACACS+ ZfEH L CRIEEZIT o 725813, Bt EXEC 7 7 B A2 TACACS+ ZfEH L £9,

o FFEIZ TACACS+ ZfEH L e oo/ B1E, =N T—F_X—2 &AL E T,

FAIPHFREESNTHTH, CLIZFEHALTr A L, #iEE&N=a—Foxt LTk, Faidgmgsin
£,
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¥i#E EXEC 77 B AB LRy b U —27 —E RIZBT 5 TACACS+ Al 25T 511X, ke
EXEC E— FTHROFIEA FEITLET,

avy kR

=]y

configure terminal Jua—n) arZ 4 FXal—vary T— REfBLET,

aaa authorization network tacacs+ Xy hT— 7 BEOFTRCOY—E RER|ZHT S 2 —F TACACS+ %

AE, Ay FICRELET,

aaa authorization exec tacacs+ 2 — VIR EXEC O 7T 7 & AMERN H B854, = —3 TACACS+ 7F Al

HAAL v FICHEELET,

exec ¥— U — F&EETH L, 22— o7 7 A LIER
(autocommand F# 72 L) BDEINDIGERH D T,

end

Fife EXEC £— RIZRE Y £7,

show running-config REZHRLET,

copy running-config startup-config (FEE) av74FXal—Yay 77 A NVICETEXIRTELET,

FFR % T 4 B —7 2T 51Z1%. no aaa authorization {network | exec} methodl 7 v —/N)L 227 4
Xal—varavwrRFeEALET,

TACACS+ 7ho VT4 VT DIER

ATyF1
A797 2

A7973

ATy7 4

AT975
ATv7 6

AAA T H O T 4 Vv 7HREIZ, =2 — R T 78R LY —bERE, WELERY NU—2 VY —2 &
ERToX T LET, AAM AT AU T A0 T 3 =TT DL, AL v TFidaz—F OIRENRI
BT TF 4 La— ROFBRTTACACS+ EX 2 VT 4 — N CHELET, KT 7T 4
V7 Lva—RIZIIT Y T 4 7O Attribute-Value (AV) X708 & £, V:%Fit%;)74
P— RN ENET, ZOF—%%, Xy hNU—JEH, 7747 biER, TRITEEDOZDITSH
rcEEd,

Cisco IOS DHERBL~LEB L%y b T —7 —E 2T S TACACS+ T H I U T 4 VT oA F—
TN T BHITIL, FiHE EXEC E— FCROFIEZ ETLET,

avwv kR B

configure terminal Ja—r )L ar7 4 Xal—vary E—RFeRKBLET,

aaa accounting network start-stop X "= EOTRTOY—E RERIZOWT, TACACS+ 74
tacacs+ TT AT A XTI LET,

aaa accounting exec start-stop tacacs+ |TACACS+ 7 H o T 472k, Bt EXEC 7 u k& 2 DKAICE

BRBHAET B0 2 T 2 VA, TR TR I T 5 & 5 1
RELET.

end ke EXEC £— FIZED £,
show running-config WEEMERLET,
copy running-config startup-config UEE) v 74 Fal—ay 77 A NMIHREEZRTFELET,

TR T 4T ET =T /WZF HIZIEL, no aaa accounting {network | exec} {start-stop}
methodl... 7 a—s3v a7 4 ¥ alb—vay avy R LET,
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AAA —/I\DREEFRRELBIFEEDIL—2 DY 3 VDR

aaa accounting system guarantee-first =~ > RiX, AT AL THU T 4 VI BRRYIO L a— RIZ
RHZEEBRIELET, THULT 74NV FORETT, JBHEICL->TE, YAT LRI r—RINdE
Tay Y= VERRmAERTE Yy v a VAR TERWEERHV £T, VAT DU m— RZhHh
LHMIT 3 nEBAHAZENH Y £,

N—Z DY a— RFHZ AAA v — \BRBERERGE. V—F&Dary Y — Eid Telnet £ v v 3
% MeSL 3 5I21X,. no aaa accounting system guarantee-first =~ RZEH L £,

TACACS+ FZE DR

TACACS+ ¥ — HettE# % &7 5121%. show tacacs ¥t EXEC =~ F&EHEH L £,

RADIUS [C& DR A Y F 7V XDHIH

Z Z T, RADIUS # A R—7 /LT L THET A HEICHOWTHB LET, RADIUS X, #7770
VLT 4 U TERAINE L. BAB LA 0 AR LTRSS AT E9, RADIUS I,
AAA N LTEESN, AAA a~ U REHHLTORA X—T I TEET,

Cisco I0S Release 12.2(58)SE LA, A A v F 1% IPv6 #I5D RADIUS #H R —F L TWET, Z 0k
HEDREIZ DWW T, [Cisco 10S XE IPv6 Configuration Guide, Release 2] @ [Implementing ADSL
for IPv6] DEEZZRL T IZEI W,

GE) ZoOHETHEATIa~vY ROMILEFERFIEOFEMII OV TIL, Cisco.com ~<—® [Documentation]
> [Cisco 10S Software] > [12.2 Mainline] > [Command References] (28 % [ Cisco 10S Security
Command Reference, Release 12.2] %S L T IEEW,

ZIZTHE, ROBEIZHOWTHBHALET,
e [RADIUS O#2%| (P.9-19)

» [RADIUS ®&i{E] (P.9-20)

e [RADIUS #FHDOEHE ] (P9-21)

« [RADIUS ®%E] (P.9-27)

» [RADIUS O#FFEDFE=] (P.9-40)

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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RADIUS O#i%

RADIUS X, RIERT 7 ADBEFR Yy U= DX 2 )T 4 2#ET NI T4 T 2 /=
VAT ATYT, RADIUS 7 4 7 Mid, ¥R — b5 D Cisco V=X BLONAAL v F L THBIE L =
T 7 T4 7T 2 MEH g RADIUS $— NIZFEREE R 2% 0 97, H9:0 RADIUS ¥ — NZiE 9T
O —FRIEER, Xy hU—2 =R T 72 AFRBIBEINTOET, RADIUS F A MM, i@
W, A= (Cisco Secure Access Control Server /3—3 = > 3.0), Livingston, Merit, Microsoft, =
oY 7 vy =7 TanNg Z—0 RADIUS ' — R V7 by = T RB# L T b~ Fa—H% v
AT KT, FEHZOWTIE, RADIUS = XD~ =a2T7 LVESR L T E &N,

RADIUS i, 77 BADt X2 VT 4 BB ROFX Yy NT—JZERETHAL £,

o EFNEFENMNRADIUS 2V R—bT5, s VFRUE =T IR Y —=NhDBRy NU—7, 2L
21 BHOR T —DT 7R P —_"B, 1 5O RADIUS H—"R—2 tX 2 JF ¢ F—X
R=ZFFHALET, B A —DOT 782 =R IPRXR—2ADFy hT—27 Tid, ¥
A YA 22— X RADIUS — %3 U CRIEESNLE 3, RADIUS ¥— 3%, Kerberos &
X2 VT4 VAT LATEHET ALY ICH A~ XS TVET,

o TV —va RN RADIUS 7 ha eV R— 434 —0F— 3y hT—27 XU T (88
B, 221 A~— P —FT7 7R aryba—)L VAT LAEHERT BT 7 ARE, b5
s —ATiX, RADIUS {Z Enigma Ot %= V7 4 A—KEEHIHERAL Ta—F 2R L., X v
NT—27 VY —=ZA~DT 7B AZHFALET,

e 4 TIZRADIUS #fEAF DRy hU—2, RADIUS 7 54 7 > FEED Cisco 2 A v F &% bk
T—ZZIBITEET, NN TACACSH B —N"~DBITORPIDOAT v T L5 bH 0 FE
K 9-2 (P.9-20) #&H L T 72X\,

o A—PNR1ODP—ELRIILNT 7 EATERWWRy hU—27, RADIUS #ffif+5 &, =—H
DT 7EAEZ 1 ODFRARN Telnet 2D 1 >O=2—F 4+ VT ¢ F7-1Z IEEE 802.1x 2 &ED 7 1
FaVEEHT IRy NY—ZIZHITEES, 207 m ba/bOFEmc >N TiE, & 10 =
MEEE 802.1x A" — F_X—ZFRFEOFHE ] 2B LTI 7EE 0,

o UY—ATHIUT 4 VT RNERRy NU—27, RADIUS Mftit FFAl &3 BIME I RADIUS
ThHOT 4 T TEET, RADIUS 7T H U T 4 JHEREIC L » T, P —E A DBEE
;U%Tﬁmf%—&%%%L\:@tyv5y¢mﬁ%éﬂéuy—x(ﬁﬁxﬂ&y$‘ﬂ4
Fel) OBZFRRTEET, AV F—F v b =R Fu (¥ —Z, RADIUS 77 A a2
fe— VBT IO T4 T V7 27D 7 V=07 N—=VarEEHLT, it
X2 VT A BRI T =Xl 2 b TEET,

RADIUS X, KO L H7exy hT—2 X2 U T o REUSITHE L TWER A,

e wATFTFu ha) T ALK, RADIUS i%, AppleTalk Remote Access (ARA). NetBIOS
Frame Control Protocol (NBFCP), NetWare Asynchronous Services Interface (NASI), 7213
X.25 PAD #ft xR — b LEE A,

o AA wFMEZIFTN—ZEIRIE, RADIUS 1. W MFRFEEZITWEH A, RADIUS 1., flittHEo
TN ANBIEE LB L TIHHAIC, HDT A ADSMAERO T A A~OBFRICHFATE £
\?AO

o ZKHEOY—EREFEHTHRY FU—2, RADIUS i, —&IC 1 AD2—HF% | DOY—E R E
TININRA R LET,
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9-2 RADIUS 4—E 25 TACACS+ H— E R~
R1 &g RADIUS
———pll
7777777777 __
| | —
| | R2 Egf RrADIUS
“ gy
e
— I Y - I TACACS+
O 4 =
y I —
_—
Y Eg k T2 Nl TACACS+
—] A
|
—
|
——2 5
T—JRAT—v3r 8
RADIUS D&

RADIUS #—= N2 K-> TT 7R ar br—LENd A v FIZ, a—Fhn s rBIORELR
D&, WDAN EBFELET,

=YL BLONRAT - ROANEERT LT 07 MRFRINET,
2—FLEB IO S SN "2 T — RR, *v T —27&H T RADIUS — NICEE S ET,
3. ==X RADIUS #—"\inb | ROWNWT UL DIREEZIFELET,

a. ACCEPT : =—¥R@WFEI NIz &5 RLFET,

b. REJECT : =2 — ¥ OFEEN KL, 2—FAB LAY - FOFBANRERIND ), 72
7 7B ARERINET,

c. CHALLENGE : =a—#|ZBEMT — % 8K L £,
d. CHALLENGE PASSWORD : = —#{TH LW\ A Y — FEZRIRT 5 L S ICBERS L ET,

ACCEPT 721X REJECT I, #7E EXEC £7213x v hU—7 ﬁT (T 287 — 2 B3N
RS TWET, =—%% RADIUS #F i #eiiic, £7° RADIUS @BAEA EFIZE T 5L ENR H
DNET AR —TNVICHREINTWDEEA), ACCEPT 721% REJECT /37 v MIIFKOBINT — ¥
NEENET,

* Telnet, SSH. rlogin, F 72134 EXEC #—E &

o BERINTA—H (KRANETWFZTIAT U MDIPT RLA, T7EA VAR, BLOa2—% ¥4
LT U N EET)

N =
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RADIUS FRINEE

M=

Z T, HEAARER T Y 2T 4 7B LN 5O Change of Authorization (CoA) TOfE AL
e, RADIUS A V¥ —7 = A ZADOBEIZOWTHBH L EJ,

o Iz (P9-21)

e [Change-of-Authorization %3k | (P.9-22)
o [CoA ZRIGZE 2— ] (P.9-23)

o [CoA Biskz=~r K (P9-24)

o v va UERGE) (P9-25)

FEYE RADIUS | > % — 7 = A L. v b7 — 27108 LTV B 7 /34 275 BLRASE(E S,
7Y —RREFEENTY—APIET LTV BT ATHEBASILET, Catalyst A1 v T, @FH 7 >~
o BEFLTHMAEND RFC 5176 THIE &7z RADIUS Change of Authorization (CoA) fLIERERE
Y HR— L, BOFRGE, #Frl, BXOT T T 4007 (AAA) FERY —H—n "D
Ty varOFATI v I HRENTETLHEIICLET,

Cisco IOS Release 12.2(52)SE LIBETiE, bty ra T LD CoA ERB AL v FIZHHR— b
SHTWET,

e vz VFFEGE

o v g KT

e R—F ¥y MU TOREYVa T
o R—hKN AN R2ATOEY V3 VKT

Z DOKEREIX. Cisco Secure Access Control Server (ACS) 5.1 IZH &SN TWET, ACS OFEMIZ O

TiX, O URL 2L T 7ZE 0,
http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html

Catalyst A v F T, RADIUS f > ¥ —T =2 A AXT 74NV b TARX—TVIIRESINTVET, 7=
2L, —EBOREARM R E TITROBEN LT,
e X2 UT 4 BRLUOIRT— R : [Catalyst 3750 Switch Software Configuration Guide, Cisco
Release 12.2(50)SEJ] @ TConfiguring Switch-Based Authentication] ¥ [Preventing
Unauthorized Access to Your Switch] Z#ZM L T 72 &0,

o THU T 4> :[Catalyst 3750 Switch Software Configuration Guidel2.2(50)SEJ] @
[Configuring Switch-Based Authentication] ®# @ [Starting RADIUS Accounting] #ZM L T
<&,

| oL-27306-01-J
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Change-of-Authorization &k

Change of Authorization (CoA) ZRiX, RFC 5176 IZfit#fi s Tnb X Hi, vy v=a EF/AVCTHEM
THZEICE-T, Byva @b, A A MHRIE, BEOPEya v EKTE2ITH>2ENTEET, 2
DEFE, 1 DOER (CoA-Request) & 2 DORREARIGE 2 — R TR S THET,

* CoA acknowledgement (ACK) [CoA-ACK]
e CoA non-acknowledgement (NAK) [CoA-NAK]

ZERIL CoA 7 7 A4 7 v b (@FIZRADIUS £7213R Y o— H—n) HHREINT, VRAF—LL
TEMET B AL v FITHEESNET,

T, ONFIZHOWTHEBHALET,
e CoA FRIEZE=a—F
e CoA #HRka~<w K

o v UHRIE
RFC 5176 #R5E

Disconnect Request A » = — 1% Packet of Disconnect (POD) & LRI E TR, By a UK TIC
KLTAL yFTHR—FENTVET,

#9212k, ZOHMRETYH R — SN TW5D IETF BitE L E T,

& 9-2 HR—kShTW3 IETF Eft
BiEES B4

24 State

31 Calling-Station-1D

44 Acct-Session-1D

80 Message-Authenticator
101 Error-Cause

# 9-3 121, Error-Cause BT D Z &N TEHEEZRLET,

% 9-3 Error-Cause DfE

& B7L

201 HIfR Sy ay a0 TH R |
202 W72 EAP N7 v b ()
401 PAR— b SR TV ARV EE
402 o0 E:

403 NAS #HIfEHRD I A~ v F
404 LTS 720 R

405 PAR—FER TNt —EXx
406 PR — N S TOARWILIERRE
407 2 72 BV

501 EHR ok

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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® 9-3 Error-Cause DfE (&)

E B

502 J— MARARRZR B R (T r¥y)

503 tyvar arFRx MBI s

504 tyvary ar7x¥ A MRHIBRCTE RN

505 FoMmo e X AEE T —

506 Y — ZHMlE AN AT RE

507 BLORDEE SN

508 VT By v a Y OBRBPHR— I TN

CoA A =T =2A ZA&MHRTHITIE, A v Ty v a URTTITHFEL TV DILERDH Y £,
CoA 24D &, By v a Ol ERMRERZFATTEET, 7y 77— b, fREShiz
Ty va VICREHHERLET,

CoA EXRIEZEI—F

IO 5

CoA BRIGEa— FEFEHRTIL, A v Fila~vr RemETEES, PFR—FrEhTndavy
Fa#k 9-4 (P9-24) IZRLET,

HEDOE Y a AT b e CoA ERIZHOWTIE, A4 v FiF 1 DL FOwkDBHEIZHE SN
T, By varzBBLET,

» Calling-Station-Id (A h® MAC 7 KV 2% & T IETF B 31)
* Audit-Session-Id VSA (3% =2 ® Vendor-Specific Attribute (VSA; <> & —[EAFBEM))
e Acct-Session-1d (IETF &% 44)

CoA A v tE—VIZEENDLITRATOEya D EMEREDEYy Y a s E—HKLARONED, A A v
F1% TInvalid Attribute Value] =7 — 22— FJ@1:% & ¢r Disconnect-NAK F721% CoA-NAK % i L &
ERS

BEDEY v a T D EERHHRS LU CoA ERDGE, ROWTLNDOE Yy g ID T
TET,

e Calling-Station-ID (MAC 7 KL 2 %%t IETF B 31)

e Audit-Session-ID (3 2 DO~ F—[E A4 E)

» Accounting-Session-ID (IETF &% 44)
A=Vl OE v a v ID BENGENDLHE, TRTORENE v v a & BT D 0N
B ET, —HLAWEEIE, A1 v F W [Invalid Attribute Value] =7 — a— R&EEie
Disconnect-Negative Acknowledgement (NAK; & EMZIGE) £721% CoA-NAK ZiK L £,

RFC 5176 TEHEINTWD CoA FRka— Ko7y b, a—F, ID, £, A—%tr7~«
r—4 . BEO Type Length Value (TLV; # A 7, E&, ) BRXOBRENOHEEESET,
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0 1 2 3
012345678901234567890123456789¢01
B e e e e e e A e e S
| Code | Identifier | Length
B e e et e e s Sk s sk st SR SR e S
| |
|
|
|
+

| Authenticator
|
|
B e e T T e s e T e e ket et
| Attributes ...

tot—t—t ettt =ttt —t—t—t—

J&PEZ ¢ — Rik, Cisco Vendor-Specific Attribute (VSA; N> & —[EH @) &85 57010
LET,

CoA ACKIE&Ea—F

FFAI AT — FOERIZKY) Lo Ha1E, BEMRIGE (ACK) "X fEshEd, CoA ACK ATIRS
NDJEMEIT CoA ERIZE > TRZRY | 4 D CoA 2~ FTHRF SN ET,

CoANAK E&EI—F

HEMERIGE (NAK) 1FFFAI AT — hOEEICKKR L2 Z L 2R L, =7 —OHH 2R T EELE D
HZENTEET, CoA B LTehZ i+ 5121%, show 2~ R LET,

CoAEXRav UK

ZOHETIE, ROWFIZHOWTHHLET,
e by val HRE
e EyvalroiT
o CoA HEffRIREEK
o CoAZR:HRANR—=FDT 4 =Tk
o CoA E:R : N7 A RKR— |
Cisco IOS Release 12.2(52)SE LB TiL, £ 94 I RENDH I~V RBR AL v FIZHR— S TnZE

ﬁ—o
% 9-4 AL YFTHER—Fr&Eh3 CoAaT
avw v KR! L2230 VSA

—n

Reauthenticate host  |Cisco:Avpair="subscriber:command=reauthenticate"

Terminate session THUE, VSA ZER LAV, O ERRIRER T,

Bounce host port Cisco:Avpair="subscriber:command=bounce-host-port"

Disable host port Cisco:Avpair="subscriber:command=disable-host-port"

l. TR_RTDCoA a~vr RIZiF, AA v F L CoAZ F7AT7 v MEOE ¥ a VBBIERDEEN TV DLER S
DET,
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vy a BB

vy a DT

CoA HERfEIRER
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AR ID 3R AF ¥ ZFFORA MRy FU—=ZITIMALT, flREN7=7 7 8 2A#FFn 7 7
AN (Fzk z2iE. 7 A F VLAN) [ZBEMF b D & AAA B — N 3ul i, t//ﬂ/ﬁ:uuuﬂ{g;k%

ERRLET, BRIEERIZ, 7 VT Uy ARARRATH HHEITH A SR #EE) 2867 L — 7Bl E S
NHZEEFATLET,
Ty va VRREEERAT D720 AAA Y —NT

Cisco:Avpair="subscriber: command reauthenticate” DGR TL A aD_y X —[HHFEM (VSA) &
1 DLl kDt v a v ID EMEZ &R CoA BRA vt —V 2R ELET,

BIEDE Yy ay AT — M, Ave—VICHT A, v FOIREEZRELET, By a W RNEIE,
IEEE 802.1x IZ £ » CRFESNTW B A, A4 » F i Extensible Authentication Protocol over LAN
(EAPOL; LAN R H OJEEFRFET 1 b 2L) Requestld A v EB— V& — NZIRETAHZETIRELE
ERS

BUE, & v a 7 MAC Authentication Bypass (MAB; MAC #iE/3 1 /SR) TRIEINTWDIHE
X, Ay FIFF =T 7B RAEREFEE L, PIHEFZTIECTHEN SN2 DO LFEL ID BHELZEL
i‘j‘o

Ay FRART L ReZE LIty va VRREERFEITH THLLAIL. A vy Fid7m w2 &k
TL, BREL—F7 2B/ L., ANRITSND K5 _Eﬁﬁéﬂtﬁﬁffﬁﬁ“bi?‘o

Ty a UPNELERIESNATRY, HDHWIET A~ VLAN, 7)*7”477/I/VLAN FTXFERORY
U—TIIEEN TV AHEIE, BRGEA v E—URT 78R ar be—V FRXEBRB L, BICEIT
éﬂéctj \—lﬂﬁgéﬂﬁ_ﬁﬁfsﬁﬁAbijﬂ v ia /@fﬁ‘f@uq:ji FRBREIZ io(ﬁ;fﬁéuunEft
RICRDETHERF SN ET,

vy a v ERTEES 3FEED CoA ERNH Y 9, CoA HEABRERITZ, FA N R—1 &7 4
=T ETICEy v a v E KT LEYT, Zoavr RefElTH L. BESNERA MO —F
TAT—H AT — K = UREPEESNETE, FOKRAMDOR Y NT—7~OT 7 & A 3R
NWEHE A,

BRARNDFR Y NI =7 ~DT 7 A EHIRT B2

Cisco:Avpair="subscriber:command=disable-host- port" VSA OFRET CoA ERAMHLET, o=
vV RIE, Ry bU—7 ECHEEEZSIEEI L EEBINTODHIERA MRS LGEICHERTHY . £
DEANMIHLTRY NT—2 T RAEEELIZTay 73T 50 ERHDET, F—F~DFR >y K
T—2 77 AZBET L5461, ERADIUS AW =X L%EHH L THOA r—7 WM LET,

TNV BZREDF TN FEeFHEERWT AL ZARNFHLWIP 7 RLAZBETLILENL ZHEE (12
L x1E. VLANZEFE) I, R— M XU UVATHERA N R—r Oy var 28T LET (T~ k%
—HFICT 4 BE—T NV LI, HOA X—7 12T 5),

Zoavy FIEEO#ERMRERTY, Zoavr Nty ra (R Thsied, tyiaro
Al (P.9-23) ToREND 12U EOEy v a v IDEME EBIHEATLILERNLY ET, By ia
VIRROMMBRWEA, A4 v F i Disconnect-NAK A v — L [Session Context Not Found] =
7 — :"—I“El‘i%@biﬁ‘ By alrNHILAEIE, Ay Ty varEKTLET, By
Va UNEEIHIBREI N, AL v T ij’?f}uﬁ%ﬁé ACK iR L E7,

AL FINT TAT v MTEERER ACK ZIRTHIZAZ VN AL v TFNZT = — VA —N"—FT 5854
. 274 T PO BERPFREEFESNDLEIT, FILWT 2T 47 A, v F ETEOT 1k X734k
DIRENFET, HEEELEY Y a VR RONL WAL, Disconnect-ACK & Session Context
Not Found] =7 — a— F@EEREEFE I ET,
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CoOAEXR : KX F R—+rDT 1 E—T 1L

~
()

ZOavy RiE, ROF LW VSA BEENTNDHIEAE CoA R A v -V TlREINET,
Cisco:Avpair="subscriber:command=disable-host-port"

Zoavwry RidtyvaBaThHoED, [y va ol (P9-23) TrRanD 12 kot
arIDBMEEEBIHERTIMNERHY ET, By a VBRONLRVIEAIX. CoA-NAK 2 ¥
& — & TSession Context Not Found] =7 — a— FEMEPEINET, 20y arBH o568
T, A v FIEHRA N R—+ 2T 4 —7 2L, CoA-ACK A vE—T&KRLET,

AA T D CoA-ACK 27 T AT 2 MIETHIUZAAL v T IEENEELTZGAIL, 7747 b
LERNMBERFBINDILEEL, TILWT I T 47 A, v F LETEOTo AR BEYVIRSINET, R
A v FINCoA-ACK A vt —2% 75472 MTRLEB T, DhoOFOEERRET LTWARWnE X2
ALy FIEENFELEREAIE. LT V7T 47 24 v F L CEOBMENHERINET,

FIEE 2~ v RORBICHERMBRESR DR T 5 & Bkt ACK 2R EE SN TRWEEID) F=u
VA=N—FCE Yy v a UBREERK T L, ERFTOav Y FRFITSNTAZ AN, AL v FBT
T4 TR D ETORICEAE LMD LE (e 2T, Vo 7EE) ity va MR TT52
ERHY ET,

CoOAEXR : NHUR K—

ZDa=r Rk, kO VSA Z2ETEHED CoA-Request A v — VU TlRESINET,
Cisco:Avpair="subscriber:command=bounce-host-port"

Zoa<wry Iy va U BETHDLZD, By a ol (P9-23) TREND 12U EOo® Y
arIDBMEEEBITHERTAMNERHYET, By a rRRONSRVEAIL. CoA-NAK A v
& — & TSession Context Not Found] =7 — a— RREMENREINET, 20y aBHi568
X, AA v FIEFAN K= &2 10T =7 0L, BOA RX—7MIZL (K— K Ny R)|
CoA-ACK #iR L FE7,

AL F D CoA-ACK 27 FA T 2 MIETHIZAL v FICEENBELEZGRIE, 7947 M
LERNHFEEINDEZIZ, FILWT I T 47 AL v F ETEOT AR IREINET, A

A v F N CoA-ACK A v —2% 75470 MR LTZHB T, MOFOEENRZET LTWARWNWE X
AA v FIBENRRAELZLGEE., ILWT 7T 47 A v F ETEOIERHEREINET,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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RADIUS [2& B3R A vF 7o x04@ W

R TE

ZZTE. AA v FMNRADIUS 2R — b5 L IICRET D HIECONTHPALET, RKIER,
RADIUS — Y7 b = 7B+ 582 b (1 >DE72138%) Z4E L. RADIUS #iFD XV
ANEEBRTHVLERHVET, £/~ (FETRADIUS HFAIBLIOTH YT 4 DAY A F &
ERTEET,

FRI A ML -T, 2—FOREF, #Frol. TIET7H T2 MEFOT-ODIEFE E FRE2ERLET,
FRYVAMEEHALC, AT Ex2Y T4 72 ban (TACACS+, u—h )b 2a—VPL#%E R L)
1 OFERIFEBIEETEDLIDOT, BEHOFRBRBMULIZBED NNy I T v 7 VAT APRHERSE
T, Y7 bhou=TiE, VA MNORIOFREFEH L C2—FOREE. &Frl. 7T FOHERFZITW
9, FOHFRTIEENELNRD-T=BEE. Y7 o 2TI3ZF0) A M bROGFRAERIR L £

T, Zo7atRiE, VA MOFRICL2@BENKRDT L, FRIV XA FOFRETXTHLKEDS
FTREET,

AA »F T RADIUS BERE D
N ET,

e [RADIUS ®F 7 4 /v bgiE ] (P.9-27)

e [RADIUS #— 3 2 bl (P.9-28) (W7H)
» [RADIUS v 7 A U RBFEOFKE] (P.9-30) (#4%H)
o TAAA V=R I NL—7DEFH] (P9-32) (HEE)

o 22—V A X—=TNTI7EABILO%y hU—7 +—E R |29 % RADIUS #F 7] OF% T )
(P.9-34) (&)

e« RADIUS 7H YT 4 v 7 Oi#H) (P.9-35) (EE)

o [ _To» RADIUS H—0%E | (P.9-36) ({£i&)

o Ry F—[EHD RADIUS BHAFEHT L AL v FRE] (P9-36) (1)

o Ry —JhH® RADIUS #— & D@EICET DA v F&E] (P9-38) ({E)
o [ZA vF ETH CoA DTS (P.9-39)

o TCOAMBEDE=HXV VI BIR NI TN a—TF 47 (P.9-40)

e [RADIUS #— 1 — R RXT v 70f%E] (P.9-40) (EE)

FEZAT DA, RADIUS = NiCT7 72 AL, $—N"ERETDHLE

e

RADIUS DT 7 # )L FERSE

RADIUS BLITAAA X, 774NV P TCHETAE—TVICRESNTOVET,

X2 VT s DRDEHIET D=0, F*y NI—IEET Y r—2 3 U EFEHL T RADIUS 2#%E
THZEIETEEFA, RADIUS A4 X — T /WZRE LA, CLIZEBUTAAL v FITT 7 AT
Ha—YERBIETEET,

| oL-27306-01-J
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RADIUS H#—/\ FRR F DRI

A A v F & RADIUS H— SO@EEIZIE, WOBERNBERL 9,
o KRAMKELIXIP 7 KL A

o FRREDZEYEA— b

o THUUT 4 VT DFEIAR— b

o ¥F—RAKULVT

o XA LT U NEM

o FRERIEL

RADIUS ¥ = UF 4 —NF, RAMERIZIP 7T RL A, KRR ML EHED UDP R— F&E S
FIFXIP T RLALEED UDP R— FEFICL > THELE T, IP 7 FL 2 & UDP A— & B DM
HEDREIZE ST, —EO ID BEREIN, HED AAA —E 2 %442 RADIUS A A2 h & LT
e DR— b 2ERTEET, ZO—EOID 2HTLHZLICLST, FILIP 7 RLRIZH D —
%% o UDP R— hic, RADIUS BEsRAZEETE 7,

[ U RADIUS =R EDHRLZ 2 5OFA N = M UIRFAILY—E R (FE2IETHUT 40 0)
ERELTEEA. 2BDICRELIAA N = MUIE, RANCERELIZAA N = NV OT7 = —)b

F—=N—= Ny 7T v LTHELES, ZOFITIE, BIIOKRA N = NINBRTAOT 4T

P—ERERMETE oA, AA v F I [2raDIUS-4-RADIUS DEAD] A v E—UZFRL, %
D, ALTNRAALT2EDICHRESNTESA N NI TCT AT 407 =R ERLET
(RADIUS " A b = MV, BBE LEIERFICE > TRITENET),

RADIUS —_E A A v FiF, FEFTE—T Ly P THXFRAN AN U E2FEHLT, RAT—=FOD
e B L OISE DO AITWET, RADIUS TAAA X2V T 4 o<y REMHT5 K5 ICRE
95121, RADIUS =N F—F U BBEBTLIHRANE, ZOFRANBAL v F LIEFFTLH—7
Ly b TFAF (F—) APV T HEETHLENDD 5,

HALT T, HEEEKR, BIOEESX—0OfEIX, 73To RADIUS — Nkt LTl r—rUbic

RETHIELTEETL, P—R"BNTRETHIZILELTEET, /o, e — LB EL P —N
BN TOREEMAGDLEDL L TEET, A v TF LBET HTXTO RADIUS %—Zxf LT,
INGOREE 70— VT 2121, radius-server timeout, radius-server retransmit, 3 X
O radius-server key ® 3 SOBEAD /o —)L ar 7 4 Fal— gy avwr REEHALET, 2N
5 ORRE & FE D RADIUS % — 25 H 3 5 12i%. radius-server host 7 27—/ N)L 237 ¢ Fa L —
vay awr REALET,

(i) A vF Rz a— Vi fRE L b — B TOMRE (X4 A7 U b, BEERE, BLOF—a~v
F) #RELEES, VY—"HEATRELEZZA LT 7 b, BEERK. BLUOX—Icl+sa~<v |
W, 7 a— VVZRE LA A LT U N, BEEEH, BLOXF—IClTsa~vr FE EEEXLET,
F_XTCT» RADIUS H— 2 LTI D DEERET 5 HIEICOWTE, [T3To RADIUS $—3
DOFE] (P9-36) 2L T X,

BEFEOV — N SR MBI T N—TT D720, AAA V=R TN —TE2HEHTDHLIICAAL v F
ERETEXFET, FEMIZHONTIE, TAAA —R 7L —70EFE] (P.9-32) ZBRL T &V,
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P — NHNL T RADIUS H— 3 & OE 2R ET DX, ##E EXEC T— FCTROFINEEFEITLET,
ZOFNEFMETT,

avvk =]y

A7971  configure terminal sa—n)arz 4 Xal—vay w— FElBLET,

27972 radius-server host {/hostname | JE— bk RADIUS #—=/X RA FD IP 7 KL AE /2 (IA A M EIREL
ip-address} [auth-port port-number] *7,

[acct-port port-num-ber] ['tlmeout e (f£7) auth-port port-number 213, FWFEERD UDP 5868 — k%
seconds] [retransmit retries| [key T
=] o

string]
e (f£E) acct-port port-number (21X, 7 H T T 4 v RO UDP
SR — P EEELET,

o (f£#E) timeout seconds (Z1%. AA v F 1 RADIUS ¥ — D% %
L THXET 2 E CoRMMBELHE L ET, HETE 2HHA
X1~ 1000 T, ZDOEEIL, radius-server timeout 7 = — 3L
ary7 4 Xal—varyavry NI EEZ LEELET,
radius-server host 2~ R CX A LT U M EHE LRWIEAIT.
radius-server timeout =~ > RORENMEHA S E T,

e ({EE) retransmit retries (213, V— "BIHRE LR WESE, 720
ISEDEWGAIZ, RADIUS ERZ2H— NICHRET AR E R E
L¥d, FETE 524#MIL 1 ~ 1000 TJ, radius-server host =~
v R CHEEREZEE LeVWiG4A . radius-server retransmit 2
n—)L a7 4 Xalb—rary avry ROREMNMEHINET,

o ({£EF) key string 121, RADIUS #— ~ EC@#ifE4 %5 RADIUS
T EAL v TF ORI THERATIRIER IO S —%2EELE
7,

GE)  key IZXFHITHY . RADIUS H— AT ST B 21
XF—CE—HTHLENRH Y FF, F—IL%IZ radius-server host
A ROREDTATLELTHREL T ZEE N, FHOR
R— 2 iﬁ?ﬁéﬂi?‘ﬂi key OH B L OKRED A ~_— R 3ff
AanEd, ¥—1tAXR—R&2HHT2H5H51L. 5IAHFRF—D
—H 5y T&)é%é\% 2x, B TR —2AE VT EEN,

1 5D IP 7 RLRICHHIGET HEEDOFR AN = N &2 A A v F RS
LHEIICHEETHITIE, FNENE/AS UDP A— FEFEHEMHL T,
ZDavwy RELEREEIZTIANILEST, A4 vF V7 buoTIL,
BEINZIERIZE-T, SANEBRELET, % RADIUS /R A FCTff
HT 254277 b, FEEREK BLUOKEX—2ZNEFNEELT
CTEEW,

27973 end ¥ EXEC £— FIZRY £,

A7974 show running-config BELATERLET,

A7975 copy running-config startup-config EE) =27 4FXalb—>ay 77 A NVICEEXHREFELET,

¥$E D RADIUS ¥ — % HIERT 511X, no radius-server host {hostname | ip-address} 7’2 —/3)L =
V74X alb—vary avwry REERLET,

Wiz, 1 >® RADIUS 4 — " %BFEHIC, 9 1 2D RADIUS v —RE2T7 H v T ¢ v 7 HICERE
DB R LET,

Switch (config)# radius-server host 172.29.36.49 auth-port 1612 key radl

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
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Switch(config)# radius-server host 172.20. 36 50 acct-port 1618 key rad2
WIZ, hostl %RADIUS 4}~/\& LCHREL, BIEBLRTH YT 4 T OWGIZT 7 40 FD
A— F%ﬁﬁﬁﬂ‘éi INCHEET DHIZRLET,

Switch (config)# radius-server host hostl

GE) RADIUS =R ETH, WS ODDHEEZRETALENH Y FT, ZTNHLOREMEE LTIX, A1 v
FOIPT RFLA, BEORY—NEZXAL v TFORFGFTHEETLHIF— ARV I7RHY T, dEcON
Tit. RADIUS — D ~==2 T 2B LT FE I,

RADIUS 0% 1 EZREDERE

AAA uuuﬂz%—f H/:F:T;*}Z) \ uunﬁﬁﬁ@% Fl”ﬁj‘% U A ]\%ﬂzﬁk L/Tﬁ)rQ %*ﬁj“— N ZEFDY A b %f‘:l@
ALET, ﬁtJin%ﬁéﬂmmE@&47 EETEFEERLET, ZOURXNE/FEDOKR— b
WCHEA LTS, EEFRHARIETRXEFITTAILENLY 3, M—FIFMIT 740 FD XY 2 b
(BSRIZ default é:éé.ﬁwb\h“ FoHNTn3) TF, 7740 bOFRY R NI, ARifT& XU R R &2 H
IRIICERSNTZA UV H—T 24 AZERNT, BEINIZT R TOR— MZEH S ET,

FHRY A M, =2 —VFREEOLDICI =V —REFE(TO FIRLFEFRNETLR L7 b DT, BIEICE
AT 21 oF- R8O TF 4 70 FaLEEBETEXE3DT, BOFRNELK L5
Ny 7T o7 VAT EAPEREINET, Y7 | '7:7&1\ VA MANOROFAAEHEH LTJ**J‘\%:
BAELET, TOFRTISBENEGEONRDSTZGE, Y7 U =TIEZ0) XA M LROGFREEIRL
F4, Zo7etvRiE, VA NAOEIESFRKIC J:é:JEﬁ“EJ‘ZIJJ“Téﬂ\ ERINTZFNETXTRLK
DLOLETHRVIRENET, ZOUHOH LR TRFENKR LGS (DFED, BX=2 VT 4 =N
Froilno— N DO2—FHZT —F_XR—= 2N — 77??02#@7?“2.’) EISELTSE) . RIS &R
TEIE L, 2L ERBREF AN TEITEIND Z LiEdh D A,

0 s A VR ERET D121, #iE EXEC E— FCHROFIEZFEITLET, ZOFIEITHSLETT,

avvFk =]: 5]
A7971  configure terminal =)L ary 7 4 ¥al—ay T— FEBEBLET,
27972 aaa new-model AAA A F—T M LET,
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AT974

ATv75

ATv7 6
ATyFT
ATv7 8

RADIUS [2& 3RS vF 7o x04@ W

avwyFk

]3]

aaa authentication login {default
| list-name} methodl [method?...]

07 A RS Y A N EERLET,

. login authentication =~ > FIZAHITE Y X RBMEE I 222 2856
WHERSNDT 740 DU A NEERT 2I21E, default ¥—U— KD
BACT 7 AN PRI THERT 2 FXEHBELET, 7740 FoHK
VA NI, BEIMIZTRCTOR— MIEAINET,

o list-name (21X, BT 2V A MOL4ETE L THAT 2 XTI EHELE

j‘o
* methodl... |Z FREET NI Y X LNRFATT D %F@O)jﬁﬁ%ﬁ? ELET,
EJJDODM,JEJ?JE;* %@Hu@jﬁﬁ’(l’/ PIRSNTH AR EH &S

NET, BIOFRNER LIZESIXMFEHAINET A,
WDONT DT XAEBIRL £,

— enable : 42\ 7/1//\217”—]\%;%11 1§%Lij—o — mL‘qujJQ
AT 521X, H 55 L enable password 7' a— /3L :1/74
Fal—varyavry REHERALTAR—T N RAT—REE
TELILEIH Y £,

— group radius : RADIUS FFEA M LE3, Z OISR EEMH
212 H51 U H RADIUS —R"ERE L TBLERH Y £7,
PRI DWW TIX, TRADIUS H—/3 58 2 Foi%5l) (P.9-28) =& H
LTL7ZEN,

— line : [FIfR/ SR U — R & FRFEC A LET, ZORBMEIFXEMMEHTD
Wik, H60UDEARAT — FEZER L TBLERH Y 7,
password password 7 A4 27 4 ¥ alb—ar avy RefiH
LET,

— local : m— )V 2 —FH/HT —FRXR—2REWEEEALEST, 7—4
NR—= 22 —FH/EREAST L TEBL BHERHY £9°, username
name password 70—/ )L 27 4 X ab—a s avwy e
LET,

— local-case : KIXF L/ XFRRFIEND0—H )L 2—FL4LTFT —X
N— R ZFRIEICHE M L E 3, username password 7 7 —/3)L 3
T4 F¥alb—vary avry REERLT, =2—V4ERET—%
NR—=ZZ AN T HMEN DY £T,

— none : 77 A VICFRFEEHFH L EH A,

line [console | tty | vty]
line-number [ending-line-number)

FAy ar74Xalb—ary T—FEHBL, RBiE) A FO@EASR LT
HEEERELET,

login authentication {default |
list-name}

@%@if:&i@%}i’k/ ]‘(:;(‘TLT uqu}Z ]‘%‘fl@ﬁﬁ Lié_

o default Z$5E 3 5% 41X, aaa authentication login =~ > K CERL L
774N DY A NEMEHLET,

e list-name 21, aaa authentication login =~ > R CERK L7=VU 2 L %5
ELET,

end

ke EXEC £— FIZREY 17,

show running-config

BOEETRLET.

copy running-config
startup-config

(LE) av 74 Fal—vary 774 VICREFRTFLET,

| oL-27306-01-J
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AAA %5 4 £ —7VIZT BHIZIE, no aaa new-model 70— /)L a7 4 Fal— gy avwr R
AL ET, AAA BFEET « E—7 M2 F %121%. no aaa authentication login {default | /ist-name}
methodl [method2 JZue—Svarry 4 Xal—varyav s ReALET, ara ¥l 5
RADIUS BiE%ET 4 £ —7MZT 5, HDHWIET 7 4L MEICERTIZIE, no login authentication
{default | list-name} 74> 2> 7 4 FXal—Tar avy REHLET,

GE) AAA FREFEHLTHTTP 77 BRI LAA v FOEX 2 VT 1 ZRERT HI2IE, ip http
authentication aaa 7 n— )L 27 4 Xal—v gy av RTAL v F &R Eﬁ‘é%%ﬁ‘&)@i
T, AAAGREZRELTYH, AAA FXEHH L7 HITP 77 2 RICH LAL v FOEX =2 T 11X
R LEEA,

ip http authentication =~ > FOFEHIZ-DOVTiX, Cisco.com ~— < ® [Documentation] > [Cisco [0S
Software] > [12.2 Mainline] > [Command References] (2 & 5[ Cisco I0S Security Command Reference,
Release 12.2] #ZM L T E &0,

AAA H—N T IL—TDES

WEAFOY =N RA P EFBFAIC TNV =TT D720, AAA = TV —T 2 AT 2L 512 v F
ERETEET, RERHOY—A KA PO Ty FEZERLT, CRERECY—EAICHML
ET. Y= A—=TF BRSNS =N BFAPDOIP T FLADOY A b &G/ n—/L 7 —n
BARN YA EEBICHEHESNET,

Y= I —FI2E, ALY —_OEEDOEA N o M) ZEHHZELTEETN, o b UMN
—BOID (IP 7 KL AL UDP F— hEFOMAALE) 2> TWNDA I ENFMETYT, ZD%HA.
B2 DR— N EZNENRFED AAA Y —ERAEEMT 2 RADIUS RA hE L TERETEET, HLU
RADIUS # = EDRAR25 250K A S =2 P VIR LY —E R (REZBTHV T 42 7) &
ELTSGE, 2BEDICHELTLFAN 2 MV, BUICRELIEFA N 2 NV OT = — )bt —
NR= Ry 777 LTEELET,

EF LTI IN—T = IR E DY — G 52, server Jv—7 +— R a7 4 X a2l —
varyavry REFERALET, =% P 7 FLATRHETHZ b TEET L, EEBED
auth-port 35 XL W acet-port ¥ — U — FEfEH L THEEDKRA b o AZ o 2AF T M 2RET
LHTEHTEET,
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AAA F— R T —FREFE L. FOZIL—TFIZHED RADIUS Y — &SI fTT 1208, ke
EXEC E— FTHROFIEA FEITLET,

avvk E[:3)

A7971  configure terminal Ja—\)aryZ 4 Xalb—vary ®—RFeRBLET,

27972 radius-server host {hostname | JE—h RADIUS #+— N R Z FDIP 7 FL A E 3R X R A EELE
ip-address} [auth-port I,
port-number] [a-cct-port o ({EE) auth-port port-number 1213, FBIEER O UDP s65EHR— - 45
port-number] [timeout seconds] FLET

[retransmit retries] [key string]
o ({LE) acct-port port-number \ZiX, 7H U T 4 7 Hko UDP %85

R—bEEELET,

o ({EE) timeout seconds 1%, AA v F I RADIUS V— DJSE %15
L CHEETHIETCORMBBRZEELET, HETE HHMIT 1 ~
1000 T4, Z O EIL. radius-server timeout 7 27—/ L 237 ¢
Fal—raryavr NICLPEEEZ LEX L E7, radius-server
host =~ > R TH A LT U M ERELZRWEEIE, radius-server
timeout =~ RORENFEHINE T,

o ({EE) retransmit retries 21X, — ADIEE LRWGA, £E0EE
DIBVEAIZ, RADIUS ZRE YV — NICHRET 2R A FEE LT,
FEET& AHiPHIZ 1 ~ 1000 T, radius-server host =~ K CHIX%(E
% 2 F8€ L7254 . radius-server retransmit 7' 2 —/ N\ 227 ¢
Xal—varyavwr FORENMERAESNET,

o ({EE) Key string 121X, RADIUS #— - L CTEI{ET %5 RADIUS 7 —E
VEAAL y FOMTHEMAT 5RIAEB KOS — & E L E7,

G¥) key IZ3XF5ITH Y, RADIUS — THEHIN TV DX —
E—HTALENDHY F9, F—(XHIT radius-server host =~ >
ROBRBEDT AT HE LTHREL TSI, JBEHORAN— 2T
MENETH, key OFBBLOREBOAR—RFIHEHINET,
X ZAR—REFHT 251, sITAFR X —0—HnTh 55
GEBRE, SIABFTEF—ZHERNTIEE N,

1 2DIP 7 RLAICHIETHEBDOEA L = U B2 AL v FRR#HT 5
EOICHRET AR, TNENERLSL UDP RA— FES2FEHL T, Zo=
<Y REREREIHIZTJADLET, A4y TF VY7 =T, BESh:
EFFIZE> T, RA MEMRBKLET, &4 RADIUS AA N CTHEHT X1 4
7T b, BEEREK. BLUOKSX—2ZNETNRELTIEIN,

A7973 aaa new-model AAA A X —T M LET,
A7974 aaa group server radius AAA —R T —TFh BEO I N—FLTEZLET,
group-name IoaTY FEMHATLL A v FRE =R IV —TF av T (Fal—
var E—RICRVET,
A7975  server ip-address HE D RADIUS B —REZERFH DY —N 7 —F 1Tk T £, AAA

P— R I —7D RADIUS V— R L2, ZORAT v 7k LET,
TN—TFDEY—NF, AT v 72 TEBHFHLOLOTRITNIEARY £4

o
A7976 end M EXEC £— RICRE D £,
A7977 show running-config REXERBRLET,

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
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avwy kK

]3]

A7978  copy running-config (fEE) av74Falb—ay I A NVICREERTELET,

startup-config

A7979 RADIUS v 7' A VBFiE& A x—7 M LET, [RADIUS 1 7 A iBFED#
EJ (P9-30) ZZ ML TESN,

¥57E @ RADIUS Y— "% HIER 3 521X, no radius-server host {hostname | ip-address} 7' v — 3L 2
Y74 Falb—Varyavs s REEHLES, AN =T Ear T Falb—var UR IR
HIBR9" % (21X, no aaa group server radius group-name 7’0 —/3)b 27 4 Fal— g avw K
ML E7., RADIUS — 3D IP 7 F L A ZHIFRT 521X, no server ip-address —/" 7 )—7
ary7 4 Xal—varyavwry ReEHALET,
WOBITIL, 2 2DH72 5 RADIUS Zv—7 % —3 (groupl 3 X O group2) %8+ 5L 51
A v FEFELTNET, groupl TiL, [A L RADIUS ¥ — N EDRZRL 2 DOFA N = b %\ I
CH—bE2AHICRELTWET, 2FDDOHRA N = MR, IO N DT = — )V —/3—
RNy T7 v 7T LTEELET,
Switch (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch(config)# aaa group server radius groupl
Switch (config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config-sg-radius) # exit
Switch(config)# aaa group server radius group2
Switch (config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch (config-sg-radius) # exit

A—HF A R—TLTFIERAELUVRY FT—9 —ERIZEAT % RADIUS FFrIDERE

AAA BRI L > Ca—VMEHATE AT —EARFIREN T T, AAA BiEEZ A X —T T 5 &,
ZA v FE (B—H N 2—F F—F_R—2FE Tt x 2V T4 =N LIHFET D) 2a—F 7o
T ANADSERGLEEREEHA LT, 2—Foky T a v 2RELET, 2—FiF, =2—% 7
77 ANADIERTRDONTVDHFAICIRD | BERLEY—ERDOT 7 EARBAIINET,

i EXEC E— R~ —H+Dxy bU—27 T2 RA&HIRT 535 A—F ZHRET 521, radius
X — U — R&FETE LT aaa authorization 72— 3L 207 4 Fal—T gy a<wr ReEHLET,

aaa authorization exec radius local =~ > FlX, ROZF AT XA —Z ZHELE7,

e RADIUS %ffi/H L CHIEEAEIT - -84 1L. RADIUS #H L T4 EXEC 77 B A X L E
ﬁ—o

FFEIZ RADIUS 2R L2 o e lHiid, v—W v T—F X=X &R LET,

FFAIRRESNTNTS, CLIZfHLTr 7 A L, BRES Nz —PITH LT, FFiddEiSn
iﬁ—o
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ATy71
AT972

ATy73

ATy7 4
AT975
ATy7 6

RADIUS [2& 3RS vF 7o x04@ W

HHEEXEC 778 AB L0 %y hU—27 +—tE X2+ 5 RADIUS FFal ##5E T 5121, HHE
EXEC E— FTHROFIEAZFEITLET,

avwyFk B

configure terminal Jua—n) arZ 4 FXal—vary T— REfBLET,

aaa authorization network radius Zy NI — 7 BEEOTXTOY—E RBERICHT 52— RADIUS ZF 8]
. A Y TFITRELET,

aaa authorization exec radius 2 — I HE EXEC O T 7 & AMERMN & D546, = —3 RADIUS #F7f
T, A v FITRELET,
exec ¥— U — R&EETLHE, =—% Tr 7y A UER
(autocommand &7 &) NEINALERH Y 7,

end i EXEC ®— RIZEY £,

show running-config REXMERLET,

copy running-config startup-config FEE) zv74F¥a2lb—vay 774 NVICEREEZHRIFELET,

FFR % T 4 B —7 2T 51Z1%. no aaa authorization {network | exec} methodl 7 v —/N)L 227 4
Xal—varavwrRFeEALET,

RADIUS 7h VT4 2T DiEE)

ATy71
A797 2

ATv73

AT974

AT975
ATy7 6

AAAT T T 4V THEREIL, 22— R T 78 ALY —vRE HELEXY T —2 VY —2&
HERToXU T LET, AAAT IO T 40 T A R—TNMITDHE, AL v Fida—FOIFENRN
ETHhOrT 47 La—ROBRKTRADIUS BX =2 )T 4 — NICHRELET, KT T T 4
7 La—RIET BT T 4 7O Attribute-Value (AV) X7 BEFEH, La—Ridkx=UT 4
=N MENET, ZOF—F%, Ry NT—=08B, 7747 MR, £RITEEDO-DITSH
rcxEd,

Gwom8®%@V&N%£U*/FU 7 Y—E 22T 5 RADIUS 7 AV T 4 v T A F—
2T 5HITiE, ¥ EXEC E— R CKROFIE2ETLET,

avwy kR B

configure terminal su—s UL ar 7 4 Xalb—vary ®— FelBLET,

aaa accounting network start-stop Xy N —Z B EOT R TOY—E RER|IZHOWT, RADIUS 7h 7
radius VT4 T A F—T NI LET,

aaa accounting exec start-stop radius  RADIUS 7h v 7 1 > 712 LV, ¥iHE EXEC 7 1t A DRI LR

BT B o T 4 7@, BICEEEIE LT Dy T o v @ E
EETHEICHELET,

end ¥+ EXEC £— NIZREY £7°,
show running-config BREXMER L E1,
copy running-config startup-config (EE) a7 4Fal—vay 774 NVICHREZHRELET,

THOT 4T %T 4 E—TMIT 52, no aaa accounting {network | exec} {start-stop}
methodl... 7 —/N)b 37 4 Falb—vay avy RefiLET,
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Bl RADIUS I2£ B3R A wF 747 RO

AAA —/I\DREEFRRELBIFEEDIL—2 DY 3 VDR

aaa accounting system guarantee-first =~ > RiX, AT AL THU T 4 VI BRRYIO L a— RIZ
RHZEEBRIELET, THULT 74NV FORETT, JBHEICL->TE, YAT LRI r—RINdE
Tay Y= VERRmAERTE Yy v a VAR TERWEERHV £T, VAT DU m— RZhHh

DI 3 pEBALZEBHY ET,

=2 DY u— FEIZ AAA Y= "REERERG G, V—F 0ar Y —Elid Telnet £ v g~
% #ESL T 5 1Z1E, no aaa accounting system guarantee-first =~ > RZ{#H L E£7,

9 RT®D RADIUS H—/\DEKE

A v F LT _TD RADIUS — BT/ o — VICEEZRET D101, FitE EXEC £— KTKRD

ATy71
A797 2

AT973

ATv7 4

AT975

AT976
ATyFT
AT978

FMEZFEITLET,

avwy kR

=]y

configure terminal

sa—N\) ar74X¥al—yay E— ReBBLET,

radius-server key string

ZA v F LF_TD RADIUS — A ThfFshdv—7 by b 7%
P ARV TERBELET,

GE)  key 1Z30F5ITHY . RADIUS H— " THEA SN TV HEFE1L
F—L BT LOLEPDHY 4, LHOAN—ATEPA I E T
2, key DFHBLOREROASN—RIMEHENET, F—ICR
NR=2 %M T 2561, 5IARF—O—H2Th 556 2k
. BIAfFCE—FHERNTLIEEN,

radius-server retransmit retries

Z A F ) RADIUS Rz ¥ — NCHEET R EEELE T, 7
T ANV T3 T, FRETE H&MIE 1 ~ 1000 TY,

radius-server timeout seconds

AA v F 5 RADIUS ZRICH T DI0E 25> T, BEREZHEETLHET
OFEE () #HEELET, 774V MNMEISHTYT, HETX 28I 1
~ 1000 T,

radius-server deadtime minutes

FROREZRIZIGZ L 72V RADIUS Y — "% 2% » 7 505 (47) Z48E
L, ERBIA LT T T L2ETHET L2 & RIZRESHLTVD
P—NEdITTELLIICLET, 774/ NI 0O TY, FHETE DHMA
130 ~ 1440 43 T,

end

¥iHE EXEC £ — FIZE D £,

show running-config

BOEEA R L £,

copy running-config startup-config

UEE) =27 4FXalb—3ay Zr A NVCHREXRFELET,

FHEERSE, A4 L57 7, BXOHBEEMOBREEZT 74V MIETIZIE, 2hhboa<> RO ne

Bz ML ET,

VS —EEFD RADIUS BEZERT 5 R A v FRE

Internet Engineering Task Force (IETF) K7 7 MHKIZ, N ¥ —EHOEM (B 26) AL
T. AA vF & RADIUS ¥ — TR X —EHADEREBET DO HFEANED LN TWET,
#~_ o #—1%, Vendor-Specific Attribute (VSA) ZEHT 22 Lizk > T, — AV HREIITE S 72
W E OILRIEMEEZ Y AR — hTEET, R pELET 5 RADIUS Tk, ZofRTHLREE NS

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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RADIUS [2& 3RS vF 7o x04@ W

Tr—~y hEERALT, RUF—HFOAT v arE 1 OPFR—bFLTVWET, YRAIDORF—
IDIZ9 THY, Y R— GO AT v a I F— X147 1 (&ENZ cisco-avpair) T, ZOfE
X, WO T 4 —~y hOA Y 7T,

protocol : attribute sep value *

protocol 1X, $sEDH R LA FIEHT A Rao 7 e ha/VEghofE T3, attribute 33 X O value
1L, A a® TACACSH fEEk CEZ I N TV A )7 Attribute Value (AV; BYEME) <7 T, sep
X, REOBMEOREIE =, TERBEEOEEDEEIT * TF, TACACS+ #Fal CHEATE 2T X ToH
felX, RADIUS THEHATE £,

722X, D AV T ERET S L, IPFFa[lE (PPP @ IPCP 7 KL ADEIY B TH) 12, Y Aad
HRDELFIFEIP 7 FLX 7 — RN G720 9,

cisco-avpair= ”ip:addr-pool=first"

WIZ, AL v FinbFHE EXEC v > RAORIRET 7 8 AR AR L R D a—Y v 7 A v &4 % 4
ZRLET,

cisco-avpair= ”shell:priv-1vl=15"

RIZ. RADIUS H#— F =2 _X—2ANDOFHFF VLAN Z45ET 20 %R~ LET,

cisco-avpair= ”“tunnel-type (#64)=VLAN (13)"”
cisco-avpair= ”tunnel-medium-type (#65)=802 media (6)”
cisco-avpair= ”tunnel-private-group-id(#81)=vlanid”

Wiz, Z oI ASCH XD AN ACL 24 ¥ —7 oA AZ@HT 26 %2~ LET,

cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”"
cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

WIZ, ZOHEFRIZ ASCH RO ) ACL 24 v Z—7 = A AZi#EAT 5017 LET,

cisco- avpalr: “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

toOXF—IZH, FRENVMBORUF—ID, 7Y ay, BEORET S VSARH Y 9, <>
#— 1D B X U“ VSA OFEMIZ 2Tk, RFC 2138 [Remote Authentication Dial-In User Service
(RADIUS)] #&M L TL 72 &0,

AA v F 0 VSA Zi8ik L TR 2 K 5 ICRET 2121, i EXEC £— FTROFIRZFEITL E
R

avwrk B
27971  configure terminal Ja—rJL 2y T 4Kl — gy B R LET,
A7972 radius-server vsa send [accounting | | %7 v F 7 VSA (RADIUS IETF B 26 CiE%) #@W# L CFHTX 3
authentication] ol LET,
'(Eﬁ)mﬁéﬂéA/& lﬁ@iwﬁA%Tﬁﬁ/74/7Eﬁ
WZBRET A 121X, accounting ¥— 7V — REHEHLET,
* ('fifé::) [ uﬁkéﬂ /\/& .ﬁ@y émﬁ/\jffmh uIEE ﬁf’ j' Bﬁﬁj—
%1Z1%, authentication *— 7 — K& HH L 9,
F—U—REHEETICZOa~vy FEANTLE, TV T 4008
FORBFEDOR U F —EFBHEOW SN EHINET,
A7973  end ¥i#E EXEC T— FIZEY £7°,
A7974 show running-config EE AR L ET,
A7975 copy running-config startup-config | ({-%) =L 7 4 Fal—L gy T A MCERERRELET,
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Bl RADIUS I2£ B3R A wF 747 RO

~

GE)

RADIUS JEMEDOFM 72 U A N ETIIN 2 F—EF B 26 DFEAMIZ OV TiE, Cisco.com DX—T D
[Documentation] > [Cisco 10S Software] > [12.2 Mainline] >[Command References] (2 & 5[ Cisco I0S

Security Configuration Guide, Release 12.2] O 1§ TRADIUS Attributes] #ZM L T 7230,

NS —HBED RADIUS U—/\NEDBEICEAT 2R v FERE

RADIUS (B89 % IETF K7 7 MEAECTIL, AA v F & RADIUS H— 3T &#—il B LR D 1F
ZETDEHRUCOVTED BN TWHE T, RADIUS Bt v M &M A ICHERETRE L T b
Z—HH Y ET, CiscolOS V7 b =T lx, X F =AM RADIUS BHEOY 71~ &3
R—hrLTWET,

AR L7z & 912, RADIUS (RN Z—OMBERICE 2500, IETF F7 7 MIERT 5 H 0% R
b)) ZRETHICE, RADIUS =R F—F U PNBH L TVWAEERA L, ZORAIMRAAL v F &
HHEFTH I Ly b THFAN AN U TERETHALENHY £9, RADIUS AR MBI —7
Ly b TFA M R MY U %EET DI, radius-server 70— N)L a7 4 Xalb— gy aw
Y REEHLET,

R —MEMLEDO RADIUS =N ARA b, BIOHKEFEINDI T Ly N TXFAN AN T %
FET DI, ¥4 EXEC E— FTCKROFIEA EITL X7,

avvk E:5
A7971  configure terminal sa—) ar7 4 F¥alb—ar E— FEBMBL
7.

A7972 radius-server host {hostname | ip-address} non-standard |J & — } RADIUS % — X HFA FDIP 7 FL A E7-

IR A N EIEEL, FORA RN, X2 —H
HIZHEE L RADIUS #ff H L CTWAZ L 2T L
i‘d_o

27973 radius-server key string Z A wF L R E— B D RADIUS H— 3k D

fcBFsnNd—2 1Ly TFARN AN T %
BELET, AA vy FEBIORRADIUS —\E, =
DTHANANITEHEHLT, "AT— RO
BB LS EORZ B E TN ET,

GE)  key (Z3XFHITHY, RADIUS H— T
SNTVAEREE L —L —HTH2XLERDHY
F9, LEHHO A= FTME SN E TN,
key DHFEB L ORED A= 13EH S
F9, F—CAX—2EHHAT HGEE, 5l
A/ N —D—EyThrHEERE, 51
HFTx—rHERNTIEE N,

27974  end Rt EXEC £— RIZR D 77,
A7975 show running-config REMEMERLET,
27976 copy running-config startup-config (EE) a2v74Fal—ay 774 NVICERESR

RFLET,

AR H = A Ak RADIUS R A k ZHIER$ % 121%. no radius-server host {#ostname | ip-address}
non-standard 7 m— 3L 37 4 X2 b— gy aw s R E2FEHLET, F—2F 0 —7 2T
%1Z1X. no radius-server key 70— L a7 4 Fal—ay avr REFEHLET,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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WIZ, N Z2—A {40 RADIUS &R A k& 457E

RADIUS [2& 3RS vF 7o x04@ W

L. A vy F LI —"OM T radl24 &5 R

F—2MEMAT OB 2R LET,

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch (config)# radius-server key radl24

AALyFETDH CoA DERE

YSEVA
AFy72
ATy73
AT974

ATv75

AT976

AT971

ATv7 8

ATy79

279710

AT97 1

ATyF12

2L v F LT CoA ZRETD

(213, ¥4 EXEC T— FCTROFIAZETLES, ZOFIHITLHAT

ERS
avwy R B
configure terminal Jya—) ar7 4 Xalb—ary T— REREEBELET,
aaa new-model AAA A F—T NI LET,
aaa server radius dynamic-author AA T HRAE, FA, BLOT U T 007 (AAA) — NTRE

L. MR Y =Y — N DHEFEMNEZFETLET,

client {ip-address | name} [vrf vrfname]
[server-key string]

HAFI v IR —H )L =R a7 4 Fal—gr F— 2
WL, T3 A0 CoA 2% T, BREHRV 43 RADIUS 7 54 7
Y RERELET,

server-key [0 | 7] string

RADIUS ¥—%5 /314 2L RADIUS 7 54 7> b EDRITHE SN D
LR ELET,

port port-number

REINT RADIUS 27 A 7~ ~inb RADIUS ZsRE T /84 ZAN%ZAF
TOR—PERELET,

auth-type {any | all | session-key}

AA v FINRADIUS 7 74 7 > MERT L5 AIDO X A4 7 HETE L E

7
TIAT NI TFTHICERESNETRTOREE —FHL T aiTh
X720 F8 A,

ignore session-key EE) Byvary ¥—2BUHTLIIOIICAS v T ERELET,

ignore =~ > ROFMIZ >V TiL, Cisco.com D [Cisco 10S Intelligent
Services Gateway Command Reference] %ML T E &,

ignore server-key

(EE) =" F—2BMUATLLIICAS v TFERELET,

ignore =~ > ROFEMIZ DV Tix, Cisco.com ® [Cisco 10S Intelligent
Services Gateway Command Referencel ZZH L T 720,

authentication command bounce-port
ignore

(EE) COAERZEH LT, v al 2R AT 4T DHHR— %
—BFNCT 4 BTNV T DI DAL v TFEHRELET, R— &2 —
BEIOICT 4 =T T 5 BMIE. VLAN OEEREALTCH, FOXE
FEBRET 237V h b=y RRA > b EIZRWEGEEIT, KA M
5 DHCP Fxay = —y g v &iThb¥ s 2L TY,

authentication command disable-port
ignore

UEE) By v arva2hAT 407 LT0WAR— 2B EDOL vy b F
TURREICT DI LA ERT HIE o RERIET D LIRS v
FEHRELET, F—FrET Yy h T Byl alBETL
9,

R— b HOA R—
ZfEHLET,

TN T BT, =YD CLI £721% SNMP =2~ K

end

F#E EXEC £— RIZRED £7,
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FIE RAyF R—RABUORTE |

W Kerberos =&

B3R vF 7 EADHIEH

avwyFk

B&

A79713 show running-config HERHERLET,

A797 14 copy running-config startup-config EE) zv74FXalb—vay 774 VICREEZHRFELET,

AAA %5 4 &—7 2T 5121, no aaanew-model 72— L 27 4 X2l —v gy avr RE
EALET, AAM vTF LD AAA V— R MEEE T « Z— 7 N2 3 5121, no aaa server radius
dynamic authorization 7’0 —/ )L a7 4 Xalb—v gy a<wr FEERALET,

COABBENE=R Y VT BV IS TNV a—TF 1T

D Cisco I0S <> FZHHALT, AL vF LD CoA LT FZBIVO N T TN Y a—TFT 47
LET,

* debug radius

¢ debug aaa coa

* debug aaa pod

* debug aaa subsys

¢ debug cmdhd [detail | error | events]

e show aaa attributes protocol radius

RADIUS H—/ N\ O— R NSV U5 DHRE

Z DR %ﬁﬂﬂ‘é L T BRERB L OREEE R E, — " Z—THNDF X TD RADIUS ¥—
ANCH L CHFICEFETEE T, MOV T, [Cisco I0S Security Configuration Guide, Release
122] @ rRADIUS Server Load Balancing] OFEAZZMM L T 7Z &, URLIZKD LBV T,
http://www.ciscosystems.com/en/US/docs/ios/12_2sb/feature/guide/sbrdldbl.html

RADIUS DFREDRT

RADIUS OF%E %K~ 9 5I21%. show running-config £t EXEC =~ R&MH L £,

Kerberos [C& B RS yF 7O ADHHE

ZZ T, Kertberos EX =2V 7 4 VAT LEZAR—T VI L TRET DHIEIZONTHHLET,
Kerberos E¥ =2 U T 4 VAT A%, EETE 5% — F‘/\°~7‘4”£’ﬁﬁﬁb“(7\/ cO—2 U Y — Xkt
THERPBIELET, ZOMEZHHTIICIE. A4 v FIAAL T V7 MU =T OREB{L/N—
VarEA VANV THLERDY T,

ZOHEEMFEH L, Ciscocom WOl EALY 7 Ny =T Ty A NEF U ra— KT 523255
VHERHY £, FEMONWTE, 20V IV —2DY U —2 /J—rEZRLTIEEN,

ZIZTIE, ROERIZOWTHHILET,
o [Kerberos DA% | (P.9-41)
o [Kerberos ®#fFE] (P.9-43)
o [Kerberos D% iE] (P.9-45)
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Kerberos &3 XS vF 7o Axnsa M

Kerberos @& ERFINZ DWW TiX, [Cisco 10S Security Configuration Guide, Release 12.2)] @ TSecurity
Server Protocols] @& ® [Kerberos Configuration Examples| Z#Z M L T &0,

ZZCHERT D~y ROMIE L OMERFEOFEMIZ DWW TIE, [Cisco 10S Security Command
Reference, Release 12.2] @™ [Security Server Protocols] @& ® [Kerberos Commands] ZZH L T<
7EEW,

==

Kerberos &2 EHIF £ O [Cisco 10S Security Command Reference, Release 12.2]] TiX, 3T 5 ¥ —
K X—F 11X, Kerberos AR — L, xy NU—2 X2 U7 ¢ H— L LTEHE I, Kerberos
Za rarEFEHL Ca2—VEBIETE 5 IE 3010 A1 v F T,

Kerberos D&

Kerberos (X% F = —t v THKXY (MIT) 23BH% L?’:%JZ\%HF*—KJ: 2%y NU—JFAET m k=2

N C¥, Data Encryption Standard (DES; 7 —# Bf 5{L#iAE) WO BFBALT VTV X AZEREE{L &3
FEICEAL, Ry hU—27 U Y=k 2R EZFRIAEL £77, Kerberos i%, FEHTE 2% — R/3—
TAEVIEEHo T -V LI —ERZHLTEXa Y T s ORFTFEEITLET, ZORFETED
W — K/X—F 1 % Key Distribution Center (KDC; ¥—%1T/m) LFEOET,

Kerberos (X, =—¥FPHETH LN, ZO2—PFRFEALTCND Ry NT—7 $—ERIATH L0 %
BAEL T, TNEFETT 57292, KDC (0F W{EHE T& 5 Kerberos —/3) BNa—F|cF 47 v b
ERITLET, ZNHOF 7y MAUTEDHIRRIH Y, 2—F 7 LTy hOF v v 2 R FES

N9, Kerberos — N3, 2—HFHRLRRRAT—RORDOVIZTFry bafioTa—YLxy hU—

7 ‘ﬁ- tx%mhuﬁbi‘a—

Kerberos — %, Xy hU—27 X2 U T ¢ =L LTEHEIN., Kerberos 7'v b /L& L
CTa—Y&FIETE S5 IE 3010 A A v FTY,

Kerberos @7 L7 2 3 ¥ LIEIT A X — L Cld, single logon &) FIEEFEHLET, ZOFIETIE
=& 1 EFRFET AL, 22—V Z LT Uy AREREIL (O RAT — RO ES{LETHTIC)
_Ei’vl‘?uhpﬂzz;)ﬂ‘ fcf@ i'@‘*o

Y7 =T U U—x% Kerberos 5 1250t L CUWvE$, Kerberos 5 TiX., 9 TIZ Kerberos 5 %1
HALTWDHEEN, (UNIX =L PC 2 ED) thoxry hU—27 RARMEHLTWS KDC Lo
Kerberos fRFET —# X— R &l HTE 7,

OV 7 hu=T U U —ATIE, Kerberos i(ZIKDF >y hU—27 —EREZHVHR—FLTWET,
e Telnet
* rlogin

e sh (VE—F v/ 7u haj)
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W Kerberos IT& B3RS v F 75 L ADH{E

# 9-512. —#%M7% Kerberos Bh#HFEE T DO EFE R LET,

£ 9-5 Kerberos M FA5E
E EH
383 =P —EARMOY—ERIIK L TEHSEHFOH Tt EIEAT 5T

J”Eo 71:_&7\_;} 77/(7/]\ ix/]) /a; ;(‘TLTHALEIE%?%VC\ 14 /3:
j:ﬂﬁ@x/]) /7‘ iTLTmoutE%?%‘iﬁ—

Gl

DA—PNRFR Y FT =T RAAL v FITBNTED L) RHEREZHLTE
D, FLEOLOREEEZFTITTEENE, AL v T RilAIT 25 T

VA ANV ED %

FAF o b (TGT RV —E R 7 LF ooy &) 2ETHRR,
Kerberos 7 L5 v ¥ VT, 2—HE/1I P — 2D ID it L £

T, Xy NU—27 $—EANRF v h&3IT L7z Kerberos V— %17
T A LICLiimE, 22— FARRRATU— REFANTARDV Iz
nNeffRcEEd, 77Uy VOFHRIE, 8 KN T 7 41 b
DFETT,

A AR A

Kerberos 7'V v 7L DEGR L~ T UL, 13 & A ED Kerberos 7'V

VIR, user@REALM & W H R TT (T2 & 2,
smith@EXAMPLE.COM), Kerberos 1 » 2% 2D & % Kerberos 7
V2V, user/instance@REALM &\ 5 AT (=& 2 s
smith/admin@EXAMPLE.COM), Kerberos A > A & > A%, 8 ufl:ﬁ\ﬁk
DL ED2—FOEBLANVEZRETDDICHEATEETS, &
Xy hU—27 =20 P— %, Kerberos A A% LV ZADFH v v
VI ERBEHLETTEETN, LATIEHY A,

(¥) Kerberos 7V L ULAB LS, VA X VAL T T/ LF
TRNTHITZR D FY A,

(G¥) Kerberos UV ALITT X TRILFTRITAITZR D FHA,

KDC?

F v hU—27 KA NTEET 2 Kerberos Y —"BLNF—F X—2 7
07T ATHER SN X —RITRH

Kerberos %)

Kerberos 7 VT v XY VDALV T TARN T I F XV R— 5720

CEESNZT TV r—va 0¥ — A0 2 L a5

Kerberos L /L A

Kerberos " — &SN /-2—H, "A M, BLXUOXxy hU—7

P —bE 2 TR ENS RA A, Kerberos Y —"ZEEL T, =—
FlldAy b= =R T DHHO2—FEmiFFry hU—7
P—r 2D ID #HIEL £,

(GF) Kerberos UV AT T X TRILFTRITAITZR D FHA,

Kerberos #—/

Fy RNU—7 FARNCTEBHLTWLIT—F, 2—FBLOXY hU—
7 =R FZENEFN Kerberos — M2 ID 88K LET, 1 b

U —7 #—E A% Kerberos +— NI/ =V —%XELT, fiox v b
J—r b—EROBIEEFEE T,

KEYTAB?

Py hU—7 = 2N KDC LHFF 5327 — K, Kerberos 5 UL
D=V 5 TlE, Ry hT—2 —1 21Z KEYTAB %> TH 51k
ENFEY—ERA 7 LT ooy LEGESMMR L CERIEL£9, KEYTAB
I% Kerberos 5 £V & pidA— 3 > Tld, SRVTAB* & FEIZN TV E
R

VAN ZaYiZ

Kerberos ID & & IEIEH, Kerberos — NIHkS&, a2—WRn#ETH D

», = ARNMTHINERLET,
GE¥) Kerberos 7 U VNNV LIT T RCUNLFTRITHILZR D FHA,

[l CiscolE3010 RAvF Y2 b7 avI74Fal—av Aiq4F
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Kerberos &3 XS vF 7o Axnsa M

£ 9-5 Kerberos OFTE (Z)

i B EH

P—ERX LTI ¥ Ry hNT—T F—EXOI LTI ¥ L, KDCHHZ LT v LR
FITINHE, Xy hU—27 $—r 2 KDC B"EFTH IR T — KT
BEefbanFEzd, =2—V TGT ¢ b XAV —R&EHF L FT,

SRVTAB Fy hU—27 = 2R KDC &3 T %5320V —F, SRVTAB i1,
Kerberos 5 LLED X— 5 Tl KEYTAB & FEEHL TV £,
TGT BRI ED Z LT, KDC NRBIAF AL —PICRITT L7 LT iy

Vo TGT Z3Z T HL - 7= —W %, KDC #37 L7= Kerberos L' /L AN D
Z/ ]\]7 7 ‘}j- E X ’i‘TLTH'UuE%ﬁ%é kﬁlf‘é’fi?“

TGT = Ticket Granting Ticket (& %FEHE)
KDC = Key Distribution Center (¥ —%1T7J5)
KEYTAB = key table (¥— 7—7 /1)
SRVTAB = server table ($—/X 7—7)L)

BN -

Kerberos DE{E

Kerberos H— NZiX, *y b —27 X2 VT 4 — "L LTEHEINTWT, Kerberos 71 k=1
FRAWCTYE— L :L“—*j‘%uwﬁffééxfl’ vF EFHTE& £9, Kerberos &4 A ¥~ A X425 Kk
W OHVETRH, Xy MU= =L RICTZ7EHALLI ETDHVE—F 2—PF, 3 20%
X274 LAV E@E HL&D\&X/]\U J Y= RIT IV EATEERA,

Kerberos h— Nt LTAAS v F&2EHL, VE—F 2—FRRy NI =2 $—E R L CHAEEH
HFNEF, kDL TT,

1. [BERAA v FITT 53OS (P.9-43)
2. TKDC 75 TGT O] (P.9-44)
3. Xy U= H—bRZxT BRIEOTA:] (P.9-45)

BRAA v FIZRT HEBADEREF

ZZTHEH, VE—F 2—¥FRBEHELRTNUERORVWEIIOEX 2V T 4 LA PIZOWTHHALET,
2—WFE, FTERAA »FIH LU TREEEERITNERV ER-A, VE— N 2—FRERAL v F
7;(_TL/VCDILAHJ‘.E%1:J:5]I7EI\ &(@7 DﬁZXﬁ‘%ﬁﬁiLiﬁ‘

Z—WRERAA v FIZk LT, Kerberos KxfIGD Telnet #5i % Bth L £ 9,
2—FLHENRRT = ROANEZRDDT O T N A v FRERLET,

A v FN, ZO2—FD TGT % KDC IR L £,

KDC 232 —H ID &Ll 5k S a7z TGT # A1 v FITEE L £,

AA v FiF, 2—FRAN LT RRAT — Raflio T TGT O SR EZF T LE T,
o WEEMERICEI) LIz, =2 — AL v T L CRREE B/ E 7,

o MEEMRBRICEKZH LWHAIE, =2 —F& L XA T — KEH AS (Caps Lock F7-1% Num Lock
DF N FTIZER) THM, MOa—FLERX2T—REANLTAT 7 2 OFIEEKHEY
i@bij‘o

o A~ D=

| oL-27306-01-J
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W Kerberos IT& B3RS v F 75 L ADH{E

Kerberos Kxf&D Telnet £ v v a V&AL, HRAL v T ORGEEHFTNDB Y E— b =2—WEI7 >
AT U F—VORMIZNETN, Xy hT—7 P—ERIZT 7 VAT 51, KDC 25 EERAEE 5
HRHENHY FF, 2—F2N KDC 2O RIEE SR TR B0 ork, KDC 23%179 % TGT X A
Ay FIRFEENTRBY, 2—FRZOAL yFicalZFr L&) BINOFRGEICHEA TE 20
N T,

KDC oM TGT OH&F
T, VE— b 2—FREBRBLRTNIERS RN 2FZBDOEX2Y T 4 LA VIZOWTHHLE
T, =PI Ry PV $—ERZT 7 ERT LD, ZO LAY TKDC DFBFEEZFFT,
KDC 75 TGT ZEUS L2 nid7e D £8 A,

KDC (Z%f L CRRFEE 15D HIEIZ Wi, [Cisco 10S Security Configuration Guide, Release 12.2]] @
[Security Server Protocols| P (Z# % [Obtaining a TGT from a KDC) #Z M L T 72X\,
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AL v FOO—HLBESLUVETOZE W

2y hI—9 Y—ER(ZxT HBIA OIS
ZITE, VE—F 2—YR@EB LT IER LSRN 3FZEDDOEF 2V T 4 LA VIZOWTHH L E
T, TGT #BE L7 —¥iL, 2D LA ¥ T Kerberos L/ILAND Xy U —727 P —E Z|T% L TR
ZERTNIERY EH A,

X MU= P—E R L CREIEE 1S D FIEIC DWW T, [Cisco 10S Security Configuration Guide,
Release 12.2]] @ [Security Server Protocols] M ® [Authenticating to Network Services] ZZHiL

TS,

Kerberos D&% E

VEe—h 2—YRxy hU—7 —E R Ix% L CERiEE D 121X, Kerberos LV AKND IR A K &
KDC #§# /]:_L/ :L‘_‘"j_kZ‘/ NO—27 Y— Exmﬁjﬁuﬁﬁjé’?:fb\ *HE LumuEéﬁéZ\gﬁ‘&)Di
T, TNEFEHRTH L, AVOEBBNSLETT, KDC Ed Kerberos 77— # _X—A|ZHRA DT b
U ZBI L. Kerberos LV ANDTRTHORA MZIKDC 234 L7~ KEYTAB 7 7 A VZ&ZBI L F
9, £/, KDC 7 —4F_X—R|Za—FHOZ o MY IEKRLET,
RA MBI —HFD o MY ZBMNMELIZERT2HRAOEBEEEITIKRO EBY T,
e Kerberos 7'V > ¥V EIT T XCTNLFTRITAIER D FH A,
e Kerberos f ¥ A XV ALITT R CNLFTRITHAIZZR D FHA,
e Kerberos LV AZIET XRTRILFTLRATAIER D EHA,
~
(GE)  Kerberos v—NZiE, xy hU—7 X2 VT ¢ — L LTHREIINTWT, Kerberos 71 F 2L
EFHAHWCZ—VEEIETE LA, v F2fEHTEET,

Kerberos BRBEFF LY — N/ 7 T4 T v b VAT LAEZRETHFIEIL, kO LBV TT,
* Kerberos =~ FZHH L TKDC Z%ELET,
e Kerberos 7u Fa v ZEHTHLIICAAS v FEHFELET,

BEIZ DWW TIE, [Cisco 10S Security Configuration Guide, Release 12.2)] @ [Security Server
Protocols] ®# D [Kerberos Configuration Task List] #ZM L T 72X\,

AA v FOO—NILFEEES KU DERE

n—7) FT— RTAAA 2 RET LIRS v TFERET DL, =B THLEWET DL H 1T
AAA ZHETEET, ZOHA. A v T ERIEB I OHF RO EITNET, ZORETET I Y

VT4 v TR TE Y A

A v Fam—hN AAA RICRET 5I21E, %t EXEC £— FTROFIEZFEITL £ T,
avwvFr B
27971 configure terminal Ja— )L arZ 4 Xal—rvar - et LET,
A7972 aaa new-model AAA A X —T M LET,
A7973 aaa authentication login default O—HINDa—YLT —ZRXR—=A AT LI /A VBIEEREL F
local 7, default ¥—U—RIZLY, v—h 2—H% F—F X—ZZRAEN T T
DOR— MIEHENET,

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
| oL-27306-01-J


http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfkerb.html

FIE RAyF R—RABUORTE |

W SSH OE=HORS vy FOBRE

avw vk BH#
A7974 aaa authorization exec local I—H DO AAA BEHEABEL, a— BNV F—H_R—2A5HERAL T, FO2—
PIZ EXEC v = /VOETEFATLET,
A7y75 aaa authorization network local Fy N = BEOT R COY—E RBERICHT 52— AAA HIE2 AT
LET,
27976 username name [privilege level] H—H Fe BN 25 fF AL, 2— LN X DBIEL X T AEPREL
{password encryption-type Ec
password; a—Ylicavy REEYVIELAALET,
e name 21X, 2—HYID & 1 V—RTHELET, A= L5 HFILME
MATE LA,
o (EE) level IZ1X, 77 B AMEE B2 —FICTRET HHER L L&
ELET, FETELHEMAIZ0 ~ 15 T, L~Ub 15 T3k EXEC
EF—RTOT7 7 BANAHETT, LU0 Tlix, =—H EXEC E— KT
DT I7RALRY FT,
* encryption-type IZ1%, B LI TWRWASRRAY — RRZA TR HE
0%, BElbEN AT — FR%AIRHRSGHEIZ T 2B ELET,
o password \Z1E, —YRAL v FIZT 7B AT LHGEEICANT HHLE
DHBHNRAT—FREHEELET, NAT—RiE 1~ 25 57T, #HDiA
I AR—ABEFTE, username 2~ ROKRED A T a1 & LT
BELET,
27977 end 4 EXEC £— RIZED £,
A7978 show running-config AR LET,
A7979 copy running-config startup-config | {£5&) = 7 4 Xal—ay Ty A NMIREERELET,

AAA %7 4 BE—7MIZT HICIE. no aaa new-model 72— )L a7 4 Falb— gy avy N
FRLET, FuET 4 B—7/WICF 5I21E. no aaa authorization {network | exec} methodl 7' =7 —
SV ar T 4 X¥alb—vay avy REFERALET,

GE) AAA HFREHEALTHTTIP 77 B RICK LAAL v FOEX 2 U7 4 ZFEfRT 5I21%, ip http
authentication aaa 70— Nl a7 (Fal—I g0 a<w L RTAAL v FE2RETILERHY £
T, AAAFRGEEZREL ThH, AAA FXEHEHA L HITP 77 B AICH LAAL v FDEF 2V T 4 1%
el L EH A,

ip http authentication =~ > FOFEHIIZ D\ T, [Cisco I0S Security Command Reference, Release
122] 2B LTI ZEN,

SSH Df=HDA A v FDERE

ZZClE, SSH fEA R TET D HIEIC O W THBAL T, ZoMEEZMEHT 3 12i%, 5 (BFE1(k)

VIRT 2T AA—TEAAL v TFIWA VA N—NAVTEHELERDY £9, ZOREZMHEH L. Cisco.com
MNOREZLY 7 N 2T Ty ANEX T ya— RTAIEHF 2B 0ERH Y £9, FEic>NT
T, 2OV YV —=Z2DY Y —R /J—FrE2HRL TS0,

%
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SSH 0-HD 2 4A vFnEe B

2T ROBEHRIZONTHHALET,

o [SSH O#f# | (P.9-47)

o [SSH &) (P.9-48)

o [SSHOBREBIOAT—X ADFE] (P.9-51)

SSH O EFNZ2WTIE, D URL IZH B [Cisco I10S Security Configuration Guide, Cisco 10S
Release 12.2] @ T[Configuring Secure Shell] @ [SSH Configuration Examples] # &ML T 72&
AN

IPv6 123155 SSH 1L, IPv4 ICk1T % SSH LWL L S ICHREL ., M UARZ#RIEL £, SSH ~D
IPv6 DREREILIRIZ L D, IPv6 7 RLANHR—hahn b7z, Cisco V—ZIXIPv6 N7 AKR— %
SFLTCYE—=RIPVE / — REDEF 2T RS b SN ER 22T AN L2 TEET,

GE) ZZCfElTLa~r FOMXBLIOFERFEOFEMICONTL, 20 ) —R ST 5a~vwr R
U7 7L 2B LW Cisco IOS Release 122 Da~> R U 77 Ly Z2E2BRLTL &N,

SSH D#IE

SSH X, 7134 AT 2L e T— MNMEREZ FREICT A7 12 b2/ TF, SSH L, 731 ZDFR
FERFICIR ) 22l B 24T H 2 & T, V' — MERICOWT Telnet LEDOEF =2 ) T 4 ZEHRLET,
ZoY7hry=T7 VU—2RF, SSH Y= =51 (SSHvl) BELUSSH X— = > 2 (SSHv2) %
A—FLTWET,

T, ONFIZHOWTHEBHALET,
e I[SSHY =N, BT ITAT b, BV R— I TWbE A=Y 3] (P.9-47)
o [HilfREmE] (P.9-48)

SSH 4—/\, BV A4 7 2, BLUHR—FEhTVOEN—Da Y

SSH #BEICIZ SSH H—A_"BLUSSHMAEZ FA T FBBHY, ZNHITAL v F ETEITENDT
TV r—va Ty, SSHZ 7A T hefET5E, SSHY—A"BBETLAA v F IR TEE
9, SSHHY¥— L, 2OV Y —RATHR—=—FINTWSLSSHZ 747> B LW, Mittflo SSH 7
FAT o hEFERALEY, F2, SSHZ 94T v ME, 2OV JV—ATHR—FEITW5 SSH H¥—
NP L OO SSH — N E A L £,

AA wFiX. SSHvl F72i% SSHV2 r— &R —FLET,
24 v FIE, SSHvl 7 547 » a2V HR—FLTHWET,

SSH Ix. DES &4k 7 /13U X A, Triple DES (3DES) MfEfbT7 AT U XA, BILURRAT—F
N—=ZADHFEEZ Y FR—F L TWET,

SSH 13k 2 —H @i TN E R — L TWHET,
o TACACS+ GEMINZ oW TIE, ITACACS+ ICk B A A v F 727 & 2Dl (P.9-10) 2R L T

<7ZEW)
e RADIUS GEfllco>WWTIX., TRADIUSIC XL DA A vF 77 2DH#E ] (P9-18) &MWL TL
72E W)

o B—HAGERERB L OFA GHIZOWTIE, TAA v F O —U/LFBGER & OFF A ORE |
(P.9-45) =ZM)

CiscolE3010 R4 wF Y2 bz 7 av74¥alb—>ay A4 F
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N
GE) ZoYy7bhv=7 U U—AX, IP Security (IPSec) AR — KL TWEFA,
HIBR=IR
SSH IZ1%, kOHIRFEEHEH S ET,
e A A wFiL. Rivest, Shamir, and Adelman (RSA) FRiE&Z VAR — kL ET,
o SSHXZ, #7v =N 77V r—varEdaR—FLET,
e SSHY—NEBLWSSH 77147 ~E, DES (56 £°v ) BLU3DES (168 By ) F— XK
T T N 2T ORI R—FERET,
o AAyFiE, 128y b F— 192 By |k F—, £71F 256 £y | F—0D Advanced Encryption
Standard (AES; & ER; ZALIEKK) BESLT7 VT Y X aZ P R—hLET, Z7EL. F—%K5{k
T DX HIE B AES 130 HR— & EHA,
SN s
SSH D&% *E
NERKD &5 T,
o [RTEMOEZFI (P.9-48)
o [AA v FTSSHZ#HEITT L1000y 8T v 7] (P9-49) ()
e [SSH $— D E)] (P.9-50) (AA vF % SSH ¥ — L LTCHRETDHHEDHVHE)
REROIEESIE
AA oy F A SSHY —"E/X SSH 7 74 7> b & LCRIET 2B A1, WOERIHEICHE - T 728
AN
e SSHv2 ¥— 3NiE, SSHvl — "TAEKIIND RSA F—OXT2HHTEET (HDBRE S R
T9),

* crypto key generatersa 72— N 227 4 X2 b—vary avr REAN L%, CLI =T —
Ao E—UREREINDIEGE, RSA F—_TFAEREINTOETA, FAMBIORAS V%
B E L THh 5, crypto key generate rsa =~ > FZ AN L TLE S, FEMICOWTIK, TA
A yFTSSH ZFETT 2200ty b7 v 7] (P9-49) #H5RLTIIEE0,

o RSA F—DOXTEAERTDHEHEIC, A /’IZ ¥ INo host name specified] MF/RIND T &N
HVET, ZORXA v E—UNRFRINTZH AL, hostname 72— 3L a7 4 Fal— gy
a<v REMFHLTHRA M EK Eﬁéﬂ\gﬁ)%miﬂ‘

e RSA F—DX_XT Z2AKRTHELEIT, A ‘7‘12“—7 [No domain specified] MERINDIENH D
FT, IORAvE— /75>§/Té2}’b71 A%, ip domain-name 7 = —/ 3L a7 4 X2 b —a v
avw Y REFEALTIP RAA U4 %E&ﬁ'@”é%%fﬁ% DET,

e B—HNARIBLIOFWNOFELRETDHEIC, 2=V ETAAA BT 4 E—7MCENT
TEERMERLTIIEE N,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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SSH 0-HD 2 4A vFnEe B

A4 YFTSSH #7950ty b7y
SSH # E(TF 2 L3I v F %ty M7 v 7+ 210, KOFIEEZFEF LTS,

1. W55y 7 b =7 £ A—T% Cisco.com b XA v run—KRKLET, ZOFIETHXNHETT, FEM
WZoWTiE, 2OV Y =20V Y —2 )= BB T ZE,

2. AAvTFDORAMBEIOCIP FAS A EZRELET, ZOFIEZETTLDIE, A v TF &

A7y71
A7y7 2
A7973
27974

A7y75
ATv7 6

ATvFT

SSH #— 34 L TRE

T BRI TT,

3. AA vTF N SSH Z HEIIZA X—TNMIZT D720 RSA F—DOT7 24K LET, ZOFIEEE
1T9T201%, AA vTF% SSH y— "L LTCRETIHATETTT,

4, o— IV T ERAEZIZIVE—F T2 AFIC2—YREERTELFET, ZOFIEINETT,
%Mmowf@\&4/%®m—wwmﬁkiUﬁTmﬁﬁjR9%)%%%L1<téw

RARLEIP FAAL L4 ZHREL, RSA F—DXT7 AT 51213, it EXEC E— R TROFIEA
FEITLET, ZOFEEZETTIDIE, AA v»F % SSH — L LTHRETIHHAETT T,

avwyFk

B&

configure terminal

Jua—)L ar7 4 ¥al—yary ET— RRe@BLET,

hostname hostname

A v FDORA M EHRELET,

ip domain-name domain_name

AL v FDRAN FAL U ERELET,

crypto key generate rsa

X/f ‘)%J:TD‘—jJ/I/jSJ:’O\):E”— mhthEFﬁ SSH “'j‘—/\é"/fZ\ 7/1/
IZL. RSA F—DO_XT7 &4 L £7,

BNEY2T A YA T, 1024 By MITHZ EEHAEREL £,
RSA ¥ —OXTEERTAEEIC, TEV2TF7AOEIOANEZRD LN
FT, BV TARELRDITELETT N, AR EEHICREE 2R 20>
D ET,

end ¥iiE EXEC £— RICED £,

show ip ssh SSH =D NR—V 3 VBLUREHFRERRILET,
EelEe

show ssh AA v F LD SSH —_ORAT—F 2 RKRFLET,

copy running-config startup-config

(EB) av 74 ¥al—var 77 A MCRERRIELET,

RSA ¥—0DO X7 ZHIgT 5
FafMLE3, RSA F—

ZiZ. crypto key zeroizersa 72—/ 3L a7 4 Falb— gy avy
@«7%m%¢5k SSH #— NIZBEBEMNICT 4 E—7 il b 4,

| oL-27306-01-J
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SSH 4 —/\D®E

SSH #— "% #HET HITIL. ¥4 EXEC E— F RO FIEZFEIT L ET,

avwy kR

B&

A7971  configure terminal

Jua—N)L ar7 4 ¥al—yary ET— RRaelBLET,

27972 ip ssh version [1 | 2]

({EE) SSHvl F£721X SSHV2 #FETT DL IHIICAAL v TFEZRELET,
e 1:SSHvl #FEITTDEICAAL v TFEHRELET,
e 2:SSHV2 #FE{TTHLICARAL v FERELET,

Zoa<wry RE AN LRWGEA, FEF—V—FE2EREELRVES.
SSH #—NiZ, SSHZ 747 FTHR—FENTWEERHFNI—Ta v
» SSH #3&IRLFT, 7-& 21X, SSHZ 747> b2 SSHvl BL O
SSHv2 #H% AR — F T 546, SSH ¥— 3% SSHv2 #&R LFE T,

A7973 ip ssh {timeout seconds |
authentication-retries number}

SSH #l#IRT A —XZ HFRELET,

o HZALT Y MEIMHEMTHEELET (F74/0 MEIX 120 B), 5
ETEHHPAIZ0~ 1200 TY, ZDORXTFA—HFFT, SSH x =
T—vary 7x—REAINET, ERI/ELIND L. ALY
FIZTCLIRN—RA By arDF 74V NDEALT 7 MEZMHHL
ij—o
FIZHNRTIE, Xy T —27 FOEEO CLIR—ZX By g
(Byvar0~4)IZx LT, &K S5 HOORZ{REIFE SSH ke 4 f
HATEET, Efrv=rBNEf#+s&, CLIN—RX vy aro¥
ALT T MEIZT 74V RO 10 HI2REY £,

o UIAT VRV —AN"AFHREIETE A EETCLET, T4
ME3 Y, HETE2®MIT0~5 TY,

W FDINT A= B ESTHHEITZOFIMz#EY IBRLET,

A7974  line vty line_number
[ending line_number]

transport input ssh

(FEE) BRI E 2R E L E T,

o TA AT 4 Xal—iar T— FEHBLT, RAASRE R
EERELET, line_number 3 L O ending line_number \Z%F L
T, LT ZHELET, FHETE 26T 0~ 15 T,

o AA »F TI SSH Telnet #fc & [0S 2 L HICHRFELET, ZiZ
XV, —%I% SSH #KEICBRE S NET,

27975 end Kt EXEC B— FIZRE Y £,

A7976 show ip ssh SSH =D NR—Y 3 VBLUREFREFRRALET,
EJlE
show ssh AA »F kD SSH Y —_"OEEHAT —F AERRLET,

A7977 copy running-config startup-config

UEE) =27 4FXalb—ay Zr A NVCHREXRFELET,

77 # v k@ SSH Hll#Hl/3F7 A —ZIZEJI21Z, no ip ssh {timeout | authentication-retries} 7' 1 —/\
N arZ4Xal—varyavr ReERALET,

CiscolE3010 R4 wF Y2 +rHxz7 AV 74 ¥al—3v HAFE
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SSLHTTP 0602 A vFoEe B

SSH DFEEH L URT—F ADRR

SSH 4 — "R EBLOAT—F R RTTDHITIE, £ 9-6 OFE EXEC o~ K& | o713
ERLET,

& 9-6 SSH 4—ROBEBLUVRF—ERERTTHaATVE

= N B#

show ip ssh SSH r— D" —T g v BLUOBREHBRERELET,
show ssh SSH — "D AT —% 2% F - LET,

b0z~ ROFEMIZSWTIE, [Cisco I0S Security Command Reference, Cisco I0S Release
12.2] @ TOther Security Features| D #Zd& % [Secure Shell Commands] #ZM L T 723\,

SSLHTTP Of=HDAR A v FDERTE

ZZ T, HTTP 1.1 O —"B LY T A 7 & MIxHE L7z Secure Socket Layer (SSL) /3—3 g
3.0 ZRETDHIECHOWTHB LET, SSLi%., ¥%=7 HTTP WE2FEHE T 570, HTTP 7 &
ATV RRBREE T TR, = NGRRE,. BBk, BIOA ve—Yomett bt LE S, SSL &#
AT 2123, by 7 b= A A=V BRAAL v FIZA VA=AV ENTWVWIRLERSHY T, =
DOREZEM L. Cisco.com MHIER{LY 7 U =T 77 AN EF T u— RT A3 F 02555
IENRHY ET, B bA A=Y O NTIE, 20V V=20V V=2 /= EaZRLTIES
v,

T ROBEHIZONTHALET,

o [EFX=7 HTTP ¥ —_"EBLOY T4 7 boWE| (P.9-51)

o X7 HTTP —"BLOZ 747 FOiEE] (P.9-53)

o (X7 HTTP ¥ —NBILRI T4 T hOAT—X ADF R (P.9-57)

AT 2RGERIC 2~ RO X OME R T EOFEMIZ OV T, Cisco I0S Release
12.2(15)T @ THTTPS : HTTP Server and Client with SSL 3.0 O#REHAEZEZR L T E Wy,

X217 HTTP Y—NEXUVI 5172 FOBE

% =27 HTTP ##K0%HE, HTTP »— "R EZETEHT — XIS LI TA v ¥ —F% v MIXk(E
SnEd, SSLEFB(bZfED HTTP iX, Web 77 U H AL v F 2 ET D X 5 7effglc, ¥
TREEHGARME L ES, YR aNEET L EF 27 HTTP Y — "B L OHTTP 27 547> FTlE, 7
TV r—va rEOREEIBI SSL N— 3 > 3.0 ZfEH LE 3, HTTP over SSL i, HTTPS & Ag S
NET (BF =7 R2BkOEA. URL 2 http:// ORI 0 (12 https:// THAE D £1),

¥ 27 HTTP — (AA v F) OERFEENL, f8EDOKR—F (57 /L b® HTTPS "— MZ
443) < HTTPS E:R&2FH%1F7 T, HTTP 1.1 Web ¥ —_"~ZOEREZES = £ T, HTTP 1.1 % —
NEFEOERZWFLL T, EF =7 HITP —~EE (O T) LEJ, % =7 HTTP H—
(X HTTP 1.1 = Rb iz, TOERITIEZET,

X227 HITP 7 74 7 8 (Web 77 W) OE%&EEIL, Cisco I0S 77V 7r— 3 VERRIZG
HLT, 0T 7V r—ra PR LU HTTPS User Agent —E A2 ETL, I6&% (F0T7 7Y
g—va i) KBTI ETT,
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W SSLHTTP 0f-&

DAL Y FDEE

CADLSRIFRSA UK

GE)

Certificate Authority (CA; #BFER) 1%, ERZFAILTEMT DRy b T —7 T34 ATFEHEEH
TLET, 206D H—ERE, BMT LT AT 2 RETHREX 2V T ¢ F—BLOGE
HEOEH AR LET, FED CAV— NI ATX PR 7 FPEMINET,

BEnFEITENS L, HTTPS — N Z, F T AMRA U M ERDZEED CA 264572 X.509v3 DFFH
EERITTDHZL T, ¥XaTREREIIA T MR LES, 279472 b GEHE. Web 77
7YY X, TOFFEHEORIICHLERARF—E2EAL TWVET,

X =27 HTTP ##i1213, CADO R T AMKRA VU FERETHZ L E@MHAELEL £9, HTTPS $—N
EFERITLTWVWETFASAAL ZZCAD T ARRA U FBRRESHTWARWE F—NTHF AL T
F RSA DX —D_XTEERLET, Qﬁfmﬁbt(ﬁaﬁﬁ)&%iiﬁ@@??1)74fi
VWD T, BT 57 747 MNIZTOMHAENBCIEAETH DL Z L @M L, 2 —FITHEROERR
(MESTET-1HER) 2 S22 ERH Y F4, ZOBIRBIINE Ry hU—27 bRy (FA ML

L) ML B ET,

CADFIFAIRA L FEBRELTWARNWE, BX 27 HTTP B2 BN L2 BE. 208X 7

HTTP Y—" (72137747 b) | ﬁ#é~ﬁ%itiﬂmm&aaﬁ%£%£#§@m AR
nET,

o AAVFITHRA M E RAL VARREESNTARWES, RSN HCEBATHEIZ N2
DTT, A v T EHEET L &, ZO—FRNLALELAIEAEII LD, #FH-ICACELERE
(—HFRIC) NEY Y THRET,

o AA VFITHRA ML RAL VARBRESNTWEEE, RSN HEBAHEILKFENZ S
DT, TOFEAET, A vTFE2HESHLTH, B3 =7 HTTP y— "2 EHIZ L THLAEZD
FE T, TOD, HELF27 HITP B2 Lz ST £,

REERBEIR T A RRA L ME, lHlx DT AL ATRETDHDULERDHY T, OT /A A6 3
=358, ENHIEFAL v F ETEYITRY ET,

HOBATEHENER SN2 GE. £ OFE#IL show running-config f##% EXEC =~ R T T
F¥, BOBEALMPELRTT L~ ROHI) (show running-config =~ K) %l & L T—#»
LET,

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-3080755072
revocation-check none
rsakeypair TP-self-signed-3080755072
|
I
crypto ca certificate chain TP-self-signed-3080755072
certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109

<output truncated>

HOEAGEREIL, B% 27 HTTP — "% W2 L T, no crypto pki trustpoint
TP-self-signed-30890755072 7 o — 3L a7 4 X alb—v gy avr REANTHI L THIRTE
£9, £O%, ¥ a7 HTTP ¥ — "z HEANIT D L. BCBAEHAENTITERSNET,
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~

GE)

CipherSuite

SSLHTTP O:=-H02A vFoRE W

TP self-signed DHAHIZERINTWDLEIZ, T A ADV Y TAERSFICL > TRRY £7°,

F7varda< 2 R (ip http secure-client-auth) ZfEH3 25 &, HITPS %— ;327 54 7 2 k)
5D X.509v3 FEAEAZZERLET, 77472 FORGEL, VY= "AHFORFELIV b EVEX =Y
T Rt UET,

FRAER DOFEMIZ W Tk, Cisco.com ~—® [Documentation] > [Cisco I0S Software] > [12.2
Mainline] > [Command References] (Z& % [Cisco 10S Security Configuration Guide, Release 12.2] ®
Configuring Certification Authority Interoperability] #ZH L T 723\,

CipherSuite 1ZRE LT VTV XAB I OF A P2 A N TAT I XLEEEL T, SSLERICERLE
9, HTTPS —NZ#fkiT 2L, 77472 hd Web 77 UHiE, FKR— Fxt%Ro CipherSuite U
ARERMIELET, TORIIAT PV =T, MEFTYR—-FINTWDES{ET VT Y LT
iR bDOE Y A MPHEBIRL TxrE=— M LET, & 2IE,. Netscape Communicator 4.76 1%,
KED XY 7 ¢ (RSA 2ABHF—H % MD2, MD5, RC2-CBC. RC4, DES-CBC, XU
DES-EDE3-CBC) Z# A — kL TWET,

B e SbIciX, 128 By M S(E T R— 322747 8 77 7% (Microsoft Internet
Explorer /N\— = > 5.5 LUK & 7213 Netscape Communicator /N—3 = 7 4,76 LI L) BMETH,
SSL_RSA_WITH DES_CBC_SHA CipherSuite 13, 128 £ v M E/L 2t L7V =0, o
CipherSuite K0 bx = U7 4 MEL 220 £,

CipherSuite 1%, VX2V 7 4 B3E<, BHICRIERDI1ZE, DTN TTRLBREM A LEIZ 72
DET, WRIZ, AA v FTHR— L EN D CipherSuite &L VVL—F DWMEAT (FES) I0kb
CipherSuite ®7 > 7 (EWIH) ZEHXLET,

1. SSL_RSA_WITH_DES_CBC_SHA : 2 vt — YD E1{kic DES-CBC, BLUA v t&—Y & A
Uz A NI SHA ZfE/H L7- RSA O % —7%#a (RSA AR ¥ —ms51b)

2. SSL RSA WITH RC4 128 MD5 : RC4 128 by MiFFfk, BLUOA v —Y ¥ A V=R T
MDS35 #f#H L7~ RSA O % —Ag#

3. SSL RSA WITH RC4 128 SHA : RC4 128 B v FifB{t, BLXURA v —Y AV = A FIC
SHA Z1{#H L7~ RSA O F —75#i

4. SSL_RSA_ WITH 3DES_EDE CBC_SHA : A v+t — Y0l 8{kic 3DES & DES-EDE3-CBC,
BLOA vy =Y # A P= A M SHA £ L= RSA O % —2Zcii (RSA 2B ¥ —HFE-k)

(BEEBIOF ATV A S TAIV XL EZNETNHRE L THRASG D) RSA 1L, SSL #Fiick
WTHF—DAERBLIUOEREOWm FITHEHENET, ZuE,. CADORTA MRSV FRFBFREEINTWS
MNEIMDITIIDY EHEA,

tHa17 HTTP Y—NELUV I 51472 FDEE

2T ROBEICOOVTHALET,

o [SSL »F 7 5/ hi%El (P.9-54)

o [SSL O EHDOEZEHE] (P.9-54)

o [CADINTANKA L FOFKE] (P.9-54)

o X7 HTTP h— 0k E] (P.9-55)

o X227 HTTP 7 747 v FOFRE] (P.9-56)
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R4 YF R—RABAOHFE |

W SSLHTTP OE-HDRA v FORTE

SSL DT 74U FERTE

FEHED HTTP Y— N3 A R — 7 VICERE
SSL iFA A — 7 NMICRESINTVET,
CADIIFARRA Y MIFKESINTWVERA,
HOBATHERER I TWEEA,

S TWET,

SSL DRERDEEFH

SSLAZAAL v F 75 AFTHATSHE, SSLEY T a v NI TRAX a<w A TRTLEYT, 7724

AURDAA » FIIIEARED HTTP TEMESE L MLBENH Y £,
CADFIARA Y FERET HHIIC
W, T8y TR

RESNTWRNE, RIER B L VIEHFEREG S ET,

CADFSR RSV FDEE

=7 HTTP #kiicid,. CAD FTF A MRA v FEIERK
FRA Y M, BEBAIEAZLVEWVWEXF 22U T o B3HD £7,

‘yx?Aﬁm/ﬁﬁ&EénTwé LEBRLTLES

WCRETHZ LM LET, CAD LT A

CADFIIANKRA L FMERFET DI, F5HE EXEC E— R CTROFIEEZFATL £

avwvFk B

27971  configure terminal Jra—)ary 7 4 ¥ al— gy B— FEEBLET,

A7972  hostname hostname AL v FORAMERELET QIR R M 2RE L TORVEGA
DHZE) e BRANGITEXR 2T 4 F— LREAFEICHKLETT,

27973 ip domain-name domain-name AL FDIP RAL U L%EBBELET CIETIP FAA A EFH ﬁELT
WRWBADBWMAE), 1P RAL U AITEX2Y T 4 F—LiEHEIC
g“(“ﬁ—o

Z7y74  crypto key generate rsa (E7) RSA ¥—DO_TEAEMLET, RSA F—DRTIE, AL v FD
FEREAE AT T ARNCLETT, RSA F—OXTIIHBEINICARK S IVE
T, BETHNL, Z0oavr FEfHL TR —2HERTEET,

A7975 crypto ca trustpoint name CADRMTARRA L MZO—HNLORELEIBELT, CA FFA MK
A b ar74FXalb—rvarET—ReMHBLET,

A7976 enrollment url ur/ SEHEOERDOEEL AL v F O URL #HEL £,

27971  enrollment http-proxy host-name (L&) HTTP Yu x> H— " RHE LT CA MLIHELX ATT A LD

port-number WA v FERELET,

27978 crl query url 7 OEPFERIY E SN TN EERT 57- 512, Certificate
Revocation List (CRL; sEBHZELLY =2 ) 72%*@“6 J: AL v F
ERELET,

AT979  primary (fE8) FFARHEA L b CAERIZHLTTIA~Y (F741h)
FIZARRA L PELTHEREND I OITHEELET,

ATY710 exit CARIAMKRAY N a7 4F2lb—vary E—REKTL, Jua—
N ary 7 4FXa2lb—yary ET—RNIRED £,

A79711  crypto ca authentication name CA DABF—ZESE L TCCAZFBIELET, AT v 75 THALEA
ATERCS DAL LET,

[l CiscolE3010 RAvF Y2 b7 avI74Fal—av Aiq4F
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SSLHTTP 0-602 4 v70iE M
avwyFk B&
279712 crypto ca enroll name BEODCADFNI A NEALY FADLIHEAFRELES, —Oa~vy K
IE. % RSA F—DXTIZH LT 1 DOBLAAY OFFHEZER L £,
279713 end Rt EXEC £— RIZRE D £,
A79714 show crypto ca trustpoints MEAERLET,
A79715 copy running-config startup-config (EE) zv74FXalb—vay 77 A VICREEREFELET,

no crypto ca trustpoint name 7 2 —/3)L 227 4 ¥ a2 b—vary avy REFERLT, CAIZBEET
29T _RTO ID fFEs LOGEHELHIBRTE 9,

%27 HTTP Y—/\DEE

FEICRENEZEORFEZEH T 554, AIOFIBEZFEH L TAAL v F DO CA VT ARKRA Y FEFELT
Mo, HTTP =2 G TH2MERHV ET, CADNTARRA Y FEHELTWRWESE, &
¥ 27 HTITP b — R R ANCANC LR AT, BHEB4AENERENE T, VP—"2RELE
%, BEHEBLOEX=2 7 HTTP Y— "W FIZEHT 2473y OA, @HT7 278X U AN,
R, FREX A LT N R v—) ERETEET,

ATy71

ATy7 2
A7973

ATy7 4

AT975

AT976

ATyFT

%27 HTTP ¥ — %%

RET AT, HiHE EXEC E— R TCROFIEALFEITLET,

avwy Rk

E:y

show ip http server status

(f£%) HTTP ﬁ~/§02?~5 AEFRR LT, BF =27 HTTP —1D
BERES Y 7 F U =7 TYHR— RSN TWEINE I et LEd, )
T, ROTADELLNEHBLTLIZIN,

HTTP secure server capability: Present

or
HTTP secure server capability: Not present

configure terminal

Ja—N)ary7Z 4 Xal—yary ET— 2B LET,

ip http secure-server

HTTPS H— "\ F 4 =T VDL, A x—7 M LEF, HTTPS
P—NiF, TITAN T RZ—TIEESINTNET,

ip http secure-port port-number

(fEE) HTTPS ¥y —NITEMT 2R — FESERELES, 7741 b
DR— FFE51E 443 TT, 443 £7213 1025 ~ 65535 OFiPH THETE
iﬁ‘o

ip http secure-ciphersuite
{[3des-ede-cbc-sha] [rc4-128-md5]
[rc4-128-sha] [des-cbc-sha]}

(&) HTTPS #0553 % CipherSuite (Ff5{L7 /L= X
L) EEELET, $ED CipherSuite ZHET 2 HEAN R T HIL,
P—=RNE I FA4T D, WHEBPYR— hT 5 CipherSuite TH =
TR TR OICRELET, ZHUTT 74+ B TT,

ip http secure-client-auth

('fjJEﬁ) HTTP 'H-“—/\;gf ELT @f)b@fimﬁﬁﬁ\ quE@f_ :\ 75/1)
T RMNHO XS509v3 GEEAERLES, T 74NV NTIR, 2947
YRR GOFEAEEERT AR EI LS TWE TR, — 1T
IIAT VN ERBIELBR NI I 2 s TWVET,

ip http secure-trustpoint name

Xw%3t%1)74ﬁ%¥®mﬁxiw&§47yb@ﬁ%%&ﬁ@
utuu {iﬁﬁj‘é CA@I‘7X }“j—/])/]‘;é‘f? ﬁiﬂbiﬂ‘o

GE) Zoa<rRFoEHIE. sIOTFEESTCADRNT A MKRA v
FETTIZHELTWD LW ) Eite B E X T L TWVWET,
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W SSLHTTP 0f-&

DAL Y FDEE

avwyFk

B&

A7978 ip http path path-name ({EE) HTML 7 7 A A D_—R 725 HTTP S22 #ELET, %

. e —h VAT AIHD HITP =R 77 A VOB EHEE L ET
G, YATLDT7Ivva ARYRBELET),

A7979 ip http access-class access-list-number |({£E) HTTP — _"~DT7 7 ¥ ZADHFANMEHTET7 7R U A R %

fRELET.

A79710 ip http max-connections value ({EE) HTTP 4 — N~ R R REERAEE LET, BETX %A

X1 ~16 T4, 74/ ME5TT,

A797 11 ip http timeout-policy idle seconds life | ({£75) EEDWRMN TFIZBIT S . HTTP ¥ — S ~0iEks i KR 2 455E L
seconds requests value £7

o idle s T—H DEFBIRD, IET —F BEETERVBEOR
KIS, $57E T X HAGHIE | ~ 600 BHTT, 77 4 b Ml 180 B
(34 T

o life : BERA T LT B ROCHEN, JET & B 1 ~ 86400 £
(24 K[#) TH, T 740 ME 180 BT,

o requests : KFEH R EERE TR S N D R OB, KM
86400 T4, T 7/ hit 1 TY,

A79712 end

4 EXEC £— FIZRE Y £,

A79713 show ip http server secure status X227 HTTP ' —_XDOA T —H A &2FE LT, BELWRLET,

A797 14  copy running-config startup-config ER) 27 4FXalb—vay 77 A NVIIEREEZRGT LET,

BHED HTTP Y — %7 4 B—7 MIZT 51T, noip http server 72— L a7 f £ 2 b —g
vavwry REFHLET, B 27 HTTP — %7 4 £—7/LICF 5%, no ip http
secure-server 70—/ NL a7 4 ¥ al— gy avy REFEALES, 740 FOBREICHETIC
I%. no ip http secure-port ¥ X U" no ip http secure-ciphersuite 7’ 2 — )L 227 ¢ ¥a L — 3
a<wr REFHRHLET, 7747 MEEOEMZHIFRT 5121, no ip http secure-client-auth 2
B— YL a3y 7 4 Xalb—rary avry ReFEALET,

Web 77 U &M LT =7 HTTP ##e 2 iR 3 5121, https://URL Z AJjL£3 (URL X IP
T RVAL F23Y =N AL v FDORA M), T 74N~ K= FSDOHR— FEHREL TWDEE,

URL O%AICAR— FEELIEETOILENLD 9, RICHZRLET,
https://209.165.129:1026
Eel

https://host.domain.com:1026

X217 HTTP V5472 FDRE

D HTTP 7 94 7 B LI Ok %27 HITP 7 74 7> MIFICA 2 —7 1 TT, iEHZEOR:

(X% =27 HTTP 7 74 7 b OFEHENLE T, ROFIMETIE, BIOFIETCA O M7 A MR

AV PEAL 9 TFICRELTWVWAZ EZHHRICLTWVWET, CADRTARMRAS U ERBRESNTEDS
P, UE— D HTTPS =07 547 2 FORFEZER LG E, X227 HITP 7 74 7 > b~
DRI L £,
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ATy71
AT972

ATv73

ATy7 4
AT975
ATy7 6

SCP O-HDR4A vFnEe N

tX¥ 27 HTITP 7 74 7~ bR ET 511, ¥k EXEC E— FTROFIEEZETLET,

avy kR

=]y

configure terminal sua—n)LarZ 4 Xalb—vary T— et LET,

ip http client secure-trustpoint name (FE) VE— DO HTTP Y — N7 T4 7 "RIFEZER LT

AT, CADNFAINKRA VU MNERELET, Z0Oa~<w R ﬁﬁ%

1, BiIOFIEZEHLCCADITI A MRS FETTICHRELTCND
LWIHFEHEEMELXTHALTWET, 7747 ]\uhu M %iﬁb\iﬂ

B, FETIAVDITAIRA L PR TTIZHEESINTWVD

1. Zoa<wy NIEE T,

ip http client secure-ciphersuite (f£%) HTTPS #kc Ol 5Lzl i+ % CipherSuite (f5/L7 /L=y X
{[3des-ede-cbc-sha] [rc4-128-md5] L) ZfRELET. $ED CipherSuite Z 5 E 7 % HH 28 7217 AL,
[rc4-128-sha] [des-cbc-sha]} PR T AT bA, BNV AR~ 45 CipherSuite TH T

T— TDEICHELET, ZHIET 7+ N TT,

end

Fife EXEC £— RIZRE Y £7,

show ip http client secure status Y% 27 HITP 4 —R"ORAT—F A% F£ R LT, HEEERLET,

copy running-config startup-config (EE) arv 74 Xal—val 7y A VICRELRTFLET,

IIAT LV DRTARRA L FOREZHIFRT HI21%. no ip http client secure-trustpoint name =
SUREMEHLET, 7747 MCT TICRE SN TV CipherSuite fEARZ HIFRT 2 121%. no ip
http client secure-ciphersuite =~ > KZfEH L 7,

X217 HTTP Y—NELUVI 5472 FODRT—2 ADERFR

SSLEF a7 —_"BLWRI FA TV bPORAT—F A% FRTHIT1E, £ 9-7T ICEHREH S NI-HHE
EXEC =< RZHEHALEI,

& 9-7 SSLEXa7 —NEB&UISAT7Y FORT—ERERTTHIATIVF
avvFk E[:3)
show ip http client X a7 HITP 7 947 hORBREEZFRRLET,

secure status

show ip http server tx 27 HITP — "ORELFRLET,
secure status

show running-config | %27 HTTP #I2 L TAR SN HEBLAIEHELFRLET,

SCP Df=-bDARA vy FNDEE

Secure Copy Protocol (SCP) #8EIZ. A A v FORERA A —Y Ty A NDAL—ITEF 2T i
FHRE#EYE L EJ, SCP ITid. Berkeley r-tool IZfRPD D EFXF 2V T4 OFENT T r—ra BLY
7a halrchibr¥aT b (SSH) BWMETT,

SSH #E{ESE5121E. A1 v FIZ RSA OAF— L MBEXF—DO_T DL ETY, Zihix SSH 244
72 SCP L[AKE T, X a7 REEEZEHIEIITEF. 26D F—DXT NLETT,
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W SCP Or:=HDORXS vy FOBRE

F7o, SSHIZIE AAA FRREN KL E D=, WENIRET D121, SCP IZH AAA FBRERMLEIZ/R D
ﬁ—o
« SCP %A FX—TMCFHHNC, A4 vFO SSH, BRI, #. BLOT B2 T 4 7 %I
BELTLESW,
o SCP i% SSH &/l LT = 7 RE% & BT 5720, /L—# IZI1E RSA F— D7 RUETT,

GE) SCP ZfEMT 2%HE. copy A~v > FIINAT—=REANTLHZLITTEERAL, Tr 7 FRERRS
niz&EZ, ANTH6ERHY £,

Secure Copy B3 %18k

Secure Copy HREA R ET 2I121L. ROMEZHET 2 HLBENRH Y £7,

SCP 1Z—1#® Berkeley @ r-tools IZHEDSWTREFF SN TS 720D, ZDEEANLIL, SCP 23 SSH Ok
F o U7 4 IZxHE LTV A EEBRITIE, Remote Copy Protocol (RCP) SHHEIL CWE§, F7z. SCP
DFREICIT AAA OFF AT BERT2D, M—Z [ F2—HFRELWDHER L~V &2 RA LT D0 MR 2
VERDH Y T,

WY 72 FF Al 243 T B 2 —HF%, SCP Z A L T Cisco 10S File System (IFS) O 7 7 A V& A A v F
W2 (ERFAA v Fnb) BRICaE—TEET, ab—{lidcopy =2~v > FEEHLET, £/, 7F
AENTWIEREL ZOEEE2 TV~ AT =2 a VInBETTEET,

SCP D% EF L UMRFEHF IEDFEHIC DWW CIE, D URL 1I&H 5 [Cisco I0S Security Configuration
Guide: Securing User Services, Release 12.4]] @ TSecure Copy Protocol] #ZH L T X\,
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_secure_copy_ ps6350
_TSD_Products_Configuration_Guide Chapter.html
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