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rmon collection stats

rmon collection stats

A =Py N TNV —TOE (Tur—KXx A M XTy MBIV TF Xy R b Ty MIET A6
FROME & KETLERE [CRC) EAMT 7 —B L OHEICET =7 —Kit &2 &) ZUNETHIC
X, rmon collection stats f > ¥ —7 A A a7 4 Fal—varyavr NEFHLET, 774
VR RECETICE, 2oa<wr Fone BRAFHLET,

rmon collection stats index [owner name]

no rmon collection stats index [owner name]

DUA Yy ZADERA

TI2HIE

avYkE—F

index Remote Network Monitoring (RMON) R A 7 v 7 A, EETE
HHEAPHIL 1 ~ 65535 T9,
owner name (f£E) RMON WEDFTH#,

RMON #FHERINEITT + =TV TT,

A B =T o f A AT Fal—a

avY FOERE

BEREDAA FS54>

yy—= EFERA
12.2(44)EX Zoawy REMENE L,

RMON #EHERINE T~ FidNn— R =7 B ZZESHT0nET,

i KOFITIE, FTAE root © RMON #aHE@m 2 INET 5 Hikzr LET,
Switch (config)# interface gigabitethernetl/1
Switch(config-if)# rmon collection stats 2 owner root
HE 2RI 5121L. show rmon statistics #i# EXEC =~ F&Z A LET,
BEav U F avwy R B
show rmon statistics RMON #EHEHa R R LETS

HSCE IOV TiX, TCisco I0S Configuration Fundamentals
Command Reference, Release 12.2] > [System Management
Commands| > TRMON Commands] %R L T 7ZEI0,
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M sdm prefer

sdm prefer

Switch Database Management (SDM) Y ¥ — &0 Y TR T 57 7 L — M ERET 212, sdm
prefer 7u— 3L a7 4 FXalb—vay av s REFEALET, 707 b—haALT, 77V
r—va rTHEAIN TV DOEEZ 7 VI R—FTELRICTVAT L VY —RAZEY BT,
IPv6 74V —FT 4 v 7 %Y R— b T 272D T a7 VIPVEBIONIPV6 7 7L — b 2R L2V T2
TEBRTEET, 774N FOT 7 L— MIETIZE, Z0avr Fono BEEHLET,

sdm prefer {default | dual-ipv4-and-ipv6 { default | routing} | qos | routing}

no sdm prefer

>

YUBYYADHH  default LAY 2 HREE TR CHBICEESEE T,
dual-ipv4-and-ipv6 [Pv4 L IPv6 [lifDN—T 4 > 7 HHR— 1 T5T7 07— hEBIRLET,
{default [routing} g roule : 1Pv4 & IPV6 0 L1 v 2 DRSS K5 IS B S48 £
e routing : IPv4 RV ¥ —_—R b—F 1 T &L IPvd B LV IPv6 L—
TAVTDVAT MERAFERKRBICLET, LAV 3HEEEZERTDIC

I, IP Y —E A 4 A=V NRFETENTVD AL »FIZ IPvd B L O IPv6
N—TF 4T T T —rEFEHLET,

GE) Zo707Vr—bFERELT, IPV6EREL A R— T NMICT 2RENRD

nET,
qos RKRBOT AT A U Y —2% QoS (Quality of Service) 77 A 2 hua—
NV U (ACE) (510 4 TET,
routing IPv4 2=F ¥ A h L—FT 4 VT DIV AT MEAREFERBIZLET, LAV

3HREAHHT 21T IP YV —E R AL A—=UNETENTWND AL v FIT/L—
ST T —FEFEHLET,

FIFIE default 7> 7 L — MITRTOMEF B ICEIESEE T,

T
H
I
™.

av Y Ja—R_")L a7 4 Xalb—g v

v FOREE Jyy—=x EFENR
12.2(44)EX Zoa<wy RRNEBMENE L,
12.2(52)SE routing % — 7 — K3 L O dual-ipv4-and-ipv6 routing % — 7 — K73 [P

PF—ERA A A—VRETINTND AL vy FITBMSNE L,

FERLEDAARSAY ZoREXEDNCTHICE. A vTFFE ) a— RT3 LERSH D 3,

reload F## EXEC =2~ K& AJ19 AH1IZ, show sdm prefer =~ > K& A )35 &, show sdm
prefer (XY, BUEHFEHAL WA T 7L — BI NI a—RNRIZT 7T 4 7R DT V7 L— bR
RRINET,

AA T HT 74N DT 7 L— MIEET HI2IE, no sdm prefer =~ > REFEH L E T,
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sdm prefer W

LAY 3MBEAZENTHICIE, IPH—ERX A A=V RETENTWDARAL vy FIV—F 47 FoF
I/"_‘]\%'{ﬁ)zﬁ Li‘j_o

2L v F ETUAYIEL—T A V7 EERLRVWEGESX, V=TT T = EEHA LR
WL 72 &V, sdm prefer routing 72— 3L 27 4 Fal—ray avy REANTHI LT,

ORIV —T 4 7 T T L= DA=F Y AN V=T LV IZEID YT AT Y ZEHIER
WEXiizLEd,

AA »FTIPv6 BEREZ A X — T WMIZ LA WEEIE, IPV4/IPv6 7 7L — h 2R LW T 7E &0,
sdm prefer ipv4-and-ipv6 /' 2 —/\)b a0 T 4 Fab—v gy avr REANTLLE VY—2%

IPv4 L IPVv6 IZIRV /31T T, IPv4d 74U —T 4 ZIZEH 0 S Toni) Y —2&2HIBRLET,

*® 2-16 TiE, IPVA T 7L — M ENENTHEHATEL Y Y —RA%ZRL, & 2-17 TIL,
dual-ipv4-and-ipv6 7> 7 L — F OHEFEEI D Y TER LT,

£ 2-16 ETUTL—HMCEIYUTOA-BEED) V—ROME

Jyv—2A FI7#4ILEF |Q0S =512
=%y Ak MACT FL & 8K 8K 2K
IGMP 7/ v —7EB LR/ FF ¥ X |k 256 256 1K
J— K

=%y A K JL— K 0 4K

o JRA MTEHEEERE 0 2K
o [HEEL— b 0 2K
RY — R—=2 L—F 17 ACE 0 512
QoS %3 ? ACE 375 625 625
X =2UT7 1D ACE 375 125 375K
LA ¥ 2 VLAN 1K 1K 1K

FOHRHD 84T =% A FNMACT FLRA] 5 %207 4D ACE] £T) 77 1L—1
NFREINDERESINDIN— RV 2 THEROMEEZ R LET, "~ KU xzT7 VY—RADEI v av
DR OEE ., WELTERN DS DIFET R T CPUILKFEEINDI D, A v TFDONRT 3 —< U AZHEL

L ET, HEOITIE. A4 v FDOLA ¥ 2VLAN HICHEEST A N—Ku=7 U Y —XHEEED
HEICHEHT A R4 v 2R LET,

& 217 Fa17ILIPVAIPVE TUTL— &> THBSNDHMEE) V—ROHHE"
IPv4-and-IPv6 |IPv4-and-IPv6
yv—Ax Default Routing
=% XA MACT7 FL & 8K 1K
IPv4 IGMP 7/ v —7 B L O~ /LFFx A k L— |k (256 512
IPv4 =% ¥ A b Lb— FDO&EF: 0 2K
o [Pv4 AR A NIZEPEH R 0 1K
o [HEEIPv4 L— |k 0 1K
IPv6 vV FF v R~ ZL—F 375 625
IPv6 =%+ A b L— FDEEF: 0 1375
o EHEERIINTZIPV6 7 KL A 0 1K
o M#EIPV6 ==F ¥ X I /L—} 0 375
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M sdm prefer

® 217 FaTIIPVAIPVE T FL— MKk THEShDMEEY V—RAOHE' #E)
IPv4-and-IPv6 | IPv4-and-IPv6

yJ—2 Default Routing

IPv4 R v— _—2 L—F 17 ACE 0 125

IPv4 £7-1% MAC QoS ACE (&#t) 375 375

IPv4 £721X MAC %= U7 1 ® ACE (&dt) (375 125

IPv6 RV > — _R—Z L—F 4 2 ACE? 0 125

IPv6 QoS ACE 0 125

IPv6 ¥ = U7 1 » ACE 125 125

1. ?‘/7“1/~ FNOfEIE, 8 DDNA—T 4 U THRDAA v F &) 1000 O VLAN [ZHS & F

2. IPVORY = X—=Z2 V=T 4 7 IFPR—FShTWEEA,

i KOFTIE, QoS F 7 L— hoff kAR LET,

Switch (config)# sdm prefer qos
Switch (config) # exit
Switch# reload

WOHTIE, AAvF ETF 74V FDOF 27V IPV4A/IPV6 T 7L — F 2R ETHHEX R LET,

Switch (config) # sdm prefer dual-ipv4-and-ipvé default
Switch (config)# exit
Switch# reload

ROBFITIE, A v F ETIPVA/IPV6 V—T 7 T o7 L — b aRET D HEE R LET,

Switch(config)# sdm prefer dual-ipv4-and-ipv6 routing
Switch (config) # exit

Switch# reload

Proceed with reload?[confirm]

RE & R 2 121%. show sdm prefer 574 EXEC =~ FZ AN LET,

BEav>F avw> kR SiEA
show sdm prefer REFEHEIN TS SDM 7o 7 L— b, I3 L0 V—2%E 0 Y
TOWEIC L AT L —  E2RR LET,

Cisco IE 3000 R4 vF a2 K JI7 LR
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service password-recovery W

service password-recovery

YUBYY ADHEHR

TI2HIE

avYkE—F

NRAT—=ROEEA N =X L% A X—T N (T 7/ ) IZF5IZIE, service password-recovery 7

g—N)b a7 4 Xalb—varyavr REEHLET, ZOAD=XLTIEH, AL v FIZHEMIZ
TIRATHT KN a—WiE A v FOBEREAFREZ Mode Express Setup A~ % > & i L TlEB)
BEREZREL, BILWASRAT—REED Y THZENTEET, SRV — NEEEREEZT «E—7 1
T 5IiE, Zoavy Rone BREHEHL £, NxU~F@@fﬁ AR A G Al P 2 N A
L, =RV ATLET 74NV MREICRT ZEICABELERGICORT— F Tk Azl T
F7

service password-recovery

no service password-recovery

Zoavwy R, 5IEELITF—U—FEH D A,

NRAY— REE A B = X AFA FT—T L TT,

Ja—nR) a7 4 ¥l —g

avY FOERE

BEREDAA FS54>

AFvFT 1

yy—= EFERA
12.2(44)EX —oa~wr FREMSHE LT,

VAT LE AT no service password-recovery =~ > K& H LT, /XA T — FEEHEO—%
TAE=TMCTEET, IRV R a—WE VATL2E2T 74/ PREICET Z LICHAE
L7k, "ATU—RzUty hT5Z ERARETT,

ST — FEEFIE ST 510, 24 v FICBAICT 7 £ A TE 5 LERS Y £,

AL FONRAT— REHIRLTH LSRR T — REZRET 2 FIET, kRO LB T,

SETUPLED A7 U — IR L, FHTEX2AA, v FOX DV 7 R— O LED 37 U — K
P4 % % T Express Setup R ¥ > 2 L) £,

PCEHIZT v T hy 7O THEHATED AL vFDE D) 7 R—=EBNRWEE, T34 2%
THNDAAL v F Z o) vy R— o8B LET, SETUP LED LR — F® LED 37 Y — K
I3 % F T Express Setup 7R ¥ > & FHEM LT ET,

LED A7V —ICEBLTWAR—FMIPCERITIT v by 72 LT,

SETUPLED £ AA v F ¥ U7 R— KD LED O EBAEI L, 77U — A28 LET,
Express Setup A v &2 L EFICLET, 5 &, SETUP LED 73§ﬁ()“7) /“ijﬁ&l,ﬁé‘bf)i

3, SETUPLED A7V —> TR THETRA L EM LT ET (W5 B, Z Express Setup
RECDOEERLET,
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COFRCE > THUOREICHEL G X5 L "RV FEHIRTEEY, ZThTary—n
R MERERIIT A A v — Py ZHEH L TAL vy TSR — FEANET T 7 A TE S &
PR/ S

AFvT 4 FTAALAZI—V O [Express Setup] V 4~ RU AT 55, &5 L enable secret 7 17— /3L
Ay 4Xalb—vary avry FEav s R4 A0 =724 ZAZANLTH LLWRAT — R4
ADLET,
S
(G(¥)  no service password-recovery =< R LT, = F 2—HFDXRAT—F 77 2% HlIHT 5
BE, TR 2R RT = REEFIEZER L T AT 2ET 74V MEICR TR ZBE L.
AA v F EIIBIOHATIC config 7 7 A NDOa b —ZFHRFLTEB LOHELES, 21 vF LI
config 77 A NDNy 7T v T HFFELRNTLIES N,
AA v F BN VIP FBRE— RTEHEL TWBHE, viandat 7 7 A L b A A T L ERIOHFTIZ 2 B —
ERIFLTRBS Z LML ET,
NRT — ROEENA X—T A0 E S iR T 511X, show version £5# EXEC =~ K2 A LET,
£l ROBTIE, AL v F LTRRAT—=FE@EET 4 =TT D HEERLET, 2—FIEIT 7+ b
RECRERT ZLICRAERGEONTZHEDHRNAT—RE )ty FTEET,
Switch (config)# no service-password recovery
Switch (config) # exit
EEa<TUF avy R BIL]
show version N=—RU 2T BION T 7 —Lb 72T ONRN—2g UNEREFRLET,

Cisco IE 3000 R wF AWK Y77 LR
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service-policy W

service-policy
policy-map =~ > FTEZREINIZRY v— vy &, WEKR— kD ASE 1L Switch Virtual
Interface (SVD) (23 5121, service-policy 1 > ¥ —7 x A A a7 4 Fal—vay av K
EEALET, R v— vy 7 ER— bOxbGA T EZHIBRT 2101E, Z0a~>y Ko no BREMA L
E3cIe

service-policy input policy-map-name

no service-policy input policy-map-name

SR YHADEB  input policy-map-name MEAR— MEIESVIOATNZ, BELLERY v— <y 7 52EHLE
7,

~

(GE)  history ¥—U—NiZ, I RIA 2D~ T AR U ZICEFERENETR, ¥R - FShThEd
loo ZOF—T— RPUE L7 HERIZERE L £ 7, output ¥— 7 — R AR — FInTWERA,

FIFIE A—MAY— vy FIFHEHAINTOEE A,

T
I.H
|
™.

avy A H =Tz A AT 4 FXalb—vagy

vy FORERE y1yy—=x EENE
12.2(44)EX Zoa<wry RRNBMERE L,
12.2(52)SE KUY v— ~ oy TEYEAR— b EE SVIICHEATE £,

FEREDHARSAY HVHR—FrsnEEYv— v 7iE, AHFE— R 1 2OHTT,

RYv— =y PIIMEFR— FET SVIIZEHATE 9, %A — I no mls qos vlan-based - >
=T xR AT 4 Falb—ralr avy NEfHLTVLAN ~X—2 QoS (Quality of Service)
ET4E—TNMICTDHE A= MR- R—2DOKY v— v v FEFETZET, mls qos
vlan-based f > #—7 =2 A 2T 4 FXal—ar avr R L THEAR— KT VLAN ~_—
Z QoS BA F—TNIZTH L, TTICREFHADKR—F XN—=2 R v— <= v IRHIRENET, B
RV =~y 7 E2RELTSVICHEAT L, AV F =T A LV KR v— 2y TR HF—
Tz A AT SNET,

RV v— <o E, MR- FELILISVIOERE NI 7 4 v 7 ICEATEE T, VLAN LXLDRY
VY TERINIETITAZTEIL, BB A —T oA A LV R — vy TERETEE
T, BER) v— <y 7oL, 2OV —RZHIGTDHY 7 b7 ary7 4 Xalb—a v
474 RT [Configuring QoS)] DEAZSHM L T Z IV,

A— MEHIRREAZ M L7208 (72L& 21X, mls qos trust [cos | dscp | ip-precedence]) &RV o —

~ w7 (7=t z2IE. service-policy input policy-map-name) XFEFIZIEE TE THA, KEITITON
CRREICR Y, AIOREN EEEINET,

Cisco IE 3000 XA wF IR K JI7 LR
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i WOBITIL, WELAS)R— M plemapl %W+ 5 HiEa R LET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# service-policy input plcmapl

WOFITIE, WER— 25 plemap2 ZHIRY 5 ika R s LET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# no service-policy input plcmap2

KOFITIL, VLAN ~N—2Z QoS 734 F— 7 DIFAHIT, AJ) SVIIZ plemapl Z#HA L E7,

Switch(config)# interface vlan 10
Switch (config-if)# service-policy input plcmapl

WOBNL, WEERY > — <~y 72ER L, SVIIZHEMT 5 H5iEERLTHET,

Switch> enable

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# access-list 101 permit ip any any
Switch (config)# class-map cm-1

Switch (config-cmap) # match access 101

Switch (config-cmap) # exit

Switch (config) # exit

Switch#

Switch#

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# class-map cm-interface-1

Switch (config-cmap) # match input gigabitethernetl/l - gigabitethernetl/2
Switch (config-cmap) # exit

Switch (config)# policy-map port-plcmap

Switch (config-pmap)# class-map cm-interface-1
Switch (config-pmap-c)# police 900000 9000 exc policed-dscp-transmit
Switch (config-pmap-c) # exit

Switch (config-pmap) #fexit

Switch (config)# policy-map vlan-plcmap

Switch (config-pmap) # class-map cm-1

Switch (config-pmap-c) # set dscp 7

Switch (config-pmap-c)# service-policy port-plcmap-1
Switch (config-pmap-c) # exit

Switch (config-pmap) # class-map cm-2

Switch (config-pmap-c) # match ip dscp 2

Switch (config-pmap-c) # service-policy port-plcmap-1
Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-3

Switch (config-pmap-c) # match ip dscp 3

Switch (config-pmap-c) # service-policy port-plcmap-2
Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-4

Switch (config-pmap-c)# trust dscp

Switch (config-pmap) # exit

Switch(config)# interface vlan 10

Switch (config-if) #

Switch (config-if)# ser input vlan-plcmap

Switch (config-if) # exit

Switch (config) # exit

FRE & MR 5121, show running-config ## EXEC 2~ RZ AH L £7,

Cisco IE 3000 R wF AWK Y77 LR
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service-policy W

BEav VR avwy kR H L)
policy-map BEOR— MIHEAT I LI TH—EA R v —2HETEDHRY
V= vy T ERERELIIEELET,
show policy-map QoS RV v—~=v 7 uEERLET,

show running-config ~ XA v FOFEITaLr 7 4 Fal—va 2R RELET, MUFBRICONT
i%. Cisco IOS Configuration Fundamentals Command Reference, Release
12.2) > [File Management Commands| > [Configuration File
Management Commands] ZER L T 7ZE 0,

Cisco IE 3000 XA wF IR K JI7 LR
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set

23 K@ Differentiated Service Code Point (DSCP) & & 721X IP precedence fEZ & EL TIP ~ 7
T4y 7 B ET DT, setﬂ‘) /—7/7 JTAarI 4 Fal—varyavr FEHALET,
NI T 4y 7 DGEERIRT H121E. Zoax sy Fono BN LET,

set {dscp new-dscp | [ip] precedence new-precedence}

no set {dscp new-dscp | [ip] precedence new-precedence}

DUy ADERBE  dscp new-dscp DEINTE N T 7 4 v 7IZHID B THRLHE LV DSCP il 'Cﬁ‘
FRETELHMPAIL0~63 TF, £z, IMHEHINDHEIC
ET=v I hHEANTEET,
[ip] precedence new-precedence /Y¥EINT- T 7 4 v 712510 4 THNSHH LW IP precedence &
TY, FHETE LML 0~T7 TY, o, I<HEHESNDEIIZ
F=—F=v /82 ANTEET,

FTI2AILE KT 74y 7 ONFEITERINLTVEEA,

™.

H
I

T

<Y RV v—~vy T JITAar74F¥alb—var

avy FOBERE yy—=x EENE
12.2(44)EX Zoawr RPEMSHE L,

EREDHA K514 setip dsep RV v —~v 7 7R ar74Fal—vay avwry NeflTsE A4 vFiIckoT
Ioav Y RRAL v F ar 7 4 X¥al—a D setdsep ICEFESNFET, setipdsep RV v —
-7/7 A AarZ4Fal—vary avry RaeANT5& Ay F a7 4 Falb—3 3T
DFET setdsep & L TERINET,

set ip precedence RV v —~<v 7 753X a7 4 Falb—a a~v NE/ZiT set precedence R
Vo—<w T 752 ar74¥al—vay avy REFHTEET, A/ vF a7 Fal—
v a T Z OF%ENL set ip precedence & L TEREINET,

RUARY v—<y7ATIE, set avr Fetrust RV —~vv 7 772 ary74F¥al—rvary av
¥ R E TE £ A,

set dscp new-dscp 2~ > K ¥ 721 set ip precedence new-precedence =~ > RIZ 2O\ TCiE, — A9 72 i
W=—F=w 7/ ATTEET, 72& 21E, setdsep afll =~ REATTEET, T set dsep
10 =2~ ROAS LR LTT, setip precedence critical 2~ > REZ ASTE £, Ziuidsetip
precedence 5 I~ ROANELFLTT, AR —FENTVWE=—F=v 7 DU R MIONTIE, set
dscp ? £7-1% setip precedence ? =~ RZ AN LT, a~v > FIA4 2 ~AT AN T ESHLT
<IEEW,

RIv—~wv 7 ar7 4 Xalb—ar T—RNIRDIITHE., exit 2~ R&2HHLE7, 54 EXEC
— RIZREAI1IZ1E, end 2~ REEHLET,

Cisco IE 3000 R wF AWK Y77 LR
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set W
U] ROFITIEZ, BV —BHESHTORNTXTOFTP N7 7 1 v 2712 DSCP i 10 %19 4 TE Y,
Switch (config) # policy-map policy_ ftp
Switch (config-pmap) # class ftp_class
Switch (config-pmap-c)# set dscp 10
Switch (config-pmap) # exit
FE Z MR T DI2iE, show policy-map #### EXEC =2~ > FE AN LET,
BEaITUF avwok B
class HEINTI TAR Yy THDNTF 7 4 v 7 58 —E5M (police, set, BV
trust RY o —~vv 7 VTR ar74Xalb—vary avr NIkD) 2ER
LET,
police SHELIZ N7 74 7R b —2ERLET,
policy-map BEROR—FEAT 28Ik TH—ERARY o —2HETEEIRY o —

<y TEERELIIEFELET,

show policy-map QoS K U o — ~ v 7 &R L £

trust class R v—~vv 7 ar7 4 F¥al—rvar a~vr RERLT class-map 7
n—/)L aryZ 4 Fal—vay avry ReFERALTHESNEZNT 74y
7 DIEERESERLE T,

Cisco IE 3000 XA wF IR K JI7 LR
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setup

AA v T EPHEIHET DL, setup F#HE EXEC a2~ > REHHALET,

setup

UURYHADEE —oavwr NI BIEFERIEF—U—FNEHY A,
avy kE—F ¥HE EXEC
avy FOBE Jyy—x EEAR

12.2(44)EX ZoOavy RABMENE L,

EREDAHA R34y

]

setup 2~ FEMEMAT 52856, WOERPLBEITRY F7,

e IP7 FLABIUYRY NU—T w7

o HRERICKT 22T — RO J¢t

o AAYTNITAY a~v U KR AL v TRBIOI FAXLELTHERENDNE S D

setup =~ > K% AJ19 5 &, System Configuration Dialog &\ 5 XMEEEDO X A T u rRnERENE
T AT 4 Falb—var FubARMKIH, HRERDL T n T ERFIRINET, BT
YT ROBEOT v 2ICFR SN LI, setup =~ > NEEREE 713 configure #iiE EXEC =~ > RZ&fif
MLUTRESNTREDT 7 4V METT,

HETa TP TAVT TRAMPREEIAET, ST TEFARNMIT 7 RAT LR, Fe S RT
BRI (2) oF—E2 AN LFET,

ZE W & Hr L, System Configuration Dialog # f % £ THITH TR EXEC 7' > 7" MZE 5T,
Ctrl-C L E7,

EHEPET LIS, 17/7fmf5A’£@ Ty b Ty Ty ey PIERS i a s
T4 F¥al—rary avwry R A VT IRRRINET, &EL NVRAM (REFHME RAM) IZR1F
TN, BOIVEREERGEETICEY VT v T T ur I aEidavry R4y Tu 7 MRS
TLEMWTEET,

KOFITIE, setup 2~ RO HZERLET,

Switch# setup
--- System Configuration Dialog ---

Continue with configuration dialog? [yes/nol: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system.

Cisco IE 3000 R wF AWK Y77 LR
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setup Wl

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:
Enter host name [Switch]:host-name

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: enable-secret-password

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: enable-password

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: terminal-password

Configure SNMP Network Management? [no]: yes
Community string [public]:

Current interface summary
Any interface listed with OK? value “NO” does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Vlanl 172.20.135.202 YES NVRAM up up

GigabitEthernet01l/1 unassigned YES unset up up
GigabitEthernet01/2 unassigned YES unset up down
<output truncated>

Port-channell unassigned YES unset up down

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface vlanl:

Configure IP on this interface? [yes]: yes

IP address for this interface: ip address

Subnet mask for this interface [255.0.0.0]: subnet mask

Would you like to enable as a cluster command switch? [yes/no]: yes
Enter cluster name: cluster-name
The following configuration command script was created:

hostname host-name

enable secret 5 $1$LiBw$0XclwyT.PXPkuhFwqgyhVi0
enable password enable-password
line vty 0 15

password terminal-password
snmp-server community public

|

no ip routing

|

interface GigabitEthernet01/1
no ip address

|

interface GigabitEthernet01/2

no ip address
|

Cisco IE 3000 XA wF IR K JI7 LR
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W setup
cluster enable cluster-name
!
end
Use this configuration? [yes/no]: yes
|
[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
Enter your selection [2]:
BIEaT R avwy R B

show running-config AA v FDETAL T 4 X2 b—a rE2FRLET, BICERIC
2T, Cisco I0S Configuration Fundamentals Command
Reference, Release 12.2] > [File Management Commands] >
lConfiguration File Management Commands] ZJER L T 7231,

show version N— R 2T BIRNT 77— 2T ONN— g IERERFLET,

Cisco IE 3000 R wF AWK Y77 LR
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setup express W

setup express

T BYFIE L]

TI2FIE

avYkE—F

Express Setup E— R%& A x—7 /W D12, setup express 72—/ L a7 4 Falb—i g 2
< R&fH L E9, Express Setup E— K& 5 4 B—7 WMz T HHAE,. Zoa~ RO no B E M
MLET,

setup express

no setup express

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

Express Setup (A X —7 /LT,

ryua—R) a7 4 Xalb—g

avY FOERE

BEREDAA FS4>

GE)

]

=2 EERAR
12.2(44)EX Zoavy RRBEMEShE Lk,

FLWAA v F GRRE) 12T Express Setup &1 £ —7 W T 54554 ModeExpress Setup 78 % % 2
O3 = & © Express Setup ZBsAC&E £, IP 7 KL-210.00.1 AT 2L A4 —FF > b F—1
BETAL v FILT 7 ®ATEET, TOHE, AA v T % Web ~<~— 2D Express Setup 711 77 A
FIFCLL (2~ FIA L A F =T 2 A) XN=2ADEy T v 7 Fu I ATRETEET,

IE L7c A A v F T ModeExpress Setup 78 ¥ > % 2 #RifH9 & . ModeExpress Setup R % @ EFIZ
&5 LED 23838 LisH 79, ModeExpress Setup R % % 10 BT L. AL v FOREITHIR S
e A v TFREEBLET, ZOHA. A v FIIFHHORIEIZ/Z2 Y . Web ~<— 2 Express Setup
FLECLIRN=—20ty b7 v 7 s I 5T, RELRETILNRTEET,

REDEE (CLIN—ADEy N7 v 7 Tal T LhDEHTno # N1T45ZL52ET) #1795 L3<
IZ. Express Setup |2 K2R EAMA T/ 220 £3°, ModeExpress Setup 7~ ¥ > % 10 BRI LT 5
L. T Express Setup DA EBECEE T, ZHICE V., FEITHIRRESN, A v FHNHESLET,

A A v F T Express Setup 7 7 T 4 7 725512, write memory F 721% copy
running-configuration startup-configuration ¥4 EXEC =~ F% AJ)¥ % & | Express Setup 1385
LR RV ET, A4 v FOIP T R A 10.0.0.1 IZHEHTIEAR< ARV, ZOIP 7 RLAEZHHLT
WHERfBHET LET,

no setup express =~ > FOEZRHEKIL, Mode RF > % 10 BREFT Z LIk > TAA v FORBREMN
HIBRS D% ZETT,

WOBFITIL, Express Setup T— F& A Rx—7MZT B FHikERLET,

Switch (config) # setup express

| oL-13019-04-J
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W setup express

ModeExpress Setup % &9 & Express Setup E— RBA RX—T NV THDH I L 2R TETET,

o REEDAA v F T, ModeExpress Setup R ¥ > D L FiZdH 5 LED 1E 3 BEIc/ U —12/e b
F7.

o WMESINT-AA vF ETIE, Mode ® LED 7% 2 B#EIZHAIE L, 10 BRICT Y —12720 £,

B ModeExpress Setup AN % & 10 BE A LFTS S REDHIBRIS L. A1 v T RHBEBLET,
WROFITIL, Express Setup E— F&7 4 B—7WICT 5 HiEERLET,
Switch (config)# no setup express
ModeExpress Setup % M &9 & | Express Setup E— K37 4 & — 7/1/“(&)5 LR TEET,
Express Setup E— FR AL v FTA X —T N TRWEGA, £— RLED I U —ICm4T Lz, F~&
/55'79 — TR /ﬁbﬁi\'y)ij‘
EEaITUFR = HtER

show setup express Express Setup €— N7 77 4 T EIMERLET,
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show access-lists W

show access-lists

ALy FIEEEINTT 7E8A 2 ha— UA K (ACL) #F£/-RT 5HIZi1%. show access-lists 55t
EXEC =~ FaEMALET,

show access-lists [name | number | hardware counters | ipc] [ | {begin | exclude | include}

expression|
YUEYYADBBE  name (f£%) ACL 04T,
number (L&) ACL 0F 5 TY, HETE HHPHIT 1 ~ 2699 T,
hardware counters (fER) BMIvEzoh, V=T 473Nl Ty ROy a—r
N— Rz ACL MEHEHRER T L ET,
ipc ({E&) Interprocess Communication (IPC; 7' v & Af#EfE) 7' v b
Al 7rEA VAN ary74Xal—varoFdvro— RERE
KRLET,
| begin (EE) expression & —BT 51T LR REHBLET,
| exclude (EE) expression & —BT 5IT5 RN OLERILET,
| include (EB) & Sz expression & —ET HITEFKRICEDET,
expression SHFA M LTHERAT L H RO T,
S
GE) rate-limit ¥— 7 — NI, a2 FRIA4 0D~V T Z M) U AIZIEERENTWETR, PR—FEhHh
TWEHA,
avY K E—F  FEEXEC
av Y FOBERE yy—2 EEANA
12.2(44)EX o~y RRABEMENE L,

EREDHA R4

ALy FIXIPFEB IR T 7 A VA OB EYR—FLET, LA ->T, 1~199 & 1300
~ 2699 DA ESNET,

Zoawy RTIE, ®ESNT MACACL R LET,

XFHNTIE, KXFL/NCEREIENET, 72& 212, | exclude output & AJ) L7245 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

| oL-13019-04-J
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show access-lists

]

Extended IP

10 permit 1.1.1.1
20 permit 2.2.2.2
30 permit any

woOFITIL. show access-lists =~ RO 1R~ L £,

Switch# show access-lists
Standard IP access list 1

40 permit 0.255.255.255, wildcard bits 12.0.0.0

10 permit 1.1.1.1

Standard IP access list videowizard 1-1-1-1

Standard IP access list videowizard 10-10-10-10
10 permit 10.10.10.10
Extended IP access list 121

10 permit ahp host 10.10.10.10 host 20.20.10.10 precedence routine

Dynamic Cluster-HSRP

access list CMP-NAT-ACL

deny ip any any

10 deny ip any host 19.19.11.11
20 deny ip any host 10.11.12.13
Dynamic Cluster-NAT permit ip any any

10 permit ip host 10.
20 permit ip host 10.
30 permit ip host 10.
40 permit ip host 10.
.213.43.128 any

50 permit ip host 10

60 permit ip host 10.
70 permit ip host 10.
80 permit ip host 10.

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

L3 ACL INPUT Statistics

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

99.100.128 any
46.22.128 any
45.101.64 any
45.20.64 any

91.28.64 any
99.75.128 any
38.49.0 any

wOFITiL. show access-lists hardware counters =~ > RO &R L ET,

Switch# show access-lists
L2 ACL INPUT Statistics

hardware counters

All frame count: 855
All bytes count: 94143
All frame count: 0

All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 2121
All bytes count: 180762
All frame count: 0

All bytes count: 0

O O O O O o o

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 13586
All bytes count: 1236182
All frame count: O

All bytes count: O

O O O O O O o o o o

Il CiscolE3000 A1 vyF avvF JYI7 LR
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L2 ACL OUTPUT Statistics

show access-lists W

Drop: All frame count: 0
Drop: All bytes count: O

Drop And Log: All frame count: 0

Drop And Log: All bytes count: 0
Bridge Only: All frame count: O
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0
Bridge Only And Log: All bytes count: 0
Forwarding To CPU: All frame count: 0
Forwarding To CPU: All bytes count: 0
Forwarded: All frame count: 232983
Forwarded: All bytes count: 16825661
Forwarded And Log: All frame count: 0
Forwarded And Log: All bytes count: 0

L3 ACL OUTPUT Statistics

Drop: All frame count: O
Drop: All bytes count: 0

Drop And Log: All frame count: 0

Drop And Log: All bytes count: O
Bridge Only: All frame count: 0
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0O
Bridge Only And Log: All bytes count: 0O
Forwarding To CPU: All frame count: O
Forwarding To CPU: All bytes count: O
Forwarded: All frame count: 514434
Forwarded: All bytes count: 39048748
Forwarded And Log: All frame count: O
Forwarded And Log: All bytes count: 0

BEEa<2 avv kR St

access-list

Ay FIKEEF IIILRE ST 78 A VA MERELET, M
HIZ>WTIE, [Cisco IOS IP Command Reference, Volume 1 of

3:Addressing and Services, Release 12.2] > [P Services Commands |
PRI LTS EEN,

ip access-list

AL v FIHRESNEZIP 72782 U A MERELET, HXHERIC
ST, Cisco I0S IP Command Reference, Volume 1 of
3:Addressing and Services, Release 12.2] > [P Services Commands |
ZERLTLIES N,

mac access-list extended

AL vFIT, BESKEFHIZEZEZFOOWE-MAC T 27 EA UA NS

| oL-13019-04-J
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B show alarm description port

show alarm description port

TFXAROER LT T —LFE B ER AT HITIE. show alarm description port = —#% EXEC =v >
ZRERLET,

show alarm description port [ | {begin | exclude | include} expression]

DBy ADEH | begin (fEE) expression & —ET DTN ORREHIGLET,
| exclude (EE) expression & —ET DT ERP LRI LET,
| include EB) fEE SN expression & —HT DITHRRICEDET,
expression ZRARA L N ELTHERT IO T,
ATV K E—F  =—% EXEC
Y FOBERE yy—= EERE
12.2(44)EX Tha~r FABMSRE LT,

BREDTA RS54y UPHITIE. KUFEAACEBRESI SR ET, 72 & 21E, | exclude output & A L7284 output %
BUITIEIR A INETADR, Ouiput ZE5TATIEIRFSINET,

fl K DOFITIL, show alarm description port =~ FOH N Z R LET, HATIE, 77—21ID &¢Zh
ZHCKIET DT 7 —LO@HERLET,

Switch> show alarm description port
1 Link Fault
2 Port Not Forwarding
3 Port Not Operating
4 FCS Error Rate exceeds threshold

BAEa<v >k avwyv Rk Bl
alarm profile (global 75— A D BLOTF—2b A7 ar Rl DULEGEENET F—5 70
configuration) 77 ANVEERLET,
show alarm profile TI—=A T T s ANTRTERIIBELLT 7—Lb a7 7 A LV E2RR

L., ThEho7a 7 7 A VREEfFonTndf > F—T A A%
A MRRLET,
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show alarm profile W

show alarm profile

VAT AIEREENTZT T—hL TuTd s A NIRRT, FRFBESNEZTa T s/ T 0T 7 AL
DEEAHT DA v ¥ —T = f A% FKRT HIZIE, show alarm profile =—# EXEC =2~ R&{#
ALET,

show alarm profile [name] [ | {begin | exclude | include} expression]

YUEYYADBBE  name () BESNEAROT B 7 7 A VOB EEFLET,
| begin UEE) expression & —ET 21T LR RZMAIGLET,
| exclude ULE) expression & —BT 275 RTNLERINLET,
| include (EE) $87E Ihiz expression & —ET DT FRIZEDET,
expression ZRAA Y N ELTHEATHHIINORTT,

avy Kk E—F o —# EXEC

IO FOERE yy—=x EERE
12.2(44)EX Zoavwy RREMENE L,

FREDHLARSAY Turar AN AN LARVEES, BIEDOT 5—5 7077 A LT _RTOT 17 7 A MERNFR S
NFE¥, Z0oa~vr T, 740 FEREEFERINET A,

T 7 4V N TIX, defaultPort 7’07 7 A WTT RTDA 2 —T = A RAZEHENTWET, 2D
277 A NMCEST, R=FDBREMEL TR B) TI—LDHENAF—T VIR ET, 2071
Ty ANEERLTHOT 7 —2b% A X —TMZT %IZ1%, alarm profile defaultPort 7' = —/ 3L 2
Y74 FXalb—varyawry FEHERLET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINEFAD, Output % ZLITIERRINET,

15l WOBITIL, show alarm profile =~ > FOMH ) ZRLET,
COHNTEIRESNTZT 0 7 7 A MITEEMN T ONTZR— TN THRRINET,

Switch> show alarm profile GigE-UplinkPorts

Interface Gil/2
Alarms 1,2,3,4
Syslog 1,2,3,4
Notifies 1,2,3,4
Relay-major 4
Relay-minor 1,2

COHNTHERESNZT 07 7 A NT_RTRERENET,

Switch> show alarm profile
Alarm Profile my gig port:

Interface Gil/2
Alarms 1,2,3,4
Syslog 1,2,3,4

Cisco IE 3000 XA wF IR K JI7 LR
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Bl show alarm profile

Notifies 1,2,3,4
Relay-major 4
Relay-minor 1,2
Alarm Profile my fast port:
Interface Fal/1l
Alarms 1,2,3,4
Syslog 1,2,3,4
Notifies 1,2,3,4
Relay-major 4
Relay-minor 1,2
BEaIU kR avwok BT
alarm profile (global T5—AIDBIRTFT—A T T arN1oOUEEFNET TF—A
configuration) a7y A NVEERLET,
alarm profile (interface AR —T oA AT T—Lh Fa7y A VEEEMTET,

configuration)
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show alarm settings W

show alarm settings

AL v FOBRET 7 — LR ET X TERRT HICIE, show alarm settings = — 1 EXEC 22~ R4 {f
MALET,

show alarm settings [ | {begin | exclude | include} expression]

YUBYYADEHE | begin (&) expression & =BT 21T LR REZRIBLET,
| exclude (FER) expression & —HT DITHFRNHRILE T,
| include EE) fRE SN expression & —HT BT RRICEDET,
expression ZHRARA L N LTHERTA2HIIANOXTT,
Ak E—F 2% EXEC
Y FOBERE yy—=x EERE
12.2(44)EX Cha~r FABMSRE LT,

EREDAA FS54>

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7845, output %
BUITIEIRAFINETADR, Ouiput ZE5TATIEIRSINE T,

fl WDFITIL, show alarm settings =~ > FOHHEZRLET, HAHTE, AAMvFLOAASL vF T
T ARET S THRRSNET,
Switch> show alarm settings
BIREY =2 — b
Alarm Disabled
Relay MIN
Notifies Disabled
Syslog Disabled
Temperature-Primary
Alarm Enabled
Thresholds MAX: 95C MIN: -20C
Relay MAJ
Notifies Enabled
Syslog Enabled
Temperature-Secondary
Alarm Disabled
Threshold
Relay
Notifies Disabled
Syslog Disabled
BEa<TUF avw vk SREA
alarm facility power-supply BT T—A I arERHELET,

| oL-13019-04-J
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Bl show alarm settings

avvk A
alarm facility temperature WET 7 —AN AT varaHELET,
power-supply dual TaT VERET-RFERELET,
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show archive status W

show archive status

HTTP £72IX TFTP 2 ha /L TAAL v FIE a0 — RENTZH LWA A=V DAT — X A TR
5121, show archive status %54 EXEC 2~ F&EHL £9,

show archive status [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT 21T LR RERIELET,
| exclude (EE) expression & —EHT DT ERP LRI L E T,
| include (EE) 45 &Nz expression & —ET DT FRICEDET,
expression SHRARA R ELTHERATZ2HINOXTT,
a2k E—F e EXEC
avy FOBERE yyy—x EENE
12.2(44)EX Zoa<wry RRNEBMENRE L,

EREDAA FS54>

7

archive download-sw 7/ EXEC =2~ FZfH L CA A—T% TFTP 4 —NiZF¥ v u— K158
4. archive download-sw =2~ > FOHNTIE, Fv v —RORAT—FXANERINET,

TFTP Y — 0372 W54, HTTP 2L TA A —Y & X v n— K9 25121%, Network Assistant =
TATH AR T NA 2 w5 — V% Zil LE7, show archive status =~ K Ti%, F7 o a— KD
PR N LR INET,

LFEHTIE, KXFENXFERREIESNET, =& 21, | exclude output & AJ L7=HE. output %
ETITIXFRRSNETAD, Output ZETITIIRRINET,

wOFITiL, show archive status =~ > RO /12~ L £,

Switch# show archive status
IDLE: No upgrade in progress

Switch# show archive status
LOADING: Upgrade in progress

Switch# show archive status
EXTRACT: Extracting the image

Switch# show archive status
VERIFY: Verifying software

Switch# show archive status
RELOAD: Upgrade completed. Reload pending

avwy kR Bl
archive download-sw TFTP 4 — M AL v FIZH LWA A=V B XA a—RLET,

| oL-13019-04-J
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B show arp access-list

show arp access-list

7 RV AfRRZa has (ARP) 77k®A arbua—i (VAR ICBET25EMZ2FRT D20,
show arp access-list = —% EXEC =2~ RaffiH L7,

show arp access-list [acl-name] [ | {begin | exclude | include} expression]

YUBYYADGHHE  acl-name ({LE) ACL O4HITY,
| begin (EE) expression & —EHT DT bRAEZHB L ET,
| exclude (ER) expression & —H T DITEERMLERILET,
| include (EE) $87E Ihiz expression & —ET DT FRIZEDET,
expression  BWRKA L FE L TEMATZHINORTT,

avy Kk E—F o —# EXEC
avY FOERE yy—=x EEAR
12.2(50)SE ZToavy RABMENE LT,

BREDHA FSM4Y  CFEHITIE. KXFENALEREIENET, 72& 21E, | exclude output & AJ) L7284, output %
ETITIXR R SNETAD, Output ZETITIIR R EINET,

£l WOFHITIX, show arp access-list =~ > RO ERLET,

Switch> show arp access-list

ARP access list rose
permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any

EEa<vU kR avyF A
arp access-list ARP ACL #E&# L £,
deny (ARP access-list Dynamic Host Configuration Protocol (DHCP) /XA v F ¢ v 7 & D—
configuration) FIHE ST ARP Xy hEERLET,
ip arp inspection filter vian 2 %5 ¢ v 7 I[P 7 RLATRESNEZHRA B D ARP ERkB X

VIR EEF AT LET,

permit (ARP access-list DHCP A > F 4 7 O—ITH ST ARP X v &R LET,
configuration)
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show authentication

show authentication

AL v F EORBIE R —T % A2 MNMIBET1EHREFE T 521X, show authentication =~ > K
(—¥% EXEC E&— NE /134 EXEC E— FOWTh) 2L ET,

show authentication {interface interface-id | registrations | sessions [session-id
session-id] [handle handle] [interface interface-id] [mac mac] [method method]}

SURYHADHRBE  interface interface-id  ([135) FEE LA L X —T = A ADRIA~ F— T ¥ DIEME TR CTERL

E3

method method UEE) #B7E LR (dotlx. mab., F7-13 webauth) TERIESi/=
TITAT LV IR TRCERINET,

registrations (BB BiE~F—V v B@EEFRLET,

sessions (L&) BEDORI~X—T % By a v O (F 54T h T80 A

L) BERRLET, EBEOBEETEAN LWE, BIET 77 4772k >
VarNTRTERINET, FEETFE, BMELITO L OnAE DY
TANLT, BEDEyvay (Fhidktyyay I—7) 2F/RTE

iﬁ—o
session-id session-id LE) Rif~x—V¥ Byiar#EELET,
handle handle (fEE) 1~ 4294967295 O THREL 7,
mac mac (EE) HELZMAC 7 FLADRFE~v R — Y ¥ FHREF R L ET,

ARVROTIHUE  Zoa~r RiTiE, T4 MRETHY A,

avykE—F ¥HE EXEC B L U= —% EXEC

av Y FOERE yy—2 EEANR
12.2(50)SE Zoavwy RPMEMEShE L,

FREEDHSL FS4Y F 2-18 12, show authentication =~ > RO HICE BT INAIEERL T A — NV FERLET,
~

GE) Ty varORT—HRAFKROLIRMEIIRVET, KRAT— b Oty arTiE, REAKTD
FNBTFELE L 72 W I5A 2 No methods & [RIFRFZ Authz Success F 7213 Authz Failed 3 F /RS E T,

#* 218 show authentication 27> FiiA

J4—ILF B

Idle MY TLHEYy va BT TIIYEiban TR, FoFAL ELFETIN
TWEHA,

Running FMTHEY g K LT I DO FRNFETENTWET,

No methods HMTEE Y v a IR L TREREART A FANGEELERA,
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Ll

show authentication

* 2-18 show authentication 27> FHHA (#Z)

Z4—ILF BREA

Authc Success 1 o0OFRICEY., 4T Dy a ORI LE LT,
Authc Failed 1 2OFRICTEY, 4T Dy v a v ORIEICRKLE LT,
Authz Success NI HEY g ~DT R TCOMEEDE AT LE LT,
Authz Failed HMT LAy a A~ OBREOB IR L E LT,

# 2-1912, FROAT = E L TRREINDAEEOH AEEZRLET, KmAT—bDEY a3
TliX. Authc Success. Authc Failed. F7-1% Failed over " F /R ENFE T, Failed over 1%, & HiRiE)
ANEfTEINZSbETKROFRIZ T =A== R L ET BERITERINERTAL),
Notrun 1%, AZ A ECTRIEbES Ny v a I LTHERRINET,

® 2419 FRXORT— & T(E

AT—hOL
AXDRTF—F (R B
Not run & i FUTHEE Yy v a IR LT ZOFAREITESNTWEY A,
Running i FWT ALy g I LTI OFRRETSNTOET,
Failed over F&uli ZOFRIZKM U0, OFRTRERENERSND Z LI

7”0 ET,

Authc Success | & TOFRICEY, M4 T By a OIS LE LT,
Authc Failed (S ZoFRICEY, EYTHEYy Y a VORISR LE LT,

W OB TIL, show authentication registrations =~ > FOH A ERLET,

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:
Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

W OB TIL, show authentication interface interface-id 2~ > KOWMHZERLET,

Switch# show authentication interface gigabitethernetl/2

Client list:

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl//2
Available methods list:

Handle Priority Name

3 0 dotlx

Runnable methods list:

Handle Priority Name

3 0 dotlx

woOFITiL, show authentication sessions =~ KOH N ZRLET,

Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID
Gi3/45 (unknown) N/A DATA Authz Failed 0908140400000007003651EC
Gi3/46 (unknown) N/A DATA Authz Success 09081404000000080057C274

DB TIE, BEDA o F—T7 = A A% % show authentication sessions =~ > KO 1 E R L ET,

Switch# show authentication sessions int gigabitethernet 1/4

Cisco IE 3000 R wF AWK Y77 LR
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show authentication

Interface: GigabitEthernetl/4
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Guest Vlan
Vlan Policy: 4094
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 09081404000000080057C274
Acct Session ID: 0x0000000A
Handle: 0xCC000008
Runnable methods list:
Method State
dotlx Failed over

WOFITIE, HED MAC 7 KL R |Z%4 5 show authentication sessions =~ > KO &R LE T,

Switch# show authentication sessions mac 000e.84af.59bd
Interface: GigabitEthernetl/4

MAC Address: 000e.84af.59%bd

Status: Authz Success

Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server
Vlan Policy: 10

Handle: 0xE0000000

Runnable methods list:

Method State

dotlx Authc Success

OB TiX, $¥EDFHFRITKT 2 show authentication session method =~ > FOH /1A R L £,

Switch# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Switch# show authentication sessions method dotlx

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl/23

avwyFk %

g&

authentication — hEH—HHE— RELEIRAME— FICRELET,
control-direction

authentication event FFEDBIEA X MIXT 277 v a v a2RELET,

authentication IEEE 802.1x #BiE&a Y HR— R LW I FA T NHO T+ —NNy 7 AT
fallback ZALELT WebBREEHFHT L OFR—FERELET,
authentication R— N E ORI~ —V % T— FEZELET,

host-mode

authentication open R—=bhETAH—T > T REAF—TNEZRZT =TI LET,
authentication order — F ETCHEA SN ABAESROIEFEZREL T,

authentication — N ECHBHAEA R—T N EET =TI LET,

periodic

authentication R— FOFRI AT — O FE#FHIHE A F—T iz LET,

port-control

authentication priority EiF FXZ2 AR — K~ 7I5A4F VT 10 U X MBIMLET,

authentication timer 802.1x MIER—FDHX A LT U NEFHBIEDNRT A= ERELET,

| oL-13019-04-J
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W  show auto qos

show auto qos

Automatic QoS (auto-QoS) N A R —TNDA L Z—T7 x4 A TAIIS72 QoS (Quality of Service)
avy R&EFRAT HIZIE, show auto qos =— ¥ EXEC 2~ FZEH L ET,

show auto qos [interface [interface-id]]

DRy ADERBE  interface [interface-id] (FEE) EESNZR— FERIZTRTOR— kD auto-QoS 15
ERTFLET, BETXAA L F—T A4 AL LT, WEFE— L
bEENET,

avY kK E—F o —# EXEC

avY FOERE yy—=x TENE

12.2(44)EX Zoavy RABEMENE LT,

HREDHL FS4>  show auto qos =~ > RO ITIE, KA 4 —7 =4 ATANENTZ auto-QoS =~ > R7ZH B FER
IivE 9, show auto qos interface interface-id =~ > FHINE, FEDA VX —T =4 AZATTSH
72 auto-QoS =~ REFRLE T,

auto-QoS REL L 2 —HPLEH 2K /rT 55513, show running-config #7#E EXEC =~ > F & /]
LET,

show auto qos =~ > RO /1Zi%, Cisco IP Phone % —t & KU T —{FHRLFREINET,

auto-QoS DA Z 1T L AREMED & 2 BIED QoS DFREME KR T 52T, WOWThND A~
FEMHLET,

¢ show mls qos
¢ show mls qos maps cos-dscp
e show mls qos interface [interface-id] [buffers | queueing]

e show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-output-q]

e show mls qos input-queue

* show running-config

15l WOHITIL, auto qos voip cisco-phone 35 L Uf auto qos voip cisco-softphone > % —7 = X =2/
TA4F¥alb—ary avwry e AN LEYEA O show auto qos =~ RO ZRLET,

Switch> show auto gos
GigabitEthernetl/1
auto gos voip cisco-softphone

GigabitEthernetl/3
auto gos voip cisco-phone

GigabitEthernetl/2

Cisco IE 3000 R wF AWK Y77 LR
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auto gos voip cisco-phone

show auto qgos M

R DOFITIL, auto qos voip cisco-phone > ¥ —7 = A X a7 4 Fal—ary avry Fe AL
72854 @ show auto qos interface interface-id =~ > NOH N ERLET,

Switch> show auto gos interface gigabitethernet 1/1

GigabitEthernetl/1

auto gos voip cisco-phone

ROFITIL, auto qos voip cisco-phone 35 L U auto qos voip cisco-softphone D& A % —7 = A A
a7 4 F¥alb—ay avy K& A LA O show running-config 4 EXEC =2~ RO
ERLET,

Switch# show running-config
Building configuration...

mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos

map policed-dscp
map cos-dscp 0 8 16 26 32 46 48 56

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set

input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output

24 26 4

bandwidth

6 to 0

90 10

threshold 1 8 16
threshold 2 34 66

buffers 67 33
cos-map queue 1 threshold 2 1
cos-map queue 1 threshold 3 0
cos-map queue 2 threshold 1 2
cos-map queue 2 threshold 2 4
cos-map queue 2 threshold 3 3
dscp-map queue 1 threshold 2
dscp-map queue 1 threshold 3
dscp-map queue 1 threshold 3
dscp-map queue 2 threshold 1
dscp-map queue 2 threshold 2
dscp-map queue 2 threshold 2
dscp-map queue 2 threshold 2
dscp-map queue 2 threshold 3
dscp-map queue 2 threshold 3
cos-map queue 1 threshold 3
cos-map queue 2 threshold 3
cos-map queue 3 threshold 3
cos-map queue 4 threshold 2
cos-map queue 4 threshold 3
dscp-map queue 1 threshold 3
dscp-map queue 2 threshold 3
dscp-map queue 2 threshold 3
dscp-map queue 2 threshold 3
dscp-map queue 3 threshold 3
dscp-map queue 3 threshold 3
dscp-map queue 4 threshold 1
dscp-map queue 4 threshold 2
dscp-map queue 4 threshold 3
1 threshold 1 100 100 100 100
1 threshold 2 75 75 75 250
1 threshold 3 75 150 100 300
1 threshold 4 50 100 75 400
2 threshold 1 100 100 100 100
2 threshold 2 35 35 35 35
2 threshold 3 55 82 100 182
2 threshold 4 90 250 100 400
1 buffers 15 20 20 45
2 buffers 24 20 26 30

6
5

7

9 10 11 12 13 14 15

01
32
16
33
49
57
24
40
5

o R N W
o~

40
24
48
56
16
32
8

2

17
34
50
58
25
41

41
25
49
57
17
33

3 4

18
35
51
59
26
42

42
26
50
58
18
34

5

19
36
52
60
27
43

43
27
51
59
19
35

6 7

20
37
53
61
28
44

44
28
52
60
20
36

21
38
54
62
29
45

45
29
53
61
21
37

22
39
55
63
30
46

46
30
54
62
22
38

9 10 11 12 13 14 15
012345¢67

23
48
56

31
47

47
31
55
63
23
39
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show auto qos

class-map match-all AutoQoS-VoIP-RTP-Trust
match ip dscp ef
class-map match-all AutoQoS-VoIP-Control-Trust
match ip dscp cs3 af3l
|
policy-map AutoQoS-Police-SoftPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VoIP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit
|
policy-map AutoQoS-Police-CiscoPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VoIP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit

interface GigabitEthernet0/4
interface FastEthernetl/1

switchport mode access

switchport port-security maximum 1999
speed 100

duplex full

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

auto gos voip cisco-phone

|

interface GigabitEthernetl/1
switchport trunk encapsulation dotlg
switchport trunk native vlan 2
switchport mode access

speed 10

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

auto gos voip cisco-phone

|

interface GigabitEthernetl/2

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

mls gos trust device cisco-phone
service-policy input AutoQoS-Police-CiscoPhone

<output truncated>

WOFITIiX, auto qos voip cisco-phone 1/ V¥ —T 2 f A a7 4 FXal—var avr REANL

7-3%54 @ show auto qos interface interface-id =2~ > RO IZ R LET,

Switch> show auto gos interface fastethernetl/2
FastEthernetl/2
auto gos voip cisco-softphone

WOFTIE, Auto-QoS BNAA v FTF 4 E—T /DA D show aute qos =~ > FOHEZRLET,

Switch> show auto gos

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show auto qgos M

AutoQoS not enabled on any interface
WROFITIL, Auto-QoS A X —7 = A4 A TT 4 =T VDHH D show auto qos interface
interface-id 2~ > ROWHNZERLET,

Switch> show auto gos interface gigabitethernetl/1
AutoQoS is disabled

GEREESAS avUF B
auto qos voip QoS KA A D Voice over IP (VoIP) {2 QoS # HE#E L 7,
debug auto qos auto-QoS RED T /Ny V& A X —T M LE T,

Cisco IE 3000 XA wF IR K JI7 LR
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#$2% CiscolE 3000 R4 vF CiscolOS av > F |

W show boot

show boot

BOOT BEEEBOREEF T H121L. show boot ¥4 EXEC =~ Fa2HEH L £9,

show boot [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & —HT 21T OERTREZRABLET,
| exclude (FEE) expression & —BT DT ERRNLRINLET,
| include (EE) 485 Sz expression & —ET DT 2R RICEDET,
expression ZRARA R ELTHERTAHIINOATT,
ATV K E—F  FE EXEC
Y FOBERE yy—= EERE
12.2(44)EX Zoa<wry RRNBMENE L,

BREDTA RS54y UPHITIE. KUFEAACEBRESI SR ET, 72 & 21E, | exclude output & A L7284 output %
BUITIEIR A INETADR, Ouiput ZE5TATIEIRFSINET,

i WOHITIEL, show boot 2~ ROH N ZRLET, £ 2-2012, RREINDHKT 4 —/L RO &R
LET,
Switch# show boot

BOOT path-list: BOOT path-list :
flash:/ies-lanbase-mz.122-44 .EX/ies-lanbase-mz.122-44.EX.bin

Config file : flash:/config.text

Private Config file : flash:/private-config.text
Enable Break : no

Manual Boot : no

HELPER path-list

Auto upgrade : yes

Auto upgrade path
NVRAM/Config file
buffer size: 65536

<output truncated>
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& 2-20

show boot W

show boot 7 1 —JL KD&RA

Z4—ILF

SieA

BOOT path-list

HEEBRIC = FBIOFITLE D ET2ETHET 7 A LD EIan XY Y
ANERRLET,

BOOT BRELEHMNHESNTWVRNGE, VAT AL, 7T7vva 77440 VAT A
BRI IR 2R B 21T - T, AN ENTFEITREEA A —Y & r— KL T
FITERALET, T4 V7 M) OHRIRZTIE, MRHE LSV 7T o7 b)) B5%Es
WHRBELTHLIEDT 4 L7 N ToOMmBEETET,

BOOT BEAB VR EIN TV THIHEEEINTZA A—TV 2 — R TERWVWEAIF, ¥
ATHI T Tvva T7A4 N VAT ATRMICADD-TT— N 77 A Vv EL#E) L
L£oELET,

Config file

CiscoIOS BNV AT A av 7 4 X al—va VORERMED Y —OFAES ITHAHT
L7 7 ANLERRLET,

Private Config file

CiscoIOS Ry AT L ar 74X alb— g VOREREa Y —0FHLEX ICHFHT
D77 ANGKERRLET,

Enable Break

EEBFTOT L —INARX—T N, ElFT o 8—T 0 %ERRILET, yes, on, F
IR TIZERESNTWAEAIEL, 77y va 7740 VAT A0 kkica Y —
)V ETC Break ¥—% 4 &, BEEH v A2 M cEET,

Manual Boot

Ay FRHBTEET 52, ELEFFEHTEESTI1E2RRLET, no 721301
RESNTVDLIHE, 77— e —X 327 Az HENICESH L LS L LET, o

EICRESNTVDEHARIE, 77— 0= T—FPLFHTAS v F 2 EHT 4%
BHYET,

Helper path-list

T— =X O FIcENICr— FESnbsre— KA 7 A Ot 2w U XY)
DIVRARNERRLET, ~X— T7 AT, 7— b —XOMELILELED,
NoFedTi=y LET,

Auto upgrade

FHEHBDAAL vFIZH LTEHEBMIZY 7 by =T N=Varazabt =43 L5ICA
A YTFRBEEINTWEINEFRRLET,

NVRAM/Config 7 7 A VD3

CiscoIOS RAEFEIVHNDaLry 74 Xal—ay 77 ANDab—5EET5-0I1C

77 AR FHFT 2Ny 77 vA XERRLET, arTsFalb—var TrAME, Ny
Ty YA RXEDYTEREZ D EILTEERA,
BIEa<T VR avwUFk B
boot config-file Cisco IOS DNV AT LAREDO AN A U —DHRAEZFZIMEMT 57 7M1
LERELET,
boot enable-break BEEE Yot 2 &kt £,

boot manual

ROEEY A 7 VEEOFE A A v FlEB 2 1 2 —T /M LET,

boot

private-config-file

Cisco [0S N7 T A N— FREDORHEEM 2 B —DOFAFESEHNT D7 7
ANAERELET,

boot system

RO A 7 Fize—RF$5 Cisco [0S 4 A—VHEELET,
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W show cable-diagnostics tdr

show cable-diagnostics tdr

Time Domain Reflector (TDR) #f5H% /"9 521X, show cable-diagnostics tdr #i#% EXEC =2~
RE[EHLET,

show cable-diagnostics tdr interface interface-id [ | {begin | exclude | include}
expression|

YR ADGBA  interface-id  TDR BFEITENTWAHA U X —T oA ZAEEELET,
| begin ({EE) expression & —ET 2110 6R - EZHBELET,
| exclude ({E&) expression & —ET DT &2 FRN BRI L £7,
| include (EE) $BE STz expression & —ET DT RRICEDET,
expression SRR A N LTERAT A HIIRNOKX T,
O F ®—F  f5H EXEC
av Y FOERE Jyy—=x ETENE
12.2(44)EX Zoavwry RRBMESRELE,

BEREDAA FS54>

]

TDR OFEMIZOWTIE, 2OV V=R THY 7 o7 avrZ s Xalb—rary 4 Res
LT &N,

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIEIR A INETADR, Ouiput ZE5TATIEIRFSINET,

DB TiL, show cable-diagnostics tdr interface interface-id =2~ RO Z R LET,

Switch# show cable-diagnostics tdr interface gigabitethernetl/2
TDR test last run on: March 01 20:15:40

Interface Speed Local pair Pair length Remote pair Pair status
Gil/2 auto Pair A 0 +/- 2 meters N/A Open

Pair B 0 +/- 2 meters N/A Open

Pair C 0 +/- 2 meters N/A Open

Pair D 0 +/- 2 meters N/A Open

7 2-21 12, show cable-diagnostics tdr =~ > R CTHAHEN D 7 4 — 1V ROFRAEZR L ET,

= 2-21 show cable-diagnostics tdr 37> FTOHE SN 3T 1 —IL FORHA

TJ4—ILK 2L

Interface TDR BRE[TENTA v EZ—T = A A
Speed Pt i

Local pair n—hN A H =T 2 ATTDRINT A MNEEITTDHIA Y T4

Cisco IE 3000 R4 vF a2 K JI7 LR
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show cable-diagnostics tdr W

& 2-21 show cable-diagnostics tdr 37> FTOEAEIhD T4 —IL FOHE )

Z4—ILF EL
Pair length T2 2L v FICONWT, BENREE Ly —7 V08, ROEEIC, TDR I
T a FFE LET,

o FTABELBRESR, VLI RT v TRIET, A4 —7 = AHER
1000Mb/s TH D54

o T—TNADBEHRELTWDEE

o F—TNABYa—FLTWEEA

Remote pair | m— L XY BRPHGINIZTA ¥ XT 4, F—TARELLEERESN) V7 RBT v

TRETHHHEEIZOH, TDRIFY E— K RTIZONWTHERLET,

Pair status TDR BBEE L TNDHTA Y XTDAT—H A

e Normal : VA ¥ X7 NELLERENTWVET,

* Notcompleted : 72 FRFEITEN, FLEETLTHERA,

e Not supported : f " #—7 = A AT TDR ZHK—FLEHA,

e Open: VA ¥ XTHRPHRLTHET,

e Shorted : VA ¥ X7 N a—hLTWET,

e ImpedanceMis : £ Y E— X ANR—FH L EHA,

¢ Short/Impedance Mismatched : A > B — & L AR —F L TWieWh, F—7 /10
RENEYEEA,

e InProgress : ZWi7 A N REITHTT,

WoOHI T, TDR NEIE L TV 5354 @ show interfaces interface-id 2~ > ROMAERLET,

Switch# show interfaces gigabitethernetl/2
gigabitethernetl/2 is up, line protocol is up (connected: TDR in Progress)

WOHITIE, TDR 2N8{E L TV 7254 @ show cable-diagnostics tdr interface inferface-id 2~ > K
DOHNERLUET,

Switch# show cable-diagnostics tdr interface gigabitethernetl/2
% TDR test was never issued on Gil/2

A B —T 2 A AT TDR B R—FENTWOARNESIZ. RORAvE—IREREINET,

% TDR test is not supported on switch 1

avwUFk B
test cable-diagnostics tdr A2 =724 ATTDR A X —7 ML, FATLET,
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WM showcip

show cip

Common Industrial Protocol (CIP) ¥ 7'+ A7 ADEREF AT HIZiX. show cip 74 EXEC =2~ >

R L £,

show cip {connection | faults | file | miscellaneous | object | security| session | status}
[ | {begin | exclude | include} expression]

YR YY) ADEGH  connection CIP HfifE e Fr L E T,
faults CIP [EFEICHT 21EHmER L LT,
file CIP 77 AN A AZ L ATHATOHERER T LET,
miscellaneous KFECIP VAT AERERRLET,
object FeED CIP A7 V= 7 MCBTAEMEFRRLETS, A7 V=7 ML, Tk
VTV A=Y Xy N VT TATT 4T 4 AA T NT A—F IFH
FIMIB LI OTCP/IP A7 V=7 "R EENET,
security CIPEX=2VUT 4 U4 R AT —HZABIOREEFRTILET,
session TIT47HBIOHT /74777 CIPEYy Y a v ERRLET,
status CIP 27 —% 2%/ L ¥ 7 (enabled %7213 disabled),
| begin UEE) expression & —BT AT LR REZMIBLET,
| exclude (LR expression & —ET HITE2RTFZNHLBRILET,
| include (L&) 4857 € &7z expression & —ET 2T FRICEDET,
expression SWARA N LTHERT2H IO TT,
vk E®—F ¥ EXEC
vy FORERE Jy—= EERRE
12.2(44)EX Zoavwry RREBMEShE LT,
12.2(50)SE faults % — 7 — R2SEMESHUE L7z,

EREDAHA R34y

]

LFHTIE, KXFENXERRJISNET, =& 21E, | exclude output & A L7284, output %
BUITIIRRENEEAD, Output % ETITIER RS NET,

W ORFITIL, show cip fault =~ FOHE/RLET,

Switch# show cip faults
Major/Minor Recoverable Faults

MAC address flap :

CDP native vlan mismatch :
Storm control event :

Port security violation :

Normal
Normal
Normal
Normal

Port in error-disable state: Normal

Il CiscolE3000 A1 vyF avvF JYI7 LR
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Major Unrecoverable Faults
POST detected HW failure : Normal
SFP in error-disable state : Normal

WDFITIX, show cip security =~ RO I Z R LET,

Switch# show cip security
State : Enabled

Password: abcl23

Window: Open

Owner IP: 172.20.140.147
Window timeout: 600 seconds
Window open tick: 17

showcip W

avwUFk B
cip enable VLAN ETCIP %4 Xx—7 VI LET,
cip security AA Y FIZCIP EFX 2T 4 A7V avaRELET,
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W showcisp

show cisp

HELieA v 2 —7 x4 A0 CISP [F#H & FK 1T 5I21%, show cisp §#4E EXEC =2~ > RZ2HEHA L £,

show cisp {[interface interface-id] | clients | summary} | {[begin | exclude | include}
expression]}

DR ZADEEA  clients (f£8) CISP 7 547 v FOREMAEF R LET,
interface interface-id ~ ({T7%) 8E LA v ¥ —7 =4 AD CISP {H#AER T LET, B A v
H—T 2 A AL, WA — FBLOFE— N F¥ XL TT,

summary LR #MELE2ERRLET,

| begin (fEF) expression & —BT 2T ORTZMBELE T,

| exclude UEE) expression & —BT 75K TRMOLERILET,

| include (E8) 8E Sz expression & —ET HITERRICEDET,
expression BWHRA N E LTHERT D IAORTT,

a2k E—F Ja—s) ar7 4 Xal—iay
vy FORERE Jyy—= EEANR
12.2(50)SE Zoa<wy FRNBMEE LT,
0] W DBFITIL, show cisp interface =~ > FOHTE/RLET,
WS-C3750E-48TD#show cisp interface fast 0
CISP not enabled on specified interface
WOBITIL, show cisp summary =~ > FOHAERLET,
CISP is not running on any interface
BIEa<T VR =Y L]
dotlx credentials profile BFY I N AL TFOTR T 7 A NVERELET,
cisp enable Client Information Signalling Protocol (CISP) %A x—=7
Mz LET,

Cisco IE 3000 R4/ wF ARV E YIFLUR
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show class-map W

show class-map

show class-map = —¥ EXEC 2~ NiZ, V77 4 v 7 20T 500 0—HHEEZEEHT S QoS
(Quality of Service) 7 7 A v v 7 &R FLET,

show class-map [class-map-name] [ | {begin | exclude | include} expression]

YOBYYADBH  class-map-name  ((LE) HESNIZI TA vy TONEERRLET,
| begin UEE) expression & —EBT 21T LR REZMABLET,
| exclude (ER) expression & —H T DITEERMLERILET,
| include (EE) $87E I iz expression & —EHT DT FRIZEDET,
expression SARA L N ELTHERT2HIRNORXTT,
a2 F ®—F  =2—# EXEC
2Ty FORERE Jyy—= TENE
12.2(44)EX Zoavwry RRBMENELE,

BEREDAA FS54>

XFHNTIE, RXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l WOFHITIL, show class-map =2~ KOH W ZRLET,
Switch> show class-map
Class Map match-all videowizard 10-10-10-10 (id 2)
Match access-group name videowizard 10-10-10-10
Class Map match-any class-default (id 0)
Match any
Class Map match-all dscp5 (id 3)
Match ip dscp 5
BEaIvUF = EREA
class-map AHIERE LT ZAE Ry FeDWRIERIND 7 7 A
~ v T EfER L E T,

match (class-map configuration) NT T4 B RT TR EERLET,

| oL-13019-04-J
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W  show cluster

show cluster

AA v TNBELTNDT TAFDAT —H ALY~ —%2F£RT DHIZiE. show cluster = —¥ EXEC
a<w  REFHLET, 20a~vr RE, 77 AX av U R AL v FEITTAL A N— XA vTFT
DHANITTEET,

show cluster [ | {begin | exclude | include} expression]

DBV ADHHA | begin () expression & —B T 21T bR TEZMBLET,
| exclude (fEE) expression & —HT 2T RR"MOBIRINL LT,
| include (EE) 485 Sz expression & —ET DT 2R RICEDET,
expression AL M LTHERT2HIINOXTT,
ATV K E—F  =—% EXEC
Y FOBERE yy—= EERE
12.2(44)EX Zoa<wry RRNBMENE L,

EREDAA FS54>

]

JITABDAUN=TRNAAL v F ETCIDa~vry FEANTLHE, 29— A vE— Mot a
management cluster member ﬁ‘ﬁ%éﬂi'@qo

TITABE AN— A v F ECZDa~ry REANTHE, J7RAF av o K AL yFOID, £0O
AA T AUN—=DFF, BLOIV TAY avw K AL vTF L OERIRERERINE T,

JITAR av v R AL yvF ETCIOa~vy FEANTHE, 7 TAZAEBILOA R —ORENER
ENET, Flo, AT —FAELTHRDI TAZDAT—F ABLORH b ERINET, TLERERDSA
F—=TNOEEF, TITAIVBIO®EAI XY avr K AL v FOERBERINET,
LFEHTIE, KXFTENXTFREIMESNET, 72& 2L, | exclude output & A L7=H4A . output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

WOBITIX, 77T 4777 F7AX a<x K AL vF LT showcluster =2~ RE AN L7=HEDOH
HERLUET,

Switch> show cluster
Command switch for cluster “Ajang”

Total number of members: 7
Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 2 minutes
Redundancy: Enabled
Standby command switch: Member 1
Standby Group: Ajang_standby
Standby Group Number: 110
Heartbeat interval: 8
Heartbeat hold-time: 80
Extended discovery hop count: 3

Cisco IE 3000 R4 vF a2 K JI7 LR
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show cluster

WOBITIE, 7T AZ A _"— A4 vF ETshoweluster 2~ FE AN LZBAEOHTE R LET,

Switchl> show cluster

Member switch for cluster “hapuna”
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

3
192.192.192.192
0000.0c07.acl4
8

80

WOFITIH, AZ N, JTAF a<w R AL v TFELELTRESINTZTI TAZ AU N"— A4 vTF |k
T show cluster =~ > REZ AN LEHAEOH 12~ LET,

Switch> show cluster

Member switch for cluster “hapuna”
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

3 (Standby command switch)
192.192.192.192
0000.0c07.acl4

8

80

WO TIX, A "— 1 EOERNOIMSINZ7 T A% a~< K A v»F LT show cluster =~ K

EANNLIEGEOH N ERLET,

Switch> show cluster

Command switch for cluster “Ajang”
Total number of members:
Status:
Time since last status change:
Redundancy:
Heartbeat interval:
Heartbeat hold-time:
Extended discovery hop count:

7

1 members are unreachable
0 days, 0O hours, 5 minutes
Disabled

8

80

3

WOFITIE, 7 T7AK a<xwr R AL v FEOERNPOIMIESNTZI T AX A X— 2 A v F ET show
cluster =~ KZ AN LA DOH N Z R LT,

Switch> show cluster

Member switch for cluster “hapuna”
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

<UNKNOWN>
192.192.192.192
0000.0c07.acl4
8

80

BBEav R

avwv kR 7L

cluster enable

av U RSB AL v FE T TAZ av L R AL v FLLTAR—7

MZ L, 7 TREL, BXOT T ar b LTAURN—FSLZEHD Y

<7,

show cluster candidates

BEHAAL v FDOY A NERRLET,

show cluster members

JITAE A NR—IZETHERERTLET,

Cisco IE 3000 R/ wF a2 F
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Bl show cluster candidates

show cluster candidates

fEfiAA v F DY A FZFRTSHI21L. show cluster candidates %54 EXEC ot~ > R&EH L £,

show cluster candidates [detail | mac-address H.H.H.] [ | {begin | exclude | include}

expression|

DU ZADHH  detail

(ER) $_TORMICETFEMERRLET,

mac-address H.H.H. UER) 7 7 AZEMHDO MAC 7 R L AT,

| begin (EE) expression & —BT 21T LR RERBLET,
| exclude (EE) expression & —BT 5IT5 RN OLEBRILET,
| include (B $8E &7z expression & —ET HIT2 R RIZEDET,
expression AL NELTHERAT A HIANOATT,
avY kR E®E—F  =—#EXEC
av Y FOERE J1yy—=x EFERA
12.2(44)EX Zoawry RpBIMEnE L,

FREDAARSAY —oa~vwr RE, 7F53AF% av F AL v F ETCORERTEET,

AA Yy FNI TAL A R ALy FTRWGERIT., a7 MIETHRERRESNET,

HAWND SN L, X7 v F X N—F S ERLET, SNIIDOMEIC E NFERENTEE, A1 v FIi
IERHIC L > THRE SN TWET, SNHIOEN E TRWEE., X7 v F X N—FLFDAL v T
W, BEHAA v FOT v T AR —AlIRAN—=TF, Ry THI, 7 T7AZ a< R AL vFhb

B AA v FETDT N A TT,

XFHNTIE, KXFENLFNRBIENET, =& 21E, | exclude output & A L7246, output %

EUVITIIRRENERFAD, Output # &5 TIFERSNE T,

51 wOHTIiL, show cluster candidates =~ > FOH1Z2 R LEJ,

Switch> show cluster candidates

00d0.7961.c4c0 StLouis-2 WS-IE3000-4TC Gil/1
00d0.bbf5.e900 1df-dist-128 WS-C3524-XL Fal/7
00e0.le7e.be80 1900 Switch 1900 3
00e0.1e9f.7a00 Surfers-24 WS-C2924-XL Fal/5
00e0.1e9f.8c00 Surfers-12-2 WS-C2912-XL Fal/4
00e0.1e9f.8c40 Surfers-12-1 WS-C2912-XL Fal/l

2

=R e e e

1

| -—-Upstream-—-|
Fal/l

0

o O O O

Fa0/24
Fa0/11
Fa0/3
Fa0/7
Fa0/9
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show cluster candidates

WOBITIE, 7T7AK a~vr KA,y FICEEER SN, 772X A2 — XL vFO MACT K
L 2 2 L7234 @ show cluster candidates =~ > KO & R L £,

Switch> show cluster candidates mac-address 00d0.7961.c4c0
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO
Device type: cisco WS-IE3000-4TC
Upstream MAC address: 00d0.796d.2f00 (Cluster Member 0)
Local port: Gil/1 FEC number:
Upstream port: Gi2/2 FEC Number:
Hops from cluster edge: 1
Hops from command device: 1

WOHEITIE, VITAX Ty UMEDERy TENI THDH, VITAKX AN— A1, vFDO MACT FL
A &M L7284 @ show cluster candidates =~ > ROH N ZR L E£9,

Switch> show cluster candidates mac-address 0010.7bb6.1lccO
Device 'Ventura' with mac address number 0010.7bb6.1ccO
Device type: cisco WS-C2912MF-XL
Upstream MAC address: 0010.7bb6.1cd4
Local port: Fa2/1 FEC number:
Upstream port: Fa0/24 FEC Number:
Hops from cluster edge: 3
Hops from command device: -

woOFITiL. show cluster candidates detail =~ > FOH A2~ L £,

Switch> show cluster candidates detail
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO
Device type: cisco WS-C3512-XL
Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 1)
Local port: Fa0/3 FEC number:
Upstream port: Fa0/13 FEC Number:
Hops from cluster edge: 1
Hops from command device: 2
Device '1900 Switch' with mac address number 00e0.le7e.be80
Device type: cisco 1900
Upstream MAC address: 00d0.796d.2f00 (Cluster Member 2)
Local port: 3 FEC number: 0
Upstream port: Fa0/11 FEC Number:
Hops from cluster edge: 1
Hops from command device: 2
Device 'Surfers-24' with mac address number 00e0.1e9f.7a00
Device type: cisco WS-C2924-XL
Upstream MAC address: 00d0.796d.2f00 (Cluster Member 3)
Local port: Fa0/5 FEC number:
Upstream port: Fa0/3 FEC Number:
Hops from cluster edge: 1
Hops from command device: 2

BBEav> R

avy kR

BREA

show cluster

AA Y TFNRT DI TAIDAT—=ZABIOr <) —2z2RLET,

show cluster members

7 TAL AN—ICHET DI MERR LET,

| oL-13019-04-J
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H  show cluster members

show cluster members

T T AL AUN—=DERERTT HI121L. show cluster members £7# EXEC =2~ R&EH L £7,

show cluster members [ | detail] [ | {begin | exclude | include} expression]

YUY ADGHE n LR 77 AZ AU A"—%@ilT 2% 5, HETE LML~ 15 TY,
detail (EB) TRCOITAE A= ZET23EME R R LET,
| begin ({ER) expression & —HT 270 bFRERBLET,
| exclude (fER) expression & —BT 21T RE-NOIRINLE T,
| include (B $8E &Nz expression & —HT HIT2 R RIZEDET,
expression AL e LTHERAT A HIANOATT,
vk E®—F ¥ EXEC
av Y FOEE J1yy—=x EFERA
12.2(44)EX Zoawry RpBIMEnE L,

EREDHA R4

]

Zoawry R, VAKX aw L R AL, v F ETOREHTEET,
I T AFTNIZA U N=RRWEARIE, a7 MIETRERSNET,

LFHITIE, RLFENLFREISNET, =& 21, | exclude output & A L7256 output %
BUITIEIRAFINETADR, Ouiput ZE5TATIEIRFSINE T,

ECN

WOFITIX, show cluster members =~ > RO EZRLET, RO SN X, X7 v FEFELFEE
L £,

Switch# show cluster members

| -——Upstream---|
SN MAC Address Name PortIf FEC Hops SN PortIf FEC State
0 0002.4b29.2e00 StLouisl 0 Up (Cmdr)
1 0030.946c¢.d740 tal-switch-1 Fa0/13 1 0 Gi0/1 Up
2 0002.b922.7180 nms-2820 10 0 2 1 Fa0/18 Up
3 0002.4b29.4400 SanJuan2 Gi0/1 2 1 Fa0/11 Up
4 0002.4b28.c480 GenieTest Gi0/2 2 1 Fa0/9 Up

WOBTIL, 7T A% A 23— 3 |Z%7 % show cluster members D %~ L F7,

Switch# show cluster members 3
Device 'SandJuan2' with member number 3

Device type: cisco WS-IE3000

MAC address: 0002.4029.4400

Upstream MAC address: 0030.946c.d740 (Cluster member 1)
Local port: Gil/1 FEC number:

Upstream port: Gi2/3 FEC Number:

Hops from command device: 2

Cisco IE 3000 R wF AWK Y77 LR
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show cluster members W

wOFITiL. show cluster members detail =~ > FOH T ERLET,

Switch# show cluster members detail
Device 'StLouisl' with member number 0 (Command Switch)

Device type:
MAC address:

cisco WS-ies
0002.4b29.2e00

Upstream MAC address:

Local port:
Upstream port:

FEC number:
FEC Number:

Hops from command device: 0

Device 'tal-switch-14"'
Device type:
MAC address:

Upstream MAC address:

Local port:
Upstream port:

with member number 1

cisco WS-C3548-XL

0030.946¢.d740

0002.4b29.2e00 (Cluster member 0)
Fa0/13 FEC number:

Gi0/1 FEC Number:

Hops from command device: 1
Device 'nms-2820' with member number 2

Device type:
MAC address:

Upstream MAC address:

Local port:
Upstream port:

cisco 2820

0002.0922.7180

0030.946¢c.d740 (Cluster member 1)
10 FEC number: 0

Fa0/18 FEC Number:

Hops from command device: 2

Device
Device type:
MAC address:

Upstream MAC address:

Local port:
Upstream port:

SandJuan2' with member number 3

cisco WS-ies

0002.4p29.4400

0030.946c.d740 (Cluster member 1)
Gi0/1 FEC number:

Fa0/11 FEC Number:

Hops from command device: 2

Device 'GenieTest' with member number 4

Device type:
MAC address:

Upstream MAC address:

Local port:
Upstream port:

cisco SeaHorse

0002.4b28.c480

0030.946¢c.d740 (Cluster member 1)
Gi0/2 FEC number:

Fa0/9 FEC Number:

Hops from command device: 2
Device 'Palpatine' with member number 5

Device type:
MAC address:

Upstream MAC address:

Local port:
Upstream port:

cisco WS-C2924M-XL
00b0.6404.£8c0

0002.4b29.2e00 (Cluster member 0)
Gi2/1 FEC number:

Gi0/7 FEC Number:

Hops from command device: 1

avwy kR

A

show cluster

AL FNBETDHI TAADAT—ZARBIOY~ ) —%2FKrLET,

show cluster candidates

BAAA Yy TF DY R M ERRLET,

| oL-13019-04-J
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W show controllers cpu-interface

show controllers cpu-interface

CPU Ry U =2 A2 —7 A A ASIC (FriE iR HEREE) OAT— FaFRrL, CPU ITE
T 58y MZBET B HEHE#HR A 5% T 521X, show controllers cpu-interface 74 EXEC =2~
RE[EHLET,

show controllers cpu-interface [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN OHRRZHIELE T,
| exclude (fEE) expression & =BT DT RRMNOBERINLET,
| include (EE) 45 &Niz expression & —ET DITE2FRICEDET,
expression AL P ELTHEAT 2RO TT,
ATV K E—F  FE EXEC
Y FOBERE yy—= EERE
12.2(44)EX Zoa<wry RRNBMENE L,

EREDAA FS54>

]

Zoavy REMHTL2ZET, v RAa0T 7 =N BAR— MIYRASL v FO RTINS 2—T ¢
VT EAT O DICENOERBFERSINET,

XFHNTIE, KRIXFENLFNRRJESET, =& 2L, | exclude output & AJJ L7=354A . output %
BUITIEFRRINERAD, Output ZE0ITIFFERINET,

W DBFITIL, show controllers cpu-interface =~ > RO 1R LET,

Switch# show controllers cpu-interface

cpu-queue-frames retrieved dropped invalid hol-block
rpc 4523063 0 0 0
stp 1545035 0 0 0
ipc 1903047 0 0 0
routing protocol 96145 0 0 0
L2 protocol 79596 0 0 0
remote console 0 0 0 0
sw forwarding 5756 0 0 0
host 225646 0 0 0
broadcast 46472 0 0 0
cbt-to-spt 0 0 0 0
igmp snooping 68411 0 0 0
icmp 0 0 0 0
logging 0 0 0 0
rpf-fail 0 0 0 0
queueld 0 0 0 0
cpu heartbeat 1710501 0 0 0

Supervisor ASIC receive-queue parameters

queue 0 maxrecevsize S5EE pakhead 1419A20 paktail 13EAED4

Cisco IE 3000 R wF AWK Y77 LR
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show controllers cpu-interface W

queue 1 maxrecevsize S5EE pakhead 15828E0 paktail 157FBFC
queue 2 maxrecevsize 5EE pakhead 1470D40 paktail 1470FE4
queue 3 maxrecevsize S5EE pakhead 19CDDDO paktail 19D02C8

<output truncated>

Supervisor ASIC Mic Registers

MicDirectPollInfo 80000800
MicIndicationsReceived 00000000
MicInterruptsReceived 00000000
MicPcsInfo 0001001F
MicPlbMasterConfiguration 00000000
MicRxFifosAvailable 00000000
MicRxFifosReady O0O0OBFFF
MicTimeOutPeriod: FrameTOPeriod: 0000OEA6 DirectTOPeriod: 00004000

<output truncated>

MicTransmitFifoInfo:

Fifo0: StartPtrs: 038C2800 ReadPtr: 038C2C38
WritePtrs: 038C2C38 Fifo Flag: 8A800800
Weights: 001EO0O01E

Fifol: StartPtr: 03A9BCO0 ReadPtr: 03A9BC60
WritePtrs: 03A9BC60 Fifo Flag: 89800400
writeHeaderPtr: 03A9BC60

Fifo2: StartPtr: 038C8800 ReadPtr: 038C88EQ
WritePtrs: 038C88E0 Fifo Flag: 88800200
writeHeaderPtr: 038C88E0

Fifo3: StartPtr: 03C30400 ReadPtr: 03C30638
WritePtrs: 03C30638 Fifo Flag: 89800400
writeHeaderPtr: 03C30638

Fifo4: StartPtr: 03ADS5000 ReadPtr: 03AD50A0
WritePtrs: 03AD50A0 Fifo Flag: 89800400
writeHeaderPtr: 03AD50A0

Fifo5: StartPtr: 03A7A600 ReadPtr: 03A7A600
WritePtrs: 03A7A600 Fifo Flag: 88800200
writeHeaderPtr: 03A7A600

Fifo6: StartPtr: 03BF8400 ReadPtr: 03BF87F0
WritePtrs: 03BF87F0 Fifo Flag: 89800400

<output truncated>

BEav> R avw vk EHER
show controllers N= R =T EBFA L H—T 2 A ADNH L P AZ D LRRAIAEND,
ethernet-controller KA B =T 2 ADEZEFEORFERERRLET,
show interfaces TRTDA L F =T 2 A RAETIFRESNT AV F—T =4 ADOEFR

T ABIOCIMERAT =X R RKRLET,

Cisco IE 3000 XA wF IR K JI7 LR
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M show controllers ethernet-controller

show controllers ethernet-controller

N= R =2 T PO FRIAANTEEZBZIET 24 v 7 — 7 = 4 AHR[LOFFHERE ¥ — 7 — K L TR
9 21Z1X. show controllers ethernet-controller #7# EXEC =~ F&fi /L ¥, phy ¥—UV—F
A E—T = ANEBL VA X 23R L, port-asic ¥ — U — FiIAR— ~ ASIC (& Hkia i 7%
[E#%) ([CPAT D MAERRLET,

show controllers ethernet-controller [interface-id] [phy [detail]] [port-asic
{configuration | statistics}] [fastethernet 0][ | {begin | exclude | include} expression]

DURY Y ADEBR  interface-id WEA v A —T e A (A AT T a—b. K NEEEET)
phy BB TA A, A E—T = A ZAD XA v FOWEE (PHY) T34

ADNE VY AY AT —H A%FRLET, ¥ —7 =1 AD Automatic
Medium-Dependent Interface Crossover (Auto-MDIX) HEEDOEBEA T — k%
KRICEDET,

detail (f£E%&) PHY N L P A X OFEMIEREF R LET,

port-asic (L&) R— D ASIC Wi L P2 2 Oz Fr LET,

configuration R— D ASIC WESL P2 Z DFRELEF R LET,

statistics A— kD ASIC #EHE# (RX/Sup F = —F L OZOMOMGHERZ &Te) 2#
RLET,

| begin UEE) expression & —ET 21T LR REZMABLET,

| exclude UEE) expression & —BT 21752 RTMLERINLET,

| include UEE) FBEESNT: expression & —HT 217 2FRICEDET,

expression SWARA L N ELTHERT2H IO TT,

a2 F E—F  $ EXEC (=—¥% EXEC &— KO interface-id % — 7 — R TOHF R — )
av Y FOERE Jyy—= TERAS

12.2(44)EX Zoavy RRBEMINE LT,

BREDALA R4V T_RTOA U F—T o AFIIRESNIA v F—T = A ADIEARN 72 RMON #aHE#E &t b 7
T4y I EEEHRE XU — R L TCERLET,
phy F£721% port-asic ¥— 7 — &2 A L72AIE, R RAaDT 7 =00 R — LD AL v F
DETFTITNY 2a—T 4V TICRSLOHERBERENET,
XFHNTIE, KRIXFENLFNRRJESET, =& 2L, | exclude output & A L7=54E . output %
BUITIEFRRINERAD, Ouiput #E0ITIFFERINET,
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show controllers ethernet-controller

i WORFITIL, FFEDA &2 —7 = A AIZxt9 5 show controllers ethernet-controller =~ > KD/
ERLET, £ 2-221C Transmit DF7 4 —/V ROBBEAER L, % 2-23 |2 Receive DK 7 4 —/V FD
FHERLET,

Switch# show controllers ethernet-controller gigabitethernet01/1
Transmit GigabitEthernet01/1 Receive
0 Bytes 0 Bytes
0 Unicast frames 0 Unicast frames
0 Multicast frames 0 Multicast frames
0 Broadcast frames 0 Broadcast frames
0 Too old frames 0 Unicast bytes
0 Deferred frames 0 Multicast bytes
0 MTU exceeded frames 0 Broadcast bytes
0 1 collision frames 0 Alignment errors
0 2 collision frames 0 FCS errors
0 3 collision frames 0 Oversize frames
0 4 collision frames 0 Undersize frames
0 5 collision frames 0 Collision fragments
0 6 collision frames
0 7 collision frames 0 Minimum size frames
0 8 collision frames 0 65 to 127 byte frames
0 9 collision frames 0 128 to 255 byte frames
0 10 collision frames 0 256 to 511 byte frames
0 11 collision frames 0 512 to 1023 byte frames
0 12 collision frames 0 1024 to 1518 byte frames
0 13 collision frames 0 Overrun frames
0 14 collision frames 0 Pause frames
0 15 collision frames 0 Symbol error frames
0 Excessive collisions
0 Late collisions 0 Invalid frames, too large
0 VLAN discard frames 0 Valid frames, too large
0 Excess defer frames 0 Invalid frames, too small
0 64 byte frames 0 valid frames, too small
0 127 byte frames
0 255 byte frames 0 Too old frames
0 511 byte frames 0 Valid oversize frames
0 1023 byte frames 0 System FCS error frames
0 1518 byte frames 0 RxPortFifoFull drop frame
0 Too large frames
0 Good (1 coll) frames

#* 2-22 Transmit M 27 « —JL FOFRA

F4—ILE A

Bytes A B —T x4 A ETRHREFEEINT AL FORE,

Unicast Frames a=%x A2 K 7 RLRIC

EEINTE 7 L— 20K,

Multicast frames v ILFX¥ A T RLRI|IZ

CEEENTET L— 2R,

Broadcast frames Tr—R¥y AN T RLRIZ

EEINTET L—20RE,

Too old frames

Ny "INAESHEIRINOZOHIR— T Ray 7ENE7 L—2DH,

Deferred frames

B[R 2% 2%

ARy NERIZBZ 725 & TEEINZ»-T-T7 L— LD,

MTU exceeded frames

RKFFAI 7 L—b A ZAEBRT7 L — L DK,

1 collision frames

1 [ OEZEE,

A B =T x4 A LTERICEEINTZT7 L—L20D%,

2 collision frames 2 BlOELES., A v H—T =4 A FTIER]

WICEEENT-T7 L—20%,

3 collision frames 3 [Bl D #2514

A B —T x4 A LETERICEEINTE 7L — LD,

4 collision frames

4 OB, A7 —T = A XL TER|

CEEENTET L—2 D%,

| oL-13019-04-J
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M show controllers ethernet-controller

& 2-22

Transmit ® 7 1+ —J)L FOHBA EHE)

J4—ILF

B8

5 collision frames

SEIOEE%., A F—T A A ETEFICEEEINTZ T L—L00H,

6 collision frames

6 BID@EZEHR, A A —T oA A LTEFICEREEINEZT L—20H,

7 collision frames

fEanr-7r—20¥k,

8 collision frames

8 B, A F—7 = A A LTIER

9 collision frames

Iz

Iz
7 BOEZE%, A F—T = A A ETEFIZE

WCEE S iz 7 L— A%,

(haS

9 BDOEZE%., (v F—T A A ELTIER EEnr-71r—2r0¥,

10 collision frames 10 Bl OEZEH%, A v F—T =2 A A ETEFBICEEENZT7 L—20%,

11 collision frames 11 BlOfEE%, A v Z—T x4 A ETERIIEESNTETZ L—20H,

12 collision frames 12 HoffZEH%, A F—T 2 A ETIEFICEEINZ T L—Lb0%,

13 collision frames 13 HO@EZEH%, A X —T x4 A ETEBICEESINEZ7 L—20%,

14 collision frames 14 BlOEE%E, v FZ—T oA A LETERICEEENTE T L—20%,
I

15 collision frames

15 BlOEZEH%, A v 2 —T oA 2 FTEFRISEEINTZT7 L—2D8,

Excessive collisions

16 [ElOEER, f v FZ—T 2 A4 AL TEETERNoT-7 L—2DH,

Late collisions

TL—ANEEEINTEHLE T, 7V—L20EERICREINT-LA P a2 PaitkloTRey
TENTET L— LD,

VLAN discard frames

CFl'l vty BB EINEZ LICE VA v F—T A A LT Ruy FENET7 L—ADH,

Excess defer frames

R RNy PR Z B R Tod & TEEINRN T2 T L— LD,

64 byte frames

A B =T 2 A ETHEEENTZ 64 X1 FDOT L— LD,

127 byte frames

A =T x4 ALETHEEINTZ 65~ 127 31 D7 L— LD,

255 byte frames

A B =T 2 A A ETHEEENTZ 128 ~ 255 X4 F DT L— DRI,

511 byte frames

A B =T 2 A LETEEENT 256 ~ 511 A F DT L— LD E,

1023 byte frames

A B =T A A LETHEEENT 512 ~ 1023 X4 FD T L— LD,

1518 byte frames

A B =T A ALETEREFEINT 1024 ~ 1518 N1 D7 L — L DREL,

Too large frames

AE =T 2 A A LTEEINTEHRRFAT I L —L VA XEB2T-7 L —20%,

Good (1 coll) frames

1 B2, £ 2 —T7 x4 AETIERICEE SN 7 L—208, ZOMEIZIE 1 BOHEEE,
AV HF =T 2 A LETIEFICEEENR Do T7 L—20HITEENTEA,

1. CFI = Canonical Format Indicator (7 #—~ v FMEXFER)

* 2-23 Receive O 7 14 —JL FDREA
J4—ILF HTL:)]
Bytes Ao B =T A ALTZESENE7L—AICEs THEHENTEAEY (1 ) O, FCS!

ERELOCEFEATRN T L—Ab@ENET, ZOEICIE, 7b—Ah~yF— By MR EE
NEHE A

Unicast frames

A F =T 2 AALTERIIZESINZZ=FY X b T FLAZET b7 L—AOREL

Multicast frames

A B =T 2 A A LTEBICZEINZLFXFY AL 7 RLRIZAT BN T L— O,

Broadcast frames

A H =T 2 A A LTERICZESNETo—FXy X b 7 RLAZHIT N7 L— A0,

Unicast bytes

A HE =T 2 A AL TZEENFEZ=FFY AN 7L —AIl Lo THEHAENTZAEY (N1 1)
Ofi, FCSEBIVEFEXTRVW 7 L—AbE&ENET, ZOMEIZIE, 7L —b Ny FX—
By MG ENTEEA,

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show controllers ethernet-controller W

® 2-23 Receive M7 « —JL FOHRHA =)
Z4—ILF BR
Multicast bytes A B =T 2 A ZAETREESNTEZTAFFR Y XL 7L—AICE > THERENTZAETY (A 1)

=]

D, FCSHEBLIVEEFATRNWTZ L—AbBENEd, ZOMHEICIT. 7b—h ~y ¥ —
By FRGENEEA,

Broadcast bytes

AV E—T A A FPTEZEISNTE7Te—RFRXy AN ZJL—AIC Lo THERAINIZATY (N4
) O¥E, FCSHEBLIVEFHERA TRV I L—AabEENET, TOMEIZIE, 7L—45 ~y
X — By hREENEFA,

Alignment errors

ABE =T 2 A A LETZEEINEZTIA AV N 2T —%2F>7 L— b0k,

FCS errors

AV =T 2 A A ETRIEINTHAHRES (N1 b)) 26, EW7 FCSEE R\ >
L — A DR

Oversize frames

A B =T oA A LETZEINTE, KT 7 —0 A X227 L—LA0¥,

Undersize frames

A E =T 2 A XA LTRIEENT 64 XA FRIEDO 7 L— L DHL,

Collision fragments

A B =T 2 A A LTRESNTZaVTary 77720 o,

Minimum size frames

BN L—Db YA DT L — D,

65 to 127 byte frames

65 ~ 127 "4 F D7 L— L D#ELL

128 to 255 byte frames

128 ~ 255 A F D7 L —ADKREK,

256 to 511 byte frames

256 ~ 511 XA + D7 L— L D#E,

512 to 1023 byte frames

512 ~ 1023 XA R D7 L— L DRREL,

1024 to 1518 byte frames

1024 ~ 1518 A F D7 L — A DiHREL,

Overrun frames

AL B =T 2 A A LTRESNTEA—NR—=T L 7L —2DE,

Pause frames

B =T 2 A A LTZEEINEZR—X 7L —ADH,

Symbol error frames

A B =T A A FTZEENEY VRV T —%2 057 L— LD,

Invalid frames, too large

FFA MTU?2 4 X (FCS B v b&ER, TL—h~y X —%&ER\) &z, FCS =7 —%
PIET7T 794X N 2T —DELLNEFEFOZEINZT7 L —20%,

Valid frames, too large

A B =T A A LETZEINTE, KK 7 L—0 A X227 L—L20%,

Invalid frames, too small

64 34+ (FCSEy h2EH, JLb—b ~yX—%EER\) KT, FCS =7 —%£72137
TAAVE 2T =DELLNEROZE SN T L— LD,

Valid frames, too small

64 XA b (£721Z VLAN # & 7 L— AL TIL 68 A 1) Rl T, A7 FCS fHZ oA o~
B—T 2 A ATLEINTEZTL—208, 7L—2A A X2, FCSEY MR EFEN, 71—
L~y X — By MIGENLEEA,

Too old frames

Ty SRAPIRIIADIZD AT)R—F TRy 7ENT27 L— LD,

Valid oversize frames

A F =T 2 A A ETREENTHRRFFANT L—»b A X&A, A7 FCSEEF>7 L —
LK, 7 V—h A XL, FCSEAEFEN, VLAN ¥ 73 EEhEE A,

System FCS error frames

AE=T A A LTRESNIAMBRES (A L) 28b. EEZR FCS B>
L — LDk,

RxPortFifoFull drop
frames

ANF2—PlHRTHLO Fry Fanlc, A v F—T7 2 ALTRESNET L— 2O,

1. FCS = Frame Check Sequence (7 L — A Fx v/ ' —/F 2 R)
2. MTU = Maximum Transmission Unit (fx Kfzik=>=> k)

WOFITIE, FFEDA ¥ —7 =4 AZxtT % show controllers ethernet-controller phy =~ > KD
HhzERLET,

Switch# show controllers ethernet-controller gigabitethernetl/1 phy

| oL-13019-04-J
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M show controllers ethernet-controller

GigabitEthernetl/1l (gpn: 1, port-number: 1)

Identifier : 0x03

Connector : 0x00

Transceiver : 0x00 0x00 0x00 0x08 0x00 0x00 0x00 0x00
Encoding : 0x01

BR Nominal : 0x0D

Vendor Name : CISCO-METHODE

Vendor Part Number : SP7041

Vendor Revision : 0x43 0x20 0x20 0x20

Vendor Serial Number : 00000MTC1017075F

Port asic num : 0
Port asic port num : 0
XCVR init completed : 0
Embedded PHY : not present
SFP presence index : 0
SFP iter cnt : 30
SFP failed oper flag : 0xO0
IIC error cnt : 0
IIC error dsb cnt : 0
IIC max sts cnt : 50
Chk for link status 1
Link Status : 1
Link Status Media H

WK DB TIL, show controllers ethernet-controller port-asic configuration =~ > FOH T ZR L,

Switch# show controllers ethernet-controller port-asic configuration

Switch 1, PortASIC 0 Registers

DeviceType : 000101BC

Reset : 00000000

PmadMicConfig : 00000001

PmadMicDiag : 00000003

SupervisorReceiveFifoSramInfo : 000007D0 000007D0O 40000000

SupervisorTransmitFifoSramInfo : 000001D0O 000001D0O 40000000

GlobalStatus : 00000800

IndicationStatus : 00000000

IndicationStatusMask : FFFFFFFF

InterruptStatus : 00000000

InterruptStatusMask : 01FFE800

SupervisorDiag : 00000000

SupervisorFrameSizeLimit : 000007C8

SupervisorBroadcast : 000AOFO1

GeneralIO : 000003F9 00000000 00000004

StackPcsInfo : FFFF1000 860329BD 5555FFFF FFFFFFFF
FFOFFFO0 86020000 5555FFFF 00000000

StackRacInfo : 73001630 00000003 7F001644 00000003
24140003 FD632B00 18E418EQ0 FFFFFFFF

StackControlStatus : 18E418EQ

stackControlStatusMask : FFFFFFFF

TransmitBufferFreelListInfo : 00000854 00000800 O0O0OFF8 00000000
0000088A 0000085D 00000FF8 00000000

TransmitRingFifoInfo : 00000016 00000016 40000000 00000000

0000000C 0000000C 40000000 00000000

Cisco IE 3000 R4 vF a2 K JI7 LR
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TransmitBufferInfo

TransmitBufferCommonCount
TransmitBufferCommonCountPeak
TransmitBufferCommonCommonEmpty

NetworkActivity

DroppedStatistics
FrameLengthDeltaSelect
SneakPortFifolInfo

MacInfo

<output truncated>

K DOFITIL, show controllers ethernet-controller port-asic statistics =~ > FOH 12 R LET,

00012000 OOOOOFFF
00000F7A
0000001E
000000FF
00000000 00000000
00000000
00000001
00000000
0EC0801C 00000001
00C0001D 00000001

show controllers ethernet-controller

000000

000000

0ECO080
00C000

00

00

1B
1E

0000

0240

0000
0000

Switch# show controllers ethernet-controller port-asic statistics

0030

0000

0001
0001

Switch 1, PortASIC 0 Statistics
0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
4118966 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames
0 RxQ-1, wt-0 enqueue frames 0 RxQ-1, wt-0 drop frames
296 RxQ-1, wt-1 enqueue frames 0 RxQ-1, wt-1 drop frames
2836036 RxQ-1, wt-2 enqueue frames 0 RxQ-1, wt-2 drop frames
0 RxQ-2, wt-0 enqueue frames 0 RxQ-2, wt-0 drop frames
0 RxQ-2, wt-1 enqueue frames 0 RxQ-2, wt-1 drop frames
158377 RxQ-2, wt-2 enqueue frames 0 RxQ-2, wt-2 drop frames
0 RxQ-3, wt-0 enqueue frames 0 RxQ-3, wt-0 drop frames
0 RxQ-3, wt-1 enqueue frames 0 RxQ-3, wt-1 drop frames
0 RxQ-3, wt-2 enqueue frames RxQ-3, wt-2 drop frames
15 TxBufferFull Drop Count 0 Rx Fcs Error Frames
0 TxBufferFrameDesc BadCrclé 0 Rx Invalid Oversize Frames
0 TxBuffer Bandwidth Drop Cou 0 Rx Invalid Too Large Frames
0 TxQueue Bandwidth Drop Coun 0 Rx Invalid Too Large Frames
0 TxQueue Missed Drop Statist 0 Rx Invalid Too Small Frames
74 RxBuffer Drop DestIndex Cou 0 Rx Too Old Frames
0 SneakQueue Drop Count 0 Tx Too Old Frames
0 Learning Queue Overflow Fra 0 System Fcs Error Frames
0 Learning Cam Skip Count
15 Sup Queue 0 Drop Frames 0 Sup Queue 8 Drop Frames
0 Sup Queue 1 Drop Frames 0 Sup Queue 9 Drop Frames
0 Sup Queue 2 Drop Frames 0 Sup Queue 10 Drop Frames
0 Sup Queue 3 Drop Frames 0 Sup Queue 11 Drop Frames
0 Sup Queue 4 Drop Frames 0 Sup Queue 12 Drop Frames
0 Sup Queue 5 Drop Frames 0 Sup Queue 13 Drop Frames
0 Sup Queue 6 Drop Frames 0 Sup Queue 14 Drop Frames
0 Sup Queue 7 Drop Frames 0 Sup Queue 15 Drop Frames
Switch 1, PortASIC 1 Statistics
0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
52 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames

<output truncated>
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M show controllers ethernet-controller

BEav VR avwy kR H L)
show controllers CPU % v U —72 ASIC OIRFE, BL O CPU IZJE< /"7 v FDEZED
cpu-interface et mz R LET,

show controllers tcam VAT LNDOFT X TOD Ternary CAM (TCAM) & CAM =2 hre—35 T
HD TCAM A v 42 —7 x4 AASIC DLV AY AT —  aRRFLET,

Cisco IE 3000 R wF AWK Y77 LR
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show controllers tcam W

show controllers tcam

AT LDFTRTO Ternary CAM (TCAM) DLV AZ  BELOCAM 2 hr—7Ths TCAM A
4 —7 x4 A Application Specific Integrated Circuit (ASIC; & Hi&mi) IC) DL AKX DAT —
k& FRT 512X, show controllers tcam i EXEC =~ F&2fH L £,

show controllers tcam [asic [number]] [detail] [ | {begin | exclude | include} expression]

YUBYYADEE  asic (f£E&) A— L ® ASIC TCAM 1§ %z #R LET,
number (LE) HEDOKR— bk ASIC BEOHEREZF /R LET, HETX 24X 0~ 15
T‘a‘o
detail (fEE) TCAM L ¥ 2% OFEMEHE2 #R LET,
| begin (ER) expression & —EHT 2T bRREHBELET,
| exclude UEE) expression & —BT 2ITH RN OLERILET,
| include (L&) $857E€ SN iz expression & — T 2T FRICEDET,
expression ZHARA N ELTHERTAH IO TT,
a2 F ®—F  f5HE EXEC
avy FOERE y1y—=x EENE
12.2(44)EX Zoawry RpNEBMEnE L,

EREDHA R4

]

Zoavry REHEHTL2IET, YAaOT 7 =N FAR— MIYRAL v FO RTINS a—T ¢
VT EAT ) DICESOERBE R EINET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

R DEITIL. show controllers tcam ==~ ROHZFLET,

Switch# show controllers tcam

REV: 00B30103
SIZE: 00080040
ID: 00000000
CCR: 00000000_F0000020

RPIDO: 00000000 00000000
RPID1: 00000000_00000000
RPID2: 00000000 00000000
RPID3: 00000000 00000000

| oL-13019-04-J
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Hl  show controllers tcam

HRRO:
HRR1:
HRR2:
HRR3:
HRR4 :
HRR5:
HRR6:
HRR7:

00000000_EOOOCAFC
00000000_00000000
00000000_00000000
00000000_00000000
00000000 _00000000
00000000_00000000
00000000_00000000
00000000 _00000000

<output truncated>

GMR31:
GMR32:
GMR33:

FF FFFFFFFF FFFFFFEF

FF _FFFFFFFF FFFFFFFE

FF_FFFFFFFE FFFFFFEE

TCAM related PortASIC 1 registers

LookupType:

LastCamIndex:
LocalNoMatch:
ForwardingRamBaseAddress:

89A1C67D_24E35F00
0000FFEO
000069ED

00022A00 0002FEOQO
00000000 003FBAOO
00000000 00012800

00040600 0002FEO0 0000D400
00009000 00009000 00040600
00012900

BBEav> R

avwyFk

B

show controllers
cpu-interface

CPU * v h7—7 ASIC DR, BL W CPU IZJE< 7 vy FDEZIFDH
AEHRER R LET,

=

show controllers
ethernet-controller

N=RY 2T EBA I =T 2 ZAORNE LV AZNOHRIPAEND, &
A H =T 2 A ADEZEOMEHTRERRLET,

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show controllers utilization W

show controllers utilization

AA v FFETIIRFE DR — b OFIFIH R % KR T 5 (21%. show controllers utilization = —¥ EXEC
a<w> REFEALET,

show controllers [interface-id] utilization [ | {begin | exclude | include} expression]

VUBYOADRE interfaceid  ({LiE) AL vF Ao H—T A A0 ID T,

| begin UEE) € LTz expression & —BT 2170 bR REHBLET,
| exclude (L) BT LT expression & T 2172 £R-m LRI LET,
| include (1E) fRE SN expression & —HT HITERRICEDET,

expression ZRAA P ELTHERT2HAINOATT,

avy Kk E—F o —# EXEC

IO FOERE yy—=x EERE
12.2(44)EX Zoavwy RREMENE L,

BREDHA FSM4Y  CFEHITIE, KXFEALTEREERET, 72 & 21F, | exclude output & A L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

i W DOFIIL. show controllers utilization =~ > FOH 1 Z R L TWET,
Switch> show controllers utilization
Port Receive Utilization Transmit Utilization
Fal/l 0 0
Fal/2 0 0
Fal/3 0
Fal/4 0 0
Fal/5 0 0
Fal/6 0 0
Fal/7 0 0

<output truncated>
<output truncated>

Switch Receive Bandwidth Percentage Utilization : 0
Switch Transmit Bandwidth Percentage Utilization : 0

Switch Fabric Percentage Utilization : 0

Cisco IE 3000 XA wF IR K JI7 LR
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Bl show controllers utilization

WOBIL, FEDHR— b TD show controllers utilization =~ FOH &R~ L FT,

Switch> show controllers gigabitethernetl/1l utilization

Receive Bandwidth Percentage Utilization : 0

Transmit Bandwidth Percentage Utilization : 0

= 2-24 show controllers utilization ® 7 1 —)L FO&RH

Z4—ILF B

Receive Bandwidth Percentage |z f v FOZEFHEFIHALRLFRLET, X, TXTOR—
Utilization DEAZE N T T 4 v 7 DEFEAL v FORBRERETHSZHOTT,
Transmit Bandwidth AL v FOERGEWEAMARER R LET, L, TXTOFR— b
Percentage Utilization DEFRNT 74 v DEHEAL v FOREERETEH > HLDOTT,
Fabric Percentage Utilization |21 v FDO%(E L ZIEOW T OHIMAARO FH 2R R LET,

BEa<TFR avw vk EL

show controllers A B =T 2 ADNEML P AZX ZRKRLET,
ethernet-controller
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show dot1g-tunnel W

show dot1q-tunnel

IEEE 802.1Q k> /b R— M 21EHR AR RT 51X, show dotlq-tunnel = —+% EXEC =2+
Rz L £,

show dotlq-tunnel [interface interface-id] [ | {begin | exclude | include} expression]

N
(E) ZOavry R, AL v TRIP YV —ER A A—VEBEHLTWIHEAICETHFEHTE T,
YUBYYADEHBA  interface interface-id  (f£7%) IEEE 802.1Q >V v ViEMA R RT DA L ¥ —T7 oA ZAEHEL
FT. AR A v H—T = A AL PEA— PBLOR— b Fr RLTT,
| begin (EE) expression & —BT DT bR AREHIBELET,
| exclude (FER) expression & —HT 21T FRN ORI LET,
| include (EE) 45 &Niz expression & —ET DIT2FRICEDET,
expression ZRARA L N ELTHERT IO T,
ATV K E—F  a—% EXEC
Y FOBERE Jy—=x EENE
12.2(52)SE Coavy FRBMSNE L,

EREDAA FS54>

]

FHITIE, RLFENLFREISET, =& 21E, | exclude output & AJ) L7845, output %
BUITIEIR RS INETADR, Ouiput #E5TATIEIRFSINET,

WK DOBFITIL, show dotlq-tunnel =~ > KOH N ZRLET,

Switch> show dotlqg-tunnel
dotlg-tunnel mode LAN Port (s)
Gi/1/1

Gi/1/2

Gi/1/3

Gi/1/6

Po2

Switch> show dotlg-tunnel interface gigabitethernet0/1
dotlg-tunnel mode LAN Port (s)

Gi/1/1

avwyk e
show vlan dotlq tag native IEEE 802.1Q XA 7 4 7 VLAN ¥ X ' 7 AT —H A% FK R LET,
switchport mode dotlq-tunnel f > % —7 = 2% IEEE802.1Q h> R/ AK—F & LTHRELET,

| oL-13019-04-J
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M show dotix

show dot1x

AL v FFEFIFBEESNTZA— D IEEE 802.1x HatHH, BHAT—X A, BIXOEERAT —H A
F7 T HI21%, show dotlx =—¥ EXEC =~ R&MH L E7,

show dotlx [{all [summary] | interface interface-id} [details | statistics]] [ | {begin |
exclude | include} expression]

YRy ADEHE  all [summary] (f£E) 7 XTOR—bDIEEE802.1x AT — X A% &R L ¥ T,

interface interface-id  (f:-&) {HEDR—F (XA 7, TV 2—, *"— " EFES%2ET) ® IEEE
802.1x DAT —H A% KR LET,

details (f£%) IEEE 802.1x f V' Z—7 = A ZAD#FMEFRLET,
statistics & &h7-AR— b o IEEE 802.1x #HFHE#®A R R LET,
| begin () expression & —BT 21T bR TEZMBELE T,
| exclude (ER) expression & —ET D172 RN ORIV £,
| include () $8E Sh/z expression & —E T DITEFRICEHEDET,
expression ZHARA N LTHERT 2HIIROKXTT,

AT FE—F =—% EXEC

vy FORERE y1yy—=x EFENR
12.2(44)EX Zoa<wry RRNBMEE L,

EREDAHA R34y

Ll

R—=FE2HEELRWERIE, 7a— U "I 2= BRI~ —NRRINET, R— MEBETD
e, R— FOFEMBREIRSNET,

A EERGmE LTR— MIBEARE S, ZOREDAAL v FORE L RLT D56,
show dotlx {all | interface interface-id} Fit EXEC =~ > RO ZDOERBFRINET,

ControlDirection = In (Inactive)

LFHTIE, KXFENXTERRBIESNET, =& xiE, | exclude output & AN L7Z85A . output %
BUITIIRRENEEAD, Output % ETATIER RS NET,

woOFITiL, show dotlx =—H EXEC =~ RO &2~ LE T,

Switch> show dotlx

Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

woOFITiL. show dotlx all =—# EXEC =i~ > RO HE R LET,

Switch> show dotlx all
Sysauthcontrol Enabled
Dotlx Protocol Version 2

Cisco IE 3000 R wF AWK Y77 LR
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Critical Recovery Delay 100
Critical EAPOL Disabled

Dotlx Info for GigabitEthernetl/1

show dotix

PAE = AUTHENTICATOR
PortControl AUTO
ControlDirection Both

HostMode = SINGLE_HOST
Violation Mode PROTECT
ReAuthentication Disabled
QuietPeriod = 60
ServerTimeout 30
SuppTimeout 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax 2

MaxReq 2

TxPeriod = 30
RateLimitPeriod =0

<output truncated>

WOBITIL, show dotlx all summary = —% EXEC =2~ FOHHERLET,

Interface PAE Client Status
Gil/1 AUTH none UNAUTHORIZED
Gil/2 AUTH 00a0.c9%908.0072 AUTHORIZED
Fal/1 AUTH none UNAUTHORIZED

ORI TiX, show dotlx interface interface-id =—% EXEC 2~ RO &R LET,

Switch> show dotlx interface gigabitethernetl/2
Dotlx Info for GigabitEthernetl/2

PAE AUTHENTICATOR
PortControl AUTO
ControlDirection In

HostMode = SINGLE_HOST
ReAuthentication Disabled
QuietPeriod 60
ServerTimeout = 30
SuppTimeout 30
ReAuthPeriod 3600 (Locally configured)
ReAuthMax =2

MaxReq 2

TxPeriod 30
RateLimitPeriod 0

WOBITIL, show dotlx interface interface-id details == —+ EXEC =2~ FOHHERLET,

Switch# show dotlx interface gigabitethernet01/2 details
Dotlx Info for GigabitEthernet01/2

PAE AUTHENTICATOR
PortControl AUTO
ControlDirection Both

HostMode SINGLE_HOST
ReAuthentication Disabled
QuietPeriod 60
ServerTimeout 30
SuppTimeout 30
ReAuthPeriod 3600 (Locally configured)
ReAuthMax 2

MaxReq =2

| oL-13019-04-J

Cisco IE3000 R/ wF IRV F YI7LVR



#$2% CiscolE 3000 R4 vF CiscolOS av > F |

TxPeriod
RateLimitPeriod

Dotlx Authenticator Client List Empty

KOFITIE, A—=FNF A VLAN ([ZEID B THH, AA KM E—FR vAVFHRA L

N7=%4A @ show dotlx interface interface-id details =~ > NOH N %ER L £ 7,

Switch# show dotlx interface gigabitethernet01/1 details
Dotlx Info for GigabitEthernet01/1

£— NIZAFE X

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReq

TxPeriod
RateLimitPeriod
Guest-Vlan

Dotlx Authentica

Port Status
Authorized By
Operational Host
Vlan Policy

AUTHENTICATOR
AUTO

Both

SINGLE HOST
Enabled

60
30
30
3600
2

2

30

0
182

(Locally configured)

tor Client List Empty

= AUTHORIZED
Guest-Vlan
MULTI_HOST
182

Mode

K OHITIL, show dotlx interface interface-id statistics 2~ > FOHHZ R LET, £ 2-2512, #£

IRENDT 4 —Ib

Switch> show dot
Dotlx Authentica
RxStart
RxInvalid

0
TxReq = 2

RxVersion 2

& 2-25

FOBRHZRLET,

1x interface gigabitethernetl/2 statistics
tor Port Statistics for GigabitEthernetl/2

RxLogoff = 0 RxResp =1 RxRespID = 1
RxLenErr = 0 RxTotal = 2
TxRegID = 132 TxTotal = 134

LastRxSrcMAC 00a0.c908.0072

show dot1x statistics D 7 « —JL FDERHA

TJ4—ILK

SiBA

RxStart

Z1E &N T-F %07 Extensible Authentication Protocol over LAN (EAPOL)
-Start 7 L — A Ok

RxLogoff

%45 & 4172 EAPOL-Logoff 7 L — A D

RxResp

A5 S 7= A %h72 Extensible Authentication Protocol (EAP) -Response 7 L —
2 (Response/Identity 7 L — ALSN) Ofi %k

RxResplD

/5 & 7= EAP-Response/Identity 7 L — A D%

RxInvalid

ZIEENTZEAPOL 7L —2D 5L, 7L —Ah A FHBEBETERNVT L—L
DK

VI27L2R

Il CiscolE3000 R vyF a2 F
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show dotix

% 2-25 show dot1x statistics D7+ —JL FOA @EHEE)

J4—ILE L]

RxLenError ZE &N EAPOL 7L —20D 5 b, X7y hARKOREXZRT 7 4 — /L R
W7 L— LD

RxTotal ZEINZTXITOZATOHERR EAPOL 7 L— LD

TxReq %15 &7z EAP-Request 7 L — A (Request/Identity 7 L — A LIS4) 0¥

TxReqld {5 S 7z EAP-Request/Identity 7 L — A O %k

TxTotal iE S N3 _THH A 7D Extensible Authentication Protocol over LAN
(EAPOL) 7 L — A D1l

RxVersion IEEE 802.1x N—2 3 v | BATRES N7y PO

LastRxSrcMac BA%I2%Z(5 L2 EAPOL 7 L— A T{Ek SN2 %(E 78 MAC 7 R L%

BEav>U R avwy kR Bk
dotlx default IEEE 802.1x /X7 A—% %7 7 4 /)L MEIZR L £7°,

Cisco IE 3000 XA wF IR K JI7 LR
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W showdtp

show dtp

A v FEFIHEESNIA v 4= T = A ADFAF I v/ FFo%v 7 7 hal (DIP) k%%
F %1212, show dtp M EXEC <> FaMMH L7,

show dtp [interface interface-id] [ | {begin | exclude | include} expression]

DOB Y ADEH  interface EE) HESNIEA VI —T oA ZADKR—b X2 VT4 REEXFRLET, AR
interface-id A 2 H —T = A ZIWHER— b (XA T, TV a2—)b, F—F EEBERE) 25HFT,
| begin (EE) expression & —EHT DT bRAEZHB L ET,
| exclude (EE) expression & —HT DITEERMLERINLET,
| include (EE) $87E Ihiz expression & —ET DT FRIZEDET,
expression ZBWRA L P ELTHERT A IARORTT,

oYYk E—F = —4 EXEC

avy FOBERE Jyy—=x EENE
12.2(44)EX Zoavwry RBNENENE LR,

BEREDAA FS54>

]

XFFNTIE, KXFLNCERRBENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

OB TIE, showdtp 2~ FOHIERLET,

Switch# show dtp

Global DTP information
Sending DTP Hello packets every 30 seconds
Dynamic Trunk timeout is 300 seconds
21 interfaces using DTP

W OB Tix, show dtp interface =~ > FOH N Z/RL 7,

Switch# show dtp interface gigabitethernetl/1
DTP information for GigabitEthernetl/1l:

TOS/TAS/TINS: ACCESS/AUTO/ACCESS
TOT/TAT/TNT: NATIVE/NEGOTIATE/NATIVE
Neighbor address 1: 000943A7D081
Neighbor address 2: 000000000000

Hello timer expiration (sec/state): 1/RUNNING

Access timer expiration (sec/state): never/STOPPED
Negotiation timer expiration (sec/state): never/STOPPED
Multidrop timer expiration (sec/state): never/STOPPED

FSM state: S2:ACCESS

# times multi & trunk 0

Enabled: yes

In STP: no

Statistics

Cisco IE 3000 R wF AWK Y77 LR
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showdtp W

3160 packets received (3160 good)
0 packets dropped
0 nonegotiate, 0 bad version, 0 domain mismatches, 0 bad TLVs, 0 other
6320 packets output (6320 good)
3160 native
output errors
trunk timeouts

link ups, last link up on Mon Mar 01 1993, 01:02:29
link downs

o P O O

BEav kR avwU kR &

show interfaces trunk A HE—=Txz2A A NTUIIERERRLET,

Cisco IE 3000 XA wF IR K JI7 LR
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W showeap

show eap

AA v FF 1355 E DR — kD Extensible Authentication Protocol (EAP)

LA ML—3 g UERB

Ity v a VIERERRT HIZIE, show eap FitE EXEC =~ REHEALET,

show eap {{registrations [method [name] | transport [name]]} | {sessions [credentials
name [interface interface-id] | interface interface-id | method name | transport
name]}} [credentials name | interface interface-id | transport name] [ | {begin |
exclude | include} expression]

DOB YY) ADEEA  registrations EAP LY A hL—va UE#E#RRELET,
method name (fEE) EAP FROL YA hL—ya U iEREFRLET,
transport name (FER%) EAP (GO L UA FL—v 3 Uz £k LET,
sessions EAP t v o f#aFn LET,
credentials name (fEE) EAP DL Y X b Lb—va UEMERRLET,
interface interface-id ~ ({£&) fREDOHR—F (XA 7, TV a—n, K= ESE2ET) O EAP 1§

WMERRLET,

| begin (EE) expression & —BT 21T ORREZFBLET,
| exclude (EE) expression & —BT 2172 RNV LERINLET,
| include (LE) $8E Sz expression & —ET DT FRICEHEDET,
expression SRS FELTHEAT2HINOXTT,

a2 F ®—F  f5H EXEC

av Y FORERE Jy—= EERE
12.2(44)EX Ioawy RBEMEE L,

BEREDAA FS54>

WO F—T— R L& Bz show eap registrations i EXEC =~ F&fHT 5L, 2~ FHAI
IROERPERESNET,

e None : EAP B L OB N7 EAP F X CHEHIN DT XTO L ~UL
e method name ¥ —7 — R : BEINTZFEDOF X
e transport name ¥—V — N : BELI NI FFED AL L1
WDF—T — K& E e show eap sessions 1 EXEC =2~ REERT L L. 2vr FEANTITROE

WARRENET,

e None: T XTCDT VT 4772 EAP vy a v

e credentials name ¥—V — F : FFEDEHAET 0 7 7 A v

 interface interface-id ¥ — "V — K : FFEDA LV X —T = ADINT A —H
e method name ¥ —7 — K : £ E D EAP J7:{

e transport name ¥— 7 — K : FFED FALL~L

Il CiscolE3000 A1 vyF avvF JYI7 LR
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showeap H

LFHTIE, KXFENXTERRBIESNET, =& x1E, | exclude output & AN L7Z85A . output %
BUITIIRRENEEAD, Output % ETITIERRSNET,

fl W DFITIL, show eap registrations 57/ EXEC =2~ RO EZ R LET,

Switch> show eap registrations
Registered EAP Methods:
Method Type Name
4 Peer MD5

Registered EAP Lower Layers:

Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB

WROFITIL, show eap registrations transport 4 EXEC =~ FOH A EZRLET,

Switch> show eap registrations transport all
Registered EAP Lower Layers:

Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB

WOFHITIL, show eap sessions §# EXEC =2~ RO ZRLET,

Switch> show eap sessions

Role: Authenticator Decision: Fail

Lower layer: Dotlx-AuthenticaInterface: Gi01l/1
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)

EAP handle: 0x5200000A Credentials profile: None

Lower layer context ID: 0x93000004 Eap profile name: None

Method context ID: 0x00000000 Peer Identity: None

Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None

Role: Authenticator Decision: Fail

Lower layer: Dotlx-AuthenticalInterface: Gil/2

Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)

EAP handle: 0xA800000B Credentials profile: None

Lower layer context ID: 0x0D000005 Eap profile name: None

Method context ID: 0x00000000 Peer Identity: None

Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None

<Output truncated>

Cisco IE 3000 XA wF IR K JI7 LR
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W showeap
W DFITIL, show eap sessions interface interface-id ¥4 EXEC =2~ RO N EZ R L E T,
Switch# show eap sessions gigabitethernetl/1
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticalInterface: Gil/1
Current method: None Method state: Uninitialised
Retransmission count: 1  (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 13s)
EAP handle: 0x5200000A Credentials profile: None
Lower layer context ID: 0x93000004 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
> =
BEaT VR avwyF SiEA
clear eap sessions 2L o FEFRIFBFEDR— D EAP Ok v a UEREFERLET,

Cisco IE 3000 R wF AWK Y77 LR
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show env

ZA  FOERL LOEEFHREZF RS 5121E, show env = —H% EXEC =~ F&2fEH L £7,

showenv Wl

show env {all | power | temperature [status]} [ | {begin | exclude | include} expression]

YUBYIADHEA  all 77 v CIRERBEOW T OREERFLET,
power A4y FOBROREERRLET,
temperature AL v FOREAT —H A TR LET,
status (EE) A v TORNTEELZFR T LET,
| begin (UEE) expression & —BT 51T bR RERMBLET,
| exclude (ER) expression & —HT AT &R bERINL £,
| include (EE) fRE SN expression & —HT HTERRIZEDET,
expression ZWARA L R ELTHERTA2HIINOATT,

AvY kR E—F  =2—%EXEC

Y FOBERE y1yy—=x EENE
12.2(44)EX Zoa<wry RRNEBMENRE LT,

EREDAA FS54>

]

LFHITIE, KXFEDXFRRENET, 72& 21E, | exclude output & AJ) L7234 output %

EUVITIIRRENERHAD, Output #ETITIFERSNE T,

WOFTIL, showenvall 2~ FOHFTERLET,

Switch> show env all

TEMPERATURE is OK

Temperature Value: 48 Degree Celsius
POWER SUPPLY A is DC OK

POWER SUPPLY B is DC OK

WOBITIL, show env power =~ > FOHAERLET,

Switch> show env power
Power supply A is DC OK
Power supply B is DC FAULTY

WOBFITIL, show env temperature =~ > FOH T ERLET,

Switch> show env temperature
Temperature is OK

W DFITIL, show env temperature status =~ > KOHHZ/R L E T,

Switch> show env temperature status
Temperature Value: 48 Degree Celsius

Cisco IE3000 R4 wF ARV F YI7LUR
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Bl show errdisable detect

show errdisable detect

errdisable O HRIEA £ RT 5 121%. show errdisable detect == —¥% EXEC =i~ R&fEH L £7,

show errdisable detect [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN ORRERIELET,
| exclude (EE) expression & —ET AT FRN LIRS L £,
| include (EE) $5E &Niz expression & —ET DITE2FRICEDET,
expression ZRARA N LTHEMRTAHIANOKXTT,
ATk E—F  =—%EXEC
v FORERE yy—= EERAE
12.2(44)EX Zoa<wry RRNBMENE L,

EREDAA FS54>

]

RS gbic-invalid =7 —OEHX, M%7 Small Form-Factor Pluggable (SFP) £ =2 —/L%
BWLET,

LFEHTIE, KXFENXERRJISNET, =& x1E, | exclude output & A L7284, output %
BUITIIRRENEEAD, Output % ETATIER R SNET,

WwOBTIL, show errdisable detect =~ > FOHTER L E T,

Switch> show errdisable detect

ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
community-limit Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
inline-power Enabled port
invalid-policy Enabled port
12ptguard Enabled port
link-flap Enabled port
loopback Enabled port
lsgroup Enabled port
pagp-flap Enabled port
psecure-violation Enabled port/vlan
security-violatio Enabled port
sfp-config-mismat Enabled port
storm-control Enabled port
udld Enabled port
vmps Enabled port

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show errdisable detect W

avwy kR

B

errdisable detect cause

R DK, 13T TOFKIZK LT errdisable #H % 1 % —7
M LET,

show errdisable flap-values

RSN TV HREBOZ T —EREERLET,

show errdisable recovery

errdisable M1 % 4 ~—DFERE X R L ET,

show interfaces status

A H =T 2 ADAT —H AFET=1E errdisable A7 — MIH DA
B—T A ZADY A NeFERLET,

| oL-13019-04-J
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W  show errdisable flap-values

show errdisable flap-values

HLHREREZTT—L LTS L5442 KRT 51T, show errdisable flap-values == — ¥ EXEC
avy REfHLET,

show errdisable flap-values [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN ORRERIELET,
| exclude (EE) expression & —ET DT ERP LRI L E T,
| include (EE) $5E &Niz expression & —ET DITE2FRICEDET,
expression SHARA R ELTHERATZ2HINOXTT,
oYk E—F = — EXEC
avy FOBERE Jyy—=x EENE
12.2(44)EX Zoawry RBREBINEE LR,

EREDAA FS54>

7

Flaps 31 TIX, FEEDA 2 Z—=/SVURNIZAT — bA~OERZENT D &, =7 =2 i S TR— b
BT 4 E—=T N0 ERFLET, =& 21E, 3 D0 Dynamic Trunking Protocol (DTP) A
T—bF (F—bMEF—F 728X/ T 7), FLEFIR—-FNEHT T Far (PAgP) 77 v 72 30 B
MR CEAT SNTGE. 70355007 27 =8 (Voo 7oy 7/ Fvy) B 10 BRERTETR S
NI EIE, 27— L ARENTHR— IRV Y Yy bF T LET,

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10

XFHNTIE, KRIXFENLFNRRJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIER R INEFAD, Output % ZLITIER RS NET,

WOBITIL, show errdisable flap-values =~ > KO A ZRLET,

Switch> show errdisable flap-values

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10

Cisco IE 3000 R wF AWK Y77 LR
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show errdisable flap-values W

avwy kR

B8

errdisable detect cause

B OJRK ., F72013 T X TOERKICx LT errdisable #i & 1 r—7
M LET,

show errdisable detect

errdisable Rt AT — % A2 RN L7,

show errdisable recovery

errdisable A1 % 4 ~—DOFER =X RS LET,

show interfaces status

B =Tz A ADAT—HF AFET21 errdisable 27— MNZH DA
H—T 2 ADY A MNEFRLET,

| oL-13019-04-J
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Bl show errdisable recovery

show errdisable recovery

errdisable [F118 % A ~ — 1 &% &~ 3 5 121%. show errdisable recovery == —# EXEC =2~ F&ffiff
LET,

show errdisable recovery [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN ORRERIELET,
| exclude (EE) expression & —ET DT ERP LRI L E T,
| include (EE) $5E &Niz expression & —ET DITE2FRICEDET,
expression SHARA R ELTHERATZ2HINOXTT,
oYk E—F = — EXEC
avy FOBERE Jyy—=x EENE
12.2(44)EX Zoawry RBREBINEE LR,

EREDAA FS54>

]

gbic-invalid error-disable D¥EHX, %572 Small Form-factor Pluggable (SFP) A > % —7 =1 2%
BW®LET,

LFEHTIE, KXFENXFERRBI SN ET, =& 2iE, | exclude output & A L7234,
BUITIIRRENEEAD, Output % ETATIER RS NET,

output %

DB TIL, show errdisable recovery =~ > KOH 12 /R L E T,

Switch> show errdisable recovery
ErrDisable Reason Timer Status

udld Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled
vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Enabled

12ptguard Disabled
psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show errdisable recovery W

Timer interval:300 seconds
Interfaces that will be enabled at the next timeout:

Interface Errdisable reason Time left (sec)

(;¥)  unicast-flood 7 4 —/L Fix, HAOICERENETHEY TT,

BEavUR avwy kR EL
errdisable recovery B A D =X LB EFRELET,
show errdisable detect errdisable AT —Z A2 FRLE7,
show errdisable flap-values 2SN TWVWAREDOZS —FHE2ERLET,
show interfaces status A B =T 2 A ADAT —HF XAET2IL errdisable A7 — MNMZHBHA

B—T A ADY A N EFRLET,

Cisco IE 3000 R4 wF a2 K YI7LYR
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B show etherchannel

show etherchannel

F ¥ /L ® EtherChannel {E# & -~ 7 5121%. show etherchannel ——%4 EXEC =i~ F&fHEH L £,

show etherchannel [channel-group-number {detail | port | port-channel | protocol |
summary}] {detail | load-balance | port | port-channel | protocol | summary} | |
{begin | exclude | include} expression]

VORI ADBB  channel-group-number L&) F¥ XV IN—TDOFSFTT, HETEXHHMAILL ~6 TT,
detail EtherChannel OFEfiZ R R L £,
load-balance K= F X XNVNOR— FHOAR ST, 72137 L— AR5
EERRLET,
port EtherChannel A — MEHREZRRLET,
port-channel = F ¥ rUERERRLET,
protocol EtherChannel Tifi S5 7 n Fa vz L ET,
summary EF v x) TN —TOV~<U —% | {TCERLET,
| begin (L&) expression & —HT HITHOLERERIBLET,
| exclude (EE) expression & —HT 2T RTNPORINLE T,
| include (L&) $8E SN expression & —ET DT BRICEDET,
expression ZHARA v NELTHERT A HIIADOATT,
aAvY K E—F  =—#% EXEC
av Y FOBERE yy—= EFERRE
12.2(44)EX Coavy FABMSE L,

EREDHA R34

]

channel-group ZHE LI2WEEIX, T XTOF v XL Z V=T RFERENET,

HATIE, B—F UZXFD Passive 74— /L RIZL AT 3IDR—F FY¥ R LORICHLTERINE
T, TOT7 44—V ik, BEL CWARVWHEHIER— FRF v 1V Jr—T7 N (B LXORERICTF v 2 v
TN—TNTHE—DOFR—K F¥xN) ZRDIDEICHRESNTNDL I LEEKRLET,

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIEIRAFINETADR, Ouiput ZE5TATIEIRFSINET,

wDEITiL. show etherchannel 1 detail =~ > FOH &R L £,

Switch> show etherchannel 1 detail
Group state = L2
Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Protocol: LACP

Ports in the group:

Port: Gil/1

Cisco IE 3000 R wF AWK Y77 LR
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Port state

show etherchannel

= Up Mstr In-Bndl

Channel group = 1 Mode = Active Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index =0 Load = 0x00 Protocol = LACP

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDU
A - Device is in active mode. P - Device is in passive mode.
Local information:
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gil/1 SA bndl 32768 0x0 0x1 0x0 0x3D

Age of the port

Port-channel: Pol

in the current state: 01d:20h:06m:04s

Port-channels in the group:

(Primary Aggregator)

Age of the Port-channel = 01d:20h:20m:26s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— R ettt
0 00 Gil/1 Active 0
0 00 Gil/2 Active 0

Time since last port bundled:

01d:20h:20m:20s Gi01/2

| oL-13019-04-J
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B show etherchannel

W& DOFITIL, show etherchannel 1 summary =2~ KOHZ/RLE T,

Switch> show etherchannel 1 summary

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
u - unsuitable for bundling
U - in use f - failed to allocate aggregator
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— B et e e b
1 Pol (SU) LACP Gi1/1(P) Gi1l/2(P)

WROEFITIL, show etherchannel 1 port-channel =~ > FOH T Z R L ET,

Switch> show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol (Primary Aggregator)
Age of the Port-channel = 01d:20h:24m:50s
Logical slot/port = 10/1 Number of ports = 2

HotStandBy port = null
Port state
Protocol

Port-channel Ag-Inuse
LACP

Ports in the Port-channel:

Index Load Port EC state No of bits

—————— B St it

0 00 Gil/1 Active 0

0 00 Gil/2 Active 0

Time since last port bundled: 01d:20h:24m:44s Gi01/2

K DOFITIL, show etherchannel protocol =~ > KOH /R LET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: LACP

Protocol: PAgP

BIEaT VR avvFk BrL]
channel-group EtherChannel 7 /v — 124 —% v b R— h&HHV B TET,
channel-protocol Fr RV T EEET LD, A—METHERASNE 7 v /v zH
RLET,
interface port-channel R—=br F¥XN~DT AL, R— b F¥ RNVOIEREITNET,
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show facility-alarm relay W

show facility-alarm relay

BEINY L—EKICEENS T N7 72 T4 77— %R 7T 2I2IE, show facility-alarm
relay = —# EXEC 2~ R&EHHALET,

show facility-alarm relay {major | minor} [ | {begin | exclude | include} expression]

YOBY Y ADEBA  major ATy — U L—CBEMTONET T —2E2FRLET,
minor ~AF— Vv —=CEEMTFONET T —2EERRLET,
| begin (UER) expression & —EHT 2T bRREZHBE L T,
| exclude ULE) expression & —BT 21T R TN OLERINLET,
| include (L&) $8E Sz expression & —ET DT 2 FRICED ET,
expression SHARA N E L THEATAIHINORTT,

avYV K E—F . —4 EXEC

avy FOERE Jyy—=x EERE
12.2(44)EX Zoawy RMBEMENE LT,

EREDHA R4

LFEHTIE, KT ENAXTFREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

1 WDFITIX, show facility-alarm relay minor =2~ ROH 2 RLET, v~ FT— VL —D7T F—
LIERPRFINET,
Switch> show facility-alarm relay minor
Source Description Relay Time
Switch 1 Temp above secondary thresh MIN Mar 01 1993 00:0 1:17
BEaIvUF avwo kR Sie
alarm facility power-supply BT 7 — L AT arvaRELET,
alarm facility temperature BET7Z—bL AT a2 ELET,
alarm profile (global AVE—T oA ABEMNT AT T —LID ETT—A AT V3
configuration) UNEID BT HNET T —A T T 7 A IVEERLET,
show facility-alarm status AA v FTERENTZT I7—2 2R RLET,
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W show facility-alarm status

show facility-alarm status

AA v FTHERENTZT 7 — L% T XTERART HIZIL. show facility-alarm status = — 3 EXEC =2+
YREMEALET,

show facility-alarm status [critical | info | major | minor] [ | {begin | exclude | include}

expression ]
DURY Y ADEHEA  critical G5 2V T ro 054 75— noheErLET,
info UEE) 773V 74 TI7—b&kT_XTHRRLET,
major (EE) FER 773 VF 4 77— EETRTERLET,
minor L) EEA 772 UVT 4 TI—2L L2+ _TERLET,
| begin (EE) expression b —5 17 bE R B LET,
| exclude (EE) expression & —ET DT ERP LRI LET,
| include (EE) 45 &N iz expression & —ET 2T R RICEDET,
expression ZHARA Y R ELTHEAT2HINORTT,

avY kR E—F o —# EXEC

av Yy FOERE Jyy—x EERR
12.2(44)EX Toawr RRBEMEShE L,

BRLOHA RSAY  UrslTid, RXFEIAIFREBISNET, 72L& 213, | exclude output & A L7I=84 . output %
BUTIXIRRINETAD, Output ZETITIIRREINET,

B WOHITIL, show facility-alarm status =~ > KO EZRLET, AL v FOT 77— LiFERERR
LET,
Switch> show facility-alarm status
Source Severity Description Relay Time
FastEthernetl/3 MINOR 2 Port Not Forwarding NONE Mar 01

1993 00:02:22

BlEa<Y R avwUF Bl
alarm facility power-supply BRT T—bL A7 arEBRELET,
alarm facility temperature BETI—L A Tvarez@RELET,
alarm profile (global AVE—T oA AEFTFHTF—ALID T T —A F T3
configuration) VHNEIV S TOENET T a7 s A VEERLET,
show facility-alarm relay AAf v FTEREINTZT T—H VL —%2KRRLET,
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show fallback profile H

show fallback profile

AL FICHRESINTZT =Ny Ta7y A )VERRFTHIZIEL, show fallback profile #74#
EXEC o~ REHEHALET,

show fallback profile [append | begin | exclude | include | { [redirect | tee] url} expression]

YO8y ADEBA | append (LE) & URLICY XA L7 MEAZEAMIIL £,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude (LE) expression & —EHT HITERRNGRIALET,
| include (EE) $87E Iz expression & —HT 2T RRICEDET,
| redirect ({EE) i€ URL icH A2 a e —LET,
| tee (LE) #E URL ICHHZ ae—LET,
expression BRARA N LTHEATLIHIINOAXTT,
url & #3854 % URL,

AT R E—F ¥k EXEC

vy FORERE Jy—=x EFENR
12.2(44)EX Zoa<wry RRNEBMENRE LT,

EREDAHA R34y

7l

AL v FTCHRESNTZT 07 74V EFRT 512X, show fallback profile £7#% EXEC =~ > K% fili
ALET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINERFADN, Output % ZLITIERRINET,

WOFEITiE, show fallback profile =~ > KO &R LET,

switch# show fallback profile
Profile Name: dotlx-www
Description : NONE

IP Admission Rule : webauth-fallback
IP Access-Group IN: default-policy
Profile Name: dotlx-www-lpip
Description : NONE

IP Admission Rule : web-lpip

IP Access-Group IN: default-policy
Profile Name: profilel

Description : NONE

IP Admission Rule : NONE

IP Access-Group IN: NONE
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M show fallback profile

EEEavT UK avyv kR EieA
dotlx fallback profile IEEE 802.1x FBiLZVR— M LRV FA T NHDO T 3 —nN3v 7
AH=ZANE LT Web BrEZEHT LR — hEHELET,
fallback profile profile Web BFED 7 +—N\w 7 T 77 A VEAEHRLET,
ip admission rule ZA v F R— T Web Bitx A X—7 VI LET,
ip admission name proxy  Z.{ v 5T Web Biltx 7/ 0 — LA X—TMIZ LET,
http
show dotlx [interface FEE L2 — F®D IEEE 802.1x A5 — % A% Frx LET,

interface-id)
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show fcs-threshold W

show fcs-threshold

AA v F A B —T A ADTL—L Fzv 7 —4 2 (FCS) Fv hS5— L—  NBEEFRT
5121, show fcs-threshold = —+# EXEC =~ > &M@ H L £9,

show fcs-threshold [ | {begin | exclude | include} expression]

VOB YY) ADEH | begin (fEE) expression & —ET DTN ORREHIELET,
| exclude (EE) expression & —ET DT ERPLERINLET,
| include L) fEE SN expression & —HT DITHRRICEDET,
expression ZRARA L FELTHERT IO T,
ATV K E—F  a=—% EXEC
Y FOBERE yy—= EERE
12.2(44)EX oawy RRBshE L,

EREDAA FS54>

]

A —H %y MEHED FIREy h =5 — L— M 10 T9. Cisco [E 3000 2 1~ F THREFMRERE v b
TS5 — L— FO#EAIZ 10 ~ 10" TF, A4 v FoOEy h =5 — L— MIEDQEKTT, HAHTI
EORENRFTRENET, O LHASHESEA, Ev b 25— L—FE 107 T,

XFHNTIE, KIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIER R INEFAD, Output % ZLITIERRINET,

OB TIiL, show fes-threshold =~ > FOH N AR LET, 22T, A= "R TRTTF 751 D
FCS L& WHIZHRESNZH I E2 R LET,

Switch# show fcs-threshold
Port FCS Threshold
Fal/l 8

Fal/2
Fal/3
Fal/4
Fa2/1
Fa2/2
Fa2/3
Fa2/4
Fa2/5
Fa2/6
Fa2/7
Fa2/8
Fa3/1
Fa3/2
Fa3/3
Fa3/4
Fa3/5
Fa3/6
Fa3/7
Fa3/8

00 0 0 0 0 0 0 0 0 0 0 0 0 0 W 0 W
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B show fcs-threshold

Gil/1 8
Gil/2 8

BAEa<>F avwy kR B
fes-threshold A H—Tx A ATFCS LEVWEEZRELET,
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show flowcontrol W

show flowcontrol

7o —HlE AT — 2 AR I OHFHEREF T 512X, show floweontrol = — EXEC =2~ N&f#
FALET,

show flowcontrol [interface interface-id | module number] [ | {begin | exclude | include}
expression|

DURy Y ZADFHHA

interface interface-id  ({L3) HEDA X —T = A AD 7 a0 —HIHI 2T —% 235 L ONKEHE#H %
FRLET,

module number UEE) TRCDOAL v F LA v H—T = f AD T a—HliIAT— 5 R &
WEHEMARTLET, BORESa—AER Tl OKTT, 204
valld, BEOA A —T =2 AAID EAS LI EEIHHTEEEA,

| begin (EE) expression & —BT 2170 LR REZHBLET,
| exclude ({ER) expression & —HT 21T RARNLERI L ET,
| include (fLE) fRE SN expression & —HT D2ITERRIZEDET,
expression ZRAA M ELTHEAT L HAINOATT,
a2 F ®—F  =—# EXEC
av Y FORERE J1yy—=x EFERA
12.2(44)EX Zoavry RRBMENE LR,

BEREDAA FS54>

7

2L FFEFITEEDA X —T oA ZADO T 0 —HHI AT — & 2B L OKEHMERERRT BT, 20
a~wr FEFEALET,

A v F A B =T 2 A AERE T XTERTHIZL, show floweontrol =~ REFEH L £9,
show flowcontrol =~ > RO Jif#ERIZ. show flowcontrol module number =2~ > KO H J1fEE & [6
iz v E4,

BEDA ¥ —7 = A ADIEHEFR /KT 5I121L, show flowcontrol interface interface-id 2~ > N % {f
MLET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINERFAD, Output % ZLITIERRINET,

woFITiL. show flowecontrol =~ > RO ZERLET,

Switch> show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gil/1 Unsupp. Unsupp. off off 0 0

Gil/2 desired off off off 0 0

Gil/3 desired off off off 0 0

<output truncated>
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Hl  show flowcontrol

WK DBFITiL, show flowcontrol interface interface-id 2~ > KOH /R L E T,

Switch> show flowcontrol gigabitethernetl/2

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Gil/2 desired off off off 0 0
BEIYUR avwvFk St
flowcontrol AV B —T oA ADZETa— AT — 2R ELET,
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show interfaces

show interfaces W

TRTCOA LV H =T 2 A AETIFRESNTZA L F—T 24 ADEHAT — X ABLOEHERT —F A
Fox9 521X, show interfaces 54 EXEC 2~ > R&EH L £9,

show interfaces [interface-id | vlan vian-id] [accounting | capabilities [module number] |
counters | description | etherchannel | flowcontrol | private-vlan mapping | rep |
pruning | stats | status [err-disabled] | switchport [backup | module number] |
transceiver | properties | detail [module number] | trunk] [ | {begin | exclude |
include} expression]

DURy Y ZADFHHA

interface-id

UEE) B A v 2 —T = A AL, WEFR—F (XA7, EVa—NL, BLO
K= EZEEL) PR —F FXrxARQRETT, A—F FrxLHHEIT 1 ~6
<7,

vlan vian-id

(fEE) VLANID T9, fHETE 5%MIE 1 ~ 4094 T,

accounting EE) A F—T=2AAZADTHU Y MEHR (727747 Fr banr, AHD
DNy N, I Ty Nedgte) ZRRLET,
(G¥) V7 MU T T EINT ATy NOABRRREINET, "— KT =
TTCAA T T INDBRT7y MEIFRrRINnERA,
capabilities (EE) TR_RTCOA v H—T 2 A AETIIBEDA VX —T =4 ADMERE (H

. BLOAS v —T =24 A ETEEMRRALS T varipl) 2R RLET,
IOF T g Fav s RIAL DOV TICRERENET 2. VLANID Ioff
HAT&EEHA,

module number

UEE) AA v F LOT_NRTDOA L F—T 2 A4 AR, AL v FR—F o
T4 X2l =gy, FRITRNF U= NEE (FRROXF—U— Rioxs) %
FRLET, AORED2—NAFSL 1 ORTT, ZOF T aid, FED
A B =T AID ZAN LI ZITHEHATEERA,

counters (f£#) show interfaces counters =~ RZZSH L T 72 &0,

description ER) BEDA v F—T oA AIRESNTEHEAT —Z AR LA E £
RLET,

etherchannel ({E&) A > ¥ —7 = A A EtherChannel f§# %z # L ET,

flowcontrol EE) A v —T7 A A0 7 n—HliiERER R LET,

private-vlan

({E£&) VLAN Switch Virtual Interface (SVI) ®» 7 Z A ~X— Kk VLAN O~ v

mapping VUM EERLET, ZOF—U—RE, AL vTFNRIP Y —E R A A—
¥ ($€3k® Enhanced Multilayer Image [EMI]) %#&) L T\ 254120 A H
TEET

pruning UEE) A8 —T=xAA b7 VTP T —=2 JEREFRLET,

rep (f&) show interfaces rep 2~ REZR LTI ES W,

stats EE) A v =Tz ADAAL v F 7 NRACL DA N ry hEgRL
7.

status R AV F—T 2 ADAT—HA%5FRLET, Type 7 4 —/L KD

unsupported D A7 — X A%, flitt#o Small Form-Factor Pluggable (SFP)
TVa—APREYVa—L Ay MNIEFESRTNDH I 2R L TNET,

err-disabled

({EE) errdisable A7 —bDA v H—T =2 ZA%FRLET,

switchport

(EE) A—hF T7uavXr 7, K—MrERERE, A4 vTF 7 FELr—
T4 T) R—=bOEHAT = ABINEEAT —F 22 F R LET,
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H  show interfaces

backup EE) AA v F LEOBELIEA Vv E—T oA AFIETRTOA X —T =
A AD, Flex Link Xv /7 v 7T f v H—TxAf A a7 4 FXalb—arB
L OAT—H 2 EFRKRLET,

transceiver [detail | (L&) (K% ERESELZE (CWDM)! /- 13EEERESELE (DWDM)

properties] ISFPEVa— N A v 2 —T oA ZAOYH T 0T 1 HFRLET, F—U—
RFOERIZED & BY TT,

o detail : ((EE) &EOFS, 77 —LEREGOERIET 0T 1 23R L

EJraN
o properties : (fEE) A X —T A ZADHE LT 27 by 7 ADRELER
~LET,
trunk AU HE =T A A NTUIIERERRLET, AV F—T A AHEELRN
BEE, T2 T 477 0% R— hOIEROBBERINET,
| begin (UEE) expression & —BT 1T bR AEHIBELET,
| exclude UEE) expression & —BT 2T RO LET,
| include (EE) /€ &Nz expression & —BTHITE2RRIIEDET,
expression ZRARA L FELTERTZHIAOXTT,

1. Coarse Wavelength Division Multiplexing (CWDM; {5 i £ /> 514 H)
2. Dense Wavelength Division Multiplexing (DWDM; &% E K& /> H#% &)

GE) crb, fair-queue. irb, mac-accounting, precedence. random-detect, rate-limit, 3 J Uf shape
F—U—FRiE, av RIA0DANVT AN D TICRRENET N, YR— SN TOEREA,

aAI2FE—F ¥ EXEC
Y FOBERE yy—=x EENE
12.2(44)EX Zoa<wry RRNBMERE L,
12.2(50)SE rep ¥— U — KBNS E LT,
12.2(52)SE private-vlan mapping ¥ — 7 — F23BEMENE LT,

BALDOAM F54  show interfaces capabilities =~ > NIZHAR L% —TU— FEIFETH 2L T, OL D RFERICRD £,
o AA v F EDFTRTDA v F—7 = A ADMWRELZ K /RT DIZ1E. show interfaces capabilities
module 1 =~ > REFEHLET, ZhHNOFESDO AT TT,
o WEDAH—T A ADKREE R T HITIL. show interfaces interfuce-id capabilities % i ]
LET,

o AA v TF EOFTRTDA U Z—T = A ZADOHRELZ R RT 51Z1L. show interfaces capabilities % fifi
MLET (EV2—AEGERLIEFA 2 —T oA X 1ID OIRERL),

o AA v TF EODFTRTDA U E—T 2 A ADAA vF K— ML E T T 5121, show interfaces
switchport module 1 ZffH L £, ZHLSLDOFEF O ATLED T,
LFEHTIE, KT ENXTFREIESNET, =& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIFRREINET,
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]

show interfaces W

WOBTIE, A X —7 A AIZ%T 5 show interface =~ FOH N EZ R LET,

Switch# show interfaces gigabitethernet
GigabitEthernetl/2 is up, line protocol is up (connected)

Hardware is Gigabit Ethernet,

MTU 1500 bytes, BW 100000

Keepalive not set

address is 001e.1300.4882 (bia 001e.1300.4882)

Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set

Full-duplex, 100Mb/s, link type is auto, media type is 10/100/1000BaseTX

input flow-control is off,

output

flow-control is unsupported

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:01, output 00:00:00, output hang never

Last clearing of ''show interface'' counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0

Queueing strategy: fifo

Output queue: 0/40 (size/max)
5 minute input rate 2000 bits/sec, 4 packets/sec
5 minute output rate 17000 bits/sec, 27 packets/sec

553226 packets input,

Received 530934 broadcasts (52
0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC,

0 frame

0 watchdog, 529980 multicast,
0 input packets with dribble condition detected

4031941 packets output,

317450

0 output errors, 0 collisions,
0 babbles, 0 late collision, O
0 lost carrier, 0 no carrier,

0 output buffer failures, 0 ou

39772509 bytes, 0 no buffer

9980 multicasts)

, 0 overrun, 0 ignored
0 pause input

903 bytes, 0 underruns
1 interface resets
deferred
0 PAUSE output
tput buffers swapped out

WOBITIL, show interfaces accounting =~ > KO AZRLET,

Switch# show interfaces accounting

Vlanl
Protocol
IPp
Spanning Tree
ARP
Interface Vlan2 is disabled
Vlan7
Protocol
No traffic sent or received
Vlan31l
Protocol
No traffic sent or received

GigabitEthernetl/1
Protocol
No traffic sent or received
GigabitEthernetl/2
Protocol
No traffic sent or received

<output truncated>

Pkts In
1094395
283896

63738

Pkts In
on this

Pkts In
on this

Pkts In

on this

Pkts In
on this

Chars In Pkts Out Chars Out
131900022 559555 84077157
17033760 42 2520
3825680 231 13860
Chars In Pkts Out Chars Out
interface.
Chars In Pkts Out Chars Out
interface.
Chars In Pkts Out Chars Out
interface.
Chars In Pkts Out Chars Out
interface.

OB TIL, A ¥ —7 A AP show interfaces capabilities =~ > FOH 1 ERLE T,

Switch# show interfaces gigabitethernetl/2 capabilities

GigabitEthernetl/2

Model: IE-3000-4TC

Type: Not Present
Speed: 10,100,1000, auto
Duplex: half, full, auto
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H  show interfaces

Trunk encap.type:
Trunk mode:
Channel:

Broadcast suppression:

Flowcontrol:
Fast Start:
QoS scheduling:

CoS rewrite:

ToS rewrite:

UDLD:

Inline power:

SPAN:

PortSecure:

Dotlx:

Multiple Media Types:

802.10Q

on,off,desirable, nonegotiate

yes

percentage (0-100)

rx—(off,on,desired), tx- (none)

yes

rx- (not configurable on per port basis),

tx-(49g3t) (3t: Two configurable values and one fixed.)
yes

yes

yes

no

source/destination

yes
yes
rj45,

sfp, auto-select

WORITIX, deseription f v ¥ —7 A A a7 4 Fal—vary avr REFERLT, A% —
7 = A A% Connects to Marketing & L CI&7E L 72 %55 @ show interfaces interface description =~ >

ROHAIZRLET,

Switch# show interfaces gigabitethernetl/2 description

Interface Status
Gil/2 up

Protocol Description
down Connects to Marketing

OB TIE, AA v FIZHR— b F ¥ FANREIN TV DHEA D show interfaces etherchannel =~

Y ROHNERLET,

Switch# show interfaces etherchannel

Port-channell:
Age of the Port-channel
Logical slot/port =
GC

Port state

Port-channel2:
Age of the Port-channel
Logical slot/port
GC

Port state

Port-channel3:
Age of the Port-channel
Logical slot/port =
GC =
Port state

10/1
0x00000000
Port-channel Ag-Not-Inuse

= 10/2
0x00000000
Port-channel Ag-Not-Inuse

10/3
0x00000000
Port-channel Ag-Not-Inuse

= 03d:20h:17m:29s
Number of ports = 0

HotStandBy port = null

= 03d:20h:17m:29s
Number of ports = 0

HotStandBy port = null

= 03d:20h:17m:29s
Number of ports = 0

HotStandBy port = null

WOHITIE, 774 ~X— K VLAN D77 A ~1U VLAN 7 VLAN 10 T, €4 > % U VLAN 28 VLAN
501 & 502 ¥4 @ show interfaces private-vlan mapping =~ > FOH 12 R LET,

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO
vlanlO

501
502

isolated
community

WOHITIEL, VIP RAA NTT N—= 0 TR A X —T VD4 O show interfaces interface-id
pruning =~ > RO ERLET,

Switch# show interfaces gigibitethernetl/2 pruning

Port

Gil/2 3,4

Vlans pruned for lack of request by neighbor
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show interfaces W

Port Vlans traffic requested of neighbor
Gil/2 1-3

WoOFITIL, € L7z VLAN A > % —7 =1 Z® show interfaces stats =~ FDOH 12~ LE T,

Switch# show interfaces vlan 1 stats

Switching path Pkts In Chars In Pkts Out Chars Out
Processor 1165354 136205310 570800 91731594
Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

W OHITIL, show interfaces status =~ KO O—EE2 R LET, TXTOA L F—T=Af AD
AT —HANFREINET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

FaPort Name Status Vlan Duplex Speed Type

Fal/l notconnect 1 auto auto 10/100BaseTX
Fal/2 notconnect 1 auto auto 10/100BaseTX
Fal/3 notconnect 1 auto auto 10/100BaseTX
Fal/4 notconnect 1 auto auto 10/100BaseTX
Fa2/1 notconnect 1 auto auto 10/100BaseTX
Fa2/2 notconnect 1 auto auto 10/100BaseTX
Fa2/3 notconnect 1 auto auto 10/100BaseTX
Fa2/4 notconnect 1 auto auto 10/100BaseTX
Fa2/5 notconnect 1 auto auto 10/100BaseTX
Fa2/6 notconnect 1 auto auto 10/100BaseTX
Fa2/7 notconnect 1 auto auto 10/100BaseTX
Fa2/8 notconnect 1 auto auto 10/100BaseTX

<output truncated>

WOFTIE, 7T A4 _X— | VLAN BDEESNTWEEEDOETEDA % —7 = A 2D show interfaces
status =~ FOWI1EZRLET, R—h2Z277 A=K VLANAKA N KR—rE LTHERELTWNE
4, R—hK221%, I A4~V VLAN20 &t h % U VLAN 25 ([ BEAHT S nE3,

Switch# show interfaces fastethernetl/2 status

Port Name Status Vlan
Fal/2 connected 20,25

Duplex
a-full

Speed Type
a-100 10/100BaseTX

WOFITIE, R—hr3NBTFA4X—F VLANEGFR— ML LTREINTWET, ZoHNiE, 77
A4~V VLAN20 27 =R~ LET,
Switch# show interfaces fastethernetl/3 status

Port Name Status Vlan
Fal/3 connected 20

Duplex
a-full

Speed Type
a-100 10/100BaseTX

W OHITIL., show interfaces status err-disabled =~ > FOH /1%~ L ¥ 9, errdisable A7 — F DA
VH =T 2 A ADAT —H AEERRLET,

Switch# show interfaces status err-disabled
Port Name Status Reason

Gil/2

err-disabled dtp-flap
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show interfaces

GE)

W ORI TIL, A— b show interfaces switchport =~ > FOH N Z R LET, £ 2-2612, FREN

D57 4=V ROFHHZRLET,

FFA4_X—=F VLAN F7 027320V IV —=ATEYR—FINRNDT, 74—V NTEHILE

T,

Switch# show interfaces gigabitethernetl/l switchport

Name: Gil/1
Switchport: Enabled
Administrative Mode:

Operational Mode: static access

Administrative Trunking Encapsulation:
Operational Trunking Encapsulation:

Negotiation of Trunking: On
Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1
Voice VLAN: none

Administrative private-vlan host-association:10
Administrative private-vlan mapping:
Administrative private-vlan trunk
Administrative private-vlan trunk
Administrative private-vlan trunk
Administrative private-vlan trunk

Operational private-vlan: none
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled

dynamic auto

negotiate
native

(default)

(VLANO010) 502 (VLANO0502)
none

native VLAN:
encapsulation:
normal VLANs:

private VLANs:

none
dotlg

none
none

Unknown multicast blocked: disabled

(Inactive)
none

Voice VLAN: none
Appliance trust:

#* 2-26 show interfaces switchport ® 7 1+ —JL FDERHA

TJ4—ILE e

Name R—bhO&4RTIEERRLET,

Switchport RN—FDERAT —Z ZABLOENERAT —FZ 2R RRLET,

ZOWNDHE, F— FEAL v FHE— b B FTT,

Administrative Mode

Operational Mode

EHET—-FBIOEET—FERRLET,

Administrative Trunking
Encapsulation

Operational Trunking Encapsulation

Negotiation of Trunking

B LB IOER LoD SR, B FT X s
XAV T— gV BA X =T NANEIDEFRLET,

Access Mode VLAN

AR—r2EETS VLANID 2F R LET,

Trunking Native Mode VLAN
Trunking VLANs Enabled
Trunking VLANSs Active

FAT AT EFE—FDORFT 7D VLANID #—EHFERLET,
N7 7 EOFR VLAN #—ER R LET, bT7 27 EoT
77 47 VLAN % —EHFRLET,

Pruning VLANs Enabled

FI—= 2 ZITHEK 7 VLAN & —EHRR L £,
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show interfaces W

& 2-26 show interfaces switchport @7 4 —JL FOHBE #&E)

J4—ILF S

Protected A B =T A A LTHR#ER— F A4 x—7 /L (True) TH
5 FEiET 4 E—7 v (False) THDOZDEFRRLET,

Unknown unicast blocked RV TFXF XY A MBLOFRARZ=F Y AN F T 7 1 v

Unknown multicast blocked Z WA LT =T 2 A ALTTHY 7 SRTRLHE) IER
R~LET,

Voice VLAN 7 VLAN A r—7 /L Th? VLANID ZFE R LET,

Administrative private-vlan 774 _X— kK VLAN /R A b iIR— FDEH VLAN O 7T V¥

host-association T—YarERRLET,

Administrative private-vlan mapping |75 1 X— k VLAN iE& R — FDEH VLAN O~ v 7
ERFLET,

Operational private-vlan 77 A4 ~_X— K VLAN O#fEA T — 2 2R R LET,

Appliance trust IP Phone 7 —% /37y hDOHP—E A 772 (CoS) REZ%
FRLET,

WOBITIE, A= "N T T A=k VLAN IREGHR— b & L THE SN HA O show interfaces
switchport =~ > ROM N %ERLET, 7714~ Y VLAN20 L, EF ¥ U VLAN 25, 30, 351Z
vy BT ShET,

Switch# show interfaces gigabitethernetl/2 switchport

Name: Gil/2

Switchport: Enabled

Administrative Mode: private-vlan promiscuous

Operational Mode: private-vlan promiscuous

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none

Administrative private-vlan mapping: 20 (VLAN0020) 25 (VLAN0O025) 30 (VLANOO30) 35
(VLANOO35)

Administrative private-vlan trunk native VLAN: none

Administrative private-vlan trunk Native VLAN tagging: enabled

Administrative private-vlan trunk encapsulation: dotlg

Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk private VLANs: none

Operational private-vlan:

20 (VLAN0020) 25 (VLAN0O025)

30 (VLANO0O30)

35 (VLANOO035)

<output truncated>

WK OBFTIL, show interfaces switchport backup =~ > KON E R LET,

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

Fal/l Fal/2 Active Up/Backup Standby

Fal/3 Fal/5 Active Down/Backup Up

Pol Po2 Active Standby/Backup Up

Cisco IE 3000 XA wF IR K JI7 LR
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show interfaces

W DFITIL, show interfaces switchport backup =~ FOH ) Z R LET, ZOHITIE, A1 vF
T VLAN 1 ~ 50, 60. 100 ~ 120 DNF&EINTWET,

Switch (config) #interface gigabitEthernet 1/1
Switch (config-if) #switchport backup interface gigabitEthernet 1/2 prefer vlan 60,100-120

MDA B —T =4 AREEFOEAE,. Gil/2 £23 VLAN 60 3 X TV VLAN 100 ~ 120 ® ~ 7
T4y EWREL, Gil/l VLAN1 ~50D 77 4 v/ &d56 LET,

Switch#show interfaces switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernetl/1 GigabitEthernetl/2 Active Down/Backup Up

Vlans on Interface Gi 1/1: 1-50
Vlans on Interface Gi 1/2: 60, 100-120

Flex Link 1 v % —7 = A ANF U35 L (LINK DOWN), ZOA v Z—7 =2 ATEFLIND
VLAN /X Flex Link X7 D7 A VX —T =2 A AIBBHLET, ZOFTIE. A Z—7 =1 A Gil/l
WA 45 & Gil/2 2 Flex Link <7 ®¢4<_T?D VLAN #{=z%k L £,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernetl/1 GigabitEthernetl/2 Active Down/Backup Up

Vlans on Interface Gi 1/1:
Vlans on Interface Gi 1/2: 1-50, 60, 100-120

Flex Link f > X —T7 = A ANRT v 7N b e, ZOAf X —T7 2 ATEILIND VLAN (37 A
VHE—T 2 ATT I EIN, Ty T LAV E—T A ATTIFI—T 47 AT — NIV F
T ZOFITIE, A F—T x4 A Gil/l BEOBEB LIGDDLE, ZOA X —T oA ATEHRIND
VLAN ’E7 A X —T7xA A Gil/2 T7ryv 7 &, Gil/l IZigEInEzd,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernetl/1 GigabitEthernetl/2 Active Down/Backup Up

Vlans on Interface Gi 1/1: 1-50
Vlans on Interface Gi 1/2: 60, 100-120
WOFITIL, show interfaces interface-id pruning =2~ > NOM N Z R LET,

Switch# show interfaces gigibitethernetl/2 pruning
Port Vlans pruned for lack of request by neighbor

Cisco IE 3000 R wF AWK Y77 LR
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show interfaces W

W OB TIL, show interfaces interface-id trunk 2~ > RO A ERLET, R—+rD M T o F 71

WMRFRENET,

Switch# show interfaces gigabitethernetl/2 trunk

Port Mode Encapsulation Status Native vlan
Gil/1 auto negotiate trunking 1

Port Vlans allowed on trunk

Gil/1 1-4094

Port Vlans allowed and active in management domain

Gil/1 1-4

Port Vlans in spanning tree forwarding state and not pruned
Gil/1 1-4

ORI TiX, show interfaces interface-id transceiver properties =~ > FOH R L £ 7,

Switch# show interfaces gigabitethernetl/2 transceiver properties
Name : Gil/2

Administrative Speed: auto

Operational Speed: auto

Administrative Duplex: auto

Operational Duplex: auto

Administrative Auto-MDIX: off

Operational Auto-MDIX: off

WOFHICIL, show interfaces interface-id transceiver detail =~ > KO ZRLET,

Switch# show interfaces gigabitethernetl/3 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is externally calibrated.

mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
++:high alarm, +:high warning, -:low warning, -- :low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gil/2 41.5 110.0 103.0 -8.0 -12.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gil/2 3.20 4.00 3.70 3.00 2.95

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gil/2 31.0 84.0 70.0 4.0 2.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gil/2 -0.0 ( -0.0) -0.0 -0.0 -0.0 -0.0
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)

Cisco IE 3000 XA wF IR K JI7 LR
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H  show interfaces

BBEav> R

avwyk

e

switchport access

R—=NEREZT 47 TI7RAFR-DMERLBFFAT IV T ER
R—hFELTHRELET,

switchport block

A HF—T 2 A A LELTARARZ=F v A ERITNVLTXY AN T
Tuav Il ETuy s LET,

switchport backup interface

MENRy 7T v T T 2L A Y240 =T 2 ADXT ThH D
Flex Link # & E L £,

switchport mode

R— 1 ® VLAN A>3y y 7 e— RagE LET,

switchport mode
private-vlan

HK— %774 <= VLAN Ok A b R— b £ TRAR— b &L
RELET

switchport private-vlan

RARN R—=FDFF5A4_X—F VLAN DT VI x—3 3, £7-13R
HER—FDFFIA_X—KVLAN O~ v Vo 72 EHRLET,

switchport protected

L AL v FOMDRHS IR~ D LAY 2 DI=F % A b,
YAFEY AR, BEOTO—REFy AL bTT 4 v s EHHELET.

switchport trunk pruning

Ko ¥r 7 £—ROKR—FD VLAN v —= 7k A b &%
ELET,
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show interfaces counters

show interfaces counters

AA T ERFRESNTA L F—T 2 ADEKE A X 2F£KRT HIZiE. show interfaces counters
ke EXEC o= REEA L E1,

show interfaces [interface-id | vlan vian-id] counters [errors | etherchannel | protocol
status | trunk] [ | {begin | exclude | include} expression]

VR ADSA  interface-id B WAL X —T A ADID (¥4 7, TV a—)b, F—  EEEZED)
errors EE) 27— v ¥ERRLET,
etherchannel EE) BEZE&NEA27T v b, 78—F&¥ Ak XF v bk, vLFF¥
AR Ny b BEOPa=%% X XFy Ml EtherChannel 7 7 %
EERRLET,
protocol status (BE) AV 2 —T 2 A ATA X—T NI hoTWnWbH7Fa haLDAT—X
ALFRLET,
trunk UEE) bFv 7 Ao iaFRRLET,
| begin EE) expression & —BT 1T bR RERHBLET,
| exclude EE) expression & —BT 21T RN OERINLET,
| include (EE) 485 Siz expression & —ET DT 2R RICEDET,
expression ZWARA N LTHERT2HIANORXTT,
>
GE)  vlanvian-id ¥—7V— KX, 2~ RI7A4 0O~ F 2 MY IR ERERETH, P R—-b&ERT
WEHEA,
AT R E—F ¥k EXEC
av Yy FOERE Jyy—=x EFENR
12.2(44)EX Zoawr RABEMENE Lz,

EREDAHA R34y

Ll

F—U—REBRELZWVWEAIE, TXTOAS v HX—T 2 ZADTRTDOH T EIRERINET,

LFEHTIE, KXFENXFEREIESNET, =& 2L, | exclude output & A L7254 output %
ETITIIFRRSNETAD, Output ZETITIIRRINET,

WDOHITiL, show interfaces counters =~ FOH IO —ERLET, A v T DT XTDOH Y
RFREINET,

Switch# show interfaces counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/1 0 0 0 0
Gil/2 0 0 0 0

<output truncated>

| oL-13019-04-J
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W show interfaces counters

WOFITIL, T_XTDOA Z—7T = A RATKH$ 5 show interfaces counters protocol status =~ > D

HAOo—H %2R LET,

Switch# show interfaces counters protocol status
Protocols allocated:

Vlanl: Other, IP

Vlan20: Other, IP, ARP

Vlan30: Other, IP, ARP

V1an40: Other, IP, ARP

Vlan50: Other, IP, ARP

Vlan60: Other, IP, ARP

V1lan70: Other, IP, ARP

Vlan80: Other, IP, ARP

V1an90: Other, IP, ARP

V1an900: Other, IP, ARP
V1an3000: Other, IP

V1an3500: Other, IP
FastEthernetl/1: Other, IP, ARP, CDP
FastEthernetl/2: Other, IP
FastEthernetl/3: Other, IP
FastEthernetl/4: Other, IP
FastEthernetl/5: Other, IP
FastEthernetl/6: Other, IP
FastEthernetl/7: Other, IP
FastEthernetl/8: Other, IP
FastEthernetl/9: Other, IP
FastEthernetl1/10: Other, IP, CDP

<output truncated>

WDEI T, show interfaces counters trunk =~ > FOHAZRLET, T _XTDOA L F—T = A A

DT BT ENERENET,

Switch# show interfaces counters trunk

Port TrunkFramesTx TrunkFramesRx WrongEncap
Gil/1 0 0 0
Gil/2 0 0 0
Gil/1 80678 4155 0
Gil/2 82320 126 0

<output truncated>

BEav VR avwy kR HL)

show interfaces BIMOA v H—T 2 A4 ADEMEEFTRLET,
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show interfacesrep M

show interfaces rep

BEDA B —TxA AFETFA X —7 = A AT XTOD Resilient Ethernet Protocol (REP) D E
L AT —H 2% KRT DT, show interfaces rep =— EXEC a2~ F&HHL £,

show interfaces [interface-id] rep [detail] [ | {begin | exclude | include} expression]

YR ADGBR  interface-id (EE) BEOWEA L H—T 24 ZAEFHR—F Fv FL0 ID 122\ T REP #
EBLOAT—H 2R R LET,
detail (fE&) REP OREB L OAT — X XEROFHEMAE FR7R LET,
| begin (L&) expression & —BT BT LRTERIBELET,
| exclude (ER) expression & —HT 1T RRMPLERIN L E T,
| include (L&) $87E Iz expression & —ET 2T FRIZEDET,
expression BIFRA L R & UCHAT 5 HAIAORTT,

a2 kK E—F o —# EXEC

avr FOEE Jy—= EERE

12.2(50)SE Zoavwy RPMEMEShE L,

BALOHM F54  show interface rep [detail] =~ > NDOH /1 Tid, Open. Fail, %7213 AP (RER—F) 25— hiC
Mz THR— bk v—/LT, Fail Logical Open (FailLogOpen) % 721X Fail No Ext Neighbor
(FailNoNbr) WEZRINDHERDHYV £, WTNDOAT— b R— b RYHEMICEH L TBY ., X
AN—= K= FTREP PRESNTNRNIEERLET, ZORE. RETOEREHERT 2720,
T NRAD—FDOR—=NMNIT AT =T 47 AT —NMNIBITLET, ZOR—FDOKR—F m—/LI
(X, Fail Logical Open & &R ET, ZOHAE, F—FTIEVLAN I XTOTF—4 I 74 v 7%
TRCTZAT—T 47 LET, b HOWEKR— b 2—)L T, Fail No Ext Neighbor & F R Eh
FT, ZOR—FMIES>TVLANITRTO T 7 4 v/ RT7my 7 ERET,

PEENIE LR — hOIBRA N—DBREINTNDIEE, BEESRE LR — MIRER—K X
T— MIBIT L, BICREBR— MEBIR A I = X AZHS0T Open A7 — MIBITT 2 0MUER— b3
e SV E 9,

show interfaces rep =~ FOH I TIL, =y ¥, XA NRN=Z2 LIZREINTWDAR— ME Primary
Edge F£7-1% Secondary Edge DFNZT A% U A7 (*) T/REINET, show interfaces rep detail =~
v ROWIJ)TIL, No-Neighbor & RRENET,

Zoa<y RO I show tech-support #### EXEC =2~ FOMNIZHEENTHET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNEEAD, Output ZETITIIRREINET,

Cisco IE 3000 XA wF IR K JI7 LR
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W show interfaces rep

i WOFICIL, show interface rep =2~ KOH A ZRLET,
Switch # show interface rep
Interface Seg-id Type LinkOp Role
GigabitEthernet 1/1 1 Primary Edge TWO WAY Open
GigabitEthernet 1/2 1 Edge TWO WAY Open
FastEthernet 1/4 2 INIT DOWN Fail

WOHITIL, = v ¥ R— I REP XA N—07R2 WK DS @ show interface rep =~ > RO )%
RUET, Primary Edge ODRICT AZ Y A7 (*) BEINTWDHRIZER LTSN,

Switch# show interface rep

Interface Seg-id Type LinkOp Role
GigabitEthernetl/1 2 TWO_WAY Open
GigabitEthernetl/2 2 Primary Edge* TWO_WAY Open

WOBITIE, IR A S—D 722 WK DG @ show interface rep =~ > RO N ZRLET,

Switch # show interface rep

Interface Seg-id Type LinkOp Role
GigabitEthernetl/1 1 NO NEIGHBOR FailNoNbr
GigabitEthernetl/2 2 NO NEIGHBOR FailLogOpen

WORFITIE, HEINI-A ¥ —7 = A ZAD show interface rep detail =~ > KO ERLET,

Switch # show interface gigabitethernetl/2 rep detail
GigabitEthernetl/2 REP enabled

Segment-id: 1 (Segment)

PortID: 00030019E85BDD00

Preferred flag: No

Operational Link Status: INIT_ DOWN

Current Key: 00000000000000000000

Port Role: Fail

Blocked VLAN: 1-4094

Admin-vlan: 1

Preempt Delay Timer: disabled

LSL Ageout Timer: 5000 ms

Configured Load-balancing Block Port: 1234567890123456
Configured Load-balancing Block VLAN: 1-4094
STCN Propagate to: none

LSL PDU rx: 0, tx: O

HFL PDU rx: 0, tx: O

BPA TLV rx: 0, tx: O

BPA (STCN, LSL) TLV rx: 0, tx: O

BPA (STCN, HFL) TLV rx: 0, tx: O
EPA-ELECTION TLV rx: 0, tx: O

EPA-COMMAND TLV rx: 0, tx: O

EPA-INFO TLV rx: 0, tx: O

BEa<>F avwyF i
rep segment A B =T A AD REP A X —T /TSN, B AL FID RNEY M T
bhET, F—raxy Y K—h FIA4~) =V K—h EEFR—F
WCERETHDOICbLZDa~wy FEHERALET,
show rep topology TIA<) TV R—FLELTEDR— FBREBLOEREN TS0
[detail] RE BT AV IR T RTICHETIERERRLET,
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show inventory W

show inventory

/~N— R =7 ® Product Identification (PID; #5akHA1) 1§ # %&£~ %121%. show inventory = —
EXEC a2~ REHEHALET,

show inventory [entity-name | raw] [ | {begin | exclude | include} expression]

DURy Y ZADFHHA

entity-name (EE) fBEDZ T 4T 4 FrLET, =& 21X, Small Form-factor
Pluggable (SFP; EMirlfe/ N7 4+ —4 77 7 ¥) ¥ 2— A0 (1T
LBNTWDHA ¥ —7 x A A (gigabitethernetl/1 72 &) # AN LET,

raw (FE) TAALADTRTOTZT 4T 4 HFRLET,

| begin (EE) expression & —BT 5170 LR REHBLET,

| exclude ({ER) expression & —HT 21T RARNLERI L ET,

| include (L&) #8E Sz expression & —ET DT RRICEDET,

expression ZHARA v NELTHERAT A HIRNOAXTT,
a2 F ®—F  =—# EXEC
av Y FOERE J1yy—=x EFERA

12.2(44)EX Zoawry RpBIMEnE L,

EREDHA R4

~

(E)

]

avy RTIERICFE/NLFERR SN E T, 51204, show inventory =~ > RiZ M kA
B EFEOT X COMBIFRE R T 4T 4 DaL Ry N X T aERLET, a7 N F T2
X, 2T 4 T4 DOHFT (Any FID), =T 4T A D, BEXTEDOT T 47 1 D Unique
Device Identifier (UDI) (PID. VID, 35X O'SN) BFEREINFT,

PID 27241, show inventory =~ > KZ AN L CHHNIIERENE A,

LFHNTIE, KXFEDXFERRENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXIR R SNETAD, Output 8 TITIIR R ENET,

W OBFITIL, show inventory =~ > RO 1 E R LET,

Switch> show inventory

NAME: ''l'', DESCR: ''IE-3000-4TC''
PID: IE-3000-4TC , VID: , SN: FHK1152UZRW
NAME: ''IE-3000-4TC - Module in slot 1'', DESCR: ''IE-3000-4TC - Module in slot 1''

PID: 800-28491-01, VID: C1151V545F0C11504, SN: S9FOC115040MRFOC11503J7JF

NAME: ''IEM-3000-8TM - Module in slot 2'', DESCR: ''IEM-3000-8TM - Module in slot 2''
PID: 800-28540-01, VID: C1151V332F0OC11515, SN: POFOC11504ML3

NAME: ''IEM-3000-8FM - Module in slot 3'', DESCR: ''IEM-3000-8FM - Module in slot 3''
PID: 800-28543-01, VID: C1151V462F0C11505, SN: GTFOC11505JMPFOC11505JDX
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W show ip arp inspection

show ip arp inspection

ATy TRVARRT T b= (ARP) A VA7 a v ORELEERAT —F2FRLEED,
FT_XTO VLAN 7B E LA v F—T7 = A4 A/VLAN IZBLTH A F I v 7 ARP A VAT ¥ 3
VDART—H AEFRR LI T BHITIL, show ip arp inspection 4 EXEC =2~ REHEHA L ET,

show ip arp inspection [interfaces [interface-id] | log | statistics [vlan vian-range] | vlan
vian-range] [ | {begin | exclude | include} expression]

SUR Y AMEB  interfaces [interface-id)

UEE) fBESNTA v F—T 2 A ZAETIFT_RTOAL v X —T = A
A ARP /7 v FOEHINEB L L — MR EZE R LET, B
AU H—T 2 A AT, MR- FBLOKR—F F¥ XTI,

log

(FEE) AT IV 27 ARPA VA7 aryal Ny T77DH|EL
NEERRLET,

statistics [vlan vian-range]

(UEE) FBE STz VLAN O#XF L v b, Fa v PEHN

7 b, MAC BEFICER L7237 v b, TP MERICRR L= 37 v
M 77%Ax 2> be— UAK (ACL) X THABIOES
Sy b, DHCPIZ L > THAIBLIOHES SN ATy O
MEtEmAF R LET, VLAN MR E S TWARWEA, £72134#
BHOMEE SN TWAHEIR, A4 FI v 7 ARP A VART v g R
AF—=TNZENT (7277 47) VLAN 2 0EHRE#£ R LET,
VLAN ID F 5 Tl &hiz 1 oD VLAN, ThEFNE A 7T
X)-7- VLAN #if. £7-13 5 v~ TR -7-—#D VLAN &5
ETEET, IBETEHHFFAIL 1 ~ 4094 TT,

vlan vian-range

(EE) BESNZ VLAN DX AFI v ARPA VAT gD
REBLOEERAT— F2F R LET, VLAN BEEES TV AN
LA, FREHENMEEINTWDEEEF. #4171y 7 ARP A~
ARG g N F—=T NV ENTz (7277 +7) VLAN 721 D1
WEFRLET,

VLAN ID &5 Tkl &7= 1 o ® VLAN, #hFnz A4 7T
XE]-7 VLAN &, 7130~ TR ->7~—#HD VLAN %5
ETEET, HETEHHFAIZ 1 ~ 4094 T,

| begin UEE) expression & —ET 2T bLRRZRIGLET,
| exclude (EE) expression & —EHT DT RRNGRIALET,
| include (EE) /€ &Nz expression & —ET TR RICEDET,
expression ZHARA L R LTHERTA2HIIANOATT,
oIk E—F e EXEC
avy FOBERE yyy—x EENR
12.2(50)SE Zoavwry RNENENE L,

EREDTA R34y SUPHITIE. KT LTRSS ET, 2L 21E, | exclude output & AJ) L7284, output %
BUITIEIR S INETAD, Ouiput ZE5TATIEIRSINE T,

Il CiscolE3000 A1 vyF avvF JYI7 LR
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]

show ip arp inspection W

WOFICIL, show ip arp inspection =~ > KO HZRLET,

Switch# show ip arp inspection

Source Mac Validation Disabled

Destination Mac Validation Disabled

IP Address Validation Enabled
Vlan Configuration Operation ACL Match Static ACL
1 fnablea Bctive  deny-all o
Vlan ACL Logging DHCP Logging Probe Logging
1 aclaren a1 Permit
Vlan Forwarded Dropped DHCP Drops ACL Drops
o 0 o oo

Vlan DHCP Permits ACL Permits Probe Permits

Vlan Dest MAC Failures

IP Validation Failures

WOBITIL, show ip arp inspection interfaces =~ > KOHAERLET,

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval
Gil/1 Untrusted 15 1
Gil/2 Untrusted 15 1
Gil/3 Untrusted 15 1

R OFITiX, show ip arp inspection interfaces interface-id =2~ > FOM N Z R LET,

Switch# show ip arp inspection interfaces gigabitethernetl/1
Interface Trust State Rate (pps) Burst Interval

Gil/1 Untrusted 15 1

WOFHICIL, show ip arp inspection log =2~ > KO ZRLET, Ny 7y BHEINDEOR S
Ny 77 ODNEERRLET,
Switch# show ip arp inspection log

Total Log Buffer Size : 32
Syslog rate 10 entries per 300 seconds.

Interface Vlan Sender MAC Sender IP Num Pkts Reason Time

Gil/1 5 0003.0000.d673 192.2.10.4 5 DHCP Deny 19:39:01 UTC
Mon Mar 1 1993

Gil/1 5 0001.0000.d774 128.1.9.25 6 DHCP Deny 19:39:02 UTC
Mon Mar 1 1993

Gil/1 5 0001.¢c940.1111 10.10.10.1 7 DHCP Deny 19:39:03 UTC
Mon Mar 1 1993

Gil/1 5 0001.c940.1112 10.10.10.2 8 DHCP Deny 19:39:04 UTC
Mon Mar 1 1993

Gil/1 5 0001.c940.1114 173.1.1.1 10 DHCP Deny 19:39:06 UTC

Mon Mar 1 1993

| oL-13019-04-J
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show ip arp inspection

Gil/1 5 0001.¢940.1115 173.1.1.2 11 DHCP Deny 19:39:07 UTC
Mon Mar 1 1993
Gil/1 5 0001.c940.1116 173.1.1.3 12 DHCP Deny 19:39:08 UTC

Mon Mar 1 1993

0y Ny Ty PNAE—=N—=Ta—FT585H/IE, B ARV EIRRT Ny 77 I INELRNT EEEKRL
TH Y. show ip arp inspection log ### EXEC =~ > FOHENIBREEELZ T3, 7y FEBLID
RIS DT R TOT —F DOROVIC [-] PERINET, 2O b VIZEH L TERUSNOHFEHE #)
FERFENEEA, HAHCZOT FIRRRINDIGET. n7 Ny 77O b UEEHEDTH,
ip arp inspection log-buffer 7 = — 3L 27 4 Fal—r gy avr RTr¥ 7 L— MEHEOL
£7

W OB TiX, show ip arp inspection statistics =~ KOH N EZ/RLET, ZZTlE, 7XCHOT 7
747 VLANIZBHLTH A F I v 7 ARP A VARY g U THBENT- N7 v FOFFHIFRMNFER S
ET,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops

5 3 4618 4605 4

2000 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
5 0 12 0
2000 0 0 0

Vlan Dest MAC Failures IP Validation Failures

5 0 9
2000 0 0

show ip arp inspection statistics =~ > N Tid, A4 v FIIEHINTZLAFI v 7 ARP A V ARY
gy R—F LK ARP HRB L WIRE ST v FOREFH Ty MEHENSEEST, A vTF
X, BEC MAC, %85t MAC, $723IP MGEETF = v 7 Ik » TG SN » D ACL F721%
DHCP #FFrliE 437 NIEA NS ®, #b)e RBans e £,

WOFTiL, show ip arp inspection statistics vlan 5 =~ > FOH 2 RLE9, A4+ v~ ARP
A VAR Vg AKX o TIBE S L7z VLAN 5 O3 v b OKGEHE®RZ R LET,

Switch# show ip arp inspection statistics vlan 5

Vlan Forwarded Dropped DHCP Drops ACL Drops
s 5 uee ae0s 4
Vlan DHCP Permits ACL Permits Source MAC Failures
s o 12
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
s o e 3

Cisco IE 3000 R wF AWK Y77 LR
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show ip arp inspection W

K OHTIL, show ip arp inspection vlan 5 =~ > KON EZRLET,VLANS5 DX 1+ I v 7 ARP
AVANRT v a v OREBIVCIERT — FaRRTLET,

Switch# show ip arp inspection vlan 5

Source Mac Validation

:Enabled

Destination Mac Validation :Enabled

IP Address Validation :Enabled
Vlan Configuration Operation ACL Match Static ACL
5 Enabled hctive  second o
Vlan ACL Logging DHCP Logging
5 aclMaten  an
BZEav2k avwUk &8

arp access-list

ARP ACL ZE#H L E7,

clear ip arp inspection log

AT I ARPA VAR gy al Ny 77w HELET,

clear ip arp inspection statistics

HALFIvT ARP A v AR L a UREHER AN E LET,

ip arp inspection log-buffer

HALFI V7 ARPA VAR gy al RNy 72 RELET,

ip arp inspection vlan logging

VLAN AL TRERT 57 v O Z A T2l L £7,

show arp access-list

ARP 77 A U X MZBETHaEMERRLET,

| oL-13019-04-J
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Bl show ip dhcp snooping

show ip dhcp snooping

DHCP A X— VY V& E#FRT 521X, show ip dhep snooping =—— EXEC =2~ R&EHH L £,

show ip dhcp snooping [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & —HT 21T OERTREZRABLET,
| exclude (FEE) expression & —BT DT ERRNLRINLET,
| include (EE) 485 Sz expression & —ET DT 2R RICEDET,
expression ZRARA R ELTHERTAHIINOATT,
AT K E—F  =—%EXEC
Y FOBERE yy—= EERE
12.2(44)EX Zoa<wry RRNBMENE L,

EREDAA FS54>

]

FHITIE, RLFENLFREI SN ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIEIR A INETADR, Ouiput ZE5TATIEIRFSINET,

ZDavw RE, Se— L 3y 4 Fal—a ORREOLERRLET, LIRS T, 2O
TiE, ARV IR —xy FID AICREEINTWEEEDL, =y NID V747V 3 0T
vlan-mod-port ®7 7 4 )V MEX TR REINET,

WOFITIL, show ip dhep snooping =~ RO Z R~ LET,

Switch> show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs:
40-42
Insertion of option 82 is enabled
circuit-id format: vlan-mod-port
remote-id format: string
Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled
Interface Trusted Rate limit (pps)

GigabitEthernetl/1 yes unlimited
GigabitEthernetl/2 yes unlimited

BBEa<v R

avwyFk H L
show ip dhcp snooping binding  DHCP X X—v 7 (v F 4 v ViEREFRLET,

Cisco IE 3000 R wF AWK Y77 LR
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show ip dhcp snooping binding W

show ip dhcp snooping binding

A v F R %é#ﬁf@%y&~7m4memmxa—eyﬁﬂ4y%4y7%~&N—xﬁi
VR EF#HRE R RT 5121, show ip dhep snooping binding =——% EXEC =2~ REHEM L E 7,

show ip dhcp snooping binding [ip-address] [mac-address] [interface interface-id] [vlan
vian-id] [ | {begin | exclude | include} expression]

UG ZADHA  ip-address FEB) "M T 47 =) IPT RLRAERELET,
mac-address (FEE) "MrvT47 2 b MACT FLAERRELET,
interface interface-id EB) "M T4 T ANA v =T oA ZAERELET,
vlan vian-id =B "M vF 427 =) VLAN i EE L £1,
| begin expression & —ET 1T bR FEZHIBELET,
| exclude expression & —HT AT LR OERINL £,
| include fEE STz expression & —HT 21T RRITEDET,
expression ZHRARA M ELTHERT 2HINOATT,

ATV K E—F  =—% EXEC

vy FORERE Jy—=x EENE
12.2(44)EX Zoa<wry RRNEBMENRE LT,

EREDAHA R34y

7

show ip dhcep snooping binding =~ > FOH L, 4TI v 7 ICRESINIAS T 4 v TR %
#orLET, DHCP AX—E 7 /A /%“4 VI T AR ANDEA T I I BIOR YT 4 v
WCRRTE INTNA T 4 7 %FRT 5121%, show ip source binding #7# EXEC =2~ > F&EA L
iﬁ—o

DHCP AX—E LU I NA X—TNVTA U B =T 2 ANF T AT — MIEBINTGE, #ice
EINTNA T 4 T ITHIBR S ER A,

SCFFNTIE, RICFENLFEREBENET, 72L& 2L, | exclude output & AJJ L7256, output %
EUITIIFR R ENERAD, Output % &T4T1 i%réﬂiﬁ“

WOFTE, AA v FODHCP AX—VY L7 AT 407 22 hN) 2ERRTLHEERLET,

Switch> show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9837 dhcp-snooping 20 GigabitEthernetl/1
00:D0:B7:1B:35:DE 10.1.2.151 237 dhcp-snooping 20 GigabitEthernetl/2

Total number of bindings: 2

WOFITIE, BHEDIP 7 FLAD DHCP AX—E LT NAvF o7 2y M) 2FRT R HES TR
LEJ,

Switch> show ip dhcp snooping binding 10.1.2.150
MacAddress IpAddress Lease (sec) Type VLAN Interface

| oL-13019-04-J
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Bl show ip dhcp snooping binding

01:02:03:04:05:06 10.1.2.150 9810 dhcp-snooping 20 GigabitEthernetl/1
Total number of bindings: 1

WO TIE, FFED MACT RLAD DHCP AX—VE U7 NAvF 4o =y N 2RETHHES

A~LET,

Switch> show ip dhcp snooping binding 0102.0304.0506

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9788 dhcp-snooping 20 GigabitEthernetl/2

Total number of bindings: 1

WOFITIE, "—FDDHCP AX—VE> 7 AT 47 = N 2R RTDHHEERLET,

Switch> show ip dhcp snooping binding interface gigabitethernetl/2
MacAddress IpAddress Lease (sec) Type VLAN Interface

00:30:94:C2:EF:35 10.1.2.151 290 dhcp-snooping 20 GigabitEthernetl/2
Total number of bindings: 1

OB T, VLAN20 ® DHCP 2AX—¥Y o7 AT 407 22 ") 2FRTDHHFEEZRLET,

Switch> show ip dhcp snooping binding vlan 20

MacAddress IpAddress Lease(sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9747 dhcp-snooping 20 GigabitEthernetl/1
00:00:00:00:00:02 10.1.2.151 65 dhcp-snooping 20 GigabitEthernetl/2

Total number of bindings: 2

# 2-27 12, show ip dhep snooping binding =~ > KO AICERENDHK T 4 — NV FOFBHEZRL

iﬁ‘o

#* 2-27 show ip dhcp snooping binding 27> FHiA

J4—ILF SR

MacAddress IPIFAT b NN—RU=2T7DMAC7T KL A

IpAddress DHCP H—NiZ&HID 4 Tonies A4 7 FIP T FL X
Lease(sec) IP 7 RLRICKT 250 O Y — RIKFH

Type RAT 47 BT

VLAN 2IAT N A HE—T A AD VLAN F 5

Interface DHCP 7 747 v N FA MBI 5 v F—T = A R

Total number of bindings AA O FICBREINDIEHAA T 4 v 7T

GI)  a<r FHATHE. BHAA v F 4 PHBRRSAARN T &
LHDFET, 2 xIE 200 34 T 4 VT RAAL v FICHRES
NTFRTOAL LT 4 v I RER SN BN RR R S &
A, AHHIIEE SHEEA,

BEavU kR avwoFk St
ip dhcp snooping binding DHCP AX—VY > 7 NA F 4 v F—= B N—2ERELET,
show ip dhcp snooping DHCP AX—V v VEEEF R LET,

Cisco IE 3000 R wF AWK Y77 LR
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show ip dhcp snooping database W

show ip dhcp snooping database

DHCP AX—E L7 RA U F 4T F—AR_R—Z 22— 2 FDRAT — X XA & FKort 5I21E, show
ip dhcp snooping database =——% EXEC =~ FZfEH L £,

show ip dhcp snooping database [detail] [ | {begin | exclude | include} expression]

VOB ADEHR  detail (EE) FEMR AT — & A LiREHERE RR L ET,
| begin (EE) expression & —EHT DT bRAEZHB L ET,
| exclude (LE) expression & —ET DT ERNPLERIN L E T,
| include (EE) $87E I iz expression & —ET DT FRIZEDET,
expression  HRRAKA N ELTHEATLZHAINOKXTT,
avV kK E—F = —4 EXEC
av Yy FOER yy—=x EERNE
12.2(44)EX Zoavwry RRBMENELE,
1 W OFHICIL, show ip dhep snooping database =~ > FOH A ZERLE T,

Switch> show ip dhcp snooping database

Agent URL :
Write delay Timer :
Abort Timer :

Agent Running : No
Delay Timer Expiry :
Abort Timer Expiry :

Last Succeded Time :
Last Failed Time :

Last Failed Reason :

Total Attempts

Successful Transfers :

Successful Reads
Successful Writes
Media Failures

300 seconds
300 seconds

Not Running
Not Running

None

None

No failure recorded.

Startup Failures :
Failed Transfers :
Failed Reads
Failed Writes

o O O O O
o O o O

W DFITIL, show ip dhep snooping database detail =~ > KOH 2R L E T,

Switch# show ip dhcp snooping database detail

Agent URL :
Write delay Timer :
Abort Timer :

Agent Running : No
Delay Timer Expiry :
Abort Timer Expiry :

Last Succeded Time :

tftp://10.1.1.1/directory/file
300 seconds
300 seconds

7 (00:00:07)
Not Running

None
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W show ip dhcp snooping database

Last Failed Time : 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason : Unable to access URL.

Total Attempts : 21 Startup Failures : 0
Successful Transfers 0 Failed Transfers : 21
Successful Reads 0 Failed Reads : 0
Successful Writes 0 Failed Writes : 21
Media Failures 0
First successful access: Read
Last ignored bindings counters
Binding Collisions : 0 Expired leases : 0
Invalid interfaces 0 Unsupported vlans : 0
Parse failures : 0
Last Ignored Time : None
Total ignored bindings counters:
Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0
BEIYUR avwyFk SiEA
ip dhcp snooping VLAN ETDHCP A X—bt v %A 32— M LET,
ip dhep snooping database DHCP A X—VE v T NAVF 4T F—FR—X =2—
NEREIANA T AT T ANERELET,
show ip dhcp snooping DHCP A X—VY U IEHREZR R LET,

Cisco IE 3000 R wF AWK Y77 LR
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show ip dhcp snooping statistics W

show ip dhcp snooping statistics

DHCP A X — v ZfEdHE®R & b~ U — B E 72 IEFEME TR 2 121E, show ip dhep snooping
statistics =—% EXEC =2~ F&EHA L £,

show ip dhcp snooping statistics [detail] [ | {begin | exclude | include} expression]

DURy Y ZADFHHA

detail R M ERERRLET,
| begin (EE) expression & —EHT DT bRAEZHB L ET,

| exclude (LE) expression & —T TR R LRINL £,

| include (EE) $87E I iz expression & —ET DT FRIZEDET,

expression ZRAA P ELTHEMAT 2 HINOXTT,

avy Kk E—F o —# EXEC
avY FOERE yy—=x EEAR
12.2(44)EX ZToavy RABMENE LT,

BEREDAA FS54>

]

XFHNTIE, RXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

AA vF AZ v TlE, TRCOMEERN AL v 7 v~ A X —TEBRENET, FILVWAZ v T =X
H—NEHINTGAE, Rith v o2V Y FERET,

W OBFITIL, show ip dhep snooping statistics =~ > KOH 2R L E T,

Switch> show ip dhcp snooping statistics

Packets Forwarded =0
Packets Dropped =0
Packets Dropped From untrusted ports =0

W OFHITIL, show ip dhep snooping statistics detail =~ > FOH I ZERLE T,

Switch> show ip dhcp snooping statistics detail
Packets Processed by DHCP Snooping =
Packets Dropped Because

IDB not known

Queue full

Interface is in errdisabled
Rate limit exceeded

o

Received on untrusted ports
Nonzero giaddr

Source mac not equal to chaddr
Binding mismatch

Insertion of opt82 fail
Interface Down

Unknown output interface
Reply output port equal to input port
Packet denied by platform

O O O O O O O O O o o o o
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W show ip dhcp snooping statistics

7 2-28 12, DHCP AX— vt FHFHERB L OZFOFBAE R L E T,
* 2-28 DHCP R X—F v F#kstiER

DHCP X X—E v 7§t SiEA

Packets Processed by DHCP Snooping |#Zk S 3y hBLO ey a7y F 45T, DHCP A X—t
TR o TIBE SN2 v N DEFHL,

Packets Dropped Because IDB not N7y "OANIA VB —T oA AEHWCE RV T — D%,
known
Queue full sy N OREEH S D NIF 2 — B Th D= T — 0%k, FERITH

L'— FCTDHCP "7y hEZEL, AMIFR—FTL— MIRRNA X—T M7
TWRWEAR, O T—NRETLHZLENDHY F9,

Interface is in errdisabled errdisable & L C~—27 SN=AR— Ty hEZELEREE, ZhABRELETD
THEMED 8 D DL, A— k7S errdisable 27— K Th DA/ v FSLEE
Fa2—IZ AV, FONRT Yy "IRHETUBINDIHETT,

Rate limit exceeded R—=FTREINTWDLL—MlREBZ T, ¥ —7 A AN errdisable A
T — M7 > 7zEK,

Received on untrusted ports T E 72\ — h T DHCP #—N X/ v | (OFFER, ACK, NAK,
LEASEQUERY OWTihy) #%E LT Re v 7 LR,

Nonzero giaddr EETERVHA—FTZELEZDHCP Ay hDOY L—x=—Yxr b 7 FLX

74—V K (giaddr) 23¥ v lIsh7Z 5 7=[E%%, %7213 no ip dhep snooping
information option allow-untrusted 7 = —/ V)L 27 4 X2 b —v 3 av
FEHRELTBLT, BEHTERWER—ITAATy MIHF TV a v 2 T —20RE
FNTWEL,

Source mac not equal to chaddr DHCP 7w D27 547> s MAC 7 RL A 74—/ K (chaddr) 234 v k

DEFEILMAC 7 R A & —F+F, ip dhep snooping verify mac-address 2
n—)L Ay 7 4 Fal—ay avwy RRRESN TV EIE,

Binding mismatch MAC 7 KL A & VLAN OXT ONA VT 4 T2 o T DR — b3R5
A— kT, RELEASE #%% v b %721% DECLINE X7 v b &%(5 Lizl¥%k, Zh
i, HEDPBARED I FGAT U NERAT =T 4T LEIE LTWVATREERS S
ZEERLETH, 7I73A4AT L BAAL vy FOROR— MIHE) L T RELEASE
F7IEXDECLINE #Ef7 L2 ¢2RKT bbbV ET, MAC T RLRIE, 4 —
Pxry b~y —DEFETL MAC 7 RL AT <, DHCP /%7 v b ® chaddr
74—V KB EAINET,

Insertion of opt82 fail Ry bh~DF Ty gy QAN T —Zhofzmdk, A7 ar 82 F—4%
BTy N U F—Fy NOHE—WBr y hOY A X256, A
T Tl b ET,

Interface Down Ry RADHCP UV L— 2=V b~DSETHIN. VL — 2=V b D
SVIA v =Tz A ARF T LTWAEE, DHCP y—""~D27 F5 A7 NEE
KROBE EINEDOZEOBTSVI N U LEBEICRAET DT —TT I,
OoTIZHELERE A,

Unknown output interface F 7 a8 F—FFERIIMACT RLAF—TADNAy T v 7D EE LN
T, DHCP I&& 7y hOWM DA v 2 —T = A4 ABHECTE o lmlgk, /<
oy MIRFaeyZE3nNET, A7 ar 2 BNEHEINTELT, 27947 b
MAC 7 RV ARHREINIC R e GBI ET D2 EnBbV ET, R—Frkxa
V75 4 73 aTIPSG WA R—TNAThO, 7 ar 82 B"AR—T LTk
WIBEA., 7947 RO MAC 7 RLAZHEE ST, &7y Mk v
EnET,
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show ip dhcp snooping statistics W

® 2-28 DHCP R X—E v J#iatigk )

DHCP X X—E v J#iktER B

Reply output port equal to input port DHCP J&&E ANy PO IR =R ANR—FERTCTHY . V—T DORREHED
JREE Ao lzml$, Xy N — 7 OFREDORRY . FETR— FOEEREDERH

DA Z R LET,
Ty b7 —LEAEDOL YA RVIZE TRy FEAS S LR

Packet denied by platform

BIEaT R avw vk EHER

clear ip dhcp snooping DHCP AX—VE VT NA LT 4T T—HR—=RA BT UK
DHCP AX—V T NA T 4T F—HARXR—=RA =2— x
MNEEHER S 7%, DHCP A X — VL FHEHER I 7 o # %

7V 7 LET,

Cisco IE3000 R/ wF IRV F YI7LVR
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M show ip igmp profile

show ip igmp profile

REINTTRTO A ¥ —Fy b ZV—TEHTa ba) (IGMP) a7y AL, £l ES N
72 IGMP 7'u 7 7 A V& F T HIZ1E. show ip igmp profile 574 EXEC 2~ FZEHA L 7,

show ip igmp profile [profile number] [ | {begin | exclude | include} expression]

DURy Y ZADFHHA

profile number (TL8E) #7925 IGMP Yu 7 7 A LFH, fEETE HHPIT 1 ~ 4294967295
TY, 777 ANFBENASEIN T RWESE, 7 XCHOIGMP a7 7 A b

NERRINET,
| begin (EE) expression & —HT 21T LR REZHBLET,
| exclude (EE) expression & —BT 21T RNV LERILET,
| include (EE) BE ST expression & T 2172 FRICEDET,
expression ZHARA L FELTHEAT A HINOXTT,
a2 F E®—F  f5H EXEC
av Yy FOER J1y—=x EERNE
12.2(44)EX Zoavwry RRBMESNELE,

BEREDAA FS54>

XFFNTIE, KRXFL/NCERRBENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l ROBITIX, v 7 7 ANFESERE LGS LHE LRWES O show ip igmp profile #7# EXEC
v FOWNERLET, 7077 A VESHANSATORNGS, BRICIEALS v F ETRES
NIET_RTOT R T 7 A ABEENET,
Switch# show ip igmp profile 40
IGMP Profile 40
permit
range 233.1.1.1 233.255.255.255
Switch# show ip igmp profile
IGMP Profile 3
range 230.9.9.0 230.9.9.0
IGMP Profile 4
permit
range 229.9.9.0 229.255.255.255
BEa< K avwy R e
ip igmp profile FeE D IGMP 70 7 7 A VE B2 BT L ET,
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show ip igmp snooping M

show ip igmp snooping

AA v FE721L VLAN ® IGMP A X — B VR EZF 7T LI12IE, show ip igmp snooping = —
EXEC 2~ F&EMHALET,

show ip igmp snooping [groups | mrouter | querier] [vlan vian-id] [ | {begin | exclude |
include} expression]

DOBY Y ADEHBA  groups (f£:3%) show ip igmp snooping groups =~ > K2R L T Z&E\,
mrouter (f%) show ip igmp snooping mrouter =~ FZ S L T ZI N,
querier (f£&) show ip igmp snooping querier =~ > REZZHL T ZE 0,
vlan vian-id (fE#E) VLAN Z45E L E3, #PAiL 1 ~ 1001 & LT 1006 ~ 4094 TF (4§

e EXEC &— R TORMEHHE),

| begin (EE) expression & —BT 51T bR RERBLET,
| exclude ({EE) expression & —ET 21T RN OERINL E T,
| include () 487 Shiz expression & —8T DT 2 RRICEDET,
expression ZRARA P E LTHEAT 2 HAINOATT,

ATV K E—F  =—% EXEC

vy FORERE J1y—= FERNE
12.2(44)EX Zoa<wry RRNEBMENRE LT,

EREDAHA R34y

]

AA o FETNIEED VLAN DAX—VE U VT ORELZRFRTHDOICZOavy KA LET,

VLAN ID 1002 ~ 1005 i, h—27 >V > 7B X FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIHERTE EEA,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETEAD, Output ZETITIIRREINET,

WOFTIE, show ip igmp snooping vlan 1 =~ > FOH AR LET, 22 T, $ED VLAN ©
AR—E TR ERRLET,

Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

IGMP snooping :Enabled

IGMPv3 snooping (minimal) :Enabled

Report suppression :Enabled

TCN solicit query :Disabled

TCN flood query count 12

Last member query interval : 100

Vlan 1

IGMP snooping :Enabled

| oL-13019-04-J
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Bl  show ip igmp snooping

:Disabled
:pim-dvmrp

Immediate leave
Multicast router learning mode

Source only learning age timer :10
CGMP interoperability mode :IGMP_ONLY
Last member query interval : 100

WOFITIL, show ip igmp snooping =~ > FOMHZRLES, T TlE, AA vF LD VLAN
RTCDAX—E U TRMEERRLET,

Switch> show ip igmp snooping
Global IGMP Snooping configuration:

IGMP snooping : Enabled

IGMPv3 snooping (minimal) : Enabled

Report suppression : Enabled

TCN solicit query : Disabled

TCN flood query count : 2

Last member query interval : 100

Vlan 1

IGMP snooping :Enabled
Immediate leave :Disabled

Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP_ ONLY
Last member query interval 100
Vlan 2
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP_ ONLY
Last member query interval 333
<output truncated>

EEa< 2R EEST B

ip igmp snooping

AA v FE£721Z VLAN O IGMP AX—VY' v V% A4 % —T
M LET,

ip igmp snooping
last-member-query-interval

IGMP A X — ¥ 7 OFKEFHE/: Leave ¥ A ~—% A X —
T LET,

ip igmp snooping querier

LAY 2%y FhT—=2DIGMP 7 = U 7HRER A 1 —T /L
I LET,

ip igmp snooping report-suppression

IGMP L AR— 2 A 2 —T7 M2 L ET,

ip igmp snooping tcn

IGMP h AR v AT EMEMELZRE L £,

ip igmp snooping tcn flood

IGMP bR e PEBBMEEL LTYAFIY AN 7Ty
TA VT RIEELET,

ip igmp snooping vlan
immediate-leave

VLAN @ IGMP A X —t° > 7 BRI R 2 A % — T 11T
LET,

ip igmp snooping vlan mrouter

~“NFX¥ A A—F KR—FEBMN, £-E~vLFFx R
FoZEEFXEHRELET,

ip igmp snooping vlan static

LAVY2AR—=F2~LFXXY AR TN —TDRAN—=L L
TERZBMM L £,

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show ip igmp snooping M

avwy kR

SiBA

show ip igmp snooping groups

AL v FDIGMP AX—E 7 v L FFx A N T—T )L
ERRLET,

show ip igmp snooping mrouter

AA v FERITHBED~ILFF ¥ Ak VLAN © IGMP %
X =BT N TFHFr Ak V—H R—F+E2FERLET,

show ip igmp snooping querier

AL v F EICRESINT IGMP 7 = U 7 ORER L OEE
HHRERRLET,

| oL-13019-04-J
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W show ip igmp snooping groups

show ip igmp snooping groups

AL FDA LB =Ky b ITA—TEH T hanr IGMP) AX—E L7 wALFF ¥ A b F—T )L,
FlE~v AT X x A MEREFK AT HIZ1EL, show ip igmp snooping groups £+ EXEC =~ K& ff
ALET, ESNE~LTFy A N VLAN OV LT X ¥ A b 7—7 b EREHFEOV LT F ¥ A
MEHZRRT DI, vlan F—T— R&2H L £+,

show ip igmp snooping groups [count | dynamic [count] | user [count]] [ | {begin |
exclude | include} expression]

show ip igmp snooping groups vlan vian-id [ip_address | count | dynamic [count] | user
[count]] [ | {begin | exclude | include} expression]

Ry ADHEA  count () Ex RV ORDVIC. BEDa~ry RA S ar Dz NI BEEF <L
E3
dynamic (fEE) IGMP AX—bE U ZIC kD FEH LIz N 2RRLET,
user EE) =2—VREDOALT XY A= N DARRLET,
ip_address L) FBEI/NV—FIP T RLADTAFF ¥ XA N T A—FT O A RFLET,
vlan vian-id ({£E) VLAN Zf5E LE£¥, fEETE H2HPHIT 1 ~ 1001 38 LT 1006 ~ 4094 T,
| begin UEE) expression & —BT 5170 LR REHBLET,
| exclude (FEE) expression & —BT DITEFRNLERIILET,
| include (&) 485 &z expression & — T DITE R RITEDET,
expression ZRARA L M LTHEATIHARNOXTT,
O R E—F ¥t EXEC
av Y FOERE 1y—2 EERA
12.2(44)EX Zoa<wry RRNBMERE L,

EREDAHA R34y

<NV F XY AMERELIIIATF XY AL T—TNEFRTDHINE, C0avr ReHALET,

VLAN ID 1002 ~ 1005 i, h—27 >V > 7B X FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIHERTE EEA,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

Cisco IE 3000 R wF AWK Y77 LR
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show ip igmp snooping groups W

1l WROFITIE, F—7— FOIEE% L7\ show ip igmp snooping groups =~ > ROM T ERLE T,
AL v FOINVF XX AN T—TARERENET,
Switch# show ip igmp snooping groups
Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gil/1, Gil/2
104 224.1.4.3 igmp v2 Gil/1l, Gil/2
WOFITiL, show ip igmp snooping groups count =~ > KON EZRLET, A vF EOVILTF
YA ITN=TORBNERENET,
Switch# show ip igmp snooping groups count
Total number of multicast groups: 2
W OFTiX, show ip igmp snooping groups dynamic =~ > ROHH%ZRLE9, IGMP A X—t
TIZEVEE LI NV DR ERRLET,
Switch# show ip igmp snooping groups vlan 1 dynamic
Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gil/1l, Fal/s
104 224.1.4.3 igmp v2 Gil/1l, Fal/s8
W OHICIL, show ip igmp snooping groups vlan vian-id ip-address =2~ > KON ERLET, 18E
DIPT RLADIZN—TDxr ) 2R RLET,
Switch# show ip igmp snooping groups vlan 104 224.1.4.2
Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gil/l, Fal/s

BEavUF avvF e
ip igmp snooping ZA v FE721% VLAN @ IGMP A X —E > 7 % A F—T LT

LET,
ip igmp snooping vlan mrouter IV FXF¥ A L—HF R—FERELET,
ip igmp snooping vlan static LAY 2R— b E2SLFFY AN TIL—F DAL NR—L LTE
BB L £7,

show ip igmp snooping A4 v FEFIZTVLANDIGMP AX—V U VR EEZFRLET,

show ip igmp snooping mrouter AA v FFEFIFEED~ LT F+v A VLAN @ IGMP A X —
T v TRy AR L—F R—haRRLET,

| oL-13019-04-J
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W show ip igmp snooping mrouter

show ip igmp snooping mrouter

AA v FERIBEESNIZ~LFF ¥ A b VLAN O, BIICFEEH SN, v X4 —F v b Z—7EH
7'm bz (IGMP) AX—v 7L, FEITRESNLYLT XY A M b—F K= b a2RRTHIC
i%. show ip igmp snooping mrouter ### EXEC =~ REfFEH L £9,

show ip igmp snooping mrouter [vlan vian-id] [ | {begin | exclude | include} expression]

YOBY Y ADEHBA  vlan vian-id ({£#) VLAN Z45E LE§, fHE T 2HPAIL 1 ~ 1001 3 LT 1006 ~
4094 T,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude (EE) expression & —BT 51T RTMOERILET,
| include (EE) BE ST expression & —T 2172 FRICEDET,
expression ZHRAA b ELTHEATAHINOXTT,
TR E®E—F ¥ EXEC
2Ty FORERE Jyy—= TENE
12.2(44)EX Ioawy RBEMEhE L,

BEREDAA FS54>

]

AA o FEIIIFHFED VLAN LOYALFF vy A h v—% K— bERFRT DL, ZOavr REHEH
LET,

VLAN ID 1002 ~ 1005 iX. h—2 >V > 7B X FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIREATEEEA,

Multicast VLAN Registration (MVR; ¥/ F % ¥ 2 F VLAN LY X b — 3 ) A 32 —T LD
4. show ip igmp snooping mrouter =~ > F|Z MVR ~/LF % ¥ A h JL— X DIFEHRE LV IGMP =
X—E I IERERRFLET,

LFEHTIE, KXFENXFEREIESNET, =& 2L, | exclude output & A L7255, output %
ETITIXFRRSNETAD, Output ZETITIIRREINET,

WROFITIL, show ip igmp snooping mrouter =~ > RO NZRLET, A vF LT LFH¥ X
=% K= ERFLET,

Switch# show ip igmp snooping mrouter
Vlan ports

1 Gil/1 (dynamic)

Cisco IE 3000 R wF AWK Y77 LR
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show ip igmp snooping mrouter Il

avwy kR

SiBA

ip igmp snooping

AA v F£721Z VLAN O IGMP A X —V' v 7% A4 X —T VT
L/i‘j‘o

ip igmp snooping vlan mrouter

~LFF X AR —F K= EBENLET,

ip igmp snooping vlan static

LAV 2R—b2<wLFX¥ AN TNA—TDA L R—L LT
BN L £,

show ip igmp snooping

2A v FE£7-1ZVLAN ® IGMP 2 X— bt v V3R EEZF R LET,

show ip igmp snooping groups

AL v FEIIHED/NT A =X D IGMP AX—E v 7 <~ LT
¥y A MERERRLET,

| oL-13019-04-J
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M  show ip igmp snooping querier

show ip igmp snooping querier

AL v F LICRE SN IGMP 7 = U 7 ORE L EERK R AR 7T 5121E. show ip igmp snooping
querier detail = —#% EXEC =2~ F&2fEH L £,

show ip igmp snooping querier [detail | vlan vian-id [detail]] [ | {begin | exclude |
include} expression]

YUBYYADGH  detail (L&) IGMP 7 = U 7 OFEMIfE A £oR L £,
vlan vian-id [detail] ({£#) fEESh7z VLAN @ IGMP 7 =V 71§z £ R LEd, fHETE
HEFEIT 1 ~ 1001 F£721% 1006 ~ 4094 T¥, FEATEHRZF£ T 51201
detail ¥—7U — & HLET,
| begin (EE) expression & —HT 24T bR RERBLET,
| exclude (R expression & —ET DT RN ORI L ET,
| include (IEE) $RE SNz expression & —ET AT FRICEDET,
expression WAL N ELTHERTAH IO TT,
avYkFE®E—F  =—#EXEC
av Y FOBERE yy—= EFERRE
12.2(44)EX Soawy FBEMSE L,

EREDHA R4

s Y7 %Wi?}’b IGMP JxY— Avk— /%%1:-?‘5*%&& D IGMP N—=v a3 VBLUIP 7
KL 2 %&FRT 25I21L, show ip igmp snooping querier =~ > FZEH L 7., 7 1% v MIEHD
<N F X ¥ A b /v—& ERATEETN, IGMP 72U 7L 1 DA TE £ A, IGMPV2 2%

ITLTWADY TRy FTIE, SAFFXY AR A—FZD 1 ORI/ TELTRESNET, 7=V 7T

WZiE, VA ¥ 3 A v TFERETEET,

show ip igmp snooping querier =~ > FHHANTH MH SN/ 27D VLAN BL A ¥ —T7 =
AAERRLET, AA v FRI7 U T ORE, 2~ FEIITIE Port 7 4 —/V RIZ Router D3RR
SNET, JZUTRL—FDERE, a~v FEITIE, Port 74—V N7 )T 258 LTeR—
FNEENPRRENET,

show ip igmp snooping querier detail ——#% EXEC =~ > KiX, show ip igmp snooping querier =
<2 RIZEEL L TwET, 7272 L, show ip igmp snooping querier =~ K TiX, AAf vF /U7
WEDEANMCBREENTZT SA AP 7 RLADOBZPRERINET,

show ip igmp snooping querier detail =~ > RiZ, 2 A vF 7= U TIZ L > THREICHRHENEZTA
AZADIP 7 RLZADIE), WROBIMNEFRE R LET,

e VLAN TEIRENTWHIGMP 7= U 7
o VLAN CRESNEZAAL vF 72U 7T (HHHE) ICEET L5 ERS L OEEREHR

LEFHITIR, RXFE/NXERRBISNET, =& 21E. | exclude output & AJ) L7256, output %
BUITIER A INETAD, Output % ETATI ii‘%ﬂ“éﬂi‘f

Cisco IE 3000 R wF AWK Y77 LR
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show ip igmp snooping querier W

1l WROFITIL, show ip igmp snooping querier =~ KO ZRLET,
Switch> show ip igmp snooping querier
Vlan IP Address IGMP Version Port
1 172.20.50.11 v3 Gil/1
2 172.20.40.20 v2 Router

W OFHICIL, show ip igmp snooping querier detail =~> FOH N ERLE T,

Switch> show ip igmp snooping querier detail

admin state : Enabled

admin version HE

source IP address : 0.0.0.0

query-interval (sec) : 60

max-response-time (sec) : 10

querier-timeout (sec) : 120

tcn query count H

tcn query interval (sec) : 10

Vlan 1: IGMP switch querier status

elected querier is 1.1.1.1 on port Fal/l

admin state : Enabled

admin version : 2

source IP address : 10.1.1.65

query-interval (sec) : 60

max-response-time (sec) : 10

querier-timeout (sec) : 120

tcn query count HE

tcn query interval (sec) : 10

operational state : Non-Querier

operational version H

tcn query pending count : 0

BEa< K avwvFk HieA

ip igmp snooping AA v FE£721F VLAN @ IGMP A X —E' > 7% A F—T /T
LET,

ip igmp snooping querier LAY 2%y NU—27 D IGMP 7 =V THRER A X — 7 L2 L
EJcpe

show ip igmp snooping ALy FEITREDO~ /L FF ¥ A2 b VLAN © IGMP A X —

EL S v A FERY AR L—H R— N EFERLET,

Cisco IE 3000 XA wF IR K JI7 LR
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Bl show ip source binding

show ip source binding

AA v F LD IP EREITLAA T 4 T H2FRT DI

R L £,

. show ip source binding = —¥% EXEC @2~

show ip source binding [ip-address] [mac-address] [dhcp-snooping | static] [interface
interface-id] [vlan vian-id] [ | {begin | exclude | include} expression]

DURy Y ZADFHHA

ip-address

(ER) BEDIP 7 RLADIPEEFEENNA T 4 T E2ERLET,

mac-address

(EE) BEDOMACT RLADIP EE TN T 4 v T 2FERm LET,

dhcp-snooping

({EE) DHCP AX—E  JIZL > THFEHEINZIP ERETLAA VT 4 T
ZFRLET,

static

EF) AZT 4y 7 IPEEIXAA T 4 v T 2RRLET,

interface interface-id

EE) BEDA v Z—T 2 A A LD IPEETAA T 4 v T HFRLET,

vlan vian-id

(ER) ¥ ED VLAN EO P EEE A VT 4 v T R2FRLET,

| begin UEE) expression & —ET 21T LR RZMAIGLET,
| exclude (LE) expression & —ET DT ERPLERINLE T,
| include (BB R &N expression & —T HDI1TaRRFICEDET,
expression SZRAA N ELTHERTAHIANOATT,
oYYk E—F = —4 EXEC
avy FOBERE Jyy—=x EENE
12.2(50)SE ooy RRBEMENE L,

BEREDAA FS54>

]

show ip source binding =~ > FOHJIZiX, DHCP AX—VE 7 NA T 4 T F— 5/*‘—1[*]0)

AT IvIBIORZT 4 v VICRESNIENALA T4V IRERENET, ¥4 T I v 7ITE

FRE S

NI T 4 T 720F 2K T 5 I21L. show ip dhep snooping binding #### EXEC =~ K& ffi

LET,
LFFIT

BUITIIFR RSN EE AR,

WOB T

NI RXFEANFERKBISNES, Lz

. | exclude output & AJ) L72354E . output %
Output % & ATIIR TR S %Li‘f

. show ip source binding =~ > FOHHZ /R L E7,

Switch> show ip source binding

MacAddress

00:00:00:0A:00:0B
00:00:00:0A:00:0A

IpAddress Lease (sec) Type VLAN Interface
0.0.1 infinite static 10 GigabitEthernetl/1
0.0.2 10000 dhcp-snooping 10 GigabitEthernetl/1

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show ip source binding W

H L]
DHCP AX—¥ > T RA VT 4 v T T—=F_R—=2AERELET,

AA v TFWAZT 4 w7 PRI T 4 VT EHRELET,

EEa<TUF avvk
ip dhcp snooping binding

ip source binding

Cisco IE3000 R/ wF IRV F YI7LVR
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M show ip verify source

show ip verify source

AL v FELIIHEDA L Z—T 2 A XA LD IP V—R J— FEREEF T A2, show ip verify
source = —Y% EXEC 2~ R&HEHLET,

show ip verify source [interface interface-id] [ | {begin | exclude | include} expression]

LUy AMERBA  interface interface-id UEE) BEDA L EZ—T2A A LDIP V—R H— FRELXZFERLET,
| begin UEE) expression & —ET 21T LR RZMAIGLET,
| exclude (LE) expression & —ET DT ERPLERINLE T,
| include (EE) $87E I iz expression & —EHT DT FRIZEDET,
expression SZHAA N ELTHERTAHINOAXTT,

avYkFE—F  =2—%EXEC

av Y FORERE J1y—=x EERA
12.2(50)SE Zoavwry RRBMESRELE,

BEREDAA FS54>

]

LFFNTIE, RXFLNLERRIENET, 72& 2L, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

WOFITIL, show ip verify source =~ > FOH N ERLET,

Switch> show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
gil/1 ip active 10.0.0.1 10
gil/1 ip active deny-all 11-20
gil/2 ip inactive-trust-port

gil/3 ip inactive-no-snooping-vlan

gil/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
gil/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
gil/4 ip-mac active deny-all deny-all 12-20
gil/5 ip-mac active 10.0.0.3 permit-all 10
gil/5 ip-mac active deny-all permit-all 11-20

EROFITIE, IP V—A H— ROBRTITXRO L D220 £,

» Gigabit Ethernet 1 f > % —7 = A Cif, DHCP AX—t > 7% VLAN 10 ~ 20 ECA x—7 L
2720 E4, VLAN 10 DA, A v F—T=2A A LETIP T RLA 74 AZ ) TI2k 5P Y —
AH—=RFBRESN, EleA 0 F—T oA AL T 4 VI RFELTWET, VLAN 11 ~ 20
T 2FBBHO L FUMN, IP V=R A= KRB EINTWRWVLAN O A X —T = A AT,
57 4/ kb "— bk Access Control List (ACL; 77 A = bu—/ U A ) NEHAIhTn3
ZEERLET,

* Gigabit Ethernet2 1 > % —7 = A A%, {FHEIEDH S DHCP AX—E > 7L LTRHESNTNET,

Cisco IE 3000 R wF AWK Y77 LR
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show ip verify source W

* Gigabit Ethernet3 1/ % —7 = A AT, DHCP AX—E U I LV F—T = A ANFRT 5
VLAN ETA F—T7 LTIV £HA,

* Gigabit Ethernet 4 > % —7 = A ZATiX, FELIPBLIVPMACT FLADT 4 2 ) 72X
H5IP Y —A H—=RKPA X =TT, AET 4 v 7R IPEFETNAA T 4> 71F, VLAN 10 B X
U1l TRESNET, VLAN 12 ~20 Tit, 74/ b B—=rD ACL B, AV F—T = A Xk
TIP Y—A H—FKBRRESN T2V VLAN ICEHA s h 1,

* Gigabit Ethernet 5 4 > % —7 = A ZATiX, FETLTIPBLIVOMACT FLADT 4 2 ) 72K
1P VY —AT—=RRAR=TNT, RAET 4w IRIP AT 4 VT TREINTWETA,
A—=r X274 3T 48T N T, AL v FiE, #ETLMACT RLRET 4V Z Y 7T
T EHA,

WOFEITIX, IP Y —A T—= KRBT 4= nic&NizA v I —T =24 ZAOHHERLET,

Switch> show ip verify source gigabitethernet 1/6
IP source guard is not configured on the interface gil/1l/6.

GEREESAS =AY SiEA
ip verify source AVHE =T A ALDIP VY —A H—REALAF—TNMIZLET,

Cisco IE 3000 XA wF IR K JI7 LR
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W showipc

show ipc

Interprocess Communication (IPC) 7B ha/LOgkE, A7 —F A, BLO, MEHEREERTDHIC
i%. showipe =—% EXEC 2~ R&EHLET,

show ipc {mcast {appclass | groups | status} | nodes | ports [open] | queue | rpc | session
{all | rx | tx} [verbose] | status [cumlulative] | zones} [ | {begin | exclude | include}
expression|

GE) Zoavy R, AL v TFRIP I —ER A A—VEBEH L TWIESIZEITEATEET,

SUB Y ZAMBEA  meast {appclass | IPC vV FF ¥ A b b—=T 4 V7R ERRLET, F—U— FOFRITKD
groups | status} LBvTT,

o appclass : IPC VT XX 2N TV r—vary 77328 RFLET,
e groups : [IPCv1LVFF ¥ X h V=T 2RRLET,
e status : IPC ¥V FF X A V=T 47 AT —H A%HKRLET,

nodes ZM/) — RERRFLET,

ports [open] 2—ANIPCAR—FERFALET, =V — ROERITRDO LBV TT,
o open: (&) F—7r B— 2 ERTLET,

queue IPC E#EF 2 —ORNEEERLET,

rpe IPC VE—F TRy —Yx OfaHERER T LET,

session {all | rx [ tx} [PC v =z v OfiHEREZZR L ET (FHE EXEC £ — K CTO A Af
BB ¥F—U— FOEWRIIRDOLEBY TT,

e all: By v a OMAERE TR CTERLET,
o IX: AAVTINZELEN T 74 v IOy a UREHEREFR TR LET,
o IX: AAVTNEEELIE N T 74Dy a VikEHEREFRRTLET,

verbose (ER) ke ME £ R LET (F#E EXEC £— FOLE O HHATHE),
status [cumlulative] ©—h 1 [PCH—"DATF—F A5 FRLET, $—T— ROEWRETKDO L E
D CTd,

e cumlulative : ((£&) A A vIFRNEBELIIHFEH LZHEOE—T1
IPC 4 —"DAT—Z A%FKRLET,

zones BMLTNS IPC V=2 & &R LET, Af vFIE 150 IPC /—2 &
A—brLET,
| begin (EE) expression & —BT 21T LR REZRBLET,
| exclude (EE) expression & —BT 51T RA-MOERINLET,
| include (EE) 485 &z expression & —E T DITE R RITEDET,
expression SWARA N ELTHERT 2HINOXTT,
ATk E—F  =—%EXEC
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showipc W

avY FOERE

BEREDAA FS4>

]

Jyy—2 EEAR

12.2(52)SE Zoavwy RPMEMEShE L,

LFEHTIE, KT ENXFEREIENET, 72& 21E, | exclude output & A L7=H4A . output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

OB TIX, IPCA—T 47 AT —H AR RTDHHEEZRLET,

Switch> show ipc mcast status
IPC Mcast Status

Tx Rx

Total Frames 0 0
Total control Frames 0 0
Total Frames dropped 0 0
Total control Frames dropped 0 0
Total Reliable messages 0 0
Total Reliable messages acknowledged 0 0
Total Out of Band Messages 0 0
Total Out of Band messages acknowledged 0 0
Total No Mcast groups 0 0
Total Retries 0 Total Timeouts 0
Total OOB Retries 0 Total OOB Timeouts 0
Total flushes 0 Total No ports 0
ROBFITIE, M/ — FaRRTDHHEEZRLET,
Switch> show ipc nodes
There is 1 node in this IPC realm.

ID Type Name Last Last

Sent Heard

10000 Local IPC Master 0 0
ROFITIE, a—H NV IPCHR— FaRRTHHEEZRLET,
Switch> show ipc ports
There are 8 ports defined.
Port ID Type Name (current/peak/total)
There are 8 ports defined.

10000.1 unicast IPC Master:Zone

10000.2 unicast IPC Master:Echo

10000.3 unicast IPC Master:Control

10000.4 unicast IPC Master:Init

10000.5 unicast FIB Master:DFS.process level.msgs

10000.6 unicast FIB Master:DFS.interrupt.msgs

10000.7 unicast MDFS RP:Statistics

port index = 0 seat id = 0x10000 last sent = 0 last heard = 0
0/2/159
10000.8 unicast Slot 1 :MDFS.control.RIL
port index = 0 seat_id = 0x10000 last sent = 0 last heard = 0
0/0/0

RPC packets:current/peak/total
0/1/4
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show ipc

ROFITIE, IPC FEEF 2 —ORNELERRTLTEELRLET,

Switch> show ipc queue
There are 0 IPC messages
There IPC messages
There IPC messages
There IPC messages
Messages currently in use
Message cache size

are 0
are 0
are 0
Maximum message cache usa

0 times message cache cr

Emergency messages curren

waiting for acknowledgement in the transmit queue.

waiting for a response.

waiting for additional fragments.
currently on the IPC inboundQ.

ge

ossed 5000 [max]

tly in use

3

1000
1000

There are 2 messages currently reserved for reply msg.

Inbound message queue dep
Zone inbound message queu

WO TIE, T _XTHOIPC Y>3 DO

Switch# show ipc session
Tx Sessions:

Port ID Type
10000.7 Unicast
port index = 0 type
Msgs requested = 180
10000.8 Unicast
port index = 0 type

Msgs requested = 0

Rx Sessions:

Port ID Type
10000.7 Unicast
port index = 0 seat

No of msgs requested

10000.8 Unicast
port index = 0 seat
No of msgs requested

th 0
e depth O

all

Name

MDFS RP:Statistics

= Unreliable last sent
Msgs returned = 180

Slot 1 :MDFS.control.RIL

= Reliable last sent

Msgs returned = 0

Name
MDFS RP:Statistics
~id = 0x10000
= 180 Msgs returned
Slot 1
~id = 0x10000

=0 Msgs returned

:MDFS.control.RIL
last sent

last sent

180

0

0

la

la

RHEME R o HEE R LET,

last hear

last hear

st heard

st heard

WO TIL, v—HN IPCHF—"DAT—F A& FKrmdTHlEEZ R LET,

Switch> show ipc status c

Time last IPC stat clear

This processor is the IP

umulative
IPC System Status
ed :never

C master server.

Do not drop output of IPC frames for test purposes.

1000 IPC Message Headers

Total Frames

0 0
Total
Total
Total

from Local Ports
Protocol Control F
Frames Dropped

Cached.

rames

Service Usage

Rx

Side

12916

13080
116

Tx Side

d

d

6

5

08

74
17
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showipc W

Total via Unreliable Connection-Less Service 12783 171
Total via Unreliable Sequenced Connection-Less Svc 0 0
17 116

Total via Reliable Connection-Oriented Service

<output truncated>

BEa<TF avwvk BL
clear ipc IPC vV FHF v 2 V—F 4 V7 OHHEREHELET,

Cisco IE3000 R/ wF IRV F YI7LVR
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W  show ipv6 access-list

show ipv6 access-list

BAED IPV6 77 A VA RDOTRTONEERTT LITIE, show ipvé access-list = — ¥ EXEC =1+
Y REFEALET,

show ipv6 access-list [access-list-name]

A\
(i) Zoav R, AL vFTTF 2TV IPv4/IPv6 SDM 7 FL— FRRESNTEY . A v FH»NIP
P—ER A A=V TEITESN T DIEEICE T HEHATRE T,
SURYH XD access-list-name UEE) 72782 U NOL4THT
avY kFE—F 22— EXEC
avY FOERE )1y—2 EEAR
12.2(52)SE Zoavy RABEMENE LT,

BEREDAA FS54>

]

IPv6 B T % S %R\ T, show ipv6 access-list =~ > KD H /113 show ip access-list =~ > N L %H
PlLCTnES,

7 27 )V IPv4/IPv6 7 > 7 L — N &3 ET 5 IZ1%. sdm prefer dual-ipv4-and-ipv6 7 2 —/ 3L =1
T4FXalb—Yaravry Rz AL, AAf v FarYe—RFLET,

W DBFITIL show ipv6 access-list =~ > FTHJj &7z inbound ¥ L UF outbound & V™95 4 D IPv6 7
JEA VA NERLET,
Router# show ipv6é access-list
IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30

# 22912, ZOHDNTERRINDIEERT 4 — /L ROBBHERLET,

& 2-29 show ipv6 access-list ® 7 « —JL FDEREA

J4—ILF R

IPv6 access list inbound  |IPv6 77 =2 U A +4 (f : inbound)

permit fBESNTe banr FALTFL—HT 57y FEFAILET,

tep Transmission Control Protocol (TCP), /X7 v MBR—FH LR ITHIXR 6
RVEWLUL (LAY 4) oFabalr Z(47

any /0 ERI LT,

eq TCP £721Z UDP /37 v R OFEEILFE IS8R — b & kT % equal F
~NT R

Cisco IE 3000 R wF AWK Y77 LR
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show ipv6 access-list W

& 2-29 show ipv6 access-list D7 1+ —JL FOSH (=)

J4—ILF

B

bgp (matches)

Border Gateway Protocol (BGP; R —4— 7 — v =A 71 haji),
FybhoFa ka4 T7TEBLO—EHE

sequence 10

EBEATY PR ENAT 78X VA NOITO—S VA, TUEA
VA NDOITIE, HIOTT7A4AF VT 4+ (WIEOK, =& 213100 "ok
BOTIAFVT 4 (Bemotk, 72L& 21 80) DJEICIEA TWET,

BBEav> R

avwyFk

g&

B

clear ipv6 access-list

IPv6 77 ®A VA =P X%ty FLET,

ipv6 access-list

IPv6 77 ®A VA EESRL, AL vFEIPVO T 7R VAN a7 4
Xal—i gy EF—RILET,

sdm prefer

AA v FOFERAFTIEICESE VAT A VY =R &b+ 5 K5 SDM 7
VLU — b EBRELET,

| oL-13019-04-J
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Bl show ipv6 dhcp conflict

show ipv6 dhcp conflict

T RUVART T4 T2 MZEID B THN L &2 DHCP for IPv6 (DHCPv6) Y — NI Lo TR E L
727 R ADMEZE AR 7T 512X, show ipv6 dhep conflict #7# EXEC =~ F&fEH L £,

show ipvé6 dhcp conflict

~
(i) Zoavy R, AL v FTTF 2TV IPv4/IPv6 SDM 7 FL— ERREESNTEY . A1 v F NP
P—E R A A=V TEITENTW ARSI EHTTRE T,
SUBYHADEE oo~ r P2, BIEELIIF—U— RIS FHA,
avY kK E—F HkE EXEC
avy FOERE yy—=x EERNE
12.2(52)SE Zoavwy RPBEMEShE L,

EREDHA R4

T 2TV IPV4/IPv6 7 7 L — b &R ET H121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T4F¥alb—varavryFe AL, A v FaYrn—FLET,

H52 % HIBR9 5 L 9 DHCPv6 YV —N\%&&ET A, PING 2EHLET, 7747 MIEHKRERES
EHLTYZ 547 e L, DECLINE A v —U 2B U TH—NCHE LET, 7 R 2ADfHE
DRRHENAE, 7 RLRAEIT— Ao HIRENET, BHEENEREY X 6T RLRAEHIRT 5 %
T7 RLRFEIV S TConEdA,

£l WOFHITIE, show ipvé dhep conflict =~ > FOH N ZERLET,
Switch# show ipvé dhcp conflict
Pool 350, prefix 2001:1005::/48
2001:1005::10
BEav VR avwy kR HL)
ipv6 dhcp pool DHCPv6 7— %% E L, DHCPv6 7 —/L a7 4 Fal—a s E—
Rzt L E7,

clear ipv6 dhcp
conflict

DHCPv6 —/N 5 —HZ _XR—=2An 57T R ADEEEZHELET,
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show ipv6 mid snooping W

show ipv6 mld snooping

AA v FF721% VLAN @ IP Version 6 (IPv6) Multicast Listener Discovery (MLD) A X —E 2 V3%
Ex AT HITIE, show ipv6 mld snooping = —¥ EXEC =~ FZHERLET,

show ipv6 mld snooping [vlan vian-id] [ | {begin | exclude | include} expression]

(i) Zoavwry R, AL v FTT 27V IPv4/IPv6 SDM 7o 7 L — P BRRE SN TV D EAIZ T A
AHETT,
YUBYGADHEH  vian vian-id (f:7%) VLAN Z35E L £, #ETE 28T 1 ~ 1001 35 X0 1006 ~
4094 T,
| begin (EE) expression & —BT 51T LR REFHBLET,
| exclude (EE) expression & —BT 21T RN OERINLET,
| include (EE) 485 Sz expression & —ET DT 2R RICEDET,
expression ZWARA N LTHERT2HIANORXTT,
a2 FE®E—F  =—# EXEC
av Y FOER Jyy—=x TENE
12.2(52)SE Coavy FRBMSNE L,

ERLEDAA K54

]

AL Y FFETITEED VLAN O MLD A X — VL P DOHBREEZRRTHDICZOa~vy REFERLET,

1002 ~ 1005 ® VLAN & =%, b—2 > U 7 VLAN 83X O FDDI VLAN O729Ic PR EN TV 5
72, MLD ZX—tE > Z I T EH A,

T 2TV IPVA/IPV6 7 7 L — b AR ET H121E. sdm prefer dual-ipv4-and-ipv6 7 7 — 3L 2
T4F¥alb—varavryFe AL, A v FaYrn—FLET,

LFEHTIE, KT ENAXTFREIESNET, =& 2L, | exclude output & A L7254, output %
ETITIXFRRSNETAD, Output ZETITIIRREINET,

W OFICIL, show ipvé mld snooping vlan =~ > KO HZRLET, & 2Tk, FFED VLAN O A
X—vr IRt RoR LET,

Switch> show ipv6é mld snooping vlan 100
Global MLD Snooping configuration:

MLD snooping : Enabled
MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled
TCN solicit query : Disabled
TCN flood query count HE
Robustness variable : 3
Last listener query count : 2

| oL-13019-04-J
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M  show ipvé mid shooping

Last listener query interval
Vlan 100:

MLD snooping

MLDv1l immediate leave

Explicit host tracking
Multicast router learning mode
Robustness variable

Last listener query count

Last listener query interval

1000

Disabled
Disabled
Enabled
pim-dvmrp
3

2

1000

WOFITIE, show ipv6 mld snooping =~ > FOWNEZRLET, I TiX, AA vF LD VLAN T
RTDARXR—E U TR R R R LET,

Switch> show ipv6é mld snooping

Global MLD Snooping configuration:

MLD snooping Enabled

MLDv2 snooping (minimal) Enabled

Listener message suppression Enabled

TCN solicit query Disabled

TCN flood query count 2

Robustness variable 3

Last listener query count 2

Last listener query interval 1000

Vlan 1

MLD snooping Disabled

MLDv1l immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 1

Last listener query count 2

Last listener query interval 1000

<output truncated>

Vlan 951:

MLD snooping Disabled

MLDv1l immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 3

Last listener query count 2

Last listener query interval 1000
BEaIvUF avwo kR Bie

ipv6 mld snooping

AZA v F FE71Z VLAN Lo MLD AX—tE L T & A % —T )L

2L, REZITVET,

sdm prefer

ALy FOMRHEIIESE AT L) Y =2 il T 5 &

9 SDM 7 7L — %

RIELET

Il CiscolE3000 A1 vyF avvF JYI7 LR

OL-13019-04-J |



| £2% CiscolE 3000 X1 ¥ F CiscolOS A<~ F

show ipv6 mld snooping address W

show ipv6 mld snooping address

Multicast Listener Discovery (MLD) A X —E 2 7B REFT 23X TD, E7IFFEED IP version 6
(IPv6) v /L FF ¥ 2 b 7 KL AE#HE FK T 5121%, show ipv6 mld snooping address =——% EXEC
avry FEERLES,

show ipv6 mld snooping address [[vlan vian-id] [ipv6 address]] [vlan vian-id] [count |
dynamic | user] [ | {begin | exclude | include} expression]

A\
GE) Zoavwy R, A vFTF 270 IPva/IPv6 SDM 7 o 7 L— MR E STV A EA I T A
R
DUy ADEBA  vlan vian-id (FEE)MLD AX—VE 7 <wLFFx A~ 7 RFLREREFETRTS VLAN
ZEELET.FHETES VLANID &L 1 ~ 1001 38 L1 1006 ~ 4094
<7,

ipv6-multicast-address — (f£5) f8E SN IPv6 ~ L F X% A b 7 FLAICET 5 EHMAR R LE
T, ZOF—T— KX, VLANID Z248E L7=HAICOAFEHTE £,

count (EE) AA v F EEIIBED VLAN O~ L FFx 2~ T —T$u*k
~LET,
dynamic (f£F) MLD AX—E v 7 %H 7 V—TEREFRLET,
user (fEE) MLD AX—b 7 a—PFREIN—THERELRLET,
| begin (fERE) expression & —BT 2T ORI EZMAELE T,
| exclude (=) expression & —BT 21T 2K TP OHRILET,
| include (EB) $8E Sz expression & —ET DT FKRICEDET,
expression ZHARA P E L THERT 2RO TT,
ATV K E—F  =—% EXEC
vy FORERE Jy—= EEANR
12.2(52)SE Zoawy RRBMENELE,

EREDAHA R34y

IPv6 vV FF ¥ A b 7 RLAFERERTRTLHOIL, Z0a~vr ReEfFHLET,
VLANID # A LEbETOH, IPv6 v LF X AN 7T RUAZASNTEXET,

1002 ~ 1005 ® VLAN %F=1%. h—2 >V 7 VLAN B LX O FDDI VLAN 7292 PRI T\ 5
7o, MLD AX—Er ZIZIEEMTE A,

FERENTE I N—TICET A IERO B EFERT DL, dynamic F—U— REMHEHALET, RESH
T I N—TIET HIE RO B ERAT HI2I1E, user ¥—U— FZEHLET,

T a7V IPVA/IPV6 7 v 7 L — M EFRET S I121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T4 F¥alb—varavryNeANL, AMyFaIun—-FLET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIEFRRINERAD, Ouiput Z#E0ITIFFRINET,

1|
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W  show ipv6 mid snooping address

i WROFITIL, show snooping address = — EXEC =~ > RO %E R LET,
Switch> show ipv6é mld snooping address

Vlan Group Type Version Port List

2 FF12::3 user Fal/2, Gil/2, Gil/1,Gil/3

W OB TIL, show snooping address count = — EXEC 2~ > FOHAERLET,

Switch> show ipv6é mld snooping address count
Total number of multicast groups: 2

W OFITiL, show snooping address user ——% EXEC =~ FOH N ERLE T,

Switch> show ipv6é mld snooping address user
Vlan Group Type Version Port List

2 FF12::3 user v2 Fal/2, Gil/2, Gi1/1,Gi1/3
BEaTUF avyk e
ipv6 mld snooping vlan VLAN TIPv6 MLD AX—tE > 7 2% ELET,
sdm prefer AA v FOERFECESE VAT LY Y =22kl d5 &

5SDM 7oL — rE2FRELET,

Cisco IE 3000 R wF AWK Y77 LR
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show ipv6 mld snooping mrouter W

show ipv6 mld snooping mrouter

AA v FE721X VLAN O, B2 FE IS4, FETRE L7 [P Version 6 (IPv6) Multicast Listener
Discovery (MLD) /v —% R— h &£ 7 5121, show ipv6 mld snooping mrouter = —# EXEC =
~U FEERLES,

show ipv6 mld snooping mrouter [vlan vian-id] [ | {begin | exclude | include} expression]

N
(i) ZDa<wy Rk, AL vFTT 27V IPv4/IPv6 SDM 7 v 7 L— FRRE I N TV D EGEICTET A
AHETT,
YO8V ADHH  vlan vian-id (&) VLAN #45E LE3, HBETE 28T 1 ~ 1001 35 L0 1006 ~
4094 T,
| begin (EE) expression & —BT 1T bR REFHBLET,
| exclude ({EE) expression & —ET DT RFR-NHERINL T,
| include (EE) 485 Siz expression & — 8T DITE2 R RICEDET,
expression ZRARA L MELTHERTHHDAOXTT,
ATk E—F  =2—% EXEC
a7 Y FORERE Jyy—=x EFERR
12.2(52)SE Coavy FRBMSNE L,

ERLEDAA K54

]

AA v FFEITHED VLAN O MLD A X —E° 7 L—& R— haFordT AT, Z0avwy R&ff
ALET,

1002 ~ 1005 ® VLAN & =i%. b—27 > U 7 VLAN 83X O FDDI VLAN O729Ic PR EN TV 5
72, MLD ZX—tE > ZIZIIfFEH T EH A,

T 2TV IPVA/IPV6 7 7 L — b AR ET H121E. sdm prefer dual-ipv4-and-ipv6 7 7 — 3L 2
T4F¥alb—varavsryFe AL, A v FuEYrn—FLET,

LFEHTIE, KXFENLFEREIESNET, 72& 21, | exclude output & A L7254 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

W OFHICIE, show ipvé mld snooping mrouter =~ > KO HZ/RLET, MLD AX—E 72
m+2, AL vFOFTHO VLAN DAX—E» 7R E RS £,

Switch> show ipv6é mld snooping mrouter

Vlan ports
2 Gil/11 (dynamic)
72 Gil/11 (dynamic)
200 Gil/11 (dynamic)

| oL-13019-04-J
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M show ipv6 mid snooping mrouter

W& OFITIL, show ipvé mld snooping mrouter vlan =~ > KOHHZ /R L E T, FFED VLAN O~
NFFx AN L—HF K— FBRFERINET,

Switch> show ipv6é mld snooping mrouter vlan 100

Vlan ports
2 Gil/11 (dynamic)
BIEaT VR avwyk B L
ipv6 mld snooping AA v F EFEFIZVLAN EO MLD AX—E> 7% A X —T )b

2L, REZITWET,
ipv6 mld snooping vlan mrouter ~ VLAN (¥ FF ¥ A f b—& K— AR ELET,
interface interface-id | static
ipv6-multicast-address interface
interface-id)

sdm prefer ALy FOMERAFECESE AT A VY =R & Kb 15 &
59 SDM 77 L— b EHFELET,

Cisco IE 3000 R wF AWK Y77 LR
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show ipv6 mld snooping querier W

show ipv6 mld snooping querier

AA v FE 721X VLAN H5245 L7z i&# D IP Version 6 (IPv6) Multicast Listener Discovery (MLD)
ARX—V 7 7 ) 7 HEEEHREZFRT HI21E, show ipvé mld snooping querier ——% EXEC =+
Y REERLET,

show ipv6 mld snooping querier [vlan vian-id] [detail] [ | {begin | exclude | include}

expression|
~
(i) Zoavwry RN, AL v FTT 27V IPv4/IPv6 SDM 7o 7 L — P BRRE SN TV D EAIZ T A
ARE T,
YUBYGADHEH  vian vian-id (f:7%) VLAN Z35E L £, #ETE 28T 1 ~ 1001 35 X0 1006 ~
4094 T4,
detail (LE) AA v FF7213 VLAN © MLD A X —E > Z Oz 7 = ) 7158
ERRALET,
| begin (EE) expression & —BT 21T LR REZHBLET,
| exclude (EE) expression & —BT 2175 RTMLERINLET,
| include (EE) BE ST expression & —ET 2172 FRICEDET,
expression ZRARA Y N LTHEATHHIINORXTT,
a2 F E®E—F  =—# EXEC
2Ty FOERE Jyy—= TERAS
12.2(52)SE Zoavwry RRBMESnELE,

BEREDAA FS54>

MLD 7 =V — Ay b=V 2R ETOIMEINTEE (72 7L EEIND) O MLD X—2a U8B
LWIPV6 7 R L A% EK AT 5HI2i%. show ipvé mld snooping querier =~ FZfEH L ET, 7
Xy MIEEOYLTFF Y AN V—FZFEOZ RN TEETH, MLD 72 7T 1 272 T, 7=
YT, VAV 3 AL v TFEBETEET,

show ipv6 mld snooping querier =~ > N NiZ, 7=V 7o &7z VLAN B LA v 4 —7 =
AALERLET, AA v FN7 ) TOERE, a~ FHTIE Port 7 4 —/v RIZ Router MRFER
SNET, 7V THRNAL—FZDOHE, a~v > FHIITIE, Port 74—V RIZZ =T & 5FH LIcAR—
FNEENERRINET,

show ipv6 mld snoop querier vlan =~ > RO TIE B ELIINT 7 2V T hED07 2 — A v
VIR E L TRESNTERER R LET, FFED VLAN LOAXAX—E 7 BN bR 2B
EDOa—PHED VLAN HIFERENETA, 207 ) THEBRIZ. A v FREET S5 MASQ £ v
=V ETORERHLET, 72U — A vB—VITEE L0 A U ox—%2 HREIIIZT B DI
L —PEED I /NA N R AEFITHNIL 2D FHA,

1002 ~ 1005 ® VLAN % 51X, h—2 >V 7 VLAN B XU FDDI VLAN O7=IZFRENTW 5D
72, MLD ZX—t > ZIZIIfHEH T ¥ A,
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Bl  show ipv6é mid snhooping querier

T 27V IPVA/IPv6 7 > 7 L — R &R ET 51X, sdm prefer dual-ipv4-and-ipv6 7 v — 3L 2
T4 F¥ab—varavry FeANL, AMyFa2Vu—-FLET,

LFHTIE, KXFENXERRJISNET, =& 21E, | exclude output & A7) L7284, output %
ETITIIFRRSNETEAD, Output ZETITIIRREINET,

5l WoHITIL, show ipv6 mld snooping querier =~ > ROH I E R L E T,

Switch> show ipvé mld snooping querier
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 vl Gil/1

WOBITIL, show ipvé mld snooping querier detail =~ > FOHHZRLET,

Switch> show ipv6é mld snooping querier detail
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 vl Gil/1

W& DFITiL, show ipvé mld snooping querier vlan =~ > FOH N ZR L E T,

Switch> show ipv6é mld snooping querier vlan 2
IP address : FE80::201:C9FF:FE40:6000

MLD version : vl

Port : Gil/1

Max response time : 1000s

BEav> R avw vk E
ipv6 mld snooping AA v F EFE721Z VLAN O IPv6 MLD A X —t > Fa A F—7 LT L,
BEEITVET,

ipv6 mld snooping MLD 7 74 7 > P HRHIREIIUC R DRNC AL v FRMET D272 T O
last-listener-query-cou & k¥ A/ EL F9,

nt

ipv6 mld snooping AA TR ) —EEFEFELTHDL, SATFXFY A TA—ThbR— |

last-listener-query-int % HIR 9" 2 AR 2 BOIG BRI 25 E L £

erval

ipv6 mld snooping AN WES, L F X 2 R 7 RLUABRHIBOINIC AR DENICAA v F

robustness-variable MNEEFETEI7 =) —ORREERELET,

sdm prefer AL FOERFBCHESEAT LV Y —REKiELT 5 X5 SDM 7
VU= REHRELET,

ipv6 mld snooping ZA »F EE721X VLAN O IPv6 MLD A X —E > 7 % A F—T M L,
REEITWET,

Cisco IE 3000 R4 vF a2 K JI7 LR
2-588 OL-13019-04-J |



| £2% CiscolE 3000 X1 ¥ F CiscolOS A<~ F

show ipv6 route updated W

show ipv6 route updated

IPVv6 N —T 4 7 T—TNDOBIEONELRRT 511X, =—H% EXEC =¥ R show ipv6 route
updated =~ R&fHHLET,

show ipv6 route [protocol] updated [boot-up]{ih:mm | day{month [hh:mm]} [{hh:mm |
day{month [hh:mm]}] [ | {begin | exclude | include} expression]

DURYYADEBE  protocol EE) ROWThIrDOF—T— R2FHLTHEELEZLV—F 427 Fua b
aD— R RLET,

* bgp
e isis
o ospf
* rip

FE, RONTNLOF—TU—REFEHLTREELEZLV— K 247D
N—heRRLET,

e connected
¢ Jocal
e static

e interface interface id

boot-up IPv6 V—F 4 v 7 T—TIVOBEIEORNR Y FH < LET,

hh:mm 24 FEMEFLO 2 HTOEME TR EZ A LET, %Famr () 2HEMALT
KFESW, HExIE, 13332085 ICASHLET,

day HIzbaz AN LET, HHETE 28I 1 ~31 T,

month AZRXFEIIIXFTASL LET, January 7213 august 72 &, A D

LRiET_RTCAATLZE L jan £7213 Aug D X 9 ICH DARIOBRA D 3
LFHEANTHZ b TEET,

| begin ({£7E) expression & —H T HITHOLERERBLET,

| exclude UEE) expression & —BT 5T RTNLERINLET,

| include (L&) #8E Sz expression & —8T DT RRICEDET,
expression ZHARA v NELTHERAT A HIANOATT,

a2 kK E®E—F HkE EXEC

av Yy FOERE Jy—= EERE
12.2(46)SE1 Zoawy KBNS E LT,

BRLEDAA KS4Y IPv6 v—T 4 v 7 T—T VOBRIEONEZFRT HICIL, show ipv6 route K1 EXEC =~ > R %1
% ‘[_/i‘j‘c

Cisco IE 3000 XA wF IR K JI7 LR
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W  show ipv6 route updated

]

LFHTIE, KXFENXERRJISNET, =& 21E, | exclude output & A L7284, output %
BUITIIRRENEEAD, Output % ETITIER R SNET,

WOFITIL, show ipv6 route updated rip =~ > NOHHEZ R L E T,

Switch> show ipv6 route rip updated
IPv6 Routing Table - 12 entries

Codes: C - Connected, L
B - BGP, R - RIP, Il - I
IA - ISIS interarea, IS
O - OSPF Intra, OI - OSP

- Local, S - Static, U - Per-user Static route

SIS L1, I2 - ISIS L2
- ISIS summary

F Inter, OEl - OSPF ext 1,

ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R 2001::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 10:31:10 27
R 2004::/64 [120/2]
via FE80::A8BB:CCFF:FE00
Last updated 17:23:05 22
R 4000::/64 [120/2]

via FE80::A8BB:CCFF:FEQ00:

Last updated 17:23:05 22
R 5000::/64 [120/2]

via FE80::A8BB:CCFF:FEQ00:

Last updated 17:23:05 22
R 5001::/64 [120/2]

via FE80::A8BB:CCFF:FEQ00:

Last updated 17:23:05 22

8D01, GigabitEthernetl/1
February 2007

:9001, GigabitEthernetl/2
February 2007

9001, GigabitEthernetl/3
February 2007

9001, GigabitEthernetl/4
February 2007

9001, GigabitEthernetl/5
February 2007

OE2 - OSPF ext 2

BBEa<v R

avyv Rk B

show ipv6 route Ipv6 v —F 4 > 7 T =T NVOBIEONEE R LET, HXEHFRIZON
TlX. lCisco I0S Software] > Command References for the Cisco 10S
Software Releases 12.3 Mainline] > [Cisco I0S IPv6 Command

Reference| > [TPv6 Commands: show ipv6 nat translations through show
ipv6 protocols] Z IR L T 2SS0y,

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show 12protocol-tunnel Il

show I2protocol-tunnel

LAY 27 m han Frx R— MCET 5 EREZFRTRT 2I2iE, show 12protocol-tunnel = — 4
EXEC a~v  FZEMLET, v hat bRV U IRA X =T VSN, v F—T = A ZADE
WMOAERRINET,

show 12protocol-tunnel [interface interface-id] [summary] [ | {begin | exclude | include}

expression|
~
(GE) ZDavwry RiE, AAvTFNIP P —ER A A—VEBEL TWAIHEIZETEHTEET,
OBy ADBHA  interface interface-id  ({L%) 7m hai hr XU U IEREFRT HA L X —T oA AEEL
FT, ANRAVE—T 2 A ATPWHEAR— FBLOFR— bk F¥ XL TT,
A— bk Fr¥ X VOFEMFEEIT 1 ~ 48 TT,
summary UEE) LA v2 7 har <) —FRETERRLET,
| begin (EE) expression & —BT 21T LR REZFHBLET,
| exclude (EE) expression & —BT 2175 RTMLRINLET,
| include (EE) BE ST expression & —T 5172 FRICEDET,
expression ZHAA b ELTHEAT A HINOXTT,
ATk E—F  =—% EXEC
av Y FORERE yy—=x EERAE
12.2(52)SE Ioawy RBEMEhE L,

BEREDAA FS54>

I2protocol-tunnel f > ¥ —7 2 A X a7 4 Fal—ay avry FEEHLTT 7 EXEE
IEEE 802.1Q h> R/ R—brDLA¥2Tr Faj) hopr YT F—T NI LEEbE, RONRT
A—=LD—FEITT R TEHRETE LT,

e rNRVUITTDHTubhan XA

o Vv AT LEWE

e FryZLEWH

show 12protocol-tunnel [interface interface-id] 2~ > REATTHE, TRTONT A —ZPRES
NIeT 77 47 K= MIETLERETVHERSINET,

show 12protocol-tunnel summary =~ REZANT5 &, —fHELITTXITONRNT A= RREI N
2777 47 A= MCET LERIZTVRERSNET,

LFHITIE, RLFENLFREISET, =& 21E, | exclude output & AJ) L7845, output %
EUITIERREINERFAD, Output ZE L TIEFR RS NET,

| oL-13019-04-J
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]

show I2protocol-tunnel

K OB TIL, show 12protocol-tunnel =~ > KO E R LET,

Switch> show l2protocol-tunnel

COS for Encapsulated Packets:

Drop Threshold for Encapsulated Packets:

Port

Fal/4

Gil/3

Gil/4

Protocol Shutdown

pagp
lacp
udld

Threshold

1000

1000
500
300

300

5

Drop

1000

0

Encapsulation Decapsulation Drop
Threshold Counter

24249
24256
0
134482

0

0
44899
134482

0
0
44899

Counter

242500
242640
897960

242700
242660
897960
1344820

242500
485320
448980
1344820

242700
485220
448980

Counter

W OB TIL, show 12protocol-tunnel summary =~ > FOHHERLET,

Switch> show l2protocol-tunnel summary
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0

Port Protocol Shutdown Drop Status
Threshold Threshold
(cdp/stp/vtp) (cdp/stp/vtp)
(pagp/lacp/udld) (pagp/lacp/udld)
Fal/2 --- -—= —-—= —---- e ===/ up
pagp lacp udld ----/---=/---=  ---- e
Fal/3 --- -—-= —-=—= —---- ===/ == [====/==== up
pagp lacp udld 1000/----/----  ---- [====/====
Fal/4 --- -== —-=—= —-——- [====/==== === [====/==== up
pagp lacp udld 1000/ 500/----  —===/-—==/-——-
Fal/5 cdp stp vtp ----/----/--—-=  —-—-- /-=-=/---- down
- e —mm— - [====/====  -=== e
Gil/1l == === —== ———- [====/== === [====/==—= down
pagp —--- —--- ———-— e 1000/---=/----
Gil/2 == —== == ———- ===/ === [====/==== down
pagp —---- ---- -—--— ===/ 1000/---=/----

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show I2protocol-tunnel W

BEaITF avwok L
clear 12protocol-tunnel counters o hany hoRV T R—=b DI E2E 7 VT LET,
12protocol-tunnel A —T7xAAEDCDP, STP, £71X VIP 7> hd L
A¥27mbhany bRV TEALA 2= M LET,
12protocol-tunnel cos foxV o7 bA4¥27a bhar yry M LTH—ER

77 % (CoS) ez ELET,

Cisco IE 3000 XA wF IR K JI7 LR
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W showlacp

show lacp

Link Aggregation Control Protocol (LACP) ¥ 3/V 7V —71EH %R T 5I2iL. show lacp = —
P EXEC <> REfHALET,

show lacp [channel-group-number] {counters | internal | neighbor | sys-id} [ | {begin |
exclude | include} expression]

U8y YADBRB  channel-group-number  ({LFE) Fx x)\ J)—TOFSTT, HETE HHPHIL 1 ~ 48 T,
counters N7 4y VIERERSRLET,
internal W REF R LET,
neighbor XA N—IERERFLET,
sys-id LACP CHEHENDIY AT AID &K ~LET, VA7 A IDIE, LACP &~
AT LT ITAF VT A BLOAL vy FMACT FLATHEEIINLTHET,
| begin (EE) expression & —HT 21T bR REZHBLET,
| exclude (EE) expression & —HT 21T2RRP LRI L ET,
| include (fEE) $8E &Nz expression & —ET DT 2R RICEDET,
expression ZRHRA L FE L TERTHIAORTT,
AT kR E—F  =—%EXEC
a7 Y FORERE J1y—=x EERAE
12.2(44)EX Zoa<wy RRNEBMEE L,

ERLEDAA K54

]

showlacp =~ REANTDHE, T/ T 4T RTF ¥ N IN—TDERPRRINET, FHEOTF v
FUAERERTRT DITE, Fy 3 IV —TFEZHEL Tshowlacp 2~ REANLET,

Fx R TI—TERE LRGSR, TXTOF v 3V T —TRERINET,

channel-group-number 7> a V2 AT 52 & T, sys-id A DT RXTOF—T — RTF xR/ 7
N—TERETEET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETEAD, Output ZETITIIRREINET,

WOFHITIL, show lacp counters == — EXEC 2~ KO HERLET, £ 2-3012, #FraEhd
74—V FOFHAEZRLET,

Switch> show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group:1
Gil/1 19 10 0 0 0 0 0
Gil/2 14 6 0 0 0 0 0

Cisco IE 3000 R wF AWK Y77 LR
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showlacp W
# 2-30 show lacp counters ® 7 1+ —JL FOFHA
Z4—ILF SitEA
LACPDUs Sent ¥ £ U Recv = MI Lo TEZEINT LACP X7 v MK
Marker Sent 33 L O} Recv R— M &L > TEZIE & LACP Marker /%7 v K
Marker Response Sent 33 £ Of Recv | A" — MZ X o Tik5(E S 417z LACP Marker J&% /37 v MK
LACPDUs Pkts 35 & 0" Err R—hD LACP IZ &L > TRAES e, RATRIERNT v MK
WOBFTIL, show lacp internal =~ > KON ERLET,
Switch> show lacp 1 internal
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode
Channel group 1
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gil/1 SA bndl 32768 0x3 0x3 0x4 0x3D
Gil/2 SA bndl 32768 0x3 0x3 0x5 0x3D
#* 2311, ZOHANTERRESNDET 4=V FOBBEZRLET,
= 2-31 show lacp internal ® 7 1+ —)L FO8
J4—ILEF SiBA
State FBEDOR— hOIREE, WITHEHFTREZRMEEZ R L ET,

e - :7"— NI unknown A7 — kT,

e bndl: K— X727V =2 THEHREI N, OR— KN
Y RAERTOVET,

o susp: A— FRFW I TWHIRET, 77U F—#IZiX
Bl Sh TWEREA,

e hot-sby : "— FDAHKy FAZ N1 DIRHETT,

e indiv: F— hE2ZOMA—FE L HITNY FLTEERA,

* indep : A — b ¥ independent A7 — F T, /N KL Eh
FEANT—F VT T4 v BV RERIET, ZOHA.
LACP (ZHFMIAR— S THEH L TWEEA,

e down: R—FRF T LTWET,

LACP Port Priority R—= DTS AF VT 4 HRE, ABREOHAHTXTOR— 2

ERNT L E2EHET D720, N— R =T OHIRRH 58

A LACP IIAR— K 7I7A4F VT 4LV AR —hERAZ A

£ — F‘L: Liﬁ—o
Admin Key A= RMZEHVYToNEHHAOX—, LACP [ZHBNICEE

Mox—fEazAp LET (16 ), FEMOF—1F, K—F
PLOR—FLEHTEDRNDEERLET, TOMA—F&
METHR— FOMRRIZ, AN— MoK (2L 21X 7—
FUEHELT 2 7 Ly 7 AKRE) L ERERIIRIC X o THKT S
nEI,

Cisco IE 3000 XA wF IR K JI7 LR
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W showlacp

& 2-31 show lacp internal D7 1 —JL FOEHE =)
J4—ILE L]
Oper Key R—FTEHIND T ¥ A4 LOEMEX—, LACP iXHBHIC

Ak LEd (16 #%0),

Port Number

‘/j:c’_ }\ %%‘o

Port State

RN— FDRRELES, 1 DDA 7T v FNTHEADE Yy hE LT
Tra—REN, AvkE—=YIEkoL 10 £,

GE)

.

L R S SV VR AV O

N N
I N B
v R 2
v k3
v b4
v k5
v k6
A VAN

LACP_Activity
LACP_Timeout
Aggregation
Synchronization
Collecting
Distributing
Defaulted
Expired

<7,

WOHFITiX, show lacp neighbor =~ > FOHNE/RLET,

Switch> show lacp neighbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs

A - Device is in Active mode

Channel group 3 neighbors

Partner’s information:

Partner
Port System ID
Gil/1 32768,0007.eb49.5e80

LACP Partner
Port Priority
32768

Partner’s information:

Partner
Port System ID
Gil/2 32768,0007.eb49.5e80

LACP Partner
Port Priority
32768

Partner
Oper Key
0x3

Partner
Oper Key
0x3

P -

Partner
Port Number
0xC

Partner
Port Number
0xD

Device is in Passive mode

Partner
Age Flags
19s SP
Partner
Port State
0x3C
Partner
Age Flags
15s SP
Partner
Port State
0x3C

WOBITIL, show lacp sys-id =~ > FOH A ERLET,

Switch> show lacp sys-id
32765,0002.4b29.3a00

Il CiscolE3000 A1 vyF avvF JYI7 LR
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showlacp W

VAFAIDIE, VAT A TIAFITABLIRTATFLAMACT RLATHERENTWET, BHIO
2N NMIVAT A TTAF VT 4, TED 631 NI o — " VIZEBINTWDE VAT LABEHED
# x> MAC 7 FL 2 TY,

BEa<YU R = N Bl
clear lacp LACP F v %/ L —FEREHEELET,
lacp port-priority LACP R—+ FI7A4F VT4 #HELET,
lacp system-priority LACP VAT L FI7A4F VT 4 BRELET,

Cisco IE3000 R/ wF IRV F YI7LVR
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Hl  show location

show location

T RRA v horr—va UNEREFR AT HI2IE, show location = —H EXEC =2~ REfEH L ET,
show location admin-tag | [ | {begin | exclude | include} expression]

show location civic-location {identifier id number | interface interface-id | static } | {begin
| exclude | include} expression]

show location elin-location {identifier id number | interface interface-id | static } | {begin
| exclude | include} expression]

YUYy ADEH  admin-tag BES S ETITY A MERERRLET,
civic-location v r—a UIEREETRLET,
elin-location BRanlr—va R (ELIN) 2R LET,
identifier id #Hiinsr—yarFEFzidelnnsr—rar0ID 2ELET, HE
T& % ID #PHIX 1 ~ 4095 T4,
interface interface-id (EE) BESNIEA v F—T oA ZAE T TRTOA v X —T = A
Akt T e lr—va UEREFRRLET, BETEDA ¥ —T =
AALLT, WHR—-FLEENET,
static ALT AT Ay 4 Falb—va ERERRLET,
| begin UEE) expression & —BT 21T bR REMIBLET,
| exclude (FER) expression & —HT 21T FRN ORI LET,
| include (EE) $5E &Nz expression & —ET DT FRICEDET,
expression ZRARA L N ELTHERT A IO TT,
aAvY K E—F  =—#% EXEC
av Y FORERE J1yy—=x EFERRE
12.2(44)EX oawy RBEMEhE L,

ERLEDAA FS54>

]

T RARA L horlr—a AEREFRRT 5121, show location =~ FEEH L E T,

XFHNTIE, KRIXFENLFNRRJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINEFAD, Output % ZLITIER RS NET,

WOFITIX, A ¥ —T A ADulr— g E#%E KT % show location civic-location =~ > K
OH 1R LET,

Switch> show location civic interface gigibitethernetl/1
Civic location information

Identifier : 1

County : Santa Clara
Street number : 3550
Building : 19

Room : C6

Cisco IE 3000 R wF AWK Y77 LR
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Primary road name
City

State

Country

Cisco Way
San Jose
CA

us

show location H

WOFITIX, T _XTOHT e r— a3 UfEHEEKRT 5 show location civic-location =~ > KD /)
R LET,

Switch> show location civic-location static
Civic location information

Identifier : 1

County : Santa Clara
Street number : 3550

Building : 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

Ports : Gil/1
Identifier : 2

Street number : 24568

Street number suffix : West

Landmark : Golden Gate Bridge
Primary road name : 19th Ave

City : San Francisco
Country : US

WOFITIX, BAaar— a3 AE# %A #7573 5 show location elin-location =~ > FOH AR L F
7,

Switch> show location elin-location identifier 1
Elin location information

Identifier : 1

Elin : 14085553881

Ports : Gil/2

WOFITIE, TXTCOREalr— a UER%EFEKRT S show location elin static =~ > RO 1 %R
LET,

Switch> show location elin static
Elin location information
Identifier : 1

Elin : 14085553881

Ports : Gil/2

Identifier : 2

Elin : 18002228999

BBEav> R

avwy kR B
location (global configuration) T RRA L M a— v alr— g UERERELET,
location (interface configuration) . %—7 1 R lCusr—2 g EREZRELET,

| oL-13019-04-J

Cisco IE3000 R/ wF IRV F YI7LVR



#$2% CiscolE 3000 R4 vF CiscolOS av > F |

Bl show link state group

show link state group

Vo7 A7 — bk I N—TFE#R%EFK KT 51T, show link state group F74E EXEC =2~ RZHEH L E7,

show link state group [number] [detail] [ | {begin | exclude | include} expression]

VUSROS number () Vv s A7—F JA—FOFBCT,
detail (LE) FEMEREE£RRTHLIBELET,
| begin ULE) expression & —BT 21T LR REZMIGLET,
| exclude (L) expression & —BT 1T RT-NPORILET,
| include (L&) $87E I iz expression & —ET DT FRIZEDET,
expression BRRA 2 N E LTHERATIHIINOATT,

TIAIE F7 4N MEHY A,

avY K E—F  FE EXEC

av Y FOBERE Jyy—= EEANR
12.2(44)EX Zoavry RRBMRMENE LR,

EREDHA R4

]

Vo AT —k ZN—7E#ELRT HIZ1E, show link state group =~ > FEFHLET, F—
UV—RERELRWTZDavr FEFRTLIE, TXTDOY I AT — b ZA—TDHERNFERS
NET, EDITN—TDIFRERRT DT, INV—TELSE AN LET,

TIN—T OFEMIEH A R T HI21E, detail ¥—7V— K& LE7, show link state group detail =
Y ROHATIE, VAT =8 M oFX U T RARX—TNICR>TNDDN, EET v 7 A b
V=L Fz@FF A= (BDZWNIZEDOWT) A F—=T7 oA ARRESNTZY 7 AT — b
TN—TREINERENET, FA—TZY I AT — bk TA—TREBROGE, A3 —TNVET
T =7 LTERENEEA,

LFHITIE, KRLFENLFREISET, =& 21X, | exclude output & A L7256 output %
ETITIIRREN AN, Output Z &L TIFERESNE T,

W DBFITIL, show link state group 1 =~ > FOHEZRLET,
Switch> show link state group 1

Link State Group: 1 Status: Enabled, Down

W DBFITIL, show link state group detail =~ > FOH I ZRLET,
Switch> show link state group detail

(Up) : Interface up (Dwn) : Interface Down (Dis) :Interface disabled

Link State Group: 1 Status: Enabled, Down
Upstream Interfaces : Gil/1(Dwn) Gil/2 (Dwn)
Downstream Interfaces : FaGil/5(Dis) FaGil/6 (Dis) FaGil/7 (Dis) FaGil/8 (Dis)

Cisco IE 3000 R wF AWK Y77 LR
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show link state group Wl

Link State Group: 2 Status: Enabled, Down
Upstream Interfaces : Gil/1(Dwn) Gil/2 (Dwn) Gil/2 (Dwn)
Downstream Interfaces : Fal/5(Dis) Fal/6(Dis) Fal/7(Dis) Fal/8(Dis)

(Up) :Interface up (Dwn):Interface Down (Dis):Interface disabled

BEaIU kR avwuk BtE
link state group VoI ATF—=h TN —=TDALNRN=L LTA L E—T =2 AZHETEL
EJcpe
link state track VoI AT—h IN—T%A =T NI LET,
show running-config BAEOBEREZ R LET, MCHERICOWTIE, [Cisco I0S

Configuration Fundamentals Command Reference for Release 12.2] >
[Cisco IOS File Management Commands] > [Configuration File
Commands] ZERL T 7ZI W,

Cisco IE 3000 XA wF IR K JI7 LR
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M  show mac access-group

show mac access-group

FEDA =T 2 A AETFAL v FICREENTND MACT 7R 2 hr—L U X (ACL)
% F®rT %5 I21E, show mac access-group == —# EXEC 2~ R&EHHALET,

show mac access-group [interface interface-id] [ | {begin | exclude | include} expression]

DBy ADHH  interface interface-id  ({£E) ¥EDA X —T7 = A ATRESNT- MAC ACL ## 5k LET,
B A v Z—T oA RAIWER— R ER—F Fr XL TT, "—k Fx
FOVEIPHIZ 1 ~6 TF (5 EXEC & — R TORfHE M AHE)

| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude (EE) expression & —BT 51T RTMOERILET,
| include (L) $8E Sz expression & —ET DT RRICEDET,
expression ZHRAA b ELTHEATAHINOXTT,
ATV FRFE—F  =—% EXEC
2Ty FORERE Jyy—= TENE
12.2(44)EX Ioawy RBEMEhE L,

BRLOAMA RSAY  UPsITid, RXFLIATFREBISAET, 2L 213, | exclude output & A S L7354, output %
BUITIIR R INETAD, Output ZETATIIR R EINET,

1l W OFHICIE, show mac-access group = —Y EXEC a2~ > FOMAERLET, A— bk 212iF, @H
SINBHMAC 7 7R URANmacl el 3V £F, MAC ACL IZLDA v Z—7 = A AZHEH S E
v,

Switch> show mac access-group
Interface GigabitEthernetl/1:
Inbound access-1list is not set
Interface GigabitEthernetl/2:
Inbound access-list is macl el
Interface GigabitEthernetl/3:
Inbound access-list is not set
Interface GigabitEthernetl/4:
Inbound access-1list is not set

<output truncated>

W OB TiX, show mac access-group interface =~ > NOH N Z /R L E7,

Switch# show mac access-group interface gigabitethernetl/1
Interface GigabitEthernetl/1:
Inbound access-list is macl el

BEa<>F avyk EIL
mac access-group AV H—=T 2 A RAIMAC T 7 A I A—T%@ALET,

Cisco IE 3000 R wF AWK Y77 LR
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show mac address-table

show mac address-table

EEDOMACT RLA T—=TNDEALFI VI | AZT 47 =Y £ EDA X —T oA
ARLVLAN EOMAC 7 RVA T—TNDEAFI v T | AZT 47 =2 b 2RRTDHITIE,
show mac address-table = —% EXEC =~ F&MHL 7,

show mac address-table [ | {begin | exclude | include} expression]

DBV ADHHA | begin (=) expression & —BT 21T bR TEZMBLET,
| exclude (fEE) expression & =BT DT RR"MOIINLE T,
| include (EE) 485 Sz expression & —E T DITE R RICEDET,
expression AL M LTHERT2HIIRNOXTT,
ATV K E—F  a=—% EXEC
Y FOBERE yy—= EERE
12.2(44)EX Zoa<wry RRNEBMENRE L,

BREDHA RS54y UPHITIE. KUFEADAERESI S ET, 72 & 21E, | exclude output & A L7284 output %
BUITIEIR RS INETADR, Ouiput #E5TATIEIRSINE T,

#1 WDOHTiL, show mac address-table =~ FOH 2/~ L E7,

Switch> show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
All 0000.0000.0001 STATIC CPU
All 0000.0000.0002 STATIC CPU
All 0000.0000.0003 STATIC CPU
All 0000.0000.0009 STATIC CPU
All 0000.0000.0012 STATIC CPU
All 0180.c200.000b STATIC CPU
All 0180.c200.000c STATIC CPU
All 0180.c200.000d STATIC CPU
All 0180.c200.000e STATIC CPU
All 0180.c200.000f STATIC CPU
All 0180.c200.0010 STATIC CPU

1 0030.9441.6327 DYNAMIC Gil/2

Total Mac Addresses for this criterion: 12

Cisco IE 3000 XA wF IR K JI7 LR
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W  show mac address-table

avwy kR

A

clear mac address-table dynamic

MAC 7 RL A F—Tinh, BEDODXAFIv T TR
AL MEEDA E =T 2 A LEDOTRTCOEAFI v TR
VA, £3HED VLAN EOT _RTCOLAFIv 7 T K
VAEHIBRLET,

show mac address-table aging-time

T _T® VLAN £/ ESN7- VLAN D=—V 7 X A
LEFRRLET,

show mac address-table count

9 _TO VLAN 72138 E &7 VLAN THEEL TWBHT
NLABAEERRLET,

show mac address-table dynamic

XA FIv 7 MACT RL A 7= = N DOZhEERRL
£7,

show mac address-table interface

BEDA v HZ—T 24 AD MAC 7 RL R T—7 VIEREFR
~LET,

show mac address-table notification

TRCOA LV H =T 2 AF IR EENT AV X —T = A
ZI1Z%T 5 MAC 7 RL A BERTEEFRLET,

show mac address-table static

285 497 MACT7 RLA FT—7 )L = N DLBFREL
ij‘o

show mac address-table vlan

HED VLAN O MAC 7 KL A F— 7 UIEREFERFLET,
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show mac address-table address W

show mac address-table address

FBELEZMACT RLZ2D MAC 7 RL A2 F—7 LA Fd 5121, show mac address-table
address =—¥ EXEC =~ > FZ&MH L E7,

show mac address-table address mac-address [interface interface-id] [vlan vian-id] [ |
{begin | exclude | include} expression]

DUBRYYADMB  mac-address 48y FOMAC 7 RLAZIEELEY, A2 KA HHH T,
interface interface-id ~— ({TL35) FEDA L X —T7 = A ADEREFRLET, B A L X —T =
A AE, MER—FBIOER—K F¥ 2L TT,

vlan vian-id ({EE) ¥ VLAN O&, = b 2R LET, HETE HHPHIX
1 ~ 4094 T,

| begin (EE) expression & —BT 51T LR REHBLET,

| exclude (EE) expression & —BT 5IT5 KRN OLERILET,

| include EE) FBEINT- expression & —ET AT ERRICEDET,

expression ZRAA N ELTHEAT S HANOAXTT,

avykE—F 2 —+4 EXEC

av Yy FOERE -2 EERE
12.2(44)EX oy RGBS E L,

BRLOAMA RS54y UFoITid, RXF LTRSS ET, 72L& 21E, | exclude output & NS L7=84 . output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

1 WOHITIL, show mac address-table address =~ FOH &R L £,

Switch# show mac address-table address 0002.4b28.c482
Mac Address Table

Vlan Mac Address Type Ports

All 0002.4b28.c482 STATIC CPU
Total Mac Addresses for this criterion: 1

Cisco IE 3000 XA wF IR K JI7 LR
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W  show mac address-table address

avwy kR

A

show mac address-table aging-time

T _TH VLAN £/ €SN/ VLAN D=—U 0 7 X A
LEFRRLET,

show mac address-table count

4 _TO VLAN 7213 8E &7 VLAN THELTWAT
R 2BERRLET,

show mac address-table dynamic

AT Iv 7 MACT RVAT—T N = R ORhEFRRL
iﬁ—o

show mac address-table interface

BEDA B2 —T 24 AD MAC 7 RL A T—7UIEREFR
~LET,

show mac address-table notification

TRTCOAS X =T x4 AFERIF/ESINTA X —T = A
22595 MAC 7 L A @B ErERLET,

show mac address-table static

AAT 497 MACT RVA T—=7)V 2 hDOBEFRRL
7

show mac address-table vlan

HED VLAN O MAC 7 KL A2 F— 7 UIEREFERFLET,
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show mac address-table aging-time W

show mac address-table aging-time

FEDT RVA T =TV A VAR ADE—D T XA L FED VLAN EEITBEN 2 WGE
T3 _TD VLAN EOTRTOT KL A T—=TI A VAPV ADT =07 A A DERRTDHITIE,
show mac address-table aging-time = —¥% EXEC 2~ > F&fEH L ET,

show mac address-table aging-time [vlan vian-id] [ | {begin | exclude | include}

expression|
YUBYYADHBA  vlan vian-id (EE) #5ED VLAN Ox=—Y 7 44 MEBRERRLET, HETE 5
FAPHIL 1 ~ 4094 T,
| begin (EE) expression & —BT 21T LR REZFBLET,
| exclude ({ER) expression & —HT 21T RRNLERINL E T,
| include (L) $8E Sz expression & —ET HITERRICEDET,
expression ZHRAA b ELTHEATAHINOXTT,
ATk E—F  =—%EXEC
oY FOBERE yy—= EERAE
12.2(44)EX Ioawy RBEMEhE L,

FRALEDHM KS4Y VLAN BERHEESNARVEE, T3CO VLAN ICHT 32— 0 7 24 ARFRENET,

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7845, output %
BUITIEIR RS INETADR, Ouiput #E5TATIEIRSINE T,

i K OHITIL, show mac address-table aging-time =~ > FOH 12 R LET,

Switch> show mac address-table aging-time
Vlan Aging Time

1 300

W OHFTiX, show mac address-table aging-time vlan 10 =~ > FOH 2R L E 7,

Switch> show mac address-table aging-time vlan 10
Vlan Aging Time

10 300

Cisco IE 3000 XA wF IR K JI7 LR
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B  show mac address-table aging-time

BREaTY R avy kR B

mac address-table aging-time FAFIvr = NUMBMEREITEHIN%, MAC 7 R
VA T—7 VNI SN AR EZHRELET,

show mac address-table address #5F?D MAC 7 FL 2D MAC 7 FL X T—7 AR A R L
7,

show mac address-table count F_XTO VLAN F721345E &7z VLAN TFEELTWD T R
VAERRLET,

show mac address-table dynamic %1753+ 27 MAC7 RL A FT—7 L N DOHLERRLET,

show mac address-table interface fEn (o % —7 =4 2D MAC 7 KL &2 T —7 LIk E £ xR

LET,
show mac address-table TRTDA B —T A ZAFEIFBEEINT AL EZ—T = R
notification W29 5 MAC 7 RLABHREEZ RS LET,
show mac address-table static 22T 4 v MACT RLAT—T L o N DOHBEFRFELET,
show mac address-table vlan BED VLAN ® MAC 7 RL A T—7 WIS E2FRRLET,

Cisco IE 3000 R4 vF a2 K JI7 LR
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show mac address-table count W

show mac address-table count

F_XTCO VLAN 720138 ED VLAN IZFET DT R L A& KT 51213, show mac address-table
count =—Y% EXEC 2~ R&E#HHLET,

show mac address-table count [vlan vian-id] [ | {begin | exclude | include} expression]

DRy ZADEBE  vlan vian-id (EE) $ED VLAN O 7 FL 2 a2 FoRr LET, FETE 28T 1 ~ 4094 T7,
| begin (EE) expression & —BT 21T ORREZFBLET,
| exclude (ER) expression & —HT AT FmmnbERINL £,
| include (EE) $8E Sz expression & —ET DT RRICEHEDE T,
expression ZHARA b ELTHEATAHINOXTT,
avV kK E—F = —4 EXEC
av Y FORERE yy—= EERAE
12.2(44)EX oIy RPEMSHE L,

BEREDAA FS54>

VLAN BEPHEEINRWIEE, TXCO VLAN KT 57 LR BTy MRRFINET,

LEFHITIR, RXFE/NXERRBISNET, =& 21T, | exclude output & AJ) L7256, output %
BUITIER A INETAD, Output % ETATI ii‘%ﬂ“éﬂi‘f

i W OHFITiL, show mac address-table count =~ > RO &R L E T,
Switch# show mac address-table count
Mac Entries for Vlan : 1
Dynamic Address Count : 2
Static Address Count : 0
Total Mac Addresses H
BEaTUF avwyk 7L
show mac address-table address FHEDMACT RLAD MAC 7 KL A T—7 UERZ R
LET,
show mac address-table aging-time -+ ~T» VLAN £7-13fESNn7- VLAN D= — 7 X A
LERRLET,
show mac address-table dynamic A FIv 7 MACT RLARATFT—7 )L o M) OB EFRRL
£7
show mac address-table interface JED A % —7 x4 2D MAC 7 RL X F—7 L EH A2 E
~LET,
show mac address-table FTRCOA VB —T =24 AFERITBESNT A v 2 —T =1
notification Z1zxtT 5 MAC 7 L ZBMBEEZFR R LET,

| oL-13019-04-J
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B  show mac address-table count

avwyFk H LT

show mac address-table static AE2T 4w MACT RLVA T—T) 2 N DHREFRRL
ESraN

show mac address-table vlan HED VLAN ® MAC 7 RL R F—T7 W IER AR R LET,

Cisco IE 3000 R wF AWK Y77 LR
m. OL-13019-04-J |



| £2% CiscolE 3000 X1 ¥ F CiscolOS A<~ F

show mac address-table dynamic W

show mac address-table dynamic

HAFIvIIMACT RLA T—T7 2 b)) OHEFRT HIZ1E. show mac address-table
dynamic == — % EXEC a2~ > FEHEH LT,

show mac address-table dynamic [address mac-address] [interface interface-id] [vlan

vian-id]

[ | {begin | exclude | include} expression]

DURy Y ZADFHHA

address mac-address

UEE) 48ty PO MAC 7 FL A& ELET, A7 +—~ v M
HH.H T% (H# EXEC &— R CTOLEHFTHE),

interface interface-id

UEE) ~ v F v %794 F—T oA AREELES, B r>#—
Tz R LT, WEIR—FBLOR—F FYr xR HY £9,

vlan vian-id

(EE) ¥ €D VLAN O R R R LET, HETX &ML 1 ~
4094 T,

| begin (ER) expression & —HT DT bRRERBELET,
| exclude (L) expression & —BT DT RTNPORILET,
| include (L&) $87E I iz expression & —HT DT FRIZEDET,
expression BRRA N E LTHERATDHIINOATT,
avrkE—F  =2—%EXEC
av Y FOERE Jy—= EEANR
12.2(44)EX Zoavry RRBMENE LR,

EREDHA R4

i

LFEHTIE, KT ENTFREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

W OFHICIE. show mac address-table dynamic =~ > KO HZRLET,

Switch> show mac addre
Mac Address

Vlan Mac Address
1 0030.b635.7862
1 00b0.6496.2741
Total Mac Addresses fo

ss-table dynamic
Table

Type Ports
DYNAMIC Gil/2
DYNAMIC Gil/2

r this criterion: 2

| oL-13019-04-J
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B  show mac address-table dynamic

avwy kR

A

clear mac address-table dynamic

MAC 7 RL A F—Tinh, BEDODXAFIv T TR
AL MEEDA E =T 2 A LEDOTRTCOEAFI v TR
VA, £3HED VLAN EOT _RTCOLAFIv 7 T K
VAEHIBRLET,

show mac address-table address

HBED MAC 7 RLA2AD MAC 7 RL & F—7 LI A For
L/ij‘o

show mac address-table aging-time

$_T» VLAN £ ESn/72 VLAN D=—V 7 Z A
LERRLET,

show mac address-table count

T _TD VLAN E 7238 E S 472 VLAN THIEL TS T
U AR ZRRLET,

show mac address-table interface

BEDA v HZ—T 24 AD MAC 7 RL R T—7 VIEREFR
~LET,

show mac address-table static

28T 497 MACT RLAT—=71L 2 N DRrEFRRFL
*7,

show mac address-table vlan

HED VLAN O MAC 7 KL A F— 7 UIEREFERFLET,
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show mac address-table interface W

show mac address-table interface

BED VLAN DIREDA v X —T =2 AD MAC 7 KL R T —7 VIR EF T 521X, show mac
address-table interface =—% =~ K& L F 7,

show mac address-table interface interface-id [vlan vian-id] [ | {begin | exclude | include}

expression|
VORI ADBH  interface-id (EB) A F =T A A AT RBELET, AOBRA L F =Tz 2L
LTk, WEAR—FBIOHR—F FrxAndHy £7,
vlan vian-id (EE) FED VLAN O b U 23R LET, #iETE 28T 1 ~ 4094
‘/G‘é‘o
| begin (ER) expression & —HT 21T bFRzZM L £,
| exclude (fEE) expression & —HT HITERTFZNLRINLET,
| include (fLE) fRE SN expression & —HT D2ITERRIZEDET,
expression ZRARA P ELTHEMAT 2 HINOAXTT,
avYkFE—F  =2—#EXEC
av Y FORERE Jy—=x EERE
12.2(44)EX Zoavy RRBEMShE L,

BEREDAA FS4>

]

LFEHTIE, KT ENXTFREIENET, 72& 21, | exclude output & A L7255 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

wDOHFITirx. show mac address-table interface =~ > FOH HZR L E£7,

Switch> show mac address-table interface gigabitethernetl/2
Mac Address Table

Vlan Mac Address Type Ports

1 0030.0635.7862 DYNAMIC Gil/2

1 00b0.6496.2741 DYNAMIC Gil/2
Total Mac Addresses for this criterion: 2

BBEa<v R

avwy kR L]

show mac address-table address FBEDMACT FLAD MAC 7 RL A T—7 N IERAEF
RLET,

show mac address-table aging-time F_XTH VLAN /3B EESN VLAN O=—2 7 #
A LERRLET,
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W  show mac address-table interface

avwyFk H LT

show mac address-table count F_T® VLAN F723F €S/ VLAN TEEL TWD
T RLAEEFRRLET,

show mac address-table dynamic A+ MACT RLA T—7) = b OHrERR
L%,

show mac address-table notification T _XCHOA L X —T oA A FHITEEINTA X —T =
A AZxHT 5 MAC 7 RL R BMBEFERLET,

show mac address-table static 22T 47 MACT RLA T—7) 2 ) OIhzrFzR
L%,
show mac address-table vlan BED VLAN O MAC 7 RL A T —7 UEREZFRRLET,
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show mac address-table learning W

show mac address-table learning

F_XTO VLAN E£721345E L7z VLAN @ MAC 7 KL AFEDRAT —F A% RRT HITIL, show
mac address-table learning = —# EXEC =2~ RZ{HH L £,

show mac address-table learning [vlan vian-id] [ | {begin | exclude | include} expression]

SURYHZOBHA  vlan vian-id (£&) #ED VLAN OFE#RE2FE R LET, fHETE 28T 1 ~ 4094 T1,
| begin (EE) expression & —BT 21T LR REZFBLET,
| exclude ({ER) expression & —HT 21T RRNLERINL E T,
| include (EE) fRE SN expression & — T HTHRRICEDET,
expression ZWRRA P E LTHEMAT 2HARNOA T,
avY kR E—F 2 —# EXEC
avy FOBERE yyy—x EENE
12.2(46)SE1 Zoavwry RpNENENELE,

BEREDAA FS54>

BREXNT VLAN &, 2D VLAN TMAC 7 RV ARZENA X—TNA0nT 48 —T e ErRmT 51
X, ¥—Y— KZ¥$EE L7\ T show mac address-table learning =~ > R&ZFEHLET, T 741 b
X, 9XT® VLAN TMAC 7 KL RAZEE N A X —T )T, fix D VLAN OFE R T — & A& FKR
THITIE FEDO VLANID Z45ELCZDa~vy FEEHLE T,

LFHITIE, RLFENLFREISET, =& 21E, | exclude output & AJ) L7845, output %
BUITIEIR RS INETADR, Ouiput #E5TATIEIRSINE T,

i OB TIE, MAC 7 KLU ASE 23 VLAN 200 TF 4 B—T W72 »> T\ 5 Z & %7257 show mac
address-table learning =——¥ EXEC =2~ > RO ERLET,
Switch> show mac address-table learning
VLAN Learning Status
1 yes
100 yes
200 no
BREaTV R avwyFk HL
mac address-table learning vlan VLAN ® MAC 7 RV RAFEEP A 2 —TNVEIZT 0 &—7

ML ET,
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Bl  show mac address-table move update

show mac address-table move update

AL v FDO MAC T R A T—T7 VBT HEHOEREFK T 5121, show mac address-table move
update = —% EXEC a2~ > FEHEHALE T,

show mac address-table move update [ | {begin | exclude | include} expression]

DOBYYADEBRA | begin

(fEE) expression & —ET DTN ORREHIELET,

| exclude

(fEE) expression & —HET D72 XK RNORILET,

| include

(fE&) +85E S /= expression & —HT 2T RRICEDET,

expression

ZWARA e LTHEMRT2HIROXTTY,

avy kFE—F o —# EXEC

av Y FOBRRE Jy—2

EERE

12.2(44)EX

Zoavwry RRBMENELE,

EREDTA RS54y SUPHITIE. KT LTRSS ET, 72& 21E. | exclude output & A7) L7284, output %
BUITIEIR A INETADR, Ouiput ZE5TATIIRFSINE T,

fl K DOHITIL, show mac address-table move update =~ > FOH I EZRLET,

Switch> show mac address-table move update

Switch-ID : 010b.4630.1780

Dst

mac-address : 0180.c200.0010

Vlans/Macs supported : 1023/8320

Default/Current settings: Rcv Off/On,

Max
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Xmt
Xmt
Xmt
Xmt
Xmt

packets per min : Rcv 40, Xmt 60
packet count : 10

conforming packet count : 5
invalid packet count : 0

packet count this min : 0
threshold exceed count : 0

last sequence# this min : O

last interface : Po2

last src-mac-address : 0003.fd6a.8701
last switch-ID : 0303.£d63.7600
packet count : 0

packet count this min : 0
threshold exceed count : 0

pak buf unavail cnt : O

last interface : None

switch#

Xmt Off/On
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show mac address-table move update W

BIEa<T VR avok HL:
clear mac address-table move MAC 7 VR T—TNVBITHEB I 2 %27 VT LET,
update

mac address-table move update
{receive | transmit}

AL FEOMACT FLA T—TLABITEGRZRELET,
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B show mac address-table notification

show mac address-table notification

TRCDA L F—=T 2 A ZAETFBEDA » F—T7 =4 AD MAC 7 R L A @A T &2 ForT D21,
show mac address-table notification ——% EXEC a2~ FZEHL £9,

show mac address-table notification {change [interface [interface-id] | mac-move |
threshold} [ | {begin | exclude | include} expression]

YUBYYADEGH  change MAC ZHEAEED ST A —& LIBET — T V&2 FKRLET,
interface EE) TR_TCOA v E—T = A ADWEHEFRRLET, A 54—
Tz AL, WEFR—FBLOF— b F¥ XL TT,
interface-id EE) fHESNTIA v F—T oA ADEREFERLET, BHRA L 2 —
Tz AL, R —FBLOF— b F¥ RALTT,
mac-move MAC 7 RV ABENBHMDO AT —F XA 2K R LET,
threshold MAC 7 RLADF—T A LEVWVMEE=X Y LV T DR TF— X A5 FRLE
R
| begin (EE) expression & —BT 51T bR REHMBLET,
| exclude (EE) expression & —HT 21T KRRV ORI LET,
| include (EE) HBE ST expression & —T D172 FRICEDET,
expression BWREA L FELTHERTZHIANORTT,
OV K E—F =—H EXEC
av Y FOER Jyy—=x EERA
12.2(44)EX Zoa<wy RRNEBMEE L,

ERLEDAA FS54>

]

F—TU— KZ4EE L7\ T show mac address-table notification change =~ > F&fiH 35 &
MAC 7 KL AL EBEMEEN A 3 — T AT 4 £—7 L h, MAC BEIRNE, BT —7 Lok
Hrr bV, BLXOBBRT—T7VORFEFR R LET,

FTRCDOA VA —T =2 A ADWMELRRT DX, interface ¥ — U — K& H LE T, interface-id
BENDEE, RELIEA L E =T 2 A ADT T T ORPFERENET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETEAD, Output ZETITIIRREINET,

WOHFITiX, show mac address-table notification change =~ > RO 1 E R LET,

Switch> show mac address-table notification change

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 60 secs

Number of MAC Addresses Added : 4

Number of MAC Addresses Removed : 4

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 100
Current History Table Length : 3
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show mac address-table notification

MAC Notification Traps are Enabled

History Table contents

History Index 0, Entry Timestamp 1032254, Despatch Timestamp 1032254

MAC Changed Message :

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1

History Index 1, Entry Timestamp 1038254, Despatch Timestamp 1038254
MAC Changed Message :

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0000 Module: O Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0002 Module: 0 Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

History Index 2, Entry Timestamp 1074254, Despatch Timestamp 1074254
MAC Changed Message :

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0000 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0001 Module: 0 Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

BEa<YF avwoFk B

clear mac address-table notification MAC 7 FL 2@ e — )L oo 227 U7 LET,

mac address-table notification MAC 7 RV AZE® B, F/-E7 FLAXA =71 L&
> MAC 7 R L R Z A R — 7 VI LET,

show mac address-table address FHEDMACT7 RLAD MAC 7 RL A T—7)VIE#R % For
LET,

show mac address-table aging-time 4 ~T» VLAN £/ i3Sz VLAN O=— 7 Z 4
LERALET,

show mac address-table count F_XTO VLAN F73EEE N7 VLAN THIELTWE T

FLAEERRLET,
show mac address-table dynamic EAFIv I MACT RL A T—T7)L 2 N DOIhEFRRL

e

show mac address-table interface BEDA 2 —Tx2A AD MAC T RL A T—7 VIERAFH
RLET,

show mac address-table static AET 47 MACT RVA 77—V 2 M) DIREERL
e

show mac address-table vlan BED VLAN ® MAC 7 RL A T—T NWEREZERLET,

| oL-13019-04-J
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W show mac address-table static

show mac address-table static

AET 47 MACT RLVA T—7)0 > b OAHR%EFRRT HIZIE, show mac address-table static
2 —H EXEC o~ FEEH L ET,

show mac address-table static [address mac-address] [interface interface-id] [vlan
vian-id]

[ | {begin | exclude | include} expression]

VR ADEBA  address mac-address

(EE) 48ty FOMAC 7 FLAZELET, A7+ —~ v M
HHH T3 (e EXEC & — R TORLEHATHE),

interface interface-id

EE) ~vF oI E8T5A4 07— A AEMELET, FR1
F =Tz XL LTUE WHER-FBIUOR—F F¥yxrnbHv £,

vlan vian-id

EE) BED VLANOT FL2AE2FRLEYT, HETELHMAIK 1 ~

4094 T4,

(EE) expression & —BT 51T LRRERMBLET,

(EE) expression &L =BT HITERFNLHRINLET,

(L&) $8E SNz expression & —8HT DT BRICEDET,

SRS P ELTHERT 2 HAIRNOXTT,

| begin

| exclude

| include

expression
avYkFE—F  =2—%EXEC

avy FOBERE yy—=

EERARE

12.2(44)EX

Zoawry RpBIMEnE L,

BRLOAMA RS54y FoITid, RXFEDAIFREBISAET, 2L 21E. | exclude output & NS L7I=84 . output %
ETITIIFRRSNETEAD, Output ZETITIIRRINET,

1 wOFH L, show mac address-table static =~ FOH 2R L E T,

Switch> show mac address-table static
Mac Address Table

Vlan
All
All
All
All
All
All

4
6

.cccc
.0000
.cccd
.0001
.0004
.0005
.0004
.0007
Total Mac Addresses for

Type Ports
STATIC CPU
STATIC CPU
STATIC CPU
STATIC CPU
STATIC CPU
STATIC CPU
STATIC Drop
STATIC Drop

this criterion: 8

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show mac address-table static

BEaITUF avwok B
mac address-table static MACT7 RV AR T—TNWIZAZT 47 7T RLUAZEBML

F7,
mac address-table static drop =% Y A NMACT RLR T4 NHE Y o ThAAFx—T )L

WU, BFEDBETLEIFSE MAC 7 KL AE RO R T
T4l Ryl THECAAL v TFERELET,

show mac address-table address HBEDMACT FLAD MAC 7 KL A T—7 W EREF
~LET,

show mac address-table aging-time F_RTO VLAN F723 58S/ VLAN O —V v 7 4
A LR RLET,

show mac address-table count T RTD VLAN E72I13HEE S 4172 VLAN THIEL TV D
T RVAEERRLET,

show mac address-table dynamic EAFIv 7 MACT RLA T—7L 2 8 OIrEFRR
LET,

show mac address-table interface BEDA L EZ—T 2 AD MAC 7 LA T—7 LiE#H %
ERLET,

show mac address-table notification <+ _XCTHOA L X —T oA AFHITBEINEAS L X —T =
A AZ%T D5 MAC 7 RLURABHREEZR R LET,
show mac address-table vlan B D VLAN O MAC 7 RL X F— 7 UEREF R LET,

Cisco IE 3000 XA wF IR K JI7 LR
| oL-13019-04-J .m.



$2%E CiscolE 3000 R4 vF CiscolOS av> F |

W  show mac address-table vian

show mac address-table vilan

EE®D VLAN ® MAC 7 KL A2 T —7 VIERZ£RT 5121%. show mac address-table vlan == —°
EXEC =~ FaEMALET,

show mac address-table vlan vian-id [ | {begin | exclude | include} expression]

DURy Y ZADFHHA

vian-id (f£8) #BED VLAN ©O7 L A% FR LET, fETE HHPHIE 1 ~ 4094 TT,
| begin (EE) expression & —EHT DT bRAEZHB L ET,

| exclude (ER) expression & —H T DITEERMLERILET,

| include (EE) $87E Ihiz expression & —ET DT FRIZEDET,

expression  BWRKA L FE L TEMATZHINORTT,

avy Kk E—F o —# EXEC
avY FOERE yy—=x EEAR
12.2(44)EX ZToavy RABMENE LT,

BEREDAA FS54>

]

LFFNTIE, RXFLNLERRIENET, 72& 2L, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

wOHFTirx, show mac address-table vlan1 =~ > FOH H 2R L E£9,

Switch> show mac address-table vlan 1
Mac Address Table

Vlan Mac Address Type Ports
1 0100.0ccc.cccc  STATIC CPU
1 0180.c200.0000 STATIC CPU
1 0100.0ccc.cccd STATIC CPU
1 0180.c200.0001 STATIC CPU
1 0180.c200.0002 STATIC CPU
1 0180.c200.0003 STATIC CPU
1 0180.c200.0005 STATIC CPU
1 0180.c200.0006 STATIC CPU

1 0180.c200.0007 STATIC CPU
Total Mac Addresses for this criterion: 9

Cisco IE 3000 R wF AWK Y77 LR
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show mac address-table vian W

BlEaT YK avwyFk B

show mac address-table address FBEDMACT7 RLAD MAC 7 RL A T—7 LA %
~LET,

show mac address-table aging-time T _TO VLAN £ 13 ESNn= VLAN o= —> 7 &
A LERRLET,

show mac address-table count T _XTO VLAN F7213#8E Sh7z VLAN THEEL TWD
7 RV AEERRTLET,

show mac address-table dynamic A FIv 7 MACT RLAR FT—7)L 2 b ORhEFER
L%,

show mac address-table interface BEDA v Z—Tx2AZD MAC 7 KL 2 F—7 L5 R%E
ERLET,

show mac address-table notification T _XCHOA L X —T A AFHITEESINTA X —T =
A RZxtT D MAC 7 RLRABMBREEZR R LET,

show mac address-table static 28T 4 v MACT RLVA FT—7) = M) OBhZFRR
LET,

Cisco IE 3000 XA wF IR K JI7 LR
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B showmis qos

show mls gos

7' m—s30 72 QoS (Quality of Service) sXE1f#a £ d %121%, show mls qos == —¥ EXEC =1~
RE[EHLET,

show mls qos [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & —BT 21T OERRZBBLET,
| exclude (FEE) expression & —ET 21T RBEMLIFRILET,
| include (L&) HRE Sz expression & —ET 21T R RICHEOET,
expression ZHRA L FELTHERT2HIANDOATT,
A kFE—F 2% EXEC
a2 FORERE yy—=x EERE
12.2(44)EX Zoa<wry RRNBMENE L,

EREDAA FS54>

FHITIE, RLFENLFREI SN ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIEIR A INETADR, Ouiput ZE5TATIEIRFSINET,

i WOFTIE, QoS 34 F—7 /LT DSCP &ilh b A % — 7 /L DA D show mls qos =~ > RO %R
LET,
Switch> show mls qgos
QoS is enabled
QoS ip packet dscp rewrite is enabled
BEa<>F avwyFk SiEA
mls qos AZA v FERITH LT QoS A4 F—T NI LET,

Cisco IE 3000 R wF AWK Y77 LR
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show mis qos aggregate-policer W

show mls qos aggregate-policer

QoS (Quality of Service) 77 U 7'— bk R U P —FEE KT HI21E. show mls qos
aggregate-policer = —¥% EXEC a2~ FAMEHLE T, AU —i, RRFHLEEHE, FRKAA—R
MEESA X BROWTNNORKEZ B L7256 O LiELERLET,

show mls qos aggregate-policer [aggregate-policer-name] [ | {begin | exclude | include}
expression|

YUBYYADGE  aggregate-policer-name (£E) BESNTEARIORY v —REEFRLET,
| begin (EE) expression & —HT 21T bR FREZMBLET,
| exclude ({EE) expression & —ET 2T 2R RN BERINLET,
| include (EE) $BE SNz expression & —ET HITERRICEDET,
expression SRR A N LTEATLIHIINOX T,
avV kK E—F = —4 EXEC
av Y FORERE yy—= EENE
12.2(44)EX Zoavwry RpNENENELE,

BEREDAA FS54>

LFFNTIE, RXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

£l WOFITIX, show mls qos aggregate-policer =~ > NOH &R LET,
Switch> show mls gos aggregate-policer policerl
aggregate-policer policerl 1000000 2000000 exceed-action drop
Not used by any policy map
BZEav2 kR = N Bie
mls qos aggregate-policer RV — <y TNTEED I FAREETHR) — T XA —F
EERLET,

| oL-13019-04-J
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W show mis gos input-queue

show mls gos input-queue

AT1% 2—® QoS (Quality of Service) &K ~7 5IZi%. show mls qos input-queue = —# EXEC =
v REfERLET,

show mls qos input-queue [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & —BT 2T bR RZMBLET,
| exclude ({EE) expression & —ET DT R TNDBERINLET,
| include (EE) fRE SN expression & —HT HTEERIZEDET,
expression ZHARA L N LTHERTA2H IO T,
AT K E—F  =—%EXEC
Y FOBERE yy—= EERE
12.2(44)EX Zoa<wry RRNBMENE L,

EREDAA FS54>

]

FHITIE, RLFENLFREI SN ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIEIR A INETADR, Ouiput ZE5TATIEIRFSINET,

W DFITIL, show mls qos input-queue =~ FOHZRLET,

Switch> show mls gos input-queue

Queue : 1 2
buffers : 90 10
bandwidth : 4 4
priority : 0 10
thresholdl: 100 100
threshold2: 100 100

Cisco IE 3000 R wF AWK Y77 LR
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show mis qos input-queue Wl

BZEa<F avwok e
mls qos srr-queue input bandwidth Shaped Round Robin (SRR; =4 7K 7 K mE )
DEASEANTTF 2 —IZEID BTET,

mls qos srr-queue input buffers AFF 22—y 77 8D Y CTET,

mls qos srr-queue input cos-map B Y Toriicth—vR 7Z 2 (CoS) fliE AT =2—IT
v~y 7L, CoSfEEFa2—, LEVWEIDIZHIY YT
i‘j_o

mls qos srr-queue input dscp-map ) v 24 T 5 17~ Differentiated Service Code Point (DSCP)
HEANFa—ll~vy 7L, DSCPfEizFa—& L&
VME ID 12810 ¥ TET,

mls qos srr-queue input ANTFZAFVT 4 Fa—%REL, WHIEZRIEL £,
priority-queue
mls qos srr-queue input threshold Weighted Tail-Drop (WTD) L &VWMED/X—k L F& AT)

Fa—IZH HTES,

Cisco IE 3000 XA wF IR K JI7 LR
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W show mis qos interface

show mls gos interface

QoS (Quality of Service) 1F# & A — b L~V TE/RT HIZ1E, show mls qos interface =—— EXEC
av s REFHLET,

show mls qos interface [interface-id] [buffers | queueing | statistics]
[ | {begin | exclude | include} expression]

YUBYYADGHE  interface-id (L) fHESNFZAR— D QoS E#EF R LET, HETEHM ¥ —T = A
AL LT, WHA—-FLEENET,
buffers (EE) ¥a—MoRNy 7 7E DY TEERLET,
queueing EE) Fa—A 708 GtAERE Y 2—ErY) BIUOFa—THIEL
Ty xA FEFRRLET,
statistics (E:7) 25{5 & 7= Differentiated Service Code Point (DSCP) fE & #—b %

77 A (CoS) fE, H1¥ =2 —HLTHa—IZ ANBNTT v METZITAIBR
SINTEARTy M, BEORI Y=L 07077 A VNDORT y ML 7
T 7 ANIDRT y M EOFEHERE FoR L E T

| begin UEE) expression & —BT AT bR REZRIBLET,

| exclude (EE) expression & —HT {72 REZNPOLRALET,

| include (EE) HBE S expression & —ET HITERRICEDET,
expression SZRARA N LTHEATZHIINOAXTT,

(G¥)  policer ¥—U— R, a~> RIAL DO~ T AN AR ERENETH, Y R—bShTHE
A,

avy kE—F 2 —+4 EXEC

av Yy FOERE Jy—= EERE
12.2(44)EX Zoavwy KBNS E LT,

BRLOAMA RS54y FoITid, RXF LTRSS ET, 2L 2i1E, | exclude output & NS L7=84 . output %
ETITIIFRRSNETEAD, Output ZETITIIRREINET,

1l WROHFITIL, VLAN _—2 QoS 23 A 32— VD4 D show mls qos interface interface-id =~ K
DN ERLET,
Switch> show mls gos interface gigabitethernetl/1
GigabitEthernetl/1

trust state:not trusted
trust mode:not trusted
trust enabled flag:ena
COS override:dis
default COS:0

Cisco IE 3000 R wF AWK Y77 LR
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DSCP Mutation Map:Default DSCP Mutation Map
Trust device:none
gos mode:vlan-based

show mis qos interface W

WOFITIE, VLAN ~X—2 QoS 37 4 & —7 /L D4 D show mls qos interface interface-id 2~ >
FohzERLET,
Switch> show mls gos interface gigabitethernetl/2

GigabitEthernetl/2
trust state:not trusted

trust mode:not trusted
trust enabled flag:ena
COS override:dis
default COS:0

DSCP Mutation Map:Default DSCP Mutation Map
Trust device:none

gos mode:port-based

K OHITIL, show mls qos interface interface-id buffers =~ > FOH 1R LET,

Switch> show mls gos interface gigabitethernetl/2 buffers

GigabitEthernetl/2
The port is mapped to gset : 1
The allocations between the queues are : 25 25 25 25

W& DOBFITIL, show mls qos interface interface-id queneing =~ > KOH T E/RLET, HIBER

¥ = —I3,

GigabitEthernetl/2

Egress Priority Queue

Shaped queue weights
Shared queue weights
The port bandwidth limit : 100
The port is mapped to gset : 1

renabled
(absolute) 25 0 0 0
25 25 25 25

(Operational Bandwidth:100.0)

% E X 37- Shaped Round Robin (SRR) O FEAZ M L E T,

Switch> show mls gos interface gigabitethernetl/2 queueing

W OB T, show mls qos interface interface-id statistics =~ > NOH N Z/RLET, £ 2-3212, =
DODHATRRINDE T 4 — NV FOBAZ R LET,

Switch> show mls gos interface gigabitethernetl/2 statistics

O O O O O O O O o o o o o

GigabitEthernetl/2

dscp: incoming

0 - 4 4213
5 -9 0
10 - 14 0
15 - 19 0
20 - 24 0
25 - 29 0
30 - 34 0
35 - 39 0
40 - 44 0
45 - 49 0
50 - 54 0
55 - 59 0
60 - 64 : 0
dscp: outgoing

0 - 4 363949
5- 9 0
10 - 14 0

O O O O O O OO o o o o o

O O O 0O OO O O o o o o

O O O O O OO o o o o o

| oL-13019-04-J
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W show mis qos interface

15 - 19 : 0 0 0 0 0
20 - 24 : 0 0 0 0 0
25 - 29 : 0 0 0 0 0
30 - 34 : 0 0 0 0 0
35 - 39 : 0 0 0 0 0
40 - 44 : 0 0 0 0 0
45 - 49 : 0 0 0 0 0
50 - 54 : 0 0 0 0 0
55 - 59 : 0 0 0 0 0
60 - 64 : 0 0 0 0
cos: incoming
0 - 4 : 132067 0 0 0 0
5 - 9: 0 0 0
cos: outgoing
0 - 4 : 739155 0 0 0 0
5- 9 90 0 0
Policer: Inprofile: 0 OutofProfile: 0
#* 2-32 show mls qos interface statistics ® 7 1+ —JL FD&REA
TJa4—ILF BieA
DSCP incoming DSCP fE Z L1235 LTe "7 v MK
outgoing DSCP EZ L IZEE LIz X7 > MK
CoS incoming CoSTEZLIZZIELE-Ny v MK
outgoing CoSHZ LITEE L= T vy MK
Policer Inprofile RV —Tb7Ta7 7y A VN Y MK
OutofProfile RUF—T,nTa7y A N4y M
BEa<TFR avw vk BL
mls qos queue-set output buffers Ny Zr7hEFa—ty MIEIY LB TET,
mls qos queue-set output threshold Weighted Tail-Drop (WTD) L& WEAZREL, v

TrDT_ATEVT 4 Z2RKAEL, Fa—ty MIHTD
RRAEVHIDETERELET,

mls qos srr-queue input bandwidth SRR DEH % AN F 2 —I2E ) Y TET,

mls qos srr-queue input buffers ANFa—Rc Ny 77 5E Y CTET,

mls qos srr-queue input cos-map CoSfEZ ANNIFa—lc~v o7, F7-1% CoS i%E

Fa—BLUOLEWEID IZvy B LET,

mls qos srr-queue input dscp-map DSCPEZ AS1F a2—Ilz~w v 7. £7-13 DSCP 5%

Fa—BLUOLEWEID ICvyEZLET,

mls qos srr-queue input priority-queue A S 7S5 A 4V TF 4 F2—FHREL. HIHEEZ L ET,

mls qos srr-queue input threshold WTD LEVMED S—F > M &2 AHF = —I28 ) YT E,
mls qos srr-queue output cos-map CoS iz ¥ a—lc~vv 7, 713 CoS %

Foa—BIOLEIVWEIDICw Y7 LET,

mls qos srr-queue output dscp-map DSCP izt /1F¥F = —ic~ >y ¥ 7. £7-1% DSCP %

Fa—BLOLEWEIDIZvvy LI LET,

policy-map

RY V= <~y TR ETCIER L ET,

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show mis qos interface W

avwy kR

SiBA

priority-queue

R—F ECHIBREX 22— A X—T VI LET,

queue-set

Fa—%y MNIKTAEIR— 2~ 7 LET,

srr-queue bandwidth limit

R— b TORRKEZHIRL £,

srr-queue bandwidth shape

Vx—VE U EINTEAEEVY T, A—hIvv BT
Shi-tH 12— 4 D THIEZ > =— 7 LET,

srr-queue bandwidth share

EHEFTL2EALZFIVY T, R—MIvyEr 73Nzt
Fa— 4 OTHEZ LA LET,

| oL-13019-04-J
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W show mis qos maps

show mls gos maps

QoS (Quality of Service) ~ v V' Z1FEWMAER T 511X, show mls qos maps = —# EXEC @2~

FEEALET, SETIE QSIE~vy Ly T—TAZHEHLT NI 74 v DT IFAF VT 4 %

FaRl, ZIELEYV—ER 7 F X (CoS). Differentiated Service Code Point (DSCP). F7-i% IP
precedence 2> 5T % CoS 7213 DSCP fEZ TS L 7,

show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-mutation dscp-mutation-name | dscp-output-q | ip-prec-dscp | policed-dscp] [ |
{begin | exclude | include} expression]

YUBYYADEGB  cos-dscp (f£#) CoS/DSCP ~ v 7% # R LET,
cos-input-q () CoS ANFa—DLEWE~ vy 72 &R LET,
cos-output-q (f£EE) CoS HiFa—DLE Wi~y 2R T LET,
dscp-cos ({EE) DSCP/CoS ~v v 7 uHF R L ET,
dscp-input-q ({£&) DSCP ASjFa— L& Wi~y 72 R RLET,
dscp-mutation dscp-mutation-name (F£E) {5 &N 7= DSCP/DSCP-mutation ¥ v 7' &#F R L £17,
dscp-output-q ({EE) DSCP i hFa— L& WM~y 72 R R LET,
ip-prec-dscp ({E7) IP precedence/DSCP v v 7’ #H R LET,
policed-dscp (EE) RV v 7 EDSCP vy 75 R R LET,
| begin (fEE) expression & —B T DTN LR RZRBLET,
| exclude (FER) expression & —HT DT R TR HERALE T,
| include (EE) 45 &N iz expression & — T 2T FRICEDFE
R
expression BWARA L N E LTHERAT IHINOATT,
AvY kR E—F  =—%#EXEC
vy FORERE Jy—=x EFENRE
12.2(44)EX Zoa<wy RRNEBMERE L,

EREDAHA R34y

LFHTIE, KXFENXERRJISNET, =& 21E, | exclude output & A L7284, output %
BUITIIRRENEEAD, Output % ETITIER RS NET,

RY v 7#%E DSCP, DSCP/CoS. 3 & U DSCP/DSCP-mutation ¥ > 71, = VU v 7 R & LTH
RENET, dl FITiX, DSCP THROLBEEEDEHWFEZIET LET, d2 47T, DSCP TR b B
DRV ZRRELE T, dl B L0 A2 Eo@EH s Tk, A Y v 73 &E DSCP, CoS, F7-1E
Mutated-DSCP fE ##2f: L £4, 7= & %1E. DSCP/CoS ~ v 7 Tl%, DSCP i 43 i% CoS fi 5 1Zxts
LET,

DSCP A/1F¥F2a—LEWVMEBLIODSCP ¥ a—LXWMl~vy FlE, v NV w7 R e LTHEREIN
F9, dlHITIE, HLEHEEOE W DSCP FE5OHEZHELE T, d2 17T, KbEEEOE N
DSCP H 5O fEELEY, dl ERB IO A2 @ SIE. F2—ID & LEVWEID 257 LFE9,
72& 21X, DSCP AfiFxa— L& WHE~ v 7 Tid, DSCPE 43 iZF¥=—2 BLOLEWE 1 (02-01)
WCRHSET D Z 8872 £9,

Cisco IE 3000 R wF AWK Y77 LR
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]

show mis qos maps W

CoS AJFa—LEWEBLPCoS H1Fa—L&EVWE~ v 7%, CoS EE —&F LT, 5Ed 5
Foa—IDBLOLEVWEIDIZ2 ZBEHEDOITIZERLTWET, =& 21, CoS ANFa2—L &Vl
~y 7T, CoOSTE S IEFa—2BIOLEWE 1 Q-1) kST 2Z &1ck0 £,

W OFITIL, show mls qos maps =~ > ROH 1 ERLET,

Switch> show mls gos maps
Policed-dscp map:

dl : d2 0

Dscp-cos map:
dli : d2 0

cos: 0

8 16 24 32 40 48 56

IpPrecedence-dscp map:

ipprec:

0

1

2

8 16 24 32 40 48 56

0

Dscp-outputg-threshold map:

dl :d2 0

1

2

| oL-13019-04-J
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W show mis qos maps

Dscp-inputg-threshold map:

dl :d2 0

1

Cos-outputg-threshold map:

Ccos:

0

1

2-1 2-1 3-1

queue-threshold:

Cos-inputg-threshold map:

CoOs:

0

1

1-1 1-1 1-1

queue-threshold:

Dscp-dscp mutation map:
Default DSCP Mutation Map:

di : d2 0 1

2 3

4

BEa<TFR avwvk

SitEA

mls qos map

CoS/DSCP + v 7', DSCP/CoS ~ v 7,
DSCP/DSCP-mutation ¥ »» 7', IP precedence/DSCP ~ > 7',
BLORY v 7#REDSCP v v 72 ER L LT,

mls qos srr-queue input cos-map

CoSEEZ AN F2—IZ~v v, $E CoSixF=2—%
FOLEWEIDIZ~w Yy B LET,

mls qos srr-queue input dscp-map

DSCP & AN ¥ 2 —iZ~ v ¥/ £7-13 DSCP % % = —
BIOLXWMEIDIZYyE U7 LET,

mls qos srr-queue output cos-map

CoSfEZ ¥ a=a—lc~y 7, £1F CoSfEEF2—F
FOLEWEIDICvy 7 LET,

mls qos srr-queue output dscp-map

DSCP iz iF¥F a—lZ~v ¥ 7, £721L DSCP fi%x % = —
BXOLxWEIDIZwy L7 LET,

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show mis qos queue-set W

show mls qos queue-set

H71% = —® QoS (Quality of Service) #F/ 77 51Zi%. show mls qos queue-set = — ¥ EXEC =2+

YREMEALET,

show mls qos queue-set [gset-id] [ | {begin | exclude | include} expression]

DURYY AN gset-id

(EE) ¥a2—ky b ID T, HEAR—MI¥xa—ky MIBEL., RN— MHEAL
THAF2—4 >0 R CE2EELET, HBETEAHMAILT1 ~2 T,

| begin

(fEE) expression & —BT 2T bR RZHMBLET,

| exclude

(fEE) expression & —ET DT RRNPORILET,

| include

EE) FBESINT expression & —KT D17 2RRICEDET,

expression

ZRAA P ELTHERAT2HINOAXTT,

avy Kk E—F o —# EXEC

avY FOERE yy—=x

EERE

12.2(44)EX

Zoavwry RRBMENELE,

BREDHA FSM4Y  CFEHITIE, KXFEALEREERET, 72 & 21F, | exclude output & A L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l WOFHITIL, show mls qos queue-set =~ > KO ERLET,

Switch> show mls gos queue-set

Queueset: 1
Queue

buffers
thresholdl:
threshold?2:
reserved
maximum
Queueset: 2
Queue

buffers
thresholdl:
threshold2:
reserved
maximum

1 2 3 4
25 25 25 25
100 200 100 100
100 200 100 100
50 50 50 50
400 400 400 400
1 2 3 4
25 25 25 25
100 200 100 100
100 200 100 100
50 50 50 50
400 400 400 400

| oL-13019-04-J
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W show mis qos queue-set

EEa< Uk avyFk ET:
mls qos queue-set output buffers Ny T77EFa—Tky MIEIY Y TET,
mls qos queue-set output threshold Weighted Tail-Drop (WTD) L & \WMEZHEL, Sy 77D
TRAZEY T 4 ZRFEL, Fa—ky MIHTIHRKRATE
VEIDYTCERELET,

Cisco IE 3000 R wF AWK Y77 LR
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show mis qgos vian W

show mis qos vian

Switch Virtual Interface (SVD IZEH SN TWERY ¥ — = v 7% K7 T 521X, show mls qos vlan
a2—W EXEC a~> FEHEHLET,

show mls qos vlan vian-id [ | {begin | exclude | include} expression]

YUBVIADBE  vian-id KU v — ~ v 7 EFRT HIIC SVI O VLANID 2 J6E L £, JHECE 5
FPHIZ 1 ~ 4094 T,
| begin (EE) expression & —HT 21T bR-EZHBLET,
| exclude UEE) expression & —BT 275 RTNLERINLET,
| include EE) FBESINT expression & —KT D17 2RRICEDET,
expression ZRAA Y N E LTHEATHZHIINORXTT,
avYkFE—F  =2—#EXEC
2Ty FORERE Jyy—= TENE
12.2(44)EX Zoavwry RRBMENELE,

BEREDAA FS54>

show mls qos vlan =~ > R 5O H 1L, VLAN ~X—2Z® QoS (Quality Of Service) 234 r—7 /L
THERY v — vy TRRESN TV DHEADLE®RRH Y £,

LFHITIE, KRLFENLFREISNET, =& 21, | exclude output & AJ) L7845, output %
BUITIEIR RS INETADR, Ouiput #E5TATIEIRSINE T,

fl KOHITIL, show mls qos vlan =~ > RO EZRLET,
Switch> show mls qos vlan 10
V1anlO
Attached policy-map for Ingress:pm-test-pm-2
BEa<>F avwyk A
policy-map BHOFR— MIEATELRY v— v o TEEREITEE
L. RV v—~y T arr7 s Fal—rar T— REEHBL
i‘j‘o

| oL-13019-04-J
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Hl  show monitor

show monitor

AA v TFDTRTDAAL vF KR—F 7TFZ 4% (SPAN) LU Remote SPAN (RSPAN) v
g UERAEFRT S I121E, show monitor = —¥ EXEC 2~ > FAMBHLET, a~vr FloF—U—
REHETDHZ LT, FFEDEYYay, 7Ty vay, ¥Cou—hrtyrar, ¥
THOVE—h By a B ERTEET,

show monitor [session {session_number | all |local | range /ist | remote} [detail]] [ | {begin
| exclude | include} expression]

DBV ADHEA  session (EE) #5ED SPAN & v a v OE#REF R LET,
session_number SPAN £721Z RSPAN Ot v v a U FEEHELET, HETE H#MHIT
1~ 66 C7,
all TANTDSPAN By v g 2R RLET,
local n—AD SPAN By arDhzFrLET,
range list SPAN & v v a OB (list (ZH ety v a VOfH) 2R - LET,
1oy vay, ity va  f L2 SOFFTRRIN, B
DOENMED ZRONIEELET A 7 TRV ET), Br~REY
DNT A—=Z W, FTlENA 7 AREDOFIAIZ AN—AIAT LER A,
GE) ZoF—U— i, $H EXEC £— FOEE O A AT HE T,
remote VE—FDSPAN t v arDhZgEFLET,
detail (EE) HHEDE Yy v a v oMiEREFZRLET,
| begin expression & —HT AT LR RERBLET,
| exclude expression & —ET AT 2 FRINBERINL £,
| include fRE STz expression & —HT DT RRICEDET,
expression SZRAA L NELTHERTAHIIANORXTT,
a2V F E—F = —H EXEC
av Y FORERE Jyyy—=x EEANR
12.2(44)EX Ioawy RBEMEE L,

BEREDAA FS54>

XFFNTIHE, KRXFL/NCERRBENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

show monitor =~ F & show monitor session all =~ > FOHIL[FE T TT,

Cisco IE 3000 R wF AWK Y77 LR
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show monitor H

i &Iz, show monitor == —% EXEC =~ > FOHAHIZRLET,
Switch# show monitor
Session 1
Type : Local Session
Source Ports
RX Only : Fal/l
Both : Fa2/2-3,Fa2/5-6
Destination Ports : Fal/2
Encapsulation : Replicate
Ingress : Disabled
Session 2
Type : Remote Source Session
Source VLANs
TX Only : 10
Both : 1-9
Dest RSPAN VLAN : 105
WORTIX, v—H/ SPAN %{Ett v 3 > 1 I2%9 % show monitor == — EXEC =2~ RDOH
NERLET,
Switch# show monitor session 1
Session 1
Type : Local Session
Source Ports
RX Only : Fal/1l
Both : Fa2/2-3,Fa2/5-6
Destination Ports : Fa2/8
Encapsulation : Replicate
Ingress : Disabled
OB T AT ST 7 4 v V%R A F—T W LT72%A @ show monitor session all = —4 EXEC
av ROWMNERLET,
Switch# show monitor session all
Session 1
Type : Local Session
Source Ports
Both : Fal/2
Destination Ports : Fal/3
Encapsulation : Native
Ingress : Enabled, default VLAN = 5
Ingress encap : DOT1Q
Session 2
Type : Local Session
Source Ports
Both : Fal/5
Destination Ports : Fal/8
Encapsulation : Replicate
Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged
EEaTUF avyk L]
monitor session SPAN %721% RSPAN & v v a » &2Bth, F723EIELET,

| oL-13019-04-J
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B  showmvr

show mvr

BIFE® Multicast VLAN Registration (MVR) 7' m—/ 3L XT XA —Z 52 FRTHIZIE, ¥—T—F%
FEE L 72V T show mvr 554 EXEC 2~ REANLET, BRINDDIE, MVR A X—T7 L Th
HMEI D, MVR w/LF %+ 2~ VLAN, K7 = U — 5B, v~V FXF¥ X N 0 —78, B
L O'MVR &— K (dynamic ¥ 721% compatible) T,

show mvr [ | {begin | exclude | include} expression]

DBV ADHHA | begin (=) expression & —B T 21T bR TEZMBLET,
| exclude (fEE) expression & —HT 2T RR"MOBIRINL LT,
| include (EE) 485 Sz expression & —ET DT 2R RICEDET,
expression AL M LTHERT2HIINOXTT,
ATV K E—F  FE EXEC
Y FOBERE Jy—=x EENE
12.2(44)EX Zoa<wry RRNBMENE L,

EREDAA FS54>

]

LFHITIE, KXFENDXFREIENET, 72& 21E, | exclude output & AJ) L7234, output %
EUITIXIR R SNETAD, Output 8 TITIIR R ENET,

WOFTIX, showmvr 2~ FOHFEZRLET,

Switch# show mvr

MVR Running: TRUE

MVR multicast VLAN: 1

MVR Max Multicast Groups: 256

MVR Current multicast groups: 0

MVR Global query response time: 5 (tenths of sec)
MVR Mode: compatible

FROFITIE, AT Fx A I —T OREKEIE 256 TT, MVR E— KL, compatible (Catalyst
2900 XL A A v F 3 L Catalyst 3500 XL A A v F Ld@ih 3 2354) F£7-20% dynamic (B{EA IGMP
AX—E U TEEE —BWRH Y | BHETAR— N ETHAF Iy 7 MVR ANy TR R— &R
TWBHE) OWTITT,

Cisco IE 3000 R wF AWK Y77 LR
m. OL-13019-04-J |



| £2% CiscolE 3000 X1 ¥ F CiscolOS A<~ F

showmvr W

avwy kR

Bl

mvr (global configuration)

24 v F ETMVR &4 % —7 M LT, #ELET,

mvr (interface configuration)

MVR F— hEZEELET,

show mvr interface

2+ RiZ interface 35 X O members —V — Rz B L7254,
WEINTZMVR AV Z—T A A, HBESNTZA VX —T oA A
DAT—H A, FlFA L H—T 2 A ANBETDHYLFITY A 7
N—TNERENET,

show mvr members

MVR vV FF ¥ A~ Z NV —TIZ@THHR— T _RTERRLET,
TN—THNIZA U N—=PRNT2WGE IV—T13ET 7T 47 Th
LT EERLET,

| oL-13019-04-J
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B show mvr interface

show mvr interface

Multicast VLAN Registration (MVR) L v —N—BIVEELA— M2 RRZTDHICE, F—V—F%
FRE L 72\ T show mvr interface #i# EXEC 2~ K& AN LET, ¥—U—FEHFELTIna~
YREANTDE, FFEDOL Y — 83— K— D MVR /T 2 =2 BFERINET,

show mvr interface [interface-id [members [vlan vian-id]]] [ | {begin | exclude | include}

expression|
DB ADGBA  interface-id (EB) AV H—Tx A ADMVR XA 7 AT —H A B ILOHRLRZ
ExERTLET,
BohisA VB —T oA AIPEAR— bk (XA 7, FVa2—/b, F—F EH
mE) BEHET,
members (EB) HHESNTA v 2 —7 =24 ABJET D MVR J )V —T % _RTHEKR
LET,
vlan vian-id ({L#) VLAN EO MVR Zv—7F A= _RCERLET, fEETE
HELPHIE 1 ~ 4094 T,
| begin (EE) expression & —BT 21T LR RERBLET,
| exclude (EE) expression & —BT 51T RN OLERILET,
| include (EE) $8E Sz expression & —ET HITERRICEHEDET,
expression ZHRAA b ELTHEATAHINOXTT,
vk ®—F ¥ EXEC
oY FOBERE yy—= EFERRE
12.2(44)EX Ioawy RBEMEhE L,

BEREDAA FS54>

]

AN UTZAR—= BRI EMVR R— b ELITEE TR —FOBAIE, =9 — A v —YREINET, A

HLIZAR—= IRy — "= R— bOEFAIE, A— b XA 7, R—FENORAT—F X 1L OEIH
ERENERINET,

members ¥ —7U— RK&EZANTBHELE, A X —Tx2AALEDMVR ZV—7 AU NRN—=R1FT_RCEREIN
9, VLANID #A/175 L, VLAN ® MVR 7L —7 AU R—RNF_RTCERINET,

LFHNTIE, KXFEDXFREIENET, 72& 21E, | exclude output & AJ) L7234 output %
BUITIXRRINETAD, Output ZETATIIR R EINET,

WOHTIL, show mvr interface =~ FOH N Z R L E4,

Switch# show mvr interface

Port Type Status Immediate Leave
Gil/1 SOURCE ACTIVE/UP DISABLED
Gil/2 RECEIVER ACTIVE/DOWN DISABLED

Cisco IE 3000 R wF AWK Y77 LR
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EFEO Status DEFEIL, KO LB TT,

ACTIVE iZ, R— b2 VLAN IZEENTWEHZ L 2B L £,
UP/DOWN &, A— FDBEREFPERER TRVPERLET,
INACTIVE i%, &— F23 VLAN IZEEFN TRV Z L Z2ER L E7,

show mvr interface Wl

wOFTIX, IBESNZA % —7 = A AP show mvr interface =~ FOH 12 RLET,

Switch# show mvr interface gigabitethernetl/2

Type:

RECEIVER Status:

ACTIVE Immediate Leave: DISABLED

W OFTiX, show mvr interface interface-id members 2~ > RNOHE/RLET,

Switch# show mvr interface gigabitethernetl/2 members
239.255.0.0 DYNAMIC ACTIVE
239.255.0.1 DYNAMIC ACTIVE
239.255.0.2 DYNAMIC ACTIVE
239.255.0.3 DYNAMIC ACTIVE
239.255.0.4 DYNAMIC ACTIVE
239.255.0.5 DYNAMIC ACTIVE
239.255.0.6 DYNAMIC ACTIVE
239.255.0.7 DYNAMIC ACTIVE
239.255.0.8 DYNAMIC ACTIVE
239.255.0.9 DYNAMIC ACTIVE
BEa< K avwo kR

mvr (global configuration)

AA v F ETMVR A4 RX—=7 M LT, RELET,

mvr (interface configuration)

MVR R— F 2R ELET,

show mvr

AL v FDT7a—3 )L MVR #BREEZFERLET,

show mvr members

MVR =V F X ¥ A~ FTIL—FIZETHTRTOL I —3—
R—rERRLET,

| oL-13019-04-J
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Hl  show mvr members

show mvr members

BEIP v LFXv AN ZA—FIBTEH5TRTOL I —R_"—=BLOEETR— FE2FERTDHITE.
show mvr members 54 EXEC =~ > R&H L F 7,

show mvr members [ip-address] [ | {begin | exclude | include} expression]

DORY Y ADEBE  ip-address (EE) IP=LFXY AR T RLATY, IPwLFF¥ AL 7 FLAEA
Nd2L, v NFXFHr AR TN—=FIZBTEHTRTOL—="—=BLO%
FEaAR— IR FRRENET, IPvLTFHFXY AN T RLRAEZATLBRWEGES
I%. Multicast VLAN Registration (MVR) Z/L—7DF_XTD A /=70
FRENET, F—THNICA U R=RNeWiFEIE, 7 /V—7 13 Inactive
ELTEREINET,

| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude ({ER) expression & —HT 21T KRN OERINL E T,
| include (EE) $8E Sz expression & —ET DT RRICEHEDET,
expression BRARA P ELTHERT 2HIANORXTT,
AT FE®—F ¥ EXEC
v FORERE J1y—=x EERAE
12.2(44)EX oawy RBEMEE L,

FEEEDHSL K542 show mvr members =~ RNiE, Ly —A_—BIOEELCR— MIEHENET, MVR E#fE— KD
A, TRTOFETLR— I, T_XTOVALFXRYy AN IA—TFIZBLET,

LFHITIE, KXFENDXFREENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXIR R SNETAD, Output 8 TITIIR R ENET,

i WoHI T, show mvr members =~ FOHHEZRLET,
Switch# show mvr members
MVR Group IP Status Members
239.255.0.1 ACTIVE Gil/1(d), Gil/2(s)
239.255.0.2 INACTIVE None
239.255.0.3 INACTIVE None
239.255.0.4 INACTIVE None
239.255.0.5 INACTIVE None
239.255.0.6 INACTIVE None
239.255.0.7 INACTIVE None
239.255.0.8 INACTIVE None
239.255.0.9 INACTIVE None
239.255.0.10 INACTIVE None

<output truncated>

Cisco IE 3000 R wF AWK Y77 LR
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show mvr members W

ORI TIL, show mvr members ip-address 2~ > RKOH N ERLET, ROT RLAZFF-7Z 1P~
NFXX AR TN—T DA NR—%FRLET,

Switch# show mvr members 239.255.0.2

239.255.003.--22 ACTIVE

Gil/1(d), Gil/2(d), Gii/3(d),
Gil/4(d), Gil/5(s)

avwyFk

%“:

A

mvr (global configuration)

AAf v F ETMVR %4 % —7 M LT, BELET.

mvr (interface configuration)

MVR R— F &R ELE7,

show mvr

A v FDra— )L MVR BEEZFERLET,

show mvr interface

< FiZ members ¥—U— F&BMLEZEA, REShZ
MVR AV HZ—T x4 A, FRESINTEA LV H—T =2 ADAT —
A FFFIA L EZ—T oA ADBETHINLFF¥ AN F)L—
TNERINET,

| oL-13019-04-J
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Bl show network-policy profile

show network-policy profile

Fy hU—27 RV v— 7T a7y A NVERRT HIZIE. show network policy profile 7+ EXEC =2~ >

FaHLES,
show network-policy profile [profile number] [detail] [ | {begin | exclude | include}
expression|
VOBV ADEBA  profile (R Ay b= R —TaT7ANEGEFRLES, 70774 VvEAN
number LARWE, TRTCOFRy hT—27 R — TFTa7Zr A ARBNERENET,
detail (FER) FMRAT—Z X LREFHERER T LET,
| begin (LE) expression & —EHT 2T bRREZHGE L T,

| exclude ULE) expression & —BT 2T RTMLERILET,
| include (L&) $87E Iz expression & —HT 2T FRIZEDET,
expression SRR A R ELTHERATZHIINOX T,

™.

H
I

T

avy ¥t EXEC

av Yy FOERE Jy—=x EERNE
12.2(50)SE Zoavwy RPBEMEShE L,

1 W OB TIL, show network-policy profile =~ > FOH A ERLFT,

Switch# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4

Interface:
none

Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none

Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface id

BEa<>F avwyk BiEA
network-policy AVHE—T 2 AZFy hT—27 R —%WHLET,
network-policy profile (global %o hU—2 U o 7117 7 { L% fFlk L £
configuration)
network-policy profile Xy b= RY)v—Tu7r7 A VOB EFRELET,
(network-policy configuration)

Cisco IE 3000 R wF AWK Y77 LR
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shownmsp W

show nmsp

AL v FOFy NU—2 FEVT 4 =X 71 Fa)b (NMSP) [F#H % &/~T 5I21Z. show nmsp
¥#E EXEC a2~ FEANLET, Z0avy NI, Ay TFTHEZILY 7 MU= 4 XA —URFET
SNTWAEEHRICETHERTEET,

show nmsp {attachment suppress interface | capability | notification interval | statistics
{connection | summary} | status | subscription {detail | summary}} [ | {begin |
exclude | include} expression]

DURy Y ZADFHHA

attachment suppress Bl A v 2 —T 2 A AR R LET,

interface

capability PR—FENTVAEY—ERRLY T —E R EDRAL v FHREE £R
LET,

notification interval HFR—FENTWAY—EZ20EAEEEFRRLET,

statistics {connection | NMSP #aHERaz R~ LET,

summary e connection : FEHD A v — h U HEFRRLET,
e summary : /' 0— L B U X EFRIFLET,
status NMSP #ife 2B+ oM AR R L E T,
subscription {detail | % NMSP #t OB kiEMa R R LET,
summaryj o detail : FHHFICBRESN TN DT —EABLOY T H—E 2%~
TERLET,
e summary : FHEFICBEHEIN TN —EAEZTRTRRLET,
| begin (f£E) expression & —H T 1T O ERERBLET,
| exclude (EE) expression & —B T 51T RRMP LRI LET,
| include (L&) $8E SNz expression & —ET DT RRICEDET,
expression ZHRARA P ELTHERT D HINORTT,
ATk E—F ¥ EXEC
av Y FOERE Jy—= EFERRE
12.2(50)SE Soawy FSBMNSE L,
i K OFITIL, show nmsp attachment suppress interface =~ > FOH 2R L E T,

Switch# show nmsp attachment suppress interface
NMSP Attachment Suppression Interfaces
GigabitEthernetl/1

GigabitEthernetl/2

| oL-13019-04-J
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WM shownmsp

WK OBFITIL, show nmsp capability =~ > KOH %R L E7,

Switch# show nmsp capability
NMSP Switch Capability

Service Subservice
Attachment Wired Station
Location Subscription

W OFHITIE, show nmsp notification interval =~ > FOH B ER L E T,

Switch# show nmsp notification interval

NMSP Notification Intervals

Attachment notify interval: 30 sec

Location notify interval: 30 sec

(default)
(default)

W DFITIL, show nmsp statistics connection =~ > & show nmsp statistics summary =~ > RO

HERLET,

Switch# show nmsp statistics connection

NMSP Connection Counters
Connection 1:
Connection status: UP
Freed connection: 0

Tx message count

Subscr Resp: 1 Subscr Req:
Capa Notif: 1 Capa Notif:
Atta Resp: 1 Atta Req:
Atta Notif: 0

Loc Resp: 1 Loc Req:

Loc Notif: 0
Unsupported msg: O

Switch# show nmsp statistics summary
NMSP Global Counters
Send too big msg: 0
Failed socket write: 0
Partial socket write: 0
Socket write would block: 0
Failed socket read: 0
Socket read would block: 0
Transmit Q full: O
Max Location Notify Msg: 0
Max Attachment Notify Msg: 0O
Max Tx Q Size: O

1

Rx message count

1

1

WOFHICIE, show nmsp status 2~ > KOHAERLET,

Switch# show nmsp status
NMSP Status
NMSP: enabled
MSE IP Address

172.19.35.109 55 4 4

TxEchoResp RxEchoReq TxData RxData

Cisco IE 3000 R ¥F A%V F YI7LUR
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shownmsp W

W OFITIiE, show nmsp show subscription detail =~ > K& show nmsp show subscription
summary 2~ NOMIERLET,

Switch# show nmsp subscription detail
Mobility Services Subscribed by 172.19.35.109:

Services Subservices
Attachment: Wired Station
Location: Subscription

Switch# show nmsp subscription summary
Mobility Services Subscribed:

MSE IP Address Services
172.19.35.109 Attachment, Location
BEaIUF avwUk B
clear nmsp statistics NMSP #atHE@R I v 2% 27 VT LET,
nmsp A A v F T Network Mobility Services Protocol (NMSP)

A FR—T NI LET,

Cisco IE 3000 XA wF IR K JI7 LR
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W  show pagp

show pagp

N— MEM T 1 Fa (PAgP) F v XV Z—7 &R RT 2I12IE, show pagp =——% EXEC =
vV REMHLET,

show pagp [channel-group-number] {counters | dual-active | internal | neighbor} [ |
{begin | exclude | include} expression]]

OBV D ADEBE  channel-group-number  ((£E) F¥ 2N FA—TORETT, BETXAHMEIT1I ~6 T,

counters N7 4y 7 ERERTRILET,
dual-active TaTNT VT AT AT —HARRLET,
internal Wit mE R LET,
neighbor FAN—IERERRSLET,
| begin (EE) expression & —HT 21T bR R-EZHBLET,
| exclude ({EE) expression & —ET 2T 2R TR-NBERINL ET,
| include (EE) $8E &7z expression & —ET DT 2R RICEDET,
expression ZRHRA L FE L TERTHIAORTT,

a2 FE—F  =—# EXEC

a7 Y FORERE J1y—=x EERAE
12.2(44)EX Ioawy RBEMEE L,
12.2(46)SE dual-active % — 7 — R 25BN S AUE L7-,

FRLDHM ESM4Y showpagp =~ REANTHE, 77T 4 TRF X TN IA—TOERENRFRENET, ET 2
TAT R— b FYRNVOEREFRT DI, F ¥ %V I —T7FK 5% HEL T show pagp =~ F
EANTTLET,

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIEIR S INETADR, Ouiput ZE5TATIEIRFSINET,

%l WOFITiX, show pagp 1 counters =~ > RO 1ERLET,

Switch> show pagp 1 counters

Information Flush
Port Sent Recv Sent Recv
Channel group: 1
Gil/1 45 42 0 0
Gil/2 45 41 0 0
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showpagp M

W OBFITIL, show pagp 1 internal =~ KOH I Z/RLET,

Switch> show pagp 1 internal
Flags: S - Device is sending Slow hello.
A - Device is in Auto mode.
Timers: H - Hello timer is running.
S - Switching timer is running.

Channel group 1
Hello

C - Device is in Consistent state.
Q - Quit timer is running.

I - Interface timer is running.

Partner PAgP Learning Group

Port Flags State Timers Interval Count Priority Method Ifindex
Gil/1 sC u6/57 H 30s 1 128 Any 16
Gil/2 sC U6/S7 H 30s 1 128 Any 16

WK ORFITIL, show pagp 1 neighbor =~ > RO 1 ERLET,

Switch> show pagp 1 neighbor

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
Channel group 1 neighbors
Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Gil/1 switch-p2 0002.4b29.4600 Gio/1 9s sC 10001
Gil/2 switch-p2 0002.4b29.4600 Gi0/2 24s SC 10001

WOFTiX, show pagp dual-active =~ > FOH 1 EZ R LET,

Switch> show pagp dual-active
PAgP dual-active detection enabled: Yes
PAgP dual-active version: 1.1

Channel group 1

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Gil/1 No Switch Gil/3 N/A
<output truncated>
> =
BEa<>F avwyFk St

clear pagp

PAgP ¥ %V 7 A —7EHEHELET,

| oL-13019-04-J

Cisco IE3000 R/ wF IRV F YI7LVR



#$2% CiscolE 3000 R4 vF CiscolOS av > F |

M  show parser macro

show parser macro

ZA v F EOTRTCOREFHA~ 7 0 E21E 1 DD 7 aDRT A—F 2 HKFT 5ICI1E, show parser
macro = —# EXEC 2~ F&HEMA LET,

show parser macro [ {brief | description [interface interface-id] | name macro-name} |
[ | {begin | exclude | include} expression]

DB ADEBA  brief LE) &~/ D4 ERFTLET,
description [interface ((LE) T X TO~ 7 v O@HEIITFFED A V¥ — 7 = 4 ADOF & FER
interface-id| LE1,
name macro-name (L) ~7ufTHESNE 1 SO~ 7 nilElT 3 EREsFRLET,
| begin (fEE) expression & =BT 51T ORTFEBL ET,
| exclude (fEE) expression & —HT 2472 RRn LIRS L £77,
| include (fE3E) 487 Sh/z expression & —8 T DITERRICEDET,
expression ZRARA N LTHEATSHARNOATT,
avY K E—F  FE EXEC
vy FORERE Jy—= EEANR
12.2(44)EX Zoawy RRBMENELE,
12.2(46)SEI1 FRAA—RNA—Yay N7 4y 7 ICREBIEENTZH L2 a 8Bl S
WE LT,

EREDAHA R34y

]

LFHTIE, KXFENXTERRBIESNET, =& 21E, | exclude output & AN L7Z84A . output %
BUITIIRRENEEAD, Output % ETATIER RS NET,

WOFITIE, show parser macro =2~ > ROMAEZRLET, YA T 740 w7 vdOhix, A
AYFDOTTy b7 —hEAL v F ETEFTLTNWDY 7 MU xT A A—VIZLoTHRRY T,

Switch# show parser macro
<output truncated>

Macro name : cisco-ie-global

Macro type : default global

#global macro name cisco-ie-global macro

#macro description cisco-ie-global

# Access List and Policy May for CIP QoS
access-list 101 permit udp any eqg 2222 any dscp 55
access-list 102 permit udp any eq 2222 any dscp 47
access-list 103 permit udp any eq 2222 any dscp 43
access-list 104 permit udp any eq 2222 any
access-list 105 permit udp any eq 44818 any
access-list 105 permit tcp any eq 44818 any
access-list 106 permit udp any eq 319 any
access-list 107 permit udp any eq 320 any

Cisco IE 3000 R wF AWK Y77 LR
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class-map match-all CIP-Implicit dscp_ 55
match access-group 101
class-map match-all CIP-Implicit _dscp 47
match access-group 102
class-map match-all CIP-Implicit dscp 43
match access-group 103
class-map match-all CIP-Implicit dscp_any
match access-group 104
class—-map match-all CIP-Other
match access-group 105
class-map match-all 1588-PTP-Event
match access-group 106
class-map match-all 1588-PTP-General
match access-group 107
<output truncated>

Macro name : cisco-ethernetip

Macro type : default interface
#macro keywords S$access_vlan

#macro name cisco-ethernetip

#macro description cisco-ethernetip
switchport host

switchport access vlan Saccess vlan
storm-control broadcast level 3.00 1.00
service-policy input CIP-PTP-Traffic

priority-queue out

srr-queue bandwidth share 1 19 40 40
<output truncated>

Macro name : cisco-ie-desktop

Macro type : default interface

# macro keywords Saccess vlan

#macro name cisco-ie-desktop

switchport mode access

switchport access vlan Saccess vlan
switchport port-security

switchport port-security maximum 1
switchport port-security aging time 2
switchport port-security violation restrict
no switchport port-security aging type inactivity
no switchport access vlan

no switchport mode access

no spanning-tree portfast

no spanning-tree bpduguard enable

no macro description

Macro name : cisco-ie-switch

Macro type : default interface

# macro keywords $native vlan

#macro name: cisco-ie-switch
switchport mode trunk

switchport trunk native vlan $native vlan
spanning-tree link-type point-to-point
mls gos trust cos

service-policy input CIP-PTP-Traffic
priority-queue out

srr-queue bandwidth share 1 19 40 40
no macro description

macro description cisco-ie-switch
<output truncated>

W OB TIL, show parser macro name =~ > FOH N ERLET,

Switch# show parser macro name standard-switchlO

show parser macro W

| oL-13019-04-J
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M show parser macro

Macro name : standard-switchlO

Macro type : customizable

macro description standard-switchlO

# Trust QoS settings on VOIP packets

auto gos voip trust

# Allow port channels to be automatically formed
channel-protocol pagp

R OFTiX, show parser macro brief =2~ > FOH 1 E R LET,

Switch# show parser macro brief

<output truncated>
default global : cisco-ie-global
default interface: cisco-ethernetip
default interface: cisco-ie-desktop
default interface: cisco-ie-switch
default interface: cisco-ie-router
default interface: cisco-ie-phone
default interface: cisco-ie-wireless

<output truncated>

WROFITIL, show parser macro description =~ > RO ZRLET,

Switch# show parser macro description

Global Macro(s): cisco-global
Interface Macro Description(s)
Gil/1 standard-switchl0
Gil/2 this is test macro

WOBITIL, show parser description interface =~ > FOH N ERLF T,

Switch# show parser macro description interface gigabitethernetl/2

Interface Macro Description
Gil/2 this is test macro
BREaTV R avwyk B

macro apply AVE—=T A RARIZ~ I 0 &k@HT 20, A F—T A4 A RITvo R
AL TCERLET,

macro description AV F—T oA AZHEHAEINTZ~ 7 BIZOWTORMBEEZEML £,

macro global Ay F R~ Z@MT o0, A4y FRiC~v 7 ez L G L
ESSaR

macro global ALy FICHEA SN~ 7 22OV TOFHBAZEMLET,

description

macro name ~ 7 aZlEk L E9,

show running-config  ExXIhio~ 7/ m 2B OHRECHEREEZF R LET, HXEBRICOWVT
i%. [Cisco IOS Configuration Fundamentals Command Reference, Release
12.21 > TFile Management Commands| > [Configuration File
Management Commands] Z &R L T 7230,

Cisco IE 3000 R wF AWK Y77 LR
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show policy-map W

show policy-map
EFENT 7 4 v OSFEHRMEEZEFT D QoS (Quality of Service) KU ¥ — v v FEFRT DI,
show policy-map = —#% EXEC 2~ REHEMALET, KU — < v 7IiF, mikigE s R X OWHIER
i L7235 E OXMLEEEET 2R ) — a2 TE £9,

show policy-map [policy-map-name [class class-map-name]] [ | {begin | exclude | include}

expression)
YR ADBHBA  policy-map-name (%) EEEnE=A) v —~ v TOL4RTEFRRELET,
class class-map-name ULE) %7 F7AD QoS KV v — T rvavkERrLET,
| begin (£7E) expression & —H T BITHOLEREHBLET,
| exclude (EE) expression & —BT 5T RTNLERINLET,
| include (L&) #8E Sz expression & —ET DT RRICEDET,
expression ZRAA N LTHEAT S HANOAXTT,

()  control-plane 5 L O interface ¥— U — RiE, 2~ FIA4 D~LF 2 M) U ZIC3FERENET
N, PR—FENTOEFAL, BRENTODHEFHERITER L T ZE0,

avy Kk E—F o —# EXEC

av Yy FOER yy—=x EERNE
12.2(44)EX Zoawy REMESNE L,

BREDHA FSM4Y  CFEHITIE, KXFEALTEREERET, =& 21F, | exclude output & A L7284, output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

i WOHFITiX, show policy-map =~ RO &R LET,

Switch> show policy-map
Policy Map videowizard policy2
class videowizard 10-10-10-10
set dscp 34
police 100000000 2000000 exceed-action drop

Policy Map mypolicy
class dscpb

set dscp 6
BEav> R avwyk B
policy-map BEOR—MIEHT 22 LICL>oTH—E R RY O —ZHEETXLRY

V= T EEREZIEELET,

Cisco IE 3000 XA wF IR K JI7 LR
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W show port-security

show port-security

AVH =T 2 A RAETNEIAA v TFOR—b ¥F2 )7 4 FHELRRT HITIE. show port-security Ff
#E EXEC 2~ REMHEHALET,

show port-security [interface interface-id] [address | vlan] [ | {begin | exclude | include}
expression|

DURy Y ZADFHHA

interface interface-id ~ (fE%) HESNIA L X —T7 =2 ZADKR—b £X 2V F A RELFRL
F9, AR A L E =T oA AFIHHFR - (FA T, BTV 2—/b, R—
FNEBRE) BEERET,

address (EE) I X CoOFR— bERIFRBESINEZAR— M EOT R TOEX 2T
MAC 7 L 2% EK R LET,
vlan UEE) BESNEA LV H—T 24 ADTRTHO VLAN OFR— K ¥ 2

TAREEZFRLET, 2OF—TU—FiL, A v FR—F T—FM»
trunk IZREENTWABA L Z—T 24 A ETORFERENET,

| begin (EE) expression & —ET T bERRNERIGELE T,
| exclude (fEE) expression & —ET 21T 2 FRNbRINL £,
| include TR) HEENT- expression & —HT 51T RRIZEDET,
expression ZHARA v NELTHERTAHIADOATT,
AUk E—F  HE EXEC
O FOERE Jy—= EFEANRE
12.2(44)EX Coavy FABMSIE L,

EREDHA R4

F—U—REBELRWVWTZOa~vr REANTDHE, A4 v TFOTRXTOEFXF2T R— FOEFHX
T—HABLOEERAT =% ARHD I ET,

interface-id * NI L1546, a~V REA VX —T 2 ADKR—KN EX2 VT A REEZRRLET,

address ¥— 7V — RZHEELTCa~vr REANTIE, TRXTOAL X —T A ADEF=2T MACT
FLA, BIOEEFa2T7 7 RLAOZ— U TIERBFERENE T,

interface-id ¥ — 7 — REB LT address ¥— 7V — RZEEL Ta~vr FEANTLE, X227 TF
LADZ— o PR E oA v B2 —T 24 ZD MAC 7 RL AR TRTHERENET, X —
Tx2AAFLTR—F X2V T4 BARZ—T AL THRVEESL, Z0a~vr REeEHLT, #O1»
B2—T x4 ZADMAC 7 FL 22T RTHERTEFET,

vlan ¥ —U—RZEELCa~r FE2ANTIE, A X —T 24 AD VLAN T R_RTCUIIHT DX

7 MAC 7 L 2D KREHB L OHEENEREINET, 20X 7T g id, AL v TFKR—Fh
F— FR trunk IZREESNTNEAL v F—T =2 A A L TORFEREINET,

SCFFNTIE, RCFEDNFERXBENET, 72L& 2L, | exclude output & AJJ L7256, output %
EUITIIFR R ENERAD, Output % &T4T1 i%réﬂiﬁ“

Cisco IE 3000 R wF AWK Y77 LR
m‘ OL-13019-04-J |



| £2% CiscolE 3000 X1 ¥ F CiscolOS A<~ F

show port-security W

1l WROFITIL, show port-security =~ FOHITE R LET,
Switch# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)
Gil/1 1 0 0 Shutdown
Total Addresses in System (excluding one mac per port) HE
Max Addresses limit in System (excluding one mac per port) : 6272

W OFHITIL. show port-security interface interface-id =~ > RO A ERLET,

Switch# show port-security interface gigabitethernetl/1l
Port Security : Enabled

Port status : SecureUp

Violation mode : Shutdown

Maximum MAC Addresses : 1

Total MAC Addresses : 0

Configured MAC Addresses : 0

Aging time : 0 mins

Aging type : Absolute

SecureStatic address aging : Disabled
Security Violation count : O

W OFITIX, show port-security address =~ > ROH T ERLET,
Switch# show port-security address

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gil/2 1
Total Addresses in System (excluding one mac per port) N
Max Addresses limit in System (excluding one mac per port) : 6272

WROFITIL, show port-security interface gigabitethernetl/2 address =~ FOH N Z R LET,

Switch# show port-security interface gigabitethernetl/2 address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gil/2 1

Total Addresses: 1

WK DOBFITIL, show port-security interface interface-id vlan =2~ > ROH 1R LET,

Switch# show port-security interface gigabitethernetl/2 vlan
Default maximum:not set, using 5120

VLAN Maximum Current
5 default 1
10 default 54
11 default 101
12 default 101
13 default 201
14 default 501

Cisco IE 3000 XA wF IR K JI7 LR
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W show port-security

BEaITUF av vk B
clear port-security MAC 7 RVA T—=TNVInb AL v F LFliFA v H—T x4 A L
DRFEDZA TDEF 2T T RVALFTRITOEX2T TR
LV AZHIBRL £,
switchport port-security A—=FETHR—F X2V T 4524 Fx—T ML, A— bOFEHN

Gra—VPEROAT = ay ZL—7ITHIRL, £%27 MAC
T RVRAEBRIELET,
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show profinet M

show profinet

ZA »F @ PROFINET & v a3 ST 5 1EHRER ST 51T, show profinet ——+% EXEC =2+
REfEHLET,

show profinet {alarm | lldp | session | status} [ | {begin | exclude | include} expression]

YUBYADHBA  alarm PROFINET 7 7 — A% FR LE T,
lidp PROFINET Link Layer Discovery Protocol (LLDP) %35 L %7,
session PROFINET & v v g v &R R LET,
status PROFINET A7 —# ZA &R R LET,
| begin (EE) expression & —BT 21T bR A-EHIBLET,
| exclude (&) expression & —ET 21T KRN OERILET,
| include (EE) 45€ &Nz expression & —ET DT RRICEDET,
expression ZHRARA L R LTHERT IO T,
ATk E—F  =2—%EXEC
vy FORERE yy—=x EFENR
12.2(52)SE Zoavy RRBEINEhELE,

EREDAHA R34y

7

LLDP £ X O PROFINET 34 Rr—7 &b &, Zda~ KTPROFINET EX® LLDP /347 » |k
DEZEEINLYER— FPRFRINET,

EFFITIEL, RCFE/NLFARNESNET, =& 20X, | exclude output & AJJ L7255 output %5
TATIXF R SNEFAD, Ouiput % ETITIFFERSNET,

wOHTiL, PROFINET 77 — A% FRT 5 HiEZ R LET,

Switch> show profinet alarm
Monitoring of Profinet Switch Alarms

RPS Alarm: -

CF Alarm: -

Primary Temperature Alarm: -

Secondary Temperature Alarm: -

Major Relay Alarm: -

Minor Relay Alarm: -
Monitoring of Profinet Port Alarms
Port Link Fault Not Forwarding Not Operating FCS Error
Fal/l - - - -
Fal/2 - - - -
Fal/3 - - - -
Fal/4 - - - -
Fal/5 - - - -
Fal/6 - - - -
Fal/7 - - - -
Fal/8 - - - -
Gil/1 - - - -

| oL-13019-04-J
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Bl show profinet

Gil/2 - - - -

ROFITIL, PROFINET LLDP &9 5 HEE R LET,

Switch> show profinet 1lldp

Fal/l port-003 Off
Fal/2 port-004 Off
Fal/3 port-005 Off
Fal/4 port-006 Off
Fal/5 port-007 Off
Fal/6 port-008 Off
Fal/7 port-009 Off
Fal/8 port-010 Off
Gil/1 port-001 Off
Gil/2 port-002 Off
Switch>

WOFITIL, PROFINET B> v a v a2RiT D HEEZRLET,

Switch> show profinet session
Session #1

Connected: No

Number Of IO CR's: O

Number Of DiffModules: 0

ROBITIL, PROFINET A7 —% 2% R-T D5 HEERLET,

Switch> show profinet status

State : Enabled
Vlan : 1

Id : IE3000-8TC
Connected : Yes

ReductRatio : 512
GSD version : Match

BIEaT VR avUk BL
debug profinet alarm  PROFINET 77— 2 DT RNy 7 A4 x—7 M LET,
debug profinet cyclic ~ PROFINET i&[H/3%7 v FOEZEICEETH 7 77 v gy a—LE &R
LET,
debug profinet error PROFINET kv gy =5 —DF Ry Z A4 F—T NI LET,
debug profinet packet PROFINET /X% v hDF Ry Fa A x—T NI LET,

debug profinet CiscoI0S Y 7 + 7 =7 & PROFINET O AENEHADOT RNy F A F—T )b
platform WZLET,

debug profinet {5 L7 PROFINET +RuY S4ry haFRLET,

topology

debug profinet trace N—ALE—HOT Ny FHm 7 2R R LET,

profinet AA »F@® PROFINET #8E% 4 32— 7 IZ LE T,

show debugging A F=T NI TWBET RNy 7 Z A T+ EREFR R LET,
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showptp W

show ptp

AR — MIFE E 7z Precision Time Protocol (PTP) 7 'w /X7 ¢ #FK/R9 5I1Z1X, show ptp F5HE
EXEC 2~ F&EMHLET,

show ptp {clock | foreign-master-record | parent | port [FastEthernet interface|
GigabitEthernet interface] | time-property}

DURy Y ZADFHHA

T24+ILEK

clock PTP 7y D7 a5 4 2FRrLET,

foreign-master-record #H¥Hfi~v2 ¥ — F—F ¥y FEFERLET,

parent BBIOI 70 R ~wRA4—DFaT 1 2FRRLET,

port PTP R— b7 a7 4 4 _XRCERLET,

FastEthernet interface ({1:7&) ¥E SN 7-R— k® PTP FastEthernet 7137 4 #Fx LE T,
GigabitEthernet (E#) /& SNi=HR— k@ PTP GigabitEthernet 7' 11 /37 4 #F R LET,
interface

time-property PTP Ko7 a7 4 2R R LET,

T 7N PRETHY £ A,

avY kR E—F He4E EXEC
avy FOBERE yy—= EERB
12.2(46)SE1 Toaw s RREMENE LT,

EREDAHA R34y

7

show ptp foreign-master-record 33 1. O show ptp parent =~ > KiZ=> Y —=x > FOFZBBN72E—
FCHRRINETH, BRIy 7 E—FTOLEHSNLET,

AA v F N PTP 7 47— K E— RD & %{Z show ptp clock F 721% show ptp port £t EXEC =~
R ANNTHL HRPZRNEWVWSIZT— Ayt —URERISNET,

WOFHITIE, show ptp clock 2~ > KO A ERLET,

Switch# show ptp clock
PTP CLOCK INFO
PTP Device Type: Boundary clock
Clock Identity: 0x0:9:B7:FF:FE:FF:F3:0
Clock Domain: 0
Number of PTP ports: 10
Priorityl: 128
Priority2: 128
Clock Quality:
Class: 248
Accuracy: Unknown
Offset (log variance): N/A
Offset From Master: O

| oL-13019-04-J
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show ptp

Mean Path Delay: 490
Steps Removed: 1
Local clock time: 18:49:38 UTC Mar 7 1993

WOBITIL, show ptp port FastEthernet 1/1 =~ > KO HZRLET,

Switch# show ptp port FastEthernet 1/1
PTP PORT DATASET: FastEthernetl/1
Port identity: clock identity: 0x0:9:B7:FF:FE:FF:F3:0
Port identity: port number: 1
PTP version: 2
Port state: SLAVE
Delay request interval (log mean): 5
Announce receipt time out: 3
Peer mean path delay: 0

Announce interval (log mean): 1

Sync interval (log mean): 0

Delay Mechanism: End to End

Peer delay request interval (log mean): 0

Sync fault limit: 50000

W OB TIL, show ptp parent =~ > KO ERLET,

Switch# show ptp parent

PTP PARENT PROPERTIES
Parent Clock:

Parent Clock Identity: 0x0:1E:13:FF:FE:0:28:0
Parent Port Number: 1
Observed Parent Offset (log variance): N/A
Observed Parent Clock Phase Change Rate: N/A

Grandmaster Clock:
Grandmaster Clock Identity: O0x0:1E:13:FF:FE:0:28:0
Grandmaster Clock Quality:
Class: 248
Accuracy: Unknown
Offset (log variance): N/A
Priorityl: 127
Priority2: 128

WOBITIL, show ptp time-property =~ > FOHAZERLET,

Switch# show ptp time-property
PTP CLOCK TIME PROPERTY:
Current UTC Offset valid: 0
Current UTC Offset: 0
Leap59: 0
Leap6l: O
Time Traceable: 16
Frequency Traceable: 32
PTP Timescale: 1
Time Source: Internal Oscillator

W DBFITIL, show ptp foreign-master-record =~ > KOH /R L E T,

Switch# show ptp foreign-master-record
PTP FOREIGN MASTER RECORDS
Interface FastEthernetl/1
Foreign Master Clock Identity: FF:EE:DD:FF:FE:CC:BB:AA
Foreign Master Port Number: 4
Number of Announce Messages: 3
Message Received Port: 1
Most Recent Time stamps: 73097688078005270, 73097687836293940
Interface FastEthernetl/2
Empty

Il CiscolE3000 A1 vyF avvF JYI7 LR
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Interface FastEthernetl/3
Empty

Interface FastEthernetl/4
Empty

Interface GigabitEthernetl/1

Empty

Interface GigabitEthernetl/2

showptp W

Foreign Master Clock Identity: 00:09:B7:FF:FE:FF:7D:80

Foreign Master Port Num:

Number of Announce messages: 3

Message received port: 6
Most Recent Time stamps:

73097687967991270, 73097687725402960

BBEav> R

avwyFk

g!l‘:

T

ptp (global configuration)

PTP 7oy a5 #RELET,

ptp (interface configuration)

R—=FDPTP 7 uv 7 7uXs s 2RELET,

debug ptpdebug ptp

PTP 7 7/ F 4 EF A DF R T A F—T M LET,

| oL-13019-04-J
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W show rep topology

show rep topology

TITALVINNOT T4 <) 2y R— BB AIF) 2o R— 2GR/ EOE T A METE
IZTR_RTDEZ AL MZOWT Resilient Ethernet Protocol (REP) FARu M A FRT D121,
show rep topology ——% EXEC =2~ &ML £,

show rep topology [segment segment id] [archive] [detail] [ | {begin | exclude | include}

expression|
YUBYYADGRB  segment-id (£E) HESh7ZE s AL O REP M VIEREZFRLET, fHETE5 ID
FAPHIZ 1 ~ 1024 T3,
archive (ER) 7 A bORIEIO hAvYERRLET, ZOF—T— NI 7 EE
DETTNY a—T 4 TIEFITT,
detail (f£&) REP h AR e VEROFEMAERRLET,
| begin (ER) expression & —HT 2T bRREZHBE L ET,
| exclude (L&) expression & —T DT ERRMLRINL £,
| include (L&) $87E Iiz expression & —EHT 2T FRIZEDET,
expression ZHARA L FELTERT IO TT,
aAvY K E—F  =—#% EXEC
O FOERE Jy—=2 EEANRE
12.2(50)SE Zoavwy RPMEMEShE L,

EREDHA R4

]

show rep topology =~ > F O 1 TIE, =¥ XANRN—ZRULICHRESNTWDR— ME Pri £721%
Sec DENZT ALY RT (*) TRINET, show rep topology detail =~ > FOH ) Ti,
No-Neighbor & £ SNET,

ZDaxy RO 7)id show tech-support 57 EXEC =~ > FOHIZ b EEN TV ET,

XFHNTIHE, KXFL/NCERRIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

W OFITiX, show rep topology segment 54 EXEC 2~ > ROH I Z R L ET,

Switch # show rep topology segment 1
REP Segment 1

BridgeName PortName Edge Role
swl multseg 3750 Gil/1/1 Pri Alt
sw3 multseg 3400 Gil/13 Open
sw3 multseg 3400 Gil/14 Alt
sw4 multseg 3400 Gi0/13 Open
sw4 multseg 3400 Gi0/14 Open
sw5 multseg 3400 Gil/13 Open
sw5 multseg 3400 Gil/14 Open
sw2 multseg 3750 Gil/0/2 Open

Cisco IE 3000 R wF AWK Y77 LR
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sw2 multseg 3750
swl multseg 3750

Gil/0/1
Gil/0/2 Sec

Open
Open

show rep topology H

WOHITIL, = v ¥ R— I REP XA N—0R72WERDOHEE D show rep topology =~ > RO J1%

FLET,

Switch # show rep topology

REP Segment 2
BridgeName
sw8-ts8-51
sw9-ts11-50
sw9-ts11-50
swl-tsl1l-45
swl-tsl1l1-45
sw8-ts8-51

PortName Edge
Gil/2 Prix*
Gi1/0/4

Gil1/0/2

Gi0/2

Pol

Gil/1 Sec*

Role
Open
Open
Open
Alt

Open
Open

WOBFITIL, show rep topology detail =~ > FOH1Z/RLET,

Switch# show rep

REP Segment 2

repc 2 24ts, Fa0/
Alternate Port,
Bridge MAC: 001
Port Number: 00
Port Priority:

topology detail

2 (Primary Edge)

some vlans blocked

9.e714.5380
4
080

Neighbor Number: 1 / [-10]

repc 3 12cs, Gil/

Bridge MAC: 001
Port Number: 00
Port Priority:

1 (Intermediate)
Open Port, all vlans forwarding

a.a292.3580
1
000

Neighbor Number: 2 / [-9]

repc 3 1l2cs, Pol0

Open Port, all vlans forwarding

Bridge MAC: 001
Port Number: 08
Port Priority:

(Intermediate)

a.a292.3580
0
000

Neighbor Number: 3 / [-8]

repc_4_12cs, Pol0

Open Port, all vlans forwarding

Bridge MAC: 001
Port Number: 08
Port Priority:

(Intermediate)

a.aldd.7c80
0
000

Neighbor Number: 4 / [-7]

repc_4 1l2cs, Gi0/
Alternate Port,
Bridge MAC: 001
Port Number: 00
Port Priority:

2 (Intermediate)

some vlans blocked

a.aldd.7c80
2
040

Neighbor Number: 5 / [-6]

<output truncated>

| oL-13019-04-J
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W show rep topology

W& DFITIL, show rep topology segment archive =~ FOHZ R LET,

Switch# show rep topology segment 1 archive
REP Segment 1

BridgeName PortName Edge Role
swl multseg 3750 Gil/1/1 Pri Open
sw3 multseg 3400 Gil/13 Open
sw3 multseg 3400 Gil/14 Open
sw4 multseg 3400 Gil/13 Open
swé multseg 3400 Gil/14 Open
sw5 multseg 3400 Gil/13 Open
sw5 multseg 3400 Gil/14 Open
sw2 multseg 3750 Gil/1/2 Alt
sw2 multseg 3750 Gil/1/1 Open
swl multseg 3750 Gil/1/2 Sec Open
BE3ITUF avvFk Rl
rep segment A B —TxAADREP A F—T7 &, BZ A b ID 30 Y

DNET, F—haxy Y B—b, TIA<) 2y K- b, - b
6:§Qﬁ§ﬁ’écoa:%):ﬂb:j<7>/}R%ﬁﬁﬂ%Ldijfo

Cisco IE 3000 R wF AWK Y77 LR
m‘ OL-13019-04-J |



| £2% CiscolE 3000 X1 ¥ F CiscolOS A<~ F

show sdm prefer W

show sdm prefer

REOFREICKI T D AT A U Y —20EI ) Y4 Tx KT 5 7212 E A I HE 7 Switch Database
Management (SDM) 7 > 7 L — MIBT 2 ®R AR T 5121, show sdm prefer F5# EXEC =2+
VREMALET,

show sdm prefer [default | dual-ipv4-and-ipv6 {default | routing} qos | routing] [ | {begin
| exclude | include} expression]

YUBYYADGH  default L) BHEERIDO Y AT AL VY —ADNRT LU AR DT T L— ReFRL
F7,
dual-ipv4-and-ipv6  ((£&) IPv4 & IPv6 OB %2R — 55727V T 7 L—ba2FRLET,

{default | routing} o default: ¥ 7 4L FOF 2T FL T L— MNREEAERLET,

e routing : V=7 AT DT 2T N T T - NEREERRLET,

qos (f£#&) QoS (Quality of Service) 727t 2> tu—nL = Y (ACE)
MOV AT N Y Y =R &K KT DT 7T — b 2R LET,

routing EE) IPV4 V=T 4V THOV AT L Y =Rk KT 577 L—h
ERIRILET,

| begin ({LE) expression & —ET DT bR REZHBELET,

| exclude UEE) expression & —BT 2T RTNOLERILET,

| include (EE) $87E Ihiz expression & —E T HITE2RRIZEDET,

expression ZRAA Y N E LTHEATHHIINORTT,

a2 kK E—F HkE EXEC

av Y FORERE yy—= EERNAE
12.2(44)EX Zoavry RRBMENE LR,
12.2(52)SE routing 35 X O* dual-ipv4-and-ipv6 routing O 45 % — U — R2MBM S E L7,

BRAEDHMA FS4Y sdmprefer 7 n— L a0 7 4 FaLb—v gy a<wy FeEHL, SDM T 7 L— & ZH L8
Hlt, REOELAFITHEDAAL v FE2Y r— FTL0LENH Y 3, reload FiH EXEC =+
v R&EANT ZHEIZ. show sdm prefer =~ F& AJ)$ 2% L. show sdm prefer (210 . BUIEMEA L
TWE7 v 7= BRI B —RRIZT 7T 4 TR DT T — FRERINET,
HF T L— hTRASNAERL, FHED Y Y — 2B BB L ORAKICHE Y T, M
ESNTHEREDEREDOEFICH K272, EEOBFLITRRLIGE1RHY 7,

LFHITIE, RLFENLFREISET, =& 21E, | exclude output & AJ) L7845, output %
BUITIERAFINETADR, Ouiput ZE5TATIEIRFSINET,

Cisco IE 3000 XA wF IR K JI7 LR
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show sdm prefer

]

WOBICIL, show sdm prefer =~ > RO AFERLET,

Switch#show sdm prefer default
"default" template:
The selected template optimizes the resources in
the switch to support this level of features for
0 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 8K
number of IPv4 IGMP groups: 0.25K
number of IPv4/MAC gos aces: 0.375k
number of IPv4/MAC security aces: 0.375k

Switch#show sdm prefer qos

" "

gos" template:

The selected template optimizes the resources in
the switch to support this level of features for
0 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 8K
number of IPv4 IGMP groups: 0.25K
number of IPv4/MAC gos aces: 0.625k
number of IPv4/MAC security aces: 0.125k

WOBICTIL, show sdm prefer routing =~ > FOHAFIZ R L E T,

Switch# show sdm prefer routing

"routing" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 2K
number of IPv4 IGMP groups + multicast routes: 1K
number of IPv4 unicast routes: 4K
number of directly-connected IPv4 hosts: 2K
number of indirect IPv4 routes: 2K
number of IPv4 policy based routing aces: 0.5K
number of IPv4/MAC gos aces: 0.625k
number of IPv4/MAC security aces: 0.375k

W OFHITIE, show sdm prefer dual-ip4-and-ipv6 routing =~ > ROHHHIZRLET,

Switch# show sdm prefer dual-ipv4-and-ipv6 routing
"dual-ipv4-and-ipv6 routing" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 1K
number of IPv4 IGMP groups + multicast routes: 0.5K
number of IPv4 unicast routes: 2K
number of directly-connected IPv4 hosts: 1K
number of indirect IPv4 routes: 1K
number of IPv6 multicast groups: 0.625k
number of directly-connected IPv6 addresses: 1K
number of indirect IPv6 unicast routes: 0.375k
number of IPv4 policy based routing aces: 0.125k
number of IPv4/MAC gos aces: 0.375k
number of IPv4/MAC security aces: 0.125k
number of IPv6 policy based routing aces: 0.125k
number of IPv6 gos aces: 0.125k
number of IPv6 security aces: 0.125k

Cisco IE 3000 R ¥F A%V F YI7LUR
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show sdm prefer W

BEav VR avwy kR HL)
sdm prefer SDM 7o 7 L— b RfbEan ) YV —A®ICKRE L ET,

Cisco IE 3000 XA wF IR K JI7 LR
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Bl show setup express

show setup express

Express Setup E— RN AL v FTT 7T 4 TnE D h&FRT HITIE, show setup express £
EXEC =~ R&EfHHALET,

show setup express [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & —HT 21T OERFRZBABLET,
| exclude ({EE) expression & —ET DT RN OERINL E T,
| include (EE) 485 Sz expression & —ET DT 2R RICEDET,
expression SR M LTHERT 2RO TT,
T7HIE F7 4N MIERESRTOERA,
ATV K E—F  FE EXEC
v FORERE yy—= EERAE
12.2(44)EX Ioawy RBEMEE L,
£l WOFX, show setup express 2~ > KON ZRLTNET,

Switch# show setup express
express setup mode is active

BEEa<vrk = A
setup express Express Setup &— R& A R—7 /LT L £,

Cisco IE 3000 R wF AWK Y77 LR
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show spanning-tree W

show spanning-tree

show spanning-tree = — 4 EXEC 2~ F& AT 5L, A= 7Y ) —DREFRER T TEET,

show spanning-tree [bridge-group | active [detail] | backbonefast | blockedports | bridge
| detail [active] | inconsistentports | interface interface-id | mst | pathcost method |
root | summary [totals] | uplinkfast | vlan vian-id] [ | {begin | exclude | include}
expression|

show spanning-tree bridge-group [active [detail] | blockedports | bridge | detail [active]
| inconsistentports | interface inferface-id | root | summary] [ | {begin | exclude |
include} expression]

show spanning-tree vlan vian-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary] [ | {begin | exclude |
include} expression]

show spanning-tree {vlan vian-id | bridge-group} bridge [address | detail | forward-time
| hello-time | id | max-age | priority [system-id] | protocol] [ | {begin | exclude |
include} expression]

show spanning-tree {vlan vian-id | bridge-group} root [address | cost | detail |
forward-time | hello-time | id | max-age | port | priority [system-id] [ | {begin |
exclude | include} expression]

show spanning-tree interface interface-id [active [detail] | cost | detail [active] |
inconsistency | portfast | priority | rootcost | state] [ | {begin | exclude | include}
expression|

show spanning-tree mst [configuration [digest]] | [instance-id [detail | interface
interface-id [detail]] [ | {begin | exclude | include} expression]

VOBV ADGBA  bridge-group L) 7V oY FA—THSEEELET, fHETE DML ~
255 °1,
active [detail] L) TI/T AT AV E—T A ADANR=L IV Y —(ERO Il £
R LUET (FHE EXEC T— FOEE DO LfFEHFHE),
backbonefast (&) A= 27> U — BackboneFast AT —# A% FRLET,
blockedports UEE) 7my 7 3R — boOEREER R LUET (B EXEC £— R
DIGE O HEHFHE) .

bridge [address | detail | ((£&) DA v FDRTF—ZABLIORELFZRLEST (A7 3
forward-time | hello-time| » % — U — R34 EXEC &— FOBE O LE A TTHE),

id | max-age | priority

[system-id] | protocol]

detail [active] (EE) A ¥ =7 = A AMEROFEMY ~ Y —2F R LET (active
¥ —U— Ri3fHE EXEC £— ROBFE O LA THE) .,
inconsistentports (ER) FETL2HR—bolFRzFRLET (K EXEC £— FO%E
D HfE I AIEE) o

Cisco IE 3000 XA wF IR K JI7 LR
| oL-13019-04-J .m.
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M show spanning-tree

interface interface-id
[active [detail] | cost |
detail [active] |
inconsistency | portfast |
priority | rootcost | state]

FEE) BESNEA LV E—T oA ADANR= LTI ) —[ER 5 H£R L
%7 (portfast B LU state LISt DT X TOA 7> 2 VT4 EXEC

E— R CORFERHHEE), KA v F—T A AL, A=A TRY» T
ANLET, A v F—T oA ZAOHPAIIATTEERA, A7V

H—TxA AL LTIE, HEAR— T, VLAN, BLOFR— K Fv¥ R0
HYET, FBETE D VLAN #PHIZ 1 ~ 4094 T, FEETE 5K — b
F v FHFPHIT 1 ~ 6 T,

mst [configuration
[digest]] [instance-id
[detail | interface
interface-id [detail]]

(f£#) Multiple Spanning-Tree (MST) DU —Y 3 VREB L NAT —
2 2A%&FR LET (KM EXEC &— FOBEEDOHEHTTEE),

F—U— FOERIIRDLEBY TT,

o digest : (f£%&) BIfED MST 3% ID (MSTCI) ([Z& £#5 MDS %
AV ANEFRLET, | DIIEHEZAL v F b9 1 DILITHE
YR v TFHD2 ODPMEZ A D= R FRFERENET (Hike
EXEC &— FOHE O LM A ),

IEEE 2D FEIED 7= DIZHMHFENEH S 4L, txholdcount 7 4 —
NRBEMENE LT,
BRAR—FMRICH L~ AL — B — AR ERSNET,

I[EEE T Y » OB AR — MIEATERET Y v Fe hal 7—4
= I (BPDU) #%i%E L7c%&. pre-standard %7213 Pre-STD
LV AEENRERSINET,

W— FDEATHYE BPDU X542 X O ICRES L, R— FTHAT
B BPDU 23%(5 Svie o7 & & | pre-standard (config) ¥ 721
Pre-STD-Cf &\ 5 HEERRFTINET,

FEATEYE BPDU Z#iXE 75 L D IR E S AL TWRWAR— R THRATHE
# BPDU 2515 SN A . pre-standard (revd) F 7213
Pre-STD-Rx &5 HEERERRESNET,

TAEEFTRNEER— FTREINTESEE, HER— BT+
D—F 4T AT — MNIRDLZDEENHIEIND E T, dispute 7
T IMEBEREINET,

o instance-id : 1 DDA AX A ID, FNENENA T TRY -
72 ID O#PH, £33~ TRY->7=—#HD ID ZI5ETE £,
FRETE DHIPHIT 1 ~ 4094 T, BUERESNTNDA VA Z
AEPRRINET,

* interface interface-id : ({EE) F/pA v 7 —7 =4 XL LTI,
YEAR— b, VLAN, BLOFR—hF Fr 3B HVET, IHEETE
% VLAN #ifHIZ 1 ~ 4094 TH fRETE 5K — b Fx 3 L#iHIx
1~67T7,

o detail : (£EF) A L AX LV AEITA v F—T = A ADFHEMIGERE
FRLET,

pathcost method

EE) 77NV FORR ax bR EFRRLET FH EXEC £— K
DA D I FHE) .

root [address | cost | detail
| forward-time | hello-time
| id | max-age | port |
priority [system-id]]

EE) V—h AA v TFDOAT—ZABLVOHELFRLET (T
DF—T — RAHEHE EXEC E— RDOEE DI HATEE) .

summary [totals]

(EE) N—MREOY <~V —, /A=Y — 25—k &7
g VOMITE R F R UET, IEEE Standard &\ 9 EElL. AA v F B
THEITENTWNWS MST XN— g 2B LET,

uplinkfast

(f£E) A/X=r727">YU— UplinkFast A7 —# 2% F R LET,

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show spanning-tree W

vlan vian-id [active (LB BESNE VLAN O =0 7Y ) —EfE2RirLET (F—
[detail] | backbonefast | 7 — RO— #1344 EXEC E— FOBADOHEHATHE), VLAN ID &
blockedports | bridge FTCHAIE 72 1 20 VLAN, £#hEinx A 7 TXE-72 VLAN
[address | detail | HiPH, £33 H >~ TRY -7 —#oO VLAN 235E T £4, HET

forward-time | hello-time | = A% 1 ~ 4094 T,
id | max-age | priority
[system-id] | protocol]

| begin (EE) expression & —BT 21T LR REZHBLET,
| exclude ({ER) expression & —HT T2 RRMLERIN L E T,
| include (LE) $8E Sz expression & —ET HITERRICEHEDET,
expression ZRARA P ELTHEMRT 2 HINOAXTT,
a2 F E®E—F  =—# EXEC
av Y FORERE J1y—=x EERAE
12.2(44)EX Zoavwry RRBMESnELE,

BEREDAA FS54>

]

vian-id B a2 EW LB, T TCH VLAN DR R=2 Y ) — LV AZ A 23wy RS &
nNEJ,

LFHNTIE, KXFENDXFERRIENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXRRSNETAD, Output 8 TITIIR R ENET,

W OFITIL, show spanning-tree active =~ FOHZ R LET,

Switch# show spanning-tree active

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0001.42e2.cddO
Cost 3038
Port 24 (GigabitEthernetl/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 49153 (priority 49152 sys-id-ext 1)
Address 0003.£d63.9580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Uplinkfast enabled

Interface Role Sts Cost Prio.Nbr Type

Gil/1 Root FWD 3019 128.24 P2p
<output truncated>

WOFITIX, show spanning-tree detail =~ > RO Z R LET,

Switch# show spanning-tree detail

VLANOOOl is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 49152, sysid 1, address 0003.£fd63.9580
Configured hello time 2, max age 20, forward delay 15

| oL-13019-04-J
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show spanning-tree

Current root has priority 32768, address 0001.42e2.cdd0
Root port is 1 (GigabitEthernetl/1l), cost of root path is 3038
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 1dl16h ago
Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300
Uplinkfast enabled

Port 1 (GigabitEthernetl/1l) of VLANO00Ol is forwarding

Port path cost 3019, Port priority 128, Port Identifier 128.24.
Designated root has priority 32768, address 0001.42e2.cdd0
Designated bridge has priority 32768, address 00d0.bbf5.c680
Designated port id is 128.25, designated path cost 19
Timers: message age 2, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 0, received 72364

<output truncated>

W OB TIL, show spanning-tree interface interface-id 2~ > KO ZERLET,

Switch# show spanning-tree interface gigabitethernetl/1
Vlan Role Sts Cost Prio.Nbr Type

VLANOOO1 Root FWD 3019 128.24 P2p

Switch# show spanning-tree summary

Switch is in pvst mode

Root bridge for: none

EtherChannel misconfiguration guard is enabled
Extended system ID is enabled

Portfast is disabled by default
PortFast BPDU Guard 1is disabled by default
Portfast BPDU Filter is disabled by default

Loopguard is disabled by default
UplinkFast is enabled
BackboneFast is enabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANO0OO1 1
VLANO00O02 3
VLANO0O4 3
VLANO0006 3
VLANO0O031 3
VLANO0032 3
<output truncated>

37 vlans 109 0 0 47 156
Station update rate set to 150 packets/sec.

UplinkFast statistics
Number of transitions via uplinkFast (all VLANs) : 0
Number of proxy multicast addresses transmitted (all VLANs) : 0

BackboneFast statistics

Number of transition via backboneFast (all VLANSs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)

o O o o
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show spanning-tree W

Number of RLQ request PDUs sent (all VLANs) : 0
Number of RLQ response PDUs sent (all VLANs) : 0

W& DOFITIL, show spanning-tree mst configuration =~ > FOH I Z R L E T,

Switch# show spanning-tree mst configuration

Name [regionl]
Revision 1

Instance Vlans Mapped
0 1-9,21-4094
1 10-20

K OFITIL, show spanning-tree mst interface interface-id =~ > KO EZRLET,

Switch# show spanning-tree mst interface gigabitethernetl/1
GigabitEthernetl/1 of MSTO00 is root forwarding

Edge port: no (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : boundary (STP) bpdu guard : disable (default)

Bpdus sent 5, received 74

Instance role state cost prio vlans mapped
0 root FWD 200000 128 1,12,14-4094

WoHITIL, show spanning-tree mst 0 =~ FOH A Z R LET,

Switch# show spanning-tree mst 0
###4##4# MSTOO vlans mapped: 1-9,21-4094

Bridge address 0002.4b29.7a00 priority 32768 (32768 sysid 0)
Root address 0001.4297.e000 priority 32768 (32768 sysid 0)
port Gi0/1 path cost 200038
port Gil/1 path cost 200038

IST master *this switch
Operational hello time 2, forward delay 15, max age 20, max hops 20
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface role state cost prio type

GigabitEthernetl/1 root FWD 200000 128 P2P bound (STP)

GigabitEthernetl/2 desg FWD 200000 128 P2P bound(STP)

Port-channell desg FWD 200000 128 P2P bound(STP)
BEa< kR avwo kR e

clear spanning-tree counters

ANR= T IV =D AT E e VT LET,

clear spanning-tree detected-protocols

a harBir et AEEBELET,

spanning-tree backbonefast

BackboneFast #fE% A x—7 LI L E T,

spanning-tree bpdufilter

AVE—T 2 ZATDT ) y¥ T hay F—4 a
= b (BPDU) DOk {E&42E1L £,

spanning-tree bpduguard

BPDU #Z{Z LA v % —7 = A A%, errdisable A
F— M LET,

spanning-tree cost

AR=L TV ) —OFFMAT 552 22 b &#E L
%7,

spanning-tree extend system-id

LR AT N ID HREZ A R— 7 VT LE T,

spanning-tree guard

BRSNS Vv F—T = A 2Kkt 5T _TD VLAN
WZR LT, — bk H— FEREE =13 —7 I — RikRE
A F—=T I LET,
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M show spanning-tree

avwy kR

Bl

spanning-tree link-type

AR IV Y =N T F T —F 4 7 AT — MIEEB
TToako1c, F7FNVN Vo84 TFHRER LEXL
i‘é‘o

spanning-tree loopguard default

B—FmY 7 ORNERDEEICL > TRER— M
7id— b R— bR ER—FE LTHAESRZVWE D
IZLET,

spanning-tree mst configuration

Multiple Spanning-Tree (MST) U — 3 V&R ET H7%
HDOMST a7 4 Xal—vary = RERBLET,

spanning-tree mst cost

MST OFEICHEHT L3R aX b ERELET,

spanning-tree mst forward-time

FR_RTOD MST A > A X 2 AN HOUNTHEE AL R % 35
ELET,

spanning-tree mst hello-time

N—h AL vF ar7 4 Fal—var Ayg—IN
%57 % hello BPDU Ol@Zi%E L 7,

spanning-tree mst max-age

ANZU T Y =Bh— | AL v F b Ay E—VEE
{G¥ b % HEE LE T,

spanning-tree mst max-hops

BPDU # Fe v 7 LTA ¥ —T =4 ZARIZHEFLTWH
-HERABBYNICTAETH, MST Y —Y 3 TD
Ry THERELET,

spanning-tree mst port-priority

ABE=T AR TITAF VT 4 ZRELET,

spanning-tree mst priority

BELIELAR=Z L TV = ALV RAZ L ADAAL vF T T
AFYT 4 ERELET,

spanning-tree mst root

Iy NU—7 OEZIZESNT, MST L—k AL v F
DTITAF VT A BIOA A ~—2RELET,

spanning-tree port-priority

AH =T 2 AR TITAF VT 4R ELET,

spanning-tree portfast (global
configuration)

PortFast xfitn{ > % —7 = A A ETBPDU 7 4 V& U >
JHEBEE 7213 BPDU ' — Ri§GEZ 7 o — LA 2 —7
MTT D0, FREFTRTOIENT T A F—T = A
AT PortFast #E% A x—7 iz LE T,

spanning-tree portfast (interface
configuration)

BEnf o 2—7 x4 ZABLOS%ET 23 _XT?D VLAN
k¢, PortFast /g% 14 *—7 VI LET,

spanning-tree uplinkfast

VY7 E3 AL v FIEERSDHE. TR =
Y7 V) =S EHBIICHRE SIS EIC, HLvr—
b AR— 2R TEIRTE DL 9T LET,

spanning-tree vlan

VLAN B TANR= 7 VY — 2R ELET,

Il CiscolE3000 A1 vyF avvF JYI7 LR
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show storm-control

show storm-control

AL o FFEFIIBEDA VX —T 24 A LT, 70— FKX¥¥ A, wLFX¥ A, Tz =Fr 2
M A N—2HHOBEERRLIZY, A bM—AHlEHEELAERR LY T 25121%, show storm-control
o—H EXEC 2w REHEHA LET,

show storm-control [interface-id] [broadcast | multicast | unicast] [ | {begin | exclude |
include} expression]

DB ADEBA  interface-id (L) MER—bDA 2 —T =2 XD (XA, FVa—L, K— K%
i)

broadcast (FEE) 7uo—F&F vy A b A=A LEWEREEZFFLET,
multicast ULE) v VFX ¥ AN AP —ALXVWMEREEZERLET,
unicast (FEE) 2=% v Ak A h—A L& \VMEREEZRLET.
| begin UEE) expression & —BT 51T bR RERFMBLET,
| exclude ({EE) expression & —ET DT RN OERINL E T,
| include (EE) HBE ST expression & —ET BT RRICEDET,
expression SHRRA P E L THERAT I HINOXTT,

avTY R E—F 2 —4 EXEC

avy FOERE yy—=x EENE
12.2(44)EX Zoawry RRBMENE L,

EREDAHA R34y

]

interface-id # N1+ 5 &, fEESNTA L Z—T 24 ZADA F—LHIH LS WVEIFTSNET,
interface-id # NJJ L7 WGE . AL v F EOR— T _XRTO T T 4 v 7 XA TOREPERINET,
NI4T A TERELRVEARIE, Te—RFX¥ vy 2 F 2 F—LAHIHORENFETTENET,

LFEHTIE, KXFENXFEREIENET, 72& 21, | exclude output & A L7254 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

WOFTIX, F—U— FE&HEEETIZAT L7 show storm-control =~ > FOHITO—EE R L £,
Mo T7 497 ZATOXF—=U—=RKBANTINTRWED, 7a—RKxy A b A=A ORENF
IRENET,

Switch> show storm-control

Interface Filter State Upper Lower Current
Gil/1 Forwarding 20 pps 10 pps 5 pps
Gil/2 Forwarding 50.00% 40.00% 0.00%

<output truncated>

| oL-13019-04-J
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M show storm-control

WOBITIE, FBEDA ¥ —7 =4 AD show storm-control =~ > KOHNZRLET, vTF7 1 v
7 BATOXR—U—RBANEINTRWD, 7r—RFEy 2 b XA h—LAFIHORENRRINET,
Switch> show storm-control gigabitethernet 1/1

Interface Filter State Upper Lower Current

# 2-33 (2, show storm-control DH JIIEKREINDET7 4 —/V FOFHE R LET,

#* 2-33 show storm-control ® 7 1 —JL KDRA
Z4—ILF By
Interface LB —TxAADID #F R LET,
Filter State TANEDAT—HARFRRLET,
* Blocking : A b— Al A X—T A THY, A b—2BFELTWH
i‘j‘o
* Forwarding : A h—AHIEIEZA X —T L THY, A F—LIFFELT
WEH A,
e Inactive : A b — AL T 4 E—7 LT,
Upper R v BRI ATRE e AR O N—2 T — U L LT, B o
gy NEERIIEROY Y FMETERLET,
Lower TR Vv 2 R AT RE e g O R —k 7 — U L LT, o
o MERERIIEROY Yy PEETERRLET,
Current Tua—RXY AN NI T4 v 7 ERFRBEDONT 747 ZAT (Tr—
RE¥xy A b, vV FF¥ R b, 2=%y 2 L) O#EEOFRRREZ, £
K CHERARERFIRIED R—t T =V TR R LET, 207 40— FiE,
Z = LHI A R —T N DBEEDIHENTY,

BEEav> R avyvk £

storm-control ALy FITR—RFr AP, wLFFX AR, BEOZ=F ¥ Ak A h—
L LRV 2 BE L ET,

Cisco IE 3000 R wF AWK Y77 LR
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show system mtu W

show system mtu

AA v FITH L TRE &z 7 1 —,30 Maximum Transmission Unit MTU; gk Kbz =v ) 7=
TR RANT > b A X FRRT 510, show system mtu K54 EXEC 2~ > REEHA L E T,

show system mtu [ | {begin | exclude | include} expression]

YUBYYZADEH | begin (&) expression & =BT 2T ORREZRIELET,
| exclude (ER) expression & —ET DT BRP LRI L E T,
| include EE) &SN expression & —HT HTERRICEDET,
expression ZRARA R LTHEMT 2 HINOAXTT,
ATV K E—F  FE EXEC
Y FOBERE yy—= EERE
12.2(44)EX CoTwr FABMERE LT,

EREDAA FS54>

system mtu ¥ 7213 system mtu jumbo 7 71— 3L 3T 4 Fa L— gy awy REMHHLTMTU
DREEERELIEGG. A4y TE2 Ty bLARWVIERY, FLOBEEITADIIRD XA,

A7 5 MTU (Z 10/100 Mbps TEMET 2K — &, AT A V¥ AMTU ZFHE Y b A—h &
ZHRLET, VAT L NA—T 4 MTUBINAV—T v R R—Fr2ZHRLET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRRINET,

i WOHITIL, show system mtu =~ > RO 2R LET,
Switch# show system mtu
System MTU size is 1500 bytes
System Jumbo MTU size is 1550 bytes
Routing MTU size is 1500 bytes.
BREOY VR avwy kR B
system mtu T AN A=Ky ke k. FHEY b A —FFv b Kk, Ei203

J—T v K iR—brD MTU A X&FELET,

| oL-13019-04-J
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W show udid

show udld

TRTOR— ~E721FHE SN =R — k@ UniDirectional Link Detection (UDLD; H£— 41tV > 7 1
H) BHAT — X ABLOEERT — X A& #/RT 5HI21E. show udld =—% EXEC =2~ > Rz
LET,

show udld [interface-id] [ | {begin | exclude | include} expression]

VOBV ADGHBA  interface-id EE) A2 =724 ZADID BLOKR— FESTT, IHETEHA
H—TxA AL LT, WEAFA—FBLAPVLAN b EENET, FHEETED
VLAN #ipHI% 1 ~ 4094 <9,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude (EE) expression & —BT 21T RN OLERILET,
| include (EE) BE ST expression & —T 2172 FRICEDET,
expression ZRAA L N LTHEATHHIINORXTT,
ATk E—F  =—%EXEC
av Y FORERE J1y—=x EERAE
12.2(44)EX oawy RBEMEE L,

BEREDAA FS54>

]

interface-id Z NJJ L7 WGEIL, TXTOAL 2 —7 = A4 ZDOER LB I ONEM Lo UDLD A7 —#
ANFREINET,

LFHNTIE, KXFEDXFERRENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXIR R SNETAD, Output 8 TITIIR R ENET,

WOFITIL, show udld interface-id =~ > FOW %2R LET, ZITik. UDLD 12V 7 Offits T
AR—=TNVICHEEINLTWT, U IZBMAEMTHSZ L% UDLD B LET, £ 2-34 12, 20O
NTCRERENDIET 4 — NV ROFHEZRLET,

Switch> show udld gigabitethernetl/1
Interface gil/1
Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement - Single Neighbor detected
Message interval: 60
Time out interval: 5
Entry 1
Expiration time: 146
Device ID: 1
Current neighbor state: Bidirectional
Device name: Switch-A
Port ID: Gil/1l
Neighbor echo 1 device: Switch-B
Neighbor echo 1 port: Gil/2

Cisco IE 3000 R4 vF a2 K JI7 LR
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Message interval: 5
CDP Device name: Switch-A

showudid W

* 2-34 show udld @ 7 1 —JL KDERA
J4—ILF S
Interface UDLD IZREINT-a—h )L TRAL ADA L Z—T = A A,

Port enable administrative
configuration setting

A— K To UDLD D& EHE, UDLD 34 2 —T7 NVEIET «
=T NDEE, R— DA F—TAREITEHN LOA x—T L 2
T—hERUTT, ENDUHOEHE, A X —T NVENERTEIX, 7
= U =TV EIL L o TR E D 97,

Port enable operational state

ZOAR— T UDLD BEEIZHEEH L TV D20 E D iR #ifEA
T— b

Current bidirectional state

Vo7 ORFMAT— b, V7B ZorLT0ah, £i2d
UDLD JEXfIT /31 AR SN TV 554 1%, unknown A7 —
rNFRENFET, U723 UDLD finT 23 A A2 &0 N
i ST\ B AT, bidirectional 27— FRFRENE T,
FTOMDENRERINTWVEEAIEL, ELLBRINTHETA,

Current operational state

UDLD 27—k ¥V OBIED T = — X, @EOMHE Y > 7 O
BA, <03, AT —F Y UET RARE AR 72— AT,

Message interval

=T TNAANLT RRNEA X Ay — V%G1 DHE,
BT T,

Time out interval

BT v Fodiz, UDLD 2T S, ANE O T o — &5
LM ().,

Entry 1

BAIDOX % vy 2 22 Y OWE#R, SO kI, KA =0
bEESNTa—fFROav—EMSnET,

Expiration time

ZOFx va b OMIRAEIND ETOMFRFE (),

Device ID

7T S 2D ID,

Current neighbor state

FAN—DBEDAT— b, a—/V T A AL IOEHEEE O
J7CUDLD 2@ ERBVEHL TWAHA. *A 1 — AT — 1B
X = 27— NMIHFMTT, V7B Z 7 LTWDM,
F2E R A N—=HN UDLD ®ETHRWGEE, v v = = bk
ERINER A,

Device name

HELETIIRAN—=DY AT A V) T ES, BELDRESN
TWARWh, £721E7T 740~ (Switch) IZREINTWSHHA.
VAT LDV T NETNERINET,

Port ID

UDLD 1Tk L TA R—= 7 /VIZRRE SN A N—DR— | ID,

Neighbor echo 1 device

TA—DEETLTH DR A N—DIEL,

Neighbor echo 1 port

Ta—DEEFETTHDRANRN—DR— bES ID,

Message interval

RAN=INT NI X Xyt =V aRETHHE (B),

CDP device name

CDP TN AL FETIETV AT A VY TR, BEELANRTEIN
TWARWh, £721E7T 740~ (Switch) IZREINTWHHA.
VAT LDV T NETNERINET,

| oL-13019-04-J
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W show udid
EEEavT UK avyv kR B L
udld UDLD o7 7Ly v 7 T— RERIZ /) —~/L T— K& A F—T /b
T B0, ETLEREFTRRA v E—Y FA4 v — DR ZRE L
F7,
udld port flHx DA H—T7x2AATUDLD %A X —7NMZT DHh, i

K77 AN E—T oA AP udld 72— )L 2T 4 F 2 b—
vary avwry Rl oTAR—TNICRDDEHEET,

udld reset UDLD IC kAT _RTDODA v F—T A Ay hEU UV EZ B Y
L, NI 74 v 73BT 50%BUHFLET,

Cisco IE 3000 R wF AWK Y77 LR
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show version W

show version

N—=RUzTBIORT 77— U =T ON—T 3 MNEREFRRT HIZ1E, show version ——H EXEC =
~ U REFALET,

show version [ | {begin | exclude | include} expression]

YUBYYZADEH | begin (fEE) expression & =BT DTN LR FREZRABLET,
| exclude ({EE) expression & —ET DT RR-N LRI L T,
| include (EE) 485 Sz expression & —E T DITE R RICEDET,
expression ZWARA R ELTHERT A2 IIANOATT,
OV K E—F = — EXEC
avy FOBERE yyy—x EENE
12.2(44)EX Zoa<wry RRNEBMENRE L,

EREDAA FS54>

]

(E)

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7845, output %
BUITIEIRAFINETADR, Ouiput ZE5TATIEIRSINE T,

WOHTIL, show version =~ RO 1Z R LE7,

show version H /JIZIZR R EINFE TR, 227 F2l—2 9 LIPXXERITAA v FTHR—F
INTWEHRA,

switch# show version

Cisco IOS Software, IES Software (IES-LANBASE-M), Version 12.2(44)EX, RELEASE SOFTWARE
(fc2) Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Mon 19-May-08 12:47 by weiliu

Image text-base: 0x00003000, data-base: 0x01400000

ROM: Bootstrap program is IE 3000 boot loader
BOOTLDR: IES Boot Loader (IES-HBOOT-M), Version 12.2 [mchou-v1221dr0328 102]

Switch uptime is 2 days, 1 hour, 36 minutes System returned to ROM by power-on System
image file is ''flash:/ies-lanbase-mz.122-44.EX/ies-lanbase-mz.122-44.EX.bin""'

cisco IE-3000-4TC (PowerPC405) processor with 126976K/4088K bytes of memory.
Processor board ID FHK1152UZRW

Last reset from power-on

1 Virtual Ethernet interface

20 FastEthernet interfaces

2 Gigabit Ethernet interfaces

The password-recovery mechanism is enabled.

64K bytes of flash-simulated non-volatile configuration memory.

| oL-13019-04-J

Cisco IE3000 R/ wF IRV F YI7LVR



#$2% CiscolE 3000 R4 vF CiscolOS av > F |

B show version

Base ethernet MAC Address : 00:1E:13:00:2D:00
Motherboard assembly number : 73-10855-07

Motherboard serial number : FOC11504059

Motherboard revision number : 04

Model number : IE-3000-4TC

System serial number : FHK1152UZRW

Top Assembly Part Number : 800-28491-01

Hardware Board Revision Number : 0x02

CIP Serial Number : 0x43313135

SKU Brand Name : Cisco

Switch Ports Model SW Version SW Image
* 1 22 IE-3000-4TC 12.2(44)EX IES-LANBASE-M

Configuration register is OxF

Cisco IE 3000 R4 vF a2 K JI7 LR
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show vilan

AA v F LOFTXTD

showvian W

RIEW D VLAN E7213%7E D VLAN (VLAN ID 72134 0% 46E LI2HE)

DINT XA —H ZFRwTHI121%, show vlan = —H EXEC =2~ R&E#EHLE T,

show vlan [brief | dot1q tag native | id v/an-id | internal usage | mtu | name vian-name |
private-vlan [type] | remote-span | summary] [ | {begin | exclude | include}

expression|

DURy Y ZADFHHA

GE)

avU Rk E—F

brief

(f£E) VLAN ZLIZ VLAN 4, AT —F A, BIOKR— &2 1 {TTHFEF
LET,

dotlq tag native

(f£3%) IEEE 802.1Q XA 7 4 7 VLAN # X/ AT — X A F R LET,

id vian-id

(fE%) VLAN ID % THESILE 1 50 VLAN (BT SHflE R R L ¥
F. vian-id TiE, HETE BEPAE 1 ~ 4094 T,

internal usage

EE) AA v FRRECERTS VLAN OV A EFRRLET, Zh

5@ VLAN X 2 EsE# (VLAN ID 23 1006 ~ 4094) Nt DT,

I BH® VLAN ZRNEEHNGHIBR LR VWE, vlan 72— N0 a7 ¢

Fal—rgryavr RE#EHALT, 1006 ~ 4094 ® VLAN ID T VLAN
EERTHZ LixCcEERA,

mtu

(£E) VLAN ® U Z k& VLAN OF— FMIRE SN TWA RN LU
Kigikz=v r MTU) ¥4 XDV A EERLET,

name vian-name

({EE) VLAN 4 THREE T2 1 2O VLAN IZB3 2@ E R R LET,
VLAN 4%, 1 ~ 32 350 ASCI XF5 T,

private-vlan

ER) 774~V BIOCEI XY VLANID, ¥4 7 (a3=2=7 1,

WAL, FETT7A4<Y), BLORT T4 _X— K VLAN IZETHAHR— 72
. REFHLDTF 44— VLAN OIEREFRLET, Z2OF—TU—F
X, AL FTIP P —ER A4 A=V BNEH L THEHEARICORYR— &
nET,

type

(f£E) 774 X— K VLANID BRUOZ A T T 2R R LET,

remote-span

(f£#) Remote SPAN (RSPAN) VLAN IZBF 2 EHMEFR T LET,

summary ({EE) VLAN =V —fEHmasR L ET,

| begin (EE) expression & —BT 1T bR REHBLET,

| exclude (EE) expression & —HBT 5T R TRMOLERILET,

| include (fE3) $87E Sh/z expression & —8T DT RRICEDET,
expression SHARA v NELTHERAT2H IR TT,

ifindex ¥—U— K, 23w FIA L DO~T 2 R ) U ZICEERSRTOETR, $H— L ShT

WEE A,

o —# EXEC

| oL-13019-04-J
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Hl  showvlan

oY FOBERE yy—= EFERRE
12.2(44)EX COavy FABMSIE L,
12.2(52)SE dotlq tag native. internal usage., ¥ X O private-vlan D45 % —7 — R23

BEmshE L,

HRAEDNHM K542  show vlan mtu =~ > R/ Tid, MTU Mismatch 5/i2 VLAN NOFTXTOR— MMZF U MTU 23 %
ENEIDERLET, TOFNT yes BERINTWVSEA. VLAN OF KR — MIBl%2 D MTU 23 &
D, Ty b3, REVDMTIU Z2FOR— b6/ MTU Z2FOR— MRS v Frr3nbd &,
Fry7INDZ ERHY FT, VLANIZ SVI BRWEE, ~1 72 (<) 252 SVI MTU FlIFEK R
S EJ, MTU-Mismatch 32 yes NEREN TV EEE, MiniMTU ZF24R— k& MaxMTU % £
DR — MADBERRINET,

LFEHTIE, KXFENLFEREIENET, =& 2, | exclude output & A1 L7284, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

i WOBITIE, show vlan =~ > RO AR LET, £ 2-3510, FRENDH7 14—V ROBMBEZRL
£7
Switch> show vlan
VLAN Name Status Ports
1 default active Fal/l, Fal/2, Fal/3, Fal/4

Fa2/1, Fa2/2, Fa2/3, Fa2/4
Fa2/5, Fa2/6, Fa2/7, Fa2/8
Fa3/1l, Fa3/2, Fa3/3, Fa3/4
Fa3/5, Fa3/6, Fa3/7, Fa3/8
Gil/1, Gil/2

2 Tes active Fal/3, Fa2/5, Fa2/6

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 0 0
2 enet 100002 1500 - - - - - 0 0
1002 fddi 101002 1500 - - - - - 0 0
1003 tr 101003 1500 - - - - - 0 0
1004 fdnet 101004 1500 - - - ieee - 0 0
1005 trnet 101005 1500 - - - ibm - 0 0

Primary Secondary Type Ports

20 25 isolated Fal/13, Fal/20, Fal/22, Gil/1,
20 30 community Fal/l, Fal/20, Fal/21, Gil/1,
VLAN Name Status Ports

<output truncated>

2 VLAN0O002 active
3 VLANOOO3 active

Cisco IE 3000 R4 vF a2 K JI7 LR
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showvian W

<output truncated>

1000 VLAN1000 active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 1002 1003

2 enet 100002 1500 - - - - - 0 0

3 enet 100003 1500 - - - - - 0 0

<output truncated>

1005 trnet 101005 1500 - - - ibm - 0 0

Remote SPAN VLANs

& 2-35 showvlan a7 FOHEAT 4 —IL F

Z4—ILF EEA

VLAN VLAN %%

Name VLAN O4HT RESNTWVD5E)

Status VLAN O 27 —X& 2 (active & 721% suspend)

Ports VLAN i@ %K — |k

Type VLAN DRAT 47 Z AT

SAID VLANOtX=2U7 44 7V xz—arID

MTU VLAN O Kisk=>=> F (MTU) ¥4 X

Parent Bl VLAN (fFET554H)

RingNo VLAN ® U > 7% 5 (%47 25%8)

BrdgNo VLAN o7V v &S YT H556)

Stp VLAN CEH A= 7 Y )— 7a han (STP) #A47

BrdgMode ZOVLAN O7 U » v 7 E£— K : alfg72fE X Source-Route Bridging
(SRB; ¥ —2&—hk 7 U v 7)) BIU Source-Route Transparent
(SRT; YV—ANL—hK RFG AT LK) T, 574/ FZ SRB TY,

Transl oo 2aL—vary 7Yyl

Trans2 v AL—vary 70y 2

Remote SPAN VLANs |3 7E & 41 C\v»% RSPAN VLAN Z iR L 7,

Primary/Secondary/ 774~V VLANID, 4> %Y VLANID, E4 >4V VLAN D&% A~

Type/Ports (B2 2=7 4 £EREE . BEIOETICHIBT AR - hadt, #ES
N7=774X—hK VLAN BREENET,

Cisco IE 3000 XA wF IR K JI7 LR
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show vlan

W DFITIL, show vlan dotlq tag native =~ > FOH N ZRLET,

Switch> show vlan dotlqg tag native
dotlg native vlan tagging is disabled

WOFITIE, show vlan private-vlan =2~ > FOMH N EZRLET,

Switch> show vlan private-vlan

Primary Secondary Type Ports
10 501 isolated Gil/3
10 502 community Fal/1l1l
10 503 non-operational3 -
0/22, Gi20 25 isolated Fal/l, Fal/20, Fal/22, Gil/1l, Fal/13,
Fal/3, Fal/2, Fal/4,
20 30 community Fal/l3, Fal/20, Fal/21, Gil/l1l, Fal/1o0,
20 55 non-operational
0/15

WOBITIL, show vlan private-vlan type =~ > FOHAERLET,

Switch> show vlan private-vlan type
Vlan Type

10 primary

501 isolated

502 community

503 normal

W OBFITIL, show vlan summary =~ > ROHJERLET,

Switch> show vlan summary

Number of existing VLANs : 45
Number of existing VTP VLANs : 45
Number of existing extended VLANs : 0

WOHTIX, showvlanid =~ FOHTZRLET,

Switch# show vlan id 2

VLAN Name Status Ports

2 viawo2oo active Fal/3, Fa2/s, Fa2/6
2 VLAN0200 active Fal/3, Fa2/5, Fa2/6

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2

2 enet 100002 1500 - - - e

Remote SPAN VLAN

Disabled

R OF T, show vlan internal usage =~ FOH JjZ/R L£ 7, VLAN 1025 5 LT 1026 23, 7 7
AR A—=PFy b =Ty FKR—F23BL®24 ONE VLAN L LTHEHAEShTWET, Zhbo
VLAN ID OWFnnE2ERT2I2E, ETA—TFT 47 K= vy MU UTHRERS Y F
T ZHICE Y, WNE VLAN iS4, JRBRHIPA VLAN 2MER S vE S, v—7 v K R— F &
g L, Mo VLAN BEEREID ¥ TonET,

Switch> show vlan internal usage
VLAN Usage

1025 FastEthernetl/23
1026 FastEthernetl/24

Cisco IE 3000 R4 vF a2 K JI7 LR
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showvian H

BEavTUF avwyk H7L)
private-vlan VLAN 223 =2=7 ¢, Bl £721377 A4~V VLAN IZRET D0, 7
74~V VLAN Zt % %Y VLAN [ZBE#EM T £7,
switchport mode AR—=FDVLAN R Ry v 7 F— RERELET,
vlan (global VLAN 1~ 4094 % ECT&E5 VLAN 27 4 ¥a2lb—v a3y T—Ki&A
configuration) X—T7 M LET,

Cisco IE 3000 R4 wF a2 K YI7LYR
| oL-13019-04-J 2-689
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M show vian access-map

show vlan access-map

FED VLAN 778X = v 7 723 TXTO VLAN 77 R < v 72T 2 1EHE R RT DI,
show vlan access-map F##Z EXEC =~ > FZHER L E T,

show vlan access-map [mapname] [ | {begin | exclude | include} expression]

~
(E) ZOavry R, AL v TFRIP YV —ER A A—VEBEHLTWIHEAICETHFEHTE T,
DUBYYADBHRBE  mapname (EFE) ¥ED VLAN 77t 2 = v 7OLARI T,
| begin (EE) expression & —HT 21T bR FREHBLET,
| exclude (&) expression & —BT DT RA-NPOERAL ET,
| include (&) 45€ &Nz expression & —ET DT R RICEDET,
expression BRARA L N LTHEATHHIINORXTT,
AT FE—F ¥ EXEC
a7 Y FORERE yy—= EERAE
12.2(52)SE Coavy FRBMSNE L,

ERLEDAA K54

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIEIRASINETADR, Ouiput ZE5TATIEIRFSINET,

fl K OHITIL, show vlan access-map =~ > FOH 1R LET,
Switch# show vlan access-map
Vlan access-map "SecWiz" 10
Match clauses:
ip address: SecWiz GiO_ 3 in ip
ip address: SecWiz FalO 3 in ip
Action:
forward
EEaTU KR avwvk A

show vlan filter VLAN 7 4 V& FXTIZET 216 @, £7213%ED VLAN %7213 VLAN 7

A =y TICETHEREE TR LET,

vlan access-map VLAN X7 > h 74 0% U7 O VLAN v v 7 = b U Z{ERLET,

vlan filter 1 2F 71385 D VLAN IZ. VLAN v~ v 7F&EH L E T,

Il CiscolE3000 A1 vyF avvF JYI7 LR

OL-13019-04-J |



| £2% CiscolE 3000 X1 ¥ F CiscolOS A<~ F

show vian filter W

show vlan filter

VLAN 7 4 VAT _TCICEHT AR, F23HED VLAN £721X VLAN 77 v 2 <= v BT 51
A FRT HI21X. show vlan filter #54E EXEC =2~ > FAFEH L £,

show vlan filter [access-map name | vlan vian-id] [ | {begin | exclude | include}
expression|

(i¥) ZDawrRiE, AL VTFRIP P —ER A A—DERBE L TSRS TEHTE 1,

YUB Y ADEBHA  access-map name ULE) IBESNIEVLANT 7B R~ 707 4 X ) v I iEREPFRLET,
vlan vian-id UEE) FRESNEZVLAN O 7 4L x2 ) v 7 EREFRLET, HETES
FPHIX 1 ~ 4094 T,
| begin (EE) expression & —EBT 21T LR REZMABLET,
| exclude UER) expression & —EHT DT ERNP LRI L E T,
| include (L) $8E Sz expression & —ET DT FRRICEHEDET,
expression ZAA > N LTHEATAHAINORXTT,

a2 kK E—F #kE EXEC

av Yy FOER yy—=x EERNE
12.2(52)SE Zoawy REMENE L,

BREDHA FSM4Y  CFHITIE, KXFEALEREERET, 72 & 21F, | exclude output & A L7284, output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

] KOBITIE, show vlan filter =~ RO AR LET,

Switch# show vlan filter
VLAN Map map 1 is filtering VLANs:

20-22
BEav> avyF B
show vlan access-map FED VLAN 77 B A ~ v 7 £ 3T _TOVLAN 77 &R < v
T ER e R LET,
vlan access-map VLAN 7w h 74 A2 U O VLAN~ 7 = ") 2VER LET,
vlan filter 1 DE 721385 D VLAN (2, VLAN v v 7 Z @l L £7,

Cisco IE 3000 XA wF IR K JI7 LR
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WM showvmps

show vmps

VLAN Query Protocol (VQP) /N—2 g > FfERHIMR., FEITEIE. VLAN ARy y 7 R v—
HF—s3 (VMPS) O IP 7 FL A, BIOBEOY—AR"LT T A< B—RERRTHIZIFE, F—U—
K% HERTIZ show vimps = —F EXEC 22~ > K& L £ 3, statistics ¥—U— REHEETD &,
7 IAT v MUDKEHERBR RS NET,

show vmps [statistics] [ | {begin | exclude | include} expression]

DOB Y ADEA  statistics (EE) VQP » 7 747 v MUBEFHIERB L O v v ¥ 2 RR L E T,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude ({ER) expression & —HT 21T KRN ORI L E T,
| include (L) $8E Sz expression & —ET DT RRICEDET,
expression ZHRAA b ELTHEATAHINOXTT,

avYkFE®E—F  =—#EXEC

av Y FORERE yy—= EERAE
12.2(44)EX Ioawy RBEMEhE L,

BREDHA FSM4Y  CFEHITIE, KXFEALEREERET, 72 & 213F, | exclude output & A L7284, output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

B WOFITIE, show vimps =2~ > RO IZRLET,

Switch> show vmps

VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3

VMPS domain server:

Reconfirmation status

VMPS Action: other

WOHITIL, show vmps statistics 2~ FOH N ZRLET, £ 2-36 12, RRENDHKET 4 —/L R
DOEAERLET,

Switch> show vmps statistics
VMPS Client Statistics

VQP Queries:

VQP Responses:

VMPS Changes:

VQP Shutdowns:

VQP Denied:

o O O O O

Cisco IE 3000 R wF AWK Y77 LR
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VQP Wrong Domain:
VQP Wrong Version:

showvmps H

0
0

VQP Insufficient Resource: 0

% 2-36 show vmps statistics M 7 1 —JL DA

Z14—ILF

&8

VQP Queries

754 T b VMPS IR EEN 5 7 =) —¥,

VQP Responses

VMPS 7267 F 47 » MTEE SN DINEE

VMPS Changes

P —3[#T VMPS ZZF L7214,

VQP Shutdowns

K= 2T vy T UT 57202 VMPS BISE 2R E LR, 72947
VRMEIR—FETFT4E—TNIZL, ZOFR—FEOTRTOFXAF Iy TR
VA%ZT RLVA T—7ANLHIBRLET, st d 2%, A— F2EY
B EDOA X —TVIRRBIZT AMERH Y £,

VQP Denied

VMPS BREF =2V 7 4 EOEHENL Y T4 7 2 MERZER L7ZE%, VMPS
DIENRT FLAZRESE LIRS, FOT RVATY—J RATF— gD 7
U — A ETENEEA (F— B3 VLAN IZE D B4 THENTWBHIFE,

To—RKREXY A MERFYALFFXY AN TJL—2NU =7 XT—3 3 %L
THREEINET), 7747 MIERENZT KL 2270y 7 EHRT R
AELTCT RVA T—7RELET, Zhicky, Z0oUv—s 25— 3
UMBEAF LA FIR Ay M T 57 = =2, ZLl E VMPS 12415
SNl EST, ==V T XA LN, ZTOV—TRAT—2arnbId
A= MIHFBAT » "REELRWEE, 77472 MI7T L AZHRUIN
WZLET,

VQP Wrong Domain

FORINOBEBE R A A 28 VMPS OFB R A A & —ELAAWEE, R— kD
kD VLAN 0 Y THEHLEH I NFR A, TOREIL, P—"BLOV T4
T MIFREU VIPEH RAAL URARESN TN EE2EKRLET,

VQP Wrong Version

JxY— Ry hOA—=Y 2y 74— R, VMPS THAE—FShTN5
NR=Va vy I b REREIEM SN TV BER, K— ko VLAN 10 4T
HEFEINEFA, AL v FIEVMPS N—V a3 > 1 BROALEEFLET,

VQP Insufficient

VY —=ADTXATEY T 4 IZERH D7D, VMPS NERIGETE 7

Resource WEE, FRITHIBICEL TWAWES., 79472 MI—A_"ZTLoFRT
EEICELEZNE D NS LT, Ry —NFERIIRORBYS —NICEREZ2FH
EELET,
BEa<v R avwyFk B

clear vmps statistics

VQP 7 A4 7 ¥ MR SN TV A ISR EMNE LT,

vmps reconfirm
(privileged EXEC)

VQP 7=V —%FEEL T, VMPS TOFTXTOXAF I v VLAN #lV
LTCEHERLET,

vmps retry

VQP 7 547 > bDOY—= "L OFRITREZRE LET,

vmps server

774~V VMPS, BEIORKT3IEOED XY b—_"E2RELET,

| oL-13019-04-J
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W showvtp

show vtp

VLAN 7 %27 7m han (VIP) OFBENAAL | AT —F A BIOW Y o ZITHET L%

iz 24 51203,

show vtp =— EXEC 2~ F&fMHL £,

show vtp {counters | devices [conflicts] | interface [interface-id] | password | status} [ |
{begin | exclude | include} expression]

DBV ADHHA  counters AA v F O VTP HiatiFsaz R R LET,
password SEINTE VIP SAT— REFRLET,
devices RALLHND VTP N—=V a2 3 TN 2T N TIZHT IR EFR L E
To ZOF—U—FNPRHEAINDDIE, AL v FTVIP A=V a2 3035%E
TENTHRWEEFITTT,
conflicts ER) BAT2774~Y B—"PFEET D VIP X—T 5 2 3 7310 R
FTRCIZETAEREERLET, AL »F B VIP EiBE— FE7-1X VTP
FT7 T— R THHIBEAITITZDa~r NIERSNET,
interface [interface-id] T _XTHOA L F—T 2 A AFERITHRESNTA v Z—T =4 AD VTP %
TR ABIORELR I LET, interface-id \ZIIWEA L Z—T = A A
FLEIR—F Fr RV EHETEET,
status VTP BB R A A LV DRAT—H2 ZAZHT 5 MR E R LET,
| begin (EE) expression & —HT 21T ORREZFHBLET,
| exclude (fEE) expression & —BT AT RA-NOBIRINLE T,
| include (EE) BE ST expression & T 2172 FRICEDET,
expression ZHAA N LTERT2HIIRNOAXTT,
a2V F E—F = —4 EXEC
av Y FOER yy—= EERNE
12.2(44)EX Zoavwry RRBMESNELE,
12.2(52)SE VTP /X— 3 2 31T devices 15 L N interface DFF— 7 — RN BMEI N E

BEREDAA FS54>

L7,

ZA v FTVIP XN—=T 5 0 3 NETENTVWBLERE.

show vtp password =~ > KRB ATTEIN5 &,

FERITHRDONL— VRN E T,

e password password 7' 2 —sN)L 27 4 Fa b— 3 2w KT hidden ¥— U — RAEE X

T AL v F TR T 4 £ —T LOBA,

NRAT—RIF L —r TFRRARTCEREINET,

o password password 2~ > FC hidden ¥—7V — RBEEINT. AL v FTHEHLBRA X —T

DEE

WE b EN- AT — RBERENET,

o password password 2~ R|Z hidden ¥ — 7 — FREE SN2 HE, 16 EEHOMBERN LR I

ni‘d—o

LFEHTIE, KXFENLFEREIESNET, 7Z& 2L, | exclude output & AS L7545,

output %

BUITIERRENEEALD., Output ZETATIIR RS NET,

Cisco IE 3000 R4 vF ARV F YI7LUR
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]

showvtp W

WOHITIL, show vtp devices =~ > ROHTJE R LET, conflict FIT Yes LFEINTWVDHA.
KIET BT — SN ORI O T — L F—REFEAL WA EZRLET, 2FD, LK
AAVHDAAL v F 2D LT TAY —=ROF —FRXR=ZAREN L THNTHERA,

Switch# show vtp devices

Retrieving information from the VTP domain. Waiting for 5 seconds.
VTP Database Conf switch ID Primary Server Revision System Name

lict
VLAN Yes 00b0.8e50.d000 000c.0412.6300 12354
MST No 00b0.8e50.d000 0004.AB45.6000 24
VLAN Yes 000c.0412.6300=000c.0412.6300 67

main.cisco.com
main.cisco.com
gwerty.cisco.com

WOHITIE, show vtp counters =~ > O AR LET, £ 2-3710, FRENDHT7 4 —)L ROFH
HErRLET,

Switch> show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors
Number of config digest errors
Number of V1 summary errors

O O O O O oy © o o
O
~
o

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device

& 2-37 show vtp counters ® 7 1+ —)L FO§tH

Z14—ILF

%“:

B

Summary advertisements
received

FF72v 7 R—=FETIZDARAL v FNZETIZV~Y — T KRZ A XD, V<~ — T FAHF
ARTF, BHRNAAL VL, 274 Fal—ary Vg v &R BHAALAR LS
L ID, BiETF = 7Y A, BIXOBEETLIY T2y b 7 RRX A XOENREGEENF T,

Subset advertisements
received

NI R=FETZDAAL v TFRZETLHITEY N T IREA XD, 72y N TR
NE A RNGE 1 DFEITEED VLAN IZBET D ERP TR TEHEENLTHET,

Request advertisements
received

7220 R—=FMETZDODAL v TNZET DT RRXF A ZHERDE, 7 KX A ZHRIT,
\H . T_TD VLAN EICEHTAERZERLET, £72. VLAN OV 7t v MCBET A1
WMHBERTEFET,

Summary advertisements
transmitted

700 R—=FETZORAAL v TFREET LI~V — T KRZ A XD, V~VU—T KA\%
ARTF, BHRNAAL VL, 274 Fal—ary Vg &R BHFALAZ LT
LID, BiETF =y 7V A, BIXOBEETLIY T2y b 7 RRX A XOENREENFT T,

Subset advertisements
transmitted

NI R=FETZDAAL v TFREETLHITEY N T IREA XK, 7y N TR
NEARNE, 1 DFEITEED VLAN [T RPN TR TEENLTHET,

| oL-13019-04-J
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W showvtp
& 2-37 show vtp counters ® 7+ —J)L FOE (=)
J4—ILE H L)

Request advertisements
transmitted

FFv 7 R—=FETZDAAL v FNEETDIT XA REROK, 7 FAF A4 ZERIL,
WE . TXTo VLAN LIcBT 2 1FmMaAaERLET, £/, VLAN oS 7Ty MZBET51HE
WLERTEET,

Number of configuration
revision errors

Vevary 27 —0%,

#H LW VLAN OEF, BEfF VLAN OB, Flr, £33, H 5 WIEBEF VLAN 087
A—BEREITIE, AL v FDar74Xal—ary JEDa UESHPEMLET,
VeV a VEBEBRAAL v TFOYEY a UFBFLE—HT D05 T, MD5 X4 Y= X K
ENR—EL72WT RNNZ A X AL v TFRZETHE, VEYary 2 7—REMLET, =
DT I, 2ODAA v TF DO VTP RAT— RRBRRDEZN, FIEAAL v TFORENERD
LEEERLET,

INLDZT—=NRRAELESREG, AL v FITERET ERNEZAXDTA4NZY) o THTHY |
Fy RU—IWNTVTP T —F_X—2AR3RHM L7 20 £,

Number of configuration
digest errors

MDS #A4 P = A~ =T —0DH,

Y~V — 7y FNOMDS AV xA e, FHEINEZERRT XX A XD MD5 XA
VA MR—EHLARVWEAIE, FA VAN DT =NHEMLET, 2oz T %, #@E, 2
DAL FDOVTP NAT— KPR 2ERLET, ZORMBEZBRTHIZE,. T
DAA »FTVIP RRAT— RRFECIZARD LT LET,

INLDZT—=NRRAELESREG, AL v FITEET ERNZAZXDTA4NZY) o THTHY |
Fy RU—IWNTVTP T —F_X—2ARRM L7 20 £,

Number of V1 summary
errors

N—=Tar1xzI7—0

VIPV2 E—FDZA v F N VIP X—V a0 1 7L —052ZET5HE, X"—=Ya 1 =
V—xo—REMLEST, ZhooxT—iF, bRt b 1 2OIEEAAL vF ET VTP N—
Tar Il BBEELTWDED, FRIEV2E—FRBT A B—TNVORET VTP X—T 3 0 2 R
BEILTWAZLEEBEKRLET, ZOMEEMRRT AL, VIPV2 E— ROAXA v T ORE
AT 4 e—TNTEBRLET,

Join Transmitted

Ko7 ETCEEENZVIP I —=0 7 A vt —T 0%,

Join Received

Ko7 ETCZEENTZVIP P —=0 7 A vv—2 0%,

Summary Advts Received
from non-pruning-capable
device

N7 ETCRESNE, TA—= 7 %R —=FLTWRWNWT A AP0 VTP < U —
A =0,

WOFITIE, VTP X—T a3 2 BIATEIN TN DA A v F D show vtp status 2~ > ROH &R L E
T, #2381, BREND 74—V ROGBHAERLET,

Switch> show vtp status

VTP Version

HE

Configuration Revision : 0

Maximum VLANs supported locally : 1005

Number of existing VLANs : 45

VTP Operating Mode : Transparent
VTP Domain Name : shared testbedl
VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Enabled

MD5 digest

: Ox3A 0x29 0x86 0x39 0xB4 0x5D 0x58 0xD7

Il CiscolE3000 A1 vyF avvF JYI7 LR
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showvtp W

#* 2-38 show vtp status O 7 1+ —JL FDEREA

Z4—ILF

SieA

VTP Version

A2 v F ETHEHLTWHWD VIP A=Y g v aF R LET, T 740 hTIE, AA v Fid
N=Ta v 1 ZFTLETH, A=V a 2 ICRETHILLTEET,

Configuration Revision

DAL TFOBEOD T 4 X2l —ay YED g &S,

Maximum VLANs Supported
Locally

T—H YR — F EN TS VLAN O KE,

Number of Existing VLANs

BEfFD VLAN 34,

VTP Operating Mode

VIP #EE— K (=, 7 T4 T~ F3EE) 2RRLET,

P =R VTP =N ET—RFDRAA v FIZ VIPIZH LTA R—T L THY, 7T RRFAX
EEELET, A vFTVLAN ZRETEET, TOAL v F2ERIT DL, Lk
12, BED VIP ¥ — 2 _R—ZAHNDFT T D VLAN {F#H % . NVRAM (CREEFEME RAM)
MOHEILTEET, 774NV FTHE, TRTDAAL »FB VTP =T,

GE) AAvyTFRarT74Xal—3 3% NVRAM ICEZIAA TWARICEE 2
L. NVRAM DHERETAHETYH — R E—RICEDZENTERVEES, A v F
X VIP =R T— KK VIP 7 94 7 F — RIZHBIICBITLET,

7547 N NTP 25472k B—ROAAL v FIZVIPIZK LTA F—T L THY .
T RAEAREEETEETHN, VLAN 2> 7 4 X2 b —3 3 U EKRNT A7 DI H

RARERBMEA P L—URH D FHA, AL vTFTVLAN ZHETDHZ EIETEEHA,

VTP 7 547 v "REEITSE, VIP 7 54 7 > MEIFD VLAN F— & ~— 2 & ¥t
THT KASA XEZAETHET, VIP 7 FAS A Ru%fE L EEA,

il VIP B E— FOAA vFiE, VIPIZHLTCT 4=V THY, 7T RAAZA X
DFEER, MOF A ZANBEEENTT RRE A DB 2T NER A, /2, X v b
T— 7 NOMDT SA A0 VLAN FHEICHHBLEFA, A v FTIXVIP 7 KX A X
BEZEL, TRREARXEZE LRI R—= b 2B<<TR_RTO T 7 R—FCZ
NEEmELET,

VTP Domain Name

A FOEE R AL & RET D40,

VTP Pruning Mode

TN—= TN, F—=TNINETET 4 =T ez R LET, VIP B —1TFL—
=V T A F=TNCTDHE, BERAAL VEERTT V= TRFNNCRY ET, 7
N—= T aERATHE, VT 74 v I BEYRR Y NI =7 FTARAL AT VAT S
FEOIHERLRTNERSRNWN T T Voo ~DT7 Ty T 40 NT77 4 v 7 IR
ERET,

VTP V2 Mode

VIP "=V a v 28— FPA X =T ANEINEFRLET, TTO VIP A=V a >
2AL Y FUE, T AN PTA=Var 1 - FTHELET, & VIP 21 v F o
TRTO VIP 734 2OHHEE ABMICRILL E T, VIP 754 2 Xy b7 =7 NOT
RTO VTP AL v FRA—=P a2 28— FTHEAERBEDOH, Xy bT—2 & —
Va2 IREL T A,

VTP Traps Generation

VIP NI v 7%y NU—VEBRAT —2a VIZERET 0 E I ERTFLET,

MDS5 Digest

VIP 2o 7 4 Fa2lb—2a3 D16 3 b F=v W4,

Configuration Last Modified

BRBIATTRELEORMEHAEERLET, T—FRXR—ROBRTEFEDORK L 2o
AL v TFDIP T RLAZFRRLET,
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W showvtp

ROFITIE, VIP A=V 3 > 3 RETENTNDAA v F O show vtp status =~ > ROHN 2R LET,

Switch> show vtp status

VTP Version capable 1 to 3

VTP version running 3

VTP Domain Name Cisco

VTP Pruning Mode Disabled

VTP Traps Generation Disabled

Device ID 0021.1bcd.c700

Feature VLAN:

VTP Operating Mode Server

Number of existing VLANs H

Number of existing extended VLANs : 0

Configuration Revision : 0

Primary ID 0000.0000.0000

Primary Description

MD5 digest 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Feature MST:

VTP Operating Mode Client

Configuration Revision 0

Primary ID 0000.0000.0000

Primary Description

MD5 digest 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Feature UNKNOWN:

VTP Operating Mode Transparent

BEaIU kR avwUF i

Cisco IE 3000 R ¥F A%V F YI7LUR
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clear vtp counters

VIPBXO I N—= T Ao 2% 7 V7 LET,

vtp (global configuration)

VIP D7 7 ANV, £ F—T A A4,

ERELET,

KAA %, BIOE—F
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