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Wl banner motd

banner motd

Cisco Nexus 5000 MoTD
Message-of-The-Day banner motd
no

banner motd delimiter message delimiter

no banner motd

delimiter
TR
message
80 40
MoTD Nexus 5000 Switch
4.0(0)N1(1a)
MoTD Enter
40
1 MoTD

switch(config)# banner motd #Unauthorized access to this device is prohibited!#

MoTD

switch(config)# banner motd #Welcome Authorized Users
> Unauthorized access prohibited!#

MoTD

switch(config)# no banner motd

show banner motd MoTD
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boot

boot W

Cisco Nexus 5000
boot no

boot {kickstart | system} [bootflash:] [//server/] [directory] filename

no boot {kickstart | system}

kickstart

system

bootflash:

Ilserver/ /I Ilmodule-1/  //sup-1/
/Isup-active/ //sup-local/ 2 I

directory

filename

bootflash://server/directory/filename
: /

4.0(0)N1(1a)

Cisco NX-0OS

switch(config)# boot system bootflash:n5000.bin

switch(config)# boot kickstart bootflash:n5000-kickstart.bin

switch(config)# no boot system
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H boot

switch(config)# no boot kickstart

copy
show boot
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cd

cd [filesystem:] [//server/] directory

cd W

cd

filesystem: bootflash
volatile

IIserver/ /Il /Imodule-1/ //sup-1/
/Isup-active/ //sup-local/ 2 I

directory

filesystem://server/directory
: /

EXEC

4.0(0)N1(La)

pwd

switch# cd my-scripts

switch# cd volatile:

pwd

Cisco Nexus 5000
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M clear cli history

clear cli history

clear cli history

clear cli history

EXEC

4.0(0)N1(1a)

CLI show cli
history

switch# clear cli history

show cli history
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clear cores

clear cores

EXEC

clear cores

clear cores W

4.0(0)N1(1a)

switch# clear cores

show system cores

show system cores

system cores

Cisco Nexus 5000

[ oL-16599-01-J



1 Cisco Nexus 5000
M clear debug-logfile

clear debug-logfile

clear debug-logfile
clear debug-logfile filename

filename

EXEC

4.0(0)N1(1a)

switch# clear debug-logfile syslogd_debugs

debug logfile
debug logging
show debug logfile
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clear install failure-reason W

clear install failure-reason

clear install failure-reason

clear install failure-reason

EXEC

4.0(0)N1(1a)

switch# clear install failure-reason

show install all
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W clear license

clear license

clear license

clear license filename

filename

EXEC

4.0(0)N1(1a)

switch# clear license fm.lic

show license
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clearuser W

clear user

clear user

clear user username

username

EXEC

4.0(0)N1(1a)

switch# clear user admin

show users
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W cli var name

cli var name

CLI cli var name CLI
no

cli var name variable-name variable-text

no cli var name variable-name

variable-name 31

variable-text 200

EXEC

4.0(0)N1(1a)

CLI

S (variable-name)

Cisco NX-0S TIMESTAMP
TIMESTAMP CLI

CLI

CLI

switch# c¢li var name testvar interface ethernet 1/3

CLI

switch# show $(testvar)

TIMESTAMP

switch# copy running-config > bootflash:run-config-$ (TIMESTAMP) .cnfg
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CLI

switch# cli no var name testvar

clivarname WM

run-script

show cli variables CLI
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Ml clock set

clock set

Cisco Nexus 5000 clock set

clock set time day month year

time HH:MM:SS
day 1 31
month January February March April May June
July August September October November December
year 2000 2030
EXEC
4.0(0)N1(1a)
NTP

switch# clock set 12:00:00 04 July 2008

show clock
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clock summer-time W

clock summer-time

clock summer-time
no

clock summer-time zone-name start-week start-day start-month start-time end-week end-day end-month
end-time offset-minutes

no clock summer-time

zone-name 3
start-week
1 5
start-day Monday
Tuesday Wednesday Thursday Friday Saturday Sunday
start-month January
February March April May June July August September October
November December
start-time
HH:MM
end-week
1 5
end-day Monday
Tuesday Wednesday Thursday Friday Saturday Sunday
end-month January
February March April May June July August September October
November December
end-time
HH:MM
offset-minutes 1 1440
4.0(0)N1(1a)

switch(config)# clock summer-time PDT 1 Sunday March 02:00 5 Sunday November 02:00 60

switch(config)# no clock summer-time
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Ml clock timezone

show clock

clock timezone

Coordinated Universal Time UTC;
clock timezone no

clock timezone zone-name offset-hours offset-minutes

no clock timezone

zZone-name PST EST
3
offset-hours uTC -23 23
offset-minutes uTC 0 59
4.0(0)N1(1a)
uTC
uTC

switch(config)# clock timezone PST -8 0

switch# no clock timezone

show clock
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configure terminal Il

configure terminal

EXEC configure terminal
configure terminal
EXEC
4.0(0)N1(1a)
Enter /ICR
configure terminal switch# switch(config)#
EXEC end Ctrl-Z

show running-config

switch# configure terminal
switch(config)#

copy running-config startup-config

end EXEC

exit

show running-config
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W copy

copy

copy source-url destination-url

copy

source-url URL
destination-url URL
URL
Cisco NX-0S filesystem:[/directory][/filename]
CLI
URL URL
1-1 URL
1-2 URL
1-3 URL
1-1 URL
bootflash:[//server/] URL
server module-1 sup-1 sup-active sup-local
volatile:[//server/]
URL
server module-1 sup-1 sup-active sup-local
1-2
ftp: FTP URL
ftp:[//server][/path]/filename
scp: Secure Shell SCP
URL
scp:[//[username@]server][/path]/filename
sftp: SSH FTP SFTP
URL
sftp:[//[username@]server][/path]/filename

Jl  Cisco Nexus 5000 Release 4.0
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copy W
1-2 URL
tftp: TFTP URL
tftp:[//server[:port]][/path]/filename
1-3 URL
core:
debug:
log:
modflash: mod mod modflash
nvram: NVRAM
nvram nvram
nvram
startup-config
system:
running-config
volatile:
EXEC
4.0(0)N1(1a)
copy 1
Cisco
NX-0S URL
URL
copy CLI
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W copy

URL bootflash
ftp: scp: sftp: tfitp:  URL 1Pv4
o p.1-20
p.1-20
p.1-20
p.1-20
copy source-url
bootflash: copy tftp:source-url bootflash:
copy {ftp: | scp: | sftp: | tftp:}source-url running-config
CLlI
1
host
network
copy {ftp: | scp: | sftp: | tftp:}source-url startup-config
FTP SCP SFTP TFTP

copy running-config {ftp: | scp: | sftp: | tftp:}destination-url

copy startup-config {ftp: | scp: | stfp: | tftp:}destination-url
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switch#

switch#

switch#

switch#

switch#

copy

copy

copy

copy

copy

filel file2

filel my-scripts/file2

filel bootflash:

filel bootflash://sup-1/filel.bak

scp://10.10.1.1/image-file.bin bootflash:image-file.bin

copy W

cd

delete

dir

move

pwd
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H copy running-config startup-config

copy running-config startup-config

copy running-config startup-config

copy running-config startup-config

EXEC

4.0(0)N1(1a)

show startup-config

switch# copy running-config startup-config

show running-config

show startup-config
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databits

databits W

databits
no
databits bits
no databits bits
bits 1 8
8
4.0(0)N1(1a)

switch# configure terminal
switch(config)# line comnsole
switch(config-console)# databits 7

switch# configure terminal
switch(config)# line comnsole
switch(config-console)# no databits 7

show line
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W debug logfile

debug logfile
debug debug logfile
no
debug logfile filename [size bytes]

no debug logfile filename [size bytes]

filename debug 64
size bytes 4096
4194304
EXEC
4.0(0)N1(1a)
Cisco NX-0OS log:
dir log:

switch# debug logfile debug log

switch# no debug logfile debug log

dir
show debug logfile
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debug logging W

debug logging
debug debug logging
no
debug logging
no debug logging

EXEC

4.0(0)N1(1a)

debug

switch# debug logging

debug

switch# no debug logging

debug logfile debug
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W delete

delete

delete

delete [filesystem:] [//server/] [directory] filename

filesystem: bootflash debug
log modflash volatile

IIserver/ /Il /Imodule-1/ //sup-1/
//sup-active/ //sup-local/ 2 I

directory

filename

filesystem://server/directory/filename

EXEC

4.0(0)N1(1a)

dir

delete

switch# delete bootflash:0ld_config.cfg

switch# delete my dir
This is a directory. Do you want to continue (y/n)? I[y] ¥

dir
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dir

dir

dir [filesystem:] [//server/] [directory]

dir W

filesystem: bootflash debug
log modflash volatile
IIserver/ /Il /Imodule-1/ //sup-1/
//sup-active/ //sup-local/ 2 I
directory
)
filesystem://server/directory
: /
EXEC
4.0(0)N1(1a)
dir
pwd
cd

switch# dir bootflash:

switch# dir

cd

delete

pwd

rmdir
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W echo

echo

echo
echo [text]
text 200
CLI
EXEC
4.0(0)N1(1a)

switch# echo

1

switch# echo Script run at $(TIMESTAMP).

run-script

show cli variables CLI
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end W
EXEC
end
end
4.0(0)N1(1a)
EXEC
EXEC
end
EXEC EXEC show

switch# configure terminal
switch(config)# interface ethernet 1/1
switch(config-if)# switchport host
switch(config-if)# end

switch# show interface ethernet 1/1

exit EXEC

exit
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Ml exec-timeout

exec-timeout

exec-timeout no

exec-timeout minutes

no exec-timeout

minutes 0 525600 0

4.0(0)N1(1a)

switch# configure terminal
switch(config)# line console
switch(config-console)# exec-timeout 30

switch# configure terminal
switch(config)# line console
switch(config-console)# no exec-timeout

switch# configure terminal
switch(config)# line vty
switch(config-line)# exec-timeout 30

switch# configure terminal
switch(config)# line vty
switch(config-line)# no exec-timeout

line console

line vty

show running-config
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exit EXeEc W

exit EXEC

EXEC exit

exit

EXEC

4.0(0)N1(1a)

exit
exit EXEC

EXEC

switch(config)# exit
switch# exit

end EXEC

exit

Cisco Nexus 5000 Rel
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W exit

exit
CLI
exit

exit

4.0(0)N1(1a)

exit EXEC exit
VLAN

EXEC exit
EXEC exit EXEC

switch(config-if)# exit
switch(config)#

end EXEC

exit EXEC
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find

find

find filename-prefix

find W

filename-prefix

EXEC

4.0(0)N1(1a)

find
cd pwd

n5000

switch# £ind n5000

cd

pwd
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W format

format

format

format bootflash:

bootflash:

EXEC

4.0(0)N1(1a)

switch# format bootflash:

cd
dir
pwd
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gunzip W
gunzip
gunzip
gunzip [filesystem:] [//server/] [directory] filename
filesystem: bootflash
modflash volatile
IIserver/ /Il /Imodule-1/ //sup-1/
/Isup-active/ //sup-local/ I
directory
filename

filesystem://server/directory/filename

EXEC

4.0(0)N1(1a)

.0z
Cisco NX-0S Lempel-Ziv 1977 LZ77

switch# gunzip run_cnfg.cfg.gz

dir

gzip
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N gzip

gzip

gzip

gzip [filesystem:] [//server/] [directory] filename

filesystem: bootflash
modflash volatile

IIserver/ /Il /Imodule-1/ //sup-1/
/Isup-active/ //sup-local/ 2 I

directory

filename

Y
filesystem://server/directory/filename
: /
EXEC
4.0(0)N1(1a)
.0z
Cisco NX-0S Lempel-Ziv 1977 LZ77

switch# gzip run_cnfg.cfg

dir

gunzip
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hostname W

hostname

hostname
no

hostname name

no hostname

name 32

switch

EXEC

4.0(0)N1(1a)

Cisco NX-0S CLI

hostname switchname

Cisco Nexus 5000

switch# configure terminal
switch(config)# hostname Engineering2
Engineering2 (config) #

Engineering2# configure terminal
Engineering2 (config)# no hostname
switch(config)#

show hostname

show switchname

switchname
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install all

install all

Cisco Nexus 5000
install all

install all [Kickstart kickstart-url] [system system-url]

kickstart

kickstart-url

system
system-url
URL
URL URL
1-4 URL
1-5 URL
1-4 URL
bootflash:[//server/] URL server
module-1 sup-1 sup-active sup-local
modflash:[//server/] URL
server module-1 sup-1 sup-active sup-local
volatile:[//server/] URL
server
module-1 sup-1 sup-active sup-local
1-5 URL
ftp: FTP URL
ftp:[//server][/path]/filename
sCp: Secure Shell SSH SCP
URL

scp:[//[username@]server][/path]/filename

Release 4.0
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installall W
1-5 URL

sftp: SSH FTP SFTP URL
sftp:[//[username@]server][/path]/filename

tftp: TFTP URL
tftp:[//server[:port]][/path]/filename

EXEC

4.0(0)N1(1a)

install all Cisco NX-0OS

show incompatibility system
Cisco NX-0OS
reload
bootflash: Cisco NX-0S

switch# install all kickstart bootflash:nx-os_kick.bin system bootflash:nx-os_sys.bin

Cisco NX-0OS

switch# configure terminal

switch(config)# boot kickstart bootflash:nx-os_kick.bin
switch(config)# boot system bootflash:nx-os_sys.bin
switch(config)# exit

switch# copy running-config startup-config

switch# install all

SCP Cisco NX-0OS

switch# install all kickstart scp://adminuser@10.10.1.1/nx-os_kick.bin system
bootflash:scp://adminuser@10.10.1.1/nx-os_sys.bin
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W install all

reload Cisco NX-0S
show incompatibility system  Cisco NX-OS

show version
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install license

install license

install license [filesystem:] [//server/] [directory] src-filename [target-filename]

install license W

filesystem:
volatile

bootflash

[Iserver/
/Isup-active/

//sup-local/

2

/Il //module-1/  //sup-1/

1

directory

src-filename

target-filename

filesystem://server/directory/filename

Cisco Nexus 5000

EXEC

4.0(0)N1(1a)

bootflash:

URL

license-file

switch# install license bootflash:license-file

show license

show license host-id

show license usage
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W line console

line console

line console

line console

4.0(0)N1(1a)

switch# configure terminal
switch(config)# line comnsole
switch(config-console) #

databits
exec-timeout

modem

parity
show line

speed

stopbits

Cisco Nexus 5000 Release 4.0
0L-16599-01-J |



| 1 Cisco Nexus 5000

line vty

line vty

linevty W

line vty

4.0(0)N1(1a)

switch# configure terminal
switch(config)# line vty
switch(config-line)#

exec-timeout

session-limit

show line
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H modemin

modem In

modem in
no

modem in

no modem in

4.0(0)N1(1a)

switch# configure terminal
switch(config)# line comnsole
switch(config-console)# modem in

switch# configure terminal
switch(config)# line comnsole
switch(config-console)# no modem in

line console

show line
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modem init-string

no
modem init-string {default | user-input}

no modem init-string

modem init-string W

modem init-string

default

user-input

ATE0Q1&D2&C1S0=1\015

4.0(0)N1(1a)

ATE0Q1&D2&C1S0=1\015

e Q1—
e &D2— Data Terminal Ready DTR;
e &Cl1—

e S0=1—1

e \015 — CR

modem set-string

switch# configure terminal
switch(config)# line comnsole
switch(config-console)# modem init-string default

switch# configure terminal
switch(config)# line console
switch(config-console) # modem init-string user-input

switch# configure terminal
switch(config)# line console
switch(config-console)# no modem init-string

Cisco Nexus 5000
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Bl  modem set-string user-input

line console

modem set-string

show line

modem set-string user-input

modem set-string user-input
no

modem set-string user-input string

no modem set-string

string 100

4.0(0)N1(1a)

switch# configure terminal
switch(config)# line console
switch(config-console)# modem init-string user-input ATE0Q1&D2&C1S0=3\015

switch# configure terminal
switch(config)# line comnsole
switch(config-console)# no modem set-string

line console

modem init-string

show line
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move M

move

move

move {[filesystem:] [//server/] [directory] source-filename} [filesystem:] [//server/] [directory]
[destination-filename]

filesystem: bootflash
debug modflash volatile

IIserver/ /Il I/module-1/ //sup-1/
/Isup-active/ //sup-local/ 2 I

directory

source-filename

destination-filename 64

EXEC

4.0(0)N1(1a)

copy

switch# move filel my files/file2

switch# move filel volatile:

switch# move filel bootflash://sup-1/filel.bak

cd
copy
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W parity

delete
dir
pwd

parity
parity
no
parity {even | none | odd}

no parity {even | none | odd}

even

none
odd

none

4.0(0)N1(1a)

switch# configure terminal
switch(config)# line comnsole
switch(config-console)# parity even

switch# configure terminal
switch(config)# line comnsole
switch(config-console)# no parity even

show line
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ping

ping

ping W

ping {dest-address | hostname} [count {number | unlimited}] [df-bit] [interval seconds] [packet-size

bytes] [source src-address] [timeout seconds]

[vrf {management | vrf_name}]

dest-address
A.B.C.D

IPv4

hostname

count

number ping

1 655350

unlimited

ping

df-bit IPv4

Do-Not-Fragment

interval seconds

packet size bytes

1 65468 56

source scr-address
AB.C.D
IPv4

1Pv4

timeout seconds

2

vrf {management | vrf_name}

Virtual Routing and Forwarding VRF;

VRF

EXEC

4.0(0)N1(1a)

switch# ping 172.28.231.246

traceroute IP
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W reload

reload

Cisco Nexus 5000 reload

reload

EXEC

4.0(0)N1(1a)

reload

reload
copy running-config startup-config

Cisco Nexus 5000

switch# copy running-config startup-config
switch# reload
This command will reboot the system. (y/n)? I[n] ¥

copy running-config startup-config

show version
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rmdir W
rmdir
rmdir
rmdir [filesystem: [//server/]] directory

filesystem: bootflash
modflash volatile

IIserver/ /Il /Imodule-1/ //sup-1/
/Isup-active/ //sup-local/ 2 I

directory

filesystem://server/directory
: /

EXEC

4.0(0)N1(La)

switch# rmdir my files

cd
delete
dir
pwd
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M run-script

run-script

CLI run-script

run-script [filesystem:[//module/]][directory/]filename

filesystem:

//module/ ID sup-active
sup-local sup-remote sup-standby ID

directory/

filename

filesystem://server/directory/filename

EXEC

4.0(0)N1(1a)

copy Cisco Nexus 5000

switch# run-script script-file

cd

copy

dir

echo

pwd

sleep CLI
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send

send

send [session line] text

send W

session line

text 80

EXEC

4.0(0)N1(1a)

show users

switch# send The system will reload in 15 minutes!
The system will reload in 15 minutes!

switch# send session pts/0 You must log off the switch.

show users
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W setup

setup

setup

setup [ficon]

ficon ficon

EXEC

4.0(0)N1(1a)

Ctrl-C

switch# setup

show running-config
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session-limit

session-limit W

session-limit
no
session-limit sessions
no session-limit sessions
sessions 1 64
32
4.0(0)N1(1a)

switch# configure terminal
switch(config)# line vty
switch(config-line)# session-limit 48

switch# configure terminal
switch(config)# line vty
switch(config-line)# no session-limit 48

line vty

show running-config
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Hl show banner motd

show banner motd

MoTD Message-of-The-Day show banner motd

show banner motd

EXEC

4.0(0)N1(1a)

MoTD

switch# show banner motd
Unauthorized access is prohibited!

banner motd MoTD
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show boot W

show boot

show boot

show boot [variables]

variables

EXEC

4.0(0)N1(1a)

switch# show boot

switch# show boot variables

boot

Cisco Nexus 5000 Rel 4.0
[ OL-16599-01-J



1 Cisco Nexus 5000 |

Ml show cli alias

show cli alias

show cli alias

show cli alias [name alias-name]

name alias-name

EXEC

4.0(0)N1(1a)

switch# show cli alias

switch# show cli alias name ethint

cli alias name

Cisco Nexus 5000 Release 4.0
0L-16599-01-J |



| 1 Cisco Nexus 5000

show cli history

show cli history

show cli history [lines] [unformatted]

show cli history W

lines

unformatted

EXEC

4.0(0)N1(1a)

switch# show cli history

10

switch# show cli history 10

switch# show cli history unformatted

clear cli history

Cisco Nexus 5000
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W show cli variables

show cli variables

CLI show cli variables

show cli variables

EXEC

4.0(0)N1(1a)

CLI

switch# show cli variables

cli var name CLI
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showclock W

show clock

show clock

show clock [detail]

detail

EXEC

4.0(0)N1(1a)

switch# show clock

switch# show clock detail

clock set

clock summer-time
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M  show copyright

show copyright

Cisco NX-0S show copyright
show copyright

EXEC

4.0(0)N1(1a)

Cisco NX-0S

switch# show copyright
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show debug logfile

show debug logfile filename

show debug logfile

show debug logfile W

filename

EXEC

4.0(0)N1(1a)

log:

switch# show debug logfile dmesg

debug logfile
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W show environment

show environment

show environment

show environment [fan | power | temperature]

fan

power
temperature

EXEC

4.0(0)N1(1a)

switch# show environment

switch# show environment power
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show file W
show file
show file
show file [filesystem:] [//server/] [directory] filename
filesystem: bootflash
modflash volatile
IIserver/ /Il /Imodule-1/ //sup-1/
/Isup-active/ //sup-local/ 2 I
directory
filename

filesystem://server/directory/filename

EXEC

4.0(0)N1(1a)

switch# show file ent-mod.lic

switch# show file bootflash:///routing-sw
/bin/showfile: /bootflash/routing-sw: Is a directory

cd
dir
pwd

Cisco Nexus 5000 Rel 4.0
[ OL-16599-01-J



1 Cisco Nexus 5000

Ml show hardware internal

show hardware internal

show hardware internal

show hardware internal

EXEC

4.0(0)N1(1a)

switch# show hardware internal

show inventory

show module
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show hostname

show hostname

show hostname

EXEC

show hostname W

4.0(0)N1(1a)

show switchname

switch# show hostname

hostname

show switchname

switchname
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M show incompatibility system

show incompatibility system

Cisco NX-0OS
show incompatibility system

show incompatibility system {filesystem: //server/ [directory] filename}

filesystem: bootflash volatile

IIserver/ /Il lImodule-1/ //sup-1/ [//sup-active/
/Isup-local/ 2 I

directory

filename

filesystem://server/directory/filename

EXEC

4.0(0)N1(1a)

switch# show incompatibility system bootflash://sup-local/old_image.bin

install all

reload Cisco NX-0OS
show version
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show installall W

show install all

install all show install all

show install all {failure-reason | impact [kickstart | system] | status}

failure-reason
impact

kickstart

system

status

EXEC

4.0(0)N1(1a)

switch# show install all failure-reason

switch# show install all impact

switch# show install all status

install all

show boot

Cisco Nexus 5000 Rel 4.0
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M show inventory

show inventory

show inventory

show inventory

EXEC

4.0(0)N1(1a)

switch# show inventory

show hardware internal

show module
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show license W

show license

show license

show license [brief | file filename]

brief

file filename

EXEC

4.0(0)N1(1a)

switch# show license file fm.lic

switch# show license brief

switch# show license

install license

show license host-id

show license usage

Cisco Nexus 5000 Rel 4.0
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Ml show license host-id

show license host-id

ID show license
host-id

show license host-id

EXEC

4.0(0)N1(1a)

switch# show license host-id

install license

show license

show license usage
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show license usage M

show license usage

show license usage

show license usage [PACKAGE]

PACKAGE

EXEC

4.0(0)N1(1a)

switch# show license usage

switch# show license usage FC_FEATURES_PKG

install license

show license

show license host-id
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W showline

show line

show line

show line [console]

console

EXEC

4.0(0)N1(1a)

switch# show line

switch# show line console

line console
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show module W

show module

show module

show module [module_number]

module_number 1 3

EXEC

4.0(0)N1(1a)

switch# show module

switch# show module 2

show hardware internal

show inventory
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M show processes

show processes

show processes

show processes [vdc vdc_number]

vdc vdc-number VvDC

Cisco Nexus 5000 vDC 1

EXEC

4.0(0)N1(1a)

switch# show processes

show processes cpu CPU
show processes log

show processes memory
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show processes cpu W

show processes cpu

CPU show processes cpu

show processes cpu

EXEC

4.0(0)N1(1a)

CPU

switch# show processes cpu

show processes

show processes log

show processes memory

Cisco Nexus 5000 Rel
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W show processes log

show processes log

show processes log

show processes log [details | pid process-id]

details
pid process-id

ID 1 2147483647

EXEC

4.0(0)N1(1a)

switch# show processes log

switch# show processes log details

switch# show processes log pid 3632

show processes

show processes cpu CPU

show processes memory
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show processes memory M

show Processes memory

show processes memory

show processes memory [shared [detail]]

shared
detail

EXEC

4.0(0)N1(1a)

switch# show processes memory

switch# show processes memory shared

show processes

show processes cpu CPU

show processes log
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W show running-config

show running-config

show running-config

show running-config [all]

all

EXEC

4.0(0)N1(1a)

switch# show running-config

switch# show running-config all

copy running-config startup-config

show running-config diff

show startup-config
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show running-config diff

show running-config diff

show running-config diff

EXEC

show running-config diff Wl

4.0(0)N1(1a)

1-6

1-6 show running-config diff

R R

--- linel, line2 ----
*** ]inel, linel2 ****

+ text

- text

! text

switch# show running-config diff

copy running-config startup-config

show running-config

show startup-config

Cisco Nexus 5000
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W show sprom

show sprom

PROM SPROM show sprom

show sprom {all | backplane | module module_number | powersupply powersupply_number | sup}

all
SPROM

backplane SPROM
module module_number 1/0 SPROM

1 3
powersupply powersupply_number SPROM

1 2
sup SPROM
EXEC
4.0(0)N1(1a)

SPROM
show sprom

SPROM

switch# show sprom all

SPROM

switch# show sprom backplane

show hardware internal

show inventory
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show startup-config W

show startup-config

show startup-config

show startup-config

EXEC

4.0(0)N1(1a)

switch# show startup-config

copy running-config startup-config

show running-config
show running-config diff
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W show switchname

show switchname

show switchname

show switchname

EXEC

4.0(0)N1(1a)

show hostname

switch# show switchname

hostname

show hostname

switchname

Cisco Nexus 5000 Release 4.0
0L-16599-01-J |



| 1 Cisco Nexus 5000

show system cores

show system cores

EXEC

show system cores

show system cores l

4.0(0)N1(1a)

switch# show system cores

system cores

system cores
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B show system reset-reason

show system reset-reason

show system reset-reason

show system reset-reason

EXEC

4.0(0)N1(1a)

switch# show system reset-reason
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show system uptime

show system uptime

EXEC

show system uptime W

show system uptime

4.0(0)N1(1a)

switch# show system uptime

Cisco Nexus 5000

s
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M show tech-support

show tech-support

show tech-support

show tech-support [brief | commands | feature]

brief

commands show tech-support

feature CLlI
show tech-support ?

EXEC

4.0(0)N1(1a)

show tech-support

switch# show tech-support

switch# show tech-support > bootflash:TechSupport.txt

switch# show tech-support brief

switch# show tech-support aaa

switch# show tech-support commands

Cisco Nexus 5000 Release 4.0
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show terminal W

show terminal

show terminal

show terminal

EXEC

4.0(0)N1(1a)

switch# show terminal

terminal length

terminal session-timeout

terminal type
terminal width
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Ml show version

show version

show version

show version [image filename]

image filename

EXEC

4.0(0)N1(1a)

switch# show version

switch# show version image bootflash:old_image
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sleep

CLI

sleep W

sleep
sleep seconds
seconds 0 2147483647
EXEC
4.0(0)N1(1a)

switch# sleep 5

CLI 5

run-script

Cisco Nexus 5000
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M speed

speed

speed
no
speed speed
no speed speed
speed bps / 300 1200 2400
4800 9600 19200 38400 57600 115200

9600 bps

4.0(0)N1(1a)

switch# configure terminal
switch(config)# line console
switch(config-console)# speed 57600

switch# configure terminal
switch(config)# line console
switch(config-console)# no speed 57600

line console

show running-config
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stopbits W

stopbits
stopbits
no
stopbits {1 | 2}
no stopbits {1 | 2}

4.0(0)N1(1a)

switch# configure terminal
switch(config)# line console
switch(config-console)# stopbits 2

switch# configure terminal
switch(config)# line console
switch(config-console)# no stopbits 2

line console

show running-config
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l system cores

system cores

system cores
no

system cores tftp:tftp_URL [vrf management]

no system cores

tftp: TFTP
tftp_URL URL

[//server[:port]][/path/]filename
vrf management Virtual Routing and Forwarding VREF;

4.0(0)N1(La)

switch# configure terminal
switch(config)# system cores tftp://serverA:69/core_file

switch# configure terminal
switch(config)# no system cores

show system cores
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system startup-config unlock

unlock

system startup-config unlock process_id

system startup-config unlock ||

system startup-config

process_id

EXEC

4.0(0)N1(1a)

sysmgr startup-config locks

switch# system startup-config unlock 10

Cisco Nexus 5000

show system internal

[ oL-16599-01-J



1 Cisco Nexus 5000 |

W switchname

switchname

switchname
no

switchname name

no switchname

name 32

switch

EXEC

4.0(0)N1(1a)

Cisco NX-0S CLI

switchname hostname

Cisco Nexus 5000

switch# configure terminal
switch(config)# switchname Engineering2
Engineering2 (config) #

Engineering2# configure terminal
Engineering2 (config)# no switchname
switch(config)#

hosthame

show hostname

show switchname
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tail W
tail
tail
tail [filesystem: [//server/]] [directory] filename [lines]
filesystem: bootflash
modflash volatile
IIserver/ /Il /Imodule-1/ //sup-1/
//sup-active/ //sup-local/ I
directory
filename
lines 80

filesystem://server/directory/filename

10

EXEC

4.0(0)N1(1a)

10

switch# tail bootflash:startup.cfg

20

switch# tail bootflash:startup.cfg 20

cd

copy

dir

pwd
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H terminal length

terminal length

terminal length no

terminal length lines

terminal no length

lines 0 511
0
0
no 24
EXEC
4.0(0)N1(1a)

terminal length
Enter
Ctrl-C

switch# terminal length 28

switch# terminal no length

show terminal
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terminal session-timeout

terminal session-timeout minutes

terminal no session-timeout

terminal session-timeout W

terminal session-timeout
no

minutes

0 525600 8760

EXEC

4.0(0)N1(1a)

switch# terminal session-timeout 10

switch# terminal no session-timeout

10

show terminal

[ oL-16599-01-J
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M terminal terminal-type

terminal terminal-type

terminal terminal-type
no

terminal terminal-type type

terminal no terminal-type

type 80
ansi  vt100 xterm

vt100

EXEC

4.0(0)N1(1a)

switch# terminal type xterm

switch# terminal no type

show terminal
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terminal width

no

terminal width columns

terminal no width

terminal width W

terminal width

columns 24 511

80

EXEC

4.0(0)N1(1a)

switch# terminal width 70

switch# terminal no width

show terminal

Cisco Nexus 5000
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W traceroute

traceroute

IP traceroute

traceroute {dest_addr | hostname} [vrf {management | vrf_name}] [source src_addr]

dest_ddr IP
AB.C.D
hostname
vrf {management | vrf_name} Virtual Routing and Forwarding VRF;
source src_addr IP
AB.CD
4.0(0)N1(1a)

switch# traceroute 172.28.255.18 vrf management

ping
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update license W

update license

update license

update license [filesystem: [//server/]] [directory] src-filename [target-filename]

filesystem: bootflash
volatile

IIserver/ /Il /Imodule-1/ //sup-1/
/Isup-active/ //sup-local/ 2 I

directory

src-filename

target-filename

filesystem://server/directory/filename

EXEC

4.0(0)N1(La)

switch# update license bootflash:fm.lic fm-update.lic

show license
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M write erase

Write erase

write erase

write erase [boot | debug]

boot
debug

EXEC

4.0(0)N1(1a)

switch# write erase

switch# write erase debug

copy running-config startup-config

show running-config
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N channel-group

channel-group

no

channel-group number [mode {active | on | passive}]

no channel-group [number]

channel-group

number number 1 4096
Cisco NX-0OS
mode
active Link Aggregation Control Protocol LACP
LACP
LACP
on LACP
LACP
LACP feature lacp
LACP ON LACP
LACP LACP
ON
LACP
ON
on
passive LACP LACP
LACP
LACP LACP
4.0(0)N1(1a)
Jl  Cisco Nexus 5000 Release 4.0
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LACP
active passive
LACP
L]
. VLAN
. VLAN
L]
. VLAN

Switched Port Analyzer SPAN;

Cisco NX-OS
compatibility-parameters

on

e MAC
e Spanning Tree Protocol STP;

e QoS Quality Of Service
e Access Control List ACL;

e Cisco Discovery Protocol CDP;

channel-group ||

feature lacp

LACP on
8
LACP
on
no
interface port-channel no
SPAN
show port-channel
LACP
active passive
Cisco NX-0S

[ oL-16599-01-J
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N channel-group

LACP

SNMP

LACP 5

switch(config)# interface ethernet 1/1
switch(config-if)# channel-group 5 mode active

show interface port-channel

show lacp LACP
show port-channel summary
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clear mac access-list counters

clear mac access-list counters [name]

clear mac access-list counters W

clear mac access-list counters

name

4.0(0)N1(1a)

switch# clear mac access-list counters

show mac access-lists MAC

Cisco Nexus 5000

s
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M clear mac dynamic

clear mac dynamic

clear mac dynamic

clear mac dynamic [address mac_addr] | [interface {type slot/port | port-channel number}] [vlan

vlan_id]

address mac_addr MAC
EEEE.EEEE.EEEE
interface type slot/port MAC
ethernet vethernet
port-channel number MAC
vlan vlan_id MAC VLAN
1 4094

4.0(0)N1(1a)

MAC

switch# clear

MAC

switch# clear

MAC

switch# clear

MAC

switch# clear

mac

mac

mac

mac

dynamic

dynamic address 001b.2106.58bc vlan 2

VLAN 2

dynamic interface vethernet 1/1

VLAN 2

dynamic vlan 2

show mac dynamic

MAC

Release 4.0
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clear mac-address-table dynamic [l

clear mac-address-table dynamic

MAC
clear mac-address-table dynamic

clear mac-address-table dynamic [[address mac_addr] | [interface {type slot/port | port-channel
number}]] [vlan vlan_id]

address mac_addr MAC
EEEE.EEEE.EEEE
interface type slot/port MAC
ethernet vethernet
port-channel number MAC
vlan vlan_id MAC VLAN
1 4094
4.0(0)N1(1a)

clear
mac-address-table dynamic

MAC no

mac-address-table static

clear mac-address-table dynamic

MAC

switch# clear mac-address-table dynamic

VLAN2 MAC

switch# clear mac-address-table dynamic vlan 2

show mac-address-table MAC

Cisco Nexus 5000 Rel 4.0
[ OL-16599-01-J



2 Cisco Nexus 5000 |

M clear ntp session

clear ntp session

Network Time Protocol NTP; clear
ntp session

clear ntp session

4.0(0)N1(1a)

NTP CFS

switch# clear ntp session

show ntp NTP
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clear ntp statistics W

clear ntp statistics

NTP clear ntp session

clear ntp statistics {all-peers | io | local | memory}

all-peers

io 1/0
local

memory

4.0(0)N1(1a)

NTP I/O

switch# clear ntp statistics io

show ntp NTP
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M clear spanning-tree counters

clear spanning-tree counters

STP clear spanning-tree counters

clear spanning-tree counters [interface {ethernet interface-num | port-channel channel-num |
vethernet interface-num}] [vlan vlan-id]

interface
ethernet interface-num

port-channel channel-num
vethernet interface-num

vlan vlan-id VLAN 1 4094
4.0(0)N1(1a)
VLAN STP
VLANS5 STP

switch# clear spanning-tree counters vlan 5

show spanning-tree
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clear spanning-tree detected-protocol ||

clear spanning-tree detected-protocol

clear spanning-tree detected-protocol

clear spanning-tree detected-protocol [interface {ethernet interface | port-channel channel |
vethernet interface}]

interface

ethernet interface

port-channel channel

vethernet interface

4.0(0)N1(1a)
Rapid per VLAN Spanning Tree Plus Rapid PVST+ Multiple Spanning Tree MST
IEEE
Rapid PVST+ 1
802.1D Bridge Protocol Data Unit BPDU;
MST BPDU
MST BPDU
802.1D Rapid PVST+
802.1D MST

clear spanning-tree

detected-protocol

switch# clear spanning-tree detected-protocol interface ethernet 1/4

show spanning-tree

[ oL-16599-01-J
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W feature interface-vian

feature interface-vian

VLAN feature interface-vlan
VLAN no

feature interface-vlan

no feature interface-vlan

VLAN

4.0(0)N1(1a)

VLAN feature interface-vlan svi enable

VLAN

switch(config)# feature interface-vlan

interface vlan VLAN
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feature lacp

LACP feature lacp

no
feature lacp

no feature lacp

LACP

LACP

feature lacp M

LACP
4.0(0)N1(1a)
LACP LACP
LACP LACP
channel-group mode LACP
LACP

switch(config)# feature lacp

show lacp LACP

Cisco Nexus 5000
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M feature private-vian

feature private-vlan

VLAN feature private-vlan
no

feature private-vlan

no feature private-vlan

VLAN
4.0(0)N1(1a)
4.0(0)N1(2) VLAN

VLAN VLAN

VLAN VLAN

~
Cisco NX-0OS Cisco Nexus 5000 PVLAN
IEEE 802.1q

VLAN

switch(config)# feature private-vlan

private-vlan VLAN VLAN

VLAN VLAN

show vlan private-vlan VLAN
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Instance vlan

instancevian W

VLAN VLAN Multiple Spanning Tree Instance MSTI instance
vlan VLAN CIST
no
instance instance-id vlan vlan-id
no instance instance-id [vlan vlan-id]
instance-id VLAN 0 4094
vlan vlan-id MSTI VLAN 0 4094
VLAN MST VLAN  CIST
MST
4.0(0)N1(1a)
VLAN ID
VLAN
VLAN CIST
VLAN  MSTI MST
VLAN MSTI 4

switch(config)# spanning-tree mst configuration
switch(config-mst)# instance 4 vlan 100-200

show spanning-tree mst configuration MST

spanning-tree mst configuration

MST

Cisco Nexus 5000
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W interface ethernet

Interface ethernet

10 IEEE 802.3

interface ethernet

interface ethernet slot/port

slot 1 3
o 1
. 2
. 3
port
4.0(0)N1(1a)

1/4

switch(config)# interface ethernet 1/4
switch(config-if)#

interface vethernet

show interface ethernet 10

IEEE 802.3
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interface port-channel W

Interface port-channel

interface port-channel

no
interface port-channel channel-number
no interface port-channel channel-number
channel-number
1 4096
4.0(0)N1(1a)
1
e CDP
. MAC
MAC MAC
MAC
J MAC
MAC
50
switch(config)# interface port-channel 50
switch(config-if)#
show interface port-channel
show lacp LACP
show port-channel summary
Cisco Nexus 5000 Rel
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W interface vethernet

Interface vethernet

interface vethernet

interface vethernet vig-num/port

vig-num VIG VIG

port 1

4.0(0)N1(La)

16/1

switch(config)# interface vethernet 16/1
switch(config-if)#

interface ethernet 10 IEEE 802.3

show interface vethernet

Cisco Nexus 5000 Release 4.0
0L-16599-01-J |



| 2 Cisco Nexus 5000

ip igmp snooping EXEC ||

Ip igmp snooping EXEC

Internet Group Management Protocol IGMP;
ip igmp snooping IGMP
no

ip igmp snooping

no ip igmp snooping

IGMP

VLAN
VLAN

EXEC

4.0(0)N1(1a)

IGMP

switch# ip igmp snooping

show ip igmp shooping IGMP
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N ip igmp snooping VLAN

ip igmp snooping VLAN
VLAN  IGMP ip igmp snooping
ip igmp snooping parameter

no ip igmp snooping parameter

parameter

e explicit-tracking —

e fast-leave — VLAN

e |ast-member-query-interval seconds — 1
e querier IP-address —

* report-suppression —

VLAN

4.0(0)N1(1a)

explicit-tracking VLAN IGMPv3

VLAN

fast-leave IGMPV3
VLAN

last-member-query-interval IGMP
seconds 1 25

mrouter interface interface

querier IP-address

report-suppression

IGMP

static-group group-ip-addr
[source source-ip-addr]
interface interface

VLAN
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VLANS5 IGMP

switch# configure terminal

switch(config)# vlan
switch(config-vlan) #
switch(config-vlan) #
switch(config-vlan)#
switch(config-vlan) #
switch(config-vlan) #
switch(config-vlan)#
switch(config-vlan) #
switch(config-vlan) #

5

ip
ip
ip
ip
ip
ip
ip
ip

igmp
igmp
igmp
igmp
igmp
igmp
igmp
igmp

snooping
snooping
snooping
snooping
snooping
snooping
snooping
snooping

ip igmp snooping VLAN ||

last-member-query-interval 3
querier 172.20.52.106
explicit-tracking

fast-leave

report-suppression

mrouter interface ethernet 1/10

static-group 230.0.0.1 interface ethernet 1/10
static-group 230.0.0.1 interface vethernet 4/1

show ip igmp snooping

IGMP

Cisco Nexus 5000 R

[ oL-16599-01-J



2 Cisco Nexus 5000 |

W 1acp port-priority

lacp port-priority

LACP lacp port-priority
no

lacp port-priority priority

no lacp port-priority

priority 1 65535
32768
4.0(0)N1(1a)
LACP LACP 1
65535 LACP
ID ID
Y
LACP 2000

switch(config-if)# lacp port-priority 2000

show lacp LACP
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lacp system-priority W

lacp system-priority

LACP lacp system-priority
no

lacp system-priority priority

no lacp system-priority

priority 1 65535
32768
4.0(0)N1(1a)
LACP LACP 1 65535
LACP MAC
ID
LACP 2500

switch(config)# lacp system-priority 2500

show lacp LACP
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M mac-address-table aging-time

mac-address-table aging-time

MAC mac-address-table

aging-time no

mac-address-table aging-time seconds [vlan vlan_id]

no mac-address-table aging-time [vlan vlan_id]

seconds MAC
0 1000000 1800 0
MAC
vlan vlan_id VLAN
300
EXEC
4.0(0)N1(1a)
0
5
EXEC VLAN
VLAN VLAN
no
VLAN
VLAN
VLAN VLAN
no VLAN VLAN
300
MAC
MAC 500

switch(config)# mac-address-table aging-time 500

show mac-address-table MAC
show mac-address-table aging-time MAC
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mac-address-table notification W

mac-address-table notification

MAC
notification
no

mac-address-table

mac-address-table notification {mac-move | threshold [limit percentage interval seconds]}

no mac-address-table notification {mac-move | threshold}

mac-move MAC
threshold MAC
limit percentage 1
100
interval seconds 2 10 10000
4.0(0)N1(1a)
45% 1024
1

switch(config)# mac-address-table notification threshold limit 45 interval 1024

show mac-address-table MAC

Cisco Nexus 5000 Rel 4.0
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M mac-address-table static

mac-address-table static

MAC mac-address-table static

no

mac-address-table static mac_address vlan vlan_id {drop | interface {type slot/port | port-channel
number} [auto-learn]

no mac-address-table static mac_address {vlan vlan_id}

mac_address MAC EEEE.EEEE.EEEE
vlan vlan_id MAC VLAN
1 4094
drop VLAN MAC
interface type slot/port ethernet vethernet
port-channel number
auto-learn MAC
4.0(0)N1(1a)
MAC mac-address-table static mac_address vlan vlan_id drop
MAC MAC
MAC auto-learn
MAC

switch(config)# mac-address-table static 0050.3e84.6400 vlan 3 interface ethernet 1/4

show mac-address-table MAC
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monitor session

monitor session M

SPAN monitor
session SPAN no
monitor session {number | all} [suspend]
no monitor session {number | all} [suspend]
number SPAN 1 18
all SPAN
suspend SPAN
4.0(0)N1(1a)
SPAN
SPAN

switch# configure terminal
switch(config)# monitor session 2

show monitor session SPAN
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W nhame VLAN

name VLAN

VLAN name VLAN
no

name vlan_name

no name
vlan_name VLAN 32

VLANXXXX VLANO0O002  xxxx VLAN
ID 4
VLAN
4.0(0)N1(1a)
VLAN VLAN 1 VLAN
VLAN 2
switch(config)# vlan 2
switch(config-vlan)# name accounting
show vlan VLAN
Release 4.0
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name MST
name MST
MST name
no
name name
Nno name name
name MST 32

MST

4.0(0)N1(1a)

VLAN 2
MST

name MST

switch(config)# spanning-tree mst configuration
switch(config-mst)# name accounting

show spanning-tree mst configuration MST

spanning-tree mst configuration MST
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W ntp

NTP NTP ntp
no
ntp {peer hostname | server hostname}

no ntp {peer hostname | server hostname}

peer hostname NTP IP
server hostname NTP P
4.0(0)N1(1a)

switch(config)# ntp server ntp.cisco.com

switch(config)# ntp peer 10.20.10.0

switch(config)# no ntp peer 10.20.10.0

ntp distribute NTP CFS

show ntp NTP
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ntp abort

NTP Cisco Fabric Services CFS

ntp abort

ntp abort M

ntp abort

4.0(0)N1(1a)

NTP CFS

switch(config)# ntp abort

ntp distribute NTP CFS

show ntp NTP
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H ntp commit

ntp commit

NTP CFS
ntp commit

ntp commit

4.0(0)N1(1a)

NTP

switch(config)# ntp commit

ntp distribute NTP CFS
show ntp NTP
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ntp distribute W

ntp distribute
NTP CFS ntp distribute
ntp distribute

no ntp distribute

4.0(0)N1(1a)

ntp commit

NTP

switch(config)# ntp distribute

ntp commit NTP

show ntp NTP
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M ntp sync-retry

ntp sync-retry

NTP ntp sync-retry

ntp sync-retry

EXEC

4.0(0)N1(1a)

NTP

switch# ntp sync-retry

ntp distribute NTP CFS
show ntp NTP
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port-channel load-balance ethernet W

port-channel load-balance ethernet

port-channel load-balance ethernet
no

port-channel load-balance ethernet method

no port-channel load-balance ethernet [method]

method

MAC

4.0(0)N1(1a)

method

e destination-ip — IP

* destination-mac — MAC

e destination-port —

e source-destination-ip — IP

* source-destination-mac — MAC
e source-destination-port —

e source-ip — IP

* source-mac — MAC

e source-port —

1 MAC
MAC

IP

switch(config)# port-channel load-balance ethernet source-ip

show port-channel load-balance
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M private-vian

private-vlan

VLAN private-vlan VLAN
VLAN no
private-vlan {isolated | community | primary}
no private-vlan {isolated | community | primary}
isolated VLAN VLAN
community VLAN VLAN
primary VLAN VLAN
VLAN
4.0(0)N1(1a)
4.0(0)N1(2) VLAN
VLAN feature private-vlan VLAN
VLAN VLAN
VLAN VLAN VLAN
no private-vlan VLAN
VLAN VLAN
VLAN VLAN
VLAN
VLAN no vlan VLAN
VLAN VLAN no vlan
VLAN VLAN VLAN
VLAN
VLAN1 VLAN VLAN
VLAN VLAN
2 VLAN
VLAN VLAN VLAN
VLAN
VLAN
VLAN
VLAN VLAN
VLAN
Release 4.0
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private-vian W

VLAN
VLAN
VLAN VLAN VLAN
~
Cisco NX-0OS Cisco Nexus 5000 PVLAN
IEEE 802.1q
VLAN 5 VLAN VLAN

switch# configure terminal
switch(config)# vlan 5
switch(config-vlan)# private-vlan primary

VLAN 100 VLAN VLAN

switch(config-vlan)# exit
switch(config)# vlan 100
switch(config-vlan)# private-vlan community

VLAN 109 VLAN VLAN

switch(config-vlan)# exit
switch(config)# vlan 109
switch(config-vlan)# private-vlan isolated

feature private-vlan VLAN
show vlan VLAN
show vlan private-vlan VLAN
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M private-vian association

private-vlan association

VLAN

VLAN

private-vlan association

no

VLAN

private-vlan association {[add] secondary_vlan_list | remove secondary_vlan_list}

no private-vlan association

add VLAN VLAN
secondary_vlan_list VLAN
remove VLAN VLAN
VLAN
4.0(0)N1(1a)
VLAN feature private-vlan VLAN
VLAN VLAN
VLAN VLAN VLAN
no private-vlan VLAN
VLAN VLAN
VLAN
VLAN VLAN
VLAN no vian VLAN
VLAN VLAN no vlan
VLAN VLAN VLAN
VLAN
secondary_vlan_list
VLAN ID VLAN ID
secondary_vlan_list VLAN ID
VLAN VLAN
2 VLAN
VLAN VLAN
VLAN VLAN 1 VLAN
VLAN VLAN VLAN
Release 4.0
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N

private-vlan association W

Cisco NX-0S Cisco Nexus 5000 PVLAN
IEEE 802.1q
VLAN 14 VLAN 19 VLAN 20 21
VLAN

switch(config)# vlan 19
switch(config-vlan)# private-vlan isolated
switch(config)# wvlan 20
switch(config-vlan)# private-vlan community
switch(config)# vlan 21
switch(config-vlan)# private-vlan community
switch(config)# vlan 14
switch(config-vlan)# private-vlan primary
switch(config-vlan)# private-vlan association 19-21

VLAN VLAN 18 VLAN 20

switch(config)# wvlan

14

switch(config-vlan)# private-vlan association remove 18,20

feature private-vlan VLAN
show vlan VLAN
show vlan private-vlan VLAN
Cisco Nexus 5000 R
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M private-vian synchronize

private-vlan synchronize

VLAN VLAN MST
private-vlan synchronize

private-vlan synchronize

MST

4.0(0)N1(1a)

VLAN VLAN MST
MST
VLAN VLAN
private-vlan synchronize VLAN
VLAN

PVLAN

switch(config)# spanning-tree mst configuration
switch(config-mst)# private-vlan synchronize

show spanning-tree mst configuration MST
spanning-tree mst configuration MST
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revision W

revision

MST revision
no

revision version

no revision version

version MST
0 65535
0
MST
4.0(0)N1(1a)
VLAN 2
MST
revision
MST
MST

switch(config)# spanning-tree mst configuration
switch(config-mst)# revision 5

show spanning-tree mst MST
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W shutdown VLAN

shutdown VLAN

VLAN
VLAN

shutdown

no shutdown

VLAN

shutdown
no

4.0(0)N1(1a)

VLAN 1 VLAN 1006 4094
VLAN VLAN
VLAN

VLAN
VLAN

VLAN
VLAN

e act/Ishut — VLAN
¢ sus/Ishut — VLAN

show vlan

VLAN
VLAN

VLAN
VLAN

no shutdown

state active

VLAN

switch(config)# vlan 2
switch(config-vlan)# no shutdown

VLAN 2

show vlan VLAN
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spanning-tree bpdufilter W

spanning-tree bpdufilter

BPDU spanning-tree bpdufilter

no
spanning-tree bpdufilter {enable | disable}

no spanning-tree bpdufilter

enable BPDU

disable BPDU

spanning-tree port type edge bpdufilter default

4.0(0)N1(1a)
spanning-tree bpdufilter enable BPDU
spanning-tree bpdufilter enable
BPDU
BPDU
STP

BPDU

spanning-tree port type edge bpdufilter default
1/4 BPDU

switch (config)# interface ethernet 1/4
switch(config-if)# spanning-tree bpdufilter enable

BPDU

switch (config)# interface vethernet 4/1
switch(config-if)# spanning-tree bpdufilter enable

show spanning-tree summary
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M spanning-tree bpduguard

spanning-tree bpduguard

BPDU spanning-tree bpduguard

no

spanning-tree bpduguard {enable | disable}

no spanning-tree bpduguard

enable BPDU

disable BPDU

spanning-tree port type edge bpduguard default

4.0(0)N1(1a)
BPDU BPDU BPDU
error-disabled
BPDU

BPDU
spanning-tree port type edge bpduguard default

3
* spanning-tree bpduguard enable — BPDU
e spanning-tree bpduguard disable — BPDU

® no spanning-tree bpduguard —
spanning-tree port type edge bpduguard default
BPDU
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BPDU

switch(config-if)# spanning-tree bpduguard enable

spanning-tree bpduguard ||

show spanning-tree summary
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l spanning-tree cost

spanning-tree cost

STP spanning-tree cost
no

spanning-tree [vlan vlan_id] cost {value | auto}

no spanning-tree [vlan vlan_id] cost

vlan vlan_id VLAN
1 4094
value
e short— 1 65536
e long— 1 200,000,000
auto
2-1
4.0(0)N1(1a)
STP LAN
2-1 Rapid PVST+

spanning-tree pathcost method

2-1
10 Mbps 100 2,000,000
100 Mbps 19 200,000
1 4 20,000
10 2 2,000
value

VLAN VLAN
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N

spanning-tree cost W

Rapid PVST+
spanning-tree mst cost

MST

VLAN 250

switch(config)# interface ethernet 1/4
switch(config-if)# spanning-tree cost 250

show spanning-tree
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M spanning-tree guard

spanning-tree guard
spanning-tree
guard no
spanning-tree guard {loop | none | root}

no spanning-tree guard

loop
none one

root

4.0(0)N1(1a)

switch(config-if)# spanning-tree guard root

show spanning-tree summary
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spanning-tree link-type

spanning-tree link-type
spanning-tree link-type
no
spanning-tree link-type {auto | point-to-point | shared}

no spanning-tree link-type

auto

point-to-point point-to-point  p2p;

shared

4.0(0)N1(1a)

IEEE 802.1w 2 p2p

p2p

N

Cisco Nexus 5000

switch(config-if)# spanning-tree link-type shared

show spanning-tree interface
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l spanning-tree loopguard default

spanning-tree loopguard default

spanning-tree loopguard default
no

spanning-tree loopguard default

no spanning-tree loopguard default

4.0(0)N1(1a)

p2p

spanning-tree guard loop

switch(config)# spanning-tree loopguard default

show spanning-tree summary
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spanning-tree mode

Rapid per VLAN Spanning Tree Plus Rapid PVST+
spanning-tree mode

spanning-tree mode {rapid-pvst | mst}

no spanning-tree mode

MST STP

spanning-tree mode M

no

rapid-pvst STP Rapid PVST+

mst STP MST

Rapid PVST+

4.0(0)N1(La)

MST  Rapid PVST+

spanning-tree mode Rapid PVST+

MST

STP

MST

switch(config)# spanning-tree mode mst
switch(config-mst) #

show spanning-tree summary
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l spanning-tree mst configuration

spanning-tree mst configuration

MST spanning-tree mst configuration
no

spanning-tree mst configuration

no spanning-tree mst configuration

MST
e VLAN MST VLAN  CIST
. 0

4.0(0)N1(1a)

MST 3

e Instance VLAN mapping — instance vlan
e Region name — name MST

e Configuration revision number — revision

abort exit MST 2
e exit MST
e abort MST
VLAN VLAN
MST

These secondary vlans are not mapped to the same instance as their primary:
-> 3

switchport mode private-vlan host

MST

MST
MST

exit
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spanning-tree mst configuration M

)

% MST CFG:Configuration change lost because of concurrent access

MST

switch(config)# spanning-tree mst configuration
switch(config-mst) #

MST

switch(config)# no spanning-tree mst configuration

instance vlan VLAN VLAN MST
name MST MST
revision MST
show spanning-tree mst MST
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l spanning-tree mst cost

spanning-tree mst cost

MST ID 0 Common and Internal Spanning Tree [CIST]

spanning-tree mst cost
no

spanning-tree mst instance_id cost {cost | auto}

no spanning-tree mst instance_id cost

instance_id ID 0 4094
cost 1 200,000,000
auto

e 10 Mbps — 2,000,000
¢ 100 Mbps — 200,000

. 1 — 20,000
. 10 — 2,000
4.0(0)N1(1a)

MST

1,000 1000

switch(config-if)# spanning-tree mst 0 cost 17031970

show spanning-tree mst MST
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spanning-tree mst forward-time

forward-time

spanning-tree mst forward-time seconds

no spanning-tree mst forward-time

spanning-tree mst forward-time W

spanning-tree mst
no

seconds

15

4.0(0)N1(1a)

switch(config)# spanning-tree mst forward-time 20

show spanning-tree mst MST
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M spanning-tree mst hello-time

spanning-tree mst hello-time

hello-time

hello

spanning-tree mst hello-time seconds

no spanning-tree mst hello-time

spanning-tree mst

no

seconds

hello
10

4.0(0)N1(1a)

hello-time

hello

switch(config)# spanning-tree mst hello-time 3

show spanning-tree mst

MST

Release 4.0
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spanning-tree mst max-age

max-age
spanning-tree mst max-age seconds

no spanning-tree mst max-age

spanning-tree mst max-age M

spanning-tree mst
no

seconds

20

4.0(0)N1(1a)

0 IST

switch(config)# spanning-tree mst max-age 40

show spanning-tree mst MST
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W spanning-tree mst max-hops

spanning-tree mst max-hops

BPDU spanning-tree mst
max-hops no

spanning-tree mst max-hops hop_count

no spanning-tree mst max-hops

hop_count BPDU

1 255
20
4.0(0)N1(1a)

switch(config)# spanning-tree mst max-hops 25

show spanning-tree mst MST
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spanning-tree mst port-priority W

spanning-tree mst port-priority

MST ID 0 CIST
spanning-tree mst port-priority
no

spanning-tree mst instance_id port-priority priority

no spanning-tree mst instance_id port-priority

instance_id ID 0 4094
priority 0 224 32

128

4.0(0)N1(1a)

port-priority priority
0 32 64 96 128 160 192 224

switch(config-if)# spanning-tree mst 0 port-priority 64

show spanning-tree mst MST
spanning-tree port-priority STP
STP Rapid PVST+

Cisco Nexus 5000
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[ | spanning-tree mst priority

spanning-tree mst priority
spanning-tree mst priority
spanning-tree mst instance_id priority priority_value

no spanning-tree mst instance_id priority

instance_id ID 0 4094
priority_value

32768
4.0(0)N1(1a)
4096

0 4096 8192 12288 16384 20480 24576 28672 32768 36864 40960 45056
49152 53248 57344 61440
priority_value 0
instance_id 1 0-3
5 79

switch(config)# spanning-tree mst 0 priority 4096

show spanning-tree mst MST
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spanning-tree mstroot W

spanning-tree mst root

spanning-tree mst root no

spanning-tree mst instance_id root {primary | secondary} [diameter dia [hello-time hello_time]]

no spanning-tree mst instance_id root

instance_id ID 0 4094

primary

secondary

diameter dia

hello-time hello_time

1 10 2
4.0(0)N1(1a)
instance_id 1 0-3
5 79
hello-time hello-time
hello_time diameter dia

switch(config)# spanning-tree mst 0 root primary

switch(config)# spanning-tree mst 0 root primary diameter 7 hello-time 2

show spanning-tree mst MST

[ oL-16599-01-J
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W spanning-tree mst simulate pvst

spanning-tree mst simulate pvst

MST  Rapid PVST+

spanning-tree mst simulate pvst MST
Rapid PVST+ spanning-tree
mst simulate pvst disable
no
spanning-tree mst simulate pvst
spanning-tree mst simulate pvst disable
no spanning-tree mst simulate pvst
MST  Rapid PVST+
spanning-tree mst simulate
pvst global
4.0(0)N1(1a)
MST  Rapid PVST+ PVST
MST Rapid PVST+
MST  Rapid PVST+
spanning-tree mst simulate pvst disable Rapid PVST+ SSTP BPDU
MST STP
Rapid PVST+ BPDU
STP
Y
MST  Rapid PVST+ no spanning-tree

mst simulate pvst global

Rapid PVST+

MST  Rapid PVST+
spanning-tree mst simulate pvst

Rapid PVST+

switch(config-if)# spanning-tree mst simulate pvst disable
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spanning-tree mst simulate pvst global ||

spanning-tree mst simulate pvst global MST

Rapid PVST+

spanning-tree mst simulate pvst global

MST Rapid PVST+
spanning-tree mst simulate pvst global

spanning-tree mst simulate pvst global

no spanning-tree mst simulate pvst global

no
MST  Rapid PVST+
spanning-tree mst simulate pvst global

MST  Rapid PVST+
4.0(0)N1(1a)
MST Rapid PVST+ PVST
MST Rapid
PVST+ MST  Rapid PVST+
no spanning-tree mst simulate pvst global MST
Rapid PVST+ SSTP BPDU STP
Rapid PVST+ BPDU
STP
)
MST Rapid PVST+

spanning-tree mst simulate pvst

MST

Cisco Nexus 5000
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[ | spanning-tree mst simulate pvst global

MST  Rapid PVST+ spanning-tree mst simulate pvst
global

Rapid PVST+

switch(config)# no spanning-tree mst simulate pvst global

spanning-tree mst simulate pvst MST  Rapid PVST+
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spanning-tree pathcost method ||

spanning-tree pathcost method

spanning-tree pathcost method

no
spanning-tree pathcost method {long | short}
no spanning-tree pathcost method
long 32
short 16
4.0(0)N1(1a)
long 32 2 2,00,000,000
short 16 1 65535
N
Rapid PVST+

MST

long
MST

long

switch(config)# spanning-tree pathcost method long

show spanning-tree summary

[ oL-16599-01-J
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| spanning-tree port type edge

spanning-tree port type edge

spanning-tree port
type edge

spanning-tree port type normal no spanning-tree port
type
spanning-tree port type edge [trunk]
spanning-tree port type normal

no spanning-tree port type

trunk

spanning-tree port type edge default

normal

4.0(0)N1(1a)

PortFast

Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

Cisco Nexus 5000 Release 4.0
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trunk

%$Portfast has been configured on Ethernetl/40 but will only
have effect when the interface is in a non-trunking mode.

port type trunk
spanning-tree port type normal

normal

switch(config-if)# spanning-tree port type edge

spanning-tree port type edge W

spanning-tree

show spanning-tree
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[ | spanning-tree port type edge bpdufilter default

spanning-tree port type edge bpdufilter default

BPDU
spanning-tree port type edge bpdufilter default
BPDU no

spanning-tree port type edge bpdufilter default
no spanning-tree port type edge bpdufilter default

4.0(0)N1(1a)

BPDU

e spanning-tree port type edge spanning-tree port type edge default

e BPDU

BPDU
BPDU BPDU

BPDU spanning-tree port
type edge bpdufilter default
spanning-tree bpdufilter

BPDU
BPDU

BPDU BPDU BPDU
BPDU
BPDU
BPDU
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spanning-tree port type edge bpdufilter default ||

BPDU

switch(config)# spanning-tree port type edge bpdufilter default

show spanning-tree summary
spanning-tree bpdufilter

BPDU

spanning-tree port type edge
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[ | spanning-tree port type edge bpduguard default

spanning-tree port type edge bpduguard default

BPDU
spanning-tree port type edge bpduguard default
BPDU no
spanning-tree port type edge bpduguard default
no spanning-tree port type edge bpduguard default
4.0(0)N1(1a)
BPDU
e spanning-tree port type edge spanning-tree port type edge default
e BPDU
BPDU
BPDU BPDU
BPDU
BPDU spanning-tree
bpduguard
Y
BPDU
BPDU

switch(config)# spanning-tree port type edge bpduguard default

show spanning-tree summary
spanning-tree bpduguard BPDU
spanning-tree port type edge
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spanning-tree port type edge default ||

spanning-tree port type edge default

spanning-tree port type edge default
no

spanning-tree port type edge default

no spanning-tree port type edge default

4.0(0)N1(1a)

PortFast

Warning: this command enables portfast by default on all interfaces. You
should now disable portfast explicitly on switched ports leading to hubs,
switches and bridges as they may create temporary bridging loops.

spanning-tree port type edge

normal

switch(config)# spanning-tree port type edge default

Cisco Nexus 5000 Rel 4.0
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| spanning-tree port type network

show spanning-tree summary

spanning-tree port type edge

spanning-tree port type network

spanning-tree port type network
spanning-tree port type normal
no

spanning-tree port type network
spanning-tree port type normal

no spanning-tree port type

spanning-tree port type network default

normal

4.0(0)N1(1a)

STP

STP
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OL-16599-01-J |



| 2 Cisco Nexus 5000

spanning-tree port type network W

spanning-tree port type
network spanning-tree port type normal
no spanning-tree port type

spanning-tree port type network default

normal

switch(config-if)# spanning-tree port type network

show spanning-tree interface

Cisco Nexus 5000 Rel 4.0
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[ | spanning-tree port type network default

spanning-tree port type network default

spanning-tree port type network default
no

spanning-tree port type network default

no spanning-tree port type network default

4.0(0)N1(1a)

spanning-tree
port type edge

STP

spanning-tree port type network

normal

switch(config)# spanning-tree port type network default

show spanning-tree summary

Cisco Nexus 5000 Release 4.0
0L-16599-01-J |



| 2 Cisco Nexus 5000

spanning-tree port-priority ||

spanning-tree port-priority

2
spanning-tree port-priority
no
spanning-tree [vlan vlan_id] port-priority value
no spanning-tree [vlan vlan_id] port-priority
vlan vlan_id VLAN ID 0 4094
value 1 224 32
128
4.0(0)N1(1a)
vlan vlan_id
VLAN
0 32 64 96 128 160 192 224
Y
STP Rapid PVST+
MST
spacing-tree mst port-priority
32 2/0

switch(config-if)# spanning-tree port-priority 32

show spanning-tree

spanning-tree interface priority
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M spanning-tree vian

spanning-tree vlian

VLAN STP spanning-tree vlan
no

spanning-tree vlan vlan_id [forward-time value | hello-time value | max-age value | priority value |
[root {primary | secondary} [diameter dia [hello-time value]]]]

no spanning-tree vlan vlan_id [forward-time | hello-time | max-age | priority | root]

vlan_id VLAN ID 0 4094
forward-time value STP 4 30
hello-time value

max-age value BPDU
6 40
priority value STP 0 4096

8192 12288 16384 20480 24576 28672 32768 36864 40960 45056
49152 53248 57344 61440

root primary

root secondary

diameter dia 2

e forward-time — 15
* hello-time — 2

¢ max-age — 20

e priority — 32768

4.0(0)N1(La)

A

no spanning-tree vlan vlan_id VLAN
VLAN
VLAN
VLAN

Cisco Nexus 5000 Release 4.0
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spanning-tree vian W

VLAN
VLAN
max-age seconds BPDU
spanning-tree root primary
24576 spanning-tree root primary
4096
1
32768

spanning-tree root secondary
28762

spanning-tree root

VLAN 200

switch(config)# spanning-tree vlan 200

4 VLANI10

switch(config)# spanning-tree vlan 10 root primary diameter 4

4 VLANI10

switch(config)# spanning-tree vlan 10 root secondary diameter 4

show spanning-tree

Cisco Nexus 5000
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W state

state

VLAN state VLAN
no

state {active | suspend}

no state

active VLAN
suspend VLAN

VLAN

VLAN

4.0(0)N1(1a)

VLAN 1 VLAN 1006 4094
VLAN

VLAN 2

switch(config)# vlan 2
switch(config-vlan)# state suspend

show vlan VLAN
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svi enable

VLAN

svi enable

no svi enable

VLAN

svi enable

no

svienable W

VLAN

4.0(0)N1(1a)

VLAN

switch(config)# svi enable

feature interface-vlan

VLAN

svi enable

interface vlan VLAN

Cisco Nexus 5000
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M switchport access vian

switchport access vian

VLAN switchport access
vlan VLAN VLAN
no
switchport access vlan vlan_id
no switchport access vlan
vlan_id VLAN
1 4094 VLAN
VLAN 1
4.0(0)N1(1a)
VLAN VLAN switchport
access vlan no

VLAN 2

switch(config)# interface ethernet 1/7
switch(config-if)# switchport access vlan 2

show interface switchport
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switchport block

block

switchport block {multicast | unicast}

no switchport block {multicast | unicast}

no

switchport block W

switchport

multicast

unicast

MAC

4.0(0)N1(La)

switch# configure terminal
switch(config)# interface ethernet 1/1
switch(config-if)# switchport block multicast

show interface interface switchport

show interface switchport

Cisco Nexus 5000
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l switchport mode private-vian host

switchport mode private-vlan host

VLAN switchport
mode private-vlan host
switchport mode private-vlan host
4.0(0)N1(1a)
4.0(0)N1(2) VLAN
VLAN 1
. VLAN
. SPAN
. VLAN
VLAN SPAN
VLAN SPAN
)
BPDU VLAN

VLAN

switch(config-if)# switchport mode private-vlan host

show interface switchport

Cisco Nexus 5000 Release 4.0
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switchport mode private-vian promiscuous W

switchport mode private-vlan promiscuous

VLAN switchport
mode private-vlan promiscuous

switchport mode private-vlan promiscuous

4.0(0)N1(1a)
VLAN 1
. VLAN
. SPAN
VLAN SPAN
VLAN SPAN
private-vlan
VLAN

switch(config-if)# switchport mode private-vlan promiscuous

show interface switchport

Cisco Nexus 5000
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W switchport private-vian host-association

switchport private-vlan host-association

VLAN
switchport private-vlan host-association VLAN
no
switchport private-vlan host-association {primary_vlan_id} {secondary_vlan_id}
no switchport private-vlan host-association
primary_vlan_id VLAN VLAN
secondary_vlan_id VLAN VLAN
4.0(0)N1(1a)
4.0(0)N1(2) VLAN
VLAN
VLAN VLAN
VLAN
VLAN VLAN VLAN
VLAN VLAN
private-vlan
N
Cisco NX-0S Cisco Nexus 5000 PVLAN
IEEE 802.1q
VLAN VLAN 18 VLAN VLAN 20 2
VLAN

switch(config-if)# switchport private-vlan host-association 18 20

VLAN

switch(config-if)# no switchport private-vlan host-association

show vlan private-vlan

VLAN

Release 4.0
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switchport private-vian mapping W

switchport private-vlan mapping

VLAN switchport private-vlan
mapping VLAN
no

switchport private-vlan mapping {primary_vlan_id} {[add] secondary_vlan_id | remove
secondary_vlan_id}

no switchport private-vlan mapping

primary_vlan_id VLAN VLAN
add VLAN VLAN
secondary_vlan_id VLAN VLAN
remove VLAN VLAN
4.0(0)N1(1a)
VLAN
VLAN VLAN
VLAN VLAN VLAN
VLAN VLAN
private-vlan
Y
Cisco NX-0S Cisco Nexus 5000 PVLAN
IEEE 802.1q
VLAN VLAN 18 VLAN 20
VLAN 18

switch(config-if)# switchport private-vlan mapping 18 20

VLAN

switch(config-if)# switchport private-vlan mapping 18 add 21

VLAN

switch(config-if)# no switchport private-vlan mapping

Cisco Nexus 5000
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W vian EXEC

show interface switchport

show interface private-vlan mapping VLAN VLAN
SVI
VLAN VLAN vlan
VLAN VLAN
no
vlan {vlan_id | vlan_range}
no vlan {vlan_id | vlan_range}
vlan_id VLAN 1 4094
Y
VLAN 1 VLAN
vlan_range VLAN
A
VLAN VLAN
4.0(0)N1(1a)
vlan vlan_id VLAN
CLI VLAN
vlan_id VLAN VLAN
, - vlan_range
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vlan EXEC n
VLAN 1 VLAN 1
VLAN 4095 VLAN
VLAN VLAN
VLAN
VLAN
VLAN VLAN VLAN
VLAN
VLAN VLAN
switch(config)# vlan 2
switch(config-vlan)#
VLAN VLAN

switch(config)# vlan 2,5,10-12,20,25,4000
switch(config-vlan) #

VLAN

switch(config)# no vlan 2

show vlan VLAN

Cisco Nexus 5000
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Wl vrf context

vrf context

Virtual Routing and Forwarding Instance VRF; /
VRF vrf context VRF
no

vrf context {name | management}

no vrf context {name | management}

name VRF
management VRF

4.0(0)N1(La)

VRF

e exit—
e ip—IP
IP

domain-list —
domain-lookup — DNS lookup
domain-name —
host — IP
name-server — DNS IP
route — Next Hop Server NHS IP

¢ no—

¢ shutdown — VRF

VRF

switch(config)# vrf context management
switch(config-vrf)#

show vrf VRF

Cisco Nexus 5000 Release 4.0
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Cisco Nexus 5000
show

Cisco Nexus 5000 Cisco NX-0S show
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M show interface mac-address

show interface mac-address

MAC show interface mac-address

show interface [type slot/port] mac-address

type slot/port MAC
ethernet vethernet
EXEC
4.0(0)N1(1a)
MAC
MAC

switch# show interface mac-address

mac-address-table static MAC

Internet Group Management Protocol IGMP;

MAC

show mac-address-table MAC

Cisco Nexus 5000 Release 4.0
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show interface private-vian mapping W

show interface private-vlan mapping

VLAN VLAN
show interface private-vlan mapping

show interface private-vlan mapping

EXEC

4.0(0)N1(1a)

VLAN feature private-vlan
VLAN VLAN
VLAN VLAN  VLAN
VLAN
VLAN

switch# show interface private-vlan mapping

feature private-vlan VLAN

show interface switchport VLAN

show vlan VLAN

show vlan private-vlan VLAN

Cisco Nexus 5000 Rel 4.0
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W show interface switchport

show interface switchport

show interface switchport

show interface switchport

EXEC

4.0(0)N1(1a)

switch# show interface switchport

switchport access vlan VLAN

Cisco Nexus 5000 Release 4.0
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show

show Interface vian

VLAN

show interface vian Wl

show interface vlan

show interface vlan vlan_id [brief | description | private-vlan mapping]

vlan_id VLAN 1 4094

brief VLAN

description VLAN

private-vlan mapping VLAN VLAN

EXEC

4.0(0)N1(1a)

feature interface-vlan svi enable VLAN
VLAN

VLAN VLAN
VLAN show interface vlan vlan_id private-vlan
mapping VLAN
VLAN
switch# show interface vlan 5

VLAN

switch# show interface

VLAN

switch# show interface

VLAN

switch# show interface

VLAN
VLAN

VLAN

switch# show interface

vlan 5 brief

vlan 5 description

VLAN

vlan 5 private-vlan mapping

vlan 5 status

Cisco Nexus 5000
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W showip igmp snooping

show interface switchport VLAN
show vlan VLAN
show vlan private-vlan VLAN

show Ip igmp snooping
IGMP show ip igmp snooping

show ip igmp snooping [explicit-tracking vlan vlan_id | groups [detail | vian vlan_id] | mrouter [vlan
vlan_id] | querier [vlan vlan_id] | vlan vlan_id]

explicit-tracking IGMPv3 Explicit Host Tracking EHT
VLAN

vlan vlan_id VLAN 1 4094
groups IGMP

detail

mrouter

querier

EXEC

4.0(0)N1(1a)

IGMP

switch# show ip igmp snooping
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showlacp H
ip igmp snooping EXEC IGMP IGMP
VLAN
ip igmp snooping VLAN VLAN IGMP
show lacp
Link Aggregation Control Protocol LACP show lacp

show lacp {counters | interface ethernet slot/port | neighbor [interface port-channel number] |

port-channel [interface port-channel number] | system-identifier}

counters

LACP

interface ethernet slot/port

LACP

neighbor [interface port-channel number]

LACP

port-channel [interface port-channel number]

system-identifier

LACP ID

MAC

EXEC

4.0(0)N1(1a)

LACP

LACP ID

switch# show lacp system-identifier

Cisco Nexus 5000

show lacp
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Bl show mac-address-table aging-time

show mac-address-table aging-time

MAC show mac-address-table
aging-time

show mac-address-table aging-time [vlan vlan_id]

vlan vlan_id VLAN 1 4094

EXEC

4.0(0)N1(1a)

MAC

switch# show mac-address-table aging-time

mac-address-table aging-time MAC

show mac-address-table MAC
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show mac-address-table count Wl

show mac-address-table count

MAC show mac-address-table count

show mac-address-table count [address EEEE.EEEE.EEEE] [dynamic | static] [interface {type
slot/port | port-channel number}] [vlan vlan_id]

address EEEE.EEEE.EEEE MAC

dynamic MAC

static MAC
interface type slot/port |

port-channel number ethernet vethernet

vlan vlan_id VLAN
1 4094

EXEC

4.0(0)N1(1a)

MAC

switch# show mac-address-table count dynamic

show mac-address-table MAC

Cisco Nexus 5000 Rel 4.0
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Bl show mac-address-table notification

show mac-address-table notification

MAC show mac-address-table notification

show mac-address-table notification {mac-move | threshold}

mac-move MAC

threshold MAC

EXEC

4.0(0)N1(La)

MAC

switch# show mac-address-table notification mac-move

show mac-address-table MAC
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show mac-address-table W

show mac-address-table

MAC show mac-address-table

show mac-address-table [address mac_address] [dynamic | multicast | static] [interface {type slot/port
| port-channel number}] [vlan vlan_id]

address mac_address MAC
dynamic MAC

interface type slot/port |
port-channel number ethernet vethernet

multicast MAC

static MAC

vlan vlan_id VLAN 1
4094

EXEC

4.0(0)N1(1a)

MAC

MAC

switch# show mac address-table

MAC MAC

switch# show mac address-table address 0018.bad8.3fbd

MAC

switch# show mac address-table dynamic

MAC

switch# show mac address-table interface ethernet 1/3
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M show mac-address-table

MAC

switch# show mac address-table static

VLAN MAC

switch# show mac address-table vlan 5

mac address-table static MAC
IGMP
MAC
show mac-address-table aging-time MAC
show mac-address-table count MAC
show mac-address-table notifications MAC
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show monitor session W

show monitor session

Switched Port Analyzer SPAN;
show monitor session

show monitor session [session | all [brief] | range range [brief] | status]

session

all
brief
range range

status

EXEC

4.0(0)N1(1a)

SPAN 1

switch# show monitor session 1

SPAN

switch# show monitor session range 1-4

monitor session

Cisco Nexus 5000 Rel
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W show running-config

show running-config

show running-config

show running-config [all]

all

EXEC

4.0(0)N1(1a)

switch# show running-config

switch# show running-config all

show startup-config
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show running-config spanning-tree

Spanning Tree Protocol STP;
show running-config spanning-tree

show running-config spanning-tree [all]

show running-config spanning-tree Il

all

STP

EXEC

4.0(0)N1(1a)

STP

switch# show running-config spanning-tree

STP

switch# show running-config spanning-tree all

Rapid per VLAN Spanning Tree Plus Rapid PVST+

Multiple Spanning Tree MST

show spanning-tree STP

Cisco Nexus 5000
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H show running-config vian
show running-config vlan
VLAN show running-config vlan
show running-config vlan vlan_id

vlan_id VLAN VLAN 1 4096

EXEC

4.0(0)N1(1a)

VLAN VLAN
VLAN

VLAN 5

switch# show running-config vlan 5

show vlan

VLAN

Jl  Cisco Nexus 5000 Release 4.0
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show spanning-tree

STP show spanning-tree

show spanning-tree [blockedports | inconsistentports | pathcost method]

show spanning-tree Wl

blockedports STP

inconsistentports STP

pathcost method

Rapid PVST+
MST

EXEC

4.0(0)N1(1a)

STP STP STP
STP

switch# show spanning-tree

switch(config)# show spanning-tree blockedports

STP

switch# show spanning-tree inconsistentports

switch(config)# show spanning-tree pathcost method

3-1 show spanning-tree

Cisco Nexus 5000
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M show spanning-tree

3

1 show spanning-tree

Role

e Desg
¢ Root
e Altn

e Back

STP

Sts

e BLK
e DIS

* LRN
e FWD

STP

Type

e P2p/Shr —
point-to-point p2p;

e Edge — STP default
BPDU
e Network — STP default
e *ROOT_Inc *LOOP_Inc *PVID_Inc *BA_Inc *TYPE_Inc —
BKN*
PVID

Rapid per VLAN Spanning Tree Plus Rapid PVST+

Multiple Spanning Tree MST

show spanning-tree active STP
show spanning-tree bridge 1D
show spanning-tree brief STP
show spanning-tree detail STP
show spanning-tree interface STP
show spanning-tree mst MST STP
show spanning-tree root STP
show spanning-tree summary STP
show spanning-tree vlan VLAN STP
Release 4.0
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show spanning-tree active

STP STP

show spanning-tree active [brief | detail]

show spanning-tree active W

show spanning-tree active

brief STP
detail STP
EXEC
4.0(0)N1(1a)
STP STP

switch# show spanning-tree active

show spanning-tree STP

show spanning-tree bridge ID
show spanning-tree brief STP

show spanning-tree detail STP

show spanning-tree interface STP

show spanning-tree mst MST STP

show spanning-tree root STP

show spanning-tree summary STP

show spanning-tree vlan VLAN STP

Cisco Nexus 5000
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M show spanning-tree bridge

show spanning-tree bridge

show spanning-tree bridge

show spanning-tree bridge [address | brief | detail | forward-time | hello-time | id | max-age | priority

[system-id] | protocol]

address STP MAC
brief STP
detail STP
forward-time STP
hello-time STP hello
id STP ID
max-age STP
priority
system-id ID
protocol Rapid PVST+ MST
EXEC
4.0(0)N1(1a)
STP
switch# show spanning-tree bridge
show spanning-tree STP
show spanning-tree active STP
show spanning-tree brief STP
show spanning-tree detail STP
show spanning-tree interface STP
show spanning-tree mst MST STP
show spanning-tree root STP
Release 4.0
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show spanning-tree brief Wl

show spanning-tree summary STP
show spanning-tree vlan VLAN STP
STP show spanning-tree brief
show spanning-tree brief [active]
active STP
EXEC
4.0(0)N1(1a)
STP
switch(config)# show spanning-tree brief
show spanning-tree STP
show spanning-tree active STP
show spanning-tree bridge ID
show spanning-tree detail STP
show spanning-tree interface STP
show spanning-tree mst MST STP
show spanning-tree root STP
show spanning-tree summary STP
show spanning-tree vlan VLAN STP

Cisco Nexus 5000
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show |

l  show spanning-tree detail

show spanning-tree detalil

STP

show spanning-tree detail [active]

show spanning-tree detail

active

STP

EXEC

4.0(0)N1(1a)

switch(config)# show spanning-tree detail

show spanning-tree STP

show spanning-tree active STP

show spanning-tree bridge

show spanning-tree brief STP

show spanning-tree interface

STP

show spanning-tree mst MST STP

show spanning-tree root STP

show spanning-tree summary STP

show spanning-tree vlan VLAN STP
Release 4.0
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show spanning-tree interface Wl

show spanning-tree interface

STP
show spanning-tree interface

show spanning-tree interface {interface slot/port | port-channel number} [active [brief | detail] | brief
[active] | cost | detail [active] | edge | inconsistency | priority | rootcost | state]

interface type slot/port | ethernet
port-channel number vethernet

active STP

brief STP

detail STP

cost STP
edge STP

inconsistency STP

priority STP

rootcost

state STP

EXEC

4.0(0)N1(1a)

STP STP STP
STP

STP

MST PVST

MST show spanning-tree
mst

Cisco Nexus 5000 Rel 4.0
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M show spanning-tree interface

STP

switch(config)# show spanning-tree interface ethernet 1/3

STP

switch(config)# show spanning-tree interface ethernet 1/3 detail

show spanning-tree STP

show spanning-tree active STP

show spanning-tree bridge ID
show spanning-tree brief STP

show spanning-tree detail STP

show spanning-tree mst MST STP

show spanning-tree root STP

show spanning-tree summary STP

show spanning-tree vlan VLAN  STP
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show spanning-tree mst Il

show spanning-tree mst

MST show spanning-tree mst

show spanning-tree mst [instance_id [detail | interface {interface slot/port | port-channel number}

[detail]]

show spanning-tree mst [configuration [digest]]

show spanning-tree mst [detail | interface {interface slot/port | port-channel number}} [detail]]

instance_id MST 0-357-9 0
3 57 9
detail MST
interface slot/port |
port-channel number ethernet vethernet
configuration VLAN  VLAN
MST
digest MD5
EXEC
4.0(0)N1(1a)
STP MST
ERROR: Switch is not in mst mode
VLAN MST STP
switch# show spanning-tree mst
MST STP

switch)# show spanning-tree mst 0

MST STP

switch)# show spanning-tree mst detail

MST STP

switch)# show spanning-tree mst interface ethernet 8/2

Cisco Nexus 5000 Rel
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M show spanning-tree mst

MST

switch)# show spanning-tree mst configuration

MST MD5

switch)# show spanning-tree mst configuration digest

3-1 p.3-18 show spanning-tree
show spanning-tree STP
show spanning-tree active STP
show spanning-tree bridge ID
show spanning-tree brief STP
show spanning-tree detail STP
show spanning-tree interface STP
show spanning-tree root STP
show spanning-tree summary STP
show spanning-tree vlan VLAN STP
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show spanning-tree root W

show spanning-tree root

show spanning-tree root

show spanning-tree root [address | brief | cost | detail | forward-time | hello-time | id | max-age | port

| priority [system-id]]

address STP MAC

brief

cost

detail

forward-time STP

hello-time STP hello

id STP ID

max-age STP

port

priority

system-id ID ID

EXEC

4.0(0)N1(1a)

switch(config)# show spanning-tree root

show spanning-tree STP
show spanning-tree active STP
show spanning-tree bridge ID
show spanning-tree brief STP
show spanning-tree detail STP
show spanning-tree interface STP
show spanning-tree mst MST STP
show spanning-tree summary STP
show spanning-tree vlan VLAN STP
Cisco Nexus 5000 Rel
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show |

M show spanning-tree summary

show spanning-tree summary

STP show spanning-tree summary

show spanning-tree summary [totals]

totals STP
EXEC
4.0(0)N1(1a)
Rapid PVST+ MST
STP

switch(config)# show spanning-tree summary

show spanning-tree STP

show spanning-tree active STP

show spanning-tree bridge ID
show spanning-tree brief STP

show spanning-tree detail STP

show spanning-tree interface STP

show spanning-tree mst MST STP

show spanning-tree root STP

show spanning-tree vlan VLAN

STP

Jl  Cisco Nexus 5000 Release 4.0
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show spanning-tree vian Wl

show spanning-tree vian

VLAN STP show spanning-tree vlan
show spanning-tree vlan {vlan_id} [active [brief | detail]]
show spanning-tree vlan {vlan_id} [blockedports]

show spanning-tree vlan {vlan_id} [bridge [address] | brief | detail | forward-time | hello-time | id |
max-age | priority [system-id] | protocol]

show spanning-tree vlan {vlan_id} [brief [active]
show spanning-tree vlan {vlan_id} [detail [active]]
show spanning-tree vlan {vlan_id} [inconsistentports]

show spanning-tree vlan {vlan_id} [interface {interface slot/port | port-channel number} [active [brief
| detail]] | brief [active] | cost | detail [active] | edge | inconsistency | priority | rootcost | state]]

show spanning-tree vlan {vlan_id} [root [address | brief | cost | detail | forward-time | hello-time | id
| max-age | port | priority [system-id]]

show spanning-tree vlan {vlan_id} [summary]

vlan_id VLAN VLAN

active STP VLAN

brief VLAN STP

detail VLAN STP

blockedports VLAN STP
bridge VLAN

address VLAN STP MAC

forward-time VLAN STP

hello-time VLAN STP hello

id VLAN STP ID

max-age VLAN STP

priority VLAN STP

system-id VLAN ID 1D
protocol STP

inconsistentports VLAN STP

interface slot/port |

port-channel number ethernet vethernet
cost VLAN STP
edge VLAN STP

[ oL-16599-01-J
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W show spanning-tree vian
inconsistency VLAN STP
priority VLAN  STP
rootcost VLAN
state STP blocking disabled learning
forwarding
port VLAN
summary VLAN STP
EXEC
4.0(0)N1(1a)
VLAN1 STP
switch# show spanning-tree vlan 1
show spanning-tree STP
show spanning-tree active STP
show spanning-tree bridge ID
show spanning-tree brief STP
show spanning-tree detail STP
show spanning-tree interface STP
show spanning-tree mst MST STP
show spanning-tree root
show spanning-tree summary STP
Release 4.0
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show

show startup-config

show startup-config

show startup-config

EXEC

show startup-config W

4.0(0)N1(1a)

switch# show startup-config

show running-config

Cisco Nexus 5000
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show

H showvian

show vlan

VLAN show vilan

show vlan [brief | name {name} | summary]

brief VLAN

VLAN 1

name name VLAN

1 VLAN

summary

VLAN

EXEC

4.0(0)N1(1a)

VLAN

1 VLAN

VLAN

VLAN

VLAN VLAN
VLAN

VLAN

state suspend state active

e suspended — VLAN
e active— VLAN

shutdown VLAN

e act/Ishut — VLAN
e sus/Ishut — VLAN

VLAN

e act/ishut — VLAN
e sus/ishut — VLAN

Release 4.0

VLAN
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show

VLAN

act/ishut sus/ishut VLAN

switch# show

VLAN

switch# show

switch# show

switch# show

act/Ishut

VLAN

vlan

vlan brief

VLAN  VLAN

vlan name test

VLAN

vlan summary

sus/Ishut

showvian W

show interface switchport

VLAN

show vlan private-vlan

VLAN

Cisco Nexus 5000
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W showvlanid

show vlan id

VLAN VLAN show vlan id

show vlan id {vlan_id}

vlan_id VLAN VLAN
EXEC
4.0(0)N1(1a)
VLAN VLAN VLAN
~
show vlan name VLAN
VLAN 5

switch# show vlan id 5

show vlan VLAN

Cisco Nexus 5000 Release 4.0
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show

show vlan private-vian W

show vlan private-vlan

VLAN

show vlan [id {vlan_

show vlan private-vlan

id}] private-vlan [type]

id vlan_id VLAN VLAN
type VLAN
EXEC
4.0(0)N1(1a)
VLAN

switch(config)# show

switch(config)# show

switch(config)# show

switch(config)# show

vlan private-vlan

VLAN

vlan id 42 private-vlan

VLAN

vlan private-vlan type

VLAN

vlan id 42 private-vlan type

show interface private-vlan mapping VLAN VLAN
VLAN VLAN
VLAN
show interface switchport VLAN
show vlan VLAN
Cisco Nexus 5000 R
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M show vlan private-vian
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M class-map

class-map

class-map no

class-map class-map-name

no class-map class-map-name

class-map-name class default

4.0(0)N1(1a)

QoS

switch(config)# class-map my_ classl
switch (config-cmap) #

switch(config)# no class-map my classl
switch(config)#

policy-map

show class-map

Cisco Nexus 5000 Release 4.0
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matchcos M

match cos

802.1Q  Class of Service CoS;
match cos match cos no

match cos multi-range-cos-values

no match cos multi-range-cos-values

multi-range-cos-values CoS 1 7
4.0(0)N1(1a)
802.1Q ISL CoS
CoS

switch(config)# class-map class_cos
switch(config-cmap)# match cos 2, 5-6

CoS

switch(config)# class-map class_cos
switch(config-cmap)# no match cos 2, 5-6

class-map

show class-map

Cisco Nexus 5000 Rel 4.0
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W policy-map

policy-map
policy-map

policy-map name

no policy-map name

no

name

4.0(0)N1(1a)

switch(config)# policy-map my policyl

switch (config-pmap) #

class Policy Criteria

switch(config-pmap)# class classl

switch(config-pmap-c)#

bandwidth Specify bandwidth for the class
mtu Configure the system class MTU
pause Configure pause behavior
priority Configure traffic class priority

switch(config)# policy-map my policyl
switch(config-pmap)# class classl

switch(config-pmap-c)# mtu 9216

switch(config)# no policy-map my policyl

Release 4.0
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service-policy W

class-map

service-policy

show policy-map

service-policy

service-policy

service-policy [policy-map-name]

no service-policy

service-policy

service-policy output [policy-map-name]

no service-policy output

policy-map-name

service-policy QoS

QoS

4.0(0)N1(1a)

switch# configure terminal

switch(config)# mtu 9216

switch(config)# system gos

switch(config-sys-gos)# service-policy policy-mapl

Cisco Nexus 5000 Rel 4.0
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M service-policy

switch(config)# class-map best-effort-drop-class
switch(config-cmap)# match cos 5

switch(config)# policy-map policy mapl
switch(config-pmap)# class best-effort-drop-class
switch(config-pmap-c)# mtu 9216

switch(config)# interface ethl/1l

switch(config-if)# service-policy output policy mapl

class-map
policy-map
show policy-map

Cisco Nexus 5000 Release 4.0
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system jumbomtu

MTU system jumbomtu

system jumbomtu [value]

system jumbomtu W

value MTU 2240 9216

9216

4.0(0)N1(1a)

MTU

switch(config)# system jumbomtu 9216

Cisco Nexus 5000
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MW system qos

system qos

CoS system gos

system qos

4.0(0)N1(1a)

QoS

switch# configure terminal
switch(config)# system gos
switch(config-sys-gos)# service-policy policy-mapl

service-policy

set multicast-cos CoS

Jl  Cisco Nexus 5000 Release 4.0
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priority-flow-control

PFC priority-flow-control
priority-flow-control

priority-flow-control mode {auto | on}

priority-flow-control W

auto PFC
on PFC
4.0(0)N1(1a)

PFC

switch# configure terminal
switch(config)# interface ethernet 1/2
switch(config-if)# priority-flow-control mode on

Cisco Nexus 5000
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M show class-map

show class-map

show class-map

show class-map [name]

name

4.0(0)N1(1a)

switch# show class-map my_class_map

class-map

Cisco Nexus 5000 Release 4.0
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show policy-map
show policy-map

show policy-map [name]

show policy-map W

name

4.0(0)N1(1a)

switch# show policy-map my policy map

class-map

policy-map

Cisco Nexus 5000
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M show system qos

show system gos

QoS show system qos

show system qos

4.0(0)N1(1a)

QoS

switch(config)# show system gos

system gos QoS

Cisco Nexus 5000 Release 4.0
0L-16599-01-J |



| 4 Cisco Nexus 5000 QoS
show interface priority-flow-control W

show interface priority-flow-control

show interface
priority-flow-control

show interface [name] priority-flow-control

name

4.0(0)N1(1a)

switch(config)# show interface ethernet 1/1 priority-flow-control

Port Mode Oper RxPPP TxPPP
Ethl/1 auto off 0 0

Eth1/1 PFC PFC
priority-flow-control PEC

Cisco Nexus 5000 Rel 4.0
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M show policy-map interface

show policy-map interface

show
policy-map interface

show policy-map interface [name]

name

4.0(0)N1(1a)

switch(config)# show policy-map interface ethernet 3/1

policy-map

show policy-map
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W aaa accounting default

aaa accounting default

Authentication, Authorization, and Accounting AAA;
aaa accounting default
no

aaa accounting default {group {group-list} | local}

no aaa accounting default {group {group-list} | local}

group
group-list 1 RADIUS

local

4.0(0)N1(1a)

group group-list RADIUS TACACS+
radius-server host aaa group server

group local

AAA RADIUS

switch(config)# aaa accounting default group

aaa group server radius AAA RADIUS
radius-server host RADIUS
show aaa accounting AAA
tacacs-server host TACACS+

Cisco Nexus 5000 Release 4.0
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aaa authentication login console WM

aaa authentication login console

AAA aaa authentication login console
no

aaa authentication login console {group group-list} [none] | local | none}

no aaa authentication login console {group group-list [none] | local | none}

group
group-list RADIUS TACACS+
. RADIUS radius
. TACACS+ tacacs+
. RADIUS TACACS+
none
local
4.0(0)N1(1a)
The group radius, group tacacs+ group group-list RADIUS
TACACS+ radius-server host tacacs-server
host aaa group server
group local none
group
AAA

switch(config)# aaa authentication login console group radius

AAA

switch(config)# no aaa authentication login console group radius

aaa group server AAA
radius-server host RADIUS
show aaa authentication AAA
tacacs-server host TACACS+

Cisco Nexus 5000 Rel 4.0
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M aaa authentication login default

aaa authentication login default

AAA aaa authentication login default
no

aaa authentication login default {group group-list} [none] | local | none}

no aaa authentication login default {group group-list} [none] | local | none}

group
group-list RADIUS TACACS+
J RADIUS radius
. TACACS+ tacacs+
J RADIUS TACACS+
none
local
4.0(0)N1(1a)
group radius, group tacacs+ group group-list RADIUS TACACS+
radius-server host tacacs-server host
aaa group server
group local none
group
AAA

switch(config)# aaa authentication login default group radius

AAA

switch(config)# aaa authentication login default group radius

aaa group server AAA
radius-server host RADIUS
show aaa authentication AAA
tacacs-server host TACACS+

Cisco Nexus 5000 Release 4.0
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aaa authentication login error-enable W

aaa authentication login error-enable

AAA aaa authentication login
error-enable no

aaa authentication login error-enable

no aaa authentication login error-enable

4.0(0)N1(1a)

AAA

Remote AAA servers unreachable; local authentication done.
Remote AAA servers unreachable; local authentication failed.

AAA

switch(config)# aaa authentication login error-enable

AAA

switch(config)# no aaa authentication login error-enable

show aaa authentication AAA

Cisco Nexus 5000 Rel 4.0
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M aaa authentication login mschap enable

aaa authentication login mschap enable

Microsoft Challenge Handshake Authentication Protocol MSCHAP
aaa authentication login mschap enable
no

aaa authentication login mschap enable

no aaa authentication login mschap enable

4.0(0)N1(1a)

MSCHAP

switch(config)# aaa authentication login mschap enable

MSCHAP

switch(config)# no aaa authentication login mschap enable

show aaa authentication MSCHAP

Cisco Nexus 5000 Release 4.0
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aaa group server radius

RADIUS RADIUS
aaa group server radius
no

aaa group server radius group-name

no aaa group server radius group-name

RADIUS

aaa group server radius W

group-name RADIUS

4.0(0)N1(1a)

RADIUS RADIUS

switch(config)# aaa group server radius RadServer
switch(config-radius) #

RADIUS

switch(config)# no aaa group server radius RadServer

show aaa groups

Cisco Nexus 5000
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Wl action

action

VLAN VACL permit
action action
no

action {drop forward}

no action {drop forward}

drop
forward
VLAN
4.0(0)N1(1a)
action match ACL
vlan-map-01 VLAN ip-acl-01
IPv4 ACL ACL
switch(config)# vlan access-map vlan-map-01
switch(config-access-map)# match ip address ip-acl-01
switch(config-access-map)# action forward
switch(config-access-map)# statistics
match VLAN ACL
show vlan access-map VLAN VLAN
show vlan filter VLAN
statistics VLAN
vlan access-map VLAN
vlan filter VLAN 1 VLAN

Cisco Nexus 5000 Release 4.0
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clear access-list counters W

clear access-list counters

IPv4 ACL IPv4 ACL
clear access-list counters

clear access-list counters [access-list-name]

access-list-name IPv4 ACL

EXEC

4.0(0)N1(1a)

IPv4 ACL

switch# clear access-list counters

acl-ipv4-01 IPv4 ACL

switch# clear access-list counters acl-ipv4-01

access-list VTY IPv4 ACL

ip access-group IPv4 ACL

ip access-list IPv4 ACL

show access-lists 1 IPv4 1Pv6 MAC ACL
show ip access-lists 1 1Pv4
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M clear accounting log

clear accounting log

clear accounting log

clear accounting log

EXEC

4.0(0)N1(1a)

switch# clear accounting log

show accounting log

Cisco Nexus 5000 Release 4.0
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deadtime

RADIUS TACACS+

no
deadtime minutes

no deadtime minutes

deadtime W

deadtime

minutes 0 1440

RADIUS
TACACS+

4.0(0)N1(1a)

TACACS+ feature tacacs+

RADIUS 2

switch(config)# aaa group server radius RadServer
switch(config-radius)# deadtime 2

TACACS+ 5

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# deadtime 5

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# no deadtime 5

aaa group server AAA
feature tacacs+ TACACS+
radius-server host RADIUS
show radius-server groups RADIUS
show tacacs-server groups TACACS+
tacacs-server host TACACS+

Cisco Nexus 5000
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N deny IPv4

deny IPv4

IPv4 ACL deny
no

[sequence-number] deny protocol source destination {[dscp dscp] | [precedence precedence]}
[fragments] [log] [time-range time-range-name]

no deny protocol source destination {[dscp dscp] | [precedence precedence]} [fragments] [log]
[time-range time-range-name]

no sequence-number
Internet Control Message Protocol ICMP;

[sequence-number] deny icmp source destination [icmp-message] {[dscp dscp] | [precedence
precedence]} [fragments] [log] [time-range time-range-name]

Internet Group Management Protocol IGMP;

[sequence-number] deny igmp source destination [igmp-message] {[dscp dscp] | [precedence
precedence]} [fragments] [log] [time-range time-range-name]

Internet Protocol v4 IPv4

[sequence-number] deny ip source destination {[dscp dscp] | [precedence precedence]} [fragments]
[log] [time-range time-range-name]

Transmission Control Protocol TCP

[sequence-number] deny tcp source [operator port [port] | portgroup portgroup] destination [operator
port [port] | portgroup portgroup] {[dscp dscp] | [precedence precedence]} [fragments] [log]
[time-range time-range-name] [flags] [established]

User Datagram Protocol UDP;

[sequence-number] deny udp source [operator port [port] | portgroup portgroup] destination [operator
port [port] | portgroup portgroup] {[dscp dscp] | [precedence precedence]} [fragments] [log]
[time-range time-range-name]

Cisco Nexus 5000 Release 4.0
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deny IPv4 ||

sequence-number

deny
ACL
1 4294967295
ACL 10
ACL
10
resequence
protocol
0 255
e icmp — ICMP
protocol
icmp-message
e igmp — IGMP
protocol
igmp-type
* ic— IPv4
IPv4
dscp
fragments
log
precedence
time-range
* tcp—tcp
protocol
flags operator
portgroup established
e udp—udp
protocol
operator
source IPv4
Source  Destination
destination IPv4

Source  Destination

Cisco Nexus 5000 Rel 4.0
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N deny IPv4

dscp dscp

IP DSCP 6

dscp

0-63 — DSCP 6

10 DSCP 001010

afll — Assured Forwarding AF 1 001010

e afl2 —AF
e afl3—AF
e af2l —AF
e af22 — AF
e af23 —AF
e af3l —AF
e af32 —AF
e af33 —AF
e afdl — AF
e afd2 — AF
e af4d3— AF
e csl—

e (s2—CS2
e ¢s3—CS3
e cs4—C4
e cs5—CS5
e cs6—CS6
e cs7—CS7
e default —

1

A A DA W W LWNDDNDDN R

CS

~N oo o0~ oW N

DSCP

001100
001110
010010
010100
010110
011010
011100
011110
100010
100100
100110
1 1 001000
010000
011000
100000
101000
110000
111000
000000

e ef — Expedited Forwarding 101110

precedence precedence

precedence

precedence
e 0-7—1IP
011

e critical —
e flash —

e flash-override —

* immediate —
e internet —

* network —

* priority —

* routine —

DSCP

5 101

3 011

4 100

2 010
6 110
7 111
1 001
0 000

Release 4.0
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deny IPv4 ||

fragments
TCP 4
log
ACL
TCP UDP ICMP
time-range time-range
time-range-name
icmp-message ICMP ICMP
0 255
ICMP
1

igmp-message IGMP IGMP

igmp-message 0 15 IGMP

dvmrp — Distance Vector Multicast Routing Protocol

host-query —
host-report —
pim — Protocol Independent Multicast

trace —

PIM

DVMRP

Cisco Nexus 5000
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N deny IPv4

operator port [port] TCP UDP
operator port
source
destination

port TCP UDP
0 65535
TCP
UDP

2 port operator

operator 1

e eq— port
e gt — port

e |t — port
e eq— port
* range—?2 port port

2 port
portgroup portgroup TCP UDP portgroup IP

source
destination

object-group ip port IP

flags TCP TCP
operator 1

e ack
e fin
e psh
* rst
* syn
e urg
established TCP TCP

ACK RST
TCP

Cisco Nexus 5000 Release 4.0
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deny IPv4 ||

IPv4 ACL
ACL 10
IPv4 ACL
4.0(0)N1(1a)
IPv4 ACL ACL
Source Destination
source destination
1
source destination
e |P — IPv4 source
destination object-group ip address IPv4
addrgroup address-group-name
lab-gateway-svrs IPv4
destination
switch(config-acl)# deny ip any addrgroup lab-gateway-svrs
. — |IPv4
IPv4-address network-wildcard
IPv4 192.168.67.0 source

switch(config-acl)# deny tcp 192.168.67.0 0.0.0.255 any

. Variable-Length Subnet Mask VLSM — IPv4

IPv4-address/prefix-len

IPv4 192.168.67.0 VLSM source
switch(config-acl)# deny udp 192.168.67.0/24 any
o — host IPv4

host IPv4-address

IPv4-address/32 IPv4-address 0.0.0.0

X

Cisco Nexus 5000
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N deny IPv4

host 192.168.67.132

IPv4

switch(config-acl)# deny icmp host 192.168.67.132 any

—any
any
any

ICMP

icmp-message 0 255

administratively-prohibited —
alternate-address —
conversion-error —
dod-host-prohibited —
dod-net-prohibited —

echo — ping
echo-reply —
general-parameter-problem —
host-isolated —
host-precedence-unreachable —
host-redirect —
host-tos-redirect — ToS
host-tos-unreachable — ToS
host-unknown —
host-unreachable —
information-reply —
information-request —
mask-reply —
mask-request —
mobile-redirect —
net-redirect —
net-tos-redirect —
net-tos-unreachable — ToS
net-unreachable —
network-unknown —
no-room-for-option —
option-missing —
packet-too-big —
parameter-problem —
port-unreachable —
precedence-unreachable —
protocol-unreachable —

reassembly-timeout —

DF

Release 4.0
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e redirect —

e router-advertisement —
e router-solicitation —

* source-quench —

e source-route-failed —

e time-exceeded — time-exceeded

e timestamp-reply —
e timestamp-reply —
e traceroute — Traceroute
e ttl-exceeded — TTL

¢ redirect —
TCP

tcp protocol tcp

bgp — 179
chargen — 19

cmd — rcmd 514
daytime — Daytime 13

discard — 9

domain — 53

drip —

echo — 7

exec — EXEC rsh 512

finger — 79

ftp —FTP 21

ftp-data— FTP 2

gopher — Gopher 7

hostname — NIC 11

ident — ldent 113

irc— 194
klogin — Kerberos 543

kshell — Kerberos 544

login — rlogin 513

Ipd — 515

nntp — Network News Transport Protocol 119
pim-auto-rp — PIM Auto-RP 496

pop2 — Post Office Protocol v2 19

Cisco Nexus 5000
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N deny IPv4

pop3 — Post Office Protocol v3 11

smtp — Simple Mail Transport Protocol 25
sunrpc — Sun Remote Procedure Call 111
tacacs — TAC Access Control System 49
talk — Talk 517

telnet — Telnet 23

time — Time 37

uucp — Unix-to-Unix Copy Program 54
whois — WHOIS/NICNAME 43

www — World Wide Web HTTP 8

UDP

udp protocol tcp 0 65535 UDP
biff — Biff comsat 512

bootpc — Bootstrap Protocol BOOTP 68

bootpc — Bootstrap Protocol BOOTP 67

discard — 9

dnsix — DNSIX 195

domain — DNS 53

echo — 7

isakmp — Internet Security Association Key Management Protocol 5
mobile-ip — IP 434

nameserver — IEN116 42

netbios-dgm — NetBIOS 138

netbios-ns — NetBIOS 137

netbios-ss — NetBIOS 139

non500-isakmp — Internet Security Association Key Management Protocol 45

ntp — Network Time Protocol 123

pim-auto-rp — PIM Auto-RP 496

rip— in.routed 52
snmp — Simple Network Management Protocol 161
snmptrap — SNMP 162

sunrpc — Sun Remote Procedure Call 111

syslog — 514

tacacs — TAC Access Control System 49

Cisco Nexus 5000 Release 4.0
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talk — Talk 517

tftp — Trivial File Transfer Protocol 69
time — Time 37

who — Who rwho 513

xdmcp — X Display Manager Control Protocol 177

10.23.0.0 192.168.37.0 10.176.0.0
UDP IPv4
acl-lab-01 IPv4 ACL
switch(config)# ip access-list acl-lab-01

deny IPv4 ||

TCP

(
switch(config-acl)# deny tcp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# deny udp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# deny tcp 192.168.37.0/16 10.176.0.0/16
switch(config-acl)# deny udp 192.168.37.0/16 10.176.0.0/16
switch(config-acl)# permit ip any any
ip access-list IPv4 ACL
permit IPv4 IPv4 ACL
remark IPv4 ACL
show ip access-list IPv4 ACL 1 IPv4 ACL

Cisco Nexus 5000
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N deny MAC

deny MAC

Media Access Control MAC
ACL deny
no

[sequence-number] deny source destination [protocol] [cos cos-value] [vlan vlan_id]
no deny source destination [protocol] [cos cos-value] [vlan vlan_id]

no sequence—number

sequence-number
deny ACL

1 4294967295
ACL 10

ACL
10

resequence

source MAC

Source  Destination
destination MAC

Source  Destination

protocol
0x0 Oxffff
MAC
cos cos-value IEEE 802.1Q cos-value Class of Service
CosS;
cos-value 0 7
vlan vlan_id IEEE 802.1Q VLAN ID
vlan_id 1 4094
MAC ACL
ACL 10
MAC ACL
4.0(0)N1(1a)

Cisco Nexus 5000 Release 4.0
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deny MAC ||

MAC ACL ACL

Source Destination

source destination 2
1
source destination
. — MAC 1
MAC-address MAC-mask
MAC 00c0.4f03.0a72 source

switch(config-acl)# deny 00c0.4£03.0a72 0000.0000.0000 any

MAC 00603e MAC destination

switch(config-acl)# deny any 0060.3e00.0000 0000.0000.0000

. — any MAC
any
any
MAC
protocol MAC
0x 4 16 0x0 Oxffff

e aarp — Appletalk ARP  0x80f3

e appletalk — Appletalk  0x809b

e decnet-iv — DECnet Phase IV 0x6003

e diagnostic — DEC Diagnostic Protocol 0x6005
e etype-6000 — EtherType 0x6000 0x6000

e etype-8042 — EtherType 0x8042 0x8042

e ip — Internet Protocol v4 0x0800

e lat— DEC LAT 0x6004

e lavc-sca— DEC LAVC SCA 0x6007

e mop-console — DEC MOP 0x6002
e mop-dump — DEC MOP 0x6001
¢ vines-echo — VINES OxObaf
mac-ip-filter 2 MAC IPv4
MAC ACL

switch(config)# mac access-list mac-ip-filter

switch(config-mac-acl)# deny 00c0.4£00.0000 0000.00ff.ffff 0060.3e00.0000
0000.00ff.£f££f ip

switch(config-mac-acl)# permit any any

Cisco Nexus 5000 Rel 4.0
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N description

mac access-list MAC ACL

permit MAC MAC ACL

remark ACL

show mac access-list MAC ACL 1 MAC ACL

description

description
no

description text

no description

text 128

4.0(0)N1(1a)

switch(config)# role name MyRole
switch(config-role)# description User role for my user account.

switch(config)# role name MyRole
switch(config-role)# no description

Cisco Nexus 5000 Release 4.0
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feature

feature W

feature
no

feature feature-name

no feature feature-name
feature-name show role feature
4.0(0)N1(1a)
show role
switch(config)# role feature-group name SecGroup
switch(config-role-featuregrp)# feature aaa
switch(config-role-featuregrp)# feature radius
switch(config-role-featuregrp)# feature tacacs

switch(config)# role feature-group name MyGroup
switch(config-role-featuregrp)# no feature callhome

role feature-group name

show role feature-group

Cisco Nexus 5000
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M feature tacacs+

feature tacacs+

TACACS+ feature tacacs+ TACACS+
no

feature tacacs+

no feature tacacs+

4.0(0)N1(1a)
TACACS+ feature tacacs+
~
TACACS+ Cisco NX-0S TACACS+
TACACS+

switch(config)# feature tacacs+

TACACS+

switch(config)# no feature tacacs+

show tacacs+ TACACS+

Cisco Nexus 5000 Release 4.0
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interface policy deny W

Interface policy deny

interface policy deny
no

interface policy deny

no interface policy deny

4.0(0)N1(1a)

switch(config)# role name MyRole
switch(config-role)# interface policy deny
switch(config-role-interface)#

switch(config)# role name MyRole
switch(config-role)# no interface policy deny

role name

show role

Cisco Nexus 5000 Rel 4.0
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M ip access-list

Ip access-list

IPv4 ACL ACL IP
ip access-list IPv4 ACL no

ip access-list access-list-name

no ip access-list access-list-name

access-list-name IPv4 ACL 64
IPv4 ACL
4.0(0)N1(1a)
IPv4 ACL IPv4
ip access-list IP
IPv4 deny permit ACL
ACL ACL
ip access-group ACL
IPv4 ACL

deny ip any any

IPv4 ACL
IPv6 IPv4 Address Resolution
Protocol ARP;
IPv4 ACL ARP

ip-acl-01 IPv4 ACL IP

switch(config)# ip access-list ip-acl-01
switch(config-acl)#

access-list VTY IPv4 ACL
deny IPv4 IPv4 ACL

Cisco Nexus 5000 Release 4.0
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ip port access-group M

ip access-group IPv4 ACL

permit IPv4 IPv4 ACL

show ip access-lists IPv4 ACL

IPv4 ACL

ip port access-group

IPv4 ACL ACL
IPv4 ACL

ip port access-group access-list-name in

no ip port access-group access-list-name in

ip port access-group
no

access-list-name IPv4 ACL 64

in ACL

4.0(0)N1(1a)

IPv4 ACL

ip port access-group IPv4 ACL

. 2
J 2
ip port access-group IPv4 ACL

IPv4 ACL  VLAN ACL

Cisco Nexus 5000
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W ip port access-group

ip-acl-01

ACL ACL
ICMP
ACL ACL ACL
IPv4 ACL ACL 12

switch(config)# interface ethernet 1/2
switch(config-if)# ip port access-group ip-acl-01 in

ip-acl-01

IPv4 ACL 1/2

switch(config)# interface ethernet 1/2
switch(config-if)# no ip port access-group ip-acl-01 in

ip access-list IPv4 ACL
show access-lists ACL
show ip access-lists IPv4 ACL IPv4 ACL
show running-config interface
Release 4.0
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mac access-list l

mac access-list

MAC ACL ACL MAC
mac access-list MAC ACL
no

mac access-list access-list-name

no mac access-list access-list-name

access-list-name MAC ACL

MAC ACL
4.0(0)N1(1a)
MAC ACL IP
MAC ACL
mac access-list MAC
MAC deny permit ACL
ACL
ACL
mac access-group ACL
MAC ACL
deny any any protocol
2
mac-acl-01 MAC ACL MAC

switch(config)# mac access-list mac-acl-01
switch(config-acl) #

deny MAC MAC ACL

mac access-group MAC ACL

permit MAC MAC ACL

show mac access-lists MAC ACL MAC ACL

Cisco Nexus 5000 Rel 4.0
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Bl mac port access-group

mac port access-group
MAC ACL mac port access-group MAC
ACL no
mac port access-group access-list-name

Nno mac port access-group access-list-name

access-list-name MAC ACL 64
4.0(0)N1(1a)
MAC ACL
MAC ACL IP MAC ACL
mac port access-group MAC ACL ACL
. 2
MAC ACL VLANACL match  p.5-34
MAC ACL MAC ACL
ACL
ICMP
ACL ACL ACL
mac-acl-01 MAC ACL 1/2

switch(config)# interface ethernet 1/2
switch(config-if)# mac port access-group mac-acl-01

mac-acl-01 MAC ACL 1/2

switch(config)# interface ethernet 1/2
switch(config-if)# no mac port access-group mac-acl-01

Cisco Nexus 5000 Release 4.0
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mac port access-group M

mac access-list MAC ACL
show access-lists ACL
show mac access-lists MAC ACL MAC ACL

show running-config interface

Cisco Nexus 5000
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W match
VLAN ACL match
VLAN match no
match {ip | ipv6 | mac} address access-list-name
no match {ip | ipv6 | mac} address access-list-name
ip ACL IPv4 ACL
ipv6 IPv6
mac ACL MACACL
address access-list-name ACL
IPv4 ACL IPv4 MAC
ACL
VLAN
4.0(0)N1(1a)
match 1
vlan-map-01 VLAN ip-acl-01
IPv4 ACL ACL
switch(config)# vlan access-map vlan-map-01
switch(config-access-map)# match ip address ip-acl-01
switch(config-access-map)# action forward
switch(config-access-map)# statistics
action VLAN
show vlan access-map VLAN VLAN
show vlan filter VLAN
vlan access-map VLAN
vlan filter VLAN 1 VLAN
Release 4.0
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permit

permit IPv4 ||

IPv4

IPv4 ACL permit
no

[sequence-number] permit protocol source destination {[dscp dscp] | [precedence precedence]}
[fragments] [log] [time-range time-range-name]

no permit protocol source destination {[dscp dscp] | [precedence precedence]} [fragments] [log]
[time-range time-range-name]

no sequence-number
Internet Control Message Protocol ICMP;

[sequence-number] permit icmp source destination [icmp-message] {[dscp dscp] | [precedence
precedence]} [fragments] [log] [time-range time-range-name]

Internet Group Management Protocol IGMP;

[sequence-number] permit igmp source destination [igmp-message] {[dscp dscp] | [precedence
precedence]} [fragments] [log] [time-range time-range-name]

Internet Protocol v4 IPv4

[sequence-number] permit ip source destination {[dscp dscp] | [precedence precedence]} [fragments]
[log] [time-range time-range-name]

Transmission Control Protocol TCP

[sequence-number] permit tcp source [operator port [port] | portgroup portgroup] destination [operator
port [port] | portgroup portgroup] {[dscp dscp] | [precedence precedence]} [fragments] [log]
[time-range time-range-name] [flags] [established]

User Datagram Protocol UDP;

[sequence-number] permit udp source [operator port [port] | portgroup portgroup] destination
[operator port [port] | portgroup portgroup] {[dscp dscp] | [precedence precedence]} [fragments]
[log] [time-range time-range-name]

[ oL-16599-01-J
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N permit

IPv4

sequence-number

permit
ACL
1 4294967295
ACL 10
ACL
10
resequence
protocol
0 255
e icmp — ICMP
protocol
icmp-message
e igmp — IGMP
protocol
igmp-type
e ic — IPv4
1Pv4
dscp
fragments
log
precedence
time-range
e tcp—tcp
protocol
flags operator
portgroup established
e udp—udp
protocol
operator
source IPv4
Source  Destination
destination IPv4

Source  Destination

Release 4.0
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permit IPv4 ||

dscp dscp IP DSCP 6
dscp
0-63 — DSCP 6
10 DSCP 001010
afll — Assured Forwarding AF 1 001010
e afl2 —AF 1 001100
e afl3—AF 1 001110
e af2l —AF 2 010010
e af22 — AF 2 010100
e af23—AF 2 010110
e af3l —AF 3 011010
e af32 — AF 3 011100
e af33—AF 3 011110
e af4dl —AF 4 100010
e afd2 — AF 4 100100
e af4d3— AF 4 100110
e csl— CS 1 1 001000
e (52— CS2 2 010000
e ¢s3—CS3 3 011000
e cs4—CS4 4 100000
e ¢s5—CS5 5 101000
e cs6 — CS6 6 110000
e cs7—CS7 7 111000
e default— DSCP 000000
e ef — Expedited Forwarding 101110
precedence precedence precedence IP
precedence
e 0-7—IP 3
DSCP
011
e critical — 5 101
e flashl — 3 011
e flash-override — 4 100
* immediate — 2 010
e internet — 6 110
* network — 7 111
* priority — 1 001
* routine — 0 000

Cisco Nexus 5000
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N permit IPv4

fragments
TCP 4
log
e ACL
. TCP UDP ICMP
time-range time-range
time-range-name
icmp-message IGMP ICMP
0 255
ICMP
1
igmp-message IGMP IGMP
igmp-message 0 15 IGMP

e dvmrp — Distance Vector Multicast Routing Protocol DVMRP
e host-query —

* host-report —

e pim — Protocol Independent Multicast PIM

e trace —

Cisco Nexus 5000 Release 4.0
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permit IPv4 ||

operator port [port]

TCP
operator

port

UDP

2 port

operator

L] eq_

° gt_

o |Jt—

L] eq_

* range—?2

UDP
port
source
destination

TCP UDP
65535
TCP

operator

port
port

port
port

port port

2 port

portgroup portgroup

TCP

destination

UDP portgroup IP

source

object-group ip port IP

flags

TCP

e ack
e fin
e psh
* rst
* syn

* urg

TCP
operator 1

established

TCP

TCP
ACK RST
TCP

IPv4 ACL

Cisco Nexus 5000
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N permit IPv4

IPv4 ACL

4.0(0)N1(1a)

IPv4 ACL ACL

Source Destination

source destination
1
source destination
e |P — IPv4 source
destination object-group ip address IPv4
addrgroup address-group-name
lab-gateway-svrs IPv4

destination

switch(config-acl)# permit ip any addrgroup lab-gateway-svrs

. — IPv4

IPv4-address network-wildcard

IPv4 192.168.67.0 source
switch(config-acl)# permit tcp 192.168.67.0 0.0.0.255 any

. Variable-Length Subnet Mask VLSM — IPv4 VLSM

IPv4-address/prefix-len

IPv4 192.168.67.0 VLSM source
switch(config-acl)# permit udp 192.168.67.0/24 any
. — host IPv4

host IPv4-address

IPv4-address/32 IPv4-address 0.0.0.0
host 192.168.67.132 IPv4 source

switch(config-acl)# permit icmp host 192.168.67.132 any

Cisco Nexus 5000 Release 4.0
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permit IPv4 ||

. — any IPv4
any
any
ICMP
icmp-message 0 255 ICMP

e administratively-prohibited —
e alternate-address —

e conversion-error —

e dod-host-prohibited —

e dod-net-prohibited —

e echo— ping

e echo-reply —

¢ general-parameter-problem —
¢ host-isolated —

e host-precedence-unreachable —
* host-redirect —

* host-tos-redirect — ToS

* host-tos-unreachable — ToS

¢ host-unknown —

¢ host-unreachable —

e information-reply —

¢ information-request —

e mask-reply —

* mask-request —

e mobile-redirect —

* net-redirect —

* net-tos-redirect —

¢ net-tos-unreachable — ToS

* net-unreachable —

* network-unknown —

e no-room-for-option —

e option-missing —

* packet-too-big — DF
e parameter-problem —

e port-unreachable —

e precedence-unreachable —

e protocol-unreachable —

e reassembly-timeout —

e redirect —

* router-advertisement —

e router-solicitation —

Cisco Nexus 5000 Rel 4.0
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N permit IPv4

* source-quench —

* source-route-failed —

e time-exceeded — time-exceeded
e timestamp-reply —

e timestamp-reply —

e traceroute — Traceroute

e ttl-exceeded — TTL

¢ redirect —
TCP

tcp protocol tcp 0 65535

bgp — 179
chargen — 19
cmd — rcmd 514

daytime — Daytime 13

discard — 9

domain — 53

drip — 3949
echo — 7

exec— EXEC rsh 512

finger — 79
ftp—FTP 21
ftp-data— FTP 2

gopher — Gopher 7

hostname — NIC 11

ident — Ident 113

irc— 194
klogin — Kerberos 543

kshell — Kerberos 544

login — rlogin 513

Ipd — 515

nntp — Network News Transport Protocol 119
pim-auto-rp — PIM Auto-RP 496
pop2 — Post Office Protocol v2 19
pop3 — Post Office Protocol v3 11

smtp — Simple Mail Transport Protocol 25

TCP

Jl  Cisco Nexus 5000 Release 4.0
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permit

sunrpc — Sun Remote Procedure Call 111
tacacs — TAC Access Control System 49
talk — Talk 517

telnet — Telnet 23

time — Time 37

uucp — Unix-to-Unix Copy Program 54
whois — WHOIS/NICNAME 43

www — World Wide Web HTTP 8

UDP

udp protocol tcp 0 65535 UDP

biff — Biff comsat 512

bootpc — Bootstrap Protocol BOOTP 68
bootpc — Bootstrap Protocol BOOTP 67
discard — 9

dnsix — DNSIX 195

domain — DNS 53

echo — 7

isakmp — Internet Security Association Key Management Protocol 5
mobile-ip — IP 434

nameserver — IEN116 42
netbios-dgm — NetBIOS 138
netbios-ns — NetBIOS 137

netbios-ss — NetBIOS 139
non500-isakmp — Internet Security Association Key Management Protocol 45
ntp — Network Time Protocol 123

pim-auto-rp — PIM Auto-RP 496

rip — in.routed 52
snmp — Simple Network Management Protocol 161
snmptrap — SNMP 162

sunrpc — Sun Remote Procedure Call 111

syslog — 514

tacacs — TAC Access Control System 49

talk — Talk 517

tftp — Trivial File Transfer Protocol 69

Cisco Nexus 5000
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N permit IPv4

time — Time 37

who — Who

rwho 513

xdmcp — X Display Manager Control Protocol 177

10.23.0.0
UDP

192.168.37.0 10.176.0.0
acl-lab-01

switch(config)# ip access-list acl-lab-01

(
switch(config-acl) #
switch(config-acl) #
switch(config-acl)#
switch(config-acl) #

permit tcp 10.23.0.0/16 10.176.0.0/16
permit udp 10.23.0.0/16 10.176.0.0/16
permit tcp 192.168.37.0/16 10.176.0.0/16
permit udp 192.168.37.0/16 10.176.0.0/16

TCP
IPv4d ACL

deny IPv4 IPv4 ACL

ip access-list IPv4 ACL

remark ACL

show ip access-lists IPv4 ACL 1 IPv4 ACL
Release 4.0
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permit MAC

MAC ACL

no

permit MAC ||

permit

[sequence-number] permit source destination [protocol] [cos cos-value] [vlan vlan_id]

no permit source destination [protocol] [cos cos-value] [vlan vlan_id]

no sequence-number

sequence-number

permit
ACL
1 4294967295
ACL 10
ACL

10

resequence
source MAC

Source  Destination
destination MAC
Source  Destination
protocol
0x0 Oxffff
MAC
cos cos-value IEEE 802.1Q cos-value Class of
Service CoS;
cos-value 0 7

vlan vlan_id IEEE 802.1Q VLAN ID

vlan_id 1

4094
MAC ACL
ACL 10

MAC ACL

Cisco Nexus 5000
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N permit MAC

4.0(0)N1(1a)

MAC ACL ACL

Source Destination

source destination 2
1
source destination
— MAC 1
MAC-address MAC-mask
MAC 00c0.4f03.0a72 source

switch(config-acl)# permit 00c0.4£03.0a72 0000.0000.0000 any

MAC 00603e MAC destination

switch(config-acl)# permit any 0060.3e00.0000 0000.0000.0000

o — any MAC
any
any
MAC
protocol MAC
0x 4 16 0x0 Oxffff

e aarp — Appletalk ARP  0x80f3

e appletalk — Appletalk  0x809b

* decnet-iv — DECnet Phase IV  0x6003

e diagnostic — DEC Diagnostic Protocol 0x6005
e etype-6000 — Ethertype 0x6000 0x6000

e etype-8042 — Ethertype 0x8042 0x8042

e ip — Internet Protocol v4 0x0800

e lat— DEC LAT 0x6004

¢ lavc-sca— DEC LAVC SCA 0x6007

* mop-console — DEC MOP 0x6002
e mop-dump — DEC MOP 0x6001
* vines-echo — VINES 0xObaf

Cisco Nexus 5000 Release 4.0
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permit MAC ||

mac-ip-filter 2 MAC
MAC ACL

IPv4

switch(config)# mac access-list mac-ip-filter

switch(config-mac-acl)# permit 00c0.4£00.0000 0000.00ff.££fff 0060.3e00.0000
0000.00f£.£££ff ip

deny MAC MAC ACL
mac access-list MAC ACL
remark ACL
show mac access-list MAC ACL 1 MAC ACL
Cisco Nexus 5000 Rel
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M permit interface

permit interface

permit interface
no

permit interface interface-list

no permit interface

interface-list

4.0(0)N1(1a)

permit interface

switch(config-role)# rule number permit command configure terminal ; interface *

switch(config)# role name MyRole
switch(config-role)# interface policy deny
switch(config-role-interface)# permit interface ethernet 1/2 - 8

switch(config)# role name MyRole

switch(config-role)# interface policy deny

switch(config-role-interface)# permit interface ethernet 1/1, ethernet 1/3, ethernet
1/5

switch(config)# role name MyRole
switch(config-role)# interface policy deny
switch(config-role-interface)# no permit interface ethernet 1/2

interface policy deny

role name

show role

Cisco Nexus 5000 Release 4.0
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permit vlian

permitvian W

VLAN VLAN permit vlian VLAN
no

permit vlan vlan-list

no permit vlan
vlan-list VLAN

VLAN

VLAN
4.0(0)N1(1a)
permit vlian VLAN

switch(config-role)# rule

VLAN

switch(config)# role name
switch(config-role)# vlan
switch(config-role-vlan) #

VLAN

switch(config)# role name
switch(config-role)# vlan
switch(config-role-vlan) #

number permit command configure terminal ; vlan *

VLAN

MyRole
policy deny
permit vlan 1-8

VLAN
MyRole

policy deny
permit vlan 1, 10, 12, 20

VLAN VLAN

switch(config)# role name
switch(config-role)# wvlan
switch(config-role-vlan) #

MyRole
policy deny
no permit vlan 2

vlan policy deny

VLAN

role name

show role

[ oL-16599-01-J
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W permit vrf

permit vrf

VRF

VRF
permit vrf VRF

no
permit vrf vrf-list

no permit vrf

vrf-list VRF
VRF
VRF
4.0(0)N1(1a)

VRF VRF

switch(config)# role name MyRole
switch(config-role)# vrf policy deny
switch(config-role-vrf)# permit vrf management

vrf policy deny VRF

role name

show role

Jl  Cisco Nexus 5000 Release 4.0
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radius-server deadtime W

radius-server deadtime

Cisco Nexus 5000 RADIUS
radius-server deadtime
no

radius-server deadtime minutes

no radius-server deadtime minutes

minutes 1 1440
0
4.0(0)N1(1a)
RADIUS
Y
0 RADIUS
RADIUS

switch(config)# radius-server deadtime 5

RADIUS

switch(config)# no radius-server deadtime 5

show radius-server RADIUS

Cisco Nexus 5000 Rel 4.0
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M radius-server directed-request

radius-server directed-request

RADIUS
radius-server directed request
no

radius-server directed-request

no radius-server directed-request

RADIUS

4.0(0)N1(1a)

username@vrfname:hostname vrfname VRF hostname
RADIUS RADIUS

RADIUS

switch(config)# radius-server directed-request

RADIUS

switch(config)# no radius-server directed-request

show radius-server directed-request RADIUS

Cisco Nexus 5000 Release 4.0
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radius-server host

RADIUS

radius-server host {hostname | ipv4-address | ipv6-address}

radius-server host

no

[key [0 | 7] shared-secret [pac]] [accounting]
[acct-port port-number] [auth-port port-number] [authentication] [retransmit count]

[test {idle-time time | password password | username name}]

[timeout seconds [retransmit count]]

no radius-server host {hostname | ipv4-address | ipv6-address}

[key [0 | 7] shared-secret [pac]] [accounting]
[acct-port port-number] [auth-port port-number] [authentication] [retransmit count]

[test {idle-time time | password password | username name}]

[timeout seconds [retransmit count]]

radius-server host W

hostname

RADIUS Domain Name Server

256

ipv4-address AB.C.D RADIUS
ipv6-address X:X:X:X RADIUS
key RADIUS
0 RADIUS
7 RADIUS
shared-secret RADIUS
63
pac Cisco TrustSec RADIUS Cisco ACS
accounting
acct-port port-number
0 65535
auth-port port-number RADIUS 0
65535
authentication
retransmit count RADIUS
1 5

1
test RADIUS
idle-time time

1 1440
password password
32
username name 32
timeout seconds RADIUS
1
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M radius-server host

1813
1812

test

test

4.0(0)N1(La)

RADIUS

switch(config)# radius-server
switch(config)# radius-server
switch(config)# radius-server
switch(config)# radius-server

switch

config)# radius-server

switch(config)# radius-server
switch(config)# radius-server
switch(config)# radius-server
switch(config)# radius-server

(
(
(
(
(
(
(
(
(

host
host
host
host
host
host
host
host
host

RADIUS

10.10.2.3 key HostKey
10.10.2.3 auth-port 2003
10.10.2.3 acct-port 2004
10.10.2.3 accounting

radius2 key 0 abcd

radius3 key 7 1234

10.10.2.3 test idle-time 10
10.10.2.3 test username tester
10.10.2.3 test password 2B9kas

show radius-server

RADIUS

Release 4.0
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radius-server key

RADIUS

radius-server key W

radius-server key
no

radius-server key [0 | 7] shared-secret

no radius-server key [0 | 7] shared-secret

0 RADIUS
7 RADIUS
shared-secret RADIUS
63
4.0(0)N1(1a)
RADIUS RADIUS
65 ASCII
RADIUS
radius-server host key
RADIUS

switch(config)# radius-server key AnyWord
switch(config)# radius-server key 0 AnyWord
switch(config)# radius-server key 7 public pac

show radius-server

RADIUS

s

Cisco Nexus 5000
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M radius-server retransmit

radius-server retransmit

RADIUS radius-server retransmit
no

radius-server retransmit count

no radius-server retransmit count

count RADIUS

4.0(0)N1(1a)

RADIUS

switch(config)# radius-server retransmit 3

RADIUS

switch(config)# no radius-server retransmit 3

show radius-server RADIUS

Cisco Nexus 5000 Release 4.0
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radius-server timeout

RADIUS
no

radius-server timeout seconds

no radius-server timeout seconds

radius-server timeout

radius-server timeout M

seconds RADIUS

4.0(0)N1(1a)

switch(config)# radius-server timeout 30

switch(config)# no radius-server timeout 30

show radius-server RADIUS

Cisco Nexus 5000
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N remark

remark

IPv4 MAC ACL remark remark
no

[sequence-number] remark remark

no {sequence-number | remark remark}

sequence-number
remark ACL

1 4294967295

ACL 10
ACL
10
resequence
remark 100
ACL
IPv4 ACL
MAC ACL
4.0(0)N1(1a)
remark 100 remark 100
100
IPv4 ACL

switch(config)# ip access-list acl-ipv4-01
switch(config-acl)# 100 remark this ACL denies the marketing department access to the
lab

switch(config-acl)# show access-list acl-ipv4-01

ip access-list IPv4 ACL
mac access-list MAC ACL
show access-list ACL 1 ACL

Cisco Nexus 5000 Release 4.0
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resequence M

resequence

ACL resequence

resequence access-list-type access-list access-list-name starting-number increment

resequence time-range time-range-name starting-number increment

access-list-type ACL
e arp
° ip
* mac
access-list access-list-name ACL
time-range time-range-name
starting-number ACL
increment
4.0(0)N1(1a)
resequence ACL

starting-number
increment

ERROR: Exceeded maximum sequence number.

4294967295

show ip access-lists 100 10
ip-acl-01 IPv4 ACL resequence

switch(config)# show ip access-lists ip-acl-01

IP access list ip-acl-01

7 permit tcp 128.0.0/16 any eq www

10 permit udp 128.0.0/16 any

13 permit icmp 128.0.0/16 any eq echo

17 deny igmp any any
switch(config)# resequence ip access-list ip-acl-01 100 10
switch(config)# show ip access-lists ip-acl-01

[ oL-16599-01-J
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M resequence

IP access list ip-acl-01
100 permit tcp 128.0.0/16 any eq www
110 permit udp 128.0.0/16 any
120 permit icmp 128.0.0/16 any eqg echo
130 deny igmp any any

ip access-list IPv4 ACL
mac access-list MAC ACL
show access-lists ACL ACL

Cisco Nexus 5000 Release 4.0
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role feature-group name M

role feature-group name

role feature-group name
no

role feature-group name group-name

no role feature-group name group-name

group-name group-name 32

4.0(0)N1(1a)

switch(config)# role feature-group name MyGroup
switch(config-role-featuregrp) #

switch(config)# no role feature-group name MyGroup

feature-group name

show role feature-group

Cisco Nexus 5000 Rel 4.0
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Ml role name

role name

role name no

role name role-name

no role name role-name

role name role-name 16

4.0(0)N1(1a)

Cisco Nexus 5000

switch(config)# role MyRole
switch(config-role)#

switch(config)# no role name MyRole

show role

Cisco Nexus 5000 Release 4.0
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rue W

rule

rule
no

rule number {deny | permit} {command command-string | {read | read-write} [feature feature-name |
feature-group group-name]}

no rule number

number

deny
permit
command command-string

read

read-write /

feature feature-name show role feature

feature-group group-name

4.0(0)N1(1a)

256

switch(config)# role MyRole
switch(config-role)# rule 1 deny command clear users
switch(config-role)# rule 1 permit read-write feature-group L3

switch(config)# role MyRole
switch(config-role)# no rule 10

role name

show role

Cisco Nexus 5000 Rel 4.0
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W server

Server

RADIUS TACACS+ server
no

server {ipv4-address | ipv6-address | hostname}

no server {ipv4-address | ipv6-address | hostname}

ipv4-address AB.CD 1Pv4
ipv6-address X: XXX IPv6
hostname Server name. 256
RADIUS
TACACS+
4.0(0)N1(1a)
64
aaa group server radius RADIUS
aaa group server tacacs+ TACACS+
radius-server host tacacs-server host
Y
TACACS+ feature tacacs+
RADIUS

switch(config)# aaa group server radius RadServer
switch(config-radius)# server 10.10.1.1

RADIUS

switch(config)# aaa group server radius RadServer
switch(config-radius)# no server 10.10.1.1

TACACS+
switch(config)# feature tacacs+

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# server 10.10.2.2

Cisco Nexus 5000 Release 4.0
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TACACS+

switch(config)# feature tacacs+

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# no server 10.10.2.2

server M

aaa group server AAA
feature tacacs+ TACACS+
radius-server host RADIUS
show radius-server groups RADIUS
show tacacs-server groups TACACS+
tacacs-server host TACACS+

Cisco Nexus 5000
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M show aaa accounting

show aaa accounting

AAA show aaa accounting

show aaa accounting

EXEC

4.0(0)N1(1a)

switch# show aaa accounting

Cisco Nexus 5000 Release 4.0
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show aaa authentication W

show aaa authentication

AAA show aaa authentication

show aaa authentication login [error-enable | mschap]

error-enable

mschap MS-CHAP

EXEC

4.0(0)N1(1a)

switch# show aaa authentication

switch# show aaa authentication login error-enable

MSCHAP

switch# show aaa authentication login mschap

Cisco Nexus 5000 Rel 4.0
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l show aaa groups

show aaa groups

AAA show aaa groups

show aaa groups

EXEC

4.0(0)N1(1a)

AAA

switch# show aaa groups

Cisco Nexus 5000 Release 4.0
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show access-lists

1Pv4 MAC ACL ACL

show access-lists [access-list-name]

show access-lists W

show access-lists

access-list-name ACL

access-list-name ACL

EXEC

ACL

4.0(0)N1(1a)

1Pv4 MAC ACL

switch# show access-lists

ip access-list IPv4 ACL

mac access-list MAC ACL

show ip access-lists IPv4 ACL

IPv4 ACL

show mac access-lists MAC ACL

MAC ACL

Cisco Nexus 5000
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M show accounting log

show accounting log

show accounting log

show accounting log [size] [start-time year month day HH:MM:SS] [end-time year month day

HH:MM:SS]
size
0 250000
start-time year month day HH:MM:SS year yyyy
month 3 day
1 31 HH:MM:SS 24
end-time year month day HH:MM:SS year yyyy
month 3 day
1 31 HH:MM:SS 24
EXEC
4.0(0)N1(1a)

switch# show accounting log

400

switch# show accounting log 400

2008 2 16 16:00:00

switch# show accounting log start-time 2008 Feb 16 16:00:00

2008 2 1 15:59:59 2008 2 29 16:00:00

switch# show accounting log start-time 2008 Feb 1 15:59:59 end-time 2008 Feb 29
16:00:00

clear accounting log

Cisco Nexus 5000 Release 4.0
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show ip access-lists W

show ip access-lists

IPv4 ACL IPv4 ACL show ip access-lists

show ip access-lists [access-list-name]

access-list-name IPv4 ACL
access-list-name ACL IPv4 ACL
EXEC
4.0(0)N1(1a)
IPv4 ACL

switch# show ip access-lists

ip access-list IPv4 ACL
show access-lists ACL ACL
show mac access-lists MAC ACL MAC ACL

Cisco Nexus 5000 Rel 4.0
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Ml show mac access-lists

show mac access-lists

MAC ACL MAC ACL show access-lists

show mac access-lists [access-list-name]

access-list-name MAC ACL
access-list-name ACL MAC ACL
EXEC
4.0(0)N1(1a)
MAC ACL

switch# show mac access-lists

mac access-list MAC ACL
show access-lists ACL ACL
show ip access-lists IPv4 ACL IPv4 ACL
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show radius-server

RADIUS

show radius-server M

show radius-server

show radius-server [hostname | ipv4-address | ipv6-address] [directed-request | groups [group-name] |
sorted | statistics hostname | ipv4-address | ipv6-address]

hostname RADIUS DNS 256
ipv4-address AB.C.D RADIUS IPv4
ipv6-address XX XX RADIUS IPv6
directed-request
groups [group-name] RADIUS
group-name RADIUS
sorted RADIUS
statistics RADIUS RADIUS
IP
RADIUS

EXEC
4.0(0)N1(1a)
RADIUS show radius-server show running-config
radius RADIUS

RADIUS
switch# show radius-server

RADIUS
switch# show radius-server 10.10.1.1

RADIUS

switch# show radius-server

RADIUS

switch# show radius-server

RADIUS

switch# show radius-server

directed-request

groups

groups RadServer

Cisco Nexus 5000
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MW show radius-server

RADIUS

switch# show radius-server sorted

RADIUS

switch# show radius-server statistics 10.10.1.1

show running-config radius RADIUS

Cisco Nexus 5000 Release 4.0
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show role

show role [name role-name]

show role

showrole Wl

name role-name

EXEC

4.0(0)N1(1a)

switch# show role name MyRole

switch# show role

role name

Cisco Nexus 5000
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Ml show role feature

show role feature

show role feature

show role feature [detail | name feature-name]

detail

name feature-name

EXEC

4.0(0)N1(1a)

switch# show role feature

switch# show role feature detail

switch# show role feature name boot-variable

role feature-group

rule

Cisco Nexus 5000 Release 4.0
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show role feature-group M

show role feature-group

show role feature-group

show role feature-group [detail | name group-name]

detail
name group-name

EXEC

4.0(0)N1(1a)

switch# show role feature-group

switch# show role feature-group detail

switch# show role feature-group name SecGroup

role feature-group

rule

Cisco Nexus 5000 Rel 4.0
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l  show running-config aaa

show running-config aaa

AAA
show running-config aaa
show running-config aaa [all]
all
EXEC
4.0(0)N1(1a)
AAA

switch# show running-config aaa

Cisco Nexus 5000 Release 4.0
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show running-config radius

RADIUS

show running-config radius [all]

show running-config radius W

show running-config radius

all RADIUS
EXEC
4.0(0)N1(1a)

RADIUS

switch# show running-config radius

show radius-server RADIUS

Cisco Nexus 5000
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H show running-config security

show running-config security

SSH Telnet
show running-config security
show running-config security [all]
all SSH Telnet
EXEC
4.0(0)N1(1a)
SSH Telnet

switch# show running-config security

Cisco Nexus 5000 Release 4.0
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show ssh key

Secure Shell SSH

show ssh key

EXEC

show ssh key

show sshkey W

4.0(0)N1(1a)

ssh server enable

SSH

switch# show ssh key

SSH

ssh server key SSH

Cisco Nexus 5000
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Wl show ssh server

show ssh server

Secure Shell SSH show ssh server

show ssh server

EXEC

4.0(0)N1(1a)

SSH

switch# show ssh server

ssh server enable SSH

Cisco Nexus 5000 Release 4.0
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show startup-config aaa

show startup-config aaa

EXEC

show startup-config aaa

show startup-config aaa W

AAA

4.0(0)N1(1a)

switch# show startup-config aaa

Cisco Nexus 5000
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B show startup-config radius

show startup-config radius

RADIUS
show show startup-config radius
show startup-config radius
EXEC
4.0(0)N1(1a)
RADIUS

switch# show startup-config radius

Cisco Nexus 5000 Release 4.0
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show startup-config security

show startup-config security W

SSH Telnet
show startup-config security
show startup-config security
EXEC
4.0(0)N1(1a)
SSH Telnet

switch# show startup-config security

Cisco Nexus 5000
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M show tacacs-server

show tacacs-server

TACACS+ show tacacs-server

show tacacs-server [hostname | ip4-address | ip6-address] [directed-request | groups | sorted |

statistics]
hostname TACACS+ DNS 256
ipv4-address A.B.CD TACACS+ IPv4
ipv6-address XXX X TACACS+ IPV6
directed-request
groups TACACS+
sorted TACACS+
statistics TACACS+ TACACS+
TACACS+
EXEC
4.0(0)N1(1a)
TACACS+ show tacacs-server show running-config
tacacs+ TACACS+
TACACS+ feature tacacs+
TACACS+

switch# show tacacs-server

TACACS+

switch# show tacacs-server 10.10.2.2

TACACS+

switch# show tacacs-server directed-request

TACACS+

switch# show tacacs-server groups

TACACS+

switch# show tacacs-server groups TacServer

Cisco Nexus 5000 Release 4.0
0L-16599-01-J |



| 5 Cisco Nexus 5000

show tacacs-server Wl

TACACS+

switch# show tacacs-server sorted

TACACS+

switch# show tacacs-server statistics 10.10.2.2

show running-config tacacs+ TACACS+

Cisco Nexus 5000 Rel 4.0
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Ml show telnet server

show telnet server

Telnet show telnet server

show telnet server

EXEC

4.0(0)N1(1a)

Telnet

switch# show telnet server

telnet server enable Telnet

Cisco Nexus 5000 Release 4.0
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show user-account

show show user-account [name]

show user-account W

show user-account

name

EXEC

4.0(0)N1(1a)

switch# show user-account

switch# show user-account admin

Cisco Nexus 5000
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MW show users

show users

show users

show users

EXEC

4.0(0)N1(1a)

switch# show users

clear user

username

Cisco Nexus 5000 Release 4.0
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show vlan access-list Wl

show vlan access-list

VLAN IPv4 ACL MAC ACL show
vlan access-list

show vlan access-list map-name

map-name VLAN

EXEC

4.0(0)N1(1a)

VLAN
ACL

VLAN ACL

switch# show vlan access-list vlanlmap

ip access-list IPv4 ACL

mac access-list MAC ACL

show access-lists VLAN

show ip access-lists IPv4 ACL IPv4 ACL
show mac access-lists MAC ACL MAC ACL
vlan access-map VLAN

Cisco Nexus 5000 Rel 4.0
[ OL-16599-01-J



Cisco Nexus 5000 |

M show vian access-map

show vlan access-map

VLAN 1 VLAN show vlan
access-map
show vlan access-map [map-name]

map-name VLAN
map-name VLAN
EXEC
4.0(0)N1(1a)

VLAN match

ACL action

show vlan filter VLAN VLAN

VLAN
switch# show vlan access-map vlanlmap

VLAN

switch# show vlan access-map
action VLAN
match VLAN ACL
show vlan filter VLAN
vlan access-map VLAN
vlan filter VLAN 1 VLAN

Release 4.0
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show vian filter W

show vlan filter

VLAN VLAN ID vlan filter
show vlan filter

show vlan filter [access-map map-name | vlan vlan_id]

access-map map-name VLAN

vlan vlan_id VLAN

access-map vlan VLAN
ID VLAN VLAN

EXEC

4.0(0)N1(1a)

VLAN

switch# show vlan filter

action VLAN

match VLAN ACL
show vlan access-map VLAN VLAN

vlan access-map VLAN

vlan filter VLAN 1 VLAN
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W ssh

ssh

Cisco Nexus 5000

IPv4 Secure Shell SSH

ssh [username@]{ipv4-address | hostname} [vrf vrf-name]

ssh

username SSH

ipv4-address IPv4
hostname

vrf vrf-name SSH VRF

VRF
EXEC
4.0(0)N1(1a)
SSH 2

IPv4 SSH
switch# ssh 10.10.1.1 vrf management

clear ssh session SSH

ssh server enable SSH

Release 4.0
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sshkey H
SSH ssh key SSH
no
ssh key {dsa [force] | rsa [length [force]]}
no ssh key [dsa | rsa]
dsa Digital System Algorithm (DSA) SSH
force DSA SSH
rsa Rivest Shamir Adelman (RSA) SSH
length SSH 768
2048
1024
4.0(0)N1(1a)
Cisco NX-0S SSH 2
SSH no ssh server enable SSH
RSA

switch(config)# ssh key rsa

RSA

switch(config)# ssh key rsa 768

RSA

switch(config)# no ssh server enable
switch(config)# ssh key dsa force
switch(config)# ssh server enable

DSA SSH

switch(config)# no ssh server enable
switch(config)# no ssh key dsa
switch(config)# ssh server enable

Cisco Nexus 5000 Rel
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M ssh key

SSH

switch(config)# no ssh server enable
switch(config)# no ssh key
switch(config)# ssh server enable

show ssh key SSH

ssh server enable SSH

Cisco Nexus 5000 Release 4.0
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ssh server enable W

ssh server enable

SSH ssh server enable SSH
no

ssh server enable

no ssh server enable

4.0(0)N1(1a)

SSH 2

SSH

switch(config)# ssh server enable

SSH

switch(config)# no ssh server enable

show ssh server SSH

Cisco Nexus 5000 Rel 4.0
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W storm-control level

storm-control level

storm-control level
no

storm-control {broadcast | multicast | unicast} level percentage[.fraction]

no storm-control {broadcast | multicast | unicast} level

broadcast

multicast

unicast

level percentage 0 100
fraction 0 99

4.0(0)N1(1a)

storm-control level

100
0 0.0
show interfaces counters storm-control
1
. 100
. no

switch(config-if)# storm-control broadcast level 30

switch(config-if)# no storm-control multicast level

Cisco Nexus 5000 Release 4.0
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storm-control level W

show interface

show running-config
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M tacacs-server deadtime

tacacs-server deadtime

TACACS+
tacacs-server deadtime TACACS+

no
tacacs-server deadtime minutes

no tacacs-server deadtime minutes

time 1 1440

0

4.0(0)N1(1a)

TACACS+
0
0 TACACS+
0 TACACS+

TACACS+ feature tacacs+

switch(config)# tacacs-server deadtime 10

switch(config)# no tacacs-server deadtime 10

deadtime RADIUS TACACS+
feature tacacs+ TACACS+
show tacacs-server TACACS+
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tacacs-server directed-request W

tacacs-server directed-request

TACACS+
radius-server directed request
no

tacacs-server directed-request

no tacacs-server directed-request

TACACS+

4.0(0)N1(1a)

TACACS+ feature tacacs+

username@vrfname:hostname vrfname VRF hostname
TACACS+

TACACS+

switch(config)# tacacs-server directed-request

TACACS+

switch(config)# no tacacs-server directed-request

feature tacacs+ TACACS+

show tacacs-server directed request TACACS+
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M tacacs-server host

tacacs-server host

TACACS+

tacacs-server host no
tacacs-server host {hostname | ipv4-address | ipv6-address} [key [0 | 7] shared-secret]
[port port-number] [test {idle-time time | password password | username name}]
[timeout seconds]
no tacacs-server host {hostname | ipv4-address | ipv6-address} [key [0 | 7] shared-secret]

[port port-number] [test {idle-time time | password password | username name}]

[timeout seconds]
hostname TACACS+ Domain Name Server DNS

256
ipv4-address AB.CD TACACS+ 1Pv4
ipv6-address XXX X TACACS+ IPv6
key TACACS+
0 TACACS+
0
7 TACACS+
7
shared-secret TACACS+
63
port port-number TACACS+ 1
65535
test TACACS+
idle-time time
1 1440
password password
32
username name 32
timeout seconds TACACS+
1 60
1
test
test
Release 4.0
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tacacs-server host Ml

4.0(0)N1(1a)
TACACS+ feature tacacs+
0 TACACS+
TACACS+

switch(config)# tacacs-server host 10.10.2.3 key HostKey
switch(config)# tacacs-server host tacacs2 key 0 abcd
switch(config)# tacacs-server host tacacs3 key 7 1234
switch(config)# tacacs-server host 10.10.2.3 test idle-time 10
switch(config)# tacacs-server host 10.10.2.3 test username tester
switch(config)# tacacs-server host 10.10.2.3 test password 2B9kabs

feature tacacs+ TACACS+

show tacacs-server TACACS+

Cisco Nexus 5000
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M tacacs-server key

tacacs-server key

TACACS+ tacacs-server key
no

tacacs-server key [0 | 7] shared-secret

no tacacs-server key [0 | 7] shared-secret

0 TACACS+

7 TACACS+

shared-secret TACACS+

63
4.0(0)N1(1a)
TACACS+ TACACS+
65 ASCII
TACACS+
tacacs-server host key
TACACS+ feature tacacs+
TACACS+

switch(config)# tacacs-server key AnyWord
switch(config)# tacacs-server key 0 AnyWord
switch(config)# tacacs-server key 7 public

feature tacacs+ TACACS+
show tacacs-server TACACS+

Cisco Nexus 5000 Release 4.0
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tacacs-server timeout W

tacacs-server timeout

TACACS+ tacacs-server timeout
no

tacacs-server timeout seconds

no tacacs-server timeout seconds

seconds TACACS+ 1 60
1
4.0(0)N1(1a)
TACACS+ feature tacacs+
TACACS+

switch(config)# tacacs-server timeout 3

TACACS+

switch(config)# no tacacs-server timeout 3

feature tacacs+ TACACS+

show tacacs-server TACACS+

Cisco Nexus 5000 Rel 4.0
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H telnet

telnet

Cisco Nexus 5000

telnet {ipv4-address | hostname}

IPv4 Telnet

[port-number] [vrf vrf-name]

telnet

ipv4-address

IPv4

hostname

port-number Telnet

1

65535

vrf vrf-name Telnet

VRF

23

EXEC

4.0(0)N1(1a)

IPv4 Telnet

switch# telnet 10.10.1.1 vrf management

clear line Telnet

telnet server enable telnet

Release 4.0
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telnet server enable

Telnet telnet server enable
no

telnet server enable

no telnet server enable

telnet server enable W

Telnet

4.0(0)N1(1a)

Telnet

switch(config)# telnet server enable

Telnet

switch(config)# no telnet server enable

show telnet server Telnet

Cisco Nexus 5000
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W use-vrf

use-vrf

RADIUS TACACS+
VRF use-vrf VRF
no

use-vrf vrf-name

no use-vrf vrf-name
vrf-name VRF
RADIUS
TACACS+
4.0(0)N1(1a)

1 VRF
aaa group server radius RADIUS
aaa group server tacacs+ TACACS+

radius-server host

TACACS+ feature tacacs+

RADIUS VRF

switch(config)# aaa group server radius RadServer
switch(config-radius) # use-vrf management

TACACS+ VRF

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# use-vrf management

TACACS+ VRF

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# no use-vrf management

tacacs-server host

aaa group server AAA
feature tacacs+ TACACS+
radius-server host RADIUS

Jl  Cisco Nexus 5000 Release 4.0
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username W

username

show radius-server groups RADIUS
show tacacs-server groups TACACS+
tacacs-server host TACACS+
vrf VRF
username
no

username user-id [expire date] [password password] [role role-name]

username user-id sshkey {key | filename filename}

no username user-id

user-id

ID user-id

28

expire date

YYYY-MM-DD

date

password password

password

role role-name

sshkey

SSH

key SSH

filename filename  SSH

SSH

4.0(0)N1(La)

. abcd

. aaabbb

Cisco Nexus 5000
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MW username

switch(config)# username userl password Ci5co321

SSH

switch(config)# username userl sshkey file bootflash:key file

show user-account

Cisco Nexus 5000 Release 4.0
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vlan access-map

VLAN VLAN
vlan access-map VLAN
no

vlan access-map map-name

no vlan access-map map-name

vlan access-map M

map-name VLAN
4.0(0)N1(1a)
VLAN 1 match 1 action
vlan-map-01 VLAN ip-acl-01

IPv4 ACL ACL
switch(config)# wvlan access-map vlian-map-01
switch(config-access-map)# match ip address ip-acl-01
switch(config-access-map)# action forward
switch(config-access-map)# statistics
action VLAN
match VLAN ACL
show vlan access-map VLAN VLAN
show vlan filter VLAN
vlan filter VLAN 1 VLAN

Cisco Nexus 5000 Rel
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Wl vian filter

vlan filter

VLAN 1
VLAN

VLAN

vlan filter map-name vlan-list VLAN-Ilist

no vlan filter map-name [vlan-list VLAN-list]

vlan filter
no

map-name VLAN
vlan-list VLAN-Ilist VLAN VLAN ID
VLAN ID ID ID
70 100
VLANID VLANID
20,70 100, 142
~
no VLAN-list
VLAN
4.0(0)N1(1a)
VLAN 1 VLAN
VLAN 1 VLAN
no VLAN
VLAN
VLAN VLAN-list
VLAN
VLAN-list VLAN
vlan-map-01 20 45 VLAN

switch(config)# vlan filter vlan-map-01 20-45

Release 4.0
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vian filter W

action VLAN

match VLAN ACL
show vlan access-map VLAN VLAN

show vlan filter VLAN

vlan access-map VLAN

Cisco Nexus 5000
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M vian policy deny

vlan policy deny

VLAN vlan policy deny
VLAN
no

vlan policy deny

no vlan policy deny

VLAN

4.0(0)N1(1a)

VLAN

switch(config)# role name MyRole
switch(config-role)# vlan policy deny
switch(config-role-vlan) #

VLAN

switch# configure terminal
switch(config)# role name MyRole
switch(config-role)# no vlan policy deny

role name

show role

Cisco Nexus 5000 Release 4.0
0L-16599-01-J |



| 5 Cisco Nexus 5000

vrf policy deny W

vrf policy deny

VRF

vrf policy deny VRF
no

vrf policy deny

no vrf policy deny

4.0(0)N1(1a)

VRF

switch(config)# role name MyRole
switch(config-role)# vrf policy deny
switch(config-role-vrf)#

VRF

switch(config)# role name MyRole
switch(config-role)# no vrf policy deny

role name

show role

Cisco Nexus 5000 Rel 4.0
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M vrf policy deny
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W clear logging nvram

clear logging nvram

NVRAM clear logging nvram

clear logging nvram

4.0(0)N1(1a)
NVRAM

switch# clear logging nvram

switch#

show logging nvram NVRAM

Cisco Nexus 5000 Release 4.0
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clear logging onboard

clear logging onboard

OBFL clear logging onboard

clear logging onboard [environmental-history] [exception-log] [obfl-log] [stack-trace]

environmental-history OBFL
exception-log OBFL
obfl-log OBFL boot-uptime/device-version/obfl-history
stack-trace OBFL
4.0(0)N1(1a)
OBFL
switch# clear logging onboard environmental-history
switch#
OBFL

switch# clear logging onboard exception-log
switch#
OBFL boot-uptime/device-version/obfl-history

switch# clear logging onboard obfl-log
switch#

OBFL

switch# clear logging onboard stack-trace
switch#

show logging onboard

Cisco Nexus 5000 Rel 4.0
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M clear logging session

clear logging session

clear logging session

clear logging session

4.0(0)N1(1a)

switch# clear logging session
switch#

show logging session

Cisco Nexus 5000 Release 4.0
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logging console

logging console [severity-level]

no logging console

logging console M

logging console

no

severity-level

« 2__
« 3
o« 4
e 5

4.0(0)N1(1a)

switch# configure terminal
switch(config)# logging console 4
switch(config)#

show logging console

Cisco Nexus 5000
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H logging level

logging level

logging level

no

logging level facility severity-level

no logging level facility severity-level

facility
p.6-30

all

severity-level

« 11—
« 2 —
e 3__
o« 4
e 5
°« 6—

4.0(0)N1(1a)

switch# configure terminal
switch(config)# logging level aaa 2
switch(config) #

show logging level

Cisco Nexus 5000 Release 4.0
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logging logfile W

logging logfile

logging logfile
no
logging logfile logfile-name severity-level [size bytes]
no logging logfile [logfile-name severity-level [size bytes]]
logfile-name
severity-level
e 00—
o 1 —
« 2 —
e 33—
o 4
e 5
e 6—
« 7
size bytes 4194304

4096 4194304

4.0(0)N1(1a)

logfile
4
switch# configure terminal

switch(config)# logging logfile logfile 4
switch(config)#

show logging logfile

Cisco Nexus 5000 Rel 4.0
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M 1ogging module

logging module

logging module

no
logging module [severity-level]

no logging module

severity-level

o« 1
« 2__
¢« 3__
o« 4
o« 5 —
°« 6—

4.0(0)N1(La)

switch# configure terminal
switch(config)# logging module
switch(config)#

show logging module

Cisco Nexus 5000 Release 4.0
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logging monitor
Telnet

logging monitor [severity-level]

no logging monitor

SSH

no

logging monitor M

logging monitor

severity-level

o« 1
« 2__
¢« 3__
o« 4
o« 5
°« 6—

4.0(0)N1(La)

switch# configure terminal
switch(config)# logging monitor
switch(config)#

show logging monitor

Cisco Nexus 5000
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W 1ogging server

logging server

IPv4/IPv6 Syslog logging
server

Syslog no

logging server host [severity-level] [facility {auth | authpriv | cron | daemon | ftp | kernel | localO |
locall | local2 | local3 | local4 | local5 | local6 | local7 | Ipr | mail | news | syslog | user | uucp} ]

no logging server host

host Syslog IPv4/IPv6
severity-level

o« 1
« 2__ —
o« 3__
o« 4
o« 5 __
°« 6—

facility facility

local7

local7

4.0(0)N1(1a)

IPv4 Syslog

switch# configure terminal
switch(config)# logging server 172.28.254.253
switch(config)#

Cisco Nexus 5000 Release 4.0
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logging server M

5 Syslog

switch# configure terminal
switch(config)# logging server syslogA 5
switch(config)#

show logging server Syslog
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M logging timestamp

logging timestamp

logging timestamp
no

logging timestamp {microseconds | milliseconds | seconds}

no logging timestamp {microseconds | milliseconds | seconds}

microseconds | milliseconds | seconds
seconds

4.0(0)N1(1a)

switch# configure terminal
switch(config)# logging timestamp microseconds
switch(config)#

show logging timestamp
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show logging console

show logging console

show logging console [l

show logging console

4.0(0)N1(1a)

switch# show logging console
switch#

logging console

Cisco Nexus 5000
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M show logging info

show logging info

show logging info

show logging info

4.0(0)N1(1a)

switch# show logging info
switch#

Cisco Nexus 5000 Release 4.0
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show logging last

show logging last number

show logging last

show logging last W

number 1 9999

4.0(0)N1(1a)

42

switch# show logging last 42
switch#

Cisco Nexus 5000
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l  show logging level

show logging level

show logging level

show logging level [facility]

facility

4.0(0)N1(1a)

switch# show logging level port-channel
switch#

logging level

Cisco Nexus 5000 Release 4.0
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show logging logfile W

show logging logfile
show logging logfile

show logging logfile [start-time yyyy mmm dd hh:mm:ss] [end-time yyyy mmm dd hh:mm:ss]

start-time yyyy mmm dd hh:mm:ss mmm
3 yyyy dd
hh:mm:ss
end-time yyyy mmm dd hh:mm:ss mmm
3 yyyy dd
hh:mm:ss
4.0(0)N1(1a)

switch# show logging logfile start-time 2008 mar 11 12:10:00
switch#

logging logfile

Cisco Nexus 5000 Rel 4.0
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M show logging module

show logging module

show logging module

show logging module

4.0(0)N1(1a)

switch# show logging module
switch#

logging module

Cisco Nexus 5000 Release 4.0
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show logging monitor

show logging monitor

show logging monitor ||

show logging monitor

4.0(0)N1(1a)

switch# show logging monitor
switch#

logging monitor

Cisco Nexus 5000
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M show logging nvram

show logging nvram

NVRAM show logging nvram

show logging nvram [last number-lines]

last number-lines 1 100

4.0(0)N1(1a)

NVRAM 20

switch# show logging nvram last 20
switch#

Cisco Nexus 5000 Release 4.0
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show logging onboard

show logging onboard W

show logging onboard

show logging onboard {boot-uptime | device-version | endtime | environmental-history |
exception-log | kernel-trace | obfl-history | obfl-logs | stack-trace | starttime | status} [> file | |

24

e starttime 03/17/08-15:01:57
e endtime 03/18/08-15:04:57

file

* bootflash:
e ftp:

* sCcp:

e sftp:

Cisco Nexus 5000

type]

boot-uptime OBFL

device-version OBFL

endtime OBFL
mm/dd/yy-HH:MM:SS

environmental-history OBFL

exception-log OBFL

kernel-trace OBFL

obfl-history OBFL

obfl-logs OBFL

stack-trace OBFL

starttime OBFL
mm/dd/yy-HH:MM:SS

status OBFL

> file

| type

4.0(0)N1(1a)

starttime endtime I mm/dd/yy

HH:MM:SS
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l show logging onboard

e tftp:
e volatile:

type
* beqin [-i] [-x] [word] —
i—
X —
word —
e count [>file| | type] —

e egrep | grep print-match — Egrep Grep Egrep grep
grep 1

-A num — 1
999

-B num — 1
999

_C_

-v — word

X —

X —

word —

¢ exclude [-i] [-x] [word] —

=

X —

word —

e head [-n num] — -n num
0 2147483647

e include [-i] [-x] [word] —
=
X —
word —

e last [num] — num
0 9999

e less[-E|-d]—
-E—
d—
* no-more —
¢ sed command —
e wWe—
c—
< —
c—

> —

Cisco Nexus 5000 Release 4.0
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show logging onboard W

OBFL OBFL
OBFL
No historical data to display
OBFL

switch# show logging onboard boot-uptime
Sat May 3 10:45:49 2008: Boot Record
Boot Time..........: Sat May 3 10:45:49 2008
Slot Number........: 1
Serial Number......: FLC12080040
Bios Version.......: v1.0.0(04/01/08)
Firmware Version...: 4.0(0)N1(1) [build 4.0(0)N1(1)]

6-1

6-1 show logging onboard boot-uptime
Boot Time
Slot Number
Serial Number
Bios Version Binary Input and Output System BIOS
Firmware Version

Cisco Nexus 5000
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M show logging onboard

OBFL

switch# show logging onboard device-version

OBFL Data for
Module: 1

Timestamp Device Name Instance Hardware Software
Num Version Version

Sat May 3 10:45:52 2008 ALTOS 0 2 0
Sat May 3 10:45:52 2008 GATOS 0 1 0
Sat May 3 10:45:52 2008 GATOS 1 1 0
Sat May 3 10:45:52 2008 GATOS 2 1 0
Sat May 3 10:45:52 2008 GATOS 3 1 0
Sat May 3 10:45:52 2008 GATOS 4 1 0
Sat May 3 10:45:52 2008 GATOS 5 1 0
Sat May 3 10:45:52 2008 GATOS 6 1 0
Sat May 3 10:45:52 2008 GATOS 7 1 0
Sat May 3 10:45:52 2008 GATOS 8 1 0
Sat May 3 10:45:52 2008 GATOS 9 1 0
Sat May 3 10:45:52 2008 GATOS 10 1 0
Sat May 3 10:45:52 2008 GATOS 11 1 0
Sat May 3 10:45:52 2008 GATOS 12 1 0
Sat May 3 10:45:52 2008 GATOS 13 1 0
6-2
6-2 show logging onboard device-version
Timestamp
Device Name
Instance Num
Hardware Version
Software Version
OBFL

switch# show logging onboard obfl-history
OBFL Data for

Module: 1
OBFL history records:
Mon May 12 03:45:57 2008 : OBFL all logs cleared
Mon May 12 03:56:09 2008 : OBFL environmental-history logging enabled
Mon May 12 03:56:37 2008 : OBFL obfl-log logging to disabled
Mon May 12 03:57:12 2008 : OBFL obfl-log logging enabled

show logging onboard obfl-history

e OBFL
e OBFL
e OBFL

Cisco Nexus 5000 Release 4.0
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show logging onboard

OBFL

switch# show logging onboard module 2 stack-trace

==================== STACK TRACE ====================

Logging time: Sat Feb 29 19:47:38 2008

watchdog timeout: process swapper (0), jiffies 0x169bb

Stack: c0006e98 c001721c d195£f5b4 c0005424 c0005500 c0003e90 c0005a2c c0005a40
c0001a88 c01lbf610 c0000394

Call Trace:

print_stack2_buf + 0x50

kernel_thread + 0xb94

klm_cctrl + 0x4554

ppc_irg dispatch_handler + 0x190

do_IRQ + 0x3c

ret_from_intercept + 0x0

probe_irg mask + 0x494

probe_irg mask + 0x4a8

transfer_to_handler + 0xl1l5c

softnet_data + 0x2b0

Registers:

NIP: CO005A20 XER: 00000000 LR: CO005A2C SP: C01AA120 REGS: c0laa070 TRAP: 0500
Tainted: PF

MSR: 00009000 EE: 1 PR: O FP: 0 ME: 1 IR/DR: 00

DEAR: C0029B40, ESR: CO1F0000

MCSRRO: 00000000, MCSRR1: 00000000, MCAR: 00000000

MCSR: 00000000 MCAR: 00000000 MCPSUMR: 00000000

TASK = c01a8190[0] 'swapper' Last syscall: 120

last math 00000000 last altivec 00000000 last spe 00000000

GPR0OO: 00000000 C01AA120 C01A8190 00000000 00000032 C8F1DE28 D1010A9F 00000000
GPR08: 0000180F CO1FA39C D1010AA3 C01B8D18 24044244 1003A44C OFFF6700 10049000
GPR16: OFFAE1BO OFFFAC90 00000000 00000000 00000000 00000000 00000000 00000001
GPR24: 00000000 00000000 00001160 OO7FFEAB O07FFEO0 CO01F0000 CO1F0000 00000000

show logging onboard stack-trace

. ID
clear logging onboard OBFL
hw-module logging onboard OBFL

[ oL-16599-01-J
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M show logging server

show logging server

Syslog show logging server

show logging server

4.0(0)N1(1a)

Syslog

switch# show logging server
switch#

logging server Syslog
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show logging session status

show logging session status

show logging session status W

show logging session status

4.0(0)N1(1a)

switch# show logging session status
switch#

Cisco Nexus 5000
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M show logging status

show logging status

show logging status

show logging status

4.0(0)N1(1a)

switch# show logging status
switch#
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show logging timestamp

show logging timestamp

show logging timestamp ||

show logging timestamp

4.0(0)N1(1a)

switch# show logging timestamp
switch#

logging timestamp
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s

[ oL-16599-01-J



6 Cisco Nexus 5000

6-3
6-3
aaa aaa Syslog
aclmgr aclmgr Syslog
adjmgr Syslog
afm afm Syslog
all
altos Syslog
arp ARP  Syslog
auth
authpriv
bootvar bootvar
callhome Callhome Syslog
capability mig utils Syslog
cdp CDP
cert-enroll Cert-enroll Syslog
cfs CFS
clis CLIS  Syslog
core Syslog
cron Cron/
daemon
dcbx dex Syslog
device-alias Syslog
dstats delta Syslog
epp EPP Syslog
ethpc ethpc Syslog
ethpm ethpm Syslog
evmc evmc Syslog

fabric_start_cfg_mgr

fabric start cfg mgr Syslog

fc2d fc2d Syslog
fcdomain fcdomain Syslog
fcns Syslog
fcpe fcpe Syslog
fcs FCS  Syslog
fdmi fdmi
feature-mgr Syslog
flogi flogi Syslog
fs-daemon fs Syslog
fspf FSPF Syslog
Release 4.0
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6-3
ftp
fwm fwm Syslog
gatos Gatos Syslog
im im Syslog
kernel
13vm L3VM  Syslog
license Syslog
local0
locall
local2
local3
local4
local5
local6
local7
Ipr
mail
monitor Syslog
news USENET
nohms nohms Syslog
ngosm ngosm Syslog
ntp NTP  Syslog
pfm pfm Syslog
pktmgr Syslog
plugin plugin Syslog
port Syslog
port-channel Syslog
qd qd Syslog
radius RADIUS Syslog
rdl RDL
res_mgr res_mgr Syslog
rib rib
rlir RLIR
rscn RSCN
san-port-channel san-port-channel Syslog
scsi-target SCSI Syslog
security Syslog
session Syslog
sifmgr sifmgr Syslog
spanning-tree stp Syslog
stp stp Syslog
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6-3
syslog Syslog
sysmgr Syslog
tcpudp TCPUDP  Syslog
track Syslog
urib URIB  Syslog
user
uucp Unix-to-Unix
vlan_mgr VLAN Syslog
vmm vmm Syslog
vsan VSAN Syslog
vshd vshd
wwnm WWN Syslog
xml XML Syslog
zone Syslog
zschk zschk Syslog
Release 4.0
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W cfs distribute

cfs distribute

Cisco Fabric Services CFS
cfs distribute
no

cfs distribute

no cfs distribute

CFS

4.0(0)N1(1a)

CFS

no cfs distribute CFS

e CFS

. CFS
. CFS

CFS

switch(config)# no cfs distribute

CFS

switch(config)# cfs distribute

CFS

CFS

CFS

CFS

show cfs status CFS

Jl  Cisco Nexus 5000 Release 4.0
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cfs ipv4 distribute W

cfs ipv4 distribute

IPv4 Cisco Fabric Services CFS
cfs ipv4
no
cfs ipv4 distribute
no cfs ipv4 distribute
CFS
CFS over IP
4.0(0)N1(1a)
CFS over IP 1 CFS over
IP
CFS IP
e |P
e |P CFS IPv4 IPv6
o IPv6 IPv4
e |Pv4 IPv6
2

CFS IPv4
switch(config)# no cfs ipv4 distribute

This will prevent CFS from distributing over IPv4 network.
Are you sure? (y/n) [n]

CFS IPv4

switch(config)# cfs ipv4 distribute

cfs ipv4 mcast-address IPv4 CFS IPv4

show cfs status CFS

Cisco Nexus 5000 Rel 4.0
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M cfs ipv4 mcast-address

cfs ipv4 mcast-address

IPv4 Cisco Fabric Services CFS IPv4
cfs ipv4 mcast-address
no

cfs ipv4 mcast-address ipv4-address

no cfs ipv4 mcast-address ipv4-address

ipv4-address IPv4 CFS IPv4

IPv4 239.255.0.0 239.255.255.255 239.192.0.0

239.251.251.251

239.255.70.83
4.0(0)N1(1a)
cfs ipv4 distribute CFS
CFS over IP 1 CFS over
IP
CFS IP
CFS

CFSover IP

239.255.70.83

CFSoverlPv4 IP

switch(config)# cfs ipv4 mcast-address 239.255.1.1
Distribution over this IP type will be affected
Change multicast address for CFS-IP ?

Are you sure? (y/n) [n] y

1Pv4 CFS IPv4

switch(config)# no cfs ipv4 mcast-address 10.1.10.100
Distribution over this IP type will be affected
Change multicast address for CFS-IP ?

Are you sure?(y/n) [n] ¥y

cfs ipv4 distribute IPv4 CFS

show cfs status CFS
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cfs ipv6 distribute

cfs ipv6 distribute W

IPv6 Cisco Fabric Services CFS
cfs ipv6 distribute
no
cfs ipv6 distribute
no cfs ipv6 distribute

CFS

CFS over IPv4

4.0(0)N1(1a)

CFS over IP 1 CFS over
IP
CFS IP

e |P

e |P CFS IPv4 IPv6

o IPv6 IPv4

o |Pv4 IPv6

2
CFS IPv6
switch(config)# no cfs ipvé distribute
This will prevent CFS from distributing over IPv6 network.
Are you sure? (y/n) [n]
CFS IPv6
switch(config)# cfs ipvé distribute
cfs ipv6 mcast-address IPV6 CFS IPv6
show cfs status CFS
Cisco Nexus 5000 R
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M cfs ipv6 mcast-address

cfs ipv6 mcast-address

IPv6 Cisco Fabric Services CFS IPv6
cfs ipv6 mcast-address
no

cfs ipv6 mcast-address ipv6-address

no cfs ipv6 mcast-address ipv6-address

ipv6-address IPv6 CFS IPv6
[ff15::/16, ff18::/16]

IPv6

ff15::efff:4653

4.0(0)N1(1a)

cfs ipv6 distribute

CFS over IP

CFS IP
CFS

IPv6  CFS over IP
ff15::efff:4653 IPv6
f18::0000:0000 18 ffff. ffff

CFSoverlIPv6 IP

switch(config)# cfs ipv6 mcast-address £f£13::e244:4754
Distribution over this IP type will be affected
Change multicast address for CFS-IP ?

Are you sure? (y/n) [n] y

IPv6 CFS IPv6

switch(config)# no cfs ipvé ££f13::e244:4754
Distribution over this IP type will be affected
Change multicast address for CFS-IP ?

Are you sure? (y/n) [n] ¥y

IPv6 CFS

1 CFS over

IPv6
f15::0000:0000 ff15: . ffff. ffff

cfs ipv6 distribute IPv6 CFS

show cfs status CFS
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cfsregion W

cfs region

cfs region
no

cfs region region-id

no cfs region region-id

region-id ID 1 255 200

4.0(0)N1(1a)

Cisco Fabric Services CFS

IDO

ID

switch(config)# cfs region 1

switch(config)# cfs region 1
switch(config-cfs-region)# ntp, The applications assigned to a region must be
registered with CFS.

switch# cfs region 1
switch(config-cfs-region)# no ntp

show cfs regions

Cisco Nexus 5000 Rel 4.0
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M cfs staggered-merge

cfs staggered-merge

CFS VSAN
no

cfs staggered-merge enable

no staggered-merge enable

enable CFsS staggered-merge

4.0(0)N1(1a)

CFS

switch(config)# cfs staggered-merge enable

show cfs status

Cisco Nexus 5000 Release 4.0
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clear device-alias

clear device-alias

clear device-alias {database | session | statistics}

clear device-alias WM

database

session

statistics

EXEC

4.0(0)N1(La)

switch# clear device-alias session

show device-alias

Cisco Nexus 5000
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M clear fcdomain

clear fcdomain

EXEC clear fcdomain
clear fcdomain session vsan vsan-id
session
vsan vsan-id 1 4093 VSAN
EXEC
4.0(0)N1(1a)

switch# clear fcdomain

show fcdomain

Cisco Nexus 5000 Release 4.0
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clear fcflow stats

EXEC

clear fcflow stats [aggregated] index

clear fcflow stats W

clear fcflow stats

aggregated

index

flow-index

EXEC

4.0(0)N1(1a)

switch(config)# clear fcflow stats aggregated index 1

show fcflow fcflow

Cisco Nexus 5000
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W clear fcns statistics

clear fcns statistics

EXEC clear fcns statistics

clear fcns statistics vsan vsan-id

vsan vsan-id 1 4093 VSAN FCS

EXEC

4.0(0)N1(1a)

switch# clear fcns statistics vsan 1

show fcns statistics

Cisco Nexus 5000 Release 4.0
0L-16599-01-J |



| 7 Cisco Nexus 5000

clear fcsmlog H

clear fcsm log

FCSM EXEC clear fcsm log

clear fcsm log

EXEC

4.0(0)N1(1a)

FCSM

switch# clear fcsm log

show fcs

Cisco Nexus 5000 Rel 4.0
[ OL-16599-01-J



7 Cisco Nexus 5000 |

M clear fcs statistics

clear fcs statistics

EXEC clear fcs statistics

clear fcs statistics vsan vsan-id

vsan vsan-id 1 4093 VSAN FCS

EXEC

4.0(0)N1(1a)

VSAN 10

switch# clear fcs statistics vsan 10

show fcs statistics
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clear fctimer session W

clear fctimer session

fctimer Cisco Fabric Services CFS
clear fctimer session

clear fctimer session

EXEC

4.0(0)N1(1a)

fctimer

switch# clear fctimer session

show fctimer fctimer

Cisco Nexus 5000 Rel 4.0
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M clear fspf counters

clear fspf counters

Fabric Shortest Path First FSPF EXEC clear fspf counters

clear fspf counters vsan vsan-id [interface type]

vsan VSAN
vsan-id VSAN ID 1 4093
interface type
fc san-port-channel SAN
EXEC
4.0(0)N1(1a)
VSAN

VSAN1 FSPF

switch# clear fspf counters vsan 1

VSAN1 FSPF

switch# clear fspf counters vsan 1 interface fc 3/2

show fspf VSAN FSPF
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clear port-security

clear port-security W

EXEC clear port-security

clear port-security {database auto-learn {interface fc slot/port | san-port-channel port} | session |

statistics} vsan vsan-id

database

session Cisco Fabric Services CFS
statistics

auto-learn VSAN SAN

interface fc slot/port

san-port-channel port SAN 1
128
vsan vsan-id VSAN ID 1 4093
EXEC
4.0(0)N1(1a)
clear port-security database
VSAN

switch# clear port-security statistics vsan 1

VSAN

switch# clear port-security database auto-learn interface fc2/1 vsan 1

VSAN

switch# clear port-security database auto-learn vsan 1

show port-security

Cisco Nexus 5000

[ oL-16599-01-J



7 Cisco Nexus 5000 |

W clearriir

clear rlir

Registered Link Incident Report RLIR EXEC clear rlir

clear rlir {history | recent {interface fc slot/port | port number port} | statistics vsan vsan-id }

history RLIR
recent

interface fc slot/port

port number port

statistics RLIR

vsan vsan-id VSAN  RLIR VSAN ID 1
4093

EXEC

4.0(0)N1(1a)

VSAN1 RLIR

switch# clear rlir statistics vsan 1

show rlir RLIR

Cisco Nexus 5000 Release 4.0
0L-16599-01-J |



| 7 Cisco Nexus 5000

clear rscn session WM

clear rscn session

VSAN  Registered State Change Notification RSCN clear rscn
session

clear rscn session vsan vsan-id

vsan vsan-id RSCN VSAN VSAN ID
1 4093

EXEC

4.0(0)N1(1a)

VSAN1l RSCN

switch# clear rscn session vsan 1

rscn RSCN
show rscn RSCN
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W clear rscn statistics

clear rscn statistics

VSAN  Registered State Change Notification RSCN EXEC
clear rscn statistics

clear rscn statistics vsan vsan-id

vsan VSAN RSCN

vsan-id VSAN ID 1 4093
EXEC

4.0(0)N1(1a)

VSAN1 RSCN

switch# clear rscn statistics vsan 1

show rscn RSCN
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clear zone

clear zone W

VSAN EXEC clear zone

clear zone {database | lock | statistics } vsan vsan-id

database
lock
statistics
vsan VSAN SAN
vsan-id VSAN ID 1 4093
EXEC
4.0(0)N1(1a)
clear zone database
copy running-config startup-config
clear zone lock
clear zone lock
VSAN
no zone commit vsan
VSAN 1

switch# clear zone database vsan 1

show zone

[ oL-16599-01-J
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M device-alias abort

device-alias abort

Distributed Device Alias Services Cisco Fabric Services CFS

device-alias abort

device-alias abort

Release 4.0

CFS

switch(config)# device-alias abort

device-alias database
device-alias distribute
show device-alias

CFS
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device-alias commit Il

device-alias commit

Distributed Device Alias Services

Cisco Fabric
Services CFS
device-alias commit
device-alias commit
Release 4.0
Dynamic Port VSAN Membership DPVM; VSAN

switch(config)# device-alias commit

device-alias database
device-alias distribute
show device-alias

CFS

Cisco Nexus 5000 Rel
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M device-alias database

device-alias database

Distributed Device Alias Services

device-alias database
no

device-alias database

no device-alias database

Release 4.0

device-alias database

device-alias commit

switch(config)# device-alias database
switch(config-device-alias-db) #

device-alias commit

show device-alias

Cisco Nexus 5000 Release 4.0
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device-alias distribute W

device-alias distribute

Distributed Device Alias Services Cisco Fabric Services CFS
device-alias distribute
no

device-alias distribute

no device-alias distribute

Release 4.0

CFS device-alias commit

switch(config)# device-alias distribute

device-alias commit
device-alias database
show device-alias
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M device-alias import fcalias

device-alias import fcalias

VSAN device-alias import
fcalias

no
device-alias import fcalias vsan vsan-id

no device-alias import fcalias vsan vsan-id

vsan vsan-id VSAN SAN ID 1 4093

Release 4.0

. fcalias 1

fcalias

VSAN
fcalias

device-alias distribute
fcalias

switch(config)# device-alias import fcalias vsan 10

device-alias database
device-alias distribute
show device-alias

fcalias
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device-alias mode

device-alias mode enhanced

no device-alias mode enhanced

device-alias mode
no

device-alias mode W

mode enhanced

Release 4.0

switch(config)# device-alias mode enhanced

device-alias database

show device-alias

Cisco Nexus 5000
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WM device-alias name

device-alias name

device-alias name
no

device-alias name device-name pwwn pwwn-id

no device-alias name device-name

device-name 64

pwwn pwwn-id pPWWN 1D hh:hh:hh:hh:hh:hh:hh:hh
h 16

Release 4.0

switch(config)# device-alias database

switch(config-device-alias-db)# device-alias name Devicel pwwn 21:00:00:20:37:6f:db:bb

device-alias database

show device-alias

Cisco Nexus 5000 Release 4.0
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device-alias rename W

device-alias rename

device-alias rename
no

device-alias rename device-namel device-name2

no device-alias rename device-name

device-namel

device-name2 64

Release 4.0

switch(config)# device-alias database
switch(config-device-alias-db)# device-alias rename Devicel Device2

device-alias database

show device-alias

Cisco Nexus 5000 Rel 4.0
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W discover custom-list

discover custom-list

VSAN ID EXEC discover custom-list

discover custom-list {add | delete} vsan vsan-id domain domain-id

add

delete

vsan vsan-id VSAN SAN ID SCsi 1
4093

domain domain-id ID SCSI 1 239

EXEC

4.0(0)N1(La)

VSAN ID

switch# discover custom-list add vsan 1 domain 2

VSAN ID

switch# discover custom-list delete vsan 1 domain 2
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discover scsi-target W

discover scsi-target

SCsSI EXEC discover scsi-target

discover scsi-target {custom-list | local | remote | vsan vsan-id fcid fc-id} os {aix | all | hpux | linux |
solaris | windows} [lun | target]

custom-list SCSi
local SCSI
remote SCsSI
vsan vsan-id VSAN SAN ID SCSI 1

4093
fcid fc-id Fibre Channe ID FCID SCSI

0xhhhhhhh h 16
0sS
aix AIX OS
all oS
hpux HPUX OS
linux Linux OS
solaris Solaris OS
windows Windows OS
lun SCsI Logical Unit Number LUN
target SCSI
EXEC
4.0(0)N1(1a)
oS

switch# discover scsi-target local os all
discovery started

Windows OS

switch# discover scsi-target remote os windows
discovery started

Cisco Nexus 5000
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M discover scsi-target

VSAN 1 FCID 0x9c03d6 SCSI

switch# discover scsi-target vsan 1 fcid 0x9c03d6 os aix

discover scsi-target vsan 1 fcid 0x9c03d6

VSAN: 1 FCID: 0x9c03d6 PWwWN: 00:00:00:00:00:00:00:00
PRLI RSP: 0x01 SPARM: 0x0012...

Linux OS

switch# discover scsi-target custom-list os linux
discovery started

Cisco Nexus 5000 Release 4.0
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fabric profile W

fabric profile

QoS fabric profile
no

fabric profile {reliable-multicast | unicast-optimized}

no fabric profile

reliable-multicast

QoS

unicast-optimized QoS

unicast-optimized

4.0(0)N1(1a)

switch(config)# fabric profile reliable-multicast

switch(config)# no fabric profile

show fabric profile

Cisco Nexus 5000 Rel 4.0
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M fabric-binding activate

fabric-binding activate

VSAN
fabric-binding activate

fabric-binding activate vsan vsan-id [force]

no fabric-binding activate vsan vsan-id

no

vsan vsan-id VSAN VSAN ID

1

4093

force

4.0(0)N1(La)

VSAN

switch(config)# fabric-binding activate vsan 1

VSAN

switch(config)# no fabric-binding activate wvsan 10

VSAN

switch(config)# fabric-binding activate vsan 3 force

switch(config)# no fabric-binding activate vsan 1 force

fabric-binding database

fabric-binding enable

Jl  Cisco Nexus 5000 Release 4.0
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fabric-binding database copy ||

fabric-binding database copy

EXEC fabric-binding
database copy
fabric-binding database copy vsan vsan-id

vsan vsan-id VSAN VSAN ID 1 4093
EXEC

4.0(0)N1(1a)

VSAN Fibre Connection FICON;
VSAN VSAN

VSAN 1

switch# fabric-binding database copy vsan 1

fabric-binding diff

Cisco Nexus 5000 Rel 4.0
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W fabric-binding database diff

fabric-binding database diff

VSAN
EXEC fabric-binding database diff

fabric-binding database diff {active | config} vsan vsan-id

active

config

vsan vsan-id VSAN VSAN ID 1 4093

EXEC

4.0(0)N1(1a)

VSAN Fibre Connection FICON;
VSAN VSAN
VSAN 1

switch# fabric-binding database diff active vsan 1

switch# fabric-binding database diff config vsan 1

fabric-binding copy

Cisco Nexus 5000 Release 4.0
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fabric-binding database vsan W

fabric-binding database vsan

VSAN
fabric-binding database vsan
no

fabric-binding database vsan vsan-id
swwn switch-wwn domain domain-id

fabric-binding database vsan vsan-id
no swwn switch-wwn domain domain-id

no fabric-binding database vsan vsan-id

vsan vsan-id VSAN VSAN ID 1 4093
swwn switch-wwn World Wide Name WWN 16
domain domain-id ID ID 1 239
4.0(0)N1(1a)
VSAN VSAN
switch World Wide Name sWWN SWWN_ ID
SWWN
SWWN ID
ID SWWN ISL
VSAN
SWWN
ID

switch(config)# fabric-binding database vsan 5
switch(config-fabric-binding)# swwn 21:00:05:30:23:11:11:11 domain 102

VSAN

switch(config)# no fabric-binding database vsan 10

SWWN ID

switch(config)# fabric-binding database vsan 5
switch(config-fabric-binding)# no swwn 21:00:15:30:23:1a:11:03 domain 101
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M fabric-binding enable

fabric-binding activate

fabric-binding enable

fabric-binding enable

VSAN fabric-binding enable
no

fabric-binding enable

no fabric-binding enable

4.0(0)N1(La)

VSAN

switch(config)# fabric-binding enable

switch(config)# no fabric-binding enable

fabric-binding activate
fabric-binding database

Cisco Nexus 5000 Release 4.0
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fcalias clone WM

fcalias clone

fcalias clone

fcalias clone origFcalias-Name cloneFcalias-Name vsan vsan-id

origFcalias-Name cloneFcalias-Name FC
64
vsan VSAN SAN FC
vsan-id VSAN ID 1 4093
4.0(0)N1(1a)
fcalias name no
VSAN 45  cloneAlias origAlias FC

switch(config)# fcalias clone origAlias cloneAlias vsan 45

show fcalias FC
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Wl fcalias name

fcalias name

fcalias name
no
fcalias name alias name vsan vsan-id
no fcalias name alias name vsan vsan-id
alias-name FC 64
vsan VSAN SAN FC
vsan-id VSAN ID 1 4093
4.0(0)N1(1a)
FCID fWWN pWWN
VSAN 3 AliasSample FC

switch(config)# fcalias name AliasSample vsan 3
switch(config-fcalias)#

member FC

Cisco Nexus 5000 Release 4.0
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fcalias rename

fcalias rename current-name new-name vsan vsan-id

no fcalias rename current-name new-name vsan vsan-id

fcalias

fcalias rename

fcalias rename W

current-name FC 64
new-name FC 64
vsan vsan-id VSAN SAN ID 1 4093
Release 4.0

FC

switch(config)# fcalias rename oldalias newalias vsan 10

fcalias name FC

show fcalias FC
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H fcdomain

fcdomain

fcdomain

no

fcdomain {allowed domain vsan vsan-id | auto-reconfigure vsan vsan-id | contiguous-allocation vsan
vsan-id | domain id {preferred | static} vsan vsan-id | fabric-name name vsan vsan-id | fcid
{database | persistent vsan vsan-id} | optimize fast-restart vsan vsan-id | priority value vsan
vsan-id | restart [disruptive] vsan vsan-id | vsan vsan-id}

no fcdomain {allowed domain vsan vsan-id | auto-reconfigure vsan vsan-id | contiguous-allocation
vsan vsan-id | domain id {preferred | static} vsan vsan-id | fabric-name name vsan vsan-id | fcid
{database | persistent vsan vsan-id} | optimize fast-restart vsan vsan-id | priority value vsan
vsan-id | restart [disruptive] vsan vsan-id | vsan vsan-id}

allowed domain

1 239

vsan vsan-id

VSAN ID

1

4093

auto-reconfigure

contiguous-allocation

domain id

239

preferred

static

ID

fabric-name name

hh:hh:hh:hh:hh:hh:hh:hh

feid

FCID

database

FCID

persistent

FCID

optimize fast-restart

VSAN

priority value

1 254

restart

disruptive

4.0(0)N1(1a)

Release 4.0
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ID
FCID
3200

fast-restart VSAN

VSAN 87 ID
switch(config)# fcdomain domain 3 preferred vsan 87

VSAN 1
switch(config)# fcdomain restart disruptive vsan 1

VSAN7 10

switch(config)# fcdomain optimize fast-restart vsan 7 - 10

VSAN3  fabric World Wide Name fWWN

switch(config)# fcdomain fabric-name 20:1l:ac:16:5e:0:21:01 vsan 3

fcdomain W

optimize

show fcdomain
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Ml fcdomain abort vsan

fcdomain abort vsan

fcdomain abort vsan

no
fcdomain abort vsan vsan-id

no fcdomain abort vsan vsan-id

vsan-id VSAN ID 1 4093

4.0(0)N1(1a)

switch(config)# fcdomain abort vsan 10

fcdomain

fcdomain commit vsan
show fcdomain
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fcdomain commit vsan W

fcdomain commit vsan

fcdomain commit vsan
no

fcdomain commit vsan vsan-id

no fcdomain commit vsan vsan-id

vsan vsan-id VSAN ID 1 4093

4.0(0)N1(1a)

switch(config)# fcdomain commit vsan 10

fcdomain

fcdomain abort vsan

show fcdomain

Cisco Nexus 5000 Rel
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Ml fcdomain distribute

fcdomain distribute

Cisco Fabric Services CFS
distribute CFS
no

fcdomain

fcdomain distribute

no fcdomain distribute

4.0(0)N1(1a)

CFS

switch(config)# fcdomain distribute

CFS

switch(config)# no fcdomain distribute

fcdomain

show fcdomain
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fcdomain rcf-reject

fcdomain rcf-reject

RCF fcdomain
no
fcdomain rcf-reject vsan vsan-id
no fcdomain rcf-reject vsan vsan-id
vsan vsan-id VSAN ID 1 4093
4.0(0)N1(1a)
RCF

switch(config)# interface vfc 3/1
switch(config-if)# fcdomain rcf-reject vsan 1

FCIP RCF reject fcdomain

show fcdomain

show interface fc
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M fcdroplatency

fcdroplatency

fcdroplatency
no

fcdroplatency {network milliseconds [vsan vsan-id] | switch milliseconds}

no fcdroplatency {network milliseconds [vsan vsan-id] | switch milliseconds}

network milliseconds 500 60000
vsan vsan-id VSAN ID 1 4093
switch milliseconds 0 60000
2000
500
4.0(0)N1(1a)
5000

switch(config)# fcdroplatency network 5000

switch(config)# no fcdroplatency switch 4000

show fcdroplatency
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fcflow stats W

fcflow stats

fcflow fcflow stats
no

fcflow stats {aggregated index flow-number vsan vsan-id | index flow-number destination-fcid
source-fcid netmask vsan vsan-id}

no fcflow stats {aggregated index flow-number | index flow-number}

aggregated fcflow

index flow-number 1 2147483647
vsan vsan-id VSAN ID 1 4093

destination-fcid Fibre Channel FC ID 16

source-fcid FCID 16

netmask FCID 16 6

Oxff0000  Oxffffff

4.0(0)N1(La)

1024

switch(config)# fcflow stats aggregated index 1005 vsan 1

switch(config)# no fcflow stats aggregated index 1005

switch(config)# fcflow stats index 1 0x145601 0x5601 Oxffffff vsan 1

1001

switch(config)# no fcflow stats index 1001

show fcflow stats

Cisco Nexus 5000 Rel 4.0
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W fcid-allocation

fcid-allocation

ID FCID fcid-allocation
ID FCID no

fcid-allocation area company-id company-id

no fcid-allocation area company-id company-id

area ID
company-id company-id ID
4.0(0)N1(1a)
FC Fx N FCID
FCID Cisco Nexus 5000
Host Bus Adapter HBA; FC ID
ID HBA FCID
HBA HBA pWWN
ID Organizational Unique Identifier [OUI] ID
N FCID
FC ID
FCID
ID ID

switch(config)# fc-id allocation area company-id 0x003223

Cisco Nexus 5000 Release 4.0
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fcinterop fcid-allocation

Fibre Channel ID FCID
fcid-allocation FCID
no

fcinterop fcid-allocation {auto | flat | none}

no fcinterop fcid-allocation {auto | flat | none}

fcinterop fcid-allocation W

fcinterop

auto FCID Host Bus Adapter HBA;
flat FCID
none FCID
FCID
4.0(0)N1(1a)
FCID
FCID flat

switch(config)# fcinterop fcid-allocation flat

show flogi database Fabric Login FLOGI

Cisco Nexus 5000
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M fcns no-auto-poll

fcns no-auto-poll

fcns no-auto-poll
fcns no-auto-poll [vsan vsan-id] | [wwn wwn-id]

no fcns no-auto-poll [vsan vsan-id] | [wwn wwn-id]

vsan vsan-id VSAN ID 1 4093
wwn wwn-id WWN hh:hh:hh:hh:hh:hh:hh:hh
4.0(0)N1(1a)

VSAN 2

switch(config)# fcns no-auto-poll vsan 2

show fcns VSAN VSAN

Cisco Nexus 5000 Release 4.0
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fcns proxy-port W

fcns proxy-port

fcns proxy-port

fcns proxy-port wwn-id vsan vsan-id

no fcns proxy-port wwn-id vsan vsan-id

wwn-id WWN hh:hh:hh:hh:hh:hh:hh:hh
vsan vsan-id VSAN ID 1 4093
4.0(0)N1(1a)
CLI
CLI Cisco Fabric Manager
VSAN 2

switch(config)# fcns proxy-port 21:00:00:e0:8b:00:26:d vsan 2

show fcns VSAN VSAN

Cisco Nexus 5000 Rel 4.0
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M fcns reject-duplicate-pwwn vsan

fcns reject-duplicate-pwwn vsan

VSAN Fibre Channel Name Server FCNS;
fcns reject-duplicate-pwwn vsan

fcns reject-duplicate-pwwn vsan vsan-id

no fcns reject-duplicate-pwwn vsan vsan-id

vsan vsan-id VSAN ID 1 4093
Release 4.0
VSAN 2 FCNS pWWN

switch(config)# fcns reject-duplicate-pwwn vsan 2

show fcns VSAN VSAN

Cisco Nexus 5000 Release 4.0
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fcping

N ping EXEC fcping

fcping W

fcping {device-alias aliasname | fcid {fc-port | domain-controller-id} | pwwn pwwn-id} vsan vsan-id

[count number [timeout value [usr-priority priority]]]

device-alias aliasname 64

feid N FCID

fc-port FCID 0xhhhhhh

domain-controller-id

pwwn pwwn-id N World Wide Name WWN
hh:hh:hh:hh:hh:hh:hh:hh

vsan vsan-id N VSAN SAN ID
4093

count number 0
0 2147483647

timeout value

usr-priority priority

EXEC

4.0(0)N1(La)

ID ID FFFC
Oxda 218 ID  Oxfffcda

FCID  fcping 5

switch# fcping fcid 0xd70000 vsan 1

count
2147483647 0 ping

switch# fcping fcid 0xd70000 vsan 1 count 10

10

switch# fcping fcid 0xd500b4 vsan 1 timeout 10

fcping

switch# fcping device-alias x vsan 1

X

Cisco Nexus 5000
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Wl fcroute

fcroute

fcroute
no

fcroute {fcid [network-mask] interface {fc slot/port | san-port-channel port | vfc vig-num/vint-id}
domain domain-id {metric number | remote | vsan vsan-id}}

no fcroute {fcid network-mask interface {fc slot/port | san-port-channel port | vfc vig-num/vint-id}
domain domain-id {metric number | remote | vsan vsan-id}}

feid FCID Oxhhhhhh

network-mask FCID 0x0  Oxffffff
interface

fc slot/port

san-port-channel port SAN
vfc vig-num/vint-id

domain domain-id

1 239
metric number 1 65535
10
remote
vsan vsan-id VSAN ID 1 4093
4.0(0)N1(1a)
VSAN 2

switch(config)# fcroute 0x111211 interface fc3/1 domain 3 vsan 2

VSAN 4  SAN

switch(config)# fcroute 0x111211 interface san-port-channel 1 domain 3 vsan 4

Cisco Nexus 5000 Release 4.0
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fcroute M

VSAN 1

switch(config)# fcroute 0x031211 interface fcl/l1l domain 3 metric 1 vsan 1

VSAN 3

switch(config)# fcroute 0x111112 interface fc3/1 domain 3 metric 3 remote vsan 3

show fcroute

fcroute-map

show fcroute-map

fcroute policy fcroute-map

Cisco Nexus 5000 Rel 4.0
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M fcs plat-check-global

fcs plat-check-global

Fabric Configuration Server FCS
fcs plat-check-global
no

fcs plat-check-global vsan vsan-id

no fcs plat-check-global vsan vsan-id

vsan vsan-id VSAN SAN ID 1 4096

4.0(0)N1(1a)

switch(config)# fcs plat-check-global vsan 2

show fcs

Cisco Nexus 5000 Release 4.0
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fcs register W

fcs register

Fabric Configuration Server FCS
fcs register no

fcs register

no fcs register

4.0(0)N1(1a)

FCS

switch(config)# fcs register

show fcs

Cisco Nexus 5000 Rel 4.0
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W fcs virtual-device-add

fcs virtual-device-add

Fabric Configuration Server FCS
fcs virtual-device-add
no

fcs virtual-device-add [vsan-ranges vsan-ids]

no fcs virtual-device-add [vsan-ranges vsan-ids]

vsan-ranges vsan-ids VSAN 1 1 4093
4.0(0)N1(1a)
VSAN vsan-ids-vsan-ids
VSAN
VSAN 1

switch(config)# fcs virtual-device-add vsan-ranges 2-4

VSAN

switch(config)# fecs virtual-device-add vsan-ranges 2-4,5-8

show fcs

Cisco Nexus 5000 Release 4.0
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fcsp

Fibre Channel Security Protocol FC-SP
FC-SP fesp
no

fcsp {auto-active | auto-passive | on | off} [timeout-period]

fcsp M

FC-SP

no fcsp
auto-active auto-active
auto-passive auto-passive
on on
off off
timeout-period

0 100000 —
auto-passive
4.0(0)N1(1a)
fcsp enable FC-SP
2 1

switch(config)# interface fc 2/1
switch(config-if)# fcsp on
switch(config-if)#

switch(config-if)# no fcsp

FC-SP

switch(config-if)# fcsp auto-active 0

auto-passive

fcsp enable FC-SP

show interface

Cisco Nexus 5000
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M fcsp dhchap

fcsp dhchap

Diffie-Hellman Challenge Handshake Authentication Protocol DHCHAP

fcsp dhchap

Fibre Channel Security Protocol FC-SP
no

fcsp dhchap {devicename switch-wwn password [0 | 7] password |
dhgroup [0] [1][2][3 1[4] | hash [md5 | shal] | password [0 | 7] password [wwn wwn-id] }

no fcsp dhchap {devicename switch-wwn password [0 | 7] password |
dhgroup [0 | 1] 2| 3| 4] | hash [md5] [shal] | password [0 | 7] password [wwn-id] }

devicename

switch-wwn

World Wide Name WWN

password DHCHAP

0

7

dhgroup DHCHAP Diffie-Hellman

0 Null DH —

12134 1

hash DHCHAP

md5 Message Digest5 MD5

shal SHA-1

wwn wwn-id WWN ID

hh:hh:hh:hh:hh:hh:hh:hh

4.0(0)N1(1a)

fcsp dhchap fcsp enable

SHA-1

RADIUS TACACS+

Diffie-Hellman DH

FC-SP

switch(config)# # fcsp enable

Release 4.0

Remote Authentication Dial-In User Service

Jl  Cisco Nexus 5000
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fcsp dhchap W

SHA-1

switch(config)# fcsp dhchap hash shal

MD-5

switch(config)# fcsp dhchap hash md5

DHCHAP MD-5 SHA-1

switch(config)# fcsp dhchap hash md5 shal

MD-5 SHA-1

switch(config)# no fcsp dhchap hash shal

DH 2 3 4

switch(config)# fcsp dhchap group 2 3 4

switch(config)# fcsp dhchap password 0 mypassword

WWN

switch(config)# fcsp dhchap password 0 mypassword 30:11l:bb:cc:dd:33:11:22

switch(config)# fcsp dhchap password 7 sfsfdf

fcsp enable FC-SP

show fcsp FC-SP

[ oL-16599-01-J
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M fcsp enable

fcsp enable

Fibre Channel Security Protocol FC-SP
fcsp enable FC-SP FC-SP
FC-SP no

fcsp enable

no fcsp enable

fcsp FC-SP
enable FC-SP
4.0(0)N1(1a)

FC-SP

switch(config)# fcsp enable

show fcsp FC-SP

Cisco Nexus 5000 Release 4.0
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fcsp reauthenticate M

fcsp reauthenticate

EXEC fcsp reauthenticate
no

fcsp reauthenticate interface { fc slot/port | vfc vig-num/vint-id }

no fcsp reauthenticate interface { fc slot/port | vfc vig-num/vint-id }

interface
interface fc slot/port

vfc vig-num/vint-id

30

EXEC

4.0(0)N1(1a)

FCSP

switch# fcsp reauthenticate vfc 1/1

fcsp enable FC-SP
show fcsp FC-SP

[ oL-16599-01-J
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l fcsp timeout

fcsp timeout

Fibre Channel Security Protocol FC-SP
fcsp timeout
no

fcsp timeout timeout-period

no fcsp timeout timeout-period

timeout-period 20 100

30

4.0(0)N1(1a)

fcsp timeout fcsp enable

FCSP

switch(config)# fcsp enable
switch(config)# fcsp timeout 60

fcsp enable FC-SP
show fcsp FC-SP

Cisco Nexus 5000 Release 4.0
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fctimer W

fctimer

fctimer no

fctimer {d_s_tov milliseconds | e_d_tov milliseconds | r_a_tov milliseconds} [vsan vsan-id]

no fctimer {d_s_tov milliseconds | e_d_tov milliseconds | r_a_tov milliseconds} [vsan vsan-id]

d_s_tov milliseconds Distributed Services DS_TOV
5000 100000
e_d_tov milliseconds Error Detect ED_TOV
1000 100000 2000
r_a_tov milliseconds Resolution Allocation RA_TOV
5000 100000 10000
vsan vsan-id VSAN ID 1 409

¢ DS_TOV 30
e ED_TOV 2
e RA_TOV 10

4.0(0)N1(1a)
Cisco Brocade McData  FC Error Detect ED_TOV Resource Allocation RA_TOV
FC-SW2
VSAN TOV vsan

switch(config)# fctimer e_d_tov 5000
switch(config)# fctimer r_a_tov 7000

show fctimer

Cisco Nexus 5000 Rel 4.0
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Ml fctimer abort

fctimer abort

fctimer Cisco Fabric Services CFS
fctimer abort

fctimer abort

Release 4.0

CFS

switch(config)# fctimer abort

fctimer distribute fctimer CFS
show fctimer fctimer

Cisco Nexus 5000 Release 4.0
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fctimer commit

fctimer commit

fctimer commit

fctimer

fctimer commit W

Cisco Fabric Services CFS

Release 4.0

switch(config)# fctimer commit

fctimer distribute fctimer CFS

show fctimer fctimer

Cisco Nexus 5000
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W fctimer distribute

fctimer distribute

fctimer Cisco Fabric Services CFS
fctimer distribute no

fctimer distribute

no fctimer distribute

4.0(0)N1(1a)

fctimer commit

switch(config)# fctimer distribute

fctimer commit

show fctimer fctimer

Cisco Nexus 5000 Release 4.0
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fctrace

N EXEC

fctrace

fctrace W

fctrace {device-alias aliasname | fcid fcid | pwwn pwwn-id} vsan vsan-id [timeout seconds]

device-alias aliasname 64
fcid fcid N Fibre Channel ID Oxhhhhhh
pwwn pwwn-id N PWWN

hh:hh:hh:hh:hh:hh:hh:hh
vsan vsan-id VSAN ID 1 4093
timeout seconds 1 10

EXEC

4.0(0)N1(1a)

VSAN 1 FCID

switch# fctrace fcid 0x660000 vsan 1

VSAN 1

switch# fctrace device-alias x vsan 1

Cisco Nexus 5000
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W fdmi suppress-updates

fdmi suppress-updates

FDMI fdmi suppress-updates

fdmi suppress-updates vsan vsan-id

vsan vsan-id VSAN ID 1 4093
FDMI
4.0(0)N1(1a)
VSAN1 FDMI

switch# fdmi suppress-updates vsan 1

Cisco Nexus 5000 Release 4.0
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feature fcoe

FC_FEATURES_PKG

feature fcoe

no feature fcoe

FCoE

feature fcoe
FC_FEATURES _PKG
no

feature fcoe M

4.0(0)N1(1a)

FCoE

FCoE

switch(config)# feature fcoe

Cisco Nexus 5000

[ oL-16599-01-J



7 Cisco Nexus 5000 |

W fspf config

fspf config

VSAN Fabric Shortest Path First FSPF
fspf config FSPF
4 no
VSAN FSPF no

fspf config vsan vsan-id

min-Is-arrival Is-arrival-time
min-Is-interval Is-interval-time
region region-id

spf {hold-time spf-holdtime | static}

no min-Is-arrival

no min-Is-interval

no region

no spf {hold-time | static}

no fspf config vsan vsan-id

vsan vsan-id VSAN ID 1 4093
min-Is-arrival Is-arrival-time
Is-arrival-time
0 65535

min-Is-interval Is-interval-time
Is-interval-time

0 65535

region region-id
region-id=0 region-id
0 255
spf Shortest Path First SPF
hold-time spf-holdtime 2 SPFE
CPU
spf-holdtime

0 65535
static SPE
FSPF SPF
spf hold-time FSPF 0
min-Is-arrival FSPF 1000
min-Is-interval FSPF 5000

Cisco Nexus 5000 Release 4.0
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fspf config W

4.0(0)N1(1a)

fspf config VSAN FSPF
FSPF VSAN  FSPF
VSAN 1 SPF VSAN3  FSPF

switch(config)# fspf config vsan 1
switch(fspf-config)# spf static
switch (fspf-config)# exit
switch(config)#

switch(config)# no fspf config vsan 3
(

switch(config)#

show fspf interface

fspf enable VSAN  FSPF

fspf cost VSAN

fspf hello-interval VSAN hello

fspf passive VSAN FSPF
fspf retransmit VSAN

Cisco Nexus 5000
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M fspf cost

fspf cost

Fibre Channel over IP FCIP Fabric Shortest Path First FSPF
fspf cost no

fspf cost link-cost vsan vsan-id

no fspf cost link-cost vsan vsan-id

link-cost FSPF 1 65535
vsan vsan-id VSAN ID 1 4093
1 / 1000
2 / 500
4.0(0)N1(1a)
FSPF
fspf cost FSPF
FCIP FSPF

switch(config)# interface fc 2/1
switch(config-if)# fspf cost 5000 vsan 1

show fspf interface

show interface fc

Cisco Nexus 5000 Release 4.0
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fspf dead-interval W

fspf dead-interval

hello
fspf dead-interval no

fspf dead-interval seconds vsan vsan-id

no fspf dead-interval seconds vsan vsan-id

seconds Fabric Shortest Path First FSPF
2 65535
vsan vsan-id VSAN ID 1 4093
80
4.0(0)N1(1a)
ISL
hello
hello 400 400

switch(config)# interface fc 2/1
switch(config-if)# fspf dead-interval 4000 vsan 1

show fspf interface

show interface fc

Cisco Nexus 5000 Rel 4.0
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l fspfenable

fspf enable

VSAN  Fabric Shortest Path First FSPF
fspf enable FSPF
no

fspf enable vsan vsan-id

no fspf enable vsan vsan-id

vsan vsan-id VSAN ID 1 4093
4.0(0)N1(1a)
VSAN FSPF
VSAN5  FSPF VSAN7 FSPF

switch## configure
switch(config)# fspf enable vsan 5
switch(config)# no fspf enable vsan 7

fspf config vsan VSAN  FSPF

show fspf interface

Jl  Cisco Nexus 5000 Release 4.0
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fspf hello-interval

fspf hello-interval
no

fspf hello-interval seconds vsan vsan-id

no fspf hello-interval seconds vsan vsan-id

fspf hello-interval WM

hello-interval seconds Fabric Shortest Path First FSPF hello
2 65535
vsan vsan-id VSAN ID 1 4093
20
4.0(0)N1(1a)

Fibre Channel over IP  FCIP

VSAN1 hello 3

switch(config)# interface fc 2/1
switch(config-if)# fspf hello-interval 3 vsan 1

FSPF

ISL

show fspf interface

Cisco Nexus 5000
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M fspf passive

fspf passive

Fabric Shortest Path First FSPF
fspf passive

no
fspf passive vsan vsan-id
no fspf passive vsan vsan-id
vsan vsan-id VSAN ID 1 4093
FSPF
4.0(0)N1(1a)
FSPF E TE FSPF
fspf passive
ISL FSPF
VSAN 1 FSPF

switch(config)# interface fc 2/1
switch(config-if)# fspf passive vsan 1

show fspf interface

show interface fc FCIP

Jl  Cisco Nexus 5000 Release 4.0
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fspf retransmit-interval

fspf retransmit-interval

fspf retransmit-interval ||

no
fspf retransmit-interval seconds vsan vsan-id
no spf retransmit-interval seconds vsan vsan-id
seconds Fabric Shortest Path First FSPF
1 65535
vsan vsan-id VSAN ID 4093
5
4.0(0)N1(1a)
ISL
VSAN 1
6

switch(config)# interface fc 2/1
switch(config-if)# fspf retransmit-interval 6 vsan

show fspf interface

show interface fc FCIP

Cisco Nexus 5000
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M in-order-guarantee

In-order-guarantee

in-order-guarantee
no

in-order-guarantee [vsan vsan-id]

no in-order-guarantee [vsan vsan-id] [,] [-]

vsan vsan-id VSAN ID 1 4093

L1 VSAN
VSAN

4.0(0)N1(1a)

switch(config) # in-order-guarantee

switch(config)# no in-order-guarantee

VSAN

switch(config)# in-order-guarantee vsan 3452

VSAN

switch(config)# no in-order-guarantee vsan 101

show in-order-guarantee in-order-guarantee

Cisco Nexus 5000 Release 4.0
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interfacefc M

Interface fc

Cisco Nexus 5000
interface fc interface fc

no
no

interface fc slot/port
channel-group {group-id [force] | auto}
fcdomain rcf-reject vsan vsan-id
fcsp {auto-active | auto-passive | on | off} [timeout-period]
fspf {cost link-cost vsan vsan-id | dead-interval seconds vsan vsan-id | hello-interval seconds
vsan vsan-id | passive vsan vsan-id | retransmit-interval seconds vsan vsan-id}
switchport

no interface fc slot/port
no channel-group {group-id [force] | auto}
no fcdomain rcf-reject vsan vsan-id
no fcsp {auto-active | auto-passive | on | off}
no fspf {cost link_cost vsan vsan-id | dead-interval seconds vsan vsan-id | hello-interval seconds
vsan vsan-id | passive vsan vsan-id | retransmit-interval seconds vsan vsan-id}

switchport

slot/port

channel-group

group-id 1 128

force

auto

fcdomain

rcf-reject Reconfigure Fabric RCF

vsan vsan-id VSAN SAN ID 1 4093

fspf Fabric Shortest Path First FSPF

cost link-cost FSPF 1 65535

dead-interval seconds FSPF 2
65535

hello-interval seconds FSPF  hello 1 65535

passive FSPF

retransmit-interval seconds FSPF 1
65535

Cisco Nexus 5000 Rel 4.0
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W interface fc

4.0(0)N1(1a)

interfacespacefcl/1space-space5space,spacefc2/5space-space?

Cisco Nexus 5000 CLI Configuration Guide

no shutdown

channel-group auto

3 1 4

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# int fc3/1 - 4

switch(config)# interface fc3/1
switch(config-if)# no shutdown

show interface

shutdown

Cisco Nexus 5000 Release 4.0
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interface san-port-channel W

Interface san-port-channel

Cisco Nexus 5000 SAN
interface san-port-channel interface
san-port-channel

no

interface san-port-channel port
description line
shutdown [force]
switchport {
mode { E | auto}|
speed { 1000 | 2000 | 4000 | auto}|
trunk { allowed vsan { vsan-id | add vsan-id | all}| mode { auto | on | off}}

}

no interface san-port-channel port
no description
no shutdown
no switchport {
no mode |
no speed |
no trunk { allowed vsan { vsan-id | add vsan-id | all}| mode }

port
description line

shutdown

force
switchport SAN

4.0(0)N1(1a)

no shutdown

SAN 3

switch(config)# interface san-port-channel 3

show interface

shutdown

[ oL-16599-01-J
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W interface vig

Interface vig

Cisco Nexus 5000 VIG
interface vig

no
no

interface vig vig-num
bind interface ethernet slot/port

no interface vig vig-num
no bind interface ethernet slot/port

interface vig

vig-num VIG

bind interface VIG

ethernet slot/port

4.0(0)N1(1a)

VIG
VIG

switch(config)# interface vig 3
switch(config-if)# bind interface ethernet 1/15

show vig VIG

Jl  Cisco Nexus 5000 Release 4.0
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Interface vfc

Cisco Nexus 5000

interface vfc
no

interface vfc vig-num/vint-id
description line
shutdown [force]
switchport {mode F}

no interface vfc vig-num/vint-id
no description
no shutdown
no switchport mode

interface vic W

vig-num/vint-id VIG

description line

shutdown

switchport mode F

4.0(0)N1(La)

interface vfcl/1,vfc2/1

Cisco Nexus 5000

no shutdown

switch(config)# interface vfc3/1

switch(config)# interface vfc3/1
switch(config-if)# no shutdown

CLI Configuration Guide

show interface

shutdown

Cisco Nexus 5000
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H 1ogging abort

logging abort

Cisco Fabric Services CFS
logging abort

logging abort

4.0(0)N1(1a)

CFS

switch(config)# logging abort

show logging

Cisco Nexus 5000 Release 4.0
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logging commit

Cisco Fabric Services

logging commit

CFS

logging commit W

logging commit

4.0(0)N1(1a)

switch(config)# logging commit

show logging

Cisco Nexus 5000
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W logging distribute

logging distribute
Cisco Fabric Services CFS logging distribute
no
logging distribute
no logging distribute

4.0(0)N1(1a)

logging commit

switch(config)# logging distribute

logging commit

show logging

Cisco Nexus 5000 Release 4.0
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member FC ||

member FC

VSAN FC
member
no

member {device-alias aliasname | domain-id domain-id port-number port-number | fcid fc-id | fwwn
fwwn-id | interface fc slot/port [domain-id domain-id | swwn swwn-id] | pwwn pwwn-id |
symbolic-nodename nodename}

no member {device-alias aliasname | domain-id domain-id port-number port-number | fcid fc-id |
fwwn fwwn-id | interface fc slot/port [domain-id domain-id | swwn swwn-id] | pwwn pwwn-id |
symbolic-nodename nodename}

device-alias aliasname 64
domain-id domain-id ID 1 239
fcid fc-id FC ID 0xhhhhhh
h 16
fwwn fwwn-id fWWN ID
hh:hh:hh:hh:hh:hh:hh:hh h 16
interface fc slot/port ID
swwn swwn-id sSWWN ID
hh:hh:hh:hh:hh:hh:hh:hh h 16
port-number port-number 0 255
pwwn pwwn-id pWWN ID
hh:hh:hh:hh:hh:hh:hh:hh h 16
symbolic-nodename nodename 255
FC
4.0(0)N1(1a)
samplealias

switch(config)# fcalias name samplealias

switch(switch(config-fcalias)# member interface fc3/1

[ oL-16599-01-J
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W member FC

switch(config-fcalias)# no member interface fc3/1

fcalias name

show fcalias

Cisco Nexus 5000 Release 4.0
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member

member ||

member no

member {device-alias aliasname | domain-id domain-id port-number port | fcalias alias-name | fcid
fc-id | fwwn fwwn-id | interface fc slot/port [domain-id domain-id | swwn swwn-id] | pwwn pwwn-id
[lun lun-id] | symbolic-nodename nodename}

no member {device-alias aliasname | domain-id domain-id port-number port | fcid fc-id | fwwn
fwwn-id | interface fc slot/port [domain-id domain-id | swwn swwn-id] | | pwwn pwwn-id [lun

lun-id] | symbolic-nodename nodename}

device-alias aliasname 64
lun lun-id Logical Unit Number LUN ID
Oxhhhh[:hhhh[:hhhh[:hhhh]]] h 16
domain-id domain-id ID 1 239
alias-name FC 64
port-number port 0 255
fcid fc-id FCID 0xhhhhhh
h 16
fwwn fwwn-id fWWN ID
hh:hh:hh:hh:hh:hh:hh:hh h 16
interface fc slot/port ID
swwn swwn-id SWWN ID
hh:hh:hh:hh:hh:hh:hh:hh h 16
pwwn pwwn-id pWWN ID
hh:hh:hh:hh:hh:hh:hh:hh h 16
symbolic-nodename nodename 255

4.0(0)N1(1a)

Cisco Nexus 5000
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W member

VSAN1 7zl

switch(config)# zone name zsl vsan 1
switch(config-zone)# member fcid 0x111112

VSAN1 Zonesetl

switch(config)# zoneset name ZoneSetl vsan 1
switch(config-zoneset-zone)# member fcid 0x111112

switch(config)# zoneset name ZoneSetl vsan 1
switch(config-zoneset-zone)# member interface fc 3/1

switch(config-zoneset-zone)# no member interface fc 3/1

zoneset

Zone name

show zoneset

Cisco Nexus 5000 Release 4.0
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member

member

member

member member-name

no member member-name

no

member-name

64

4.0(0)N1(1a)

switch(config)# zoneset name Zonesetl vsan 10
switch(config-zoneset)# member ZoneA

show zone

zoneset name

Cisco Nexus 5000
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Hl npiv enable

npiv enable

VSAN N ID NP1V
npiv enable NPIV
no
npiv enable
no npiv enable
4.0(0)N1(1a)
NPIV N ID
N ID
VSAN NPIV NPIV
N ID
VSAN NPIV

switch(config)# npiv enable

VSAN  NPIV

switch(config)# no npiv enable

show interface

Cisco Nexus 5000 Release 4.0
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npv enable

npvenable W

N NPV
npv enable
no
npv enable
no npv enable
4.0(0)N1(1a)
NPV
NPV NPV
NPV NPV
NPV

switch# config
switch(config)# npv enable

show npv status NPV

Cisco Nexus 5000
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M port-security

port-security

port-security
no

port-security {activate vsan vsan-id [force | no-auto-learn] | auto-learn vsan vsan-id | database vsan
vsan-id }

no port-security {activate vsan vsan-id [force | no-auto-learn] | auto-learn vsan vsan-id | database
vsan vsan-id }

activate VSAN

auto-learn VSAN

database VSAN

vsan vsan-id VSAN SAN ID 1 4093
force

no-auto-learn

4.0(0)N1(La)

auto-learn

port-security activate vsan number no-auto-learn

auto-learn VSAN force VSAN

VSAN

switch(config)# port-security activate vsan 1

VSAN

switch(config)# no port-security activate vsan 1

Release 4.0

Jl  Cisco Nexus 5000
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VSAN 1

switch(config)# port-security activate vsan 1 no-auto-learn

VSAN 1

switch(config)# port-security auto-learn vsan 1

switch(config)# no port-security auto-learn vsan 1

VSAN

switch(config)# port-security database vsan 1
switch(config-port-security)#

VSAN 1

switch(config)# port-security activate vsan 1 force

port-security W

show port-security database

Cisco Nexus 5000

[ oL-16599-01-J
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M port-security abort

port-security abort

Cisco Fabric Services CFS
port-security abort

port-security abort vsan vsan-id

vsan vsan-id VSAN SAN ID 1 4093

4.0(0)N1(1a)

CFS

switch(config)# port-security abort vsan 33

port-security distribute CFS
show port-security

Cisco Nexus 5000 Release 4.0
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port-security commit Wl

port-security commit

Cisco Fabric Services CFS
port-security
commit

port-security commit vsan vsan-id

vsan vsan-id VSAN SAN ID 1 4093

4.0(0)N1(1a)

switch(config)# port-security commit vsan 13

port-security distribute CFS
show port-security

Cisco Nexus 5000 Rel 4.0
[ OL-16599-01-J
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W port-security database

port-security database

EXEC port-security database

port-security database {copy | diff {active | config}} vsan vsan-id

copy

diff

active

config

vsan vsan-id VSAN ID 1 4093

EXEC

4.0(0)N1(La)

port-security database diff active

switch# port-security database copy vsan 1

switch# port-security database diff active vsan 1

switch# port-security database diff config vsan 1

port-security database

show port-security database

Cisco Nexus 5000 Release 4.0
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port-security distribute

Cisco Fabric Services CFS
distribute

port-security distribute

no port-security distribute

port-security distribute Wl

port-security
no

4.0(0)N1(1a)

switch(config)# port-security distribute

port-security commit

port-security commit

show port-security

Cisco Nexus 5000
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W port-security enable

port-security enable

port-security

enable no

port-security enable

no port-security enable

4.0(0)N1(1a)

port-security enable

switch(config)# port-security enable

switch(config)# no port-security enable

show port-security

Cisco Nexus 5000 Release 4.0
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port-track enable

port-track enable
no

port-track enable

no port-track enable

port-track enable W

4.0(0)N1(1a)

switch(config)# port-track enable

switch(config)# no port-track enable

show interface fc

show interface san-port-channel SAN

Cisco Nexus 5000
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M port-track force-shut

port-track force-shut

port-track force-shut
no

port-track force-shut

no port-track force-shut

4.0(0)N1(1a)

port-track
force-shut no port-track force-shut

switch(config)# interface fc 2/2
switch(config-if)# no port-track force-shut

port-track enable
show interface fc

show interface san-port-channel SAN

Cisco Nexus 5000 Release 4.0
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port-track interface M

port-track interface

port-track interface
no

port-track interface {fc slot/port | san-port-channel port} [vsan vsan-id]

no port-track interface {fc slot/port | san-port-channel port} [vsan vsan-id]

fc slot/port

san-port-channel port SAN 1
128

vsan vsan-id VSAN ID 1 4093

4.0(0)N1(1a)

port-track force-shut

switch(config)# interface fc 2/3
switch(config-if)# port-track interface san-port-channel 2

port-track enable
port-track force-shut

show interface fc

show interface san-port-channel SAN

Cisco Nexus 5000 Rel 4.0
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W purge fcdomain fcid

purge fcdomain fcid

FCID EXEC purge fcdomain fcid

purge fcdomain fcid vsan vsan-id

vsan vsan-id VSAN SAN ID FCID 1
4093
EXEC
4.0(0)N1(1a)
VSAN 4 FCID

switch# purge fcdomain fcid vsan 4

VSAN4 5 6 FCID

switch# purge fcdomain fcid vsan 4-6

Cisco Nexus 5000 Release 4.0
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rlir preferred-cond fcid

Registered Link Incident Report RLIR

rlir preferred-cond fcid
no

rlir preferred-cond fcid fc-id vsan vsan-id

no rlir preferred-cond fcid fc-id vsan vsan-id

rlir preferred-cond fcid M

feid fc-id FCID Oxhhhhhh

vsan vsan-id VSAN ID

1 4093

always receive

conditionally receive VSAN 1 RLIR
4.0(0)N1(1a)
RLIR
e RLIR always receive VSAN VSAN
always receive 1 RLIR
. conditionally receive
conditionally receive RLIR
RLIR VSAN 1
VSAN2 RLIR FC ID 0x654321
switch(config)# rlir preferred-cond fcid 0x654321 vsan 2
VSAN2 RLIR FC ID 0x654321
switch(config)# no rlir preferred-cond fcid 0x654321 vsan 2
show rlir RILR Link Incident Record Registration LIPR Distribute
Registered Link Incident Record DRLIR
clear rlir RLIR
debug rlir RLIR

Cisco Nexus 5000
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W rscn

r'scn

Registered State Change Notification RSCN rscn
RSCN N

rscn {multi-pid | suppress domain-swrscn} vsan vsan-id

multi-pid ID PID RSCN
suppress domain-swrscn SW-RSCN
vsan vsan-id VSAN VSAN ID
1 4093
4.0(0)N1(1a)
RSCN PID

switch(config)# rscn multi-pid vsan 1

show rscn src-table

show rscn statistics RSCN

Cisco Nexus 5000 Release 4.0
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rscn abort W

rscn abort

VSAN  Registered State Change Notification RSCN

rscn abort

rscn abort vsan vsan-id

no rscn abort vsan vsan-id

no

vsan vsan-id RSCN VSAN VSAN ID 1
4093
4.0(0)N1(1a)
VSAN1 RSCN
switch(config)# rscn abort vsan 1
rscn commit VSAN RSCN
rscn distribute RSCN
rscn event-tov RSCN
clear rscn session vsan VSAN RSCN
show rscn RSCN

Cisco Nexus 5000
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W rscn commit

rscn commit

Registered State Change Notification RSCN
rscn commit RSCN
no

rscn commit vsan vsan-id

no rscn commit vsan vsan-id

vsan vsan-id RSCN VSAN VSAN ID 1
4093

4.0(0)N1(1a)

VSAN1 RSCN

switch(config)# rscn commit vsan 1

rscn abort VSAN RSCN
rscn distribute RSCN

rscn event-tov RSCN

clear rscn session VSAN RSCN

show rscn RSCN

Cisco Nexus 5000 Release 4.0
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rscn distribute W

rscn distribute

Registered State Change Notification RSCN
rscn distribute

no
rscn distribute

no rscn distribute

RSCN

4.0(0)N1(1a)

RSCN VSAN
Service CFS RSCN
RSCN

RSCN

switch(config)# rscn distribute

Cisco Fabric

rscn abort VSAN RSCN
rscn commit RSCN

rscn event-tov RSCN

clear rscn session VSAN RSCN

show rscn RSCN

Cisco Nexus 5000
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rscn event-tov

rscn event-tov

VSAN  Registered State Change Notification RSCN
rscn event-tov
no
rscn event-tov timeout vsan vsan-id
no rscn event-tov timeout vsan vsan-id
timeout 0 2000
vsan vsan-id RSCN VSAN VSAN ID
1 4093
VSAN 2000
4.0(0)N1(1a)
rscn distribute RSCN
RSCN Cisco Fabric Services CFS
VSAN1 RSCN
switch(config)# rscn event-tov 20 vsan 1
rscn abort VSAN RSCN
rscn commit RSCN
rscn distribute RSCN
clear rscn session VSAN RSCN
show rscn RSCN
Release 4.0
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san-port-channel persistent

san-port-channel persistent

SAN SAN
san-port-channel persistent

EXEC

san-port-channel port-channel-id persistent

port-channel-id ID 1 128
persistent
EXEC
4.0(0)N1(1a)
san-port-channel persistent
switch# san-port-channel 10 persistent
san-port-channel protocol SAN
show interface port-channel SAN
show port-channel SAN
Cisco Nexus 5000 Rel
| oL-16599-01-J
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M scsi-target

scsi-target

SCSI scsi-target
SCSI no

scsi-target {auto-poll [vsan vsan-id] | discovery | ns-poll [vsan vsan-id] | on-demand [vsan vsan-id]}

no scsi-target {auto-poll [vsan vsan-id] | discovery | ns-poll [vsan vsan-id] | on-demand [vsan vsan-id]}

auto-poll SCSlI VSAN
vsan vsan-id VSAN ID 1 4093
discovery SCSI
ns-poll SCSI VSAN
on-demand SCSI VSAN
SCSI
4.0(0)N1(1a)
SCsi

VSAN

no scsi-target discovery
no

VSAN1 SCSI

switch(config)# scsi-target auto-poll vsan 1

VSAN1 SCSI

switch(config)# no scsi-target auto-poll vsan 1

SCSI

switch(config)# scsi-target discovery

VSAN1 SCSI NS

switch(config)# scsi-target ns-poll vsan 1

Cisco Nexus 5000 Release 4.0
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scsi-target W

VSAN1 SCSI NS

switch(config)# no scsi-target ns-poll vsan 1

VSAN1 SCSI

switch(config)# scsi-target on-demand vsan 1

VSAN1 SCSI

switch(config)# no scsi-target on-demand vsan 1

discover scsi-target
SCslI

show scsi-target SCsi

Cisco Nexus 5000 Rel 4.0
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W switchport

switchport
switchport
no
switchport { encap eisl |
fcrxbbcredit {credit [mode E | F ] | default | } |
mode {auto |E | F|SD [} |
speed {1000 | 2000 | 4000 | auto [max 2000]} |
trunk {allowed vsan {[add] vsan-id | all} | mode {auto | off | on}}}
no switchport { encap eisl | fcrxbbcredit| fcrxbufsize size | mode | rate | speed | trunk allowed vsan
[[add] vsan-id | all]}
switchport mode F
encap eisl Extended ISL EISL
fcrxbbcredit BB_credit
credit BB_credit 1 25
mode BB_credit
E E TE BB_credit
F F BB_credit
default BB_credit
mode
auto
E
F F
SD SD
speed
1000 1000 Mbps
2000 2000 Mbps
4000 4000 Mbps
auto
max 2000 24 48 4 Gbps
2 Gbps
trunk
allowed
vsan VSAN SAN
add VSAN ID VSAN
vsan-id VSAN SAN ID 1 4093
all VSAN VSAN
mode
auto
off
on
Release 4.0

Jl  Cisco Nexus 5000
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switchport W
EISL
2112
auto
auto
2000
on
4.0(0)N1(1a)
interfacespacefc2/1space-space2space,spacefc3/2space-spaces
auto 2
Gbps 4 Gbps 2 Gbps auto
max 2000 2 Gbps 2 Gbps
. E
F

switch(config)# interface fc 2/3
description techdocsSample
mode E

(
switch(config-if)# switchport
switch(config-if)# switchport
switch(config-if)# switchport
switch(config-if)# switchport
switch(config-if)# switchport
switch(config-if)# switchport
switch(config-if)# switchport
switch(config-if)# switchport

switch(config)# interface vfc
switch(config-if)# switchport

trunk
trunk
trunk
trunk
encap

mode auto

allowed vsan all
allowed vsan 3
allowed vsan add 2
eisl

fcrxbbcredit 20

2/1

mode F

Cisco Nexus 5000
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W switchport ignore bit-errors

fcrxbbceredit extended enable BB_credit

show interface

switchport ignore bit-errors

switchport ignore bit-errors
no

switchport ignore bit-errors

no switchport ignore bit-errors

4.0(0)N1(La)

e SFP
e SFP  1Gbps 2 Gbps

o SFP
5 15

shutdown/no shutdown
switchport ignore bit-errors
Syslog

Cisco Nexus 5000 Release 4.0
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switch(config)# interface fc2/1
switch(config-if)# switchport ignore bit-errors

switch(config)# interface fc2/1
switch(config-if)# no switchport ignore bit-errors

switchport ignore bit-errors W

show interface

Cisco Nexus 5000
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Hl system default switchport

system default switchport

system default switchport
no

system default switchport {shutdown | trunk mode {auto | off | on} }

no system default switchport {shutdown | trunk mode {auto | off | on} }

shutdown

trunk

mode

auto
off
on

4.0

switch(config)# system default switchport shutdown

switch(config)# system default switchport trunkmode auto

show system default switchport
show interface brief

Cisco Nexus 5000 Release 4.0
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system default zone default-zone permit Wl

system default zone default-zone permit

system default zone
default-zone permit no

system default zone default-zone permit

no system default zone default-zone permit

4.0
VSAN
VSAN
zone default-zone permit vsan
system default zone default-zone permit VSAN
VSAN VSAN 1 VSAN
VSAN 1

switch(config)# system default zone default-zone permit

switch(config)# no system default zone default-zone permit

zone default-zone permit vsan

show system default zone

[ oL-16599-01-J
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M system default zone distribute full

system default zone distribute full

system
default zone distribute full no

system default zone distribute full

no system default zone distribute full

4.0
VSAN
VSAN
zoneset distribute full vsan
system default zone distribute full VSAN
VSAN VSAN 1 VSAN
VSAN 1

switch(config)# system default zone distribute full

switch(config)# no system default zone distribute full

zoneset distribute full vsan

show system default zone

Cisco Nexus 5000 Release 4.0
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trunk protocol enable M

trunk protocol enable

trunk protocol enable
no

trunk protocol enable

no trunk protocol enable

4.0(0)N1(1a)

TE
VSAN

ISL
VSAN

switch(config)# no trunk protocol enable

switch(config)# trunk protocol enable

show trunk protocol

Cisco Nexus 5000 Rel 4.0
[ OL-16599-01-J



7 Cisco Nexus 5000 |

M vsan database

vsan database

VSAN

src-dst ID VSAN vsan database
VSAN no

vsan database
vsan vsan-id
[interface {fc slot/port | san-port-channel port | vfc vig-num/vint-id} |
interop [mode] [loadbalancing {src-dst-id | src-dst-ox-id}] |
loadbalancing {src-dst-id | src-dst-ox-id} |
name name [interop [mode] [loadbalancing {src-dst-id | src-dst-ox-id}] | loadbalancing
{src-dst-id | src-dst-ox-id}] | suspend [interop [mode] [loadbalancing {src-dst-id | src-dst-ox-id}]
| loadbalancing {src-dst-id | src-dst-ox-id}] |
suspend [interop [mode] [loadbalancing {src-dst-id | src-dst-ox-id}] | loadbalancing {src-dst-id
| src-dst-ox-id}]]

vsan database
no vsan vsan-id
[interface {fc slot/port | san-port-channel port | vfc vig-num/vint-id} |
interop [mode] [loadbalancing {src-dst-id | src-dst-ox-id}] |
loadbalancing {src-dst-id | src-dst-ox-id} |
name name [interop [mode] [loadbalancing {src-dst-id | src-dst-ox-id}] | loadbalancing
{src-dst-id | src-dst-ox-id}] | suspend [interop [mode] [loadbalancing {src-dst-id | src-dst-ox-id}]
| loadbalancing {src-dst-id | src-dst-ox-id}] |
suspend [interop [mode] [loadbalancing {src-dst-id | src-dst-ox-id}] | loadbalancing {src-dst-id
| src-dst-ox-id}]]

vsan vsan-id VSAN SAN ID 1 4093
interface fc slot/port

san-port-channel SAN .
portchannel-number. SAN
subinterface-number

interop

mode 1 4
loadbalancing

src-dst-id src-id/dst-id

src-dst-ox-id ox-id/src-id/dst-id

name name VSAN 32

suspend VSAN

Cisco Nexus 5000 Release 4.0
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vsan database W

4.0(0)N1(1a)
VSAN
. feslot/port - port , feslot/port ,
fcslot/port show int fc2/1 - 3 , fc2/4 , £c3/2
e SAN san-port-channel portchannel-number.subinterface-number
show int san-port-channel 5.1
4
° 1 —
J 2 — Brocade Core PIDO
. 3 — Brocade CorePID 1
. 4 — McData
4 VSAN McData
OUI [08:00:88] VSAN WWN VSAN

VSAN

switch(config)# wvsan database

switch (config-db) #

switch-config-db# wvsan 2

switch(config-vsan-db)# wvsan 2 name TechDoc

updated vsan 2

switch(config-vsan-db)# vsan 2 loadbalancing src-dst-id
switch(config-vsan-db)# wvsan 2 loadbalancing src-dst-ox-id
switch(config-vsan-db)# wvsan 2 suspend
switch(config-vsan-db)# no vsan 2 suspend
switch(config-vsan-db)# end

switch#

VSAN 4

switch# config t

switch(config)# vsan database
switch(config-vsan-db)# wvsan 100 suspend
switch(config-vsan-db)# wvsan 100 interop 4
switch(config-vsan-db)# exit

vsan-wwn 4 VSAN
WWN

Cisco Nexus 5000 Rel 4.0
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Bl wwn secondary-mac

wwn secondary-mac

SAN MAC wwn secondary-mac

wwn secondary-mac wwn-id range address-range

secondary-mac wwn-id MAC hh:hh:hh:hh:hh:hh
range address-range World Wide Name WWN 64
4.0(0)N1(1a)

Worldwide Name

Cisco Nexus 5000 CLI Configuration Guide

MAC

switch(config)# wwn secondary-mac 00:99:55:77:55:55 range 64
This command CANNOT be undone.

Please enter the BASE MAC ADDRESS again: 00:99:55:77:55:55
Please enter the mac address RANGE again: 64

From now on WWN allocation would be based on new MACSs.

Are you sure? (yes/no) yes

Cisco Nexus 5000 Release 4.0
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wwn vsan

wwnvsan W

4 VSAN WWN
wwn vsan
no
wwn vsan vsan-id vsan-wwn wwn
no wwn vsan vsan-id vsan-wwn wwn

vsan vsan-id VSAN SAN ID 1 4093
vsan-wwn wwn VSAN  WWN hh:hh:hh:hh:hh:hh:hh:hh
4.0(0)N1(1a)

e VSAN

. WWN VSAN 4
L WWN

. WWN McData OUT [08:00:88]

WWN VSAN

switch(config)# wwn vsan 100 vsan-wwn 20:64:08:00:88:04:5f:81
WWN can be configured for vsan in suspended state only

switch(config)# vsan database

switch(config-vsan-db)# wvsan 100 suspend

switch(config-vsan-db) # exit

switch(config)# wwn vsan 100 vsan-wwn 20:64:08:00:88:04:5f:81

switch(config)#

vsan database

VSAN
src-dst ID

Cisco Nexus 5000
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Ml zone clone

zone clone

zone clone
zone clone current-zone-name new-zone-name vsan vsan-id
current-zone-name new-zone-name
64
vsan vsan-id VSAN SAN ID 1 4093
4.0(0)N1(1a)
Zone name no
origZone VSAN 45
cloneZone

switch(config)# zone clone origZone cloneZone vsan 45

show zone

Cisco Nexus 5000 Release 4.0
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zone commit

zone commit M

VSAN zone commit
no

zone commit vsan vsan-id [force]

no zone commit vsan vsan-id [force]
vsan vsan-id VSAN SAN ID 1 4093
force
4.0(0)N1(1a)

zone commit no
VSAN 200

switch(config)# zone commit vsan 200

show zone

Cisco Nexus 5000
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M Zzone compact

Zone compact

VSAN

zone compact vsan vsan-id

zone compact

1 4093

vsan vsan-id VSAN SAN ID

4.0(0)N1(1a)

8000

Cisco Nexus 5000

VSAN VSAN 2000

VSAN 2000

VSAN 2000
1 2000

VSAN 1

switch(oongif)# zone compact vsan 1

show zone
show zone analysis

Release 4.0
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zone copy M

Zone copy

EXEC zone copy

no
zone copy active-zoneset full-zoneset [include-auto-zones] vsan vsan-id
zone copy vsan vsan-id active-zoneset {bootflash: | ftp: | full-zoneset | scp: | sftp: | tftp: | volatile:}

no zone copy

active-zoneset

vsan vsan-id VSAN
VSAN ID 1 4093
full-zoneset
bootflash: bootflash:
ftp: FTP
scp: Secure Copy Protocol SCP
sftp: Secure Trivial File Transfer Protocol SFTP
slot0: slot0:
tftp: Trivial File Transfer Protocol TFTP;
volatile: volatile:
EXEC
4.0(0)N1(1a)

switch# zone copy active-zoneset full-zoneset vsan 1

VSAN 3 SCP

switch# zone copy vsan 3 active-zoneset scp://guest@myserver/tmp/active_zoneset.txt

Cisco Nexus 5000 Rel 4.0
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Wl zone default-zone

show zone

zone default-zone

zone default-zone
no

zone default-zone permit vsan vsan-id

no zone default-zone permit vsan vsan-id

permit
vsan vsan-id VSAN SAN
VSAN ID 1 4093

4.0(0)N1(La)

VSAN zone default-zone permit vsan
VSAN VSAN

VSAN system defalt zone
default-zone permit VSAN

VSAN 2

switch(config)# zone default-zone permit vsan 2

system default zone default-zone permit
show zone

Cisco Nexus 5000 Release 4.0
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zone merge-control restrict vsan W

zone merge-control restrict vsan

zone merge-control
restrict vsan no

zone merge-control restrict vsan vsan-id

no zone merge-control restrict vsan vsan-id

vsan vsan-id VSAN SAN ID 1 4093

Release 4.0

2 ISL

VSAN 10

switch(config)# zone merge-control restrict vsan 10

show zone

Cisco Nexus 5000 Rel 4.0
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Ml zone mode enhanced

zone mode enhanced

VSAN zone mode
enhanced no

zone mode enhanced vsan vsan-id

no zone mode enhanced vsan vsan-id

vsan vsan-id VSAN SAN ID 1 4093

4.0(0)N1(1a)

zone mode enhanced

zone mode enhanced vsan

Release Change Authorization RCA

switch(config)# zone mode enhanced vsan 10

show zone

Cisco Nexus 5000 Release 4.0
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zZone name
zone name
no
ZONne name zone-name vsan vsan-id
member
ZONe name zone-name vsan vsan-id
no member
Nno zone name zone-name vsan vsan-id
zone-name 64
vsan vsan-id VSAN SAN ID 1 4093
4.0(0)N1(1a)
1
zZone name
VSAN config-zone
SWWN show wwn switch SWWN
sSWWN
pPWWN pWWN FCID
Zonel

switch(config)# zone name Zonel vsan 10
switch(config-zone) # member device-alias devicel

pWWN pWWN FCID
Zone2
switch(config)# zone name Zone2 vsan 10

switch(config-zone)# member fcalias Payroll
switch(config-zone)# member domain-id 2 portnumber 23

show zone

Zone rename

zone-attribute-group name

Cisco Nexus 5000 Rel 4.0
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. zone nhame

Z0Nne name

zone

name no

Z0ne name zone-name

NOo Zone name zone-name

zZone-name 64

4.0(0)N1(1a)

switch(config)# zoneset name Sample vsan 1
switch(config-zoneset)# zone name MyZone

switch(config-zoneset)# no zone name Zone2

show zoneset

Zone name
zoneset

Cisco Nexus 5000 Release 4.0
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Z0Nne rename

Zone rename current-name new-name vsan vsan-id

zone rename M

Zone rename

current-name Fibre Channel FC 64
new-name FC 64

vsan vsan-id VSAN SAN ID 1 4093
4.0(0)N1(1a)

switch# zone rename ZoneA ZoneB vsan 10

show zone

Z0ne name

Cisco Nexus 5000
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| zoneset

zoneset

zoneset
no

zoneset {activate [name zoneset-name ] vsan vsan-id | clone zoneset-currentName zoneset-cloneName
vsan vsan-id | distribute full vsan vsan-id name zoneset-name vsan vsan-id | rename current-name

new-name vsan vsan-id}

no zoneset {activate [name zoneset-name ] vsan vsan-id | clone zoneset-currentName

zoneset-cloneName vsan vsan-id | distribute full vsan vsan-id name zoneset-name vsan vsan-id |
rename current-name new-name vsan vsan-id}

activate

clone zoneset-currentName
zoneset-cloneName 64

name zoneset-name

64

distribute full

vsan vsan-id

VSAN SAN
1 4093

rename

current-name

Fibre Channel FC

new-name

FC

4.0(0)N1(1a)

zoneset distribute full vsan

zoneset distribute full vsan

VSAN 333 zSetl

VSAN
system defalt zone distribute full
VSAN

VSAN

switch(config)# zoneset activate name zSetl vsan 333

Release 4.0
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zoneset

zSetl VSAN 45  zSetClone

switch(config)# zoneset clone existing zSetl zSetClone vsan 45

VSAN 22

switch(config)# zoneset distribute full vsan 22

system default zone distribute full

show zoneset

Cisco Nexus 5000
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W oneset EXEC

zoneset EXEC

EXEC

zoneset

zoneset {distribute | export | import interface {fc slot/port | san-port-channel port-number}} vsan

vsan-id

distribute

export

VSAN SAN

Storage Area Network SAN;

import

SAN

interface

fc slot/port

san-port-channel port-number

SAN

vsan vsan-id

4093

VSAN SAN
VSAN ID

EXEC

4.0(0)N1(1a)

zoneset import

zoneset distribute vsan vsan-id

interop 1

VSAN 2

zoneset export

VSAN

interop 2

switch# zoneset import interface f£c2/3 vsan 2

VSAN 5

switch# zoneset export vsan 5

Release 4.0

interop 3
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VSAN 333

switch# zoneset distribute vsan 333

zoneset EXEC ||

show zone status vsan VSAN

show zoneset

Cisco Nexus 5000
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W oneset EXEC

Cisco Nexus 5000 Release 4.0
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Cisco Nexus 5000
show

Cisco Nexus 5000 Cisco NX-0OS
show

Cisco Nexus 5000 Release 4.0
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W showcfs

show cfs

Cisco Fabric Services CFS show cfs

show cfs {application [name app-name] | lock [name app-name [vsan vsan-id] ] | merge status [name
app-name [vsan vsan-id] ] | peers [name app-name [vsan vsan-id] | regions | status }

application

name app-name 64

lock

vsan vsan-id VSAN ID 1 4093
merge status CFS

peers CFS

regions CFS

status CFS

EXEC

4.0

CFS
switch# show cfs peers
CFS
switch# show cfs application
A
show cfs application CFS CFS
CFS

switch# show cfs application name device-alias

CFS

switch# show cfs merge status device-alias

CFS

switch# show cfs status

Cisco Nexus 5000 Release 4.0
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show debug npv l

show debug npv

N Port Virtualization NPV; N
show debug npv

show debug npv

EXEC

4.0

show debug npv NPV

NPV

switch# show debug npv

debug npv NPV

Cisco Nexus 5000 Rel 4.0
[ OL-16599-01-J



8 Cisco Nexus 5000 show |

Ml show device-alias

show device-alias

show device-alias

show device-alias {database | merge status | name device-name [pending] | pending | pending-diff |
pwwn pwwn-id [pending] | session status | statistics | status

database

merge status

name device-name

pending

pending-diff
pwwn pwwn-id PWWN
hh:hh:hh:hh:hh:hh:hh:hh h 16

session status

statistics

status

EXEC

4.0

FC FC

switch# show device-alias database

FC VSAN FC

switch# show device-alias name efg

FC VSAN FC

switch# show device-alias statistics

device-alias name

device-alias database
device-alias distribute Cisco Fabric Services CFS

Cisco Nexus 5000 Release 4.0
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show

show fabric-binding

show fabric-binding

EXEC

show fabric-binding W

show fabric-binding {database [active] [vsan vsan-id] | efmd statistics [vsan vsan-id] |

statistics [vsan vsan-id] | status [vsan vsan-id] | violations [last number]}

database

active

vsan vsan-id

Fibre Connection FICON
1 4093

VSAN ID

efmd statistics

Exchange Fabric Membership Data EFMD

statistics

status

violations

last number

1 100

EXEC

4.0

switch# show

switch# show

switch# show

switch# show

switch# show

fabric-binding database

fabric-binding database active

VSAN

fabric-binding database active vsan 61

VSAN

fabric-binding database vsan 4

fabric-binding statistics

Cisco Nexus 5000
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show |

W show fabric-binding

VSAN

switch# show fabric-binding

EFMD

switch# show fabric-binding

VSAN  EFMD

switch# show fabric-binding

switch# show fabric-binding

status

efmd statistics

efmd statistics vsan 4

violations

Release 4.0
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show fc2

FC2 show fc2

showfc2 W

show fc2 {bind | classf | exchange | exchresp | flogi | nport | plogi | plogi_pwwn | port [brief] | socket |

sockexch | socknotify | socknport | vsan}

bind FC2
classf FC2 classf
exchange FC2
exchresp FC2
flogi FC2 Fabric Login FLOGI
nport FC2 N
plogi FC2 Port Login  PLOGI
plogi_pwwn FC2 PLOGI pWWN
port FC2
brief FC2
socket FC2
sockexch FC2
socknotify FC2 PLOGI/LOGO
socknport FC2
vsan FC2 VSAN SAN
EXEC
4.0

FC2

switch# show fc2 socket

FC2

switch# show fc2 bind

FC2 N

switch# show fc2 nport

FC2 PLOGI

switch# show fc2 plogi

Cisco Nexus 5000
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show |

show fc2

switch# show fc2

switch# show fc2

switch# show fc2

switch# show fc2

Cisco Nexus 5000

port

FC2 N PLOGI

socknotify

FC2 N

socknport

vsan

Release 4.0
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show fcalias W

show fcalias

fcalias show fcalias

show fcalias [name fcalias-name] [pending] [vsan vsan-id]

name fcalias-name fcalias 64
pending fcalias
vsan vsan-id VSAN fcalias 1 4093
fcalias VSAN fcalias
EXEC
4.0
FC FC
1
fcalias

switch# show fcalias vsan 1

fcalias name FC

Cisco Nexus 5000 Rel 4.0
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show |

W show fcdomain

show fcdomain

fcdomain

show fcdomain

show fcdomain [address-allocation [cache] | allowed | domain-list | fcid persistent [unused] | pending
[vsan vsan-id] | pending-diff [vsan vsan-id] | session-status [vsan vsan-id] | statistics [interface {fc
slot/port [vsan vsan-id] } | san-port-channel port [vsan vsan-id]] | status | vsan vsan-id]

address-allocation

Fibre Channel FC ID

cache
FC ID
VSAN VSAN World Wide
Name WWN FC ID FC ID
allowed ID
domain-list 1D
fcid persistent FCID ID
pending
pending-diff
session-status EC
vsan vsan-id VSAN ID 1 4093
statistics EC
interface
fc slot/port
san-port-channel port SAN
1 128
status FC VSAN
EXEC
4.0
show fcdomain VSAN VSAN
VSAN 1
switch# show fcdomain vsan 1
Release 4.0
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show

VSAN 76

FC

switch# show fcdomain domain-list vsan 76

Number of domains: 3

show fcdomain W

Domain ID WWN
0xc8(200) 20:01:00:05:30:00:47:df [Principall]
0x63(99) 20:01:00:0d:ec:08:60:cl [Local]
0x61(97) 50:00:53:0£:£f£:£f0:10:06 [Virtual (IVR)]
8-1 show fcdomain domain-list
8-1 show fcdomain
Domain 1D WWN ID
WWN ID
WWN
Principal VSAN WWN ID
Local show fcdomain domain-list
WWN ID
Virtual VR ID Inter-VSAN Routing IVR
WWN
ID
switch# show fcdomain allowed vsan 1
1D CFS
switch# show fcdomain status
switch# show fcdomain pending vsan 10
switch# show fcdomain pending-diff vsan 10
switch# show fcdomain session-status vsan 1
fcdomain

X

Cisco Nexus 5000
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M show fedroplatency

show fcdroplatency

show fcdroplatency

show fcdroplatency [network | switch]

network
switch

EXEC

4.0

switch# show fcdroplatency

Release 4.0
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show fcflow stats

fcflow

show fcflow stats [aggregated | usage] [index flow-index]

show fcflow stats W

show fcflow stats

aggregated fcflow
usage
index flow-index fcflow
EXEC
4.0

fcflow

switch# show fcflow stats aggregated

fcflow

switch# show fcflow stats

fcflow

switch# show fcflow stats usage

Cisco Nexus 5000
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show |

W show fcid-allocation

show fcid-allocation

ID

show fcid allocation

show fcid-allocation area | company-id-from-wwn wwn [company-id]

area

ID

company-id-from-wwn wwn

World Wide Name WWN

ID

company-id

[oul]

ID Organizational Unit Identifier

EXEC

2.0

1D

switch# show fcid-allocation area
Fcid area allocation company id info:

00:
00:
00:
:A0
:EO:
:EO:
:32

00
00
00
00

50

50:

60

:2E
8B
:BO
: B8
69
8B
:23 +

Total company ids: 7
+ - Additional user configured company ids.
* - Explicitly deleted company ids from default list.

switch#

8-2

8-2

show fcid-allocation area company

Release 4.0
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show fcns database W

show fcns database

VSAN VSAN
show fcns database

show fcns database {detail [vsan vsan-id] | domain domain-id [detail] [vsan vsan-range] |
fcid fcid-id [detail] vsan vsan-range | local [detail] [vsan vsan-range] | vsan vsan-id}

detail

vsan vsan-id VSAN ID 1 4093

domain domain-id

detail

fcid fcid-id

local

EXEC

1.2(2)

show fcns database

Fibre Channel Name Server FCNS;

switch# show fcns database

FCNS

switch# show fcns database detail

VSAN VSAN 2

switch# show fcns database vsan 2

VSAN

switch# show fcns database

fcns

[ oL-16599-01-J
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W show fcns statistics

show fcns statistics

VSAN VSAN show fcns statistics

show fcns statistics [detail] [vsan vsan-id]

detail
vsan vsan-id VSAN ID 1 4093

EXEC

4.0

VSAN

switch# show fcns statistics

Cisco Nexus 5000 Release 4.0
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show fcoe

Fibre Channel over Ethernet FCoE

show fcoe

EXEC

show fcoe W

show fcoe

4.0

FCoE

switch# show fcoe

Cisco Nexus 5000
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Ml show fcroute

show fcroute

FSPF show fcroute

show fcroute {distance | label [label] vsan vsan-id | multicast [fc-id vsan vsan-id | vsan vsan-id] |
summary [vsan vsan-id] | unicast [[host] fc-id fc-mask vsan vsan-id | vsan vsan-id]}

distance FC
label

label

vsan vsan-id VSAN ID 1 4093
multicast FC

fc-id ID

summary FC

unicast FC
host
fc-mask FCID

EXEC

4.0

switch# show fcroute distance

switch# show fcroute multicast

VSAN  FCID

switch# show fcroute multicast vsan 3

VSAN  FCID

switch# show fcroute multicast Oxffffff vsan 2

Cisco Nexus 5000 Release 4.0
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show

switch#

switch#

switch#

switch#

switch#

show fcroute

VSAN

show fcroute

FCID

show fcroute

show fcroute

VSAN

show fcroute

unicast

unicast vsan 4

unicast 0x040101 Oxffffff vsan 4

summary

summary vsan 4

Cisco Nexus 5000
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W showfcs

show fcs

show fcs

show fcs {database [vsan vsan-id] | ie [nwwn wwn] vsan vsan-id | platform [name string] vsan vsan-id
| port [pwwn wwn] vsan vsan-id] | statistics vsan vsan-id | vsan}

database Fabric Configuration Server FCS
vsan vsan-id VSAN ID 1 4093
ie
nwwn wwn WWN ID
hh:hh:hh:hh:hh:hh:hh:hh
platform
name string 255
port
pwwn wwn WWN ID
hh:hh:hh:hh:hh:hh:hh:hh
statistics FCS
vsan VSAN
EXEC
4.0
FCS

switch# show fcs database

VSAN

switch# show fcs ie vsan 1

WWN

switch# show fcs ie nwwn 20:01:00:05:30:00:16:df vsan 1

switch# show fcs platform name SamplePlatform vsan 1

VSAN

switch# show fcs platform vsan 1

Cisco Nexus 5000 Release 4.0
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showfcs W

VSAN FCS

switch# show fcs port vsan 24

WWN

switch# show fcs port pwwn 20:51:00:05:30:00:16:de vsan 24

FCS

switch# show fcs statistics

Cisco Nexus 5000
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M show fcsp

show fcsp

Fibre Channel Security Protocol FC-SP;
show fcsp

show fcsp [asciiwwn ascii-wwn | dhchap [database] | interface {fc slot/port | vfc vig-num/vint-id}
[statistics | wwn] ]

asciiwwn ascii-wwn Authentication, Authorization, Accounting AAA;
World Wide Name WWN ASCII

dhchap Diffie-Hellman Challenge Handshake Authentication Protocol
DHCHAP

database DHCHAP

interface

FC-SP

fc slot/port
vfc vig-num/vint-id VIG
ID

statistics
wwn FC-SP ID

EXEC

4.0

FC DHCHAP

switch# show fcsp interface £fc2/3

FC DHCHAP

switch# show fcsp interface fc2/3 statistics

FC-SP WWN

switch# show fcsp interface fc 2/1 wwn

DHCHAP

switch# show fcsp dhchap

Cisco Nexus 5000 Release 4.0
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DHCHAP

switch# show fcsp dhchap database

WWN  ASCII

switch# show fcsp asciiwwn 30:1l:bb:cc:dd:33:11:22

showfcsp W

fcsp enable FC-SP

Cisco Nexus 5000
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show |

MW show fctimer

show fctimer

fctimer

show fctimer

show fctimer [d_s_tov [vsan vsan-id] | e_d_tov [vsan vsan-id] | f_s_tov [vsan vsan-id] | r_a_tov [vsan
vsan-id] | last action status | pending | pending-diff | session status | status | vsan vsan-id ]

d_s tov

D_S TOV

vsan vsan-id

VSAN

1 4093

e_d_tov

E_D_TOV

f s tov

F S TOV

r a tov

R_A TOV

last action status

CFS

pending

fctimer

pending-diff

session status

fctimer CFS

status

EXEC

4.0

switch# show fctimer

VSAN

Time Out Value TOV

TOV

switch# show fctimer vsan 10

fctimer

Release 4.0
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show fdmi W
show fdmi
Fabric-Device Management Interface FDMI show fdmi
show fdmi database [detail [hba-id [hba-id vsan vsan-id | vsan vsan-id] | vsan vsan-id] |
suppress-updates
database FDMI
detail FDMI
hba-id HBA
hba-id HBA
vsan vsan-id VSAN FDMI 1 4093

suppress-updates

EXEC

4.0

HBA

switch# show fdmi database

VSAN1 FDMI

switch# show fdmi database detail vsan 1

HBA

switch# show fdmi database detail Hba-id 21:01:00:e0:8b:2a:f6:54 vsan 1

Cisco Nexus 5000
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W show flogi

show flogi

VSAN FLOGI
show flogi

show flogi {auto-area-list} | database {fcid fcid-id | interface {fc slot/port | vfc vig-num/vint-id} | vsan

vsan-id}
auto-area-list Organizational Unit Identifiers OUI
database FLOGI
fcid fcid-id Fibre Channel FC ID FLOGI
Oxhhhhhh
interface FLOGI
fc slot/port
vfc vig-num/vint-id VIG
ID
vsan vsan-id VSAN ID FLOGI
1 4093
EXEC
4.0
VSAN ID
FC FCID FLOGI
show flogi database
FLOGI FLOGI
Host Bus Adapter HBA,
FLOGI
FLOGI

switch# show flogi database

FLOGI

switch# show flogi database interface fc 2/3

FLOGI VSAN

switch# show flogi database vsan 1

Cisco Nexus 5000 Release 4.0
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show flogi W

FCID FLOGI

switch# show flogi database fcid Oxef02e2

show fcns database

Cisco Nexus 5000 Rel 4.0
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M show fspf

show fspf

Fibre Shortest Path First FSPF show fspf

show fspf [database [vsan vsan-id ] [detail | domain domain-id detail] | interface | vsan vsan-id
interface [fc slot/port | san-port-channel port-channel]]

database FSPF

vsan vsan-id VSAN ID 1 4093

detail FSPF

domain domain-id 0
255

interface FSPF

fc slot/port

san-port-channel port-channel 1
256

EXEC

4.0

FSPF

switch# show fspf interface vsan 1 fc2/1

FSPF

switch# show fspf database vsan 1

VSAN  FSPF

switch# show fspf vsan 1

Cisco Nexus 5000 Release 4.0
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show in-order-guarantee

EXEC

show in-order-guarantee M

show in-order-guarantee

4.0

switch# show in-order-guarantee

Cisco Nexus 5000
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Ml show interface

show Interface

show interface

show interface [interface-range] [bbcredit | brief | capabilities | counters [brief] | description |
transceiver [calibrations | details] | trunk vsan [vsan-id]]

interface-range

bbcredit

brief

capabilities

counters

description

transceiver

calibrations

details

trunk vsan

VSAN

vsan-id

VSAN

EXEC

4.0

interface fc1/1-5,fc2/5-7

8-3 show interface

8-3 show interface

fc slot/port

Fibre Channel FC

san-port-channel
port-channel-number

SAN

SAN
1 128

vfc vig-num/vint-id

VIG

vsan vsan-id

VSAN SAN

1 4093

Release 4.0
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show

switch# show

VSAN

switch# show

switch# show

switch# show

SAN

switch# show

switch# show

interface

interface

interface

interface

interface

interface

£c2/3

vsan 2

description

fc2/1 - 4 brief

3

san-port-channel 3

vfc2/4

Cisco Nexus 5000

show interface W

[ oL-16599-01-J



8 Cisco Nexus 5000 show |

M show loadbalancing

show loadbalancing

show loadbalancing

show loadbalancing vsan vsan-id source-fcid dest-fcid [exchange-id]

vsan vsan-id Fibre Channel FC ID FLOGI
0xhhhhhh
source-fcid FCID
0xhhhhhh
dest-fcid FCID
0xhhhhhh
exchange-id
0xhhhhhh
EXEC
4.0
VSAN 3

switch# show loadbalancing vsan 3 0x3345 0x2546

Cisco Nexus 5000 Release 4.0
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show npv flogi-table

N Port Virtualization NVP; N

show npv flogi-table
npv flogi-table

EXEC

show npv flogi-table W

Fabric Login FLOGI

show

4.0

show npv flogi-table

NPV FLOGI

switch# show npv flogi-table

NPV

show npv status NPV

Cisco Nexus 5000
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M show npv status

show npv status

N Port Virtualization NVP; N
show npv status

show npv status

EXEC

4.0

show npv flogi-table NPV

NPV

switch# show npv status

show npv flogi-table NPV Fabric Login FLOGI

Cisco Nexus 5000 Release 4.0
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show port index-allocation

show port {index-allocation [startup]}

show port index-allocation W

show port index-allocation

index-allocation

startup

EXEC

4.0

256

switch# show port index-allocation startup

Cisco Nexus 5000
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M show port-security

show port-security

show port-security database

show port-security {database [active [vsan vsan-id]] | fwwn fwwn-id vsan vsan-id | interface {fc
slot/port | san-port-channel port} vsan vsan-id | vsan vsan-id] | pending [vsan vsan-id] |
pending-diff [vsan vsan-id] | session status [vsan vsan-id] | statistics [vsan vsan-id] | status [vsan
vsan-id] | violations [last count | vsan vsan-id]}

database

active

vsan vsan-id

fwwn fwwn-id World Wide Name WWN
interface

fc slot/port
san-port-channel port SAN
1 128

pending
pending-diff

session status VSAN

statistics

status VSAN SAN

violations

last count 1 100

EXEC

4.0

WWN fWWN

fWWN

last number show port-security

switch# show port-security database

Cisco Nexus 5000 Release 4.0
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show

VSAN 1

switch# show port-security database vsan 1

switch# show port-security database active

VSAN 1

fWWN

show port-security W

switch# show port-security database fwwn 20:85:00:44:22:00:4a:9e vsan 1

VSAN 1

fWWN

switch# show port-security database fwwn 20:01:00:05:30:00:95:de vsan 1

VSAN 2

switch# show port-security database interface fc 2/1 vsan 2

switch# show port-

switch# show port-

switch# show port-

security statistics

security status

100

security violations

port-security

Cisco Nexus 5000
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show |

W show rlir

show rlir

Registered Link Incident Report

RLIR

show rlir

show rlir {erl [vsan vsan-id] | history | recent { interface fc slot/port | portnumber port-number}
vsan-id | statistics [vsan vsan-id]}

erl

vsan vsan-id

VSAN ID

1 4093

history

recent

interface fc slot/port

portnumber port-number

RLIR

statistics

VSAN VSAN

RLIR

EXEC

4.0

VSAN1 RLIR

switch# show rlir erl vsan 1

RLIR

switch# show rlir statistics vsan 1

Cisco Nexus 5000
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show

show rscn

showrscn W

Registered State Change Notification RSCN show rscn

show rscn {event-tov vsan vsan-id | pending vsan vsan-id | pending-diff vsan vsan-id | scr-table [vsan
vsan-id] | session status vsan vsan-id | statistics [vsan vsan-id]}

event-tov
vsan vsan-id VSAN ID 1 4093
pending
pending-diff
scr-table State Change Registration SCR
session status RSCN
statistics RSCN
EXEC
4.0
SCR 1 N RSCN
SCR show rscn scr-table
RSCN N
RSCN
switch# show rscn scr-table vsan 1
RSCN
switch# show rscn statistics vsan 1
VSAN 1 RSCN
switch# show rscn event-tov vsan 1
VSAN 1 RSCN RSCN

switch# show rscn

pending-diff vsan 1

[ oL-16599-01-J
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M show san-port-channel

show san-port-channel

SAN show
san-port-channel

show san-port-channel {compatibility-parameters | consistency [detail] | database [interface
san-port-channel port-channel-number] | summary | usage}

compatibility-parameters

consistency

detail

database SAN

interface san-port-channel SAN 1
port-channel-number 256

summary SAN

usage SAN

EXEC

4.0

SAN

switch# show san-port-channel summary

SAN

switch# show san-port-channel compatibility-parameters

SAN

switch# show san-port-channel database

SAN

switch# show san-port-channel consistency

SAN

switch# show san-port-channel consistency detail

show port-channel usage SAN

switch# show san-port-channel usage

Cisco Nexus 5000 Release 4.0
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show scsi-target W

show scsi-target

SCSI show scsi-target

show scsi-target {auto-poll | custom-list | devices [vsan vsan-id] [fcid fcid-id] | disk [vsan vsan-id] [fcid
fcid-id] | lun [vsan vsan-id] [fcid fcid-id] [os [aix | all | hpux | linux | solaris | windows] | pwwn |
status | tape [vsan vsan-id] [fcid fcid-id] | vsan vsan-id}

auto-poll SCsi

custom-list

devices SCSI

vsan vsan-range VSAN ID VSAN 1 4093
fcid fcid-id SCSI FCID

disk

lun SCsI Logical Unit Number LUN
0S

aix AlX

all

hpux HPUX

linux Linux

solaris Solaris

windows Windows

pwwn pWWN
status SCsSI

tape

EXEC

4.0

SCsSI show scsi-target auto-poll

SCSI

switch# show scsi-target status

switch# show scsi-target custom-list

Cisco Nexus 5000 Rel 4.0
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show |

M show scsi-target

switch# show

switch# show

Solaris

switch# show

switch# show

WWN

switch# show

scsi-target

scsi-target

scsi-target

scsi-target

scsi-target

disk

LUN

lun os all

LUN

lun os solaris

auto-poll

Windows AIX Solaris Linux

pwwn

Release 4.0
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show topology

SAN

show topology [vsan vsan-id]

show topology

show topology W

vsan vsan-id VSAN

1

4093

EXEC

Release 4.0

switch# show topology
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M show trunk protocol

show trunk protocol

show trunk protocol

show trunk protocol

EXEC

4.0

switch# show trunk protocol
Trunk protocol is enabled

Cisco Nexus 5000 Release 4.0
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show

show vig

show vig vig-num

show vig

showvig W

vig-num

EXEC

4.0

VIG

switch# show vig 1

Cisco Nexus 5000
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W showvsan

show vsan

VSAN show vsan

show vsan [vsan-id [membership] |
membership [interface {fc slot/port | san-port-channel port | vfc vig-num/vint-id}] |
usage]

vsan-id VSAN ID 1
4093

membership

interface

fc slot/port

san-port-channel SAN SAN
portchannel-number.

subinterface-number

vfc vig-num/vint-id VIG

usage VSAN

EXEC

4.0

show vsan membership interface SAN

e FC feslot/port - port , feslot/port , feslot/port
show int fcl/1 - 3 , £fc1/5 , £c2/5

e SAN san-port-channel portchannel-number
show int san-port-channel 5

VSAN

switch# show vsan 1

VSAN

switch # show vsan membership

switch # show vsan membership interface fcl/1

Cisco Nexus 5000 Release 4.0
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show wwn

WWN

show wwn {status [block-id number] | switch | vsan-wwn}

show wwn

showwwn W

status WWN
block-id number ID WWN
34 1793

switch WWN
vsan-wwn VSAN WWN
EXEC
4.0

WWN

switch# show wwn switch

VSAN WWN

switch# show wwn vsan-wwn

Cisco Nexus 5000
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show |

W show zone

show zone

show zone

show zone

[active [vsan vsan-id] | analysis { active vsan vsan-id | vsan vsan-id | zoneset zoneset-name } | ess
[vsan vsan-id] | member {fcalias alias-name | fcid fcid-id [lun lun-id] | pwwn wwn [lun lun-id]}
[active] [vsan vsan-id] | name string [pending] [active] [vsan vsan-id] | pending [active] [vsan
vsan-id] | pending-diff [vsan vsan-id] | policy [pending] [vsan vsan-id] | statistics [vsan vsan-id] |
status [vsan vsan-range] vsan vsan-id]

active

vsan vsan-id
4093

VSAN SAN ID

analysis

active

vsan

VSAN

zoneset

ess ESS

member

name

pending

pending-diff

statistics

status

EXEC

4.0

switch# show zone

VSAN

switch# show zone vsan 1

switch# show zone name Zonel

Cisco Nexus 5000
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showzone W

Fibre Channel ID FCID

switch# show zone member pwwn 21:00:00:20:37:9c:48:e5

switch# show zone statistics

switch# show zone status

zoneset distribute vsan VSAN
VSAN

switch# show zone status vsan 1
VSAN:1 default-zone:deny distribute:active only Interop:default
mode:basic merge-control:allow session:none
hard-zoning:enabled
Default zone:
gos:low broadcast:disabled ronly:disabled
Full Zoning Database
Zonesets:0 Zones:0 Aliases:0
Active Zoning Database
Database Not Available
Status:

8-4 show zone status vsan

8-4 show zone status

VSAN VSAN
default-zone: permit deny
Default zone: VSAN
Quality of Service QoS
broadcast / enabled/disabled
ronly /
enabled/disabled
distribute full active only
Interop 100 = 1=
2 =
mode basic enhanced
merge control allow restrict
Hard zoning is enabled TCAM
Full Zoning Database
Active Zoning Database
Status
Cisco Nexus 5000 Rel 4.0
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M show zone analysis

show zone analysis

show zone analysis

show zone analysis {active vsan vsan-id | vsan vsan-id | zoneset name vsan vsan-id}

active
vsan vsan-id VSAN SAN ID 1 4093

zoneset name

EXEC

4.0

switch# show zone analysis active vsan 1

switch# sh zone analysis vsan 1
Zoning database analysis vsan 1
Full zoning database
Last updated at: 14:36:56 UTC Oct 04 2005
Last updated by: Local [CLI / SNMP / GS / CIM / INTERNAL] or
Merge [interface] or
Remote [Domain, IP-Address]
[Switch name]
Num zonesets: 1
Num zones: 1
Num aliases: 0
Num attribute groups: 0
Formatted database size: < 1 Kb / 2000 kb ( < 1% usage)

Unassigned zones:
zone name zl vsan 1

Cisco Nexus 5000 Release 4.0
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show

8-5

8-5

show zone analysis

show zone analysis

show zone analysis W

Last updated at

Last Updated by

e Local:

CLI —

SNMP  —
SNMP

GS —

CIM —
Common Information Model

INTERNAL —
Routing IVR 1P

e Merge —

e Remote —

S

CIM

Generic Services GS

Inter-VSAN

switch ip-address

Num zonesets

Num zones

Num aliases

FC

Num attribute groups

Cisco Nexus 5000
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M show zone analysis

8-5 show zone analysis

Formatted database size

<XKB/Y KB

Formatted database size: < 1 KB/2000 KB

2000 KB 1KB
Unassigned zones VSAN

switch# show zone analysis zoneset zsl vsan 1

zone compact database VSAN

Cisco Nexus 5000 Release 4.0
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show zoneset W

show zoneset

show zoneset

show zoneset [
[active [vsan vsan-id]] | [brief [active [vsan vsan-id] | vsan vsan-id]] | [name zoneset-name [active
vsan vsan-id] | [brief [active vsan vsan-id | vsan vsan-id]] | [pending [active vsan vsan-id | brief
[active vsan vsan-id | vsan vsan-id] | vsan vsan-id]] | [vsan vsan-id]] |
[pending [active vsan vsan-id] | [brief [active vsan vsan-id | vsan vsan-id]] | [vsan vsan-id]] | [vsan
vsan-id]]

active

vsan VSAN

vsan-id VSAN  VSAN ID 1 4093
brief

name

zoneset-name 64

pending

EXEC

4.0

switch# show zoneset vsan 1

VSAN

switch# show zoneset vsan 2-3

Cisco Nexus 5000 Rel 4.0
[ OL-16599-01-J



8 Cisco Nexus 5000 show |

Ml show zoneset
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aaa authentication login console 5-3
aaa authentication login default 5-4
aaa authentication login error-enable

aaa authentication login mschap 5-6
aaa group server radius 5-7

action 5-8

C

cfs ipv4 distribute 7-3
cfs ipv4 mcast-address 7-4
cfs ipv6 distribute 7-5
cfs region 7-7
cfs staggered-merge 7-8
channel-group
2-2
class-map 4-2
clear access-list counters 5-9
clear accounting log 5-10
clear device-alias 7-9
clear fcdomain 7-10
clear fcflow stats 7-11
clear fcns statistics 7-12
clear fcs statistics 7-14
clear fcsm log 7-13
clear fctimer session 7-15
clear fspf counters 7-16
clear logging nvram 6-2
clear logging onboard 6-3, 6-4
clear mac access-list counters 2-5
clear mac dynamic 2-6
clear mac-address-table dynamic 2-7
clear ntp session 2-8
clear ntp statistics 2-9
clear port-security 7-17
clear rlir 7-18
clear rscn session 7-19

Cisco Nexus 5000

INDEX

clear rscn statistics 7-20

clear spanning-tree counters 2-10

clear spanning-tree detected-protocol 2-11
clear zone 7-21

D

deadtime 5-11

deny IPv4 5-12

deny MAC 5-22
description 5-24
device-alias abort 7-22
device-alias commit 7-23
device-alias database 7-24
device-alias distribute 7-25
device-alias import 7-26
device-alias mode 7-27
device-alias name 7-28
device-alias rename 7-29
discover custom-list 7-30
discover scsi-target 7-31

F

fabric profile 7-33
fabric-binding activate 7-34
fabric-binding database diff 7-36
fabric-binding database vsan 7-37
fabric-binding database 7-35
fabric-binding enable 7-38
fcalias clone 7-39

fcalias name 7-40

fcalias rename 7-41

fcdomain abort vsan 7-44
fcdomain commit vsan 7-45
fcdomain distribute 7-46
fcdomain rfc-reject 7-47
fcdomain 7-42

fcdroplatency 7-48

[ oL-16599-01-J
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fcflow stats
fcid-allocation

fcinterop fcid-allocation

fcns no-auto-poll
fcns proxy-port

fcns reject-duplicate-pwwn

fcping

fcroute

fcs plat-check-global
fcs register

fcs virtual-device-add

fcsp dhchap

fcsp enable

fcsp reauthenticate
fcsp timeout

fesp 7-61

fctimer abort
fctimer commit
fctimer distribute
fctimer

fctrace

fdmi suppress-updates

feature fcoe

feature interface-vlan

feature lacp
feature private-vlan
feature tacacs+
feature

5-25
fspf config
fspf cost
fspf dead-interval
fspf enable
fspf hello-interval
fspf passive

fspf retransmit-interval

in-order-guarantee
instance vlan
interface ethernet
interface fc

interface policy deny

interface port-channel
interface san-port-channel

7-49
7-50
7-51
7-52
7-53

7-56

7-58
7-59
7-60
7-62
7-64
7-65
7-66

7-68
7-69
7-70

7-67
7-71

7-72
7-73
2-12
2-13
2-14
5-26

7-74

7-76

7-77
7-78
7-79
7-80
7-81

7-82
2-15
2-16
7-83
5-27
2-17
7-85

7-54

interface vethernet
interface vfc
interface vig
ip access-list

2-18
7-87
7-86
5-28

ip igmp snooping EXEC 2-19
ip igmp snooping VLAN 2-20

ip port access-group

L

lacp port-priority
lacp system-priority
logging abort
logging commit
logging console
logging distribute
logging level
logging logfile
logging module
logging monitor
logging server
logging timestamp

M

mac access-list

mac port access-group

5-29

2-22
2-23
7-88
7-89

7-90
6-6

6-8

6-9

6-10
6-12

5-31
5-32

mac-address-table aging-time 2-24
mac-address-table notification 2-25

mac-address-table static

match cos
match
member FC

member
7-93
member

monitor session

N

name MST
2-29

name VLAN
2-28

Release 4.0

2-26
4-3

5-34

7-91

7-95
2-27
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7-96
7-97
2-31
2-32
2-33
2-34

npiv enable
npv enable
ntp abort

ntp commit
ntp distribute
ntp sync-retry

ntp 2-30

P

5-48
5-49
5-50
5-35

permit interface
permit vlan
permit vrf
permit  1Pv4
permit MAC 5-45
policy-map 4-4

port-channel load-balance ethernet
port-security abort 7-100
port-security commit 7-101
port-security database 7-102
port-security distribute 7-103
port-security enable 7-104
port-security

port-track enable
port-track force-shut
port-track interface
private-vlan association
private-vlan synchronize
private-vlan

purge fcdomain fcid

2-35

7-98
7-105
7-106
7-107
2-38
2-40
2-36
7-108

R

radius-server deadtime 5-51
radius-server directed-request
radius-server host
radius-server key
radius-server retransmit
radius-server timeout
remark

resequence

revision

rlir preferred-cond fcid
role feature-group name
role name

rscn abort

5-52
5-53
5-55
5-56
5-57
5-58
5-59
2-41
7-109
5-61
5-62
7-111

rscn commit
rscn distribute
rscn event-tov
rule

S

san-port-channel persistent

scsi-target

server
service-policy

show aaa accounting

show aaa authentication

show aaa groups
show access-lists
show accounting log
show cfs

show class-map
show debug npv
show device-alias
show fabric-binding
show fc2

show fcalias

show fcdomain
show fcdroplatency
show fcflow stats
show fcid-allocation
show fcns database
show fcns statistics
show fcoe

show fcroute

show fcs

show fcsp

show fctimer

show fdmi

show flogi

show fspf

show in-order-guarantee

show interface mac-address

show interface priority-flow-control
show interface private-vlan mapping
show interface switchport

show interface vlan
show interface
show ip access-lists

show ip igmp snooping

Cisco Nexus 5000

5-63

Index W

7-112
7-113
7-114

5-64

7-115
7-116
4-5
5-66
5-67
5-68
5-69
5-70
8-2
4-10
8-3
8-4
8-5
8-7
8-9
8-10
8-12
8-13
8-14
8-15
8-16
8-17
8-18
8-20
8-22
8-24
8-25
8-26
8-28
8-29
3-2
4-13
3-3
3-4
3-5
8-30
5-71
3-6
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show lacp 3-7
show loadbalancing

show logging console
show logging info

show logging last

show logging level

show logging logfile

show logging module
show logging monitor
show logging nvram

show logging onboard
show logging server

show logging session status
show logging status

show logging timestamp
show mac access-lists

8-32
6-13
6-14
6-15
6-16
6-17
6-18
6-19
6-20
6-21
6-26
6-27
6-28
6-29
5-72

show mac-address-table aging-time 3-8

show mac-address-table count

show mac-address-table notification

show mac-address-table
show monitor session
show npv flogi-table

show npv status

show policy-map

show port index-allocation
show port-security
show radius-server
show rlir 8-38
show role feature

show role feature-group
show role

show rscn

show running-config aaa
show running-config radius
show running-config security

5-75
8-39

show running-config spanning-tree

show running-config vlan
show running-config

show san-port-channel

show scsi-target

show spanning-tree active
show spanning-tree bridge
show spanning-tree brief
show spanning-tree detail
show spanning-tree interface
show spanning-tree mst

3-9

3-11
3-13
8-33

8-34

4-9,4-11, 4-14
8-35
8-36
5-73

5-76
5-77

5-78
5-79
5-80
3-15
3-16
3-14
8-40

8-41

3-19
3-20
3-21
3-22
3-23
3-25

3-10

show spanning-tree root
show spanning-tree summary
show spanning-tree vlan
show spanning-tree
show ssh key
show ssh server
show startup-config aaa
show startup-config radius
show startup-config security
show startup-config
show system qos
show tacacs-server
show telnet server
show topology
show trunk protocol
show user-account
show users
show vig
show vlan access-list
show vlan access-map
show vlan filter
show vlan id
show vlan private-vlan
show vlan
show vsan
show wwn
show zone analysis
shutdown VLAN

2-42
spanning-tree bpdufilter
spanning-tree bpduguard
spanning-tree cost
spanning-tree guard
spanning-tree link-type
spanning-tree loopguard default
spanning-tree mode
spanning-tree mst configuration
spanning-tree mst cost
spanning-tree mst forward-time
spanning-tree mst hello-time
spanning-tree mst max-age
spanning-tree mst max-hops
spanning-tree mst port-priority
spanning-tree mst priority
spanning-tree mst root

5-90
8-45

3-34

3-32
8-46
8-47

spanning-tree mst simulate pvst global

Release 4.0

5-81
5-82
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