| 2% Catalyst 4500 ¥ ) —X X4 v F® Cisco 10S A< F

show access-group mode interface W

show access-group mode interface

LAY 2A4 =TT x2AADACL 27 4 ¥ 2 b—3 g &R T 5213, show access-group mode
interface =2~ > R&HHALET,

show access-group mode interface [interface interface-number]

X DEREA

TI2HIEK

avY kR E—F

interface (BB A2 =T xR ZA7 T, HE7MEIZ. ethernet, fastethernet,
gigabitethernet, tengigabitethernet. 35 J (} port-channel T,

interface-number  (fLE) A v X — 7 = A AER,

ZOa<wy RIZIET 74V MRERSHY XA,

¥ #E EXEC £— I

EREDAHA R34y

Jyy—= EEER
12.1(19)EW D3~ R Catalyst 4500 & ) — X A4 v FITBMENE LTz,
12.2(25)EW 10X HEy h A—FFy b ¥ =Tz ZADHFHR— KA, Catalyst

4500 >V — X AA vy FiIzBIMENE L,

R— bR OAMREL, FEHT Ly =L > TR £,

] KOFITE, 77 AR A= Fy N A X =Tz 261 DACL YT (Fal—arirthd
FiEERLET,
Switch# show access-group mode interface fa6/1
Interface FastEthernet6/1:
Access group mode is: merge
Switch#
BAEaOTY R avwyFk BIL
access-group mode BEE— K (7z& 21E,. VACLIZ PACL L bELRENET)

BROHELEE—F (K2 ~—Y F—FELEFA MY 2
FE—F) ZFEELET.
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M show adjacency

show adjacency

LAY 3 AL v F o VBERRT — 7 ICBET SR AR T 212X, show adjacency =~ > R&ff
MALET,

show adjacency [ {interface interface-number} | {null interface-number} | {port-channel
number} | {vlan vian-id} | detail | internal | summary]

XD EHEA interface (ER) A v ¥ —Tx2ARAXATTT, HHATE 5H%72MEIL. ethernet,
fastethernet, gigabitethernet. tengigabitethernet. pos. ge-wan. 1
L Watm T7,
interface-number (EE) Va2 VBIOKR— FEESTT, AhfElco Vi, EHE
DA RTA ) ZBRLTITEIN,
null (EE) XNV A F—T=A ZAEWELET, HRRIEF0 TT,
interface-number
port-channel (EE) F¥XNV A F—T =24 AZHELET, ARRMEIZ. 1 ~ 256
number DI DK 64 HDOME T,
vlan vian-id (fEE) VLAN ZE L E7, AMEOFIHIL 1 ~ 4094 TT,
detail (EE) 72 bariFElB IO A~ —ICET L ERERRLET,
internal (FEE) WET — 2 &I T o1 mE R 7L ET,
summary (f£%&) CEF-adjacency lEHOERNZ R L ET,
TZHIE ZOavy RICHET 74V hREDH Y £H A,
O R E—F EXEC
av Y FERE Jy—=x EEERT
12.2(25)EW 10X HEYy b A=Y Ry AV F—T A RAEEDDLLIITIEINEL

EREDAHA R34y

776

interface-number 313 TIX, TV 2 — NV BLOKR— NEFEZEELET. interface-number DA 724l
3 FBET A =T =2 A R ZAT L AT LYV BLOEY 2= MK TRARY 7,
Tz, XAEY P AV Ry b AU F—T oA ZAFREL, 13 A8y F Uy —VIZRBINE
48 "— bk 10/100BASE-T A —H% % v b F®V 2 — V& FEHT LA, Y 2 —NVF 5 OHNE O IL
1 ~13ThHH, R—rEEOANEOFEMIT 1 ~ 48 TY,

N=RT T LAY 3 ALy TF U7 OBRERGHERIZ. 60 BT EICEHINET,
show adjacency =~ RiZi%, ROBFHEBEENTNET,

e Yumbar A —TxAA,

¢ AUH—T A ATREISNTWDONL—T 47 Fabarns {7,

o fUHE—TxA AT RKLA,

o EBSNTBEEEO LK,
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show adjacency W

o L —ZD MACT FL A,

o BEENBEEREBRT T ANnbu—LT U T A ETIESNEER, o= T Y M Sy MR
FBHA~DRERICUR T AN Ry T2 ERATILERH D 9,

5l WOFITIL, BEEEREFRRT D TEEZRLET,
Switch# show adjacency
Protocol Interface Address
IP FastEthernet2/3 172.20.52.1(3045)
IP FastEthernet2/3 172.20.52.22(11)
Switch#

OB TIL, BEEEROY~ V) —2 R 5 ke LET,

Switch# show adjacency summary
Adjacency Table has 2 adjacencies

Interface Adjacency Count
FastEthernet2/3 2
Switch#

ROFITIE, 7o FarFEB IS A ~—FRERRT D iEERLET,

Switch# show adjacency detail

Protocol Interface Address

IP FastEthernet2/3 172.20.52.1(3045)
0 packets, 0 bytes
000000000FF920000380000000000000
00000000000000000000000000000000
00605C865B2800DOBBOF980B0800
ARP 03:58:12

IP FastEthernet2/3 172.20.52.22(11)
0 packets, 0 bytes
000000000FF920000380000000000000
00000000000000000000000000000000
00801C93804000DOBBOF980B0800
ARP 03:58:06

Switch#

WROFITIEZ, FEDA v ¥ =7 = A AOBEE Wz £ond 5 HEz R LET,

Switch# show adjacency fastethernet2/3

Protocol Interface Address
IP FastEthernet2/3 172.20.52.1(3045)
P FastEthernet2/3 172.20.52.22(11)
Switch#
BIEa<T VR avwUFk B
debug adjacency BT Ny ZICET A EHRER R LET,
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W show ancp multicast

show ancp multicast

Access Node Control Protocol (ANCP) I2Xk > CT7 /T 4 7{fbE&NbH~LFF¥ AN AR —2&2FK
9 5HIZ1E, show ancp multicast =~ > R&EFEH L E T,

show ancp multicast [group groupaddr] [source sourceaddr] | [ interface interfacename]

X DEREA

TIAILE

group groupaddr EE) ~LVFXRY AN L —TF T RLAZIHEELET,
EE) SV TFHFx A PNEELT RLRAZHEELET,

UEE) BEDA v E—T oA A LD LTFF v X NEHRELET,

source sourceaddr

interface interfacename

ANCP CT 77 4 TIZRDTRTCOYNALTFFY A AR —LEFRLIET,

avY kR E—F HikE EXEC
avy FER yyy—= TEEm
12.2(50)SG ZDav s R Catalyst 4500 U — X ZA » FITEMINE LT,
i WOFITIEZ, ANCPIZLE»TCT 7T 4 7SN~ LF XY AR AN —L%2FrT D HEEARLE

ﬁ—o

ANCP-Client# show ancp mul

ANCP Multicast Streams

ClientID VLAN Interface Joined on

Group 235.3.2.1

0x01060004000A0703 10 Fa7/3 18:27:35 UTC Sat Sep 13 2008
0x0106000400140703 20 Fa7/3 18:27:35 UTC Sat Sep 13 2008
0x01060004000A0704 10 Fa7/4 18:25:43 UTC Sat Sep 13 2008
0x0106000400140704 20 Fa7/4 18:25:43 UTC Sat Sep 13 2008
Group 238.1.2.3

0x01060004000A0703 10 Fa7/3 18:27:37 UTC Sat Sep 13 2008
0x0106000400140703 20 Fa7/3 18:27:35 UTC Sat Sep 13 2008
0x01060004000A0704 10 Fa7/4 18:25:43 UTC Sat Sep 13 2008
0x0106000400140704 20 Fa7/4 18:25:43 UTC Sat Sep 13 2008
ANCP-Client#
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show arp access-list W

show arp access-list

ARP 772 U A FOFfi AR 2121, showarp =2~ FE2EMHL X,

show arp access-list

BEXDA Zoawr PITiE, BIBERRF—T—FIEHY EHA,
TI+IE ZOawy NITET 740 FERERD Y £H A,
avY K E—F  EXEC
av Y RERE J1)y—2= EEEMN
12.1(19)EW Zmoa= FA Catalyst 4500 2V — 2 ZA v FIBMEE LT,
fl WOBITIE, AA v F D ARP ACL 1§z #r1 5 HiEE R LET,

Switch# show arp access-list
ARP access list rose

permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any

BEa< K avwUFk EREA

access-group mode BT — R (2L 21X, VACL IZ PACL LV v Ed)
BIOHELEE—F (L2E ~—Y F—FELEFAMN 2
FE—F) ZFRELET,

arp access-list ARP 7 78R URMNEEZLZY, EXFH VA b DEHKITA]
ZBMLEY LET,

ip arp inspection filter vlan DAL 34 X =T NVDBFEIZAZT 4 v 27 IP HITREINL TN D
BRANNPLDO ARP #FFFf L, ARP 727X URX MEEHKL,
7R JA RN VLAN IZ#EA L ET,

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show authentication

show authentication

FHIFv X2 — V¥ EMREF T HITIE. EXEC =— FE 7213454 EXEC & — K T show authentication
a<wr REEHALET,

show authentication {interface interface | registrations | sessions [session-id session-id]
[handle Zandle] [interface interface] [mac mac] [method method]

X DA interface interface  IgELT-A v F—7 = A ZAITEEMN T SN TWVWAREIE~Y X — T ¥ DFEMA T
TFERLET,
registrations BA~Y X — V¥ ICBHIN TV DT R TOHROGMER T LET,
sessions BIEOFEI~F—T Y Byvary (FI7AT b THAALRRE) OFMEE
RLET, 7V a v DEETFEANLWE, BET 7747y gy
NIRTERENET, BEODEYy gy (kv a ol L—7) %
FoRT AT, FHEFAHEMT, ERI3MAEbETANTEET,
session-id session-id (£7&) WiE~F—T v o arvaEELET,
handle handle (BE) R~ — VY B REFZTTIHEDONV FAEEELET, A3E
DOFEFIL 1 ~ 4294967295 T,
mac mac (EE) HELZ MAC 7 RLADRIE~F—TV % By va UEREFRRLE
7,
method method BB FBELERIFFRCTHFTENTNERTRTDOI FA T FEERFLE
T, B EIIRO LB T,
o dotlx
e mab
¢ webauth
AvV R TIANLE ZIOavy RIZIET 74V FRERDH Y T8 A,
avy kFE—F EXEC
avy FERE yy—=x EEER
12.2(50)SG Ioawy RREMENE LT,

BRLOAA FS1>
~

(E)

# 2-13 12, show authentication D /) TR RSN D EHELR 7 4 —/V FOBAEZ R LET,

By alrOAT— M LTRRINDFAREOH DEERIZRLET, WTAT— DY a T
X, TAuthz Success| F72i% TAuthz Failed] NFErREINET, BRE2AERT D2 HFRN R OVHEE,
[No methods] MNERINFET,
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show authentication

* 213 show authentication A< > FOH A

Z4—ILF L

Idle Ty varPPbanE Lz, FRITEEFETEINTOERA,

Running Dy a rOFANRFETHTT,

No methods DBy varOREEHLEZFRIIHY FHA,

Authc Success Rk T, 2oy ya v oRENRHLE L,

Authc Failed FHRIZk-oT, 2oty a ORI RKLE LT,

Authz Success IOy a TR, TRTOBENEFICEA SN E L,

Authz Failed IOty a T, HEEOHEAICKILE LT,

# 2-14 12, FROAT— MEATEAEZV AR LET, BT AT —bDE a3 Tid, [Authe

SmwwmTNMm%mm\iﬁ@thdmeﬁ%ﬁéﬂiﬁ(%%d\IO@ﬁﬁﬁiﬁéﬂ\

MREAR Lok GFRICT 2=V A== L2 2R LET), AF UL TREBLENRS

tova oAl Notrun) BNERSNET,

=& 2-14 AT—FAEXDIE

ARXDRTF— AT—k LR HL]

Not run ®T ZDEyvaroFRITFETEINTHERA,

Running g IOty arOFRNETHTT,

Failed over ®T ZOFRFRHMLE L, WOFABEREHTZ BT
HanhTnET,

Authc Success ®T COFRIT, By v a O LR R AR L E L
7

Authc Failed BT COFRIT., By v a DR USRS REAREELE L
77

1 WOFITIE, IR =V ICBEIN TV ARSI REF T D HIEEZ R LET,

Catalyst 4500 >'J—X X4 9w F CiscolOS I¥ > F YI7L YR YY—R 108 XE 3.4.0SG KU 10S 15.1(2)SG

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:
Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

Switch#

WOBITIEZ, HEDA o F—7 = A ADBFEY I — Vv iFMaRRTDHELRLET,

Switch# show authentication interface gigabitethernetl/23
Client list:

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl/0/23
Available methods list:

Handle Priority Name

3 0 dotlx

Runnable methods list:

Handle Priority Name

3 0 dotlx

Switch#
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W show authentication

WOFITIE, A v F LEOTRTCORBIE~FX—V ¥ Ly araRrnt b HEE2RLET,

Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID
Gi3/45 (unknown) N/A DATA Authz Failed 0908140400000007003651EC
Gi3/46 (unknown) N/A DATA Authz Success 09081404000000080057C274

WOFITIE, A F =Tz A ATOTRTCOFEFEYR—V ¥ By ara2RRTHHEEZRLET,

Switch# show authentication sessions int gi 3/46

Interface: GigabitEthernet3/46
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: both
Authorized By: Guest Vlan
Vlan Policy: 4094
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 09081404000000080057C274
Acct Session ID: 0x0000000A
Handle: 0xCC000008

Runnable methods list:

Method
dotlx

State

Failed over

WOBITIE, FEELIZ MAC T FLADRRIEY R —V ¥ By araRKR"THHEELZRLET,

Switch# show authentication sessions mac 000e.84af.59bd

Interface:
MAC Address:
Status: Authz Success
Domain: DATA

Oper host mode:

GigabitEthernetl/23
000e.84af.59bd

single-host

Authorized By: Authentication Server

Vlan Policy: 10
Handle: 0xE0000000

Runnable methods list:

Method State
dotlx Authc Success
Switch#

ROBITIE, FE LRI R L - T

FASINTET XTI ITAT » MaRrmT D HEERLET,

Switch# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Switch# show authentication sessions method dotlx

MAC Address Domain Status Handle Interface

000e.84af.59pd DATA Authz Success 0xE0000000 GigabitEthernetl/23
Switch#

500 >1)—X AL wF CiscolOS av>F JI7L YR JI)—R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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show authentication

EEEavT UK avyv kR BL
authentication N— MMEE & 5 F 7o II RO AN AT L £,
control-direction
authentication critical 802.1X 7 U 4 HNFRIHNRFTA— B EHRELET,
recovery delay
authentication event BFFA X bDOT v a v ERELET,

authentication fallback Webauth 7 +— /LN 7 % 4 32—7 /L2 L, Webauth {27 =—
NF=N—=F B L ZMHHT L7+ — NNy TaTr Ak
BELET,

authentication host-mode K2 | EF—Far 74 X2l —2a %2 FHLT, 77'12% N
Vo—%ifdsEzicfElcnsd ey raronEEE

EJcpe
authentication open ZOR—=FTH—=T > T IRV REA X—T VI LET,
authentication order AVE =T 2 ATTTAT v FORBFEIT K& RIT9 DIEF
BELET,
authentication periodic ZOFR— MOHRIEEZA =T VI LET,
authentication AN— MEE 2R E L E T,

port-control
authentication priority 4’ VHE—=T 2 A ATOBRIAFFTROTIA XV T 4 &2IBELET,

authentication timer HAEF A ~—ZRELET,
authentication violation AR=MIExFa VT A EXNFETDILEEICETTET 7 a
VERELET,
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W show auto install status

show auto install status

X DEREA

T24+ILEK

HEI A VA M=V DRAT—HF A% FRT 5IZiE. show auto install status =~ > F&2FEH L F9,

show auto install status

Zoavy Rk, IEELETF -V —FEdH 0 £HA,

ZOa<wy RIZIET 74V MRERHY XA,

¥ EXEC £— N

]

)y—2 EEEM
12.2(20)EW Z®=a= KA Catalyst 4500 U — X 2 v FITBMENE LTz,

KOFITIE, TFTP $— "D IP 7 RV A& KR L, AA v FRBUE TFTP #— " Eko=ar 7 ¥ a
L—=vay Z7A0ERG LTS NE ) haeRRT 2 hEERLET,

Switch# show auto install status

Status : Downloading config file
DHCP Server : 20.0.0.1
TEFTP Server : 30.0.0.3

Config File Fetched : Undetermined

HAODOERADOIP 7 FL A, HEI A VA F—MEHEIN TV D —R"ERLTWHET, 2FBD IP
TRLVRIE, ar74Xalb—vary 7y A NVERM L TFTP — 2R LTV ET,
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show auto qos WM

show auto qos

#H &4 5 Automatic Quality of Service (Auto-QoS) = > 7 4 ¥ a L — a3 V& FRT HIZ1E, show
auto qos = — EXEC 2~ R&EHHALET,

show auto qos [interface [interface-id]] [{begin | exclude | include} expression]

BXXn5iA interface interface-id EE) MELIEA v I —T 2 A AL TRTOAL L H—T = AD
Auto-QoS R R LET., ARRA VF—7 = A ATiF, WEHR— b
WEENET,
begin (7)) expression & —ET 21T LML £,
exclude (fE&) expression & —ET 21T &R L ET,
include (EE) FEE SN expression & —HTH1TE2EDET,
expression (EE) 2lARA L FELTHEHATL2HIINDO XFFITT,
oYk E—F ¥¢iE EXEC £— N
av Yy FERE yy—= EHEEH

12.1(19)EW TP av s R Catalyst 4500 > U — X ZA » FITEMINE LT,

FREDSHM FS4>  show auto qos interface interface-id =~ > FTiE, Auto-QoS =7 4 X b — g U RERENE
T, AR THLARMERSH D, a7 4 Fal—vailHTda—PEREIRRENETA,

Supervisor Engine 6-E LA T Auto-QoS DB AT H A REMHENH D QoS 2 7 4 F a2 b— 3 (i
BT o Hmae£rT 213 koavr FonFhrzEHLEd,

* show qos
* show qos map
* show qos interface interface-id

¢ show running-config

LFHITIE, RXFENLFERRIENET, 72& 2. exclude output & AJJ L7255 output %
BUATIEFRRENFEEAD, Output ZETITIEFRRINET,

i WO TIX, Auto-QoS N A R —T /L DA D show auto qos =~ RO ) &R LET,

Switch# show auto gos
GigabitEthernetl/2

auto gos voip cisco-phone
Switch#

BZEa<F avwvk B
auto qos voip QoS R XA A »AND Voice over IP (VoIP) @ Quality of Service %
HEIICERE LE T (Auto-QoS),

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show bootflash:

show bootflash:

bootflash: 7 7 A /b ' AT AT L 1EHRE KT 5121L. show bootflash: =~ > REMHH L £7,

show bootflash: [all | chips | filesys]

340

.'E-EI;

BA

TIAILE

all (EE) AIRERTRTOT7 Iy v aEReERLET,

Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

chips 8 79 via FyEREFTLET,

filesys ULE) 774N VAT AEREFR R LET,

ZDa<wy RIZIET 74/ MRERHY XA,

avY K E—F  EXEC
av Y FBE Jyy—= FTEERHR

12.1(8a)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,
i KOFITIE, 774N VAT LDAT—Z AEREFTRT D HEERLET,

Switch> show bootflash: filesys

———————— FILE SYSTEM STATUS —-——————-
Device Number = 0
DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable

NO File Open for Write
Complete Stats

No Unrecovered Errors

No Squeeze in progress

USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES8
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0

Switch>

WROFITIZ, VAT L A A=VIERERTTL2HEERLET,

Catalyst 4500 >1)—X R4 9 F CiscolOS a?> F JI7L YR J1J—R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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Switch> show bootflash:

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time--
1 .. image 8C5A393A 237E3C 14
2 .. image D86EEOAD 957CES8 9
Switch>

7470636 Sep 20 1999 13:48

ROFITIE, $NTOT = 7T v v alffeRTTOHIELRLET,

Switch> show bootflash: all

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time--
1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18
mz

2 .. 1image D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:

6456088 bytes available (9534696 bytes used)

———————— FILE SYSTEM STATUS —-—-—————-
Device Number = 0

DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF

File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:

STATUS INFO:

Writable

NO File Open for Write
Complete Stats

No Unrecovered Errors

No Squeeze in progress

USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES8
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0

Switch>

2063804 Aug 23 1999 16:18:
:49 rp.halley

show bootflash:

name
45 c4-boot-mz

name

:45 c4-boot-

49 rp.halley

(1.0)
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W show bootvar

show bootvar

BOOT BRELAIIEWM A R R"9 5121, show bootvar =~ > FEEHL £,

show bootvar

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK ZOavy RICET 740 NRENRDH Y £ A,
avY kR E—F ¥iE EXEC E— F

av Y FERE Jy—=R EEE
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X 2 v FITBMENE LTz,
fl wOBITIE, BOOT BEAKIERE E -T2 HiEERLET,

Switch# show bootvar

BOOT variable = sup:1l;

CONFIG FILE variable does not exist
BOOTLDR variable does not exist
Configuration register is 0x0
Switch#
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show cable-diagnostics tdr W

show cable-diagnostics tdr

TDR 7 —7 V2D T A MEFRZERTT HI21E. show cable-diagnostics tdr =~ > REfH L E9,

show cable-diagnostics tdr {interface {interface interface-number}}

GE) oz~ KX, KD CiscolOS VU —ATEHBEILENS TETT, P vIiZ, diagnostic start =
~UREHERLET,

X DA interface interface A L 5 —7 = A X 44 7TF, HREIL fastethernet 1 L O
gigabitethernet T,
interface-number EY 2 —LBILOR— FES

TI2HILE ZDavwy RICET 740 FRENRH Y £ A,

avY kK E®E—F ¥:HE EXEC £ — K

av Y FEE Jyy—= EEER
12.2(25)SG Z O3y R Catalyst 4500 vV — X 2w FITBEMENE L,

HRAEDHM K542 TDR 7 2 hiZ&, Cisco IOS Release 12.2(25)SG # 92179 % Catalyst 4500 2 U — 2 ZA v FIZH T,
WDTA L= FOHRTHR—-FENET,

e WS-X4548-GB-RJ45

e WS-X4548-GB-RJ45V
e WS-X4524-GB-RJ45V
e WS-X4013+TS

e WS-C4948

e WS-C4948-10GE

BEEE COMHBEEA— ML (m) B TERREINET,

i WDFETIE, TDR 72 MCET A H®REF LT 2 HEELRLET,

Switch# show cable-diagnostics tdr interface gi4/13
Interface Speed Local pair Cable length Remote channel Status

Gid/13 OMbps 1-2 102 +-2m Unknown Fault
3-6 100 +-2m Unknown Fault
4-5 102 +-2m Unknown Fault
7-8 102 +-2m Unknown Fault
Switch#

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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Bl show cable-diagnostics tdr

# 2-15 12, show cable-diagnostics tdr =~ > RO NICFKRENDE T 4 — /L ROFHAEZRLET,

& 2415 show cable-diagnostics tdr 37> FOHAZ 1 —IL F
Z4—ILFK B
Interface TANENIEA VHE—T =2 A ATT,
Speed BI{E D RIRHE T,
Pair 72— T OLFTTT,
Cable Length fEdE COMEME (A — kv (m) HAD) T,
Channel ~T7HE (A, B, C, £k D) T7,
Status WRONWTIINTRRINDRXT DAT—HATT,
e Terminated : V > 7 (ZfENL SN TWET,
e Fault: r—7LEH (A—7 v Fixva— k) TY,

RREOY YR avu R EIL
test cable-diagnostics tdr 48 A — K 10/100/1000 BASE-T € ¥ = — /L D — 7 /L DR TE
ETANLET,
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show call-home W

show call-home

% L7= Call Home f¥# & F~x9 521X, %4 EXEC & — F T show call-home =~ F&#iH L
ﬁ‘o

show call-home [alert-group | detail | mail-server | profile {all | name} | statistics]

X DA alert-group (EE) BHRERT T — k JA—T % RRLET,
detail (f:7%) CallHome =27 4 X2l — a0l #1LET,
mail-server (L) Call Home ® A —/L Y —RBIHEOERERFLET,
profile all EiE) T RCOMETe 77 ALDaALy T 4 Fal—a U EREFR
LET,
profile name L) HEDFSE TR 7 7 A VOREERER T LET,
statistics (f£%) Call Home D#EFHE#® % ER LET,

ATVETIANE ZOawy RITET 740 FRENRH Y £ A,

avykE—F H:HE EXEC (#)

avy FEE Jy—= EEER
12.2(52)SG Z® A~ Fi3 Catalyst 4500 2 U — X A A w5 Supervisor Engine 6-E,
B L O Catalyst 4900M ¥ v —IZEIMSVE LT,

#1 WOHITIE, BEENTWS Call Home RELXF R LET,

Switch# show call-home
Current call home settings:
call home feature : disable
call home message's from address: switch@example.com
call home message's reply-to address: support@example.com

vrf for call-home messages: Not yet set up
contact person's email address: technical@example.com

contact person's phone number: +1-408-555-1234

street address: 1234 Picaboo Street, Any city, Any state, 12345
customer ID: ExampleCorp

contract ID: X123456789

site ID: SantaClara

Mail-server[1l]: Address: smtp.example.com Priority: 1
Mail-server[2]: Address: 192.168.0.1 Priority: 2

Rate-limit: 20 message(s) per minute

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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M show call-home
Available alert groups:
Keyword State Description
configuration Disable configuration info
diagnostic Disable diagnostic info
environment Disable environmental info
inventory Enable inventory info
syslog Disable syslog info
Profiles:

Profile Name:
Profile Name:

campus-noc
CiscoTAC-1

Switch#

R EFE D Call Home 15 O L4
Switch# show call-home detail
Current call home settings:

call home feature disable
call home message's from address:

switch@example.com

call home message's reply-to address: support@example.com

vrf for call-home messages: Not yet set up

contact person's email address: technical@example.com

contact person's phone number: +1-408-555-1234

street address: 1234 Picaboo Street, Any city, 12345

Any state,

customer ID: ExampleCorp
contract ID: X123456789

site ID: SantaClara
Mail-server([1l]: Address:
Mail-server[2]: Address:

Rate-limit: 20 message (s)
Available alert groups:

Keyword

configuration

diagnostic

environment

inventory

syslog

Profiles:

Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format:
Message Size Limit:
Transport Method: email
Email address(es):
HTTP address(es):

Alert-group

inventory

Syslog-Pattern

Profile Name: CiscoTAC-1
Profile status: ACTIVE
Preferred Message Format:

smtp.example.com Priority: 1
192.168.0.1 Priority: 2
per minute

Disable
Disable
Disable
Enable

Disable

configuration info
diagnostic info
environmental info
inventory info
syslog info

long-text

3145728 Bytes

noc@example.com
Not yet set up

Severity

normal

Severity

xml
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show call-home W

Message Size Limit: 3145728 Bytes

Transport Method: email

Email address(es): callhome@cisco.com

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 1 day of the month at 09:27

Periodic inventory info message is scheduled every 1 day of the month at 09: 12

Alert-group Severity

diagnostic minor

environment warning

inventory normal

Syslog-Pattern Severity

L x major
Switch#

AP gE7: Call Home 77— bk v —7F

Switch# show call-home alert-group
Available alert groups:

Keyword State Description

configuration Disable configuration info

diagnostic Disable diagnostic info

environment Disable environmental info

inventory Enable inventory info

syslog Disable syslog info
Switch#

B A=) B RO AT — 5 2R

Switch# show call-home mail-server status
Please wait. Checking for mail server status

Translating "smtp.example.com"
Mail-server[l]: Address: smtp.example.com Priority: 1 [Not Available]
Mail-server[2]: Address: 192.168.0.1 Priority: 2 [Not Available]
Switch#
FTRCOEHRT a7 7 A NDER (EREFALB LV —VER)

Switch# show call-home profile all

Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: long-text
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up

Alert-group Severity
inventory normal
Syslog-Pattern Severity
wa o wa

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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Hl show call-home

Profile Name: CiscoTAC-1
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 1 day of the month at 09:27

Periodic inventory info message is scheduled every 1 day of the month at 09:12

Alert-group Severity
diagnostic minor
environment warning
inventory normal
Syslog-Pattern Severity
* major
Switch#

L WEFRGE T 0 T 7 A NV DIEHR

Switch# show call-home profile CiscoTAC-1
Profile Name: CiscoTAC-1
Profile status: INACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Periodic configuration info message is scheduled every 11 day of the month at 11:25

Periodic inventory info message is scheduled every 11 day of the month at 11:10

Alert-group Severity

diagnostic minor

environment warning

inventory normal

Syslog-Pattern Severity
* major

Call Home D#EEHE #H

Switch# show call-home statistics

Message Types Total Email HTTP

Total Success 0 0 0
Config 0 0 0
Diagnostic O 0 0
Environment O 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
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show call-home W

Total In-Queue O 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Total Failed 0 0 0
Config 0 0 0
Diagnostic O 0 0
Environment O 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Total Ratelimit

-dropped 0 0 0
Config 0 0 0
Diagnostic 0 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Last call-home message sent time: n/a

BEaIvUF avwok A
call-home (Fu— )L a7 4 Fa call-home 2> 7 4 Falb—Tary T— RE2HBELET,
L—yav)
call-home send alert-group BEDTS5— K N —7 Avt—U2EELET,
service call-home (Cisco IOS ®~==  Call Home A *— 7V E-IIT 4 =T NI LE T,
TV EBHR)
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M show cdp neighbors

show cdp neighbors

CDP TR STe A N — T8, A DFM A KT 2121%, show edp neighbors =~ > FA&fi L %
R

show cdp neighbors [fype number] [detail ]

X DEREA ype BB BERBLERIA NSRS TNES VI —T oA A X AT T
T, A TE 2H%07efliX, ethernet, fastethernet, gigabitethernet,
tengigabitethernet, port-channel, 3 XU vlan T,

number (EE) EBRPBERFAN—ITHERENT VDA I —T =4 ZAFZTT,
detail (EE) FAN—0OflzRRLET (Fy FYV—=2 T RLA A X =T

BR—F ., A=AV R EA L, VT TT "=z 0y,

FIHIE IOavy RITIET 74V MERERD Y 8 A,

T
H
I
™.

avy ¥#HE EXEC E— K

av Y FERE Jyy—=x EEERR
12.2(25)EW XA EY A= Ry b AL F—T oA RAEEDDLLICHTEISNEL
776

EREDH A K54  vlan %—U— NiZ, Supervisor Engine 2 % il L THER S LT % Catalyst 4500 & ) — 2 2 A v F
THR— b ERET

port-channel values OHiHIL 0 ~ 282 T4, 257 ~ 282 OfEIX CSM B LW FWSM 721 CTH AR — |k
énij‘o

Bl OB TIL, CDP R A N—IZHT DR Frnd 5 ke LT,

Switch# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
lab-7206 Eth 0 157 R 7206VXR Fas 0/0/0
lab-as5300-1 Eth 0 163 R AS5300 Fas 0
lab-as5300-2 Eth 0 159 R AS5300 Eth 0
lab-as5300-3 Eth 0 122 R AS5300 Eth 0
lab-as5300-4 Eth 0 132 R AS5300 Fas 0/0
lab-3621 Eth 0 140 R S 3631-telcoFas 0/0
008024 2758E0 Eth 0 132 T CAT3000 1/2

Switch#
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show cdp neighbors

# 2-16 12, ZOFITERENTWNWSE T 4 —L FOFHPAEZRLET,

& 2-16

show cdp neighbors @7 1+ —J)L FDOFHEA

J4—ILF

EE

Device ID

FAN—= TR ADFEESNTNS ID (4. MAC T FL A, %7
U T AR T,

Local Intrfce

(B—HN A E =Tz R) EHAT 4 TICEoTHEAINTWE Y
o k=TT,

Holdtme

(K= F ZA L) BAEDT SA ANEEFEN—Z350 CDP 7 R %
A ARX 2 N BERET D E TICRET 550 R (B) T,

Capability

FNAATHRHENIHIEa—FT, ZDFT /A R XA 71X, CDP
FAN—= T =TIV A FENET, ERENDARELED H D HEITR
DEBYTT,

R: L —%
T: hTFUVAXRXT LN T oY
B: V—AN—=T 4T 7)o

S: AA vF

H: A&k
[:IGMP 7 /34 &
r: Je—%

P : &if

Platform

T A ADRIFE T TT,

Port ID

TAALADTa b arBLOR— bFESTT,

ROFITIL, CDP A N—DFEMaRT-T D HIEERLET,
Switch# show cdp neighbors detail

Device ID: lab-7206
Entry address (es) :

IP address:

172.19.169.83

Platform: cisco 7206VXR, Capabilities: Router
Interface: Ethernet0, Port ID (outgoing port): FastEthernet0/0/0
Holdtime : 123 sec

Version :

Cisco Internetwork Operating System Software
IOS (tm) 5800 Software (C5800-P4-M), Version 12.1(2)

Copyright (c)

1986-2002 by Cisco Systems, Inc.

advertisement version: 2

Duplex: half

Device ID: lab-as5300-1
Entry address(es):

IP address:

Switch#

Catalyst 4500 >'J—X X4 9w F CiscolOS I¥ > F YI7L YR YY—R 108 XE 3.4.0SG KU 10S 15.1(2)SG
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M show cdp neighbors

#£ 2-1712, ZOBITERENTWNWE T 4 —L FOFHHAZRLET,

& 217 show cdp neighbors detail ® 7 «+ —JL FDOFREA
J4—ILF it
Device ID RAN—= FTNRAL ZDAHTE . ZDOT A ZAD MAC

T RVAEEEFV Y T AESTT,

Entry address(es)

FAN=FNRAZADF Y NT—27 T RLADY A |k
<7,

[network protocol] address

FA N FALADF Y NU—2 T RLRATY, 7
N &A1&, 1P, IPX. AppleTalk, DECnet, £721&
CLNS 7®m F a VORFTETRH S NLET,

Platform

FANR—= TR AL B L OEFEETT,

Capabilities

RAN—DTNRA R LA TTT, TOT 541 A,
N—H_ TV hTFTUAXT LN T wU
V—=AN—TFT 4T TV T AL vF FA M,
IGMP T34 A, F7213V ©—& T,

Interface

HEOTFNRA A EOR—FO7a ha)LB LR —
&S TT,

Holdtime

HIEDT AL APEIEL—Z ) 5D CDP 7 K A% A
AA Y N EBEFETDHETIRET 550 R (B)
<7,

Version:

RAN= TR ATEITINTND Y 7 bT =T
N—= g T,

advertisement version:

CDP 7 RARZA XA MR LTHER S TN D
CDP O/R—2 5 T,

Duplex: HIEDT INA A L R A N— T NRA A OB DT =
Ty I A AT =TT,
EEa<TUF avok L]
show cdp (CiscoIOS D~v== 27 m—,L CDPHREFFLET (XA ~—, m—ILF ZA A
TV B HR) fEHRe L),

show cdp entry (Cisco IOS @
v =2 TV ESR)

Cisco Discovery Protocol (CDP) #ffiH L CHith & 7=HE D
RAN—= TN ZZEHT D ERER T LET,

show cdp interface (Cisco IOS
D~=aTI)VESMR)

Cisco Discovery Protocol (CDP) 234 RX—7 /Ll >TW5A
V=T A AET DR EFRRLET,

show cdp traffic (Cisco IOS @
~=a T VELBIR)

CDP 77— NAb b T 7 4 v ERERRFLET,
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show class-map W

show class-map

7T A =y TEREERTTDHITIL, show class-map 2~ FEFHEH L E T,

show class-map class name

X DEREA

TI2HIE

avU Rk E—F

class_name IRy THTT,

CDAaxy RITET 74NV FREPRH Y £H A,

¥ #E EXEC £=— I

avy FERE

]

Jy—=x EEEm
12.1(8a)EW Z =z KA Catalyst 4500 ) — X A v FIZBIMESNE LT,
12.2(25)SG TnTu— %7y a rOEREERLET,

WOFITIE, TRTCDITA VYT DITA Yy FMEREFRTDHEERLET,

Switch# show class-map

Class Map match-any class-default (id 0)
Match any

Class Map match-any class-simple (id 2)
Match any

Class Map match-all ipp5 (id 1)
Match ip precedence 5

Class Map match-all agg-2 (id 3)

Switch#

OB T, $FED I TA v T DI TA <y TEREERT D HEEZRLET,

Switch# show class-map ipp5
Class Map match-all ipp5 (id 1)

Match ip precedence 5
Switch#

T7AM AP Ry h A X =T x2ARA6/1IZ, RIRTEIZ2O00T7 7747 7u—»nbdEL
9,

Srclp DstlIp IpProt SrcL4Port DstL4Port
192.168.10.10 192.168.20.20 20 6789 81
192.168.10.10 192.168.20.20 20 6789 21

WDar7 4 Falb—a Tk, 71— 1000000 bps (2R Y > 7 XL, 9000 /31 hD/I—2R
MERFFRI S ET,

match flow ip source-address|destination-address =~ > N&fHIT 2L, b2 207 —(% 1
DOT7R—IZHEIN, RUEEFELT FRLABIOSET FLAEZRLET,

| oL-27596-01-J
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M show class-map

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # class-map cl

Switch (config-cmap)# match flow ip source-address ip destination-address ip protocol 14
source-port 14 destination-port

Switch (config-cmap) # exit

Switch (config) # policy-map pl

Switch (config-pmap) # class cl

Switch (config-pmap-c) # police 1000000 9000

Switch (config-pmap-c) # exit

Switch (config-pmap) # exit

Switch (config) # interface fastEthernet 6/1

Switch (config-if)# service-policy input pl

Switch (config-if)# end

Switch# write memory

Switch# show policy-map interface

FastEthernet6/1

class-map cl

match flow 1p source-address ip destination-address ip protocol 14 source-port 14
destination-port
|
policy-map pl

class cl
police 1000000 bps 9000 byte conform-action transmit exceed-action drop

|
interface FastEthernet 6/1

service-policy input pl

Switch# show class-map cl
Class Map match-all cl (id 2)

Match flow 1ip source-address ip destination-address ip protocol 14 source-port 14
destination-port

Switch#
BEaTUF avwyk ER
class-map LAIERET D7 TRy hOBREIZHFEHIN, 77 A

~v 7 arZ4Xal—vary - RORBICERINS Y T
A~y T EMERLET,

show policy-map R v— vy FHERERTLET,

show policy-map interface > % —7 = XITHIGH T HNIEANBLCHARY ©—0
WEHERB L Nar 74 X2l —va v 2FrRLET,
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show device-sensor cache W

show device-sensor cache

TNAA VY —Fxrvia T2 b EFRRTDHITIL, R EXEC £— KT show device-sensor
cache =~ FEMHEHLEJ,

show device-sensor cache {mac mac-address | all}

BX DA mac oY —Fryvia 2 NIBRRENDTANAADMAC T RUAZHE L E
mac-address T,
all FTRTCOT AL ADEY Y —Frvia o b EFRLET,

TIANLE ZOawy RITETF 740 MIH Y A,

avwv kK E—F ¥¢#E EXEC

avy FERE Jyy—= EEANR

I0S XE 3.4.0SG and Z oA~ R3 Catalyst 4500 U — X 24 v FITBIMESNE LT,
10S 15.1(2)SG)

#RLDHSL KS1Y show device-sensor cache =2~ > RZMHifH L CLREDT A AL T TRXRTOT AL ANEEZELE
TLV 74—V RE7iZA 7T a DY A NEERLET,

1 iz, show device-sensor cache mac mac-address =~ > RO 1B~ L £,

Router# show device-sensor cache mac 0024.14dc.df4d

Device: 0024.14dc.df4d on port GigabitEthernetl/0/24

Proto Type :Name Len Value

cdp 26:power-available-type 16 00 1A 00 10 00 00 00 01 00 00 00 00 FF FF FF FF

cdp 22 :mgmt-address-type 17 00 16 00 11 00 00 00 01 01 O1 CC 00 04 09 1B 65
0E

cdp 11l:duplex-type 5 00 OB 00 05 01

cdp 9:vtp-mgmt-domain-type 4 00 09 00 04

cdp 4:capabilities-type 8 00 04 00 08 00 00 00 28

cdp 1l:device-name 14 00 01 00 OE 73 75 70 70 6C 69 63 61 6E 74

11ldp 0:end-of-11ldpdu 2 00 00

1ldp 8:management-address 14 10 0C 05 01 09 1B 65 OE 03 00 00 00 01 00

1ldp 7:system-capabilities 6 OE 04 00 14 00 04

1ldp 4:port-description 23 08 15 47 69 67 61 62 69 74 45 74 68 65 72 6E 65
74 31 2F 30 2F 32 34

11dp 5:system-name 12 0A OA 73 75 70 70 6C 69 63 61 6E 74

dhcp 82:relay-agent-info 20 52 12 01 06 00 04 00 18 01 18 02 08 00 06 00 24
14 DC DF 80

dhcp 12:host-name 12 0C OA 73 75 70 70 6C 69 63 61 6E 74

dhcp 6l:client-identifier 32 3D 1E 00 63 69 73 63 6F 2D 30 30 32 34 2E 31 34
64 63 2E 64 66 34 64 2D 47 69 31 2F 30 2F 32 34

dhcp 57:max-message-size 4 39 02 04 80
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Bl show device-sensor cache

iz, show device-sensor cache all =~ > FOH 1B Z 7~ L £,

Router# show device-sensor cache all

Device:

001c.0£f74.8480 on port GigabitEthernet2/1

Type :Name Len Value

52:option-overload 3 34 01 03

60:class-identifier 11 3C 09 64 6F 63 73 69 73 31 2E 30

55:parameter-request-list 8 37 06 01 42 06 03 43 96

6l:client-identifier 27 3D 19 00 63 69 73 63 6F 2D 30 30 31 63 2E 30 66
37 34 2E 38 34 38 30 2D 56 6C 31

57:max-message-size 4 39 02 04 80

000f.f7a7.234f on port GigabitEthernet2/1

Type :Name Len Value

22:
19:
18:
11:
10:

9:

00 16 00 08 00 00 00 0O

00 13 00 05 00

00 12 00 05 00

00 OB 00 05 01

00 OA 00 06 00 01

00 09 00 09 63 69 73 63 6F

mgmt-address-type
cos-type

trust-type
duplex-type
native-vlan-type
vtp-mgmt-domain-type

O o U U1 0 ©

WROFIZ, ZOMHNTEIRENDHEZRT 4 —/L FIZOVWTHMLET,

J4—ILF B
Device PEREDT AL ZAB LA v F—T A 2D MAC 7 FL A,
Proto YRR D TR TS ORERTHLT B Fa,
Type TLV 0% A 7,
Name TLV D4 i,
Len TLV O E &,
Value TLV Off,
BEa<T UK avw >k B
debug device-sensor FRA R B —DF Ny T 2—T T LET,
device-sensor HLE oY — F— A ORIIFIC. T A Lo — Fa hal 5— 4 %
accounting THYLT 4y La—RBML, BMOT T T 47 A0 b

R LET,

device-sensor filter-list & X4 2 Lo —HHNCEDLEFITRANTHLZENTELF T a0

VYA N&EETe CDP £721X LLDP 7 4 V& Z/ERE L £,

device-sensor filter-list 54 X Lo —HDICED D EITRANT DL LN TEDL AT a0 D

dhcp U A K%&&ET DHCP 7 4 V& ER L £ 7,
show device-sensor FNRAA B —DFyvia NI ERRLET,
cache

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show diagnostic content

show diagnostic content

ETAMBLOTRTCOEY 2—MIZONT, TAMID, 7A M, BLXOYFR—FrEnTnodh
Ny TARN LLICET 27 2 MERZRTT 2121E. show diagnostic content =~ > N % ffi ]
LET,

show diagnostic content module {all | num}

BXX DR all =V EDTRTCOE a— L EFERLET,
num TV 2 NER,
T2+ EK ZOavy RICET 740 NRERH Y £ A,

avykE—F EXEC

oy FERE yy—=x EEER
12.2(20)EWA Z®Oza< 2 RN Catalyst 4500 >V — X A4 » FIZEMESE LT,

1 WOFITIE, % —3 DT R_RTCOEL 2—LZONT, AL AL —F, =X 7K. BLO
T A NEMEERTAHHFEERLET,

Switch# show diagnostic content module all
module 1:

Diagnostics test suite attributes:

B/* - Basic ondemand test / NA

P/V/* - Per port test / Per device test / NA

D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
m/* - Mandatory bootup test, can't be bypassed / NA
o/* - Ongoing test, always active / NA

Testing Interval

ID Test Name Attributes (day hh:mm:ss.ms)
1) supervisor-bootup ---—-----—-""-"-"-"--—"—--——— > KADEAAAAT A K not configured
2) packet-memory-bootup ---—----————-—————--- > KADFRA KK AR not configured
3) packet-memory-ongoing —--—---—-—--——-——-———- > XHAN*FAXTH0o not configured

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show diagnostic content

module 6:

Diagnostics test suite attributes:
B/* - Basic ondemand test / NA

Per port test / Per device test / NA
Disruptive test / Non-disruptive test / NA

Monitoring is active / Monitoring is inactive

can't be bypassed / NA

always active / NA

Testing Interval

P/V/* -

D/N/* -
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I -
m/* - Mandatory bootup test,
o/* - Ongoing test,

ID Test Name

Attributes (day hh:mm:ss.ms)

1) linecard-online-diag --

Switch#

__________________ > *FADAKAAKT KK

not configured

BEav> R avwyEk

g!l‘:

T

show diagnostic result module

EFEV a2 AN—2ADOBWT A MEREFRLET,

show diagnostic result module
test 2

BHER ATy b AFY TAMOMREFRLET,

show diagnostic result module
test 3

ETHATy b AEY TARORERERRLET,

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show diagnostic result module W

show diagnostic result module

BV a2 — AR—A0BWT A MEREZERT HIZ1E, show diagnostic result module =~ > K&
LET,

show diagnostic result module [s/ot-num | all] [test [test-id | test-id-range | all]] [detail]

XD EHEA slot-num (L8 BEinErshsAny hafEELET,
all EE) ¥ TRy hogkiaERRrLET,
test (EE) e LTV 2a— L TRRENET A FERRLET,
test-id (LE) M—DF 2 M ID 2fELET,
test-id-range (EE) AN ID ofHEREELE,
all (EE) TR_RTHOTF A Oz RRLET,
detail (ER) BT A MEREERTRLET,
TI24IEK T —TDTRTDEY 2 —IZONTT A MEROERNEZR R LET,

avY kR E—F e EXEC E— KN

av Y FERE Jy—=R EEE
12.2(18)EW Z»=a= KA Catalyst 4500 U — X 2 v FITIBMENE LTz,
fl WOBITIE, =Y DT RTDEY 2 —VZOWTHEROEN 4 F£rT 5 HEEZRLET,

Switch# show diagnostic result module
Current bootup diagnostic level: minimal
module 1:

Overall diagnostic result: PASS
Diagnostic level at card bootup: bypass

Test results: (. = Pass, F = Fail, U = Untested)
1) supervisor-bootup --------------—--—---—- > U
2) packet-memory-bootup -------—--——--——--—-—-— > U
3) packet-memory-ongoing ------------—----—--— > U
module 4:

Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal

Test results: (. = Pass, F = Fail, U = Untested)

1) linecard-online-diag -----------—--——----- > .

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

Bl show diagnostic result module

module 5:

Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal

Test results: (. = Pass, F = Fail, U = Untested)
1) linecard-online-diag -----------——--—----- >
module 6:

Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal

Test results: (. = Pass, F = Fail, U = Untested)

1) linecard-online-diag -----—---—-"--—--—-———-— >

ROBFITIE, TV a—N 1 OFTA Ui FonT 25k R LET,

Switch# show diagnostic result module 1 detail
Current bootup diagnostic level: minimal
module 1:

Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal

Test results: (. = Pass, F = Fail, U = Untested)
1) supervisor-bootup --—---—-———-————————--—- >
Error code —-——-—-—--—--——-———-——-———-——- > 0 (DIAG_SUCCESS)
Total run count -----------"-""="-—"————— > 0
Last test execution time -----------—- > n/a
First test failure time --—-—-------—- > n/a
Last test failure time --—-—-——-——-——————- > n/a
Last test pass time --—-——-------————- > n/a
Total failure count --———---———-—--—-———- > 0
Consecutive failure count ----------- > 0

Power-On-Self-Test Results for ACTIVE Supervisor

Power-on-self-test for Module 1: WS-X4014
Port/Test Status: (. = Pass, F = Fail)
Reset Reason: PowerUp Software/User

Port Traffic: L2 Serdes Loopback .

o: . 1: . 2: . 3: . 4: . 5: . 6: . T7: . 8: . 9: . 10: . 11:
12: . 13: . 14: . 15: . 16: . 17: . 18: . 19: . 20: . 21: . 22: . 23:
24: . 25: . 26: . 27: . 28: . 29: . 30: . 31:

Port Traffic: L2 Asic Loopback .
o: . 1: . 2: . 3: . 4: . 5: . 6: . T7: . 8: . 9: . 10: . 11:

Catalyst 4500 >1)—X R4 9 F CiscolOS a?> F JI7L YR J1J—R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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show diagnostic result module W

12: . 13: . 14: . 15: . 16: . 17: . 18: . 19: . 20: . 21: . 22: . 23:
24: . 25: . 26: . 27: . 28: . 29: . 30: . 31:

Port Traffic: L3 Asic Loopback .

o: . 1: . 2: . 3: . 4: . 5: . 6: . T7: . 8: . 9: . 10: . 11: .
12: . 13: . 14: . 15: . 16: . 17: . 18: . 19: . 20: . 21: . 22: . 23:
24: . 25: . 26: . 27: . 28: . 29: . 30: . 31: . au:

Switch Subsystem Memory ...
1 . 2: . 3: . 4: . 5: . 6: . T7: . 8: . 9: . 10: . 11: . 12:

13: . 14: . 15: . 16: . 17: . 18: . 19: . 20: . 21: . 22: . 23: . 24:
25: . 26: . 27: . 28: . 29: . 30: . 31: . 32: . 33: . 34: . 35: . 36:
37: . 38: . 39: . 40: . 41: . 42: . 43: . 44: . 45: . 46: . 47: . 48:

49: . 50: . 51: . 52: . 53: . 54:

Module 1 Passed

2) packet-memory-bootup -------------------- >
Error code —-——-——=—-—-—-——————————————- > 0 (DIAG_SUCCESS)
Total run count -----—--—-—---——-——-————- >0
Last test execution time ------------ > n/a
First test failure time ------------- > n/a
Last test failure time ----—---------- > n/a
Last test pass time ---—-------—---—--—- > n/a
Total failure count ---------------—-- >0
Consecutive failure count ----------- >0

packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

Number of errors found: 0

Cells with hard errors (failed two or more tests): O

Cells with soft errors (failed one test, includes hard): 0
Suspect bad cells (uses a block that tested bad): 0

total buffers: 65536

bad buffers: 0 (0.0%)

good buffers: 65536 (100.0%)

Bootup test results:1

No errors.

3) packet-memory-ongoing —--—--—--—--——--——-——-- > U
Error code —-——————=—————————————————— > 0 (DIAG_SUCCESS)
Total run count —-—-—-----------"—"——————— > 0
Last test execution time -------—--—- > n/a
First test failure time ---—--—--—-----—- > n/a
Last test failure time ---—-—-—-—-—-—-=-———- > n/a
Last test pass time -—-———-------————- > n/a
Total failure count --——-—---—-——----———- > 0
Consecutive failure count ----------- > 0

packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

Packet memory errors: 0 O

| oL-27596-01-J
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Bl show diagnostic result module

Current alert level: green
Per 5 seconds in the last minute:
0000O0O0O0OOO
00
Per minute in the last hour:
0000 0 00

O O O o O o
o O O o
o O O O o
o O O O O
o O O O O
O O O O O
o O O O O
o O O O O o

0 0

Per hour in the las
00000O0O0CO
00000O0O0CO
0000

Per day in the

00000

O O (t O O O O O

ast 3

o O O

0
0
0
0
i

ct memory tes ailures per minute in the last hour:

O O O O O OO onm
H

o O O O O
O O O O O

0
0
0
0
0

o O O O

1
0
0
0
e
0
0
0
0
0
0

o O O O O

o

0 00 000

Potential false positives: 0 O
Ignored because of rx errors: 0 0O
Ignored because of cdm fifo overrun: 0 0
Ignored because of oir: 0 0
Ignored because isl frames received: 0 0O
Ignored during boot: 0 0
Ignored after writing hw stats: 0 O
Ignored on high gigaport: 0

Ongoing diag action mode: Normal

Last 1000 Memory Test Failures:

Last 1000 Packet Memory errors:

First 1000 Packet Memory errors:

o

Switch#

Catalyst 4500 ~1J—X XA v F CiscolOS A2 K Y77 LR IJJ—R |OS XE 3.4.0SG &1 10S 15.1(2)SG
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show diagnostic result module test W

show diagnostic result module test

EEIE 7 > b AEY TR MOREREFRRT HI21E, show diagnostic result module test =~ > K%
BEHLET, WX, 7 A MPEII LI, RBLEED, EFREETINRN T2 RRFINE
T

show diagnostic result module [N | all] [test fest-id] [detail]

XD EHEA N (fEE) EVa—AKEEZIEELET,
all (B TRCOEV2a—NEHEELET,
test test-id EE) 779 b 74— TOtdr 7 A MOEEEBEELET,
detail (ER) HHTOFMIEROBRREZRELET,

HIEHESE AT g T,

TIAILE BRI H Y FH AL

Ok E—F EXEC £—F

av Y FEE yy—=x EEER
12.2(25)SG ZDav s R Catalyst 4500 U — X ZA » FITEMINE LT,

BEREDHA RS54  detail ¥—U— RiZ, BEESHFEOL XA a0dR— MILMFICLAHMAZENE LTVET,

i KOBTIE, BEW Sy b AEY TR NORREFETRTIHEERLET,

Switch# show diagnostic result module 6 detail
module 6:

Overall diagnostic result:PASS

Test results: (. = Pass, F = Fail, U = Untested)

1) linecard-online-diag --——--——--=-"----————- > .
Error code —-————————————————————————— > 0 (DIAG_SUCCESS)
Total run count ---—-—-—-—-----—-———————— > 1
Last test execution time ------------ > Jan 21 2001 19:48:30
First test failure time --——-------—- > n/a
Last test failure time --—-——————————- > n/a
Last test pass time --—-—---------———- > Jan 21 2001 19:48:30
Total failure count ----—-------—---—- > 0
Consecutive failure count ----------- > 0

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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M show diagnostic result module test

Slot Ports Card Type

Diag Status Diag Details

6 48 10/100/1000BaseT (RJ45)V, Cisco/IEEE Passed None
Detailed Status
= Pass U = Unknown
L = Loopback failure S = Stub failure
I = Ilc failure P = Port failure
E = SEEPROM failure G = GBIC integrity check failure
Ports 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Ports 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32
Ports 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
2) online-diag-tdr:
Port 1 2 3 4 5 6 7 8 910 11 12 13 14 15 16 17 18 19 20 21 22 23 24

v Uvu U U U U U U U U U U U

Port 25 26 27 28 29 30 31 32 33 34 35 36 37 38

v v v uvvuvvuv v v v v v uvu v U U U U U U U U U U U

Error code ————————— >
Total run count ——--————————————————— >
Last test execution time --—-—-——-———-—- >
First test failure time --——————————- >
Last test failure time --—-——————--—-———- >
Last test pass time --—-————-—————————- >
Total failure count —-——-—————————————— >
Consecutive failure count —-------—-—--—- >

Detailed Status

TDR test is in progress on interface Gi6/1

0 (DIAG_SUCCESS)

Jan
n/a
n/a
Jan

22 2001 03:01:54

22 2001 03:01:54

Switch#
RREOY YR avu R EIL
diagnostic start BMELEZZHT R F2EITLET,

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show diagnostic result module test2 W

show diagnostic result module test 2

EEIF 7 > b AEY TR MOFEREFR T HI21E, show diagnostic result module test 2 =~ > K
ZREMLUET, HAKE, 7 A PR LIz, KB L7ZD, ERIFET SR pRRRSIE
T

show diagnostic result module N test 2 [detail]

X DEREA

T2+ EK

N EV a2 NVEEERELET,

detail () I OFMIEROF R EREL £7,

FEMRRERITH D A,

avYV K E—F EXEC £— I
av Y FERE Jy—=R EEER
12.2(18)EW D3~ R Catalyst 4500 & ) — X A4 v FITBMENE LTz,

EREDAHA R34y

I

detail % — U — NI, BHESIFOL A a0 R— MELAZICI2EMNELBEME LTWET,

WOBITIE, EEFE ATy b AEY T MOREERRTDHEERLET,

Switch# show diagnostic result module 1 test 2
Test results: (. = Pass, F = Fail, U = Untested)

2) packet-memory-bootup ------------ > .

WOBITIE, BEFE A7y b A€ T X bOFMARRMREEZRRTDHEELRLET,

Switch# show diagnostic result module 2 test 2 detail

Test results: (. = Pass, F = Fail, U = Untested)

2) packet-memory-bootup ------------ > .
Error code —-----———-——————---- > 0 (DIAG_SUCCESS)
Total run count -------——------ > 0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time ----——---—- > n/a
Total failure count --------- >0
Consecutive failure count ---> 0

packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

| oL-27596-01-J
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M show diagnostic result module test 2

Number of errors found: 0
Cells with hard errors
Cells with soft errors
Suspect bad cells

total buffers: 65536
bad buffers: 0 (0.0%)
good buffers: 65536 (100.0%)

Bootup test results:
No errors.

(failed two or more tests): 0
(failed one test,
(uses a block that tested bad): O

includes hard): 0

BEa<TFR avwvk

B8

diagnostic monitor action

AA TRy b ARVIEEERHELIZEEOT 7 v a v
fRELET.

show diagnostic result module
test 3

ETH ATy b AEY TARORERERRLET,

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show diagnostic result module test3 W

show diagnostic result module test 3

FATHR ARy b AEY TR RNOfRERERRT HIZIE. show diagnostic result module test 3 =~ K
ZREMLUET, HAKE, 7 A PR LIz, KB L7ZD, ERIFET SR pRRRSIE
R

show diagnostic result module N test 3 [detail]

X DEREA

T2+ EK

N T a2 — V&S,

detail () I OFMIEROF R EREL £7,

FEMRRERITH D A,

avYV K E—F EXEC £— I
av Y FERE Jy—=R EEER
12.2(18)EW D3~ R Catalyst 4500 & ) — X A4 v FITBMENE LTz,

EREDAHA R34y

I

detail % — U — NI, BHESIFOL A a0 R— MELAZICI2EMNELBEME LTWET,

WOBITIE, FATH ATy b AFY T X MOREERRTDHEERLET,

Switch# show diagnostic result module 1 test 3
Test results: (. = Pass, F = Fail, U = Untested)

3) packet-memory-ongoing ---------—-- > .

WOFITIE, EATT ATy b AFY T A FOFMARKREFRT 2 7EERLET,

Switch# show diagnostic result module 1 test 3 detail

Test results: (. = Pass, F = Fail, U = Untested)

3) packet-memory-ongoing ----------- > .
Error code —-----———-——————---- > 0 (DIAG_SUCCESS)
Total run count -------——------ > 0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time ----——---—- > n/a
Total failure count --------- >0
Consecutive failure count ---> 0

packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

| oL-27596-01-J
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M show diagnostic result module test 3

00
green

Packet memory
Current alert

errors:

level:

Per 5 seconds
00000
00

Per minute in

000

000O00O0

the last hour:

00

o O O O

o O O o
o O O O o
o O O O O O
o O O O O o
o O O O O o
o O O O O O
o O O O O

O O O O O

00
Per hour in

+
o

he

-
©

t day:

o O
o O
o O O
o O
o O
o O
O O nh O O o o o
o O
o O

0
0
0 0
Per day in the last 30 days:
00
00

00

o o oK O
o o o

o

o

0
0
0

“+
o O

O O O O O o n O o

t mem
0

Dire r e

00

O O O O o N O o o
o O O O O

O O O O O O 0 © o o
O O O O OK O O O
O O O O O
O O O O O
o O O
o O O O

o O O O o

00
Potential
Ignored
Ignored
Ignored
Ignored
Ignored
Ignored
Ignored on high gigaport:
Ongoing diag action mode:

00
false

000
positives:

because of oir:

during boot: 0 O

in the last minute:

t failures per minute in the last hour:

00
because of rx errors:

00

because of cdm fifo overrun: 0 O
00
because isl frames received: 0 O

after writing hw stats: 0 0

Normal

Last 1000 Memory Test Failures: v
Last 1000 Packet Memory errors:
First 1000 Packet Memory errors:

BEa<TFR avwvk

EEA

diagnostic monitor action

AA TRy b ARVEEEZRBELIZEEDOT 7 v a v x

fRELET.

show diagnostic result module
test 2

BHER ATy b AEY TAMOMRERRLET,
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show dotix M

show dot1x

AZA v FREBIORELIZA v EZ—T oA ZIZOWT, 802.1X MiFHERB L OEEAT — % 2 2%
KT HICIE, showdotlx =~ RZEH L X9,

show dotlx [interface interface-id] | [statistics [interface interface-id]] | [all]

BX DA interface interface-id ~ ({13&) HEL-A—FD 802.1X A7 —H 2 & F R LET,
statistics (EE) AA v FERIFEELEA L F—T =4 2D 021X HitE M4 %
FLET,
all UEE) 74NV SO 8R2IX a2 7 4 Fal—a i o7 T
A B =T 2 AONWTC, f v F =Tz AT ED8021X a7 (X =
L—vaUiEmERrLET,
T2F+IE ZOavy RICET 740 FREDRH Y TR/ AL

¥ EXEC £— N

EREDHA R4

Jy—= EEER

12.1(12¢c)EW Z®=a= KA Catalyst 4500 U — X 2 v FITBMENE LTz,
12.1(19)EW 7 A N VLAN & £rd 5 Ko ik sh i Lz,

12.2(25)EW 10FHTEY M A —HFy M A F—T A ADHR— I, Catalyst 4500

J—X 2L wFITBEMENE LT,

12.2(25)EWA BIIEEI Y BT HR TV D FFRFES A ~— (Session-Timeout EIZHE D & 5124 A
T —RRESNTVIHAE) OV R—FABEMEhE L,

12.2(31)SG R— FOFEHEEB L7 VF 4 ALREOHF— FRBEMShE Lz,

A UHE =T 2 A RAERELRWVWEGEARIL, 78— UL XTI AXA—FBIONY~ U —NERINET, 1
B =T 2 AERELIEEAIX, TOA X —T oA AOFMBERINET,
interface 77> 2 2R E L2\ T statistics ¥ — 7V — FZ A S LEHEIE, T XCOA X —T = A
AIZOWTHIHREHE SR AT R SN E T, interface 772 3 2R E L T statistics ¥ —7V— K2 A1 L7z
BAIE, IBELIEA v —T oA RAZOWTHEMERDIERINE T,
LFHITIE, RXFENLFEREI SN ET, 72& 2. exclude output & AJJ L2355 output %
EUITIIFRRINERAD, Output ZETITIRFRINE T,

SREENA X — T NV DH4A ., show dotlx =~ FTiX, BMEEIV L TONTWHIHRIFEFA ~—B &
OHFEREE COFR Y RN E RS NET,

| oL-27596-01-J
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W show dotix

]

wOFITix. show dotlx =~ RO N EFRRT D HiEEZRLET,

Switch# show dotlx

Sysauthcontrol = Disabled

Dotlx Protocol Version = 2

Dotlx Oper Controlled Directions = Both
Dotlx Admin Controlled Directions = Both
Critical Recovery Delay = 500

Critical EAP = Enabled

Switch#

WOFITIE, FEDOR— FD 802.1X HatHEHM AR TT 2 HELRLET,

Switch# show dotlx interface fastethernet6/1
Dotlx Info for FastEthernet6/1

PAE AUTHENTICATOR
PortControl AUTO
ControlDirection Both

HostMode MULTI_ DOMAIN
ReAuthentication Disabled
QuietPeriod 60
ServerTimeout 30
SuppTimeout 30
ReAuthPeriod 3600 (Locally configured)
ReAuthMax 2

MaxReq 2

TxPeriod 30
RateLimitPeriod =0

Dotlx Authenticator Client List

Domain DATA
Supplicant 0000.0000.ab01
Auth SM State AUTHENTICATED
Auth BEND SM Stat IDLE
Port Status AUTHORIZED
Authentication Method Dotlx
Authorized By Authentication Server
Vlan Policy =12
Domain VOICE
Supplicant 0060.b057.4687
Auth SM State AUTHENTICATED
Auth BEND SM Stat IDLE
Port Status = AUTHORIZED
Authentication Method Dotlx
Authorized By Authentication Server

Switch#

# 2-1812, BREIND 74—V RFO—5EZRLET, HOOED DT ¢ —/b FIZiX, NEBIKEED I H
DEREINET, TNHDOAT— F v VU BLUOREDFEMIIOWVWTIE, 802.1X AR L T2

éb\o

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show dotix M

#* 218 show dot1x interface M 7 1 —JL FDEREA
J4—ILE BREA
PortStatus A= RNDAT—H A (FFAlETITEFFA]) TT, dotlx port-control

VHA—T a2 A A AL T 4Fal—a Ly avwy KA aute IR ESINT
SN wuuﬂzﬁ‘ﬂz% Tl/f:_ﬁl:l\ A= DRAT—H AL uq:T& L/T%

AENET,

Port Control dotlx port-control { > ¥ —7 = A A a7 4 Falb—ar avrs i
DEETT,

MultiHosts dotlx multiple-hosts { > ¥ —7 = A a7 4 X al— a3y avy

N2F Hﬂiﬂfﬁ— (u?j‘if’ jﬁutFT)

WD TIiL, show dotlx statistics interface gigabitethernetl/1 =2~ > FOH AR LET, F 2-19
(2. TOHNDTRREND 7 4=/ FOBIHZRLET,

Switch# show dotlx statistics interface gigabitethernetl/1l

PortStatistics Parameters for Dotlx

TxRegId = 0 TxReq = 0 TxTotal = 0

RxStart = 0 RxLogoff = 0 RxRespId = 0 RxResp = 0

RxInvalid = 0 RxLenErr = 0 RxTotal= 0

RxVersion = 0 LastRxSrcMac 0000.0000.0000

Switch#

= 219 show dot1x statistics ® 7 4 —JL FD&HEA

Z4—ILF B

TxReq/TxReqld %15 &7 EAP-request/identity 7 L — A D3,

TxTotal EEINEZTRTOZ A 7O EAPOL 7 L— 2 D%,

RxStart Z15 SN T-FA %072 Extensible Authentication Protocol over LAN
(EAPOL) -Start 7 L — LDk

RxLogoff 2fg & 7= EAPOL-Logoff 7 L — A D¥#

RxRespld %15 S 7= EAP-Response/ldentity 7 L — A DK

RxResp A8 &= H %7 Extensible Authentication Protocol (EAP)
-Response 7 L'— A (Response/Identity 7 L — LIS 0%

RxInvalid ZIEENTEAPOL 7L —2DH b, 7L—h A TEBRBTERNT
L — A0

RxLenError ZEENTZEAPOL 7L —2D 5L, Nry "AKORESZRT T (—
I RINERN 72 7 L— A DK

RxTotal ZEENETXTOZA TDOEZ: EAPOL 7 L — A 0H

RxVersion BBICZE LI EAPOL 7 L — A TmEINT-Ta hal A—U g &K
5o

LastRxSrcMac R#%IZ%1E L7 EAPOL 7 L — A TRk EL72i%fE 58 MAC 7 R LA

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show dotix

BEaITUF avwok Eﬁﬂﬂ

dotlx critical — FT802.1X 7 VF 4 W NRGEE A F—T NI LET,

dotlx critical eapol EAP RMADIEHF TR — M7 VT 4 WG E = T 124
& D EAPOL REIRT Y FOREEZA X —T M LET,

dotlx critical recovery delay =k U)ﬁfﬁﬂﬂﬁﬂ:i))ﬁbﬂé g [ RT3 Li@‘

dotlx critical vlan 7 ) T A ANVRFEEZ T 2R — N ERED VLAN 128
HTET,

dotlx guest-vlan AR—hZEIWZH AR VLAN 4 32 —7VIZLET,

dotlx max-reauth-req WIET 0 A2 HBETHHIIZ, AL v TN

EAP-Request/Identity 7 L' — L% 7 54 7 > MIF%EET
DIRREHEERELET,

dotlx port-control A= NOFFAI AT — FOFEFHIEE A X —7MIZLET,
mac-address-table notification ZA4 v FTMAC 7 RV R@HZA X —7 I LET,

Catalyst 4500 ~1J—X XA v F CiscolOS A2 K Y77 LR IJJ—R |OS XE 3.4.0SG &1 10S 15.1(2)SG
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show energywise

show energywise

show energywise 5t EXEC =~ F&ffif] L C. =7 17 1 & Power over Ethernet (PoE) X—

k@ EnergyWise @

BLOAT =R 2R RLET,

show energywise [categories | children | domain | events | level [children | current
[children] | delta children] | neighbors | recurrences | statistics | usage [children] |
version] [ | {begin | exclude | include} expression]

BX DA categories (F£E) BALLEFRRLET,
children (EE) =0T 4T 4L POER—FDRAF—Z A%FRLET,
domain EE) =T 4T 4DBBTDHRAL U ERRLET,
events TE) FAAUADOMOT T 47 (IZEEESNTHIED 10 oA~
M (XAvt—Y) ZFERLET,
level children (FEE) =o T 4T A ITHEHAATRERBEN L~V ERRLET,
current children +  children : =27 {7 1 & PoE — M ZHN AT/ L ~L
delta children
o current: =T 4T 4 DHEDEI L)L,
({E&) children: =5 47 ¢ & PoE AR— FOBHEDOEHL L
e delta: =27 4T A DBEDOBEH LV EFHARERE I L~V D3E
(f£%) children : =27 (7 4 & PoE iR— b DBIEDFEH L UL L fiF
FAARER B L~ L D=
neighbors (FE) =T AT ADBBTDLRAAL L DRAN—FT—T N EFERLET,
recurrences (fEE) EnergyWise RE LMV IBLDAT —Z AR RLET,
statistics EB) AV MBIV T—D v 2 E2FERLET,
usage children UEE) =T 47 1 DENERTRLET,
e children : PoE R"— b DEHEFRR L ET,
version (f7E) EnergyWise D/ N—V a V2R R LET,
a2 R E—F ¥k EXEC
avy FERE Jyy—=x EEEM
12.2(52)SG Zoavwry RpnENENELE,

ERLEDAA FS54>

]

LFHITIE, KLFEE/NFERRHSNET, 72& 21E, | exclude output & AJ) L7254 output %
BUITIER RSN EEAD, Output Z ETATIZRRINET,

Switch# show energywise
Interface Role Name Usage Lvl Imp Type

Switch lobby.1 558.0 (w) 10 1 parent

| oL-27596-01-J
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W show energywise

Switch# show energywise level

Interface

Name

lobby.

1

Switch# show energywise children

Interface

Gi3/3
Gi3/4

Role Name Usage

Switch lobby.1 558.0 (W)
interface Gi3.3 0.0 (W)
interface Gi3.4 0.0 (W)

<output truncated>

Switch# show energywise domain

Name
Domain
Protocol
IP

Port

lobby.1
areal

udp
10.10.10.2
43440

Switch# show energywise events

Sequence:
Class:
Action:
Reply To:

246818 References: 0:1 Errors:
PN _CLASS_QUERY

PN ACTION CPQR POWERNET QUERY SET
8.8.8.24:43440

Sequence:
Class:
Action:
Reply To:

246827 References: 0:1 Errors:

PN _CLASS DISCOVERY

PN ACTION CPQR POWERNET DISCOVERY DISCOVERY UPDATE
8.8.8.24:43440

Levels (Watts)

Lvl

10
10
10

Imp

0.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0

Switch# show energywise level children

Interface

Gil/0/1
Gil/0/2
Gil1/0/3
Gil/0/4
Gil/0/5
Gil/0/1

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG

Name
lobb
Gil.
Gil.
Gil.
Gil.
Gil.

Gil.o0.
<output truncated>

oo oo oK

= oo w N

Levels (Watts)

0 1 2 3 4 5 6 7 8 9
0.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0
0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Switch# show energywise level current
Interface Name Level Value
lobby.1 10 558.0 (W)
Switch# show energywise level current children
Interface Name Level Value
lobby.1 10 558.0 (W)
Gil/0/1 Gil.0.1 1 15.4 (W)
Gil/0/2 Gil.0.2 1 15.4 (W)
Gil/0/3 Gil.0.3 1 15.4 (W)
Gi1/0/4 Gil.0.4 1 15.4 (W)
Gil1/0/5 Gil.0.5 1 15.4 (W)

<output truncated>

Type
parent
child
child
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show energywise

Switch# show energywise level delta
Levels (Watts)
Interface Name 0 1 2 3 4 5 6 7 8 9 10

lobby.1 -558.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Switch# show energywise level delta child
Levels (Watts)

Interface Name 0 1 2 3 4 5 6 7 8 9 10
lobby.1 -558.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Gil/0/1 Gil.0.1 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gil/0/2 Gil.0.2 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gi1/0/3 Gil.0.3 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gi1/0/4 Gil.0.4 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
<output truncated>

Switch# show energywise neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Id Neighbor Name Ip:Port Prot Capability

1 Switch.A 2.2.2.29:43440 cdp S I

5 Switch.B 2.2.2.22:43440 udp S I

7 Switch.C

Switch# show energywise recurrences

Id Addr Class Action Lvl Cron

2 Gi1/0/17 QUERY SET 3 minutes: 0 hour: 8 day: * month: * weekday: *

3 Gil/0/18 QUERY SET 3 minutes: 0 hour: 8 day: * month: * weekday: *

4 Gil/0/19 QUERY SET 3 minutes: 0 hour: 8 day: * month: * weekday: *

Switch# show energywise statistics
Children: 48 Errors: 2 Drops: 0 Events: 14

Switch# show energywise usage
Interface Name Usage Caliber

lobby.1 558.0 (W) max

Switch# show energywise usage child

Interface Name Usage Caliber
lobby.1 558.0 (W) max
Gil/0/1 Gil.0.1 0.0 (W) presumed
Gil/0/2 Gil.0.2 0.0 (W) presumed
Gil1/0/3 Gi1.0.3 0.0 (W) presumed
Gil/0/4 Gil1.0.4 0.0 (W) presumed
Gil1/0/5 Gil.0.5 0.0 (W) presumed

<output truncated>

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show energywise

Switch# show energywise version

EnergyWise is Enabled

IOS Version: 12.2(52)SG(0.91)

EnergyWise Specification: (t_nrgyz v122 52 sg throttle)1.0.14

EEavrk avoFk e
energywise (Fe—/\)L a7 4 F¥alb— U7 47 4T EnergyWise 4 x—7/MIZ L, &RE
vav) L%,

energywise (f V¥ —7x AR a7 4 PoE AA— k T EnergyWise #5/& L £7°,
Fal—Tay)

Catalyst 4500 ') —X RA v F CiscolOS AT F YI7L YR IJY—2Z |0S XE 3.4.0SG £ &V 10S 15.1(2)SG
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show environment W

show environment

VY —VOBRET 7 — b, BEAT—HF A, BIUOUREEF/RT AHITIL. show environment =~ > K

2L ET,
show environment [alarm] | [status [chassis | fantray | powersupply | supervisor]] |
[temperature]
X DA alarm (EE) % —3DTT—h AT — X ARBELET,
status (B BERT—2 AEREBELET,
chassis (ER) ¥ —YOMERT =2 XA Z2dEELET,
fantray (EE) 77v PLADART—ZAEBEL, 77 FLADOBENHEHEERRLE
7
powersupply (%) BREBORATF— X AEEELET,
supervisor (BB A== NP P DAT—HRAEHRELET,

temperature (EE) BEDOY Yy —VIRBEREZREELET,

T2+ EK ZOavy RICET 740 NRERH Y £ A,

avy kE—F it EXEC &— K

vy FERE yy—= EEER
12.1(8a)EW Z o3~ R Catalyst 4500 V) — X 24 »FITBEMENE LT,
12.1(12c)EW show environment =~ > N2 X 5 — AR BRELIF M O FREERE D VR — F 2%E
SFE LT,
] KOFITIEZ, ¥y —YDOBRET 7— 5, BEAT—4 A, BILOBIEOREFEICHET 5 E#ERRT
L2HEERLET,

Switch# show environment
no alarm

32 degrees Celsius
75 degrees Celsius
95 degrees Celsius

Chassis Temperature
Chassis Over Temperature Threshold
Chassis Critical Temperature Threshold

Power Fan

Supply Model No Type Status Sensor
PS1 PWR-C45-1400AC AC 1400w good good
PS2 none -= - -=
Power Supply Max Min Max Min Absolute
(Nos 1in Watts) Inline Inline System System Maximum
PS1 0 0 1360 1360 1400

PS2 -- -- -= -= -=

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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Hl show environment

Power supplies needed by system : 1

Chassis Type WS-C4507R

Supervisor Led Color Green

Fantray good

Fantray removal timeout: 240

Power consumed by Fantray 50 Watts

WROFITIE, BET 7 —LICHETHIERERTT 2 HEERLET,

Switch# show environment alarm
no alarm
Switch#

ROBITIE, BFREE, >¥y—v Y47 BEOT7v MU ACHETLERERRT D HEEZRLE
R

Switch# show environment status

Power Fan
Supply Model No Type Status Sensor
PS1l PWR-C45-1400AC AC 1400w good good
PS2 none -= - -
Power Supply Max Min Max Min Absolute
(Nos in Watts) 1Inline 1Inline System System Maximum
PS1 0 0 1360 1360 1400
PS2 -- -- -- -- --
Power supplies needed by system : 1

Chassis Type WS-C4507R

Supervisor Led Color Green

Fantray good

Power consumed by Fantray 50 Watts

Switch#

WROFITIE, Y —VICHETDEREZ R D HEEZRLET,

Switch# show environment status chassis
Chassis Type :WS-C4507R
Switch#

WKOBITIE, 77 FvAIZHET EREFRT D HEEZRLET,

Switch# show environment status fantray

Fantray good
Power consumed by Fantray 50 Watts
Switch#

Catalyst 4500 >1)—X R4 9 F CiscolOS a?> F JI7L YR J1J—R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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show environment W

WROFITIE, BIFREEICHETEHRE 2R HEEZ R LET,

Switch# show environment status powersupply

Power Fan
Supply Model No Type Status Sensor
PS1 WS-X4008 AC 400w good good
PS2 WS-X4008 AC 400w good good
PS3 none -- -= -=
Switch#

WOBITIEZ, A== P o DT DIERERTT D HEERLET,

Switch# show environment status supervisor
Supervisor Led Color :Green
Switch#

ROBITIE, ¥y =V OREICHET ERE LR T 2 ke LET,

Switch# show environment temperature

Chassis Temperature = 32 degrees Celsius
Chassis Over Temperature Threshold = 75 degrees Celsius
Chassis Critical Temperature Threshold = 95 degrees Celsius
Switch#

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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Bl show errdisable detect

show errdisable detect

errdisable IR D AT — % A% FK/RxT 51Z1%. show errdisable detect =~ > R&fEH L £7,

show errdisable detect

X DA Zoawy R, 3IBELRF—T— by £HA,
TIAIE DAV Y RIZET 74V RRER DV EH A,
aAvYkFE—F % EXEC £E—F
EEPAY JU—R EEER
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X 2 v FITBMENE LTz,
12.1(19) EW A R =LA ORT —Z ANRFRICEENE LT,
] KOFITIE, errdisable B D AT —% 2 & FimT 5 HikEa R LET,
Switch# show errdisable detect
ErrDisable Reason Detection status
udld Enabled
bpduguard Enabled
security-violatio Enabled
channel-misconfig Disabled
psecure-violation Enabled
vmps Enabled
pagp-flap Enabled
dtp-flap Enabled
link-flap Enabled
12ptguard Enabled
gbic-invalid Enabled
dhcp-rate-limit Enabled
unicast-flood Enabled
storm-control Enabled
ilpower Enabled
arp-inspection Enabled
Switch#
BEa< K avwvFk St

errdisable detect

errdisable R % A F—7 VI LE T,

errdisable recovery

BIE A= R LEBERELET,

show interfaces status

A HE =T ADAT —HF AFE T errdisable A7 — b
WWhBA A2 —T 2 ADY A NERFLET,

Catalyst 4500 >1)—X R4 9 F CiscolOS a?> F JI7L YR J1J—R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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show errdisable recovery W

show errdisable recovery

errdisable [F1f % 1 ~ —1F#H 2 £ " T 521, show errdisable recovery =~ > F&HEH L E T,

show errdisable recovery

340

.'E-EI;

BH Zoavy Rk, IEELEIF Y —FEdH 0 £EA,

T24+ILEK ZOavy RICET 740 NRERH Y £ A,

avY kR E—F e EXEC E— KN

av Y FERE Jyy—= EEEM
12.1(8a)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,
12.1(19)EW A h—=LHIEOAT — 2 ARFRICHEENE LT,

] ROFITIE, errdisable [FI & A ~ —1§#E £ <Y 25 EERLET,
Switch# show errdisable recovery
ErrDisable Reason Timer Status
udld Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled
vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Disabled
12ptguard Disabled
psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled

Timer interval:30 seconds
Interfaces that will be enabled at the next timeout:

Interface Errdisable reason Time left (sec)

Fa7/32 arp-inspect 13

Catalyst 4500 &) —X XA wF Ciscol0S 3T K Y77 LR Y Y—2 I0S XE 3.4.0SG & & U 10S 15.1(2)SG
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Bl show errdisable recovery

BEaITUF avwok e
errdisable detect errdisable fitt % 4 x—7 MIZ L ¥,
errdisable recovery B A =X LEREFHELET,
show interfaces status A E =T 2 A ADAT —HF XAFE X errdisable A7 — |

WZoBA v F =T 2 AD) A 2R RLET,

Catalyst 4500 ¥ J—X XA ¥ F CiscolOS Ia2Y K YI7 LR J1J—2R I0S XE 3.4.0SG & & U 10S 15.1(2)SG
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show etherchannel W

show etherchannel

7+ /L@ EtherChannel {Fi# 2 F 1~ 5121%. show etherchannel =~ FZfEH L £9°,

show etherchannel [channel-group] {port-channel | brief | detail | summary | port |
load-balance | protocol}

EX DA channel-group — ({13) F % %/ 7 — 75T, AOMEOHEIL 1 ~ 64 TF,
port-channel A=K FrxViflrRr~LET,
brief EtherChannel 5O~V —2 R R L ET,
detail Z£#072 EtherChannel 1A F R~ L £,
summary EF ¥ XN IN—TDh~ ) —% 1 {TCERLET,
port EtherChannel " — s DIF#H A2 F R L ET,
load-balance 00— RN RXTURAEREERLET,
protocol A FX—TNThHb7a harriRRrLET,
TI24ILE Zoawr RITET 740 FERERD Y £H A,
a2 R E—F ¥ # EXEC £— K

AT Y FEE -2 EEER
12.1(8a)EW Zoa~ R Catalyst 4500 ) — X 24 v FITBEMENE LT,
12.1(13)EW LACP OH% AR — 2B, Zoa~wy FIZBMEhE LK,

BRLEDHARSAY FrxL ZA—T%BELRVWEAIE, TXTOF v XL T —FRERINET,
WO TIH, A— K U A D Passive 7 4 —/L RiZb A ¥ 3 DFR—hF F¥ AT TERRIENET,
ZOT7 44—V R, FEEBILTOWARVYEAS X —T 2 ART v R TA—THNTEREINLTWH
5L (BLXUORMEMIZTF Yy RV JL—TATHE—DR—F Fx XL THDHZ L) ZERLET,

] WOBITIE, BEDIZN—TDR— F¥x RxNAFRERTRT L HEEZRLET,

Switch# show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol

Age of the Port-channel = 02h:35m:26s
Logical slot/port = 10/1 Number of ports in agport = 0
GC 0x00000000 HotStandBy port = null

Fa5/4 Fa5/5
Port-channel L3-Ag Ag-Not-Inuse

Passive port list
Port state

Ports in the Port-channel:

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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B show etherchannel

Switch#

ROFITIE, v—=F NTUAERERRT D2 HEERLET,

Switch# show etherchannel load-balance
Source XOR Destination mac address
Switch#

WOEITIX, BEDO I NL—TDFEROY~ ) —2RR-THHEEZTRLET,

Switch# show etherchannel 1 brief
Group state = L3

Ports: 2 Maxports = 8

port-channels: 1 Max port-channels =1
Switch#

WROFITIEZ, FFED 7 NV—7 OFMIGRERTT 2 HikERLET,

Switch# show etherchannel 1 detail

Group state = L3

Ports: 2 Maxports = 8

Port-channels: 1 Max Port-channels = 1
Ports in the group:

Port: Fab/4

Port state EC-Enbld Down Not-in-Bndl Usr-Config

Channel group = 1 Mode = Desirable Gecchange = 0

Port-channel = null GC = 0x00000000 Psudo-agport = Pol

Port indx =0 Load = 0x00

Flags: - Device is sending Slow hello. - Device is in Consistent state.

S

A - Device is in Auto mode. - Device learns on physical port.
Timers: H
S

C
P
- Hello timer is running. Q - Quit timer is running.
- Switching timer is running. I - Interface timer is running.

Local information:

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Fa5/4 d Ul/s1 1s 0 128 Any 0

Age of the port in the current state: 02h:33m:14s
Port: Fa5/5

Port state = EC-Enbld Down Not-in-Bndl Usr-Config

Channel group = 1 Mode = Desirable Gcchange = 0

Port-channel = null GC = 0x00000000 Psudo-agport = Pol

Port indx =0 Load = 0x00

Flags: - Device is sending Slow hello. - Device is in Consistent state.

S

A - Device is in Auto mode. - Device learns on physical port.
Timers: H
S

C
P
- Hello timer is running. Q - Quit timer is running.
- Switching timer is running. I - Interface timer is running.

Local information:

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Fa5/5 d Ul/s1 1s 0 128 Any 0

Age of the port in the current state: 02h:33m:17s

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show etherchannel W

Port-channels in the group:

Port-channel: Pol

Age of the Port-channel = 02h:33m:52s
Logical slot/port = 10/1 Number of ports in agport = 0
GC = 0x00000000 HotStandBy port = null

Fa5/4 Fa5/5
Port-channel L3-Ag Ag-Not-Inuse

Passive port list
Port state

Ports in the Port-channel:

Index Load Port

Switch#

KOBITIE, HF v FN TN—TOF <) —% 1 {TCERRTDHEEZRLET,

Switch# show etherchannel summary
U-in use 1I-in port-channel S-suspended D-down i-stand-alone d-default

Group Port-channel Ports

1 Pol (U) Fa5/4(I) Fa5/5(I)
2 Po2 (U) Fa5/6(I) Fa5/7(I)
Switch#

OB TIE, TRTOR— FBLOTRTDZ/L—F 0 EtherChannel RN— HMEREFRT D Hikz R
LET.
Switch# show etherchannel port

Channel-group listing:

Port: Fab5/4

Port state = EC-Enbld Down Not-in-Bndl Usr-Config

Channel group = 1 Mode = Desirable Gcchange = 0

Port-channel = null GC = 0x00000000 Psudo-agport = Pol

Port indx =0 Load = 0x00

Flags: - Device is sending Slow hello. - Device is in Consistent state.

- Device learns on physical port.

S

A - Device is in Auto mode.
Timers: H
S

C
P
Hello timer is running. QO - Quit timer is running.
- Switching timer is running. I - Interface timer is running.

Local information:

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Fa5/4 d Ul/s1 1s 0 128 Any 0

Age of the port in the current state: 02h:40m:35s
Port: Fa5/5

Port state = EC-Enbld Down Not-in-Bndl Usr-Config

Channel group = 1 Mode = Desirable Gcchange = 0
Port-channel = null GC = 0x00000000 Psudo-agport = Pol
Port indx =0 Load = 0x00

| oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R YY—2R I0S XE 3.4.0SG &LV 10S 15.1(2)SG W



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

B show etherchannel

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
Timers: H - Hello timer is running. Q - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.

<...output truncated...>

Switch#

WORFITIE, A F—TNThd7Ta haLzRRTbHEEZRLET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: PAgP

Group: 24
Protocol: - (Mode ON)
Switch#
BAEaOTY R avwyk iR
channel-group EtherChannel 7'/ —7°IZ EtherChannel A > % — 7 = A X
FEDYCTCRELET,
interface port-channel R R FXr RN A E—T o2 A~DT 7 RAEFITHR—

FFvyxn LB —T A ADEREITVET,

Catalyst 4500 ¥ J—X XA ¥ F CiscolOS Ia2Y K YI7 LR J1J—2R I0S XE 3.4.0SG & & U 10S 15.1(2)SG
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show flowcontrol W

show flowcontrol

Zo—HIENCBEET A A VA —T 2 AT E DA T — X AB L OHEHERE R R"T 5121%. show
flowcontrol =~ > F&EHHL £,

show flowcontrol [module slot | interface interface]

BX DA module s/ot ULE) BREBEDEVa— L EOAL v F—T oA ZACBELET.
interface interface EE) BEDA LA —T 2 A ADAT —HZABEXRLET,
TIAIE Zoawy RIZIETF 740 FRERH Y TH A,

avykE—F it EXEC &— K

av Y FEE Jyy—= EEEM
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X A v FITBMENE LTz,

12.2(25)EW 10 XHEY h A —H Ky b f X —7 A ZADHFE— L, Catalyst 4500 >V —
R AA wFITEBMENE L,

FEREDHLRSL4Y 2 2-2012, show flowcontrol =~ > FOMNIZERINDE T 41— ROFHAERLET,

& 2-20 show flowcontrol A< > FOH A

Z4—ILF L]

Port EV2a—LEBLOFR— &S

Send-Flowcontrol-Admin Zo—floEE, BRINDAEEOS IR EITKROLEY) T,

on X, u— AR— IR T7a—Hl#EEHPRICEETDIZEERL
9, off 1X, z—H L A— N7 a—#HlEZHEFANEZE LW
LERLET, desired i, HPRAYFR—FLTWAHAIZ, v—
HNANR 7 a —HlEEZRPCEET 2R LET,
Send-Flowcontrol-Oper 7 a—HIEOBE, RRENDAEEDD DFEITRD LB TT,
disagree IZ, 2 DOFR— IRV 7 T FaVZAEETERPoTZ
ZEERLET,

Receive-Flowcontrol-Admin | 7 o —#IfHOEH, KRINDAFMEOH DR EITRDO LB TT,
on X, m—Hh/ R—FBXHEFANCL D 7 —HlfHOBEEZ LI E T
5 LERLET, off 1T, v—H /L R— FFHTFANC LD 7 v —H|
WMOEGEEHFALRNZ L 2R LET, desired L. = — B /LI
FRNC LD 7 e —HIHOREELFHAIT5Z 2R LET,
Receive-Flowcontrol-Oper 7o —HEHOEE, BRINDFREEOH IR EITROLBY TH,
disagree |X, 2 DOKR— "RV 7 Fa haVIlEETE kol
EERLET,
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Hl show flowcontrol

Ll

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG

® 2-20 show flowcontrol A< > FOHH (HKE=E)
Z4—ILF §RBA

RxPause ZEEINTZR—X 7L —28TT,
TxPause EEEINTEAR—X 7L —205TT,

WOFITIE, TRTOFHIEYy b A =Xy b A F—T oA AZAD 70—l AT —F 2 %2ERT5H

FHiEERLET,
Switch# show flowcontrol
Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Tel/1 off off on off 0 0
Tel/2 off off on off 0 0
Gil/3 off off desired on 0 0
Gil/4 off off desired on 0 0
Gil/5 off off desired on 0 0
Gil/6 off off desired on 0 0
Gi3/1 off off desired off 0 0
Gi3/2 off off desired off 0 0
Gi3/3 of f off desired off 0 0
Gi3/4 off off desired off 0 0
Gi3/5 off off desired off 0 0
Gi3/6 off off desired off 0 0
Switch#

KOFTIX, EVa—N 1 O7a—HEHAT—F 2%2F T 5FEEZRLET,

Switch# show flowcontrol module 1

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gil/1 desired off off off 0 0

Gil/2 on disagree on on 0 0

Switch#

WROPITIE, FHEY b A—=F Ry b A F =T x2A X34 D7 0—HlillZAT =2 ALK RTDHT5E

ERLET,

Switch# show flowcontrol interface gigabitethernet3/4

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gi3/4 off off on on 0 0

Switch#

KOFETIE, 10 FHEY b A —P Ry b A B —TxA 21/l D7 a—HHAT—Z ZA&2FR_T55

EERLET,

Switch# show flowcontrol interface tengigabitethernetl/1

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Tel/1 off off on off 0 0

Switch#
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show flowcontrol W

BlEaT YK avwyFk e
channel-group R—=RX TV — L EEFELEIZETILICEFATE Y b
A=V Ry b AV EZ—T A ZAEFRELET,
show interfaces status A B =Tz A ADAT —F XAE 2L errdisable 27— K

AL E—T A ADY A NEFRRFELET,
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W show hw-module port-group

show hw-module port-group

EFEV 2= D X2BA—ANED LTV —FILENTNWD N ERRT 5121, show hw-module
port-group =~ FEHEH L ET,

show hw-module module number port-group

ST EHBA module FRREY 2 — L EEELET,
number 28y FEFIFEY 2 — NV EFRIEELET,
port-group 2L v FDOR—F IA—T%EELET,
T2FIE X2 E— KT,
avy kR E—F sa—N\)L ar74¥alb—ygy EF—K
avy FERE yy—=x EEER
12.2(40)SG WS-X4606-10GE-E Twin Gigabit = > /X—% O R — FEME I E Lz,

ERLEDAA FS54>

]

TwinGig 2 > N—F BA F—TNEFEET 4 =TV THIHE, T4 I—FLEOR— BB X
OR— b 2 A FI3EINCEDY £9, HEDZOIMEL KR T 5 0ENH Y £3, Cisco I0S T, 10
FAEw b AR— ML TenGigabit, 1 ¥4 E > ;b K— ML Gigabit & WS AHIAFIT b ET,
Cisco 10S Release 12.2(40)SG LA T, A — M TenGigabitl/1 & Gigabitl/1 &\ ) &R & AT 720
L2 TH70IZ, 10X Ty b 1 FHEY hOKR— MEZIIMILILTHET, 6 HO X2 K— %
FF> WS-X4606-10GE-E £ ¥ = — /{21 TenGigabit<slot-num>/<1-6> &\ 5 £ HiM i} 54, SFP
A — MZiX Gigabit<slot-num>/<7-18> &\ 9 L RIBTT SN E T,

Supervisor Engine 6-E ¥ X O Catalyst 4900M > ¥ — > Tit, A — MIAX T ASICIZ L > TAA vF
VT U ICERRESNE T, ZTOAX T ASIC 1L 5 TAHR— MIHIRAEALET, FHE Y B
R—=FrL10FAHEY b F—r2E—-DAZ T ASIC LTRESEDLZ EITTEEHA, TTN 10
XAy b X2) THHI, FLFTITHRXHEy b (TwinGig 2 /N—F B LR SFP) ThoH 4
ERHVET, X2 EY 22—/ VORI L — MZ, BEEOWEN R 7 V—7 £33 Vv—7 DFEHEIC
Wiz Ry 7 2L ->T, ZOAZT K= DI N—TRERINET,

WDFITIX, WS-X4606-10GE-E TEY 2 —/vD X2 A= /RN ED L HIZTZNV—TLIINTWDDH
BaERLET,

Switch# show hw-module module 1 port-group

Module Port-group Active Inactive

1 1 Tel/1-3 Gi1/7-12
1 2 Tel/4-6 Gil/13-18
Switch#

Catalyst 4500 >1)—X R4 9 F CiscolOS a?> F JI7L YR J1J—R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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show hw-module port-group W

EEa< Uk avvk e
hw-module port-group TV 2= ATy b A=Y Ry PELIFT 10 FHE >
R A=V Ry h A F =T oA AEREIRLET,

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R YY—2R I0S XE 3.4.0SG &LV 10S 15.1(2)SG W
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M show hw-module uplink

show hw-module uplink

BEDOT v 7Y 7 £— R&FRRT 5121, show hw-module uplink =~ > RZHEH L E 7,

show hw-module uplink

T24+ILEK ZOavy RICET 740 NRENRDH Y £ A,

avy kE—F it EXEC T— K

av Y FERE Jyy—= EEEM
12.2(25)EW Z®=a= KA Catalyst 4500 U — X A v FITBMENE LTz,

BREDTARSAY 720747 BT7 o7V 7 F—FR, BESNLTVWDLE— RERRLBEIE, HHICEDOEERER
EnET,
FI7 4 MTIEH, BIEO @ELTWD) Ty 7Y v 7 BRBRFTRENET,

1 WOBITIE, BIED (T2 57 477) Ty 7V v reRkRrT2HhERLET,

Switch# show hw-module uplink
Active uplink configuration is TenGigabitEthernet

WOFITIH, 10 FHEY " A=V Xy N TV IRNTIT 47T, XAy M A —Yxy b
Ty TV IBRERENTWEEED, SSOE— ROTNEYATLAOHENIZ R LET,

Switch# show hw-module uplink

Active uplink configuration is TenGigabitEthernet

(will be GigabitEthernet after next reload)

A 'redundancy reload shelf' or power-cycle of chassis is required to
apply the new configuration

KOFITE, 10 XHEY b A —F Xy b Ty TV INT 2T 47T, FHEY b A —FF v b
Ty TV INERENTWEEED, RPRE—FONEV AT LAOETE2 R LET,

Switch# show hw-module uplink

Active uplink configuration is TenGigabitEthernet

(will be GigabitEthernet after next reload)

A reload of active supervisor is required to apply the new configuration.

BEEavUF avvF Bk
hw-module uplink select W-C4510R ¥ v — N ® Supervisor Engine V-10GE T 10
FHEY b A=y bELEFTEY b A =P % b
Ty TV EBIRLET,
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show idprom M

show idprom

Sy — AR F TPy, EVa A, BREE. Ty LA, SRS T a—,
BLOAF T 7Y (mux) /Ny 77 @ IDPROM %K T 2121%, show idprom =~ RZfEAH L
£7.

show idprom {all | chassis | module [mod] | interface int name | supervisor |
power-supply number | fan-tray}

BT all F_T® IDPROM DFEHE KR LET,
chassis ¥ —3® IDPROM Oz &£R L ET,
module £ 2 —/L?D IDPROM OFE#REFR L £7,
mod LR EYa— VA EEELET,
interface int_name GBIC F7-1% SFP IDPROM DO #z=FA L ET,
supervisor A== A Y Y0 IDPROM DIEHREFF L ET,
power-supply number 45 O IDPROM OfEHAEF R L ET,
fan-tray 77> bl A ®IDPROM DIFHAEF R L ET,
TI24ILE Zoawr RITET 740 FERERD Y FH A,

avY kR E—F ¥HE EXEC E— R

oYy FERE Jyy—=x EEEHR

12.1(8a)EW IO a= RS Catalyst 4500 >V —X 2 A v FITEME L E Lz,

12.1(12¢)EW power-supply. fan-tray. clock-module. # XU mux-buffer —7— FD¥
A= RAEMESRE LT,

12.1(13)EW interface ¥ — 7 — ROV HR— MM EME v E Lz,

12.2(18)EW GBIC/SFP SEEPROM ORNED 16 #EE % FH 5 K 9 I show idprom interface
HAntgIhE L,

12.2(25)EW 10X EY b A —FFy b A F—T A ZADPHR— I, Catalyst 4500 >
V=X 2 wFITBMINE L,

EALDHM RS54  show idprom interface =~ FEZANT 5 &, WY A 7B IO Rx (3%15) BHMEDOH TR T
NTO GBIC IZOWTIHEERSNL2WGERH Y £4,
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M show idprom

]

WOHTIE, TY 22—/ 4 ® IDPROM 1R &2 F T2 HEE R LET,

Switch# show idprom module 4

Module 4 Idprom:

Common Block Signature =

0xABAB

Common Block Version = 1

Common Block Lengt

Common Block Checksum =

Idprom Size = 256
Block Count = 2
FRU Major Type
FRU Minor Type =
OEM String =

h

= 144
4199

= 0x4201
303
Cisco Systems,

Inc.

Product Number = WS-X4306

Serial Number =
Part Number = <tbd
Hardware Revision

Manufacturing Bits
Engineering Bits =
Snmp OID =
Power Consumption

RMA Failure Code =

>

00000135

0.2
0x0000

0x0000
0.0.0.0.0.0.0.0

0

0000
Linecard Block Signature =

0x4201

Linecard Block Version = 1
Linecard Block Length = 24

Linecard Block Checksum =
0x0000000000000000

Feature Bits =
Card Feature Index
MAC Base =
MAC Count = 6
Switch#

WORFITIE, FTEY N A=V Xy b X —T =1 1/2 D GBIC ® IDPROM 1E#H %= £ RT5HH

BaRLET,

658

50

0010.7bab.9830

Switch# show idprom interface gigabitethernetl/2
GBIC Serial EEPROM Contents:

Common Block:
Identifier
Extended Id
Connector
Transceiver

Speed

Media

Technology

Link Length

GE Comp Codes

SONET Comp Codes
Encoding
BR, Nominal
Length (9u) in km
Length (9u)
Length (50u)

Length (62.5u)
Length (Copper)

Vendor
Vendor

name

OoUuI
Vendor Part No.
Vendor Part Rev.
Wavelength

GBIC [0x1]

Not specified/compliant with defined MOD DEF [0xO0]
SC connector [0x1]

Not available [0x0]

Not available [0x0]

Not available [0x0]

Not available [0x0]

Not available [0x0]

Not available [0x0]

8B10B [0x1]

1300000000 MHz

GBIC does not support single mode fibre, or the length
must be determined from the transceiver technology.

> 25.4 km

GBIC does not support 50 micron multi-mode fibre, or the
length must be determined from the transceiver technology.
GBIC does not support 62.5 micron multi-mode fibre, or
the length must be determined from transceiver technology.
GBIC does not support copper cables, or the length must
be determined from the transceiver technology.
CISCO-FINISAR

36965

FTR-0119-CSC

B

Not available

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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CC_BASE = 0x1A

Extended ID Fields

show idprom M

Options = Loss of Signal implemented TX FAULT signal implemented TX DISABLE is

implemented and disables the serial output [0x1A]

BR, max = Unspecified

BR, min = Unspecified

Vendor Serial No. = K1273DH

Date code = 030409

Diag monitoring = Implemented

Calibration type = Internal

Rx pwr measuremnt = Optical Modulation Amplitude (OMA)
Address change = Required

CC_EXT = 0xB2

Vendor Specific ID Fields:

20944D30 29 00 02 80 22 33 38 3D C7 67 83 E8 DF 65 6A AF )..."38=Gg"Ch _ej/
20944D40 1A 80 ED 00 00 00 00 00 OO0 OO0 00 00 38 23 3C 1B ...vvunenn.. 8#<.

SEEPROM contents (hex) size 128:

0x0000 01 00 01 00 OO OO OO0 00 00 OO
0x0010 00 00 00 OO0 43 49 53 43 4F 2D
0x0020 52 20 20 20 00 00 90 65 46 54
0x0030 2D 43 53 43 20 20 20 20 42 20
0x0040 00 1A 00 00 4B 31 32 37 33 44
0x0050 20 20 20 20 30 33 30 34 30 39
0x0060 29 00 02 80 22 33 38 3D C7 67
0x0070 1A 80 ED 00 00 00 00 00 00 0O
Switch#

00 01 0D 00 00 FF ...

46 49 4E 49 53 41  ....CISCO-FINISA
52 2D 30 31 31 39 R .."PeFTR-0119
20 20 00 00 00 1A  -CSC B

48 20 20 20 20 20  ....K1273DH

20 20 64 00 00 B2 030409 d..2
83 E8 DF 65 6A AF  )..~@"38=Gg"C. ej.
00 00 38 23 3C 1B .7"Gm......... 8#<.

WOFITIE, 10 XHEY b A =YXy b A F—T =12 1/1 ® IDPROM [5H % KR4 5 HiEx R

L/ij‘o

Switch# show idprom interface tengigabitethernetl/1

X2 Serial EEPROM Contents:
Non-Volatile Register (NVR) Fields
X2 MSA Version supported

NVR Size in bytes

Number of bytes used

Basic Field Address

Customer Field Address

Vendor Field Address

Extended Vendor Field Address
Reserved

Transceiver type

Optical connector type

Bit encoding

Normal BitRate in multiple of 1M b/s
Protocol Type

Standards Compliance Codes
10GbE Code Byte 0
10GbE Code Byte 1
SONET/SDH Code Byte
SONET/SDH Code Byte
SONET/SDH Code Byte
SONET/SDH Code Byte
10GFC Code Byte 0
10GFC Code Byte 1
10GFC Code Byte 2
10GFC Code Byte 3
Transmission range in 10m

Fibre Type

w N = O

:0xA
:0x100
:0xDO
:0xB
:0x77
:0xA7
:0x100
:0x0

:0x2 =X2
:0x1 =SC
:0x1 =NRZ
:0x2848
:0x1 =10GgE

:0x2 =10GBASE-LR
: 0x0
:0x0

: 0x0

: 0x0
:0x0
:0x0

: 0x0
:0x0
:0x0
:0x3E8
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M show idprom

Fibre Type Byte 0

:0x40 =NDSF only

Fibre Type Byte 1 :0x0 =Unspecified

Centre Optical Wavelength in 0.0lnm steps -
Centre Optical Wavelength in 0.0lnm steps -
Centre Optical Wavelength in 0.0lnm steps -

Centre Optical Wavelength in 0.0lnm steps -
Package Identifier OUI :0xC09820
Transceiver Vendor OUI :0x3400800

Transceiver vendor name :CISCO-OPNEXT,INC
Part number provided by transceiver vendor

Channel 0 :0x1 OxFF 0xB8
Channel 1 :0x0 0x0 0x0
Channel 2 :0x0 0x0 0x0
Channel 3 :0x0 0x0 0x0

:TRT5021EN-SMC-W

Revision level of part number provided by vendor :00

Vendor serial number :ONJ08290041
Vendor manufacturing date code :2004072000

Reservedl 00 02 02 20 D1 00 00
Basic Field Checksum :0x10

Customer Writable Area

0x00: 58 32 2D 31 30 47 42 2D 4C 52 20 20 20 20 20 20
0x10: 20 20 20 20 20 4F 4E 4A 30 38 32 39 30 30 34 31
0x20: 31 30 2D 32 30 33 36 2D 30 31 20 20 41 30 31 20

Vendor Specific

0x00: 00 00 00 00 OO 00 OO 0O OO 0O 00 0O 00 OO0 00 0O
0x10: 00 00 00 00 OO 00 00 OO OO OO OO0 0O 00 OO 0O 0O
0x20: 00 00 00 00 00 00 OO OO0 00 00 0O 0O 0O 0O 0O OO
0x30: 00 00 00 00 11 E2 69 A9 2F 95 C6 EE D2 DA B3 FD
0x40: 9A 34 4A 24 CB 00 00 00 00 00 00 00 00 00 EF FC

0x50: F4 AC 1A D7 11 08 01 36 00
Switch#

WOHITIE, A== AHF = O IDPROM tE#RERRT L HEEZTRLET,

Switch# show idprom supervisor
Supervisor Idprom:

Common Block Signature =
Common Block Version = 1
Common Block Length = 144
Common Block Checksum = 4153
Idprom Size = 256

Block Count = 2

FRU Major Type = 0x4101

FRU Minor Type = 333

OEM String = Cisco Systems, Inc.
Product Number = WS-X4014

Serial Number = JAB05320CCE

Part Number = 73-6854-04

Part Revision = 05
Manufacturing Deviation String = 0
Hardware Revision = 0.4

Manufacturing Bits = 0x0000
Engineering Bits = 0x0000
Snmp OID = 0.0.0.0.0.0.0.0

Power Consumption = 0
RMA Failure Code = 0 0 0 0
Supervisor Block Signature = 0x4101

Supervisor Block Version =
Supervisor Block Length = 2
Supervisor Block Checksum = 548
Feature Bits = 0x0000000000000000
Card Feature Index = 95

MAC Base = 0007.0eeb.2a44

MAC Count = 2

1
4
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Switch#

WOFITIEL, v — D IDPROM [E#HERFTDHHEEZRLET,

Switch# show idprom chassis
Chassis Idprom:

Common Block Signature = O0xABAB
Common Block Version = 1

Common Block Length = 144
Common Block Checksum = 4285
Idprom Size = 256

Block Count = 2

FRU Major Type = 0x4001

FRU Minor Type = 24

OEM String Cisco Systems, Inc.
Product Number = WS-C4507R
Serial Number = FOX04473737
Part Number = 73-4289-02

Part Revision = 02
Manufacturing Deviation String = 0x00
Hardware Revision = 0.2

Manufacturing Bits = 0x0000
Engineering Bits = 0x0000

Snmp OID = 0.0.0.0.0.0.0.0
Chassis Block Signature = 0x4001
Chassis Block Version =1
Chassis Block Length = 22
Chassis Block Checksum = 421
Feature Bits = 0x0000000000000000
MAC Base = 0004.dd42.2600

MAC Count = 1024

Switch#

WOFITIL, EIFREE 1 © IDPROM FHla£r"+ 272 RLET,

Switch# show idprom power-supply 1
Power Supply 0 Idprom:

Common Block Signature = OxABAB
Common Block Version = 1

Common Block Length = 144

Common Block Checksum = 10207
Idprom Size = 256

Block Count = 1

FRU Major Type = 0xABOl

FRU Minor Type = 8224

OEM String = Cisco Systems, Inc.
Product Number = WS-CAC-1440W
Serial Number = ACP05180002

Part Number = 34-XXXX-01

Part Revision = A0

Manufacturing Deviation String =
Hardware Revision = 1.1
Manufacturing Bits = 0x0000
Engineering Bits = 0x3031

Snmp OID = 9.12.3.65535.65535.65535.65535.65535

Power Consumption = -1

RMA Failure Code = 255 255 255 255
Power Supply Block Signature = OxFFFF
PowerSupply Block Version = 255
PowerSupply Block Length = 255
PowerSupply Block Checksum = 65535
Feature Bits = 0x00000000FFFFFFFF
Current @ 110V = -1

Current @ 220V = -1

show idprom M
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M show idprom

StackMIB OID = 65535
Switch#

WOFITIE, 77 bl A O IDPROM EHRAERRZT D LR LET,

Switch# show idprom fan-tray
Fan Tray Idprom
Common Block Signature = 0xABAB
Common Block Version =1
Common Block Length = 144
Common Block Checksum = 19781
Idprom Size = 256
Block Count = 1
FRU Major Type = 0x4002
FRU Minor Type = 0
OEM String = "Cisco Systems"
Product Number = WS-X4502-fan
Serial Number =
Part Number =
Part Revision =
Manufacturing Deviation String =
Hardware Revision = 0.1
Manufacturing Bits = OxFFFF
Engineering Bits = OxXFFFF
Snmp OID = 65535.65535.65535.65535.65535.65535.65535.65535

Power Consumption = -1
RMA Failure Code = 255 255 255 255
Switch#
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show interfaces W

show interfaces

BEDA L HZ—Tx2AAD ST T 4 v 7 %FKRT DHIZIL, show interfaces 2~ REEH L £7,

show interfaces [ {{fastethernet mod/interface-number} | {gigabitethernet
mod/interface-number} | {tengigabitethernet mod/interface-number} | {null
interface-number} | vlan vian_id} | status}]

X DEREA

T2+ EK

avY kR E—F

fastethernet fEE) 77 A A=YV Ry N EVa2—IBIORAS L Z—T AR
mod/interface-number ZHRELET,

gigabitethernet B8 ¥HEY P A—H Ry F EFEVa2—NABIRA v F—T =A
mod/interface-number AEEELET,

tengigabitethernet (FERD) 10 FAHEw b A —HF o b EPaABLOA v —7 =
mod/interface-number A AZELET,

null interface-number ER) XNV A =Tz AERELET, BRMHEIZ0 TT,
vlan vian_id (ft:E) VLAN Z$5E LE7, AZEOHMAIX 1 ~ 4094 TT,
status (fEE) AT —Z A EWMERRLET,

ZOa<wy RIZET 74V MRERHY XA,

¥#E EXEC £=— K

avy FERE

BEREDAA FS54>

)= EEEH

12.1(8a)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
12.1(12¢)EW JE3E VLAN 7 RL20HR— b NBMENE L,

12.2(25)EW 10 XHEY h A —HFy b A Z—7 A ADHH— 73, Catalyst 4500 > U —
R AA wFITEBMENE L,

12.2(31)SGA Auto-MDIX OH R — kRN a~vwr R ENE L,

12.2(52)SG VLAN HANZ0 errdisable OV AR — k3 iBMEhE Lz,

aHEBRIT. LAY 2 AL v F R ATy FBIOLAY 3 AL vF K237y MZHOWT VLAN BALT
ESNET, MitFRIT2=F ¥ A eV TFF ¥y XMW THEATEES, LAY3 AL YT R
Ry DI Ty ML AN E RS MO THEMATE £, VLAN BZOFEFHE®RIT. 55T
LIZEHSNET,

show interfaces =~ R TRREINDHT =27 L v 7 A E£— K show running-config =~ N THR
ENDHLOERRDGENH Y £3, show interfaces =~ RTERENDET 27 Ly 7 A E—F
. AV E =T 2 A ARFEIT LTV DEBEDOT 27 v 7 X £— KTY, show interfaces =~ > RiZ
AV BE—=T x4 ZADHEE— FEHR AR LET 2, show running-config =~ > NiIA ¥ —7 = A AT
HLTHRESN TSI E—RERERLET,
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Bl show interfaces

Ll

F—U— REEELRVEAIL. TRTOED 22— ALDOTXTOH T ZRERINET,

AT 47 R—FTAuto-MDIX 2> 7 4 X2l — a2V R— 4554140 — FiE,
WS-X4124-RJ45, WS-X4148-R] (»~"— R =7 VEY 32 3.0 %), X WS-X4232-GB-RJ
(N—FRw=7 UEY 3.0 <°F,

WOFITIE, FHTEY P A=Y Xy F A E—T A R25DNF T 4 v I 2RR7THFEEZRLE
\?‘O

Switch# show interfaces gigabitethernet2/5

GigabitEthernet9/5 is up, line protocol is up (connected) (vlan-err-dis)
Hardware is C4k 1000Mb 802.3, address is 0001.64f8.3fa5 (bia 0001.64f8.3fab)
Internet address is 172.20.20.20/24

MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Full-duplex, 1000Mb/s

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:00, output never, output hang never

Last clearing of "show interface" counters never

Queueing strategy: fifo

Output queue 0/40, O drops; input queue 0/75, 0 drops

5 minute input rate 1000 bits/sec, 2 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

L2 Switched: ucast: 8199 pkt, 1362060 bytes - mcast: 6980 pkt, 371952 bytes
L3 in Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes mcast

L3 out Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes

300114 packets input, 27301436 bytes, 0 no buffer

Received 43458 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored

0 input packets with dribble condition detected

15181 packets output, 1955836 bytes, 0 underruns

0 output errors, 0 collisions, 3 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

Switch#

WOBITIE, 10X HEY h A —HF Ry AL F—T ARV DT T 4 v 7 BRFTDHHEERL
ESUaN

Switch# show interfaces tengigabitethernetl/1l

Name: Tengigabitethernetl/1

Switchport: Enabled

Administrative Mode: private-vlan promiscuous trunk

Operational Mode: private-vlan promiscuous (suspended member of bundle Pol)
Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: none

Trunking Native Mode VLAN: none

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none

Administrative private-vlan mapping: 202 (VLAN0202) 303 (VLANO303) 304 (VLANO304)
Administrative private-vlan trunk native VLAN: none

Administrative private-vlan trunk

Native VLAN tagging: enabled

Administrative private-vlan trunk encapsulation: 802.1qg

Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk private VLANs: none
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GE)

show interfaces W

Administrative private-vlan mapping trunk: New 202 (VLAN0202) 303 (VLANO0303) 304
(VLANO304) 204 (VLAN0204) 305 (VLANO0305) 306 (VLANO0306)

Operational private-vlan: 202 (VLAN0202) 303 (VLANO303) 304 (VLAN0304)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Switch#

WOFITIL, RI-45 A— F® Auto-MDIX DR 7 — X A5 i3 5 HiEE R~ LET,

show interfaces EXEC 2~ RZANTHZET, /£ F—T x4 AD Auto-MDIX D7 ¥ =
L—ya VREBLOEMERT — AR TEET, 207 4 — /LN, ¥R—FINTWBETA
B — R (WS-X4124-RJ45, WS-X4148-R] (NN—Fo =7 UV ar3.0LE) . BLW
WS-X4232-GB-RJ] Ux— Ko =7 YBT3 3.0 L)) TO 10/100/1000BaseT RJI-45 il — k>
show interfaces =~ > ROHNIZOHZFZEHB L, ZOHNICOHLRRTINET,

FastEthernet6/3 is up, line protocol is up (connected)
Hardware is Fast Ethernet Port, address is 0003.6ba8.ee68 (bia 0003.6ba8.ee68)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, link type is auto, media type is 10/100BaseTX
input flow-control is unsupported output flow-control is unsupported
Auto-MDIX on (operational: on)
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 input packets with dribble condition detected
157082 packets output, 13418032 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
1 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
Switch#

WOFITIE, FAEY A=Y Ry N A F =T A R12DAT—X AFEREETRTDHEEZTRL
ij—o

Switch# show interfaces gigabitethernetl/2 status

Port Name Status Vlan Duplex Speed Type
Gil/2 notconnect 1 auto 1000 1000-XWDM-RXONLY
Switch#

ROFITIE, A—R=NAYPF DDA F—T 2 A ADAT —Z A RERRZT D HEEZRLE
R

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type
Tel/1l connected 1 full 10G 10GBase-LR
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Bl show interfaces

Tel/2 connected 1 full 106G 10GBase-LR
Switch#
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show interfaces ((REX4 vF) M

show interfaces ({xEX A v F)

BEDA LB —T 2 A ANBHKT DN T 7 4 v 7 &FKRT 521X, EXEC £— KT show interfaces =
~ U REFEALET,

show interfaces [interface iswitch-num/mod/port]

EXX D3N interface EE) A v H—Tx2AAFALTERELET,
switch-num R— I EBERELET,
/mod TV a—NEKFERELET,
/port R—rFEEFERELET,

TI+IE ZDawy RIZT 74V FREEH Y EH A,

avrkE—F ¥ EXEC £— R

av v FEE yy—=x EEER
Cisco I0S XE 3.4.0SG k& ==~ K78 Catalyst 4500 + U — X A A » FICBMSHE LTz,
8 15.1(2)SG

EHEDHA K1Y aHEHIT. LAY 2 AL v TF R ATy hBIOLAY 3 AL vF K37y MZHOWTIE, VLAN #
fLCIESNET, MEHERITZ=F v A NI AT I YA NDMED TG 7 4 7 TIETEET,
LAY 3 AL v F B Ay MRS, AL S OWG O TIETE £9, VLAN BALOHRFHE #
X, SBRIEICESRINET,

BE I Lo Tid, show interfaces (RAAA vF) =+ F& show running-config switch ({RAHA
AvF) av L FOMICERINDT 27 Ly 7 A E—RNRERLZENRHY T, ZOHA. show
interfaces RFAA v F) a~v U RTRREINDT 2T Ly I A ET— KRB, £ ¥ —7 = A APFEEE
WICFEITLTWDET 27 by 7 A FE— RKTT, show interfaces (RMER A vF) a~2 KL, 1 ¥ —
7 =2 A ADOEET— K& £ R LE T, show running-config switch (RIEBRX A vF) <~ FiE, A~
H—T 2 ATHEINTWNWDILE—REERRLET,

AV B =T 2 AER/ELRWVEE, T_XTOAS 0 F—T oA ADFERNBFRENET,

show interfaces GigabitEthernet =~ > RO TIiX, EZEINTE Ty ML T4 31 b &
BMLTERRLET, BMO 431 MIA =¥y b 71b—24 CRC T, ANBITHI A hORE
HFRIZEENE T,

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show interfaces (REXA v F)

i WIZ, FFEDA v X —T 2 A AD T T 4 v 7 2R TIHHERLET,

Router# show interfaces GigabitEthernet switch 1/3/3
GigabitEthernetl/3/3 is up, line protocol is up (connected)
Hardware is C6k 1000Mb 802.3, address is 000£.2305.49c0 (bia 000£.2305.49c0)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation 802.1Q Virtual LAN, Vlan ID 1., loopback not set
Keepalive set (10 sec)
Full-duplex, 1000Mb/s, media type is LH
input flow-control is off, output flow-control is on
Clock mode is auto
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:19, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
L2 Switched: ucast: 360 pkt, 23040 bytes - mcast: 0 pkt, 0 bytes
L3 in Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes mcast
L3 out Switched: ucast: 0 pkt, 0 bytes mcast: 0 pkt, 0 bytes
437 packets input, 48503 bytes, 0 no buffer
Received 76 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input
0 input packets with dribble condition detected
86 packets output, 25910 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out

Router#
BlEa<v >R avwyk B
interface (RIBAA »F) WET DA vV H—T =2 AEBIRL, f VF—T=A R 2

V74 FXal—vary ET— REBBLET,
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show interfaces counters

show interfaces counters

WP, v 2 —T 2 A A LD NT T 4 v 7 ERT HIZIL, show interfaces counters =~ > R&EfEHA L
ESC

show interfaces counters [all | detail | errors | storm-control | trunk] [module mod]

BX DA all EE) =F—, bIv 7, SR ED, T_XTOA L F—T A A DT X
BERIRLET,
detail (EE) B A v A —T oA A BT A EERLET,
errors (18 A\ X —Tx2AfAATT— BT EERERLET,
storm-control (FEE) A v Z—T 2 ATOPMHNC L > TEIEEINT- Ny MEAERARLE
7,
trunk UEE) f v X —T=2A A NFv 7 Wy BEFRELET,
module mod (15 FTREHEDEY2— NV EDAL ¥ —T A ZAZBRELET,
TI2HIE COavy RICETF 740 MRERS Y 8 A,
avY kK E®E—F ¥:HE EXEC £ — K
av Y FEE Jy—x EEEM
12.1(82)EW Z o~ KPR Catalyst 4500 U —X A4 »FIBMENE LT,

12.1(19) EW A R — LI OY AR — b,
12.2(18)EW N £ D BEFEROEHFE RO R— |,

EREDHA FS

A4 XF—U—FREETCLARAVEARIE, TN TOED2—LDT_XTOH T ERFRENET,
storm-control ¥ — 7 — FOFRIZIE, #fl Sz~ THx XA F XA IR EENET,

7l

KO TIE, BHEDEYa—NDTT— h Y ZEFRRTDIHHEEZRLET,

Switch# show interfaces counters errors module 1

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize

Gil/1 0 0 0 0 0

Gil/2 0 0 0 0 0

Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Giants
Gil/1 0 0 0 0 0 0 0
Gil/2 0 0 0 0 0 0 0
Switch#
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Bl show interfaces counters

WOBITIE, HEDEY 2— ML > TRMSND T 74 v 7 &RKRTDHHEERLET,

Switch# show interfaces counters module 1

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/1 0 0 0 0
Gil/2 0 0 0 0
Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gil/1 0 0 0 0
Gil/2 0 0 0 0
Switch#

ROBFITIE, FEDEY 2— VDT AT B eRRTDHEZRLET,

Switch# show interfaces counters trunk module 1

Port TrunkFramesTx TrunkFramesRx WrongEncap
Gil/1 0 0 0
Gil/2 0 0 0
Switch#

WOBITIE, FHNZ L > THRES WL v MiaeFrnt 5 h5kEz R LET,

Switch# show interfaces counters storm-control

Multicast Suppression : Enabled

Port BcastSuppLevel TotalSuppressionDiscards
Fa5/35 10.00% 6278550
Switch#
BEIYUR avwvFk St
show interfaces ({RIEX A v F) AL T LD 1 DDA U F—T oA AFETNTTXTOA

Z—=T 2 A ADA U F =T = AR R LET,
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show interfaces counters (REX/v7) M

show interfaces counters (RZBX A v F)

MBS L H—T 2 ATRBEEIND VT 7 4 v 7 BFART 52T, EXEC £— KT show interfaces
counters ==~ > R&Z{HfH L4,

show interfaces [interface switch-num/mod/port] counters [errors | etherchannel | protocol status
| storm-control]

BX DA interface EE) AV —TzA A XA TERELET,
switch-num Ay FHFGEEELET, AT 1 BLT2 TT,
/mod EVa—NLVEBFEERELET,
/port A= rEBEEZRELET,
errors ER) A v F—TxA AT — WU BERRLET,
etherchannel (&) EtherChannel A > % —7 = A ZICHT HHMEFR L ET,
protocol status EE) 1 x—TNillhoTWnWA 7 a kI )LOBRED AT —F ZZET A IER
ERELET,
storm-control LE) #E— FOEEBBI OV LEREFTRRLET,
T4+ COawy RITET 74NV MERERH Y THA,

avvk E—F ¥5HE EXEC £ — K

avy FEE Jy—2 LR
Cisco IOS XE 3.4.0SG 8Lk Z D=~ 7 Catalyst4500 'V — R A A v FITIBMSILE LT,
U 15.1(2)SG

$EREDHS KSAY show interfaces counters =~ > RNif, T XTCOERF Ty MiEaRTRIL, A F—AHflHREDTZHIC
AV H =T oA AL o THEEINZAEEOD Dy ML FERLET, BEEINZAR v b
¥ & #RT 5121%. show interfaces counters storm-control =~ > K& AJj L7,

show interfaces counters storm-control = <> FiI. #F— FOEERB L OL L RELFRLE
_3«0 g\%‘%%{{i 3 ‘/)"91*/\"(0):&._ ]\OD/EI\%‘I’VG—?FO

F—TU—REBELRVWGAIL, TXTOEY2a—LOTRTOIT U EIRERINET,
AUE =T 2 A RAEFELRVGEE, TXTOA I =T =2 ADHRPERSNET,

show interfaces interface counters etherchannel =~ K& AT 284815, ROFEEFHEINE- T
<7E&EW,
o AUH—T oA ANYEKR— b EFE LY A1L. [Etherchannel not enabled on this interface] &
WI A=V RERENET,
e interface ZAHM L7I-HEIL, (VAT LAND) TXTOR—F Fr R DAy 5, BILOKIGH
FOENTEWHER— MO U EANERENET,
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W show interfaces counters (IREXA v F)

3l

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG

e interface IZAR— h F¥ XL EHRELIZHE, TOFR— b Fr 3L BIOZENICKIGATT o N=T
RTCYHR— O T ENRERENET, S5, BEROT 7V F—=2%2Fo0 o7 &84
2 ka2l (LACP) R— b FX RNV TTIA~Y TV S —FEkavr RIZLEESE, £2OFR—
N FXYRLOTXTOT 7 V=%, BIOZNLITHINHT DeR— FOFFFFEHRDE RS

ni‘d—o

I, EDT T — I BaRFTDHHZRLET,

Router# show interfaces gigabitethernet 2/4/47 counters errors

Port
Gi2/4/47
Port
Gi2/4/47
Port
Giz2/4/47
Router#

WIZ, BEDA L H =T 2 A ARB#T DT 74 v 7 2FfnT 502 R LET,

Align-Err

0

Single-Col Multi-Col

0

0

FCS-Err

0

0

0

Xmit-Err

0

0

0

Router# show interfaces gigabitethernet 1/2/5 counters

Port
Gil/2/5
Port
Gil/2/5
Router#

0

Late-Col Excess-Col Carri-Sen

0

SQETest-Err Deferred-Tx IntMacTx-Err IntMacRx-Err Symbol-Err

0

InOctets InUcastPkts InMcastPkts InBcastPkts
0 0 0 0
OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
0 0 0 0

Rcv-Err UnderSize OutDiscards

0
s
0

WIZ, (AT LAND) TRXTOR— bk Fr 3, BILORIETONTZHER— OB T & EFRKR

ToHHERLET,

Router# show interfaces counters etherchannel

Port
Pol

Po3
Pol0
Gil/4/1
Gil/4/2
Po20
Gi2/4/1
Gi2/4/2
Port
Pol

Po3
Pol0
Gil/4/1
Gil/4/2
Po20
Gi2/4/1
Gi2/4/2
Router#

InOctets

0

0
16341138343
15628478622
712662881
33887345029
33326378013
562904837
OutOctets

0

0
33889238079
33326354634
562904707
16338422056
15628501864
712663011

InUcastPkts
0

0

77612803
77612818

0

88483183
88491521

0
OutUcastPkts
0

0

14101204
14101205

7

14353951
14232410
121541

InMcastPkts
0

0

12212915
7525970
4686951
11506653
7177393
4330030
OutMcastPkts
0

0

99999327
95669326
4330029
89573339
85017290
4565416

InBcastPkts
0

0

14110863
14110865

5

14101212
14101663

6
OutBcastPkts

O O O O O o o o

IZ, Cisco IOS Release 12.2(50)SY LDV UV —A T, (AT AND) TXTOKR— K F ¥ 1,
BILUOSHGSA T SN=WER— OB 7 2 EFRTHHERLET,

Router# show interfaces counters etherchannel

Port
Pol

Po3
Pol0
Gil/4/1
Gil/4/2
Po20
Giz/4/1

InOctets

0

0
16341138343
15628478622
712662881
33887345029
33326378013

InUcastPkts
0

0

77612803
77612818

0

88483183
88491521

InMcastPkts
0

0

12212915
7525970
4686951
11506653
7177393

InBcastPkts
0

0

14110863
14110865

5

14101212
14101663

OL-27596-01-J |
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show interfaces counters ({RIEEX4 v F)

Gi2/4/2 562904837 0 4330030 6
Router#

WIZ, B EDA v 2 —T 2 ATAFZ—T NIRRT WD Fa hareFrTa0s 170 ET,

Router# show interfaces gigabitethernet 1/2/5 counters protocol status
Protocols allocated:

GigabitEthernetl/2/5: Other, IP

Router#

WIZ, ¥FEDA X —T 2 A4 ATEE— FOREEEBI VLR ELEHFZ T HHERLET,

Router# show interfaces gigabitethernet 1/2/5 counters storm-control

Port UcastSupp % McastSupp % BcastSupp % TotalSuppDiscards
Gil/2/5 100.0 100.0 100.0 0
Router#

BEEaTUF avwUF i
clear counters AVEBE—=T A AW BE7 YT LET,

| oL-27596-01-J
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Bl show interfaces description

show interfaces description

AB=T 24 ZADFHABLOARAT —F A2 F£RT 521, show interfaces description =~ > F & fi

MLET,

show interfaces [interface] description

BX DA interface EE) A2 —T 2 ADZA T T,
T74IE IOavy RICHET 74V MREDRDH Y EH A,
aAvUFE—F  #HEEXECE—F
av Yy FEE Jy—= EEEHR

12.1(8a)EW D= R Catalyst 4500 U — X A4 v FITBMSLE LTz,
7l ROBITIE, TRTOA v E—T 2 A ADERERFT D HEERLET,

Switch# show interfaces description

Interface Status Protocol Description

PO0/0 admin down down First interface

PO0/1 admin down down

Gil/1 up up GigE to server farm

Switch#
BZEa<v2F avwUk LT

description (Cisco IOS ®~==7 /% Digital Signal Processor (DSP; 7% /)L 7 F /)L 7n

Z M) o) A F—T A ADBEHRFPANPE ENTNE

7

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show interfaces link

show interfaces link

T—TNPBA o H—T oA ANLEE S TWD R 2%~ 3 521X, show interfaces link =~ >
EEHLET,

show interfaces link [module mod num]

X DA module mod_num 8 BRETVa— N EDAL L X —T x4 RZRELET,

TI2AILE TDavy RICET 740 FRENRH Y £ A,

avykE—F it EXEC T— K

avr FEE Jy—= EEE

12.2(18)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,

FERHLEOHLIRSAY Ao 2 —T x4 ARBEREOHEES, <2 RIZL->T0:00 RERINET, A X —T A ANK
TURBEDS A B (BRI 4. M) MNFERENET,

1 WOBITIE, 72T 4 7R 7 LNAVOEREFRT D HEERLET,

Switch# show interfaces link

Port Name Down Time
Gil/1 00:00:00
Gil/2 00:00:00
Gi3/1 00:00:00

Gi3/2 00:00:00

Fa4/1 00:00:00
Fad/2 00:00:00
Fa4/3 00:00:00
Fa4d/4 00:00:00

ROBITIE, T 7T 47V 7 VNVOERERRT DR LET,

Switch# show interfaces link

Port Name Down Time
Gi3/4 1 minute 28 secs
Gi3/5 minute 28 secs

1
Gi3/6 1 minute 28 secs
Gid/1 1 minute 28 secs

ZOBITHEH, F—TNMER—= 5 1 Z 28 YIS TV ET,

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
| oL-27596-01-J .m
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Bl show interfaces mtu

show interfaces mtu

AA v T EOTRTOYEA ¥ —7 =4 A L SVI ® Maximum Transmission Unit (MTU; fx K
et =y ) YA X%&FERT 52X, show interfaces mtu =~ > REZFEH L £,

show interfaces mtu [module mod]

XD EHEA module mod T-8) EREBHEDEY2a— L EDA X —T7 =4 ZZBELET,
T2+ Zoawr RITET 740 FERERD Y EH A,
avY kK E—F EXEC
av Yy FERE Jy—= EEEMR
12.1(13)EW  Zo® =< FA Catalyst 4500 > U — X 21 v FIBMENE Lz,
&l WOFITIE, FEL2—L 1 OFT_XTDOA v Z—T =2 ZD MTU YA X FRT5HEEZRLUET,
Switch> show interfaces mtu module 1
Port Name MTU
Gil/1 1500
Gil/2 1500
Switch>
BIEaTUF avUk SR
mtu Ny h O RV A XF 7= 1% Maximum Transmission Unit

(MTU; g Kfgtr=v b) ZHBETDHZLIZL-T, 1
VE—T A ATV YR T L— LA F—T NI LFE
KR

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show interfaces private-vian mapping W

show interfaces private-vlan mapping

VLAN SVI @ PVLAN < v V> 715 % KT 5I21%. show interfaces private-vlan mapping =~
Y REMEALET,

show interfaces private-vlan mapping [active]

X DEREA

TI2HIE

avU Rk E—F

active BB 77574 T A v A —T oA AP T EETLET,

CDAaxy RICET 74NV FREPRH Y £H A,

¥ #E EXEC £— K

avy FERE

EREDHA R4

Jy—=x EEER
12.1(8a)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,

DAYy RIZE->TSVIFERETNFRINET,

7l KOFITIE, PVLAN O~ v E o ZERERRT 2 HiEE R LET,
Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type
vlan2 301 isolated
vlan2 302 isolated
Switch#
BZEa<F avwUk B
private-vlan 774 _X— K VLAN BLUOT T A4 X— | VLAN & &
Y VLAN o7 Vv o—a Vv ERELET,
private-vlan mapping WMU724~0 VLANSVI Z2F83T25 L5, 7IA~
U VLAN L& 4% U VLAN O~ » B 72 E L &
j‘o

| oL-27596-01-J
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W show interfaces status

show interfaces status

A H =T 2 ADAT —H AE 7L errdisable A7 — MNMZHDA v X —T 2 AD Y A NEFERTDH
1Z1%. show interfaces status =~ > R&ZfEH L £7,

show interfaces status [err-disabled | inactive ] [module {module}]

XM err-disabled ({E£E) errdisable AT — DA v HX—T =2 A A% FRLET,
inactive (FEE) T I7T 4T AT — DA A —T =2 AFERLET,
module module (EE) BEDODEYa2a—NVDA X —T A4 AR RLET,

T2FIE ZOavy RICET 740 FREDH Y TR/ AL

¥ EXEC £— N

BEREDAA FS54>

]

Jy—= EEEM

12.1(8a)EW IO a= RS Catalyst 4500 >V —X 2 A v FITEME N E Lz,

12.2(40)SG WS-X4606-10GE-E Twin Gigabit = > /S\— % O R — R REMEFLE LTz,
12.2(52)SG Err-Disabled VLAN %1% i /1280145 Z L1k - T, VLAN HAZO errdisable

DY R—FBRBEMISNE LT,

R—=FrDD7a< 1 >0 VLAN 28 errdisable To 5554 . show interfaces status =~ > KOHS T
IZ VLAN %2 vi-err-dis BFERENET,

WOFITIE, T_XTCDA L F—T oA ADAT—F A FKRTDHHEERLET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Tel/1 connected 1 full 10G 10GBase-LR
Tel/2 connected vl-err-dis full 10G 10GBase-LR
Switch#

WwDOHTIL, errdisable 2T — MIHHA v Z—T 2 A ADAT — R AR FRTHHFEEZRFRLET,

Switch# show interfaces status err-disabled

Port Name Status Reason Err-Disabled VLANs
Fa9/4 notconnect link-flap

Fa9/5 err-disabled psecure_violation 3-5

Fa9/6 connected psecure violation 10,15

Switch#

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show interfaces status W

WORFITIL, TwinGig 22 v X—% 29 % WS-X4606-10GE-E A A v F EOFHE Y b £ —H x>
hAVE—T oA AERRTDHHFEERLET,

Switch# show interfaces status module 1
Port Name Status

Vlan Duplex Speed Type

Tel/1l inactive 1 full 10G No X2
Tel/2 inactive 1 full 10G No X2
Tel/3 inactive 1 full 10G No X2
Tel/4 notconnect 1 full 10G No X2
Tel/5 notconnect 1 full 10G No X2
Tel/6 notconnect 1 full 10G No X2
Gil/7 notconnect 1 full 1000 No Gbic
Gil/8 notconnect 1 full 1000 No Gbic
Gil/9 notconnect 1 full 1000 No Gbic
Gil1/10 notconnect 1 full 1000 No Gbic
Gil/11 notconnect 1 full 1000 No Gbic
Gi1/12 notconnect 1 full 1000 No Gbic
Gil/13 inactive 1 full 1000 No Gbic
Gil/14 inactive 1 full 1000 No Gbic
Gil/15 inactive 1 full 1000 No Gbic
Gil/16 inactive 1 full 1000 No Gbic
Gil/17 inactive 1 full 1000 No Gbic
Gi1/18 inactive 1 full 1000 No Gbic
Switch#

BEa<>F avwy kR e

errdisable detect

errdisable i % A4 x—7 iz L ¥ 9,

hw-module port-group

FV2— A TEIE Y b A=Y Ry PELIT 10 FHE >
FA—HFo b A F—T g AR ET,

show errdisable recovery

errdisable E|{H % 4 ~—DFW =T~ L T,

| oL-27596-01-J
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Bl show interfaces switchport

show interfaces switchport

ZA v F T FEN—F 4 7) R— FNOERAT —H AR LOEEAT — 2 2 &2 FRT 52T,
show interfaces switchport =~ > N&f#H L £,

show interfaces [interface-id] switchport [module mod]

WX O interface-id (L) WEFA—ROA 5 —7 =4 % ID TF,
module mod EE) FT-xk, HELEE Y 2—LDA v F—T7 =4 ZITHIBLET, ALME
O 1 ~ 6 T,

TI2HIEK ZOavy RICET 740 NRENRDH Y £ A,

avy kE—F it EXEC &— K

vy FERE Jyy—= EEER
12.1(8a)EW Z®Oz< RN Catalyst 4500 >V — X AA » FIZEMESE LT,
12.1(19) EW AL B =T A AT LDORFOHFR— b,
12.2(18)EW avy R TDOFRAT 47 VLAN Z X2V DATF— X ZAFROFR— b,
15.1.0 SG EtherChannel T?» PVLAN £— FOH KR —F, T—REIKRDOLEBY T, 774

~N—k VLAN R A b, 74—k VLANEA., 774 X—F VLAN F7 7
vHhoF) BIXOTTF A=k VLAN +7 7 iRA,

U] KOFITIE, begin HIMEMF2EH L TAL vF A— MEREERTDHEEZRLET,

Switch# show interfaces switchport | include VLAN
Name: Fa5/6

Access Mode VLAN: 200 (VLAN0200)

Trunking Native Mode VLAN: 1 (default)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: ALL

Switch#

KOFITIE, FEVa—N 1 DAL v T R— MERERRTDHEERLET,

Switch# show interfaces switchport module 1
Name:Gil/1

Switchport:Enabled

Administrative Mode:dynamic auto

Operational Mode:down

Administrative Trunking Encapsulation:negotiate
Negotiation of Trunking:0n

Access Mode VLAN:1 (default)

Trunking Native Mode VLAN:1 (default)
Administrative private-vlan host-association:none
Administrative private-vlan mapping:none
Operational private-vlan:none

Trunking VLANs Enabled:ALL

Catalyst 4500 ~1J—X XA v F CiscolOS A2 K Y77 LR IJJ—R |OS XE 3.4.0SG &1 10S 15.1(2)SG
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Pruning VLANs Enabled:2-1001

Name:Gil/2

Switchport:Enabled
Administrative Mode:dynamic auto
Operational Mode:down

show interfaces switchport W

Administrative Trunking Encapsulation:negotiate

Negotiation of Trunking:0n
Access Mode VLAN:1 (default)

Trunking Native Mode VLAN:1 (default)
Administrative private-vlan host-association:none
Administrative private-vlan mapping:none

Operational private-vlan:none
Trunking VLANs Enabled:ALL
Pruning VLANs Enabled:2-1001
Switch#

WOFITIE, R—FDXAT 47 VLAN XX U T DAT—Z AR RKFZTDHHEERLET,

Switch# show interfaces £3/1 switchport

show interface £3/1 switchport
Name: Fa3/1

Switchport: Enabled
Administrative Mode: private-vlan

promiscuous

Operational Mode: private-vlan trunk secondary
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: dotlg

Negotiation of Trunking: On
Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none

Administrative private-vlan mapping: none

Administrative private-vlan trunk
Administrative private-vlan trunk
Administrative private-vlan trunk
Administrative private-vlan trunk
Administrative private-vlan trunk
Administrative private-vlan trunk
10 (VLANO010) 100 (VLANO10O)
Operational private-vlan:

10 (VLANOO10O) 100 (VLAN0100)
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled
Capture VLANs Allowed: ALL

Unknown unicast blocked: disabled

native VLAN: 1

Native VLAN tagging: enabled
encapsulation: dotlg

normal VLANs: 1
associations: none

mappings:

Unknown multicast blocked: disabled

Appliance trust: none
Switch#

BBEav R

avy kR

BidA

show interfaces ({RAHA A v F)

AL TFED1OODA v Z—T oA ZAEITTXTDOA
HB—=T 2 ADA v Z—T A AREEFRRLET,

show interfaces counters

WA A —T 2 A A LD T T 4y T BRI LET,

Catalyst 4500 ~J)—X R4 v F CiscolOS a7 F
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Bl show interfaces transceiver

show interfaces transceiver

RSy —NRBEBENTETRTOAN L E—T oA ZADBME=F Y 7V FT—HE2RTTHIT
show interfaces transceiver =~ > RZfH L £7,

show interfaces {{[int name] transceiver {[detail]} | {transceiver [module mod] | detail
[module mod]}}

X DA int_name UER) A v ¥ —T7 =1 R4,
detail (FEE) A/D BB EATIEE & B2 556813, FRMELFHAMVEEFR L E
9, F72. high-alarm. high-warning, low-warning, 3 XU low-alarm L &\ ME
HERLET,
module mod fEE) HREBEDEY a— NV DA Z—T x4 ZZRELET,
TIAIE 7 7 4V h TlX, show interfaces transceiver =~ KD A v ¥ —7 = 4 AIEFH/N—T 3 V31 F—
TNTT,

BELIA VE—T =2 AZEHTE=2 ) VTRHIZEESINTZ 72— (GBIC %£721% SFP) 23%
D, BMrE=A ) T2V R—=FrTBETa2a— I T —\RNHILE, ZNLHODa~v ROA v
H—T 2 AFHNN—=Ta VN T 74 b TA X—TNLTT,

™.

H
I

T

avy ¥5HE EXEC £ — K

avr FEE Jy—= EEER
12.1(20)EW Zoa~ R Catalyst 4500 ) — X 21 v FITBEMENE LT,
12.2(18)EW calibration ¥— U — ROV R — F BRI IH SV E LT,

FEEDHL K54  show interfaces transceiver =~ > R Tix., IROSELED E & TR HOBERPEIL SN E T,
o BME=F Y U ITHICERESINEZY Yy =R EL T HED N T UV —REHIN TS
o ZMTE=HIV T EVR—FTBEEY 22— LI T =R 5D,

TI—ABIUOELE T TR F T = NIREINTWDEIHEIL., RO=DIZa~vr REHFAL
TLIEENY,

Catalyst 4500 ¥ J—X XA ¥ F CiscolOS Ia2Y K YI7 LR J1J—2R I0S XE 3.4.0SG & & U 10S 15.1(2)SG
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show interfaces transceiver

]

WOFITIE, AA v FIT R T —AR"PRBEHINTZTRXTOAS v FA—T = ZADBWE=FY T

T8 e bR LET,

Switch# show interfaces transceiver

If device is externally calibrated, only calibrated values are printed.
++ : high alarm, + : high warning, - : low warning, -- : low alarm.
NA or N/A: not applicable, Tx: transmit, Rx: receive.
mA: milliamperes, dBm: decibels (milliwatts).
Optical Optical
Temperature Voltage Current Tx Power Rx Power

Port (Celsius) (Volts) (mA) (dBm) (dBm)

Gil/1 48.1 3.30 0.0 8.1 ++ N/A

Gil/2 33.0 3.30 1.8 -10.0 -36.9

Gi2/1 43.7 5.03 50.6 + -16.7 -- N/A

Gi2/2 39.2 5.02 25.7 0.8 N/A
Switch#

~
(i)

Optical Tx Power (dBm H.f7) OfEIX, log (Tx Power (mW 7)) @ 10 5T, Tx Power
OMER 3 mW D4, Optical Tx Power Offix 10 X log 3) TH V., ZHIE 10X 0477 %
v 477 dBm T, Optical Rx Power D [k TJ, Tx Power ¥ 721 Rx Power 7% 0 D
A, O dBm EITRERTHY . N/A L2 L) LRRSNET,

ROBITIE, FEME, 77— 2B LOEELEVWVE, AD#HEADVE, 77 —2BL0%ET T 7

L.

MRS E =2 ) 7 T2 2 RoR T kR LET, A/D AR L, HEEE RS

BEll DB, Iy aNTREBNICERRENET,

Switch# show interfaces transceiver detail

mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.
++ : high alarm, + : high warning, - : low warning, -- : low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are calibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gil/1 48.1 100.0 100.0 0.0 0.0
Gil/2 34.9 100.0 100.0 0.0 0.0
Gi2/1 43.5 70.0 60.0 5.0 0.0
Gi2/2 39.1 70.0 60.0 5.0 0.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gil/1 3.30 6.50 6.50 N/A N/A
Gil/2 3.30 6.50 6.50 N/A N/A
Gi2/1 5.03 5.50 5.25 4.75 4.50
Gi2/2 5.02 5.50 5.25 4.75 4.50

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gil/1 0.0 130.0 130.0 N/A N/A
Gil/2 1.7 130.0 130.0 N/A N/A
Gi2/1 50.6 + 60.0 40.0 10.0 5.0
Gi2/2 25.8 60.0 40.0 10.0 5.0

| oL-27596-01-J
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Bl show interfaces transceiver

Optical High Alarm

Transmit Power Threshold
Port (dBm) (dBm)
Gil/1 8.1 ++ 8.1
Gil/2 -9.8 8.1
Gi2/1 -16.7 (-13.0) -- 3.4
Gi2/2 0.8 ( 5.1) 3.4

Optical High Alarm

Receive Power Threshold
Port (dBm) (dBm)
Gil/1 N/A 8.1
Gil/2 -30.9 8.1
Gi2/1 N/A (-28.5) 5.9
Gi2/2 N/A  (-19.5) 5.9

Switch#

High Warn Low Warn Low Alarm
Threshold Threshold Threshold
(dBm) (dBm) (dBm)
8.1 N/A N/A
8.1 N/A N/A
3.2 -0.3 -0.5
3.2 -0.3 -0.5
High Warn Low Warn Low Alarm
Threshold Threshold Threshold
(dBm) (dBm) (dBm)

8.1 N/A N/A
8.1 N/A N/A
-6.7 -28.5 -28.5
-6.7 -28.5 -28.5

WO TIE, TEVa— A2 Ty —N"PNEBHINTA VT —T oA A=) T T—H 5k

B HiEE R LET

Switch# show interfaces transceiver module 2

If device is externally calibrated,

++ high alarm, + high warning, -

only calibrated values are printed.

low warning, -- low alarm.

NA or N/A: not applicable, Tx: transmit, Rx: receive.
mA: milliamperes, dBm: decibels (milliwatts).
Optical Optical

Temperature Voltage Current Tx Power Rx Power
Port (Celsius) (Volts) (mA) (dBm) (dBm)
Gi2/1 43.7 5.03 50.6 + -16.7 -- N/A
Gi2/2 39.2 5.02 25.7 0.8 N/A

Switch#

WORFITIE, T a— N2 Ty —"RNEHINTA LV E—T o AOFEMBRE=F ) VT T—

2 aRRT LD EERLET,
Switch# show interfaces transceiver detail module 2
mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.
++ high alarm, + high warning, low warning, -- low alarm.
A2D readouts (if they differ), are reported in parentheses.
The threshold values are calibrated.
High Alarm High Warn Low Warn Low Alarm
Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gi2/1 43.5 70.0 60.0 5.0
Gi2/2 39.1 70.0 60.0 5.0
High Alarm High Warn Low Warn Low Alarm
Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gi2/1 5.03 5.50 5.25 4.75 4.50
Giz2/2 5.02 5.50 5.25 4.75 4.50
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show interfaces transceiver H

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi2/1 50.6 + 60.0 40.0 5.0
Gi2/2 25.8 60.0 40.0 5.0

Optical High Alarm High Warn Low Warn Low Alarm

Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/1 -16.7 (-13.0) -- 3.4 3.2 -0.3 -0.5
Gi2/2 0.8 ( 5.1) 3.4 3.2 0.3 -0.5

Optical High Alarm High Warn Low Warn Low Alarm

Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/1 N/A (-28.5) 5.9 -6.7 -28.5 -28.5
Gi2/2 N/A  (-19.5) 5.9 -6.7 -28.5 -28.5

Switch#

WOFITIHR, A v 2 —Tx2AAXAGIIRDNFT v —NODE=F )7 F—R R THHEZRLE
\?‘O

Switch# show interfaces gl/2 transceiver
ITU Channel 23 (1558.98 nm),
Transceiver is externally calibrated.
If device is externally calibrated, only calibrated values are printed.
++ : high alarm, + high warning, - low warning, -- low alarm.
NA or N/A: not applicable, Tx: transmit, Rx: receive.
mA: milliamperes, dBm: decibels (milliwatts).

Optical Optical
Temperature Voltage Current Tx Power Rx Power
Port (Celsius) (Volts) (mA) (dBm) (dBm)
Gi2/1 43.7 5.03 50.6 + -16.7 -- N/A
Switch#

WOF T, A2 F—Tx2AAGIR DT —ROFEMRE=FY) VT T =2 E2EKRTDHHE%R
~LET,

Switch# show interfaces gl/2 transceiver detail
ITU Channel 23 (1558.98 nm),
Transceiver is externally calibrated.
mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.
++ : high alarm, + high warning, - low warning, -- low alarm.
A2D readouts (if they differ), are reported in parentheses.
The threshold values are calibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gi2/1 43.5 70.0 60.0 5.0 0.0
High Alarm High Warn Low Warn Low Alarm
Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gi2/1 5.03 5.50 5.25 4.75 4.50

| oL-27596-01-J
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Bl show interfaces transceiver

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi2/1 50.6 + 60.0 40.0 10.0 5.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/1 -16.7 (-13.0) -- 3.4 3.2 -0.3 -0.5
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/1 N/A  (-28.5) 5.9 -6.7 -28.5 -28.5
Switch#
BEaIU kR avwvk St
show idprom % —3v @ IDPROM Z#FERr L E 7,
show interfaces status AE =T 2 A ADAT —H XAFE X errdisable A7 — |

WZoBA v F =T 2 AD) A 2R RLET,
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show interfaces trunk

show interfaces trunk

R—=FrBIOETV2a— MDA F—T A A FT U 71EREFRT HIZI1E. show interfaces trunk =
~ U REFEALET,

show interfaces trunk [module mod]

X DA module mod ULE) FFr. B5ELEESa— DA X —T =4 AHIBRLET, HAE0MHE
O#FFAIL 1 ~ 6 T,

TI2HILE ZDavwy RICET 740 FRENRH Y £ A,

a2 kK E—F H:HE EXEC £ — K

vy FEE Y- EEEm
12.1(8a)EW Z o~ K23 Catalyst 4500 & U — X A A » FITEN S E LT,

FRHEDHLIRSAY F—U—F2EELARAVESIE. N3 7 R— bOFREITRERENET,

i WOFITIE, ELV2—NV5DL 0 F—T AR NT U IEREERRTDHIEETRLET,
Switch# show interfaces trunk module 5
Port Mode Encapsulation Status Native vlan
Fa5/1 routed negotiate routed 1
Fa5/2 routed negotiate routed 1
Fa5/3 routed negotiate routed 1
Fa5/4 routed negotiate routed 1
Fa5/5 routed negotiate routed 1
Fa5/6 off negotiate not-trunking 10
Fa5/7 off negotiate not-trunking 10
Fa5/8 off negotiate not-trunking 1
Fa5/9 desirable n-isl trunking 1
Fa5/10 desirable negotiate not-trunking 1
Fa5/11 routed negotiate routed 1
Fa5/12 routed negotiate routed 1
Fa5/48 routed negotiate routed 1
Port Vlans allowed on trunk
Fa5/1 none
Fa5/2 none
Fa5/3 none
Fa5/4 none
Fa5/5 none
Fa5/6 none
Fa5/7 none
Fa5/8 200
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Bl show interfaces trunk

Fa5/9 1-1005

Fa5/10 none

Fa5/11 none

Fa5/12 none

Fa5/48 none

Port Vlans allowed and active in management domain
Fa5/1 none

Fa5/2 none

Fa5/3 none

Fa5/4 none

Fa5/5 none

Fa5/6 none

Fa5/7 none

Fa5/8 200

Fa5/9 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

Fa5/10 none

Fa5/11 none

Fa5/12 none

Fa5/48 none

Port Vlans in spanning tree forwarding state and not pruned
Fa5/1 none

Fa5/2 none

Fa5/3 none

Fa5/4 none

Fa5/5 none

Fa5/6 none

Fa5/7 none

Fa5/8 200

Fa5/9 l1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

Fa5/10 none

Fa5/11 none

Fa5/48 none

Switch#

WROBITIE, 72T 4TREToFR T A= DT X TIERERRT D HEEZRLET,

Switch# show interfaces trunk

Port Mode Encapsulation Status Native vlan

Fa5/9 desirable n-isl trunking 1

Port Vlans allowed on trunk

Fa5/9 1-1005

Port Vlans allowed and active in management domain

Fa5/9 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8

02,850,917,999,1002-1005

Port Vlans in spanning tree forwarding state and not pruned

Fa5/9 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

Switch#

Catalyst 4500 ~1J—X XA v F CiscolOS A2 K Y77 LR IJJ—R |OS XE 3.4.0SG &1 10S 15.1(2)SG
m. OL-27596-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show ip arp inspection W

show ip arp inspection

FEDFFAD VLAN IZOWTH A F I v 7 ARP A UV ART 25 VDAT — R ARRFT HITIT,
show ip arp inspection =~ > R&fHHL £,

show ip arp inspection {[statistics] vlan vian-range | interfaces [interface-name]}

X DA statistics (EE) ZoMEEICLsTRE IS, IE%E, Fue v 7, MAC HiLkE
EOBIOIP BMIEEEDEZ A 7Oy hOMEHIEREZFR T LE
S
vlan vian-range (fEE) statistics ¥— 7 — F& & &0 L-Baid, BN L-4bH

D VLAN O#ittE# % R rm LE T, statistics ¥— UV — &2 L7
WAL, BIRL-#iPHD VLAN @ DAI OREE@EAT— M 2%
r~LET,

interfaces interface-name EE) f8E LA v H—T7 = A AZE LT ARP X7 v b OfZHEIRTE
LU — IR EZRRLET, A v F—T oA AL ERTELRWVIES
X, VAT ATHEHAWERTXTOA L F—T = ADOEFEIRE L
L— bR EFRRLET,

TI24+ILEK ZOavy RICET 740 NRENRDH Y £ A,

avykE—F it EXEC &— K

av Y FERE Jy—=x EEE
12.1(19)EW Z o=z~ KA Catalyst 4500 U — X A v FITIBMENE LTz,
1 KOBITIE, VLAN 3 O DALIC & » TRELS N7 FOFEEHERE RIS 2 ke R LET,
Switch# show ip arp inspection statistics vlan 3
Vlan Forwarded Dropped DHCP Drops ACL Drops
3 31753 102407 102407 0
Vlan DHCP Permits ACL Permits Source MAC Failures
3 31753 0 0

Vlan Dest MAC Failures IP Validation Failures

Switch#
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Il show ip arp inspection

WORITIE, TXTDOT 27T 47 VLAN ® DAL IZ L - TRBEINT- " ry NOFFHEREERTHH
LEERLUET,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops
1 0 0 0 0
2 0 0 0 0
3 68322 220356 220356 0
4 0 0 0 0
100 0 0 0 0
101 0 0 0 0
1006 0 0 0 0
1007 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
1 0 0 0
2 0 0 0
3 68322 0 0
4 0 0 0
100 0 0 0
101 0 0 0
1006 0 0 0
1007 0 0 0

Vlan Dest MAC Failures IP Validation Failures

1 0 0
2 0 0
3 0 0
4 0 0
100 0 0
101 0 0
1006 0 0
1007 0 0
Switch#

WOHITIEL, VLAN 1 ® DAI O E L BIEAT — 2R THHEERLET,

Switch# show ip arp inspection vlan 1

Source Mac Validation : Disabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Operation ACL Match Static ACL
1 Enabled Active

Vlan ACL Logging DHCP Logging
1 Deny Deny

Switch#

WOHTIE, 77AMA—Y Ry N A F—T AR 6/l DEFERIEFERTAHFIEEZTRLET,

Switch# show ip arp inspection interfaces fastEthernet 6/1

Interface Trust State Rate (pps) Burst Interval
Fa6/1 Untrusted 20 5
Switch#
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show ip arp inspection W

WOPITIE, A vF LEDOA =T = ADEFREEZFRT D HEERLET,

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps)

Gil/1 Untrusted 15

Gil/2 Untrusted 15

Gi3/1 Untrusted 15

Gi3/2 Untrusted 15

Fa3/3 Trusted None

Fa3/4 Untrusted 15

Fa3/5 Untrusted 15

Fa3/6 Untrusted 15

Fa3/7 Untrusted 15
Switch#

BAEaOTY R avwyFk BIL
arp access-list ARPT77tA VR MEERLTZY, EXRFH VA DOKKITAH]
FBMLEY LET,

clear ip arp inspection log nJ Ny T rDAT—H A7 VT LET,
show ip arp inspection log 0y RNy T rFDAT —HAZRHFRLET,
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M show ip arp inspection log

show ip arp inspection log

0y Ny 7y DAT—F A%RART HIZIL, show ip arp inspection log =~ FEZEHL 7,

show ip arp inspection log

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK ZOavy RICET 740 NRENRDH Y £ A,

avY kR E—F e EXEC E— KN

av Y FERE Jyy—= EEEM
12.1(19)EW Z®=a= KA Catalyst 4500 U — X 2 v FITBMENE LTz,
il WOBITIE, N 77227 VTTHHEBICES RNy 77 ORFONKEFRRT HHEEZRLET,

Switch# show ip arp inspection log
Total Log Buffer Size : 10

Syslog rate : 0 entries per 10 seconds.
Interface Vlan Sender MAC Sender IP Num of Pkts
Fa6/3 1 0002.0002.0002 1.1.1.2 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.3 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.4 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.5 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.6 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.7 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.8 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.9 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.10 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.11 1(12:02:52 UTC Fri Apr 25 2003)
- -= -= - 5(12:02:52 UTC Fri Apr 25 2003)
Switch#

ORI TIX, clear ip arp inspection log =~ > REFEHA L TRy 77227 U T35 HikERLET,

Switch# clear ip arp inspection log
Switch# show ip arp inspection log
Total Log Buffer Size : 10

Syslog rate : 0 entries per 10 seconds.
No entries in log buffer.

Switch#
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show ip arp inspectionlog Wl

BEavT R avwy kR SHBR

arp access-list ARP 77 vA VA MEEFZLTZY, EFXFH U A NORKITAH]

ZEMLED LET,
clear ip arp inspection log nJ Ny T rDAT—H A7 VT LET,
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W show ip cef vian

show ip cef vlan

IPCEF VLAN A V' # =7 = A AD AT —HZ AB I OREHHREET L, HEDA X —T oA ZADT
V7 4w AeForT 5121, showip cef vlan =~ > REHH L £,

show ip cef vlan vian num [detail]

BEX D vlan_num VLAN O% &,
detail (EE) HFmiEResErLET,
T2+ EK ZOavy RICET 740 NRENRDH Y £ A,

avy kE—F it EXEC &— K

oy FERE Jy—=2 EEER

12.1(8a)EW Z»=a= KA Catalyst 4500 U — X 2 A v FITIBMENE LTz,
] KOBITIE, FFED VLAN DT L7 o4 v 7 ReRFT D HEERLET,

Switch# show ip cef wvlan 1003

Prefix Next Hop Interface

0.0.0.0/0 172.20.52.1 FastEthernet3/3

0.0.0.0/32 receive

10.7.0.0/16 172.20.52.1 FastEthernet3/3

10.16.18.0/23 172.20.52.1 FastEthernet3/3

Switch#

WOFITIL, FFED VLAN OFEfl72 IP CEF Bl aRT~T 2 HlEEZRLET,

Switch# show ip cef vlan 1003 detail
IP Distributed CEF with switching (Table Version 2364), flags=0x0
1383 routes, 0 reresolve, 0 unresolved (0 old, 0 new)
1383 leaves, 201 nodes, 380532 bytes, 2372 inserts, 989 invalidations
0 load sharing elements, 0 bytes, 0 references
universal per-destination load sharing algorithm, id 9B6C9823
3 CEF resets, 0 revisions of existing leaves
refcounts: 54276 leaf, 51712 node

Adjacency Table has 5 adjacencies
Switch#
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show ip dhcp snooping

show ip dhcp snooping
DHCP A X — vV VR ELZ KT 5121, show ip dhep snooping =~ FZEH L 7,

show ip dhcp snooping

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

FIFIE IOavwy RIZIET 74V FREDRDH Y T A,

ATV KR E—F  HHEEXEC E— R

av Y FERE Jyy—= EEEM
12.1(12¢)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,
122(25)EWA  EHHTEXRVWKR— R TOF S a2 82 OFR— FABEMENE LT,

i KOBTIE, DHCP AX— VL VR ELFERFT A HEEZRLET,

Switch# show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANs:

500,555

DHCP snooping is operational on following VLANs:

500,555

DHCP snooping is configured on the following L3 Interfaces:
Insertion of option 82 is enabled

circuit-id default format: vlan-mod-port

remote-id: switchl23 (string)

Option 82 on untrusted port is not allowed Verification of hwaddr field is enabled DHCP
snooping trust/rate is configured on the following Interfaces:
Interface Trusted Rate limit (pps)

FastEthernet5/1 yes 100

Custom circuit-ids:

VLAN 555: customer-555

FastEthernet2/1 no unlimited

Custom circuit-ids:

VLAN 500: customer-500

Switch#

BZEav2 kR avwUk St
ip dhcp snooping DHCP AX—¥V U 7% 71— Ul F—T M LET,
ip dhep snooping information option  DHCP #7323 82 F— X HALZ A 2 —T VI LET,
ip dhcp snooping limit rate AVE—=T A AN I BHEVICZETLIILEDTES

DHCP A v E—Y D EFRELET,
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M show ip dhcp snooping

avwyFk H7LT

ip dhep snooping trust {E#T& % VLAN ETDHCP ZAX—E V%A R2—T7 L
WZLET,

ip dhep snooping vlan VLAN % 72X VLAN ® 7' ) —7 T DHCP A X—t> 7/

A F—T NI LET,
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show ip dhcp snooping binding

show ip dhcp snooping binding

DHCP AX—VE T NA T 47 = MY ZFK 7T 5I2IE, show ip dhep snooping binding =~
Y REERLET,

show ip dhcp snooping binding [ip-address] [mac-address] [vlan vian _num]
[interface interface num]

B ip-address TE) "M T4 = IV DIPT RLATY,
mac-address EE) "M 47 =)D MAC T KL ATY,
vlan vian_num ({£#) VLAN #EELET,

interface interface num UEE) A F—T =4 ZAZEELET,

TI2F+ILE B EISTE LARWVEE. AA v FIZIEZDHCP AX—E L7 SAVF 4 v 7 F—T SRR FE RSN E
¥,

avY kR E—F ¥k EXEC £— R

av Y FEE Jy—2 EEEH

12.1(12c)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,

FRLOFARSAY 75— AX—FELFBIRVLAN AX—E L7 REL LA F—T LOEEIZDH VLAN EC
DHCP A X —Y TN A F—T WD F9,

VLAN O#EH &2 E T 21213, ALED last_vian 518z M LT VLAN #iHORZZHEE L £7,

1 WOHITIZ, AA v FDODHCP AX—E 7 N UF 40y 2y M) 2FRT D HEEZRLET,

Switch# show ip dhcp snooping binding

MacAddress IP Address Lease (seconds) Type VLAN Interface
0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100 FastEthernet3/1
Switch#

KOHITIE, DHCP AX—VE 7 NA T 47 2 FIDOIP T RV RAERRT D HEERLET,
Switch# show ip dhcp snooping binding 172.100.101.102

MacAddress IP Address Lease (seconds) Type VLAN Interface
0000.0100.0201 172.100.101.102 1600 dhcp-snooping 100 FastEthernet3/1
Switch#
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M show ip dhcp snooping binding

WOBITIE, DHCP AX—V > 7 AT 47 2 VD MAC T RV AZFRRT D HEERLE
ﬁ—o

Switch# show ip dhcp snooping binding 55.5.5.2 0002.b33f.3d5f

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:02:B3:3F:3D:5F 55.5.5.2 492 dhcp-snooping 99 FastEthernet6/36
Switch#

WOFTIX, ¥ED VLAN ® DHCP AX—t > 7 XA F 47 2 D MAC 7 R L A& HER
5 HEEZRLET,

Switch# show ip dhcp snooping binding 55.5.5.2 0002.b33f.3d5f vlan 99

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:02:B3:3F:3D:5F 55.5.5.2 479 dhcp-snooping 99 FastEthernet6/36
Switch#

WOHITIE, 14727 DHCP AX—VY o7 AT 407 =2 M) 2RRTDHHEEZRLET,

Switch# show ip dhcp snooping binding dynamic

MacAddress IP Address Lease (seconds) Type VLAN Interface
0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100 FastEthernet3/1
Switch#

WOFTIE, VLAN 100 ® DHCP AX—VE 7 NA T 4 v 7 20 M) BRRT D HEERLET,
Switch# show ip dhcp snooping binding vlan 100’

MacAddress IP Address Lease (seconds) Type VLAN Interface
0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100 FastEthernet3/1
Switch#

WOFTIHE A=Y Ry A2 X —Tx2A4 A0/l DDHCP AX—V LT A vF 47 2 N 2%
IRY D HEERLET,

Switch# show ip dhcp snooping binding interface fastethernet3/1

MacAddress IP Address Lease (seconds) Type VLAN Interface
0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100 FastEthernet3/1
Switch#

# 2-21 12, show ip dhep snooping =2~ ROHAICERRTINDE T 4 — /N ROFAZRLET,

= 2-21 show ip dhcp snooping a7 > FOE A

J4—ILF SR

Mac Address AT b N—=Ru=7DMAC 7 KL A,

IP Address DHCP H—"InbE D Y Tones 747 NPT RUX,

Lease (seconds) IP 7 KL A U — R,

Type NAT 40T BAT, CLINDBAZT 4 v JICRESINDD, XA
FIvriCFEENET,

VLAN 7IAT N A E—T x4 AD VLAN FE,

Interface DHCP 7 747k WA MRS D1 F—T =4 A,
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show ip dhcp snooping binding

GEEESAS avv kR B

ip dhcp snooping information option  DHCP #7353 82 F—# A% A X —7MIC LET,

ip dhcp snooping limit rate AVE—T A AN 1 BHEVIIRETHZLOTED
DHCP A vt —V 0¥z i#E L ET,

ip dhcp snooping trust fEHT% % VLAN L CDHCP AX—E v V%A X —T7 )b
WZLET,

ip dhcp snooping vlan VLAN %713 VLAN ® 7 )L —7 ¢ DHCP A X—t> 7
EAX—TNMZLET,

ip igmp snooping IGMP AX—¥ 7% A R =7 M LET,

ip igmp snooping vlan VLAN @ IGMP A X—¥ > 7% A 32— W LET,

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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Bl show ip dhcp snooping database

show ip dhcp snooping database

DHCP AX—E v J F—=F_R—RA ==V hDRAT—HF A% K9 5IZ1%, show ip dhep

snooping database =~ > K&l L £,

show ip dhcp snooping database [detail]

X DA detail (EE) BMOBERAT— MBI OHEREZF R LE T,

TI2HIE Coavy RICETF 740 FRERS Y 8 A,

avy kE—F it EXEC T— K

avy FBEE yy—= TEER
12.1(12¢)EW Zd =z A Catalyst 4500 ) — X A v FIBIMESNE L,
12.1(19)EW 27— FB LU HHEROV R — R BN S E LT,

#i WOHITIL, DHCP A X—VE v 7 F— 2 _XR— 2% F 7T 5HEEZRLET,

Switch# show ip dhcp snooping database
Agent URL :

Write delay Timer :
300 seconds

300 seconds
Abort Timer :

Agent Running : No
Delay Timer Expiry :
Abort Timer Expiry :

Not Running
Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts

: Startup Failures :
Successful Transfers :

Failed Transfers :
Failed Reads
Failed Writes

Successful Reads
Successful Writes
Media Failures

O O O O O
o O O O

Switch#
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ROBITIE, BMOBERFHEREZRRT D HEERLET,

Switch# show ip dhcp snooping database detail
Agent URL : tftp://10.1.1.1/directory/file
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : 7 (00:00:07)
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason : Unable to access URL.

show ip dhcp snooping database WM

Total Attempts : 21 Startup Failures 0
Successful Transfers 0 Failed Transfers 21
Successful Reads 0 Failed Reads 0
Successful Writes 0 Failed Writes 21
Media Failures 0
First successful access: Read
Last ignored bindings counters
Binding Collisions : 0 Expired leases 0
Invalid interfaces : 0 Unsupported vlans 0
Parse failures : 0
Last Ignored Time : None
Total ignored bindings counters:
Binding Collisions : 0 Expired leases 0
Invalid interfaces : 0 Unsupported vlans 0
Parse failures : 0
Switch#
> =
BEa<>F avwyFk i

ip dhcp snooping

DHCP A X —¥v v 7% 7 a—r WA F—T Mz LET,

ip dhep snooping database

DHCP AX—bE ko THEBEShAZ L T 4 v T %
REFELET,

ip dhep snooping information option

DHCP A7+ a v 82 T — XA A X—T M LET,

ip dhcp snooping limit rate

AE =T 2 A AP NI BHIVICZETHILEDOTED
DHCP 2 v E—Y D EHRELET,

ip dhep snooping trust

fE4#T% % VLAN ETDHCP 2 X—t' v /%A %x—7 )L
I LET,

ip dhcp snooping vlan

VLAN F£721% VLAN ® 7 Vv —7 ¢ DHCP AX—t'
A FZ—T NI LET,
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M show ip igmp interface

show ip igmp interface

IPIGMP A v % =7 =2 A ADAT —H AB L OREFHRER ST HITIE, show ip igmp interface =~
Y REFEALET,

show ip igmp interface [fastethernet slot/port | gigabitethernet slot/port |
tengigabitethernet s/ot/port | null interface-number | vlan vian _id]

LA fastethernet UEE) 77 AP A=V Xy b A F =Tz A, BLUERABY FER—F
slot/port DEFERELET,
gigabitethernet UEE) ¥HEY A —PF v h A8 —Txf A, BEOAT Y b EK—
slot/port FOFEFERELET, AMEOHKEIL 1 ~9 T,
tengigabitethernet ({L&) 10 ¥y h A —FFov b A ¥ —T oA A BLOAB Y L&
slot/port N—hrOEFEZERELET, AMEOHMMII1 ~2 TY,
null EE) XNV A B—=T 2 A ABL NS H—T =2 ADFSEBEELET,
interface-number BHREIZ 0 75T,
vlan vian_id (%) VLAN B X' VLAN OB 5 2EE L7, AHEOHIT 1 ~ 4094

<
TI2HIE VLAN Z7%E L7241, VLAN | OFE#@RERINET,
avy Kk E—F H:HE EXEC £ — K

av Y FERE Jy—= EEER
12.1(8a)EW Z a2 R Catalyst 4500 ) — X 2 v FIBIMSHE L,
12.1(12¢)EW JE3E VLAN 7 RL 2O H R — MBMEnE L,
12.2(25)EW 10 FXHE Yy h A—H Xy b f v Z—T A ZADFFE— FBEMENE LTz,

BREDHA RS4Y ([EEODI¥AEEN L=, show ip igmp interface 2~ > FTIXT X TDA ¥ —7 = A ZDIFERN
FKREINET,

1 WoHITIL, VLAN 200 @ IGMP B84 #5456 FiExd r LET,

Switch# show ip igmp interface vlan 200

IGMP snooping is globally enabled

IGMP snooping is enabled on this Vlan

IGMP snooping immediate-leave is disabled on this Vlan
IGMP snooping mrouter learn mode is pim-dvmrp on this Vlan
IGMP snooping is running in IGMP-ONLY mode on this VLAN
Switch#
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show ip igmp interface W

BREaTY R avy kR e
clear ip igmp group IGMP /N —7 % v v a = bUZHIBRLET,
show ip igmp snooping mrouter A F Iy 7SN, FETRESNEZY LT X A
N AL TF A =T oA AT HERERRLET,
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show ip igmp profile

RESNTVDTRTOIGMP 707 7 A VETTHE L IGMP 7' 7 7 A V2R FT I,
show ip igmp profile f7# EXEC =~ > R&HEH L 7,

show ip igmp profile [profile number]

XD EREA profile number (%f)%ﬁ#éMMpfm774»$%ﬁ¢oﬁ@@ﬁﬁu1~4wwwws
S

T4k Zoa<wr PITET 740 FERENRD D £ A,

a2 F E®—F  fHEEXEC ®—F

av Y FEE )y—= EEERR

12.1(11b)EW Z o~ KA Catalyst 4500 U —X A4 v FIBMENE LT,

BRLEDHARSAY Torr7AAEERNANERNTORNVEE, T XTOIGMP Y10 7 7 A ANFRENET,
%l

WOBITIE, IGMP 717 7 )L 40 2 £ T 2 HEERLET,
Switch# show ip igmp profile 40
IGMP Profile 40

permit

range 233.1.1.1 233.255.255.255
Switch#

Switch# show ip igmp profile

WOFEITIX, T_XTDHDIGMP 07 7 A VaFRT D HERZRLET,
IGMP Profile 3

range 230.9.9.0 230.9.9.0
IGMP Profile 4

permit

range 229.9.9.0 229.255.255.255
Switch#

BEav> R avwyEk

i
ip igmp profile

IGMP 7 v 7 7 A )V EAER L £,
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show ip igmp snooping M

show ip igmp snooping

A FIv 7T

RSN, FWCRESNE VLAN A1 v F A 28 —7 = A AL BT 28 % 7T

%1Z1X. show ip igmp snooping =~ > K& AL £,

show ip igmp snooping [querier | groups | mrouter] [vlan vian_id] a.b.c.d [summary |
sources | hosts] [count]

XD EHEA querier LE) IP 7 FLABLOARA=Ya VIEERBAERRICEENS Lo ELET,
groups (£E) VLAN AU AR AL—F P T FLATY — FENTEREND LD ITHEE
LET,
mrouter EE) A4 T I v 7SN, FHITRESNLEYLTFFY AN AL v F A
=T 2 A ACETHERPERICEEND L HITHEELET,
vlan vian_id ~ ({1:7&) VLAN #48E L £7. ANMEOHIL 1 ~ 1001 3 LT 1006 ~ 4094 T3,
a.b.c.d TN—TIPT7 RLAEEEI~AF XX ARNIP T RLATY,
summary (EE) V2 27213 V3 Z v — 7 O MEROF R 2R E L £7,
sources UEE) BELEIN—TOXEETIP OV XA NERBELET,
hosts UEE) HBELEIAL—TDFRARNIPDOY R NEHEELET,
count (EE) Zo— L2, £7770E VLAN i CU AT A ko THEFE SRV —T
7T RUVADEFHEOFR R ERELET,
TIAILE Toawr RITETF 740 FRERD Y AL
oYk E—F EXEC
vy FERE )1)y—= EEEM
12.1(8a)EW ZDav A Catalyst 4500 &Y — X 24 v FITBIMENLE L,
12.1(19)EW WEET FLy s Z7oHR—FRBIMENE L,
12.1(20)EW IGMPvV3 BI/RIOFR A b R T v F VT OREAT — hOERRFOY AR — h2BEMI

L7,

FERLDAMFS

1Y show mac-address-table multicast =~ F&ZEHA L T, IGMP AX—E 7N A 2=V Th D
VLAN IZDOW T MAC 7 RV A F—7 LD M) AERTHIE L TEET,

show ip igmp snooping =~ > K& AJJL T, VLAN 1 > ¥ —7 = A AD IGMP A X — ¥t > /' {FH %

KRTEET,
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M show ip igmp snooping
] ROBITIE, A v FOTa—R"L AR— I EREFRT D HELZRLET,
Switch# show ip igmp snooping
Global IGMP Snooping configuration:
IGMP snooping Enabled
IGMPv3 snooping Enabled
Report suppression Enabled
TCN solicit query : Disabled
TCN flood query count HE
Vlan 1
IGMP snooping Enabled
IGMPv2 immediate leave Disabled
Explicit host tracking Enabled
Multicast router learning mode pim-dvmrp
CGMP interoperability mode IGMP_ONLY
Vlan 2
IGMP snooping Enabled
IGMPv2 immediate leave Disabled
Explicit host tracking Enabled
Multicast router learning mode pim-dvmrp
CGMP interoperability mode IGMP_ONLY

Switch>

WOHITIE, VLAN2 DA X—V U FiEfERRzT B HiEZ R LET,

Switch# show ip igmp snooping vlan 2
Global IGMP Snooping configuration:

IGMP snooping Enabled

IGMPv3 snooping Enabled

Report suppression Enabled

TCN solicit query : Disabled

TCN flood query count HE

Vlan 2

IGMP snooping Enabled
IGMPv2 immediate leave Disabled
Explicit host tracking Enabled
Multicast router learning mode pim-dvmrp
CGMP interoperability mode IGMP_ONLY

Switch>

WOFITIE, AA v FDOFTTD VLAN @ IGMP 7 = U 7R A2 F -T2 HEE2 - LET,

Switch# show ip igmp snooping querier

Vlan IP Address IGMP Version
2 10.10.10.1 v2

3 172.20.50.22 v3

Switch>

Router
Fa3/15
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show ip igmp snooping M

WOHITIL, IGMPvV2 OFEITRHZ VLAN 5 @ IGMP 27 = U T i§lE R -T2 HEEZRLET,

Switch# show ip igmp snooping querier vlan 5

IP address :5.5.5.10
IGMP version tv2

Port :Fa3/1
Max response time :10s
Switch>

WOEITIX, IGMPvV3 DFEITHIZ VLAN 5 @ IGMP 7 = U T AFR"T 5 HFELZ R LET,

Switch# show ip igmp snooping querier vlan 5

IP address :5.5.5.10
IGMP version :v3

Port :Fa3/1
Max response time :10s
Query interval :60s
Robustness variable 12
Switch>

WOFTIX, BEDINV—TDAX—E L FIERERETHHEERLET,

Switch# show ip igmp snooping group

Vlan Group Version Ports
2 224.0.1.40 v3 Router
2 224.2.2.2 v3 Fa6/2
Switch>

KOFITIEZ, VLAN 1 NOZ =T DRA N A4 TBLOR— b aRRnT 25 EEZRLET,

Switch# show ip igmp snooping group vlan 1

Vlan Group Host Type Ports

1 229.2.3.4 v3 fa2/1 fa2/3
1 224.2.2.2 v3 Fa6/2
Switch>

WROFITIZ, VLAN 1 AD TN =T DHRA N A TBLOR—- baZrnd 2 hE2r LET,
Switch# show ip igmp snooping group vlan 10 226.6.6.7

Vlan Group Version Ports
10 226.6.6.7 v3 Fa7/13, Fa7/14
Switch>

WIZ, FEILIP 7 FL AT HBED TNV —T DAT — b ERAT D6 %R~ LET,

Switch# show ip igmp snooping group vlan 10 226.6.6.7 sources
Source information for group 226.6.6.7:
Timers: Expired sources are deleted on next IGMP General Query

SourcelP Expires Uptime Inc Hosts Exc Hosts
2.0.0.1 00:03:04 00:03:48 2 0

2.0.0.2 00:03:04 00:02:07 2 0

Switch>
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M show ip igmp snooping

WIZ, R"A N MAC 7 RLRIZHT HBED I NVN—TDAT— e Rt L0 %21~ LET,

Switch# show ip igmp snooping group vlan 10 226.6.6.7 hosts
IGMPv3 host information for group 226.6.6.7
Timers: Expired hosts are deleted on next IGMP General Query

Host (MAC/IP) Filter mode Expires Uptime # Sources
175.1.0.29 INCLUDE stopped 00:00:51 2
175.2.0.30 INCLUDE stopped 00:04:14 2
Switch>

WOFITIE, V3 7 N—T7 0%~ —FlaeFrT s ke~ LET,

Switch# show ip igmp snooping group vlan 10 226.6.6.7 summary

Group Address (Vlan 10) 1 226.6.6.7

Host type : v3

Member Ports : Fa7/13, Fa7/14
Filter mode : INCLUDE
Expires : stopped
Sources HE

Reporters (Include/Exclude) : 2/0

Switch>

KOFITIE, VLAN 1 O~ LFx vy X b v—FEREFRT D k2R LET,

Switch# show ip igmp snooping mrouter vlan 1

vlan ports

_____ +________________________________________
1 Gil/1,Gi2/1,Fa3/48,Router

Switch#

WIZ, VAT AL T a— L EEENT- I V—TF 7 L 20 A F T 56 % 5~ LET,

Switch# show ip igmp snooping group count
Total number of groups: 54
Switch>

RIZ, VLAN 5 THEEHENTZ V=TT FL 2D ERRT D0 %R~ LE7,

Switch# show ip igmp snooping group vlan 5 count

Total number of groups: 30
Switch>
BEa< K avwvFk St

ip igmp snooping IGMP AX—V v T %A X—T M LET,

ip igmp snooping vlan immediate-leave [GMP ARl B 1 R — T M2 LE T,

ip igmp snooping vlan mrouter LAY 245 —TxA A% VLAN O~ /LFF v A I
N—HB A F—Txf AL LTHELET,

ip igmp snooping vlan static LAY 2A 0 H—T a2 R T N—T DAL LTHRE
LET,

show ip igmp interface IGMP A v 2 —T =2 A ADAT—Z AFRBLINa 7 4
Fal—3 ‘/‘%%ﬁ%i‘%ﬂ? LET,

show ip igmp snooping mrouter AT Iy ZICFESN, FETRES N LT X v A
P ALY TF A F =T = ACEHTHEHERERRLET,

show mac-address-table multicast < NVFHXEYAFMACT KL A T—T7NVIERERRLE
R
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show ip igmp snooping membership

show ip igmp snooping membership

BRARN AU N—vy FIEREF AT HI21E, show ip igmp snooping membership =~ F&#EH L
3

show ip igmp snooping membership [interface interface num] [vlan vian id]
[reporter a.b.c.d] [source a.b.c.d group a.b.c.d]

XD EHEA interface interface_ num  (F%) A2 X —T 2L ADIP T RLABLOA—Y a U EREFRL
F9,
vlan vian_id (f£Z) VLAN D Z L —F 1P 7 L ATY— h &7 VLAN A %%
FLET, BREOFEIL 1~ 1001 33 L0 1006 ~ 4094 T3,
reporter a.b.c.d (EE) BBELFELER—Z—DA L NRN—2 v FERPFRLUET,
source a.b.c.d UEE) VAR—Z—, #EEL, 37— IP 7 FLAZEELET,
group a.b.c.d (&) FrFAOFTRTOALN (FET, IN—T) A F—T =
A AF721X VLAN TY— b LTERELET,
TI2FIE IOawy RIZIET 740 FRERH Y XA,
avY R E—F ¥i#E EXEC E— R
avy FERE )1y—2 EEEm
12.1(20)EW Z® =z~ R Catalyst 4500 >V — X XA »FIZBMEE LT,

EREDHA R4

7

12.2(25)EW 10XHEY h A —HFFy h A F—T 2 ZDFFK— FBBMENE LT,

Zoavwry RiE, AL v FTHREERA L bT v F 0 INRA X—=T NVDOPEICDOHRANTY,

WOFITIE, FHEY P A=Y Fy h A F—T 2 A4/l DRAF A N_N—2 vy FPEERRTHHE
R LET,

Switch# show ip igmp snooping membership interface gigabitethernet4/1
#channels: 5

#hosts : 1

Source/Group Interface Reporter Uptime Last-Join Last-Leave

40.40.40.2/224.10.10.10 Gi4/1 20.20.20.20 00:23:37 00:06:50 00:20:30
40.40.40.4/224.10.10.10G14/1 20.20.20.20 00:39:42 00:09:17 -
Switch#

WIZ, VLAN 20 B L OV /1—7224.10.10.10 DFRA b Ao N"—2 v T ERRTHHZRLET,

Switch# show ip igmp snooping membership vlan 20 source 40.40.40.2 group 224.10.10.10
#channels: 5

#hosts : 1

Source/Group Interface Reporter Uptime Last-Join Last-Leave
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W show ip igmp snoop|

Switch# show ip
Snooping Members

Total number of
Total number of

Source/Group

ing membership

40.40.40.2/224.10.10.10 Gi4/1 20.20.20.20 00:23:37 00:06:50 00:20:30

Switch#

WOHITIEL, VLAN20 DFA K A N"—vy FEREERL, BFRIARA N N7 v 7 2HIRT 5

HiEERLET,

igmp snooping membership vlan 20
hip Summary for Vlan 20

channels:5

Uptime Last-Join/

Last-Leave

.1/224.
40.0.0.2/224.
40.0.0.3/224.

40.0.0.4/224.

40.0.0.5/224.1.1.

Switch# clear ip
Switch#

hosts 04
Interface Reporter
1 Fa7/37 0002.4bal.a4f6
1 Fa7/37 0002.£d80.£770
.1 Fa7/36 20.20.20.20
1 Fa7/35 20.20.20.210
1 Fa7/37 0002.£d80.£770

igmp snooping membership vlan 20

00:00:04 00:00:04 /

00:00:17 00:00:17 /

00:00:04 00:00:04 /

00:00:17 00:00:17 /

00:00:17 00:00:17 /

BBEa<v R

avy kR

B

clear ip igmp snooping membership

HRHARA N N TR 7 T2 =% 7 )7 LET,

ip igmp snooping vlan explicit-tracking

VLAN BALOB/RIIHRA N 8T v % T a A X—T VI

LET,

show ip igmp snooping

FAFT Iy 7 IZFEESH, FHTHRESNZ VLAN 2

AvF A F—T oA AZETHEREFRTLET,
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show ip igmp snooping mrouter Il

show ip igmp snooping mrouter

A FTI vy 7IZ¥FBEIN, FETHREINILIATIY AN AL v F A 0¥ —T o4 AZHATDIEH
xR T HIZIL, show ip igmp snooping mrouter =~ > R&EEH L EF,

show ip igmp snooping mrouter [vlan vian-id]

X DEREA

TI2HIE

avU Rk E—F

vlan vian-id  ({£%) VLAN #f5& L£3, ANMEOHIHIL 1 ~ 1001 5 LT 1006 ~ 4094 T,

CDAaxy RICET 74NV FREPRH Y £H A,

¥ #E EXEC £— K

avy FERE

EREDAHA R34y

Jy—=x EEEm
12.1(8a)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
12.1(19) EW JE3E VLAN 7 R L ADOH R — R asBimEiE Lz,

show mac-address-table multicast =~ > FZ{#EHA L T, IGMP AX—¥E I N, Xx—T L ThdD
VLAN IZDOWTMAC 7 FVA T—T VD2 M) 2ERTHZELTEET,

show ip igmp interface vlan vian-num =~ > R AJJ LT, VLAN A ' # —7 = A ZAD IGMP 2 X —
Cr I RER I TEET,

i WOHITIE, FED VLAN O A X — v F s e Ford 25 Hikegr LET,
Switch# show ip igmp snooping mrouter vlan 1
vlan ports
_____ o
1 Gil/1,Gi2/1,Fa3/48,Switch
Switch#
BEaTUF avyk e
ip igmp snooping vlan mrouter LAY 2422 —TxA A% VLAN O~ /LFF ¥ Z |
N—B AL B =T A AL LTAZT 4 v JIZRELE
7
show ip igmp interface IGMP A v % —T7 2 ZADAT—RZAERB LNz 7 ¢
Fal—vafEREzERrLET,
show mac-address-table multicast v NLNFXY A RNMAC T FL XA F—T7NIEREFRRLE
‘é—ﬂ

| oL-27596-01-J
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M show ip igmp shooping vian

show ip igmp snooping vian

A F Iy i2FEHEN, FETHRESNZ VLAN AL vF A v F—T oA AT HHERERRT
%1Z1X. show ip igmp snooping vlan =~ > &AL E T,

show ip igmp snooping vlan vian _num

BXXniA vlan_num VLAN OFETY, AZVMEOHEIL 1 ~ 1001 3L 1006 ~ 4094 T,
TI2AILE Coavy RICETF 740 FRERS Y 8 A,
avy kE—F it EXEC T— K

avr FEE Jy—= EEER
12.1(8a)EW T D3~ R Catalyst 4500 » U — X ZA v FITBEMSNE LT
12.1(1200EW  $E7 FL v v 7OV H— F B S E L7,

EREDHLA K542  show mac-address-table multicast 2~ > F&EH L T, IGMP AX—E L VR A X —T L Th b
VLAN IZDOWTMAC 7 RVA T—T VD2 M) 2ERTHZELTEET,

3l WOBITIE, HED VLAN DA X — ' » 7§ EFond 5 hiEem LET,
Switch# show ip igmp snooping vlan 2
vlan 2

IGMP snooping is globally enabled

IGMP snooping TCN solicit query is globally enabled

IGMP snooping global TCN flood query count is 2

IGMP snooping is enabled on this Vlan

IGMP snooping immediate-leave is disabled on this Vlan
IGMP snooping mrouter learn mode is pim-dvmrp on this Vlan
IGMP snooping is running in IGMP_ONLY mode on this Vlan
Switch#

Catalyst 4500 ¥ J—X XA ¥ F CiscolOS Ia2Y K YI7 LR J1J—2R I0S XE 3.4.0SG & & U 10S 15.1(2)SG
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show ip igmp snooping vian W

BEEavF avwyFk e

ip igmp snooping IGMP AX—VE v 7% A X—T M LET,

ip igmp snooping vlan immediate-leave IGMP HIEFiIBLEE A 4 R — T LIZ LE T,

ip igmp snooping vlan mrouter LAY 2A4 B —T A A% VLAN O~ LF X v X |
N—=B L B=T A AL LTAZT 4 v 7ITHELE
7

ip igmp snooping vlan static LAY 2A U E =T A RAETN—T DA NE L TRE
LET,

show ip igmp interface IGMP A > ¥ — T =2 A ADAT— X AERB LN 7 4
Fal—va U FREFRRLET,

show ip igmp snooping mrouter AT Iy 7 IZFEEN, FHTREINIZ LT F ¥ X
N AL F A B =T oA AT HERERRLET,

show mac-address-table multicast YNAFHXYARMACT LA T—=7 VIERERRLE
R

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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M show ip interface

show ip interface

IPICH LTRESNIEA LV E—T 24 ADa2—F Y T 4 AT —F A% £FT 5IC1%, show ip
interface =~ FZfEH L £9,

show ip interface [type number]

X DA type B AvE—T AR EALT,
number (EE) A Z2—T A AFKF,
T2+ EK ZOavy RICET 740 NRENRDH Y £ A,
avy kE—F EXEC
avy FBE Jyy—= EEEH
12.2(25)EW XS EY h A=V Ry h A B —T oA ZAEEHDHLICHESHLEL

EREDAHA R34y

7

776

A B —T oA APMFEHTRER 54, CiscoIOS V7 b7 = 7id, EEERE SN TWHL— N &L —

TAYT T ICHEBMICAN LET, AR,V F—T 2 A AL o T, V7 b= T 1IN
Ty NEEZETEET, Y7 MU TIE, A X —T A APNERARATTHD 5 &, EEE
MENTWANL—=T 4T 2 vV BAN—=T 47 T—=TANBHIBRLET, =2 U ZHIRT S Z
EIZED, VTN =T B EATIv I A—T o7 Ta bhaEFEHLTRY T =T ~DRv 7
Tyl N—hERETEET (FETDIHD).

A B =T A ATRAMBEDREENLIGE, B2 bavid lup) E~v—27 ShES, £~
=T x A AN— Ry =7 MEMARERE S, A ¥ —7 =4 A% Tup) &~v—27 ENET,

FEEOA LV E—T A A I TERBELIZSE. TOHEDA L F—T 2 AT DIERNPEFREN
£,

FEEOBIBERE LW, T XTOA Vv Z—T = ADHFENRFRENET,

PPP F7/213v VTNV FA4 2 A v ¥ —%y b 7r ha) (SLIP) IZX-oTIHRMA v H—T = ARD
T Enb ELIP BHRAAL v T TR X —T W70 £9, PPP £/ SLIP Ik > TH 7V
fbaN73EREIA % —7 = A 2 L TO show ip interface =~ > R Tix, IP B A A v F I A
=T NTHDIEERT Ay —URERENET,

WKOBITIE, FFED VLAN O2—HF VT 4 AT —F A52FRTDHHEERLET,

Switch# show ip interface vlan 1

Vlanl is up, line protocol is up
Internet address is 10.6.58.4/24
Broadcast address is 255.255.255.255
Address determined by non-volatile memory
MTU is 1500 bytes
Helper address is not set

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show ip interface W

Directed broadcast forwarding is disabled

Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is enabled

IP fast switching on the same interface is disabled

IP Flow switching is disabled

IP CEF switching is enabled

IP Fast switching turbo vector

IP Normal CEF switching turbo vector

IP multicast fast switching is enabled

IP multicast distributed fast switching is disabled

IP route-cache flags are Fast, CEF

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled

TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled

WCCP Redirect outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled

Sampled Netflow is disabled

IP multicast multilayer switching is disabled

Netflow Data Export (hardware) is enabled
Switch#

& 22212, ZOFTERRINTWD T 4 —/V FOFBHEZRLET,

& 2-22 show ip interface M7 « —JL F DA
Z4—ILF B
Ethernet0 is up AVE =T oA AN— Ry 2T DEMAFRRRGA, A4 —7x

A 2% Tup) b~—2anFEd, A ¥ =7 A AP ATHE L
RHIIE, AV E =Tz A A N—Ry=7 LRI 7 b3 /LOl
FWRT v TIRETHIVLERSH D £,

line protocol is up AH—T oA ATRFMBEPIREINDEA, B2 b=
I Tup) &~v—7 3NET, A F—T A ZADEHTTREE 72
HICE, AV X —T 2 A AN—FRy =7 LR 0 N3Ol
NT v TRETHHILENRH Y 7,

Internet address and subnet mask |/ > % —7 24 ZADIP T RLVA LV TRy h w7,

Broadcast address Tua—RE¥xy A~ T RL XA,

Address determined by... AV E—=T A ZDIP T RLARED LI IZIREESNTZDD A
T—H A,

MTU AV =T oA ATHREIN TS MTU fH,

Helper address A= T LR (RESNTHWDEHE),

Secondary address THFY TRLA (BESNTHELEA),

| oL-27596-01-J
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M show ip interface

& 2-22

show ip interface ® 7 « —JL FOHBA &)

J4—ILF

B8

Directed broadcast forwarding

FEE7a— R¥ ¥ A MEEDRT—H R,

Multicast groups joined

DA B =Tz A ABBTHYALTFXFXY AN 70—,

Outgoing access list

AV E =T A RIHET 7R VA RBRESNLTNDENED
MDD AT —H X,

Inbound access list

AE =Tz ARZEET 7 EA VA RMPRREINTNDINE D
MDAT—H A,

Proxy ARP

71 %3 Address Resolution Protocol (ARP; 7 KL A ik 7" 1
Fan) WALV E—T A AKX LTAF—TNVTHLINE I
DAT —H A,

Security level

DA HE—T oA AR L THEHESNTWD IP Security
Option (IPSO) EXx = U7 1 Ll

Split horizon

2TV F ABRTAXVDAT—H A,

ICMP redirects

DA HE =T 2 A A LDV FA VI N A=V DRAT—H
2

o

ICMP unreachables

DA E =T 2 A A LDBEREA Yy E—VDAT —H R,

ICMP mask replies

DA VE—T 2 A A LD AT ISED AT —H A,

IP fast switching

DA E—T A A L TEEAAL v F U TRA RX—T VT
HDHMEIDDODAT—H A, @EAAL vF U 7FEE, ZD0LD
VTN A HE—T oA AETIEAR—TNVTT,

IP SSE switching

IP Silicon Switching Engine (SSE; U a2y XA v F o7 =¥
¥) DAT—=HZ,

Router Discovery

DA E—T oA ADHBE T ADAT—H2 X, YT A
VHE—=T 2 A A LETIHEFIIT 4 =7V TT,

IP output packet accounting

DA VE—T 2 AADIP T AT 4 VT DAT—HFAEB X
PLEXWME (=2 b OFERE),

TCP/IP header compression

JEfg D AT —HZ A,

Probe proxy name

HP 7o —7 Fux L AISBENERSNDENE D DD AT —HX A,

WCCP Redirect outbound is
enabled

AVHE =T 2 A ATZEEINTNTFry BBAFYy vy a =Pl
VAL VI RENDIMWEINDAT—H A,

WCCP Redirect exclude is
disabled

AE=T A ANANINT Y FR3F vy vy o 2P r~DY
ZA VLT RIBERIAEINDNE I DDOAT—H A,

Netflow Data Export (hardware)
is enabled

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG

OL-27596-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show ip mfib

show ip mfib

7 77 4 7 7% Multicast Forwarding Information Base (MFIB; /L F % ¥ X MREFRS—R) L— K
T NCRRT HIE, showip mfib =~ > FEHEH L ET,

show ip mfib [all | counters | log [n]]

X DA all (8 MIBOT <ol e ELE T el 9T TR LT arD
CHEAShE2, LEBA—F 4L 7 7a kal F—FARICHD L ENE LR
N— bk REERET,
counters (&) MFIB Bi#EA <~ bW v b 2IEELET, 0 LSO T T RERRS
nEJ,
v (fL8) MFIB BIEA <> R ORBOBHHO 0 7 EE L E T, REOA > F 1 Rp]
CERENET,
" (fEE) A~> FOBATT,
TIANE IOy RITET 7 40 PREND Y £ A,
ARV FE-F i EXEC £— K
IY Y FRE JU—R  EEEF

EREDAA FS54>

12.1(82)EW = =< K3 Catalyst 4500 U —X 24 v FIZBMENE LT,
12.2(40)SG =z~ FoOP AR — k28 Supervisor Engine 6-E 3 & OY Catalyst 4900M 3 % — 2B
INnE L7,

Supervisor Engine 6-E 3 L U Catalyst 4900M ¥ —Tl&, show ip mfib =~ > FOH )z —F
TxT AT HERRINET A,

MFIB %—7“/w X, —HEHDOIP v /ILFFx AR L—FREGEERLTVET, MFIB 7 —7 /LNDKL—
M2, v— MNCBET2EBEO 7 7 I REENTHET,

=k 7T 70F, = —H LAy FREDO LIRS ERLET, 2L 2iE. MFIB
N—=FrDIC 7F7 71, AL v F LOTavARNry hOa—42ZETHLERHDZ LERLE
T, D75 7 M MFIB — MBI T SR TWET,

e Internal Copy (IC) 757 : A v F EOFutw AR, EESNIZAL— b & T HTToN
Ty hDOAaC—EZETILERSLIHEIC, L— MIRELET,

o Signaling (S) 777 : b= &—HEHT L0y MRZEINTLEVIBAEZ AL vF TaEAR
VLT BPEIT, V= MIRELET, VI TV T A F =T 2 ATONRNT v hOZ[FIC
WELT, 7 hajl a—RIZE->TMFIB AT — FRFEHEINDI LW OEERNEZ BN ET,

e Connected (C) 777 :C 777 %/NL—hMNIRETDHE, STTTELERIUEREZELETN,
T I TNREESER I NTZR A RSB — MCEEENT Ny TR e har ek R %
MENDIVENRNHDHZ EaRmdT mn®gian 4,
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M show ip mfib

— NMZE, 1 2FHIFEBEOA 2 —T oA RAHEM T ONT—#HO T T VT H#FHETHI L L TE
¥4, (S,G) »—bFOBAE, AV H—T=2A A1 DT7Z7E, ANy EREDOLHICE IS
N BLONV— e —EHTDH Ty "RA L E—T 2 A A VIZEHBEINDINEI DERLET, ROA
VE—=T A R DT T 7 HN MFIB b— MBI SN TWETS,

e Accepting (A) : £ ¥ —7 x4 RIZFE{F L. Accepting (A) & LTw—7 SN 7ry bad,
J X TP Forwarding (F) A % —7 = A ATEEIEIN DA, RPF A V¥ —7 = A AITHRIE
LET,

e Forwarding (F) : LD X I A 777 LIRS ET, —EHOEEA V¥ —T = A AT
LoT, wAvFFry X holist ((HNAF—Tx2A X Y| )#ﬁﬁénif

e Signaling (S) : {1 > ¥ —7 = A ATDOAIIXr > b ’Ob\'( Cisco I0S D~/ FF ¥ A b b—
Ty Ta AN TatRC@MTOMENDLHEIT, XD F =T 2 ATHELET,

e Not Platform (NP) fast-switched : F 77 7 L L bl LET, HHA X —T =4 RETT >
f\7j‘ AN=—RTTIEST T 7 AN AL v F U I TET, V7 MY = TEENLERGA
. BRkA ¥ —7 = A A% Not Platform fast-switched & L Th~—27 &N E7,

7= & 21X, Supervisor Engine Il Z## L 7= Catalyst 4506 A1 v FIL, hrFL L ¥ —T <A
ABN—RY 2T TCAL v F T TERNED, ThHDA 2 F—T A AENP 77 7 Cv—7
SNFET, NP A ¥ —7 A A0 — MIBEETIT D TWAEA, Accepting%‘/& 7 xA

AREBLETRCOAN Ay hoat—ix, Y7 hv=T7 L7V r—a Dbl iy

F VT MU 2T OEEANRZERFE SN THSL, NP AU ¥ —T = ATBESNLET,

!l WOFITIE, 77T 4 77T _TD MFIB Lb— b £RT 5 HEERLET,
Switch# show ip mfib
IP Multicast Forwarding Information Base
Entry Flags: C - Directly Connected, S - Signal,
IC - Internal Copy
Interface Flags: A - Accept, F - Forward, NS - Signal,
NP - Not platform switched
Packets: Fast/Partial/Slow Bytes: Fast/Partial/Slow:
(171.69.10.13, 224.0.1.40), flags (IC)
Packets: 2292/2292/0, Bytes: 518803/0/518803
Vlan7 (A)
Vl1anl00 (F NS)
Vlanl05 (F NS)
(*, 224.0.1.60), flags ()
Packets: 2292/0/0, Bytes: 518803/0/0
Vlan7 (A NS)
(*, 224.0.1.75), flags ()
Vlan7 (A NS)
(10.34.2.92, 239.192.128.80), flags ()
Packets: 24579/100/0, 2113788/15000/0 bytes
Vlan7 (F NS)
V1anl00 (A)
(*, 239.193.100.70), flags ()
Packets: 1/0/0, 1500/0/0 bytes
Vlan7 (A)
Switch#
BEaIvUF avwo kR St
clear ip mfib counters 77—/ )L MFIB B v 2BLIOT 77 4 74T _XTDO

MFIB Vv —FDh oo 2% 27 VT LET,
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show ip mfib fastdrop W

show ip mfib fastdrop

BAET 774 7 @E Ry 7 = N 2T _RTRRL, @E RNy IRA R—=T e S ke RR
F 511X, show ip mfib fastdrop =~ > FZ{EHA L 7,

show ip mfib fastdrop

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
T24+ILEK ZOavy RICET 740 NRERH Y £ A,
avY kR E—F ¥#E EXEC E— F

av Y FERE Jy—=R EEE
12.1(8a)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,
fl WOBITIE, BAET 75 4 7REHE RNy 7 = P 2T RTHEFRL, @BE Ny 7054 2—7 A0

ED e FomT kR LET,

Switch# show ip mfib fasttdrop

MFIB fastdrop is enabled.

MFIB fast-dropped flows:

(10.0.0.1, 224.1.2.3, Vlan9 ) 00:01:32
(10.1.0.2, 224.1.2.3, Vlan9 ) 00:02:30
(1.2.3.4, 225.6.7.8, Vlan3) 00:01:50

Switch#
BEav U F avok B
clear ip mfib fastdrop MFIBE#E Fey 7 = M) 29T T U T LET,

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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M show ip mroute

show ip mroute

IP~ATFHFY A N—=T 47 T—=TNMERERFZT HITIE, show ip mroute =~ > F&fEH L E
T

show ip mroute [interface type slot/port | host_name | host _address [source] | active [kbps
| interface_type num] | count | pruned | static | summary]

BXOHH interface_type BB A v XA —Tx2A A XL TBLOAT Y hER— FOBETT,
slot/port interface type DHEZN/2MEIL. fastethernet, gigabitethernet,
tengigabitethernet, null, 3 XU vlan T3,
host_name (f£E) DNS KA b T—7 A TERSNTWAAREZIZIP 7 RLATT,
host_address () ~VFFx A REETLOIP 7 R AL T4 RTTT,
source
active UEE) 77T 4 TREEAEDAF X X b F—F~EEFELTVSL— b
ERRALET,
kbps (8 77T 4 TREGTN~ALFF ¥ A N F—F~EEFELTWBE/N
interface_type num L — hTF, ZOL—hAETEELTWDT 7T 4 7REGFIENERSE
T, AREOHIAIL 1 ~ 4294967295 kbps T3,
count ER) =PRIy MEDOIE#RER R LET,
pruned (B Ih—=rr&ntl— 2R RLET,
static EE) AEZT 4 vV =AM FF¥ AL L—FEeFRLET,
summary EBE) IPALTFFX AN V=T 4T T—TNLHNOLKET M) OEE 11T
TR IRLET,
T2+ ZOawy RIZET 740 MEENRH Y EH A,
OV K E—F ¥t EXEC £— N
vy FERE Jyy—=2 EEER
12.1(8a)EW Z D= R Catalyst 4500 U — X A A »v FITBMELE LTz,
12.2(25)EW 10XFHEY hA—HF Xy b f o Z—T A ZAOFFE— FBMENE LTz,

BEREDAA FS54>

EEOBIEB L OF—U— NE& T XTHIE L7-%4 . show ip mroute =~ > RTIXIP v/ FF ¥ X b
N—F 40 T—=TNLANOTATOT M RFRENET,

show ip mroute active kbps =~ N TIX, kbps L EDO L — R THEE L TWAH TR TOEEFILEARRS
nET,

SNATFFRY AR N—T 47 TNV, EET AE—D I V—T (S,G) =Y, TA—T
(*.G) = NI EERTL2ZETANINET, A¥ =TT XTOREEFIILT FL A, [S) [TH D%
BT FL A, G 135~ LVTFHFRXY AN 70— 7T RLAZE®RLET, (5,G) = M) OERKT
i%. (Reverse Path Forwarding (RPF; U /X—R /RXZ#R%) (2L ->TC) 2=F ¥ A M b—FT 4 F T—
TIVNTRDOD ST Z DT N—T ~D S ANMER S E§,
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]
R

Switch# show ip mroute

IP Multicast Routing Table
Flags:D - Dense, S - Sparse,
P - Pruned, R - RP-bit set,
J - Join SPT,
A - Advertised via MSDP,
Report

s - SSM Group,
F - Register flag,
M - MSDP created entry,
U - URD,

show ip mroute M

WOFITIE, IPALFXRY AN N—T 4T T—=TAHNOTRTO M) Z2ERT 5 HEEZRLE

C - Connected, L - Local,
T - SPT-bit set,
X - Proxy Join Timer Running

I - Received Source Specific Host

Outgoing interface flags:H - Hardware switched

Timers:Uptime/Expires
Interface state:Interface,

(*, 230.13.13.1), 00:
Incoming interface:

16:41/00:00:00,

Next-Hop or VCD,

RP 10.15.1.20,
GigabitEthernet4/8,

State/Mode

flags:SJC
RPF nbr 10.15.1.20

Outgoing interface

GigabitEthernet4/9,

list:

Forward/Sparse-Dense, 00:16:41/00:00:00, H

(*, 230.13.13.2), 00:16:41/00:00:00,

Incoming interface:GigabitEthernet4/8,
Outgoing interface list:

RP 10.15.1.20,

flags:SJC

RPF nbr 10.15.1.20,

RPF-MFD

GigabitEthernetd4/9, Forward/Sparse-Dense, 00:16:41/00:00:00, H
(10.20.1.15, 230.13.13.1), 00:14:31/00:01:40, flags:CJT
Incoming interface:GigabitEthernet4/8, RPF nbr 10.15.1.20, RPF-MFD
Outgoing interface list:
GigabitEthernetd4/9, Forward/Sparse-Dense, 00:14:31/00:00:00, H
(132.206.72.28, 224.2.136.89), 00:14:31/00:01:40, flags:CJT
Incoming interface:GigabitEthernet4/8, RPF nbr 10.15.1.20, RPF-MFD

Outgoing interface list:Null
Switch#

WOFITIE, T T 4 TREBFEILENYLFFXY XL T I—T~%EE

LTWBL—hEERL, T74

NEEBADL—FTCREELTWDT 7T 4 T RFBE LT ERRT D HEERLET,

Switch# show ip mroute active

= 4 kbps

(webcast3-el.acm97.interop.net)
145 kbps(last 20 secs),

Active IP Multicast Sources - sending >
Group: 224.2.127.254, (sdr.cisco.com)
Source: 146.137.28.69 (mbone.ipd.anl.gov)
Rate: 1 pps/4 kbps(lsec), 4 kbps(last 1 secs),
Group: 224.2.201.241, ACM 97
Source: 130.129.52.160
Rate: 9 pps/93 kbps(lsec),
Group: 224.2.207.215, ACM 97

Source: 130.129.52.160
Rate: 3 pps/31 kbps(lsec),
Switch#

(webcast3-el.acm97.interop.net)
63 kbps(last 19 secs),

4 kbps(life avg)

85 kbps (life avg)

65 kbps(life avg)

| oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R YY—2R I0S XE 3.4.0SG &LV 10S 15.1(2)SG W



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG

show ip mroute

WROFITIZ, V= bBLONT Y MADHERERTT OHIEELRLET,

Switch# show ip mroute count

IP Multicast Statistics

56 routes using 28552 bytes of memory

13 groups, 3.30 average sources per group

Forwarding Counts:Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

Other counts:Total/RPF failed/Other drops (OIF-null, rate-limit etc)

Group:224.2.136.89, Source count:1, Group pkt count:29051
Source:132.206.72.28/32, Forwarding:29051/-278/1186/0, Other:85724/8/56665
Switch#

ROFITIE, b~ —fFRaeRRTLHEEZRLET,

Switch# show ip mroute summary

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, s - SSM Group, C - Connected, L - Local,

- Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

- Join SPT, M - MSDP created entry, X - Proxy Join Timer Running

- Advertised via MSDP, U - URD, I - Received Source Specific Host
Report

Outgoing interface flags: H - Hardware switched

Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode

> G

Switch#

#F 2-2312, ZTOWHNTERREND T 4=V FIZHOWTEB L7,

& 2-23 show ip mroute ® 7 1+ —)L FO&HA
J4—ILE BREA
Flags: T R UICBET 2 E®R T,
D - Dense TR VIETF R B— RTEMEL TWET,
S - Sparse T hYIEANSN—Z FT— RTEIEL TWET,
s - SSM Group TY YL SSM Z L —TF DR L NTT,
C - Connected VNV TF XY AN TN—T DA N, BEERINTA V2 —
T A A FICHFEELET,
L - Local AA v FIEvNT XX AR T)—T DAL INTT,
P - Pruned N—I BT N—=r T ENTWET, ZOFHRIZ, ¥ A b
U—25 A URNPREERICSNT 5258 ICREINET,
R - Rp-bit set (S,G) = NI DATFT—ZATHY, RPEHLTWD (5,G) —
> b UTF, R-Rp-bitset IE, @HF . FFEDEETICET LT
VI —=lZho kNN —= T AT — T,
F - Register flag VI NT2T DAT—HZATHY, Y7 NI =T N/ TF¥ A
FEBTICONWTEFE SN TNEINE I ERLET,
T - SPT-bit set NIy NODAT—=FZATHY, N7y NBRREAAEEFELY U —
TZEEINTNDEINE I DERLET,
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show ip mroute M

& 2-23 show ip mroute @7+ —JL FOBHAE (FE)
J4—ILE EReA
J - Join SPT *,G) = NI DOHE, EFEY V=D FHIIHRND T 7 4>

JDL— kR, Z—F D SPT-Threshold REEZB2 TCW\W5H I &
ZRLET, (F 74/~ SPT-Threshold #% &% 0 kbps T,
J-Join SPT 7 7 VIMFEEINTWAEAIL, £EY IV —D FHT
wD (S,G) X7y bBZEFEIND &, #HEFETOFAIC (S,G)
join A b U H—4L, ZHIZEY AL » FITEEILY U —I2B
LET,

(S,G) =» MU DA, V' —7F D SPT-Threshold Z i L7-7-
DIz P BMER SN EERLET, (S,G) = hVIZT-
Join SPT 7 7 VI MFEINTWABEAE, A vTFIdEETY V) —
rtorI7 749y L—FEE=HXLET, EEXEVI—LEO LT
T4 vy b— NI N—TF® SPT-Threshold # 1 5324 TTF
Bloza. A v FIXZOEEFELOLEY Y —ICHOE Y B x
oL LET,

AL v FRFEAEYIV—ED T T 4 v L—REHEIEL, BIEL
7-L— bk &7 N—7® SPT-Threshold % 1 ¥ Z &tk L ¥,
k77 4 w2 L— kH SPT-Threshold #2724, b7
T4y 7 L= FOROAEET, (*,G) = F VT J-Join SPT
TIUPEEINET, HEY I IOy EBEFEL, B
LWHIERIBEASBMA SN D &, 77 7R SN E T,

I N—T1ZT 7 % v b @ SPT-Threshold & (0 Kbps) 2M#EH Sn
TWaHA, (*,G) = b VIZIEHIZ J- Join SPT 7 7 7 Mk E
S, 7V T7ENERA, T 744 b SPT-Threshold 1E A3 #
SNTWVDEHEI, FILWEETLOLD N T 7 40 v 7 IRZESN
Ll AL v FRFEELICKREARARA V) —IZU ) B2 ET,

Outgoing interface flag: FET NVICETLHEHRTT,
H - Hardware switched T MY EIANAN— R T2 TICE DAL v F U T EINET,

Timer: T T A LR,

Interface state: A HE—=Tx2A A, FTAMKYyFEREZIZVCD, AT —hK/E—
]\\‘O

(*,224.0.255.1) IP~VFXXY AN N—T 47 T—TNLDT FNUTT, 20D

(198.92.37.100/32, Ty R, BETLAAL v FOIP 7 FL R e ThICHK <V F

224.0.255.1) XY AN ITN—TDOIP T FRUVATHREINET, BETAAL v
FORDVIZT ALY 27 (%) BHIHEEF. TXNTOEGFELE
BEHRLET,

OO FVIx, (*,G) £/oid [RF— <G =~
FYEMEENET, 2FBOBERDO= UL (5,G) £72iX TS
Hr= Gl =) EMRFEIRES, (K,G) = FUIiE (8,G) =
YV EERT DEOICERSNET,

uptime IPvLFXx AN A—F 7 F—=FANICT b BEET
LR (R, 3. ) T,
expires KfgA B =T 2 A ZADIP A F XX A N—T (T T—7

Ninb Ty FURHIBRS LD £ TOR (K, 2. B) TT,
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M show ip mroute

& 2-23 show ip mroute @7+ —JL FOBBAE (FE)

J4—ILF HTL:]

RP RP AA v F DT RLATYT, ANR—R E— RTENETDHAA ¥
FEIOT 78R F—="DRE, 207 FLAEEIZ 0.0.0.0 T
7

flags: TR VIZETHERTT,

Incoming interface FETHLLDOLFFY AN Xy NHADODA V2 —T = AT
To N FRZDOA L E—T 2 A RTEE LR TE.
EINET,

RPF neighbor EETICHTET Y TA RN —A A, vFDOIP T RL AT,

[Tunneling] (X, ZDAA v F 5 RP ~DF —# % Register /3
7y MTHTEMELTEELTWSZ LR RLET, Ty aW
D16 EHIL, BEEDORP 2R LET, | 2O A—FITEHD
RP MEAINTWDLELA, &8y MIRZRDL RP 2R LET,

DVMRP = 7=1% Mroute RPF {52 . DVMRP V—F 4 7 T—TNERIZAE T 4 v 7
mroute I 7 4 X2 L —va OV TANLEGEINEETRT
AT —H ATY,

Outgoing interface list Ny NIEREISNABRIGEB LA v X —T oA ATT, A4V

X —7 A AT ip pim nbma-mode =1~ R A x—7 /)LD
Ay PIM XA RN—D P 7 KL AL FRREINET,

Ethernet0 RIGA L H—T7 =4 ZDLAFTE LOFESTT,

Next hop #7-1% VCD Nexthop i, FUV VA KUY —A FARX—=DIP 7 RLAZREL
£3, VCD L, ARG r-ESFE2HEELET, VCDO i,
TN—=TWALT 4 v 7~y FEBEREEH LTV 2 L& ®
%Liﬁ—o

Forward/Dense Ry NODAT—=HATHY, 727E8A JARMERLIETIL L&
VEIZEDHIRB 2 WIEAIC, Xy "R F—T 2 A4 AT
RESNDINEINERLET, AT via (/) OBAIZ, A
S —T7 A4 AOEEE— K (dense E7-i¥ sparse) T,

Forward/Sparse ANR—=A F— K f VH—T = ANEEEET— K TT,
time/time A E—T A AT L&D, 1P vzlx?ﬂ?'\?x ]\ N—=TFT 4T T—
(uptime/expiration time) |7 AWNIZ=> F U BSMEET DM (B, 5. B) TF, 2T >

va (/) O%AF, IP LT F¥ A b /I/ﬁ74 T T =T n
LTy M UDHIBRSN D ETOREM (Kefd, 0. ) <7,

BEEa<vrk =AY A
ip multicast-routing (Cisco I0S ®~ I[P v FFXFXY A L—TFT 4 T A RX—TMIZLET,
—a T NVESR)

ip pim (Cisco I0OS D~==a2T7VEZBH) A F—T = A TFu fa/ Vi< FFx X b
(PIM) Z#A x—7/MIZLET,
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show ip source binding

show ip source binding

VAT LATREINTWD IP Y —A N, T 4 7 %FAT HIZ1E, show ip source binding EXEC
avry FEERLES,

show ip source binding [ip-address| [mac-address] [dhcp-snooping | static] [vlan vian-id]
[interface interface-name]

X DEREA

T24+IEK

avU Rk E—F

ip-address (L) "A Y742 7P 7 FLATY,
mac-address ULE) ~A>F 427 MAC 7 RL AT,
dhcp-snooping (fLE&) DHCP AX—V' > 7 H 47T N LF 4 v /T,
static (fE58) AXT 4 vV CREENTAL VT 4 7T,
vlan vian-id (f£5) VLAN &&=

interface interface-name EE) Mo T A B —T A ATT,

ABTF 47 NA T 47 DHCP AX—VE L7 SN VvF 4 v I OmMFEFR I LET,

¥#E EXEC £=— K

avy FERE

EREDHA R4

7

Jyy—= EEER
12.1(19)EW D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,

EEDONTA=ZIZE T, WHRRBRZ 4 VZ ) 7 EnET,

WOBTIE, IP Y —RANAL T 4 v T TRk TDHEEZRLET,

Switch# show ip source binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 FastEthernet6/10
Switch#

OB TIE, IPT7T KL R 11.00l DRAEZT 47 IPAA T 4T = M) 2ERTDHHEEZRLE
7,

Switch# show ip source binding 11.0.0.1 0000.000A.000B static vlan 10 interface Fa6/10
show ip source binding 11.0.0.1 0000.000A.000B static vlan 10 interface Fa6/10

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 FastEthernet6/10
Switch#

| oL-27596-01-J
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M show ip source binding

EEa<TUF aAvUF e
ip source binding ABT 4T IPY—ANL T 407 2 b ZBENE
ToIFHIBR L £
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show ip verify source W

show ip verify source

BEDA L H—=T 24 ADIP Y —A H— FREBIOT 4 V¥ 2FRT 5121, show ip verify
source 2~ RZEMHH L ET,

show ip verify source [interface interface num]

X DEREA

TI2HIE

avU Rk E—F

interface interface num  ({135) A X —7 =2 AEEELE T,

CDAaxy RICET 74NV FREPRH Y £H A,

¥ #E EXEC £— K

avy FERE

7

)= EEEH

12.1(19)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,

WD FITiE, show ip verify source interface =~ > FZEMA LT, HFEDA L X —T = ZADIP V—
A A= RFRREBLOT7 4 VEE2RRTHFHEEZRLET,

~
(i

WDOHFIE. VLAN 10 ~ 20 TDHCP AX—VE U INA X —T N ThHY . A ¥ —T =1 A fa6/l
TIP V—A 74NV Z T—FKMBIP & LTHREENTEY ., VLAN 10 IZBEfED IP 7 KL A /34
T 47 10.0.0.1 BHIGHRICFETRINET,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/1 ip active 10.0.0.1 10
fa6/1 ip active deny-all 11-20

2B/&DOT L MYIX, T 74/ PVACL (T_XTHOIP FT 7 4 v 7 L) N, A7 IP %
BN T 4 v T aF=d, AX—E L IR, X —T /WM E 7= VLAN OFR— k B2 A A
fP—ENTWNWAHZEERLET,

WO HI 7713, show ip verify source interface fa6/2 =~ > K& AJj L7 & 12, VLAN 10 ~ 20 T
DHCP AX =V T RA X =T N THY A F—T =4 A fa6/l TIP V—RZ 7 )L F F— Fip
IP L LCERESNTEY, VLAN 10 IZBEFDOIP 7 KL A XA VT 427 10.0.0.1 BH HEAEIC
KRSINET,

Interface Filter-type Filter-mode IP-address Mac-address Vlan

fa6/2 ip inactive-trust-port

D711, show ip verify source interface fa6/3 =~ > R& AJj L7 & (2, DHCP A X—t
TWNAF—=TNTdHDH VLAN 31 H—T = A A fa6/3 I W AT RS NET,

Interface Filter-type Filter-mode IP-address Mac-address Vlan

fa6/3 ip inactive-no-snooping-vlan

| oL-27596-01-J
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M show ip verify source

o WD ITIIX, show ip verify source interface fa6/4 =~ N2 AN LI EIZ AV F—T = R
fa6/4 TIP Y —A 7 4 /L4 F— RPN IPMAC & LTRESHTHBY ., BEFD IP MAC 4% VLAN
10 T 10.0.0.2/aaaa.bbbb.cccc /31 > KL, VLAN 11 T 11.0.0.1/aaaa.bbbb.cccd /31 > K925
BRICERENET,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
fa6/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
fa6/4 ip-mac active deny-all deny-all 12-20

o WD IJIIL, show ip verify source interface fa6/5 =~ > REZ AN LI EIZ A ¥ —T A A
fa6/5 TIP Y —A 7 4% £— KB IPMAC & L THEINTEY, BEfFD IP MAC 7% VLAN
10 T 10.0.0.3/aaaa.bbbb.ccce /31 > K9 2528, fa6/5 THR— b X 2 U T 4 A F—T VTR
W AR REINET,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/5 ip-mac active 10.0.0.3 permit-all 10
fa6/5 ip-mac active deny-all permit-all 11-20

S
() DHCP %=V 7 1 MAC 7 ¢ L& 34— F 7213 VLAN [CI3#EH TE 2072, Bedlic
H—h ¥Fa T4 %24 F—TMLET,

o WO IIL. show ip verify source interface fa6/6 =~ > R&Z AJSjL, A ¥ —7 = A A fa6/6 T
IPY—2 74N FT— FRRESNLTVRNVGEICERRSNET,

DHCP security is not configured on the interface fa6/6.

WOHITIL, show ip verify source =~ FZfEH LT, DHCP AX—E 7 X2 U7 4 & IP A—
FEXF2VTo FTvXRTBRAR—TNTHDLIAL v T LOTXTOA U F =T =2 ZABFIRT D

FiEERLET,

ZOWNE, A F =724 AT LD show CLI £ & H7=HDTT,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/1 ip active 10.0.0.1 10
fa6/1 ip active deny-all 11-20
fa6/2 ip inactive-trust-port

Fa6/3 ip trk active 40.1.1.24 10
Fa6/3 ip trk active 40.1.1.20 10
Fa6/3 ip trk active 40.1.1.21 10
fa6/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
fa6/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
fa6/4 ip-mac active deny-all deny-all 12-20
fa6/5 ip-mac active 10.0.0.3 permit-all 10
fa6/5 ip-mac active deny-all permit-all 11-20
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show ip verify source W

GEEESAS avv kR B

ip dhcep snooping information option  DHCP 473 3> 82 F—F#fHAEZ A R—7MICLET,

ip dhcp snooping limit rate AVE—T A AN 1 BHEVIIRETHZLOTED
DHCP £ vt —V 0¥ E#ELET,

ip dhcp snooping trust fEHT% % VLAN L CDHCP AX—E v V%A X —T7 )b
WZLET,

ip igmp snooping IGMP AX—E v 7% A X—T7 /I LET,

ip igmp snooping vlan VLAN @ IGMP A X—¥ > 7% A 32— W LET,

ip source binding ABT 4T IP I—ANRLUT 47 = N BBINE
ToITHIBR L £

ip verify source BHEHTERWLAY2A X —T 2 ATIP V—R& H—
REA F—T Mz LET,

show ip source binding DHCP ZAX—¥v v 7 XA vF 47 = b BFRRLE
7

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
| oL-27596-01-J .m



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

W show ip wcep

show ip wccp

Web ¥ v v =il 77 hab (WCCP) O m—/ ULiRE L aHila R 210k, =—3
EXEC & — NZ 721355k EXEC £ — KT show ip weep =~ FZ2EH L 7,

show ip weep [service-number [view | detail] | interfaces [cef | counts | detail] | web-cache]

BXXniA service-number (L&) ¥ v v L aBNHIETS Web ¥ v v o —E R ZL—70 1D i, &
. 0~254 T, VAaDF ¥ v ia VU EFERTS Web v v ad
e, WiaXy —2ADMMEIZIL 99 #fHELE T,

interfaces (fE&) WCCPIFA v F—T7 2 A AEB Y XA L7 FLET,

cef (L&) CEF A v ¥ —7 = A AfEHE®R (AN, Hh, #A4FIv oy A%
TAvI, BEROVALTF XY A b - 20K EED),

counts (f£7E) WCCP A v Z—T A A B bEFHIE®R (V&AL 27 F&n7-, CEF
BT ot A R, v F o T ENTZHNBIOAN Ny NS EET),

detail (f£EE) WCCP A v ¥ —7 = A AFEDOHFER (AN, WA, £A4FI v 7,
AET 4T BEIOSAT Xy A N —ERAOHEEET),

web-cache (L) Web ¥ ¥ v =2 —E 2O ER,

view (EB) BEOY—E R T NV—TDD X U "PmHINTNE I nEERRLE
S

detail (EE) V=X BLOT_THO Web v v 2l FRERRLET,

a2 FE—F  =2—% EXEC(>)
¥5HE EXEC (#)
av Y FEE Jyy—= EEER

15.0(2)SG ZDa~v RA, Catalyst 4900M, Catalyst 4948E. Supervisor Engine
6-E. 3 L O Supervisor Engine 6L-E (2B & E L7z,

ERLDHM FS54Y  [Packets Redirected] 1§D 7 7> % % U & v b4 521, clear ip weep =~ > &M L %7,

[Total Packets S/W Redirected] #t % Huf5 9% 12i1%. show ip weep service-number 2~ R&EffH L
9, [Total Packets S/W Redirected] i3/ 7 b7 =7 TU XA L7 b &Nz 7 v M LT,

[Packets Redirected] 45 % Bf5 9% 121X, show ip weep service-number detail =~ > R&fH L £,
[Packets Redirected] #0/EY 7 b U =7 TU X A L7 NIy MLTT,

EORNIT T4 INEDRyyva Z PN EA LT PINDDERRT HIZIEL, show ip weep
web-cache detail =~ > FZ#H L £,

BREINT WCCP H—t X, BLOHIEDOREBOER &R 2I21E, show ip weep =~ > F&fEH
LET,

VRAaDXyvia 2V VEFHTIF Yy v a2 2V I T AA TR, VA=A Faky
service-number 13X, H 99 THEINET,

FTARTONRT Y MEFHERIZ, Y7 PO =27 TAAL v F 7SN T Yy MTHIELET,
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showipwccp M

]

ZITE, Z0avwry FOROEROHB LT 4 =V ROFHAZRL £7,
e show ip weep service-number
e show ip weep service-number view
e show ip weep service-number detail
* show ip wcep interfaces
e show ip weep web-cache
* show ip weep web-cache detail

e show ip weep

show ip wccep service-number
WIZ, show ip weep service-number 2~ > ROM DB &R L ET,
Switch# show ip wccp 90
Global WCCP information:
Router information:

Router Identifier: 100.1.1.16
Protocol Version: 2.0

Service Identifier: 90

Number of Service Group Clients: 1
Number of Service Group Routers: 1
Total Packets s/w Redirected: 0

Process: 0

CEF: 0
Redirect Access-list: -none-
Total Packets Denied Redirect: 0
Total Packets Unassigned: 0
Group Access-list: -none-
Total Messages Denied to Group: 0
Total Authentication failures: 0
Total Bypassed Packets Received: 0

£ 2412, ZOMNTERRENLEERT 4 —/V FIZHET20HZRLET,

= 24 show ip wcep service-number @ 7 1 —JL KDL

Z4—ILF B2

Router information BEONL—ZIZ Lo TR ENTZL—F DY X I,

Protocol Version P—ER T N—THNONL—Z THEHEINTWD WCCP D3 —
va .,

Service Identifier Y —EZAOFIE®RE R L ET,

Number of Service Group Clients: |4 —t 2 L —FHND/)L— & TRHRIEFHER I FAT L &%
DD 7 AT+ DE,

Number of Service Group Routers |4 —t 2 Z L —FHNDL— 2 H,

Total Packets s/w Redirected N—BIZLoTY 7 hy=TTIEAL VLT NEnlzry o

Redirect Access-list VEAVY Ty RBRIREESNDT 7R VR NDA
FIER e E =

Total Packets Denied Redirect TIRBAVARNEFHLZEWVWEZDIZY XA LT FERRho

7234 v R ORER,
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W show ip wcep

GE)

& 24 show ip wcep service-number @7 « —JL RO (&)
Z4—ILF SiE
Total Packets Unassigned XFyvva TUVACEIDYTER TV RW DL X1 L

I NENRoT= Ny FO, Frvva l///@%)j,ﬁﬁ
MU EZIZZ AL X Yy vy 2RI & EXT
Ny RINEID B CTHENRWAREMENR DD 7,

Group Access-list N—FICERTEDLDF¥ Yy va 2V ERLET,

Total Messages Denied to Group  |group-list D7 72 A U A MZ X o THEEI N7 v Mk
FRLET,

Total Authentication failures INAYT — RN —B Lo led VAKX VA,

Total Bypassed Packets Received NANRZENTE= R ry ", 7artvx, 77 A, BLW
Cisco Express Forwarding (CEF) i, CiscoIOS Y7 hU =
THNDAA v F T RATT,

show ip wcep service-number view

WIZ, —E R 70— 11Zxt9 % show ip weep service-number view 2~ > ROl 2R L ET,
Switch# show ip wccp 1 view

WCCP Router Informed of:

10.168.88.10
10.168.88.20

WCCP Cache Engines Visible
10.168.88.11
10.168.88.12

WCCP Cache Engines Not Visible:
-none-

REFRER B RY— A ZL—7#1% 256 T,

WCCP Cache Engines Not Visible 7 4 —/L RKiZ Web ¥ v v v a BERINDGA T, BikTx 220
Web ¥ ¥ v o~y 7 T5R0 I —¥2RELETHLERDHY E7,

#2502, ZOMNTERENLEERT 4 —/V FICHT 282 R LET,

#* 25 show ip wcep service-number view @ 7 1« —)JL FDFzEA

Z4—ILF EL

WCCP Router Informed of HBEOL—Z Lo THHEENELV—2D Y X |,

WCCP Clients Visible Y= R T N—TNON—HF CRBEERI TAT b Ex
DD 7 ZA4 T bDU R,

WCCP Clients Not Visible Y= R T N—THNONL—H TRBECTCERNTTAT &
FOMDITA T DY AR,

show ip weep service-number detail

WOBITIE, h—ER AT 2ETe WCCP L —ZiatHE#IBS KO WCCP 7 74 7 &~ ME#MAERR L
ij‘o

Switch# show ip wccp 91 detail
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showipwccp M

WCCP Client information:

WCCP Client ID: 10.10.10.2
Protocol Version: 2.0

State: Usable
Redirection: L2

Packet Return: GRE

Packets Redirected: 0

Connect Time: 00:05:23

Assignment: MASK

Mask SrcAddr DstAddr SrcPort DstPort

0000: 0x00000000 0x00000001 0x0000 0x0000

Value SrcAddr DstAddr SrcPort DstPort CE-IP

0000: 0x00000000 0x00000000 0x0000 0x0000 OxOAOAOAO02 (10.10.10.2)
0001: 0x00000000 0x00000001 0x0000 0x0000 OxOAOAOAO02 (10.10.10.2)

show ip wccep interfaces
&IZ, show ip weep interfaces =~ > ROH A Z R L E7,

Switch# show ip wccp interfaces

WCCP interface configuration:
FastEthernet10/4
Output services: 2
Input services: 3
Mcast services: 1
Exclude In: FALSE

#2612, ZOMNTERENLEERT 4 —/V FICHET 20 ZRLET,

#* 26 show ip wccep interfaces ® 7 « —JL FOFREA

J4—ILF L

Output services AVE—=T A ATREINTVWOIHNT—ERAOHEERLE
R

Input services AV HE =T 2 A ATREENTWDHANY—E 20 ERLE
7T

Mcast services AV B =T 2 A ATEREINTWNWE<ILFF¥ AN P—EAD
BAERLET,

Exclude In AVE—=T A ADNTFT T4 IR EAL LT bR
HINEIMEFRRILET,

show ip wcep web-cache
IZ, show ip weep web-cache =~ > FOH Il 2R L E T,

Switch# show ip wccp web-cache

Global WCCP information:
Router information:
Router Identifier: 10.10.11.10
Protocol Version: 2.0

Service Identifier: web-cache
Number of Service Group Clients: 1
Number of Service Group Routers: 1
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W show ip wcep
Total Packets Redirected: 0
Process: 0
CEF: 0
Platform: 0
Redirect access-list: no_linux
Total Packets Denied Redirect: 0
Total Packets Unassigned: 0
Group access-list: -none-
Total Messages Denied to Group: 0
Total Authentication failures: 0

Total Bypassed Packets Received: 0

£ 2712, ZOMNTERRENLEERT 4 —/V FIZHET20HZRLET,

® 27

show ip wcep web-cache O 7 1 —JU FDEHEA

J4—ILF

A

Protocol Version

WCCPV2 A X —T N THHI LERLET,

Service Identifier

P —E 2 OFAIERE T LET,

Number of Service Group Clients

A=A N—F L LTA—FEFEHLTNDTTA4T v FOH,

Number of Service Group Routers

P—t R S —THNDONL—ZE,

Total Packets s/w Redirected

N—HIZE->TY 7 o7 TCIUXA VY NENT/ Ny FD
e,

Redirect access-list

VEA VY FTDH7y RBPRESNDET Z7EA VA NDOLHA]
ER i ne:Ro

Total Packets Denied Redirect

TIERYURARNE BLANEDIZY XA LY F&hihot-
SH ey N DKL

Total Packets Unassigned

Fyvva TV ACEHIDETERTWRNWEDIZY XA LT
MENBZDT Ny N, v v Y rOMEH
FEZIFZTTAENPLX Yy a2z EiE, N
Ty RRFEID Y THERZWATREERH Y £,

Group access-list

N— R TEDF Yy v va PR LET,

Total Messages Denied to Group

group-list D7 7 A YA MZE TGSy M ESE
~LET,

Total Authentication failures

IRAT = RIN—F LR olod VAL 2,

show ip wcep web-cache detail
WORFTIE, WebFr v a —ERAD Web Fvvia VOl LV WCCP Lb— & FietE

WERRLET,

Switch# show ip wccp web-cache detail

WCCP Client information:

WCCP Client ID: 10.10.10.2
Protocol Version: 2.0

State: Usable
Redirection: L2

Packet Return: GRE

Packets Redirected: 0

Connect Time: 00:23:19

Assignment: MASK

Mask SrcAddr DstAddr SrcPort DstPort
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showipwccp M

0000: 0x00000000 0x00000001 0x0000 0x0000

Value SrcAddr DstAddr SrcPort DstPort CE-IP

0000: 0x00000000 0x00000000 0x0000 0x0000 OxOAOAOAO02 (10.10.10.2)
0001: 0x00000000 0x00000001 0x0000 0x0000 OxOAOAOAO02 (10.10.10.2)

#£ 2812, ZTOWMNCTERRENDEER T 4 — NV RICEHT A ZRLET,

#= 28 show ip wcep web-cache detail ® 7 1+ —)L FD&REA

Z4—ILFK EA

WCCP Client Information TIA4T 2 NOBRICET L7 4 — L FEETT U 7D~y
y\“’_«o

WCCP Client ID P—t 2 TIL—THNOFy v a0 IP T RL A,

Protocol Version P—ER ITN—THOFy v o TV THEAINLTHS
WCCP O X—V g

State Frvva TUVUNEFICBHLTHANE I, BILY
P—ER TN—THNONL—FBIOHOX v v o m P rm
LEETE o E I ERLET,

Packets Redirected XFyvva VAT EA VLT FENTRT Y MK

Connect Time XX v a TUVUNRI—F TR STV B EER],

show ip wcep

Switch# show ip wccp

Global WCCP information:
Router information:
Router Identifier: 10.10.11.10
Protocol Version: 2.0

Service Identifier: web-cache

Number of Service Group Clients: 1
Number of Service Group Routers: 1
Total Packets s/w Redirected: 0

Process: 0

CEF: 0
Redirect access-list: -none-
Total Packets Denied Redirect: 0
Total Packets Unassigned: 0
Group access-list: -none-
Total Messages Denied to Group: 0
Total Authentication failures: 0
Total Bypassed Packets Received: 0

Service Identifier: 91

Number of Service Group Clients: 1
Number of Service Group Routers: 1
Total Packets s/w Redirected: 0

Process: 0

CEF: 0
Redirect access-list: -none-
Total Packets Denied Redirect: 0
Total Packets Unassigned: 0
Group access-list: -none-
Total Messages Denied to Group: 0
Total Authentication failures: 0
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W show ip wcep

Total Bypassed Packets Received: 0
BEav VR avwy kR HL)
clear ip weep WCCP #fEH LTV XA LY hENTERTry bOID L EET7 VT L
i‘j‘o
ip weep =R TA—TFIZBIMNTEL L IIC, WCCP y—E 2DV R— %
AR =TT LET,
ip weep redirect WCCP 2 LT, BEA X —T oA AFTITZEAN X —T = A

ATy FDIVEAL VIV arwAX—T7 VI LET,
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showipc W
how ipc
IPC [E#H %= T T 5121, showipe 2~ > FEEHALE T,
show ipc {nodes | ports | queue | status}
BX DA nodes BN/ — ReRRLET,
ports 72—V IPC KA — hZERLET,
queue IPC HEEXF 2 —DORNRERRLET,
status 2 —H )V IPCHy—_"DAT—H A %K R LET,
TIA4NE LoaTY RIZET 7 40 MREND Y Et A,
AT F E—F  FHEEXEC E—F
oy FERE Jyy—= EEEM
12.1(12c)EW ZOav R Catalyst 4500 ~ U — X ZA » FITBEMINE LT,
U] ROBITIE, BN — REeFrTbhEERLET,
Switch# show ipc nodes
There are 3 nodes in this IPC realm.
ID Type Name Last Last
Sent Heard
10000 Local IPC Master 0 0
2010000 Local GALIOS IPC:Card 1 0 0
2020000 Ethernet GALIOS IPC:Card 2 12 26
Switch#
WOFITIX, =BV IPC A— Ma2ERTDHHEEZRLET,
Switch# show ipc ports
There are 11 ports defined.
Port ID Type Name (current/peak/total)
10000.1 unicast IPC Master:Zone
10000.2 unicast IPC Master:Echo
10000.3 unicast IPC Master:Control
10000.4 unicast Remote TTY Server Port
10000.5 unicast GALIOS RF :Active
index = 0 seat id = 0x2020000 1last sent = 0 heard = 1635 0/1/1635
10000.6 unicast GALIOS RED:Active
index = 0 seat id = 0x2020000 last sent = 0 heard = 2 0/1/2
2020000.3 unicast GALIOS IPC:Card 2:Control
2020000.4 unicast GALIOS RFS :Standby
2020000.5 unicast Slave: Remote TTY Client Port
2020000.6 unicast GALIOS RF :Standby
2020000.7 unicast GALIOS RED:Standby
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W showipc

RPC packets: current/peak/total

0/1/17

Switch#

ROBITIE, IPC FHFEEF 2 —DNEEERTTDHIEERLET,

Switch# show ipc queue

There are 0 IPC messages waiting for acknowledgement in the transmit queue.
There are
There are
There are
There are

IPC messages waiting for a response.
IPC messages waiting for additional fragments.
IPC messages currently on the IPC inboundQ.

0
0
0
0 messages currently in use by the system.

Switch#

WOFTIX, a—H N IPCH—R_RDORATF—H A5 F7T 5 HEZRLET,

Switch# show ipc status
IPC System Status:

This processor is the IPC master server.

6000 IPC message headers in cache
3363 messages in, 1680 out, 1660 delivered to local port,
1686 acknowledgements received, 1675 sent,

0

O O O O o o o o

NACKS received, 0 sent,

messages dropped on input, 0 messages dropped on output

no local port, 0 destination unknown, 0 no transport

missing callback or queue, 0 duplicate ACKs, 0 retries,

message timeouts.

ipc_output failures, 0 mtu failures,

msg alloc failed, 0 emer msg alloc failed, 0 no origs for RPC replies
pak alloc failed, 0 memd alloc failed

no hwqg, 1 failed opens, 0 hardware errors

No regular dropping of IPC output packets for test purposes
Switch#
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show ipv6 snooping counters W

show ipv6 snooping counters

RANT—FRIZEoTHR—-FZEIZRry FENTAT Y NOKER T HIZI1X, show ipv6 snooping
counters interface 2~ RZEMA L 7,

show ipv6 snooping counters interface

X DA interface A B —T oA ABEELET,

TI2HIE 2L

avykE—F A H—T A A ET—FK

av Yy FERE yy—=x EEEM
12.2(54)SG show ipv6 first-hop counters =~ > K73 Catalyst 4500 > U —X A A v F
WiEMEhE L,
15.0(2)SG. XE A CEfE, B L 3L, show ipv6 snooping counters
3.3.0SG
i Wz, 4% —7xA A Gi2/49 L@ show ipv6 snooping counters =~ > KOH IR LET,

Switch# show ipvé snooping counters int gi 2/48
Received messages on Gi2/48:

Protocol Protocol message
ICMPV6 RS RA NS NA REDIR CPS CPA
0 0 0 0 0 0 0

Bridged messages from Gi2/48:

Protocol Protocol message
ICMPv6 RS RA NS NA REDIR CPS CPA
0 0 0 0 0 0 0

Dropped messages on Gi2/48:
Feature/Message RS RA NS NA REDIR CPS CPA

Dropped reasons on Gi2/48:
Switch#

(GF) RA =% 7T KERZA XA F) BEOWREDIR (b—% UX AV kv b)) B ZIETR,
Cisco 10S Release 12.2(54) SG THHR—h a7,

BEa<TFR avwyk £

epm access control TIRA Ao —LERELET,
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M show ipv6 mid snooping

show ipv6 mld snooping

AA v FF721% VLAN @ IP version 6 (IPv6) Multicast Listener Discovery (MLD; v /L FF% ¥ X | U
AF—) AX—VE U TREEFERT DHIZIE, show ipvé mld snooping =~ > REHEM L E T,

show ipv6 mld snooping [vlan vian-id|

X DA vlan vian-id (fE&) VLAN 2#5&E LE7, #ETZ 24T 1 ~ 1001 35 LT 1006 ~
4094 <9,

™.

H
I

T

avy = —H% EXEC £— K

avy FEE =2 EHEEM
12.2(40)SG Zoa~ R, Catalyst 4500 (ZEM S E LT,

FREDHLAFSAY AL vFETHEED VLAN O MLD AX—E LV VT OREEF LT HOIC-Oa~<wy REFEHLET,

1002 ~ 1005 @ VLAN F 5%, F—27 > U 27 VLAN BLOFDDI VLAN D7)l TR EN TV D
72, MLD ZX—t o I3 T £ A,

%l W OFITIE, show ipvé mld snooping vlan =~ > KO ZEZRLET, Z 2 TlE, FED VLAN ©
ARX =V TR EFRR L E T,

Switch> show ipv6é mld snooping vlan 100
Global MLD Snooping configuration:

MLD snooping : Enabled

MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled

TCN solicit query : Disabled

TCN flood query count H

Robustness variable 3

Last listener query count : 2

Last listener query interval : 1000

Vlan 100:

MLD snooping : Disabled
MLDv1l immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
Robustness variable : 3

Last listener query count 2

Last listener query interval : 1000

WOFITIE, show ipv6 mld snooping =~ > FOWHNERLET, ZZ Tk, AA v F LD VLAN T
RTOAX—E U TR EFRRLET,

Switch> show ipv6é mld snooping
Global MLD Snooping configuration:
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show ipv6 mid snooping W

MLD snooping Enabled

MLDv2 snooping (minimal) Enabled

Listener message suppression Enabled

TCN solicit query Disabled

TCN flood query count 2

Robustness variable 3

Last listener query count 2

Last listener query interval 1000

Vlan 1

MLD snooping Disabled

MLDv1l immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 1

Last listener query count 2

Last listener query interval 1000

<output truncated>

Vlan 951:

MLD snooping Disabled

MLDv1l immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 3

Last listener query count 2

Last listener query interval 1000
BEEa<2 av vk St

ipv6 mld snooping

IP version 6 (IPv6) Multicast Listener Discovery (MLD;
“NAFHXY AL VAT ) AX -7 BT a0
2. E7IFHEE L VLAN TA X —7 MC LT,
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M show ipv6 mid snooping mrouter

show ipv6 mld snooping mrouter

AA v FEIE VLAN IR L TH A F Iy ZIC8E S, FEITRE SN IP version 6 (IPv6)
Multicast Listener Discovery (MLD; w/VF ¥ ¥ X kb U R F—fgH) XA v F RN— M ERRFT DT,
show ipv6 mld snooping mrouter =~ > R&fHEH L £,

show ipv6 mld snooping mrouter [vlan vian-id]

X DA vlan vian-id (fE#) VLAN Z2#E LEd, HETE 24T 1 ~ 1001 35 LT 1006 ~
4094 <9,

2 —#4 EXEC &— K

™.

H
I

T

av Yy

avy FEE =2 EHEEM
12.2(40)SG Zoa~ R, Catalyst 4500 (ZEM S E LT,

FREOHLKSAY Zoa~vr FEERLT, AA v FERITHEED VLAN O MLD AX—F 7 AL v F B— L EER
L%,
1002 ~ 1005 @ VLAN 51X, h—2 U2 VLAN B L FDDI VLAN O 7= IZ PR EN TV 5
72, MLD ZAX— bt > I T EH A,

£l W OFTix, show ipvé mld snooping mrouter =~ > FOHEZ/RLET, MLD AX—¥E 7|5
m4s, A4 v FOFTRTD VLAN DAX—E L ZTREREREINET,

Switch> show ipv6é mld snooping mrouter

Vlan ports
2 Gil/0/11 (dynamic)
72 Gil/0/11 (dynamic)
200 Gil/0/11 (dynamic)

W OFITiE, show ipvé mld snooping mrouter vlan =2~ > RO ZRLET, Z 2T, FFED
VLAN O~/ FF ¥ A b A vF = b RFRENET,

Switch> show ipv6é mld snooping mrouter vlan 100
Vlan ports

2 Gil/0/11 (dynamic)
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show ipv6 mld snooping mrouter W

BEEavF avwyFk St
ipv6 mld snooping IP version 6 (IPv6) Multicast Listener Discovery (MLD;
“NATF xR AR URAT—HH) AX—E a2 =L
2. F72HEE L VLAN T 2 —7 M L £,
ipv6 mld snooping vlan VLAN A > % —7 = A A IP version 6 (IPv6) Multicast
Listener Discovery (MLD; /L F %% 2 b U 2+ —HH)
ARXR—VE T NRIA—ZERELET,
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M show ipv6 mid snooping querier

show ipv6 mld snooping querier

AA v FE721E VLAN IZ L o TZAZ SN iH D IP version 6 (IPv6) Multicast Listener Discovery
(MLD; ~VvFx v A b URAF—ft) AX—t 7 7] 7REFER%ZFRT 5I121E, show ipv6
mld snooping querier =~ > RZHH L 7,

show ipv6 mld snooping querier [vlan vian-id]

X DA vlan vian-id (fE#) VLAN Z2#E LEd, HETE 24T 1 ~ 1001 35 LT 1006 ~
4094 ¢,
avy kK E—F o—# EXEC &— K
avy FEE yyy—= EEE
12.2(40)SG o< R, Catalyst 4500 1B MEE Lz,

BEREDAA FS54>

7l

MLD 7 =U — A v —VZEET oM SNTEE (72U 7 & HIEEND) O MLD =Y a B
LWIPV6 7 R L A& FR AT HITIL. show ipv6 mld snooping querier 2 ~< > REMHALET, 7%y
MIEBRDONANTF XY AN AL v FE2FOZENTEETH, MLD 7=V 711 272 FTT, 7=V
T, VA3 AL v FRIBETETET,

show ipv6 mld snooping querier =~ > FHNIE, 7=V 7B Eh/ VLAN BL A v 2 —T =
AALRRLES, 72U TNAL vy FOGHE, M1 T Port 7 4 —/v FIZ Router 3FERSNET,
72V T RN—E DG, BT, Port 74—V RIZZ =Y T A% LioR— MESRERENE
R

show ipv6 mld snoop querier vlan =~ > FOH ) TIESMBELIZATH I =Y T hbD o= — Ay
VIS E L TRESNEEREFRLET, FFED VLAN EOAX—E 7 mNZ bR AT
EDO2—YHED VLAN HIZRRENEEA, 207 Y THERIT, AL v FNEET D MASQ A v
VLRI THERAESNET, 72U — A v =K LW A A EHIREINICT B Ol
5a—PRIEDENZ bR ABEITEDIIT2 0 £ A,

1002 ~ 1005 ® VLAN % 51X, h—2 >V 7 VLAN B LU FDDI VLAN O7=IZFRENTW 5D
72, MLD ZX—tE ZIZIIfEHTE ¥ A,

WOBITIL, show ipvé mld snooping querier =~ > FOH A ERLE T,

Switch> show ipvé mld snooping querier
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 vl Gi3/0/1

WOHITIL, show ipvé mld snooping querier vlan =~ > KO AHZRLET,

Switch> show ipv6é mld snooping querier vlan 2
IP address : FE80::201:COFF:FE40:6000

MLD version : vl

Port : Gi3/0/1

Max response time : 1000s
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show ipv6 mld snooping querier

BEaIUF avwok e
ipv6 mld snooping IP version 6 (IPv6) Multicast Listener Discovery (MLD;
~AFFY AL YRS ) AX—V T2 a— 0
12, FEHEE L VLAN T 2—7 M2 LET,

ipv6 mld snooping 7747 v N EHRENICT DENITIEE X315 IP version

last-listener-query-count 6 (IPv6) v /v F ¥ v A b U X —FH Mulitcast Address
Specific Queries (MASQ) Zf%E L %7,

ipv6 mld snooping AA »FF721X VLAN Lo IP version 6 (IPv6) MLD A

last-listener-query-interval X —E 7O last-listener 7 =V —RIfRZ&E L ET,

ipv6 mld snooping robustness-variable 52 LU 72\Y 2 F—%2 R4 AR A A v FNEETHIP
version 6 (IPv6) MLD 7 = U — DO E#HE L E7,

ipv6 mld snooping tcn IP version 6 (IPv6) MLD Topology Change Notification
(TCN; FARw PEEEH) ZRELET,
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W show issu capability

show issu capability

7747 v ho ISSU HREZ KR T 5 121%. show issu capability =~ FEZEH L £,

show issu capability {entries | groups | types} [client id]

BX DA entries 1 OOBRET Y P VICEEN TV SHIES A 73 L OMKIFHREX 1 7D U %
FeRRLET, =2 FURNDEA A THLIEELH Y 7,
groups BT MY DYRANETIAAYTANE (BFyvarTraIvo—ha
NBIEF) CERLET,
types B EDOHSREZ AT S ID 2R T LET,
client_id (EE) ISSUA 7T AT I F X ICBERENTWD Y T4 7 > kil
LET,
72747 FIDOUAMERFT SIZ1E, show issu clients =~ > F&{f
ALET,
TIAIE ZOawy RIZET 740 ERENDH Y XA,

2 —# EXEC £— K

Jy—2 EEER

EREDAHA R34y

I

12.2(31)SGA ZDa= R Catalyst 4500 > U —X A4 v FIZBMENE LT,

CZTOHRELIX, ISSUZ FAT U MY FR—FTE, 7 EOMAEEHAOZDIZHNEL R DHRED
ZETY,

ISSU-aware 7 7 A4 7 FBRET LDy a v aiTHE, ISSU RITv=—2 g URBRBINE
9, ISSUA VT TARNT I F XL, BEINTWLIHEREZHEH LT, By va RIS D6
BIOA b= "=V grixadraz—kLET,

WOHITIE, IPARANISSU 7 F 47 b (clientid=2082) @ ISSU BRES A 72K R"T D HEELRL
£,

Switch# show issu capability types 2082
Client ID = 2082, Entity ID = 1 :

Cap Type = 0
Switch#

WOHITIL, IPARANISSU 7 747 > b (clientid=2082) @ ISSU BRE— > F Y &R T 2 HlEZ R
L%,

Switch# show issu capability entries 2082
Client ID = 2082, Entity ID = 1 :
Cap Entry = 1 :
Cap Type = 0
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show issu capability W

Switch#

WOFTIX, [P ARZXMISSU 7 Z 47 & (clientid=2082) @ ISSU #RE/ Vv — T & KT 2 kxR
LET,

Switch# show issu capability groups 2082
Client ID = 2082, Entity ID =1 :
Cap Group = 1 :
Cap Entry =1
Cap Type = 0

Switch#
BHEavUF avw Uk B
show issu clients ISSUZ A4 T v bR RLET,

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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Bl show issu clients

show issu clients

ISSU 7 94 7 v h%&FE T 51Z1%., show issu clients =~ > R&fEfH L F 7,

show issu clients [peer uid]

BX DA peer_uid L) BT 2= 28— NA P 2D ISSU A >V T T A NT I F v | D8k
ENTWBEIIFAT UMDY R MERFLET,
TI2HIE av Y RBRANENTZA—R— A HF P DISSUA VT T AT 7 FXICBEINA TS Y T4
T hDOU A NERRLET,
avY kFE—F o —+# EXEC £— K
avy FERE yy—=x EEEM

12.2(31)SGA

ZOav R Catalyst 4500 > U — X ZA » FITBEMINE LT,

BEREDAA FS54>

ISSU "=V g = Ve 2 BT 51203, VAT 20HHERRIZ, 72 7947 v MIRWICZ 947~

AWK, 774 T MERE. BROY FAT R Ay E—UERE ISSU A 7 T 2 b T 7 F v [T8Gk

TOLBERHY FT,

]

Switch# show issu clients

ROBITIX, ISSU 7 FA4 7 » haRRTHHEEZFLET,

Client ID = 2, Client Name = ISSU Proto client, Entity Count =1

Client_ID = 3, Client Name = ISSU RF, Entity Count =1

Client ID = 4, Client Name = ISSU CF client, Entity Count =1

Client ID = 5, Client Name = ISSU Network RF client, Entity Count = 1
Client ID = 7, Client Name = ISSU CONFIG SYNC, Entity Count = 1

Client ID = 8, Client Name = ISSU ifIndex sync, Entity Count =1

Client ID = 9, Client Name = ISSU IPC client, Entity Count = 1

Client ID = 10, Client Name = ISSU IPC Server client, Entity Count =1
Client ID = 11, Client Name = ISSU Red Mode Client, Entity Count =1
Client ID = 100, Client Name = ISSU rfs client, Entity Count =1

Client ID = 110, Client Name = ISSU ifs client, Entity Count =1

Client ID = 200, Client Name = ISSU Event Manager client, Entity Count =1
Client ID = 2002, Client Name = CEF Push ISSU client, Entity Count =1
Client ID = 2003, Client Name = ISSU XDR client, Entity Count =1

Client ID = 2004, Client Name = ISSU SNMP client, Entity Count = 1

Client ID = 2010, Client Name = ARP HA, Entity Count =1

Client ID = 2012, Client Name = ISSU HSRP Client, Entity Count = 1

Client ID = 2021, Client Name = XDR Int Priority ISSU client, Entity Count =1
Client ID = 2022, Client Name = XDR Proc Priority ISSU client, Entity Count =1
Client ID = 2023, Client Name = FIB HWIDB ISSU client, Entity Count =1
Client ID = 2024, Client Name = FIB IDB ISSU client, Entity Count =1
Client ID = 2025, Client Name = FIB HW subblock ISSU client, Entity Count =1
Client ID = 2026, Client Name = FIB SW subblock ISSU client, Entity Count =1
Client ID = 2027, Client Name = Adjacency ISSU client, Entity Count =1

)
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show issu clients W

Client ID = 2028, Client Name = FIB IPV4 ISSU client, Entity Count =1
Client ID = 2054, Client Name = ISSU process client, Entity Count = 1
Client ID = 2058, Client Name = ISIS ISSU RTR client, Entity Count =1
Client ID = 2059, Client Name = ISIS ISSU UPD client, Entity Count =
Client ID = 2067, Client Name = ISSU PM Client, Entity Count =1
Client_ID = 2068, Client Name = ISSU PAGP_SWITCH Client, Entity Count = 1
Client ID = 2070, Client Name = ISSU Port Security client, Entity Count =1
Client ID = 2071, Client Name = ISSU Switch VLAN client, Entity Count =1
Client ID = 2072, Client Name = ISSU dotlx client, Entity Count =1

Client ID = 2073, Client Name = ISSU STP, Entity Count =1

Client ID = 2077, Client Name = ISSU STP MSTP, Entity Count =1

Client ID = 2078, Client Name = ISSU STP IEEE, Entity Count = 1

Client ID = 2079, Client Name = ISSU STP RSTP, Entity Count 1

Client ID = 2081, Client Name = ISSU DHCP Snooping client, Entity Count = 1
Client ID = 2082, Client Name = ISSU IP Host client, Entity Count =1

Client ID = 2083, Client Name = ISSU Inline Power client, Entity Count =1
Client ID = 2084, Client Name = ISSU IGMP Snooping client, Entity Count = 1
Client ID = 4001, Client Name = ISSU C4K Chassis client, Entity Count =1
Client ID = 4002, Client Name = ISSU C4K Port client, Entity Count =1

Client ID = 4003, Client Name = ISSU C4K Rkios client, Entity Count =1

Client ID = 4004, Client Name = ISSU C4K HostMan client, Entity Count =1
Client ID = 4005, Client Name = ISSU C4k GaliosRedundancy client, Entity Count = 1

|
=

Base Clients:
Client Name = ISSU Proto client
Client Name = ISSU RF
Client Name = ISSU CF client
Client Name = ISSU Network RF client
Client Name = ISSU CONFIG SYNC
Client_Name = ISSU ifIndex sync
Client Name = ISSU IPC client
Client Name = ISSU IPC Server client
Client Name = ISSU Red Mode Client
Client Name = ISSU rfs client
Client Name = ISSU ifs client
Client_Name = ISSU Event Manager client
Client Name = CEF Push ISSU client
Client Name = ISSU XDR client
Client Name = ARP HA
Client Name = XDR Int Priority ISSU client
Client Name = XDR Proc Priority ISSU client
Client Name = FIB HWIDB ISSU client
Client Name = FIB IDB ISSU client
Client Name = FIB HW subblock ISSU client
Client Name = FIB SW subblock ISSU client
Client Name = Adjacency ISSU client
Client Name = FIB IPV4 ISSU client
Client Name = ISSU process client
Client Name = ISSU PM Client
Client Name = ISSU C4K Chassis client
Client Name = ISSU C4K Port client
Client Name = ISSU C4K Rkios client
Client Name = ISSU C4K HostMan client
Client Name = ISSU C4k GaliosRedundancy client

BAEa<w>F avwv kR Bl
show issu capability 7747 hOISSU Hrex R LET,
show issu entities ISSU =7 4 7 4 iERERRLET,
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M show issu comp-matrix

show issu comp-matrix

In Service Software Upgrade (ISSU; A > —ER VY7 vy =7 777 L—FR) Eifitk~ ~U 7 X
B3 2F @A R 9 5I121E, show issu comp-matrix =~ > REHEH L ET,

show issu comp-matrix {negotiated | stored | xml}

stored RIES T B~ R ) 7 AW AE R R LET,
xml FAvT— b SR EEEY b Y 2 A EHA XML B C#nR LET,
T2+ ZOawy RICIET 740 FRERD Y EH A,

OV kK E—F = —# EXEC £— R

oY FEE yy—=x EEER
12.2(31)SGA ZDav s R Catalyst 4500 U — X ZA » FITEMINE LT,

FRAEDHLA FSALY ISSU ZRLDFC. T/ T 4 TBLIORZ AL 2——= AP =T TO, HHIHD Cisco [0S
Th 2T A=V a CHEOEBEL L EHER L TBLMLERH Y £, 2 oDONN— g I HHEMERN
2 d | ISSU ITHERE L 8 A,

H#atk~ b U 7 2% Cisco.com T TEE9, LT, ISSU PR ATT v 77 L— K&ET
TEHNPEIDLENICHBTEET, ISSU Fut2h, BLXUObHE ML EMME~ N 7 22 FRT
5121, show issu comp-matrix =~ REZ AN LET, FFEDOTV AT AIBITDH2Oo0/ 7 ho=T
N=a YRIOEEE~ M) 7 A F—=2ORrIvT—2a VOBEREYFRTRT DL, show issu
comp-matrix negotiated =~ > F&HH L £7,

HfaE~ R Y 7 A F—2 13 ISSUMSREZ VAR — h325% CiscolOS V7 b =7 A A= L L HITff
FENET, RESNEEEME~ MY 7 2F#%E2 R 7T 2I121E. show issu comp-matrix stored =~
VREFEHLUET,

H#ak~ Y 7 ZEHIZ. 525 Cisco I0S ISSU A A —VICHAAENE T, ISSU A 7T A b
T FxlE, RAZ N, A—R= AP =D EOBEVRHELIND L TIE, v NI 7R Ly
Ty TEFATLET, vy 2T vy THRIENDIX, RO 3 ODOFRNEZONET,

o HIHAMDHY : BERLVLNIVDUVAT A AL T TARN T IF ¥ BILOTRTOEED HA-aware V7
VAT AIHEBER BV ET, INHDONR—T g VO Y —ER Ty AL — REIIA Y
VI L= RIFREB L, = EA~DEEITR/NRETT,

o HEARL~NVOHHEMDH Y  EED HA-aware V7 AT 5D 1 DL RFICHIBHERH Y THAL, 20
EONR—=U g VEIOA =R Ty — RERIIF TS — RIS LETA, —Eo
YT VAT BMIAAL v FA—N—FIZAT— MR TCEERAL, A VP —ERX Ty 77 L—F
FFF T T L= RERLDHNC, A4 v TFOMERL L OV —EA~ORBIZ OV THEEICHRE
THMENDHY T,
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show issu comp-matrix W

o HHAMEZL : SSO NIELLKHERET DX, —#HDaT VAT A AT TANTIF¥NAT— |
TR TIEITARTHILERDD ET, OO TWMH] OBEELIZV 7 VAT L0NT
D, 2 DD D Cisco IOS A A — VR CHEMENR WA, 2 2D3—2 3 »® Cisco [0S
AA—T TEHMER L) ERRSRET, 2F0, ZhbooRXR—Va UHOAf P —ERX T v
TV —REREFZ T L —RIERARETT, 77T 47 A== NA P D RZ N
A A== AW = VT Cisco [0S D= g U REAR D[], AT A% RPR £— K TEIME
LET,

1 WOFITIE, FIm— hENFElE~ N 7 2 EREEFLET,

Switch# show issu comp-matrix negotiated

CardType: WS-C4507R(112), Uid: 2, Image Ver: 12.2(31)SGA
Image Name: cat4500-ENTSERVICES-M

Ccid Eid Sid pSid pUid Compatibility
2 1 262151 3 1 COMPATIBLE
3 1 262160 5 1 COMPATIBLE
4 1 262163 9 1 COMPATIBLE
5 1 262186 25 1 COMPATIBLE
7 1 262156 10 1 COMPATIBLE
8 1 262148 7 1 COMPATIBLE
9 1 262155 1 1 COMPATIBLE
10 1 262158 2 1 COMPATIBLE
11 1 262172 6 1 COMPATIBLE
100 1 262166 13 1 COMPATIBLE
110 113 262159 14 1 COMPATIBLE
200 1 262167 24 1 COMPATIBLE
2002 1 - - - UNAVAILABLE
2003 1 262185 23 1 COMPATIBLE
2004 1 262175 16 1 COMPATIBLE
2008 1 262147 26 1 COMPATIBLE
2008 1 262168 27 1 COMPATIBLE
2010 1 262171 32 1 COMPATIBLE
2012 1 262180 31 1 COMPATIBLE
2021 1 262170 41 1 COMPATIBLE
2022 1 262152 42 1 COMPATIBLE
2023 1 - - - UNAVAILABLE
2024 1 - - - UNAVAILABLE
2025 1 - - - UNAVAILABLE
2026 1 - - - UNAVAILABLE
2027 1 - - - UNAVAILABLE
2028 1 - - - UNAVAILABLE
2054 1 262169 8 1 COMPATIBLE
2058 1 262154 29 1 COMPATIBLE
2059 1 262179 30 1 COMPATIBLE
2067 1 262153 12 1 COMPATIBLE
2068 1 196638 40 1 COMPATIBLE
2070 1 262145 21 1 COMPATIBLE
2071 1 262178 11 1 COMPATIBLE
2072 1 262162 28 1 COMPATIBLE
2073 1 262177 33 1 COMPATIBLE
2077 1 262165 35 1 COMPATIBLE
2078 1 196637 34 1 COMPATIBLE
2079 1 262176 36 1 COMPATIBLE
2081 1 262150 37 1 COMPATIBLE
2082 1 262161 39 1 COMPATIBLE
2083 1 262184 20 1 COMPATIBLE
2084 1 262183 38 1 COMPATIBLE
4001 101 262181 17 1 COMPATIBLE
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M show issu comp-matrix

4002 201 262164 18 1 COMPATIBLE

4003 301 262182 19 1 COMPATIBLE

4004 401 262146 22 1 COMPATIBLE

4005 1 262149 4 1 COMPATIBLE

Message group summary:

Cid Eid GrpId Sid pSid pUid Nego Result

2 1 1 262151 3 1 Y

3 1 1 262160 5 1 Y

4 1 1 262163 9 1 Y

5 1 1 262186 25 1 Y

7 1 1 262156 10 1 Y

8 1 1 262148 7 1 Y

9 1 1 262155 1 1 Y

10 1 1 262158 2 1 Y

11 1 1 262172 6 1 Y

100 1 1 262166 13 1 Y

110 113 115 262159 14 1 Y

200 1 1 262167 24 1 Y

2002 1 2 - - - N - did not negotiate

2003 1 1 262185 23 1 Y

2004 1 1 262175 16 1 Y

2008 1 1 262147 26 1 Y

2008 1 2 262168 27 1 Y

2010 1 1 262171 32 1 Y

2012 1 1 262180 31 1 Y

2021 1 1 262170 41 1 Y

2022 1 1 262152 42 1 Y

2023 1 1 - - - N - did not negotiate

2024 1 1 - - - N - did not negotiate

2025 1 1 - - - N - did not negotiate

2026 1 1 - - - N - did not negotiate

2027 1 1 - - - N - did not negotiate

2028 1 1 - - - N - did not negotiate

2054 1 1 262169 8 1 Y

2058 1 1 262154 29 1 Y

2059 1 1 262179 30 1 Y

2067 1 1 262153 12 1 Y

2068 1 1 196638 40 1 Y

2070 1 1 262145 21 1 Y

2071 1 1 262178 11 1 Y

2072 1 1 262162 28 1 Y

2073 1 1 262177 33 1 Y

2077 1 1 262165 35 1 Y

2078 1 1 196637 34 1 Y

2079 1 1 262176 36 1 Y

2081 1 1 262150 37 1 Y

2082 1 1 262161 39 1 Y

2083 1 1 262184 20 1 Y

2084 1 1 262183 38 1 Y

4001 101 1 262181 17 1 Y

4002 201 1 262164 18 1 Y

4003 301 1 262182 19 1 Y

4004 401 1 262146 22 1 Y

4005 1 1 262149 4 1 Y

List of Clients:

cid Client Name Base/Non-Base

2 ISSU Proto client Base

3 ISSU RF Base

4 ISSU CF client Base

5 ISSU Network RF client Base
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7

8

9

10
11
100
110
200
2002
2003
2004
2008
2010
2012
2021
2022
2023
2024
2025
2026
2027
2028
2054
2058
2059
2067
2068
2070
2071
2072
2073
2077
2078
2079
2081
2082
2083
2084
4001
4002
4003
4004
4005

ROFITIE, RIFSHTAESNE~ Y 7 2AERER R LET,

ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU

ARP

CONFIG SYNC
ifIndex sync

IPC
IPC
Red
rfs
ifs

client

Server client
Mode Client
client

client

Base
Base
Base
Base
Base
Base
Base

Event Manager clientBase
CEF Push ISSU client
ISSU XDR client
ISSU SNMP client
ISSU Tableid Client

HA

ISSU HSRP Client
Int Priority ISSU cliBase
Proc Priority ISSU clBase
HWIDB ISSU client
IDB ISSU client

HW subblock ISSU clieBase
SW subblock ISSU clieBase
Adjacency ISSU client
FIB IPV4 ISSU client

XDR
XDR
FIB
FIB
FIB
FIB

ISSU
ISIS
ISIS
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU

process client
ISSU RTR client
ISSU UPD client
PM Client

PAGP_SWITCH Client Non-Base
Port Security clientNon-Base
Switch VLAN client Non-Base
dotlx client

STP
STP
STP
STP

MSTP
IEEE
RSTP

Base
Base
Non-Base
Base
Base
Non-Base

Base
Base

Base
Base
Base
Non-Base
Non-Base
Base

Non-Base
Non-Base
Non-Base
Non-Base
Non-Base

DHCP Snooping clientNon-Base
IP Host client
Inline Power client Non-Base
IGMP Snooping clientNon-Base
Chassis client Base

C4K
C4K
C4K
C4K
Cdk

Port client
Rkios client

Non-Base

Base
Base

HostMan client Base
GaliosRedundancyBase

Switch> show issu comp-matrix stored

Number of Matrices in Table = 1
(1) Matrix for cat4500-ENTSERVICES-M(112)
Start Flag (OxDEADBABE)
My Image ver: 12.2(31)SGA
Peer Version Compatibility
122605 comp (3)

show issu comp-matrix W

- cat4500-ENTSERVICES-M(112)

| oL-27596-01-J
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M show issu comp-matrix

BIEa<T VR avok EEA
show issu clients ISSUZ A4 T7 v haFRRLET,
show issu sessions BELEIZ AT MDISSUE Yy v a UEREERLE
\j‘o
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show issu endpoints W

show issu endpoints

ISSU = RARA ¥ ME#HRE KT HI21E. show issu endpoints =~ > REFHEH L ET,

show issu endpoints

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
T24+ILEK ZOavy RICET 740 NRERH Y £ A,
avY kR E—F o—¥% EXEC £— K

av Y FERE Jy—=R EEEM
12.2(31)SGA D3~ R Catalyst 4500 & ) — X A4 v FITBMENE LTz,

BEREDHA RS54y =2 REA Y ME, TTE FAAL CADOFET2=y b TF, Catalyst 4500 U —2 2L v FILET ¥ —
NE 2 o= R A I BLOR2) ZFRH0ET, INHOZ U K ARA 2 FEA— =2
AV zovroray hEBFIZHIGLET, ISSUA VT TART I F X, b 200y RKRA
VINHITEEEITH>C, By v arvafEy L, ISSUZ T4 T MOy v ay xdvxz—va &3k
TLET,

1 WoHITIE, ISSU = REA v N 2ETRTHHERRLET,

Switch# show issu endpoints
My Unique ID = 1/0x1, Client Count = 46

This endpoint communicates with 1 peer endpoints :
Peer Unique ID CAP VER XFORM ERP Compatibility
2/0x2 1 1 1 1 Same

Shared Negotiation Session Info :
Nego Session ID = 15
Nego Session Name = shared nego session
Transport Mtu = 4096
Ses _In Use = 2

Switch#
EEEESIS avUR B
show issu clients ISSUZ A4 T v hEERLET,
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show issu entities

ISSU =7 4 7 4 I &R T 5121%, show issu entities =~ > K& M L £,
show issu entities [client id]

XD EHEA client_id (f£8) ISSUZ 547 b ID TT,
T2+ IOawy RITIETFT 740 MERENRDH Y XA,
avY kK E—F o —# EXEC £— K
av Yy FERE Jy—= EEEMR
12.2(31)SGA Z oA~ Ri3 Catalyst 4500 U — X A4 v FIZBMISE LT,
BREDAARZAY =547 113, WS On0HETHEME BIEY A b, Avb—Y A4 7RE) 2oty e
YOME I N—T D Z LT, BfE, Catalyst 4500 U —X AL v FDIFEAEDISSU 7 74 T
ckoxzoTF 474131 27T TY,
i WOBITIE, $8ELTISSUZ FA T bOT U T 4 T 4 W ERTT D HEERLET,
Switch#show issu entities 2072
Client ID = 2072 :
Entity ID = 1, Entity Name = ISSU dotlx entity
MsgType MsgGroup CapType CapEntry CapGroup
Count Count Count count Count
28 1 1 1 1
Switch#
BIEa<T VR avwy kR B
show issu clients ISSUZ A4 T haeRnRLET,

Catalyst 4500 >1)—X R4 9 F CiscolOS a?> F JI7L YR J1J—R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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show issufsm W

show issu fsm

~

GE)

Zoavwy Ry Fa—FHTIEH Y A,

ISSU & v v 3 »(Z#t)&$ 5 ISSU Finite State Machine (FSM; ARIRRE~ V) A2 FrRT DT,
show issu fsm =~ FZEHA L £9,

show issu fsm [session id]

B/xn

"E-IDII':

BA

TI2HIE

avV kK E—F

session_id LE) BEL7-tEy > a > FSM OFEMEFR < LET,

CDAaxy RICET 74NV FRENRH Y £H A,

2 —H% EXEC £— F

avy FEE Jy—2 EEER
12.2(31)SGA 2D~ KR Catalyst 4500 © U — R AA v FITBMENE LT,
i KOFITIX, LOADVERSION # 0 ISSU DiR#EZ £ 736 L OB L £77,
Switch# show issu fsm 26
Session_ID = 26 :
FSM_Name Curr_State 0ld_State Error_ Reason
FSM L1 TRANS A VER none
FSM L2 HELLO EXIT RCVD none
FSM L2 A CAP A EXIT A RSP none
FSM_L2_ P _CAP P_INIT unknown none
FSM L2 A VER A _EXIT A RES_RSP none
FSM L2 P VER P INIT unknown none
FSM L2 TRANS COMP COMP none
Current FSM is FSM L2 TRANS
Session is compatible
Negotiation started at 00:01:07.688, duration is 0.148 seconds
Switch#
BEEaIUF avv kR B
show issu clients ISSUZ Z4 7 haegrLET,
show issu sessions FRELZZIA 7 RO ISSU By va U EREERRLE

j‘o
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Bl show issu message

show issu message

WELLISSUZ AT  OF =y 7RA L b AytE—T%FK AT HITIE, show issu message =~
Y REFEALET,

show issu message {groups | types} [client id]

BX DA groups EELEZ IAT LV P THR—FERNTWVD A vE—Y VA —7DEH &2 R
LET,
types WELEZEZIAT VR THR=FENTVBTRTDORA v — XA TOIER
ERALET,
client_id EE) 7947 M ID ZEELET,
T2+ 7547 MID ZEELRVEAIE, ISSUA V7T AT 7 F v ICBBESNLTNDETNTOY T4
T RIOWT A=Y TN —TFERITA =Y 4 TEENERINET,
avY kR E—F a2 —+# EXEC £— K
avy FERE yy—2z EEEM
12.2(31)SGA D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,

EREDHA R4

i

Ay—=UE, 200 KRSV FETEEENLZFEPET—% (F2v RS2 b T—=%LHEEN
5) ‘(‘\\j‘c

ISSU-aware 7 7 A4 7> " NET E D vy araT 5L, ISSU xdv=—v a VB EINE

T, ISSUA VT FTARNT 7 Fvid, BESNTWAIHERAFEA LT, ¥y a rfIodifESn oH6E
BYOAvt—Y S"eVarvkiTor—bLET,

WORITIiX, Client id 2082 DA vt —Y FN—T%RKRTHHEERLET,

Switch#show issu message groups 2082
Client ID = 2082, Entity ID =1 :
Message Group = 1 :
Message Type
Message_Type

1 ~2
1 ~2

1, Version Range
2, Version Range

Switch#

WOFITIL, Client_id 2082 DA v & —Y XA ThRIRTDHFHIEERLET,

Switch#show issu message types 2082
Client ID = 2082, Entity ID = 1 :
Message Type = 1, Version Range =1 ~ 2

Message Ver = 1, Message Mtu = 12
Message Ver = 2, Message Mtu = 8
Message Type = 2, Version Range =1 ~ 2
Message Ver = 1, Message Mtu = 32
Message Ver = 2, Message Mtu = 28
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show issumessage W
Switch#
BEaTUF avwyFk B
ISSUZ A4 7 hEERRLET,

show issu clients
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W show issu negotiated

show issu negotiated

ISSUZ AT ORI =— FINTHEBLOA vE—Y X—=Va VIR EF T 52T, show
issu negotiated =~ > RZEA L 7,

show issu negotiated {capability | version} [session id]

WX OBHA capability R v RN S CORER IR LET.
version FAYE— PENETRTOA v E—VOFMERTLET,
session_id (E7) HREEIIN—Y a U8 £ 7T 5 1SSU £ v > a v ID %#48iE
l/jz‘j_o
TIAILE FTRTOISSU v g iconT, XT3 T— FSNTFHEB LU= g U iE®RAEE R LUET,

= —4 EXEC &— F

av Y FERE Jy—=x EEERT
12.2(31)SGA ZDav s R Catalyst 4500 U — X ZA » FITEMINE LT,
] ROGITIE, HFEDOITN—T DA v — ¥4 FoFmt bhEERLET,
Switch# show issu negotiated capability 26
Session ID = 26 :
Cap Type = 0, Cap Result = 1 No cap value assigned
Switch# show issu negotiated version 26
Session ID = 26 :
Message Type = 1, Negotiated Version = 1, Message MTU = 44
Message Type = 2, Negotiated Version = 1, Message MTU = 4
BZEav kR avwo kR St
show issu sessions BELIZZ 747 b ISSU By v a UERERRLE
7
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show issu rollback-timer

show issu rollback-timer

ISSU B —W Ry A A <—DAT —H A%F "3 5IZ1%, show issu rollback-timer =~ > K% {# f
LET,

show issu rollback-timer

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
T24+ILEK ZOavy RICET 740 NRERH Y £ A,
avY kR E—F ¥#E EXEC E— F

av Y FERE Jy—=R EEER
12.2(31)SGA D3~ R Catalyst 4500 & ) — X A4 v FITBMENE LTz,
fl WOBITIE, B—nARNy s ZA<w—DAT—F A FmTbHHELZRLET,

Switch#show issu rollback-timer
Rollback Process State = Not in progress
=4

Configured Rollback Time 5:00
Switch#
BEa< K avwUk SR
issu acceptversion a—/LNy 7 FA~w—%EIEL, ISSU 7 a&e2dizg L

WCiscoIlOS V7 b =7 A4 A= 0NHEHICE L SN
WEiizLEd,

issu runversion TITFT 4T A== NA P 2 DU MBARE N, A—
NS P 2 D NTREIICEE L, 2T 7T 47
L oo A== ¥ =P T issu loadversion =~
VRTHRELEH LWA A=V EFEITLET,
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Bl show issu sessions

show issu sessions

BELEZIIA4 T bOISSU By v a U EHREFRRT HI1E. show issu sessions =~ F&EEH L
7,

show issu sessions [client id]

X DA client_id () ISSUZ 547 M ID #45E LET,
TI2AILE ISSUA Y T7TART I FRIIBEINTVATRTOI IA Ty bty v a U EREFRELET,
avy kE—F o—# EXEC £— K

av Y FEE Jyy—= EEER
12.2(31)SGA D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,

FREDHFLIRSAY o a I AFATHY, 2250y REL U MNECEEEO S W ESEN L SNE T, FlT—
BRIz —var Avv—UF, Byviarz2AhLTET =0 KRSV MIEEENET,
Catalyst 4500 U — X A A v FTlL, %& [SSU-aware 7 7 A 7 MIIET= o RARA > b T EIHRK 1
SOy arnd EJ,

ISSU-aware 7 7 A4 7> " NET D vy araET5E, ISSU xdv=—v a VBB SIS

T ISSUA T TAMT 7 Fxid, BEINTWDIEREZEM LT, By va RIS 2
BLOAYE—Y RN"=VariExdvz—FLET,

i WOFITIE, B—N Ry A v—DATF—H A% FrRTHHEERLET,

Switch#show issu sessions 2072
Client ID = 2072, Entity ID =1 :

*** Session ID = 26, Session Name = dotlx :
Peer Peer Negotiate Negotiated Cap Msg Session
UniqueID Sid Role Result GroupID GroupID Signature
2 26 PRIMARY COMPATIBLE 1 1 0

(no policy)

Negotiation Session Info for This Message Session:
Nego_Session_ ID = 26
Nego_ Session Name = dotlx
Transport Mtu = 17884

Switch#
BIEa<T VR avwy kR B
show issu clients ISSUZZA4T7 v haRRLET,
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show issu sessions
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Bl show issu state

show issu state

ISSU 7ru & 2AHZ ISSU OIREER L OHRAERBI SN TWD A A=V DL F T 5I21E, show issu
state 2~ R&EfEH L ET,

show issu state [slot number] [detail]

X DEREA

TI24+ILEK

avy kK E—F

slot_number (f£E) ISSU OREERRTHMNEDOH DAy M (1 £721L2) &5

FLET,
UEE) 77T 47BLIORRFZ N, Z—== (P =D DIRTEICHE
THRMERE R R LET,

detail

TIT 4T A== RN P =P RAZ N, ZA—= =P =Pl HFD ISSU OfREER LY
HEEHEINTWEA A—VDAFINERINET,

¥ #E EXEC £— K

avy FEE

BEREDAA FS54>

i

Jyy—=x
12.2(31)SGA

EEEMR
Z oA~ Ri3 Catalyst 4500 U — X 24 v FIZBMESE LT,

CiscoIOS Y7 h T =T WAL LN, ZA—=R=RNAHF oV iZue— K&, AZX L, A==
AP =P SSO T — RIZBITT A121%, issu loadversion =~ > R& A LT LEB» 058
ANdH Y £9, showissustate 2~ ROANNREFTESL L LERFRAFREINZ2WVEHARSH Y F
7,

WROFITIE., LOADVERSION %@ ISSU ORHEZ R B L UOWER L 7

Switch# show issu state detail

Slot =1
RP State = Active
ISSU State = Load Version

Boot Variable
Operating Mode
Primary Version
Secondary Version
Current Version

bootflash:old image, 12
Stateful Switchover
bootflash:0ld image
bootflash:new_image
bootflash:0ld image

Slot = 2
RP State = Standby
ISSU State = Load Version

Boot Variable
Operating Mode
Primary Version
Secondary Version
Current Version

bootflash:new image,12;bootflash:o0ld image,12
Stateful Switchover
bootflash:0ld image
bootflash:new_image
bootflash:new image

Switch#
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show issu state W

BlEaT YK avwyFk B
issu abortversion HEITHFOISSU T v 77— RERiFF v 7 L— K 7nm
TAEHRILL, AA v F 2T AREATOREICRE L E

7T
issu acceptversion 0=y 7 XA ~—%EI L, ISSU 7r& 24 2L

WCiscolOS V7 b =7 A A=Y NEHBHNCE RS A
WL LET,

issu commitversion HLWCiscolOS V7 b =T A A=V EHFHLNAKZ N
A A== R_AHF = lte—RFLET,

issu loadversion ISSU e & 2 &AL £,

issu runversion TITF AT A== AP = DB RAY N, A—

ATt AR tay: v bl VR = Nyl (e
T Lol A= R= N Y DT RE LIHH A
A—TEFATLET,

Catalyst 4500 &) —X XA wF Ciscol0S 3T K Y77 LR Y Y—2 I0S XE 3.4.0SG & & U 10S 15.1(2)SG
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W show I2protocol-tunnel

show I2protocol-tunnel

LAY 27 m han Frxy R— MIET 5E®REZR T S121E, show 12protocol-tunnel =2~ > K
EEMLET, Zoavr NE, 7Fa bhad bRV UITPAR=T NI A B =T =4 ZZHT D

HRERTLET,
show 12protocol-tunnel [interface interface-id] [[summary] | {begin | exclude | include}
expression|
BX DA interface interface-id (L) 7w b2 bRV U IIERERTRT HA X —T7 = AEIEEL

F9, ARA U E—T = A AT WEHA—FER—F Fr RV TT, R—
kT RO I 1 ~ 64 TT,

summary UEE) vAMv 27 a har b~ —iER7-TE2R LT LET,

begin (ER) expression & —HT AT BIFMOF R ZM L £,

exclude ({EE) expression & —HT AT IEMOF RN LRI L £,

include (B $87E LT expression & —HT 172K LET,

expression UEE) RFA v e LTERT 2 DNO T T,

avY kR E—F 2 —+# EXEC £— K
avy FER Jyy—=x EEER
12.2(18)EW Zoa~wr R, Catalyst 4500 U —X A4 v FIHO TEIMESNE L
77
12.2(25)EW 10XFHEY hA—HFFy b AL F—T A ZADHPR— R BMENE L
77

HRAEDHM K542 2protocol-tunnel =~ > F&HEH L T7 7 ¥ X A— hE7212802.1Q F> RV R— DL A ¥ 2 71
fanw bRV a2 AFZ—TNZLTEDE, RONRTA—FZO—EMELITTRXTERXETEET,

e MRV IFTHTHR b HAT

e V¥ Y MU LULEWE

o FryZLEWHE
show 12protocol-tunnel [interface interface-id] =2~ REANTHE, TXTO/NRT A —FNRRES
NIeT 77 47 K= MIBET HERETVHERRINET,
show I2protocol-tunnel summary 2~ > FEZ AT 5L, —FELITTXTONRTA=—FRREIH
77 7T 47 A= MIETERIETBERSNET,

LFEHTIE, KXFENLFEREIESNET, =& %, | exclude output & A1 L7284, output %
ETITIXRRSNETAD, Output ZETITIIRREINET,
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]

W OFHICIL, show 12protocol-tunnel =~ > KO A ZRLET,

Switch> show l2protocol-tunnel

COS for Encapsulated Packets:

Port Protocol Shutdown
Threshold Threshold

5

Drop

show I2protocol-tunnel

Encapsulation Decapsulation Drop
Counter

Count

er

Counter

Fa0/10 --- ===
stp ===
vtp -
pagp ===
lacp -——-
udld ===

Fa0/11 cdp 1100
stp 1100
vtp 1100
pagp ==
lacp ===
udld ===

Fa0/12 cdp -——
stp -———-
vtp -——-
pagp ==
lacp ===
udld ===

Fa0/13 cdp -———

Switch#

900
900
900

9847
77
859

219

2356

116

856

2356
11787

O O O O O O O o o o o o

O O O O O O O O OO OO0 oooo o oo

W OB TIL, show 12protocol-tunnel summary =~ > FOHHERLET,

Switch> show l2protocol-tunnel summary

Drop

Threshold

(cdp/stp/vtp)

(pagp/lacp/udld)

Status

COS for Encapsulated Packets: 5
Port Protocol Shutdown
Threshold
(cdp/stp/vtp)
(pagp/lacp/udld)
Fa0/10 --- stp vtp ----/----/----
pagp lacp udld ----/---=/----
Fa0/11 cdp stp vtp 1100/1100/1100
pagp lacp udld ----/---=/----
Fa0/12 cdp stp vtp ---—=/--—-/-——-
pagp lacp udld ----/----/----
Fa0/13 c¢dp stp vtp -——=/---=/---—-
pagp lacp udld ----/---=/----
Fa0/14 cdp stp vtp ---—-/--——=/--——-
pagp ---- udld ----/---=/----
Fa0/15 cdp stp vtp --—-——/--——-/-——-
pagp ---- udld ----/---=/----
Fa0/16 cdp stp vtp --——=/---=/---—-
pagp lacp udld ----/---=/----
Fa0/17 cdp stp vtp ---—-/--——=/--——-
pagp lacp udld ----/---=/----

Switch#

up

up

down

down

down

down
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W show I2protocol-tunnel

EEEavT UK avy kR EEA
12protocol-tunnel A B —TxAfATTa ha)L NoRY U T4 R—T L
ZLET,
12protocol-tunnel cos FTRCOM RV T LAY 270 ha Ry MK

LTH—=tR 7T (CoS) HZBELET,
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showlacp W

show lacp

LACP 1E#H % £~ T 5121, showlacp 2~ FEFHEHA L ET,

show lacp [channel-group] {counters | internal | neighbors | sys-id}

BXX DR channel-group (EE) Frxr ZA—7HTT, BEOHEIL 1 ~ 64 T,
counters LACP #atfEla R L ET,
internal WNEE#RE R LET,
neighbors AAN—HFRERRLET,
sys-id LACP v A7 A ID #E€ R LET,
TI+IE Zoawy NTET 74V FEREND Y EH A,

a2 kK E—F ¥:HE EXEC £ — K

av Y FERE Jy—= EEE
12.1(13)EW Z =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,

FRHLDAM FS4Y o=~ RiE, Supervisor Engine I ### L TWAH L AT AT R—hShEtA,
channel-group fEZF5E L72WIGEIX, T XTOF v 1L Z NV —TRERENET,

fEE D channel-group fE%E ANS1T5 &, sys-id ¥ — U — FZRTRXATOF—T—ROF ¥ 3L 7
N—TERETEET,

] WOFITIE, FEDTF v Fv Z—7 D LACP $iiHE a2 For+ 5 HiEE2 R LET,
Switch# show lacp 1 counters
LACPDUs Marker LACPDUs
Port Sent Recv Sent Recv Pkts Err

Channel group: 1

Fad/1l 8 15 0 0 3 0

Fad/2 14 18 0 0 3 0

Fa4/3 14 18 0 0 0

Fad/4 13 18 0 0 0
Switch#

HNZIE, ROFEPERENET,

e LACPDUs Sent 7113 K Ot Reev FIZiZ, FFEDA ¥ —7 = A ATEXE iz LACPDU A &E R
SNET,

e LACPDUs Pkts #|IB X W Err #i1E, ~—F— 7w bay Xry "REREINET,

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show lacp

WOBITIE, BEDOT ¥ XNMIBT DA F—7 = AONEIERERRT D HIEEZRLET,

Switch# show lacp 1 internal
Flags: S - Device sends PDUs at slow rate. F - Device sends PDUs at fast rate.
A - Device 1is in Active mode. P - Device is in Passive mode.

Channel group 1

LACPDUs LACP Port Admin Oper Port Port
Port Flags State Interval Priority Key Key Number State
Fa4/1 saC bndl 30s 32768 100 100 Oxcl 0x75
Fad/2 saC bndl 30s 32768 100 100 0xc2 0x75
Fa4/3 saC bndl 30s 32768 100 100 0xc3 0x75
Fad/4 saC bndl 30s 32768 100 100 Oxc4d 0x75

Switch#

#% 2292, 74—V FOEREERLET,

* 2-29 show lacp internal aw > FOHAZ7 1+ —IL F
TJ4—ILF B
State B COREDR — FORENRRINET, AIREEZTKRO LR
v TY,
e bndl: A R— BT 7V —=ZICH BRI, MoKR— KLV L
SNTVET,
o susp i R— FRHBSNTWDHIRIET, 77U F—2 i3k S
NTWEREA,

e indep : "— KX independent 27— K TY, N R I TWE
AW, T2 b I T4y 7 &0 KERDLIENTEEST, 20D
BE. LACP IZMHFMA— R TEITENTVERA,

e hot-sby : R— WAy FRAZ A DIREETT,

e down: AHR—EBRX T LTWVET,

LACPDUSs Interval PN R,

LACP Port Priority K= DT Z 44V T 4 FHE,

Admin Key X —,

Oper Key AR —H F—,

Port Number N— &,

Port State N— FOREE, 1 >2OF 77Ty FPNTEHAxDOEy he LTz a—

REH. ROBHRHY 7 [1].
e bit) : LACP o727 7 7
e Dbitl : LACP %7 A7 1 |
o bit2 : ZFY

e bit3 : /FH#
o bitd : JE
e bit5 : A5

o bit6: Z 77/
o bit7 : HRTA

WOEITIX, BEDR— K F ¥ %D LACP XA N—EREF T D HEEZRLET,

Catalyst 4500 ~1J—X XA v F CiscolOS A2 K Y77 LR IJJ—R |OS XE 3.4.0SG &1 10S 15.1(2)SG
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showlacp W

Switch# show lacp 1 neighbor
Flags: S - Device sends PDUs at slow rate. F - Device sends PDUs at fast rate.
A - Device is in Active mode. P - Device is in Passive mode.

Channel group 1 neighbors

Partner Partner
Port System ID Port Number Age Flags
Fa4/1 8000, 00b0.c23e.d84e 0x81 29s P
Fa4/2 8000, 00b0.c23e.d84e 0x82 Os p
Fa4/3 8000, 00b0.c23e.d84e 0x83 Os P
Fad/4 8000, 00b0.c23e.d84e 0x84 Os P
Port Admin Oper Port
Priority Key Key State
Fa4/1 32768 200 200 0x81
Fad/2 32768 200 200 0x81
Fa4/3 32768 200 200 0x81
Fad/4 32768 200 200 0x81

Switch#

PDU BNZEENTWARWEAIE., WA vy aNIZT 74V hOBERIFRNFRENET,
WIZ, LACP > 27 A ID ZE - 502 -LET,

Switch> show lacp sys-id
8000,AC-12-34-56-78-90
Switch>

SAFAIDIE, VAT AL TIGAFITABLR AT LA MAC 7 RLATHERINTHET, RIID 2
NA MEVAT A TTAFYT 4, BED 63 MEZ a— LZEBEN TS VAT ABEOE 4
D MAC 7 KL AT,

avvk EiEA

lacp port-priority WMBA B —T A ADLACP 7544 VT 4 R ELE
R

lacp system-priority LACP IZOW TV AT ADTTAF VT 4 HRELET,

| oL-27596-01-J
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Hl show mab

show mab

MAC Authentication Bypass (MAB; MAC FRFE/NA 73 R) &R~ T H1C1E, EXEC £— T show
mab 2~ REEHLET,

show mab {interface interface interface-number | all} [detail]

B interface interface A5 —7 x4 2 247 TY, FHTEDHEL2MEIL, gigabitethernet T3,
interface-number YV 2 — LB LNKR— &5
all FT_RTDOA L F—T =4 XZHONT MAB A FRLET,
detail (&) #Hf7e MAB 1E# A £R L ET,

ATYVRTIANLE L,

T
H
I
™.

avy ¥ # EXEC £— K

av Y FEE yy—2 EEEmR
12.2(50)SG oAy RNEMShE L,

FERLOAAL FSM4Y £ 2-3012, showmab 2~ ROHNITERENEE 7 4 — L RERLET,

= 2-30 show mab 37> FO/E A

TJ4—ILF BieA

Mac-Auth-Bypass MAB ® A7 — k

Inactivity Timeout YRR X A LT T b

Client MAC 7747 O MACT KL A
MAB SM state MAB A7 —h vV DAT— |k
Auth Status HFR AT —H R

#2311, MAB AT —h vV V0 DAT—hELTERENDEMEOS HEEZ L ET,

* 2-31 MAB X 57—k T U DIE

AT—F AT—hF LR H L]

Initialize T e Yoy a rOHHEREDO R T — K

Acquiring | o alrNIITIA4T L DO MAC 7 KL AZH
HBLTWBEZDODRAT— b
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Ll

showmab H
% 2-31 MAB R 57—k T2 0fE ()
Authorizing A MAC XR—ZADFHFA Oy a v DAT— K
Terminate T EERMNREINEZHEDE Yy a v DAT— b,

BIAT — b O Y3 v ORE,
TERMINATE | A& RENET,

£ 2-3212, MABFFH AT —# AL LTRRIND ATRREDOH DEEZRLET,

& 2-32 MAB A2 T—4 2 DO fE

AT—32R e

AUTHORIZED Ty Ya MFIEFICTA SUE LT,
UNAUTHORIZED Ty vaFFRNSREFATLE,

WROBITIE, MABIEH AR T S HiEERLET,

Switch# show mab all

MAB details for GigaEthernetl/3
Mac-Auth-Bypass = Enabled
Inactivity Timeout = None
Switch#

WOBITIL, FEMZR MAB AR RT L HIEELRLET,

Switch# show mab all detail
MAB details for GigaEthernetl/3
Mac-Auth-Bypass = Enabled
Inactivity Timeout = None

MAB Client List

Client MAC = 000f.23c4.a401
MAB SM state = TERMINATE

Auth Status = AUTHORIZED

WROFITIL, FFEDA L H—T = A AD MAB IEWERTT D HEEZRLET,

Switch# show mab interface GigaEthernetl/3
MAB details for GigaEthernetl/3
Mac-Auth-Bypass = Enabled

Inactivity Timeout = None

ROBITIE, FEDA »H—T = A ZADFEA MAB AR R+ 2 HEEZRLET,

Switch# show mab interface gigabitethernetl/l detail
MAB details for GigaEthernetl/1

Mac-Auth-Bypass = Enabled

Inactivity Timeout = None

MAB Client List

Client MAC = 000f.23c4.a401

MAB SM state = TERMINATE

Auth Status = AUTHORIZED

Switch#
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W show mab
BEav VR avwy kR HL)
mab 7A— kT MAC Authorization Bypass (MAB) %A x—7/LIZL T, &iE
LET.
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show mac access-group interface W

show mac access-group interface

LAFY2A 02 —Tx2AADACL 27 4 F2b—3 g r&2RRT 521X, show mac access-group
interface =2~ > R&HHALET,

show mac access-group interface [interface interface-number|

X DEREA

TI24+ILEK

avU Rk E—F

interface (EE) A =T AR FZATHBEELET . ARI72MEIL. ethernet,
fastethernet, gigabitethernet, tengigabitethernet. pos. atm.
port-channel. I JUf ge-wan T,

interface-number (EE) A— I EFEZHELET,

ZOa<wy RIZIET 74V MRERSHY XA,

¥ HE EXEC £— I

avy FERE

EREDHA R34

yy—=x EEEM
12.1(19)EW Z®za= RN Catalyst 4500 >V — X 2 A »FIZIBMESE LT,

RN— bEZOHEDRMET, ATy =Tk > THRAED £,

#i WOFITIE, A1 F—TxA A fast6/1l D ACL 207 4 Falb—va b 2RRTE5HEERLET,
Switch# show mac access-group interface fast 6/1
Interface FastEthernet6/1:
Inbound access-1list is simple-mac-acl
Outbound access-list is not set
BEaIvUF avwUk e
access-group mode B\hE—F (o2& 21X, VACL X PACL kY bELsH

FT) BLOIHFELEE—F (&ziE, v—Y E—FEE
FA MY Z b E—F) ZHEELET,
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Bl show mac-address-table address

show mac-address-table address

¥BED MAC 7 KL 2D MAC 7 RL A T—7 LI % &7 5121%. show mac-address-table
address =~ > F&FEHLET,

show mac-address-table address mac_addr [interface type slot/port | protocol protocol |
vlan vian_id]

X DEREA mac_addr 48 £ F O MAC 7 FLATY, f4h72 0% HHH CJ,
interface type slot/port ~ (1E&) ¥EDA v H—7 =4 ZADERE LR LET, type DA BH7ME
L. fastethernet, gigabitethernet. I5J U\ tengigabitethernet T,

protocol protocol (EE) 7r havzEELEd, #co»waE, A EobTA R
A2 OEEZESRLTIEIN,
vlan vian_id (L) ¥ED VLAN o=y ) 2R LET, BMEOIIT 1
~ 4094 T,
TIAILE TOaAv Y RICET 740 FRENRDH Y £ A,

T
H
I
™.

avy ¥ # EXEC £— K

av Yy FEE Jy—= EEER
12.1(8a)EW Z D= R Catalyst 4500 U — X AA v FITBMESLE LTz,
12.1(12¢)EW JEIE VLAN 7 R LU ADHR— FBEMEiE Lz,
12.2(25)EW 10XHEY h A —HFFv h A F—T 2 ZADFFK— FBBMENE LT,

FREDALIRSLIY L—F o R B—FTHEAINS MAC T FL A 5—7 L = F U 04, vlan FIICIEAE VLAN &
FTIERLNV—F v K R— M RERENET,

protocol EHDF—U— ROEHIT, ROLEBY TT,
e ipik. IP Fu baLEiEELET,
o ipx i, IPX 7u b EEELET,
e assigned /%, FoYToHheFue bar o ) EEBELET,
e other (I, ZTOMDOTm haj 2 MY ZEEELET,
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show mac-address-table address W

Bl WIZ, FEED MAC 7 RLAD MAC 7 RL R F—7 WIE#AsRFT 26427 LET,
Switch# show mac-address-table address 0030.94fc.0dff
Unicast Entries
vlan mac address type protocols port
——————— B et e e ettt TP
1 0030.94fc.0dff static ip, ipx,assigned,other Switch
Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch
Fa6/2 0030.94fc.0dff static ip, ipx,assigned,other Switch
Switch#
BEaIU kR avwuk St

show mac-address-table aging-time

MAC 7 RV A F—7TNDx—Ir FiEHaE R LET,

show mac-address-table count

WIEMAC 7 RL A F—TARNIZHDIT ) O sER
L7,

show mac-address-table dynamic

HAFIv 7 MACT RLAF—7 L v N OkhkhE
RLET,

show mac-address-table interface

BEDA LA —T A ZADMAC T RL A F—T L IER%E
FRLUET,

show mac-address-table multicast

VN TFXYARNMACT RL A T—T7EREFRRLE
iR

show mac-address-table protocol

7o ha g ST MAC 7 KL A2 T —7 U Z2 FR
LET,

show mac-address-table static

2ETF 427 MACT RLA F—7 L v NP5
RLUET,

show mac-address-table vlan

FEED VLAN ©® MAC 7 RV A T—7 U EHMEER L E
‘é—o
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M show mac-address-table aging-time

show mac-address-table aging-time

MAC 7 RLRADZ—T T # A4 LxFaT HIZ1E. show mac-address-table aging-time =~ N %
BEHLET,

show mac-address-table aging-time [vlan vian id]

X DA vlan vian_id (f£%) VLAN Z45E€ L£9, AREOFMIT 1 ~ 4094 T9,
TI2HIE Coavy RICETF 740 FRERS Y 8 A,
avy kE—F it EXEC T— K

avy FEE )= EEE
12.1(8a)EW T D3~ R Catalyst 4500 » U — X ZA v FITBEMSNE LT
12.1(12¢c)EW JLIET Ry v 7o R— MR BMNMESnE L,

] KOBITIE, TTHO VLAN COWTHERESNTVWDHZ—V 07 F 4 hEFRT 5 HEEZRLE
—g—o
Switch# show mac-address-table aging-time
Vlan Aging Time
100 300
200 1000
Switch#

WOFITIE, FFED VLAN ICOWTHIERESN TWDL ==V 7 XA LEFRRT HEEZRLE

‘a_o

Switch# show mac-address-table aging-time vlan 100

Vlan Aging Time

100 300
Switch#
EEa<TUF avwyk BL

show mac-address-table address MAC 7 RV X F—7 N EHREFELET,

show mac-address-table count HIEMACT FLA FT—7ANIchbHrTr N O AEER
LET,

show mac-address-table dynamic A FIv 7 MACT RLARA FT—7)1 o M) OhihFE
~LET,

Catalyst 4500 ¥ J—X XA ¥ F CiscolOS Ia2Y K YI7 LR J1J—2R I0S XE 3.4.0SG & & U 10S 15.1(2)SG
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show mac-address-table aging-time W

avyk L

show mac-address-table interface BEDA 2 —T 2 A ADMAC T KLVA T—T )LIE#%E
FRLET,

show mac-address-table multicast A FX ¥ A FMACT RLR F—TNIEBREERLE
e

show mac-address-table protocol 7a FaESVWTMAC 7 FL A T—7 UERZFK R
LET,

show mac-address-table static 2AE2T 47 MACT RL AR T—T7)L = NPT a2F
~LET,

show mac-address-table vlan HED VLAN O MAC 7 RV A T —T7 U E#REFERLE
7
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W show mac-address-table count

show mac-address-table count

BHIEMACT RVA T—7/VAIZH L= b Of%EFR AT 521X, show mac-address-table count
a<wr REFHLET,

show mac-address-table count [vlan vian id]

WX 05 vian vian_id  ({E%) VLAN Z45/E L £, ADEOFEL 1 ~ 4094 T3,
TI2HIE Coavy RICETF 740 FRERS Y 8 A,
avY Rk E—F it EXEC T— K

avy FEE Jy—= EEER
12.1(8a)EW Z o3~y K73 Catalyst 4500 ) — X 21 v FITBEMENE LT,
12.1(12¢)EW JE8E VLAN 7 RL 2O R — RSB E v E Lz,

1 WOHITIE, BED VLAN O F) ¥aFE R+ 25 B2 R LET,

Switch# show mac-address-table count vlan 1
MAC Entries for Vlan 1:

Dynamic Unicast Address Count: 0

Static Unicast Address (User-defined) Count: 0

Static Unicast Address (System-defined) Count: 1

Total Unicast MAC Addresses In Use: 1

Total Unicast MAC Addresses Available: 32768

Multicast MAC Address Count: 1

Total Multicast MAC Addresses Available: 16384

Switch#

BEaTUF avwyFk B

show mac-address-table address MAC 7 RL A T—7VIEREZFR R LET,

show mac-address-table aging-time MACT7 FL A FT—7 LDz —  FERYFERLET,

show mac-address-table dynamic HAFIv 7 MACT RLA FT—7L 2 N DOIhrFE
~LET,

show mac-address-table interface BEDA LA —Tx2A4AD MAC T RL A F—7 L5 %
FERLET,

show mac-address-table multicast ~“ILFF ¥ AN MACT RL A T—T7 I ERZFZRLE
‘é—l)

show mac-address-table protocol 7u ha ) ESNT MAC 7 R A T —7 U Z2FR
LET,
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show mac-address-table count W

avwyk H L]

show mac-address-table static 22T 497 MACT RLA T—7 v ") EiFxa#E
RLUET,

show mac-address-table vlan HED VLAN @ MAC 7 LA F—7 L E#E2ERRFLE
7
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W show mac-address-table dynamic

show mac-address-table dynamic

A4 FIv 7 MAC T RL AR T—7) = b EFE2FRT HIZiE. show mac-address-table
dynamic =~ RZHH L ET,

show mac-address-table dynamic [address mac_addr | interface type slot/port |
protocol protocol | vlan vian_id]

EX DA address mac_addr (f£E) 48 £y hd MAC 7 NL A &#E LET, A2 HHH
<7,
interface type slot/port (L&) METHA L 2 —7 = A ZAEELET, type DERNREIL,
fastethernet, gigabitethernet, 35 XU tengigabitethernet T,

protocol protocol (EE) 7 barvziEELET, dEMico T, MEHEDOT A KT
4] OHESHRLTIEEW,
vlan vian_id () ¥ED VLAN O MY 2FoR LET, AOMEOHPIL 1 ~
4094 T,
TI2AILE TOaAv Y RICET 740 FRENRDH Y £ A,

avY kR E—F ¥HE EXEC £— R

oYy FERE Jyy—=x EEEHR
12.1(8a)EW ZDav s R Catalyst 4500 U — X ZA » FITEMSE LT,
12.1(12¢0)EW  $£3E VLAN 7 FL 20 R— h 3 BEMEnE L,
12.2(25)EW 10 FXHEY A —F Ry b A F—T 2 A ZADYR— FPBEMENE LT,

EREDHA ES4Y  protocol BI¥DF—U— FOEHIT, KO LBY TT,
o assigned |%, FIVYTCoHLN/T e bhar o N EBELET,
e iplE. IP 7 FaLEIEELET,
o ipx i, IPX 7u b EEELET,
e other (I, ZTOMDOTm haj = Y ZEEELET,

EtherChannel - > % — 7 = A 2 ® show mac-address-table dynamic =~ > NOH ) TiX, &A— b F
TOIRE (5/7728) IAR—F ZVr—7F%S (Po80 72 L) ICAEINET,

N—F vy R A= FTHEHINS MAC 7 RLA 7F—7 0 = U OF4E . vian FNIZIENE VLAN &
FTIERLNV—=FT vy R A= MR ERENET,
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show mac-address-table dynamic W

1 WOFITHE, T_XTOXAFIv 7 MACT RL 2 =2 MY 2FEFRT B HEERLET,

Switch# show mac-address-table dynamic
Unicast Entries

vlan mac address type protocols port

——————— B T et e e L T et
1 0000.0000.0201 dynamic ip FastEthernet6/15
1 0000.0000.0202 dynamic ip FastEthernet6/15
1 0000.0000.0203 dynamic ip,assigned FastEthernet6/15
1 0000.0000.0204 dynamic ip,assigned FastEthernet6/15
1 0000.0000.0205 dynamic ip,assigned FastEthernet6/15
2 0000.0000.0101 dynamic ip FastEthernet6/16
2 0000.0000.0102 dynamic ip FastEthernet6/16
2 0000.0000.0103 dynamic ip,assigned FastEthernet6/16
2 0000.0000.0104 dynamic ip,assigned FastEthernet6/16
2 0000.0000.0105 dynamic ip,assigned FastEthernet6/16

Switch#

WOFITIX, FFEDOT 1 hai Z A7 (ZOEAEIL assigned) ¥ A FIv”7 MACT FL A = b

Vafmd ohikErLET,

Switch# show mac-address-table dynamic protocol assigned

Unicast Entries

vlan mac address type protocols port
——————— e e e
1 0000.0000.0203 dynamic ip,assigned FastEthernet6/15
1 0000.0000.0204 dynamic ip,assigned FastEthernet6/15
1 0000.0000.0205 dynamic ip,assigned FastEthernet6/15
2 0000.0000.0103 dynamic ip,assigned FastEthernet6/16
2 0000.0000.0104 dynamic ip,assigned FastEthernet6/16
2 0000.0000.0105 dynamic ip,assigned FastEthernet6/16
Switch#
BEaIvUF avwo kR St
show mac-address-table protocol 7 FailE ST MAC 7 RV R T—7 VU IERE FoR
LET,
show mac-address-table static 22T 47 MACT RLA T—7)L = NPT 52FE
RLET,

show mac-address-table vlan BED VLAN ® MAC 7 RL A2 T —7 )V iE#RE2RALE

7
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W show mac-address-table interface

show mac-address-table interface

BEDA L H—T A AD MAC 7 RL A T—T NEREFERT DI,
show mac-address-table interface =~ FZ2fEH L £9°,

show mac-address-table interface type slot/port

X DA type AV B =T AR ZATTT, AR72{EIL, ethernet, fastethernet,
gigabitethernet. 35 J U\ tengigabitethernet T,
slot/port 20y FBIOR— FOEFESTT,
TI24ILE Zoawr RITET 740 MERERH Y EH A,
a2 F E—F 5 EXEC ®—F

av Y FEE Jyy—= EEEM
12.1(8a)EW Z»=a= KA Catalyst 4500 U — X 2 A v FITIBMENE LTz,
12.2(25)EW 10XFHEY F A—H Ry b A F—T A ZADFR— FRBMENE LT,

EREDHSA FS4Y L—T v RFE—FTHEAENS MAC 7 FL A =70 = kU OHE, vlan SNTIEANE VLAN %
HFTERN—=FT v F R—=FRERINET,

#1 WIZ, BEDA v Z—T 2L AZAD MAC T FL A F—TNEREERT B0 ERLET,

Switch# show mac-address-table interface fastethernet6/16
Unicast Entries

vlan mac address type protocols port
——————— B et ettt ettt e e e
2 0000.0000.0101 dynamic other FastEthernet6/16
2 0000.0000.0102 dynamic other FastEthernet6/16
2 0000.0000.0103 dynamic other FastEthernet6/16
2 0000.0000.0104 dynamic other FastEthernet6/16
2 0000.0000.0105 dynamic other FastEthernet6/16
2 0000.0000.0106 dynamic other FastEthernet6/16

Multicast Entries

vlan mac address type ports

——————— B ettt e e e L e et
2 fEff. . fEfE.£££F system Fa6/16

Switch#
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show mac-address-table interface W

BlEaT YK avwyFk B

show mac-address-table address MAC 7 FL 2 F—7 G aE R LET,

show mac-address-table aging-time MACT7 FLV R T—7 VD=0 JIEREFRLET,

show mac-address-table count HEMACT RLVAT—TLAHNIZHDHT M OEFETR
LET,

show mac-address-table dynamic A+ MACT RLA T—T7 1V 2 M) ORKhmR
RLET,

show mac-address-table multicast T NLFXYANMACT RLR F—TNVIERERRLE
7

show mac-address-table protocol Zua b aZESNTMAC 7 RV A T—7 VR % FoR
LET,

show mac-address-table static 22T 47 MACT FLA F—7 )L = NPT %53
RLET,

show mac-address-table vlan ¥r®®D VLAN ® MAC 7 RV A T—7 N EREZFR R LE
7
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M show mac address-table learning

show mac address-table learning

T_TO VLAN £721348E L7 VLAN O MAC 7 RV A T —=V T DORT— X AR RT HITIE,
show mac address-table learning = —# EXEC =~ RZ{HH L £,

show mac address-table learning [vlan vian-id] [ | {begin | exclude | include} expression]

EX DA vlan vian-id (f£5) $5ED VLAN OfE#z R LET, 58 TE 54013 1 ~ 4094 T
7T
| begin (EE) expression & —HT 51784 R T LET,
| exclude (EE) expression & —BT 51T R TN LERILET,
| include (EE) 485 LT- expression & —8+ 2172 E£ R LET,
expression (EE) 2RAAL L MELTHINO LTS ZHRELET,
TI+IE MAC 7 LA 5 == 7§ _TD VLAN TA X—T L TT,
a2 FE—F  =—# EXEC
av > FERE J1yy—=x EEEM
12.2(54)SG Z o=z~ RiL, Catalyst4500 >V —X AL v FTOT—=VT %7 4

BEREDAA FS54>

=TT DAY AR — P T KO ICEFE S NE L,

BREINT VLAN £, MAC 7 RL AR T—= VU T RA R—T DT 4 B—TNNERRT DHITIL,
F—TU— RZ{EEETIC show mac address-table learning =~ > F&fHL£9, .

il % D> VLAN DT —=27 A7 —=Z Z%FKR3T 5I21E, FFED VLANID ZfiELTZDa~vr Fa
EALET,

XFHNTIE, KRIXFENLFNRRJESET, =& x1E, | exclude output & AJj L7234, output &
BUITIIRRENEEADN, Output ZELATIER RS NET,

fl WORFITIE, MACT KL A F—=2Z7MN VLAN200 TT 4 =T NI TNBI LEZRLET,
Switch> show mac address-table learning
VLAN Learning Status
1 yes
100 yes
200 no
BEaIIUF avwok B

VLAN ® MAC 7 RV AR F—=o A X —TNVEFITT 4
—7 I LET,

mac address-table learning vlan
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show mac-address-table multicast W

show mac-address-table multicast

vV FFXF¥ A MAC 7 RLVA T—7NIZBT 2 M %ZFK T 2121%, show mac-address-table
multicast =~ F&EFEH L £,

show mac-address-table multicast [count | {igmp-snooping [count]} | {user [count]} |
{vlan vian_num}|

XM count EE) vV IFXx AR o Mok ERRLET,
igmp-snooping (&) IGMP A X —E > F Ik o THEH ST RV AR 2 FRLET,
user L) 2—FRAN LR T 47 T RLVAE T 2R RFLET,
vlan vian_num (EE) ¥ED VLAN 2O MEFRrR LET, AZEOHMIL 1 ~ 4094 T
R
TI2FIE ZOavy RICET 740 RRERS Y FH A,
a3V R E—F i#E EXEC £— R

oYy FERE yy—=x EEER
12.1(8a)EW Z®a= 2 R Catalyst 4500 >V — X A4 » FIZEMEE LT,
12.1(12¢)EW YEE VLAN 7 FL20#R— kasBEmEhE L,

FREDALIKESAY L—F v R BA—FTHAINS MAC T RLA 5F—7 L = U 084, vlan FICIENE VLAN &
FTIEHRLNV—T v R AR — M MNRBREINET,

] ROBITIE, HED VLAN O LFF ¥ A s MACT RV A T—7NIERERRZT D HiEZ R LE
R

Switch# show mac-address-table multicast vlan 1
Multicast Entries

vlan mac address type ports

——————— B it ittt Ea e P
1 ffff. ffff. ff£ff system Switch,Fa6/15

Switch#

WOBTIE, $TH VLAN </ FF ¥ Ak MAC = M) A FRT B HEEZRLET,

Switch# show mac-address-table multicast count
MAC Entries for all vlans:

Multicast MAC Address Count: 141
Total Multicast MAC Addresses Available: 16384
Switch#
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Bl show mac-address-table multicast

avwy kR

SiBA

show mac-address-table address

MAC 7 FL R T—7 IR EF T LET,

show mac-address-table aging-time

MAC 7 RL A F—7 LDz — 0 FiEREPFE R LUET,

show mac-address-table count

BIEMAC 7 LA 7= LVNIZH LT M) O AEFRTR
LET,

show mac-address-table dynamic

Y4597 MACT RLR 5—7 L =y k) OhiF
FLET,

show mac-address-table interface

BEDA 2 —T 24 AD MAC 7 LA T—7 AR %
FRLET,

show mac-address-table protocol

7o ha g ST MAC 7 LA T —7 U2 FR
LET,

show mac-address-table static

2EF 427 MACT RLA F—7 L v NP5
RLUET,

show mac-address-table vlan

FEED VLAN O MAC 7 RV A T—7 W EHMEER L E
‘é—o
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show mac-address-table notification W

show mac-address-table notification

MAC 7 RV A T—T7)VOEHMAT — X AR L OB %K ~T 5I121%. show mac-address-table
notification =~ F&FEH L E 7,

show mac-address-table notification [change] [interface [interface-id]] | [mac-move] |
[threshold] | [learn-fail]

B DEREA change (&) MAC 7 RLADZEFE@MAT — X A% FRLET,
interface FEE) A2 —7 x4 2D MAC ZEHIBFHAFRLET,
interface-id UEE) BFEDA v H—T oA ADBEREFRLET, ARA L H—
Tz A AT, MEAR—-REFR—F FrxANEENET,
mac-move (EE) MAC BEh@EMAT —X AR R LET,
threshold (EE) MAC LEVMEBBMAT —X A 2R RLET,
learn-fail (FEE) ~—Fw =7 MAC 8 OE@moO—RIEREF 7 LET,
T2+ TOawy RITIETFT 740 MERENRDH Y XA,

avykE—F it EXEC &— R

av Yy FERE Jyy—= EEER
12.2(31)SG Zd =z A Catalyst 4500 ) — X A v FIBIMESNE LT,
12.2(52)SG learn-fail % — 7 — K, Supervisor Engine 6-E, 3 £ U" Catalyst 49900M + ¥ — @

PAR—FBEMShE L,

ERAEDHM K54 show mac-address-table notification change =~ > F&{# ] L T, MAC Z#@aiiiE,. BET—7
INTHAENDZ M) OB, BET—7LVONE., BLXOMAC ZEMENA X—T LT 4
’12“‘7\\/1/75‘%2%/7? Li‘?‘o

FTRCDA v HE—T =2 A ADT 77 %HRKAT HIZIL, interface ¥ —U — R&EH L E 7, interface-id
NEENDIHE. TDA L H—T oA ADT T TEITNEREINET,

1 WOFITIE., +_TO MAC 7 FLU 2 @aE®REFHLT 2 5 EE2 R LET,

Switch# show mac-address-table notification change

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 1 secs

Number of MAC Addresses Added : 5

Number of MAC Addresses Removed : 1

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 500
Current History Table Length : 3

MAC Notification Traps are Enabled

History Table contents
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W show mac-address-table notification

History Index 1, Entry Timestamp 478433, Despatch Timestamp 478433

MAC Changed Message

Operation: Added Vlan: 1 MAC Addr: 1234.5678.9ab0 DotldBasePort: 323
History Index 2, Entry Timestamp 481834, Despatch Timestamp 481834

MAC Changed Message
Operation: Added Vlan: MAC Addr: 1234.5678.9abl DotldBasePort: 323
Operation: Added Vlan: MAC Addr: 1234.5678.9ab2 DotldBasePort: 323
Operation: Added Vlan: MAC Addr: 1234.5678.9ab3 DotldBasePort: 323
Operation: Added Vlan: 1 MAC Addr: 1234.5678.9ab4 DotldBasePort: 323
History Index 3, Entry Timestamp 484334, Despatch Timestamp 484334

MAC Changed Message

Operation: Deleted Vlan: 1 MAC Addr: 1234.5678.9ab0 DotldBasePort: 323
Switch#

N

WOBEITIX, 77 AP A=YV XY A F—T x4 Z2T7/1 DMAC T RLALERT —Z A2 FRT
BDHEERLET,

Switch# show mac-address-table notification change interface FastEthernet 7/1
MAC Notification Feature is Enabled on the switch

Interface MAC Added Trap MAC Removed Trap
FastEthernet7/1 Enabled Disabled
Switch#

ROBITIE, MACT RLABBIRA T —Z X & R7-T D HEEZRLET,

Switch# show mac-address-table notification mac-move
MAC Move Notification: Enabled
Switch#

WOBITIEZ, MAC 7 RV A T—TNVOERRNAT —F A 2R R LHEEZRLET,

Switch# show mac-address-table notification threshold

Status limit Interval
_____________ S

enabled 50 120
Switch#

WOFITIE, MAC FE O RBuBM DO — K IERERRT D HELZRLET,

Switch# show mac address-table notification learn-fail

Status limit Interval
_____________ o
disabled 2000 120
BIEa<T VR avwUFk B

clear mac-address-table LAY2MAC T RL A T—7 b, 7T RLVA R
77T LET,

mac-address-table notification AA v FTMAC 7 RV RABHZA X—T M LET,

snmp-server enable traps SNMP i@ (RZ v TEIFA T+ — L) A X —T )V
WZLET,

snmp trap mac-notification change SNMP MAC 7 RV A@EIZ A F2—7 M LET,
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show mac-address-table protocol

show mac-address-table protocol

7u haIEISINTMAC 7 LR 7 —7 U5 %2 K R"T 5121%. show mac-address-table
protocol =~ FEMHEH L E7,

show mac-address-table protocol {assigned | ip | ipx | other}

BX DA assigned B Yo7 a hal oy N ERELET.
ip IP 7o har = ) ZEELET,
ipx IPX 72 b2 = ) 2EELET,
other FofoSa var oy N EEELET,
TIAILE IOavy RIZIET 740 FRERH Y XA,
avY KR E—F HitE EXEC £— 1
avy FERE Jy—=x EEER
12.1(8a)EW ZDax R Catalyst 4500 &Y — X A4 v FITIBIMELE LTz,

EREDAA FS54>

]

N—T v RA—=FCEHIND MACT KL A F—7 0 = h) OHE, vian FIZIEAHE VLAN &
FTIERN—T v F R— bMBFERINET,

WOFITIX, FFEDOTa hav ¥ 47 (ZOHET assigned) D MAC T KL A T—7 4 = b %
RRTDHHEERLET,

Switch# show mac-address-table protocol assigned

vlan mac address type protocol gos ports
————— R et R Rttt T
200 0050.3e8d.6400 static assigned -- Switch
100 0050.3e8d.6400 static assigned -- Switch
5 0050.3e8d.6400 static assigned -- Switch
4092 0000.0000.0000 dynamic assigned -- Switch
1 0050.3e8d.6400 static assigned -- Switch
4 0050.3e8d.6400 static assigned -- Switch
4092 0050.f0ac.3058 static assigned -- Switch
4092 0050.f0ac.3059 dynamic assigned -- Switch
1 0010.7b3b.0978 dynamic assigned -- Fa5/9
Switch#
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Bl show mac-address-table proto

col

WOFITIX, BIOFEITO other D 1A~ L E T,

Switch# show mac-address-table protocol other
Unicast Entries

vlan mac address type protocols port

——————— et et e ettt
1 0000.0000.0201 dynamic other FastEthernet6/15
1 0000.0000.0202 dynamic other FastEthernet6/15
1 0000.0000.0203 dynamic other FastEthernet6/15
1 0000.0000.0204 dynamic other FastEthernet6/15
1 0030.94fc.0dff static ip,ipx,assigned,other Switch
2 0000.0000.0101 dynamic other FastEthernet6/16
2 0000.0000.0102 dynamic other FastEthernet6/16
2 0000.0000.0103 dynamic other FastEthernet6/16
2 0000.0000.0104 dynamic other FastEthernet6/16

Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip,ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— e i e e T e
1 ffff. ffff. f£fff system Switch,Fa6/15
2 fEff. . fEfE.£££F system Fa6/16

1002 fEff . fEfE.E£EEF system

1003 i i o s s S i i i o system

1004 fEff. . fEfE.£££F system

1005 fEfff . fEfE.£EEF system

Fa6/1 fEff. ffEfFf.£EFF system Switch,Fa6/1

Fa6/2 i i S o o O o o i system Switch,Fa6/2

Switch#

BEEavF = R

show mac-address-table address

MAC 7 RV A T—7 VIR ER R LET,

show mac-address-table aging-time

MACT7 RV AR F—T Nz — 0 JIERERRLET,

show mac-address-table count

WIEMAC 7 LA F—TARNIZHDIT ) O sER
L7,

show mac-address-table dynamic

HAFIv 7 MACT RLAF—7 L v N Ok iE
RLET,

show mac-address-table interface

BEDA L HZ—T x4 ZADMAC T RL A2 F—T L IER%E
FRLUET,

show mac-address-table multicast

VNTFXYARNMACT RL A T—T7UEREFRRLE
iR

show mac-address-table static

2EF 427 MACT RLA F—7 L o NPT 5HR
RLUET,

show mac-address-table vlan

FED VLAN ® MAC 7 RL A 7 =7 )VIEREFR L E
j‘o
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show mac-address-table static W

show mac-address-table static

AET 47 MACT KL A T—7 )L = v 212 RT 51215, show mac-address-table static
avr REERALET,

show mac-address-table static [address mac _addr | interface type number |
protocol protocol | vlan vian_id]

EX DA address mac_addr (f£E) BMAT548 Y O MAC 7 RLAZIREELET., A2h7EK
T HH.H T3,
interface ype number (i) BAETHA L H—T oA AZREELET, type DHM/EIL,
fastethernet, gigabitethernet, 35 XU tengigabitethernet T,
protocol protocol (fBEE) v banvzHEELE T, Mo VT, MEH LT A KT
A v DEEZRLTILZSW,
vlan vian_id (L) #ED VLAN O=> M) 2R FLET, ARMEOHEIL 1 ~
4094 T,
TZHIE ZOavy RICHET 74V hREDH Y £H A,

avY kR E®E—F ¥k EXEC E— R

oYy FERE Jyy—=x EEEHR
12.1(8a)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,
12.1(12¢0)EW  $#£3E VLAN 7 FL 20 HR— k8BNS E L,
12.2(25)EW 10 FHEy A —F Ry b A F—T 2 A ZADVR—FRBEMENE LT,

FREDFLAIKESLAY L—F v R BA—FTHAINS MAC T RL A 5F—7 L = U 084, vlan FICIEAE VLAN &
FTEHRLNN—T v R R — M MNRBREINET,

protocol BIFDF—VU — KOERIX, KOEBY TT,
o assigned |3, VY ToHhi-Fa halr o b 2EELET,
e ipix. IP7ua haLEEELET,
e ipx /¥, IPX Yo hanzRELET,
e other (I, TOMDOTm haj 22 MY ZEEELET,
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Bl show mac-address-table static

1 KOBTIE, TRTOAZTF 47 MACT RLR v Y 2ERTEHEEZRLET,

Switch# show mac-address-table static
Unicast Entries

vlan mac address type protocols port

——————— B T e e T L e e et
1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip, ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— Bt ittt
1 ffff. ffff. £ff££ system Switch,Fa6/15
2 ffff. ffff. f££~F system Fa6/16

1002 fEff.fEEf.££FF system

1003 ffff. ffff. £ff££ system

1004 ffff. ffff. f££~F system

1005 fEff. fEEf.££FF system

Fa6/1 ffff.ffff.ffff system Switch,Fa6/1
Fa6/2 i i i A i i i A i i i system Switch,Fa6/2

Switch#

WOFITIE, FFEDOT 1 b A7 (ZOHAE assigned) DAFXT 427 MACT FL A = b
VaRrT D EEZRLET,

Switch# show mac-address-table static protocol assigned
Unicast Entries

vlan mac address type protocols port

——————— B et ettt ettt e e e
1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip,ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— e -
1 ffff. ffff. ff£ff system Switch,Fa6/15
2 fEff. ffEfFf.£EFF system Fa6/16

1002 fEff. . fEfE.£E£EF system

1003 ffff . fEfE.EEEF system

1004 i i o i A i i i o system

1005 fEff. . fEfE.£E£F system

Fa6/1 ffff.ffff. ff£F system Switch,Fa6/1
Fa6/2 ffff.ffff.ffff system Switch,Fa6/2

Switch#
BEaTUF avw> kR B

show mac-address-table address MAC 7 LR F—7 A5 HAEFRLET,

show mac-address-table aging-time MACT7 FLV R T—TF VD=0 JIEREFRLET,

show mac-address-table count HIEMAC T RL A T—T7LRNIChHrr N OB AR R
LET,

show mac-address-table dynamic A>3 MACT RLA T—T7 1V 2 M) ORZRrER
RLET,

show mac-address-table interface EEDA LB —T 2 AD MAC T RL A2 F—7 L IE#S
F#RLET,

Catalyst 4500 ') —X RA v F CiscolOS AT F YI7L YR IJY—2Z |0S XE 3.4.0SG £ &V 10S 15.1(2)SG
2-838 OL-27596-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show mac-address-table static W

avwyFk H L]

show mac-address-table multicast “AFXEYARNMACT FLRA T—7NIERAEERRLE
7T

show mac-address-table protocol Zu b alESNTMAC 7 RUA T—7 UIE#REZER
LT,

show mac-address-table vlan ¥ED VLAN ® MAC 7 RL A T —T N EREFERLE
7T
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Bl show mac-address-table vian

show mac-address-table vian

¥ ED VLAN ® MAC 7 R LA 7 —7 VIZET 5 1§ % 7R3 5 121, show mac-address-table vlan
a<wr REHFEALET,

show mac-address-table [vlan vian id] [protocol protocol]

X DA vlan vian_id (fEE) ¥ED VLAN o> MU 2Fr LEd, A2MEOHFEIL 1 ~ 4094 T
9,

protocol protocol (7)) Yo barryEELET, MO VWTIE, (A EOT A RI 4 )
DHEEBRL T ZI,

FIFIEK TIOavwy RIZIET 74V FRERDH Y TH A,

™.

H
I

T

avy ¥ #E EXEC £=— I

av Yy FERE Jy—=x EEE
12.1(8a)EW ZDa= RS Catalyst 4500 >V — X A A v FITEME L E L,
12.1(12¢c)EW JEBET Ry v 7o R—FRBMEE L,

EREDHSA FS4Y L—T v RFE—FTHEAENS MAC 7 FL A =70 = kU OHE, vlan SNTIEANE VLAN %
HFTERN—=FT v F R—=FRERINET,

protocol EE DX —T — FOEFRKILZ, RO LBV TT,
e assigned /%, Fo Y TohmFe har o N EBELET,
e ipit. IP7u haAEEELET,
e ipx i, IPX 71 bl afEE LET,
e other X, oo ba) = I ZBELET,
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show mac-address-table vian

Bl WOFITIE, KED VLAN © MAC 7 RL 2 F—7 VT 2l #RT 5 ke rm LET,
Switch# show mac-address-table vlan 1
Unicast Entries
vlan mac address type protocols port
——————— Bt st
1 0000.0000.0201 dynamic ip FastEthernet6/15
1 0000.0000.0202 dynamic ip FastEthernet6/15
1 0000.0000.0203 dynamic other FastEthernet6/15
1 0000.0000.0204 dynamic other FastEthernet6/15
1 0030.94fc.0dff static ip,ipx,assigned,other Switch
Multicast Entries
vlan mac address type ports
——————— B et e e e e T e
1 fEff.fEEf.£EEF system Switch,Fa6/15
Switch#
WOFITIE, FFEOTr baL 47D MACT KL A T—7WUERERRZTHHEEZRLET,
Switch# show mac-address-table vlan 100 protocol other
Unicast Entries
vlan mac address type protocols port
——————— e e e
1 0000.0000.0203 dynamic other FastEthernet6/15
1 0000.0000.0204 dynamic other FastEthernet6/15
1 0030.94fc.0dff static ip, ipx,assigned,other Switch
Multicast Entries
vlan mac address type ports
——————— B it et it ettt
1 fEff.fEEf.FEEF system Switch,Fa6/15
Switch#
BEaTUF = B
show mac-address-table address MAC 7 RL A T—T7 EREZHR T LET,
show mac-address-table aging-time MACT7 RV A F—T LD —I L FiE#SREFERLET,
show mac-address-table count HEMACT RLA T—TANIZH BT b O EFER
LET,
show mac-address-table dynamic A+ MACT RLA T—T71V 2 M) OKhmR
RLET,
show mac-address-table interface BrEDA 2 —T7 24 AD MAC 7 RV A T—T7 UF#R%E
KRLET,
show mac-address-table multicast vILFFXF Y AN MACT RL A T—T7 U EREZHR AT LE
R
show mac-address-table protocol 7a fhaiE ST MAC 7 FLA F—7)VIEH A FoR
LET,
show mac-address-table static 285 4 v MACT RLVA T—7)L 2 NPT a2%HR
~LET,
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Bl show macro auto mac-address-group

show macro auto mac-address-group

MAC 7 RV R Z V=7 DR EZ KT HI2IE. show macro auto mac-address-group ==~ > R4 ffi

MLET,

show macro auto mac-address-group

X DA ¥—U— K7L
avy FERE Jyy—= EEERT

12.2(54)SG D3~ R Catalyst 4500 > U — X A4 v FITBMENE LTz,
i WO TIZ. MAC 7 RL A ZL—FDERERFRT 5 HEEZRLET,

Switch# show macro auto address-group
MAC Address Group Configuration:

Group Name OoUI MAC ADDRESS

testGroup 2222.2222.2222

1111.1111.1111

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG

OL-27596-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show macro auto device W

show macro auto device

FLAOABBIB DO FATIFIZ 2~ > NICHETE AT A= B L OMABIARBEL &, T ADT
7 4V b OE#REFR AT H121E, show macro auto device global configuration =~ > F&HEH L £,

show macro auto device device id

BX DA device_id FNAL A ID BIEELET,

TI2HIE 2L

avykE—F ra—ar7 4 ¥al—vay

av Y FEE Jyy—= EEER
12.2(54)SG D=y KA Catalyst 4500 U — X A4 v FITBMESNE LT,

BEREDALARSAY Zoa<vr NI, 740 MEBLOHBEHEH SN TOAE @EESNTWEEHEA) 28R LET,

] WOFITIX, TRAZADT VA RA L FOTF 7 5L bDIERAEF T D HiEEZRLET,

Switch# show macro auto device access-point
Device:access-point

Default Macro:CISCO_AP_AUTO_SMARTPORT
Current Macro:CISCO_AP_AUTO_SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE VLAN=1

Current Parameters:NATIVE VLAN=1

BEav U F avwy R EL]
show macro auto event I0SS5A75Va~v R U777 L 2BRLTL XN,
manager
show macro auto interface Auto SmartPorts A7 — X AL A L F—T A AL THEAINSHE
BEFRRLET,
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W show macro auto interface

show macro auto interface

Auto SmartPorts A7 —HX AL A U H—T7 =24 A ETHEHAIND B EFRT HIZ1E. show macro
auto interface =~ F&HFEHL 9,

show macro auto interface interface id

BX DA interface_id Ay B —T7 x4 AID ZEELET,
TIAIE L
avy kE—F ra—nNar7 4 ¥al—vay

av Yy FERE Jyy—= EEER
12.2(54)SG D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,
i WOFITIL, Auto SmartPorts A7 — X AB X WHEH SNz~ vz T 2 ke~ LET,

Switch# show macro auto int gi3/8

Global Auto Smart Port Status

Auto Smart Ports Enabled

Fallback : CDP Disabled, LLDP Disabled

Interface Auto Smart Port Fallback Macro Description(s)
Gi3/8 TRUE None CISCO_PHONE EVENT
BEav> R avwvk B
show macro auto device FLZIA BB DO FEATRIC 2~ NITHEETE A7 A —F B LU

TIAB BB L Gy, TAAADT 740 FOEREF T LET,
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show macro auto monitor clients

show macro auto monitor clients

AA T DT NA AT HEEEH L TND Y7 T4 7 v M &EFRT HIZIE. show macro auto
monitor clients =—¥% EXEC a2~ F&2HL £9,

show macro auto monitor clients

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
ATVRTIANLE o —H EXEC

e EXEC
avy FEE yyy—= EEE

EREDHA R4

Release IOS XE 3.3.0  Z =~ K% Catalyst 4500 U — X A4 v FITEMENE LT,
SG (15.1(1)SG)

TNA A5HT (DC) 1, ZOBEEZFERT L2 747~ 77U —v 3 (Auto Smartports 72
E) BAFX—TNITDE, TTIHANVITAFT—T NV ET, AL vF O DCHELZFHL TS
74T v MEFRT HIZIE. show macro auto monitor clients =~ > F&fEH L 7,

WD 7 T4 7 > b2 DC ZFEHATOMIL. no macro auto monitor =~ FK&{HEH L TDC %
TAE—TNCTDHIEIITEERA, 7 I7AT LV NBPERHFODC 27 4 2—7 ML LS ETD
LT — Ry —UREREANET,

i &IZ, show macro auto monitor clients #5# EXEC 22~ > KZ#H L T, A1 »F® DC ZfH+T D
IIAT v bR TDHHERLET,
Switch# show macro auto monitor clients
Client Name
Auto Smart Ports
WL, 27AT I BPERFODC 27 42— NI LEI L LI X TR RSINDIEZT— A vbE—
VERLET,
Switch(config)# no macro auto monitor
These subsystems should be disabled before disabling Device classifier
Auto Smart Ports
% Error - device classifier is not disabled
BEa< avwUFk SR
macro auto device ~ DT T AN RTA—HEERELET,
macro auto execute (KEAIAAEH AN N N T=DOBAB~T T a~D~ >y B T ERE
) LET,
macro auto global processing AA v F T Auto Smartports # A F— T M L E T,

| oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R YY—2R I0S XE 3.4.0SG &LV 10S 15.1(2)SG W



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

Hl show macro auto monitor clients

avwyk BiEA

macro auto mac-address-group MAC 7 FL A Z A —TF 2R ELET,

macro auto sticky ~ 7 aDRFEEERELET,

shell trigger AR VU H—FERLET,

show macro auto monitor type TN, AGHEA CHRBENTVWBTRXRTOT AN, A LA T %
FrLET,

show shell triggers AR MV A—=BLO~ 7 vt T5FHRERRILET,
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show macro auto monitor device W

show macro auto monitor device

AA TR STV D T NRA AL ZDOT a/NT ¢ #F£K/RxT 5I1Zi%. show macro auto monitor
device =—% EXEC =~ R&EFEHALE T,

show macro auto monitor device [detail | filter string | interface interface id |
mac-address mac_address|

X DA detail PR T ONA AT R E TR L E T,
filter string T UANZL—BET BTN AOEREERLET,
interface interface id BEDA LV H—T = A AIEEFRINT=T A AT B I8 R R
LET,
mac mac_address BELEZ U RFA L bOT AL AERERRLET,
a2k E—F 2 —4 EXEC
5+ EXEC
avy FEEE )yy—=x EEE

EREDAHA R34y

I

Release IOS XE 3.3.0  Z =~ K% Catalyst 4500 VU — X A A » FITEMENE LTz,
SG (15.1(1)SG)

Zoa<wy REHEHALT, A4 v FIERINTWET AL ZREFERLET, T4 AOREAHENRT
A —HX & FRT 5HI21E. show macro auto device #7#% EXEC =~ F&H L £9,

WIZ, AT 3 vDF—U— REHEERTIZ show macro auto monitor device 454 EXEC =~ K%
EH LT, A v F IR INTZT A, A2 ERTHHZ2RLET,

Switch# show macro auto monitor device

MAC Address Port Id Profile Name
000a.b8c6.1e07 Gil/0/2 Cisco-Device
001f.9e90.1250 Gil/0/4 Cisco-AP-Aironet-1130

W2 A7 > a @ mac-address ¥— V7V — K% $5E L C show macro auto monitor device £##% EXEC
a<w REFEALT, HBELZ MAC 7 RLADERT A AT 50~ U — R ERRT 560 % R
LET,

Switch# show macro auto monitor device mac-address 001f.9e90.1250
MAC_Address Port_Id Profile Name

001f.9e90.1250 Gil/0/4 Cisco-AP-Aironet-1130
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H show macro auto monitor device

WIZ. A 7> a @ mac-address & detail ¥— 7 — F% 57 L T show macro auto monitor device %F
Me EXEC a2~y REHEAL, 52 L7 MAC 7 FL 2D#EEET A ZACEET 258 2 F R4 5 4
R LET,

Switch# show macro auto monitor device mac-address 001f.9e90.1250 detail

MAC Address Port Id Certainty Parent ProfileType Profile Name
Device Name
001£.9e90.1250 Gil/0/4 40 2 Built-in Cisco-AP-Aironet-1130

cisco AIR-LAP1131AG-E-K9

Wiz, A7 a > interface ¥— 7V — K% 5 L T show macro auto monitor device &+ EXEC =
U REERL, BELEA VE—T oA RTERINTT AL RZET B0~ U —1EHRER AT 506
R LET,

Switch# show macro auto monitor device interface gi 1/0/2
MAC Address Port Id Profile Name

000a.b8c6.1e07 Gil/0/2 Cisco-Device

Wiz, A7 3 > interface & detail ¥ — 7 — K& 5 L C show macro auto monitor device 5#/&
EXEC a~  REHEHALT, HE LA v F—7 = A ATHR I NTZT A 2T 2 3EMEH 2 &£
RYBEERLET,

Switch# show macro auto monitor device interface gi 1/0/2 detail

MAC Address Port Id Certainty Parent ProfileType Profile Name
Device Name
000a.b8c6.1e07 Gil/0/2 0 Default Cisco-Device cisco

WS-C2960-48TT-L

BBEav> R

avwyFk

i

macro auto device

DT T AN RTA—HEEFRELET,

macro auto execute (RELZiAZxEH
¥

AN P A=A T B~DY v E 2 T HRIE
LET,

macro auto global processing

AA »F LT Auto Smartports & A r—7 /LI LET,

macro auto mac-address-group

MAC 7 RV A I L—T7%2FHELFET,

macro auto sticky

~ 7 udKEMEERELET,

shell trigger

AN MY T—2AERLET,

show macro auto monitor clients

T A THRBESNLTNDTRTDOT AN, R H A T
FoRLET,

show macro auto monitor type

FRA A FCRBMENTNWETRXRTOTARAL R FA T H
FRLET,

show shell triggers

ARV NI T—BIO~7 altlTaEHRERZRLET,
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show

show macro auto monitor type W

macro auto monitor type

TNA AGHTFIZE > TR EINTWDEIT AN, R A T T _XTHRRTHIZIEL, show macro auto
monitor type == —% EXEC 2~ F&HEH L E T,

show macro auto monitor type [table [built-in | default] | string filter string]

BXXniA table FNRA AT RN TERLET,
built-in FIRIABRT INA A T =T NDT A A IEREFRLET,
default FI AN RDOFNAL A TF—TNOFNA A ATEREERLET,
filter string TANBIIZ—ET BTN, ADOERER T LET,

avy kFE—F o —# EXEC
K EXEC

avy FERE yyy—= EEE

Release IOS XE 3.3.0 =M=~ K3 Catalyst 4500 ¥ U — X A A v FIBEMSE LTz,
SG (15.1(1)SG)

EREDHA FS

41 Zoa<wr RE, T AGEFT U DU TRBENTWVWDETRTOT NS, A XA TEFRRFLET,
FTRENDTNA A XL TOHIT, A v TFTIURGFEEINTNE T8 77 A VDK TT, a7 7 AL
BNEEICL N ENH D7D, filter $—UV— K2R L TCa~y RHEDZHIRLET,

7l

WIZ, AT v a v OxF—U— RE(THEEEETIC show macro auto monitor type ## EXEC =2~ K
EEALT, 74 AT E o TRIBSINTNWDIT NS AR TRTHPERLET,

Switch# show macro auto monitor type table

Valid Type Profile Name min Conf ID
Valid Default Apple-Device 10 0
Valid Default Aruba-Device 10 1
Valid Default Avaya-Device 10 2
Valid Default Avaya-IP-Phone 20 3
Valid Default BlackBerry 20 4
Valid Default Cisco-Device 10 5
Valid Default Cisco-IP-Phone 20 6
Valid Default Cisco-IP-Phone-7902 70 7
Valid Default Cisco-IP-Phone-7905 70 8
Valid Default Cisco-IP-Phone-7906 70 9
Valid Default Cisco-IP-Phone-7910 70 10
Valid Default Cisco-IP-Phone-7911 70 11
Valid Default Cisco-IP-Phone-7912 70 12
Valid Default Cisco-IP-Phone-7940 70 13
Valid Default Cisco-IP-Phone-7941 70 14
Valid Default Cisco-IP-Phone-7942 70 15
Valid Default Cisco-IP-Phone-7945 70 16
Valid Default Cisco-IP-Phone-7945G 70 17
Valid Default Cisco-IP-Phone-7960 70 18
Valid Default Cisco-IP-Phone-7961 70 19

| oL-27596-01-J
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W show macro auto monitor type

valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Invalid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid
Valid
Valid
valid

Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in

Cisco-IP-Phone-7962
Cisco-IP-Phone-7965
Cisco-IP-Phone-7970
Cisco-IP-Phone-7971
Cisco-IP-Phone-7975
Cisco-IP-Phone-7985
Cisco-IP-Phone-9971
Cisco-WLC-2100-Series
DLink-Device
Enterasys-Device
HP-Device
HP-JetDirect-Printer
Lexmark-Device
Lexmark-Printer-E260dn
Microsoft-Device
Netgear-Device
NintendoWII
Nortel-Device
Nortel-IP-Phone-2000-Series
SonyPS3

XBOX360

Xerox-Device
Xerox-Printer-Phaser3250
Aruba-AP
Cisco-Access-Point
Cisco-IP-Conference-Station-7935
Cisco-IP-Conference-Station-7936
Cisco-IP-Conference-Station-7937
DLink-DAP-1522
Cisco-AP-Aironet-1130
Cisco-AP-Aironet-1240
Cisco-AP-Aironet-1250
Cisco-AIR-LAP
Cisco-AIR-LAP-1130
Cisco-AIR-LAP-1240
Cisco-AIR-LAP-1250
Cisco-AIR-AP
Cisco-AIR-AP-1130
Cisco-AIR-AP-1240
Cisco-AIR-AP-1250
Sun-Workstation
Linksys-Device
LinksysWAP54G-Device
HTC-Device
MotorolaMobile-Device
VMWare-Device
ISE-Appliance
Cisco-Device
Cisco-Router

Router

Cisco-IP-Camera
Cisco-IP-Camera-2xxx
Cisco-IP-Camera-2421
Cisco-IP-Camera-2500
Cisco-IP-Camera-2520
Cisco-IP-Camera-2530
Cisco-IP-Camera-4xxx
Cisco-Transparent-Bridge
Transparent-Bridge
Cisco-Source-Bridge
Cisco-Switch
Cisco-IP-Phone
IP-Phone

Cisco-DMP

70
70
70
70
70
70
70
40
10
10
10
30
10
30
10
10
10
10
20
10
20
10
30
20
10
70
70
70
20
30
30
30
25
30
50
50
25
30
50
50
10
20
30
10
10
10
10
10
10
10
10
30
50
50
50
50
50

10
10
20
20
10

20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66

0 ~J oy U bW N

e}

11
12
13
14
15
16
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show macro auto monitor type W

valid Built-in Cisco-DMP-4305G 70 17
Valid Built-in Cisco-DMP-4310G 70 18
Valid Built-in Cisco-DMP-4400G 70 19
Valid Built-in Cisco-WLC-2100-Series 40 20
Valid Built-in Cisco-Access-Point 10 21
Valid Built-in Cisco-AIR-LAP 30 22
Valid Built-in Cisco-AIR-AP 30 23
Valid Built-in Linksys-Device 20 24
EEaTUF avwyk BILL]

macro auto device <~ 7aDTF T F Ik RXTA—HEEFRELET,

macro auto execute (RELA5AARH AR N H—=NolAAIR~T I a~D~v v B T HRE

) LET.

macro auto global processing A A v F T Auto Smartports # A F— T M L E T,

macro auto mac-address-group MAC 7 RV A2 L —7%RELET,

macro auto sticky ~ 7 uOREEERELET,

shell trigger ARV N MY T—EERLET,

show macro auto monitor clients 534 23T TRBENTVWBTRTDT NS R F A T %

FRLET,
show macro auto monitor device TN, AT CHRBENTVWABTRTOT A, A LA T %
FRLET,
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H show module

show module

Y a— VT AEREERT DL, show module =~ > FEFEHAL £,

show module [mod | all]

BIX OB mod (EH) EVa— OB/ TT, APRMETY v — Lo THRARY £,
all LE) TRCOED 2 —LOEREFERLET,
TI24ILE Zoawr RITET 740 MERERH Y EH A,

avy kE—F it EXEC &— K

vy FERE yy—= EEER
12.1(8a)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,
12.2(25)EW 10 XH Y h A —F Ry b A F—TxA RA%EDH5H L 5| show idprom
interface =~ RO BIER SN E LT,

FERELEDHAL FSM4Y  show module =~ > R /10 Mod Sub-Module 7 ¢t —/L RiZid, ZA—/X—NAHF = P FEIT,
ToTN) o R=H—= H—FRDETV 22—V XA TBLIMMERN IS TERENET,

TV a— Tk o THEENT- PoE NEH LBV Y TH 7 PoE & 50 W B 2 7854, [Status] 121
PwrOver] L FRENFET, TV a2 — I L > THE I PoE 2% PoE £ ¥ = —/LiilfR % 50 W H x
72334 . [Status] 121 TPwrFault] & FEREINET,

1 WO TIE, TR_RTOEL 2 —LDEREPFERT B HEERLET,

ORI, BEHENETRTOEY 2 — LIS L THUIE IR T4 TIER WS 2T A TO show module
a<v RO ERLTVWET, TV a2— L SIZHLTHRREIN T AT AW =8, [Status]
({Z1% PwrDeny] L& RSNET,

Switch# show module all

Mod Ports Card Type Model Serial No.
——— o Fom e Fo—m -
1 2 1000BaseX (GBIC) Supervisor (active) WS-X4014 JAB054109GH
2 6 1000BaseX (GBIC) WS-X4306 00000110
3 18 1000BaseX (GBIC) WS-X4418 JAB025104WK
5 0 Not enough power for module WS-X4148-FX-MT 00000000000
6 48 10/100BaseTX (RJ45) WS-X4148 JAB023402RP
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show module W

M MAC addresses Hw Fw Sw Status
B e R fom e o
1 005c.9d1a.£f9d0 to 005c.9dla.f9df 0.5 12.1(1llbr)EW 12.1(20020313:00 Ok
2 0010.7bab.9920 to 0010.7bab.9925 0.2 Ok
3 0050.7356.2b36 to 0050.7356.2b47 1.0 Ok
5 0001.64fe.a930 to 0001.64fe.a95f 0.0 PwrDeny
6 0050.0£f10.28b0 to 0050.0f10.28df 1.0 Ok
Switch#
WIZ, BEDEY 2 —VOERERRT 0 LR LET,
Switch# show module mod2
Mod Ports Card Type Model Serial No.
2 2 Catalyst 4000 supervisor 2 (Active) WS-X6K-SUP2-2GE SAD04450LF1
Mod MAC addresses Hw Fw Sw Status
2 0001.6461.39c0 to 0001.6461.39cl 1.1 6.1(3) 6.2(0.97) Ok
Mod Sub-Module Model Serial Hw Status
2 Policy Feature Card 2 WS-F6K-PFC2 SAD04440HVU 1.0 Ok
2 Catd4k MSFC 2 daughterboard WS-F6K-MSFC2 SAD04430J9K 1.1 Ok
Switch#

WOFTIE, AA v F EOTRTOEY 22— VDIERERTT D HEEZRLET,

Switch# show module
Chassis Type : WS-C4506

Power consumed by backplane : 0 Watts
Mod Ports Card Type Model Serial No.
———t———— - e et T tom e
1 6 XG (X2), 1000BaseX (SFP) Supervisor (ac WS-X4517 "
6 1000BaseX (GBIC) WS-X4306 00000110

M MAC addresses Hw Fw Sw Status
Bt R e LT et Fom e Fomm
1 0004.dd46.7700 to 0004.dd46.7705 0.0 12.2(20r)EW( 12.2(20040513:16 Ok

3 0010.7bab.9920 to 0010.7bab.9925 0.2 Ok
Switch#
>SS>>>>
>>>>>>
>>>>>>
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Hl show monitor

show monitor

SPAN t v ¥ 3 VIZBT A2 F /R 5121%. show monitor =~ > FEHEH L £,

show monitor [session] [range session-range | local | remote | all | session-number] [detail]

XM session UEE) By ard SPAN E#HREERLET,
range UEE) —EfEot vy a v OEREERLET,
session-range (EE) EyvaromzEE L £,
local UEE) ¥ Cou—H/LSPAN By a v EHERLET,
remote (f£7%) RSPAN OX(E LB L Wikt v a v a2F R LET,
all ({£7%) SPAN 8L O'RSPAN v v a v aFnrLET,
session-number EE) By ar&ETT, AHEOHMEIL1 ~6 TT,
detail EE) 'y v a o7 SPAN I E2E R LET,

TIAILE detail ¥ — 7 — R&IEETH L. T 740 NUSNOBREDITE I NFERINET,

avY R E—F ¥#E EXEC £— I

avy FERE yy—x EEEM
12.1(8a)EW ZDav A Catalyst 4500 &V — X 24 v FITBMENE LT,
12.1(13)EW Hoa—Y vy a vNORRLFROYR—FRBIMENE L,
12.1(19)EW SPAN JLIEMERE DR EAT —H AR TH L IICH ARSI E Lz,
12.1(20)EW JE— bk SPAN BEIWFEOBRFEAT— FOFE ROV R— FRBMENE LT,
12.2(20)EW SPAN t v a LIZHEA SN D ACL ORFOFR— MR BIMENE L,

i WOHITIE, Catalyst 4500 ¥V — & A A v F THIED SPAN ¥ v 3 2 ACL MR SN E D

M FRT e R LET,

Switch# show monitor

Session 1
Type
Source Ports
Both
Destination Ports

Encapsulation :
: Disabled

Ingress

Learning :
: 1
: 10

Filter VLANs
IP Access—-group

: Local Session

: Fa6/1
: Fa6/2

Native

Disabled
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show monitor H

WOBITIE, Evra 2D SPAN FEHREFKRT D HIELRLET,

Switch# show monitor session 2
Session 2

Type : Remote Source Session
Source Ports:
RX Only: Fal/1-3

Dest RSPAN VLAN: 901

Ingress : Enabled, default VLAN=2
Learning : Disabled

Switch#

ROBITIE, By a | O SPAN fFRERR"T 5 HEEZRLET,

Switch# show monitor session 1 detail
Session 1

Type : Local Session
Source Ports

RX Only : None

TX Only : None

Both : Gil/1, CPU
Source VLANs

RX Only : None

TX Only : None

Both : None

Source RSPAN VLAN : Fa6/1
Destination Ports : Fa6/1
Encapsulation : DOT1Q
Ingress : Enabled, default VLAN = 2
Filter VLANs : None
Filter Types RX : Good
Filter Types TX : None
Dest Rspan Vlan : 901
Ingress : Enabled, default VLAN=2
Learning : Disabled
IP Access—-group : None
Switch#

OB TiL, Destination TIHRE DT LHMB LT, By a1 ® SPAN [H#HE2FRRT D HEERL
\i\?‘c

Switch# show monitor session 1 | begin Destination
Destination Ports: None

Filter VLANs: None
Switch#
Switch#
BEa<vY KR avwyvk B
monitor session A H =T AEIEIVLAN TSPAN vy v a &1

F—7 M LET,

| oL-27596-01-J
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W show monitor capture

show monitor capture

ERBINTWDIXY T TF ¥ KA, ZORM, 7277 47 NEI DB TELRIICHFYy T Ty
AV DO AERART HI2i1E, show monitor capture =~ FZ2HERALE T,

show monitor capture [name [parameter] | buffer [brief | detailed | dump]]

X DA name Xy S Fy BA L FOLFTEBEELET,
parameter Xy S F v RA Vb2 ETHEZHODO EXEC 2~ FEFE#ER L, #RLE
‘é‘o
buffer [brief | brief, detailed. £721% dump E— R CTx ¥ 7F ¥ Nv 77 b7 v FOKLEF

detailed | dump] A HFEL, Ta—RFL, RRLET,

FIFIE Fv7F ¥ BA L POLHIPIBEESNTOARWVWES, TXTOXFY FF v KAV hOEMBNFETEN
iﬁ—o

FRE—FNBEBEINTWRWEA, 2~ RiET 744 KT brief £— K270 £7,

avY kK E—F H:HE EXEC £ — K

avy FERE yy—=x TEEHR
10S XE 3.3.0SG/ Z D= KA Catalyst 4500 2V — X 24 v FITBEMENE LTz,
15.1(1)SG

FRLEDAARSAY o~ RT3 A—F R LTHITLESE, TXTOXyTF ¥ KA v FNOFEMRERSNET,
FrTFx BAL NOAHEIEEL, D RTA— X EEBE LN, BEShEx v 7 F v
A NAOFHMPERINET, parameter ¥—V— REHEETHE, ¥+ 7T v KAV MERT
avy RAEMR SN, BRENET,

buffer 77 a it F¥TF ¥ N T rno0ry NEERLET, ZOF T ariE, ¥v S
Fv RAY IBRFX Y T TF Y ENT Ty by 7 7 ICBRETIHAICETEASNET, X7y b
I3 brief, detailed. 721X dump E— FTF7a— KL, RARTEET, 7 74/L ~ E— Fid brief T
R

fl KIZ, show monitor capture =~ > REHHAT 5612~ LET,

Switch# show monitor capture mycap buffer brief

0.000000 10.1.1.215 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
1.000000 10.1.1.216 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
2.000000 10.1.1.217 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
3.000000 10.1.1.218 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
4.000000 10.1.1.219 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
5.000000 10.1.1.220 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.221 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.222 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
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show monitor capture W

8.000000 10.1.1.223 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.224 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
10.000000 10.1.1.225 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
11.000000 10.1.1.226 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
12.000000 10.1.1.227 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
13.000000 10.1.1.228 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
14.000000 10.1.1.229 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
15.000000 10.1.1.230 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
16.000000 10.1.1.231 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
17.000000 10.1.1.232 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
18.000000 10.1.1.233 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
19.000000 10.1.1.234 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
20.000000 10.1.1.235 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
21.000000 10.1.1.236 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

Switch# show monitor capture mycap buffer detailed
Frame 1: 256 bytes on wire (2048 bits), 256 bytes captured (2048 bits)
Arrival Time: Apr 15, 2012 15:50:02.398966000 PDT
Epoch Time: 1334530202.398966000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 256 bytes (2048 bits)
Capture Length: 256 bytes (2048 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:udp:data]
Ethernet II, Src: 00:00:00:00:03:01 (00:00:00:00:03:01), Dst: 54:75:d0:3a:85:3f
(54:75:d0:3a:85:3f)
Destination: 54:75:d0:3a:85:3f (54:75:d0:3a:85:3f)
Address: 54:75:d0:3a:85:3f (54:75:d0:3a:85:3f)
o 0 e wos ooeo ... = IG bit: Individual address (unicast)
ceee .00 oLl Lo oo ... = LG bit: Globally unique address (factory default)
Source: 00:00:00:00:03:01 (00:00:00:00:03:01)
Address: 00:00:00:00:03:01 (00:00:00:00:03:01)
.0 L. L. ... .... = IG bit: Individual address (unicast)
.0. LG bit: Globally unique address (factory default)

Switch# show monitor capture mycap buffer dump

0.000000 10.1.1.215 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
0000 54 75 dO0 3a 85 3f 00 00 00 00 03 01 08 00 45 00 TU.: .2 innn E.
0010 00 ee 00 00 00 00 40 11 59 25 0a 01 01 d7 14 01  ...... Q.¥YS... ...
0020 01 02 4e 21 4e 22 00 da 6d e0 00 01 02 03 04 05 LWNIN"L . mL L.
0030 06 07 08 09 Oa Ob Oc 0d Oe O0f 10 11 12 13 14 15 ... ..
0040 16 17 18 19 la 1lb 1lc 1d le 1f 20 21 22 23 24 25 .......... 1TESS

0050 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &' ()*+,-./012345
0060 36 37 38 39 3a 3b 3c 3d 3e 3f 40 41 42 43 44 45 6789:;<=>?QABCDE
0070 46 47 48 49 4a 4b 4c 4d 4e 4f 50 51 52 53 54 55 FGHIJKLMNOPQRSTU
0080 56 57 58 59 5a 5b 5c 5d 5e 5f 60 61 62 63 64 65 VWXYZ[\]” “abcde
0090 66 67 68 69 6a 6b 6C 6d 66 6f 70 71 72 73 74 75 fghijklmnopgrstu
00a0 76 77 78 79 7a 7b 7c 7d 7e 7f 80 81 82 83 84 85 VWXYZ{ [}~
00b0 86 87 88 89 8a 8b 8c 8d 8e 8f 90 91 92 93 94 95 ...
00c0 96 97 98 99 9a 9b 9c 9d 9e 9f a0 al a2 a3 a4 ab ...,
00d0 a6 a7 a8 a9 aa ab ac ad ae af b0 bl b2 b3 b4 bS ... i
00e0 b6 b7 b8 b9 ba bb bc bd be bf c0 cl c2 ¢c3 c4 c5 ...
00f0 c6 c7 c8 c9 ca cb cc cd ce cf dO dl 03 3e dO 33  ............. >.3
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Bl show monitor capture file

show monitor capture file

RNZF ¥ 7T ¥ S4iz peap 7 7 A by &7 a— FLTHRAT HIZIEL, show monitor
capture file =~ > K&HHLET,

show monitor capture file name [display-filter filter-string] [brief | detailed | dump]

XD EHEA name Ty ANBERELET,
display-filter filter-string  Wireshark OF/R 7 ¢ )V X ORESLZHE - TERT 4V F LFHNEFEE L
\i j‘o

brief | detailed | dump FRE—RERELET,
brief : ¥— 7 4 — )V REFFO T FOFERHE 1 {TTRRALET,
detailed : &7 R— N TWL 70 haLo/Try hOFTXTO
74— FERRFL, 16 BHIEATA o —FE2RRFLET,
dump : ¥— 7 4 —/L RZFOTy FOEKZ 117 TRFAL, 16
EHEXNT Ry FERFLET,

FTI2AILE brief

T
H
I
™.

avy ¥ # EXEC £— K

av Yy FERE )1)y—= EEER
10S XE 3.3.0SG/ Z Do~y RS Catalyst 4500 & U — X A1 v FIEMES N E LTz,
15.1(1)SG

BERLEDHARSAY FHRTANEZPEESNTORVEBEIE, 774 LDT_XTORY v FRFRENET, FRT 4 L4
X Wireshark ODFE/RT7 4 VX OWESCZHE D BBENRH DT, BR T 4 NVENIELWI LR LFET,
Flo, TANVZERETDIHE,. B HGEFEHLET,

fi WIT, FRT A NVESET peap 7 7 A NInB A7 v M ERRT HH2RLET,

Switch# show monitor capture file bootflash:test.pcap display-filter

WIT, .pcap 7 7 A NDHENERRFT LB 2RmLET,

Switch# show monitor capture file bootflash:mycap.pcap

1 0.000000 10.1.1.140 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

2 1.000000 10.1.1.141 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

3 2.000000 10.1.1.142 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002
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show monitor capture file W

4 3.000000 10.1.1.143 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

5 4.000000 10.1.1.144 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

6 5.000000 10.1.1.145 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

7 6.000000 10.1.1.146 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

8 7.000000 10.1.1.147 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

9 8.000000 10.1.1.148 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

10 9.000000 10.1.1.149 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

11 10.000000 10.1.1.150 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

12 11.000000 10.1.1.151 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

13 12.000000 10.1.1.152 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

14 13.000000 10.1.1.153 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

15 14.000000 10.1.1.154 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

16 15.000000 10.1.1.155 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

17 16.000000 10.1.1.156 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

18 17.000000 10.1.1.157 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

19 18.000000 10.1.1.158 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

20 19.000000 10.1.1.159 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

21 20.000000 10.1.1.160 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

22 21.000000 10.1.1.161 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

23 22.000000 10.1.1.162 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

24 23.000000 10.1.1.163 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

25 24.000000 10.1.1.164 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

26 25.000000 10.1.1.165 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

27 26.000000 10.1.1.166 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

28 27.000000 10.1.1.167 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

29 28.000000 10.1.1.168 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

30 29.000000 10.1.1.169 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

31 30.000000 10.1.1.170 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

32 31.000000 10.1.1.171 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

33 32.000000 10.1.1.172 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

34 33.000000 10.1.1.173 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002

35 34.000000 10.1.1.174 -> 20.1.1.2 UDP Source port: 20001 Destination port:
20002
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Bl show monitor capture file

36 35.000000 10.1.1.175 -> 20.1.1.2 UDP Source port:
20002
37 36.000000 10.1.1.176 => 20.1.1.2 UDP Source port:
20002
38 37.000000 10.1.1.177 -> 20.1.1.2 UDP Source port:
20002
39 38.000000 10.1.1.178 -> 20.1.1.2 UDP Source port:
20002
40 39.000000 10.1.1.179 -> 20.1.1.2 UDP Source port:
20002
41 40.000000 10.1.1.180 -> 20.1.1.2 UDP Source port:
20002
42 41.000000 10.1.1.181 -> 20.1.1.2 UDP Source port:
20002
43  42.000000 10.1.1.182 -> 20.1.1.2 UDP Source port:
20002
44 43.000000 10.1.1.183 -> 20.1.1.2 UDP Source port:
20002
45 44.000000 10.1.1.184 -> 20.1.1.2 UDP Source port:
20002
46 45.000000 10.1.1.185 -> 20.1.1.2 UDP Source port:
20002
47 46.000000 10.1.1.186 -> 20.1.1.2 UDP Source port:
20002
48 47.000000 10.1.1.187 -> 20.1.1.2 UDP Source port:
20002
49 48.000000 10.1.1.188 -> 20.1.1.2 UDP Source port:
20002
50 49.000000 10.1.1.189 -> 20.1.1.2 UDP Source port:
20002
51 50.000000 10.1.1.190 -> 20.1.1.2 UDP Source port:
20002
52 51.000000 10.1.1.191 -> 20.1.1.2 UDP Source port:
20002
53 52.000000 10.1.1.192 -> 20.1.1.2 UDP Source port:
20002
54 53.000000 10.1.1.193 -> 20.1.1.2 UDP Source port:
20002
55 54.000000 10.1.1.194 -> 20.1.1.2 UDP Source port:
20002
56 55.000000 10.1.1.195 -> 20.1.1.2 UDP Source port:
20002
57 56.000000 10.1.1.196 -> 20.1.1.2 UDP Source port:
20002
58 57.000000 10.1.1.197 -> 20.1.1.2 UDP Source port:
20002
59 58.000000 10.1.1.198 -> 20.1.1.2 UDP Source port:
20002

WIZ, pcap 7 7 AN OEEMOM T 2R AT 26 2R LET,

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

20001

Switch# show monitor capture file bootflash:mycap.pcap detailed

Frame 1: 256 bytes on wire (2048 bits), 256 bytes captured
Arrival Time: Mar 21, 2012 14:35:09.111993000 PDT
Epoch Time: 1332365709.111993000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 256 bytes (2048 bits)
Capture Length: 256 bytes (2048 bits)
[Frame is marked: False]

[Frame is ignored: False]

Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:

Destination port:

(2048 bits)
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show monitor capture file W

[Protocols in frame: eth:ip:udp:data]
Ethernet II, Src: 00:00:00:00:03:01 (00:00:00:00:03:01), Dst: 54:75:d0:3a:85:3f
(54:75:d0:3a:85:3f)
Destination: 54:75:d0:3a:85:3f (54:75:d0:3a:85:3f)
Address: 54:75:d0:3a:85:3f (54:75:d0:3a:85:3f)
o 0 e wos ooes ... = IG bit: Individual address (unicast)
ceee .00 Ll oo oo ... = LG bit: Globally unique address (factory default)
Source: 00:00:00:00:03:01 (00:00:00:00:03:01)
Address: 00:00:00:00:03:01 (00:00:00:00:03:01)
.0 ... ... ... .... = IG bit: Individual address (unicast)
ceee 00 boos Lol oo oo = LG bit: Globally unique address (factory default)
Type: IP (0x0800)
Frame check sequence: 0x03b07f42 [incorrect, should be 0x08fcee78]
Internet Protocol, Src: 10.1.1.140 (10.1.1.140), Dst: 20.1.1.2 (20.1.1.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.0. ECN-Capable Transport (ECT): O
vee. ...0 = ECN-CE: O
Total Length: 238
Identification: 0x0000 (0)
Flags: 0x00
0... Reserved bit: Not set
.0.. Don't fragment: Not set
.0. .... = More fragments: Not set
Fragment offset: 0
Time to live: 64
Protocol: UDP (17)
Header checksum: 0x5970 [correct]
[Good: True]
[Bad: False]
Source: 10.1.1.140 (10.1.1.140)
Destination: 20.1.1.2 (20.1.1.2)
User Datagram Protocol, Src Port: 20001 (20001), Dst Port: 20002 (20002)
Source port: 20001 (20001)
Destination port: 20002 (20002)
Length: 218
Checksum: 0Ox6e2b [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
Data (210 bytes)

0000 00 01 02 03 04 05 06 07 08 09 Oa 0Ob Oc 0d 0e 0Of ... ...,
0010 10 11 12 13 14 15 16 17 18 19 la 1b 1lc 1d le 1f ... ...
0020 20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f IESSs ! () *+,-./
0030 30 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f 0123456789:;<=>7
0040 40 41 42 43 44 45 46 47 48 49 4a 4b 4c 4d 4e 4Af @ABCDEFGHIJKLMNO
0050 50 51 52 53 54 55 56 57 58 59 5a 5b 5c¢ 5d 5e 5f PORSTUVWXYZ [\]"
0060 60 61 62 63 64 65 66 67 68 69 6a 6b 6C 6d 62 6f ‘abcdefghijklmno
0070 70 71 72 73 74 75 76 77 78 79 7a 7b Tc 7d Te 7f pgrstuvwxyz{ | }~.
0080 80 81 82 83 84 85 86 87 88 89 8a 8b 8c 8d 8e 8f ...,
0090 90 91 92 93 94 95 96 97 98 99 9a 9b 9c 9d 9e 9f ...l
00a0 a0 al a2 a3 a4 ab a6 a7 a8 a9 aa ab ac ad ae af ... ...
00b0 b0 bl b2 b3 b4 b5 b6 b7 b8 b9 ba bb bc bd be bf ... ... ... ... ...
00cO0 c0 cl c2 c3 c4 c5 c6b c7 c8 c9 cacb cccdcecf il
00d0 doO di ..

Data: 000102030405060708090a0b0c0d0e0£1011121314151617...

[Length: 210]

Frame 2: 256 bytes on wire (2048 bits), 256 bytes captured (2048 bits)
Arrival Time: Mar 21, 2012 14:35:10.111993000 PDT
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W show netflow-lite exporter

show netflow-lite exporter

ALy L7 a— L RREHERICE T 5 WA R AT 2121E. how netflow-lite exporter =~ > N %

ML ET,

show netflow-lite exporter exporter-name

X DA exporter-name T AR—ZDOL4HIEFRELET,
TI#4IE Zoa<wr NITET 740 FERENRD D £ A,
a2 F E—F 5 EXEC ®—F
av Y FEE Jy—= P
15.0(2)SG Z®av RS Catalyst 4500 2 U — X A4 »v FITBMSE L,

EREDHA R4

ZDavy RTH, #MESNE I AR—F X7y hoBEnEREInNET,

7l KOFITIE, aLrZ e 7 u—rOLRaHERICET 2R e KR o Fikerm LET,
Switch# show netflow-lite exporter el
Netflow-lite Exporter el:
Description: Exporter
Network Protocol Configuration:
Destination IP address: 192.168.1.1
VRF label: cisc
Source IP Address: 10.1.1.5
DSCP: Ox1
TTL: 30
COS: 1
Transport Protocol Configuration:
Transport Protocol: UDP
Destination Port: 1234
Source Port: 65535
Export Protocol Configuration:
Export Protocol: netflow-v9
Exporter Statistics:
Export packets sent: 36
BREaT YR avwok EA

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG

destination (netflow-lite =7
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vif (netflow-lite =27 AR —%
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show netflow-lite exporter W

avwy kR BieA

cos (netflow-lite =27 AR —% NetFlow-lite =17 # ® CoS fEZ 45 E L £

H7E—K)

source (netflow-lite =2 = NetFlow-lite = L7 Z DXFETL VATV I A U F—T = A A%LHE
R—F B 7E—R) L%,

transport udp (netflow-lite =2 NetFlow-lite =L 27 # ® UDP k7 > AR — b5l — b 2 EE
AR—H HTE—F) LET,

ttl (netflow-lite =2 AR —4%  NetFlow-lite =L 7 % ® TTLEZfEL 7,

*7E— )

dscp (netflow-lite =27 A4 —  NetFlow-lite =1L 7 % ® CoS &R E L £,

4 H7E—K)

template data timeout NetFlow-lite 2 V7 X D7 T L—h T—% XA LT U &4
(netflow-lite =7 AR —% 7 ELET,

ET—F)

options timeout (netflow-lite = NetFlow-lite I L 7 ¥ DA T a DX A LT 7 hERELE
JAR—=L P TE—F) B

export-protocol (netflow-lite ~ NetFlow-lite 2L 7 ¥ O/ ZAKR— | Fu haLvazEELET,
T AR—H BT E—R)
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M show netflow-lite monitor

show netflow-lite monitor

KDy NMIBETAEREFRITT—% V— AT L O FEREEFT 51213, show netflow-lite
monitor =~ F&FEHLE I,

show netflow-lite monitor monitor-number interface interface-name

show netflow-lite monitor monitor-number vlan vian-id

ST DERBA monitor-number — T=X DL EEE L E T,
interface-name AV B =T oA AEBELET,
vian-id VLAN Zf5EL £7,

TNk L

avYvkFE—F  MHEXECE—F

av Yy FERE )1y—=2 EEER
15.0(2)SG Z O3y R Catalyst 4500 vV — X A » FITBMENE L,

FREDALIRSAY —oa~vr R, BEOASY Yy hEFRIET—F V—RAZ L O ERICETAEREERLET, A
VH—T A RATIE, MEAR— N FE71X VLAN 2 ETE £,

Zoawy RiE, ROy b YUY IR REFE R LUET,

o TIAR—LENTZART N (FrTN) OFFE

e B—ANVY—ADORBRILEY FryTFEn Ty b (L) oaiHK
o T—H V—RATRHMINTZAT v OB

packetsObserved iatE#H T, A ACL £721E QoS AU Y —ic k> T Rka v 7 &N 37 v haKt
E JhabA R

T AR—FENTE 7y NI, FeyFXEnTuninw sy y SOREROY P 2R LET,

] WOBITIE, FED Ay MCBET BEREITT—F V=2 L OREHEREERRT D HEERL
7
Switch# show netflow-lite monitor 1 interface gil/3

Interface GigabitEthernetl/3:
Netflow-lite Monitor-1:

Active: TRUE

Sampler: samplerl

Exporter: exporterl

Average Packet Size: 0
Statistics:

Packets exported: 0

Packets observed: 0
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show netflow-lite monitor W

Packets dropped: 0
Average Packet Size observed: 64
Average Packet Size used: 64

Switch# show netflow-lite monitor 1 vlan 2

VlanID-2:

Netflow-lite Monitor-1:
Active: TRUE
Sampler: samplerl
Exporter: exporterl
Average Packet Size: 0

Statistics:
Packets exported: 0
Packets observed: 0
Packets dropped: 0

Average Packet Size observed: 64
Average Packet Size used: 64

BEEaTU KR avwok B
sampler (netflow-lite &€ =% ¥ netflow-lite E=% +7E—RKDA  F—T =4 ATH 7Y
TE—R) TET VT 4TI LET,
exporter (netflow-lite & =% netflow-lite T=4% V7T — KO/ AR—F ZE DY TET,
P77 E—K)
average-packet-size BIARA > N TOFE Ty b A ZE/ELET,
(netflow-lite =% %7 £ —
K)
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M show netflow-lite sampler

show netflow-lite sampler

P T I IERE R AT DL, show netflow-lite sampler =~ > R&FHEMH L E 7,

show netflow-lite sampler sampler-name

BEXDA sampler-name V7T DL ERELET,
T74IE IOavy RICHET 74V MREDRDH Y EH A,
aAvUFE—F  #HEEXECE—F
av Yy FEE Jy—= EEER
15.0(2)SG Z D3~ KA Catalyst 4500 > U — X AA w FITBIMSE LTz,
7l KOFITIE, P77l T 2 ERERRT D2 HEERLET,
Switch# show netflow-lite sampler low-rate
Netflow-lite Sampler low-rate:
Description: Sampler
Sampling rate: 1 out of 256
Packet Section Size: 64 bytes
Packet offset: 0 bytes
BREaT YR avwyFk EA

packet-section size

netflow-lite 7 — R TH 7TV v 7V E&nfz~y X — A4 X%

(netflow-lite > 77 77— HELET,

k)

packet-rate (netflow-lite ¥ >

75 HTE— )

netflow-lite 4> 77 7€ — R CXr vy bV 7TV o F L—
FEEELET,

packet-offset (netflow-lite ¥ > netflow-lite %7€ — ROFE T > bOF 7y NEFRELE

75 YTE—F)

-é‘O
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show nmsp

AL v FOFy NU—2 FEVT 4 =X 71 Fa)b (NMSP) [F#H % £/~T 5I21E. show nmsp
av REFEALET, Z20avr NI, AMyFTHEGY 7 R =T A A—UREFTINTND

BRI RMATE £,

shownmsp W

show nmsp {attachment suppress interface | capability | notification interval | statistics
{connection | summary} | status | subscription {detail | summary}}

X DEREA

attachment suppress
interface

TEyFALMA =T 2 AEFIRLET,

capability

PR—FENLZI—EREYT h—EREFDALS v T HELZERTLE
j‘o

notification interval

HPR— N ENBAF—E20OBEAMEYFRLET,

statistics connection |
summary

NMSP Ot s R~ LET,
e connection : FHEHETORA v —V h UL XERRLET,
e summary : /' 0— L B U X EFRIFLET,

status

NMSP ##e B4 D MAz &R LET,

subscription detail |
summary

£ NMSP ##Ic BT 297227 ) 7o a UEREFRLET,

o detail : FHEHTH T A7 T4 T LTVLTRTOF—ER LS T
P—EAEZRTLES,

e summary : SR TH T A7 T4 T LTCNDLTRCOF—ERER

RLET,
avvkF E—F  HHEXECE—F
avy FEE Jy—=2 EEER
12.2(52)SG Z DOz~ R Catalyst 4500 > U — R A A » FITiBEMEINE LT,
i K OFITIL, show nmsp attachment suppress interface =~ > FOH 2R L E T,

Switch# show nmsp attachment suppress interface
NMSP Attachment Suppression Interfaces

GigabitEthernetl/1
GigabitEthernetl/2
Switch#
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M show nmsp

WK OBFITIL, show nmsp capability =~ > KOH %R L E7,

Switch# show nmsp capability
NMSP Switch Capability

Service Subservice
Attachment Wired Station
Location Subscription
Switch#

OB TiL, show nmsp notification interval =~ > FOH I Z R LET,

Switch# show nmsp notification interval
NMSP Notification Intervals

Attachment notify interval: 30 sec (default)
Location notify interval: 30 sec (default)
Switch#

R OFTiX. show nmsp statistics connection =~ > N & show nmsp statistics summary =~ > F®

HO&ERLET,

Switch# show nmsp statistics connection
NMSP Connection Counters
Connection 1:

Connection status: UP

Freed connection: 0

Tx message count Rx message count
Subscr Resp: 1 Subscr Req: 1
Capa Notif: 1 Capa Notif: 1
Atta Resp: 1 Atta Req: 1

Atta Notif: 0

Loc Resp: 1 Loc Reqg: 1

Loc Notif: O
Unsupported msg: O
Switch#

Switch# show nmsp statistics summary
NMSP Global Counters
Send too big msg: 0
Failed socket write: 0
Partial socket write: 0
Socket write would block: 0
Partial socket write: 0
Failed socket read: 0
Socket read would block: 0
Transmit Q full: O
Max Location Nofity Msg: 0
Max Attachement Notify Msg: 0
Max TX Q Size: 0
Switch#
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shownmsp W

W ORFITIL, show nmsp status 2~ > KOHEZ/RLET,

Switch# show nmsp status
NMSP Status

NMSP: enabled

MSE IP Address TxEchoResp RxEchoReq TxData RxData
172.19.35.109 5 5 4 4
Switch#

WDFITIX, show nmsp show subscription detail =~ > K & show nmsp show subscription
summary =~ RO ZRLET,

Switch# show nmsp subscription detail
Mobility Services Subscribed by 172.19.35.109:

Services Subservices
Attachment: Wired Station
Location: Subscription

Switch# show nmsp subscription summary
Mobility Services Subscribed:

MSE IP Address Services
172.19.35.109 Attachment, Location
Switch#
BIEa<T VR avwyk B
clear nmsp statistics NMSP ¥t w2 %2707 LET,
nmsp ZA v F ETRYy FU—2 FEYF 4 —EX T bajiL

(NMSP) & E L E£7,
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W show pagp

show pagp

A=t F¥ X VUICET 5 1EHMERRT 5121, show pagp 2~ REFEHALET,

show pagp [group-number] {counters | dual-active | internal | neighbor}

BXXn5iA group-number (EE) Fyv RN I —=T7%K "7, AMEOHMIE 1~ 64 T,
counters NI T 4w AT BERERELET,
dual-active TaTNTIT 4 TEREREELET,
internal PAgP WEMEHZEE L £,
neighbor PAgP A N—{EMARE L ET,
TI4INE Ioavy RILET 7 4V FRERD D A,
avv bk E—F  MHEXECE—F
av Yy FEE yy—= EEE
12.1(8a)EW ZDav R Catalyst 4500 ~ U — X 2 A w FITEMINE LT,

BEREDAA FS54>

]

show pagp =2~ > REANTHE, 727 177 PAgP R— k Fx VO AERSET, T
7T 47 B— K FXxRZVOERELRRT DX, FNV—7%FE LT show pagp 2~ FE AL L E
kR

ROBITIZ, PAGP 70 > ZIZET DM Ee RRT 5 HEEZRLET,

Switch# show pagp counters
Information Flush
Port Sent Recv Sent Recv

Channel group: 1

Fa5/4 2660 2452 0 0

Fa5/5 2676 2453 0 0
Channel group: 2

Fa5/6 289 261 0 0

Fa5/7 290 261 0 0
Switch#

WROBITIE, PAGP 72TV T 77 4 7TiEMaF£rnT 2 hEERLET,

Switch# show pagp dual-active
PAgP dual-active detection enabled: Yes
PAgP dual-active version: 1.1
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Channel

group 30

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version

Te3/1 Yes VS1-Reg2 Tel/1/7 1.1
Ted4/1 Yes VS1-Reg2 Te2/2/8 1.1

Channel

group 32

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version

Gil/43
Gil/44
Gi1/45
Gil/46
Gil/47
Gi1/48

Gi2/3 Yes VS3 Gil/1/1 1.
Gi2/4 Yes VS3 Gi2/1/1 1.

Switch#

Yes VS3
VS3
VS3
VS3
VS3
VS3

Gil/1/43
Gil/1/44
Gil/1/45
Gi2/1/46
Gi2/1/47
Gi2/1/48

Yes
Yes
Yes
Yes
Yes

e

1
1
1
1.
1
1
1
1

.1

WOBITIE, WES PAgP 1§z £r+ 5 HiEERLET,

Switch# show pagp 1 internal

Flags:

Timers:

Channel

Port
Fa5/4
Fa5/5
Switch#

S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode.
H - Hello timer is running. Q - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.
group 1
Hello Partner PAgP Learning
Flags State Timers Interval Count Priority Method IfIndx
SC u6/S7 30s 1 128 Any 129
scC u6/s7 30s 1 128 Any 129

ROFITIE, TXTDORAN—D PAgP XA N—1FHha £ R+ 2 HEEZRLET,

Switch# show pagp neighbor
S - Device is sending Slow hello.
A - Device is in Auto mode.

Flags:

Channel group 1 neighbors

C - Device is in Consistent state.
P - Device learns on physical port.

showpagp M

Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Fa5/4 JAB031301 0050.0£10.230c 2/45 2s SAC 2D
Fa5/5 JAB031301 0050.0£10.230c 2/46 27s SAC 2D
Channel group 2 neighbors

Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Fa5/6 JAB031301 0050.0£10.230c 2/47 10s SAC 2F
Fa5/7 JAB031301 0050.0£10.230c 2/48 11s SAC 2F
Switch#

BEaIvUF = e

pagp learn-method

FEAT Y FOANNA 2 —T oA A8 LET,

pagp port-priority

Ry NAZ AN, F— ROR— FEFIRLET,
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W show pagp dual-active (fREBXA ¥F)

show pagp dual-active (RFERX A1 v F)

TaTINT 7T 4 THRHEEREFRRT HI2iE, EXEC € — KT show pagp dual-active =~ > R &l
ALET,

show pagp [group-number] dual-active

WX DA group-number EE) Fr RN ZJA—T7FK5, & 1~ 256 OFPADRKK 64 1HDHE,
T4 Zoa<wry RIZIET 74V EREND D THA,

=EEISETS F##E EXEC £— N

av Yy FERE yy—=x EEEMR

Cisco I0S XE 3.4.08G 5 =D =~ R4 Catalyst 4500 > ) — 2 A v FITEMEE LT,
L T* 15.1(2)SG

! WIZ, TaT N T 7T 4 7THRHERERTT DHEZRLET,

Router# show pagp dual-active

PAgP dual-active detection enabled: Yes

PAgP dual-active version: 1.1

Channel group 1

Dual-Active trusted group: Yes

Channel group 2

Dual-Active trusted group: Yes

Channel group 3 dual-active detect capability w/nbrs
Dual-Active trusted group: No

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Fal/2/33 No None None N/A

Router#

WIZ, BEDODR—F FXRADT 2TV TI7T 4 THREEBERERRTAHEZRLET,

Router# show pagp dual-active

PAgP dual-active detection enabled: Yes

PAgP dual-active version: 1.1

Channel group 3 dual-active detect capability w/nbrs Dual-Active trusted group: No

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Fal/2/33 No None None N/A

Channel group 4

Dual-Active trusted group: Yes

No interfaces configured in the channel group

Channel group 5

Dual-Active trusted group: Yes

Channel group 5 is not participating in PAGP

Channel group 10 dual-active detect capability w/nbrs Dual-Active trusted group: Yes

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Gil/6/1 Yes mr-rogers-nbr Gil/5/1 1.1
Giz2/5/1 Yes mr-rogers-nbr Gil/5/2 1.1

Catalyst 4500 ¥ J—X XA ¥ F CiscolOS Ia2Y K YI7 LR J1J—2R I0S XE 3.4.0SG & & U 10S 15.1(2)SG
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show pagp dual-active (REZX4 vF)

Channel group 11 dual-active detect capability w/nbrs Dual-Active trusted group: No

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Gil/e6/2 Yes mr-rogers-nbr Gil/3/1 1.1
Gi2/5/2 Yes mr-rogers-nbr Gil/3/2 1.1
Channel group 12 dual-active detect capability w/nbrs Dual-Active trusted group: Yes

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Fal/2/13 Yes mr-rogers-nbr Fal/2/13 1.1
Fal/2/14 Yes mr-rogers-nbr Fal/2/14 1.1
Gi2/1/15 Yes mr-rogers-nbr Fal/2/15 1.1
Gi2/1/16 Yes mr-rogers-nbr Fal/2/16 1.1

Router#

WIZ, FEDKR— N FyRVDT 2TV T 77 4 THRIEERERTT D62 LET,

Router# show pagp dual-active

PAgP dual-active detection enabled: Yes

PAgP dual-active version: 1.1

Channel group 3 dual-active detect capability w/nbrs
Dual-Active trusted group: No

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Fal/2/33 No None None N/A
Router#
BREaTU K = ETL)

dual-active detection (RARR A v F) FaTNTIT 4 TR EAS x—T7 izl FRELET,

| oL-27596-01-J
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W show policy-map

show policy-map
Y v— ~ o 7ICHlT 5 EHMERRT HI2IL, show policy-map =~ REHEH L ET,

show policy-map [policy map name]

XD EREA policy_map_name ULE) RY— < v 7L T,
TI2HIE COavy RICETF 740 FRERSH Y 8 A,
avY Rk E—F it EXEC T— K

avy FEE )yy—=2 EEER
12.1(8a)EW D= R Catalyst 4500 U — X 24 v FITBMSLE LTz,
i WOHITIE, $RTCORY >— ~ v T7OERERRTDHEERLET,

Switch# show policy-map
Policy Map ippb5-policy
class 1ipp5
set ip precedence 6
Switch#

ROBITIE, FFEORY >— = v TOFREFTT D LR LET,

Switch# show policy ipp5-policy
Policy Map ippb-policy

class 1ippb

set ip precedence 6

Switch#
BIEaT VR avwy kR B L
class-map LEIERETHI TRy hORBREIHEHIN, 77

2wy T arZ 4 Fal—ar T— 2B T57 T
A =y TERERLET,
policy-map R — MCHEAERERY — <~y T E2ER L, h—b
AR —EBELTR) v—~y T ar7 Xzl —
vay T— RNEZHEKLET,

show class-map 152 <y TEBERR LET.

show policy-map interface S VB —T = ARSI BT AN B L O SR
V—OGEHERB L T 4 Fa b= a v ERRLE
‘d—()
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show policy-map control-plane W

show policy-map control-plane

aryhp— FL—rOR) = vy FZONT, 1 DDZ FAEIFTTITOI TADA LT
¥ol—varz&RrT HIZiE, show policy-map control-plane =~ > REffEH L E9,

show policy-map control-plane [input [class class-name] | [class class-name]]

X DEREA

input (ER) RSN TWLANRY —ofatHERZ#ZRLET,

class class-name  ({Li5) 7 7 A% & FrLET,

T2+ EK

avU Rk E—F

ZOa<wy RIZIET 74V MRERSHY XA,

¥ #E EXEC £— I

av Y FEE

EREDAHA R34y

Bl

Catalyst 4500 >'J—X X4 9w F CiscolOS I¥ > F YI7L YR YY—R 108 XE 3.4.0SG KU 10S 15.1(2)SG

Jy—=R EEER
12.2(31)SG D3~ R Catalyst 4500 2 ) — X A4 v FITBMENE LTz,

Z® a3~ RiX. Supervisor Engine 6-E ¥ £ T Catalyst 4900M v — < TiI¥R— F SN EH A,

show policy-map control-plane =~ > RiZ, 7otz L-~yLicite v bOFE i L— k& HH
THERHa L Fr—L FL—r —ERADEREFTLET,

ROEITIX, RV — <=y 7 TEST BRar he—L L — @b Tnsd 2 e aRr LT,

ZORY— =T TE, V7A T TEST & —BT D774 v 73R o7 INETH, £
NUSNDOTXTDO T 7 4 v (7T A~ class-default & —) 1 ZZDOF F@iET 52 &R
SNFET, £ 23312, TOHNTEREIND 7 4 — /L ROBBAERLET,

Switch# show policy-map control-plane
Control Plane
Service-policy input: system-cpp-policy

Class-map: system-cpp-eapol (match-all)
0 packets
Match: access—-group name system-cpp-eapol

Class-map: system-cpp-bpdu-range (match-all)
0 packets
Match: access-group name system-cpp-bpdu-range

Class-map: system-cpp-cdp (match-all)
28 packets
Match: access-group name system-cpp-cdp
police: Per-interface
Conform: 530 bytes Exceed: 0 bytes
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W show policy-map control-plane

Class-map: system-cpp-garp (match-all)
0 packets
Match: access-group name system-cpp-garp

Class-map: system-cpp-sstp (match-all)
0 packets
Match: access—-group name system-cpp-sstp

Class-map: system-cpp-cgmp (match-all)
0 packets
Match: access-group name system-cpp-cgmp

Class-map: system-cpp-ospf (match-all)
0 packets
Match: access-group name system-cpp-ospf

Class-map: system-cpp-igmp (match-all)
0 packets
Match: access-group name system-cpp-igmp

Class-map: system-cpp-pim (match-all)
0 packets
Match: access-group name system-cpp-pim

Class-map: system-cpp-all-systems-on-subnet (match-all)
0 packets
Match: access-group name system-cpp-all-systems-on-subnet

Class-map: system-cpp-all-routers-on-subnet (match-all)
0 packets
Match: access-group name system-cpp-all-routers-on-subnet

Class-map: system-cpp-ripv2 (match-all)
0 packets
Match: access-group name system-cpp-ripv2

Class-map: system-cpp-ip-mcast-linklocal (match-all)
0 packets
Match: access-group name system-cpp-ip-mcast-linklocal

Class-map: system-cpp-dhcp-cs (match-all)
0 packets
Match: access-group name system-cpp-dhcp-cs

Class-map: system-cpp-dhcp-sc (match-all)
0 packets
Match: access-group name system-cpp-dhcp-sc

Class-map: system-cpp-dhcp-ss (match-all)
0 packets
Match: access-group name system-cpp-dhcp-ss

Class-map: class-default (match-any)
0 packets
Match: any
0 packets
Switch#
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show policy-map control-plane W

& 2-33 show policy-map control-plane ® 7 1+ —)L FOFHA

Z4—ILF B

Y SRERFY—ER RY O—CBEF T oA=L F

Service-policy input avba—)L L= ZHEHSNDOANN—ER RY —

D&FT RESNTZHE, 207 4 — )V RiIEH v —r

A RY —bFTREINET),

Class-map FKRENDNT T4y I DI TR, 8T T4 vk, RES

NDI7 TAZTLFRRENET, 77 A —BDOFRIEDER

(match-all, match-any 72 &) & b7 7 4 v 7 77 ZADHEIC

FoRSNET,

Match BELI N7 74 v 7720 —BIEHE,

(GF) HEHTELSEIFBHEEST v a VOIS
DWW TIE, [Cisco I0S Quality of Service Solutions
Configuration Guidel @ TConfiguring the Modular
Quality of Service Command-Line Interface] D%
ZRLTEZSN,

FS2499 RUSVTICAERTONAF-Z4—LF

police N7 490 R TaRARX—TMIT H72HIT, police
av Y RRRESNTHET,

conformed BE L L — MIEWT 7y M L TEITEINDT
vay, T Ta rmEITIN ATy MIESA MEDE
RINET,

exceeded BELIEL— b 2By MR L TEITENET
var, T TarvinNEITINT Ty MEE S MEDE
mENET,

BIEaT R avwyEk B
control-plane ayhog—)L FlL—r aryJ7 4 Fal—ary E— %
BHtE L E7,
service-policy input (avbhbag—n 7 o bu— L —r —EADEDITRY >—
L—y) ~vFharbo—L FL—CEALET,

| oL-27596-01-J
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M show policy-map interface

show policy-map interface

A H =T 2 A RTHEA SN TVDANRY) =B LOHARY U —OftiHERIB L =7 ¢ Fa
L— 3 v &FRT 5IZIE, show policy-map interface =~ > FZEHA L 7,

show policy-map interface [ {fastethernet interface-number} | {gigabitethernet
interface-number} | {port-channel number} | {vlan vian_id}] [input | output]

X DA fastethernet interface-number EE) 77 AP A—HFy 8023 A X —T = A{ A%
BELET,
gigabitethernet interface-number (F8) ¥HEYy b A=Yy F 8023z A H—T=A R
ZHRELET,
port-channel number (LH) H— b FrxrzafELET,
vlan vian_id ({£%) VLAN ID %#57E L7, AEOFIEIL 1 ~ 4094
T7,
input UEE) ARV =T EEELET,
output UEE) WXV v—FF%EEELET,
T4k Zoavwr NTET 74V FEREND Y EH A,
a2 F E®—F  fHEEXEC ®—F

av Yy FEE Jyy—= EEER
12.1(8a)EW ZDav R Catalyst 4500 U — X 2 A w FITEMINE LT,
12.1(12¢)EW JE3E VLAN 7 R L 20HR— hNBMEnE L,
12.2(25)SG AR T — RS OREREFRLET,
i WOBITIE, AV F =T 24 RAZHASHTOETRTOANRY =L AR Y v —DffiHERS &

Rarv 74 Xal—varafrTbHFEEZ2RLET,

Switch# show policy-map interface
FastEthernet6/1
service-policy input:ipp5-policy

class-map:ipp5 (match-all)
0 packets
match:ip precedence 5
set:
ip precedence 6

class—-map:class-default (match-any)
0 packets
match:any
0 packets
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(E)

show policy-map interface W

service-policy output:ipp5-policy

class-map:ipp5 (match-all)
0 packets
match:ip precedence 5
set:
ip precedence 6

class-map:class-default (match-any)
0 packets
match:any
0 packets
Switch#

WOFITIE, FEDA X —T 2 A ADANRY U—FEHERBI a7 40X 21— g U EFERT
LHEERLET,

Switch# show policy-map interface fastethernet 5/36 input
service-policy input:ipp5-policy

class-map:ipp5 (match-all)
0 packets
match:ip precedence 5
set:
ip precedence 6

class-map:class-default (match-any)
0 packets
match:any
0 packets
Switch#

RDOALT 4 Fab—a T, %78 —(F 1000000 bps (2R Y > 7 Sd, 9000 /31 FD/I—2A
MEZFFR S E T,

match flow ip source-address|destination-address =~ > R&fiHT2 L, b2 o507 —(F 1
DOT7R—IZHAEIN, RUEEFELT FRLABIOSET FLAEZRLET,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # class-map cl

Switch (config-cmap)# match flow ip source-address ip destination-address ip protocol 14
source-port 14 destination-port

Switch (config-cmap) # exit

Switch (config) # policy-map pl

Switch (config-pmap) # class cl

Switch (config-pmap-c) # police 1000000 9000

Switch (config-pmap-c) # exit

Switch (config-pmap) # exit

Switch (config)# interface fastEthernet 6/1

Switch (config-if)# service-policy input pl

Switch (config-if)# end

Switch# write memory

Switch# show policy-map interface

FastEthernet6/1

class-map cl
match flow 1p source-address ip destination-address ip protocol 14 source-port 14
destination-port

| oL-27596-01-J
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M show policy-map interface

|
policy-map pl
class cl
police 1000000 bps 9000 byte conform-action transmit exceed-action drop
|
interface FastEthernet 6/1
service-policy input pl

Switch# show policy-map pl
Policy Map pl
Class cl
police 1000000 bps 9000 byte conform-action transmit exceed-action drop

Switch# show policy-map interface
FastEthernet6/1

Service-policy input: pl

Class-map: cl (match-all)
15432182 packets
Match: flow 1ip source-address ip destination-address ip protocol 14 source-port 14
destination-port
police: Per-interface
Conform: 64995654 bytes Exceed: 2376965424 bytes

Class-map: class-default (match-any)

0 packets
Match: any
0 packets
Switch#
BEa<>F avwoFk BiEA
class-map LHiERET D7 7 ARy NOBAIERIN, 77

Awy S A7 4 Fal— gy T— FORMBICHAS
nNa7 72 <y 7EERLET,

policy-map BEER— MCEHAARERRY >— <~ FE2ER L, —1
AR —EBELTR) v—~y S ar7 Xzl —
vary E'— RNEBRKBLET,

show class-map I IR =y FERERTLET,

show qos QoS fEHMAERFLET,

Catalyst 4500 ') —X RA v F CiscolOS AT F YI7L YR IJY—2Z |0S XE 3.4.0SG £ &V 10S 15.1(2)SG
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show policy-map interface vian W

show policy-map interface vian

AV H—T A4 ATHED VLAN IZEHA &2 QoS R v—~ v IR EFRT 5121E, show
policy-map interface vlan =~ > K& H L £,

show policy-map interface vlan interface-id vlan vian-id

X DEREA

avy kR E—F

interface interface-id ~ ({135) $EDA X —T A ZAD QoS RV o —~ v FEHREFRLET,
vlan vian-id () #ED VLAN @ QoS RV v —~ v FEREF R LET,

¥ #E EXEC £— I

avy FERE

7l

-2 EEE
12.1(13)EW Z o3~ R Catalyst 4500 ) — X 24 »FITBEMENE LT,

WIZ, Supervisor Engine 6-E LIS D% ERFI 2R LE T,

interface GigabitEthernet3/1

vlan-range 20,400
service-policy input pl

vlan-range 300-301
service-policy output p2

WOFTIE, FHEY M A=Y %y 6/l £ FZ—T A ZD VLAN20 ORY v—~ v T ERAY
FRTDHHEERLET,

Switch# show policy-map interface gigabitEthernet 3/1 vlan 20
GigabitEthernet3/1 vlan 20

Service-policy input: pl

Class-map: class-default (match-any)
0 packets
Match: any
0 packets
police: Per-interface
Conform: 0 bytes Exceed: 0 bytes
Switch#

IZ. Supervisor Engine 6-E LIS O EFI 2R L E T,

interface fastethernet6/1
vlan-range 100
service-policy in pl

WO TIE, 77 A A=V Ry b L Z—=T =4 AD VLAN 100 DRV > —=< v FHREHERE FR
T3 lEE R LET,

Switch# show policy-map interface fastEthernet 6/1 vlan 100
FastEthernet6/1 vlan 100

Service-policy input: pl

| oL-27596-01-J
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W show policy-map interface vian

Class-map: cl (match-all)
0 packets
Match: ip dscp afll (10)
police: Per-interface
Conform: 0 bytes Exceed: 0 bytes

Class-map: class-default (match-any)
0 packets
Match: any
0 packets
Switch#

WIZ., Supervisor Engine 6-E O ER /R LET,

interface gigabitethernet3/1
vlan-range 100
service-policy in pl

WOEITIX, 77 A A=V Ry b A Z—T x4 AD VLAN 100 DRV > —~< v FREHER A2 FoR
TAHFEERLET,

Switch# show policy-map interface gigabitethernet 3/1 vlan 100
GigabitEthernet3/1 vlan 100

Service-policy input: pl

Class-map: cl (match-all)
0 packets
Match: ip dscp afll (10)
police:
rate 128000 bps, burst 4000 bytes
conformed 0 packets, 0 bytes; action:
transmit
exceeded 0 packets, 0 bytes; action:
drop
conformed 0 bps, exceeded 0 bps

Class-map: class-default (match-any)
0 packets
Match: any
0 packets
Switch#

BEav> R avwyEk A
service-policy (f v —T xR ay RIv— <o ThAfrZ—7 A AHEMNTET,
T4 X2l —Tay)
show policy-map interface S VB —T = RCKIEAFT DR AT L O HE Y
VORMEHERB L a7 4 ¥ 2L —va v ERRLE
7

g&
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show port-security W

show port-security

AVH =T 2 A RAETNEIAA v TFOR— b X2 )7 4 FHEELRRT HITIE. show port-security =
v REMHLET,

show port-security [address] [interface interface-id]
[interface port-channel port-channel-number] [vlan vian-id]

XD EHEA address (EE) TR_RTOR— b3 EDOR—FOEXF=27 MAC 7 RL A%
RTCERRLET,

interface interface-id ~ (fE7E) HEDA L F—T A ADR—F vX2 U F 4 RELFTLET,
interface port-channel ({£E) BEOFR—F Fy XN A X —T 2 ADKR—F X2 VT 1 %
port channel-number FHRLET,
vlan vian-id (L) ¥ED VLAN OFR— b ¥x 2 UV F R EELFRLET,

avy kR E—F ¥+ EXEC ©— K

av Yy FEE 1y—2 ETEEM
12.1(13)EW DA A Catalyst 4500 &V — X 24 v FITBIMENE L,

EREDHA R4

12.2(18)EW AT 4 vF MACT FLRZRRTHL O R— FRILRShE LT,

122025EWA  VLAN Hifir CRRIE A £rT 5 £ 5 10 Hie F VRIS L E L7z,

122(31)SGA  EtherChannel A > % —7 = ADREXF 7T H LI HR— FREESLE L
7o

F—U—REBELRWVWTZOavr REANTDHE, A4 v FOTXTOEF2T R— FOEFHX
T—HABLOEERAT =¥ ARH DI ET,

interface-id 6% 7213 port-channel-interface 8% ANJ13 % & . show port-security =~ > FTiX, £
AVE =T 2 ADF—h BEX 2V T A RENRRINET,

address Xx—7 — K& AJ19 5% &, show port-security address =~ > R TiL, T XCTOA ¥ —7 =
A ADEF 2T MACT RL A, BEUOEEFaT 7 RLAOZ =Y v IJERBRE RSN ET,

interface-id ¥ £ O address % — U — N4 AJ13 2% & show port-security address interface =~ >~
RTIE, 20 H =T 2 ADTXRTOMACT FL A, BRUOKEXF =27 7T RLRAOZ—V 7
BHRBERENET, A V¥ =T 2 ALETHR—F EXF2 VT 4B X—T A TRVWEAEDL, 202
<~V REHEALT, 2O H—T 24 ADMAC 7 RLAEFT_RTCERTEET,

AT 4 v FMACT RLARLIE, AL v TFOF/EHCV 7 77 v FREALTHHMREINLGT N
ADZ ETT,

| oL-27596-01-J
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W show port-security

]

WIZ, AA v FEBEOKR—F X220 T 4D

Switch# show port-security
Secure Port MaxSecureAddr
(Count)

=L

AX AL

ERITTLHH R L ET,

CurrentAddr SecurityViolation

(Count)

(Count)

Security Action

Fa3/10
Fa3/11
Fa3/12
Fa3/13
Fa3/14
Fa3/15
Fa3/16

2
2
2
2
2
2
2
Fa3/8 2
1
1
1
1
1
1
1
Po2 3

Restrict
Restrict
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Restrict
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown

Total Addresses in System (excluding one mac per port)

Max Addresses limit in System

Global SNMP trap control for port-security

Switch#

WROFITIE A F—Tz2AAT7 AR A=V RXy b FA—r1DOFR—F X274

HiEERLET,

(excluding one mac per port)

Switch# show port-security interface fastethernet 5/1

Port Security

Port Status

Violation Mode

Aging Time

Aging Type

SecureStatic Address Aging
Maximum MAC Addresses
Total MAC Addresses
Configured MAC Addresses
Sticky MAC Addresses
Last Source Address
Security Violation Count
Switch#

Enabled
Secure-up
Shutdown
0 mins
Absolute
Disabled
1

1

0

1
0000.0001.001a
0

13072
(traps per second)

:20

B OEEGE N
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WwIiZ, AL v FDOTRTCDA L H—T A AT

Bl R LET,

Switch# show port-security address
Secure Mac Address Table

Total Addresses in System

WOHITIL, A ¥ —7 A A Gigabitethernetl/1 T

SecureConfigured
SecureConfigured
SecureConfigured
SecureConfigured
SecureConfigured
SecureConfigured
SecureConfigured
SecureConfigured
SecureDynamic
SecureDynamic
SecureDynamic
SecureDynamic
SecureSticky
SecureSticky
SecureSticky
SecureSticky
SecureSticky

(excluding one mac per port)
Max Addresses limit in System (excluding one mac per port)

(mins)

CHIEOTF 27 MAC 7 KL A$a #5756 Hikaer LET,

Switch# show port-security interface gigabitethernetl/1l vlan

Default maximum: 22

VLAN Maximum Current
2 22
3 22
4 22
5 22
6 22

N H W ww

:3072

show port-security W

BEINTXTOEXF 2T MACT RLRAEZRRTH

FAISNDEF 27 MAC 7 KL ADRKRES &

WOFITIE, A 5% —7 = A X Gigabitethernetl/l E® VLAN2 BL N3 OR—hF ¥F =2 V7 4 #E

ERRTDHEERLET,

Switch# show port-security interface gigabitethernetl/1l vlan 2-3

Default maximum: 22

VLAN Maximum Current
2 22
3 22

| oL-27596-01-J
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W show port-security

WOFITIX, A % —7 =4 A Gigabitethernetl/l THREINTNITXTOEF =27 MAC 7 NI
A, BIOET FLAOZ -V JIEREFRRT L HEEZRLET,

Switch# show port-security interface gigabitethernetl/l address

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age (mins)
2 0001.0001.0001 SecureConfigured Gil/1 -
2 0001.0001.0002 SecureSticky Gil/1 -
3 0001.0001.0001 SecureConfigured Gil/1 -
3 0001.0001.0002 SecureSticky Gil/1 -
3 0001.0001.0003 SecureSticky Gil/1 -
4 0001.0001.0001 SecureConfigured Gil/1 -
4 0001.0001.0003 SecureSticky Gil/1 -
6 0001.0001.0001 SecureConfigured Gil/1 -
6 0001.0001.0002 SecureConfigured Gil/1 -

Total Addresses: 12

WOHITIE, A ¥ —7 = A A Gigabitethernetl/l £ VLAN2 BL W3 TRESNTWNDETRTOE
X227 MACT7 FL R, BEUOET RLADZ =V FIEREFRTT S HEERLET,

Switch# show port-security interface gigabitethernetl/l address vlan 2-3

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age (mins)
2 0001.0001.0001 SecureConfigured Gil/1 -
2 0001.0001.0002 SecureSticky Gil/1 -
2 0001.0001.0003 SecureSticky Gil/1 -
3 0001.0001.0001 SecureConfigured Gil/1 -
3 0001.0001.0002 SecureSticky Gil/1 -
3 0001.0001.0003 SecureSticky Gil/1 -

Total Addresses: 12
Switch#

KOBFITIE, 77 A A=y F R —F 1 THASINDIEF 2T MAC T F L ADREKREL LOH
EDEF 27 MAC 7 RV ARAER KT D HEEZRLET,

Switch# show port-security interface fastethernet5/1 vlan
Default maximum: 22

VLAN Maximum Current
2 22 3
3 22 3
5 22 1
6 22 2
Switch#

ROBFITIE. 77 AR A=Y Xy F R—=F1 EOVLAN2 BLO3DOR—F EXa )7 REEZEKS
THHEERLET,

Switch# show port-security interface fastethernet5/1 vlan 2-3
Default maximum: 22

|

7

aul
X

VLAN Maximum Current
2 22 3
3 22 3
Switch#
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KOBITIE, 77 AR A—F Xy P BF—F 1T

FO%T FLADT =V THERERTRT 5 k2R LET,

Switch# show port-security interface fastethernet5/1 address

Secure Mac Address Table

show port-security W

BESNTVAETRTOEF2T MACT FLR, B

Type
SecureConfigured
SecureSticky
SecureSticky
SecureConfigured
SecureSticky
SecureSticky
SecureConfigured
SecureSticky
SecureSticky
SecureConfigured
SecureConfigured
SecureConfigured

Total Addresses: 12
Switch#

WOBEITIX, 77 A A=Y %y F " —F1 EDOVLAN2 BEU3 THRESNTWVWALATRTOEF =
T MACT FLA, BIOET RLAOZ—Y T IEREFE T HHFEERLET,

Switch# show port-security interface fastethernet5/1 address vlan 2-3

Secure Mac Address Table

Type
SecureConfigured
SecureSticky
SecureSticky
SecureConfigured
SecureSticky
SecureSticky

Total Addresses: 12
Switch#

| oL-27596-01-J
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show port-security

WIZ, AA v FOTRXRTCOA L F—T 2 A ATRESNEZTNITOEX2T MAC 7 RLRAEZERTD
FlERLET,

Switch# show port-security address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)

1 0000.0001.0000 SecureConfigured Fa3/1 15 (1)

1 0000.0001.0001 SecureConfigured Fa3/1 14 (1)

1 0000.0001.0100 SecureConfigured Fa3/2 -

1 0000.0001.0101 SecureConfigured Fa3/2 -

1 0000.0001.0200 SecureConfigured Fa3/3 -

1 0000.0001.0201 SecureConfigured Fa3/3 -

1 0000.0001.0300 SecureConfigured Fa3/4 -

1 0000.0001.0301 SecureConfigured Fa3/4 -

1 0000.0001.1000 SecureDynamic Fa3/5 -

1 0000.0001.1001 SecureDynamic Fa3/5 -

1 0000.0001.1100 SecureDynamic Fa3/6 -

1 0000.0001.1101 SecureDynamic Fa3/6 -

1 0000.0001.1200 SecureSticky Fa3/7 -

1 0000.0001.1201 SecureSticky Fa3/7 -

1 0000.0001.1300 SecureSticky Fa3/8 -

1 0000.0001.1301 SecureSticky Fa3/8 -
Total Addresses in System (excluding one mac per port) :8
Max Addresses limit in System (excluding one mac per port) :3072
Switch#

WORFITIL, A % —7 =4 A Gigabitethernetl/l THRAIENDLEFXa27 MACT RLRAOHRREEB L
VHIEDEF 27 MAC 7 RL A ERRT L HEEZ TR LET,

Switch# show port-security interface gigabitethernetl/1l vlan
Default maximum: 22

VLAN Maximum Current
2 22 3
3 22 3
4 22 3
5 22 1
6 22 2
Switch#

WROFITIL, A % —7 = A A Gigabitethernetl/1 £® VLAN2 BLO3 DR —F X =27 13
EFRRT D EERLET,

Switch# show port-security interface gigabitethernetl/l vlan 2-3
Default maximum: 22

R
it

VLAN Maximum Current
2 22 3
3 22 3
Switch#
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WOHITIE, A % —7 = A A Gigabitethernetl/1 T

show port-security W

BEINTNETRTOEF=2T MACT L

A, BEOET FLADZ—V U TFEREFRRT D2 EERLET,

Switch# show port-security interface gigabitethernetl/l address

Secure Mac Address Table

Vlan Mac Address Type
2 0001.0001.0001 SecureConfigured
2 0001.0001.0002 SecureSticky
3 0001.0001.0001 SecureConfigured
3 0001.0001.0002 SecureSticky
3 0001.0001.0003 SecureSticky
4 0001.0001.0001 SecureConfigured
4 0001.0001.0003 SecureSticky
6 0001.0001.0001 SecureConfigured
6 0001.0001.0002 SecureConfigured

Total Addresses: 12
Switch#

WOBFITIE, A > #—7 = A % Gigabitethernetl/1 £® VLAN2 BL U3 THRESNTVWETXTOE
F2T7 MACT FL A, BIXUOEKT FLRAODZ—V U JIEREERT D HEEZRLET,

Switch# show port-security interface gigabitethernetl/l address vlan 2-3

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age (mins)
2 0001.0001.0001 SecureConfigured Gil/1 -
2 0001.0001.0002 SecureSticky Gil/1 -
2 0001.0001.0003 SecureSticky Gil/1 -
3 0001.0001.0001 SecureConfigured Gil/1 -
3 0001.0001.0002 SecureSticky Gil/1 -
3 0001.0001.0003 SecureSticky Gil/1 -

Total Addresses: 12

Switch#

BEaIvUF = e
switchport port-security A8 —T 2 A ALETHE—F £Fa )T (&A1 F—T LT

LET,

| oL-27596-01-J
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M show power

show power

BHOAT—2 AT HHERERRT 5121, show power 2~ FEFEHALE T,

show power [available | capabilities | detail | inline {[inferface] detail | consumption
default | module mod detail}} | module | status | supplies]

X DA available =) {ﬁ)ﬁﬁj"“bfocf/xﬁ:‘biﬁjj FEFLET
capabilities (8 R OEREEEEZE R LET,
detail (fER) EROFEMEREZRRLET,
inline ({EE) PoE DAT —HX A%k FKRLET,
interface detail (EE) A v Z—T =A 2D PoE D AT — % Z|ZHT 5 iEMiEHR T,
consumption default (f£Z) PoE HEZFE L ET,
module mod default (FEE) BBELEZTY2—/L0 PoE HEZFRLE7,
status UEE) BREBORAT—Z 2 E2FRLET,
supplies (fEF) VAT A THEREBREEORERTLET,
TI4ILE Zoavwy NICET 740 MEEDRH Y TH A,
avY R E—F ¥ # EXEC £— K

oy FERE yy—=x EEEM
12.1(8a)EW Z DA A Catalyst 4500 2V — X A4 v FITIBIMELE Lz,
12.2(25)SG Supervisor Engine II-Plus-TS O > 5 A o NU—iLH A2 F R LET,
12.2(52)SG AV E—T 2 A A[EFY 2 —VOFHM PoE HEBHROFREZIHR—FLET,

BRLEOAA R34y ZET A AP BIREZBH L TA v F—7 = A AL ’P}%ﬁéhflﬂ‘é%é\ AA v FIEZDOZETA
A A% L EH A, show power inline =~ > KO H /1D Device FIiZ1%, unknown & F£RINE T,

A—FTPoE VAR —FSNTWRWEEIL, ROAvE—URERINET,

Power over Ethernet not supported on interface Admin

show power inline interface | module 2~ > R T, Cisco IP Phone DEIEICHH S4B E 1R F T
INFET, NERBHEEFTT HIZ0E, show cdp neighbors =~ > REHHA L E 7,

FPGA &t WS-X4548-RJ45V+ 35 L O WS-X4648-RJ45VHE EV =2 — /L EOFDMD N N— KT =7 a3
R—%> MIPoE ZEET A, B2 —LIZZEBE T NA ANERE SN TWARWEAIZ, 802.3af %
T Y 2 — L OENME PoE JHEN 0 LAMI 225608350 3, BIEPoE X, "—Ku =7 arFA—x
v FIAHEET D PoE OEENC L - T, K20 W EET A AREERH Y 7,

i OB TIE, — AR BRERICET 2R e R R T EERLET,

Switch# show power

Catalyst 4500 ~1J—X XA v F CiscolOS A2 K Y77 LR IJJ—R |OS XE 3.4.0SG &1 10S 15.1(2)SG
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GE)

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1l PWR-C45-2800AC AC 2800w good good good
PS2 PWR-C45-1000AC AC 1000w err-disable good n.a.

**x Power Supplies of different type have been detected***

Power supplies needed by system 01
Power supplies currently available :1

Power Summary Maximum
(in Watts) Used Available
System Power (12V) 328 1360
Inline Power (-50V) 0 1400
Backplane Power (3.3V) 10 40
Total Used 338 (not to exceed Total Maximum Available
Switch#

OB TIE, R ARERY AT LENRERRT 2 HEEZRLET,

Switch# show power available
Power Summary

(in Watts) Available Used Remaining
System Power 1360 280 1080
Inline Power 1400 0 1400
Maximum Power 2800 280 2520
Switch#

show power W

= 750)

lnline Power Oper] #iZix, FPGA B LV EV 2 — L EOZ OO N—F T =27 a2 R—F > MZ
Lo THFE SN D POE WA T, Va2 — MIHER SNTCZET N AL > THE D PoE Bk
RENET, (nline Power Admin| #I21E. B 2 — VTR SNT-2ET SA AL > TEIY YT

b7z POE R RFERENET,

WROFITIL, BHDAT =2 AFRELRT L EERLET,

Switch# show power status

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1l PWR-C45-2800AC AC 2800w good good good
PS2 PWR-C45-2800AC AC 2800w good good good
Power Supply Max Min Max Min Absolute

(Nos in Watts) Inline Inline System System Maximum

PS1 1400 1400 1360 1360 2800

PS2 1400 1400 1360 1360 2800

Switch#

WOBITIEZ, AA v F O PoE M 2R+ D HEERLET,

Switch# show power inline consumption default
Default PD consumption 5000 mwW
Switch#

WOBTIE, A2 TFTAy RT—DRTF—H A FERTHHESRLET,

Switch# show power inline

| oL-27596-01-J
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M show power

(E)

Available:677 (w) Used:117 (w) Remaining:560 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device
Fa3/1 auto on 17.3 15.4 Ieee PD 0
Fa3/2 auto on 4.5 4.0 Ieee PD 1
Fa3/3 auto on 7.1 6.3 Cisco IP Phone 7960 0
Fa3/4 auto on 7.1 6.3 Cisco IP Phone 7960 n/a
Fa3/5 auto on 17.3 15.4 Ieee PD 0
Fa3/6 auto on 17.3 15.4 Teee PD 0
Fa3/7 auto on 4.5 4.0 Ieee PD 1
Fa3/8 auto on 7.9 7.0 Ieee PD 2
Fa3/9 auto on 17.3 15.4 Teee PD 3
Fa3/10 auto on 17.3 15.4 Ieee PD 4
Fa3/11 auto off 0 0 n/a n/a
Fa3/12 auto off 0 0 n/a n/a
Fa3/13 auto off 0 0 n/a n/a
Fa3/14 auto off 0 0 n/a n/a
Fa3/15 auto off 0 0 n/a n/a
Fa3/16 auto off 0 0 n/a n/a
Fa3/17 auto off 0 0 n/a n/a
Fa3/18 auto of f 0 0 n/a n/a
Totals: 10 on 117.5 104.6
Switch#

ROBITIE, VAT L THERBREBORE R RT L HEZRLET,

Switch# show power supplies
Power supplies needed by system = 2
Switch#

WO TIE, 77 AP A=V F v b A2 F—=Tx2AR3/1 DPoE AT —F A%FRTDHHEZRLE
7,

Switch# show power inline fastethernet3/1
Available:677 (w) Used:11 (w) Remaining:666 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device
Fa3/1 auto on 11.2 10.0 Ieee PD 0

Interface AdminPowerMax AdminConsumption
(Watts) (Watts)

Fa3/1 15.4 10.0
Switch#

Supervisor Engine II+TS %3 1400 W DC EJi%4E (PWR-C45-1400DC) & & i &, DC EIR
EBO125A AN DETFHERAINDGEG. A=A HF 2 DV OBNHEEIZ, Ay 2B
LR3I TA U I—FRBAESNTOENE I, BETRERAZSNTWELEIT AL U H—FROZA 1T L -
TRRDGENHV FT, ZOEIX, 155 ~330 W O#iFACTE DY £94, ZOLEHTIA— /S~ (4 F
TV UOERTRRIRA VT A v NI —DEREICHEEL, 0~ 175 W O TEDbY £7, Lk
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show power W

NoT, VY=V IKERIFEEDO T A o I — FBPEASNTWDEIEE, A= =[P =D
WCEoT, sz A T4y NU—EED—A~DA T A4 RU—MEESINDAREMERH Y
ij—o

2= K show power detail 35 X Uf show power module D /JiZid, A—/S— A = VU DEH)
THBAWEEZDA L TA 2 RT—DF~ ) —RNERENET,

Switch# show power detail

sh power detail

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1 PWR-C45-1400DC DCSP1400W good good n.a.
PS1-1 12.5A good

PS1-2 15.0A off

PS1-3 15.0A off

PS2 none -= -= -= -=

Power supplies needed by system

Power supplies currently available : 1
Power Summary Maximum
(in Watts) Used Available
System Power (12V) 360 360
Inline Power (-50V) 0 0
Backplane Power (3.3V) 0 40
Total 360 400

Module Inline Power Summary (Watts)
(12V -> -48V on board conversion)

Maximum
Mod Used Available
1 5 25

Watts Used of System Power (12V)

Mod Model currently out of reset in reset
1 WS-X4013+TS 180 180 180
2 WS-X4506-GB-T 60 60 20
3 WS-X4424-GB-RJ45 90 90 50
-= Fan Tray 30 - -
Total 360 330 250
Watts used of Chassis Inline Power (-50V)
Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device Efficiency
2 WS-X4506-GB-T 0 0 0 0 89

3 WS-X4424-GB-RJ45 - - - - -

Watts used of Module Inline Power (12V -> -50V)
Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device Efficiency

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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M show power

Switch# show power module
sh power module
Watts Used of System Power (12V)

Mod Model currently out of reset in reset
1 WS-X4013+TS 180 180 180
2 WS-X4506-GB-T 60 60 20
3 WS-X4424-GB-RJ45 90 90 50
-= Fan Tray 30 - -=
Total 360 330 250

Watts used of Chassis Inline Power (-50V)
Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device Efficiency
2 WS-X4506-GB-T 0 0 0 0 89
3 WS-X4424-GB-RJ45 - - - - -

Watts used of Module Inline Power (12V -> -50V)
Inline Power Admin Inline Power Oper

Mod Model PS Device PS Device Efficiency
1 WS-X4013+TS 6 5 3 3 90
Switch#

WOFITIL, FHTEY M A2 F—Tx2ARX2/1 DPoE AT —FADHMERRT D HIEEZRLET,

Switch# show power inline g2/1 detail
Available:800 (w) Used:71 (w) Remaining:729 (w)

Interface: Gi2/1

Inline Power Mode: auto

Operational status: on

Device Detected: yes

Device Type: Cisco IP Phone 7970

IEEE Class: 3

Discovery mechanism used/configured: Ieee and Cisco
Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 11.0
Power available to the device: 10.3

Actual consumption
Measured at the port: 5.0
Maximum Power drawn by the device since powered on: 5.2

Absent Counter: 0

Over Current Counter: 0
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Switch#

WOFITIE, T 2a—LDFTRTDOR— D PoE AT —F A% F T H5HEEZRLET,

Catalyst 4500 >1)—X R4 9 F CiscolOS a?> F JI7L YR J1J—R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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show power W

Switch# show module
Chassis Type : WS-C4503-E

Power consumed by backplane : 0 Watts
Mod Ports Card Type Model Serial No.
———t———— - e +-——=
1 6 Sup 6-E 10GE (X2), 1000BaseX (SFP) WS-X45-SUP6-E JAE1132SXRP
48 10/100/1000BaseT POE E Series WS-X4648-RJ45V-E JAE114740YF
M MAC addresses Hw Fw Sw Status
B e et T et Pt fom e e e L LT +--
1 0017.94c8.£580 to 0017.94c8.£585 0.4 12.2(44r)SG( 12.2(52) Ok
3 00le.7afl.£5d0 to 00le.7afl.f5ff 1.0 Ok

Switch# show power inline module 3 detail
Available:800(w) Used:0(w) Remaining:800 (w)

Interface: Gi3/1

Inline Power Mode: auto

Operational status: off

Device Detected: no

Device Type: n/a

IEEE Class: n/a

Discovery mechanism used/configured: Ieee and Cisco
Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 0.0
Power available to the device: 0.0

Actual consumption
Measured at the port: 0.0
Maximum Power drawn by the device since powered on: 0.0

Absent Counter: 0

Over Current Counter: 0
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Interface: Gi3/2

Inline Power Mode: auto

Operational status: off

Device Detected: no

Device Type: n/a

IEEE Class: n/a

Discovery mechanism used/configured: Ieee and Cisco
Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 0.0
Power available to the device: 0.0

Actual consumption
Measured at the port: 0.0
Maximum Power drawn by the device since powered on: 0.0

Absent Counter: 0
Over Current Counter: 0
Short Current Counter: 0
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M show power

Invalid Signature Counter: 0
Power Denied Counter: 0

Interface: Gi3/3

Inline Power Mode: auto
Operational status: off
Device Detected: no
Device Type: n/a

IEEE Class: n/a

Discovery mechanism used/configured: Ieee and Cisco

Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 0.0
Power available to the device: 0.0
Actual consumption

Measured at the port: 0.0

Maximum Power drawn by the device since powered on: 0.0

Absent Counter: 0

Over Current Counter: 0
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Interface: Gi3/4

Inline Power Mode: auto
Operational status: off
Device Detected: no
Device Type: n/a

IEEE Class: n/a

Discovery mechanism used/configured: Ieee and Cisco

Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 0.0
Power available to the device: 0.0
Actual consumption

Measured at the port: 0.0

Maximum Power drawn by the device since powered on: 0.0

Absent Counter: 0

Over Current Counter: O
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Interface: Gi3/5

Inline Power Mode: auto
Operational status: off
Device Detected: no
Device Type: n/a

IEEE Class: n/a

Discovery mechanism used/configured: Ieee and Cisco

Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 0.0
Power available to the device: 0.0

Catalyst 4500 >1)—X R4 9 F CiscolOS a?> F JI7L YR J1J—R I0S XE 3.4.0SG & U 10S 15.1(2)SG
2-896

OL-27596-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show power W

Actual consumption
Measured at the port: 0.0
Maximum Power drawn by the device since powered on: 0.0

Absent Counter: 0

Over Current Counter: 0
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Interface: Gi3/6

Inline Power Mode: auto

Operational status: off

Device Detected: no

Device Type: n/a

IEEE Class: n/a

Discovery mechanism used/configured: Ieee and Cisco
Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 0.0
0.

Power available to the device: 0
EEa<vU kR avvk A

power dc input AA v FDOBIIDC ANINRT A= EHRELET,

power inline A TAY R —HIGA v B =T 2 ADA T A2 X
U— A7 —baRELET,

power inline consumption AL FDTRTCDA L TA 2 NRU—%foA V H—T = A
ZHZ, 125D F =T =4 AEVHTONDT 7+
NEDOBEBNEFRELET,

power redundancy-mode VY —VOENREERELET,

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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Bl show power inline police

show power inline police

POE RV U T HBINE=F Y T DAT—F 2% KR T 511X, show power inline police =~ >
ML ET,

show power inline police [interfacename] [module 7]

BX DA interfacename L) BEDA v X —T 2 A ZADPERY Vv IV BLONE=XY L T DRAT—
HRAERRLET,
module n (EE) ZOEV2—NADTRXTOA L H—T =2 ADPoE RV 7 BIOE
=RV TDAT—H AR R LET,
FIFIEK DAY RITRET 74N FRENDH Y XA,
avy kE—F it EXEC &— K
avy FEE yy—= EEERR
12.2(50)SG D3~ R Catalyst 4500 2 U — X A4 v FITBMENE LTz,

EREDHA R4

Oper Power 7 4 —/L RIZi, B INTT A AOEBEOBEBNHENRFRINET,
¥ —U— FZ&45E L7\ T show power inline police =~ > K& HT I L, v —2DFRTDOA
=T 2 A ADPE R v T AT —HANKRINET,

Zoavwy Raera—sb L)L THEITT 5 & Oper Power 7 o« —/V RO T O] O DITIC, A
Ay FITHERSNIZT XTOT AL ZADEEDA T4 NU—HEDORFHNERINET,

£l WOHTIE, A % —7 =A A GigabitEthernet 2/1 @ PoE R Y o v 7 AF— % A& FKpi+ 5 Hikx R
L%,
Switch# show power inline police gigabitEthernet 2/1
Available:421 (w) Used:44 (w) Remaining:377 (w)
Interface Admin Oper Admin Oper Cutoff Oper
State State Police Police Power Power
Gi2/1 auto on errdisable ok 22.6 9.6
BEavT U F avwyk BieA

power inline police BEDA LS —T 2 A ADPOER) Vo T HFRELET,
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show pppoe intermediate-agent interface W

show pppoe intermediate-agent interface

PPPoE ik =— ¥ = FREB LOWEHER (N7 M v ¥) 2EKFT 5HI2IE. show pppoe
intermediate-agent interface =~ > N& A L £,

show ppoe intermediate-agent information interface interface

show ppoe intermediate-agent statistics interface interface

BX DA interface interface THRE IR RERFT DA X —T =1 X,
FTI2AILE Zoawy RICET 740 NRERH Y TH A

a2V F E—F ¥eHE EXEC £— K

avy FERE Jy—=x EHEER
12.2(50)SG D3 FA Catalyst 4500 U — 2 A A v FITBIMSE L,
1 WOFTIE., PPPoE Fffkc— = NREEFE LT D HEERLET,

Switch# show pppoe intermediate-agent information
Switch PPPoE Intermediate-Agent is enabled
PPPoE Intermediate-Agent trust/rate is configured on the following Interfaces:

Interface IA Trusted Vsa Strip Rate limit (pps)
GigabitEthernet3/4 no yes yes unlimited
PPPoE Intermediate-Agent is configured on following VLANs:

2-3

GigabitEthernet3/7 no no no unlimited
PPPoE Intermediate-Agent is configured on following VLANs:

2-3

ROFITIE, A F—7 A AD PPPoE Tk — = M DRGEHEREZ R R D HEEZRLET,

Switch# show pppoe intermediate-agent statistics interface g3/7
Interface : GigabitEthernet3/7
Packets received

All = 3
PADI = 0 PADO = 0
PADR = 0 PADS = 0
PADT = 3

Packets dropped:
Rate-limit exceeded = 0
Server responses from untrusted ports = 0
Client requests towards untrusted ports = 0
Malformed PPPoE Discovery packets = 0
Vlan 2: Packets received PADI = 6 PADO = 0 PADR = 6 PADS = 0 PADT = 6

Vlan 3: Packets received PADI = 4 PADO = 0 PADR = 4 PADS = 0 PADT

I
i
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M show pppoe intermediate-agent interface

BEaIUF avwvk B
pppoe intermediate-agent (7 A A v 5 TPPPoE k= — = MEfEEZ A x—T7 LT LET,
o —/3L)
pppoe intermediate-agent AL FOTI7EA ) —RID, — N7 —IZHETHA Y
format-type (7' m—/31) =Y, BLOID XFHEHELET,
pppoe intermediate-agent (f A % —7 = A AT PPPoE Hif— = MifEEL A T —T L
VE—T A R) CLET,
pppoe intermediate-agent AV E =T A ADQEFRID £721XVE—FID R ELET,
format-type (f V¥ —7 = A
Z)
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showqos W

show qos

X DEREA

T24+ILEK

QoS H#MER T HITIX, showqos =~ FEFEHLET,

show qos

Zoavy Rk, IEELEIF Y —FEdH 0 £EA,

ZDa<wy RIZIET 74V MRERH Y XA,

¥ EXEC £— F

EREDAHA R34y

)= EEEH

12.1(8a)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,

Z® a3~ RiX. Supervisor Engine 6-E ¥ L T Catalyst 4900M v — > TiI¥R— F SN EH A,

] KOBITIE, F—U— N2 AN LARVEAICERSNEHNEZRLET,
Switch# show qgos
QoS 1is enabled globally
Switch#
BEa<>F avwoFk BiEA

qos account layer-all encapsulation ZA v F D QoS HbEE 7 — A X —T M LET,

| oL-27596-01-J
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W show qos aggregate policer

show qos aggregate policer

QoS £EHR Y V- —fE & £ R 5I21%. show qos aggregate policer =~ > FA&fHH L £,

show qos aggregate policer [aggregate name]

BX OB aggregate_name  (fEF5) Al X OEAE Y ¥ —C T,
TI2AILE COavy RICETF 740 FRERSH Y 8 A,
avy kE—F it EXEC T— K

avy FEE )= EEE
12.1(8a)EW ZDmv R Catalyst 4500 > U — X 2 A v FITEMINE LT,

BRAEDHMA K542 o=~ R, Supervisor Engine 6-E 35 & OF Catalyst 4900M % — 3 TlE#HR— F&hE A,
EHRIR VY B —RIIRICF LD CFERRR S E TS,

1 ROBTIE, F—U—FE2ANLEWESOHhERLET,

Switch# show gos aggregate policer
Policer aggr-1
Rate (bps) : 10000000 Normal-Burst (bytes) :1000000
conform-action:transmit exceed-action:policed-dscp-transmit
Policymaps using this policer:

ipp5S-policy

Switch#
BEEav> R avyvk EY
qos trust ZEITE DERIRY) —2ERLET,

Catalyst 4500 ¥ J—X XA ¥ F CiscolOS Ia2Y K YI7 LR J1J—2R I0S XE 3.4.0SG & & U 10S 15.1(2)SG
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show qos dbl W

show qos dbl

7' v —,3L 7 Dynamic Buffer Limiting (DBL; 44 73 v 7 RNy 7 7#llR) FHEFR<T 5T,
show qos dbl =2~ > FEEHA L E 7,

show qos dbl

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK ZOavy RICET 740 NRERH Y £ A,

avY kR E—F e EXEC E— KN

av Y FERE Jyy—= EEEM
12.1(13)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,

ERAEDHMA K54y o=~ R, Supervisor Engine 6-E 35 & U8 Catalyst 4900M % — 3 ClE#R— F & E A,

#1 WOHITIX, ' u— L7 DBLIE#RAERFT 2 HEEZRLET,

Switch# show gos dbl

DBL is enabled globally

DBL flow includes vlan

DBL flow includes l4-ports

DBL does not use ecn to indicate congestion
DBL exceed-action mark probability:15%

DBL max credits:15

DBL aggressive credit 1limit:10

DBL aggressive buffer limit:2 packets

DBL DSCPs with default drop probability:

1-10
Switch#
BEaTUF avwyk HL
qos account layer-all encapsulation ZA v F D QoS HbEE 7 — A X —T M LET,
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M show qos interface

show qos interface

X a—A U IIERERRT DI, show qos interface =~ FEHL £,

show qos interface {fastethernet interface-number | gigabitethernet interface-number} |
[vlan vian_id | port-channel number]

- 3 dDE 1] fastethernet interface-number T AR A=Y Fy 8023 A v H—T oA AZEELE
‘é—o
gigabitethernet interface-number FHEY b A=Yy F8023z A X —T oA AEHEEL
ij‘o
vlan vian_id (fE&) VLANID Z45/E LET, AMEOFMIX 1 ~ 4094
‘/C:‘ﬁ—o
port-channel number (EE) R—bF FyxrzRELET, A7REHIT 1 ~
64 T,
T4k ZOaTY NIRRT 740 FREBD D XA,
OV K E—F 5 EXEC E— K

av Y FEE Jy—= EEER
12.1(8a)EW Z D= R Catalyst 4500 U — X AA v FITBMESLE LTz,
12.1(13)EW JEIE VLAN 7 R L ADHR— FBEMEnE Lz,
12.1(19)EW B MEHEHT NAARRRICEEND LI ICETINE LTz,

BRAEDHM K542 o=~ R, Supervisor Engine 6-E 35 & OF Catalyst 4900M % — 3 TlE#HR— F &hE A,

1 WROPITIE, Fa—oa r IEREFRTDHEEZRLET,

Switch# show gos interface fastethernet 6/1
QoS is enabled globally
Port QoS is enabled
Administrative Port Trust State: ‘dscp’
Operational Port Trust State: ‘untrusted’
Port Trust Device:'cisco-phone'
Default DSCP:0 Default CoS:0

Tx-Queue Bandwidth ShapeRate Priority QueueSize
(bps) (bps) (packets)
1 31250000 disabled N/A 240
2 31250000 disabled N/A 240
3 31250000 disabled normal 240
4 31250000 disabled N/A 240
Switch#
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show qos interface Ml

BZEa<F avwok e
show qos QoS fEHRAEEK R LET,
tx-queue AVE—T 2 ADEEFEF2— RTA—FERELET,
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M show qos maps

show qos maps

QoS ¥ v FEHREFK/RT HITIEL, show qos maps 2~ REHEH L ET,

show qos maps [cos | dscp [policed | tx-queue]]

BX DA cos ({E&) CoS v v FEMAEF R LET,
dscp (%) DSCP ~ v FEHAF R LET,
policed EE) RV raht-~y FEREFRLET,
tx-queue (fEFE) tx-queue ¥ v FERAERRLET,
TIAILE TOawr RITETF 740 FERERD Y FH AL
a2 kR E—F ¥+ EXEC ©— K
av Yy FER yy—=x EEER
12.1(8a)EW ZDax A Catalyst 4500 &V — X A4 v FITIBIME L E LTz,

ERLDHM FS4Y o=~ Rix, Supervisor Engine 6-E ¥ & U% Catalyst 4900M v — 3 T3 ¥ H— S EH A,

i WOFITIE, QoS ~ v

Switch# show

DSCP-TxQueue

dl

:d2

0

1

Policed DSCP

dl

:d2

0

1

gos maps
Mapping Table

2

3

4

5

6

Mapping Table

2

3

4

5

6

7

(dscp = dl1d2)

(dscp = d1d2)

WEZFTT D kR LET,
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show qos maps M

DSCP-CoS Mapping Table (dscp = dld2)
dli :d2 0 1 2 3 4 5 6 7 8 9

CoS-DSCP Mapping Table
CoS: 0 1 2 3 4 5 6 7

DSCP: O 8 16 24 32 40 48 56

Switch#
BIEa<T VR avwy kR B
qos account layer-all encapsulation AA v F D QoS MéHEE: V' m — A F—T M LET,
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M show redundancy

show redundancy

TEZ7 V)7 4 F#E R KT 511, show redundancy =~ > R&EHEH L ET,

show redundancy {clients | counters | history | states}

BX DA clients UEE) TEZ773 VT4 2947 v Mt AEHRERRLET,
counters ER) MRZ77¥ VT4 oy ZICET2ERERTILET,
history (EE) MEZ77V VT4 D@EORAT =4 A00 7B L OMEEEFEREERLET,
states EE) TEZ7 7V VT 4DAT—F (Faw—=70, Pk, 2Z 10, 77
T4 7)) T AERER T LET,
TIAILE TOawy RIZIEF 740 FRERH Y A,

¥riE EXEC £— K

oy FERE Jy—= EEER
12.1.(13)EW o3~ R Catalyst 4500 & U — 2 AA v FIZEM S E L7 (Catalyst
4507R DH),
12.231)SGA ISSU O A— kMBS E Lz,
U] ROPITIE, TRZ 72 ) 7 4 ICHTDIERERTT 2 HEERLET,

Switch# show redundancy
Switch# show redundancy
4507r-demo#show redundancy
Redundant System Information :

Available system uptime = 2 days, 2 hours, 39 minutes
Switchovers system experienced 0
Standby failures 0
Last switchover reason none
Hardware Mode Duplex
Configured Redundancy Mode Stateful Switchover
Operating Redundancy Mode Stateful Switchover
Maintenance Mode Disabled
Communications Up
Current Processor Information :
Active Location slot 1
Current Software state ACTIVE
Uptime in current state 2 days, 2 hours, 39 minutes
Image Version = Cisco Internetwork Operating System Software

I0S (tm)

Catalyst 4000 L3 Switch

Software

(cat4000-I5S-M), Version 12.2(20)EWA (3

.92), CISCO INTERNAL USE ONLY ENHANCED PRODUCTION VERSION

Copyright (c)

1986-2004 by cisco Systems,

Compiled Wed 14-Jul-04 04:42 by esi

Inc.
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BOOT =
Configuration register =

Peer Processor Information
Standby Location =
Current Software state =
Uptime in current state =
Image Version =

IOS (tm) Catalyst 4000 L3 Switch
.92),
Copyright (c) 1986-2004 by cisco

Compiled Wed 14-Jul-04 O

BOOT
Configuration register =

Switch#

show redundancy

bootflash:cat4000-i5s-mz.122 20 EWA 392,1
0x2002

slot 2

STANDBY HOT

2 days, 2 hours, 39 minutes

Cisco Internetwork Operating System Software
Software (cat4000-I55-M), Version 12.2(20)EWA (3

CISCO INTERNAL USE ONLY ENHANCED PRODUCTION VERSION

Systems, Inc.

bootflash:cat4000-i5s-mz.122 20 _EWA 392,1
0x2002

ROBTIE, TRZ 7V VT4 729472 MERERFRT D HEEZRLET,

Switch# show redundancy clients
clientID = 0 clientSeq = 0

RF_INTERNAL MSG

clientID = 30 clientSeq = 135 Redundancy Mode RF
clientID = 28 clientSeg = 330 GALIOS CONFIG_SYNC
clientID = 65000 clientSeq = 65000 RF_LAST CLIENT Switch

HAZIE, ROBEEBFRRSNET,

e clientiD 1. Z753A T hDID BELFRINET,

o clientSeq 121X, 7 74 7 bOBHY —F U ARENRRSNET,

s BUEDILEZ 72 U714 AT —h,
ROFITIE, MR 7V VT4 WU EERERTTHHEEZRLET,

Switch# show redundancy counters
Redundancy Facility OMs

comm link up =1

comm link down down = 0

invalid client tx = 0

null tx by client = 0

tx failures = 0

tx msg length invalid = 0

client not rxing msgs = 0

rx peer msg routing errors = 0

null peer msg rx = 0

errored peer msg rx = 0
buffers tx = 1535

tx buffers unavailable = 0
buffers rx = 1530

buffer release errors = 0

duplicate client registers = 0

failed to register client =

Invalid client syncs = 0
Switch#

o

| oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R YY—2R I0S XE 3.4.0SG &LV 10S 15.1(2)SG W



¥2E Catalyst 4500 ) —X X4 v F® Cisco 10S a2~ F |

M show redundancy

ROFITIE, R 7 vV 7 BEGRERTT 2 HiEE2RLET,

Switch# show redundancy history

00:00:01 client added: RF_INTERNAL MSG(0) seg=0

00:00:01 client added: RF_LAST CLIENT (65000) seg=65000

00:00:01 client added: GALIOS CONFIG_SYNC(28) seg=330

00:00:03 client added: Redundancy Mode RF(30) seg=135

00:00:03 *my state = INITIALIZATION(2) *peer state = DISABLED (1)
00:00:03 RF_PROG_INITIALIZATION(100) RF_INTERNAL MSG(0) op=0 rc=11

00:00:03 RF_PROG_INITIALIZATION (100) Redundancy Mode RF (30) op=0 rc=11
00:00:03 RF_PROG_INITIALIZATION (100) GALIOS_CONFIG_SYNC (28) op=0 rc=11

00:00:03 RF_PROG_INITIALIZATION (100) RF_LAST CLIENT (65000) op=0 rc=11
00:00:03 *my state = NEGOTIATION (3) peer state = DISABLED(1)

00:00:25 RF_EVENT GO _ACTIVE (511) op=0

00:00:25 *my state = ACTIVE-FAST(9) peer state = DISABLED(1)

00:00:25 RFisTATUSiMAINTENANCEiENABLE(403) Redundancy Mode RF (30) op=

00:00:25 RF_STATUS MAINTENANCE ENABLE (403) GALIOS CONFIG SYNC (28) op=0

00:00:25 RF_PROG_ACTIVE FAST(200) RF_INTERNAL MSG(0) op=0 rc=11
00:00:25 RF_PROG_ACTIVE FAST(200) Redundancy Mode RF(30) op=0 rc=11
00:00:25 RF_PROG_ACTIVE_FAST (200) GALIOS CONFIG SYNC (28) op=0 rc=11
00:00:25 RF_PROG_ACTIVE FAST(200) RF_LAST CLIENT (65000) op=0 rc=11
00:00:25 *my state = ACTIVE-DRAIN(10) peer state = DISABLED (1)
00:00:25 RF_PROG_ACTIVE DRAIN(201) RF_INTERNAL MSG(0) op=0 rc=11
00:00:25 RF_PROG_ACTIVE DRAIN(201) Redundancy Mode RF (30) op=0 rc=11
00:00:25 RF_PROG_ACTIVE DRAIN(201) GALIOS CONFIG SYNC(28) op=0 rc=11
00:00:25 RF_PROG_ACTIVE DRAIN(201) RF_LAST CLIENT (65000) op=0 rc=11
00:01:34 RF_PROG_PLATFORM SYNC (300) RF_INTERNAL MSG(0) op=0 rc=11
00:01:34 RF_PROG_PLATFORM SYNC(300) Redundancy Mode RF(30) op=0 rc=11
00:01:34 RF_PROG_PLATFORM SYNC (300) GALIOS CONFIG_SYNC(28) op=0 rc=0

00:01:34 RF_EVENT_CLIENT PROGRESSION (503) GALIOS CONFIG_SYNC(28) op=1 rc=0

00:01:36 RF_EVENT PEER PROG DONE (506) GALIOS CONFIG SYNC (28) op=300
00:01:36 RF_PROG PLATFORM SYNC(300) RF_LAST CLIENT(65000) op=0 rc=0

00:01:36 RF_EVENT_CLIENT_PROGRESSION (503) RF_LAST_CLIENT (65000) op=1 rc=0

00:01:36 RF_EVENT PEER PROG DONE (506) RF_LAST CLIENT(65000) op=300
00:01:38 *my state = ACTIVE(13) *peer state = STANDBY COLD(4)
Switch#

ROBFITIE, MR 7 VT4 27— MIHETERER T D HEEZRLET,

Switch# show redundancy states
my state = 13 -ACTIVE
peer state = 8 —-STANDBY HOT
Mode = Duplex
Unit = Primary
Unit ID = 2

Redundancy Mode (Operational) = Stateful Switchover
Redundancy Mode (Configured) = Stateful Switchover
Split Mode = Disabled
Manual Swact = Enabled
Communications = Up

client count = 21
client notification TMR = 240000 milliseconds
keep alive TMR = 9000 milliseconds
keep_alive count = 0
keep alive threshold = 18
RF debug mask = 0x0
Switch#
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show redundancy W

BZEa<F avwok e
redundancy NEary74F¥a2b—vary T—FelBLET,
redundancy force-switchover TIF AT A== NAPF L DU MEAF N, A—

=N 2 D TRHIRICEI Y B R E T
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M show redundancy config-sync

show redundancy config-sync

ISSU 227 ¢ F o b—v g VEIEE £ 7213 84 24172 Mismatched Command List (MCL) ({F7£7"
L36) & FKRT 512X, show redundancy config-syne =~ > REZEH L £ 7,

show redundancy config-sync {failures | ignored} {bem | mcl| prc}

show redundancy config-sync ignored failures mcl

BXDEHEA failures MCL —=> kU %7212 BEM/PRC &% F 7 L7,
ignored SN MCL = FY 23R LET,
bem (FEIEF7E)
mcl TIT AT A=R= NP 2P DETaL T 4 Fal— g VNICIIEET S
D, AZ NN, A== NP =P DA A=V TR R—FrEhrna<r g
FRLET,
prc TIT 4T A== NP 2D AR N A== AP =D Tha~

VREITORY a— NIZAR—BNH 55412, Parser Return Code (PRC) [E5E %R
L. YAT L%&#EHIFIC RPR T — FCTEIESE £,

FIFIE IOavy RIIET 74V MERERD Y 8 A,

T
H
I
™.

avy = —# EXEC £— K

oy FERE Jyy—=x EHEEH
12.2(31)SGA ZDav s R Catalyst 4500 U — X ZA » FITEMINE LT,
12.2(44)SG o< 2 FHESCN issu config-sync 7> & redundancy config-sync (2 S AL E
L7z,

FREDHLRSAY 25D 8—2 5 0 ® Cisco [0S A A—URNEENTVDEAIT. FRENDA A—JIZ Lo THR— -
SNDa~vr Ry NPRRRLIWRERHY ET, ZOLIBRA—Ba~vr FOWTIUNRT 77 4
T A== AP 2D TETINDE, RAZ N, ZA=R= AP 2V TEDavy FaER
MTERVWIERHV ET, ZO/RR, a7 Fab—va U R—EEMERBELET, L7 A
HIZAZ N, A== NP 2P Tavy ROMIXTF =y 7 RRITHE, 2+ Fid MCL
WWBEIL, AX N, A== AP =P 3Vy bERET, TXTCOLA—FKa~vr REFRR
95121, show redundancy config-sync failures mel =~ > FZ{EH L E7,
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show redundancy config-sync W

MCL % /A& 51213, ROFIHZFITLET

ATFYT 1 TIT4T AR AP 2oV DFE T T 4 K ab—varhb, AoBavy e TH
&%Li‘é—o

AFwv7 2 redundancy config-sync validate mismatched-commands =~ > FZ{HEH L C, EIEL/EfT=2
TA4X 2l —La N ESWT MCL 28R LET,

AFYT 3 ARFLAY A=A P DAY a— R LET,

FX, WOFIRZETLTMCL 2B+ b TEET,

A7v7 1 redundancy config-sync ignore mismatched-commands =~ > K& A LET,
RATF9T 2 RFZNL ZA—N=A P 2Pz un—RFLET, VAT AT SSOE— FIBITLET,

~

GE) A —FHa~v R8T 77747 A== A P 2PV BIOAZ N, A—
R RXAP 2oL T eiary 7 4 Xab—a IFELIEEE T,

AFwF 3 M L7 MCL i show redundancy config-sync ignored mel =~ > R CHERTE £,

Fa<w TR, TOa<vy REFERETET 7 a UBEEICBVWTREY a— RRRESNET, ZOR
Da—RiE, a~ >y FREBICETINENEINERLET, 77747 A== A[A P =
X, 22 FOFEITHRIZPRC ZHiFFLET, AX U, A== N[ =Pk, a~vr REFEIT
L. PRCET VT 47 A== NA P 2P UNRLET, 25220 PRCB—FHLARNE,
PRC EEMNFEAELET, 27 Rt E~1Z LBL BT AZ N Z—=R—= Y =P T
PRC =5 —WRAETHE. AX AL Z—R—NAF 2o T30ty FENET, +2To PRC
fEE % &K "7 5121%. show redundancy config-sync failures prc =~ R&fFEMA L 9,

Best Effort Method (BEM) = J —%# /<3 %I(21%, show redundancy config-sync failures bem =~
Y REMERLET,

i woFITIE, ISSU BEM EE 42 F R4 5 Hikgd R LET,

Switch# show redundancy config-sync failures bem
BEM Failed Command List

The list is Empty
Switch#

WOHITIE, ISSUMCL fEEEZF RS L HEERLET,

Switch# show redundancy config-sync failures mcl
Mismatched Command List

The list is Empty
Switch#
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M show redundancy config-sync

WOHITIE, ISSU PRC [&E &2 £R-T 5 Hikz R LET,

Switch# show redundancy config-sync failures prc
PRC Failed Command List
interface FastEthernet3/2
! <submode> "interface"
- channel-protocol pagp
| </submode> "interface"

GEREESAS =AY B
redundancy config-sync TIT 4T A== P =P % Mismatched
mismatched-commands Command List (MCL) [ZBE) L, AH 2 /3f ZA—s3—=n

Az vrElty FLET,

Catalyst 4500 ¥ J—X XA ¥ F CiscolOS Ia2Y K YI7 LR J1J—2R I0S XE 3.4.0SG & & U 10S 15.1(2)SG
m. OL-27596-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show running-config W

show running-config

EV 2= VDRAT—FABRLOREEZERTT HIZIE. show running-config =~ > R H L F3,

show running-config [module s/of]

T DA module s/ot ER) EVa—nNoRuy NEFERELET, EHEOHBEIZ1 ~6 T,

FI2+IE COavy RICETF 740 FRERS Y 8 A,

avykE—F it EXEC T— K

av Yy FERE Jyy—= EEER
12.1(8a)EW Z =z KA Catalyst 4500 ) — X A v FIZBIMESNE LT,
ERLEDASL F34 Y IZ X > Tix, show interfaces =~ > K& show running-config =~ > RZ A L= & ZIZEKRS

EYL?Z)T:7 Ly 7 XA E— NRERDGERH0 ET, £ 5455, show interfaces =~ N TRR X
NBET27Vby I AE—KRE, AVF T2 ARETLTVWEIEREDOT 27 Ly 7 A E— KT,
show interfaces =~ > NidA ¥ —7 = AOEE— F&F R L £7 7. show running-config =
T REAE =T oA R L TERESNTWAE— RERRLET,

AV H—T x4 AZxT % show running-config =~ > ROM AL, T2y s 2 £— KOFEEIT
FKRINDMN, ‘%V@&“Ei%ﬂ“éﬂfgb\%/\#%‘ﬂi‘f HINCHRERR R SR WEGEAIE, AV

B2 —7 x A AEER auto ICRESNTWVDHZ &, BLOHEEN auto LAMIREIND &, BREND
TaZ by A ET— FPREMEREICRD AR LTVET, ZORETHE, L0 F—T=A X

OEMET =7V v 7 A £— KX show running-config 2~ R TCEREINDIT 27y 7 A E—RE
—H L RWARERH D FT,

i KOFTIE, TRTODED 2 —LIlOoONTEY a2 —ABLIURRATF—F ADRELF T EHELRLE
T+

Switch# show running-config
03:23:36:%8YS-5-CONFIG I:Configured from console by consolesh runn
Building configuration...

Current configuration:3268 bytes
|

version 12.1

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|

hostname Switch

|

|

power supplies required 1
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Bl show running-config

ip subnet-zero

|

|

!
interface FastEthernetl
no ip address

shutdown

duplex auto

speed auto

Switch#

WROBFITIL, switchport voice vlan =2~ K% A X — 7 /LIZ L7234 @ show running-config =~ >
FOM N ZERLET,

Switch# show running-config int fastethernet 6/1
Building configuration...

Current configuration:133 bytes
|

interface FastEthernet6/1
switchport voice vlan 2

no snmp trap link-status
spanning-tree portfast
channel-group 1 mode on

end

Switch#
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show shell functions Wl

show shell functions

T ARTCOFMIBIAI Y = VB OFRTE % F£ k9 51Z1%. show shell functions =~ > R&fHEH L F£9,

show shell functions

XD EREA F—U—FARL
T4k 7L
a2 F ®—F  f5HE EXEC
av Y FEE Jyy—= EEER
12.2(54)SG Z D3~ R Catalyst 4500 U — X A » FITEMENE LT,

EREDHA R4

ZDavwy T, MAARY 2 VEBONKEZTIRERINET, 2—VFERBMBONEEF T D
(21Z. show shell triggers =~ > F&HEH L 7,

{5l WIZ, TRTOMBIAL Y 2 VBB OREE R T L0 2R LET,
Switch# show shell functions

BEaIUF avwvk A
shell trigger 2—YEZRN) T—F2ERLET,
show shell triggers I—PFEHRNI T —ERELET,

| oL-27596-01-J
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M show shell triggers

show shell triggers

FAR— b EINDTRTOMBIAR NI H—B LR —FEE M) T —OFMERRT 511, show
shell triggers =~ > RZ@H L £,

show shell triggers

XD EREA F—U—FARL
T4k 7L
O F ®—F  f5H EXEC
av Y FEE Jyy—= EEER
12.2(54)SG Z D3~ R Catalyst 4500 U — X A » FITEMESE LT,

FREDHIRSAY oo~y Rid, AL NI H—ba—FEHERNIH— (Evv 7SN 2 7LET,

1 WOFITIE, Y R—FENTVBTRTO N H—DFMEERT L HEETRLET,

Switch# show shell triggers
Trigger Id: testGroup

Trigger description: testGroup
Trigger environment:

Trigger mapping function:

BEEav> R avwyvk Bl
shell trigger 2—PEFR N T —EERLET,
show shell functions 2 —PEHRL L OMAIALREEE T T X COMAIALREEKICE F
NHOREEFRRLET,
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show slavebootflash: W

show slavebootflash:

AR N, T—=R T T va 7740 VAT AT DIEREZFRTT HI21E. show slavebootflash:
a<w> REFEALET,

show slavebootflash: [all | chips | filesys]

X DEREA

all (7)) AIRERTRTOT7 Iy v aEReE R LET,
chips FEE) 79vva FyEREFRLET,
filesys LB 774V VAT AEREFRTLET,

TIAILE

ZDa<wy RIZET 74/ MRERHY XA,

¥ EXEC £— N

]

Jyy—2 EEEH
12.1(8a)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,

WOBEITIX, 774N VAT LDAT—HF AEREFRRTHHEEZRLET,

Switch# show slavebootflash: filesys

———————— FILE SYSTEM STATUS —-——————-

Device Number = 0
DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable
NO File Open for Write
Complete Stats
No Unrecovered Errors
No Squeeze in progress
USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES8
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0
Switch>
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M show slavebootflash:

WROFITIZ, VAT L A A=VIERERTTL2HEERLET,

Switch# show slavebootflash:

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45 c4-boot-mz
2 .. 1image D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49 rp.halley
Switch>

ROFITIE, $XTOT = 7T v v alffeRTTOHIELRLET,

Switch# show slavebootflash: all

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45 c4-boot-
mz

2 .. 1lmage D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49 rp.halley

6456088 bytes available (9534696 bytes used)

———————— FILE SYSTEM STATUS —-———=--—-

Device Number = 0
DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable
NO File Open for Write
Complete Stats
No Unrecovered Errors
No Squeeze in progress
USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0

Switch>
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show slavesloto: W

show slaveslot0:

RABUINA RN F 2D DT 7 AN VAT AT AR A FETRT A2, show
slaveslot0: =~ > R&Z A L £1,

show slot0: [all | chips | filesys]

XD EHEA all (f£:3%) show slot0: chips ¥ L U show slot0: filesys =~ > R2xb DA & & T~
TO7 Ty valffeRrTLET,
chips EE) 7I9vva Fuo7 LYRAEREERLET,
filesys EE) 774N VAT b AT —F AfEREFFLET,
T2+ ZOawy RIZET 740 MEENRH Y 8 A,

avY kR E—F ¥k EXEC E— R

oy FERE yy—=x EEEHR

12.1(8a)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,
] ROBITIE, 774N VAT LDV~ Y —%FKrwT 5 hiEERLET,

Switch# show slaveslotO:

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 6375DBB7 A4F144 6 10678468 Nov 09 1999 10:50:42 halley

5705404 bytes available (10678596 bytes used)
Switch>

WOFITIX, 77 vva FyTEREEFRTDHEERLET,

Switch# show slaveslotO: chips

**kxkxkx*k Tntel Series 2+ Status/Register Dump ********

ATTRIBUTE MEMORY REGISTERS:
Config Option Reg (4000):
Config Status Reg (4002):
Card Status Reg (4100):
Write Protect Reg (4104):
Voltage Cntrl Reg (410C):
Rdy/Busy Mode Reg (4140):

N OB = ON

COMMON MEMORY REGISTERS: Bank 0

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
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Bl show slaveslot0:

COMMON MEMORY REGISTERS: Bank 1

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 2

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 3

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 4
Intelligent ID Code : FFFFFFFF
IID Not Intel -- assuming bank not populated

WROFITIE, 77 AN VAT MMEREFRRT D HEEZRLET,

Switch# show slaveslot0O: filesys
———————— FIULE SYSTEM STATUS ———————-

Device Number = 0
DEVICE INFO BLOCK: slotO
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 20000
Programming Algorithm = 4 Erased State = FFFFFFFF
File System Offset = 20000 Length = FA0000
MONLIB Offset = 100 Length = F568
Bad Sector Map Offset = 1FFFO Length = 10
Squeeze Log Offset = FCO0000 Length = 20000
Squeeze Buffer Offset = FE0000 Length = 20000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable

NO File Open for Write
Complete Stats

No Unrecovered Errors

No Squeeze in progress

USAGE INFO:
Bytes Used = 9F365C Bytes Available = 5AC9A4
Bad Sectors =0 Spared Sectors = 0
OK Files =1 Bytes = 9F35DC
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes =
Switch>
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show sloto: W

show slot0:

slot0: 7 7 A /v AT KMIET D IEHREF T HIIL, showslotd: =~ > FaFHL T,

show slot0: [all | chips | filesys]

XD EHEA all (f£:3%) show slot0: chips 35 X Of show slot0: filesys =~ > KBS DH A EETeT X
TO7 7y valfaeRrLET,
chips UER) 77 vva Fuy7 LYRIERERRLET,
filesys EE) 774N VAT b AT —F AfEREFFLET,
TZHIE ZOavy RICHET 74V hREDH Y £H A,

avY kR E—F ¥k EXEC E— R

av Y FERE yy—=x EEE

12.1(8a)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,
] ROBITIE, 774N VAT LDV~ Y —%FKrwT 5 hiEERLET,

Switch# show slotO:

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 6375DBB7 A4F144 6 10678468 Nov 09 1999 10:50:42 halley

5705404 bytes available (10678596 bytes used)
Switch>

WOFITIX, 77 vva FyTEREEFRTDHEERLET,

Switch# show slotO: chips
**kxkxkx*k Tntel Series 2+ Status/Register Dump ********
ATTRIBUTE MEMORY REGISTERS:
Config Option Reg (4000):
Config Status Reg (4002):
Card Status Reg (4100):
Write Protect Reg (4104):
Voltage Cntrl Reg (410C):
Rdy/Busy Mode Reg (4140):

N OB = ON

COMMON MEMORY REGISTERS: Bank 0

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
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W show siot0:

COMMON MEMORY REGISTERS: Bank 1

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 2

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 3

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 4

Intelligent ID Code : FFFFFFFF
IID Not Intel -- assuming bank not populated
Switch>

WOBTIE, 77AN VAT MMEREERTRT D HEERLET,

Switch# show slot0: filesys
———————— FILE SYSTEM STATUS ————-——-

Device Number = 0
DEVICE INFO BLOCK: slotO
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 20000
Programming Algorithm = 4 Erased State = FFFFFFFF
File System Offset = 20000 Length = FA0000
MONLIB Offset = 100 Length = F568
Bad Sector Map Offset = 1FFFO Length = 10
Squeeze Log Offset = FCO0000 Length = 20000
Squeeze Buffer Offset = FE0000 Length = 20000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable

NO File Open for Write
Complete Stats

No Unrecovered Errors

No Squeeze in progress

USAGE INFO:
Bytes Used = 9F365C Bytes Available = 5AC9A4
Bad Sectors =0 Spared Sectors = 0
OK Files =1 Bytes = 9F35DC
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0

Switch>
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show spanning-tree W

show spanning-tree

ANR= 7Y ) —DAT — MEREF AT HIZ1E, show spanning-tree =~ > F2HEH L E T,

show spanning-tree [bridge group | active | backbonefast | bridge [id] | inconsistentports
| interface zype | root | summary [total] | uplinkfast | vlan vian_id | pathcost method

| detail]
BX DA bridge_group UEE) 7V oY IN—TREEZBELET, AMEOHMIL 1 ~ 255 TY,
active UEE) 772747 AV E—Tz2AALRTOANR= Y ) —ERERRLE
j‘o
backbonefast (EE) A= 7"> U— BackboneFast A7 — X A& F/RLFT,
bridge (EE) 7V v PDRT—ZABLPar 7 Xab—a U FREFTRLET,
id (EE) 7V v POL4RITT,
inconsistentports (L&) W — FF/EAT— FEERLET,
interface fype EE) A v F—T 2 A A BALTBIOBESEIHELET, AL,
fastethernet, gigabitethernet, tengigabitethernet, port-channel (1 ~ 64).
BXOvlan (1 ~4094) <9,
root (ER) »—hF TV VORT—ZABIPar 74 X2l —vaa2RRLE
‘é—O
summary EE) A—h AT—bOY~)—ZHEELET,
total (EE) A=Y= RT—h 7 a DT _XRCoiTeERLET,
uplinkfast (&) A=> 27> U — UplinkFast A7 —% A% EK R LET,
vlan vian_id ({£#) VLANID #48& LE¥, AEOHBAIL 1 ~ 4094 T,
pathcost method ({£3%) SN TVWETFT 74V FO/SA 2 X hHRFLERRLET,
detail UEE) A7 —T 2 A AEFROVY~ ) —2RRLET,
TI#4ILE A B =T 2 AEROY <Y —RERENET,
avy kFE—F ¥+ EXEC ©— K
av Yy FER yy—=x EEERR
12.1(8a)EW Z DAy R Catalyst 4500 2V — X A4 v FITIBIMELE Lz,

12.1(12¢)EW JEBET L vy v 7 oW R—bpBMsnE Lz,
12.2(25)EW 10 XAy h A —HFy b A Z—T A ZAO¥HE— R BIMSHE LT,

| oL-27596-01-J
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M show spanning-tree

]

WOFITIE, TI7T 4 T RED2a—NAEIFORAA= 7Y ) —EREFRT D HEEZRLET,

Switch# show spanning-tree active
UplinkFast is disabled
BackboneFast is disabled

VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0050.3e8d.6401
Configured hello time 2, max age 20, forward delay 15
Current root has priority 16384, address 0060.704c.7000
Root port is 265 (FastEthernet5/9), cost of root path is 38
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 18:13:54 ago
Times: hold 1, topology change 24, notification 2

hello 2, max age 14, forward delay 10
Timers: hello 0, topology change 0, notification 0

Port 265 (FastEthernet5/9) of VLANl is forwarding
Port path cost 19, Port priority 128, Port Identifier 129.9.
Designated root has priority 16384, address 0060.704c.7000
Designated bridge has priority 32768, address 00e0.4fac.b000
Designated port id is 128.2, designated path cost 19
Timers: message age 3, forward delay 0, hold O
Number of transitions to forwarding state: 1
BPDU: sent 3, received 32852

Switch#

WOFTiX, A= 27"Y U — BackboneFast A7 —#% A& K425 FiEE R LET,

Switch# show spanning-tree backbonefast
BackboneFast is enabled

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANSs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANs)
Number of RLQ response PDUs sent (all VLANs)
Switch#

o O O O O O

WOFITIE, 7V o VDOANR= 7Y ) —ERERTT L2 HEE TR LET,

Switch# show spanning-tree bridge

VLAN1
Bridge ID Priority 32768
Address 0050.3e8d.6401
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
VLAN2
Bridge ID Priority 32768
Address 0050.3e8d.6402
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
VLAN3
Bridge ID Priority 32768
Address 0050.3e8d.6403
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Switch#

ROBITIE, A Z =T = A AEROY < ) —2RR-T D HiEERLET,

Switch# show spanning-tree

VLAN1
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show spanning-tree W

Spanning tree enabled protocol ieee

Root ID Priority 32768

Address 0030.94fc.0a00

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768

Address 0030.94fc.0a00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Designated
Name Port ID Prio Cost Sts Cost Bridge ID Port ID
FastEthernet6/15 129.79 128 19 FWD 0 32768 0030.94fc.0al00 129.79
VLAN2
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0030.94fc.0a0ll
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address 0030.94fc.0a01

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Designated

Name Port ID Prio Cost Sts Cost Bridge ID Port ID
FastEthernet6/16 129.80 128 19 FWD 0 32768 0030.94fc.0a01 129.80
Switch#

WO TIX, 77 AP A=YV XY AL B —T A R5/9 DANR= TV —EREFTT D HEY
~LET,

Switch# show spanning-tree interface fastethernet5/9

Interface Fa0/10 (port 23) in Spanning tree 1 is ROOT-INCONSISTENT
Port path cost 100, Port priority 128

Designated root has priority 8192, address 0090.0c71.a400
Designated bridge has priority 32768, address 00e0.1e9f.8940
Designated port is 23, path cost 115

Timers: message age 0, forward delay 0, hold 0

BPDU: sent 0, received 0

The port is in the portfast mode

Switch#

WO TIL, FED VLAN D A= 7Y ) —E8MAFRRTHHEZRLET,

Switch# show spanning-tree vlan 1
VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0030.94fc.0a00
Configured hello time 2, max age 20, forward delay 15
We are the root of the spanning tree
Topology change flag not set, detected flag not set
Number of topology changes 5 last change occurred 01:50:47 ago
from FastEthernet6/16
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15

Timers:hello 0, topology change 0, notification 0, aging 300

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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M show spanning-tree

Port 335 (FastEthernet6/15) of VLAN1 is forwarding
Port path cost 19, Port priority 128, Port Identifier 129.79.
Designated root has priority 32768, address 0030.94fc.0a00
Designated bridge has priority 32768, address 0030.94fc.0a00
Designated port id is 129.79, designated path cost 0
Timers:message age 0, forward delay 0, hold O
Number of transitions to forwarding state:l
BPDU:sent 6127, received 0

Switch#

WO TIE, BEOTY v FTNA—TDAR= T —ER A ERT B FEERLED,

Switch# show spanning-tree vlan 1
UplinkFast is disabled
BackboneFast is disabled

Switch#

WIZ, R—=F A7 —=bDOH~ V) —2RKRTT 02 RLET,

Switch# show spanning-tree summary

Root bridge for:VLAN1l, VLAN2.

PortFast BPDU Guard is disabled

EtherChannel misconfiguration guard is enabled
UplinkFast is disabled

BackboneFast is disabled

Default pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLAN1 0 0 0 1 1
VLAN2 0 0 0 1 1
2 VLANs 0 0 0 2 2
Switch#

WOEITIX, A= V) — 25—k B2 a DT _RTCOITE2FRTHHEZRLET,

Switch# show spanning-tree summary totals
Root bridge for:VLAN1l, VLANZ2.

PortFast BPDU Guard is disabled

EtherChannel misconfiguration guard is enabled
UplinkFast is disabled

BackboneFast is disabled

Default pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active

Switch#

WKIZ, root-inconsistent A7 — FDR— BB DHNE S EHHIT L6 EZ R L ET,
Switch# show spanning-tree inconsistentports

Name Interface Inconsistency

VLAN1 FastEthernet3/1 Root Inconsistent

Number of inconsistent ports (segments) in the system:1
Switch#
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show spanning-tree W

avwy kR

SiBA

spanning-tree backbonefast

A= 2" J— VLAN I T BackboneFast % 1 r—7 /L
WZLET,

spanning-tree cost

A2 B —Tx2AA LD STP D/RA 3 A NEEHELET,

spanning-tree guard

Jb— K~ H—RE2A =TI LET,

spanning-tree pathcost method

N2 A MR ERELET,

spanning-tree portfast default

TRTCTOT 7 A FR— |k ET PortFast #7 7 4 /L h TA
F—T I LET,

spanning-tree portfast (f > % —7 =
LR av7 4 Fal—ay F—F)

PortFast €— N& A x—7 /W LET,

spanning-tree port-priority

2HRDTY VN N—h TY vV ELTHELTWDGEE
2. AV HA—T 2 A ADTITAF VT 4B ELET,

spanning-tree uplinkfast

UplinkFast #8E% A x—7 LT LET,

spanning-tree vlan

STP Z VLAN HAL TREL £,

| oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R YY—2R I0S XE 3.4.0SG &LV 10S 15.1(2)SG W



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

M show spanning-tree mst

show spanning-tree mst

MST 7’1 s a VEHR%ZFRT HI21E, show spanning-tree mst =~ > REFHEH L £,
show spanning-tree mst [configuration]
show spanning-tree mst [instance-id] [detail]

show spanning-tree mst [instance-id] interface interface [detail]

SO T configuration (EE) EEEEHREEZRLET,
instance-id (EE) A AX A IDFZTY, AMMEOHEIL0 ~ 15 T,
detail (EE) M7 MST 7u Fa VEHwE2R R LET,

interface interface (BB AVvE—Tx2A A ZATBLIOERSTT, ZA4 F7OHNRMEIL,
fastethernet. gigabitethernet. tengigabitethernet. port-channel. X O
vlan T, IOV TIE, MEH EOTA FF7 A2 oBEEZRLTIES

AN

TI2HIE ZOavy RICETF 740 FRERSH Y 8 A,

avY kK E—F H:HE EXEC £— K

avy FEE yy—= EEE
12.1(12¢)EW ZDaw s R Catalyst 4500 > U — X 2 A v FITBMEINE LT,
12.2(25)EW 10 XHEY A —HFv h A F—T 2 g ADFFE— FRBIMENE LI,

BRAEDHMA K542 o=~ P, Supervisor Engine I Z#Hi#liL T\ A L A7 A TIEYR— FENFEHA,

show spanning-tree mst configuration =~ > FOHNERIZ, BERA v E—URERKRENDIGENH D
FT., ZOAvE—VIE, BB XY VLAN &, BEMIT TS 7 T4~ Y VLAN ERICA A
BRIy B T Lo BRICRFIINET, i, HBEGTENATHDE T T A<
VLAN LRILA VA Z Ry BT EINTnAWVWES &Y VLAN O U 2 "3 & 4, L
AvE—=UIFROEEBY T,

These secondary vlans are not mapped to the same instance as their primary:

-> 3

|

H 71D EFZIZ DOV TIE show spanning-tree =~ FZSHR LT Z3 0,
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show spanning-tree mst W

Bl ROBITIE, BEMEEERE R T2 IEEZ R LET,

Switch# show spanning-tree mst configuration
Name [leo]

Revision 2702

Instance Vlans mapped

0 1-9,11-19,21-29,31-39,41-4094
1 10,20,30,40
Switch#

WOFITIE, BIMO MST 7'u b aVizRrd 2 5EERLET,

Switch# show spanning-tree mst 3 detail

# # # # # # MSTO3 vlans mapped: 3,3000-3999

Bridge address 0002.172c.f400 priority 32771 (32768 sysid 3)
Root this switch for MSTO03

GigabitEthernetl/1 of MSTO03 is boundary forwarding

Port info port id 128.1 priority 128

cost 20000

Designated root address 0002.172c.f400 priority 32771

cost 0O

Designated bridge address 0002.172c.f400 priority 32771 port

id 128.1

Timers: message expires in 0 sec, forward delay 0, forward transitions 1
Bpdus (MRecords) sent 4, received 0

FastEthernet4/2 of MST03 is backup blocking

Port info port id 128.194 priority 128 cost

200000

Designated root address 0002.172c.f400 priority 32771

cost 0O

Designated bridge address 0002.172c.f400 priority 32771 port id

128.193

Timers: message expires in 2 sec, forward delay 0, forward transitions 1
Bpdus (MRecords) sent 3, received 252

Switch#

WOFEITIX, BEDA v Z—T 2 A4 AD MSTFEHREERRT D HEEZRLET,

Switch# show spanning-tree mst 0 interface fastethernet4/1l detail
Edge port: no (trunk) port guard : none

(default)

Link type: point-to-point (point-to-point) bpdu filter: disable
(default)

Boundary : internal bpdu guard : disable

(default)

FastEthernet4/1 of MST00 is designated forwarding

Vlans mapped to MSTO00 1-2,4-2999,4000-4094

Port info port id 128.193 priority 128 cost

200000

Designated root address 0050.3e66.d000 priority 8193

cost 20004

Designated ist master address 0002.172c.f400 priority 49152
cost 0O

Designated bridge address 0002.172c.f400 priority 49152 port id
128.193

Timers: message expires in 0 sec, forward delay 0, forward transitions 1
Bpdus sent 492, received 3

Switch#
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M show spanning-tree mst

EEavUFR avvk e

spanning-tree mst EEDO MST A Y AZ U AD/RA A A MBLOR—F 77
AFVT 4 NTA=ZERELET,

spanning-tree mst forward-time FTRTCDOA LV AS L ADEGEBIES A ~— %R ELFET,

spanning-tree mst hello-time FTRTCDA AL AD hello 7 A LABIEX A ~—%FRE L
£7,

spanning-tree mst max-hops BPDU 2BEFE I N D AN CRIGER A v 7 v b &
RELET,

spanning-tree mst root T4 =Y —rERELET,
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show storm-control

show storm-control

ZA o FFERIFBELIEA VA —T oA ADT a0 —R¥xy A h A M—LHIHORELZERTDHITIL,
show storm-control =~ > FZ i L £,

show storm-control [interface-id | broadcast]

Supervisor Engine 6-E # & Uf Catalyst 4900M & v—2

show storm-control [interface-id | broadcast | multicast]

BX DA interface-id (T PR — DA X —7 A A ID %#48E L ET,
broadcast EE) 7o—FR¥¥ A M AR—LADLEVWERELERLET,
multicast L) v LVFHFVY AP A—LDOLXVMERTEELRLET,

TI2HIEK TOavy RICET 740 MRERS Y 8 A,

avykE—F it EXEC &— K

avr FEE -2 EEEH
12.1(19)EW D3~ R Catalyst 4500 2 ) — X A4 v FITBMENE LTz,
12.2(25)EW 10 ¥ Ty M A=Y Ry b A F—TxAf ADOWR— FPBEMSNEL
7o
12.2(40)SG Supervisor Engine 6-E 33 X % Catalyst 4900M ¥ — > O ¥ AR — b 2381 S
LE LIz,

ERLEDHARSAY A 2—T=2ARXIDEANTLHE, HEELIEA VX —T = ZADX b— AL L EWVERFE RSN E
¥,
A B =T 2AZAIDEZASNLEBWEES, 2L v F LOTRTOR— DT a— KXy AN NFTT7 1w
7 AATORENRERINET,

i WOBITIE, F—U— FEHFEETICAS L show storm-control =~ > KO AZRLET, bT
TA4 9T BATOX—T—RKPANINTRNWED, 77— REy XA b 2 M—AflIOREDERS
nET,

Switch# show storm-control

Interface Filter State Upper Lower Current
Gi2/1 Forwarding 30.00% 30.00% N/A
Gid/1 Forwarding 30.00% 30.00% N/A
Gi4/3 Forwarding 30.00% 30.00% N/A
Switch#
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Hl show storm-control

K DOHITIL, Supervisor Engine 6-E | C® show storm-control multicast =~ > KO EZRLET,

Switch# show storm-control multicast //Supervisor Engine 6-E
Interface Filter State Broadcast Multicast Level

Fa6/2 Blocking Enabled Enabled 61%

Switch#

WO TIX, F—V— K& AJI L72WE O Supervisor Engine 6-E T show storm-control =~ >
NFOWIERLUET,

Switch# show storm-control
Interface Filter State Broadcast Multicast Level

Fa6/1 Blocking Enabled Disabled 81%
Fa6/2 Blocking Enabled Enabled 61%
Switch#

wOFTIX, IBEESNTZA v Z—7 = A AD show storm-control =~ FOHE 1 EZRLET,

Switch# show storm-control fastethernet2/17

Interface Filter State Level Current
Fa2/17 Forwarding 50.00% 0.00%
Switch#

W DFITIX, Supervisor Engine 6-E EDIEE L7z A & —7 = A A ® show storm-control =~ > KD
MhxERLET,

Switch# show storm-control interface fastetherneté6/1
Interface Filter State Broadcast Multicast Level

Fa6/1 Blocking Enabled Disabled 81%
Switch#

% 2-34 12, show storm-control D NICHKREINDIEZ T 4 — /L ROFHE TR L ET,

= 2-34 show storm-control ® 7 1 —)L KDk
Z4—ILF B
Interface A B =T 2 A ADID FKRLET,
Filter State TANEDAT— R AZFERLET,
* blocking : A F—AHlI#EIA X —T L THY, A FP—2NBFHAEL T
e
o forwarding : A b —AHIENEA X —T AL THY, A F—2FRAELT
WEHEA,
e Inactive : A b—AHfIZT 4 E—7 LT,
Level THa—FRXXY AR F T 7490 7IZHLTA U F—T 2 ATHREINZL
FVVEL N LVEERRLET,
Current Ja—RXxxy AL NTT7 4y 7 OFBERRAEL, #H R AR
DEAETRILET, TDT7 44—V R, AP —2HIHHBA 2—T LD
BIZTETEDTT,
GE) AF—2H#lEzZN—FRU 2T TITIA LV F—T = A ZTHONTIL,
N/A BFRRSINET,
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show storm-control

BIEa<T VR avok EEA
storm-control R—PFCTT7ua—FRF+¥ A X F—2H% A F—F1IC
L, "= FTAM—LNRELEGBEONHEEEELE
\j‘o
show interfaces counters YA LA —T 2 A A LD NT T 4w 7 BFRRLET,
show running-config 2L FOETaLry 74 Fal—arrERrLET,
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W show switch virtual (REX A vF)

show switch virtual (R X A1 v F)

RRBAAL v F o7 AT 5 (VSS) OFRTEBLOAT —Z AR EFRT HI21%, EXEC £E— KT
show switch virtual =~ > F&2{#EH L £,

show switch virtual [dual-active {bfd | pagp | summary} | link [counters | detail | port-channel
| ports] | redundancy | role | slot-map]

B DEE

FI4I+

detail ER) AL v FHBROFEMEZ ZRLET,

detail-active UEE) RIEAAL v TFOF 2TV T I T 4 TIHERERERLET,

bridge UEE) 7V v PDARAT—ZABLRa Ly 7 ¥ al—va U EREETRLET,
pagp T 2TV T IT 47 PAgP ROV~ — B ELET,

summary TaTNTIT 4 TREFTROY~ ) —ZHBELET,

link EE) AL vF Vo7 EREFRLET,

counters (E&) VSL h v v 2l E &R LET,

port-channel ({E&) VSL K—k Fy 3z &R LT,

ports ({EE) VSL R— ME#EZZRL LT,

redundancy (EE) VSS ODREMAT —X A &EF R LET,

role ({EE) VSS v —fE#fzR R~ LET,

slot-map ({EE) VSS 2y h ~v 7 T—7NEFRLET,

ZDa<wy RIZIET 74/ MRERSY XA,

¥riE EXEC £— K

HHEDHA K51V

J1y—=x EEER
Cisco I0S XE 3.4.0SG 5 L1 =Dz~ K2 Catalyst 4500 U — R A A v FISBMERE LTz,
15.1(2)SG

VSS OREHHEB L OCAT —F AEREFRT DI, Zoa~vr FeEHLET,

show switch virtual link detail =~ > FiJ%, show switch virtual link =< > & X U show vslp lmp
internal =~ > FOWNERRFLET, HHTE, = FJ Tshowint] 239 _TD VSL A 3—(C
XLTEREINET,

show switch virtual dual-active pagp =2~ > Ni&, 727V 7277 4 7EHE—ROAT—Z X %R
ALET,

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG

OL-27596-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

3l

show switch virtual ({R¥E8X 41 v F)

RIZ, VSS OREEBRBLORAT — X 2 EREELRTHHERLET,
o RELVIVAFZAX Yy T LRWEEBA AL vF T— FOBFHE

Router# show switch virtual

Switch mode : Virtual Switch

Virtual switch domain number : 1

Local switch number : 2

Local switch operational role: Virtual Switch Active

Peer switch number : 1
Peer switch operational role : Virtual Switch Standby
Router#

o MELIAZZZAX v ITEH5N, VU= L TWARWMEERAL vTF E— RDOES

Router# show switch virtual

Switch mode : Virtual Switch

Virtual switch domain number : 1

Local switch number : 2

Local switch operational role: Virtual Switch Active
Peer switch number : 1

Peer switch operational role : Virtual Switch Standby

Warning: Config-register set or will be set to skip configuration 0x2142 in the next

reload.

Change config-register; otherwise, switch will be boot in Standalone mode with some

default config.
Router#

o RELVIAEZZAXT T LRWVWAREZ L FT Yy E— ROBHA

Router# show switch virtual

Switch Mode : Standalone

Not in Virtual Switch mode due to:
Domain ID is not configured

Router#

o RELVIVAFEZAXR Y TTHAF L RTny T— ROBEA

Router# show switch virtual
Switch Mode : Standalone
Not in Virtual Switch mode due to:
Domain ID is not configured
Warning: config-register is set to skip parse 0x2142 in RP or SP
Use [show boot] on RP/SP to verify.
Router#

WIS, RRBAAL v F Vo 7iERERRT 202 L ET,

Router# show switch wvirtual 1link

VSL Status : UP

VSL Uptime : 4 hours, 26 minutes

VSL SCP Ping : Pass (or Fail) OK (or Not OK)
VSL ICC (Ping) : Pass (or Fail)

VSL Control Link : Tel/3/1

Router#

WIZ, RABAA v F Voo Dh o ZiEREPFR T IHE2RLET,

Router# show switch virtual link counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Pol0 66340451 190415 15637 112069
Tel/3/1 66981250 194528 15770 112072
Po20 42116619 92926 16406 128593
Te2/2/1 42117401 92932 16406 128593
Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
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W show switch virtual (REX A vF)

Pol0 39030669 112680 105482 0
Tel/3/1 42133252 129182 108824 0
Po20 66948309 112069 210227 0
Te2/2/1 66957613 112070 210233 0
Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards
Tel/3/1 0 0 0 0 0 0

Pol0 0 0 0 0 0 0

Tel/3/1 0 0 0 0 0 0

Po20 0 0 0 0 0 0

Te2/3/1 0 0 0 0 0 0

Router#

WIZ, WAL v F V7 DOR—F Frx2UEREERT 02 RLET,

Router# show switch virtual link port-channel
VSL Port Channel Information

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use N - not in use, no aggregation
f - failed to allocate aggregator
M - not in use, no aggregation due to minimum links not met
m - not in use, port not aggregated due to minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
Router#

WIZ., BFED a7V 775 4 THRHEOEOOIEREFRT L0 %2R LET,

Router# show switch virtual dual-active bfd

Bfd dual-active detection enabled: Yes

Bfd dual-active interface pairs configured:
interfacel Gil/9/48 interface2 Gi2/1/48

Group Port-channel Protocol Ports

—————— e
10 Pol0 (RU) - Tel/3/1(P)

20 Po20 (RU) - Te2/2/1(P)

Router#

WIZ, IR AAL v F Vo7 OR— MEREERRT D62 RLET,

Router# show switch virtual link port

VSL Link Info : Configured: 3 Operational: 1
Peer Peer Peer
Interface State MAC Switch Interface

Gil/3/1 link down - - -

Gil/5/4 operational 0013.5fcb.1480 2 Gil/6/4
Gil/5/5  link_down - - -
Last operational Current packet Last Diag Time since
Interface Failure state State Result Last Diag
Gil/1/1 No failure Hello bidir Never ran TM:518
Gil/1/2 No failure No failure Never ran TM:51S
Hello Tx (T4) ms Hello Rx (T5*) ms
Interface State Cfg Cur Rem Cfg Cur Rem
Tel/1l/1 operational 500 500 404 5000 5000 4916
Tel/1/2 link down 500 - - 500000 - -
Tel/3/3 link down 500 - - 500000 - -
Tel/3/4 operational 500 500 404 500000 500000 499916
*T5 = min_rx * multiplier
Router#
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show switch virtual (REX4S vF) W

WIZ, RBAL v TFHRHOEAAL v FOILERMAT =2 AMEREERT 502 RLET,

Router# show switch virtual redundancy

My Switch Id = 1

Peer Switch Id = 2

Last switchover reason = user forced

Configured Redundancy Mode = sso

Operating Redundancy Mode = sso

Switch 1 Slot 5 Processor Information

Current Software state = ACTIVE

Uptime in current state = 9 hours, 32 minutes

Image Version = Cisco IOS Software, s72033 rp Software
(S72033_rp—ADVENTERPRISEK9_WAN_DBG—VM), Version 12.2(SIERRA_INTEG_O90405) INTERIM SOFTWARE
Synced to V122 32 8 11, 12.2(32.8.11)SR on rainier, Weekly 12.2(32.8.11)SX261
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2009 by Cisco Systems, Inc.
Compiled Mon 06-Apr-09 02:54 by kchristi

BOOT = disk0O:mz good image,12;

CONFIG_FILE =

BOOTLDR =

Configuration register = 0x2

Fabric State = ACTIVE

Control Plane State = ACTIVE

Switch 1 Slot 6 Processor Information

Current Software state = RPR-Warm

Uptime in current state = 4 days, 17 hours, 36 minutes
Image Version =

BOOT = diskO:mz-rbh,12;

CONFIG FILE =

BOOTLDR =

Configuration register = 0x2

Fabric State = RPR-Warm

Control Plane State = RPR-Warm

Switch 2 Slot 5 Processor Information

Current Software state = STANDBY HOT (switchover target)
Uptime in current state = 9 hours, 24 minutes

Image Version = Cisco IOS Software, s72033 rp Software
(S72O337rp—ADVENTERPRISEK97WAN7DBG—VM), Version 12.2(SIERRAfINTEGfO90405) INTERIM SOFTWARE
Synced to V122 32 8 11, 12.2(32.8.11)SR on rainier, Weekly 12.2(32.8.11)SX261
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2009 by Cisco Systems, Inc.
Compiled Mon 06-Apr-09 02:54 by kchristi

BOOT = disk0O:mz good image,12;

CONFIG FILE =

BOOTLDR =

Configuration register = 0x2

Fabric State = ACTIVE

Control Plane State = STANDBY

Switch 2 Slot 6 Processor Information

Current Software state = RPR-Warm

Uptime in current state = 4 days, 17 hours, 36 minutes
Image Version =

BOOT = diskO:mz-rbh,12;

CONFIG FILE =

BOOTLDR =

Configuration register = 0x2

Fabric State = RPR-Warm

Control Plane State = RPR-Warm

Router#

WIZ, HBAL v TFHOEAL v FOR—VEREBIOAT =X AERERTT L0 2R LET,
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W show switch virtual (REX A vF)

Router# show switch virtual role
Switch Switch Status Preempt Priority Role Session ID

Number Local Remote
Local 1 up TRUE 200 ACTIVE 0 0
Remote 2 Uup FALSE 100 STANDBY 9272 271

In dual-active recovery mode: No
Valid flag can be moved to detail
SID

Router#

K, AL v TF DAy b vy T T=TNEeRRT L ERLET,

Router# show switch virtual slot-map

Virtual Slot to Remote Switch/Physical Slot Mapping Table:
Virtual Remote / Physical Module

Slot No Switch No Slot No Uptime

:25
02:59:23
02:59:23
02:59:27
03:03:17

w
w
PR R RPRPRPRRRPRRRPRONNMNNMNNONNRRRRRRRRRRRRR P 2P
OO0 000000000 OUDdWNREOOOOOOO OO U™ WN K
o
NS
o
e}

49
Router#

avwyvFk H L]

dual-active detection ({RFEXA v F) TaT N T IT 4 TR EA X—T NI,

RELET,

switch ({RAE8R A v F) VSS FAA vFEFZGEREL, AL v F KA 3w
TA4F¥alb—rary B7E—RFERBLET,
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show system mtu

X DEREA

T24+ILEK

rua—s9Li MTU BREZFR 7T 2121E, show system mtu =~ > &AL ET,

show system mtu

Zoavy Rk, IEELEIF Y —FEdH 0 £EA,

ZDa<wy RIZIET 74V MRERH Y XA,

¥ EXEC £— F

show system mtu W

oy FERE Jy—=2 EEER

12.1(12¢)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,
] KOBITIX, 7 a—r i MTU & EE2RRT 5 HEERLET,

Switch# show system mtu

Global Ethernet MTU is 1550 bytes.

Switch#
BEa<>F avwyk BiEA

system mtu

i‘j‘o

LAY 2ETIFILVAVYIDORRA 12— A %3

RIE L
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W show tech-support

show tech-support

TAC D s T TNy a—T 4 U 7l ERTRT HIZIL, show tech-support =~ > REfH L ET,

show tech-support [bridging | cef | ipmulticast | isis | password [page] | page]

X DEREA

bridging EE) 7V v r 7EEEREEELET,

cef ({#) CEF B#ElE@mafaE L £,

ipmulticast (EE) 1P~ FF v 2 MEEE @A EE L £,

isis (f£%) CLNS B LW ISIS B ERAFHEE L £,

password (£E) XAV —FBIOZOMOX=2 ) 7 4 EREEAICEDET,
page EE) —EEC 1 =V oERE R NCERLET,

T24+IEK

T 7 F NV ROFREITKRD EBY TT,
o HMFHR—T R L TERINET,
o NRAT—RFBIVFDMOEF 2V T 4 HFERITEINDEHIRESNET,

¥ EXEC £— N

EREDAA FS54>

Jy—2 EEERRT
12.1(8a)EW DA A Catalyst 4500 &V — X 24 v FITBIMENE LT,

show tech-support =~ > FOHENIZ, Ctrl+Alt+6 F—%2 M L CTRFTKR T TE £, a2~ FHENIX
Ny 77 IRFENDLZDT, a~vr RBRETT L0/, Z0avwy RO T TIEITINTWDBRIEDY
Tawy ROMANET LIRER T,

HADOEDITHFRT 511X, Return F—E2 L E T, ik, RORX—TY%FRT5HI2IE, Space
N—%LET, page ¥—TU— FE AN LAWES, HAQEFAZe—L LET, WRX—YTEIELE
NEVR

password ¥ — U — K& AN LA, AT — RO LR A 32 —7 270 £33, HAIITRES
fbEN BRI T NRERINET,

password ¥ — U — F& AN LAWVWEE, HAONDO AR — REBIOEOMOE X2 T ¢ ICMT 51
WX, Tremoved) LW IHFBICEEHMZ HNET,

show tech-support =~ > i, #H# D show 2~ FARESNZEOTHY , HAFEFICEL &
L AREMED B D £77, show tech-support =< > RO ORFHNZHONWTIE, U A FIA TV D%
® show 2~ REZBR LTI IZE0,

51% % fi5E L 72T show tech-support =~ > F& Ay L7286 HFRRITIRO show 2~ > R &
CiZieh £197,

¢ show version

¢ show running-config
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show tech-support Wl

e show stacks
* show interfaces
¢ show controllers
* show process memory
e show process cpu
e show buffers
* show logging
e show module
¢ show power
e show environment
e show interfaces switchport
¢ show interfaces trunk
e show vlan
ipmulticast ¥ — 7 — F& A7) L7256 HHFRRITRD show 2~ FERITIZRY £,
e show ip pim interface
e show ip pim interface count
* show ip pim neighbor
e show ip pim rp
e show ip igmp groups
* show ip igmp interface
e show ip mroute count
e show ip mroute
e show ip mcache

e show ip dvmrp route

£l show tech-support =~ > RO NBIOFHEMZOWTIE, A EOH A T4 IT—ERRINT
Whawy FeZRLTIIEEN,

BEa< K MER EOTA FTA4 2] 2ZRLTIES0,

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show udid

show udld

EHEBIOERED UDLD A7 — % 2% 3£ /Rx9 51215, show udld ¥4 EXEC =~ > RE&HEH L E
7,

show udld interface-id | neighbors | fast-hello {interface id}

X DEREA interface id FEDA S —T 2 A AOEH EB L OEH £ UDLD A7 — 4 2 & REL £,
neighbors UDLD A N—DERZEELET,
fast-hello Fast UDLD *A X"—OFEHB L NS v F—T =2 AFEFD AT —F A% BELE

‘é—o

interface-id AU B—T oA ADLHIEEELET,

T+ L

ATV K E—F  FE EXEC

oYy FERE yy—= EEER
12.1(8a)EW ZDav A Catalyst 4500 &V — X 24 v FITBIMENE LT,
12.2(25)EW I0FXHEY b A=Y Ry b A F—T oA ADOYKR— bRBIMINE LT,
12.2(54)SG show udld fast-hello # J 0" show udld fast-hello interface id O 7K — k73BN &

EREDHA R4

]

nWE L7,

interface id % AJI LR VEEIL, TXTOAL X —T7 24 AQEHE LB X OEM Eo UDLD #
T ANKRRENET,

UDLD IZ X » THEENTZHED Y VI DAT —F AR T AT, ko< RE AN LET,

Switch# show udld gl/34

Interface Gil/34

Port enable administrative configuration setting: Enabled / in aggressive mode
Port enable operational state: Enabled / in aggressive mode

Current bidirectional state: Bidirectional

Current operational state: Advertisement - Single neighbor detected

Message interval: 15000 ms

Time out interval: 5000 ms

Port fast-hello configuration setting: Disabled
Port fast-hello interval: 0 ms

Port fast-hello operational state: Disabled
Neighbor fast-hello configuration setting: Disabled
Neighbor fast-hello interval: Unknown

Entry 1

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG

OL-27596-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

showudid W

Expiration time: 43300 ms

Cache Device index: 1

Current neighbor state: Bidirectional
Device ID: FOX10430380

Port ID: Gil/34

Neighbor echo 1 device: FOX104303NL
Neighbor echo 1 port: Gil/34

TLV Message interval: 15 sec
No TLV fast-hello interval
TLV Time out interval: 5

TLV CDP Device name: Switch

UDLD IZ &k~ THE SN2 7 AT —Z AR T HI2E. koa<wr Fe AW LET,

Switch# show udld neighbors

Port Device Name Device ID Port ID Neighbor State
Gil/33 F0X10430380 1 Gil/33 Bidirectional
Gil/34 FOX10430380 1 Gil/34 Bidirectional

Fast UDLD ORREZ MR T H121F, ko< FE A LET,

Switch# show udld fast-hello

Total ports on which fast hello can be configured: 16
Total ports with fast hello configured: 3

Total ports with fast hello operational: 3

Total ports with fast hello non-operational: 0O

Port-ID Hello Neighbor-Hello Neighbor-Device Neighbor-Port Status

Gil/45 200 200 FOX104303NL Gil/45 Operational
Gil/46 200 200 FOX104303NL Gil/46 Operational
Gil/47 200 200 FOX104303NL Gi1/47 Operational

Fast UDLD IC Xk o THSE SN EHED Y v 7V DAT —Z AR ERT A2, koavwr REANLE
\?AO

Switch# show udld fast-hello gl1/33

Interface Gil/33

Port enable administrative configuration setting: Enabled / in aggressive mode
Port enable operational state: Enabled / in aggressive mode

Current bidirectional state: Bidirectional

Current operational state: Advertisement - Single neighbor detected

Message interval: 200 ms

Time out interval: 5000 ms

Port fast-hello configuration setting: Enabled
Port fast-hello interval: 200 ms

Port fast-hello operational state: Enabled
Neighbor fast-hello configuration setting: Enabled
Neighbor fast-hello interval: 200 ms

Entry 1

Expiration time: 500 ms

Cache Device index: 1

Current neighbor state: Bidirectional

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show udid

Device ID: FOX10430380
Port ID: Gil/33

Neighbor echo 1 device: FOX104303NL

Neighbor echo 1 port: Gil/33

TLV Message interval: 15

TLV fast-hello interval: 200 ms
TLV Time out interval: 5

TLV CDP Device name: Switch

BBEav> R

avwyFk

A

g&

udld (Fe—»X)L ary 7421 —v3
v E—F)

UDLD v b7 7Ly v 7 £— RERIZ/ —~b
FE—REARX—T ML, HEFARRA vE—Y A ~—

DRz BE L £,

udld AV F—T =2 AT 4 X2
Lr—a v E—N)

A H =T 2 A AT LA UDLD %A 2 —7 /L L
7O, TrANA U E =T 2 A AR udld (Fr—r9L =
V74X 2lb—vary E—FK) 2w T Fx—7 W&

NRNEHIZLEY LET,
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showvian W

show vilan

VLAN [f# % #Er95121%, showvlan 2~ > REFEHLE T,
show vlan [brief | id vian _id | name name]

show vlan private-vlan [type]

BX DA brief (f£E) VLAN i CVLAN 4, A7 —X A BIOHFE— & | {TOLFRLE
7
id vilan_id (f£#) VLANID &5 THE L7-H 0 VLAN (BT 5 FHRE2F R LET, H%

EDHPIL 1 ~ 4094 T,

name name (f£Z) VLAN & THE LB —0O VLAN [T A EHREF R LET, G472
L. 1 ~ 32 3D ASCII LFH T,

private-vlan  ~'5 { ~— | VLAN ff#i% &7 L 7.
bpe (LE) 754 ~— |k VLAN % 1 7 CF,

FIFIE IOavy RICIET 74V MERERD Y 8 A,

AT R E—F  HHEEXEC E— R
vy FERE J1y—= EHEERM
12.1(82)EW Z o= =Y 7 Catalyst 4500 Y — X A4 v FISEMEE LTz,
12.1(12¢)EW YEE VLAN 7 R L 20#R— hasBEmEhE L,
16'1 WOBITIE, BHERAA Y NOFTRTO VLAN O VLAN 87 A =2 2 35T 5 ke R LET,
Switch# show vlan
VLAN Name Status Ports
1 default active Fa5/9
2 VLANO0002 active Fa5/9
3 VLANOOO3 active Fa5/9
4 VLANO004 active Fa5/9
5 VLANO0O0OS active Fa5/9
6 VLANOOO6 active Fa5/9
10 VLANOO10 active Fa5/9
20 VLAN0020 active Fa5/9

<...Output truncated...>
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H showvian

active
active
active
active
active
active
active

Fa5/9
Fa5/9
Fa5/9
Fa5/9
Fa5/9
Fa5/9
Fa5/9

Parent RingNo BridgeNo Stp

BrdgMode Transl Trans2

850 VLANO0850

917 VLANO917

999 VLAN0999

1002 fddi-default

1003 trcrf-default

1004 fddinet-default

1005 trbrf-default

VLAN Type SAID MTU
1 enet 100001 1500
2 enet 100002 1500
3 enet 100003 1500
4 enet 100004 1500
5 enet 100005 1500
6 enet 100006 1500
10 enet 100010 1500
20 enet 100020 1500
50 enet 100050 1500
<...Output truncated...>
850 enet 100850 1500
917 enet 100917 1500
999 enet 100999 1500
1002 fddi 101002 1500
1003 trcrf 101003 4472
1004 fdnet 101004 1500
1005 trbrf 101005 4472
VLAN AREHops STEHops Backup
802 0 0 off
1003 7 7 off
Switch#

WIZ, VLAN &, AT —H% X,

Switch# show vlan brief

VLAN

Name

O O O O O o o

O O O O O o o o o

O O O O O o o

999

1002
1003
1004
1005

default

VLANQOOO2
VLAN0O0O3
VLANO0OO4
VLANOOOS
VLANO0O10

VLAN0999
fddi-default
trcrf-default
fddinet-default
trbrf-default

Switch#

active
active
active
active
active
active

active
active
active
active
active

Fa5/9
Fa5/9
Fa5/9
Fa5/9
Fa5/9
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show vilan

OB TIE, VLAN 3 7215 D VLAN T XA —Z 2 KR4 25 kxR LET,

Switch# show vlan id 3

VLAN Name Status Ports

5 viawooos active  Fas/s
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
3 emet 100003 1500 - - - - - 03 0
Switch#

# 2-3512, showvlan =2~ > RO HICEEND 7 41—V RERLET,

& 2-35 showvlan <> FOHEAT 4+ —IL F

Z4—ILF i

VLAN VLAN %5,

Name VLAN 04 H RESNTWDHHE),

Status VLAN O 27 —# A (active % 721d suspend).
Ports VLAN 2T DR —k,

Type VLAN DATF 47 %A 7,

SAID VLAN OtX 2074 7Yz —3 3 1D fHE,
MTU VLAN O Rfnikar =y b ¥4 X,

Parent B VLAN (fF1ET 2%8),

RingNo VLAN © U > 7% 5 (%487 2%8),

BrdgNo VLAN 7'V v V&S (4T 2558),

Stp VLAN THEHEINDAN= 7 Y Y — T a hal 247,

ROBITIX, 7T A4~U VLAN & U 4% U VLAN PMHAICE L B#Ef I 5Tk Y, PVLAN
R—PMIHRELT Y o= a U BFET DI L 2R T2 HEEZ R LET,

Switch# show vlan private-vlan

Primary Secondary Type Ports

10 100 community Fa3/1, Fa3/2

WOFITIX, VLAN 7 Vv o—3 g U 2HIRT 5 HiEEZ R LET,

Switch (config)# wvlan 10

Switch (config-vlan)# private-vlan association remove 100
Switch (config-vlan)# end

Switch# show vlan private

Primary Secondary Type Ports
10 primary
100 community
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H showvian

WOFTIE, AV FZ—Tx2AAZADPVLAN 2 7 4 X2l —a U AR THHFEEZRLET,

Switch# show interface £3/2 status
Port Name Status Vlan Duplex Speed Type
Fa3/2 connected pvlan seco a-full a-100 10/100BaseTX

Switch# show interface £3/1 status

Port Name Status Vlan Duplex Speed Type
Fa3/1 connected pvlan prom a-full a-100 10/100BaseTX
Switch#
EEa<TUF avwUFk B
vlan (VLAN ¥ —# ~_X—2 £—|) FeE D VLAN 2 E L ET,
vlan database VLAN =2 7 4 F¥al—v gy £— FEHBLET,
vtp (Fr—~V a7 4F¥alb—va VIPar74¥al—var XbLb—Y 77 A VD4
v E—NR) BEELET,
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show vlan access-map W

show vlan access-map

VLAN 77t 2 v 7ONKFEF LT 5HI21E, show vlan access-map =~ > REZHEALET,

show vlan access-map [map-name]

X DA map-name ({EE) VLAN 77t 2 v ORI TT,

TI2AILE ZDavwy RICET 740 FRENRH Y £ A,

avykE—F it EXEC T— K

av Yy FERE Jy—= EEER
12.1(12¢)EW Z =z KA Catalyst 4500 ) — X A v FIZBIMESNE LT,

!l KD~ KT, VLAN 72782 ~ v FONEERRT D HEERLET,
Switch# show vlan access-map mordred
Vlan access-map "mordred" 1

match: ip address 13
action: forward capture

Switch#
BEavUF avwvk St
vlan access-map VLAN 7 7 B2 = v 7 &2AFT 572D VLAN 7 7 &£

v~y av s R E-FERBLET,
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Hl show vlan counters

show vian counters

V7 U 2T Xy va By HEEFRRT SHI21E,. show vlan counters =~ > RaFH L £,

show vlan [id vianid] counters

X DA id vianid EE) BEOVLAN DY 7 Ny 27 F ¥ via B AfizedEr LET,
TI2AILE COavy RICETF 740 FRERSH Y 8 A,
avy kE—F it EXEC T— K

av Yy FERE Jy—= EEER
12.1(13)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,

HHLEDHSL K542 VLANID %#$5%E L72\ T show vlan counters =2~ REZ AT 2L, T_XTHOVLAND Y 7 b=
TX¥via HyURERERRINET,

1 OB TIE, BEDVLAN DY 7 b =7 Fyvia W7V ZEEFFRTHHEEZRLET,

Switch# show vlan counters
* Multicast counters include broadcast packets

Vlan Id

L2 Unicast Packets

L2 Unicast Octets

L3 Input Unicast Packets
L3 Input Unicast Octets

L3 Output Unicast Packets
L3 Output Unicast Octets
L3 Output Multicast Packets
L3 Output Multicast Octets
L3 Input Multicast Packets
L3 Input Multicast Octets
L2 Multicast Packets

L2 Multicast Octets
Switch>

O R OO OO0 O0OO0OOOoOOoO o

BEEav> K avwyvk HL
clear vlan counters FEE L7 VLAN F 72138 FE D9 T? VLAN 122\ T,
HEOPOBBTALIICY 7 Ny 2T Xy a hy
HiEE VT LET,
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show vlan dot1q tag native W

show vilan dot1q tag native

XA T 47 VLAN Z X0 JIZHkE R AA v F EOFTRTOR—FE | TNODOBIEORA T 47
VLAN # X7 27 —# 2% F7-T 5I121%. show vlan dotlq tag native =~ FZH L 7,

show vlan dotlq tag native

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK ZOavy RICET 740 NRERH Y £ A,

avY kR E—F o—# EXEC £— K

oy FERE yy—2 EEEM
12.1(18)EW D3~ R Catalyst 4500 & ) — X A4 v FITBMENE LTz,
fl K OFITIL, show vlan dotlq tag native =~ > FOH N EZRLE T,

Switch# show vlan dotlg tag native
dotlg native vlan tagging is disabled globally

Per Port Native Vlan Tagging State

Port Operational Native VLAN
Mode Tagging State
£3/2 trunk enabled
f3/16 PVLAN trunk disabled
£3/16 trunk enabled
BlEa<Y R avwy kR e
switchport mode AVE—T oA ABZATEHRELET,

vlan (//v—_) a7 4 X2 —va Ju— L VLAN 27 4 X a2 b— g2 F— RE[lE
V) (Cisco I0OS D~==2T L% %) LET,

vlan (VLAN 27 4 F¥a21—Y3y) VLANza2V 7 4Fal—var E—REHBELET,
(Cisco I0S D~ == 7 V& HR)

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show vian group

show vilan group

VLAN 7 V—7Z~ v B 7 I TW5h VLAN #F-R7 5121%, show vlan group $5# EXEC =~
RE[EHLET,

show vlan group [group-name group-name]

BX DA group-name L) 5 L7 VLAN ZL—Flo~ v B 7SN TWwW5 VLAN 205 L
group-name 93,

TIAIE L

avY Rk E—F ##E EXEC

av Y FEE yy—= EREHR
12.2(54)SG Zo=a~< RiE, Catalyst4500 vV —X A4 v F Ca—VoiiaPR— b5 K

IWERSNE LT,

BRALOHM F54Y  show vlan group =~ > FIZBEFD VLAN 2 v —7 % KR L, % VLAN Z L —T DAL R Th B
VLAN 5 X 8 VLAN O#ipH %7~ L EJ, group-name ¥ —7 — RZEHI 2545, group-name 515
THE L7 VLAN Z V=T DA U RGN ERESNET,

1 WOBITIE., BED VLAN Z L —T DX " E R+ 551 LET,

Switch# show vlan group group-name ganymede

Group Name Vlans Mapped

ganymede 7-9
BEaITUF avwUk st
vlan group VLAN ZV—7 % B E I3 AR L ET,
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show vlan internal usage W

show vlan internal usage

WS VLAN #I0 4 TP 215 A K< T 5121, show vlan internal usage =~ > N/l L £,

show vlan [id vian-id] internal usage

X DEREA id vian-id (fE&) fi7E L7 VLAN ONES VLAN FI0 5 Tz 2o LEd, AEOHAE
I3 1~ 4094 T,

TI2HILE TDavy RICET 740 FRENRH Y £ A,

avY kK E®E—F H:HE EXEC £ — K

av Yy FEE Jy—= EEER

12.1(19)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
7l KOFITIE, BUEDOWNES VLAN %10 24 T2y 215 a #orT 2 Fikzd rmL £,

Switch# show vlan internal usage

VLAN Usage

1025 -

1026 -

1027 -

1028 -

1029 Port-channelé6

1030 GigabitEthernetl/2
1032 FastEthernet3/20
1033 FastEthernet3/21
1129 -

WOBITIE, FEED VLAN ONHES VLAN E 0 Y CIZET 3 EH e E£RT D HEE R LET,

Switch# show vlan id 1030 internal usage

VLAN Usage

1030 GigabitEthernetl/2

BEav> R avwyEk B

g&

vlan internal allocation policy N VLAN o 4 hHFR 2/ ELET,
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M show vian mapping

show vian mapping

N7 227 R—FDVLAN ¥ v B ZICOWTOFERZ RS 2 I121E, show vlan mapping F7H EXEC
avy REfHLET,

show vlan mapping [interface interface-id] [ | {begin | exclude | include} expression]

X DA interface interface-id (FEE) B E LA Z—T7 x4 A0 VLAN = v B L ZESH A2 05 L
7
| begin UEE) expression & —ET 21T LR RZMAIGLET,
| exclude (LE) expression & —ET DT ERPLERINLE T,
| include UEE) FBEESNT: expression & —¥T 217 2FRICEDET,
expression SZHAA L NELTHERT A HINOCFSNE/ELET,
T74IE L
vk ®—F ¥ EXEC
av > FERE J1yy—=x EEEM
12.2(54)SG Z Dz~ KA Catalyst 4500 > U — X 24 v FITBMENE LTz,

BEREDAA FS54>

]

LFEHTIE, KT ENLFEREIESNET, =& 2 iE, | exclude output & AS L7254, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

&IZ, show vlan mapping =~ > ROH IR LET,

Switch# show wvlan mapping
Interface Fa0/5:

VLANs on wire Translated VLAN Operation
default QinQ 1 selective QinQ
Interface Fa0/2:

VLANs on wire Translated VLAN Operation

2 104 1-to-1 mapping

WIZ, A ¥ —7 = A AZxT 5 show vlan mapping =~ > KOH iz R L ET,

Switch# show vlan mapping interface fa0/6
Interface fa0/6:

VLAN on wire Translated VLAN Operation

1 11 1-to-1 mapping
12,16-18 100 selective QinQ
* 101 default QinQ

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG
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show vian mapping Wl

BZEa<F avwok B
switchport vlan mapping A H—T 2 ATVLAN v v B U 7 HRELE

o

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
| oL-27596-01-J .m



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

Hl show vian mtu

show vian mtu

% VLAN Ofg/Meit2 = v b L O Maximum Transmission Unit (MTU; fg Kigikzxr=v ) A X
7 4HI21E, show vlanmtu =~ > REFHL £,

show vlan mtu

BEXDA Zoawr RITE, BIBERRF—T—FIEHY EHA,
TI+IE Zoawy NITRT 740 FERERD D £H A,
OV K E—F ¥t EXEC £— R
av Y FEE Jy—= EEER
12.1(13)EW  Z =~ F78 Catalyst 4500 U — X A4 v FITBMENE Lz,

EREDAHA R34y

o< K30 MTU_Mismatch #l1Z, VLAN O3 _XTOKR— hTMTU BRI L0 EI NERLET,
MTU_Mismatch #iZ lyes] NERESN7HAE, VLAN 28725 MTU % FioR— FAFEEL, MTU
DRERF— 0D MTU 2/ RAR— MIAA v F 7SNy R Fay P ENDREERH
D2 EEERLET, VLANIZ SVIBRRWGEE, N7 () %50 SV MTU SICRRESNET,
VLAN T, MTU-Mismatch 5iZ lyes] BERINTWVDHEH. MinMTU ZF2HR— & MaxMTU
BROR— FOLARINRFINET, VLAN T, SVI_MTU 78 MinMTU £V b R&EWEE,
SVI_MTU ®#IZ [TooBig| MBFERINET,

1 wOFTiX, showvlanmtu =~ > FOHHZRLET,
Switch# show vlan mtu
VLAN SVI MTU MinMTU (port)  MaxMTU (port) MTU Mismatch
1 1500 1500 1500 No
Switch>
BEav U F avwy kR B
mtu Ry S OERKY A XF 721% Maximum Transmission Unit

MTU; ig Kfpika=v ) 2T LIck-oT, A
VR—T 2 A ATV R T —bxk A x—T NI LE
7,
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show vlan private-vian W

show vlan private-vian

77 A ~— k VLAN {§#i & &< 9 2121%. show vlan private-vlan =~ > REfEH L E9,

show vlan private-vlan [type]

XD EREA type (TE) 74— 1 VLAN # A 7% &~ LET, AReMEIX, isolated, primary,
community, twoway-community nonoperational, # J T normal T9,

FI2+IE COavy RICETF 740 FRERS Y 8 A,

avY kK E®E—F H:HE EXEC £ — K

av Yy FERE Jy—= EEER
12.1(8a)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
12.2(20)EW 23 2=5 4 VLAN O#R— h 8BNS E Lz,
15.1.0 SG EtherChannel T® PVLAN €— KOV KR — bk, T— RNIKRDEEY T, T4

~N— Kk VLAN A+, 774 _X— K VLANEE. 77414 X—hF VLAN b7 7
vHUEY, BIOT T4 X—K VLAN +7 7 RA,

ERAENHM K54  show vlan private-vlan type =~ > KT VLAN % A 773 normal & FRENT-HE. I 4 X— |
VLAN 2> 7 4 Fab—a V) CEHEO VLAN MEH IR TWAD Z L &R LE T, normal ERR I
TG E, 24 TREREINDANC 2 20 VLAN BEEFf T 5N TR, 77 A <X— F VLAN [ZEE
waﬁw LERLET, ZOHRIE. Ty ZICRILET,

] KOFI T, BIERESNTVSTATOT T A ~— k VLAN [CBF 5 Wz #5775 Hikkr L
\?AO
Switch# show vlan private-vlan
Primary Secondary Type Ports
2 301 community Fa5/3, Fab5/25
2 302 community
2 303 community Fa5/3, Po63
10 community
100 101 isolated
150 151 non-operational
202 community
303 twoway-community
401 402 non-operational
Switch#

GE)  2¢A® Primary fEIX, 7Y v T—Ya URNFELRN EERLET,
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M show vian private-vlan

WOFITIZ, BIERESNLTNDTRTOT T A _— b VLAN ¥ A ST 21 RE£RT 2 HEE

F~LET,

Switch# show vlan private-vlan type

Vlan Type

202 primary
303 community
304 community
305 community
306 community
307 community
308 normal
309 community
440 isolated
Switch#

7 2-36 12, show vlan private-vlan =~ > NOHINZERINDE T 4 — /L ROFGHZRLET,

#* 2-36 show vlan private-vlan A< > FOHEHT7 1+ —IL F
J4—ILF B
Primary 774~V VLAN O& =,

Secondary

v %) VLAN OF =,

Secondary-Type

%Y VLAN % 1 71X isolated ¥ 721X community T,

Ports VLAN NOFR— &R LET,
Type VLAN O &% A 7T, RARSNDFREMEDH L EIX, primary,
isolated, community, nonoperational, % 721X normal T3,
EEEESIS avUR B

private-vlan

74 _—k VLAN BLOIFFA4—F VLAN L&l
AU VLAN o7 Vo —s g v EHELET,

private-vlan mapping RMU7ZA4~YU VLANSVI 23F95 L9512, 794~

U VLAN &t %Y VLAN Blo~ > v 7 2{E L E
EE
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show vlan remote-span W

show vilan remote-span

Remote SPAN (RSPAN) VLAN @V 2 k& &3 21Z1E, show vlan remote-span =~ > RaffiH L
F7

show vlan remote-span

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
T24+ILEK ZOavy RICET 740 NRERH Y £ A,
avY kR E—F ¥#E EXEC E— F

av Y FERE Jy—=R EEER
12.1(12)EW ZDoa~r KA, Catalyst4500 U — 2 24 v FIZBMERE LT,
fl WO TIE, RSPAN VLAN @V 2 & #5425 HiEE R LET,

Router# show vlan remote-span
Remote SPAN VLANs

2,20

BEEa<2 =AY Ste
remote-span VLAN % RSPAN VLAN (ZZ5#: L £,
vlan (VLAN 7—4# ~X—2 £—F) FrED VLAN 3% E L 7,

Catalyst 4500 1) —X XA wF Ciscol0S I F Y77 L >R IJ—X |0S XE 3.4.0SG H& U 10S 15.1(2)SG
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W show vmps

show vmps

VLAN Query Protocol (VQP) /\— = | HfgaBMIRE, #1714 VLAN Membership Policy
Server (VMPS; VLAN AR —2 w7 RY — H—) [P 7 RV A, BIEOY—, BT T4

<~V b= REFRTHIZIE, show vmps =2~ REHHL £,

show vmps [statistics]

X DEREA

TI2HIE

statistics (EE) 7747 MIOHEHEREZFR R LET,

COAax Y RITET 74NV FRENRH Y £H A,

¥ #E EXEC £— K

7

[l Catalyst 4500 >)—X X4 v F CiscolOS a7 K JI7L >R Y Y—2R |0S XE 3.4.0SG & U 10S 15.1(2)SG

)= EEER

12.1(13)EW  Zo® =< FA Catalyst 4500 > U — X 21 v FIBMENE Lz,

WoOHITIE, show vmps =2~ > KO HZRLET,

Switch# show vmps

VQP Client Status:

VMPS VQP Version: 1

Reconfirm Interval: 60 min

Server Retry Count: 3

VMPS domain server: 172.20.50.120 (primary, current)

Reconfirmation status
VMPS Action: No Dynamic Port
Switch#

wOFITIE, show vmps statistics =~ > FOHHEZRLET,

Switch# show vmps statistics
VMPS Client Statistics

VQP Queries: 0
VQP Responses: 0
VMPS Changes: 0
VQP Shutdowns: 0
VQP Denied: 0
VQP Wrong Domain: 0
VQP Wrong Version: 0
VQP Insufficient Resource: 0
Switch#
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showvmps H

BEaIUF avwyFk B
vmps reconfirm (4# EXEC) VLAN Query Protocol (VQP) 7 VU —%3%{FL T
VLAN Membership Policy Server (VMPS; VLAN %
NP R =P =) TOTRTOFAFIvY
VLAN #1104 CTE B L ET,
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W showvslp (REXS v F)

show vslp (RFERX A v F)

RABAAL v F Vo y Fra han (VSLP) A v A% v AEREFRT 511X, EXEC *£— F T show
vslp 2~ REFEHLET,

show vslp {lmp | rrp [#type]} | {instances | Imp [£ype] | packet [counters] | rrp [fype]}

EBX DR Imp Voy AvsF oA 7Fa bha (LMP) e ELET,
rrp o —/UfiE 7 k2 (RRP) 1H#HEEELET,
type BHWOLZ A THIEELET, AMECONTIE EHEOHA RSA 2] BZ =
VESRLTLIEE N,
instances VSILP f VAR VA = BV T EFERLET,
packet VSLP 7w ME#ERRLET,
counters ({EE) VSLP X7 v b hv v ZiEREERLET,
T2+ Zoawy RT3 FERENDH Y ¥ A,
avY K E—F HeHE EXEC E— K
avy FEE yy—=x TEEM
Cisco IOS XE 3.4.0SG & Z Dz~ R Catalyst 4500 > U — X A A v FITBMEINE LT,
O 15.1(2)SG

BRLEDHA RSMY type BIERDOENEIL, kD LBV T,
e counters: WV U HAEREFRLET,
o detail : FEMIEHRAEZFRRTLE T,
o fsm: FERKE~T > (FSM) OF#REFRRLET,
e neighbors : XA N—fFHEZERRLET Ump ¥— T — REZFTHR—bINET),
o status : AT — X AFREFRLET,
o summary : FROV~ I —E2RRLET,
e timer : Tx 8 XU Rx hello ¥ A ~—fEZF R LET,

show vslp Imp timers D H IR RSN TWD ¥ A ~—IL, show vslp Imp summary =~ > RO H I
bEREINET,

show vslp rrp detail =~ > ROHNIZIZ, kOa~r KL OFERPEENE T,
e show vslp rrp summary
e show vslp rrp counters

e show vslp rrp fsm

i Wiz, BED VSLP A v AZ A0 LMP IE#ROY~ ) —2F R4 50 %2R LET,

Catalyst 4500 ¥ J—X XA ¥ F CiscolOS Ia2Y K YI7 LR J1J—2R I0S XE 3.4.0SG & & U 10S 15.1(2)SG
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Router# show vslp 2 lmp summary
LMP summary
Link info:

Configured: 2 Operational: O

Peer Peer Peer Peer
Port Flag State Flag MAC Swtch Port
4/1 v link down - - - -
4/2 v link down - - - -
Router#

WIZ, VSLP f VAZ VA = B T aERT 05 RLET,

Router# show vslp instances
VSLP instance mappings:
Instance Num Name

Router#

KIZ, LMP R A Nz £rn T 502" LET,

Router# show vslp 2 lmp neighbors
LMP neighbors
Peer Group info:
Router#

# Groups: 0

KT, LMP ROV~ —&2RKR"T 502~ LET,

Router# show vslp lmp summary
Instance #1:
LMP summary
Link info:

Configured: 3 Operational: 1

Peer Peer Peer Peer

Interface Flag State Flag MAC Switch Inte
Gil/3/1 v link down - - - -
Gil/5/4 vE operational vE 0013.5fcb.1480 2 Gi
Gil/5/5 v link down - - - -
Flags: V - wvalid f -> B - bidirectional

WIZ, LMP Tx B L' Rx hello # A ~— &2 E£R_T B2~ LET,

Router# show vslp lmp timer
Instance #1:
LMP hello timer

Hello Tx (T4) ms Hello Rx
Interface State Cfg Cur Rem Cfg C
Gil/9/1 link down 1000 - - 500000 -
Gil/9/3 link down 1000 - - 500000 -
Gi1/9/5 link down 1000 - - 500000 -
Router#

RIZ, VSLP "7 v MEHRERRT 5B 2R LET,

Router# show vslp packet
VSLP packet counters
Transmitted:
total 1543
error =0
err cksum =0
eobc =0
ibc =0
eobc [LMP] =0
eobc [RRP] =0

show vslp (REX A v F)

Timer (s) running
(Time remaining)

0x00000001

Timer (s) running

rface (Time remaining)

1/6/4 T4 (240ms) T5(2.22s)

(T5*) ms
ur Rem

| oL-27596-01-J
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W showvslp (REXS v F)

eobc [PING] =0
Received:
total = 1564
error =0
err cksum =0
eobc = 1564
ibc =0
total [LMP] =0
total [RRP] = 0
total [PING] = 0
eobc [LMP] = 1559
eobc [RRP] =5
eobc [PING] =0
Router#

WIZ, VSLP N7y b o ZiEMaeFfornt 202 R LET,

Router# show vslp packet counters
VSLP packet counters

Transmitted:

total = 28738

error =0

err cksum =0

eobc = 28738
eobc [LMP] = 28701
eobc [RRP] = 17
eobc [PING] = 20

ibc =0
ibc[LMP] =0
ibc[RRP] =0
ibc[PING] =0

Received:

total = 28590

error =0

err cksum =0

eobc = 28590
eobc [LMP] = 28552
eobc [RRP] = 18
eobc [PING] = 20

ibc =0
ibc[LMP] =0
ibc[RRP] =0
ibc[PING] =0

Router#

WIZ, RRPIEHMDOY~ U —2FRmd 56l 2n L ET,

Router# show vslp rrp summary
RRP information for Instance 1

Valid Flags Peer Preferred Reserved
Count Peer Peer
TRUE \ 1 1 1
Switch Peer Switch Status Preempt Priority Role Local Remote
Group Number SID SID
Local 0 1 Uup TRUE 200 ACTIVE 0 0
Remote 1 2 up FALSE 100 STANDBY 9272 271

Flags: V - valid
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show vtp

VTP #EHE @I LN A A AMEHREFRT H121E, show vtp =~ Raf L £,

show vtp {counters | status}

showvtp W

X DEREA

counters VTP ¥atiE e E L £ 7

status VIP KA AV AT —H ZAZFELET,

T2+ EK

ZOa<wy RIZIET 74V MRERSHY XA,

¥ #E EXEC £— I

]

)= EEEH

12.1(8a)EW Z o=z~ KA Catalyst 4500 U — X 2 v FITIBMENE LTz,

WROFITIEZ, VTP HatE e R+ 2 Hika R LET,

Switch# show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors
Number of config digest errors
Number of V1 summary errors

OO0 o0 OoOkr WOor K
=

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device

Fa5/9 1555 1564 0
Switch#

WIZ, VIP FAA » AT —Z AR RT o0 RLET,

Switch# show vtp status

VTP Version HE

Configuration Revision : 250

Maximum VLANs supported locally : 1005

Number of existing VLANs ¢ 33

VTP Operating Mode : Server

VTP Domain Name : Lab_Network

VTP Pruning Mode : Enabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MD5 digest : 0xE6 OxF8 0x3E 0xDD OxA4 OxF5 0xC2 O0xOE
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W show vtp

Configuration last modified by 172.20.52.18 at 9-22-99 11:18:20
Local updater ID is 172.20.52.18 on interface V11 (lowest numbered VLAN interfac

e found)
Switch#

WOFITiE, show vtp H IO Summary & W5 EEZGL(TET 2R RT D HEEZRLET,

Switch# show vtp counters | include Summary

Summary advertisements received

Summary advertisements transmitted :
Join Transmitted Join Received

Trunk
Switch#

1
32
Summary advts received from

# 2-3712, show vtp 2~ > FOHNICERRESNLDET 4 — /N OB Z R LET,

® 2-37

showvtp av>Y FOHAZ71—IL K

Z4—ILF

g!lé

BA

Summary advertisements received

ZESNTY~ U — 7 RRZ A XA FOEFE

Subset advertisements received

SNEH Ty N T RAZAL AL FOSEE,

-~
paflls

Request advertisements received

SNTCHERT RARZ A XA R DEFH,

—~
(Tl

Summary advertisements transmitted

SNleY~U— T FRZA XA FOEFE

Subset advertisements transmitted

AR
halill

—_—
pafll

ENTHTEY b T RAZA XA FOEEE,

Request advertisements transmitted

FESINTERT RS A XA S OB,

Number of config revision errors

a7 4 Fal—vary JEYar =7 -0,

Number of config digest errors

2T 4 FXa2l—vary I EYaryr XAV AN ZTF—D
3.

Number of V1 summary errors

VI~V —x7—0D¥,

Trunk

VTP 7N —= BN T D T R—F,

Join Transmitted

EEEINTE VTP FL—=127 Join ©O¥k

Join Received

ZESN VIP FL—=127 Join ®¥k

Summary advts received from
non-pruning-capable device

FeT N— = TIIET A A BRGNS~ ) — 7 F
NG A XA S DR,

Number of existing VLANSs

KA A > ND VLAN O&EH,

Configuration Revision

VLAN 1§ # & 2T 272D S5 VIP Y ey a 3%
%

Maximum VLANSs supported locally

TR ATHAIEN TS VLAN O KK

Number of existing VLANSs

BEAFD VLAN %,

VTP Operating Mode

VTP N A 2 =T NITF 4 =T AE R LET,

VTP Domain Name

VTP KA A > D4l

VTP Pruning Mode

VIP N —= IR A X —TNINTF B —T A nZE R L E
7

VTP V2 Mode

VIPV2 £—RZH¥—23 7747 b, FRITFT AN
7Ly hELTRLET,

VTP Traps Generation

VTP }Z v 7ERE— RBA R—TNInT 4 B =T Wik
RLET,

MDS5 digest

F = v 7 AME,
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showvtp W
BEEavF avv kR St
vtp (Fe—rp ar74F¥al—va VIPar74F¥al—yalry AML—Y 77 A NVOA4T]
v ®—FK) EEELET,
vtp client TNAAENTP 7747 b F—RIZLET,
vtp domain TNAADEBRRAAS VB ERELET,
vtp password VTP RAA v RAT— REERLET,
vtp pruning VLAN 5= 4 R—= 2T/ )I—= T F—T WL E
R
vtp server FNAL 2% VIP —RN E— RIZ L7,
vtp transparent FNRAAZ VTP b AT Lk F—FRIZLET,
vtp v2-mode N—=Ta v 2E—REARXR—TMIZLET,
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