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spanning-tree bpdufilter 2-986

spanning-tree bpduguard 2-988

spanning-tree cost 2-989

spanning-tree etherchannel guard misconfig 2-990
spanning-tree extend system-id 2-991
spanning-tree guard 2-992

spanning-tree link-type 2-993

spanning-tree loopguard default 2-994
spanning-tree mode 2-995
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spanning-tree mst configuration 2-998
spanning-tree mst forward-time 2-1000
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spanning-tree mst root 2-1004

spanning-tree pathcost method 2-1006
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spanning-tree portfast default 2-1012
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spanning-tree uplinkfast 2-1014

spanning-tree vlan 2-1016

speed 2-1018

storm-control 2-1021
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subscribe-to-alert-group configuration 2-1027
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switch (RFER A v F) 2-1037

switch convert mode ({RIFEX A v F) 2-1038
switch virtual domain (fRFEEX A v F) 2-1040

switch virtual link ({RIEEZX 1 v F) 2-1082

switchport 2-1043
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switchport block 2-1049
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transport udp load-share (netflow-lite T2 X/R—% 4+ TE—F) 2100
trust 2-1093
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I# a— ROEFHIEER (1) /23R Fids B B354
HIIE, I AV MITHDLIZEERLET,

() 1 F. ROLEHICRLTVET,

[VERR) T3, BNOBHL, Z0~v=a 7 AVUSNOBRBER L 2 BA L TOET,

HEEIE, ROXIICRLTVET,
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KIT I =2T T4 ATEEST D@MANBR LU TISRLET,

OpenSSL/Open SSL Project

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/).

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
This product includes software written by Tim Hudson (tjh@cryptsoft.com).

License Issues

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the
original SSLeay license apply to the toolkit.See below for the actual license texts.Actually both licenses
are BSD-style Open Source licenses.In case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and
the following disclaimer in the documentation and/or other materials provided with the distribution.

[ oL-27596-01-J
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3. All advertising materials mentioning features or use of this software must display the following
acknowledgment: "This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/)".

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote
products derived from this software without prior written permission.For written permission, please
contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)".

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS"' AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO
EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).This product
includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License:
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com).All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are
adhered to.The following conditions apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code.The SSL documentation included with this distribution is
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.If
this package is used in a product, Eric Young should be given attribution as the author of the parts of the
library used.This can be in the form of a textual message at program startup or in documentation (online
or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.
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3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)".

The word 'cryptographic' can be left out if the routines from the library being used are not
cryptography-related.

4. If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement: "This product includes software written
by Tim Hudson (tjh@cryptsoft.com)".

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be
changed.i.e. this code cannot simply be copied and put under another distribution license [including the
GNU Public License].

RZATFILDAFFTEB L VT ZHIL YiR—F

Y= a T NVDAFEFE, T =0 BR— b ZOMOFRRERIZOVT, k> URL T, 5H T8
&b [What's New in Cisco Product Documentationl] %#ZM L T ZE, YA IOHHEB L OKET
RO~ =a2 7 VO—EERENTWET,

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

[ What's New in Cisco Product Documentation] X RSS 7 4 — R& LCHERCTEEd, F7/2, V—F—
THVr—varEZFERHLTCary Ty YNRT A7 by FICEBREEIND L IICRETH L TEE
9, RSS 7 ¢ — NI OH— A TH, YA FHFE, RSS A= a 20 %R —FLTWET,
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(CLD oW THML, ZNOZ2HEHTLHIECOWTHPALET, ZOREIE, KRONETHE S
TWET,

o [~ 7oFkR) (P1-1)

o Tawr R ATy arokiEFiEl (P.1-2)

e o<y R E— RO (P.1-6)

o [a<2 R no BRI L default X OfEH] (P.1-7)
o [CLI X8O M) (P.1-7)

o [EHELUEZGFEOMRE (P1-12)

Catalyst 4500 >V — X A A v F Cisco 10S DR E DI SWTIL, [Catalyst 4500 Series Switch
Cisco 10S Software Configuration Guide] %ZH L T 7ZE 0,

ANILTDORTR

av R E—FTHHTEDLa~ ROV R MERRTDHIZIE, VAT T 7 FCTREF (2) &
AHLFET, /2. ZORBMIETFE~NVTOBEZHEAL T, a~v 2 FRILIZF—UV—FBL 5| ¥%2%E
RTHIELTEET,

#F1-1l2, a~r FE—F, av K, $—=U—FK, FEE5IBIUKTFETE2~N T 2R RTDHDIC
ANT&EHa~wr RerRLET,

= 11 ANVTDETR

avwvk B

25 RO Y BEDXFINTHEL A~ FOY X b 2#RLE
T (v FERMFORITIIAR—Z % A2
TLIEEW),

= N SEFH4r<Tab> WHEETCAA LI~y FEDATMEETNE
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R
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& 11 ANLTDRTE (HE)

avw> kR B

22 N? O ROTRTOF—U— R —EHFRLET,
awr REEMFORIZAN—2% ANET,

T N E— T B F—U— ROTRCOFME—EFERLET, F—
T — R &G ORICAN—2 % ANET,

-~ > & - ~

AT R AT avOBRERSE
ZITHE, avr FOBLERRT LI HEOHZRLET, BIUIMEEELIIMNEDOF—T — R TR
SNET, av U FOXF—U—RFE2RRT 2L, I~ N e FCERMF (2) 2 A0T 250,
AT RDO—EAR—REAT LTcdh LT8R E AT LET, Catalyst 4500 U — X 24 v F (T
LA F—U— R £F—U— FOMELFHANRERENE T, L 2E, Fe—rL =
Y74 Falb—YarE—FTarap 2~ FOTRTOF =Y — 2T 52id, arap? &AL
ij‘o
#1212, avr FOANZRE B L L2ERA (2) OEMRFEOHIZOVWTRL, ROa~v s R
DANSIFEZDOWTNEEZ B> THALET,

* interface gigabitethernet 1/1

e channel-group 1 mode auto

& 1-2 AR AT avorRAEE
avw vk By
Switch> enable enable =~ > K& /SA T — K% AL
Password: <password> LC. B EXEC =2~ Rlc7 7 &
Switch#
ALET,
H5#E EXEC £ — F3BMGEND &
a7 B switch# (B F9,
Switch# configure terminal Jau—)L a7 4 Xalb— gy
Enter configuration commands, one per line. End with CNTL/Z. e F‘%Eﬁﬁé Li?‘
Switch (config) # ’
Ja—)L a7 4 Xal—g
E— FPRBEShD L, TrTh
2 Switch (config)# [IZ&PH VY £9°,
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| #1% ARV RSAU AVE—TIAR

av F AT avoruEAE A

= 1-2 AR R AT avnBRFEE )

avwvk B

Switch (config)# interface gigabitethernet ? AV B —TxA A AT 4Fal—
<1-9> GigabitEthernet interface number gy F— P’fﬁfsﬁﬁé?‘é@l(i

Switch (config) # interface gigabitethernet 1/1

Switch (config-if)# interface gigabitethernet 7 o —/ )1

ary74FXal—varyavr e
FERLT, BETDFHTEY b A—
PRy b A =T oA RAEHEL
e I

? EANL, 2w K I TRIZ
ANPRERERZFRLET, 2
DT,
module-number/port-number &> 9
XTI ~9DA v F—T oA 2AFKH
EANNTLHHERH Y £,

AR =T A A AT 4 Fal—
var E—FRRMichb e T
V7 RS switch(config-if)# (24D

D i‘j_o

Switch (config-if) #? ? AL, FHTEY N A —Y Ry
Interface configuration commands: M A B —T = A 2% LT{EEH%'C

access-expression Build a bridge boolean access expression . . .

apollo Apollo interface subcommands & 5#’\'(@4 AT AR T

appletalk Appletalk interface subcommands T4 F¥alb—vary avry FOUA

arp Set arp type (arpa, probe, snap) or timeout }‘%fgéﬁ%1/337fo

backup Modify backup parameters

bandwidth Set bandwidth informational parameter

bgp-policy Apply policy propogated by bgp community string

bridge-group Transparent bridging interface parameters

carrier-delay Specify delay for interface transitions

cdp CDP interface subcommands

channel-group Etherchannel/port bundling configuration

clns CLNS interface subcommands

cmns OSI CMNS

custom-queue-list Assign a custom queue list to an interface

decnet Interface DECnet config commands

default Set a command to its defaults

delay Specify interface throughput delay

description Interface specific description

dlsw DLSw interface subcommands

dspu Down Stream PU

exit Exit from interface configuration mode

fair-queue Enable Fair Queuing on an Interface

flowcontrol Configure flow operation.

fras DLC Switch Interface Command

help Description of the interactive help system

hold-queue Set hold queue depth

ip Interface Internet Protocol config commands

ipx Novell/IPX interface subcommands

isis IS-IS commands

iso-igrp ISO-IGRP interface subcommands

Switch (config-if) #
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® 1-2 AR F AT avnRERE (#E)

avy kR

=]:)

Switch(config-if)# channel-group ?
group channel-group of the interface

Switch (config-if) #channel-group

arbe—=Zd L TRET DA~
YREANLET, ZoFITIE
channel-group =~ > R&ZfH LT
WET,

? AL, avwr R T4 TRIC
ANBEREREZRRLET, &
DOFITIL, group ¥—V— K& AJ)
THMLERH D T,

<cr> WERENTWVARNWED, o<

VREFZTTDITIESHITEREA
NTDUENDD T ENDLNY ET,

Switch (config-if)# channel-group ?
<1-256> Channel group number

Switch (config-if) #channel-group

group ¥— 7V —FZ AJL7H, 2%
AL, a~<w2 K 74 TRIZAT
DUBEREREZRRLET, 2O
T, Fr R Z—7FE (1~
256) # AT HLERHY T,

<cr> WERINTWRWNWZD, a<

VREETTACIIESICERE A
T DVERHDZ ERNDY £9,

Switch (config-if)# channel-group 1 ?
mode Etherchannel Mode of the interface

Switch (config-if)#

F xRN IN—TEEEAND LD,
?EANNL, a~xr K T4 TRIZ

ANMVERIERE R RLET, 2

OFITIE, mode ¥F—7U— F& A4
HBLENDHY FT,

<cr> WERINTWRWNZD, a<

VU RESETT DI ESITHERE A
NTDHDVENHDLZ RN 7,

Switch (config-if)# channel-group 1 mode ?

auto Enable PAgP only if a PAgP device is detected
desirable Enable PAgP unconditionally
on Enable Etherchannel only

Switch (config-if) #

mode ¥— 7V — FZ AJJL7EDL, 2%
AJIL, a~<wy K 54 TRIZAT]
PDUERIERHZRILET, ZOf]
TIlZ, auto. desirable, F72/% on
F—U—REANTHLENRHY F
7

<cr> WERINTWRWNZD, a<
VRERETTDHICIEESITHERE A
NTHMENDDZ b £7,
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av F AT avoruEAE A

* 1-2 ARV R AT avorRFE BE)

avwyv Rk B i

Switch(config-if)# channel-group 1 mode auto ? ZOFITIE, auto F—VU— & AN
<ecr> LTWET, auto ¥F—7— K& A

Lieb, 2 &AL, axrF I
CTRICAN P RBEIRHA 2R R L
£,

<cr> MBREINTWVWA DT, Return
FHLCa~vy RaEgT TEFET,

¥ —U— KR —flicERENT
WAEA, ¥—U— R&BIMANT
57, Return 2L Ca~r K&k

Switch (config-if)#

TLET,
Switch (config-if)# channel-group 1 mode auto ZOHITIE, Return 2L Ca~v
Switch (config-if) # RERTLTWET
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W o< F =—FOBE

aAvU K E—FOHME

Catalyst 4500 U — X 2 A »F D Cisco [0S 22— /1 V' F—T 2 A AIFIEIERE—RBHY &
T, HHTE D a~y ROEEIX, BIEOE— RIZK - TRRY 4, VAT L T a7 b TR
(?) ZANTLHLE, av U FE-FILIFATE 23~ FOY X b aRRTEET,

Catalyst 4500 U —X A4 v F Ty a vElcT 2L &%, FF=2—¥ £—F (EXECE—F¢&
HIFENET) BB LET, EXEC E— FTiX, —#oa<vy FLAMEATEERA, T3 To=
< REMHEHATE DL OICT5I21%, $5H EXEC T— F& BT 2L ENRH Y £, 454 EXEC £—
N&BRIGT HICiE, @, ATV — FRLETT, F#HE EXEC £ — FTiX, §XTO EXEC =< R
WERCTE, /v — UL ar7 4 Xal—vary = R&EfBT2bTEET, KOO
EXEC 2wy NiE—KiR b D TH, file LT, FEDT A 7 LOBHIEDRIEL KT 5 show =+
Ko, B ERA v Z—T =2 A%HEETD clear 2~ FRHIF L E T, Catalyst 4500 U —
R AL v FOFEEIREZ EXEC 22~ v RIZRTFSNEHEA.

AT 4 Fal—vary E—REEATLIE, FTa 74X 2L —vaZEBEMAHIENT
TET, AT A4 F 2L —vaVICHTDEREZRAFET D &, Catalyst 4500 >V — X 2 A v F 2l
FLTCHLZFOETFHNENMERSNET, Fon—L a7 4Fa2lb—vary BF—RTIE, A& —
TxzA A a7 4Fal—yaryE—K, V7 A X —Tx2f A a7 4FXal—YarEt—F B
FOZEofmo7e havEEOE— FEHBETEET,

ROM E=% E£— KL%, Catalyst4500 >V —X A A v F & EFITHE T WA 2 @5
?OE— R TT, Catalyst 4500 'V —X A4 v FRT 7R b= "PERBHFFICHRR AT A A A=Y
EHRETEARWES, FRTEBFCa 74 Xalb—Yay T A ABRBBLTWESHE, V27
LIXROM E=4 £— RERIAT 2560800 £,

#1312, Epa~vr R E— FOoMEEZRLET,
*® 1-3 FLEaAvToF E—FOBME
avwy kR E—
K T RFAE Jarv7Fk RTHZE
2 —H% EXEC |vZ/ A LET, Switch> logout =~ > R&EFEMALET,
E—F
HetE EXEC o—4 EXEC &— K> |Switch# z— EXEC £— RIZE 246X, disable =~
ET—FK 5. enable EXEC =~ Y REANLET,

Y REANLET,

Jua—rL ar 7 4 ¥al—vary B— Rnb,
configure terminal 574 EXEC =~ F&Z AJJL
\i ‘é—o

7 a—)L a

FitE EXEC £— Fnb

Switch (config) #

¥¢iE EXEC E— FIZR 2 %A 1%, exit £72/% end

V74 ¥ configure terminal 5+ avy REANT L0, Cul+Z 2L E7,

;:iay ??Cj?yF%Aﬁb fo B =Tzl R arT (Fal—ar E—F
° Z Pt HI2i%, interface =7 4 X2 L —3 g

vavwr REANLET,

A H—T Jua—sN\)L 227 ¢ ¥ |Switch(config-if)# Ja—nR_) a7 4 Xal—rary ET—RNIRES

A Aary74 |L—vary E—FT, A, exit a2 FEANLET,

i;k:?a ?ﬁ?@?iﬁ;ﬁ;&/ M EXBC E— RICRAHA L, exit 2~ K

— — s

THsH L £

ANT D0, Ctrl+Z ZF L £7,

BT A—T 2R T 4 Fal— gy
E— FZBHLET 5121, interface =~ K& {EH
LTHITA v E—T A AEFBELET,
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| $1% a

RUFSAAV3—Tz4RX

37> F® no Bat# & U default BxosER M

® 13 EFHaATUR E—FOBE (&)
avwrk E—
K TOERAAE JarvFr BTAHE
YIS — (B —T A A 3 |Switch(config-subif)# | m— )L a7 4 X2l —T gy EF—RNIRS
Tz A Ay |[FT4F¥al—ar E— BAIE, exit a2 REANLET,
TA4F¥alb— K. interface =2~ . . e
. ¥5HE EXEC € — F&B4AT 212X, end 2~v 2 R
gy REfEALTYHT A v >
7, Ctrl+Z L °
Y AR LS PHEHTD T EHLET
7
ROM E&=%# ke EXEC &=— K/ 5, |Rommon> ROM E=% E— F&&TT5HEIL. boot 2~

reload EXEC =~ K%
ANWLET, VAT LD
EENERE, #D 60 FPLL
WIZ Break s+ — % L %
7

VREANLTCA A=V EY r— RTHLERD
DET, 7y A VA E o REGS e
T boot A~ FEMEMT DL, 2T L3 T
THN DT T yvva A A=Y (FrR—F 7
Fyva AFY EORHIOA A=) hbHEE) L
T, Fh. BEOTV7 T vva £ A—UhbiEH)
THEDIHETSZ2ZLHTEET (boot system
flash filename =2~ > F&{HH),

a2 R E— ROFEMIZOWTIE, [Configuration Fundamentals Configuration Guidel @ [Using
the Command Line Interface] OFEEZZMML T 7Z X0,

A2 FD no BRE LU default 2D EF

FIETR_RTCoar 74 Xal—rary avry Ricn BRARHY 9, @,
T NCT B EA

-
[

a<y ROMREE T «

no RO a<r FEEELET, ¥—Y—Fno 28 ica~r FEEM

THE TAB=TNMIT LIBENERA, 2—T R0, £72, T 74NV FTTF 4 B—T TR ES

NWTVDOBERENA X —T M0 E7, & 2E [P A—T 4 U IET 740 ST R —T v
ENTWET, IPIL—T 4 7 %FT 4 B—7/MZT 51, noip routing =~ FEEELET,
NEFHEA X —TNMTT DT,

> 2L

X AE

vary avry ROTRTOMLERM L, 2~ FO no BROZENZ OV TIEALET,

-
—

iprouting Z¥HELET, ZTO=2T7 A TIE, 27 4 Fal—

—Hoar T 4 Falb— gy a<wr R, default B3 H 0D F3, =~ KD default 0%,
A RREEFOT 74V MRECRLET, Koo a~y RiET 740 N TT 0 B—T7 /WK E
SNTWDLOT, default BT no BXERUCIZARV E3, 7272 L, —Hoa~r RiZTF 74/ R T
AF—=T NI > TRY, BEPFEDOT 74V MEIZERESNTWET, 20X IRBEIE, a2~
RO default EXEFHTE L, a~r FEf 2—TZ L, TOEHET 7 4/ MEICRTZ LN T
xFE7,

CLI XFHRERDEA

a<y RIANORY — 2 B XTHEFEONET, CLI XTFIMBHAEEZEH T2 &, show 7212
more 2~ ROWMDNERBRELIZTZANZ VT EITHIZENTE, £72 --More-- 7127 N TR
RTANZ YT EITHIZENTEET, ZOHEIL. RKEOHEAZ Y — T80, HANLARHE
TEMERNT AL AEICEL D E T,

MR AT 2 L. BELZERARRZGORIOITND 7 4V Z Y 7 TRV ) & Bl
TEET, a~v U N1 OHVRKRTI DOOT 4 VEEZIRET D0, --More-- 71 7 FTH LW R
REPIHTEET,
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1= ARVESAV 48— 4R |

W CcL xXF5RzOHERA

ERFHR L, Y7 b7 show £72id more 2~ FOH N E D~ v F o 7 E24TH -DICERT
LB = (GEA), BUE. 03X 0B8R A=) 0 Z LT, ERERTIIACFE /N LFERX
BlE, FEMER BB EZRTETD 2N TEET, BMAEHREZHROF L LTix, lSeriall,
Mmisses]. 1138] 72 ENH Y 3, HHARERREOH L LTiE, 100210...]. I(is)). [[Oo]utput]
RENHY FT,

FITTEDH 74 NE Y ZE3EDY £9°,
o begin ¥—UV— REFEATL L, HAFBELLERARREZLITNOHBEY 7,
e include ¥— 7V — REFEMATH L. HIFEE LZERRBEZEHTNMHIET,
o exclude ¥—V—RFZEMATE L. HHTRETC LEEHRER SNBSS ET,
FDH%, D74 NE Y T LIt 1% --More-- 7R R TREBETEET,

(GGE)  CLI SURFIMEBERETIE., BTIOHICEDDIE S THRBERL T ANZ Y U TETHIZEIFTEERA, F
72, CLLIZHTTP 7 7 EA L TWALAIL, 74 VZ IV U T EFETEERA,

EfRBE

EHREHIZ, a~ 2 FHEAIRNDO 1 XFE—FTDH 1 XFICTHIEL, a~vry FEATNOBEE T L —
HTH2EHLFICTHIELTEET, 2Tl BT~ BIOEE TR — 2 2 ERT
L0, BXOWR IR LIEE, IR, (MERE, BLOyaz A0z L0 B2 ERERZERT S
FEIZHOWTHALET,

B—XFNRE—

b BMARIERRIT, 2~ FOMONOFEL 1 2OXFE—8T 5 | LFONRF =TT, fEED
XF (A~Z a~z) FEEFHF 0~9) 21 XFONNFZ—r L LTHEATEET, £/, £OMo
F—AR—RXF (N R [~ L) b1 XFORY— L LTEHTEETH, —HOF—R— XL
FITERKRITIFINRBEREZFELET, £ 1412, FlRE®REZFOXF—A— FXFO—-Ta2rRLE

R
% 1-4 BALE®REROXTF
XF LE17 TAY A S
FEED 1 XF (AX—2%ET) L—HLET,
* O fHLL LD RF—v D —lr AL —FHLET,
+ 1L LD ARE—v Dy —lro A =B LET,
? 0 F/ix 1 HoORRT—0 & —FH L ET,
4 LFEHNOEM & —FHLET,
$ XFHNOFREE B LET,
_(TvEF=x (= (O, EEAya (O, A y=a Q) Ehva (0. Ay =
ay) 0). XFEINOFE, XFHNORE, FTEFAR—ALE—FHLET,

INOORRIT % 1 XFONREZ—2E LTANT BT, FXFORNIANAy 7 ATy va () 24
TR B A Rl 72 LI LET, ROBIE, RAGREE, 7o —Ra7, +ise %551
LFEDSAY— T,

\$\_\+
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| #1% ARV RSAU AVE—TIAR

cuxzmgroEm B

B —OHAEREELT, a~> NhEO~=y F o T 2T ENTEET, 728 21,
W a, e, 1. 00 UDWIT NN EEL LTFAIN—HIT A2 ERERZERCTCEEST, NF—2 v TF
THRRDT 5L, ZNHOXTFDIH 1 XFRLTFINHKETYT, | XTFORY—rOfHAEIEET
D213, 1 XFORE—vEATya ([]) THAEET, KIZHZRLET,

[aeiou]

5 O0FEERI/NLFEOT IV 7y hOWTRNE —ELET,

[abcdABCD]

TNT 57Xy NORPIO 4 LFO/NLFELIIRLTE—HLET,

#HOWNZ Z v o (-) THRCE, fEEELMBEICTE £, Lo®EIEIRO X5 ICHMbs
nEJ,

[a-dA-D]
oy aefNOBE—LFF— L LTEBMTICE, Fyvazb) 1 2BML, TORHINY
7X§“/€/:L%Ajjl/ij—o

[a-dA-D\-]

Frm, AT ya () b1 XFORF—2E LTHRIICANDS ZENTEET, TOEHICE, kO

Lol ATILET,

[a-dA-D\-\[]

FOFNE, RIXFERIINLFOT VT 7 Xy FOFRHIO 4 LF, Xyva, FATyaDnThinic
—H L,

FPHOSEHHICF Y Ly b () 2B HZ LT, #@HO-HaeRiEsSELZ LN TEET, ROHIT
X, fPARE SN X FUSN DT R TOLF L —HLET,

[*a-dqsV]
KOBTIE, FHAaLya () LdERSTRTOXFTE—HLET,
[*\Id]

BEFEDOINNE—>

EREBRZERTSEE, BHROXTE2EL I - 2BETHI b TE LT, HHECUTOLERED
WX, CF, T, BRIREBERO W =R — R FEMAEDLETERLET, =& 213, ad% 138
HCTOERER T, BHERBERNDH L X—R— FXFORNCNA v 7 AT v a2 AT5 & Fikk
TREMWRN 2L 20 £,

BESCTF O — 2T, JEFAKYITYT, ad% EWVW IO EHERBIT, a LWIHIXTOH LT 4 s,
FOHEIZ % REPFHS LT LE—FHLET, XFFOFIZ ad% & WO LFREDIEFTEHEEN TV
W RE—r vy FUTIERBMLET, RO LS BREBELFOERERRAP N HD L LET,

a.

BV A FXFORBREREZEH LTI a & W) LFORITEED LT 1 KD LFHE—HL
F79, ZOFITIE, ab, al, E7oid a2 L5 LFHNRTRTIOEREKHRLE —H|LET,

EUF RORNINY I ATy ab ANTHE, VT RORBRREKRIIRS RV ET, RO LI RE
HEHERDDLE LET,

a\.
fa.] & WO XLFHNFETN, ZOERERIZ—HLET,

FTARTOLF, TRTOEF, TRTOF—A— FXF, LFLEFLEOMD X —R— FLCFOFMAR
BOEEZLEBLTOERZR AR T ET, KOFIINTHHAELRIERKI T,
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1= ARVESAV 48— 4R |

W CcL xXF5RzOHERA

#Y5ELIERE

telebit 3107 v32bis

BRI TR 1 LTF-ONRE = RFRHLT-ONRE = LB GOED LR 0| HBE SN ERRE
DY IRL & BT HEMERERRRLERTEES, £ 1510, ERRAO TEEREIOHB] 2rd
BHXFO—EHERLET,

® 15 BIEEFELTHEAShIRHRIF

XF A

* | XFELTEBE LT O =0 0 | Bk 28 %2RT,

+ | XFERITEBESCTFORY — N 1| Rk Z 82K T,

? | CFFERITEELTFONRZ =N 0B EIT I BRETLZLERT,

WOHITIE, a MEEDOBREL (0 B2 ET) it TWDHXFH & —F L ET,

a*

WDRE—=20F, a1 B EFONTHD LT E—FKLET,

a+

WDINEZ—2 0%, CFH]bb £7-i bab & —#& L £,

ba?b

WDRE—0F, TAZ Y AT (*) MEBEORERKHE N TWD XTI E—FHLET,

\**

BHECFTONRE = L EBICRIBECEF AT DI00E, NF =%y a THAET, ROHFIT, /3
H— NI HCTF ab DEBORBO R L —F L ET,

(ab)*

WOFNEH - EHEHET, (EROT VT 7 Xy N EFTFTOMAEDED 1 BILLEER LTV D7 & —
HLET OFE, 2FVEAITHREITRDETA),

([A-Za-z][0-9])+

BRETT (5. +, F7203?) 2EALE-BONEFIL., REMBEESL T, A M LGSR, SMlD

AN —F L E 3, HisInofiEE, BiEoLfNrs—ELET, 2070, ZOEMERBIT
A3 IZ—E L ETH, A3 ITIT—HLEE A, THT, KFEPEFORNICHEEINTVDLZHTT,
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| #1% ARV RSAU AVE—TIAR

R

cuxzmgroEm B

BINGEFZHERA LT, UFFNCKH L C—HT 2B IEE CE £, @RI EER () TREY
F9, BIREO | STETFE2XFHE—HRIFLIENTEET, flé LT, KOEHREEZ L TAHE
Lo,

codex | telebit

Z 04, Tcodex) & Ttelebit] @9 bH—HFDXFH L1 T—FH L ET 2, lcodex) & [telebit] DA
LiIx—EHLEEA,

ERERAY = 2O ETCIRRBE ~BHSELIENTEET, 2F 0, SEHELITRREL
FEDNRE = P2 XTI ERETEET, £ -6 TR THREXTFEHEN LT, XFHO—BIcx L
T, IUHOERKAO LERE] 21T0ET,

% 1-6 WEEEICERT DRHXTF
XF EL

A XFHNOBAE —HLET,
$ XLFHNDORAEE B LET,

WOEREFBIL, XFEHIH Tabed) THEDLHEDAL—HLET,

~abcd

—7i. WOIERKRBOFHHFFEEIL, a. b, ¢ d ZRAEED | XFE—HLET,
[*abcd]

WOFDOERKBFIL, [12) THRDOLFIE—FKLET,

\.12%

IO DONEREXTFT. BHXFT o —2a7 () &b LET, T ¥ —2a 73X
FOFEE (M), XFIIORRE $). Hyv=a (). A= O, Fhy=a (D 2r= (), T
F—2ary () &—BLET, 7oF¥—Ra7XFaelT 5L N2 = NXFNFOEZ DS
WAFET D2 Z L2 RETEET,

il R LET,
1300

CHUEFHINOEEOAEIZH D 11300) &—FHLFET, XFFID 1300 DRFIEZICAN—A v
a, hr~, FREETUVA—RaT7EBELIENRNTEET, RICHERLET,

{1300_

ZOXFINEZ OIERKRIE —FH L ET A, 21300 X 13000 1E—B L A,
ToEF=2aTEENT L. ROE I REBOIERKRAOMABEESHMAL LN TEET,
A1300$ ~1300( ) ()1300 {1300, ,1300, {1300} ,1300, (1300
INEROE S ICEEDLENET,

_1300_
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1= ARVESAV 48— 4R |

B zELr-8%08E

BREVHLOA v

M0 LEEE] (P1-10) TEHMLIZX SIS, HECTOEMRKRIAL L bIChyazHL T, <4 —
CEBVIRTZLENTEET, ZoMic, hyalk | XFPELIEETFONRY - BB EDEDL D
LIZXY, "= B ERRIANONOSGFTCHMAEM T2 Z e T £,

RO/ Z = 2 BM AT 5 ERERRZAERT 21213, FERTL/EDAF =2y aTRL, Ny
I2ATyva () ORICEREANLTEONRZ = 2R LET, ZoBHT, EREKHAZ—

YAHNTOH Yy 2aDEFZR L TWET, ERERANTEEDO A = 2BERT 256, \1 IZFEEH

FTORMDONRE =2 2 IF2FHONRE = L0 ET, ZHUBROEBIZOWTHEEKTT,

WOEHKERTIL, BRIFECHELOD Yy 2 2H L THET,
a(.)be()\1\2

COEBRKEIL, KEMNOIAIC a, EEOXT (XF 1 LFES) . be, EEDOLF (LF2 LIES) &
feWed LT, MR, SUFE L XFE2 LR XTSI E —ELET, 20, ZOERKRIAE
aZbcTZT L —HSEDLZENTEET, Y7 MU =TIZEoT, XFINZTXF2RT THDHI L
DREEESN, TOHLEDERKRBAOTTHRZBLTT BNMEHASHET,

EHE LI-BREDRF

VAT ADY a— RREERICHEDERNEN KON NE ) ICREDEFTANREAL— T v
a7 4 ¥alb—va BRETAICE. kROavr RE AN LET,

Switch# copy system:running-config nvram:startup-config
Building configuration...

REDOHRFITIZ L ~2 000 T, REVRFEIND E, ROPITBRFRINET,
[OK]
Switch#

FEAEDT Ty b7 —LTlE, ZOFMEICE > THREN NVRAM IZRESNET, 75X A7
Tova T7AN VAT AT Ty N7 43— AL TiH, TOFNEIZE > T CONFIG_FILE BREHEAE# THIE
ENTWDHIFANIHEEIMEIF S E ¥, CONFIG FILE BELAKOT 7 4/ MElx NVRAM T,

show platform <> k

IS0 a~wy NiE, BERRO-DICT 7 =hL R— FMEYE L EBEELZL TV ARAIZETE
HALTLEZE W, Zhbpa<wr Nif, 7 7=V b AR—MYERZ Do~ FOMFHAEZHELE L=
BAUSMZIIER LT 72 &N,

GE) ZoOv==a7/ATlL, show platform =~ > RIZOWTIEFEHA L EH A,
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CHAPTER

Catalyst 4500 >')—X X4 v F® Cisco
IOS a<w > K

Z OE T, Catalyst 4500 > U —X A »F® CiscoI0S a2~ FET /L7 7y MEZHHALET,
O =2 T IVZEH I N TV Cisco [0S =< ROFEMIZOWTIX, ®k® URL T Cisco IOS
Release 122 [T A a7 4 Falb—var A4 RBLXRa<wr RV 77 L0 2Z2B8RLTLES
AN

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_product indices_list.html
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¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

M #macro keywords

#macro keywords

macro ¥ — 7V — FIZET D5~V T 2 MY 7 E2IBET DI2IE, #macro keywords =~ > A L &
R

#macro keywords [keywordl1] [keyword2] [keyword3]

B DR

TIAILE

keyword 1 EE) A v ¥ —T =2 A~ a2+ BRI ERXF—TU— N
BELET,

keyword 2 EE) A v 2 —T A A~/ u2@ATLIHAICHNERF—T— R
BELET,

keyword 3 EE) A2 —T A A~ u2@ATLIHAICHNERF—T— R
BELET,

ZDa<wy RIZIET 74/ MRERSY XA,

Ja—) ar7 4 ¥al—vary T—R

ERLEDAA K54

]

Jyy—2 EEEH
12.2(18)EW TP av s R Catalyst 4500 U — X 2 A » FITEMSLE LT,

I BOREF—T— REHRELRWES, v/ il RS, @HLELY L35 L RMLE
7, #macro keywords 2~ REZAJJT5&, WX EENCT HT-DIHRET DMERH DL HDER
TAYE—URERINET,

WOBITIL, test EWVIHIAFIO~ 7 2 IZBEEMTONTWVWEHF—TU—RKDO~LVT A MY U T E2BET D
FiEERLET,

Switch (config) # macro name test

macro name test

Enter macro commands one per line. End with the character '@'.
#macro keywords S$VLAN $MAX

swichport

@

Switch (config)# int gil/1

Switch (config-if)# macro apply test ?
WORD Keyword to replace with a value e.g $VLAN, S$MAX << It is shown as help
<cr>
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| £2% Catalyst 4500 1) —X X4 v F® Cisco 10S <> F

#macro keywords W

BEa<v R avwyk B L]
macro apply cisco-desktop AA v F R— MBS 27 by TR THIOICE L, v
AR OEL L OREEA R—7 W LET,

macro apply cisco-phone AA v TF K— NEEHET A7 b v 75 O Cisco IP Phone (282
BT DI LTz, YA fEROBER LOREL A X —T L
IZLET,

macro apply cisco-router A v F R— F BN — A ITHETADIE LT, R afEiEn
HRERB LR EEZA X —T VI LET,

macro apply cisco-switch AA v F R—=bFERDAL v F BT HOICHE LTZ, A

RO LORTEZA =7 VI LET,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

M aaa accounting dot1x default start-stop group radius

aaa accounting dot1x default start-stop group

radius

B2.IX Bk >y v a v DT AU T 4 v T HA R —T I T HITIE, aaa accounting dotlx default
start-stop group radius 2~ > NE2EALEST, 7V T4 0 7% T 4 8—TNITTAHIZIE, ZD=
~ RO no BREHEHLET,

aaa accounting dotlx default start-stop group radius

no aaa accounting dotlx default start-stop group radius

XA Toawr P, BIERIRF—T— FEHY AL
FIAILE TAHOYT A TIET 4 E—T L TT,
avY kK E—F sa—\)aryZ 4 FXal—vary E—R
av Yy FERE Jy—= EEEM
12.2(18)EW Z A= RS Catalyst 4500 &V — 2 ZA v FIBMENE LT,

BEREDAA FS54>

802.1X 7T H U T 4 7IZiE. RADIUS % — "R YUETH,

Zoa~wy NiE BBEE. FFRl. TV T 47 (AAA) 75 AT U NDT T 4 THERER A
=TIz LT 82X BTV B b (V= RATFT—2ary 77478 »nH#ERdE (RADIUS)
P— N2 8R2AX BHB LR+ v F Ky 7 RXry MEEETELLICLET, (VryTF Ry 7
v MiZ EAPOL-LOGON, EAPOL-LOGOFF, EAPOL-INTERIM * vt —YDZ & TT), Zhbd
DOy NBERE R E i, R ENDANZ, REY— 2L 237U I v NOERRRRER L OFF
TN TT, 7747 NRERIESND . WET 7T — N T AU T 4 U TRANT U
T AT = NCEEENET,

Bl WOFITIE, 802X TH YT 4 v T ERET D HEERLET,
Switch(config)# aaa accounting dotlx default start-stop group radius
A
G¥) RADIUS @FEH— NE, AAA 2 9A T 2 FInbEF ATy MR U+ v F Ry 7 Ry Mzt AR
TRLET 5L 9. WEICRET DLENH Y £,
BEaITUF av vk B

aaa accounting system default
start-stop group radius

A v FOFEHRICE Yy a R TAyE—-V2RELET,
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aaa accounting system default start-stop group radius

aaa accounting system default start-stop group

radius

AL v FOBFEHBMEICE Yy a V& T Ay E—V%%(E7 5I21%. aaa accounting system default
start-stop group radius 2~ > NE2EALEST, 7 IV T4 0 7% T 4 B—TNICTAHIZIE, ZD=
~ RO no BREHEHLET,

aaa accounting system default start-stop group radius

no aaa accounting system default start-stop group radius

XA Zoavr RIE, BIBERRF—T—FIEHY A,
FIAILE TAHOT A TET 4 E—T L TT,
avTY kK E—F Ja—n\) ary7 4 ¥al—vary E®—F
av Yy FERE Jy—= EEEM
12.2(18)EW Z D3y R Catalyst 4500 U — X A A » FITBMENE L,

BEREDAA FS54>

i

(F)

802.1X 7 H v T 4 > 7IZiE. RADIUS Y — BB ETY,

Da=wYRiE, AAAVSA TV NOT AT 40V IHER A X —T M LT, 8021X 7 U %
VE (D= RATF—var 7747 ) pHEERE (RADIUS) H— N2 802.1X BHB LN Y + v F
Koy WXy NEERETEAHEIICLET, (Vv F Ky Ny NI EAPOL-LOGON,

EAPOL-LOGOFF. EAPOL-INTERIM A vt —DZ L TH), TNy RRERhE R Eh,
HEXEINDENC., B —ANC LAY T D FOEFRBIEB L OHFANMLETT, 754 T2 bR
HBEEND L BET v TFTF— N THI T A TN T AT T 407 —RNTEEINET,

ROBITIE, AL vy TFOREIMRICa 7 AT HERT D HEEZRLET,

Switch (config)# aaa accounting system default start-stop group radius

RADIUS BREV—NE, AAA 7 AT b OEFATy MR U X vF Ry 7 N7y beszid Ah
TS5 L 9. WEICRET DLENH Y £,

avy kR L]
aaa accounting dotlx default Q802 1X @i v a DT h T T4 T4 F—TNMICLE
start-stop group radius T,

[ oL-27596-01-J
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Wl access-group mode

access-group mode

EdhE—F (& 21X, VACLIZPACL LY pELESNET) BLOHELE—F (KL, v—
VE—RELIIARNIZ b E—F) ZHEET HITIE, access-group mode =~ REFEALET, #
JeR— bk T— FIZETICE, Z0a~<> RO no BRXEHEH L £,

access-group mode {prefer {port | vlan} | merge}

no access-group mode {prefer {port | vlan} | merge}

BXnRA prefer port PACL BB E SN TWVAHA. PACL E— RBMELET A L5 ICHEELE T,
PACL BEENR— R THREINTWARWES, A v X —T7 x4 ATHEHARER %
DMMDOEREN Z DA o F—T = A ATHE S, WHINET,
prefer vlan VLAN-based ACL E— FAELT D L5 ICHELET, A— Fd VLAN |2
VLAN-based ACL #ERENHE SN TWARWEAIL., A— N PACL HHE2 1 H
SINET,
merge WHAREZ ACL ifE 2 ~—Y LT /— Ko =77 a7 A LET,
TI2HIEK PACL #5EE— K
avy kE—F A v B —T a2 A AT 4 Fal—gry T—Fk
avy FEBEE yy—=x EEER
12.1(19)EW Z D a~ R Catalyst 4500 2 U — X A4 v FIBMENE LT,

EREDHA R4

i

LAY 2 A% —7xAATIX, prefer port, prefer VLAN, I LU merge DK E— R AR — ~Zh
TWET, LA ¥ 202 =7 =4 R 2F, EHL0HEM (ZEMIC 1 DB IOREM/IC 1 2) b
Hah2 1 >0 IPACL %R ETE T,

KOFTIX, AA vFTPACL T— REZHFNTT D5 HiEEZRLET,

(config-if) # access-group mode prefer port

WROFITIE, EWHATEZR ACLEEEZHA T2 HEZ R LET,

(config-if) # access-group mode merge
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access-group mode Wl

BEa<>F avy kR EIL
show access-group mode LAV 2408 —T 2 A ADACL a7 4 Falb—va &2k
interface RLET,

show ip interface (CiscolOS P A > ¥ —TxAf R a7 4 Falb—rar&#frLET,
D~=aT VESMR)

show mac access-group LAY 240 Z—T a2 ADACLa vy 7 4FXal—a %k
interface RLUET,
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M access-list hardware capture mode

access-list hardware capture mode

ATy hOX ¥ I F ¥ B— RERIRT 5121E. access-list hardware capture mode =~ > R % {f
ALET.

access-list hardware capture mode {global | vlan}

EX DA global FTRTO VLAN THIEI S 7y hOF ¥ 7 F v % 7 a— LB ELET,
vlan ¥ED VLAN THIEIA 7y hOXF v 7Fr 2R ELET,
T2+ E Ay NI a— s d vy I F vy SET,

ya—) ar7 4 ¥al—vary E—R

EREDAHA R34y

I

Jyy—= EEE
12.2(40)SG Z»=a= KA Catalyst 4500 U — X 2 v FICBMENE LTz,

Z® =< RiL, Supervisor Engine 6-E 3 LT Catalyst 4900M > v — > TlI¥ AR — b INEH A,
F¥ 7Ty T RERETHANS, REEZMBLELL T, 77—/ DHCP A X —E 7 H721d
IGMP AX—¥E 7 EOMREEZ T =7 2L, R YVIZHED VLAN T b OBERER 1 *—
TNMCTDHZ LR LET,

NABHE—RIIEETLE, VLAN ZEICCAM = NI BA— Ry =TI w30 78n%
FCHBE N 74 v 7I3BNCAN— R 2T TV v T7EN50, £ Fe vy XI5 e
NHDHIEITERELTIEEND,

VLAN TA R =T NI S TN DRERED T DIT, A /N R— I\if:bzt VLAN 7 7 &R aav br—
VERIEIZE 5T, CPU ~DOHilH AT » FOEENMER SN Py TSR LAWK D ITT 54
Erﬁ%@i*ﬂ HE ST > EBFF SN TORNEGES, %mm& BIIREREL 8 A,

WOEITIX, fIAr y hOF XY T F v E2A RX—TNICTH I IICHRESNTWS VLAN THilf#<
Ty heX Y T F v TEHIEICAA v TFERETDHHEEZRLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# access-list hardware capture mode vlan
Switch (config) # end

Switch#

WORTIE, (A¥7T 1y 27 ACLZFEHLT) 7XCTH VLAN LT e — VUZHIEART Y b &%y
TFXT DA T ERET HHIEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# access-list hardware capture mode global

Switch (config) # end

Switch#
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access-list hardware capture mode W

WOFEITIX, TXTH VLAN THIE 7 v b2 7o = ilFx v 7 F X T L IICAL v F &R/ ET
5859 150K EERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# no access-list hardware capture mode vlan
Switch (config)# end

Switch#
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M access-list hardware entries

access-list hardware entries

AL v FON— KR =2TIZACL 2707 7 A3 5 5EEZHEET HIT1E. access-list hardware entries
avr RzEERALET,

access-list hardware entries {packed | scattered}

B DR

packed ACL ® ACE 271275 A7 572912, ACL TCAM o b &3R4
HEE KM ETD (vAZMER) BYOTZ M) EY T MU =T 0ME
ATsEoicfmELET,

scattered ACL D ACE %27 n 27723572912, ACLTCAM b= b U 2R
X, AR LCHRHOZ NV EY 7 M= TBMERT 5 X5 ICHEE
LET,

T2+ EK

ACL i packed & LT7r 77 28N ET,

Ja—) ar7 4 Xal—yary E—FK

EREDAHA R34y

]

Jyy—= EEEM
12.2(20)EW Z®=a= KA Catalyst 4500 U — X 2 v FICBMENE LTz,

ACLEZ7u /S 545b, 20 FIBLORZAZD2BHDAN— Ry T VY —2ANFHENET,
DY Y—2AD 1 OB HEEShD &, Fil/Zt ACLZAN— RN =727 a s 7307352 81FT
XEHA, TATIFTHEEINLIN, = NIMEHTEAEAIE, v~ A7 2MHFRRICT 720171
7F 37 7Y X L% packed 205 seattered [CZEFE LET, ZOBREICE Y, #Hizse ACL %

N= Ry =TT a s T ATEHEHIRY ET,

HiOIZ, TCAM UV Y —2%& X0 RMIHERT L2 L, 2E0, ACL=v bY ZE D~ A7 HE /)
b3 5 Z & T, scattered 7/ TV XA FE /1L packed 7L T Y XAZHEHL TWAHEAD TCAM £
A% L9 51212, show platform hardware acl statistics utilization brief =~ > F&EH L £,
7= U X A% packed 2> 5 scattered (AT 521X, access-list hardware entries =~ > RN % ffi H]
LET,

WKOFTIEL, ACL % packed & L C— Ry =770 775325 5EERrLET, 7urs73v7
%, ACL= L RV DA% 1T a7 m T T LT HDIC~YAT D 89% NLEIZ/R D £,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# access-list hardware entries packed

Switch (config) # end

Switch#

01:15:34: %$SYS-5-CONFIG I: Configured from console by console
Switch#

Switch# show platform hardware acl statistics utilization brief
Entries/Total (%) Masks/Total (%)
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access-list hardware entries W

Input Acl (PortAndVlan) 2016 / 4096 ( 49) 460 / 512 ( 89)
Input Acl (PortOrVlan) 6 / 4096 ( 0) 4 / 512 ( O
Input Qos (PortAndvlan) 0 / 4096 ( 0) 0/ 512 ( O
Input Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0
Output Acl (PortAndvVlan) 0 / 4096 ( 0) 0/ 512 ( O
Output Acl (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( O
Output Qos (PortAndVlan) 0 / 4096 ( 0) 0/ 512 ( O
Output Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( O

L40ps: used 2 out of 64
Switch#

This example shows how to reserve space (scatter) between ACL entries in the hardware. The
number of masks required to program 49 percent of the entries has decreased to 49 percent.

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# access-list hardware entries scattered

Switch (config) # end

Switch#

01:39:37: %$SYS-5-CONFIG I: Configured from console by console
Switch#

Switch# show platform hardware acl statistics utilization brief
Entries/Total (%) Masks/Total (%)

Input Acl (PortAndVlan) 2016 / 4096 ( 49) 252 / 512 ( 49)
Input Acl (PortOrVlan) 6 / 4096 ( 0) 5/ 512 ( 0
Input Qos (PortAndVlan) 0 / 4096 ( 0) 0/ 512 ( 0
Input Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0
Output Acl (PortAndVlan) 0 / 4096 ( 0) 0/ 512 ( O
Output Acl (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0
Output Qos (PortAndvVlan) 0 / 4096 ( 0) 0/ 512 ( O
Output Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( O

L40ps: used 2 out of 64
Switch#
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M access-list hardware region

access-list hardware region

N—= R T O TCAM fHIED T > 2% T T 5I21L, access-list hardware region =~ > K% fii
LET,

access-list hardware region {feature | qos} {input | output} balance {bal-num}

BX DA feature ACL OFEIRNT v A% L £,
qos QoS DFHINT v AEFE L ET,
input AJ1 ACL BEL AT QoS OFEIENT v AR L £,
output H) ACL BEOH T QoS Ol NNT v 2 &ML £,
balance bal-num TCAM AN ® PandV fEIK I & O PorV fEIK ORIV 1 XEHELE T, HRIE

DOHIPIEL 1~ 99 T,

TI2HILE % TCAM OF 7 4 /L h OFEIR T > 2 1% 50 TF,
avY kK E—F rya—r)L ar7 4 ¥al—ay T—R

vy FEE Y- EHEm
12.2(31)SG Z o3~ K23 Catalyst 4500 & U — X A A v FITEM S E LTz,

BRAEDHMA FS4Y PandV iz, 7o— SO R— M5B LW VLAN # 785 0OM 2~ A7+ 520 ) &t
TCAM &l T,
PorV X, 7 — F~ULDHE— MNESE 7213 VLAN Z 7850 8L o h— 1t e~ A2+ 5T K
U %4 te TCAM 8k ©3,
NG 2% 11IcT 5L, BV ETHRD PandV fE O = b YA HE/ANZ2 Y | PorV filiio = kU
BRI ET, NTURE9912F D&, B0 YMTHILD PandV SO = N U R R KICA
. PorV IO NN/ ET, XT A% 50195 L., FEE L7 TCAM WN® PandV
fEfk s KO PorV IR ICEI D YT o b=y M UBAR CICZR 0 £,

4 50O TCAM DT o A TG 2 ICEETX £1,

7 KOFITIE, MAC 7 FLARE— MIBMENTZ L XIC MAC #8841 b 7 v 7% A F—7 ST 551k
ZrRLET,
Switch# configure terminal

Switch (config) # access-list hardware region feature input balance 75
Switch (config) #
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action

action W

VACL ©T— ﬁﬂ”é%@#&)ot BIFEITEIND T 7 v a vy ERET HIZE, action =< KA
LE7, action A ZHIFRT 521X, Zoa~w>r Fono EXEFEHLET,

action {drop | forward}

no action {drop | forward}

B DA

TI2H+IE

a2k E—F

drop Ry e RuayFXTA585 277 a v aRELET,
forward Ry DEBEICERET AL I T /v a v ERELET,

ZOaw Yy RIZET 73V ERENH Y TR A,

VLAN 77t 2~ v 7 E£— K

av Yy FEE yy—= EEEMR
12.1(12¢)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
BREDALAFS4Y VLAN 72t 2 ~v 7Tk, BED/7 v b 447 (IP £7213 MAC) 12 ACL 28 1 DLl B ESh
TWBHE, 207y N A TDF 74V b 7273 aviddrop () TT,
BEEDNRry b A FIZACL BEESNTWRWEE, ZOXRry N XL TOTFT 74V 8 T 73
Vi forward (GFFR) T,
K@Dy b X4 T2 ACL BDBRESNTNT, DO ACL BZEFLITREROLE. REINLT
I avinZoNgy N AL FICEAINVET,
i KOBITIE, Py 7roarvEHTLHEERLET,
Switch (config-access-map) # action drop
Switch (config-access-map) #
WORFITIE, BET 7 v a v B ERTDHDHEERLET,
Switch (config-access-map) # action forward
Switch (config-access-map) #
BX DA avwy kR B
match VLAN 727 %2 w7 =4 2D 1 DEITHERED ACL %
IR LT, match MZfELEI,
show vlan access-map VIAN 778 A =~y 7ONREERLET,
vlan access-map VLAN 7 7B A v~ v T HAEEKT H572HD VLAN 7 78X <>

7 a<wr R ET— R LET,

[ oL-27596-01-J
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W active

active

T e T A NEA R =T NIZT DT, active 2~ REEHLET,

active

BX DA oAy FITEL BIEERREF—T— NIV £ A,
TIAIE ZOavy RICET 74V FERERH Y £ A,
avY kR E—F cfg-call-home-profile
av Y FEE Jy—=x EEEA
12.2(52)SG Catalyst 4500 ' U — R 2 A v FICBEME N E LT,

EREDAHA R34y

T 7V M TiE, 707 7 A VIERRERICA 2 —T 20 £,

i WORFITIX, LT 7 7 ANEALARX—TMITHHEEZRLET,
Switch(config)# call-home
Switch (cfg-call-home)# profile cisco
Switch (cfg-call-home-profile)# active

EEa<TUF avwyk BL

destination address Call Home A2 v — U NEFEINDEETA—/L T P

AE7-IZ URL % ELET,

destination message-size-limit bytes AT T ANDERIEEA v —Y A AR ELE

‘é—o

destination preferred-msg-format BT AA v E—VEXR AR TELET,

destination transport-method A=V OHBERREA X —T M LET,

profile a7y A/ call-home =27 4 X2l —v gy B T7E—

RZBAsh L ET

subscribe-to-alert-group all FRHAEER T RXTOT T— K FA—FI28&ELET,

subscribe-to-alert-group configuration = ®5i%t>' v~ 7 1 /L% Configuration 77—k Z/L—7

IR LET,

subscribe-to-alert-group diagnostic D7 a7 7 A L% Diagnostic 77— b 7 /L—TZ
BELET,

subscribe-to-alert-group environment = ®%is: 7w 7 7 A /L% Environment 7 7 — k 7L —7
BB LET,
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active W

avwyk BL

subscribe-to-alert-group inventory o7 a7 7 A V% Inventory 77 — b JL— T TE
FLET,

subscribe-to-alert-group syslog DT a7 7 A )% Syslog 77— K T —TITHEk
LET,
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W ancp client port identifier

ancp client port identifier

ANCP 7 5A4T7 v b~y B T Z2/ERE LT, ANCP B~/ F X% A~ 2 U —LZHMGE-IIEL

TOMENDDLA L F—7 oA Z%#H7 5121, ancp client port identifier =~ FEZEH L £,

ancp client port identifier identifying name vlan vian number interface interface

B DR identifier name ~ VLAN DA L% —7 = A Z AU NZHET 571292 ANCP H— 2 L > TR
Eh3 1D,
vian number VLAN &5 =,
interface ZOVLAN OA v B —T A A AL
T4 TOAav Yy RICET 740 FRENRDH Y £ A,
a2 kR E—F ra—r )L ar7 4 ¥al—3iay ET—R
av Y FERE Jyy—= FHEER
12.2(50)SG Z Oz FA Catalyst 4500 U — 2 A A v FITBEMSE LT,

ERLEDAA K54

GE)

ANCP #—/N[Z . DHCP # 7+ 2 o 82 [ ID £721E 2D o~ RCHER S 7z ID 2 L THE— k
BB LET, 2 00FEOWTANETEEALET, KAEIHEH LR TLEEY, DHCP 47
var 8 EMHTILHE, ANCP Y —ANZhoTHHESNDEAR—FID (16 &%) 1
0x01060004[vlan][intf] {272V 3, 7=& 21E. VLANI9 BE 77 A b A —F K b f L H—T =
A % 2/3 1% 0x0106000400130203 1272 0 £, 7272 L. H— k ID 2+ 5541%, CLI THASH
HXFHNERUXFHNEFEHLET,

Zoavr REHEHATESDIE, ANCP 7 747> b £— KT ancp mode client 2> 7 ¥ = L —
vary avy REfo TRy 7 AZRELEHEETTY,

fl WOBITIE, 7S NArmstrong TVLAN 10 12H5 77 A b A —FFy b A X —T =4 RT3 %
W o kR R LET,
Switch# ancp client port identifier NArmstrong vlan 10 interface FastEthernet 7/3
BEav U F avwy R L]

ancp mode client N—H% ANCP 7 747 NI D &5

5
Fi
=
b
N
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ancp client server W

ancp client server

UE—h ANCP #— D IP 7 RL A% ET HIZI%. ancp client server =~ FEFHL £,

ancp client server ipaddr of server interface interface

WIS ipaddr of server 7 51 7 v 173 TCP CHefied % LB N b % ANCP F —S0 IP 7 KL A,
interface VIR T A4 v 2 —T = A A,
T2+ E TOaAwy RICET 740 FRENRDH Y £ A,

avY kR E—F Ja—r )L ar7 4 Fal—3igy T—R

vy FERE y1y—=x EEEMR
12.2(50)SG ZDaw 2 R Catalyst 4500 > U —X A4 v FIZBMENE LT,

BREDAA R4 EHOA v H—T 2 2P —R~OEFHUMEATE , WUARL—T 4 VI RRESNTODHEE, A
VHE—=T = A AT ANCP —NZxt LT SN A A VI M A v 2 —T =4 2 (1 DT OHE
FLBN—T Ry A =T A 2GR ETEET, IPT FLARZDOA L F—T =2 A ATRIES
NTWDLRERHY, ¥y MU AT = MILRNTLEEW), ANCP V7 I9A4 T NaT 7T 4
7N 511X, ancp mode client =~ > F & & 4 (Z ancp client server 2 v > RBAMETY, ZDa<
Y REANTHE, ANCP 7747 MIUE— N ="~ EFRITLET,

#1 WOHITIL, ANCP 7 547 v MG T A 0ENRH S ANCP 3— D IP 7 KL 2% ANCP 7 5 4
Ty MORTHFEERLET,

Switch# ancp client server 10.1.2.31 interface FastEthernet 2/1

BEavT U F avwy R L]
ancp mode client N—H% ANCP 7 747 NI D &5

5
Fi
=
b
N
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W ancp mode client

ancp mode client

N—2%2% ANCP 7 747 2 MZ7 5 X OICRET DI, ancp mode client =~ > REEH L ET,

ancp mode client

BX DA Zoawy RICE, BIEEFEF—U— Rizdb o THA,

FIFIE IOavy RICIET 74V MERERD Y 8 A,

avY kR E—F Ja—r )L ar7 4 Fal—3gy T—R

av Y FEE yy—=x EEER
12.2(50)SG TP av s R Catalyst 4500 U — X ZA » FITBEMINE LT,

BEREDAA FS4Y  522ICANCP 27 7 7 4 712F DIt HELE L, ANCP 7 74 7 > bW d 2 %03 5 ANCP
P—RDIP 7 FLALRETLIBENDHY £7,

1 WOHITIZ, ANCP 7 547 > MIRDEHICN—F52RET D HEEZRLET,

Switch# ancp mode client

BEaTUF avwyk EIL
ancp client server ANCPIZL o TT7 77 4 7IZ&NTe~w AT HFX A b A Y —A
TRRLET,
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apply

apply H

B LW VLAN 7 —Z N— 2 DR REF T DS, NVRAM ~OREF S ORMF, BB N A A 42
KA~OREFRFOARRE LT OITIE, apply 2~ FEHEHLET,

apply

BX D5 Zoawy N, JIBELRF—T—NEH Y EFHA,
TIAILE Zoavwy RICET 74NV FRENRDH Y £H A,
avy kE—F VLAN 207 4 ¥al—3 5 F—F
av Y FERE Jy—=x EEE
12.1(8a)EW Z®a< R Catalyst 4500 >V — X A4 » FIZBBMEE L,

EREDAHA R34y

apply =~ R, VLAN 7 —# _X—X E— FZIE LeH L ITo R ELE AL, ZORE
EREFTar74X¥al—vaidfifliLEzEd, Z0avr FEEITLTEH, VLAN 7 —F_X—2
EF—ROFFEEHIIHY THA,

AL TFNVIP 7 74T K F—FROHAIT, Z0oa~vy FEEHTEERA,

VLAN 5 —Z RXR—2ZANEBEINTZ & 2RI DI12iE, ¥4 EXEC £— K7>5 show vlan =~ K%
A LET,

1l KOBITIE, HLLBETD VLAN F—F _R—2 %R L, CREREDOTF —F _— & L L TR
B HEERLET,
Switch (config-vlan)# apply
Switch (config-vlan) #
EEa<T UK =N L]
exit (CiscolOS D~=a7 /) AA v Fnoua 77U NLT, 77747 RF—IF L&Y
i L)) TaryEUET,
reset FLLRELEL D L LTS VLAN 7 — % X— 2D ENK %

WMIL, VLAN 207 4 X2 l— gy B— RefkkL-F .
BIEEITT D VLAN 5 —Z R_R— 2 LRI URENRIC R D L 55
HrETOF—2_X—2%2 Yty FLET,

show vlan VLAN fE#zFR R~ LET,

shutdown vlan (CiscoIOS ® VLAN ODAA v F o 7%y v bE T LET,
v =2 T AEBR)

vtp (Fe—n aryT74F¥a VIPar 7 4F¥al—ralry AN —Y T A VOLARIEER
v—vary E—K) LET,
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M arp access-list

arp access-list

ARP 7 78R URMEEZLTZY, EXEFH I A FORRBICAZBEINT LIZIL, arp access-list =+
YREMEALET,

arp access-list name

EX DA name TrEAaryha—L URNOARTIEEELET.
TI2HIEK ZOavy RICET 740 NRERDH Y £ A,
avY kK E—F Jra—r) ary7 4 F¥Fal—vay B—R

avy FEBEE yy—=x EEER
12.1(19)EW D3~ KA Catalyst 4500 & U — X 24 v FITBMENE LTz,
i WOFITIL, static-hosts LW HAFTD ARP 772 VR NEEHET B HFEEZRLET,

Switch (config)# arp access-list static-hosts
Switch (config) #

BEEa<v K avwy R L]
deny DHCP XA > F 4 v 7 L OBEIZHESNT ARP 7 v M 2ER
LET,

ip arp inspection filter vlan =~ DAI 231 X— 7 AL DEAICAZT 4 v 7 IP BRRESNTZHRZ b
NBD ARP #FHF A L=V, ARP7 27t A URAM&2EHRLT
VLAN ([ZH#A L= LET,

permit DHCP A T 4 v T & D—FIZHESWT ARP N7 & FFA]
LET,
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attach module H

attach module

BEDEY 2 — V) T— LB T 5I121%, attachmodule = 7 4 a2l —Y a3y av Fa
ER L%,

attach module mod

B DR

TI2HIEK

avU kK E—F

mod avy ROX—F v F TV 2,

ZOa<wy RZIET 74V MRERHY XA,

¥ #E EXEC £— K

avy FERE

EREDHA F34>

Jy—=2x EEEM
12.1(19)EW D3~ R Catalyst 4500 2 ) — X A4 v FITBMENE LTz,

Zoa~wy RREMA IS O, Catalyst4500 U — X A4 o F DT VA S — R U xAf £V a2—)L
DHTY,

mod \ZHRECE DML, AT IV Yy —TICL o THRARY F9, =& xiE, Catalyst 4506 > v— 3 %
HEHTAHE, T2 — VIZIRETEAMHIZ2 ~6 TY, 4507R v v — V2 HEHAT 2546, AOMED
fHEIX 3 ~7 T,

attach module mod =~ > REFETTH L. v 7 M3 Gateway# (CZ&L L ET,

Zoaw KL, session module mod =~ > K XU remote login module mod =~ > R THEITEh
77 ariRELTY,

] KOBITIX, T7EA F— bV xdf V2= MY T— "pbua s A v+ 5hEERLET,
Switch# attach module 5
Attaching console to module 5
Type 'exit' at the remote prompt to end the session
Gateway>
BREOYY R =Y L]
remote login module BEDEY 2a— Y E— Mo LET,
session module Bz ) — LA L T, AZ NN A== R [P =

e A LET,
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authentication control-direction

— M Z B M E I AT T A0, A v F—TzAf R a7 4Falb—vay E—R
T authentication control-direction =~ > FEEH L ET, T 74/ MRECRERTIZIE, Z0a<wy
Ko no & HEH L ET,

authentication control-direction {both | in}

no authentication control-direction

BX DA both R— N THHMAFEEE A F—7 Mz LET,
in RN— hCTHEIFHHEEE A 2=V LET,
AYVKETIANE  both
avy kE—F AV B —T a2 A AT 4 Fal—gry T—F
avy FERE yy—=x EEEMR
12.2(50)SG Zoavy RABEMENE LT,

EREDHA R34

authentication control-direction =~ > F%, Cisco 10S Release 12.2(50)SG B L OZNLED Y U —
ATHER SN 2o de, KD dotlx a~» RiEbba~r KT,

dotlx control-direction {both | in}

IEEE 802.1X #Z#E T, BIES N TWRWT NN AN —RANZT 7 B AR[ER R — &I LT LAN IZ
e AT L REIRT A, V5 A Ty NP —_R—ZDFT X a2y hu—L L RBIES T F A LNE
HENTWET,

IEEE 802.1X 1Z, R—bFZ &2 2DOBEGZAEMT VA RA LV M EER L TRy hU—2 T A
EHRIBELEST, —FOT 7R KA PBREIEIFR— M, O —FEHER—- T, BE—DOKR—1
FEIET 5T XTONT 747, WMFOT 78R KA F%*'Jﬁﬁf?{‘ij— IEEE 802.1X TiX.
AL v F R—FMIEHR L TWEE2—Y T AL ZAEZFIAEL, VLAN IZR— F2H Y 4 TTHhDH, A
A v FEITLAN TRt —Ev X 2RHTE LI LET, 802.1X77t2 EN A= %
T, T ANRIEEND E T, TDOT /3, AR L TWBHHR— k&4 L T Extensible
Authentlcatlon Protocol (EAP) over LAN (EAPOL) FJ7 7 4 v 7 2R LET, BIENKIhT
HE,BEDONT T4y I NR— BB TEA L1720 £7,

o HiJFMIREE : dotlx control- direction AV B =T xR a7 4 Falb—ary avy RaffEH

LTCAR—= b 2HEFHICRELEZESLES., TOR—FDAR= TV ) =373V —F 4 T AT —
MZZELET,
HAMEIHEAR— SR X —T W7 b L, #LicFh A MIRAY —E 7 F— FNEILERYW
ﬁ%mﬁ@ifoﬁxku%@*ykv—ﬁmm@%%&k374/7%ﬁﬁbiﬁhoTx}#
Xy bNT—=JIC T T4y 7 BFETEROEF R — MIERINTWDEAE, AA MIXy b
U — 7 OMOEENGD T T 4 y?f:‘ﬁ%f%%bi*ﬂ
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]

authentication control-direction M

o MIHMIRTE : dotlx control-direction > ¥ — 7 A A a7 4 Fal— gy avw FEFEH
LTCAHR—=FERFHIZHRE LGS, TOR—FMIMNFAETT 78R aryre—r3nFEzd, =
DRRED A A v TF R— FNEFETEDDIL EAPOL OH T,

both ¥— UV — RFEHHT LI, £ 0oa~vr Fono BRE2HEHTLE, R—MIT 740 FRE
DOMIFET— RIZEFEINET,

R— PR FEICERET D &, Wake-on-LAN (Wol) (12X D 802.1X FRBFENA X—T W70 £,
show authentication %54 EXEC =2~ FEZANTHZ LICL Y., REEMHRTEET,

WOFITIE, BHMEEZ A R—7 T D HiEE R LET,

Switch(config-if)# authentication control-direction in
Switch (config-if) #

WOBITIE, WG W Z A R —T S D HikE R LET,

Switch(config-if)# authentication control-direction both
Switch (config-if) #

WOBFITIZ, 774V PRECET FikEzRrLET,

Switch(config-if)# no authentication control-direction
Switch (config-if) #

BfEav> R

avwv kR HL

show authentication HAF~ 32—V ¥ EREZRZ R LET,
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authentication critical recovery delay

802.1X 7 U7 4 N7

H

Zru

ED/NTG A= ERET DL, F/r— b a7 4 F¥al—va L E—RT
authentication critical recovery delay =~ > F& M L £ ¥, 77 4 /L FREICRTICIE
Y Ro no BEFEHLET,

L ZDhaw
authentication critical recovery delay milliseconds

no authentication critical recovery delay

B DA milliseconds i FI AR HEIC 72 5 TV RADIUS H— S ATREIC A2 o Tm & X2, 2 U
T A TN — NOBFYIML AT A U BN BIEHE (R V) &2
FELET, ARMEOHHPHIL 1 ~ 10000 2V TT,
ARVRTIANE 10000 3 U
avy kFE—F Ja—nR_) ary7 4 Xal— gy F—R
avy FERE Jy—=x EHEER
12.2(50)SG Zoavr RRBMERE L,
FEREOHL KSM4Y

authentication critical recovery delay =~ > Fi%, Cisco I0S Release 12.2(50)SG ¥ L O F 1LLAkE D
VU —2THR SN2 RoTz, RO dotlx 2~ RiZEbba~y RTT,
dotlx critical recovery delay milliseconds

show authentication 5 # EXEC a~> K2 A 175 Z &

kY, REEMECTEET,
i WOFITIE, HEHRREIZZ > Tz RADIUS v — A"BNMEHAFREIC R o 72 & &2, 7 U T 4 WA —
FOFYHULE AL o FRRHET 2V BNV B AR ET D HEE R LET,
Switch (config)# authentication critical recovery delay 1500
Switch (config) #
BREaTV K avy kR SiEA
show authentication FiF~ 32—V v ERAER A LET,

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG

OL-27596-01-J |



| £2% Catalyst 4500 >1)—X XA v F® Cisco I0S a2 F

authentication event W

authentication event

PRREA RN M T 7 v a U EHRET AL, authentication event f V' #—7 = A a7 4 ¥ 2L —
varvawrREEALET, TNV IMRECRERTICE, Zoavwr RO ne BREFHLET,

authentication event fail [retry count] action [authorize vlan v/an | next-method}

authentication event server {alive action reinitialize | dead action authorize [vlan v/an]
| voice | dead action reinitialize [vlan vian]}}

authentication event no-response action authorize vlan vian]}

no authentication event {fail} | {server {alive | dead}} | {no-response}

BX DA fail M- o2 —VERERICE > TRAED KR LTG0 EEZRE L £
j‘o
retry count (EE) RERU-FRREA HRIT T A A2 LET, AMEOHPEIZ 0
~5TY, T7H/NLMI2 TT,
fail action authorize BhE - 72—V ERIFERIC L » CRIEN KM LIZGEEIC, HED VLAN
vlan vian R LCAR— R EFAILET,
fail action FRREA R MIBERT 72 a YRR OBAESFRICEATTHZ L EFHEL
next-method *9,
server alive action FREEA XY P TCTHAIESNTZTRTOI IA4 T > MeHFOE LT 5 L9512
reinitialize PEE. R, T T T (AAA) Y—ROTI7A4 T T valk
BELET,
server dead action BEEA R NDOT =X EFEF I TIA T M EFHATH LI, AAA
authorize [Vlan vian | H—OF >y R 773 a V2R ELET,
voice
server dead action ;h AN FDOTRTCOHFAFELDT—F 7747 MmO+ 5 &
reinitialize vlan vian N, AAAY— DTy R 77 v a v az&ZELET,
no-response action “ 74’ 7 RN 8021X YA — K L TWARWERIZ, FFED VLAN (2%
authorize LTCHA—MEFHFTLET,
AYVRTIANES  FUa A MEREF, KO EBY TT,
o F T3 ED count 1% 2 TI,
o HEOEIFRIL, AAA P — "NEIFEFRFRIC/AR S E CTHEARICHFHRITINET (FIZKKRLE
)
a2k E—F A B =T A A a7 4F¥al—ary T—R
av > FERE Jyy—= EEEM
12.2(50)SG Zoavwy RPBEMEShE L,
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HALDOAM F54 authentication event fail =~ > N, Cisco IOS Release 12.2(50)SG 5 L T HLUED U U — 2 THE
Banmigol, kD 8021X a~vy RicEbda~y KTT,

* [no] dotlx auth-fail max-attempts count

¢ [no] dotlx auth-fail vlan vian

authentication event fail =~ > KRR — F STV EMHE—0 BAIX, 802.1X TRIAET T — %1525
TETT, T7ANITE, ZOREZ A T TEHEREFARFRITINE T, FESNT VLAN ©
AN—=FZ2HFT 50, FREFROBIHFESTRUNC T 2=V F—_R—=FT B LHIRETEET, (EET, 2D
T varEFEITTORNIGGRED Y T A AR ECTCEET,

authentication event server =~ >~ NZ, Cisco IOS Release 12.2(50)SG B L OZENLFED Y U — 2T
RSN oz, kD 802.1X a~vr RicEbba~vy KT,

* [no] dotlx critical
* [no] dotlx critical vlan vian

* [no] dotlx critical recover action initialize

authentication event server =~ > Ri&, AAA — REFERAEIC/R Y, 8 E L7- VLAN TKR— %
AT A OEEERE L ET,

authentication server alive action =~ > FiZ, AAA V— "D HORRZER[REIZ R 72 & TIZFEITIN
D77 varEREELET,

show authentication 55 EXEC 2~ REZANTHZ Lz, REEMRTEET,

authentication event no-response =~ > KiX, Cisco I0S Release 12.2(50)SG B L OZFnLIED Y
J—=ATHER SR IR o T, RO 802.1X i~ > NiZEbD DA~ FTT,

* [no] dotlx guest-vlan vian

authentication event no-response =~ > RiX, 7 747 > 3 802.1X WA — L TWRWIEAIT
FTTDHT /v avERELET,

WIJ /j{@@] =N F'Eﬁ]&of’:’-—"j‘ﬁ%*%fﬁﬁ J:Ofnruuﬁﬁ‘gizﬁﬁbf’ & alz, /ka)umuﬂzjit @ﬁé’ 5 &
WHRET 2 HEERLET,

Switch(config-if)# authentication event fail action next-method
Switch (config-if) #

WOFEITIL, BIEA X P THAIENTZT R TCDOI T4 T v MaFHIE LT 5 X912 AAA —1D 7T
TAT T I varERETLIHIEERLET,

Switch (config-if)# authentication event server alive action reinitialize
Switch (config-if) #

WOBITIE, FBIAEA N P TR EHFATI2EIICAAA F—ROT v R 77 v a VY ERET D HIE
R LET,

Switch (config-if)# authentication event server dead action authorize
Switch (config-if) #

WOFITIX, 7747 b 802.1X ¥R —F LTWARWESIZ, F8FEA XY N THR— MEFFAT 5
SMEfRES D HEERLET,
Switch (config-if)# authentication event authentication event no-response action authorize

vlan 10
Switch (config-if) #
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authentication event W

BEa<>F avwoFk B
show authentication Wi~ — VX ERAEFRLE T,
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authentication fallback

WebAuth 7 #— WV Xy 7 A F—T W2 LT, WebAuth IZ7 = — VA —_R—F BL5I1HEHT 5
Tx =Nyl TaT A )VERET HIZ1E,. authentication fallback f v ¥ —7 = X a~ L K&
FERLET, 74V FRECRERTIZIE, Z0a<wr Fono BRXE2HEHAL E1,

authentication fallback profile

EXDEEA profile WebAuth (27 = — /LA —"—F 55 EIEMT 2401 Bk 200 30F),
ARVRTIHME Fae—T
avY kK E—F f B —T xR Ay T 4 Fal—ar T—K
av Yy FERE Jy—=x EEERT
12.2(50)SG Zoaw s RABMERE L,

EREDHA R4

/]

T 74 R TIE, 802X XA AT U KL, MAB BKRET 5 &, WebAuth 2814 X —7 LI 0 F
‘a‘@

authentication fallback =~ > KX, Cisco 10S Release 12.2(50)SG B L N NLUED U U — A THESE
SN oo, WD dotlx 2~ RicEbda~vr RTT,

[no] dotlx fallback profile

WebAuth 7 4 —/L /3w 7 BRETIE, 802.1X %7 U 1 o b MFEIER T, WebAuth U2 7 4 —/L /3y
T LEEMBT NAATRNT T4 T bOBEHNAEEIC R £,

show authentication 454 EXEC =~ FAHFHA L TR ELHERTX 4,

WOHTIL, WebAuth 7 +—/v N v 7 %A x—T /{2 LT, WebAuth IZ7 = — /LA —_—F 35T
EHT 74—V Ny TaT7rAVERET D HEERLET,

Switch (config-if)# authentication fallback fallbacktestl
Switch (config-if) #
WOHITIL, WebAuth 7 4 — 1w 7 %25 4 =TT 5 HEEZRLET,

Switch (config-if)# no authentication fallback fallbacktestl
Switch (config-if) #

avvFk BiEA
show authentication Wi~ Fx— VX ERAEFR LT T,
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authentication host-mode

RAF =R ary74F¥al—2a TP A R —2EATILEHERNTIEY a0y
FEAEHRTACIF. AV F—Tx2A A a7 ¥ al—3 3 F— FT authentication host-mode =
<~ REHFEHLET, 774V PRECETIE. Z0oa~v Fono BEXE#HLET,

authentication host-mode {single-host | multi-auth | multi-domain | multi-host} [open]

[no] authentication host-mode {single-host | multi-auth | multi-domain | multi-host}
[open]

B D5 single-host tyvarEfLA—T A A By art LTHEEL, K—FT1 o0
IIAT NETEHFTLET, 2L, 802.1X A r—T M L2
BOF T F I FDORA L T— R TT,
multi-auth v g% MAC-based v a v E LTHRELET, 7—% FAA
DOFR— b TIIEBEDOED 7 FAT v FedFalL, SFRAAL U TIE1 2D
TIAT NETEFRILET, 72720, &7 T4 7 2 MIARNCREFET
DYLENRHD F9,

multi-domain MAC 7 KL AL RAAL VOMBBEDLEIZESHN Ty Va VY ERELE
To RAALHATIZL 2D MAC 7 RLAEZITNHFTENS &0 9 #HIR
VRN =

multi-host tyvarkEf A —TaA Ay arE L THRELET, L,
A= TEHEEOI ZA4 T bEFATLET,

open UEE) R—MZA—F v RV —DKRA N E— RERELET,

AvY R TIANLE ZIOavy RIZIET 74V FRERDH Y T8,

avY kR E—F AV H—T 2 A AT 4 Fal—vary T—K

avy FER Jy—x EEEMR
12.2(50)SG Zoawr REMSE L,

BRHLDHM RS54y  single-host E— R Tk, By vavhA ¥ =T A Eyiart LTHESNET (¥ —
T A AZTEIZ 1 DOMACT RL R E), R—bTIEZ FA4 72 "R 1 DEFHFAAIN, 7747
VRIE T e — RERTERY —id AR — FRKRICEA SNE T, BRI ST v AR ST
B, EX a2 VT BERN MY T—SNET,

multi-host E— R Ti%, By avBA ¥ —TxAf Ay ard LTHEINETH, single-host
E—RERRY, BHEDOIFTA T MeR— MIEHTEET, A— M THRUOIBHEINTZZ 74T
FETARFEIES N, ROV DI TA T2 MEIRHID I AT FERUT 7B AMEEMELET, KD
JIAT v RCF T ra— RENERY U—iF, A—breficdEfsnEd,

multi-domain €— K TiX, MAC 7 KL R & RAAL VDA EDLEFIZESW TRy Y a V208 LE

T RAALVHEMTHAENDS MAC 7 FLZIZ L DT E W HIRAH Y £9. AA vF o 7VBEED
RAALIEVLAN 278 L, 7—4 RALVEEFEFRRAAL L D2OD RAAL BN R—FEINET, §F

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
[ oL-27596-01-J .m



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

Bl authentication host-mode

EDRAA L THFAEIND T TAT L MI12ETTT, LER->T, P R— ENB7T7A4T7 b
MACQC) I EFR—F 1 20Zx L T2 27 TY, 77472 MIEINGREET 2MENRHY 9, 77
AT MIEF T ya— RENERY—F, #7547 hO MAC/IP P IC#EHEN 5D T, H
CAR—=PEDOLI—FHDOIITA T MIFEEBLETA, 77472 M, MOFEEZFH L TGREET
xF9 (PC ® 802.1X, IP EZED MAB 72 X, 7232 D), ME@JIIEF“ CHIBRIZH W XA,

FROFHHAICEA LT 1 S0 EET 5 AL, Web R—2 DA HH TX 5DIEF — % T ZE1T
FEWHZETT, ZhE, T—% TS AZBRETHORTEAEDEFIC—FTHDH I L L,
HTTP #REZ FF o720 T3, £7-. Web X—ZDFFEN MDA £— FIZRESNTWEEA, T34
ZDFEE & B+ 3EITTE 2mi%, Downloadable ACL (dACL; # 7> r— KA[E ACL) X721 T
T, Web _X— R DFEFEIL VLAN [0 U CTE PR —F LTWRWED, HIRAEHASHES, S5,
T—H% TNARTAACL Z2EA L, EF T A AZFEHA L TGS, 2—FoF5—4n
WebAuth (27 4 — Ny 7 FT5E, BEENT 74971374y 7 R —|ZHSWTHEHAIN
éACLw%%%xiiﬁ L= - T, MDAﬁmﬁ~F®7ﬁ~wA/7&LT“Mmmh%mm
AR — a5 FETHFRT JACL T

multi-auth ©— R TlX, v 3 0 MAC-based & L THHENET, "—h T—F% NAA T
FEINDTTAT Y MUTHIBBIZH Y FH-A, FF AL THAIENDZ FA4 T ME 12T
K %7747‘/1\@@]}3”Luuuﬁﬁéz\ﬁf)l%wi'ﬁ” TIAT v MIF T ya— RanzRY v—
X, D7 747 b MAC 73 1P ZHICEA SN DT, FUAR— NIRRT LMD 547
VMR LERA,

FT v arTHLIRAAMA—T TR T—REEHAT DL, FBAEOFETHICRY NT—TZT 7
T ATEET, ZOFT— FBRYLERDOIIFTICPXE 77— FOBATTR., ZOMICHERAFNEZ SN
F9, PXE 7— hOHFEF, PXERFX¥A LTV NLT, 7V B baEeaffEEoH D7 — A
A—TEFA— RTIHHNI, TNXAANRY NT—JIZT VAT HMLERD D 7,

COMRBICEETSIay 7 4 Xal—YaVFRANE—RF ar7 4 FXFalb—YaiZmBEh, £
DA, RAM E—FAKIZay be—L FPL—0THENTTN, A—F 0 778 RA ar 74Xz
L=y a3y —4% FL—rTHEERVET, A= T2 ar7 4 Xab—vaii, &y
Ta v EITFEoTKBEERHLY EFA, By a UNBEERIETADIIARAN E— RN a7 4
F¥al—3 3 TY, single-host T— RIZA—F v 77 B ANERESNTVWEESE, R—FTiT 1>
DMAC 7 RLVAEFRHFRENET, A— MIR#ND T 74 v 7 2EEL, A— MIREINT
WAHRNFILE > TOAFIREZ T ET, ZOL I RREF 02.1X LIFBFRBH Y /A, Lizh-
T, 77 BAHRO no BRANR— MIBREZINTWBEEA. 7747V b TS ATIRESNTND
VLAN ([Z7 )V 77 ATE £,

show authentication ## EXEC =2~ FZfH L CREX MR TE £ 4,

1 KOFTIE, AR F—RFRar7 0 Xal—arZ2ALT, 7782 R —o@#EHICEHT 2
bty varOnBEERT D EERLET,
Switch (config-if)# authentication host-mode single-host
Switch (config-if) #

BEav VR avwy kR Eﬁ.ﬂﬂ
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authentication open W

authentication open

COR=FTA=T U TIRRAZAR—TNVICTDHITNE, A F—T =R AT 4Falb—var
“&— T authentication open =~ > FZEH L LT, ZOR— N TAH—-F o 77 8AEZT =TV
T B2, Zoa~v> Kone BRXEFHLET,

authentication open

no authentication open

BX DA Zoawy RICE, BIEEREF—U—Rizbh v A,

AYVETFIANE Far—Tn

T
H
I
-

avy Ao HF—T 2 A A2y T4 Fal—gy F—NR

av Yy FEE Jy—=x EEERT
12.2(50)SG Zoavwy RPBEMEShE L,

BREDAARSAY F—72 7oA TIE, BANFEITENDIHNCT FAT v FERIETF AL ARR Y hT—2 T 7 &R
REETEET,

show authentication % EXEC o~ F&EH L TRELZHR T £,

Zoavy Rix, A— MIxt L TDZA authentication host-mode session-type open 7 72—/ 3L 2/
TA4Xal—ary avr L bEEESRET,

Zoavy RiE, ZSa— LTl A— MEATEEL £,

#i WOFITIE, F—RMNIHLTA—F > TR F—TNICT B HEERLET,

Switch (config-if)# authentication open
Switch (config-if) #

WOFITIE, R—MIHLTHA =T T2 B RE2AX—T NI T D HFEZRLET,

Switch (config-if)# no authentication open
Switch (config-if) #

0
Mk
u
«
\O
™.

avwyk B
show authentication WA R — v ERE TR LET,
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authentication order

WAEFBENA A =T oA ADT TAT 2 MIRITESNDIEFERET DL, A v X —T A A 2
V7 4% a2l —3 3 F— KT authentication order =~ > FZEHLET, T 74/ FMREICRET
2, Zoa<r Ko ne BREHEHL £+

authentication order methodl [method2] [method3]
no authentication order

BXnRA methodl AT T DRREL R, AR RMEIIRO LB Y T
L4 dOtlx . dOth R uEﬁT%LbDLi—d—

e mab : MAB AT uJ‘.EjiJ(;%LDD Li‘j_

e webauth : WebAuth FEFEHFXZBMLE7,
method?2 (ER) RIT7 3 27, AREIIRD LB T3
method3 e dotlx : dotlx FRFEHF X AEEML £,

L4 mab MAB [T uEﬁ‘t%Lbubi‘j‘
e webauth : WebAuth F2GF 5 &8N L £,
AYURTIHNE  F 740 FONEFIT dotlx, MAB, WebAuth T
avy kK E—F Ao B —T A A A7 4F¥alb—ay EF—R
avy FEE Jyy—=x ETEEM
12.2(50)SG SOy FABMSIE L,
FHEDHAL K54 authentication order =~ > K& AST% &
A Mz =

AR R I TW DS FREZTRFEITENE T, E
3K FRXE 1 EZIF AN TE, webauth ¥— U — RIRBICIEETH2LERH D 7,
?E?Eji*\l BESNT (FEZT7T 7+ 8) EF
f:iﬂ (mqu/r/\/ ]\&&@@Eﬁfﬁ_’

TRFER KT D2 ECHEHA SN E T, RIEN KL
TIOT) {kmmuuijﬁt 71~/Dﬂ“_/\—biﬁ“
i

show authentication 54 EXEC =~ FAHFEH L TR ELHERTX 4,

WOPITIE, A1 F =T 2 A AT TAT > ORI REAIT T DA EST 2 HEEZRLET
Switch (config-if)# authentication order mab dotlx webauth
Switch (config-if) #
BEavU R

avwyFk

B
show authentication

[EIw uE?Zﬁy'\?‘l‘%i&%i‘%ﬂi\‘ L/i“‘)—
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authentication periodic W

authentication periodic

ZOR—FOHBIEAA X —T VT DINE, A V¥ —Tx2Af XA a7 4Fal—var E—RT
authentication periodic =~ > REHEMA L ET, ZOFR— bOHEEET 4 B—T7MIZTHITE, 2
Davy RO ne BREZFEHLET,

authentication periodic

no authentication periodic

BX DA Zoawr P, BIELRF—T—FEHY £HA,
ARVFETI4ME Fae—T
a2k ®E—F f B —Txf A a7 4 Fal—ar F—R
av Yy FEE Jy—= P
12.2(50)SG oy RABMERE L,

EREDHA R34

authentication periodic =~ > Fi&, Cisco IOS Release 12.2(50)SG B L T NLIED Y U — R THESE
Enipl o, kO dotlx <> RicEbba~<r RTT,

[no] dotlx reauthentication
HRAFOMMEIZ. authentication timer =~ FZMHH L TRETE £,
show authentication ¥4 EXEC =2~ R ANTHZ LICE Y., REEMIRTEET,

!l KOFITIZ, ZOR— FOFRFAEZ A F—T M B HiEERLET,
Switch(config-if)# authentication reauthentication
Switch (config-if) #
WOFITIE, ZOR— NOFRIAEET 4 E—T MIT D HEEZRLET,
Switch(config-if)# no authentication reauthentication
Switch (config-if) #

EEa<TUF avwUFk B

authentication timer FIEA A ~—ZRELET,

show authentication HAF~ 32—V ¥ EREZFZ R LET,

[ oL-27596-01-J
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W authentication port-control

authentication port-control

— MEEE AR ET DI, A v ¥ —T x4 A 274X 2L —3 32 F— KT authentication
port-control =~ FEMHEHLET, 774V FRECETITE, Z0a~vr FOno JEXEHEHL E
7

authentication port-control [auto | force-authorized | force-unauthorized]

no authentication port-control

B DA auto () 802.1X R— h_R—RFBFFZ A F—7 /M L, F— MIEFFA X
— hEBh ST ET,
force-authorized UEE) A ‘/5—7I/r;<0) 802.1X 25 4 t—7 Mz L., RIEEMOH
EYEEETIZ, R—b2HFTAT—MIEELET, A= F7 747

Vk@SMJx&— mﬁﬁLTL%@h774/7%% fFLET,
force-authorized & — 7V — KiZ5 7 /L b T,
force-unauthorized EE) 77472 b bLORBFERITETNTEMEL, A— h &K
BHAAT—MIEELT, 2O X —T x4 ARBDODTITHOT 7+
x%ﬁfbiﬁo

ATVETIANE force-authorized

™.

H
I

T

avy Ao HF—T 2 A AT 4Fal—gy F—R

vy FEE -2 EEER
12.2(50)SG Zoawy KBNS E LT,

#RAENHM K542 authentication port-control =~ > FiX, Cisco IOS Release 12.2(50)SG 5 LN UBED Y Y — 2T
MRS o7z, D dotlx 2~ RiZEbba~y KT,

[no] dotlx port-control [auto | force-authorized | force-unauthorized]
A=Y Ry N AL vF Xy FT—2 FEPa2—AI00T, KOTEFEIAEASNET,
e 802.1X Fr haANVE, VAKX 2AET 4y T EAR-FTHR—FENET,

o K=, MOZATD 1 DL LTREINTVRVGEAIZNED | auto ¥— UV — FEH T
i‘?—o

- NIV HR—=F: bTUT AR TRRIX FAX—TNICLEIETDE, =T — 7‘ b4
T URERREIN, 802.IX IFA X —T VIR FH A, 8021X A X —T NI LTz — M &
U7 FE—RIZAEELESELTH, R—FDOE—FNFIEHEENEE A,

— EtherChannel " — b : "— F ET 802.1X %A 3 —7 /W29 % HiZ, EtherChannel 7>5
802.1X ZHIFRT 2 4N H W £3, EtherChannel F7-1% EtherChannel NDOT 7 7 4 773
—hFETR2IXx ZAX—TNICILEYIETDE, =T — A vb—UNRERIN, 802.1x i
AX—=T N F¥A, FET 7T 4 7127% > T EtherChannel 7R — kT 802.1X
A =TI LTH, FOR— 3 EtherChannel [IZMATHZ EiddH D FHA,
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authentication port-control W

- AA v F FR—=F 7FFA4% (SPAN) 3554 — b : SPAN 5068 — T 802.1X A X —7
VIZTEETA, SPAN %S E LTZDOR— FEHIRT 5 FE T, 802.1X 137 4 B—T7 VMITEE
ESIVET, SPAN FELAR— FTIE802.IX A X—T NMITDHILENRTEET,

FRAATYNRIX 27 a— LT 4 B—T T HI2E, FR—FT80R.IX 25 4 E—7 M1
ABUENHVET, ZOXRIZO7a— )L a7 4 Xal—I gy avry NEbHhEHA,

show authentication 454 EXEC =~ FAHH L CREXMRTE £,

auto ¥— 7V — F&{# 32 &, R— kT Extensible Authentication Protocol over LAN (EAPOL) ~
L—AR T E2EZETEET, R=bDV 7 AT =R E TS T v 7ICBITT D0, £
EAPOL-Start 7 L — 2% %575 L, RIS R EARRBSNET, VAT LIE7 T4 7 2 FOikjl
fﬁ?&%’f?é?k LT, 729472 P ERBHEY— "B THRIEA v =D Y V—%BBLET, 774472 b
DMACT7 RLAZHERLT, Fvy b= T2 A2RBDEHE7TAT v M2 —EIT# LET,

i WOFITIX, 7747 b PCORFEAT —FANRIET B AL TREEIND T EERLET,
Switch (config-if)# authentication port-control auto
Switch (config-if) #

BIEaTUF avwyk Eﬂﬂﬂ

show authentication i~ 32—V v E#REERLET,

[ oL-27596-01-J
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M authentication priority

authentication priority

A =T 2 A ATRIAST RO T TA TV T 4 ZIRET DITIE, A ¥ — 7I4x:/74iv:nl/—
¥ 3 v &— KT authentication priority =~ FAZHEHLET, 774V FRECETITE, 0=
~ RO no JBREHH L ET,

authentication priority methodl [method2] [method3]

no authentication priority

BXnRA methodl AT T DREREL R, AR RMEIIKR O LB TT,

L4 dOtlx . dOth R uJ‘.Eji‘té’Lj]D Li'@‘

e mab : MAB AN uJ‘.EjiJ(;%LDD Li‘j_

e webauth : WebAuth FEFEHFXZBMLE7,
method?2 (ER) #7328, BRIk LB TF,
method3 e dotlx : dotlx FRFEHF X AEEML £,

 mab: MAB Bt FX&EBMLET,

e webauth : WebAuth F2GF 5 &8N L £,

ARVFE T4 F 7 4L L OIEFIE dotlx, MAB, WebAuth T,
avy kK E—F AV B —T AR Ay T4 Falb—ary E—R
avy FER Jyy—=x EEER

12.2(50)SG oIy FBIMEE LT,

BEREDAA FS54>

WAEF R T TA TV T 4 2RETH &, BUEEITINTWARY) TITA4F VT s OFEmNEFRR, 7
74’21‘)74031£%b\73ﬁ%ﬁﬁﬁL'C@ﬁb(b\‘éuw WZEIV AL Z ENTEET, £, 774 T b
DEFEEHADGENE., TI7AF VT A OEWHFRIZLDEIVIARIZE ST, 7744V T 4 DIERNEK
FHEALTTCICRIEENTWA Y IA4 T v FEHRIETE £9,

LHROT 7N TIAF T 40F, FATEFY A MDOMELERLCT T4 4V T 212720 £7,
TIAFT VT 4 EZRHELRWGEOHN T I7AF )T 205, (744 T 4 DEWIEIZ) dotlx.,
MAB WebAuth ©9°, authentication order =~ l\’a‘:)\jj LIz E, 574V 07744 T 4
i, BRESNEIARFEFL T,

show authentication 454 EXEC =~ AL TR ELHERTX 4,
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authentication priority W

1 WO TIE, A Z—T 2 A AT ITAT v MORAFTRERITT DT T4 4V T 4 2 ET 5 HEE
TLET,

Switch (config-if)# authentication priority mab dotlx webauth
Switch (config-if) #

BEEav> R avwyk EL
authentication order (L ¥ —T A AT T4 T ORISR EZRITTHIEFEZHEELE
\j‘o

show authentication FiF~ 32—V v ERAER A LET,
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W authentication timer

authentication timer

SN A v —HEBETAICIE, A v X —T 2 A 327 4 X2l —3 3> F— FT authentication
timer =~ > REFEHALET, 774V FREICKETIIE, Z0a<wr RO no BRXEFEHLET,

authentication timer {{inactivity value} | {reauthenticate {server | value}} | {restart
value}}

no authentication timer {{inactivity value} | {reauthenticate value} | {restart value}}

BX D inactivity value BANBIET 77 4 TN TR S5 E COFEMME (B) %
ELET, HDEOREIL 1 ~ 65535 TF., 7744 MIAT TT,

(G¥)  inactivity [EITHRBIEY A v —fHEL U /NI WVWRENRH D 753,
ﬁmuﬁ&/ﬂ?—f FOREWVEIZHRELTL=TI— LR ERE
A,
reauthenticate server 7 5 47> N OFHFEGEMBMEZFEAE. Fr. TH T 47 (AAA)
=Rty gry A LT Y F (RADIUS &M 27) & LCTHEETS
EEEBELET,
reauthenticate value HENFRRREN BB SN D £ CORMAZRHEAL CHRE L E 7., AMEDFH
11~ 65535 CT9, T 74/ 3600 TI,
restart value T RIAR— N OBIEERITT 2 E TCORMZPHEMNTEELET, AMHE
@ﬁal JHIX 1 ~ 65535 CT¥, 774V MNIAT7TT,

ATVERTIANME  FOFAREREI. RO LB TT,
e inactivity value : 7
e reauthenticate value : 3600

e restart value : &7

avY kR E—F AV H—T 2 A AT 4 Fal—var T—K

v Y FEE -2 EEEMN
12.2(50)SG o RGBS E L,

BEREDAM PS4y HRFEL, A 24— 7 = A ATHRBIADA F—T L THIGEICOBFITESNET,
authentication timer reauthenticate value =~ > Fi&, Cisco IOS Release 12.2(50)SG ¥ X & LA
o) V=2 THEEIN R o7z, RO dotlx 2~ FitKEbDa~vy RTT,

[no] dotlx timeout {reauth-period seconds | quiet-period seconds | tx-period seconds |
supp-timeout seconds | server-timeout seconds}

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
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authentication timer W

Y
GE) ZoOavryROTF7x0 ML, V7 OEEEMETLEGER, BEDY 747 » M X UG
P —ROBMEICMEN H DEAERE, BRI T OEEAITOLER S D L TR TEELT
TZ&EW,
T 7T 4 THMFIE, ARy N AL vTF Xy NV —7 BV a2 — UTHEREZZ T ANEZIT
BREEL72< 720 E9, T 74N PEV /NI EEADNT B Z LTk o> T, 22—V ~OISEREM % HiE
TEET,
reauthenticate % — 7 — KX, authentication reauthentication 7 = — )L 27 4 XL —T g
a<y REFEHALCEYMMAFREEZ A XF—T ML THLIBEICOR, A=y N AL vTF Fv
NO—27 BV a— LOEIEIZEELET,
i WOFTIX, 7747 2 FOFREMMELFRIAE. FFrl. 70T 4027 (AAA) —\hbty
vary XA L7 U b (RADIUS B 27) L LTHETDZ L2 BET DL HIEERLET,
Switch (config-if)# authentication timer reauthenticate server
Switch (config-if) #
BEav VR avwyk Eﬁ.ﬂﬂ

show authentication i~ 32—V v E#REERLET,

[ oL-27596-01-J
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Wl authentication violation

authentication violation

ERE— R (restrict, shutdown. 35X Nreplace) #7#RET 5HICiX, authentication violation 1 >
R—Tx A A a7 4 Fal—rary avy REFEHLET,

VUUNERAN E—RTIE, BEX 2T 4@ RITT—F VLAN TEEOT A 20K SN HG61C
BELET, vV F FAL VFBIEE— R CTIE, BX =2 VT 0 ERIIEROT AL ANT —F EI3EF
VLAN THRIH SN HEICHBELET,

X a7 o BIIEERA M EIE LT RRREE— FTIRBEE LT A,
authentication violation { restrict | shutdown | replace}

no authentication violation {restrict | shutdown | replace}

BX DA restrict BN T T — DR Syslog =7 — &AM L ET,
shutdown TT7—ZkoT FPHLARVWMAC 7 FUAREAT D (NFE) R— R
F 4= FT,
replace A— k% errordisable IZL72Y | HlfRT 252 &72< | BEfFOR—MEHL
WARA MEEEHRZET,
T4 R—bxT vy h XU LET, restrict ¥— U — FARESNLTVDIHA, K—MIv vy hF v
LEHA,
avY kR E—F AV B —T a2 A A AL T 4 ¥al—T g
avy FEE Jy—=x TR
12.2(50)SG Z Dz~ RN Catalyst 4500 > U — R 2 A v FTBEMEINE LT,
12.2(54)SG replace ¥ — 7 — ROV R— kpRBMEhE L,

BEREDAA FS54>

]

FLWARA MR 1 DEIFEBE R AL L DOE— R THERIND & replace T— Ny a %
MWEL, HLVWKAR FERBIELET,

ROFITIE, BRE—FEAL T Ty y MU CTHEICHRET 2 EEZRLET,

Switch# configure terminal
Switch (config)# authentication violation shutdown

VXY MUY E— R TEX 2 )T O ENBRET S L, A— M errordisable 12729 £9, kD
syslog A v —UNERENET,

$AUTHMGR-5-SECURITY VIOLATION: Security violation on the interface <interface name>, new
MAC address <mac-address> is seen.

%PM-4-ERR_DISABLE: security-violation error detected on <interface name>, putting
<interface name> in err-disable state

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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authentication violation W

avwyk H L]

authentication R—F T— RFE2HE—FHFELIIHFEICHERELET,
control-direction

authentication event HMEDRIMA X OT 7 arEHRELET,

authentication IEEE 802.IXx #FEZ Y R—F LW I T4 T NHO 7 3+ —n "y 7 H L
fallback LT WebRBF2HEHTAE>AR—FE2HRELET,

authentication — N T~ R —V ¥ F— REZRELET,

host-mode

authentication open R—=FCTA—T v T2 BAZARX—TNELEFT 4 B—T NI LET,
authentication order — N AT AR S ROIEFEARELET,

authentication RN— N CHBIFEEZA X —TNVEIITT =TI LET,

periodic

authentication — NDFRIEAT — FOFEHIEE A F—T NI L ET,

port-control

authentication priority K— k S 4 4 V5 ¢ U X MIEIEHFXEZEML EF,

authentication timer 802.IX KIIER—=FDHA LT TR INT A= LHEFNT A —HFEHREL
i‘j‘o

show authentication AA v F OB~ —Tx% A2 MIBETHHERERRLET,

[ oL-27596-01-J
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M auto qos classify

auto gos classify

B DR

TIAILE

FHETERWVWA U F—T = ZAD QoS HE&LLERT 5IZ1E. auto qos classify interface =~ > F & ff
ALET,

auto qos classify

Zoavy RIZE, BIEERIEIF—TY—FREIdh A,

ZDa<wy RIZIET 74/ FRERHY XA,

A B =T 2 A a7 4 FXal—rgr ET—K

EREDAHA R34y

Jyy—=x EEEMR
15.1(1)SG. Z Do~y RS Catalyst 4500 & U — X 24 v FISEME N E LTz,
15.1(1)SG I0S-XE 3.3.0

Toawy R, BEHTERVA LV E—T 2 AD QoS HEXAER LET, BHETERVWT R by
TEERXT AL ANLD T T 4w 7 BNETIEOOY—EA K U—%2FE LT, TNEHEER
LET, ARSIz —vA R o—iF, RV 7 LERA,

ERENREZa— YL L~y a<w v K
Ja—sNig7r7L—MI A B, C TERSNET,
A.ACL B XU auto qos classify =~ FTHEMAINLT 7TV r—var 77 AD0T 7T L— 1k,

ip access-list extended AutoQos-4.0-ACL-Multimedia-Conf

permit udp any any range 16384 32767

ip access-list extended AutoQos-4.0-ACL-Signaling
permit tcp any any range 2000 2002
permit tcp any any range 5060 5061

permit udp any any range 5060 5061

ip access-list extended AutoQos-4.0-ACL-Transactional-Data
permit tcp any any eq 443
permit tcp any any eq 1521
permit udp any any eq 1521
permit tcp any any eq 1526
permit udp any any eq 1526
permit tcp any any eq 1575
permit udp any any eq 1575
permit tcp any any eq 1630
permit udp any any eq 1630

ip access-list extended AutoQos-4.0-ACL-Bulk-Data
permit tcp any any eq ftp
permit tcp any any eq ftp-data
permit tcp any any eq 22

permit tcp any any eq smtp

permit tcp any any eq 465
permit tcp any any eq 143
permit tcp any any eq 993
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permit tcp any any eq pop3
permit tcp any any eq 995
permit tcp any any eq 1914

ip access-list extended AutoQos-4.0-ACL-Scavenger

permit tcp any any eq 1214

permit udp any any eq 1214

permit tcp any any range 2300 2400
permit udp any any range 2300 2400
permit tcp any any eq 3689

permit udp any any eq 3689

permit tcp any any range 6881 6999
permit tcp any any eq 11999

permit tcp any any range 28800 29100

ip access-list extended AutoQos-4.0-ACL-Default

permit ip any any

class-map match-any AutoQos-4.0-VoIP-Data

match dscp ef
match cos 5
class-map match-all AutoQos-4.0-VoIP-Data-Cos
match cos 5
class-map match-any AutoQos-4.0-VoIP-Signal
match dscp cs3
match cos 3
class-map match-all AutoQos-4.0-VoIP-Signal-Cos
match cos 3
class-map match-all AutoQos-4.0-Multimedia-Conf-Classify
match access-group name AutoQos-4.0-ACL-Multimedia-Conf
class-map match-all AutoQos-4.0-Signaling-Classify
match access-group name AutoQos-4.0-ACL-Signaling
class-map match-all AutoQos-4.0-Transaction-Classify
match access-group name AutoQos-4.0-ACL-Transactional-Data
class-map match-all AutoQos-4.0-Bulk-Data-Classify
match access-group name AutoQos-4.0-ACL-Bulk-Data
class-map match-all AutoQos-4.0-Scavenger-Classify
match access-group name AutoQos-4.0-ACL-Scavenger
class-map match-all AutoQos-4.0-Default-Classify
match access-group name AutoQos-4.0-ACL-Default

auto qos classify W

AV E—T oA AP BIEEEH L, TDA ¥ —7 =4 A LT auto qos voip cisco-phone =~ > K
ZEOHTIGA IR T 5 72912 AutoQos-4.0-VoIP-Data-Cos & AutoQos-4.0-VoIP-Signal-Cos 7344
ETT, ZOHREE, A F =T ADANHY—E A K —(F CoS v—F 7T VoIP BL U
TFVT Ry NIET—ET 5 0ERH Y £7, 2L, Cisco IP Phone D A A v F 7 ASIC »*
VoIP BEQY 7 F V7 b7 7 497D CoSEY NOFY—F U TORIBESNDIZHTT, A
A v FITHE &7z IP EEGIC PC A S /o= — %X, PC @ NIC ZfEH L T#® PC 725 dscp ef
~DFTF7T 4y DDSCP~v—F T af~v—F 7 T&5h, DSCPv—F 7B —HT5 Lt
Fa V7 OBHEORRFIZRY 3, ZICLY, BAhFROTIA4FYV T 4 Fa—IZFEY T LH
AL N7 4y IR THRESNET,

B.auto qos classify 2~ > FOASJH—ERX RKY v —DF T L— |k,

policy-map AutoQos-4.0-Classify-Input-Policy
class AutoQos-4.0-Multimedia-Conf-Classify

set
set
set
class
set
set
set
class
set
set

dscp af4l

cos 4

gos-group 34
AutoQos-4.0-Signaling-Classify
dscp cs3

cos 3

gos-group 16
AutoQos-4.0-Transaction-Classify
dscp af2l

cos 2

[ oL-27596-01-J
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M auto qos classify

set qgos-group 18
class AutoQos-4.0-Bulk-Data-Classify
set dscp afll
set cos 1
set gos-group 10
class AutoQos-4.0-Scavenger-Classify
set dscp csl
set cos 1
set gos-group 8
class AutoQos-4.0-Default-Classify
set dscp default
set cos 0

C8HDH¥ = —%EV Y THIOIZH N7 ZAZMHEHT S SRNDY AR v —BLOHhFa— 27
ADT T L—h, ZDOT T L— MITXTO SRND4 =2~ RIZHIETT,

class-map match-all AutoQos-4.0-Priority-Queue
match qgos-group 32

class-map match-all AutoQos-4.0-Control-Mgmt-Queue
match gos-group 16

class-map match-all AutoQos-4.0-Multimedia-Conf-Queue
match qos-group 34

class-map match-all AutoQos-4.0-Multimedia-Stream-Queue
match qgos-group 26

class-map match-all AutoQos-4.0-Trans-Data-Queue
match gos-group 18

class-map match-all AutoQos-4.0-Bulk-Data-Queue

match qos-group 10

class-map match-any AutoQos-4.0-Scavenger-Queue
match gos-group 8
match dscp csl

RIv—~wy 7 arzaFalb—rar E—FTETIND police 2~ NI, EESNTWVD L —
FHIBREB X T2 N T 7 4 v 7 7 a—@ qos-group D ~—F> 7 &7 LW 2, qos-group 7 7=
i% dscp afll & —%7 % X 512 AutoQos-4.0-Scavenger-Queue % ET HLENH Y 97, auto qos
classify police =~ FEZANTH L, ERINTWLL— MIRIGER L7277 4 v 7 7a—(%
csl ILH~—F 2 7 INFETH, qos-group 7T 7 a & LTHY—F U7 TERVWED, TD
qos-group WHAZRFF L E T, 7272 L. AutoQos-4.0-Scavenger-Queue [FH IRV o — <~ v 7O
DFTRTOF2— LV RICERINDTZD, LD qos-group 7N EHRFEFELTWDIZL b bLT, B
YR TINTEATy MEZOF a—ITHSNET,

policy-map AutoQos-4.0-Output-Policye
bandwidth remaining percent 1
class AutoQos-4.0-Priority-Queue
priority
police cir percent 30 bc 33 ms
conform-action transmit exceed-action drop
class AutoQos-4.0-Control-Mgmt-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Multimedia-Conf-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Multimedia-Stream-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Trans-Data-Queue
bandwidth remaining percent 10
dbl
class AutoQos-4.0-Bulk-Data-Queue
bandwidth remaining percent 4
dbl
class class-default
bandwidth remaining percent 25
dbl
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auto qos classify W

EREhiEA v E—T 2L A L) avw o F
Fa/Gig " — I :

Switch (config-if)# service-policy input AutoQos-4.0-Classify-Input-Policy
service-policy output AutoQos-4.0-Output-Policy

fl WO TIE, BEETERUVA ¥ —7 =1 A gigabitethernetl/1 @ QoS FRiE & /LT 2 HiEx <L E
ﬁ—o

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# auto qos classify

BREOYY R avo kR L]
auto qos trust BT DA X —T = AD QoS X E&EEMR L ET,
auto qos voip cisco-softphone Cisco IP SoftPhone 7 7V 7 —3 3 » % EFT L T\ % PC (T ke
ENTA LV E—T A AD QoS REFEKL, ZDLI %A
B—=T A ANODRY) T NG T 4wl k~v—F 7 LFE
R
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W auto qos classify police

auto gos classify police

BETERVWA L E =T 2 A ANBD NF 7 4w 7 %KY 73 25I2IE, auto qos classify police
VHE—=T A A av s REEHLET,

auto qos classify police

BX DA Zoawy RICE, BIEEFEF—U— Rizdb o THA,

FIFIE IOavy RITIET 74V MERERD Y 8 A,

avY kR E—F AV H—T 2 A AT 4 Fal—var T—K

avy FER Jy—x EEEMR
15.1(1)SG. Z Do~y RS Catalyst 4500 & U — X 24 v FISEME N E LTz,
15.1(1)SG I0S-XE 3.3.0

EREDHARSAY —oa~vr NI, BETEARANA LV Z—T7 A AD QoS RELXEKLET, ThHDEETERNT
2T Ny TERFT AL ANLERTDIN T 74 v 7 E2RETHZO0V—E R RY —%FELT,
FNEBESRLET, ARSIz —E A R v—iF, Xy bEaERI VT L, =7 XTI FET-
T rey 7 LET,
ERENEZa— L LyL a<w L K

Auto QoSsmé4 =< NiZ, A F—T A RCHHAIND L, Ju— b a7 4 Fal—vay
LAV TROT 7 —h (A, B, BLEOC) & 1 2L EARLEY, @%, 2~ Rk, 77V
r—vay J7ACNT T 4w 7 ESET 57291 ACL £7213 DSCP fE b L < 1% CoS fEIZ—8T %
—HWDITA T EARLET, ERENTI TAEL—FK L, 77 AT qos-group & E L. HH
IR TERESNTHIRIBIZ Y ARV U 7T HANRY —RAEREET, (qos-group 1.
R T7 7V r—ray J7ANR 1 DOHME L THROLND LT H2HEOZ JIcTEEHA, A
Ay FOaArTHFZXAMTEIEETIHY E¥AL), 5T, AARY —TRE SN qos-group &
—HTL8MHOM NI Fa— VTR 2y IRERINET, HEOHIFRI > —ik, 20 3HDOHT
Xa—DIITA Ty TENENICF2—2EI0 L TET,

vy RiE, BEIOECTROT T b— REAERLET, L& E HrLna~y eyl
HLEE, BEDOF2—DH Y — X K —2ERT DL/ m—IVREDERSNLET (FROT
PTU— R Q) TR, MDA U HF—T = A AT I auto qos 2~ RIZH ¥ 2 — A VT H
OF T L—hEEKRLEFA, ZHiE, T3TO auto qos 2~ > FBBITHLFEL §HOF 2 —0
ETFMKFEL, a<vy FERIIHER LERAL LT CICER I TN ST,

ra—NLiT 7 L—hMI A B, C TERINET,
A.ACL B LU auto qos classify police =~ > RCHEHINAT SV r—va 77 AT 7 L— |

ip access-list extended AutoQos-4.0-ACL-Multimedia-Conf
permit udp any any range 16384 32767

ip access-list extended AutoQos-4.0-ACL-Signaling
permit tcp any any range 2000 2002
permit tcp any any range 5060 5061
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permit udp any any range 5060 5061

auto qos classify police ||

ip access-list extended AutoQos-4.0-ACL-Transactional-Data

permit tcp any any eq 443

permit tcp any any eq 1521
permit tcp any any eq 1521
permit udp any any eq 1521
permit tcp any any eq 1526
permit udp any any eq 1526
permit tcp any any eq 1575
permit udp any any eq 1575
permit tcp any any eq 1630
permit udp any any eq 1630

ip access-list extended AutoQos-4.0-ACL-Bulk-Data

permit tcp any any eq ftp
permit tcp any any eq ftp-data
permit tcp any any eq 22
permit tcp any any eq smtp

permit tcp any any eq 465
permit tcp any any eq 143
permit tcp any any eq 993
permit tcp any any eq pop3
permit tcp any any eq 995
permit tcp any any eq 1914

ip access-list extended AutoQos-4.0-ACL-Scavenger

permit tcp any any eq 1214

permit udp any any eq 1214

permit tcp any any range 2300 2400

permit udp any any range 2300 2400

permit tcp any any eq 3689

permit udp any any eq 3689

permit tcp any any range 6881 6999

permit tcp any any eq 11999

permit tcp any any range 28800 29100
ip access-list extended AutoQos-4.0-ACL-Default

permit ip any any

class-map match-any AutoQos-4.0-VoIP-Data
match dscp ef
match cos 5

class-map match-all AutoQos-4.0-VoIP-Data-Cos

match cos 5

class-map match-any AutoQos-4.0-VoIP-Signal
match dscp cs3
match cos 3

class-map match-all AutoQos-4.0-VoIP-Signal-Cos

match cos 3

class-map match-all AutoQos-4.0-Multimedia-Conf-Classify
match access-group name AutoQos-4.0-ACL-Multimedia-Conf

class-map match-all AutoQos-4.0-Signaling-Classify

match access-group name AutoQos-4.0-ACL-Signaling
class-map match-all AutoQos-4.0-Transaction-Classify
match access-group name AutoQos-4.0-ACL-Transactional-Data

class-map match-all AutoQos-4.0-Bulk-Data-Classify

match access-group name AutoQos-4.0-ACL-Bulk-Data

class-map match-all AutoQos-4.0-Scavenger-Classify

match access-group name AutoQos-4.0-ACL-Scavenger
class-map match-all AutoQos-4.0-Default-Classify

match access-group name AutoQos-4.0-ACL-Default

AutoQos-4.0-VoIP-Data-Cos & & ' AutoQos-4.0-VoIP-Signal-Cos %, ¥ —7 = A AT

IP &

Bt L. TDOA 4 —7 = A AL T auto qos voip cisco-phone =~ > N & O HAITHLT S5 7=
DIZUETT, ZOHRIE, A F =T =24 ZADANH—E 2 RY —(F, CoS v—F 7T VoIP &

KO TF VT Ny NMIIET 8T 20ERDD £7,

Z i, Cisco IP Phone D AA v F 2 7

[ oL-27596-01-J
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W auto qos classify police

ASIC R VOIP BEOV 7 F VT v 77 47D CoSEY NOFEY—F L TORIBPEIND DT
T AA v FICER ST TP BRGIZ PC A8k Si-=—H1EX, PC ® NIC i L TZ®D PC 5
dscpef ~D T 747 DDSCP v—F L T aH~—F L/ T&HD, DSCP v—F v /3 —FKT
2LEX2 )T 0 OREFHEOTRICRY £, ZNE0, HWHFRMOTZA44T T 4 F2—IZFEY
TNEAL FTT 4y BEREESNET,

B.auto qos classify police =~ > ROA Y —E X KU v—DF 71— |

policy-map AutoQos-4.0-Classify-Police-Input-Policy
class AutoQos-4.0-Multimedia-Conf-Classify
set dscp af4l
set cos 4
set qgos-group 34
police cir 5000000 bc 8000
exceed-action drop
class AutoQos-4.0-Signaling-Classify
set dscp cs3
set cos 3
set qgos-group 16
police cir 32000 bc 8000
exceed-action drop
class AutoQos-4.0-Transaction-Classify
set dscp af2l
set cos 2
set qgos-group 18
police cir 10000000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class AutoQos-4.0-Bulk-Data-Classify
set dscp afll
set cos 1
set qgos-group 10
police cir 10000000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class AutoQos-4.0-Scavenger-Classify
set dscp csl
set cos 1
set gos-group 8
police cir 10000000 bc 8000
exceed-action drop
class AutoQos-4.0-Default-Classify
set dscp default
set cos 0
police cir 10000000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1

C8HDF 2 —%E VB THEDIIH NI T AZMEHT D SRND4 HAR Y v—BIUOHIFa— 7T
ADT T L—hy ZOTTL—FiE 4250 SRND4 =2~ RIZHETT,

class-map match-all AutoQos-4.0-Priority-Queue
match qos-group 32

class-map match-all AutoQos-4.0-Control-Mgmt-Queue
match qos-group 16

class-map match-all AutoQos-4.0-Multimedia-Conf-Queue
match gos-group 34

class-map match-all AutoQos-4.0-Multimedia-Stream-Queue
match qos-group 26

class-map match-all AutoQos-4.0-Trans-Data-Queue
match qos-group 18

class-map match-all AutoQos-4.0-Bulk-Data-Queue

match gos-group 10
class-map match-any AutoQos-4.0-Scavenger-Queue
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auto qos classify police ||

match qgos-group 8
match dscp csl

AutoQos-4.0-Scavenger-Queue 1%, qos-group 7 £721d dscp afll & —FK T2 X HICHET HLEL D
NET, RIv—~=vF ar74F¥al—ary T—FTHETEND police =~ FiE, EFENT
WHL— MHREBZ7ZNT 7 4 v 7 71— qos-group DH~—F 2 7 2 FHA LW TT,
auto qos classify police 2~ FEZ AN L7z, ERINTWLHL— MIRRICER L2 NG 7 v 7 7
2—{Xcsl ICHY—F 7 ENETD, qos-group ZHHT 7 a L E LTHY—F 7 TERV
B, JLOD qos-group LR L E T, 7272 L., AutoQos-4.0-Scavenger-Queue [ /IR Y v — <
THNOMDFT R TOF 2 — LV RITERZINDT-D, LD qos-group 7L EZFFFL TWVBHITH b
LY, BY—F T &Ny MEZOX 2 —IZaHShET,

policy-map AutoQos-4.0-Output-Policye

bandwidth remaining percent 1

class AutoQos-4.0-Priority-Queue
priority
police cir percent 30 bc 33 ms

conform-action transmit exceed-action drop

class AutoQos-4.0-Control-Mgmt-Queue
bandwidth remaining percent 10

class AutoQos-4.0-Multimedia-Conf-Queue
bandwidth remaining percent 10

class AutoQos-4.0-Multimedia-Stream-Queue
bandwidth remaining percent 10

class AutoQos-4.0-Trans-Data-Queue
bandwidth remaining percent 10
dbl

class AutoQos-4.0-Bulk-Data-Queue
bandwidth remaining percent 4
dbl

class class-default
bandwidth remaining percent 25

dbl

ERENTAVE—T 2L R L_YL a<w L K
Fa/Gig R— | :

Switch (config-if) #
service-policy input AutoQos-4.0-Classify-Police-Input-Policy
service-policy output AutoQos-4.0-Output-Policy

fl WO TIE, BEETERVA V¥ —7 =4 A gigabitethernetl/l 726D T 7 4 v 7 %2RV ¥ 5
HiEERLET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# auto gos classify police
Switch(config-if)# do sh run interface gigabitethernetl
Interface gigabitethernetl
auto gos classify police
service-policy input AutoQos-4.0-Classify-Police-Input-Policy
service-policy output AutoQos-4.0-Output-Policy
end

BfEav> R
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W auto qos classify police

avwyk HL]

auto qos voip cisco-softphone Cisco IP SoftPhone 7 7'V 77— 3 > #FfT L T\ 5 PC IZHEH
SINTeA L E—T A AD QoS HEZAEM L, ZDLIHMRA
B =Tz A APEDRY) T NTT 4w T ~v—F 7 LE

‘é—o
auto qos classify BETXRNWA L Z—T =24 2D QoS REXEM L ET,
auto qos srnd4 VYa—vary U770 A Xy NU—27 THA L 40I10HES

WT QoS HEZAEML ET,
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auto qos srnd4 W

auto qos srnd4

VVa—ary V77 A Xy NU—27 FTHA 2 4.012HES0T QoS i EE AT 5 ICIE. auto
qos srnd4 7' u— L o~ REFEHLET,

auto qos srnd4

BX DA Zoawy RICE, BIEEFEF—U— Rizdb 0 THA,

FIFIE IOavy RICIET 74V MRERD Y A,

avY kR E—F Jsa—r )L ar 7 4 Fal—g

oy FERE y1y—=x EEER
15.1(1)SG, Z®a= RN Catalyst 4500 > U — X 24w FIZBMEE Lz,
15.1(1)SG IOS-XE 3.3.0

BEREDHLARSAY oz~ i, # LV auto-QoS 2~ RS v ¥ —T7 oA ATRESNL TV ABRAITERENE
ﬁ—o

AutoQos SRND4 aa~v > KL, f v #—T = AZ@AIND &, Ja— L ar 7 s FXal—3
VU RATROT T L= (ABEIOB) &1 SBLEARLET,

W, a2 NI, 7V —vary 2RI T 4 v 7 BT 57201 ACL %7213 DSCP i
L CoSEIZ—ET H—EHD I FA vy THAKLES, ANz FRE—HKL, 7 TAT
qos-group ZFRE L, J{EIC L o TUIRE SNICHIIEIC 7 A2 R Lo 7T AR Y o —H AR
ENnEJ, (qos-group 1T, BARDZT7T SV r—ary 7T AN DOBME LTHRLALS L HICT 55
BO X 7T, qos-group BNRESNTZAL vFOALTHA M TEHEECED Y FHEA), SHIT,
ATIRY o —THEIE STz qos-group & —FT 5 8MOHNFa— 7/ T A v~y IREREINET, E
BEOHARY o—iF, SEOHNFa2— VTR v FENETNICF 2 —FH VY TET,

AutoQos srnd4 2= > FFMBIGEUTT 7 L— MNEFEAER LET, 722X, HLv smdd =+
YRERMCHERT DL, 8HOF 2 —DH I — A R v—2ERT DH 70— VR ENERS L
9 (FiEo7 71—k B), Z0O#%, oA ¥ —7 = A4 RZHEM S 7z aute qos =~ > Rkl
Xao—AYITHOT 7L — b EERLEYA, T, T3TO auto-QoS =2~ FRBATH B L
BIEDF 2 —DET WML, 2~ NI LR RO TIZAERS N TN D72 T,

auto qos voip trust R4 X—T A DA LV F—T = R
—AERENE o=V LY aw K
Ta—N"AhT 7 L—hMIABLOB TEEINET (Tida M),

ATTVr—ary 77220207 7 L— ML, auto-QoS video cts, auto qos video ip-camera,
B LW auto qos trust =~ > FTEHINET, 20T FL— D7 T AIZiX, auto qos video cts,
auto qos video ip-camera, ¥ X N auto qos trust =~ > KOA DY —EX KV o—bEFENET, Z
D 3 DO a7 R AutoQos-4.0-Input-Policy Z#EHTHME—D LD TH L7, Hiikd 3 2D =~
YRWERT LTV = ar VI AERERTDORLT TV MIEORY V2B L LE
HELEL E 9,
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W auto qos srnd4

class-map match-any AutoQos-4.0-VoIP
match dscp ef
match cos 5

class-map match-all AutoQos-4.0-Broadcast-Vid
match dscp cs5

class-map match-all AutoQos-4.0-Realtime-Interact
match dscp cs4

class-map match-all AutoQos-4.0-Network-Ctrl
match dscp cs7

class-map match-all AutoQos-4.0-Internetwork-Ctrl
match dscp csé6

class-map match-any AutoQos-4.0-Signaling
match dscp cs3
match cos 3

class-map match-all AutoQos-4.0-Network-Mgmt
match dscp cs2

class-map match-any AutoQos-4.0-Multimedia-Conf
match dscp af4l
match dscp af42
match dscp af43

class-map match-any AutoQos-4.0-Multimedia-Stream
match dscp af31l
match dscp af32
match dscp af33

class-map match-any AutoQos-4.0-Transaction-Data
match dscp af2l
match dscp af22
match dscp af23

class-map match-any AutoQos-4.0-Bulk-Data
match dscp afll
match dscp afl2
match dscp afl3

class-map match-all AutoQos-4.0-Scavenger
match dscp csl

AutoQos-4.0-Signaling 35 & Y AutoQos-4.0-VoIP 77 Z A%, IP BEFENA V¥ —7 = A ATER SN T
WDIGEITHLT 572012, Cos IZ—HTHHLE N H Y £3, (Cisco IP Phone /L, DSCP Tid7Ze <,

CoSEy MNTaF~v—F 2/ TxET),

policy-map AutoQos-4.0-Input-Policy

class AutoQos-4.0-VoIP
set gos-group 32

class AutoQos-4.0-Broadcast-vid
set qgos-group 32

class AutoQos-4.0-Realtime-Interact
set gos-group 32

class AutoQos-4.0-Network-Ctrl
set gos-group 16

class AutoQos-4.0-Internetwork-Ctrl
set qgos-group 16

class AutoQos-4.0-Signaling
set qgos-group 16

class AutoQos-4.0-Network-Mgmt
set gos-group 16

class AutoQos-4.0-Multimedia-Conf
set qos-group 34

class AutoQos-4.0-Multimedia-Stream
set qgos-group 26

class AutoQos-4.0-Transaction-Data
set gos-group 18

class AutoQos-4.0-Bulk-Data
set qgos-group 10

class AutoQos-4.0-Scavenger
set gos-group 8

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG

OL-27596-01-J |



| £2% Catalyst 4500 >1)—X XA v F® Cisco I0S a2 F

auto qos srnd4 W

BHHxa— 2T 20ZDFTFL—R3I (SRND4 HHHRY >—L i) SOOI —%E YT
4, ZOTFT 7L — MITRTO SRND4 2~ RITHETT,

class-map match-all AutoQos-4.0-Priority-Queue
match qos-group 32

class-map match-all AutoQos-4.0-Control-Mgmt-Queue
match gos-group 16

class-map match-all AutoQos-4.0-Multimedia-Conf-Queue
match qos-group 34

class-map match-all AutoQos-4.0-Multimedia-Stream-Queue
match qgos-group 26

class-map match-all AutoQos-4.0-Trans-Data-Queue
match gos-group 18

class-map match-all AutoQos-4.0-Bulk-Data-Queue

match gos-group 10

class-map match-any AutoQos-4.0-Scavenger-Queue
match gos-group 8
match dscp csl

RIv—~wy T arZaFalb—rar - FTETIND police 2~ NI, EESINTWVD L —
FHIBREE X T2 N T 7 4 v 7 7a—@ qos-group D~ —F > 7 &7 A L7222, qos-group 7 7=
i% dscp afll & —%7 % X 512 AutoQos-4.0-Scavenger-Queue Z & ET HLENH Y 97, auto qos
classify police =~ > FEANTH L, ERINTVDEL— MIBICERKLEZ T 7 4 v 7ur—X
csl IEH~—F > 7 INFETH, qos-group T 7 a & LTHY—F L7 TERVWED, TD
qos-group WHAZRFF L E T, 7272 L. AutoQos-4.0-Scavenger-Queue [FH IRV v — <~ v 7O
DFTRTOF2— LV RICERINDTZD, LD qos-group 7L EHRFEFELTWDIZL b bLT, B
YR TEINTEATy MEZOF a—ITHSRET,

policy-map AutoQos-4.0-Output-Policy
class AutoQos-4.0-Scavenger-Queue
bandwidth remaining percent 1
class AutoQos-4.0-Priority-Queue
priority
police cir percent 30 bc 33 ms
conform-action transmit exceed-action drop
class AutoQos-4.0-Control-Mgmt-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Multimedia-Conf-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Multimedia-Stream-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Trans-Data-Queue
bandwidth remaining percent 10
dbl
class AutoQos-4.0-Bulk-Data-Queue
bandwidth remaining percent 4
dbl
class class-default
bandwidth remaining percent 25
dbl

—AEREINIA BT 2 AR LN aw K

Fa/Gig A— b :

LAY 2A 0 H—T =24 ZADYE

Switch (config-if)# no service-policy input AutoQos-VoIP-Input-Cos-Policy
no service-policy output AutoQos-VoIP-Output-Policy
service-policy input AutoQos-4.0-Input-Policy

service-policy output AutoQos-4.0-Output-Policy
LAV 3IA U E =T A ADYGE
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W auto qos srnd4

Switch (config-if)# no service-policy input AutoQos-VoIP-Input-Dscp-Policy
no service-policy output AutoQos-VoIP-Output-Policy
service-policy input AutoQos-4.0-Input-Policy
service-policy output AutoQos-4.0-Output-Policy

auto qos voip cisco-phone A X—FNDA VB —T = f R
—ERENhE T a—2L LYl aw U K

ABIOB (i) TEEENTZ/ v — "7 T T L—k,
—AERENFAVE—T 2L R L) aw R

Fa/Gig &— b :

Switch (config-if)# no gos trust device cisco-phone
no service-policy input AutoQos-VoIP-Input-Cos-Policy
no service-policy output AutoQos-VoIP-Output-Policy
gos trust device cisco-phone
service-policy input AutoQos-4.0-Cisco-Phone-Input-Policy
service-policy output AutoQos-4.0-Output-Policy

i VUa—ar 77 LR Ry NU—2 FHFA 4.0 12HESNT QoS RELAEMT 51T, kD X
T LET,

Switch# auto gos srnd4

BEaTUF avwyk HL]
auto qos trust BT DA X —T = AD QoS R E&EEMRLET,
auto qos voip cisco-softphone Cisco IP SoftPhone 77’V /77— 3 > % %47 L T\ % PC (2
SINIeAE—T A AD QoS HEZAEML L, ZTDOLIHRA Y
B =Tz A ANLDRY) T " NTT 4T e~v—F T LE
j—o
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auto qos trust W

auto gos trust

BEHTEDA v F—T =24 AD QoS REX AT HIZIE, auto qos trust interface =~ FEEH L
F7.

auto qos trust

BX D5 Toawy P, BIERIRF—TU— FEHY EH AL
T2FIE ZOavy RICET 74V FERERH Y £ A,
avTY kR E—F Ao B —T 2 A AT Fal—Tgy T—FK
av Y FEE Jyy—= EEE
15.1(1)SG. Z M=~ RA Catalyst 4500 2 U — 2 A v FIBMSE LT,

EREDAHA R34y

15.1(1)SG IOS-XE 3.3.0

EREhEZa—r\ LYL aw o R

A H =T A AT auto-QoS srnd4d =~ > RE#EHT AL, av o Ntk rZe— L ar 7 4 FXa
L—yay LLTROT Y7 L—h (ABLOB) O 1 oE /i3 mksnEd, @, =<
VRIE, TV ary VTR T T 4 v BT AHTOIC ACL £/ DSCPES LL X
CoSMEIZ—ET L EDI T vy FHEMLES, Eicshizs 7 2L —&KL, 77 AT qos-group
EHREL, BRI TERESNEHIRIEICY 722 R o 7T ANRY —NEK S ET,
(qos-group (X, BB 7 SV r—vay 7 I7AN 1 2O E LTHERONS LT HEMED % 71
TEEHA, AAM v T O THFAMTEEECTELY THA), IBIZ, ANKRY O —THRESH
7z qos-group & —H T2 EDOHIF2— 7/ T A vy IRAERINET, EEOHARY »—id, Z
DYDY T2 =y FZNENICF 2 —&EIDHTET,

awy RRSEREHCET T 7= 2AERLET, HEE HLna~vr REMOTHERATS
EL8HDOF 22— —E A RV U —2ERT DI/ —"AREVERENET, TOK, oA
VE—T A RZ#H ST auto-QoS vy R NF a—A LT OT T L — M EERLER AL
I, TTCO auto-QoS v RBBITHBEL SHOXF 2 —DETVIEF L, 2~ RO
OERAREN LT TICERINLTNDHTEDTT,

ABIOB CERINIZZvm—LRT T L— L,
A.auto qos trust 2~ > R CHAINDZ T 7V r—vay 77 ADT 7 L—h,

ZDOT 7 L — MZIX, auto qos video cts, auto qos video ip-camera, 52 O auto qos trust =~ -
ROADH—ER R —bEENRET, 203 202~ Kk AutoQos-4.0-Input-Policy % f# 9
LME—DHEDTHLID, a~vry RTHEHEINGT TV r—vay VI RAERERT LT 7 L—MZ
FORY T —%FOLMNERHY T,

class-map match-any AutoQos-4.0-VoIP
match dscp ef
match cos 5

class-map match-all AutoQos-4.0-Broadcast-Vid
match dscp cs5

[ oL-27596-01-J
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W auto qos trust

class-map match-all AutoQos-4.0-Realtime-Interact
match dscp cs4

class-map match-all AutoQos-4.0-Network-Ctrl
match dscp cs7

class-map match-all AutoQos-4.0-Internetwork-Ctrl
match dscp csé6

class-map match-any AutoQos-4.0-Signaling
match dscp cs3
match cos 3

class-map match-all AutoQos-4.0-Network-Mgmt
match dscp cs2

class-map match-any AutoQos-4.0-Multimedia-Conf
match dscp af4l
match dscp af42
match dscp af43

class-map match-any AutoQos-4.0-Multimedia-Stream
match dscp af31l
match dscp af32
match dscp af33

class-map match-any AutoQos-4.0-Transaction-Data
match dscp af2l
match dscp af22
match dscp af23

class-map match-any AutoQos-4.0-Bulk-Data
match dscp afll
match dscp afl2
match dscp afl3

class-map match-all AutoQos-4.0-Scavenger
match dscp csl

AutoQos-4.0-Signaling 33 X T8 AutoQos-4.0-VoIP 7 7 A%, IP BFENA V¥4 —7 = A AZHHE ST
WDGEEITHLT 272018, Cos I—ET 248 E H Y 3, (Cisco IP Phone (X, DSCP Tid7e <,
CoS bty MNETEH~—F 7 TEET),

policy-map AutoQos-4.0-Input-Policy

class AutoQos-4.0-VoIP
set qgos-group 32

class AutoQos-4.0-Broadcast-Vid
set gos-group 32

class AutoQos-4.0-Realtime-Interact
set qos-group 32

class AutoQos-4.0-Network-Ctrl
set gos-group 16

class AutoQos-4.0-Internetwork-Ctrl
set gos-group 16

class AutoQos-4.0-Signaling
set qos-group 16

class AutoQos-4.0-Network-Mgmt
set gos-group 16

class AutoQos-4.0-Multimedia-Conf
set gos-group 34

class AutoQos-4.0-Multimedia-Stream
set qos-group 26

class AutoQos-4.0-Transaction-Data
set gos-group 18

class AutoQos-4.0-Bulk-Data
set gos-group 10

class AutoQos-4.0-Scavenger
set gos-group 8

B8DOX o —%2E VY THDICH N7 ZA%FEHT S srndd AR Y o —B LU0 1F2— 7T 2
DT T —h, ZOTT— MNEITXTD srndd =2~ FIZHETT,

class-map match-all AutoQos-4.0-Priority-Queue
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auto qos trust W

match qos-group 32

class-map match-all AutoQos-4.0-Control-Mgmt-Queue
match qgos-group 16

class-map match-all AutoQos-4.0-Multimedia-Conf-Queue
match qos-group 34

class-map match-all AutoQos-4.0-Multimedia-Stream-Queue
match qos-group 26

class-map match-all AutoQos-4.0-Trans-Data-Queue
match gos-group 18

class-map match-all AutoQos-4.0-Bulk-Data-Queue

match gos-group 10

class-map match-any AutoQos-4.0-Scavenger-Queue
match qgos-group 8
match dscp csl

RV — <=y 7 ar7 4 Xal—rvalr B— RNTHEITINS police 2~ NiE, ERBINLTWADL—
MR ZB X7 8T 7 4 v 7 7a—@ qos-group DF~—F 2 F 2R L7272,
AutoQos-4.0-Scavenger-Queue 1% qos-group 7 7= (X dscp afll &L —HTH L IICERETLILENRH
F 7, auto qos classify police =~ FEZETT 5L, EREINTWD L— MRIZGERK L b7

T4 7a—Fcesl ITHY—F T ENETN, JLO qos-group LR L E T, i
qos-group A7 7/ a b LTHY—F VI THILENRTERNZHTT, 72750,
AutoQos-4.0-Scavenger-Queue [ IRV o — = v TRNOMO TR TOF 2 — LV IBICERINDTZ
B, JLOD qos-group TNV ERFEFELTNDICHE DD LT, Bv—F 73N ry MIZOF 2 —
WIS NET,

policy-map AutoQos-4.0-Output-Policy

class AutoQos-4.0-Scavenger-Queue
bandwidth remaining percent 1

class AutoQos-4.0-Priority-Queue
priority
police cir percent 30 bc 33 ms

conform-action transmit exceed-action drop

class AutoQos-4.0-Control-Mgmt-Queue
bandwidth remaining percent 10

class AutoQos-4.0-Multimedia-Conf-Queue
bandwidth remaining percent 10

class AutoQos-4.0-Multimedia-Stream-Queue
bandwidth remaining percent 10

class AutoQos-4.0-Trans-Data-Queue
bandwidth remaining percent 10
dbl

class AutoQos-4.0-Bulk-Data-Queue
bandwidth remaining percent 4
dbl

class class-default
bandwidth remaining percent 25

ERENTAVE—T 2L R L_YL a<w K
Fa/Gig R"— | :

Switch (config-if)# service-policy input AutoQos-4.0-Input-Policy
service-policy output AutoQos-4.0-Output-Policy

i WOFITIE, FHETER\VA F—T = A X gigabitethernetl/1 26D N T 7 4 v 7 2RV 745
FiEERLET,

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# auto gos trust

Switch(config-if)# do sh running interface interface-id
interface FastEthernet2/1
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W auto qos trust

auto qos trust

service-policy input AutoQos-4.0-Input-Policy

service-policy output AutoQos-4.0-Output-Policy
end

EEa<TUF avwy kR B
auto qos voip cisco-softphone  Cisco IP SoftPhone 7 7'V 7 — 3 v %34T L T\ 5 PC IZH
SINTeA L E—T A AD QoS HEZAEM L, ZDLIHMRA
B—=T 2 AANLDORY) T NI T 4w 7 %~v—F T LE

‘é‘@
auto qos classify BT RNV U Z—T A AD QoS FEZXEK L £7,
auto qos srnd4 VYa—vary U770 A Xy NU—27 THA L 40I10HES

WT QoS HEZAEML ET,
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auto qos video WM

auto qos video

Cisco TelePresence £721% Cisco # A T DA X —T =4 AD QoS T &AM T 521X (CDP /L
T2 & {54E) . auto qos video > F—T A A AT 4 Xal—var avr FEERALET,

auto qos video {cts | ip-camera}

WX D5 cts Cisco Telepresence 5 /31 A QoS v —xF v 7/ &FHE L £,
ip-camera Cisco DET A =AM T2 HAXAFTD QoS ~—F T HFHLET,
TZHILE ZOavy RICHET 74V hREBH Y £H A,

avY kR E—F AV H—T 2 A AT 4 Fal—var T—K

av Y FEE J)y—2 EEER

15.1(1)SG. Z O~ K23 Catalyst 4500 & U — X A A » FISBEM S E LTz,
15.1(1)SG I0S-XE 3.3.0

ERAEDHM K542  auto qos video =~ > FiZ Cisco TelePresence 23 SNB AT, A v F—7 = A A%EE L
T, TRUANOH AT, R— MIEETERVIRETT,

EREnE-Za—rL Lyl aw R

auto-Qos srnd4 A~ Rk, A1 Vv Z—T7 A AZHEMEND L, Ze— L a7 4Fab—a v
LAV TIRDT 7= D 1 DEIFEREERLET, B, a~r N, 77V r—var s
TR T T 4 v BT DI ACL £721X DSCP (£721% CoS) fEIC—HT 25 —#D I T X
vy TEARLET, ERENTLI T AL —H L, 7T AT qos-group X E L, HAIC Lo TLHRE
SITZHIBNRIC 7 T A%E R Vo VT AR —bERENET, (qos-group 1%, %7227 7Y
r—vary 7I7AR 1 O0HME LTERObND LT 28BS 72T &t A vFDaw
THAMITREETHEDLY FHA), IHIZ, AR > —TRE SN qos-group & —FHT 25 8
DN Fa— 27 T2 =y FREKRESLET, ZEOHANRY —iF, §oOENFa— 2T vy
FNENICF2a—%2E DY TES,

stnd4 2~ 2 FIERERG AT, 707 b= bERERLET, L& 2E HiLnasy gD T
HRTHE, SEOF2—DHIY—E A R v—%2EHRTH7a— LREVERINET, TD
%, oA —7 x4 RNTHEA SN2 auto-QoS 2~ > NI IF a—A 7 OF 7 L— M EARK
LEFA, T, 7XTO auto-QoS =2~ FABITHBFEIL 8 HOF 2 —DET VITEKFL, 2+
¥ ROBAIOMERRED ST TICAERIN TN D2 TT,

ABLIOB TEEINLZ v — LT o7 L—],
A.auto qos video =~ RTHEAEINET TV r—rvary JTAODT 7T L—h,

ZDOFT 7 L— MZiX, auto qos video cts, auto qos video ip-camera, 5 X U auto qos trust =~ >~
ROANY—E 2 R vr—baEhEd, 203 203~ Fi& AutoQos-4.0-Input-Policy % -4
HHE—DLDOTHDHe, a~vy FNCERENLD T TV r—vay 77 A% ERTLHRALLT VT L—
MZEDRY O—%EDDHT L2 HRLET,

class-map match-any AutoQos-4.0-VoIP

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
[ oL-27596-01-J .m



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

W auto qos video

match dscp ef
match cos 5

class-map match-all AutoQos-4.0-Broadcast-Vid
match dscp cs5

class-map match-all AutoQos-4.0-Realtime-Interact
match dscp cs4

class-map match-all AutoQos-4.0-Network-Ctrl
match dscp cs7

class-map match-all AutoQos-4.0-Internetwork-Ctrl
match dscp csé6

class-map match-any AutoQos-4.0-Signaling
match dscp cs3
match cos 3

class-map match-all AutoQos-4.0-Network-Mgmt
match dscp cs2

class-map match-any AutoQos-4.0-Multimedia-Conf
match dscp af4dl
match dscp af42
match dscp af43

class-map match-any AutoQos-4.0-Multimedia-Stream
match dscp af31l
match dscp af32
match dscp af33

class-map match-any AutoQos-4.0-Transaction-Data
match dscp af2l
match dscp af22
match dscp af23

class-map match-any AutoQos-4.0-Bulk-Data
match dscp afll
match dscp afl2
match dscp afl3

class-map match-all AutoQos-4.0-Scavenger
match dscp csl

AutoQos-4.0-Signaling 35 & Y AutoQos-4.0-VoIP 7 Z A%, IP EiENA ¥ —7 = A AR I N T
WABEITHT B 721, Cos IZ—HT 20Eb &V £9, (Cisco IP Phone 1, DSCP Tid7e <,

CoS bty METEB~—F 7 TEET),

policy-map AutoQos-4.0-Input-Policy

class AutoQos-4.0-VoIP
set qos-group 32

class AutoQos-4.0-Broadcast-Vid
set qgos-group 32

class AutoQos-4.0-Realtime-Interact
set gos-group 32

class AutoQos-4.0-Network-Ctrl
set qos-group 16

class AutoQos-4.0-Internetwork-Ctrl
set qgos-group 16

class AutoQos-4.0-Signaling
set gos-group 16

class AutoQos-4.0-Network-Mgmt
set qos-group 16

class AutoQos-4.0-Multimedia-Conf
set qgos-group 34

class AutoQos-4.0-Multimedia-Stream
set gos-group 26

class AutoQos-4.0-Transaction-Data
set qgos-group 18

class AutoQos-4.0-Bulk-Data
set qgos-group 10

class AutoQos-4.0-Scavenger
set gos-group 8

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG

OL-27596-01-J |



| £2% Catalyst 4500 >1)—X XA v F® Cisco I0S a2 F

auto qos video WM

BS8HDOF o2 —%E 0 B THDIIH NI FAZMEHT D stndd HIIAR Y o —BIUOHIFa— 7T X
DT T—hy ZOTTL— MMEITRXTD srnd a2~ NIZHIETT,

class-map match-all AutoQos-4.0-Priority-Queue
match gos-group 32

class-map match-all AutoQos-4.0-Control-Mgmt-Queue
match qos-group 16

class-map match-all AutoQos-4.0-Multimedia-Conf-Queue
match qgos-group 34

class-map match-all AutoQos-4.0-Multimedia-Stream-Queue
match gos-group 26

class-map match-all AutoQos-4.0-Trans-Data-Queue
match qos-group 18

class-map match-all AutoQos-4.0-Bulk-Data-Queue

match qgos-group 10

class-map match-any AutoQos-4.0-Scavenger-Queue
match gos-group 8
match dscp csl

A=~y arZesFal—rary = RNTETIND police 2~ NiE, EEINTVDHL—
FNHIBRZB X772 N7 7 4 v 27 7a—0 qos-group D~ —F > 7 &FFr] L7228,
AutoQos-4.0-Scavenger-Queue IE qos-group 7 E721% dscp afll & —FKT B LI ICHETHHLERDH Y
F7°, auto qos classify police =~ > FREITEINHE, ERINTWDH L — MiRICEK L7z M7
T4y 7a—dcesl ILH~Y—F LT IHNET, qos-group ZHET /gL LTHY—F /T
ERW2w, JLD qos-group L REF L E T, 7272 L. AutoQos-4.0-Scavenger-Queue L /1R Y
V= 2y THNOMDT RTOF 2 — LV RITERSIND /2D, LD qos-group 7~/ EREF L TWND
WZH2hbbT, By—Fr 7 EN7o Ty MEZOF 2 —IZEESNET,

policy-map AutoQos-4.0-Output-Policy
class AutoQos-4.0-Scavenger-Queue
bandwidth remaining percent 1
class AutoQos-4.0-Priority-Queue
priority
police cir percent 30 bc 33 ms
conform-action transmit exceed-action drop
class AutoQos-4.0-Control-Mgmt-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Multimedia-Conf-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Multimedia-Stream-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Trans-Data-Queue
bandwidth remaining percent 10
dbl
class AutoQos-4.0-Bulk-Data-Queue
bandwidth remaining percent 4
dbl
class class-default
bandwidth remaining percent 25

ERENEAVE—T 2L R LY a=w L K
Fa/Gig #— k :

Switch (config-if)# service-policy input AutoQos-4.0-Input-Policy
service-policy output AutoQos-4.0-Output-Policy

%1 WO FITIL, Cisco TelePresence f > % — 7 =1 A gigabitethernetl/1 |2 QoS FE & LEKT D iz R
LET,

Switch (config) # interface gigabitethernetl/1
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W auto qos video

Switch (config-if)# auto gos video cts

Switch (config-if)# do sh running interface gigabitethernetl/1
interface interface-id

auto gos video cts

gos trust device cts

service-policy input AutoQos-4.0-Input-Policy
service-policy output AutoQos-4.0-Output-Policy
end

WOFITIE, Cisco I AT DA ¥ —7 = A A gigabitethernetl/l & QoS F#E &AL T D HikE R L%

B

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# auto gos video ip-camera

Switch (config-if)# do sh running interface interface-id
interface interface-id

auto gos video ip-camera

gos trust device ip-camera

service-policy input AutoQos-4.0-Input-Policy
service-policy output AutoQos-4.0-Output-Policy
end

BfEav> R

avwUFk B
auto qos trust BT DA X —T = AD QoS RE&EEMRLET,
auto qos srnd4 VYa—vary U770 A Xy NU—27 THA L 40I10HES

WT QoS HEZAEML ET,
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auto qos voip W

auto qos voip

HEIAYIZ QoS KA A > IND Voice over IP (VoIP) @ Quality of Service #i% & (auto-QoS) 3512
auto qos voip 1 ' ¥ —7 = A X :1/74' ¥al—varyavry REEHALET, auto-QoS EQTE%%FE
QoS T 74N MIAET DX, ZDa~vr Fone BREHEH L ET,

auto qos voip {cisco-phone | trust}

no auto qos voip {cisco-phone | trust}

BX DA cisco-phone Cisco IP Phone A > % —7 = A 2® QoS #E &L LET (CDP %24 L 7= 44+
EE4H), HEAXT v FD CoS T~ULNEHEIND DL, IP Phone M S5

BIZIR Y 7,
trust AVH =T 2 ABEETE DAL v FEIIN—Z 18R L, BEIZ VoIP @

QoS #FHELET, HE X7 v hD CoS BLWDSCP 7-~VUHEHENET,

T2+ FRTCOA v H—T =4 AT auto-QoS 137 4 £—7 LT,

a2 kK E®—F AV H—Txf AT 4 Fal—var T—RK

avy FEE =2 EREEM
12.1(19)EW Z Dz~ R Catalyst 4500 &V — X A4 v FITBMSE LTz,

FEREDFARSLAY o< F2fEMALT, A4 v F 281 QoS FAA VN, Xy hU—ZWNE, 8LV QoS DHEE k
TI4 I ENETEDLT Y TNRAZADVOIP b7 7 4 v 7IZH# L7 QoS R ELET,

Cisco IP Phone I8t &z (v b —2 = v P®D) A— b LT cisco-phone ¥—7 — R4 L
F9., AA v FiL. Cisco Discovery Protocol (CDP) %4 L T IP Phone # i L. %@ IP Phone »»
HEE LIy NNOD CoS 7L EEELET,

Xy T =7 NEBIZHER SN TNDHR— b ETtrust ¥— Y — FEZEALET, FNT 71 v o7 B¥tho
Ty Y TAL AL TTTICHESNTWDERELET, TOD, ZhbD Ty D
CoS/DSCP 7~ ViR EnE 7,

BELIEA v Z—7 x4 AT auto-QoS HrEA A X —T7 WITT DL, HEIMICIRKOT 7 v a »MTbi
iﬁ—o

e QoS W™ E— NI A F—T IR Y £T (qos /B— b a7 4 Fal—gr avwr i),

e DBL A7 B— Ml X—=T NIV ET (qosdbl /7 m— L a7 4 Falb—vay avy
)

* auto qos voip cisco-phone 1 > ¥ —T7 =2 Af X 2T 4 Falb—Taravr NeEANTEHE B
HEBE RBBRENS A F— T 2720 £, Z OF%AREIX. Cisco Discovery Protocol (CDP) Zffifi L T,
Cisco IP Phone WFfET D L7220 L E 3, Cisco IP Phone A &N &, HrEDA >
B —TxAALEDANFEIL, Ty FTEZEL CoS TANVEEET L LI ICHREESNET,
Zhix, —# o &V IP Phone T DSCP 3~ —F > 7 I/ 72® T3, Cisco IP Phone 23 77E L
RONEEIE, N7y RO CoS FANEFEH LWL S ICANEIRESNET,
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W auto qos voip

* auto qos voip trust 1 > ¥ —7 = A1 A :1‘/74#“11/_“/3‘/:17‘/1““%)\7'773“@3: fBE LR
A H— 714?<73‘V4'\72<EL'C4“%§2}’L“CU‘ B, ZOA v HE—T =4 A LEDOATIZFEN
Ny BTG LT CoS TV EBHETHL I ﬁéﬂiﬁ“( DA E—=T 2 A AR AT 3
LLTERESINTWDHAEIE. DSCP %1:'?,573“54:9 WICRESNET),

HE) QoS lt, A¥T A4 vV TIVEA, #A4FIvsTr8A, EFVLANT 72, BLORrF v
J R—= R TARX—TNIZTEET,

auto-QoS A X —7 LD L TIZHEBIZAKR SN D QoS REEFKRT H1TiE, (Auto-QoS %A1 F—
T M T BEIIC) debug auto qos £ EXEC a2~ REHHALCT Ny 7% A4 2 —T NI LET,

A H—7 x4 A ETauto-QoS 27 4 E—7 /T T 5HITIX, no auto qos voip ¥ —T7 = A A A
T4 Falb—Yar avs s FefERLEST, Z0a~xr FeANT L A4 v FI3HEYE QoS &1

X—=TMIZLT, ZDOA X —7 = A AD auto-QoS X E XL QoS 7 7 4V bR EICEE L ET, =
OT 7 va i, auto-QoS I Ko THEITSINE T u—NABREZET LEFA, 7 — VL EILR
CEETT,

] ROBITIE, FHEY b A —=HFFy h A2 F =T 2 211 CHHENTVDE AL v FEFL—F
DEHTEX AT, ATHHIHAEIZ, auto-QoS A X —7 iz L, HE 7> FT%E L7 CoS B &
U'DSCP 7~V EEHT D HiEZ R LET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# auto gos voip trust
WOFITIEZ, 77 A A= Ty M A X —T AR 21 ITHHHEINTNDHT /31 A Cisco IP
Phone & L THiH &7z & &1Z, auto-QoS %4 R —7 iz L, HENX7 v FTRIF L7z CoS 7L %
(BT B k2R LE T
Switch (config)# interface fastethernet2/1
Switch (config-if)# auto gos voip cisco-phone
WOHITIE, Supervisor Engine 6-E D1 > % —7 = A A2 LT, auto-QoS 231 3 —7 /L OEAICHENE
END QoS RELZF T 2 HEERLET,
Switch#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #interface gigabitethernet3/10
Switch (config-if) #auto gos voip trust
Switch (config-if) #
1d03h: service-policy input AutoQos-VoIP-Input-Cos-Policy
1d03h: service-policy output AutoQos-VoIP-Output-Policy
Switch (config-if) #intface gigabitethernet3/11
Switch (config-if) #auto qos voip
cisco-phone
Switch (config-if)#
1d03h: gos trust device cisco-phone
1d03h: service-policy input AutoQos-VoIP-Input-Cos-Policy
1d03h: service-policy output AutoQos-VoIP-Output-Policy
Switch (config-if) #end
Switch#
WE &R 5121, show auto qos interface =~ > F&Z A LET,
BEaVYU R avwUF B

debug auto qos (Cisco I0S @ H#E QoS #F v/ LE T,
~=a T VEEBIR)

qos trust A B =T A ADEFRELZRELET,
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auto qos voip W

avwyk B

show auto qos i 4% Automatic Quality of Service (auto-QoS) FXE % F*
~LET,

show qos QoS fHMEFRRLET,

show qos interface Fao—A U TIERERRFLET,

show qos maps QoS ¥ v FEMAEFK R LET,
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Ml auto qos voip cisco-softphone

auto qos voip cisco-softphone

Cisco IP SoftPhone 7 7'V 77— 2 Y & FE(TT 5 PCIZEHE L CVABA v X —T = A AD QoS REZ 4
WL, TOLIRALE—T 2 AADLDRY VT T 7 4 v P E~v—F 73 5I21L, auto qos
voip f VA —T =2 A A a7 4 Fal—aravry REEHLET,

auto qos voip cisco-softphone

BXXnieA Zoavwy R, BIEEREF—T— RiEdb Y A,
TIAILE IOavy RITIET 74V MERERD Y 8 A,
ATV R E—F AV H—T 2 A AT 4 F¥al—vary T—K

av Y FEE J)y—2 EEER

15.1(1)SG. Z Dz~ RS Catalyst 4500 & U — X A4 v FIEMS N E LT,
15.1(1)SG I0S-XE 3.3.0

BRALOHM FS4Y auto qos voip =~ > FTRESNA-R— MIFETER2VLO L SET,
ERENEZa—rUL LY o= B

auto-QoS srnd4 2~ RN A U H—T = AZHHIND L, Je— L a7 4 XFalb—a b
NLUTROT 7T —k (A, B, BEOC) N1 oF3EEERSNES, @H, a2~ NI, 7
TV =2 ay IR NT T 4 v ESET B0 ACL £721% DSCP (F721% CoS) iz —#3
L—#HDOITA T EERLET, EREINTEITAL—HL, 7T AT qos-group X E L. 5
AL TEHBRESNTHIRIEIC Y Z A5 R o TFHANFY U—HEREINET, (qos-group

X, BA27 70V 5—vary 77 AR 1 DOEME L THDbND LT HEMEDOY 7 TT, AL v

FOaArTHAMTEIEETTIHY FHEA), SHIT. AR —THRIES LT qos-group & —E
T8O NFa— VT A vy TPREKRINET, EEOHNARY —iF, ZO8HDI T v
TENTNICF 2 —2H DY TET,

gy NEBBERGEICET Ty 7L — AR LET, eI, FriLvnavsy R THEMRT S
EL8HDF 22— — A R V=2 ERT DB —"AREVERENET, TOHK, o1
V=T oA AT EN T auto-QoS FH I F a—A T DOT T L — b EAK LERA, T,
T RTO auto-Qos v RBBATHEBFEL 8 MHDOF 2 —DET/WIKIEL, T+ RORYIOMHE
PHT TICAERENTNDIZH T,

Ta—nNART 7 —RMIA B, BLORCIZL-TERINET,

A.ACL B X (! auto qos voip cisco-softphone =~ > RTHAEINAT 7V r—var 7 T3ADT VT
L—h,

ip access-list extended AutoQos-4.0-ACL-Multimedia-Conf
permit udp any any range 16384 32767
ip access-list extended AutoQos-4.0-ACL-Signaling
permit tcp any any range 2000 2002
permit tcp any any range 5060 5061
permit udp any any range 5060 5061
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ip access-list extended

permit
permit
permit
permit
permit
permit
permit
permit
permit

tcp
tep
udp
tcp
udp
tecp
udp
tep
udp

any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any

eq
eq
eq
eq
eq
eq
eq
eq
eq

ip access-list extended

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

tep
tecp
tep
tep
tecp
tep
tep
tecp
tep
tep

any
any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any
any

eq
eq
eq
eq
eq
eq
eq
eq
eq
eq

ip access-list extended

permit
permit
permit
permit
permit
permit
permit
permit
permit

tep
udp
tecp
udp
tep
udp
tep
tep
tep

any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any

eq
eq

auto qos voip cisco-softphone

AutoQos-4.0-ACL-Transactional-Data
443

1521

1521

1526

1526

1575

1575

1630

1630
AutoQos-4.0-ACL-Bulk-Data
ftp

ftp-data

22

smtp

465

143

993

pop3

995

1914
AutoQos-4.0-ACL-Scavenger
1214

1214

range 2300 2400
range 2300 2400

eq
eq

3689
3689

range 6881 6999

eq

11999

range 28800 29100
ip access-list extended AutoQos-4.0-ACL-Default
permit ip any any

class-map match-any AutoQos-4.0-VoIP-Data
match dscp ef

match cos 5
class-map match-all AutoQos-4.0-VoIP-Data-Cos
match cos 5
class-map match-any AutoQos-4.0-VoIP-Signal

match dscp cs3

match cos 3
class-map match-all AutoQos-4.0-VoIP-Signal-Cos
match cos 3
class-map match-all AutoQos-4.0-Multimedia-Conf-Classify
match access-group name AutoQos-4.0-ACL-Multimedia-Conf
class-map match-all AutoQos-4.0-Signaling-Classify
match access-group name AutoQos-4.0-ACL-Signaling
class-map match-all AutoQos-4.0-Transaction-Classify
match access-group name AutoQos-4.0-ACL-Transactional-Data
class-map match-all AutoQos-4.0-Bulk-Data-Classify
match access-group name AutoQos-4.0-ACL-Bulk-Data
class-map match-all AutoQos-4.0-Scavenger-Classify
match access-group name AutoQos-4.0-ACL-Scavenger
class-map match-all AutoQos-4.0-Default-Classify
match access-group name AutoQos-4.0-ACL-Default

AutoQos-4.0-VoIP-Data-Cos ¥ & O' AutoQos-4.0-VoIP-Signal-Cos i%, = —H#NA X —7 = A R|T
IP BEEA B L, £DA ¥ —7 =4 A LT auto qos voip cisco-phone =~ > FZ& AS) 3 255 12%t
MLET, ZOHEIF, A F =T =24 ZADANH—E 2 RY —iF, CoS ¥v—F 72T ICHEIN
TVoIP BLOY TV 7 Ry MZ—ET20ERH Y T, ZhiE, Cisco IP Phone DA A v F
> 7 ASIC 8 VoIP BL O 7T V7 v 7742 27® CoS By hOF~—F 2 TOHRIZIRESND

[ oL-27596-01-J
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Ml auto qos voip cisco-softphone

72O TT, AA v F I S iz IP EEEIZ PC Bk Sz —H1, PC @ NIC 2 L CTZ® PC
"5 DSCPef ~D T 7 47 DDSCP~—F 0 7 hH~v—F% 7 T&xnH77-8, DSCP~—F 72
—EToLeX2 VT s OEHEORRIZAY T, ZhZLY, HWOFMOTI7A4 4T 4 Fa—
WCIEVTNZAL T T4y 7 RE-> TIRESNET,

B.auto qos voip cisco-softphone =~ > FOA N —ER RV —DF 7L — |,

policy-map AutoQos-4.0-Cisco-Softphone-Input-Policy
class AutoQos-4.0-VoIP-Data
set dscp ef
set cos 5
set qgos-group 32
police cir 128000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class AutoQos-4.0-VoIP-Signal
set dscp cs3
set cos 3
set qgos-group 16
police cir 32000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class AutoQos-4.0-Multimedia-Conf-Classify
set dscp af4l
set cos 4
set gos-group 34
police cir 5000000 bc 8000
exceed-action drop
class AutoQos-4.0-Signaling-Classify
set dscp cs3
set cos 3
set gos-group 16
police cir 32000 bc 8000
exceed-action drop
class AutoQos-4.0-Transaction-Classify
set dscp af2l
set cos 2
set gos-group 18
police cir 10000000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class AutoQos-4.0-Bulk-Data-Classify
set dscp afll
set cos 1
set qgos-group 10
police cir 10000000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class AutoQos-4.0-Scavenger-Classify
set dscp csl
set cos 1
set gos-group 8
police cir 10000000 bc 8000
exceed-action drop
class AutoQos-4.0-Default-Classify
set dscp default
set cos 0

C8D¥ =2 —2EV Y THLEDIZH T FAZMHEHT S stndd AR Y O —B L 1Fa— 7T A
DT T =R, ZOT 7T — MITRTO srnd4d 2+ RIZHLETT,
class-map match-all AutoQos-4.0-Priority-Queue

match qgos-group 32
class-map match-all AutoQos-4.0-Control-Mgmt-Queue

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
m. OL-27596-01-J |



| £2% Catalyst 4500 >1)—X XA v F® Cisco I0S a2 F

auto qos voip cisco-softphone

match qos-group 16

class-map match-all AutoQos-4.0-Multimedia-Conf-Queue
match gos-group 34

class-map match-all AutoQos-4.0-Multimedia-Stream-Queue
match qos-group 26

class-map match-all AutoQos-4.0-Trans-Data-Queue
match qos-group 18

class-map match-all AutoQos-4.0-Bulk-Data-Queue

match gos-group 10

class-map match-any AutoQos-4.0-Scavenger-Queue
match gos-group 8
match dscp csl

RN)v—~y T arvrgFal—var E—FNTETIND police 2~ FiF, ERINLTVDH L —
MR ZB X787 7 4 v 27 70 —0 qos-group DF~—F 2 7 ZFFR L7272,
AutoQos-4.0-Scavenger-Queue I& qos-group 7 71t dscp afll & —HTH L IICHRETIMLENH Y
F7°, auto qos classify police =~ > FREITENHE, ERINTWDH L — MiRICEK L7z M7
Ta4vr 7ua—Tesl KFv—F 7 INETH, qos-group ZEEWT /gL LTHY—F 7T
W2, T qos-group FEERFFLE 9, 7272 L. AutoQos-4.0-Scavenger-Queue I H 1R Y
V= TNOMOT R TOF2a— KV RIERINDLTD, LD qos-group 7L ERFFLTND
bbb d ., By—Fr 7 aniery MEIZOXFa—ICnBisnEd,

policy-map AutoQos-4.0-Output-Policy
class AutoQos-4.0-Scavenger-Queue
bandwidth remaining percent 1
class AutoQos-4.0-Priority-Queue
priority
police cir percent 30 bc 33 ms
conform-action transmit exceed-action drop
class AutoQos-4.0-Control-Mgmt-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Multimedia-Conf-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Multimedia-Stream-Queue
bandwidth remaining percent 10
class AutoQos-4.0-Trans-Data-Queue
bandwidth remaining percent 10
dbl
class AutoQos-4.0-Bulk-Data-Queue
bandwidth remaining percent 4
dbl
class class-default
bandwidth remaining percent 25
dbl

ERENEAVE—T 2L R LY a=w L K
Fa/Gig #— k :

Switch (config-if) #
service-policy input AutoQos-4.0-Cisco-Softphone-Input-Policy
service-policy input AutoQos-4.0-Output-Policy

1 &I, Cisco IP SoftPhone 7 7V r—> a3 U2 FETLTWD PCIZHmMENTWELEXEHE Y b
A=V Xy b A F—=T A A1/1 D QoS HTEAEKTEHEEZRLET,

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# auto gos voip cisco-softphone

Switch (config-if)# do sh running interface gigabitethernetl/1
interface gigabitethernetl/1

auto gos voip cisco-phone
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Ml auto qos voip cisco-softphone

gos trust device cisco-phone

service-policy input AutoQos-4.0-Cisco-Phone-Input-Policy
service-policy output AutoQos-4.0-Output-Policy
end

EEa<TUF avwy kR B
auto qos voip cisco-softphone  Cisco IP SoftPhone 7 7'V 7 — 3 v %34T L T\ 5 PC IZH
SINTeA L E—T A AD QoS HEZAEM L, ZDLIHMRA
B—=T 2 AANLDORY) T NI T 4w 7 %~v—F T LE

‘é‘@
auto qos classify BT RNV U Z—T A AD QoS FEZXEK L £7,
auto qos classify police BHEHTEXRWA LV Z =T 2 A AMNLD T T 4w TR
7LET,
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auto-sync M

auto-sync

NVRAM IZ®h b ar 7 4 Falb—var 774400 BEEMIE A X —TICT 5I21E, aute-sync
avw REFEALEYT, BEIRbEEZT 1 E—7 T 5120, Zoa~v>r KO no BRAEFEHLE
T

auto-sync {startup-config | config-register | bootvar | standard}

no auto-sync {startup-config | config-register | bootvar | standard}

B DA

TIAILE

startup-config ZB—= TS ar7 4 Xalb—aroaBEbEREELET,

config-register a7 4 Xal—vary LURASHREOHBRILEZRE L £,
bootvar BOOTVAR 22> 7 4 F¥a b —va vy OHBREHLAHEEL £7,
standard AH =T v a7 4¥alb—3ar, BOOTVAR, BLUa 7 ¥

L—vay LYAZOHBIREERE L ET,

TRTCOary 7 4 F¥al—vary 77400 EBFEHEIX standard

TNE AL CPU ®—F

EREDAHA R34y

Jyy—=x EEER
12.1(12¢)EW o= FA Catalyst 4500 U — X A A » FIZBM S E L= (Catalyst
4507R DH),

no auto-sync standard =~ > N2 AJ§ 5 &, BEIRHLITITONEE A,

] KOBITIE, A2 CPUT (F74NFREND) av 74 ¥al—vary LYRZOAHRBEE
AFR—=TNT D HEERLET,
Switch# config terminal
Switch (config)# redundancy
Switch (config-r)# main-cpu
Switch (config-r-mc)# no auto-sync standard
Switch (config-r-mc)# auto-sync configure-register
Switch (config-r-mc) #
EEa<TUF avwo R BieA
redundancy TEav 7 4¥al—var T— REfALET,
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W average-packet-size (netflow-lite E=% 4 TE—F)

average-packet-size (netflow-lite €=4 4 JE€—

<)

netflow-lite € =% ¥+ 7 — ROBMAA » F TOEE T o b B A Z&I8ET DI,
average-packet-size =~ FEHEA L E T, V7T EEIBRT2IE, 202~ KO no IBX%&1E
MLET,

average-packet-size average-packet-size

no average-packet-size average-packet-size

BXO5H average-packer-size  PIFA > FC PSS FH A o b 1 X& A R CRE L ET
TI24ILE 0 /31 b
O F E—F  netflow-lite =7 AR —% F7E—F
av Y FEE Jyy—=x EEEA
15.0(2)SG Z Dz~ RN Catalyst 4500 > U — R 2 A v FITBEMEINE LT,

ERLEDAA K54

i

MER—F A F—T 2 AET—F, B—F F¥FIL A F—T=AAFT—F, £721% config
VLAN £— R CZpavwr FEANTE £,

NPy N YTV T AH=AATE, FUVHZ LR IUNY T 7 ERABET, NEICIE, 2o
DLXNDOY TV ITRIATINET, BPOY TV TOLVOREEX, FFEDA F—T7
ARIZBIZFE LRy bOY A Rk o TRRY 9, T T Y XLAOWEEEZFEST ST
average-packet-size /X7 A — X 2R L E 7,

VAT AL THBMICAA N T 7 4 v 7 OERIZHESHNCA v H—T =4 ATONYH Yy b 3
A ANREIN., HYDOL~VDH 7Y o I TOMEMER S ET,

T Y XLIZIE, 64 ~ 9216 /NA b DTy b YA ZFEPBLE T, 0 DL, FEAT Y b
A ADHBRENLETHDL L EERLET,

WOFTIE, F—FOFTEY N A X —T=2A R 13 DE=FERETHHEERLET,

Switch# config terminal

Switch (config) # int GigabitEthernetl/3

Switch (config-if)# netflow-lite monitor 1

Switch (config-netflow-lite-monitor)# sampler samplerl

Switch (config-netflow-lite-monitor)# exporter exporterl
Switch (config-netflow-lite-monitor)# average-packet-size 128
Switch (config-netflow-lite-monitor)# exit
Switch (config-if) # exit
Switch (config) # exit
Switch (config) #
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average-packet-size (netflow-lite €=% 47€—F) M

Switch# show netflow-lite monitor 1 interface gil/3
Interface GigabitEthernetl/3:
Netflow-lite Monitor-1:

Active: TRUE
Sampler: samplerl
Exporter: exporterl
Average Packet Size: 0
Statistics:

Packets exported: 0

Packets observed: 0

Packets dropped: 0

Average Packet Size observed: 64
Average Packet Size used: 64

show netflow-lite exporter §# EXEC 2~ RZH L CREZ MR TE E 7,

BEavF avw ok Htea
sampler (netflow-lite € =4 ¥ netflow-lite €=% +7E—RDA L F—T =24 ZATH TS Y
7E—K) THET VT 4TI LET,
exporter (netflow-lite €=%  netflow-lite T=4% %7 E— RO I AKR—FZE| D 4 TET,
P7E—F)
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W bandwidth

bandwidth

WHAR—MTEA SN TWEIRY v — vy FICRT 227 7 ATEID YT 2D R/ N IE 2 FEE £ 72134
B4 52i%, bandwidth RV > —~ o7 752 a< FEERALET, 7740 MREICRTICIE,
Zoa<vwr RFono BRXEFEHLET,

bandwidth {bandwidth-kbps | percent percent | remaining percent percent}

no bandwidth

B DA bandwidth-kbps 7T ANTEIY) YT HHIRE O R (kbps HAL), FEE T HHiPHIT 32 ~
16000000 T
percent percent B 7 ACHY S TSH, HTRRTEEOR S, HETE 2fAIX 1
~ 100 T,

remaining percent percent H 7 AIZEID YT, #HEHEOKEY OFE, EETE2®EMIT 1 ~
100 C9, Zoa~vy RNEx, 7F7A4FIVT 4 Fa—A7 7T ARK
ESINTWAHAICBY I R—rsh, 7744V T7 4 Fa—A27
77 AT r— MRS EE A,

TI2H+IE ORI IS E STV ER A,
avy kE—F KV —~wF V52 a7 4¥al—ay £—F

av Yy FERE yy—=x EEEM
12.2(40)SG Zd =z~ F23, Supervisor Engine 6E % {# H7 % Catalyst 4500 > J —X
ALy FITEMENE LT,

FEEEDHAL K542  bandwidth =<2 FiZ, WER— MNIEBENTWAERY o— <y FTOLER LET,
bandwidth =~ FTlE, AL v FThIT T4 v 7 DEENREELIZHED, JTADNT T 47
DE/NEIIEZIBTE L E T, A v F TEHEENFEAEL TWRWES., T0O7 7 A XZ0a<vr R THE
B LT HIRIE L 0 K WERIE S A S E T,
R 2 R E LW T a—A V7 VT RAERE LTS A., Fa—0OR/MHEEENFE -7-<
BAES NN, ZOF 2 — TR — MZEID B THENTWARWEIIEO —# 24 H L £,
FLWF 2 —DORE Y Y THIIEA 2 WSS, IR AEERELZH VT XTOF2—0
BANFKERE L — M &2 T OICKRE D Y THIEEN 0 ThRVWEEe, R —oMEMTIZES S
iﬁ—o
bandwidth =~ > NICIZEKOFIBELAEH S £,

e percent ¥ — U — RZHHTIHEIE. 1 2OKRY) v— <y FNOY T AEWBOEEOEFMN
100% #2252 LT T&EHA, BEOFFIZ, K— b O TERRRENIEEL 2 3,
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7l

bandwidth W

o ORI, LAV 2 A==y FENATIORESIIHET DLERDH Y £,

e 1OORY — =y TAHTIE, §XTOZ T AHMIEZL kbps 7213/ —k > PR THETE £
T, INOERESEDLZLIITEEEA,

WOFITIL, silver-class &£ \9 ZHID 7 Z A D Fg/MililE % 2000 kbps IZRET 5 HiEEZ R LET,
TDITTRI, AL v TFOaLrT 4 Fal—a T TIEELET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# policy-map polmapé

Switch (config-pmap) # class silver-class

Switch (config-pmap-c) # bandwidth 2000

Switch (config-pmap-c)# end

WoOHICIE, CBWFQ D% E SN TV DA, class] 12 30% DOHIRIE% . class2 12 25% OwiE %
WIET D HEERLET, 2HEOI FARS LR v — v THER S, WBAR— Mo E
‘j—o

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# policy-map policyl

Switch (config-pmap) # class classl
Switch (config-pmap-c)# bandwidth percent 50
Switch (config-pmap-c) # exit
Switch (config-pmap) # class class2

Switch (config-pmap-c)# bandwidth percent 25
Switch (config-pmap-c) # exit

Switch (config-pmap) # end

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# service-policy input policyl
Switch (config-if)# end

W OB TiX, Low-Latency Queueing (LLQ; (KIBIEN = —1 > ) B L OHHIRIENHE I N TV 5
HIT, WIRIE 2 REET 2 FikE R LET, ZORFITIL, voicel V57 7 AT LLQ A4 X —T/LITE
nNTHET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# policy-map policyl

Switch (config-pmap) # class classl

Switch (config-pmap-c)# bandwidth remaining percent 50
Switch (config-pmap-c) # exit

Switch (config-pmap) # class class2

Switch (config-pmap-c)# bandwidth remaining percent 25
Switch (config-pmap-c) # exit

Switch (config-pmap) # class voicel

Switch (config-pmap-c) # priority

Switch (config-pmap-c) # exit

Switch (config-pmap) # end

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# service-policy output policyl
Switch (config-if)# end

R E & R T 2 121%. show policy-map ### EXEC =~ FZ AN LET,

[ oL-27596-01-J
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M bandwidth
BIEa<T VR avok HL
class o747 R V—%EREFRIIEFTT L7 7 ADLHITEE
ELET,
dbl NG T4 D7 TANERTHEEF2— LT, T/ T 47
Fao—BFHEALARX—TNVIZLET,
policy-map BHR— MCEHATRERRY v — <~ v T E2ERFE 2T AT L,

P—ERA RV V—2HEEL TR V—~y T a7 1 Fal—
vary E—RERBLET,
priority SEETITAFTVT 4 Fa— (REBELEFX=2—127 (LLQ) %A
R—=T7 N LT, WHAR—-MIEA S TWLIRY v— vy
BT DT 74w DI TRACTITAF VT 4 HfBELET,
service-policy (FV v — <=y KU — < v 7HNIZ QoS (Quality of Service) AU > —& LT

77T R) P—ERA KU —%FERLET,

shape (7 72 R—RX Fa—o PYHAFR— MIEAINTWERY V— vy FIZEHEEND N T

7)) TA9T VFTADNT T4 w7 V=2—Er T X—T ML
=9,

show policy-map RYv— vy TEREFRRLET,
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call-home (F/a—/\ )L a>v74¥aL—>ay) M

call-home (FO—/\J)LaAvI724XalL—S3Y)

CallHome = > 7 4 ¥ a2l —> a3y B— RZBBTAHI2E, ZFe—)L a7 Falb— gy F—
KT call-home ==~ > R&{#HH L £,

call-home

BXXniA Toawy R, BIEEREF—T— RiEb Y A,

AvY R TIANLE IOav Ly RIZIET 74V FRERDH Y T8,

avY kR E—F Ja—r ) ar7 4 Fal—ay T—R

av Y FERE yy—=2 EHEERT
12.2(52)SG Z ® =~ KA Supervisor Engine 6E 35 & O Catalyst 4900M (2B S 4
F L7,

ERAEDHMA K542  call-home =~ REZANTH L, 77 Fid Switch (cfg-call-home)# [2Z{k L, & Call Home
ary74Xalb—vary avy FEERTEL LRV ET,
e alert-group : 77—k FA—T A X—TNEIET 4 =T MIZLET, alert-group =~
FEZH LTI,
o contact-email-addr email-address : ¥ AT LAOHPYBEDEFA—/L 7 RLAZE 0 Y TET, &
T A= 7 RUABRTRK 128 XTFOEKTE AN TEET (A4—2%kL),

 contract-id alphanumeric : Cisco AutoNotification D 2 % < —8K ID 2 E L3, K 64
LFOEBTEANTEET, AN—REANT L2561, = M) EZBIAR (") CTHTLER
HoET,

* copy profile source-profile target-profile : Bef50D 7 1 7 7 A v (source-profile) & [F UE%E TH
LW v 7 7 A )V (target-profile) %Z{ER L %7,

» customer-id name : Cisco AutoNotify ADO I 2 % <— 1D Z48E L £9, K 256 LFOFEK T
ANTEET, ARN=REZANTHEAE, = Y Z5HKF (") CTHOLERDH Y £T,

e default: =~ > K&7 7 4/ MEIZRELET,

e exit:CallHome 2> 7 4 Falb—T a3y T—RE&KTL, /e—"L ar7 4 F¥alb—a v
= RIZRY 7,

e mail-server {ipv4-address | name} priority priority : 7 A X~ —DEF A —/N — DT FL R
BLUOWHATZ7AFT VT 4 2HI0ETES, IP 7 RLRAELITZEEM FA A 4 (FQDN) %
AL, 1 g@E) ~100 (i) OFF7A4F VT 15KV Y THZENTEET,
mail-server =~ F&# VKL, HO priority 52 A/1T562 LT, No 7 v S EF AV
= RNEERTETET,

e no: AV REMHIT L0, £OT 740 MIERELET,
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W call-home (Fa—nLavT74XaL—2a)

7
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* phone-number +phone-number : 43 DEFHEF L FE L E T, phone-number fHIL, 77 A 7
V74 7R (4) THELILERSGDET, FHTELIOE X vy (1) EEERZT T, &K
16 XFEANTEET, ARN—2FANTIHAIF. = b ESIHK (") CTHLLERHY
£7.

o profile name : call-home 7’27 7 A/ a7 4 Fal— g E— BB LET, profile =
v FEZHLTIES N,

o rate-limit threshold : Call Home A v — DL — MR L 2 WMEZRE L ET., FOHEOHEIE
3T 1 ~60 AyE—TTT,

» sender {from | reply-to} email-address : call-home A v & —EETLOET A —/ 7 KL A%
ELET, BT A= T FLABRTHRK 128 XFOREHTEASTEET (AX—271),

o site-id alphanumeric : Cisco AutoNotify D4 b ID Z45E L £9, K 256 SLFEOHRETE A
hTEEd, AX—REZANTEHHEEF,. = M) EFIRKGF (") THOELERH Y 7,

» street-address street-address : RMA i O (M EEFZHE LET, K 256 XTFORET% A
NT&EFET, AR—RAEZANTIHEEIE., = MU 25| A (") CTHLLELIH Y 9,

e vrf: VPN Routing/Forwarding (VRF; VPN /L —7 ¢ V7 [#51%) A4 L AX VAL ERELE T,
AHTOE 1% 32 XFUNTT,

WOBITIE, HIGEHERERET D2 FikER L ET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)# call-home

Switch (cfg-call-home)# contact-email-addr username@example.com

Switch (cfg-call-home) # phone-number +1-800-555-4567

Switch (cfg-call-home)# street-address “1234 Picaboo Street, Any city, Any state, 12345”
Switch (cfg-call-home) # customer-id Customerl1234
Switch(cfg-call-home) # site-id SitelManhattanNY
Switch (cfg-call-home) # contract-id Companyl234
Switch (cfg-call-home) # exit
Switch (config) #

wOF T, call-home A v E—Y DL — MR L X VMEEZRET D HiEE R LET,

Switch (config)# call-home
Switch(cfg-call-home) # rate-limit 50

WOFITIX, call-home A vE—YDOL— MR L EVMEE T 7 4L MREICHRET D HEERLE
7,

Switch(config)# call-home
Switch(cfg-call-home) # default rate-limit

KOFTIE, BEOT e 77 ANV ERILary 7 4 X2 lb— g VBEOFLWISEET 0 7 7 A Va2 ERK
T 5 HEEZRLET,

Switch(config)# call-home
Switch (cfg-call-home)# copy profile profilel profilela

WOFITIE, —RUREF AN RNFTRA=FBIOT T~V LD FY DBEF A=V P — %R
E?‘Zﬁi%%ﬁ LET,

Switch# configure terminal
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call-home (F/a—/\ )L a>v74¥aL—>ay) M

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# call-home

Switch (cfg-call-home)# mail-server smtp.example.com priority 1
Switch (cfg-call-home)# mail-server 192.168.0.1 priority 2
Switch (cfg-call-home) # sender from username@example.com
Switch (cfg-call-home) # sender reply-to username@example.com
Switch (cfg-call-home) # exit

Switch (config) #

WOFITIL, call-home BT A —/V A vE—V%ERET S vif 4 & LT MgmtVif Z18E7 5 HikE R
LET,

Switch(cfg-call-home)# vrf MgmtVrf

BIEav Uk avwyk B
alert-group (CiscoIOS O~ 77— bk JN—T% A RX—TVIZLET,
—a TNV ESR)
profile (CiscoIOS ®~== call-home 7r 77 A /)L a7 4 Fal—rar T—RFElHLE
T EBIR) kR
show call-home CallHome 2> 7 4 ¥ 2L —Ya UEHREFRRLET,
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W call-home request

call-home request

VAT LDERE A ZERF/LT, CiscoT V Ty b A0 Z =TV 2 V—AhbLAR—FBLID
SN A 13 5 121X, $5# EXEC £ — K T call-home request =~ > K& L E3, > A2anbosy
WLAR— NI, RELICERKLEDOEFA—L 7 RLRAIZEEINET,

call-home request {output-analysis “show-command” | config-sanity | bugs-list |
command-reference | product-advisory} [profile name] [ccoid user-id]

¥ESTOEREA output-analysis S E LTHSE L7 CLIshow =2~ RO 1% %E LE 7, show 2+

"show-command" VR ESAG (") THDMERHY £,

config-sanity FRTDHLVR—FOXA T ER/ELET, ZOF—TU— RIZESNT,

bugs-list show running-config all, show version, show module (A% > K7 &

command-reference ). show module switch all (VS > 25 4) a~< Rl H600H

product-advisory ERINTa~vr Ny hOIIBR T AIZEFE IR THOIIINET,

profile name (EE) BERBPBEISNAIHFEO T 77 AV ERELET, 0774
ABHEE SN TWARWES . BRIE Cisco TAC 712 7 7 A MZRIE S E
KR

ccoid user-id (&) B4%% 4 Smart Call Home = —H D ID ZHE LE9, user-id %

BETDE, BROGH VAR — MIRGEL—FOETFA—/L T FL A2
fEE&NET, user-id #HE L2WGEE, LR — MIT A AOERKIE
A=) T RLARIZEEINET,

ARVRTIANE IOavy RICIET 74NV MERERDLY A,

a2V F E—F ¥eHE EXEC £— K
ATy FEE )= EEEm
12.2(52)SG Z M=~ R Supervisor Engine 6E 3 & O Catalyst 4900M (ZiE/I S 41
F L7

EREDAMA RS54 CallHome EROZEH T 0 7 7 A VA F—T VT HMETH Y £ A, BRA v —% Cisco
TAC 2851 L, Smart Call Home ¥ — E X5 5k % 5{5 T& % £ 912, Transport Gateway 235 E S
NEBEFA—NT RLAET R 7 7 A VITHRELET,
BRTDVR—FDOIA THFEET H2F -V — FICHESE, BRI L TROERPIESNET,
e config-sanity : BIFEOFE[Ta v 7 4 Fa b —va VIZHEETERZ N 7577 1 ADOEH,
e bugs-list : EIfTHDO A=V 3 B X OEEEHA SN TS BEEEDBER DO NS,
o command-reference : E{TI 7 4 F a2l —1a VIZEENDIZTRTOa~<r F~DBRY 7,
o product-advisory : X U — 27 OFT A AT D W REMD & % Product Security Incident

Response Team (PSIRT) i#%1, End of Life (EOL) # 721X End of Sales (EOS) &%, &5\ %
Field Notice (FN),
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call-home request W

Ul WIS, =—WRHEE LT show 2~ OS2 FERT LB EZRLET,

Switch# call-home request output-analysis "show diagnostic result module all" profile TG

BEaYF call-home (F/m— 3L 274  CallHome 27 4 Fal—vay E— REBBLET,
Falb—Tay)
call-home send FITTAHCLIlavy K&, BT A—ATHEETL v NI
LEBITEEBELET,
call-home send alert-group BEDT I —h I —F Ayt —U%EELET,
service call-home (Cisco I0S @~ Call Home # A r—7 NV E7ZixT 4 B—7 M2 LET,
—a TNV ESR)
show call-home call-home 2> 7 4 Xa L —y g U EREFRLET,
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call-home send

CLI a2~ FE2FEITL, a~r FHWEETFA—/LTHEETDITIE. ¥ EXEC T — KT call-home
send 2~ R&EEHLET,

call-home send “cli-command” {email email-addr [service-number SR] | service-number

SR}
XD "cli-command" FETTDCLI A~y REHELES, 3w RIUAHFETF AL TREES
ﬂi‘j‘o
email email-addr CLI =~ R ADOKMERDBEFA—N T FLAZRELET, BFA—
VT RUREEELTWRWES, 22 R Cisco TAC
(attach@cisco.com) 2183 I E T,
service-number SR a<y ARG T 2777 477 TAC r—AFHEZHELET, =
DEF L, BAA—A T KLA (EEXTACESF A—L 7 FLR) M3H&
ESNTVRWERIZOHRMET, B A—VOHLITICRRINET,
AYVRTIANE CoOawr RICET 740 FRERH Y EHA,
ATV FE—F  FHEXECE—F
av Y FERE Jy—= EEER
12.2(52)SG Z =~ KA Supervisor Engine 6E 35 X O Catalyst 4900M (2B &
* L7z,

EREDAHA R34y

Zoavwy REMATLE, FRELECLI a~y RV AT A ETEITENET, fiETSH CLI 2~
URIE ST (") THORZERSY ET, £, RO un 2wy RELE show 2w K (T
TOEYVa—VHOavy FeEl) 2BETEEY,

D%, a~vr FHAE, BT A—LVTHREDEFA—N 7 RLRACKEShET, EFA—NV T K
VAZFRE L TWARWES, a2~ FEIE Cisco TAC (attach@cisco.com) ([ZEESNET, &
A= ix, HATICY —ERAEFEZEMHT T (FBELLEEA) vy 73 A MERTEEINET,

7l KOBITIX, CLI 2~ REXEFELT, a~vy NHAZETF A — L TZITRS HikEz R LET,
Switch# call-home send "show diagnostic result module all" email support@example.com
BIEav Uk call-home (Fm—L a7 4  CallHome 2> 7 4 ¥l — 3 T— REHBALET,

Fal—Tay)
call-home send alert-group BEDTS5— N I —TF Aot — R EELET,

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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call-homesend W

service call-home (Cisco I0S @~ Call Home %A x—7/VEixT 4 =7 M LET,
= 7/1/75?723%)

show call-home call-home 207 4 X b—v g UEHEERLET,
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call-home send alert-group

WEDT T— K IN—T A v—U%%ET HI21T, FHE EXEC ©— FT call-home send
alert-group =~ FZEHL ET,

call-home send alert-group {configuration | diagnostic module number | inventory}
[profile profile-name]

L OERBA configuration AT 4 FXalb—vary T IR IN—T Ao —UkmETe T A
JVITEELET,
diagnostic module BT T — b IN—T A=V EREDEY 2 — VEFDOEET 1
number T AMIZEELET,
inventory A4 b call-home * v —VEIXIELET,

profile profile-name (EE) w7 m 7 7 A VOL4FERELET,

ARVRTIANE IOavwy RITIET 74V MEERDY A,

a2 F E—F ¥eHE EXEC £— K
avy FEE )= EEEm
12.2(52)SG Z M= R Supervisor Engine 6E 3 & O Catalyst 4900M (ZiE/N S 41
FLZ,

BREDHL FSM4Y EVa—ABEZEANTIHE, TV 2—LOREANTEET,
profile profile-name %457 L7 WAL, B INTT X TOLREET R T 7 A VI A v E—UREE
SNET,
FEITHEETEDLONER, 274 Falb—vary, B, BLEOA XU N 75— ZA—T77121F
TT, sETaT77ANME, TI7— b TA—TFICBBEINDIMLEETH Y EHA,

!l WIZ, RET T—F TN—=T Avb—=Vask7n 77 A VICEETLHHEZRLET,

Switch# call-home send alert-group configuration

WOFITIE, BT F7— b IN—T Ayt —VEREDEY 2 —NELZORKET BT 7 A VITHEET
LHEERLET,

Switch# call-home send alert-group diagnostic module 3

WOBITIE, BT 7—h TNV —T Ry e—VEREDEY 2 —LEEZDTXTDEHET BT 7 ()L
WWEET 2 HEERLET,

Switch# call-home send alert-group diagnostic module 3 profile Ciscotacl
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call-home send alert-group

OB TiX, A2 VU call-home A v —Y % &ET D HEEZRLET,

Switch# call-home send alert-group inventory

BEavT R call-home (F/m—/3L 274  CallHome 2> 7 4 Fal—ay T— REBBLET,
Fal—av)
call-home test EF LT call-khome T A b AvE—V%FEEFELET,

service call-home (Cisco IOS @~ Call Home A *—7 NV FE7= T 4 =TI LET,
:::177/V%E§§Hﬁ)

show call-home call-home = 7 4 F a2 L— 3 UIHFREFRLET,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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call-home test

Call Home 7 A kb A v —V % FEICTRIET DIT1%. #i# EXEC & — K T call-home test =~ > N %
AL X,

call-home test [“fest-message”] profile profile-name

ST EREA "test-message" ({EE) 7TAN AvE—Y THR L,
profile profile-name ST T A NDAERRELE T,

AvY R TIANLE ZIOavy RIZIET 74V FRERDH Y T8,

avY kR E—F e EXEC E— KN

av Y FERE Jyy—=2 EEERT
12.2(52)SG Z ® =~ KA Supervisor Engine 6E 35 & O Catalyst 4900M (2B S 4
F L7,

BREDHARSAY —oa~vr F2EHTE. TR AvE—UREEDRET 7 7 A VICEESNET, T AR
A=Y THXFRANEANTIHEAE, TFAPMNCAR=ZARNEGEENTWDIHEEIE., ZOT XA MEF]
A% (") THOMLERDHD ET, Avt—TE2ANLLBWES, T 7408 AvE—UNRNEESH
iﬁ—o

7l &Iz, CallHome 7 A b A vt —Y % FBTEET D0 2R LET,
Switch# call-home test “test of the day” profile Ciscotacl

BEa<TFR call-home (F/u— 3L = CallHome 2> 7 4 Falb—va T— FEBBLET,
V74X 2L —TgY)
call-home send BEDT T—h I —TF Aot—TEEELET,

alert-group

service call-home (Cisco CallHome #A4 X —7 WV E-xT5 41— LET,
10S OD~==T/LVE&MR)

show call-home call-khome 2> 7 4 ¥ a2 L — g UIEREFERLET,

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
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channel-group W

channel-group

EtherChannel 7"/ —7|Z EtherChannel A > % —7 = A 2 &%V ¥ T TEET 5121, channel-group
AV REMHLET, A V¥ =T 2 ANLTF v XV IV —TF ar 74 Fab—va CEHIRT S
Wik, Zoa~vr Kone BXNZHEMALET,

channel-group number mode {active | on | auto [non-silent]} | {passive | desirable
[non-silent]}

no channel-group

B DA number FxFN TA—TH/EERELET, AHEOHFIL 1 ~ 64 T,
mode A % —7 = A A®D EtherChannel £ — FZ T L £,
active LACP %ML A R—T/WIZ LET,
on PAgP YT, A— MEMREINICT ¥y 2L LET,
auto R—hrz2Xyr 7 xAvz—rary AT7—MILET, ZOHE, A— MIZET
5 PAgP X7y NMORBELET, PAgP Xy b xdvx=—va VERBTLZ
LIIHV FHA,
non-silent UEE) "I 7 4 v 7 BhOIEBENGRESIND I ERTERINAILAIZ auto 2
X desirable E— K & &b IZEHINET,
passive LACP 734 ABMH S NEHZEICHED LACP 214 32— 7 VIZLET,
desirable R— 270547 xdvx— a3 A5—FMNILET, ZOBRE. A— T
PAgP "7y bERETLHZEICE 2T, FEFR—MeOXRIT— a3 V% Bka
LET,
TI+IE F v N TA—FFEN YU THZENTEEEA,

avU kK E—F

AR —Tz2A A AT 4Fal—ay ET—F

avy FERE

EREDAHA R34y

Jyy—= EEEM
12.1(8a)EW Zd =z KA Catalyst 4500 ) — X A v FIZBIMESNE LI,
12.1(13)EW LACP O R — L 2SBMENE LTz,

MBS v E—T 2 A AT ¥ F)NV TN —FIZE OB THRUIAR—FTF v R A ¥ —T = A ZA&AERK
THMEETHY FHA, T%F?%Zﬂ//l’/& 7:4’17)>1’E55Zéﬂfb‘f£b\zﬁa\ DA HE—

T x A AFIF ¥ RNV TN—TDRPOYPERA o H—T 2 A ARMER S & S ICHEMICIER SN E
ﬁ—o

%**”f”“f@R%Pﬁ4* TICI > TNBA ¥ 5 =T = A ABEDF K F B A
ENTWBHA, LACP A F—T N ThHEHA L F—T = A A& EHTF ¥ XIVOREICIE, ALF ¥ %
E R CE EU A, FOBOHA bR

[ oL-27596-01-J
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M channel-group

interface port-channel 2~ > FZ AN L THR—F Fry xVEERTLIEHTEET, ZOBAIC
F. LAY 3R —bF FyRAMERENET, LAVYIF—F FXRLELALATV2HR—F FyrxLic
EES DT, WA VX —T =2 A A% F v )b 70— 12E 0 YT SR switchport =< > R &{#
HALET, A= b FX¥RxVICANN K= IRBI5EIE. A—F Fr XLz A ¥3INnbLAY2
W2, FRELAY 2L A Y 3ICEETEERA,

F xRN TN—TICEENLIMIHA L F—T 2 ACHVETOHENTIP T RLAEZT =T MITT
HMEEEHY FEAN, THEFET =TI L TR I EEHEL £,

K=K~ Fr XNV A F =T oA RATONTZRELELTELITIRMEELIT, A— b FrxeRCTF v
PN TN—=TRNDTXTOA L F—T oA AN ET (L2, REEHIX, #OKR—F

F ¥ XNV DO—EH TRV, TOF X RNV TA—T D THLWHEA L H—T =24 AT HEABI
E DN

on T—RT2ODKR—k JNV—T7%8kid 52 ok, G EtherChannel #{ER T& £,

FE P EtherChannel f v % — 7 x A A LT, LAY 3IDT RLAZAR—T NI LARNTLEEN,
Y# EtherChannel f > % —7 = A AL TT VU v ¥ J—T7%2E0 B CTHZ LiZ, V—T7NET
DIRRIC 2 D720, ITORWTLTEE N,

!l WOFI T, R— K F v b 4512 & - THEE S 47z EtherChannel 7V —FIZF ATy b 4 —F x>
P A E—=T A X1/l ZBINTDHEEZRLET,
Switch(config-if)# channel-group 45 mode on

Creating a port-channel interface Port-channeld5
Switch (config-if) #

EEa<T UK =N L]
interface port-channel R=FrF ¥RV AL B =T 2 A~DT 7V AEITER—

F v FN A =T oA AOMEREITVET,
show interfaces port-channel Fast EtherChannel OfF#H 2 &K< L9,

(Cisco IOS D~===2T 1 %%
HE)
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channel-protocol W

channel-protocol

A B —7 x4 AT LACP 71X PAgP % A x— 7 /WIZF HIZi%. channel-protocol =~ > RE{HEH L
F9, YrbareT 4 =TT HIE, Zoavr Fone BREMHLET,

channel-protocol {lacp | pagp}

no channel-protocol {lacp | pagp}

BX DA lacp Frx ) T EEHT 57012 LACP %4 X —7 MC LET,
pagp Foo 2V v REET 572012 PAgP A X — 7 M LET,

T24IE pagp

a2k ®E—F f B —Txf A Ay 7 4 Fal—ar EF—R

av Y FEE )y—= LR

EREDHA R4

]

12.1(13)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMESNE LT,

channel-group =~ FEFERL T, 7r ba v @ RTLHL b TEET,
A UB =T oA ARF ¥ FVCRTHHEAIE. Z0a~vr RO no BREFEAL CTHIERSNET,

A U EtherChannel IZ8 3 23 _XTOKR—FTiX, U2 baviEERTA2LERHY £5, 1 20
ES 22—V T2oO07a ha3xETTEERA,

PAgP & LACP ([ZIZE#MERH Y Et A, M E ST ¥ XNV OKEIIFC 7w b 3Lz 4 5 05808
HYEF,

AA v FHFETRET D&, —FHOMTPAgP, KAHAITLACP % on E— RIZTHZ &N TEET,
7a R aMEN O THERTEET, 2L, BELEZGAIE, BEFO T T EtherChannel 73, %
BhOTa harDOT 74~ Frr E—RIZUty & ET, channel-protocol =~ K% ffi
ATsE, BRLET 0 baLICEATERWVE— FRRRINALVWE S ICHIBRTE ET,
EtherChannel NOR— ME, $R_RTHUEEBLOT 27 by 7 2 = FTEMET 2 X S ICBREL T
{7Z2&wv (LACP £— FOBEIT R _HDOL),

FERI 22 R EIZ W T, [ Catalyst 4500 Series Switch Cisco 10S Software Configuration Guidel
Configuring EtherChannel] Z#ZM L T 72 &0,

ROBFITIE, A F =T AATTF ¥R 7 2EHT 57202 LACP 28R+ 5 52 R LET,

Switch (config-if)# channel-protocol lacp
Switch (config-if) #

[ oL-27596-01-J
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W channel-protocol

BEaYYF avy kR L]
channel-group EtherChannel 7'/ —7|Z EtherChannel f v % —7 = A XA %1
HTTHRELET,
show etherchannel F % /)L ® EtherChannel {§# &2 F R~ LE 9,
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cisp enable W

cisp enable

A A »F @ Client Information Signalling Protocol (CISP) % A r—7/LIZF 5IZi%, cisp enable 7
o—X)L a7 4 FXal—raryavwr ReEEHALET,

cisp enable

no cisp enable

B DA

cisp enable CISP # A Rr—7MIZLET,

TI2FILE

avYkE—F

L

Ja—n)p arZ 4 FXal—vay

avy FEE

)= EEERT

12.2(54)SG ZOav R Catalyst 4500 > U — X ZA » FITEMINE LT,

BEREDAA FS54>

F—=v T 4 —F AL v F LTIV b AL v TFO®GSO CISP 7u haviz (Fa—ui
cisp enable =~ FZEHLT) A Rx—7WICTHHERHY 3, CISP 7'm haix, 70U
b AL 9 FNDA— T4 —F AL vFILTTAT » MERZEEL, ThiICk-oThH—F
TAT—L AL v FEN LTHTID N AL v TFOIITAT L NET 78 ARRM SN D20, B
BT,

] WOBITIE, CISP A F—7 T 5 kxR LET,
switch (config)# cisp enable
BEav VR avwy kR HL)

dotlx credentials (Z/'m— N a7y A NEY TV I N AL v FICHRELET,
a7 4Xalb—3g)

show cisp BEShFEA LA —Tx2A AD CISP EHRE2ERLET,

[ oL-27596-01-J
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W class

class

FNo7 7427 R —%EREIIEFTT L7 7 ADOLATERET DITIE, cass R v—~ v 7 a3
T4 Xalb—varyavwr REFHLET, R — <o 7D oMFEOT7 7 AZHIBRT DI, 20
a<v> RO no BRXEHHLET,

class class-name

no class class-name

BXDEREA class-name FFG 74wl R —2REELIILEFET D, HONLOERSNEZNT T4 v
7 7T AL, 7 7 A%, VAR class-map class-map-name 7 v —/3)L 2
T4 F¥al—ary avr RhoTERENE L,

FTI2AILE class-default LIS D7 5 AT EHR SN TOER AL

a2 kR E—F RY)v—<wvw S ar 74 ¥al— gy E—FR

avy FERE Jy—=x ZEHEEHR

BEREDAA FS54>

12.1(8a)EW DA< R Catalyst 4500 &) — X A4 v FITBME N E LT,

class =~ > FZ2 4 5/12, class-map 20— L 227 4 Xal— gy avwy REHH LT,
7T AIHIET DTy bDI TR =y TE{ERT D0ERH Y £, £/, policy-map 7w —/3L
arZ4Falb—rvary avry FeEHLT A= <o 7Z@blL, R v—~v7 a7y
Fal—rary E—RN2BETAHLERLVET, RV — vy T E2BETDLE, TOR) V— <y
TNTHR FADNT 747 RI—2RELED, BFEVTADO NI T4 v 7 RY v—2ERE
L= TEET, class I~ REFHAL TR >— <y FIHBET D7 7 A4I1%. class-map 7/ 12—
SN a7 4 F¥Fal—vay avy RTRELZLIIC, 77208 RV —) 279 A <y
BIXOFo—#HEEIZEEMITET, RY — < v 7iE, service-policy (f v F—T =z f R a7 4
Falb—vay)ar7 4 Xal—rvaryavry AL TR MN#EALET,
class A~ FEANTHE, AL v TFRRY) =<y 7 F3A a7 4 ¥al—rar E—RNIR
D, WOAL T4 Xalb—vay avry FEfHATESX51CR0 £T,
e bandwidth : RV > — <=y FITET 27 T AZE 0 Y TOHNA B/ NFEIEZHE £/ 13MEE L £
T FEMIZ OV TIE, bandwidth =~ > REZZRL T2 &0,
e dbl: TV TR HTDHR T T4 v 7R LTHATFT IV T Ry T 7H#il[REA x—T WM LE
T, dbl 23T A —F OFEMIC OV TIL, show qos dbl =< > REZHBHML T &,
e xit: RV — vy T VTR AT 4 Fal—TaryE—FREKTL AV v—~<vy T a7y
Xal—varyET—RIREY £,
e no: AU RET 74/ MRECRELET,
e police: H—L—F KUY — EHRY Y — I 77470277 A Committed
Information Rate (CIR; FBEE#H L — ) 35 L " Peak Information Rate (PIR; i KIF#H L — 1)
EHATL2LV—F FIT7 4y RSP —2RELET, KUY —3, HFREORER LOZD

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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]

class W

FREEZ B L2 Bl E T 567 7 va v aRELET, F3MIZ OV TIE, police 2w REHM
LTSN, 2 I/— b ARY H—DFEMIZ OV TIL, police 2 2D L — k) B X police (FIF)
avy FEZRLTIEEN,

e priority: NT T 4 v I VTADRETTAAVT 4 Fa—F A X—TMILET, FHIZON
T, priority 2~ FEZH LTI 7ZE0,

e service-policy (RU ¥ — <=7 75 R): KR — ~v7NIZ QoS (Quality of Service) &Y
— (BEEY—E X RV =) LLTH—R KU —2ERLET, FEMCO VT,
service-policy (RV ¥ — <o 7 75 R) a~<  REBBLTIEEN, Zoa<wy Rix, A~
=Tz A ACHA SN TWOEERY ¥ — vy T TOBHAHTT,

e set: N7y MIF—ERZF A (CoS). DiffServ =— F KA >+ (DSCP), /i
IP-precedence X ELTIP N7 7 4 v 7 &AL ET, FMIZONTIE, set a~v > REZML
TLIEE,

e shape (7 7R R—RX Fa—AV)): RV — vy h—=2 2 Ry h® Committed
Information Rate (CIR; #BEHFH|L— M) #REL ET, FMOVTIE, shape (F TR X—2
Fa—ArP) avr RESRLTITEIN,

e trust 1 NI T 4w VT AOEEREEZERLET, FMIOWTIE, trust 2~V FEZRL T
{7ZEW, Zoa<y N, Supervisor Engine 6-E 35 X O Catalyst 4900M ¥ ¥ — > TiEH A — |k
INFEHA,

ALy FiE, RV =~y TT T4V I T RAEELRK256 D7 T AEHR—bLET, —HHE
b N e AV, S N O 772“/1/1\0)1*774/7 JTADALNE LTHHEENET, T7 4
WVE NTFT 4T JTRAERETHIZE, class R v —~v 7 /I RX ary74Xal—vayavw
v RT, 7 7 A4IT class-default ’E?‘Eﬁbi?‘o FTIFNE N T T 4T FTTRFIMDONT T 4w
I T ALRRRICBRIECTE TN (R 7 FREv=—Er 7 DndiciR) v—%2RETLHRLE),
DT T ADHIBRIZITE £/ A,

RIv—=v 7 ar7o¥alb—ralr T—RNIREDIZE, exit 2~ FEEH L E 3, $# EXEC
— RIZRAI1Z21%, end 2~ F&2EHL £,

WROFITIL, policyl EWVWIHILFIORY v— v TEERT 2 HEERLET, ADKR—MIEHALE
e, AU —IE, class]l TERINLETRTOERFE NI 70 v 7 %WE L, 1P DSCP % 10 IZ5%E
L. | Mbps DL —FBLR20KBDNX—ZANTCrFT7 4w 7 2RV 7 LET, 77 AL
EBZDNT T4 v, RV EN7 DSCP ~ v 7inbEiG L7- DSCP i ~—7 Ao &En
ThbEEFEEINET,

Switch# configure terminal

Switch (config)# class-map classl

Switch (config-cmap) # exit

Switch (config)# policy-map policyl

Switch (config-pmap) # class classl

Switch (config-pmap-c)# set ip dscp 10

Switch (config-pmap-c)# police 1000000 20000 exceed-action policed-dscp-transmit
Switch (config-pmap-c) # exit

Switch (config-pmap) # exit

Switch (config)# interface fastethernetl/0/4
Switch (config-if)# service-policy input policyl
Switch#

FXE Z MR T DI2iE, show policy-map #### EXEC =2~ > KEZ AN LET,

[ oL-27596-01-J
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W class
BIEa<T VR avok HL
bandwidth PELAR— MZEA SN TWARY v— <o IR TH7 7RI
Y THR/DHWIEZEEELITAERLET,
class-map AAIEEE LT TAL Ny hOREIERT L7 7 A <
FERERL, V9 Ay a7 4 ¥al— gy E— R&H
BLET,
dbl N7 4y D7 FARFERTLIEEX=2— LT, 72747
Xa—BFHEARX—TNVIZLET,
police NI T 4w R THEREERELE T,
police (Bl&) A VB —T oA ATHIHAFREZ2HRIROFI A2 HESNWT R T
T4 NI T ERELET,
police rate HM—lL—F RUP—FZ2 L —F RUS—FHRELET,
policy-map BEAR— MCEATRRRY — vy FE2ER L, h—E R K
Vy—Z2EEL TR —~y P ar 74 F¥al— gy F—
REBRIA L E 7,
priority BRTIAFVT 4 Fa— (KEBLEX=2—A 27 (LLQ) %A

F=T M LT, WEAR— MZEA S THWEIRY =<7
BT DT 747D TACTIAF VT 4 fBELET,
service-policy (f v & —7 = RV —~vT oA F—7 A ZEEMNTET,
LR a7 4Falb—vayv)
service-policy (RV v — <y KU — v 7ANIZ QoS (Quality of Service) AU +—& LT

77T R) =t A KXY —EEKRLET,

set Ny Mz —EBR 75X (CoS). DiffServ =— K ARA > b
(DSCP). F7-1% IP-precedence Zi%*ELTCIP T 7 4 v/ %
~—27 LET,

shape (7 9 XA XR—R Fa—A PBEA—MIEAINTWDEIRY) V— vy FCEEND MT

> ) T4 I VTADKNT T 4w ) ve—¥Er T F—T ML
3N

show policy-map RYv— vy TEREFRRLET,

trust class RV v—~vv 7 arvr7 s Fal—varavr ReAL

THHEEShIE T 74 v 7 OfsERELERLET,
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class-map W

class-map

RELLZ TALIIyY Yy bEBAT DT A~y TRERLT, /9 A vy 7 a7 4¥al—
var T— FERBTLICE, cass-map /2 — L a7 4 Fal—vay avry ReEFEHLET,
BFEOIIA <~y 7HHIBRLT, ZFa—)L a7 4Xal—yay BT—RNIREDICE, Zoavy
Ko no BEXAEHEHLET,

class-map [match-all | match-any] class-map-name

no class-map [match-all | match-any] class-map-name

BX DA match-all (fEE) 207 F7A vy TROTRTO—HOREME LV ET, VTA v
TROTRTOEER T L0 ERH D T,
match-any LE) TO7 A2y THNO—HAT— AV NomBMmE LV ES, 77
Z =y TND 1 DEFITERORER BT HHERH Y £1,
class-map-name IR =y THTT,
TI4ILE 7 IR =y FTRERSNTOER A,
match-all ¥721% match-any D EH5DF—U — RLIEE LR WEE, 7 7 40 hE match-all T,
avy kFE—F ya—N\)L ar74¥alb—vay E—K
av > FERE J1y—=x EEEM

BEREDAA FS54>

12.1(80)EW  Z =~ K78 Catalyst 4500 > ) — X AA v FICBMENE LT,

77 A <7y7° BOLEZAFRE T I3EE T 57 FADAREZREL, 77 A vy a7 4F¥ab—
vary '—RERBTLHEE. Zoa~vr REERALET, ~Fy ME, 772 vy FICRES N
TVWL—HEELRAEIN, Ty FRZDOI FRIZ/BLTWEINE I MR ENET, 8 LR
WXy RRR—BT 225G, ZOXTy MIZTADRAUNERREIN, FFT7 4927 KU v—IZ&

E X7 QoS (Quality of Service) DALERIZHE> TSN E T,

classs-map =2~ REANTHELE, AL v TFNRITAvy T a7 Fal—ary - RIRY,
WDar74¥alb—ary avy RBMERREICARY £,

o description : 7 7 X v > 7 EHP L ET (KK 200 XF), show class-map 542 EXEC =~ F
BEEITTHE, 7T A v TORPALLRIBERENET,
e exit: QoS /7 AV ar T 4 F¥al—vary E—REKTLET,

e match : DEEHELHRELFE T, FFMIZOVTIE, match (V9 RXA~vy P a7 4Fa2b—va
V) avwr RESRLTIEIN,

e NO:VTAXTYT ML AT —FA U MEHIBRLET,

[ oL-27596-01-J
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W class-map

1 WOBITIE, 7T7A~vFclassl (121 DO—FFHE (772 URXF103) 2RETDHHEETRLE
\?AO

Switch# configure terminal

Switch (config)# access-list 103 permit any any dscp 10
Switch (config)# class-map classl

Switch (config-cmap) # match access-group 103

Switch (config-cmap) # exit

Switch#

WOFEITIX, classl 7T A <~ v F&EHIBRT 5 HiEd R LET,

Switch# configure terminal
Switch (config)# no class-map classl
Switch#

show class-map F### EXEC =~ RE# AT H L, RELHATEET,

BEavT R avwy kR HL]
class o747 R —%EREIIEFTT L7 7 ADLHIT &R
ELET,

match (7 A~y arvrgs 772~y 7O—FRELERLET,
Fal—Tay)

policy-map BEAR— MCEAARRRY — vy FE2ER L, h—E R K
Vo—Z2EEL TR V—~y P a7 4 F¥al—gy F—
KEBAL £,

show class-map 7 IR =y TERERTLET,
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clear counters W

clear counters

A H =T 2 A A BT HAET7 YT T BT, clear counters =~ F&2fEH L £9,

clear counters [ {FastEthernet interface_number} | {GigabitEthernet interface number} |
{null interface_number} | {port-channel number} | {vlan vian id}]

B DA FastEthernet interface_number EE) 77 AR AP Ry P A X —T 2 AEEELE
T, BMEOHFIL 1 ~9 TT,
GigabitEthernet interface_number (175) ¥HEY N A —HP Ry N A X —T A4 A5EELE
9, AMEOHIPBEIZ 1 ~9 TY,

null interface_number TE) XNV A —T oA XERELET, AR2EIL0 T
‘é—o
port-channel number (EE) FYx RN A L F—T A AERELET, ADEOHK
I 1~ 64 TY,
vlan vian_id (f£&) VLAN #HE L E3, AEOEIT 1 ~ 4096 T,
TI2HIE COavy RICETF 740 FRERSH Y 8 A,

a2 kK E®—F ¥k EXEC £ — K

av > FERE yy—= EEEM
12.1(8a)EW Z® =z~ RS Catalyst 4500 >V — X XA »FIZBMEE LT,
12.1(12¢)EW JE3E VLAN 7 RL 2OHR— FRBEmEnE L,

BRLOAMIRSAY A F—T oA ARBESNTOVARVEA, Z0a<vr NET_XTOA v F—T = A ZADBHEDA
H—=T 2 A NI EETXTCIT YT LET,
~
(i¥) Zoavwr Rk, SNMP 2R LTRSS 2137 U7 LEHAL., show interface
counters I~ RE AN LI L X WCRREIND DD 2T E2 7 VT LET,

1 KOFITIE, TRTDA L E—T oA A BT B 52 VT35 HERZTRLET,

Switch# clear counters
Clear "show interface" counters on all interfaces [confirm] y
Switch#

WOFTIE, BEDA v E—T oA ADI I B E2 7 VT T5HEYRLUET,

Switch# clear counters vlan 200
Clear "show interface" counters on this interface [confirm]y
Switch#
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MW clear counters

EEa<v2 K =N B
show interface counters AV H—T oA A DT A EREFTLET,
(Cisco I0S D~===2T %%
H)
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clear energywise neighbors

clear energywise neighbors

EnergyWise 1 /N— 7 —7 /L & HIFR$ % 121X, clear energywise neighbors #5# EXEC 2t~ N & f#
ALET.

clear energywise neighbors

BX DA Zoavr RICE, BIBERIRF—T—FIEHY A,
TI2#4ILE F7 AN MIERSNTOERA,
OV kK E—F e EXEC
avY FEE Jy—= EEER
12.2(52)SG Zoa= R Catalyst 4500 2V — 2 ZA v FIiBMEE LT,
il WOFITIZ, A N— F—TNEHRT D EE2RLET,

Switch# clear energywise neighbors
Cleared all non static energywise neighbors

KR LD T —TINHIBRES TN E S D& EFZE T 521X, show energywise neighbors 7t EXEC
av REANLET,
N

(G¥)  clear energywise neighbors =~ > NI, RSNk A N—%FT XTI YT LET,

BEa<v KR avyvk SBR

show energywise TUT 47T 4 BELUPoE A— k@ EnergyWise DR ER L O
AT —H A RRLET,
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W clear errdisable

clear errdisable

A B —7 x4 A T errdisable 1272 > TV % VLAN ZHE A 32— 7 /L2795 121%, clear errdisable
avr RzEERALET,

clear errdisable interface {name} vlan [range]

XDk interface name 1832 VLAN A v % —7 = A ZA%$EE L £ T,
vlan EETHA L Z—T A A FEOFTTH VLAN ZfEELET,
range (EE) EXRIZ O VLAN &gH 2T L7,

T2FIE ZOavy RICET 740 FREDH Y FH AL

avy kFE—F sa—rLary7 4 ¥Fal—vary T—K

avy FEE Jy—=x EREmR
12.2(52)SG VLAN HANZ® errdisable oV R — bt BIMENE LT,

ERLEDAA K54

VLAN O#iHEZRE LR WS, IBELEA v H—T =24 A LEDTRTO VLAN BNEBA R2—T 7%
Y £, clear errdisable =~ KX, f v Z—7 = A AL TFT 4 &—7 Il >TW5 VLAN #[Hl{E
LE9,

RAEAR— h 5 errdisable A7 — 227 U7 LTCH, WEAR—bDOY 7 X7 — MNIEFINT, PEL
A= DM VLAN R— MITEBLFEFEA, STPIZARV FE2FEL, A= F7 V) —2TFD
VLAN R— 2R 7 ay X 5374V —F 4 7 ZAF— MITHEEOT ot 2R3 Tbh
ij—o

1 WOFITIE, A1V F—T 2 A ETT 4 B—T NI/ >TW3B VLAN O#HHZHEA X —TIZT 5
FHiEERLET,
Switch# clear errdisable interface ethernet2 vlan 10-15
Switch#

BEaTUF avwyk BL

errdisable detect errdisable fa % A4 x—7 I LE T,

show errdisable detect errdisable fRIE AT — X A= F R L E T,

show interfaces status A B =Tz A ADAT —H AFET-1E errdisable A5 — b

B =Tz ADIV A M EFRLET,

switchport port-security A B —Tx2A A FLTHR—F X2 T 402, %—T LI

LET,
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clear hw-module slot password W

clear hw-module slot password

ATV MNEREY 2 — VD RRAT — K& 7 J 73 5I121%, clear hw-module slot password =
v REERLET,

clear hw-module slot slof num password

BX DA slot_num EEY 2— EDAT w b,
FI2AILE RAT—=REFZ7 V7 ENTWVWER A,

avykE—F it EXEC &— K

avy FERE yy—2z EEEM

12.2(18)EW Z D=~ RS Catalyst 4500 U — X A v FITBEMENLE Lz,

FEREDHLARSAY RRU—FZ2UEy FLAWNAED, N2T— ROEERNLELROT 1 BT TT,

5l WOHITIE, BREY2a—DAB Y N5 ONRAT—KE7 V7 +5HEEZ2RLET,
Switch# clear hw-module slot 5 password
Switch#

BREaTU K avwy kR B
hw-module power Zuay hERIFRREY 2 — L OERE LS 7ICLET,
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M clear interface gigabitethernet

clear interface gigabitethernet

FHEY b A —F*y NIEEE8023z 4 v X —T 2 A ANHNAN— Ry =7 By v 7 %7 U793 5T,

clear interface gigabitethernet =~ > RZ{EH L £ 7,

N
G¥) o=~y F&%EITLTH show interface gigabitethernet mod/port =~ > R CH/R I {15 interface
resets |57 SIVEH A,
clear interface gigabitethernet mod/port
B DA mod/port  F V2 —LFE L HE— N,
TIAIE DAV Y RIZET 74V RREDRD Y EH A,
aAvUFE—F  #HEEXECE—F
av Yy FEE Jyy—= EEEH
12.1(8a)EW Z D= R Catalyst 4500 U — X ZA v FITBMSE LTz,
7l KROBITIE, F¥HE Y b =% FNEEE 802324 v 4 —Tx A ADN—KRU =T aPv s %7
TR R LET,
Switch# clear interface gigabitethernet 1/1
Switch#
BEEav> R avw >k EA

show interfaces status

AV B —T 2 A ADAT — R A EFR LET,
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clear interface vian W

clear interface vlan

VLAN 2o—FRou =7 uyy 7 %27 )73 5I20%, clear interface vlan =~ > R&2EH L £97,

clear interface vlan number

XD number  VLAN A v 5 —7 = A AD &K=, AEOREIL | ~ 4094 T,

TI2HIEK Zoavwy RICET 740 FNRENRH Y £ A,

avykE—F it EXEC &— K

av Yy FERE J1)y—2 EEEM
12.1(8a)EW Zd=a= KA Catalyst 4500 U — X A v FITBIMENE LTz,
12.1(12¢)EW YEIE VLAN 7 R L Z0%R— b BN EhE L7,

5l WOBITIE, BED VLAN A= Ry =7 udy s 27 V7455 EEZRLET,
Switch# clear interface vlan 5
Switch#

BEav> R avw vk EL]
show interfaces status A B =T 2 A ZADAT—F A% FRLET,
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M clear ip access-template

clear ip access-template

T7EA VR NOKFHIERE 7 VT T 5HI1E, clear ip access-template =~ > FE@EH LE T,

clear ip access-template access-list

BX DA access-list TIEA VA NDEFES, BRHRMEIFIPILET 7 X U A MIOWTIE 100 ~ 199,
PR IP JER T 7 A U A M2V TIE 2000 ~ 2699 T3,

T2 EK ZOavy RICET 740 NRERDH Y £ A,

™.

H
I

T

avy ¥ #E EXEC £=— I

av Yy FERE Jy—=x EEE

12.1(8a)EW ZDav R Catalyst 4500 ~ U — X 2 A v FITEMINE LT,
7l ROBITIE, 727E8A YA POKEERE 2 VT T2 EERLET,

Switch# clear ip access-template 201

Switch#
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clear ip arp inspection log ||

clear ip arp inspection log

0y Ny 7y DAT—F A% T YT T 5HIZIE, clear ip arp inspection log =~ FZH L 7,

clear ip arp inspection log

BX DA Zoawy RICE, BIEEFEF—U— Rizdb 0 THA,

FIFIE IOavy RITIET 74V MERERD Y A,

avY kR E—F ¥HE EXEC E— R

av Y FEE Jy—= EEEH
12.1(19)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,
Ul ROFITIE, v 7 RNy 77 ONEE2 YT+ 55EERLET,
Switch# clear ip arp inspection log
Switch#
BEa<Y R avy R EILE
arp access-list ARP 7 7R VA NEEFRLIZY, EXRFA VA MDORKIZAH
ZBIL7EY LET,
show ip arp inspection log aJ RNy 7y DAT—H AR RLET,
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W clear ip arp inspection statistics

clear ip arp inspection statistics

AL FIvT ARP A v AT L a v OfEHERE 7 U 73 5I1T1%.
a~wr FEFEALET,

clear ip arp inspection statistics

clear ip arp inspection statistics [vlan vian-range]

XDk vlan vian-range (fEE) VLAN #iHzfE L £7,
TI24ILE ZOav Y RITIET 74V FRERD Y 8 A,
ATV K E—F  f5# EXEC £— K
av Yy FERE Jy—=x EEE
12.1(19) EW Z o3~ RS Catalyst 4500 &) — X 24 v FITBEMENE LT,
15l WOHITIL, VLAN 1 225 DAL #aHEHREZ 7 U 73 2 FIEB I OHEZERT 5 HEEL R LET,
Switch# clear ip arp inspection statistics vlan 1
Switch# show ip arp inspection statistics vlan 1
Vlan Forwarded Dropped DHCP Drops ACL Drops
1 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
1 0 0 0
Vlan Dest MAC Failures IP Validation Failures
1 0 0
Switch#
BEaTUF avwy kR HL

arp access-list ARP 7 78R URMNEEZLTZY, EXFH IV A b DEEZITA]

ZEMLEY LET,

clear ip arp inspection log

0y Ry T7yDAT—H A% VT LET,

show ip arp inspection log

0y Ny 7y DAT—H AR RLET,
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clear ip dhcp snooping binding ||

clear ip dhcp snooping binding

DHCP AX—V' > 7 NA T 4 7 %7 U T3 %IZ1E, clear ip dhep snooping binding =~ > K% ffi

ALET,

clear ip dhcp snooping binding [*] [ip-address] [vlan vian_num] [interface
interface num]

BEXDHHA * (£#) T _RTODHCP AX—E L7 "AVF 47 2 b %I
TLET,
ip-address (ff£&) DHCP AX—Y v I XA vF 47 = NIUDIP T RL XA,
vlan vian _num (f£#) VLAN Z#EELET,
interface interface_num UEE) A2 —T A A%BELET,
TI#4ILE IOaAw Y RITETF 740 FRERH Y AL
avY kR E—F HitE EXEC £— 1
avy FEE yyy—x EEEM
12.2(44)SG ZDaw s R Catalyst 4500 > U — X A A v FITBMESNnE L,

BEREDAA FS54>

]

N6 a<r RNk, FICDHCP AX—V U I XA T 407 2 NV R 7 U7 T30 HEN
9,

Ju—L AX—E U ITBEIRVLAN AX—E 0 7 REL LA X —TLDBREIZDA, VLAN ET
DHCP A X — YV IR A F—T W) F9,

WOBITIE, TXTODHCP AX—F A T 47 2 N &7 VT T 5K iEERLET,
Switch# clear ip dhcp snooping binding *

Switch#

WOBITIE, FED DHCP AX—F NA T 47 2 M) a2 V745 hikERLET,

Switch# clear ip dhcp snooping binding 1.2.3.4
Switch#

OB T, FAEY h A=YV Xy b A F—T 2 A A1/l EOFTXTOHDHCP AX—7 XA F ¢
YT 2NV EIVTTEREEERLET,

Switch# clear ip dhcp snooping binding interface gigabitEthernet 1/1

Switch#

WOFTiX, VLAN4O DT _XTHDODHCP AX—F XA F 407 2 ") %227 VT 5HEERL
9,

Switch# clear ip dhcp snooping binding vlan 40

[ oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R JY—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG W



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

M clearip dhcp snooping binding

Switch#

BEaTUF avwyk HL
ip dhcp snooping DHCP AX—V V% /o —)Llf 2 —7 VT LET,
ip dhep snooping binding DHCP XA VT 47 arv 7 4 Xal—va & RER

FOER L, BEBIGRL A T 72 E T LET,

ip dhep snooping information option  DHCP 4+ 7> 3 82 F— X EALEZ A 2 —T VI LET,

ip dhcp snooping trust 5 C& 2% VLAN L CDHCP AX—E> 7 %A F—T )L
WZLET,

ip dhep snooping vlan VLAN %7213 VLAN ® 7 )L—7 T DHCP A X—tE> 7
A FR—=T NI LET,

show ip dhcp snooping DHCP AX—Y v V& EE TR R LET,

show ip dhcp snooping binding DHCP ZAX—¥v v 7 XA T 47 = v BFRRLE
R
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clear ip dhcp snooping database ||

clear ip dhcp snooping database

DHCP N v T 4 v T—2_X—R% 7 J T3 5IZ1%, clear ip dhcp snooping database =~ > N%
HEHLET,

clear ip dhcp snooping database

BX D5 Zoawy N, JIBELRF—T—NEH Y EFHA,

TIXHILE Zoavwy NICET 74V FREND Y £/ A,

AT R E—F  HHEEXEC E— R

oy FERE yy—=x TEEH
12.1(19)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,

] KOBITIX, DHCP AX—E 7 NA U F 4 v 7 F=S_R=2 %7 V7T 5 HE2RLET,
Switch# clear ip dhcp snooping database
Switch#

BEaVYU R avwvFk BieA
ip dhep snooping DHCP AX—¥E 7% 7 — Ul X —T M LET,
ip dhcp snooping binding DHCP RA VT 47 arv 7 4 Xal—va E2RER

FOERL, BEBRL A T 4 2B LET,

ip dhcp snooping information option  DHCP 47+ 52 82 F— 4 AE A X—7T VI LET,

ip dhcp snooping trust E#HT& % VLAN ECDHCP AX—VE L 7% A % —7 /b
WZLET,

ip dhcp snooping vlan VLAN #721% VLAN ®» 7 L —7 T DHCP AX—t 7
A R—TNMZLET,

show ip dhcp snooping DHCP AX—VY v V& EEER R LET,

show ip dhcp snooping binding DHCP AX—VE v 7 N vFT 47 = M) HFRRLE
7
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MW clearip dhcp snooping database statistics

clear ip dhcp snooping database statistics

DHCP A VT 4 v 7 T =2 _X—=ADHaHEW A 7 U 7§ %I121%, clear ip dhep snooping database
statistics =~ > REffHLET,

clear ip dhcp snooping database statistics

BX D5 Toa<wy Pk, BIERIRF—U—FEHY EH A,

TIXHILE Zoavy NICET 74V FREND Y £/ A,

AT R E—F  HHEEXEC E—F

oy FERE yy—=x TEEH
12.1(19) EW Z o3~ R Catalyst 4500 &) — X 24 »FITBEMENE LT,

] KOBITIX, DHCP AX—E 7 NA U F 4 v 7 F—S_R=2 %7 V7T 5 HEE2RLET,
Switch# clear ip dhcp snooping database statistics
Switch#

BEaVYU R avwyk BieA
ip dhep snooping DHCP AX—¥E v 7% 7 — Ul X —T M LET,
ip dhcp snooping binding DHCP "A VT 47 arv 7 4 Xal—vaE2RER

FOERL, BEBRL A T4 721 LET,

ip dhcp snooping information option  DHCP 47+ 5 82 F— 4 AZ A X—7T VI LET,

ip dhcp snooping trust E#HT& % VLAN ECTDHCP AX—VE L 7% A % —T7 /b
WZLET,

ip dhcp snooping vlan VLAN #721Z VLAN ® 7 L —7 T DHCP AX—t 7
A R—TNMZLET,

show ip dhcp snooping DHCP AX—VY v V& EEFR RN LET,

show ip dhcp snooping binding DHCP AX—VE v 7 " vFT 47 = M) HFRLE
7
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clear ip igmp group ||

clear ip igmp group

IGMP /v —7 ¥ v v a2 = M) ZHIBRT 511X, clear ip igmp group =~ > REHEH L E T,

clear ip igmp group [ {fastethernet mod/port} | {GigabitEthernet mod/port} | {host name
| group _address} {Loopback interface number} | {null interface_number} |
{port-channel number} | {vlan vian_id}]

WX DA fastethernet EH) 77 AR A=V Xy b Ao ¥ —T = AGHELET,
mod/port (FE) EVa2—VBIOKR— bDEE,
GigabitEthernet EE) FHTEY P A=Y RXy M AV F—T oA AFHELET,
host_name (fE#&) DNS/AA L 7—7 v EiLiphost 2~ RTEHRSINT
WAIRA M,
group_address UEE) 4 5% Ky PRETHESINZYAT XY A T —T 0D
7 R A,
Loopback interface_number — ({LE) V—T N7 LA 2 —T A AEBELE T, AHEIZO
~ 2,147,483,647 T,
null interface_number (EE) N A v H—T oA AEEELET, A7MEIZ0 T,
port-channel number EE) TRV A F—T oA AEBELET., AHEOHMAIT
1~ 64 TT,
vlan vian_id (L&) VLAN & L £, AEOHIAIL 1 ~ 4094 T,
TI+IEK Zoawy PITRT 740 FERENRD D £H A,
a2 R E—F ¥ # EXEC £— K
av > FERE yy—= EEEM
12.1(8a)EW Z DAy R Catalyst 4500 2V — X 24 v FITIBIMELE Lz,

BEREDAA FS54>

]

IGMP * v v o =221%, BEEEFG ST LAN FORANB AU ARTHLEILFF Yy A~ ZTL—7D)
A RREERET,

IGMP % v ¥ a2 b T _XTChOxT 2 b ZHIBRT 2121, 51#%#EEH 312 clear ip igmp group =~
Y READLET,

WOETIE, IGMP ¥ % v ¥ anbBED I N—TDx N 27 UV T+ 5 FEZRLET,

Switch# clear ip igmp group 224.0.255.1
Switch#
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W clearip igmp group

WOFTIX, BEDA L Z—T A ANLIGMP JVv—F Xy v o 2 N 27 V745 FE%2R

LET.
Switch# clear ip igmp group gigabitethernet 2/2
Switch#

BEEav2 =N A

ip host (CiscoIOS D~==2T7 V& HMR) RA¥T 1 v 7 KA RNDOLHI/ T RLA =y BT EKRA b
Xy vallERLET,

show ip igmp groups (Cisco IOS O~ [ —HX|ZEFEHERINTNT, £ F—Fy b T A—TF

=2 T ESBR) 7 m han (IGMP) BETEE SN L v — " ZFD
VNTFXX AN T N—TERKRLET, show ip igmp
groups 2~ KX EXEC £— FCHEALE 7,

show ip igmp interface IGMP A v —T7 =2 A ZADAT —Z AEHRB LI N2 7 4
Xal—varEReERRrLET,
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clear ip igmp snooping membership ||

clear ip igmp snooping membership

AR A RN NI vX 7 T —2_X—=2% 27 U7 F25IZ1E, clear ip igmp snooping membership
avwr FefHLET,

clear ip igmp snooping membership [vlan vian_id]

B DR

vlanvian_id  ({£7) VLAN Z45E LE T, AMEOFMIE 1 ~ 1001 35 X0 1006 ~ 4094 T,

TI2HIEK

avU kK E—F

ZOa<wy RZIET 74V MRERHY XA,

¥ #E EXEC £— K

avy FERE

EREDHA F34>

-2 EEE
12.1(20)EW Z o3~ K73 Catalyst 4500 &) — X 24 v FITBEMENE LT,

T 7 NTE, BRI A N T XS T2 _R—2 %, K 1KB =2 FU ERHERF L E T,
ZORIRIZETSEE, = MY FERU ET —Z RXR—RERTEERA, SHIC= Y EERT S
(21X, clear ip igmp snooping statistics vlan 2~ > RZEH L TTF—F _X— 22 HIRT 20BN H D
ij‘o

] WOFITIZ, VLAN 25 ® IGMP 2 X — ' Vit e #7312 ke R LET,
Switch# clear ip igmp snooping membership wvlan 25
Switch#
BEavUk avwok St
ip igmp snooping vlan explicit-tracking VLAN ¥ OB RMAEA N FT v X T A F—TNIC

LET,
show ip igmp snooping membership RARN A N=vy TR ERRTLET,
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W clear ip mfib counters

clear ip mfib counters

B DR

TIAILE

77—V MFIB AU ZBLOTXTOT 77 47 MFIB/V— OA Y 2% 7 U7 35121,
clear ip mfib counters =~ > R&ZfHH L £,

clear ip mfib counters

Zoavy RIZE, BIEERIEIF—TY—FREIdh A,

ZDa<wy RIZIET 74/ FRERHY XA,

¥ EXEC £— N

oy FERE yy—=x TEEH
12.1(8a)EW TP av s R Catalyst 4500 U — X ZA » FITEMSLE LT,
] ROBITIX, 72T 4 TRT_XTOMFIB A— hBEOT0— L o257 VT4 55EERL
iﬁ—o
Switch# clear ip mfib counters
Switch#
BEIYUFR avwvFk St
show ip mfib 7 7 7 4 7 7¢ Multicast Forwarding Information Base
(MFIB; /v F % ¥ A MREFHR—R) L— FE2FT T
HRLET,
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clear ip mfib fastdrop W

clear ip mfib fastdrop

T_TOMFIB &# Ku vy 7 = MU &7 U 79 5I21E, clear ip mfib fastdrop =~ R&HEH L F
D

clear ip mfib fastdrop

BX DA Zoawy RICE, BIEEFEF—U— Rizdb 0 THA,

FIFIE IOavy RICIET 74V MRERD Y A,

avY kR E—F ¥HE EXEC E— R

av Y FEE Jyy—2 EEEH
12.1(8a)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,

BRLOAA R4y HLOEE Ry 7SR 7y EREE LESE, HiLuEmdhe y 7 =0 U BSEREE T,

] KOBITIE, TXToEE Ry 7 2o b 227 U745 HEERLET,
Switch# clear ip mfib fastdrop
Switch#
BEaTUF avwyk BieA
ip mfib fastdrop MFIB & Fa v 7 & A X —7 M LET,
show ip mfib fastdrop RET 7T 47 hEmERey o M) 2T _RTHERL,

BNy TNA RX—=T N TELINEI DB LET,
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W clearip wcep

clear ip wccp

FEDOF—EADAL v FIRFEENTND Web ¥ v v v =il 7w k= (WCCP) OHizHEH
(B b)) ZEIERT512iE, $#4 EXEC ©— N T clear ip weep 2~ > RAMHEHA L E7,

clear ip wcep [vrf vrf-name {web-cache | service-number}] [web-cache | service-number|

BX DA web-cache (L) Web v v a —E2OHIERENIRT S L 5 lcr—
IR LET,
service-number UEE) HIBRT 2%y v o —ERADEFE, HFE5IE, 0~99 T,
TFTIAIE F7 N FOBEEIFETZH EEA,

avY kR E—F HeHE EXEC (#)

oy FERE Jyy—= EEER
15.0(2)SG Z D=z~ R, Supervisor Engine 6-E. Supervisor Engine 6L-E.
Catalyst 4900M, 3 LU Catalyst 4948E (BN S 4V E LTz,

ERAEDHM K54y  WCCP #EHER %2 #77 5121%. show ip weep and show ip weep detail =~ > RZH L £,

F_TCTPHD VRF DT _XTHD WCCP —EAHD WCCP I v %% 27 VT3 51, clear ip weep =
~U REERLES,

U] KOFITIE, Web v v o B—ERCHENT ST XRTOMEHEREZ 7 V735 hEERLE
R

Switch# clear ip wccp web-cache

BEav> R avwyk EL
ip weep PF—ER TN—TWIZBMTEDL LT, fHELE WCCP h—E 2D HHR— |k
A R—T M LET,
show ip weep WCCP (ZB# S % 7 m— it es £ R L ET,
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clear lacp counters W

clear lacp counters

BEDT X RN ITN—TIZBTHTXITOA X —T7 =4 ADKEE#REZ 7 YV 73 5121, clear lacp
counters =~ R&ZHEHLET,

clear lacp [channel-group] counters

WIS channel-group  (fE8) F v ¥V /v — 7 F B, BHBOTHIZL 1 ~ 64 TF,

FIFIE IOavwY RIZIET 74V FREVRDH Y TH A,

avykE—F it EXEC &— K

av Yy FERE Jy—=x EEE
12.1(13)EW Z o3~y R Catalyst 4500 ) — X 24 v FITBEMENE LT,

BRLEDHA K54  channel-group 25 LAaWEAIL, T_XTOF ¥ L ZA—T N2 U7 EhET,
PAGP T— RO A UANEGEENDIF ¥ F/b JA—FICZ0a<wry REANILTH, avy FZERSH

i ‘é‘o
1 ROBITHE, FED I NV—T OftaHERE 2 V7T 2 hikErRLET,
Switch# clear lacp 1 counters
Switch#
NS =AY B
show lacp LACP iE#z &R~ LET,
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B clear mac-address-table

clear mac-address-table

LAY 2MACT7 RVAR T—=TAhbra—rv by o %7 )79 5205, clear
mac-address-table =~ > RZfHEH L £7,

clear mac-address-table {dynamic [ {address mac_addr} | {interface interface}] [vlan
vilan_id] | notification}

BEXDHHA dynamic FAF Iy = bNY A TREELET,
address mac_addr (EE) MACT7 RL2&ZRELET,
interface interface  ({£F) A VX —T7 =24 AEHEL T, TOA ¥ —7 =4 ZHEMT B
7= vV 27U T LET, H#72EIT FastEthernet 35 X O
GigabitEthernet T,
vlan vian_id (fEE) VLAN ZH&E L7, AMEOFMHIL 1 ~ 4094 T,
notification MAC ZHEBMD 7 a—)L By ZERELET,
T2+ TOaTy RITIETFT 740 MERENRDH Y XA,
avY kR E—F ¥ EXEC £— R
avy FEE Jyy—=x EEERT
12.1(8a)EW ZDaw R Catalyst 4500 >V — X A A » FITEME I E L,
12.1(12¢)EW JE8E VLAN 7 RL 2O R — RSB E i E Lz,
12.2(31)SG MAC 7 L ATAID 70— L 52 2O F— RGBS E L=,

EREDAHA R34y

!

T—=T NPT XTOXA T I v = b EHIBRT 5I121E, 5IEEEEETIT clear
mac-address-table dynamic =~ > RZ A LE T,

clear mac-address-table notification =~ > FNiZ, show mac-address-table notification =~ > (T
FoTEREND T =V 2720 %2 27 )7 LET, CISCO-MAC-NATIFICATION-MIB & 7
=)L I EBIOVERT—T7VEZ VT ESNnEE A,

WOBITIE, HEDA L Z—T =4 R (gil/]) DT XTOXAFIvI LAY 22 NI A7 UTT
LHEETR LET,

Switch# clear mac-address-table dynamic interface gil/1l
Switch#

KOFITIEZ, MACT RLvRABMA Y 2522 VT2 EERLET,

Switch# clear mac-address-table notification
Switch#

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG

OL-27596-01-J |



| £2% Catalyst 4500 1) —X X4 v F® Cisco 10S <> F

clear mac-address-table W

BEaYYF avwyk BiEA

clear mac-address-table dynamic LAY2MACT RL A T—F b, FAF Iy TR
VAo M) EIUTLET,

mac-address-table aging-time LAY 2TF—TNNOZY NI —D 0 7 2 A LERE
LT,

mac-address-table notification AA v FTMAC T RLABHEA RF—T VI LET,

main-cpu AA v CPUYTE—RERIEL, 2 DDA —/I— 3
TV DAy T 4 X —a U EFETREBIELE
7

show mac-address-table address MAC 7 RL A F—7 UERE2 R LET,

snmp-server enable traps SNMP % A F—7 iz LET,
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M clear mac-address-table dynamic

clear mac-address-table dynamic

VLAY 2MACT RVR T—=TANEHAF Iy 7 TRVA T MY E7 DT T 5L, clear

mac-address-table dynamic =~ > K& #HL £,

clear mac-address-table dynamic [ {address mac_addr} | {interface interface}] [vlan
vian_id)]

EX DA address mac_addr (1) MAC 7 KL A%$EE L7,
interface interface ~ (f£F) A X —T7 =2 A ABEBEL T, DA L F—7 =1 AZHEMNT BN
e U&7 V7 LET, A%72ME1T FastEthernet 35 X O°
GigabitEthernet T,
vlan vian_id (fEE) VLAN Z4EE L ET. AMEOFMIL 1 ~ 4094 T,
T2F+IE ZOavy RICET 740 FREDH Y FH AL
ARV KR E—F HitE EXEC £— 1
avY FBE Jyy—= FEERHR
12.1(8a)EW DA A Catalyst 4500 &Y — X 24 v FITBIME L E LT,

BEREDAA FS54>

12.1(12¢)EW JEIE VLAN 7 R LU ADHR— MBEMEnE Lz,

T=TNANLTRTOXAFT Iy = M) ZHIBRT 2IC1E, 51 EHEETIC clear
mac-address-table dynamic =~ > K& AL ET,

] ROBITIX, FEDA v E—T =4 A (gil/]) ODTRTDFAFIvZ LAY 22 V&7V TT
LHEERLET,
Switch# clear mac-address-table dynamic interface gil/1l
Switch#
BEa< K avwvFk St
mac-address-table aging-time LAY 2T —TNLHNOTY N ICoe— 0 7 A NERE
LET,

main-cpu AA 2 CPUSTE—REBIEL, 2 DDA — 3= 1
TV bkpar7 4 Xal—v a2 FHTHREELE

iR

show mac-address-table address MAC 7 RV R F—7 N EREFR T LET,
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clear netflow-lite exporter statistics W

clear netflow-lite exporter statistics

N

(F)

NetFlow-lite 1% Catalyst 4948E 35 L O® Catalyst 4948E-F A — % X v b A4 v F TOHRVFR—F I E
‘a‘@

a7 ZOREHEREZ 7 Y 735121, clear netflow-lite exporter statistics =~ > F&HH L £7,

clear netflow-lite exporter exporter-name statistics

X DEREA

exporter-name T AR—FERELET,

L

¥ #i EXEC £— K

av Yy FEE Jy—=x EEERT
15.0(2)SG <2 R2% Catalyst 4948E 35 L 0% Catalyst 4948E-F £ —# % v k A A
FITBMEE LT,
] ROBITIX, T=F Ty bOF 7 IOMEERE 2 UV T+ 5 HEERLET,
Switch# clear netflow-lite exporter el statistics
BREaTU K avwo R B
clear netflow-lite monitor F=H Ty NOV T T OMFEREZ VT LET,

statistics interface

[ oL-27596-01-J
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W clear netflow-lite monitor statistics interface

clear netflow-lite monitor statistics interface

~
(i)  NetFlow-lite i% Catalyst 4948E 35 L O Catalyst 4948E-F 4 —# R b A v FTCORYR— I E
‘é‘o
FT=F TRy NOY 7T OREHEREZ 7 V79 5121%. clear netflow-lite monitor statistics
interface =~ FZfEH L £9,
clear netflow-lite monitor statistics interface vian-id
XD EHEA vian-id A B =T o ABFEELET,
TI4ILE 7L
oYk E—F ¥ EXEC £— R
avy FER Jyy—=x EEER
15.0(2)SG o< K73 Catalyst 4948E 5 & O Catalyst 4948E-F 4 —% Ry b XA v
FlzBEMmMEnE L,
i KOFTIE, FE=F Ty bOV T OMEERE 2 YV 75 ke R LET,
Switch# clear netflow-lite monitor 1 statistics int gil/1
Switch# clear netflow-lite monitor 1 statistics vlan 10
BIEaT VR avwyk EL]
clear netflow-lite exporter ALy X ORETEREZ VT LET,
statistics
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clear nmsp statistics W

clear nmsp statistics

Xy hU—=27 FEUT 4 =R 7 ba)t (NMSP) OFGHE®RE 27 U 73 5121%, clear nmsp
statistics I~ FEHEHLET, Z0a<vr NI, Ay FTHFLY T U =T A A—URFETS

NTWDLEAICTETRIHTE £,

clear nmsp statistics

B DEREA Zoawy R, BIEERIEXF—T— FiEb 0 A,
TIAIE F7 AN MIEZRSNTOER A,
avTY kR E—F ¥+ EXEC £— R
av Y FERE J1y—2 EEEM

12.2(52)SG D3~ R Catalyst 4500 2 U — X A4 v FITBMENE LTz,
i WOFITIX, NMSP OffiatiEwE 27 )V 745 FHikE R LET,

Switch# clear nmsp statistics

Switch#

HERNBHIR S22 E 9 2 iR 512i%, show nmsp statistics =~ > F& A LET,
BEaTUF avwyk HL)

show nmsp

NMSP {F#fz R~ LET,
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M clear pagp

clear pagp

=k Fx 3 IERE 7 Y 735121, clear pagp 2~ FEEHLE T,

clear pagp {group-number | counters}

WX OIS group-number 5y X J—7 H 5, BABOREL 1 ~ 64 T,
counters N T 4w TN EETYTLET,
T2+ E TOaAv Y RICET 740 FRENRDH Y £ A,

avY kR E—F ¥k EXEC £— R

av Yy FERE Jyy—=2 EEER
12.1(8a)EW Z»=a= KA Catalyst 4500 U — X 2 v FICBMENE LTz,
5l WOBITIX, BEIN—TDOR—F Fx xNERE 2 VT T5HEERLET,
Switch# clear pagp 32
Switch#

WROFITIEZ, $NTOR—=F Fy N b T T4 97 T4NZ a2 VT3 55ikERLET,

Switch# clear pagp counters

Switch#
BEav> R avwy Rk EL
show pagp A—=h Fr 2 EREERRLET,
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clear port-security

clear port-security

MAC 7 RL A T—T N6, TRTCOREFHAEXR2T 7T RLA, HHWVNIA v F—T =2 A Z LD
BEDHATIvY %27 TRVAFFEIEAT 4 vFx BXaT 7 FLVAZHIBRT 5I21%, clear
port-security =~ > F&EHEH L E 7,

clear port-security dynamic [address mac-addr [vlan vian-id]] | [interface interface-id|
[vlan access | voice]

BX DA dynamic FTRCOLAFIv 7 EF27 MACT RLUAEHIRL £,
address mac-addr ) BELEEX27 MAC 7 RLUAZHIBLET,
vlan vian-id (&) #8E L7 VLAN 26 f8E Lzt X =27 MAC 7 KL 22 HIB L £
7,
interface interface-id (EE) BELEMHA—FEZITIR—F FyxLotxa7 MACT KL
2 &HIBRLET,
vlan access UEE) 727 AVLAN 2bE¥% =27 MAC 7 FL 2A&HIR L £,
vlan voice (EE) &7 VLAN bt Fx a7 MAC 7 RLZZEIBRLET,
TIAIE TOavy RICET 740 MRERS Y 8 A,

avykE—F it EXEC &— K

BRLEDSA K54  clear port-security all =~ > FZ AN LA, MACT RLA T—TAnbT_XTOLAF I v
¥ 27 MAC 7 FLARBHIBREShET,
Y
GE) AT 4 vFBILOREZT 47 DEF=2T7 MAC 7 FL AZ, no switchport port-security
mac-address =~ > F&EHRAT L, —FIZ 1 2FTH7 VT TEET,

clear port-security dynamic interface interface-id =~ > R AJTH L AA v FFA v F—T =4
ALEODTRTOFXAFTI VI 2T MACT RLAEZ MAC T RV A T—7 0 bHIBRLET,

av Y FERE Jyy—= FEERHR
12.2(18)EW Zoawy FA, Catalyst 4500 U — 2 A A »v FIZHD TBEMENE L
7=
12.2(31)SG 2T 4 ¥ R—F X2V T 4O R—F2BMLET,
i KOBTIE, MACT RL A F—TANLTRTOFXAFTIvI EXaT 7 RURAEHIRT S HiEE
FLET,

Switch# clear port-security dynamic

KOBFITIE, MACT7 RLVA T—=TNAnbEAFIv 7 £FaT 7 RLVAZHIRT 2 2R LET,
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M clear port-security

Switch# clear port-security dynamic address 0008.0070.0007

WOBEITIX, BEDA L H—T 2 A ATEHENEZTRTCOEAFTIv T ¥FaT 7 FLAZHIBRT
BDHEERLET,

Switch# clear port-security dynamic interface gigabitethernet0/1

THEMPHIBR S 72 2 & 283 51i, show port-security =~ > F&Z AN LET,

BIEaT VR avwok EEA
show port-security AR—h X2V T REFREERLET,
switchport port-security A B —Tx2A A FLTHR—F X2 T 42 —T LI
LET,
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clear pppoe intermediate-agent statistics ||

clear pppoe intermediate-agent statistics

PPPoE Hifff=— = o MEFHEH Xy N v ¥) 227 U T3 5121, clear pppoe
intermediate-agent statistics =~ > R&ffH L £,

clear ppoe intermediate-agent statistics

BX DA Zoawy RiTiE, BIEIEHY 8 A,

FIFIE IOavwY RIZIET 74V FREVRDH Y TH A,

avykE—F it EXEC &— K

av Yy FERE y1y—=2 EEEM
12.2(50)SG Z oA~ Ri3 Catalyst 4500 U — X A4 v FIZBIMSE LT,
i WOFITIE, PPPoE Pfk=— = v hOaHEREZ 7 U 74 5 k&R LET,

Switch# clear pppoe intermediate-agent statistics

BEa<TFR avw >k EL]

show pppoe PPPoE fiffk=— v = MiHE® (N7 y b v ) BFKR
intermediate-agent interface L¥FT,
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M clear qos

clear qos

Ia—NVBLIONS v F—T A AENOER QoS WU X &7 VT T 5, clear qos =< N%&

AL ET,

clear qos [aggregate-policer [name] | interface {{fastethernet | GigabitEthernet}
{mod/interface}} | vlan {vian _num} | port-channel {number}]

B DR

aggregate-policer name  ({L7%) HEHAR ) Y —23HELEJ,

interface EEB) AV F—T =4 AEBELET,

fastethernet HEE) 77 AP AP Xy b8023 A v X —T A ABBELET,

GigabitEthernet (EE) ¥HEY b A —HFRv 8023z A4 —T A AEEELET,

mod/interface (EE) EVa—VBIUOAS v H—T oA ZADE 5,

vlan vian_num (f£E) VLAN Z#EL£7,

port-channel number UEE) ¥RV A F—T oA ZAEZHEELET, AVEOFMIL 1 ~
64 T,

TIAILE

ZDa<wy RIZIET 74/ MRERHY XA,

¥ EXEC £— F

EREDAHA R34y
N

GE)

Ll

Jyy—= EEE
12.1(8a)EW D3~ R Catalyst 4500 > U — X A1 v FITBMENE LTz,

Z® =< RiL, Supervisor Engine 6-E 3 LT Catalyst 4900M > v — > TlI¥ AR — F I EH A,

clear qos =~ REANTLH L, WU ZOEEICEENE T, BEITHIRIND FT7 74 v 7 R3E
WIMERE SN D ATREMER D D £ 77,

clear qos =~ > NiZ, A VX —Tx2A AD QoS KRY v — HyvFZx2VEy hLET, A F—TxA
AVEEINTWARNGES ., cear qos =2~ > NiZTXTOA > H—T =24 AD QoS KV v— o #
ZVtEy FLET,

WOBITIE, T_XTOTa harorsa— LB v F—T7 A ZARMOER QoS W v &%
V74 5hikERLET,

Switch# clear gos
Switch#

ROFITIE, TXTDA L F =T = AA ATHET 0 FarOE QoS WYy 2 &0 )T T 5 5EER
LET,
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clearqos WM

Switch# clear qos aggregate-policer

Switch#
GEREESAS =AY B
show qos QoS AR LET,
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B clear vian counters

clear vlan counters

BELEZ VLAN 72033 R_RCOMEVLAN O Y 7 v =27 Xy va b2z 27V 7L7T, 0
NS EBET 5121, clear vlan counters =~ > FZ2 A L £4,

clear vlan [vian-id] counters

XDk vian-id ({1-#) VLAN &5, B&7fElconait, (EHEOH A RIA4v] 2#B3BLTL P
X,
T2 EK ZOavy RICET 740 FRERS Y 8 A,
avy kE—F it EXEC &— R
avy FEBEE yy—=x EEER
12.1(13)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,

EREDHA R4

vian-id [EZELRVERITZ. TXTOBEVLAN DY 7 v =7 v via DU EER 7 )T &
nEJ,

i KOBITIE, FED VLAN DY 7 v =T ¥y va WUV 2MiE 7 V7355 EERLET,
Switch# clear vlan 10 counters
Clear "show vlan" counters on this vlan [confirm] y
Switch#
BEa< K avwyFk B
show vlan counters VLAN OA v v ZiERERRLET,
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clear vmps statistics

clear vmps statistics

VMPS #atiE# %z 27 U 74 5121%, clear vmps statistics =~ > &2 L £7,

clear vmps statistics

BX DA Zoawy RICE, BIEEFEF—U— Rizdb 0 THA,

FIFIE IOavy RITIET 74V MERERD Y A,

avY kR E—F ¥HE EXEC E— R

oy FERE yy—=x TEEH
12.1(13)EW TP av s R Catalyst 4500 U — X ZA » FITEMSE LT,
1 WOFITIE, VMPS #EattE@a 7 V 79 2 hikERm LET,
Switch# clear vmps statistics
Switch#
BEa<Y R avwyk BieA
show vmps VMPS &R~ LET,
vmps reconfirm (4# EXEC) VLAN Query Protocol (VQP) 7 74 7> O FidEg

EEELET,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
[ oL-27596-01-J .m



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

W control-plane

control-plane

aryir—) Fb—r ar7 4 Xal—valry E—RTE TAADar ba— 7 L— Ul BE
ftFeonBEEII T A—% (=R K)o —74E) OF#EMTELIIETLETTEET,
ZDE— R&EBIHT 511, control-plane =~ > R&EHEA L E T,

control-plane

BX D& Zoavy RIS, BIERLRF—T - FiZdb Y £HA,
TIAIE T 7 4V k =B R KV — system-cpp-policy Wi SN THET,

avY kR E—F Ja—r )L ar7 4 Fal—3igy ET—R

oy FERE Jyy—=x EHEEH
12.2(31)SG Catalyst 4500 > U — 2 ZA v FTHR—hShD LIV ELE,
12.2(50)SG Supervisor 6-E ¥ £ O Catalyst 4900M THAR—hIH L 51270 F L7,
12.2(52)X0O Supervisor Engine 6L-E THR—h&h5 L9120 LT,
12.2(54)X0O Catalyst 4948-E THR—hr&hb L Hicb £ L1,

BAEDAAF54Y  control-plane =~ > FEANT L, A—h FREyFIEHLTaY ha—l FL—y =A%
EETEXET, FL2F. bR Ry —Fariog— FL—rIclEMTC, 3y hr—L 7
L= i CDTRTD T T4 v 7 HRY Vo 7/ TEET,

1 KOFTIE, BETT FL210.1.1.1 BLU10.1.1.2 DEHETEXAF R MR E LT, Telnet /37 v
Feary bha—n FL— 27 L TCIRET 2 FEEZ R LET, D OTXTO Telnet /37 v F i,
BELEZL—FTHRY U TENET,

Switch (config)# access-list 140 deny tcp host 10.1.1.1 any eq telnet
! Allow 10.1.1.2 trusted host traffic.

Switch (config)# access-list 140 deny tcp host 10.1.1.2 any eq telnet
! Rate limit all other Telnet traffic.

Switch(config)# access-list 140 permit tcp any any eq telnet

! Define class-map “telnet-class.”

Switch (config)# class-map telnet-class

Switch (config-cmap) # match access-group 140

Switch (config-cmap)# exit

Switch (config)# policy-map control-plane

Switch (config-pmap) # class telnet-class

Switch (config-pmap-c)# police 32000 1000 conform transmit exceed drop
Switch (config-pmap-c) # exit
Switch (config-pmap) # exit
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control-plane

! Define aggregate control plane service for the active Route Processor.
Switch (config) # macro global apply system-cpp

Switch(config)# control-plane

(
Switch (config-cp)# service-police input system-cpp-policy
(

Switch (config-cp) # exit

avwy R SRER

class N7 47 R =B ETIILETS B0 7 ADLET%FE
ELET,

class-map ZHiERRE L7 ALy hOBAICHERTE7 72 <y

TEERL, 79 A~y S a4 Fal—rar ET— R2H
HBLFET,

match access-group ([Cisco
10S Release 12.2 Command

Referencel % %)

BELE-T7 72X 2> be— UAX b (ACL) ZHS\WT, 7
TAyTO—BEEERTELET,

policy-map

BHR— MCEAARERRY v — <~ v 7Z2/EK L, —E X R
Jo—%2EEL TR —~y T a7 4 F¥al—ar F—
FEBAH L E T,

service-policy (f % —7 =
AR AV T4 F2b—ay)

RV — = ThA B —T A ZZEEMT ET,

show policy-map
control-plane

1 5FZITT_RTOZ FRIZHONWT, a2y ha—L FL—2rDOiR
Vy— <=y 7Dary74Xal—aryr 2z RLET,
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W cos (netflow-lite T R#—4 4 TE—F)

cos (netflow-lite TV A7/R—4 HTE—F)
N

GE)

NetFlow-lite Id Catalyst 4948E 35 L U Catalyst 4948E-F A —% % v b A4 v FTOHIFR— hSIhE

j‘@

NetFlow-lite =L 7 # ® CoS EAEET D121, cos 2~ REHEHLET, ZOEZHIRT ST,

Zoavwr RFono BRXEHEHLET,
cos cos-value

no cos cos-value

B DR

TIAILE

cos-value

NetFlow-lite =L 7 % ® CoSfEZEE L £3, ARMHEIZ0~T7 T,

netflow-lite =7 AR —% %7 E— R

ERLEDAA K54

]

J)y—2 EEER

15.0(2)SG

Z D =av s R Catalyst 4948E ¥ L OF Catalyst 4948E-F A —H % > b X

Ay FITBEMsnE L,

ZoFTvarEEATLE, fpgall Lo TODAZI AR—FINHY TNy hd VLAN ¥ 7

D CoS HAZRETE £,

OB TIE, NetFlow-lite =L 7 #® CoS A IEET 2 HikZ R~ LE£7,

Switch# config terminal

Switch (config) # netflow-lite exporter
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config) #

exporterl

destination 5.5.5.6

source 5.5.5.5

transport udp 8188

ttl 128

cos 7

dscp 32

template data timeout 1

options sampler-table timeout 1
options interface-table timeout 1
export-protocol netflow-v9

exit

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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cos (netflow-lite T/ 2AK—4 47E—F) M

Display the exporter
Switch# show netflow-lite exporter exporterl
Netflow-lite Exporter exporterl:

Network Protocol Configuration:

Destination IP address: 5.5.5.6
Source IP Address: 5.5.5.5
VRFEF label:
DSCP: 0x20
TTL: 128
COS: 7

Transport Protocol Configuration:
Transport Protocol: UDP
Destination Port: 8188
Source Port: 61670

Export Protocol Configuration:
Export Protocol: netflow-v9
Template data timeout: 60
Options sampler-table timeout: 1800

Options interface-table timeout: 1800
Exporter Statistics:
Packets Exported: 0

show netflow-lite exporter 41 EXEC 2~ > RZ2FH L CRELHR TE £,

BEa<v R avwy R L]
destination (netflow-lite =7  netflow-lite &7 — R TD%%LT7 FL A& HELE T,
AR—H FTE—FR)

source (netflow-lite =72 A NetFlow-lite = L' 7 Z DXFEITL VAV I A U F—T = A A%LHE
R—% ¥ 7E—F) LET,

transport udp (netflow-lite =2 NetFlow-lite = L2 % ® UDP k7 > AR — MNijeA— N ZHEE
AR—H B TE—NR) LET,

ttl (netflow-lite =27 AR —%  NetFlow-lite 27 ¥ ® TTL fEZHEEL £,

+7E—K)

dscp (netflow-lite =2 A7 —  NetFlow-lite =L 7 % ® CoS fEZE L £7

4 Y7 E—R)

template data timeout NetFlow-lite = L7 2 DF v FL— bk F—% ZA LT 7 &4
(netflow-lite =27 ZR—% 7 FLET,

ET—R)

options timeout (netflow-lite = NetFlow-lite I L7 ¥ DA T a DX A LT 7 b ERELE
JAR—H B TE—N) 7

export-protocol (netflow-lite ~ NetFlow-lite 2L 7 ¥ O/ ZAKR— |k Fu ha L zHELET,
T AR—H BT E—R)

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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W counter

counter

LAYI A E—T oA RZAT X EED B THIZIE, counter interface 2~ REZEHLE3, &
A OEY Y TEYIERTAICIE., Zoavy Rone BREFEHLET,

counter {ipv4 | ipv6 | ipv4 ipv6 separate}

no counter

GE) Supervisor Engine 6-E ¥ &L O* Supervisor Engine 6L-E TIZL A Y 2 A Z—T = A A TV ZITY
R—hFSERA,

BX DA ipv4 IPv4 HEHE RO L DOINELE A F—T NI LET,
ipv6 IPv6 MEFHEHR OB DIWEE A F—T I LET,

ipv4 ipv6 separate IPv4 35 XL OV IPv6 FEHEHRDINEE A F—T7 iz L, BN ER R L ET,

TI2HIE f F—T NI TWER A
avy kE—F A v B —T a2 A AT 4 Fal—gy

av Y FEE Jy—x EEEM
12.2(40)SG oAy R Catalyst 4500 U — 2 A v FITBEMESNE LT,
12.2(54)SG IPvd BEOIPV6 B Z O FE— RAEMEIhE LT,

BEREDHA FSM4Y F—U—R&HEELARNOT counter 2~ NEANTH L, MaHHF@EN A E LTERRENET,
EEWTEBLOZEI Y 2R TE DA, v F F— FOEFKIT 4092 TY,

HIUEANED Y TONIZLVAY3IAR— b2 LAY 2HR—MNIEETEHE, "—FRU=T B 2R
7V 7ENET, ZOEEIL no counter =~ K& AN L7=HA OEME S AT,

1 KOBTIE, A2 —7xA4AVLAN1 ECH T 25 AL X—T T BEERLET,

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# interface vlan 1

Switch (config-if)# counter ipv4

Switch (config-if)# end

Switch#

00:17:15: %$SYS-5-CONFIG I: Configured from console by console
Switch# show run interface vlan 1

Building configuration...

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
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counter W

Current configuration : 63 bytes
|
interface Vlanl
ip address 10.0.0.1 255.0.0.0
counter ipvé
end

(G¥) B HDENY YT EARERT HIZIL. no counter =~ R&EHEH L E T,

TTICAT U ZORREEZED LY T TWDEEHAEIL. counter =~ RIZRRL, ROTT— A v¥—
UINEFRINET,

Switch# config terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch (config) # interface fa3/2

Switch (config-if)# no switchport

Switch (config-if)# counter ipvé

Counter resource exhausted for interface fa3/2

Switch (config-if)# end

Switch#

00:24:18: %$SYS-5-CONFIG I: Configured from console by console

DB, DA H—T oA ZADI T A EMBELTHLNA, VX —T = ANREHATED L H 2T
HVENRHY £,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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W dbl

dbl

N7 4D TATHERTAIEEF2—TC, 772747 Fa—EHE2A X—TMZT5I21%., dbl
a<wr REFHLET, 7740 PREICETIZH, Zoa~<v>r Koo BERXEHEHLET,

dbl

no dbl
BX DA Zoavwr RICE, ¥—U—REFSEITH Y FHA,
TI2AILE TITF 4T Fa—EHITT s —T N TT,

ARV R E—F HVv—~wvTF TR T4Fal—vay

av Yy FERE Jy—= EEEM
12.1(8a)EW Z D a~ R Catalyst 4500 2 U — X A1 v FITBMENE LT,
12.2(40)SG Supervisor Engine 6-E THR— &b L i £ Lz,

EREDHLARSM4Y DBLBEEDE~LT 1 v 7 ZAE, WRED 703U XA LEELTWET, dbl 2~ FiZ
class-default TIZHIMCEMWE L 303, LA TlE2 T X2k LT bandwidth =2~ > RE 7213
shape =~ RERETLO2LERHD £,

1 WOFITIE, 77 AT dbl OEEE A F—T T B HEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# policy-map policyl

Switch (config-pmap) # class classl

Switch (config-pmap-c)# dbl

Switch (config-pmap-c) # exit

Switch (config-pmap) # exit

Switch (config) # interface gigabitethernet 1/1

Switch (config-if)# service-policy output policyl

Switch (config-if)# end

BAEa<v>F avw> kR 7L
bandwidth LBICEBRAGER TV T 7T AEEZER L E7,
class AIEIRE LT TRAERry NOREIERTE7 72 vy
TEERL, VT ATy a7 4F¥al—vary T— K&
BLET,

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
m. OL-27596-01-J |



| £2% Catalyst 4500 1) —X X4 v F® Cisco 10S <> F

dol W

avwyk EA
policy-map BEAR— MCEATRERRY v— <y FE2ER L, h—E 2 K

VY —%EELTRY Y —~vy 7 ar7 4 FXal—gy T—

R&BtE L E T,
service-policy (RV ¥ — <= KU — < v 7NIZ QoS (Quality of Service) AV v —& LT
77T R) -2 RY —EEKLET,
show policy-map RV v— vy TERERRLET,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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M debug adjacency

debug adjacency

Bepss N o 7B A £ R T 512X, debug adjacency =~ REHHLEY, TV THIHET 1 &—
TIZT HITIE, Zoawy RO no BRAEMEH L ET,

debug adjacency [ipc]

no debug adjacency

BX DA ipe EE) s — 2 _—ADIPC > Y 2F R LET,

FTI2AILE Zoavwy RICET 740 RNRERDH Y TH A,

avY kK E—F #:HE EXEC £— K

avy FER yyy—x EEER
12.1(8a)EW Z® =z~ R Catalyst 4500 >V — X XA »FIZBMEE L,
i KOFITIE, BET — 2 _R—=ANOIERERRT D HEERLET,

Switch# debug adjacency

4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
<... output truncated...>

Switch#

BEaIIUF avwvk B
undebug adjacency (no debug T3y 7HIET 4 E—T M LET,
adjacency & [F L)
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debug backup W

debug backup

Ny T v T A_C T Ny 745121k, debugbackup =~ REFHALEYT, Ty A%
F A= NI T AT, Zoa<wry RO ne BRXAFHLET,

debug backup

no debug backup

BX DA Zoawy RICE, BIEEREF—U—Rizb v A,

TI2AILE Zoavwy RICET 740 FRENRH Y £ A,

avykE—F it EXEC &— K

av Yy FERE Jy—= EEER
12.1(8a)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,
1 WOBITIE, Nw I T v T AR TNy T 5 H5ERTRLET,

Switch# debug backup
Backup events debugging is on
Switch#

=1 BREA
undebug backup (no debug TNy THN T 4 B—7 VI LET,
backup & F L)

i
Mk
u
«
\O
T
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M debug condition interface

debug condition interface

A B=T A ABEEDT 7T 4 €T 4 OFT Ny 7 &R %1213, debug condition interface
avy REFEHALET, 73y HhET 1 8—7 02T 512iE, Zoa~y Ko no JERXE/HEH L E
T

debug condition interface {fastethernet mod/port | GigabitEthernet mod/port |
null interface_num | port-channel interface-num | vlan vian_id}

no debug condition interface {fastethernet mod/port | GigabitEthernet mod/port | null
interface_num | port-channel interface-num | vlan vian_id}

BXDEREA fastethernet T7ARA—HF Ry b A F—T =2 ZTTF Ny T EHIRLET,
mod/port TV a— NLEELR— N ES,
GigabitEthernet XHEY P A=V Ry b A X =T AT Ny ZTEHFHIRLET,
null interface-num XN A VB =T A AT NNy TEFIRLET, HR72MEIL0 TT,
port-channel interface-num  R— 1 F¥ I A L F—T = A ATy ZTE2HIRBLES, Hik
X 1 ~ 64 TT,
vlan vian_id VLAN A ¥ =T = A AFEGEHELET, ARRMEIT 1~ 4094 T
7
T72+ILE ZDavwy NICET 740 MEEDRH Y TH A,
avYF®—F  FHEEXEC E—F
oy FERE yy—=x EEER
12.1(8a)EW Z® =z~ R Catalyst 4500 >V — X XA »FIZBMEE LT,
12.1(12¢)EW JE3E VLAN 7 RL 2% R — MBMEnE L,
!l WOHFTIE, VLAN A > 2 —T oA 2 1IZF Ny Z A& HIRT 5 HiEzR LET,
Switch# debug condition interface vlan 1
Condition 2 set
Switch#
EEaTUF avwUFk L]

debug interface debug condition interface =~ FDOx= > I ZHMEL £,

undebug condition interface
(no debug condition interface &

A C)

AV B =T A AHET VT4 T 4 2T 4 =TT LET,
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debug condition standby W

debug condition standby

AR N AT — NEALD T Ny 7 & HIBR T 5121%, debug condition standby =~ > RZ&ZH L
F9. TR TN ET 4 =TT BT, Z0a~vy Ko ne BREZHEHL £,

debug condition standby {fastethernet mod/port | GigabitEthernet mod/port |
port-channel interface-num | vlan vian_id group-number}

no debug condition standby {fastethernet mod/port | GigabitEthernet mod/port |
port-channel interface-num | vlan vian_id group-number}

L ODERBA fastethernet T7 AR A =YXy b A Z—T 2 A ATy Z&2HIRLET,
mod/port EVa—NEEFER— FEE,
GigabitEthernet XHEY F A=V Ry h A EZ—T oA AT Ny ZHEIRLET,
port-channel interface_num  FR—1 Fy F X —T =2 AT RNy ZTHAZRIBLET, A
e fiiL 1 ~ 64 TY,
vlan vian_id VLAN A v 2 =T =2 A ACTHFRMMET Ny 7 Z2HIRLET, ARME
DOHFIPHIZ 1 ~ 4094 T9,
group-number VLAN 7V —7"%%5TY, AMEOHMIL 0 ~ 255 TY,
TNk oAy RICET 740 FRERD Y £ A,
avYk E—F FiHE EXEC £— R
av Yy FERE Jyy—=x EEER
12.1(8a)EW Z D= R Catalyst 4500 U — X 2 A v FITBMESLE LTz,

EREDHA F34>

i

12.1(12¢)EW JE3E VLAN 7 L 20 R — 3B MEE Lz,

ME—DRME Y bZHIBRL X D &40 &, HIbRZ T2 E 5 0 2lR T2 A v —UNRRSNE
o HIBRZ P23 n Z AN L, BIBRZHITT 213y Z AN LET, —0RMft v FZ2HIERT
L&, WMEIRBOT RNy T Ay E—URRRINDZERDHY ET,

OB TiX, VLAN1 DTV —T 02T Ny ZHDOEHIRT D HiEEZRLET,

Switch# debug condition standby vlan 1 0
Condition 3 set
Switch#

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R JY—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG W
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M debug condition standby

WIT, EDAZ N TRy TRMEEFTIZLE D & LTS ORTHEZRLET,

Switch# no debug condition standby vlan 1 0

This condition is the last standby condition set.
Removing all conditions may cause a flood of debugging
messages to result, unless specific debugging flags
are first removed.

Proceed with removal? [yes/nol: n

% Operation aborted
Switch#

BEav kR avwU kR i

undebug condition standby TRy THIET =7 VI LET,
(no debug condition standby &
[T)
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debug conditionvian W

debug condition vian

fiE 7= VLAN @ VLAN 73w 7 1171 % §IBR 9 % 121X, debug condition vlan =~ > R&HEH L £
T TRy WM ET 4 8—7NMZT 5121, Z0a~vwr Rono BXEFEHALET,

debug condition vlan {vian id}

no debug condition vlan {vian id}

B DA

TI2FILE

avYkE—F

vian_id VLAN OF 5 T4, AMEOHIIL 1 ~ 4096 T,

ZDa<wy RIZIET 74/ FRERHY XA,

¥5HE EXEC £ — K

avy FEE

EREDHA R4

i

Jyy—=x EEER
12.1(8a)EW Z® =z~ R Catalyst 4500 >V — X A4 »FIZBMEE LT,
12.1(12¢)EW JE3E VLAN 7 FL Z0H R — R 3B MEE Lz,

ME—d VLAN Oty PZHIBRL LD &35 L HIERZTWT 2089 a5 A vy —UNn
FKRENET, HIERZPET21idn 2 AN L, BIBRZHITT 23y 2 A LET, —0KkFt Y
FEHIBRT D &, BRIRBORA v E—VRNRRINDIGENH D £T,

KOFITIE, VLAN 1 IZ7 Ny ZH 2R $ 5 HiEEa R~ LE T,

Switch# debug condition vlan 1
Condition 4 set
Switch#

WOBITIE, JTED VLAN TNy T (A2 T 4 =TV LIS L LI IR RENDA vE—Y
ZRLUET,

Switch# no debug condition vlan 1

This condition is the last vlan condition set.
Removing all conditions may cause a flood of debugging
messages to result, unless specific debugging flags
are first removed.

Proceed with removal? [yes/nol: n
% Operation aborted
Switch#

[ oL-27596-01-J
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M debug condition vian

BEa<>F avy kR EIL
undebug condition vlan (no TNy WA ET 4 E—T NI LET,
debug condition vlan & [7 L)
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debug device-sensor M

debug device-sensor

THNARA B —=DT Ny T hA 2—T T 51T, Rt EXEC £— R T debug device-sensor =
vV REMHLET,

debug device-sensor errors events

WX DA

errors FTNRAA VLY —DTT— Ay —VBFRLET,
events Ty var X=X IIERBENEZARCES (Farbar Ny FORE, TA

TUTATADT v TT—h, VUI—RA AR 2E) ITHETIA -V RFR
LET,

T4+

ZOa<wy RET 740 MEH Y EHA,

i EXEC

)= EEER

BEREDAL T4

3l

10S XE 3.4.0SG and
10S 15.1(2)SG)

Z DOz~ R Catalyst 4500 > U — R A A v FITiBEMEINE LT,

debug device-sensor =~ > K% debug authentication all =~ > F& & LA L T, I TW
DT NAADTNA AR BrH—Fyyva 2 P PMERESNRNT—2 & T TNV a—T 47
LET,

RIZ. debug device-sensor events =~ > RO NHZRLET, 73y I, Cisco
Discovery Protocol /3% > B LU TLV 23, A > ¥ —7 = A A GigabitEthernet 2/1 IZ#¥Fe I T\ %
THNA ANEZE SN HERRSIET,

Switch# debug device-sensor events

Switch#

*Nov 30 23:58:45.811: DSensor: Received cdp packet from GigabitEthernet2/1:00d0.2bdf.08a5
*Nov 30 23:58:45.811: DSensor: SM returned no or invalid session label for
GigabitEthernet2/1:00d0.2bdf.08a5

*Nov 30 23:58:45.811: DSensor: Updating SM with identity attribute list

cdp-tlv 0 00 01 00 OB 4A 41 45 30 37 34 31 31 50 53 32

cdp-tlv 0 00 03 00 03 32 2F 38

cdp-tlv 0 00 04 00 04 00 00 00 OA

cdp-tlv 0 00 05 00 68 57 53 2D 43 32 39 34 38 20 53 6F 66 74 77 61 72 65

2C 20 56 65 72 73 69 6F 6E 20 4D 63 70 53 57 3A 20 36 2E 34 28 35 2E

30 29 20 4E 6D 70 53 57 3A 20 36 2E 34 28 35 29 0A 43 6F 70 79 72 69 67 68 74 20 28 63 29
20 31 39 39 35 2D 32 30 30 33 20 62 79 20 43 69 73 63 6F 20 53 79 73

74 65 6D 73 2C 20 49 6E 63 2E OA

cdp-tlv 0 00 06 00 08 57 53 2D 43 32 39 34 38
cdp-tlv 0 00 09 00 00

cdp-tlv 0 00 OA 00 02 00 21

cdp-tlv 0 00 0B 00 01 01

cdp-tlv 0 00 12 00 01 0O

cdp-tlv 0 00 13 00 01 00

[ oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R JY—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG W



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

M debug device-sensor

cdp-tlv

cdp-tlv

cdp-tlv

01 01 01 01

cdp-tlv

swidb

clid-mac-addr

*Nov 30 23:58:46.831:

Switch#

0
0

00 14 00 00
00 15 00 OA 06 08 2B 06 01 04 01 09 05 2A
00 16 00 16 00 00 00 02 01 01 CC 00 04 00 00 00 0001 01 CC 00 04

00 17 00 01 0O
604702240 (0x240B0620)
00 DO 2B DF 08 A5

DSensor: Received cdp packet from
GigabitEthernet2/1:00d0.2bdf.08a5exi

*Nov 30 23:58:51.171: %$SYS-5-CONFIG I: Configured from console by console

BlEav VR avwyk sER
debug authentication Z2Zf~ % — ¥ 15 L O R COMEEIC T 2T _RCTOF N Z 5L 5
all LET,
device-sensor HLOEL P — F—HORHIFIC. FAL A o — 70 hal 5 —& %
accounting THIUT 47 La—RZBlL, BIOT AT 47 L X0 b

Eﬁkbi?‘o
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debug dotix W

debug dot1x

802 IX HERED T R v V%A F—T NI T DHITIE, debugdotlx 2~ > FEFEHLET, TNy 7 HA
T4 =TT BRI, Zoavry RO ne BERAERLET,

debug dotlx {all | errors | events | packets | registry | state-machine}

no debug dotlx {all | errors | events | packets | registry | state-machine}

BXDEREA all FTRTCOEEOF Ny VA F—T N LET,

errors dotlx =7 — 7T WX TH— FENTHAIMAT — KA FOT Ny T A
F—T NI LET,

events dotlx A XU N 7T 7L TH = RESNEHMAT— AV OT Ry 7%
A X —TMIZLET,

packets FELETRTO dotlx X7 > X7y MEBRB LA v ¥ —7 = A AFHR
NERI SN ET,

registry dotlx VYA RY 75 Ik o TH—FENEHRMAT —F AL FOF Ry 7
A R—=T M LET,

state-machine dotlx VYA KU 772K o TH—RENFEHIRAT— A FOT Ry 7

A RX—T M LET,

FTIAILE TRy I T 4 =TV TT,

T
rH
|
™.

avy ¥ # EXEC £— K

av Y FEE )= EEE T

12.1(12¢)EW ZDaxy A Catalyst 4500 2V — X A4 v FITIBIMELE Lz,

1 ROFITIE, TRTOERMED 802X T3y FhA X—T MIT D HikE R LET,
Switch# debug dotlx all
Switch#
BEavT R avwUk EA
show dotlx dotlx fEMAERRFLET,
undebug dotlx (no debug TNy THN T 4 B—7 VI LET,

dotlx L [FEIL)
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M debug etherchnl

debug etherchnl

EtherChannel %7 /3> 7§ % (21X, debug etherchnl =~> REZHEALET, T3y 7N ET ¢
=TT BT, Zoavwr Fone BRAFHLET,

debug etherchnl [all | detail | error | event | idb | linecard]

no debug etherchnl

B DA all (f£#) EtherChannel 73y 7 A vt —V 2T X TERLET,
detail ({EE) #£Mi72 EtherChannel 73wy 7 A v —U % KR LET,
error (fEE) EtherChannel =7 — A vt —T 2R LET,
event ({E&) =72 BtherChannel 41 XV ks A vt —VE2T Ny 7 LET,
idb ({fEE) PAgPIDB £ v &t—Y%F "y /7 LET,
linecard (EE) EYa2—NIZSCP Avt—U TNy 7 LET,

TI#4IE F 74 RREIZ, KO LEBY TT,

o FNRYIFTFT4—TNLTT,
o TRTOAvE—INERINET,

avY kR E—F e EXEC E— K

av Y FERE Jyy—= EEEM
12.1(8a)EW Zd=a= KA Catalyst 4500 U — X 2 v FICBMENE LTz,

BRLOAM R4y F—U—RZHEELRVEAE, TTOTF Ry Ay —URFRENET,

1 WOFITIE, TTD EtherChannel /3y 7 X vt —V%FRT 5 HEEA2RLET,

Switch# debug etherchnl

PAgP Shim/FEC debugging is on

22:46:30:FEC:returning agport Pol5 for port (Fa2/1)

22:46:31:FEC:returning agport Pol5 for port (Fad4/1l4)

22:46:33:FEC:comparing GC values of Fa2/25 Fa2/15 flag = 1 1
22:46:33:FEC:port_attrib:Fa2/25 Fa2/15 same

22:46:33:FEC:EC - attrib incompatable for Fa2/25; duplex of Fa2/25 is half, Fa2/15 is full
22:46:33:FEC:pagp_switch choose unique:Fa2/25, port Fa2/15 in agport Po3 is incompatable
Switch#

W OFTrx. EtherChannel IDB T/3> 7 X vt —U R FRT L HEERLET,

Switch# debug etherchnl idb
Agport idb related debugging is on
Switch#

ROBITIE, TRy T &2T 4 B—=TNMITDHEEZRLET,

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
m. OL-27596-01-J |



| £2% Catalyst 4500 >1)—X XA v F® Cisco I0S a2 F

debug etherchni W

Switch# no debug etherchnl
Switch#

BEav VR avwy kR EL

undebug etherchnl (no debug Ty 7% T 4 =T NICLET,
etherchnl &[] L)
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M debug interface

debug interface

debug condition interface =~ > FOx= > U 24 M3 %5 (21%, debug interface =~ FAfifH L %
T, TR M ETF 4 =TT BICIE, Zoavy RO no BREFEHLET,

debug interface {FastEthernet mod/port | GigabitEthernet mod/port | null |
port-channel interface-num | vlan vian_id}

no debug interface {FastEthernet mod/port | GigabitEthernet mod/port | null |
port-channel interface-num | vlan vian_id}

L ODERBA FastEthernet T7 AR A=Yy b A Z—=T = A ATy Z&2HIRLET,
mod/port EVa—VEKTER— NEF,
GigabitEthernet EHEY P A =P Ry N AV EZ—T 2 A AT Ny TEFHIBRLE
‘j‘o
null AN AE=T 2 A AT Ny ZE2HIRLET, BRRMEIZ0 72T
‘(\\‘d—o

port-channel interface-num — F— N F ¥ F ) L L F—T =2 AT T EFEIBLET, ik
fEElX 1 ~ 64 TT,

vlan vian_id VLAN A V¥ —7 = A AFHERE LET., AR2MEIT 1 ~ 4094
<7,
FI2+IL K ZOavy RICET 740 RRERSH Y FH A,

a2 R E—F ¥ # EXEC £— K
av > FERE yy—=x EEEM
12.1(8a)EW Z® =z~ R Catalyst 4500 >V — X XA »FIZBMEE L,
12.1(12¢)EW JE3E VLAN 7 RL 2% R — MBMEnE L,
1l WOBITIE, A2 —7 =4 VLAN 1 IZF Ry 7 & HIRS 5 Hikz R LET,
Switch# debug interface vlan 1
Condition 1 set
Switch#
EEaTUF avwUFk L]
debug condition interface AVE—T oA ABEDOT 7T 4 €T 4 OFT Ny FTHIEHIRL %

B

undebug etherchnl (no debug T3y 7H1%T 4 E—T7MIZLET,
etherchnl & [F L)
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debugipc W

debug ipc

IPCT 77 4T 4 %73y 73 5I21%, debugipe 2~ REFEHLET, TN ITHNET &—
TZT AT, Zoavwr RO ne BREHEHLET,

debug ipc {all | errors | events | headers | packets | ports | seats}

no debug ipc {all | errors | events | headers | packets | ports | seats}

B DA all FTRTOIPC F Ry VoA F—T M LET,

errors IPC =9 — TNy T A F3—T NI LET,

events IPCA X b TRy TEARX—TNILET,

headers IPC ~v X — TRy T A Fx—T NI LET,

packets IPC X7y b TRy T A F—T N LET,

ports A= FOERB L CHIBROT Ny 7% A X —T WIZLET,

seats J— ROERB LOHIBROT Ny 7% A 2—T M LET,
TI24ILE Zoawr RITET 740 MERERH Y EH A,

avykE—F it EXEC &— K

av Yy FERE J1)y—2 EEEM
12.1(12¢)EW =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,

1 WOHITIE, IPC ANy FDF ARy T =T VT L5 HEET LET,

Switch# debug ipc events
Special Events debugging is on

Switch#

BEaITUF avwyFk EA
undebug ipc (no debugipc & TNy ITHIET 4 E—T M LET,
HL)
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| debug ip dhcp snooping event

debug ip dhcp snooping event

DHCP AX—VE' > 7 A X T /3y 7§ 51Z1%, debug ip dhep snooping event =~ > &AL
FT, TR ITHNET 4 =TT HIiE, Zoavwr Fone BREZMMLET,

debug ip dhcp snooping event

no debug ip dhcp snooping event

BX DA Zoawy RICE. BIEEREF—T— RiEH Y A,
TI2AILE AX—VE LT AR NOF Ry 1T 48 —7 L TT,
avy kE—F it EXEC &— K

av Y FEE Jyy—= EEEm
12.1(12¢)EW D= R Catalyst 4500 U — X ZA v FITBMSE LTz,

!l KOFITIE, DHCP AX—E S A XU NDTF Ny T oA F =TT 5 HEERLET,
Switch# debug ip dhcp snooping event
Switch#

WOHFTiX, DHCP AX—VE L7 ARV INDT R T T 42— NI TDHHEEZRLET,

Switch# no debug ip dhcp snooping event

Switch#

BEaITUF avwy kR HL
debug ip dhep snooping DHCP AX—VE 7 X vt—Y%2T Ny 7 LET,
packet
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debug ip dhcp snooping packet ||

debug ip dhcp snooping packet

DHCP AX—V' 7 A vt —T %7 \v 792521, debug ip dhep snooping packet =~ > R ffi
LET, TRy THAZT 4 B—7 T 2I2E, Z0a~<vr RO ne JEREHEH L ET,

debug ip dhcp snooping packet

no debug ip dhcp snooping packet

BX DA Zoawy RICE, BIEEREF—U—Rizb v A,

TI2AILE AX—VE LT Ry NOF Ry 13T 48 —7 1 TT,

avykE—F it EXEC &— K

av Yy FERE Jy—= EEER
12.1(12¢)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,

!l WOFITIE, DHCP AX—Y 0 F N7y DTNy Z kA F =TT 5 HEERLET,
Switch# debug ip dhcp snooping packet
Switch#

KOFITIE, DHCP ARX—E 7 Nry DTNy T a7 4 =TI D hEEZRLET,

Switch# no debug ip dhcp snooping packet
Switch#

BZEa<F av vk e
debug ip dhcp snooping event DHCP A X —t' L 7 A R N E2F Ny S LFET,
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M debug ip verify source packet

debug ip verify source packet

IPY—RAH—FK AvE—U%T 3y 7 F25I121%, debug ip verify source packet =~ FZfH L &
T TRy WM ET 4 8—7 0T BI21E, Zoa~vwr Rono BXEFEHALET,

debug ip verify source packet

no debug ip verify source packet

BX DA Zoawy RICE. BIEEREF—T— RiEH Y A,
FI+IE AZAX =T X2 VT4 Ry FOFAY TIEF 4 —T AL TT,
avy kE—F it EXEC &— K

avr FEE Jy—= EEEH

12.1(12¢)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMESNE LT,

!l WOBITIE, IP V=R H—RDOFT Ny T oA 32—V T 5 HikE R LET,
Switch# debug ip verify source packet
Switch#

ROFITIE, IP Y =R = FROT Ry %7 4 —TMIT D hiEERLET,

Switch# no debug ip verify source packet

Switch#
EEaTUFR = el

ip dhcp snooping DHCP AX—VE v 7% 7 a— Uil 2—T M LET,

ip dhcp snooping limit rate DHCP 7Y a v 82 F—ZHHA%EA X—T M LET,

ip dhcp snooping trust fEfT& % VLAN ECDHCP AX—¥Y > 7% A F—T )V
WZLET,

show ip dhcp snooping DHCP AX—bE > /R EER T LET,

show ip dhcp snooping binding DHCP AX—V > I NA T 47 = M) ERRLE
R
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debuglacpy H

debug lacp

LACP 77T 4 €T 4 TNy 73 251Z1%, debuglacp 2~ FEHFEHLET, T3y 7 HH%E2T 4
=TT BICE, Zoavwr RO ne BRAFEHLET,

debug lacp [all | event | fsm | misc | packet]

no debug lacp

BX DA all (LE) TTDO LACP 7Ry V& A x—7 M LET,
event (&) LACP A XV bDT Ny T A 32—T VI LET,
fsm ({EE) LACP ARIRE~ > OT RNy T A4 X —TNMIZLET,
(&)
(=)

misc 5) AHELACP 78y V%A F—T M LET,
packet B) LACP X7 v DT RNy T A 32— M LET,

FTI2AILE LACP 77 F 4 EF 4 DF Ny 717 4 £ —7 1L TT,

T
rH
|
™.

avy ¥ # EXEC £— K

ATy FEE Jyy—2 EEEm
12.1(13)EW Z DAy R Catalyst 4500 2V — X 24 v FITIBIMELE Lz,

BRIDFARSAY —0avy REFE— T 20EA— AP 2L UL P13, $7-. “Da~wy REANTE
501X, Catalyst4500 >V —RX AAf v F a v Y —nbIInELNET,

i KOEITIE, LACP ORFETF Ny VoA 2—TNCT B HiEERLET,

Switch# debug lacp
Port Aggregation Protocol Miscellaneous debugging is on

Switch#

BEaTUF avw vk BL
undebug pagp (no debugpagp LRIL) T A TN ET 4 B—TMIZLET,
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M debug monitor

debug monitor

F=RV T TIT 4T 4 HRATHITIE, debug monitor =~ FEFEHLET, 73y 7
BT =TT HIiE, Zoavr RO no IEREHEHLET,

debug monitor {all | errors | idb-update | list | notifications | platform | requests}

no debug monitor {all | errors | idb-update | list | notifications | platform | requests}

BX DA all FTRTCD SPAN F Ry 7 A vt —VhFpLET,
errors SPAN =7 — Dtz R L ET,
idb-update SPAN IDB O EFHEMZ &K~ LE T,
list SPAN U 2 MBS IO VLAN U R MBI ZFR R L E9,
notifications SPAN i@ &a=F R LE T,
platform SPAN 7’7 v b7 #— LB 2 FR L E7,
requests SPAN ZERAZ KR L £,

FI2AILE Zoawy RICET 740 FRERDH Y £H A,

oY kR E—F e EXEC £— R

av Yy FERE J1)y—2 EEEM
12.1(8a)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
i WOFITIE, T=H YV 7 =2T7—%FT Ny I T 5 EZRLET,

Switch# debug monitor errors
SPAN error detail debugging is on

Switch#

BZEa<v2F avwUk B
undebug monitor (no debug monitor & TNy 7 Hh%ET -7 WM LET,
HL)
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debugnmsp W

debug nmsp

ALy FOFy hT—7 FLYT 4 H—ER Fm ha) (NMSP) OF Ny V& A RX—TWIZT 5HIT
X, debugnmsp =~> FE2FMALET, ZDa~<>r NI, A vFTHESLY 7 T =T 4 A=
DEITEINTWAGEAICTETFHATEET, TRy 72T 0 8—TNMZTH5EIE, Z0avr Ro
no XA HEH L E7,

debug nmsp {all | connection | error | event | packet | rx | tx}

no debug nmsp

BX DA Zoawy RICE, BIEEREF—U—Rizbh v A,
TI2HIE FRy JNEF 4 B—T L TT,
avy kR E—F e EXEC £— K

avr FEE Jy—= EEEM
12.2(52)SG Z oA~ Ri3 Catalyst 4500 U — X A4 v FIZBIMISE LT,

#RAENHM K54 undebug nmsp =~ > K&, no debug nmsp =~ > KL [FELTY,

BEEav> R avwvk B
show debugging ARX—T NI TWBT RNy 7 A TICETHEREER R LET,
show nmsp NMSP fE#a= R < LET,
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M debug nvram

debug nvram

Zoavry RO no BREHEHLET,
debug nvram

no debug nvram

NVRAM 77 7 4 €7 4 7Ny 7§ 512X, debug nvram =2~ R&EFEHLET, T v 7 Hh%
T 4B —=T T DI

BX DA Toawr RICE, BIBERIRF—T—FIEHY A,
TI#4ILE Zoawy RITET 740 FEERD Y EH A,
a2 F E—F  HEEXEC ®—F
av Yy FERE yy—= EEEMR

12.1(8a)EW D= R Catalyst 4500 U — X ZA v FITBMSE LTz,
15l WO TIE, NVRAM %7 Ny 734 5 &R LET,

Switch# debug nvram

NVRAM behavior debugging is on

Switch#
BEaTUF avwyk iR

undebug nvram (no debug nvram & TNy 7 HhET -7 M LET,

L)
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debug pagp

debug pagp M

PAGP 77 7 4 €T 4 2T Ny 74 5I2i%, debugpagp 2~ REMHHALET, v/ HhET 4
Zoavry RO ne BREHHLET,

T—=T T DI

debug pagp [all | dual-active | event | fsm | misc | packet]

no debug pagp

B DA all FE) §XTOPAEP 7Ry VA F—T M LET,
dual-active fEE) PAGP T T AT 0T 4 TDOF Ry T F—T M LET,
event f£E) PAGP A XV DT Ry T A 32 —T VI LET,
fsm {£&) PAgP AIRIRIE~T v DF Ny VoA x—T M LET,
misc (LE) AF PAgP 7Ny VA 32— M LET,
packet fEE) PAgP X7y hDT Ny Tk A F—T M LET,

TI+IE Zoavwy NTET 74V FEREND Y EH A,

.
H
I
-

av Yy

¥5HE EXEC £ — K

avr FEE Jy—=

EEEmR

12.1(8a)EW

Zoa~wr RH Catalyst 4500 ) —X A4 »FITBMENE LT,

BREDAAESAY o<y REVR—FTADIFA— ="Aoo P13 TE, £7-. Z0a<wy REAHTE
LDk, Catalyst 4500 U —X AAf v F ar Y —nbIZRBORET,

1 ROFT

. PAgP DEFEF v /%A F—T Mt 5 k%5 LET,

Switch# debug pagp misc
Port Aggregation Protocol Miscellaneous debugging is on

Switch#
*Sep 30 10:13:03: SP: PAgP: pagp h(Fa5/6) expired
*Sep 30 10:13:03: SP: PAgP: 135 bytes out Fa5/6
*Sep 30 10:13:03: SP: PAgP: Fab5/6 Transmitting information packet
*Sep 30 10:13:03: SP: PAgP: timer pagp h(Fa5/6) started with interval 30000
<... output truncated...>
Switch#
BIEavUF avwy kR B

undebug pagp (no debugpagp £RL) TRy ITHINET 4 B—7VMIZLET,

Catalyst 4500 J—X X4 9w F Ciscol0OS IR F YI7L YR YY—R 108 XE 3.4.0SG £ KU 10S 15.1(2)SG

[ oL-27596-01-J
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H2E

Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |
debug platform packet protocol lacp

LACP 7'm havo/ gy &7y 7§ 5121k, debug platform packet protocol lacp =~ > R %
FRLET, T ITHNET 48— T I, Z0a~vr RO no BXEFEHLET,

debug platform packet protocol lacp [receive | transmit | vlan]

no debug platform packet protocol lacp [receive | transmit | vlan]

BXDEREA receive UEE) 7Ty b7 —LbDNT v NZET Ny Ffee A X —7 VI LET,
transmit EE) 77y b7 —20 7y NEET Ay THfeE A F—7 VI LET,
vlan (FE) 9> h74+—LD47 v s VLAN Ry Jiteh 4 32— 7 M LT,

FIFIE DAY RITRET 74N FRENDH Y XA,
avyY Rk E—F it EXEC T— K
avy FEEE yy—= EEER
12.1(8a)EW ZDa< RS Catalyst 4500 >V — X A A » FITEME L E L,
i WOHITIZ, TXTOPMF Ny VA F—TNIT D HEEZRLET,
Switch# debug platform packet protocol lacp
Switch#
BfEav> R

avwyFk

SiEA
undebug platform packet protocol lacp
(no debug platform packet protocol lacp
ERIT)

FRy T ET 12— I LET,
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debug platform packet protocol pagp ||

debug platform packet protocol pagp

PAgP 7'u Fha D7y b ET /3y 7§ 5121%, debug platform packet protocol pagp =~ K%
FRLET, T T HNET 48— T I, Z0a~vr RO no BXEFEHLET,

debug platform packet protocol pagp [receive | transmit | vlan]

no debug platform packet protocol pagp [receive | transmit | vlan]

B DA receive UEE) 7Ty b7+ =207y MRET Ny THiEE A X—T M LE T,
transmit {EE) 77y "7 =20y MEET Ny JHiEE A X —T VI LET,
vlan UEE) 77 v F 74 —20/3%7 v k VLAN T3y ZHtea A F—7 W LE T,
T2+ E ZOavy RITET 740 MRERHV XA,
a2k E—F ¥t EXEC £— R
oy FERE Jy—= EEER
12.1(13)EW Z®Oz< 2 RN Catalyst 4500 >V — X A4 »FIZEMESE LT,
£l KOFITIEZ, TRTOPM TRy T oA F—T T D HEEZRLET,
Switch# debug platform packet protocol pagp
Switch#
BEaVYU R avwy kR e
undebug platform packet protocol SRy THhET =7 VI LET,
pagp (no debug platform packet protocol
pagp &R L)
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M debug pm

debug pm

F—=h~v%x=Vy PM) 7277474 %27y 73 221%, debugpm 2~ REFEHLET, 7
Ny JWNET 4 8—7MZT 5120, Zoavr Ko ne EREFEHLET,

debug pm {all | card | cookies | etherchnl | messages | port | registry | scp | sm | span |
split |
vlan | vp}

no debug pm {all | card | cookies | etherchnl | messages | port | registry | scp | sm | span

| split |
vlan | vp}

B DA all TRTCOPM TRy T Ayt —VEFRLET,
card EVa— VAN N TRy S LET,
cookies WES PM 7 v ¥ —MfEad 4 R —7 VICLET,
etherchnl EtherChannel BI# A <> v 2T v 7 LET,
messages PM A vt —%T Ny 7 LET,
port A— FEHE A R 2T Ny T LET,
registry PM LA NI LET Ny 7 LET,
scp SCPEVa— L Ayt =0 T %F Ny 7 LET,
sm ATF—h v BN NET ANy T LET,
span ANR= 7Y ) =B A R v T Ry S LET,
split ATV "Nyt ET Ny T LET,
vlan VLAN BH# A X b & T Ny 7 LET,
vp BN — R A R 2T RNy T LET,

TI2#4ILE Zoavr RICET 740 FERERD Y £H A,

avY kR E—F e EXEC E— KN

oy FERE yy—=x EEE

12.1(8a)EW Z®=a= KA Catalyst 4500 U — X 2 A v FICBMENE LTz,
] KOBITIE, TRTDOPM TRy ZaA F—T T B HiEERLET,

Switch# debug pm all

Switch#
BREa<wYF avwUFk BiE

undebug pm (no debug pm & [7 L) FRy THN T 4 =T M LET,

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
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debug port-security W
debug port-security

A=k X2V T4 %T Ny 73 25I21%. debug port-security =~ FEFEHALET, 73y 7 HA
ET A= MIT DI, Zoavr Rone BREMEHALET,
debug port-security

no debug port-security

B DA

Zoawy R, slEELITF—V—FEH 0 £EA,

TI2H+IE

CDAax Y RITET 74NV FRENRDH Y £H A,

avykE—F it EXEC &— K

avy FEE Jy—= EEER
12.1(13)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,
7l KOBITIE, TRTCOPM TNy T 3 —T M 5 HEERLET,
Switch# debug port-security
Switch#
BEaIU kR avwU kR St
switchport port-security

A H =T 2 A ALTHR—F X2 T 42,4 FX—TNIC
LET,

[ oL-27596-01-J
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| debug pppoe intermediate-agent

debug pppoe intermediate-agent

PPPOE Hifk=— = o MERED T /Ny %2 A 12T 511X, debug pppoe intermediate-agent =~
REEHLET, 7Ny 7 &3 71T 5120F, 20a~vy RO no JERXEHEMHLET,

debug pppoe intermediate-agent {event | packet | all}

no debug pppoe intermediate-agent {event | packet | all}

BX DA event A RN TFRY T ETIF 4 TIZLET,

packet Ry N TN T BT IT 4TI LET,

all ARVINBIONNTr Yy NOT Ny FOW AT 77 4 71 LET,
TI24IEK FTRCOF Ry F % F 712 LET,
avyY Rk E—F it EXEC T— K
avy FERE y1y—2 EEERT

12.2(50)SG T a~ R Catalyst 4500 2 U — X A4 v FITBMENE LT,
1 WOFITIE, Xy b TRy T RA T HHEERLET,

Switch# debug pppoe intermediate-agent packet

PPPOE IA Packet debugging is on

*Sep 2 06:12:56.133: PPPOE_TIA:
interface: Gi3/7, vlan 2 MAC
*Sep 2 06:12:56.137: PPPOE_IA:
(GigabitEthernet3/4)

*Sep 2 06:12:56.137: PPPOE TIA:
(GigabitEthernet3/8)

*Sep 2 06:12:56.137: PPPOE_IA:
interface: Gi3/4, vlan 2 MAC
*Sep 2 06:12:56.137: PPPOE_IA:
interface: Gi3/8, vlan 2 MAC
*Sep 2 06:12:56.137: PPPOE_IA:
(GigabitEthernet3/7)

*Sep 2 06:12:56.137: PPPOE_IA:
interface: Gi3/7, vlan 2 MAC
*Sep 2 06:12:56.145: PPPOE_IA:
(GigabitEthernet3/4)

*Sep 2 06:12:56.145: PPPOE_ IA:
interface: Gi3/4, vlan 2 MAC

Process new PPPoOE packet,
da: ffff.ffff.ffff, MAC sa:
received new PPPOE packet

received new PPPOE packet

Process
da: aabb.

new PPPOE packet,
cc00.0000, MAC sa:
Process new PPPoE packet,
da: aabb.cc00.0000, MAC sa:
received new PPPOE packet

Process new PPPoOE packet,
da: 001d.e64c.6512, MAC sa:
received new PPPOE packet

Process new PPPoE packet,
da: aabb.cc00.0000, MAC sa:

WROBFITIE, Ty N TNy T ad 712355 EZRLET,

Switch# debug pppoe intermediate-agent packet
PPPOE IA Packet debugging is off

Message type: PADI,
aabb.cc00.0000
from inputinterface

from inputinterface

Message type: PADO,
001d.e64c.6512

Message type: PADO,
aabb.cc80.0000
from inputinterface

Message type: PADR,
aabb.cc00.0000
from inputinterface

Message type: PADS,
001d.eb4c.6512

input

input

input

input

input
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debug pppoe intermediate-agent ||

BREaTV R avy kR L]
pppoe intermediate-agent (f A 2% —7 = A AT PPPoE Hiff=— = MEREER A X —T L
VHE—T A R) ZLET,
pppoe intermediate-agent A B =T A AZHEET D PPPOE 7 4 AANY N7y bD
limit rate L— h &2l L ET,
pppoe intermediate-agent A HE =T oA ADEHEHBREELHRELET,
trust

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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M debug redundancy

debug redundancy

A== RA P = D DILE%ET /Ny 7§ 5121, debug redundancy =~ FZEH L E7,
TNy TR T 4 B—7 T 512, Z0oa<wr Rone BRNEFEHLET,

debug redundancy {errors | fsm | kpa | msg | progression | status | timer}

no debug redundancy

BXnRA errors TS5 FRYTONET 7V VT 4 %A F—7T M LET,
fsm FSM ARV N TRy TORET7T 7V )T 454 F—7 M2 LET,
kpa X—TTIAT TRITDORLEZT 7 VT 4 A4 F—T NI LET,
msg A=V T ARV TRy TONET 7 v VT 1A X —T M LET,
progression ol Lvial ARVEFANYTORETF VI T4 EA FZ—TNMIZLET,
status ATF—=HAALRY N TRy TORET7 7 VT 24 FX—T M LET,
timer A<= ARV TR TORNET 7 VT 424 F—T M LET,
FIFIE DAY RITRET 74N FRENDH Y XA,
avyY kR E—F it EXEC &— R

avy FERE yy—2z EEEM
12.1(12¢)EW Zda~ R Catalyst 4500 ~ U — X A4 v FIZiBESE L7z (Catalyst
4507R DIx),
i WOFITIZ, TRZ 72V T4 AA~— ARV NeT Ny 745 hEERLET,

Switch# debug redundancy timer
Redundancy timer debugging is on
Switch#
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debug spanning-tree W

debug spanning-tree

ANR= T IV =TI T4 BT 4% T /Ny 73 5I21%. debug spanning-tree =~ > FZffH L 7,
TNy TR T 4 B—7 VT 512, Z0a<wr Rone BRNEFEHLET,

debug spanning-tree {all | backbonefast | bpdu | bpdu-opt | etherchannel | config | events
| exceptions | general | ha | mstp | pvst+ | root | snmp | switch | synchronization |
uplinkfast}

no debug spanning-tree {all | bpdu | bpdu-opt | etherchannel | config | events | exceptions

| general | mst | pvst+ | root | snmp}

XM all TRTCDANR= T VY= TNy T Aytb—VhEFRRLET,
backbonefast BackboneFast 4 X h &5 Ny 7 LEd,
bpdu AR=v7 VY —BPDU #7 Nv 7 LET,
bpdu-opt b &7z BPDU LEL AT Ny 7 LET,
etherchannel A=y 7 U — EtherChannel 7 F— &7 Ny 7 LET,
config AR T V) —REEREET Ny 7 LET,
events TCAM A X " &T Xy 7 LET,
exceptions AR= 7 V=BT Ny 7 LET,
general AR TN =TI T4 T 4T Ny T LET,
ha HA ARV NET NNy 7 LET,
mstp EEDOANR= T V)= AR N TRy T LET,
pvst+ PVST+ A Ry N&T Ny 7 LET,
root AR T IV —= =R AR TNy T LET,
snmp ANR= 7 Y —SNMP A XV NeT Ny 7 LET,
switch AL TF DTN T AR NET Ry T LET,
synchronization STP A7 — FEMIA X hET Ny 7 LET,
uplinkfast UplinkFast / > h &7 /8y 7 L&,

TIAIE ZOavy RICET 740 hREBH Y H A,

avykE—F it EXEC &— K

av Yy FERE y1y—=2 EEEM
12.1(8a)EW Zd=a= KA Catalyst 4500 U — X A v FITBIMENE LTz,
] WOHITIE, A= 7YV —PVST+ 25 Ny 7455 EERLET,

Switch# debug spanning-tree pvst+
Spanning Tree PVST+ debugging is on
Switch#
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M debug spanning-tree

BEa<v R avyvk EY

undebug spanning-tree (no debug TNy TN ET 4 B—7 VI LET,
spanning-tree & [7] L)
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debug spanning-tree backbonefast Ml

debug spanning-tree backbonefast

A= 7 U — BackboneFast £ X NDTFT Ny JE A R2—T T HITIE, debug spanning-tree
backbonefast =~ RN LET, 7Ny 7N T 4 E—7 2T 5HI2E. ZDa<x KO no
WREHEHLET,

debug spanning-tree backbonefast [detail | exceptions]

no debug spanning-tree backbonefast

B DA

TI2H+IE

avU kK E—F

detail (f£%&) #£#172 BackboneFast 73y 7 A vk —V%F R LET,
exceptions (&) A= 7 > VU — BackboneFast BI#A DT v 7o A4 2 —T I LET,

CDAaxy RICET 74NV FREPRDH Y £H A,

¥#E EXEC £— K

avy FERE

EREDHA R4

Jy—=x EEER
12.1(8a)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMESNE LT,

DAY RiE, A=R=rA P 2V EFTIR— S, A v F ar Y —AnbEFANT
N

i WROFITIE, Ty T A X =T M LT, #FMpg A= 7 7 U — BackboneFast 7 /3 v 71§ #ft & &
R DHEERLET,
Switch# debug spanning-tree backbonefast detail
Spanning Tree backbonefast detail debugging is on
Switch#
BEa< K avwvFk St

undebug spanning-tree backbonefast FRy T ETF 4 —7 VI LET,
(no debug spanning-tree backbonefast &

Al )

[ oL-27596-01-J
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M debug spanning-tree switch

debug spanning-tree switch

AL o F VDT Ny T A =T MIT HITIE, debug spanning-tree switch =~ > F&2fEH L £
T TRy I WM ET 4 8—7 0T BI21E, Zoa~vwr Rono BXEFEHALET,

debug spanning-tree switch {all | errors | general | pm | rx {decode | errors | interrupt |
process} | state | tx [decode]}

no debug spanning-tree switch {all | errors | general | pm | rx {decode | errors | interrupt
| process} | state | tx [decode]}

BX DA all

TRCDOANR=Z TV = AL v F VAT R T Ave—Vr2FERLET,

errors

A2A v F VA T —F3HNDOT Ny T T =T NI LET,

general

AR DTNy T A XTI LET,

pm

R—=hF %=V ARV IDT NNy T oA F—TNIZLET,

rx

%15 L7z BPDU-handling 73> 7 A v k—V 2R R LET,

decode

ANR= TV Y = A v F Y ADT A= NEBRZENT v FOT Ny T F—
T LET,

errors

ANR= TN —= AL o F VEADZEZT—DT NNy T A X —T I LET,

interrupt

ANR= TV — AL v F O LISR Z{E BPDU DT Ny VA F—T I L%
j‘o

process

AR TV Y — AL v FOTavA%(E BPDU OT Ny VA4 32 —7 M LE
ﬁ—o

state

AR=Z TV V= R—=bDAT—  NEEDOT Ny T oA F—T NI LET,

tx

AR= YY) — AL v F U ADEE BPDU OF Ry T A4 2 —T VI LET,

decode

(EE) A= YV — AL v F VDT a— REEEARTZy NOF RNy J
A FX—T M LET,

TI2HILE oawy RiC

™.

H
I

T

av Yy

ET 74V PRREDR DY EE A,

¥ #E EXEC £— K

avr FEE Jy—=

EEER

12.1(8a)EW

Z oz~ KA Catalyst 4500 U —X A4 »FILBMENE LT,

FREDHLARSAY —oa~vr Rid, A= N—NAF 2o PP THR—FEh, A vF ar VY —AnEETANT

EENN
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debug spanning-tree switch

1 WKOBITIE, AR= T VY — 2, vF VY ADOEE BPDU OFT Ny T h A F—TNWIZT D HIEERL
ij‘o

Switch# debug spanning-tree switch tx

Spanning Tree Switch Shim transmit bpdu debugging is on

*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 303
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 304
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 305
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 349
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 350
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 351
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 801

<... output truncated...>
Switch#
BEa<>F avwyk BiEA
undebug spanning-tree switch (no TRy THIhET =TI LET,

debug spanning-tree switch & [ L)
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M debug spanning-tree uplinkfast

debug spanning-tree uplinkfast

A= 27>Y) — UplinkFast £ X2 b DT Ny & A X —T NIZT 511, debug spanning-tree
uplinkfast =~ FEEHLET, TN T AET =7 ICT DL, ZOa~v 2 RO no JE
A LET,

debug spanning-tree uplinkfast [exceptions]

no debug spanning-tree uplinkfast

B DA exceptions (f£5&) A/8=>2 v U— UplinkFast BiSAOF v 7 %A F—T Mz LET,
TI#4ILE Ioaw Y RITETF 740 FERERD Y R AL
oYk E—F ¥t EXEC £— N
av Y FEE Jy—= EEEAT
12.1(8a)EW Z D av s R Catalyst 4500 U — X 2 A w FITEMINE LT,

BEREDAA FS54>

ZOaATY RE, A== P 2D EF TR PSR, A vy F ar Y —AnbETANT
ETET

£l KOFTIE, A8=> 7 2 U — UplinkFast 4+ % 7 v 734 % Hikz " LET,
Switch# debug spanning-tree uplinkfast exceptions
Spanning Tree uplinkfast exceptions debugging is on
Switch#

BZEav kR avwyF A

undebug spanning-tree uplinkfast (no Ty 7HH%ET 4 —7VIZLET,

debug spanning-tree uplinkfast & [7 L)
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debug sw-vian W

debug sw-vlan

VLAN v~ X =% 7774 7 4 %73y 735121, debugsw-vlan 2~ REFEHLET, 7
Ny ZPWhET 42— MCT5I2E, Z0avy Rone BREHEHL £,

debug sw-vlan {badpmcookies | events | management | packets | registries}

no debug sw-vlan {badpmcookies | events | management | packets | registries}

BX DA badpmcookies FRFE—F vF—V% ZoXx—DVIAN v %—V% {7y NeErRLE
R
events VLAN 32— % A XU E&T NNy 7 LET,
management WES VLAN @ VLAN v~ 3 — V¥ &8 AE T Ny 7 LET,
packets Ny MU KO Sk T e 22Ty 7 LET,
registries VIAN v~ %—2 % LY R MU EF Ry LET,
TIAILE TOawy RIZIEF 740 FRERH Y A,
av>Y kR E—F HitE EXEC £— 1

avy FERE Jy—=x EREmR
12.1(8a)EW DA A Catalyst 4500 2V — X 24 v FITBIMENLE L,
i WOBEITIE, Y7 h 727 VLAN A R b &2F Ny 745 HiEE 7 LET,

Switch# debug sw-vlan events
vlan manager events debugging is on

Switch#

BEIYUFR avwU kR St
undebug sw-vlan (no debug sw-vlan & T Xy 7HI%ET 4 —TVIZLET,
L)

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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M debug sw-vlan ifs

debug sw-vlan ifs

VLAN < — % Cisco IOS File System (IFS) =7 — 7 & & A 3 —7/WIZF 5I21%, debug
sw-vlan ifs 2~ REEALET, Ty THAOEZT =7 42T 2I2F, 202~ KO ne BX
2L ET,

debug sw-vlan ifs {open {read | write} | read {1 |2 |3 |4} | write}

no debug sw-vlan ifs {open {read | write} | read {1 |2 |3 |4} | write}

BX DA open IFS 77 AN A —F L #EDT 5 —D VLAN ~ 32— % IFS 78y V% A F—7
Mz LET,
read IFSVLAN 2> 7 4 ¥ a2l —3ay 77 A NARHWTEHLIA L X2 ETH
F—%T Ny LET,
write IFSVLAN 2> 7 4 Xal—3iay 77 ANEHNTEX AL L XICHKRET ST
T—ET Ry T LET,
{11234} 77 A NEHAHRERYBEZRBILET, BIfEL iz onTix, MR EOS A KT
AV BBRLTIIEE N,
write IFS 7 7 A NV EEALBMERICRAET T —2T Ny 7T LET,
T2FIE ZOawY RICET 740 FREDH Y TR/ AL
avy kFE—F ¥+ EXEC £—
avy FEE yy—=x EEER
12.1(8a)EW TP av s R Catalyst 4500 U — X ZA » FITEMSLE LT,

ERLEDAA K54

]

WIZ, A THO T 7 A VHEHBY BEZ R LET,

o EEL: AU X —RIV—FBLRT7 7 A0 R—Ta VEERKIAINTE T 7 AN ~o X — %5
HED £,

o BifE2: FAA Y BIU VLAN HFHRO KO DM S NI T 7 A VAR ZGARY £,
o BIfE3: TLV il & 2By £97,
o #fE4: TLV 7 —# &5t A0 £7,

ROBITIE, 77 A NGBS BERFIC TLV 77— % 27 =27 Ny 7T 5k Rm L ET,

Switch# debug sw-vlan ifs read 4
vlan manager ifs read # 4 errors debugging is on
Switch#
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debug sw-vlan ifs

BEavUF avwoFk St
undebug sw-vlan ifs (no debug sw-vlan T Xy 7HHET 4 E—TVIZLET,
ifs LR L)
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M debug sw-vlan notification

debug sw-vlan notification

ISLVLANID 7 277 4 7B LOHT 77 4 THLEZ BT A v =Y DT Ny VA X —T7 )T
3 2%121%. debug sw-vlan notification =2~ > REZFEHLET, Ty FHANET 1 B—T7 T DI
X, Zoavr Rone BEXEFEHALET,

debug sw-vlan notification {accfwdchange | allowedvlancfgchange | fwdchange |
linkchange | modechange | pruningcfgchange | statechange}

no debug sw-vlan notification {accfwdchange | allowedvlancfgchange | fwdchange |
linkchange | modechange | pruningcfgchange | statechange}

B DA accfwdchange EHT I EA A —T = A A STP #ELEHFIZBT 5 VLAN ~ % —
UxEMEA X —T M LET,
allowedvlancfgchange ZFA] VLAN RELFTICHT S VLAN v~ 32—V v Bz A 2 — 7Lz
LET,
fwdchange STP 52 HIZRHT % VLAN v~ 32—V vl & A 21— 7 /W LET,
linkchange A B =T A ADY vy AT — NEHIZBET 5 VLAN v % — ¥ Y il
HMEAFX—T VI LET,
modechange AVH—T A A E— RETIZEHT S VLAN v 2 — U ¥l % A X —
T LET,
pruningcfgchange TN—= TREEFIZET 5 VLAN ~ 32— vl i A 2 —7 i
LET,
statechange A B —T A A AF— bEFIZBT 5 VLAN ~ % — v itk & 1
F—=T M LET,
TI4ILE ZOavy RICHET 740 hREBH Y H A,
a2 F E®—F  fEEXEC ®—F
oy FERE Jyy—= EEER
12.1(8a)EW Z® =z~ R Catalyst 4500 >V — X XA »FIZBMEE L,
i WOBEITIZ, Y7 727 VLANA v Z—T =2 A E— NERBNET Ny 7455 EE2RUET,
Switch# debug sw-vlan notification modechange
vlan manager port mode change notification debugging is on
Switch#
BEaTUF avwyk BieA
undebug sw-vlan notification (no TRy TN T 4 B—T M LET,

debug sw-vlan notification & [7] U)
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debug sw-vian vtp Il

debug sw-vlan vtp

VIP 7u b3/l a—RIZLoTHEREIND A v —V DTNy T A FX—TMIIT 5I21%, debug
sw-vlan vtp =2 ~v > REEHLET, 7y THNET 4 =7 MCT 2100, Z0a~v 2 RO no B
KEEHLET,

debug sw-vlan vtp {events | packets | pruning [packets | xmit] | xmit}

no debug sw-vlan vtp {events | packets | pruning [packets | xmit] | xmit}

B DA events VTP =— FN® VTP_LOG _RUNTIME =7 1|2 & » TAK E NI OB 7 o —
BIOFEMAR VIP TNy 7 Ao —VhkFRLET,
packets TN—=27 2y b EFRL Cisco IOS VIP 77 v b7 4 — LKIEE S VIP 22—
RIZESNZTXTOEE VIP 7y FONEEFR R LET,
pruning VIP a2 baj a—ROF—=0 7 ¥ 7 AL MCEoTAEBRENDITF Ay 7 Ay
=B A X =TT LET,
packets (fE&) Cisco IOS VTP 77 v M7 4+ — LMEFFEN D VIP a— FiZiES =4 ~To
HBEVIP I —=07 Ry hONEEERLET,
xmit (f£%) VTP =— K28 Cisco IOS VTP 7*J v b 7 4 — MMETERBIZEET 5 L 9 ICER
FTH5T_TORE VIP 7y hORNEEZFRLET,
xmit VTP =2— F78 Cisco IOS VTP 7 v b 7 4 — MEFBITEET 5 L 9128 RT 54
TORME VIP X7y NORARNERINET, IN—=2T Xy MIgGEhER
Mo
T4 Toawy RIZIEF 740 FRERH Y A,
a2 R E—F ¥ EXEC E—
av Yy FER )1y—= EEEMR
12.1(8a)EW D= A Catalyst 4500 &Y — X 24 v FITBIMENLE LT,

ERLEDAA K54

]

pruning Z AN L72RICNT A—=F 2 AN LIRWIEEIE, VIP IV —=0 0 TRy 7 Ayk—UREK
RINET,

WOFITIZ, Y7 b =7 VLAN B(E VIP "7 v b a7 Ny 74552 RLET,

Switch# debug sw-vlan vtp xmit
vtp xmit debugging is on
Switch#

[ oL-27596-01-J
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M debug sw-vlan vtp

BEavUF avwyFk St
undebug sw-vlan vtp (no debug sw-vlan T v ZHAET 4 E—TIZLET,
vtp £RIL)
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debugudid H

debug udid

UDLD 7277 4 €7 A DTNy T A X —TNMIT 5121, debugudld =~ REFEHALET, 7
Ry THDhET 4 =N T 52T, Z0a~vry RO ne BERXE2FEHLET,

debug udld {events | packets | registries}

no debug udld {events | packets | registries}

BX DA events UDLD FHt X ARy bRRELIEEID, O hOF Ry VoA F—TNIT
LET,
packets UDLD Y ut AR 7y h Fa—nb_87y h&%Z{EL, UDLD 71 k2L 2— KD
FRICISE L TRy hERELEI ETHEED, TrEADT Ry T4 X —T )L
WZLET,
registries UDLD 7ut AR, 207t AKETHEY 2—LBLOEOMD 7 4 —F % E
Va—NAMHEDLTANY Ty a—LEAETLEED, TR AT Ny T EA
F—T M LET,
TI24+IEK oA~y RICIET 740 FERERH Y £H A,
avY K E—F ¥ EXEC £— R
av Yy FERE J1)y—2 EEEM
12.1(8a)EW Zd =z KA Catalyst 4500 ) — X A v FIZBIMSNE LI,

EREDHA F34>

i

Catalyst 4500 J—X X4 9w F Ciscol0OS IR F YI7L YR YY—R 108 XE 3.4.0SG £ KU 10S 15.1(2)SG

DAY RiE, A=R=rA P 2V EFTIR— S, A v F ar Y —AnbEFANT
N

KOFITIE, UDLD A X a7 Ny 745 h5EEZRLET,

Switch# debug udld events
UDLD events debugging is on
Switch#

WOFITIZ, UDLD X7y F&T/\y 745 HikErLET,

Switch# debug udld packets
UDLD packets debugging is on
Switch#

WOFEITIX, UDLD LY A MY ARV b ET RNy 745 5kE R LET,

Switch# debug udld registries
UDLD registries debugging is on
Switch#

[ oL-27596-01-J
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M debug udid

BEavUF avwyFk St
undebug udld (no debugudld E[FIC) T Ay IZHANET 4 B—TMIZLET,
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debugvgpc W

debug vqpc

VLAN Query Protocol (VQP) %7 /Ny 7 F5i21%, debugvqpe =2~ REFEHALET, 73y 7Y
N&ETF 48— McT 51k, Zoa<wr Fono BREHALET,

debug vqpec [all | cli | events | learn | packet]

no debug vqpec [all | cli | events | learn | packet]

BX DA all (EE) T XTOVQP ARV FaF Ay 7 LET,
cli (EE) VQP a~r R v A v E—T = AT Ny 7 LET,
events (£E) VQP A R hEFT RNy 7 LET,
learn EE) VQP 7 RL A F—=2 7% F Ry 7 LET,
packet (EE) VQP X7 v b aTF Ny 7 LET,
FTIAIE ZOavy RICET 740 FRERS Y 8 A,
avY R E—F i#E EXEC £— R

oYy FERE JyJy—=x EEER
12.1(13)EW Z DAy R Catalyst 4500 2V — X 24 v FITIBIMELE Lz,
i KOBFITIZ, TRTDVQP F Ry Va A F—T T 5 EE R LET,
Switch# debug vgpc all
Switch#
BEaIv kR = e
vmps reconfirm (4§# EXEC) VLAN Query Protocol (VQP) 7 =V —% 7= HIZk(E

L. VLAN Membership Policy Server (VMPS; VLAN #
R=Ty TR = H =) BEHLTTRTOZA
7> 7 VLAN 10 Y CTEHER L £,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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M define interface-range

define interface-range

AV H—=T x4 AD~ 7 a kBT %I21E, define interface-range =~ > & H L £ T,

define interface-range macro-name interface-range

B DR

A E—T oA A~ 7 v OAHET (K&K 32 XF),

macro-name

AVHE—T oA AXBETHHEOEHHWBEOY AN, R EOH A KT A2
ELBLTLLIEEN,

interface-range

T4

ZDa<wy RIZIET 74/ FRERSY XA,

ya—) ar7 4 ¥al—vary E—R

EREDAHA R34y

TEEHR
Z®Oz< RN Catalyst 4500 >V — X A4 » FIZEMESE LTz,

Jyy—=x
12.1(8a)EW

~ 7 v A TiRK 32 LFOLFHITT,

~7RIZiE, MRS ODHEEZD L LN TEET, A F—T = AFHITEY 22—V EETNRD
ZEIETEEREA,

interface-range & ANJ1 3 DA%, RO T+ —~ v &R L LT,
e interface-type {mod}/{first-interface} - {last-interface}
* interface-type {mod}/{first-interface} - {last-interface}
interface-type DA ZNEIL, KD LBV TT,
e FastEthernet
* GigabitEthernet

* Vlan vian_id

i WOFITIX, BEA L F—T = ZAD~ 7 0 BT 5 HEERLET,
Switch (config) # define interface-range macrol gigabitethernet 4/1-6, fastethernet 2/1-5
Switch (config) #

BEaITUF avwyFk B

interface range BEOR—FT1Ho0a~vy RERFIZETLET,

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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deny W

deny

DHCP A>T 4 v 7 —8 L7 ARP X7 v b HET 52X, deny 2~ RZFEHLET, BT
L7ZACE #7772 VAR IDOHHIBRTDIZIE. Z0oa~vr Rone BXNE2EHLET,

deny {[request] ip {any | host sender-ip | sender-ip sender-ip-mask} mac {any | host
sender-mac | sender-mac sender-mac-mask} | response ip {any | host sender-ip |
sender-ip sender-ip-mask} [{any | host target-ip | target-ip target-ip-mask} ] mac {any
| host sender-mac | sender-mac sender-mac-mask} [ {any | host target-mac | target-mac
target-mac-mask} ]} [log]

no deny {[request] ip {any | host sender-ip | sender-ip sender-ip-mask} mac {any | host
sender-mac | sender-mac sender-mac-mask} | response ip {any | host sender-ip |
sender-ip sender-ip-mask} [{any | host target-ip | target-ip target-ip-mask} ] mac {any
| host sender-mac | sender-mac sender-mac-mask} [ {any | host target-mac | target-mac

target-mac-mask} ]} [log]

BX DA request (EE) ARP ZROBAZZ R L 9, request #5E LW HE
(X, $TD ARP ~ 7 v M3 L TIREBTbILE T,
ip EETLIP 7 FLRAEIELET,
any EEOIP T RLAEIEIMAC 7 RLAZFAI T2 L2 ICHEL
ES RN
host sender-ip BEODKGILIP 7 RLARTZ2FAT 5L CHELET,
sender-ip sender-ip-mask FEEDHPADKEEITLIP 7 FLRAEZFHFRAIT L ITHRELET,
mac EEITMAC 7 FLAZHELET,
host sender-mac FFEDEFITE MAC 7 RL AT 2RI A L O ICHEELE T,
sender-mac sender-mac-mask HEDOHBEOEEITLMAC 7 RLAZFHFATA LI ICHEELET,
response ARP IGED—BEMEEELET,
ip ARP JEED IP 7 RLAEAEE L £,
host target-ip (L&) BEDSEIP 7 RV AT ZFF AT 5 L5 ICHRE L £,
target-ip target-ip-mask (EE) HEo®MBOSEIP 7 RV AZHFAITHLHICHELE
ER
mac ARP JEED MAC 7 LU AEERELE T,
host target-mac (ERE) BED5IH MAC 7 RV AT 2T 2L H5ICEELE
R
target-mac target-mac-mask UEE) HEof o5 MAC 7 RLAEZFHA[ 5 L 91T EL
£7
log (f£#&) Access Control Entry (ACE; 727 &A 2 ha—)L =
FU) =T oy ERELET,
T4 ARP 77 A U A N OEKREIZHEAZ: deny ip any mac any 2~ > FBEEINTNET,
OV K E—F arp-nacl 27 4 F a2 b — g E— R

[ oL-27596-01-J
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M deny

avy FEE Jy—= EEEM

12.1(19)EW D=y R Catalyst 4500 U — X A4 v FITBMENE LT,

BREDHL K54  deny WZiBMT 2L, —BAMECHESNTARP A7y MRS ERII Ry 7 TEET,

i WOBNRTHRA FD MAC 7 F L A% 0000.0000.abed, IP 7 R L-AiE 1.1.1.1 TY, ROHFITIEL, =
DERAFPLDIERLIGEZEL L LG T 5T EEZRLET,

Switch (config)# arp access-list static-hosts
Switch (config-arp-nacl)# deny ip host 1.1.1.1 mac host 0000.0000.abcd

Switch (config-arp-nacl)# end
Switch# show arp access-list

ARP access list static-hosts

deny ip host 1.1.1.1 mac host 0000.0000.abcd

Switch#

BEEav> R avwyEk

i

arp access-list

ARP 7 7R VARNEERLZYD, ERELY A DK
#michaEBEmMLZY LEY,

ip arp inspection filter vlan

DAL B34 X —TIVDPHICAET 4 v 7 IP BEREINT-
RARNPSD ARP 2 L2V, ARP7 72 URA %
EFH LT VLANIZ@#EH Lz LET,

permit

DHCP A T 4t 7 & DO—FITHEESWT ARP X > b
ZFFALET,
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destination (netflow-lite T4 X 7R—

Y
)

destination (netflow-lite T/ 2#K—4 47E—F) M

2 HITE—F)

NetFlow-lite Id Catalyst 4948E 35 L U Catalyst 4948E-F A —% % v b A4 v FTOHVIFR— kS E

j‘@

netflow-lite 7€ — N CHET FL A ZFET 5121, destination =~ F&FEHLFET, =7 %

R—2 zHIkRT 5121,
destination destination-address

no destination destination-address

ZDa<wry RO ne BRXEFHLET,

B DR

TIAILE

destination-address

NetFlow-lite = L7 ¥ D57 RV AZEELET,

nL

netflow-lite =7 AR—% $7E— R

ERLEDAA K54

]

Jyy—=x EEEMR
15.02)SG Z D=z~ R3 Catalyst 4948E 35 L O Catalyst 4948E-F o —H#x v b X
Ay FITBEMENE LT,
BOMERD T 7 AR =5 BETXLVAYIA L F—T =4 A, BLO=a L7 %@ UDP siseAR— o
ZANT A =4 D 1 D,

RO BT

Switch# config terminal

Switch (config) # netflow-lite exporter
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config) #

TlX, netflow-lite 7€ — R CT3EET RV AZBET D HEERLET,

exporterl

destination 5.5.5.6

source 5.5.5.5

transport udp 8188

ttl 128

cos 7

dscp 32

template data timeout 1

options sampler-table timeout 1
options interface-table timeout 1
export-protocol netflow-v9

exit

[ oL-27596-01-J
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W destination (netflow-lite TZ A R—4 4 TE—F)

Display the exporter
Switch# show netflow-lite exporter exporterl
Netflow-lite Exporter exporterl:

Network Protocol Configuration:

Destination IP address: 5.5.5.6
Source IP Address: 5.5.5.5
VRF label:
DSCP: 0x20
TTL: 128
COS: 7
Transport Protocol Configuration:
Transport Protocol: UDP
Destination Port: 8188
Source Port: 61670

Export Protocol Configuration:
Export Protocol:
Template data timeout: 60
Options sampler-table timeout:
Options interface-table timeout:
Exporter Statistics:
Packets Exported: 0

netflow-v9

1800
1800

show netflow-lite exporter 41 EXEC 2~ > RZ2FH L CRELHR TE £,

HEavw R avoFk B
cos (netflow-lite =2 AR —% NetFlow-lite =L 7 # ® CoS fEZ$5E L £
W7 E—R)
source (netflow-lite =7 A NetFlow-lite 2 L7 ZDEETLLA T3 A F—T =4 A% E
R—F B 7E—R) LET,
transport udp (netflow-lite =2 NetFlow-lite =L 27 % ® UDP k7 > AR — hEAR— M & HE
AR—H B TE—F) L%,

ttl (netflow-lite =27 AR —4%  NetFlow-lite

AL 72O TTLEZEELET.

+7E—K)
dscp (netflow-lite =2 A7 —  NetFlow-lite =L 7 % ® CoS & E L £
4 H7E—K)

template data timeout
(netflow-lite =7 AR —% %7
ET—F)

NetFlow-lite
i‘ I_/ \i \?AO

AVIEDT T V= T8 AL LT U MR

NetFlow-lite
‘é_o

options timeout (netflow-lite =
JAR—=H HT7E—F)

AVIREDF T arDEAL LTI NERRELE

export-protocol (netflow-lite NetFlow-lite

Y AR—H B TE—NR)

AL 7 EOTy AR—k Fa haLriEELET,

Catalyst 4500 >1)—X R4 9 F CiscolOS av> F JI7L YR J1J)—R 108 XE 3.4.0SG & U 10S 15.1(2)SG
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destination address W

destination address

Call Home A v & —Y OB ELERDWIEFA—N 7 FLAE1T URL 25% €9 D213,
destination address =~ FZfEH L £9,

destination address {email email-address | http url}

EX DA email email-address SR A—N T RL A% | ~200 LFCTHRELET,
http url 5645 HTTP URL % 2 ~ 200 LT CHREL £,

TI#4ILE Zoawr RITIET 740 FERERD Y FH A,

OV kK E—F cfg-call-home-profile

av Y FERE Jy—=x EEER
12.2(52)SG Catalyst 4500 ') — X ZA v FTHR—brENRDH L IRV £ LT

FRLEODAARSM4Y a7 ANcall-home 2> 7 4 ¥l —3ay $7E— REBIET AI121E, call-home =27 4 ¥ =
L—3 Y E— RKTprofile =~ REHALET,

T ¥ 27 Y — N https:// destination URL # AS15 2356815, FT7AFRA L K CABbRETDHHLE
N ET,

] WOBITIE, BT A—/ T KL A callhome@ecisco.com (Z5E AR TET 2 HEEZRLET,

Switch (config)# call-home
Switch (cfg-call-home) # profile cisco
Switch(cfg-call-home-profile)# destination address email callhome@Rcisco.com

BEa< K avwUk SiEA

destination message-size-limit bytes AT T A NDERRGEIEA =Y VA X ERELE
7

destination preferred-msg-format BT AR E—REZHRELET,

destination transport-method Ao —VOEEERE A F—T NI LET,

profile a7 7 A)call-home 27 4 X2l —> gy $7E—
N&BBE L ET

subscribe-to-alert-group all FHARER T _RTOTIT— ~ ZA—FI288 L ET,

subscribe-to-alert-group configuration = 45’7 v~ 7 1 /L% Configuration 77— k 7 )L—7
IBER L ET,

subscribe-to-alert-group diagnostic Z Ot e 7 7 A L% Diagnostic 77— b ZL—T|Z
B LET,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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Ml destination address

avwUFk B

subscribe-to-alert-group environment = ®%5%: 7 7 7 7 A /L' % Environment 77— bk /' /L—7
B LET,

subscribe-to-alert-group inventory I a7 7 A V% Inventory 77— F FL— 7T
mLET,

subscribe-to-alert-group syslog DT a7 7 A V% Syslog 77— K T —TITHEk
LET,
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destination message-size-limit bytes W

destination message-size-limit bytes

KT T 7 ANDRRILEA v =T A ZEFRET DITIE. destination message-size-limit bytes
avwr FefHLET,

destination message-size-limit bytes

BX DA Zoawy RICE, BIEEFEF—U— Rizdb 0 THA,

FIFIE 3145728 /3A k

avY kR E—F cfg-call-home-profile

av Y FERE Jy—=x EEER
12.2(52)SG Catalyst 4500 'V — X A A v FITBMENE LTz,

FRLEODAARSM4Y a1 Ncall-home 2> 7 4 ¥l —3ay $7E— REBIET AI121E, call-home =27 4 ¥ =
L— 3y E— RKTprofile =~ REHALET,

1 WOBITIE, 58587077 A NNDFRERKA Y E— 4 X% 3000000 (22 ET 5 HEEZRLET,

Switch (config)# call-home

Switch (cfg-call-home) # profile cisco

Switch (cfg-call-home-profile) # destination message-size-limit 3000000
Switch (cfg-call-home-profile) #

BEaTUF avwyFk B

destination address CallHome A v — U NEEINDBILEETA—IL T FL
AEIFURL #FELET,

destination preferred-msg-format BT AR E—REZHRELET,

destination transport-method Ao —VOEEERE A F—T NI LET,

profile a7y A/Ncall-home 27 4 X2l —v gy $7E—
N&BE L ET

subscribe-to-alert-group all fFERARPRERT RTOT T — ks T NA—TFIC&GELET,

subscribe-to-alert-group configuration = »%ijt~" v 7 > A /L% Configuration 77—k 7L —7
WZBERLET,

subscribe-to-alert-group diagnostic Z Ot e 7 7 A L% Diagnostic 77— b ZL—T|Z
ekl E9,

subscribe-to-alert-group environment -~ ®%G%: 7 @ 7 7 A /L' % Environment 7 5 — k 7L —7
WICBERLET,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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M destination message-size-limit bytes

avwyk BL

subscribe-to-alert-group inventory Z DT 7 7 A V% Inventory 7T — ~ T—TITK
LET,

subscribe-to-alert-group syslog DT a7 7 A )% Syslog 77— K T —TITHEk
LET,
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destination preferred-msg-format W

destination preferred-msg-format

HHT DA =V ERET 5I121E. destination preferred-msg-format =~ > F&#H L E 7,

destination preferred-msg-format {long-text | short-text | xml}

WX D5 long-text U TXA MG TA Y E—VEEGFELET,
short-text Ya—bTFXFARMNERNTAvE—VEEELET,
xml XML EATA v -V ELET,

T7HILE xml

a2k E—F cfg-call-home-profile

oYy FERE yy—= EEEM
12.2(52)SG Catalyst 4500 & U — 2 AA v FIBEMENE LT,

ERLEDAA K54

a7 7 A)Vcall-home 27 (X2l —> a3y 77— REHBT 5120%., call-home =7 4 ¥ =
L— 3y E— NTprofile =~ REfHLET,

] ROFITIE, BT A Yy E—VBRERY 7 7% A MCRIET 5 HkERLET,
Switch(config)# call-home
Switch (cfg-call-home)# profile cisco
Switch (cfg-call-home-profile)# destination preferred-msg-format long-text
Switch (cfg-call-home-profile) #

GEREESAS = B

destination address

Call Home A v — U NEEFE I NI HEEBTA—/L T KL
AF7IXZURL #RELFT,

destination message-size-limit bytes

ST 0T 7 ANDRRIEA v =Y A XEeRELE
j‘o

destination transport-method

A=V OEERREA R—T NI LET,

profile

a7 7 A)call-home 27 4 X2l — gy $7E—
REBH L ET

subscribe-to-alert-group all

BRATRATSCOT 7— F FA—F I8k LET,

subscribe-to-alert-group configuration

Z o7 v 7 7 A L% Configuration 77— ~ 74—
R LET,

subscribe-to-alert-group diagnostic

Z D%t 7 v 7 7 A V% Diagnostic 77— k 7L —T7|C
ek L E7,

[ oL-27596-01-J
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M destination preferred-msg-format

avwUFk B

subscribe-to-alert-group environment = ®%5%: 7 7 7 7 A /L' % Environment 77— bk /' /L—7
B LET,

subscribe-to-alert-group inventory I a7 7 A V% Inventory 77— F FL— 7T
mLET,

subscribe-to-alert-group syslog DT a7 7 A V% Syslog 77— K T —TITHEk
LET,
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destination transport-method W

destination transport-method

A v —VHRE XA A 2 — T WIZT HI21E, destination transport-method =~ > FZfEH L 7,

destination transport-method {email | http}

BX DA email HEEHFRE LTEFA—NEA X —T VI LET,
http AL LCHTTP 24 32— 7 VI LET,
FI2X+I K e-mail

avY kR E—F cfg-call-home-profile

av Y FERE Jy—=x EEER
12.2(52)SG Catalyst 4500 'V — X A A v FITBMENE LTz,

FRLEODAARSM4Y “Furr7ANcall-home 2> 7 4 ¥l —3ay $7E— REBIET AI121E, call-home =27 4 ¥ =
L—3 Y E— RKTprofile =~ REHALET,

1 WORITIE, 8%  HTTP ISR ET 2 HEE R LET,

Switch (config)# call-home
Switch (cfg-call-home) # profile cisco
Switch (cfg-call-home-profile) # destination transport-method http

i
Mk
u
«
\O
T

avwyk H L]

destination address Call Home A v —U DB EEN BB A—NL T N
A2F7IXURL 2% ELET,

destination message-size-limit bytes ST e T A INDEREIEA v E—Y A X ERELTE

R

destination preferred-msg-format BT HIA vV EHRELET,

profile 7u 77 A/Vcall-home 2> 7 X2l —Tary $T7E—
REBsH L ET

subscribe-to-alert-group all ERMEERTRTCOT T — F A —F 1288 L £,

subscribe-to-alert-group configuration = »%ijt>" v~ 7 1 /L% Configuration 77—k 7 /L —7
WCBERLET,

subscribe-to-alert-group diagnostic Z D7 v 7 7 A V% Diagnostic 77—k 7 /L—7 T
B LET,

subscribe-to-alert-group environment =~ ®%i4: 7w 7 7 A /L% Environment 77— f 7L —7F
B L ET,
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avwyk BL

subscribe-to-alert-group inventory Z DT 7 7 A V% Inventory 7T — ~ T—TITK
LET,

subscribe-to-alert-group syslog DT a7 7 A )% Syslog 77— K T —TITHEk
LET,
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device-sensor filter-list W

device-sensor filter-list

Ut — T ZDOH BN E T2 1XBRS &5 CDP #7213 Link Layer Discovery Protocol (LLPD)
7 4% U AR (Type-Length-Value (TLV) 74—/ RO Y X M &ETe) ZEHRTHICiX, Z7r—A
a7 4 Fal— =g E— T, device-sensor filter-list =~ FZfHLET, 7414 U X
FEHIBRT A2, Zoa<wr RO no BREEH L7,

device-sensor filter-list cdp | lldp list /ist-name

no device-sensor filter-list cdp | lldp list /ist-name

B DA list FUABNRY Furhal T4 F UAMREERET,
list-name T A4NE YA NDLHL

TI4NLE Zu haVTLV 74—V RO7 4% JAMIUEATEERA,

avU R E—F sua—sr b ar 7 4 Xalb—g

av v FER yy—=x EEERT

BEREDHL T4

I0S XE 3.4.0SG and Z oA~ R3 Catalyst 4500 U — X A4 v FIZBIMESNE LT,
10S 15.1(2)SG)

Za han 7o g UANDARTERE L, Discovery Protocol o ¥h— a7 4 Fal—g
£ — NP7 521X, device-sensor filter-list =~ > K& i L £9, tlv {name t/v-name | number
tlv-number} =2~ > R%&fi[fl L T,Discovery Protocol o #— a7 ¥l —3 3 F— RTTLV
DOV A FEFRETEET, name th-name DX —T — R LG HOT EHEH LT, TLV O4RIZfRE
LEJ, BHAMER TLV O4RTZHH2I12E, 2 2 ANT 50, ROKREZRMLTIZS N,

#* 21 CDP TLV %

CDP TLV % B

Jgo—mR)aryrq4Far—vary E—F

app TV r—vary TV 24 F—7 ML ET

forward BDA B2 —Tx A A2 CDP X7y NEEELET

location o —vaEREA =7 VI LET

A= x4RaArvI74Fal—>3ry E—F

app TV = a TV A4 32— /W LET

location nr—va MNEREAR—TNMICLET

server-location AV B =T ALTCDP s —vay p—NEfRx—T /NI LE
kA

[ oL-27596-01-J
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W device-sensor filter-list

& 2-2 LLDP TLV

LLPP TLV 4%

B

Jga—n)LarvIiq«¥al—vay E—F

]

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG

4-wire-power-management

MDI TLV @ Cisco 4-wire R

mac-phy-cfg

IEEE 802.3 MAC/PHY => 7 4 ¥al—3 a2 X7 —4% A TLV

management-address

ETHT KL A TLV

port-description

AN— Fitik TLV

port-vlan

A—  VLAN ID TLV

power-management

MDI TLV @ IEEE 802.3 DTE &R

system-capabilities

AT LERE TLV

system-description

AT L5tk TLV

system-name

AT L4 TLV

AR3—=Jz(4 R AV T4 F¥alL—vay E—F

inventory-management

LLDP Media Endpoint Devices (MED) @A X2 kU & B TLV

location

LLDP-MED v 7 — g~ TLV

network-policy

LLDP-MED x> kU —2 KV +— TLV

number tlv-name D¥—T— R E5|EOXT #FEH LT, TLV 7 4 /L% U R MZBMT 5 TLV FE5%

fRELET.

no tlv {name t/v-name | number t/v-number} 2~ > RZHEM LT, TLV 7 4 V% U A S Bl % D

TLV ZHIER L %97,

no device-sensor filter-list lldp list t/v-list-name =2~ > R&fiH L T, 9XCoD TLV Z &t TLV U &

FEERZHIERL £,

Wiz, TLV ® U &2 & &de LLDP 7 4 V2 2 {ERT D6 27~ LE T,

Switch> enable

Switch# configure terminal

Switch (config) # device-sensor filter-list 1lldp list 1lldp-list
Switch (config-sensor-11ldplist)# tlv name mac-phy-config
Switch (config-sensor-1l1ldplist)# tlv name system-name

Switch (config-sensor-11ldplist) # end

Wiz, TLV ® U &2 & &de LLDP 7 4 V2 2 {ERT D627~ LE T,

Switch> enable

Switch# configure terminal

Switch (config)# device-sensor filter-list 1lldp list 1lldp-list
Switch (config-sensor-11ldplist)# tlv name mac-phy-config
Switch (config-sensor-1l1ldplist)# tlv name system-name

Switch (config-sensor-11ldplist) # end
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device-sensor filter-list W

BEa<T YR avvFk B
debug device-sensor FRARA B —DF NNy T A F—T NI LET,
device-sensor FLOE L — F— 2 DRIIGIC, 754 A€o — Ta hal F—4 %
accounting TATLYT 47 La—RBML, BMOT AT ST 407 4R M
AR LET,
device-sensor filter-list 5 1 2 Lo —HANZED DL ELITRNAT L ENTE DA T a0 D
dhcp U A R %& &t DHCP 7 4 V4 ZE L £,
show device-sensor FRA ALY —DF ¥ viaxzr N E2RRLET,
cache
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Bl device-sensor filter-list dhcp

device-sensor filter-list dhcp

TNARA B —WANCEDLELERNT LR TEDLF T a0 A MaET DHCP 7 4 /v
2 E2ERRT DL, Fr— 3L 37 4 F 2 b—3 3 E— FT device-sensor filter-list dhep =~
YREMALET, A7 a0l X Gt DHCP 7 4 v Z Z#HIBRT 21213, o=~ KO no B
XEfEHLET,

device-sensor filter-list dhcep list option-list-name

no device-sensor filter-list dhcp list option-list-name

B e list DHCP 473> ay 7 4% VA RNREGSENET,

option-list-name DHCP 7> a > 7 44 U A M4,

T4+ DHCP A7 ay 740 % VA MMEATEERA,

T
H
I
™.

avy Ja—nN") a7 4 Xalb—g v

avy FEE J)y—2 EEER

I0S XE 3.4.0SG and Z oA~ Ri3 Catalyst 4500 U — X A4 v FITBIMESNE LT,
10S 15.1(2)SG)

ERALDHA 54> device-sensor filter-list dhep =~ > KZEH L CDHCP 47> 2> 7 4 V¥ U A NDARTEHE L.
DHCP k¥ — a7 4F¥ab—ar T— Nt L £, option {name option-name | number
option-number} 2~ FZHEHA LT, DHCP v —ar 7 4 Falb—va s E=—RTEHTvaro
U2 hEFFEETE £, name option-name DX —7 — K LB DT #fH LT, DHCP A7 3 >~
DL FTEFEE LET, number option-number O % —U — R L3 3DO_T7 % H L, DHCP 47 =
Y 74N UAMIEMTD TLV FSEHELET,

no option {name option-name | number option-number} 2~> R&HEH LT, DHCP A7+ 3> 7 4
VB YA RDBEAOFT v a o EHIBRLET,

F7var 740y VA NEEKERIBRT 5121, no device-sensor filter-list dhep list
option-list-name 2~ RZHEH L E7,

1 Wi, 7 a0l A M&EE&T DHCP 7 4 V& Z/ET A0 %& R L £,

Switch> enable

Switch# configure terminal

Switch (config)# device-sensor filter-list dhcp list dhcp-list
Switch (config-sensor-dhcplist)# option name domain-name
Switch (config-sensor-dhcplist)# option name host-name

Switch (config-sensor-dhcplist)# option number 50

Switch (config-sensor-dhcplist)# end
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device-sensor filter-list dhcp W

EEavYF = SiER
debug device-sensor FRA R B —DF Ny T Z—T T LET,
device-sensor FLOE L — F— 2 DRIIGIC, 754 A€o — Ta hal F—4 %
accounting THAUT 4T va—RIZBML, BIOT Iy T 407 A X R
éEEE Li‘é‘o

device-sensor filter-list =~ X4 2 o Y —HAOICEDAFFIZRANTAZLENTEXEL S a LD
YA M&ET CDP £7/21Z LLDP 7 4 V¥ B L £,

show device-sensor FNRAA B Y —DF vy v a = M) EFERLET,

cache
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M device-sensor filter-spec

device-sensor filter-spec

oY — TR AOMDICT e bay T4y VR MNEBEATHICE, Fr—r a7 o Fal—
v 3 ¥ F— KT device-sensor filter-spec =~ KEFEHA L ET, T4 2 By —Hhnb 7w b
A T4 s U A NERIBRTAI2E, Zoavy Ko ne BREHEHL £,

device-sensor filter-spec {cdp | lldp | dhcp} {exclude {all | list /ist-name} | include list list-name}

BxXXniRHA cdp FNAL A =T CDPTLV 74 4% U X F&2#EHLET,
lldp FNRA A Y —H I LLDP TLV 7 4 A% U A N2iH LET,
dhcp FNRAL ALY —HAHZDHCP 7> ay 74 0% VA NEBEHALET,
exclude FTNRA A —DHIINSRAT L7 e hasL TLV £7213 DHCP 47 v 3 v %
MELET,
all #4572 ha LAoTXCo@EMET 4 E—7MICLET,
list list-name T4V HE JURANOLHTEREELET,
include FTNRA A B —HNTEDBVENH D TLV £721X DHCP 4 7Y a VA4 EE L
7,
T4+ FRTO TLV £7-1 DHCP 47> 3 Vidi@aic g En, @mz by H—LFET,
A< K E—F Ju—sb arZ4Falb—a s

avy FEE -2 EEER
10S XE 3.4.0SG and Z D3~ R Catalyst 4500 U — X ZA v FITBMINE LT,
10S 15.1(2)SG)

HERALDHA RS54 oY — T AL ZAOMINZEENSD CDP £721X LLDP ® TLV 7  —/L F°, DHCP A7+ a2 > DV
A NEFRET HIZIE. device-sensor filter-spec =~ FZfH L 7,

DISCOVER. OFFER, REQUEST., ACK BLWIP 7 RL AR Y, BED TLV BLUA vk —Y &
A7, BT ENE T, BAAEND TLV BXIOA vk — ¥4 7%, BB 7o ha Lotz
BIHERENET, Zhbid, HBECEESN, = RRAV MCHETIERRIEREITE A EEL
FHA, OFFER X vE—Uh, HEOY—"NTZEFEINDIZZENHY, =2 RFRAV MCBETIH
WRIEREGELRWED, B ESnET,

i WIZ, CDPTLV 7 A4 V& VA NE2TFNA X o —HHCERT 52042~ LET,

Switch> enable
Switch# configure terminal
Switch (config)# device-sensor filter-spec cdp include cdp-listl
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device-sensor filter-spec W

BIEa<T UK avw >k e
debug device-sensor FRA R B —DF Ny T Z—T T LET,
device-sensor HLOEL P — F—HORHIFIC. FAL A o — 70 hal S —& %
accounting THIUT 47 La—FRZBML, BIOT YT 47 L X0 b
éEEE Li‘é_o

device-sensor filter-list & X4 2 Lo —HHNCEDLEFITEANTHLZENTELF T a0D
YA R%&T CDP £7/21Z LLDP 7 4 VZ Z/ER L £,
device-sensor filter-list S X4 X Lo —HDICED D EIERANT DL LN TEDL AT a0 D

dhcp U A hZ&&T DHCP 7 4 V& 2ER L ¥,
show device-sensor FNRAA B —DF v ia L NI ERRLET,
cache
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M device-sensor notify

device-sensor notify

TLV ZRICETH7 74T 2 MBAB LA XU M A X—T T DI, Za—rL ar 7 g

¥ o2 L—v =3 v £ — KT device-sensor notify =~ > FZEHA L EJ, TLVEEIZEHTLH7 7147~
FMBEHBLOT I T4 7 AR NET 4 E—TMITHITE, Z0avy RO ne JERAZMHA L
7.

device-sensor notify all-changes | new-tlvs

no device-sensor notify all-changes | new-tlvs

X DA all-changes TRTOTLV EEICET 7 AT MRABIOT T T 407 A &
A FZ—T VI LFET,
new-tlvs HLWTLV ZEORICET D27 IA4T7 v FEMBLOT AT T 47 AR b

A R—=T M LET,

TIHILE IIGAT U NBAET HI T 47 A MIH LW TLY L ToORER SN ET,
A< K E—F Ju—sb arZ4Falb—a s
avy FEE yy—2z EEE

10S XE 3.4.0SG and Z D3~ R Catalyst 4500 U — X ZA v FITBMINE LT,
10S 15.1(2)SG)

BRLEDHSL ES1Y FIZ 4N RTIH, YR—FENTWVWAEET Yu ha izl T, BEDEyar0arysxF A b
TUHIRAE SR T2 TLV BER AT v MCEENTWDIBERIZOR I AT NEMET A Y
TAT AR IBERINET,
FTRTOTLV BFIZET A7 74T NEMET IO VT 47 AV e FX—T I LT, HiL
W TLV R2fE S, URisE Sz TLV 3R 2ET2E SN D L 5123 51T1%, device-sensor
notify all-changes =~ > & H L £,

77 x v h OBEIZERE 2L, device-sensor notify new-tlvs ¥ 7=1% default device-sensor notify =~
Y REHERLET,

i WIZ, TR_RTDOTLIVEFTFDO I FAT v MBRABLOT IV T 40 T AR Mo R2—T M58
R LET,
Switch> enable

Switch# configure terminal
Switch (config)# device-sensor notify all-changes

BEa<w K avwyk HL]

debug device-sensor FTNRARA B —DFT Ry T A 32—V LET,

device-sensor filter-list 54 X Lo —HDICED D EITRANT LN TEDL AT a0 D
UZX &6 Tr CDP £7213Z LLDP 7 4 V&2 Z#/ER L £,
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device-sensor notify W

avwyk B

device-sensor filter-list 7 /XA 2 B F—HNZED D ETEIRIT HENTEL LT a0
dhep YA N%&ETe DHCP 7 4 V& ZER LET,

show device-sensor FTNRAA B Y —DF vy v o o M) EERLET,

cache
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M diagnostic fpga soft-error recover

diagnostic fpga soft-error recover

SEU 0o#i{E4 3 E T 521X, diagnostic fpga soft-error recover =~ > R&fHLE9, 574/ b
BRECERTICE, Zoa<vr Fone BERXEEHLET,

diagnostic fpga soft-error recover {conservative | aggressive}

no diagnostic fpga soft-error recover

B DA conservative A= NP 2 DR B— RTH0THERL, 2V Y=V TT— Ay
=% 1 BEEIC 1 BIRITT 5L ICHBELET,
WDALTFT VAT 4 RYTRA—N=RNAHF =V %) m— T H0ER
HYET,
aggressive A= R=NA P 2 DR CIL, BB v — T2 K5I ELET,
0T vvaZrInAdgEh, Va—RKoEKRE LT SEU A X2 &l T
EJeaN
TIAIE Zoav Y RRBEEINTHRWESE, A4 v FIEXT 740 @ SEU Oo@hfEE2 R LET, SSOIZEL
TIREAAL v FTlE, T 7 4 /v b OEER aggressive T, TOMDTRTORAL v FTHE, T 74
v b OEIEIX conservative T,
OV kK E—F Jua—sr ar7 4 F¥alb—var F—R
vy FER Jyy—=x EEEMR
12.2(53)SG3. ZO A~ R Catalyst 4500 & ) — 2 AA v FICBMEAE Lz,
12.2(54)SG.
15.0(2)SG
XE 3.1.1SG
12.2(53)SG6 conservative =7 > a OV IR— FABEINEHE L,
15.0(2)SG2
XE 3.3.0SG

ERLEDAA K54

]

VAT LD FPGA @ SEU A XU M LD, AL v TFBRREEICRDIBENRSH Y £9, ME—DREIES
BEix, WEBES T A—NR—RNA P =V Vua—FRKT5ZELTT, 72720, SEU A X MEiEE
THDLHDOT, 22— BEEZ DL L2 TEDIIA VT F AU RuETIn—RazELY

AT EMTEET, £720F, SEUNKEKRTAAS v TN Tyl NF 74097 kry 7L

70T H5DEBTHIOICENEICY va— RNE@fl+5Z b TEET,

WOFITIE, SEU OFE % conservative I[ZF%ET 2 FikE R LET,
Switch(config)# diagnostic fpga soft-error recover conservative

ROBITIE, 7740 FOBEICRT HEERLET,

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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diagnostic fpga soft-error recover M

Switch (config) # no diagnositc fpga soft-error recover
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M diagnostic monitor action

diagnostic monitor action

AA Y FPNRry b ARV OREERE LIEEDAAL v FOT 7 v a v EHERT 5214, diagnostic
monitor action =~ > F&fEH L E 7,

diagnostic monitor action [conservative | normal | aggressive]

EX DA conservative (F7E) B SRAM Wi+ R CoEL L, N— R =70
BENDEBEZ T LT TCONy 77 ZHIBRT D 2L 2BELET,
HEITH O SRAM DOZWHEA X2 FEFELE TN, o7 7 v a ix
ITWEHE A,
normal EE) MIREENZ— =" A P =P m2 Uy N T52 L
ZEEWT, SRAM D#Z A conservative £ — RTEMET 5 Z & 28 E
LET, 7= N T o7 TAMIIVEEEZZTDIAT VA~ BT
THZENTEET,
aggressive (EE) EBRFOREIRELHET 2750 T, A== F =
DUNFUTA NIRRT EEBEWVWT, SRAM ORI EE T —
RCEET D EEBELET, MEA— NS F =D FX
Iy FT—=7 LXULDILEMERG &S ENTE ET,
T2F+IE W E— R
avY kR E—F Ja—r )L ar7 4 Fal—3gy T—R
avy FEEE yy—=x EEE
12.2(18)EW D3~ R Catalyst 4500 > ) — X A4 v FITBMENE LTz,

EREDAHA R34y

R Z R T D DIZAA v F 2 HEE) L WIEA1E, conservative ¥ — U — REZEH L 9,

TRA=R=ANAF =D Rodh, FERy T =7 LV TIEEDPHER SN TV DEEIE,
aggressive ¥ — U — RZFH L 7,

i WOFITIE, MR E N IEE LI BAIC RPR DA A v FA—N—% AT 5L 9 AL v F 27
ETDHEERLET,
Switch# configure terminal
Switch (config)# diagnostic monitor action normal

BREaTV R avwyFk BL

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG

show diagnostic result module test 2 EVa— AR —ADBWT A MEREFR TR LET,
show diagnostic result module test 3 EVa—AR—ADBWT A MEREFERLET,
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diagnostic start W

diagnostic start

FRE LIc2lrr A & F(T5 5121X. diagnestic start =~ > REFH L E7,

diagnostic start {module num} {test test-id} [port num]

B DA module num EVa—LER
test FAITTHTANERELET,
test-id FITTHTA MDD BEEHRELET, T — 7 VBWO test-id, F7=1%
cable-tdr ¥— 7V — F&fHTx £7,
port num EE) A F—T 2 A ADR— N EEEEELET.
TIAIE ZDavwy NICET 740 MEEDRH Y TH A,

a2 kK E®—F #:HE EXEC £ — K

av > FERE yy—= EEER
12.2(25)SG Z a2 KA Catalyst 4500 ) — X A v FIBIMSHE LT,
1 KOFITIE, FFELEEY 2= T, ELEZZWT A M&3ITT 5 HEE2RLET,

This exec command starts the TDR test on specified interface

Switch# diagnostic start module 1 test cable-tdr port 3

diagnostic start module 1 test cable-tdr port 3

module 1: Running test(s) 5 Run interface level cable diags

module 1: Running test(s) 5 may disrupt normal system operation

Do you want to continue? [no]: yes

yes

Switch#

2dl6h: %DIAG-6-TEST RUNNING: module 1: Running online-diag-tdr{ID=5} ...

2dl6h: %DIAG-6-TEST OK: module 1: online-diag-tdr{ID=5} has completed successfully

Switch#

(3¥) TDR 7 A hO#f5HR%Z£TR T 5I21E. show cable-diagnostic tdr =~ > FEEH L7, 7 A& MERIL,
T A NOBRBNLR 1 B RET D ETRRINETA, T MHIENS 1 57LINIT show
cable-diagnostic tdr =~ K& AJJ9 % & ITDR test is in progress on interface...| &5 A »vt&—
VRRRENDLGENH Y T,

BEa<TFR avwy Rk EL
show diagnostic content PWNRICET 2 1HEREE R LET,
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W dot1x auth-fail max-attempts I > F

dot1x auth-fail max-attempts O <> K

N— b 2% Auth-fail VLAN GEREXRIL VLAN) (ZBATT 5 AT O KATRIE 2 3% 0E 2 121,
dotlx auth-fail max-attempts =~ > RZEHLET, 774V FREICETICIE, Z0avr RO
no W AEZMH L £,

dotlx auth-fail max-attempts max-attempts

no dotlx auth-fail max-attempts max-attempts

BX DA max-attempts A— k7% Auth-fail VLAN GBFEARHL VLAN) (ZBATT % il f KRR ATIEEK
1~ 10 OFPHATHEE L £7,
T7HILE 774V MEIE 3 T,
ARV FE—F A4 —TxzAf AT 4Fal—varE—F
av Yy FERE yy—=x EEEM
12.2(25)SG Z Oz~ R Catalyst 4500 >~ U — X A A v FZBMEINE L,
i WOFITX, 77 A A=V Xy b A F—T A A 4/3 TH— b3 Auth-fail VLAN GERFERI
VLAN) I[ZBATT 2 RiOR KRBT AERET D HiEE R LET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface fastethernet4/3
Switch (config-if)# dotlx auth-fail max-attempts 5
Switch (config-if)# end
Switch#
EEEEIS avUR B
dotlx max-reauth-req FIAET o A ZHBT AHIIC. AL v FN
EAP-Request/Identity 7 L' — A% 7 54 7 > MIFE%EET
LERREEEZHRELET,
show dotlx 021X IEHERTLET,

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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dot1x auth-failvian W

dot1x auth-fail vian

AR — b T Auth-fail VLAN GEFEREX VLAN) %A 3r—7 /W2 T5121d, dotlx auth-fail vlan =~ >
FEHERLEST, T 74V bRCICRERTICE., 2oa<wr Fono B2 FEHLET,

dotlx auth-fail vlan vian-id

no dotlx auth-fail vlan vian-id

BXnRA vian-id VLAN % 1 ~ 4094 O#iPHCHaE L £,

FTI2AILE Zoawy RICET 740 RNRERH Y THA,

a2 kK E®—F AV H—Txf AT 4 F¥al—vary T—K

av > FERE yy—= EEEM
12.2(25)SG D =a~ R Catalyst 4500 2 U — X A1 v FITBMENE LTz,

i KOBITIE, 77 AN A —HFy b £ ¥ —7 A A 4/3 EC Auth-fail VLAN (GRFEZEHL VLAN)
ERETDHHEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface fastethernet4/3

Switch (config-if)# dotlx auth-fail vlan 40

Switch (config-if)# end

Switch#
BEaTUF avwyk BieA
dotlx max-reauth-req AT o A ZHBT AHIC. AL v F N
EAP-Request/Identity 7 L' — A% 7 54 7 > MIEXEET
LERRKEEEZHRELET,
show dotlx dotlx fEHRERRLET,
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W dot1x control-direction

dot1x control-direction

AA v FDOR— FEALTHEFHR— MMl 2 4 2 —7 1123 5121, dotlx control-direction =~ K
PHEALET, HEHRR— M#EZT 42— VI 28481F. Zoa~r Fono BRXEAHFEHALE
7,

dotlx control-direction [in | both]

no dotlx control-direction

BXnRA in EB) R—FTEEN T 74 v 7 28T 2L 51T ELET,
both ULE) R—PFTER NI 74 v 7 ERIENT 7 4 v 7 O F & HIET 2
kolcEELET,
TI2HIE BERNT T4 v I ERIENT 7 4w 7 OlGFREE SN E T,
avY kK E—F AV B —TxfA A7 4Fal—ray T—F
av Y FEE Jy—= TEER
12.2(31)SG o< KA Catalyst 4500 &V — 2 A A » FITBIMSLE LT,

EREDHA R4

BAMHIEEZERALC, VE—F VAT LAEZEHTEEY, BEHAHEEERTE, v~V v s X

T REMENARFEDA —Y Ry h Xy REFHALT, VAT LOEREZVE— M THIITE
9,

HEmAEEAERT 5L, 802X R— b AT a2 VE— MEFHTExEd, ZhETIE, ¥ 27
LERTESEDLE, R—FREFIRAT— MIRoTWE L, ZOREDOKR— Tk, EAPoL /¥

Ty NOEZFELPHAINETA, Lo T, BAEMGIE O~ vy 7 Ny MRARA MIEET
LHENRRL VAT ABREBH L TWARNWNAED F— FMEEFELTHS ZENTEEHFATL,

i WOFITIX, FHE Ty Mot LTS EZ A 2 —7 T 2 5EER LET,
Switch(config-if)# dotlx control-direction in
Switch (config-if) #

EEaIvF avF B9
show dotlx dotlx fEHRERRLET,

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG

OL-27596-01-J |



| £2% Catalyst 4500 >1)—X XA v F® Cisco I0S a2 F

dot1x credentials (¥ o—/\L 3> 7 FaL—3>) A

dotix credentials (FO—/N\J)L OV I74 X2 L—3

>)

dotlx credentials 72— 3L a7 4 Fab—v gy avw REEHLTC. 7V b A vFT
Ty ANERELET,

dotlx credentials profile

no dotlx credentials profile

BX DA profile VFIVH N AL v FOTaT 7 A NVERELET.
TIHILE ALy FIT BT 7 AVERESHEE A,
ATy kR E®E—F Ja—n_) ary7 4 Xal—yg
av Y FBE Jy—= EEER
12.2(54)SG Zoawy RMEMEShELE,

ERLEDAA K54

DALy F YTV MZTDHIZE, A=k T4 r—F L LTHOAAL vy FE2Ey FT v 7 LT
HOMENDH Y F7,

] ROBITIE, AA v FEHBF VI M ELTRET D HEEZRLET,
Switch(config)# dotlx credentials profile
RE MR T 512X, show running-config f7# EXEC =2~ FZ AL E T,
BREOY VR avwyk B7L]
cisp enable Client Information Signalling Protocol (CISP) %A Fx—7 /i L £,
show cisp fBESNIEA VX —7 x4 AD CISP @A £ R LET,
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W dot1x critical

dot1x critical

A— kT 802. 1X7)T4’73/l/uhuﬁ%f/f?\ T HITIE. dotlx critical =~ R&EFEH L E£7,
F 73V FREICETIZE, Zoa<wr Fono JBRE2HEH L E7,

dotlx critical

no dotlx critical

BX DA Zoawy RICE., ¥—U— RRBHITH Y A,
TI2H+IE 7T 4 ANVBRIET 4 E—T LT,
avy kE—F A HA—T 2 A AT 4 X2l —ar B—F

avy FEE )yy—=2 EEER
12.2(31)SG D= R Catalyst 4500 U — X ZA v FITBMSE LTz,
i WOHITIE, 802.1X 7 U T 4 DIViBiEE A F—T WM T 5 kxR LET,

Switch (config-if)# dotlx critical
Switch (config-if) #

BEaTUF avwvk B
dotlx critical eapol EAP ZZHORHP TR — bR 7 VT 4 WAGRAEE =T T4
& D EAPOL Ry FOREEA X —T M LET,
dotlx critical recovery delay — k @ﬁ%}]ﬂﬁﬂ:ﬁ)ﬁbﬂé g [ AT 2 B LiT
dotlx critical vlan 7 ) T 4 WV EZ T TR — N ZHEED VLAN 129
WTET,
show dotlx dotlx fEHRERRLET,
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dot1x critical eapol W

dot1x critical eapol

EAP RO CTR— "7 VT 4 WVERGEE % 2854 D BEAPOL iiEh "7 v N O%REEA X —7
MZT HITIE, dotlx critical eapol =~ > REFHLET, 774/ MREICRETICIEX, Zoa~vy
K@ no &M LET,

dotlx critical eapol

no dotlx critical eapol

BX DA Zoawy RICE, ¥—U— RRBHITH Y A,
TI2HILE F 7 4V F Tk EAPOL fREh/347 v M E SN EH A,
avwY kK E—F Jra—r) ary7 4 F¥al—vay B—R

av Yy FERE Jy—= EEER
12.2(31)SG Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,
i WOFITIE, EAPOL K37 v hOEEEZA F—T T B HEEZRLET,

Switch (config-if)# dotlx critical eapol
Switch (config-if) #

BEaIU kR avwuk St
dotlx critical A= R T8021X 7 VT 4 WNFBiEEA X —T MIZLET,
dotlx critical recovery delay R— F OEAIE TN 5 MR EZ R E L £,
dotlx critical vlan 7T 4 ANRBEAEZ TR — N EHED VLAN 12480
WTET,
show dotlx dotlx fEHRERRLET,
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M dot1x critical recovery delay

dot1x critical recovery delay

B— N OFHML T oI 2R 2R ET 5121, dotlx critical recovery delay =~ > K& f ]
LET, 774V FPRECETICE, Zoavwr Fone BREMEHLET,

dotlx critical recovery delay delay-time

no dotlx critical recovery delay

BX DA delay-time AAA BBEBFAE LTEHEOR— NEMEoOREMFRLZEELET, A
ZhiEDO#FIX 1 ~ 10,000 X VR T,
TI#4ILE BIERERTIE 100 2 U BICRESHTOVET,
avY kR E—F sua—s L ary7 4 ¥alb—3igr F— R
avy FER yy—=x EEER
12.2(31)SG Z® =z~ R Catalyst 4500 >V — X XA »FIZBMEE L,
i KOBITIX, 802.1X 7 U T 1 A /VEIEOIRFERE] % 500 125k ET 5 Hikz R LET,
Switch (config-if)# dotlx critical recovery delay 500
Switch (config-if) #
EEa<T UK avwyk A

dotlx critical AN—=FT8021IX 7 VT 4 WNHIEE A F—T NI LET,

dotlx critical eapol EAP ZHDOEFTHR— "2 U5 ¢ BRI A Z T T~

A ® BEAPOL X7 v hDEEEA X —T M LET,

dotlx critical vlan 7V T 4 WNVEFEEZ T 2R — &8 e VLAN IZE Y

HBTET,

show dotlx dotlx IHHREEL R L ET,
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dot1x critical vian H

dot1x critical vlan

7 UT 4 ANVEBREEZ T oA — b %f%ﬂ:_@ VLAN (Z#| Y ¥ T 5IZiE. dotlx critical vlan =~ N %
FEALET, 774V MRECRETICE, Z0a<r Fone BREFEHLET,

dotlx critical vlan vian-id

no dotlx critical vian-id

B DA

TI2FILE

avYkE—F

vlan-id (%) VLAN Z45E L¥9., AMEOFIT 1 ~ 4094 T3,

v — ]\O) VLAN (7 ) T/I’ j]/l/muu bj?/f t”—jﬂ/'@j—o

f B =T zA A AT 4 F2lb—va EF—FN

avy FEE

BEREDAA FS54>

)= EEE

12.2(31)SG Z =z A Catalyst 4500 ) — X A v FIBIMSHE LT,

FRELIZ VLAN DZ A TIIR— DI A TE—HLTWARERHY T, R—rBT 78X F—F
D&, VLAN [35@H O VLAN THLMENH Y £, R— F»¥ 7T A ~X—F VLAN ODFRA | R—
F DA, VLAN IEE #7277 4 X— bk VLAN FAA DI # Y VLAN THLILERH Y F7,
A= BNV —7 > F K—FDOFAE, VLAN IFHRETE EHA,

Toavy RNE. 2V TF 4 BNVBIEEVLAN 7 AF A5 EF W TS5y N7 4—45 (LAF 3 A
A vFRE) TIEVR—FENEEA,

] KOBITIE, A— bk VLAN T802.1X 7 U 7 4 BAGRiLE A F—T M T D HikE R LET,
Switch(config-if)# dotlx critical wvlan 350
Switch (config-if) #

BEav> R avw vk EHEEI
dotlx critical " — FT 802X 7 VT 4 WNFiEE A F—T iz LET,
dotlx critical eapol EAP ZHO@EFTHR— B2 U T o WAVRIEE ST 255

& EAPOL fREINT v FOEEEZA X —T ML ET,

dotlx critical recovery delay A— OB T o 5 RFRFREZ R E L £7.
show dotlx dotlx fHH AR LET,
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M dot1x guest-vian

dot1x guest-vian

A— MHAI TS A b VLAN %A 32 —7/WIZF 5121%, dotlx guest-vlan =~ > REfFEHLET, 7

TN PRECETICIE, Zoawr RO no BREEH L ET,
dotlx guest-vlan vian-id

no dotlx guest-vlan vian-id

B DA vian-id VLAN % 1 ~ 4094 O#iJHCHEE L7,
TIXHIE Zoawr NIZF 740 MRERH Y XA, 7 A N VLAN #REIZT 1 E—7 LT,
avY kR E—F A B =T oA R AL T 4 Fal—gr T—R
av Yy FERE yy—=x EEEM
12.1(19)EW Z®aw R Catalyst 4500 2 U — X A4 v FITBINSE LT,

EREDHA R34

12.2(25)EWA BEFELZANVLANID & LCTEH XY VLAN OFF— FaBimE g L

7=

AR VLANIZ, 77 A R—b EEIET T4 =K VLANFA N R—=FELTRET 4 v 7T
EENER—FPORTRETETT, RET 4 v 7 IIHRESNTT 7R F— FTiE, #@% O VLAN
7 AN VLAN £ LCRRENRETT, AXT A v JICRESNTZT T A=k VLAN KA b R—h
TIE, B FY 77 4_—F VLAN %% 2 k VLAN & L CREAHETT,

] KOBITIX, 77 AR A —F Ry h {2 X —T AR 43 TH A VLAN & A 2 —TMZT % Hik%
FLET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface fastethernet4/3
Switch (config-if)# dotlx port-control auto
Switch (config-if)# dotlx guest-vlan 26
Switch (config-if)# end
Switch (config) # end
Switch#
BEEa<F = R

RAET v 22 HHT DA, A v Fn
EAP-Request/Identity 7 L' — L% 27 74 7 > MIHEEET
HEKEBEFRELET,

dotlx max-reauth-req

show dotlx dotlx fE#HAEF R LET,
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dot1x guest-vian supplicant ||

dot1x guest-vian supplicant

802 1X xtIsY 7 U A b (RAN) 24 2 N VLAN (2883 % 121E. dotlx guest-vlan supplicant
H—sL arZ 4 ¥alb—vary avry RefALET, 774V PRECERTICE. Zoav s R
D no HAREZMML T,

dotlx quest-vlan supplicant

no dotlx quest-vlan supplicant

BX DA Toavr RICE, BIBERIRF—T—FIEHY A,

TI#4IE 802.1X *HIEAR A ME A A b VLAN 128G STV EHE A,

avY kK E—F sua—n) ar7 4 ¥al—iary ET—R

av Yy FERE yy—= EEEMR
12.2(25)EWA Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,

HRAEDHM K542  Cisco Release 12.2(25) EWA Tid, dotlx guest-vlan supplicant =~ > FZ{FH LT, 802.1X xi&as
A N &4 A N VLAN 288k C& 9, Cisco Release 12.2(25) EWA LV L RO Y U —ATiE, #A b
VLAN (26 T& 5D 802.1X FExfInA A M7EF T Lz,
7 AN VLAN %7 U 1 v FO8MEZ A 2 — T WM LT2HA . Catalyst 4500 U — X 24 v FI
EAPOL X7 v FOERBEHFFLEYFA, ZORAA v FTIE, £ ¥ —7 x4 AT EAPOL /X7 > b3
B ST/ E D TR <L 802AX RFEICKRM LT IA4 7 DT AN VLAN ~DT 7 & X %
HALET

£l KOG T, 802.1X &IEH 7Y B b (A R) 24 A b VLAN IZ8ET 5 HiEERLET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# dotlx guest-vlan supplicant
Switch (config) # end
Switch#

EEaTUF avwyk BILL]
dotlx system-auth-control ZA » FT8021X FBiLZ A F—T MIZLET,
show dotlx dotlx f#EF R LET,
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W dot1x host-mode

dot1x host-mode

IEEE 802.1X #A[AR— FTH—FKZA s (FFA4 7 L) £HITEHARA NZ2HFATT5HI1I21T. 2AA vF
AB P FENIALZ L RT Y A4 v F T dotlx host-mode 1/ > ¥ —7 = A A a7 4 F=2lb—3
voawry REMHLEJ, IEEES02.1x #F A] A — k T, Multidomain Authentication (MDA ’\7/1/7“
RAA VFRBEE) A X —7 02T 5121%. multi-domain ¥ —V— F&EFEHALET, F7 4/ b
BTIZiE, 2oavr Fone BRE2HEHLET,

dotlx host-mode {multi-host | single-host | multi-domain}

no dotlx host-mode [multi-host | single-host | multi-domain}

ST ERBA multi-host AL v F FTCEBORA N2 A RX—T NI LET,
single-host A v F ECH—ODFRANEA X—T M LET,
multi-domain AA v F R—b+ ETMDA 24 x—7 M LET,
FIAIE F7 L hREF, VI ARA R E— RTT,
avy kE—F A B =T 2 A A AT (Fal— gy T—F
avy FERE yy—=x EEEM
12.2(20)EWA ZDa= R Catalyst 4500 > U — X A4 v FIZBMENE LT,
12.2(37)SG BERAAL O R— BN BMENE LT,

EREDAHA R34y

Zoavy FEM+T 5L IEEE 802.1X KISAR— FEH—D 7 T4 7 MIRELZY . HED Y
ZA4 7 b% IEEE 802 1X ®GA— MIEHR L7V T2 2R TEXET, v/LFAHRRA N T— KT
3 TASY AW N RSN | ’Dfib‘ﬂﬁﬁﬁféhh L. TARTOFRA DRy NU—7 T 7 BANFHFA S
NWET, N— FBEHFATRT — MR o728 (ﬁwu AES KA L7236 F 7213 Extensible
Authentication Protocol over LAN (EAPOL) -Logoff A v E—U%%(E LIzHE) X, sk
TRCOITAT U SRRy NI—7 T ERAEHELEINET,

AN— FT MDA ZA X—7WIZF 5I121%,. multi-domain ¥ —V— FZEH L £9, MDA iR — %
T—H RAAL L EEFR RAAL DM FITHELEST, MDA IZX Y, F—X%E#E L IP Phone 72 E D&
FIEE (VAR FET R absAofE) o5 AE U IEEE 802.1x XfiaA— b E TS E

o

Zoawy REANTHENC, HEDHR— b T dotlx port-control 1 > ¥ —7 = A X a7 4 ¥ a
L—Yay avwy R auto ICERESNTWDHZ Lo LET,

HE VLAN BEOT —% VLANIZ, EB6H ACS =" X AT Iy 7 IZBD S THIENTE
FT, AMyFTHAFT Iy 7 VLANFID Y TEA X —TNVICT 202, BIMREITLED Y £8 A,
VLAN #I0 YT A x—7 W F D12, Cisco ACS — %% E?é%%ﬁ\% DEd, ACS #—
ZEE L TER VLAN 210 Y T35 HFEDOFEMIZ OV TiE, [Catalyst 4500 Series Switch Software
Configuration Guide-Release, 12.2(52)SGJ @ [Cisco ACS Configuration for VLAN Assignment| %
ZRLTIEEN,

*%-?
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dot1x host-mode W

i WOFITIX, IEEE 802.1X #iF+ X O multiple-host £— & A X —7 W2 T % HiEE R LET,

Switch# configure t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface gigabitethernet6/1

Switch (config-if)# dotlx port-control auto
Switch(config-if)# dotlx host-mode multi-host

Switch (config-if)# end

Switch#

WIZ, MDA ZA X —7 /I LT, A= FTHANBIOEFRT A ADOW G ZFF0 T 201 %57 L E
ﬁ—o

Switch# configure t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface FastEthernet6/1

Switch (config-if)# switchport access vlan 12

Switch (config-if)# switchport mode access

(

( )
Switch (config-if)# switchport voice vlan 10
Switch(config-if)# dotlx pae authenticator
Switch (config-if)# dotlx port-control auto
Switch(config-if)# dotlx host-mode multi-domain
Switch (config-if)# no shutdown
Switch (config-if)# end
Switch#

FRE & MR T 5L, show dotlx [interface interface-id] it EXEC 2~ > FE AN LET,

BEa<TFR avwy Rk EL

show dotlx dotlx 1HHREEL R L ET,
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dot1x initialize

802.1X ZHMMUL T DRNIA v F— T = A A& BRI T 5(21L. dotlx initialize =~ > K& L
9,

dotlx initialize interface

BX DA interface LB =T o ADFEE,
FIFIE DAY RITET 74N FRENDH Y XA,
avy kE—F it EXEC &— K
avy FEBEE yy—=x EEER
12.1(12¢)EW Z®Oza< 2 RN Catalyst 4500 >V — X A4 » FIZEMESE LT,
BREDAARZ4Y 2F—F =2 %208HE LT, HLVRAREARET HIC1E, Zoa<wr FeHLE T,
i WOBITIE, A X —T x4 ATR2IX AT — ~ = v %k T 2 HiEE R LET,

Switch# dotlx initialize
Switch#

BEav> R avwy Rk EL

show dotlx dotlx EHE R L F7,
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dot1x mac-auth-bypass W

dot1x mac-auth-bypass

A4 v FT802AIXMAC 7 R LR NANR %A R—T/WZT 5IT1E, dotlx mac-auth-bypass =~ >
REMEHALET, MACT RLA NAANRET =TT BT, 202~ RO no Bz
LET.

dotlx mac-auth-bypass [eap]

no dotlx mac-auth-bypass [eap]

B DA

eap ({£E) EAPMAC 7 R LU AFEREOFEMAEZHE L 7,

TI2FILE

avYkE—F

T AN IRETHY FH A,

f B =T zA A AT 4 F2lb—va EF—FN

avy FEE

BEREDAA FS54>

]

)= EEE

12.2(31)SG Z® =z~ R Catalyst 4500 >V — X A4 »FIZBMEE LT,

dotlx mac-auth-bypass & E% A — b HHIFRLTH, A— FOFAIAT — b EFIFFRIEARAT — hC
HEIHV F¥ A, R— FPRBEIFHEAT — FOBE, ZOR— MIKRBFEAT— FOEETY, iz,
MAB 37 77 4 7084, RiHT 8021X A—t v T4 r—%IZEV 7, A—FB MAC 7 KL X
THASINTNDIHEIC MAB REZHIFRT 2 &, ZOR— FOFFA SNRIEIR., BRIENFITS
LETHERFSNET, HRAENETIND L, B LTRSS 8021X 7V U v MRS H
T. MAC 7 RLARHIBR S ET,

KROFITIE, EAPMAC 7 L ARAEZ A X — T WM T 2 ika R LET,

Switch (config-if)# dotlx mac-auth-bypass
Switch (config-if) #
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W dot1x max-reauth-req

dot1x max-reauth-req

ALY B R E BT HR1IC, A4 v T EAP-Request/Identity 7 L' — A% 7 T A 7 2 MIFEET
B KIS 2 ET 5121, dotlx max-reauth-req =~ > FZH LEd, 574 /L hEEICETIC
X, Zoavr Rone BEXEFEHALET,

dotlx max-reauth-req count

no dotlx max-reauth-req

BX D count REET 2 R &2 BT DA, A4 v F 5 EAP-Request/Identity 7 L — & % ff{E 4
B E%, ARMEOFFEIL 1 ~ 10 T,
TIXIE ALy FIIFEREE 2K 2 BITVE T,
oYk E—F A B =T A AT Xal—ary T—RF
av Yy FERE yy—= EEE
12.1(19)EW Z =z KA Catalyst 4500 ) — X 2 v FIBIMSHE L,

BEREDAA FS54>

CDAaxy ROTF 74N MEZ, Vo7 ORFEEMET LIZSER, FEDY 747~ MBI URE
P—"OEEICHBEN D D HE R E. RERRIITH T 2HEEZTOLENRH D L IR TEELT
KEEW, ZOREE., dotlx XS 7 T4 7 2 FRRESIVTWDHEEIC, ZD7TAT 2 MR A
F VLAN [ZBFR S 5 F TORERFRICEZE L 7,

RE B HER T 511X, show dotlx #5# EXEC 2~ FE AL L ET,

%1 WOFITIE, RBIE7 A2 HRT 581, A4 v F 2 EAP-Request/Identity 7 L — A Z FEET 5
Mm% 5 MICRET D HEEZRLET,
Switch (config-if)# dotlx max-reauth-req 5
Switch (config-if)#
BEIYUFR avwvFk St
show dotlx dotlx fEHMERRLET,
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dotix max-req M

dot1x max-req

FRRET e A& FBT HHEIIC. A4 v T Extensible Authentication Protocol (EAP; JEIEFRFET & k
:I/I/) -Request/Identity LA4L D % 1 7D EAP-Request 7 L' — 5% 7 T A 7 > ki ﬁ%fu‘@”éﬂiﬁ@iﬁ

HET HICIE, dotlx max-req 2~ REFEHALET, 774V FREICETIZIE, Z20a~vr Ko
no ﬁ/fié’@fﬁ LET,

dotlx max-req count

no dotlx max-req

BX DA count AR v 2 2 BT DR, A4 v F 5 EAP-Request/Identity LIS &% A 7D
EAP-Request 7 L' — A2 HIEET D, AZMEOFMIT 1~ 10 T,

TI2FILE AA  FITFHEEEHRKR 2 EUTWVET,
avy kR E—F AV H—TxA A AT 4 Fal—gr B—R

av > FERE yy—=x EEEM
12.1(12¢)EW ZDax R Catalyst 4500 2V — X A4 v FITIBIMELE Lz,
12.1(19)EW Z ® a3~ Rix EAP-Request/Identity FFAEHIRZHIET A L 5 IcEAFINE L
7

FREDHLIESAY Zoa~xr FOF7+0 MEIX, Uo7 OEBEEMET LA, BEDZ F47 2 ML URE
Y — ROBEICRIEN S DA E . B RIS T DB EITHOMENH D & IR TEHR LT
TEEW,
PREZWERT 512X, show dotlx #iE EXEC =~ REZ AN LET,

i WORFITIX, FBIAET 2R EHHT LR, A4 v F 2 EAP-Request 7 L — A5 HEET HEEE 5
IRET L HEERLET,

Switch (config-if)# dotlx max-req 5
Switch (config-if) #
WOFITIE, 774V REICET HFEE TR LET,

Switch(config-if)# no dotlx max-req
Switch (config-if) #

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
[ oL-27596-01-J .E



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

W dot1x max-req

BEaYYF avwyk BiEA
dotlx initialize 802.1X ZHHHULT DENCA X —T = A A BRI
LET,
dotlx max-reauth-req IS o A AEBT AHEIIC, AL vFN
EAP-Request/Identity 7 L' — A% 7 54 7 > MIFEXEET
HERREHERE LET,
show dotlx dotlx fEHRERRLET,
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dot1x port-control

dot1x port-control

A= NOFFFR AT — b OFEHEE A X —T I 5I121E, dotlx port-control =~ > RZ&{EH L E
T, TTANIRECETICE, Zoa<wr Fone BREFHALET,

dotlx port-control {auto | force-authorized | force-unauthorized}

no dotlx port-control {auto | force-authorized | force-unauthorized}

B DERBA auto LB —T A AT 802.1X Rk A % — 7/w L. 24 v FBIOY 54
T2 RO 802.1X FBARAHIZ RS E R — F 2 IR EHF A AT — M
BITLET,
force-authorized A B =T A AT 802.1X HWiAFE2T 4 B—T T L, PR E VLB L E
PRR— FE2HFTZTF— MIBITLET, R—MIZ 447 FD 802.1x
/\—XEE&& L CiE D 1\774 v BEEZELET,
force-unauthorized — M EREHIFNCEF TR T — NMIBITT 52T, BELEA LV F—T =
4x%@m¢5#~1@77tx%ﬁfb T IA T NS ORIERITE
TRTEHLET, A v FIFA X —T =2 ARBATY 747 MZFEF
- RERETEEEA,
TI2AILE A— b 802.1X FFIIF 4 E—7 L TT,
avyk E—F AV B —T o2 f A AT 4 F¥al—ar T—FK
avy FERE yy—=x TEER
12.1(12¢)EW D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,

EREDHA F34>

802.1X 7 ha I, VAXY2ARET 4 v I TIEAR—FBLOLAS Y3 =T v KK — LD
FTHR—brINTWET,

R—=FPRDOR— & LTRESNTWRWIGEDA, auto ¥— 7V — REFHTE ET,

o FFUI AKR—b: FTFTUT R=FT8RIX EA F—TNMILED ETDE, =ZT— AvE—V
DFEREZI, 802X IFA RF—T NI TR A, 802.1X A F—T NI LizR— b 2 bT 7
FT—RFIZEFELEIELLTH, "= FDF—RFILEFINEEA,

o HAFIvI R—=Fr AT Iy 7 T—FRDOR—ME, FA =L T 7 R— b~DEF % 3%
= TEHEERHVET, XM TFTIv 7 R—FT8RIX A X—TNIILELI ETH L,
TT— Ayb—UNREREN, 802.1X T4 X —T M0 T A, 802 1X ®tIGAR— &2 XA F
Iy FE—RNIZERLEIELTH, AF—FDE—RNIEEINEFA,

e EtherChannel "— |k : A"— b £ T 802.1X % A X —7 W IZ§ HHilZ, EtherChannel 2>% 802.1X %
B 54BN H Y £ 4, EtherChannel % 7213 EtherChannel N7 7 7 ¢ 7 72— b £ T 802.1x
EAF—TMILEIETDHE, 27— AvB—URFRIN, 802.1x i1 Rx—T M7 b 4
lo FET 7T 4 772 EtherChannel ®R— h T 802.1X A X —7/MZLThH, TDOFR— hZ
EtherChannel IZJIA L EH A,
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W dot1x port-control

7

o AAvFRFR—=F T7FTFA4H% (SPAN) iR — b : SPAN 556" — b T 802.1X & A K —7 /LT
TEETH, SPAN%IEL LTZOR— FEHIRT 25X T, 802.1X (T7 4 =7 MITRESNLE
T, SPAN EfETAR— FTIX802.1X A R—TNMIZTHZ ENTEET,

ZA v FTRNRAX Z 70— TF 4 =TT BIC0E, HER—FT80R.IX ZF 4 B—7 iz
HRERBVET, ZOXAITOTa—)L a7 4 Xal—gry avwr NEHh A,

WOBITIE, FHEY h A=y~ 1/1 TR2IX A X —TNMITDHEERLET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# dotlx port-control auto
Switch#

show dotlx all & 7213 show dotlx interface int =~ > RZHEH L CHR— IR T —% 22 £ RT5
L, REEZMRTEET, AT —FANRA RX—TNVOEEIL, A— Mil#EE auto F 7213
force-unauthorized I[CHEINTWVWDLH I &R LET,

BBEav> R

avwv kR Bl
show dotlx dotlx 1HHREEL R L ET,
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dot1x re-authenticate W

dot1x re-authenticate

FTR_RTO 802.1X AR — M2 I1ZFEE L7z 802.1X XA — b O FHRAEE FE CRAET B 121,
dotlx re-authenticate =~ FZfEH L £9,

dotlx re-authenticate [interface interface-id]

B DR

TI2HIEK

avU kK E—F

=

interface interface-id (L&) A > 5 —7 = A ADEY 2 — L E B LOHR— FE .

ZOa<wy RZIET 74V MRERHY XA,

¥ #E EXEC £— K

avy FERE

EREDHA F34>

7

-2 EEE
12.1(12¢c)EW Z o3~ K73 Catalyst 4500 &) — X 24 v FITBEMENE LT,

Zoawy REMERT D E, HRBIERIT (re-authperiod) & HEIFFRGEOMICHESN-HE (B) %
T2 e, 7947 FNEFERBIETE ET,

WOBITIE, FHEY N A —F Ry N AU F—T x4 A VT ITERINTET A A FECHFMET
LHEERLET,

Switch# dotlx re-authenticate interface gigabitethernetl/1l
Starting reauthentication on gigabitethernetl/1
Switch#
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W dot1x re-authentication

dot1x re-authentication

I TAT ]\ODA‘EE}%’J&ﬁanI%E/fZ\ T T 511X, dotlx re-authentication =~ > A& L
7T, FTIANIREICETICE. 20avry Ko no BEREFEHLET,

dotlx re-authentication

no dotlx re-authentication

BX DA Zoawy RIS, BIEEREF—U— RiEbh v A,
TI2H+IE EM e BRIIET 4 — 7 A TF,
avY kK E—F A HA—T 2 A AT 4 X2l —ar B—F

av Y FEE Jyy—= EEER
12.1(12¢)EW D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,

BRLOAM R34 EM R ERAERIT AT 2R EEFE 2 7%E T 51213, dotlx timeout re-authperiod 7 7 —/ 3L =
VI 4 FXal—Yay avwry REFHLET,

1 WOFEITIX, 7747 bOEMNRTRIEET 4 B—TNCT D HEERLET,

Switch (config-if)# no dotlx re-authentication
Switch (config-if) #

WOFITIE, TR ERIEE A 2—7 /M LT, HRIEE2RIT T H/E () % 4000 IR ET 5
FEERLET,

Switch(config-if)# dotlx re-authentication
Switch (config-if)# dotlx timeout re-authperiod 4000
Switch#

R IE Z R T B 12X, show dotlx #7# EXEC 2~ REZ AN LET,

BIEa<T VR avwyFk B
dotlx timeout HRiEA A ~—%RELET,
show dotlx dotlx fE#EFERLET,
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dot1x system-auth-control W

dot1x system-auth-control

B DA

TI2H+IE

avU kK E—F

AA »F T RO2AX ik % A X — T MZF 521X, dotlx system-auth-control =~ FZfEH L F7,
AT ALTRRAXRBREZT 4 E—7 T HITiE, Zoaxr Fone BRZMML £,

dotlx system-auth-control
no dotlx system-auth-control
Zoavwy N2, sIEELIEF—U—FEH D A,

802.1X FBFEIXT 4 E—7 LT,

Ja—) ar7 4 Xal—yary E—FR

avy FERE

EREDHA R34

Jyy—= EEER
12.1(12¢)EW D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,

ALy FOMLEFEOR—FT8021X 77 tA 2 hu— L& HHT 58541, dotlx
system-auth-control % 1 R —7 /LI T HMENHY £, KIZ, 802.1X 77X av br—/L&{f
AT 55 ER— N Z &£12 dotlx port-control auto =~ > RZFHEHAL T Z &0,

] ROBITIE, 802X WBALZ A F—T /M B HiEERLET,
Switch (config)# dotlx system-auth-control
Switch (config) #
BEaITUF = e
dotlx initialize 802.1X # HHIHLT DHINCA V¥ — 7 = A A& WFFAIC
LET,
show dotlx dotlx fHH AR LET,

[ oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R JY—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG W



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

W dot1x timeout

dot1x timeout

HIA X A ~— % B/ ET AL, dotlx timeout =~ > REEHLE T, F 7+ MREEICETITIL.
Zoa<wry Ko ne BREFEHALET,

dotlx timeout {reauth-period {seconds | server} | quiet-period seconds | tx-period
seconds |
supp-timeout seconds | server-timeout seconds}

no dotlx timeout {reauth-period | quiet-period | tx-period | supp-timeout |
server-timeout}

BXDEREA reauth-period seconds  FRIERITOMNE (7)., AZMEOFMHIX 1 ~ 65535 TY . FEMZOWN

Tk, MEHEDTA RT4 0] ODEAESRLTLIIES N,

reauth-period server iR TR (), AMEOFMIL 1 ~ 65535 T,
Session-Timeout RADIUS B IZHEWE T, FEMlc >V Tix, MEH E
DA RTA | ODEHESZRLTIIZEN,

quiet-period seconds AA Y TFNT TAT b ORFEFERO BRI LT=d & FEEIR
e filT 2 HIM ()., AVEOHMEIX 0 ~ 65535 T,

tx-period seconds PR A HAE T HE T, AA v T4 EAP-Request/Identity 7 L — AlZ
MY DT TAT U MO LOIGEERET HHM ()., FMEO&IX
1 ~ 65535 #T9,

supp-timeout seconds A A v FH EAP-Request /X7 v b OFEE 2T 280 ), A
ZhiE D& 30 ~ 65535 BT,

server-timeout seconds N7 T R d—% LT 4 F— X PRI — NI v N EFRET
L0 AA v FHFHET 2HIM (B, BRMEOHPEIX 30 ~ 65535 B
<9,

TI#4ILE F 74V RREIF, KO LBV TT,
o FERRGEHIRDIE 3600 £ T,
o THEHEFERTIE 60 BT,
o E(EMMEIE 30 BT,
o YFUDLFDHA LT T ME30HTY,
o B—DXA LT NI TT,

T
H
I
™.

avy A VE—T 2 A AT 4 Falb—zgy EF—N

av Y FEE Jyy—2 EEEH
12.1(12)EW ZDav s R Catalyst 4500 U — X ZA » FITEMSE LT,
12.2(25)EWA [ — 3] D OHEFRBIES A ~—@IROFR— F2BMSnE L,
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EREDHA R34

dot1x timeout W

dotlx timeout re-authperiod =~ > K& AT A1, EMILHRGEL A X —7 M L TH L LE
NH0FET, EHHREREE A *— 72T 5HI2iE. dotlx re-authentication =~ K& AL F
j‘o

i WO TIX, BREFHRETHA0I. A4 v F 2 EAP-Request/Identity 7 L — AZxtT 527 54 7
F O DISE T D8 E 60 BITRET 2 HEEZ R LET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface fastethernet4/3
Switch (config-if)# dotlx timeout tx-period 60
Switch (config-if)# end
Switch#
FE & MR A 121X, show dotlx ¢ EXEC =~ RE A LET,
WOHITIL, Session-Timeout WYL HFFHN D HIBIAEL A LT U M &2MHHT 5 & 9 VAL T EE
ETDHEERLET, ZOBMEIE, AR R 802.1X R TRIAEICHKII LIz & Zi 1;.@“5 RADIUS
Access-Accept A vE—V L& LET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface fastethernet4/3
Switch (config-if)# dotlx timeout reauth-period server
Switch (config-if)# end
Switch#
BZEa<v2F avwUk B
dotlx initialize 802.1X % FFOIULT D RINCA > & — 7 = A A & R ATIC
LET,
show dotlx dotlx AR T LET,
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W dscp (netflow-lite T4 R#K—4 $TE—F)

dscp (netflow-lite T XKR—4 HTE—F)

NetFlow-lite = L7 % ® CoS [EZ#HET D11, dsep 2~ FZHEALET, ZOMEZHIRT HIC

N

GE)

X, Zoa<r Ko ne IBREHEHL £,

NetFlow-lite I% Catalyst 4948E 35 L O Catalyst 4948E-F f —¥% > b A4 v F TOHRYFR— hILZE

R

dscp dscp-value

no dscp dscp-value

B/xn

"E-IDII':

BA

TI2FILE

dscp-value

NetFlow-lite =17 # ® DSCP fE& € L £7., A7 MEIX 0~ 63 T,

netflow-lite =7 AR—% 7 E— R

]

)= EEERT

15.0(2)SG

A4 yFizBmMEnE L,

Z D~ 3 Catalyst 4948E 35 L OF Catalyst 4948E-F 4 —H v b

W’ DOFHI T, NetFlow-lite =L 7 Z® CoS EAEET A HEEZ R LET,

Switch# config terminal

Switch (config)# netflow-lite exporter
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config) #

Display the exporter

exporterl

destination 5.5.5.6

source 5.5.5.5

transport udp 8188

ttl 128

cos 7

dscp 32

template data timeout 1

options sampler-table timeout 1
options interface-table timeout 1
export-protocol netflow-v9

exit

Switch# show netflow-lite exporter exporterl

Netflow-lite Exporter exporterl:
Network Protocol Configuration:
Destination IP address: 5.5.5.6
Source IP Address: 5.5.5.5
VRF label:
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DSCP:
TTL:
COS:

dscp (netflow-lite T4 RR—4% 4 TE—FK)

0x20
128
7

Transport Protocol Configuration:

Transport Protocol:
Destination Port:
Source Port:

UDP
8188
61670

Export Protocol Configuration:

Export Protocol:
Template data timeout:

netflow-v9
60

Options sampler-table timeout: 1800
Options interface-table timeout: 1800

Exporter Statistics:
Packets Exported:

0

show netflow-lite exporter 5% EXEC =~ R&fH L (RErHERTE £,

BfEav> R

avy kR

A

cos (netflow-lite =27 AR —#
+7E—K)

NetFlow-lite = L7 % ® CoS fEZxfEEL £7°,

source (netflow-lite =2 &
RN—% ¥ 7E—R)

NetFlow-lite 2 L7 ¥ DEETLLA X I A X —T =2 AEEE
LET,

transport udp (netflow-lite =~
AR—=4 HT7E— )

NetFlow-lite = L7 #® UDP F 7 v AR — bspieiR— k&5 E
LET,

ttl (netflow-lite =27 AR—#
+7E—R)

NetFlow-lite = L7 Z® TTL (& E L £,

destination (netflow-lite =72
AR—H FTE—FR)

netflow-lite 7 F— R TO5EET RLAEZHEBELET,

template data timeout
(netflow-lite =27 AR —H H+ 7
T—N)

NetFlow-lite 2 V7 Z DT FL—h F—&% XA LT 7 N &f5
ELET,

options timeout (netflow-lite =
JAR—H BT E—R)

NetFlow-lite I L7 X DF 7L a v DEA LT U RNEEELE
7,

export-protocol (netflow-lite
T ) AR—H B TE—NK)

NetFlow-lite 2L 7 X D7 AR—hk 7o harzFELE7,
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W dual-active detection (REX A vF)

dual-active detection (XA v F)

TaT VT IT 4 THHEAR—T VL THEET DI, WAL vy TFOa 7 4 Fal—a v
W7 — KT dual-active detection =~ > FEEHLET, 727V 77740 7R %ET +&—7
29 510%, Zoa<r Fone BRXEFEHLET,

dual-active detection {pagp [trust channel-group num]}

no dual-active detection {pagp}

WX DA pagp TaT VT IT 4 7RG EE LT, A— M EKTm b2 (PAgP)
EHRELET, T 74N MTEAX—T VIR THET,
trust channel-group UEE) PAgP 7 =27V 777 4 7HMICfEA 3 % EtherChannel/ 8 —
num XU RALZIBELET, #PH 1 ~256, T 74V FTIET 4 B—7
M2 > TWET,

T4k bfd 35 L O pagp 1FA X —7 il > TWNET,
trust |37 4 B—7 IR o T ET,

A<k ®—F AL vF a7 4 Fa2lb—r g $7E—FK (config-vs-domain)

av Yy FERE yy—= FEER
CiscoIOSXE3.4.0SG LT Z Dz~ R Catalyst 4500 > U — X A4 v FIZEBMINE LT,
15.1(2)SG

BRALOHARSL4Y  PAgP B VSS LXDT 7 A AL v FDOEO MEC ETETENTWAEA, VSS I3HL3E PAgP £ »
TV T ERFERLCT 2TV T I T 47 T VA ERETEEST, MECIEL VSS OliFD Y v —
T 7R AL v TF~DY I RHLIVERDYET, T 74V NTIEH, PASPP T 2TV T I7T7 47
BHEA X =TV TT, 2L, IERA vy =V, BEE— RS RX—T M2 5TV DL TF v RV
TN—7 ECOREFINET
fasthello 727V 777 4 THRIMA N = AL R ETHHEE. TaT NV TIT 47 A v ¥ —T x4
AT fasthello T a7 T2 T 47 Avke—Vr 7 VoL LTEIET S LD ISR ET D MBS
b ET,

F 7 arDXF—7— RFBLUBI# TH S trust channel-group num # AT 5 &, WABEHENET,

o R—=F FxRNWIA U EZ—T oA ANRBRWEETH, F0IEKR— b F ¥ 140 PAgP LSt 7 =
han 247 ToHHHBETH, A—F Ty XV TEEET— FEZRETEET, show pagp
dual-active =~ > FOWNIZIE, BEHE— R AT RAFRREINETH, A F—T =1 AT
FRINFEF A,

e BHT—FERETHICE, F—h T XAPBGEETILENHY 9, F— b F v FVRFE
LWL, ROZT— Ao —UNERINET,

Router (config-vs-domain) # dual-active trust pagp channel-group 30
Port-channel 30 not configured

o BHTZLIAR—MMHIBRIND &, BEHE— FORENHIRS L, ROEEXA vy E—VRERSH
iﬁ—o
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3l

dual-active detection (KX vF) M

Port-channel num is a trusted port-channel for PAgP
dual-active detection. Restricting this
port-channel has deleted the dual-active trust
channel-group configuration associated with it.

o FHTELIR—IRRBAL v F R—MIEESNZHGE, A— bflRsh D LEEHE—FD
RIEDHIRS L, ROEEA vy E—VRFRENET,

Port-channel num is a trusted port-channel for PAgP
dual-active detection. Deletion of this
port-channel has deleted the dual-active trust
channel-group configuration associated with it.

o RAEAA v F AR— b F+ */L T dual-active detection pagp trust port-channel =~ > K& ASj¥ %
L ROTZT — Ay E—URKRRINET,

Cannot configure dual-active trust mode on a virtual switch port-channel

WIZ, PAGP T a7 NV T O T 4 7HREAOA v 2 —T oA ZABFET HHERLET,

Router (config) # switch virtual domain domain-id
Router (config-vs-domain)# dual-active detection pagp
Router (config-vs-domain) #

WIZ, PAGP T =27V 777 4 7RI AT % EtherChannel/ " — b /N2 RVEIBET 2%~ L F
\?AO

Router (config) # switch virtual domain domain-id
Router (config-vs-domain)# dual-active detection pagp trust port-channel 20
Router (config-vs-domain) #

Wiz, fasthello 7 =7V 777 4 7RI A VX —T =4 AR ET HHIZRLET,

Router (config) # switch virtual domain domain-id

Router (config-vs-domain)# dual-active detection

Router (config-vs-domain)# exit

Router (config)# interface fastethernet 1/2/40

Router (config-if) # dual-active

WARNING: Interface FastEthernetl/2/40 placed in restricted config mode. All extraneous
configs removed!

Router (config-if) # no shutdown

avwyFk H L

show switch virtual ({RIBZX A »F) Fa2T N T I T4 TREBOFBEL AT — & AT B IEH
BFRIFLET,

[ oL-27596-01-J
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M dual-active recovery ip address

dual-active recovery ip address

ALy FPREET— RO L ZIEFHA L H—T 24 AD P 7 RV AEBRET DI, BERAL v T 2
V74X 2 b—v a3y #7%E— KT dual-active recovery ip address =~ FZfEHLEF, IP 7 R
L2 ZEIBRT HI2iE, Zoa<wr Fono JEREZHHLET,

dual-active recovery [switch num] ip address ip-address ip-mask

no dual-active recovery ip address ip-address ip-mask

WX DA switch num EE) IPT7T RLAZBERATOINERH DL v —ORBAL v T OFK
Fo MELRWESG, MFOAL vy FIZEUIP T RLUARFERIE
7T

ip-address IP7 FLAZHEELET,

ip-mask IP7 RVA VAT EZHELET,
TIAILE Zoavwy RICET 74NV RRERH Y THA,
avv kR E—FK FAEAL v F a7 4 Xalb— 3 3 7E—F (config-vs-domain)

avy REE Jyy—=x EEEMR
Cisco IOS XE 3.4.0SG 3 L% Catalyst 4500 'V — R AAf v F TZD I~ RBPHE—FSh5b kL
15.1(2)SG 51y E LT,

FRALEDHS RS1Y Z0avwy RIFRK3IDOIP 7T RV AEZFEATEET, A, vF 1, A, vF 2, Zu—sILIPT R
VAL DT LET, A v TFREET— F2HBTIE. BHEA VX —T =2/ ZAHITHRESH
TPAAL v FEADEEIP 7 RLUANRBRRINET, A vFEAEDIP T RVARKHBREDHE., 7
a— VEEIP 7 RUABREREINE T, A4 v TFEAFOEEIP 7 FLAL 7 a— LEEIP 7 R
LABHREZIINTWRWEAIL, AL vy TFREEE— REB L TYH,. A4 v TF LD fastEthernet] &
BA VS =T 2 A RCT VT 472 IP T FLARROREEIC A0 £

AV B =T A AT 4 Fal— g F— KT fastEthernet] IR TESNZEE DO IP 7 FL 2L,
REMERFE SN ET,

5 WIS, 77— VR IP 7 RV AZRET DB 2R LET,

Switch(config)# switch virtual domain domain-id
Switch (config-vs-domain) # dual-acti

ve recovery ip address 192.168.1.5 255.255.255.0
Switch (config-vs-domain) # exit

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
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dual-active recovery ip address W

BREaTUF avyv Rk L
dual-active detection (RIBZXA ©F) (REAA v FOF 2TV TrTF 4 THEERELET,
show switch virtual (RAEZ A v F) FaTIVTIT 4 THREOBREE AT —X AT LW
ERRLET,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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W duplex

duplex

A H— 714x1717v/7;®31’% RET DT, duplex =~> FEFEHLET, T 744 6
HECRTICIE, Z2oa<wr Fono BRXEHFEHALET,

duplex {auto | full | half}

no duplex
BX DA auto HEhk 2o o— 3 VEIERIEE LT,
full STEHEEEZRRELET,
half YCHEWERRRTE LET,
TIAIE T EENE

avy kE—F A v B —T a2 A AT 4 Fal—gry T—Fk

av Y FEE )= EEEH

12.1(8a)EW Z®=a= KA Catalyst 4500 U — X 2 v FITBMENE LTz,

FEREOHLARSAY H 2-11c, VR—FENTVWEavwr R AT vav i A2 —T7 o4 APNTTRLET,

& 21 YR—FrShTW3 duplex av>v FF+Foay

AV3—T1(4R 34 | Y R—+ENT

7 W5EX TI2AHNLEERE |EEFHE

10/100 Mbps € = — |duplex [half | half HEEAN auto (TR E SN TVAES

v full] i%. duplex T— RZRETE £H
o
A 10 F7213 100 ITERE ST
WABBICT 27 Ly 7 AREEAT
bk, TaTLy s R E—RNT
BETHICERESNET,

100 Mbps 7 7 - /X & |duplex [half | half

v a—/)

full]

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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duplex H

& 21 HYR—FrShTWb duplex av>v FF+Foay

AVE—TI4R B4 YR—FEhT

7 (AV:%: 54 TN FERE |ZFEZHE

FHEY b A=V FRy [ PR—FrZNT | PFR—FENT |[FHEY P ASA—P Xy b ¥ —

hAVHE—=T A A WEH A WEH A, T AL EZEIIRESNET,

10/100/1000 duplex [half | HEEDS auto F7213 1000 [ZEE I
full] TWAEAIL, duplex Zi%ETE £

B A,

BEEN 10 £7213 100 IR ESNT
WABBICT a7 Ly 7 AREELT
bipnwek, Fa7Ly s 2 E— Rk
FTHIIRESINET,

16 R—FRIAS XAy b A =¥y b A= FOFEHEDN 1000 ICREINTWDIHE, T2
Ly 72— RiEfull ITRESNET, FEEED 10 72132100 (ITEE SN HETH, 7‘:'.701//
7 A F— RiE full ©F £ TY, EEFHED 1000 Mbps 75 10 7213 100 IZEE IN2HAIEX. A
AYFOT 2Ty 7 AET—REELSRETHLERDY £7,

AV E—T A AHEBLIOT 27 by 7 A E—RFOBRTEEETIHE, BREFIA LV F—T =
AANRT Yy hE T L, BOA RX—T NI RDGENRHY F5,

®2:21C, TaFl byl A EF-FEBLUHEE—- N2 S LS EICHAADELHEO VAT 4 X
T =< AERLET, FHE L duplex =~ & speed =~ FOBREDOMABDLEIZL - T,
RIRTEEMTOILE T,

& 2-2 duplex <> F& speed a7 FOME

duplex a<w> F speed AT K | SRTLOEE

duplex half ¥ 7-(X duplex |speed auto HWEE—RET a7y 7 A E— FOM L% H
full [IESSIESVE AN

duplex half speed 10 SRHIAIIZ 10 Mbps 38 L O “#EIC/2 0 £,
duplex full speed 10 SREIADIC 10 Mbps 38 L OV “EHIZAR Y £,

duplex half
duplex full

speed 100 FEAIEYIZ 100 Mbps 38 X VR TEIZARY £,
speed 1000 SRAIIC 1000 Mbps 3 L OV EIC/2 Y 9,

¢
iz

speed 100 SRS 100 Mbps 38 L O EICAR Y £,
iz
iz

duplex full

!l KOFITIE, A v F—7 oA A2 EIEICRET D HEERLET,
Switch (config-if)# duplex full
Switch (config-if) #

BEaIU kR avwuk St
speed A E—T oA AEEEZRELET,
interface (CiscoIOS D~v=a 7 V%% AL F—TxA RAEHELET,
H)

[ oL-27596-01-J
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W duplex

avwyvk B

show controllers (CiscoIOS D~==27 2> bu—JH#Hs2E R LET,
% )

show interfaces AE =Tz A AERERRLET,
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energywise (FA—/SL avI7sX¥aL—>av) M

energywise (/O—/N)LavI74F¥alb—3Y)

T 7 47 4 T EnergyWise &4 X — 7 /MIZ L CRET HITIE energywise 72— L a7 1 F =
V—Yay avwr ReEALET, =7 47 ¢ LT EnergyWise 7 4 E—7 LI L72Y
EnergyWise SR EXHIBR L7720 T72I121X, Zoa~vr RO no JEREHH L ET,

energywise {importance importance | keywords word,word, ... | level level | management
tcp-port-number | name name | neighbor hostname | ip-address udp-port-number | role
role}

no energywise {importance | keywords | level | management | name | neighbor | role}

B DA importance importance =27 47 ¢ DEBEEAFE L ET,
EHEIE 1 ~ 100 CF,
keywords word,word,... =5 4T 4 DF—U— K% | DL EEIY B TE9,
EEOX—U— R8I B TCHEEIL, £X—VU—FK&2h o ~TRYID F
T, F—U—FROREIY LFE L TAL—ZAZHEHALARNTL ZEN,
word fEIZ DWW TOEERIZ, RO LB TT,
o BHFLE L H (L %\ &R EDREEANTETET,
o LFRHWEDOMICTAZ VR (*) RZEAZFEHLRNTLZEN,
level /evel IVTATADBIIVNVEBRELET,
HEh72E1E 10 OB TY,
management BHAT— a8k T 5 TCP R—haHRELET,
tep-port-number HeiE T X BHEIEIE 1 ~ 65000 T
name name EnergyWise A D=7 4 7 4 £ &4 E L E T,
name fEIZ DWW TOEERIZ, KO LB TT,
o WHTLELH (% &REDTREFEANTEET,
o LFRFHWEDOMIZT AKX VR (*) RZEAZFEHLZNTIZEN,
neighbor hostname | ABT 4 FAN—FE) Y CTET,
ip-address o KA N (hostname) FT121X 1P 7 R UL A (ip-address).
udp-port-number
o /=Y —%¥%%(ET % UDP K"—+ (udp-port-number), T T D&
FHiZ 1 ~ 65000 T,
role role EnergyWise KAA V TOZT 47 4 Ou— LV EBELET, =& 2L,
lobby.b20 & L ¥,
role fHEIZ DWW TOEERIZ, KO LD TT,
o BHFLE L H (L% )\ &R EDREEANTEET,
o UFRREBOMICT AZ IV R (¥) REHEZHEHALZNTLEE N,
TI#4IE EEEIT 1 T,

F-U—RFRIERINEEA,
B/ L~LE 10 TY,

[ oL-27596-01-J
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W ecnergywise (F0—/SL 3> 4 F¥aL—Lay)

tep-port-number 13 43440 T,
AANIAR A M4 TT,
FAN=FED ETHENER A,
a—/VEETAEFESTT,

avy kK E—F B E
av Y FEE )1y—2 EEER
12.2(52)SG oAy R Catalyst 4500 U — 2 AA v FITBEMESNE LT,

BEREDAA FS54>

TUT AT AR RALTEMTDE, =0T 47 4 BLTV%ED PoE A— T EnergyWise 231 % —
T ENFET,

i WOBITIEL, EnergyWise 24 X —7MIZ L, ZUT 4T 4% RAAL LNZHEIY ETTHRAT— RERE
TLHEETRLET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # energywise domain cisco secret cisco protocol udp port 43440 ip 2.2.4.30
Switch (config)# energywise importance 50
Switch (config)# energywise keywords labl,devlab
Switch (config) # energywise management 60500
Switch (config)# energywise name EntityO01l
Switch (config)# energywise neighbor 4500-21 43440
Switch (config) # energywise role role.lobbyaccess
Switch (config) # end
BEavUk avwuk e

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG

show energywise EnergyWise DR E L AT —X A% KRR LET,
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energywise ({>4—Jx/4 X aAv7s¥alL—>av) M

energywise (f Y8 —2J7xzA4 R AV 74¥al—3

N
>)
Power over Ethernet (PoE) &"— bk T EnergyWise 3¢9 5|21, energywise 1 % —7 = A X 2
V74 Falb—varavr REHEHALET, A— b ETEnergyWise 27 4 E—7 LI L7720,
EnergyWise X EZXHIFR L7V 3 2121X, 2D~ Fono BREZHEHL E7,
energywise [importance importance | keywords word,word,... | level level [recurrence at
minute hour day of month month day of week] | name name | role role]
no energywise
XA importance importance ({LE) AN— FOBEEEEZHRELET,

#PHIZ 1 ~ 100 T9,
keywords word,word,... ({£5&) R— Mobi 1 DOF—T— REE Y B CE9,

BEOF—U—RE2ED B CHE/IT, £F—UV— K2 b ~TRUY £
T, F—U—FOREIY LFE LTAR—ZEZFEALARNTL &N,

word fEIZ DWW TOEB AL, KO LBV TY,
o FHFTLEH (W% ) &REDREEANTEET,

o WFREBHFOWICT ALY R (*) REAZBEHALARVTIES N,
level [evel (EE) A= rOBEN VSV ERELET,

HRNEIZ0BEIO10 DA TY,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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W cnergywise (1v2—Jx/ XAV 7 X¥alL—>ay)

recurrence importance ({i) BIRA L £ TERA 7OMVIKLEA Y a—V 7 LET,

] t mi . .
;ZI:‘:ZZ"CE; m”;izzte importance importance : NAA LV NOFR— MOBEEEZZELET,
V-0l P 1 ~ 100 T,

month day_of week
o minute : FEETEX HHMIT0~59 T, *ZUA )L FI—FE LTHE

ALET,

o hour: EETZA#PAIZ0~23 TY, *ZUA LRI —FELTHHA
LET,

e day of month : fEE T HHMIZ1 ~31 TY, *ZUA L EI—KE&
LCHALET,

o month : HNMEOHAIX 1 ~ 12 T3, jan, feb, mar, apr 72 & & A
NTHZEHLTEET, *ZUANVKI—FRELTHERALET,

o day_of week : FIMEDHMIL0~T7 TT (0L 7TIEELLLHMER %
KLET), *ZUANVRNI—RELTHEHLET,

GE) FETLHRLANZL, PoE =7 1 7 ¢ ORFHHICHES < BLHIRFH T
R

GGE) BIZHEBZELOLLEETDE (DFED, ALV RA— FTIiX
V) WIENMAD T L RPBERZNC - L & & 1Tk 0K
LNEITENET,

GE) MYELIZ, HHELESDE 00 TEARL, 2205 1 4UNICE
TENET, LEEBoT, 60 MIEERBNTITONI2HERH Y £
R
name name (fEE) EnergyWise A DR — M z4aE L E7

name fEIZOWTOEERIL, ROEEDH TT,
o T LELH (W %\ &R EDTREEANTEET,

o WFERFREOMIZTAZ Y RY (*¥) REAZMBHLARNTIZE N,
role role (EE) RAA U TOR—bOR—VEEELET, =& 21X, lobbyport
ELET,

role fEIZ DWW TOEERIT, RO LBV TT,
o T LH (L %\ &REDEFEANTEET,
o WFRHWEDORNCT AZ VR (*) REAZFEHLRNTLZE0,

TI2HIEK FHEEL 1 T,
F—U— RIEZREINEEA,
B L~ULIE 10 T,

ZOLAHNE. AV E—T oA AL OFEMENAN—Ta T, eI FHAEY N A=Y Ry N 12D
BAIT Gil2 L2 0 £,

avY kR E—F Ao B —T xR AT 4 Fal—Tgy

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
m. OL-27596-01-J |



| £2% Catalyst 4500 >1)—X XA v F® Cisco I0S a2 F

energywise ({>4—Jx/4 X aAv7s¥alL—>av) M

av Yy FEE Jy—=x EEERT
12.2(52)SG Zoavwy RPMEMEShE L,

HRAENHM K542  importance (35 L O level 47 7 4 /L PR EICETI121Z, default energywise importance =~ > R
$ L O default energywise level =~ > F&fH L E T,

i WROFITIL, PoE R — | T EnergyWise &A1 *—7 /VIC L TRET D HEEZRLET,

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # energywise domain cisco secret cisco protocol udp port 43440 ip 2.2.4.30
Switch (config)# interface Gil.2
Switch (config-if)# energywise level 10 recurrence importance 90 at 0 8 * * *
Switch (config-if)# energywise level 0 recurrence importance 90 at 0 20 * * *
Switch (config-if)# energywise inportance 50
Switch (config-if)# energywise name lobbyInterface.3
( ) # energywise role role.lobbyaccess
( ) # end

Switch (config-if
Switch (config-if

N

GE) MUBELIE, BELESE -2 T, I 1 SURNICETSET, Lo T,
60 BIFLENTITON D HENHY 7,

BZEav kR avwo kR Hied
show energywise EnergyWise DX EEL AT —F A& FKRLET,

Catalyst 4500 ) —X XA v F CiscolOS AT K 77 LX) y—2Z 10S XE 3.4.0SG & & U 10S 15.1(2)SG
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M energywise domain

energywise domain

T 47 4 T EnergyWise A4 X —7NWIZL, TDOTLT 4T 4% RAAL IZHV YT, RALUA
DT 4T ARMOBEEXRHET H/ AV — FERET HITIL. energywise domain 7 = —/ 3L 2
T4 F¥alb—vayavry RefHLET, =27 47 4 LT EnergyWise &7 4 E—7 L2 L72D |
EnergyWise R EXHIBR L7720 772I121X, Zoa~vr RO no JEREHH L ET,

energywise domain domain-name secret [0 | 7] password [protocol udp port
udp-port-number [interface interface-id | ip ip-address]]

no energywise domain

EX DA domain domain-name

8 € L7z domain-name % FF2O KA A NI T 4T 4 ZEID Y TEF,
o FHFLLH (W% &REDREEANTEET,
o WFREHWEDRICT AZ VAT (*) REHEMFHLRNTL ZE0,

secret [0 | 7] password

RAALVRNDTZ T 4T 4 BOBIEEZRET D password ZFHE L ET,
o (EE) 0: BEBLESNTWVARVWASAT— REMH L £,

o (EE) 7:ERRRRRAT—FREHERALET, ZOHAX, service
password-encryption & A X —7 /VIZT DM RH Y F7,

0L 7T HbAN LT BE, T 47 4TI, T 74/V MED 0 %
EHL £,

password fEIZOWTOEERIEL, RO EEY TY,
o HmHTLEH (W% L &BREDREEANTEET,
o WFRREOMICTAZ YA (*) REAEMHALRNTIIZE N,

port udp-port-number

(ER) 7>V —%k%f{592% UDP R— b ziEELET,
fEETE 54X 1 ~ 65000 T,

interface interface-id

(EE) 7V v VRIxy hU—27 T EnergyWise A A v F Li@fg T 54
VHE—=T 2 A Rk AA v TFRBRRTHOTIERL (F 744008, BHT
BELET,

ip ip-address

(ftE) V—7 v K Xy NU—2 T, EnergyWise 7 & O#E THEMT 2
IP7 RLVRAZBELET, VAT ANRRIRLET 740 MalZEHA L EE
Moo

interface 47> a2 VB X Wip 47 v 2 VI3 BEICHHLY 22 B4R T,

TZ2HILE TUTATAERAL VICHY L THERTHERA,
NAT— RIFREINTWER A,
udp-port-number 1% 43440 T3,

.
rH
!
T,
B
i

av Yy

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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energywise domain W

avy FERE

)= EEER

12.2(52)SG Zoavwy RPMEMEShE L,

EREDHA R34

energywise domain domain-name secret [0 | 7] password 2~ > RE AT H L, =0T 47 4 TIL,
Ty MU= LOBEBLIOEHRT 7Y r—ra v L OBBICERARREIION V¥ —T7 =4 Ak®
RLUET,

i WOFITIE, EnergyWise A X —7 WIZ L, domain-name ¥ X O\ password DIE %% ET D FHik xR
LET,
Switch (config) # energywise domain cisco secret cisco protocol udp port 43440 ip 2.2.4.30
WORFITIL, EnergyWise #A F—7 /WL, BT SV r—a v~ON— NEBET D HiEERL
i ‘é‘o
Switch (config)# energywise domain cisco secret 0 cisco protocol udp port 43440 ip
192.168.1.2

BZEav2k avwuk e
show energywise EnergyWise DR E L AT —X A% KRR LET,

[ oL-27596-01-J
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Wl energywise query

energywise query

I —%FETL T, BHIERERRLIED, =0T 47 4 72T PoE R — MIENEMELZY T
5121X. energywise query #i# EXEC =~ F&fEH L £,

energywise query importance importance {keywords word,word,... | name name} collect
{delta | usage}

energywise query importance importance {keywords word,word,...| name name} set level
level

energywise query importance importance {keywords word, word,... | name name} sum
{delta | usage}

BB importance importance *. 5 (T 4 713K — FOEEELZZELET,
FPHIZ 1 ~ 100 TI,
keywords word,word,... 7 TV —CHHTE | >EH 3B EOF—U— FEEELET,

HEEOXF—U—REHRETDHLEXE, £F—VU—FED < TRED 7,
F—U— R AR—ZAZHEH L 2N TL &N,

word fEIZOWTOFERE AL, RO LB TT,
o WHETLELH (% &REDTREFEANTEET,

o WFREWEDHICT AZ VAT (*) RLZEAEZMFH LRV TL &0,
name name =) —CHEAT B4,

AN KI—ROHET, * 24 HT 250, £7201F name OKDO Y IZT A ¥
U 27 250 T name* & LET,

name fEIZ DWW TOERERIZ, KO LB TT,
o T LH (L % ) &REDEEFEANTEET,

o UFRRBOMIZTAZY AT (*) REAEFHALARZNTIEE N,
collect {delta | usage} > 5 (5 ¢ F£72(% PoE R— @ delta 18 % 7213 usage &2 HE R L ET,

o delta : ZATOES L~UL M ARE/RE S LIV OFERTIZT 2 FR L

i‘j‘o
o wusage : HATOWEREBENLTE2ERRTLET,
set level level TT AT A FETEPOEAR— DB N LNV EHRELET,

TUT 4T 4 DA AR 10 721 T
R— b O%E. AZ7REIE 0 BLV10 TY,

sum {delta | usage} T VT 4T 4 £721L PoE A— k@ delta i % 7213 usage IO A7 &2 #KR L E
R

o delta : SUTOE LIV EFEAFRERE S LNV OERDOEF T &
FoRLET,

o usage : BATOWHRBENOGIHTETERRLET,

avY kR E—F H:kE EXEC
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energywise query W
avy FEE Jy—= EEER
12.2(52)SG D=y R Catalyst 4500 U — X A v FITBMESNE LT,

EREDHA R34

]

R— NEERA  ETITERA 72T 5121, energywise query {keywords word,word,... | name
name)} set level level 2~ K& AHLET,

A

BEE oz U—E av U REANLEZ T4 T4 BL O ) — L =T 5 FAA

WOMD T NA ZNZHEST D720, AT 258 EERLETT,

WROFITIE, =T AT 44T ANZ ) 7T HHEZNS O R LET,

Switch# energywise query importance 100 name phone* collect usage
EnergyWise query, timeout is 3 seconds:

Host Name Usage
2.2.2.21 phone 0.0 (W)
2.2.2.21 phone 15.4 (W)
2.2.2.21 phone 0.0 (W)
2.2.2.22 phone 0.0 (W)
2.2.2.21 phone 0.0 (W)
2.2.2.22 phone 15.4 (W)
2.2.2.21 phone 0.0 (W)
2.2.2.23 phone 15.4 (W)
2.2.2.21 phone 0.0 (W)
Queried: 9 Responded: 9 Time: 0.26 seconds

Switch# energywise query importance 100 name * sum usage
EnergyWise query, timeout is 3 seconds:

Total Usage

Queried: 147 Responded: 147 Time: 0.121 seconds

Switch# energywise query importance 100 name lobby* collect usage
EnergyWise query, timeout is 3 seconds:
Host

2.2.4.30

Name

lobbyInterface.1l7 10.0 (W)

Queried: 1 Responded: 1 Time: 0.7 seconds

Switch# energywise query importance 100 name Fal.0.4* sum usage

EnergyWise query, timeout is 3 seconds:

Total Usage

Queried: 10 Responded: 10 Time: 0.6 seconds
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Wl energywise query

WOBITIE, delta EOGFIB LR A A VINOBIERRE I E L E R LET,

Switch# energywise query importance 100 name * sum delta
EnergyWise query, timeout is 3 seconds:

Level Label Delta Power (W)
0 Shut -12.9

1 Hibernate +723.8

2 Sleep +723.8

3 Standby +723.8

4 Ready +723.8

5 Low +723.8

6 Frugal +723.8

7 Medium +723.8

8 Reduced +723.8

9 High +723.8

10 Full +723.8

Queried: 48 Responded: 48 Time: 0.15 seconds

ROBITIE, FAAL HNOWHELSLVERLET,

Switch# show energywise children

Interface Role Name Usage Lvl Imp Type
control SwitchA 86.0 (W) 10 100 parent
Gil/0/1 interface Gil.0.1 0.0 (w) 10 20 child
Gil/0/6 interface Gil.0.6 0.0 (w) 10 20 child
Gil/0/7 role.lobbyaccess lobbyInterface.7 0.0 (W) 10 50 child
Gil/0/8 interface Gil1.0.8 0.0 (W) 10 20 child

<output truncated>

Switch# energywise query importance 100 name * set level 0
EnergyWise query, timeout is 3 seconds:

Success rate is (0/0) setting entities
Queried: 0 Responded: 0 Time: 0.996 seconds

Switch# energywise query importance 100 name * set level 10

EnergyWise query, timeout is 3 seconds:
| L L L L L L L L I O O

Success rate is (48/48) setting entities

KOFTIX, =T 4T 4 THEF—U—RFREE VY TEHEEZRLET,

Switch (config)# interface Gil/2

Switch (config-if)# energywise keywords lobby,sattelite
Switch (config-if)# energywise keywords public

Switch (config-if)# end

Switch# show running-config interface gigabitethernetl/0/2
|

interface GigabitEthernetl/2

energywise level 0 recurrence importance 90 at 0 8 * * *
energywise level 10 recurrence importance 90 at 0 20 * * *
energywise importance 50

energywise role role.lobbyaccess

energywise keywords lobby,sattelite,public

energywise name lobbyInterface.2
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end

Switch# energywise query keyword lobby collect usage
EnergyWise query, timeout is 3 seconds:

Host Name Usage
2.2.4.30 lobbyInterface.1l7 15.4 (W)
Queried: 1 Responded: 1 Time: 0.0 seconds

Switch# energywise query keyword satellite sum usage
EnergyWise query, timeout is 3 seconds:

Total Usage

Queried: 1 Responded: 1 Time: 0.11 seconds

energywise query W
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Bl epm access control

epm access control

TrEA v br—VEHFET HIZIL. epm access control [open | default] =~ > F&EHEH L E T,

epm access control [open | default]

BX DA open F—Tr TR Ay br—LEEELET,
default FIANIDOT I A ary bu—LEEELET,
TIAIE epm access control =~ FARE I TWRWIEE, #1{FEIX epm access control default =< > F|Z

TI7HN IRESNET, NVGEN IZHMENLbDIEH Y A,

™.

H
I

T

avy a7 4F¥z2lb—vary ET—FR

avy FERE yy—2z EEEM

12.2(54)SG D3~ R Catalyst 4500 2 ) — X A4 v FITBMENE LTz,

HRAEDHM K542  epm access control =~ > K& AS4% L, NVGEN IZHMENE,

ARA NOFRGERFIZ ACL 28 ACS H— b Xy ra— RIS TWanga, A& MEA— K ACL IZ X
DHIREI, BMOFAMEZELERAL, 20K 5 725E1E. epm access control open =~ > K& A
N5, B, B A MK LT permit ip host DEEO = MY BMMERENE T, 2oz b Y
X, ACL 3 ACS "HF w7 vm— RENARWGEAIZTETERESNET,

epm access control open =~ > RIIFBiEA—7 v T— R CTRICHEN B E T, FA MPFRIAESNDHIT
Hy RARPLDO N 74y 7T BREFTENET, IO ]\774 v 71, A— K ACL IZ K- Tl
RENET, ZOXIRGEIT. ACLY ACS Hb ¥ U rr— RSNRWGE, ZOKRA MIBINOFF
A ZZE LETA, BAEDOETH, AA MIFIEHEAR— M ACLICL > THIFRENE T, epm access
control open NRE SN TWDHHE, RAbRICTHERRT 7 ARG N ET,

epm access control default 235% & S 4L, ACL ¥ Uy r— NERARWEE, A— h ACL AR — }\L
DOMg—D ACL T, Z#AS, Cisco IOS Release 12.2(54) SG LLRDOT 7 & 2 2> b r—/ )L OREHE
‘j_o

1 WOHITIZ, &A—F > 7782 arba—L&EAf 3Z—TNCT DB HEELRLET,

Switch (config)# epm access control open

WOBITIE, T74NV DT 78R oy ha—LEAfX—T VT 5 HFEEZRLET,

Switch(config)# epm access control default

BREaT YR avwyFk iR
show ipv6 snooping counters RAF—RICLoTHR— T EIZRueyFXan= v k
DEEFRRLET,
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erase

erase W

Tr7AN VAT LAEHETAHIZIE, erase 2~ REFHLET,

erase {/all [non-default | nvram:] | cat4000_flash | nvram: | startup-config}

XX DA /all nvram: NVRAM NOTXTONEZHEELET,
/all non-default  NVRAM, 7'— k77 v = cat4000 flash, crashinfo 72 &',
B—)b A== N F 2 D ORFEREA N L — Y NICH D
T ANBLOREELHEE L 9, Catalyst 4500 > U — R 2 A v F
X, L HmRREICY) By haivET,
GE) ZoavrRATvarid, AFURTRrDA—/R=N
AP TP DHBBPRHGETT,
cat4000_flash: VLAN 77— R—2pary7 4 Fal—vary 77/ VEHELE
‘é—O
nvram: NVRAM W@ startup-config 7 7 A /L3 L ¥ private-config 7 7 1
NEHEELET,
startup-config: NVRAM K@ startup-config 7 7 1 /L3 & O private-config 7 7 A
NEHEELET,
FI+INE oAy RICET 740 FRERD Y £ A,
a2k E—F ¥¢iE EXEC £— F
oYy FERE yy—2x EEEM
12.2(25)SG Z D=y R Catalyst 4500 U — X A4 » FITBEMENE LT,

ERLEDAA K54

A

IE

erase I~ REFHLTTZ 74V VAT LEHETDE, TOT 7 AN VAT LANDT 7 A VT
FECTEEREA,

TaT N A=R=nN AP 2 DB L TODILEMRA S v FOa~vy F~T Ay E—V1C

X, EREoa~r R A7 v a oz, slave LW T LT 4 v 7 AR WA T v a YRR RS E
T, ZOF T arii, NNRAM BL U7 7 v 2 (slavenvram: X slavecat4000 flash: 72 &) 3%
BNCEEH S nET,

erase nvram: =~ N{X, write erase =~ RF LU erase startup-confg =~ > NiZFbba~v
KFTd, Zoa~< N, startup-config 7 7 A /L8 L O private-config 7 7 A V&l 5 & bIHE L E
R

erase /all nvram: =~ > N{J, startup-config 7 7 A /L% X O private-config 7 7 A /L DHLIZ,
NVRAM NOTRXTOT7 7 A LV EHELET,
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Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R JY—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG W



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

W erase

erase cat4000 flash: =~ > N3, VLAN F— 4 _X—2 a7 4 ¥al—var 77 A VEHELE
R

erase /all non-default =~ > K i WS TIHE LOMEBE v ¥ — CIEEOENIE L L ET, 20
Ty RiE, REFEERA N — DM SN 7eRER L OMREBAHE L, Catalyst 4500 =R R
Ay FETH MR EIC) Yy FLET, T 740 MEICIE, Ciscol0S 74 77V 0FHMICH D
FXiE &, erase /all non-default =~ > N (vtp mode=transparent, ROMMON Z: 44
ConfigReg=0x2101, PSI1="rommon ! >" 35 X O EnableAutoConfig=1) IZ X > TIThONeRENE E
nNTWET,

T T H N FREICONTIE, ROTA FESZRL T I,
e [Cisco I0S Configuration Fundamentals Configuration Guide, Release 12.4)] (¥k® URL)
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/12_4/cf 12 4 book.html

» [Cisco I0S Configuration Fundamentals Configuration Command Reference, Release 12.2] (kD
URL)

http://www.cisco.com/en/US/docs/ios/12_2/configfun/command/reference/ffun_r.html

A& erase/all non-default =~ RE2EITTHL, 77— b7 T v aWNIZH D Cisco IOS A A —TU DY
EE3hET, (77 BAAEE/R TFTP =10, FEA LDV Y —¥ ETMZHEIN TV S slotd
WHASNZT Ty va H—FRaEns) CiscolOS A A=V %7 — 7T v allfabt—T&
DTl FREFT I RAFERRX Y NV —7 = NI INTA A=V DDA, v T HEHTE
HZ &f%fﬁ@mu L T< ﬁfé;b‘o

i KOBTIE, FEERERA NL—CRAO 7 7 A VBLOREEMNEL., A v F 5 THHHREREICY
vy bTDHEERLET,

Switch# erase /all non-default

Switch#

Erase and format operation will destroy all data in non-volatile storage. Continue?
[confirm]

Formatting bootflash:

Format of bootflash complete
Erasing nvram:
Erasing cat4000 flash:
Clearing crashinfo:data
Clearing the last power failure timestamp
Clearing all ROMMON variables
Setting default ROMMON variables:
ConfigReg=0x2101
PSl=rommon ! >
EnableAutoConfig=1
Setting vtp mode to transparent
SWARNING! Please reboot the system for the changes to take effect
Switch#
00:01:48: %$SYS-7-NV_BLOCK INIT: Initialized the geometry of nvram
Switch#

WROHFITIE, NVRAM ONEZHEET D HEEZRLET,

Switch# erase /all nvram:

Erasing the nvram filesystem will remove all files! Continue? [confirm]
[OK]

Erase of nvram: complete

Switch#

00:38:10: %SYS-7-NV_BLOCK INIT: Initalized the geometry of nvram

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
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erase M
Switch#
KOBTIE, 77 A/ VAT A catd000 flash ZHET B HEERLET,
Switch# erase cat4000_flash:
Erasing the cat4000 flash filesystem will remove all files! Continue? [confirm]
[OK]
Erase of cat4000 flash:complete
Switch#
BEaITUF avwyFk B
boot config (Cisco [0S D~==27 )% a7 4 Fal—2al 77ANDTALABINT 74
Z ) NG ERRE L ET,
delete (Cisco IOS D~v=aT7 NV%EHH) 77 v a AEY T4 AE7IEINVRAM 2267 7 1 )L
ZHIBRLET,
show bootvar BOOT BRELAHKIEFRER R LET,
undelete (Cisco IOS D~==27 V%% JITAATTvia 7740 AT AT MHIER ~—7
) PN 7 7 AV ZEE L ET,
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W errdisable detect

errdisable detect

errdisable % A1 r—7 WIZT DI,
BET 4 B—7 T 51203,

errdisable detect =~ > Nzl L £7°, errdisable & Hi¥
Zoa<wry Rono BNEFEHLET,

errdisable detect cause {all | arp-inspection [action shutdown vlan] | bpduguard
shutdown vlan | dhcp-rate-limit [action shutdown vlan] | dtp-flap | gbic-invalid |
12ptguard | link-flap | pagp-flap}

no errdisable detect cause {all | arp-inspection [action shutdown vlan] | bpduguard
shutdown vlan | dhcp-rate-limit [action shutdown vlan] | dtp-flap | gbic-invalid |
12ptguard | link-flap | pagp-flap}

BX DA cause errdisable B IH #4657 L C. HEQHEEDOMK L EITWVET,
all 4 T O errdisable JE[K @ errdisable ¥ H &5 E L E7,
arp-inspection ARP A > A7 L 3 errdisable RO &R E L £,
action shutdown vlan  ({1:&) ARP 1 > A7 ¥ 3 B LI DHCP L' — MR T VLAN Z & 12

errdisable ZHEE L £7,

bpduguard shutdown BPDU % — KT VLAN Z & |Z errdisable Z#5E L £ 7,
vlan
dhcp-rate-limit DHCP L — IR errdisable JRIR O 2 HE L £7,
dtp-flap DTP 7 7 v 7 errdisable JRK O A E L £,
gbic-invalid GBIC %) errdisable JRIN O M A FEL £,
I2ptguard LAY 278 k2 kL errdisable INOBRE E4EE L E7,
link-flap Uy 77 v 7 errdisable IR O &2 E L £ 7,
pagp-flap PAgP 7 7 v 7 errdisable JRR OB ZFE5E L £ 7,

T2+ F T D errdisable JEK 23 SV E T,

=i sa—sL ar7 4 X¥al—ay =R

av Yy FERE Jy—= EEER
12.1(8a)EW ZDav R Catalyst 4500 ~ U — X 2 A v FITBEMINE LT,
12.2(52)SG VLAN Bf7 D errdisable fiHH DO ¥R — FvBIISvE LT,

EREDHA R34

JA (dtp-flap. link-flap, pagp-flap) %, errdisable A7 — F 23 FEAETHHHB L L TCERSINET,
AV B—=T A4 ATHRAPMHBENE &, DA F—T = A AT errdisable AT —+ (Vo7 &0
AT — MIEBILIZ8EX T — ) 120 £9,

A B —T x4 A% errdisable A7 — k2> b FFHTHEIET 5121,

shutdown =< > FZ AT LTHD

no shutdown =~ > REANTHLERH Y 7,
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errdisable detect W

A= IR T vy MU ENRNE DT H729HIZ, shutdown vlan 47> = U &2 LT, EXKBHE
ELTZAR— NTHREO VLAN 2% v >y MU U TEET, ZO4 7> 3 %, bpduguard,
arp-inspection, 35 & O dhep-rate-limit ® 3 SO FKIZx L CHE A TE £9, clear errdisable =~
EHATHE, A= FTT 4 =T/ > T % VLAN ZEETE £,

i WOHITIX, V7 77 v errdisable JR[K @ errdisable fiH%& A X —7 N T D HEE R LET,
Switch (config)# errdisable detect cause link-flap
Switch (config) #
OB TiE, BPDU #— KT VLAN Z & (T errdisable # i & A x—7 W29 2% FikE R LET,
Switch (config)# errdisable detect cause bpduguard shutdown vlan
Switch (config) #
WoHITiL, DAL T errdisable %7 4 £ —7 T 5 Hika R LET,
Switch (config)# no errdisable detect cause arp-inspection
Switch (config) # end
Switch# show errdisable detect
ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
psecure-violation Enabled port/vlan
Switch#
BEaVYU R avwvFk St
show errdisable detect errdisable R AT —Z 22 KR LET,
show interfaces status A B =T ADAT —H AFET1% errdisable A7 — b

B =Tz ADV A M aFRLET,
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M errdisable recovery

errdisable recovery

[ A B =X LB EFHET 5I2IE. errdisable recovery =~ REHEHALET, T 74 /L FREIC
RIWE, Zoavry Fono BRAEHHLET,

errdisable recovery [cause {all | arp-inspection | bpduguard | channel-misconfig |
dhcp-rate-limit | dtp-flap | gbic-invalid | 12ptguard | link-flap | pagp-flap |
pesecure-violation | security-violation | storm-control | udld | unicastflood | vmps}
[arp-inspection] [interval {interval}]]

no errdisable recovery [cause {all | arp-inspection | bpduguard | channel-misconfig |
dhcp-rate-limit | dtp-flap | gbic-invalid | 12ptguard | link-flap | pagp-flap |
pesecure-violation | security-violation | storm-control | udld | unicastflood | vmps}
[arp-inspection] [interval {interval}]]

B DA

cause

) errdisable {8 % A X — 7 LIC L THEDRR S EIE L £,

all

arp-inspection

=&
(&) +XTo errdisable K DEIE Z A ~—% A4 F—T NI LET,
(LE) ARP A v A v a VRROEEX A ~—% A 2 —7 M LET,

bpduguard

(f£#) BPDU 4 — K errdisable JARIDEIE X A ~—% A4 X —T7 W LET,

channel-misconfig

il

UEE) F v RIVRE I A errdisable JFRDOEIEZ A ~—% A4 X —T VI LFE
7,

dhcp-rate-limit

({E&) DHCP L — hlBR errdisable JRINDFEIE ¥ A ~—% A x—7 /LI L
*7,

dtp-flap

(f£&) DTP 7 7 » 7 errdisable JRINDEIE X f ~—% A4 F—T WM LET,

gbic-invalid

({£:&) GBIC %) errdisable R OEE X A ~—% A X —T7 VT LET,

12ptguard UEE) LA4¥v27a han by errdisable REROEE X A ~—% A
=TIz LET,

link-flap EE) V27 77 v 7 errdisable B DREIE X 4 ~—% A4 x—T /LI LE
ERS

pagp-flap (&) PAgP 77 v 7 errdisable FINORIE X f ~—% A4 3 —T ML E

N

pesecure-violation

(.E) pesecure EX errdisable JERDEIE ¥ 4 v —% A X —T VI L E T,

security-violation

(FE) 821X EF 2 VT A BERICEVF 4= Nic o l-R— O HE)
FiE %A X —7 W LET,

storm-control

(f£&) A b— A4 errdisable A7 — FnBEIETLI A ~—% A4 X —T )L
W LET,

udld ({:E) UDLD errdisable JXFR DEIE Z A ~—% A 2 — T WIZ LET,

unicastflood (LE) ==%v Ak 77 v K errdisable JRRDORIE X L ~—% 1 X —T )V
WZLETS

vmps ({E&) VMPS errdisable JRXDORIE X 4 ~—% A x—T 2 LET,

arp-inspection

(fEE) ARP A Y A7 ¥ a VERB L ORIEY A AT U & A F—7 VI
L/ij‘o

interval interval

({EE) #57E L7 errdisable JR[F 2> FIE T R 25 E L3, ARMEOH
FHIZ 30 ~ 86400 T,

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG

OL-27596-01-J |



| g2

Catalyst 4500 > J—X RA4 v F® Cisco 10S a7~ F

TI24IEK

avYkE—F

errdisable recovery W

errdisable [MEI3T £ —7 LTI,
I IR L 300 FAICERE S AL TV ET,

Ja—\)ar74X¥alb—vary E—FR

avy FEE

EREDHA F34>

]

yy—= EEER
12.1(8a)EW Z =z A Catalyst 4500 ) — X A v FIBIMESNE LT,
12.1(19)EW A b= NHIEBSRED AR — b

JiX (bpduguard. dtp-flap. link-flap. pagp-flap. udld) iX. errdisable 27— F23FAET 5 & L
TERINET, AV F—T =24 ATHRRABZMHEIND E, TDOA ¥ —7 = A AT errdisable A7 —
(U Hx Yy A7 — MIBELLEZEERAT — ) 12720 9, FIKICKT 5 errdisable [A11E % A
F—=T M LR WEE, A ¥ —7 = A A% shutdown 3 L O no shutdown RNEITENE ET
errdisable A7 — bOEETT, FNOBEIEZ A r—T M LI2HE,. A V¥ —7 = A A errdisable
A7 — b EEL, T XTORRNZY A LT U Mo e XA ZHHTEL L2120 £,

A H—7 x4 A% errdisable 2> 5 F#) THIE T 521X, shutdown =~ RZ AL THh D5 no
shutdown =~ > REZ AT LHLENRH Y £,

wOFITix, BPDU 4 — K errdisable JRRDEIE X f ~—% A F—T NWIZT D5 HEEZRLET,

Switch (config)# errdisable recovery cause bpduguard
Switch (config) #

WIZ, A ~—% 300 ICRET 204" LET,

Switch (config)# errdisable recovery interval 300
Switch (config) #

OB TIE, ARP A > A7 v a O errdisable [FI{E % A x—7 W2 5 HiEE R LET,

Switch (config)# errdisable recovery cause arp-inspection
Switch (config)# end
Switch# show errdisable recovery

ErrDisable Reason Timer Status

udld Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled
vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Disabled
12ptguard Disabled
psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
storm-control Disabled
arp-inspection Enabled

Timer interval: 300 seconds
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M errdisable recovery

Interfaces that will be enabled at the next timeout:

Switch#
BEa<v R avwyFk B
show errdisable detect errdisable il AT —Z 22 F R L E T,
show errdisable recovery errdisable [l % 4 ~—DOFEREF R LT T,
show interfaces status A B =T A ADAT —H AFT-1Z errdisable A5 — b

B =Tz ADV A M aFRLET,
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export-protocol (netflow-lite TZ7 2R—% 4+ 7E—F) N

export-protocol (netflow-lite T XA R—42 HTE—

<)

N

(3¥)  NetFlow-lite I% Catalyst 4948E 1 L O Catalyst 4948E-F A —¥% x> b A4 v FTOHRYFR— hILZE
R
NetFlow-lite = L7 Z D=7 AR —k 7’1 b a/L&$EET HITIEL. export-protocol =~ > RAflH L
£9, ZOMEEHIRTHICIE, Zoavry RO ne BRXEHEHLET,
export-protocol {netflow-v9 | ipfix}
no export-protocol {netflow-v9 | ipfix}
XX DA netflow-v9 Netflow VO D27 2R —h 74—~ v h&HELET,
ipfix Netflow V10 £721Z IPFIX D=7 AR —k 7 —~v FaHEELET,
TIAIE netflow-v9
a2k E—F netflow-lite =7 AR —% 7 E— K
av Y FEE Jyy—=x EEEA
15.02)SG Z Dz~ R3 Catalyst 4948E 35 L O Catalyst 4948E-F 4 —H#x v b X

ERLEDAA K54

]

Ay FITBEMsnE L,

F 74 hTlE, =7 ZR— b 7 b 3id Netflow V9 T9, IPFIX £ 7213 Netflow V10 i@ L=
JAR—K THx—~<v b TT, INBIE, TOH 7V 7 2y bbb SN 5 HEED VU b

v var N, NS TH U TN Ry hO X BRIy r— D TR ARRICT D A ARG 5

fbzHHR—FLET,

WROBFITIE, NetFlow-lite AL 7 Z D7 AR —F 7o baVvafaET 5 hlEEZR R LET,

Switch# config terminal

Switch (config)# netflow-lite exporter exporterl

Switch (config-netflow-lite-exporter)# destination 5.5.5.6

Switch (config-netflow-lite-exporter)# source 5.5.5.5

Switch (config-netflow-lite-exporter)# transport udp 8188
Switch(config-netflow-lite-exporter)# ttl 128

Switch (config-netflow-lite-exporter)# cos 7

Switch (config-netflow-lite-exporter)# dscp 32

Switch (config-netflow-lite-exporter)# template data timeout 1

Switch (config-netflow-lite-exporter)# options sampler-table timeout 1
Switch (config-netflow-lite-exporter)# options interface-table timeout 1

[ oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R JY—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG W



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

W export-protocol (netflow-lite TZ RR—4% 4 TE— F)

Switch (config-netflow-lite-exporter)# export-protocol netflow-v9
Switch (config-netflow-lite-exporter)# exit
Switch (config) #

Display the exporter
Switch# show netflow-lite exporter exporterl
Netflow-lite Exporter exporterl:

Network Protocol Configuration:

Destination IP address: 5.5.5.6
Source IP Address: 5.5.5.5
VRFEF label:
DSCP: 0x20
TTL: 128
COS: 7
Transport Protocol Configuration:
Transport Protocol: UDP
Destination Port: 8188
Source Port: 61670
Export Protocol Configuration:
Export Protocol: netflow-v9
Template data timeout: 60
Options sampler-table timeout: 1800
Options interface-table timeout: 1800
Exporter Statistics:
Packets Exported: 0

show netflow-lite exporter §# EXEC 2~ RZH L CREZ MR TEE 7,

BEav VR avwy kR EL
netflow-lite exporter T AR—H % EF L. NetFlow-lite =7 AR —% #7E—FK
ZRMHLET,

destination (netflow-lite =2  netflow-lite 7 — R TO%5%7 KL A& HEEL £,
AR—=Z $T7E—F)

source (netflow-lite =2 2 NetFlow-lite 2 L7 Z DEETLLA VI A F—T = A A E
R—% Y 7E—K) LET,

transport udp (netflow-lite =2 NetFlow-lite =L 27 % ® UDP k7 > AR — hsEei— b 2 EE
AR—H HTE—F) L%,

ttl (netflow-lite =27 AR —%  NetFlow-lite 27 ¥ ® TTL fEZHEEL £,

Y7 —R)

cos (netflow-lite =7 AR —% NetFlow-lite =L 7 % ® CoS fEZ T L 7,

Y7 —R)

dscp (netflow-lite =2 A7 —  NetFlow-lite = L7 % ® CoS & E L £7

4 H7E—K)

template data timeout NetFlow-lite =L 7 2 DF v FL— b F—% ZA LT 7 &4
(netflow-lite =27 AR —% 7 FLET,

ET—R)

options timeout (netflow-lite = NetFlow-lite I L7 ¥ DA T a DX A LT 7 b ERELE
JAR—=L P TE—F) B
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exporter (netflow-lite €=% 47€—F) W

exporter (netflow-lite €=4% 4 JE—F)

S

GE)

NetFlow-lite Id Catalyst 4948E 35 L U Catalyst 4948E-F A —% % v b A4 v FTOHVIFR— kS E
j‘o

netflow-lite E=4% %7 — KO AR —F ZE D YK THITIL, exporter 2~ > REFEHLET, I
I REIRT A, Zoavwy Rono BREAFEALES,

exporter exporter-name

no exporter exporter-name

340}

.'E.EI':

BH

TIAILE

exporter-name T AR—ZERELET,

nL

netflow-lite =7 AR—% $7E— R

ERLEDAA K54

]

J)y—2 EEER

15.02)SG Z D=z~ R3 Catalyst 4948E 35 L O Catalyst 4948E-F o —H#x v b X
Ay FITBEMENE LT,

WMER—N A X —T A A E—K, A—hF F¥x RV A X —T xR E— K, £721% config
VLAN £— R CZpavwr FEANTE £,

WOBITIE, R—rDFHEY M A EZ—T2A R N3 OE=F5RETDHEEZRLET,

Switch# config terminal
Switch (config)# int GigabitEthernetl/3
Switch(config-if)# netflow-lite monitor 1
Switch (config-netflow-lite-monitor)# sampler samplerl
Switch (config-netflow-lite-monitor)# average-packet-size 128
Switch (config-netflow-lite-monitor)# exporter exporterl
Switch (config-netflow-lite-monitor)# exit
Switch (config-if)# exit
Switch (config)# exit
Switch# show netflow-lite monitor 1 interface gil/3
Interface GigabitEthernetl/3:

Netflow-lite Monitor-1:

Active: TRUE

Sampler: samplerl

Exporter: exporterl

Average Packet Size: 0
Statistics:

Packets exported: 0
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W exporter (netflow-lite E=4% 4 TE— )

Packets observed: 0

Packets dropped: 0

Average Packet Size observed: 64
Average Packet Size used: 64

show netflow-lite exporter §# EXEC 2~ RZH L CREZ MR TE E 7,

BEaITUF avw vk B
sampler (netflow-lite € =4 ¥ netflow-lite €=% +7E—RDA L Z—T =24 A TH 7Y
7E—FK) TaET 7T 47T LET,
average-packet-size BINARA o FTORE ATy b A XataELET
(netflow-lite =% ¥ 7 E—
)
exporter (netflow-lite T=%  netflow-lite T=4% ¥ 7E— RKOZ 7 AR—Z 2E| Y ¥ TET,
+7E— )
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flowcontrol W

flowcontrol

R—=AX TV =R ZETHEOCFTEY P A=Y Ry b A F—T oA AERET DT
flowcontrol =~ > FZfEH LEd, 7o —HlHlIRELT 4 =7 MICT2ITE. 2O~ RO no
BREHEHLET,

flowcontrol {receive | send} {off | on | desired}

no flowcontrol {receive | send} {off | on | desired}

EBxx o receive A BE—T A ANRPE—R T —AEAHT AL HICEELET,
send AV —T 2 ARFE—X 7L — A5 EETHELIICEELET,
off O—HANV AR —=F"NVE—K R—INHR—R 7L —25ZEFELTULHELEY, U
F—h A= MIR—=X 7L —2&2EEFELEY TERVEIICLET,
on 2—H R =BV E—F F—INPOFR—X T L —LEZEFELTRELEZY, Y
EF—F A= MIFR—X 7L —L%EEFELIVTEDLLIICLET,
desired UE— b R— 2 on, off, £721F desired DWFHICHE SN TWTH, THIFTHE
RRERPELNET,
TIAIE EHEY b A=Y Ry A F—T =2 ZADF 7 /0 FREIX, RO EEBY TT,
o FR—XT7L—LOEEFToff T GEL—N—HVTRII7A4T FHEYy b A=V Xy M ¥—
Tz A R),

e R—RX 7L —LD%FE I desired T GEA—R—HBT 2RI T4 T XHEY b A=V Ry b A
H—TxAfR),

o A=A T7L—ALDEENon THD : A—N"—HBTRIFA4ATINEFHTEY N A=Y Fxv b A
V=T AR

o F—X 7L —ADOZE T desired TT (A—R—HV T 2RI 54T XHEY h f—HFv A
H—T A RA),

#2312, BEYa2a—ADT 7NV FREETRLET,

£ 2-3 EDA—LDTIAILEEE

ETa—)L R—Fk EfE

WS-X4418-GB £ L F—R—=Y T2 T4 7 Off

WS-X4416-2GB-TX S DF |R— MO T X THOR—

RTDEY 22—/ ~

WS-X4418-GB T FYL 7 R—F (1~ |Off
2)

WS-X4418-GB F—R—HBT 27547 On
A—hK (3~18)

WS-X4412-2GB-TX 7o FY L R—F (13 ~ |Off
14)
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W flowcontrol

* 2-3 EDa-LDT I+ RE

EFYa—L R—k EE

WS-X4412-2GB-TX IR TR T4 T On
A=K (1~12)

WS-X4416-2GB-TX TV R—k (17 ~ |Off
18)

avY kR E—F A B —Txf A AT 4 F¥al—ary E—FK
avy FERE J1)y—2 EEEM
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X 2 A v FITBMENE LTz,

EREDAHA R34y

K= T L —AF, Ny 77BN ThHi=DIZ, —EHM., 7L —2 52X EELETHETEZEET
R D IEBRIR N v BT

# 2-4 12 flowcontrol =~ KT send L receive ¥— UV — FEZSEIFICHREL THEATI5HE
0)?3‘5%??1/5%2“ LE,

= 2-4 send B& U receive ¥—7— FDRE
B E L
send on a—h) AR —=r BV E—K R —=F~DR—X T L —LDEEEA

F—T M LET, THIFTREZRER A5 5121E, send on DEEM % |
UE— ]\ A— k2 receive on F 7211 receive desired |[ZF%E LTV
eI LET,

send off R—A R ERR—R 7 L— A%):E—I\ R—MZEETL20%
Biik LEd, TRIFTRE/RE R 2455 121%, send off OFERE, VE—
I AR— R 23 receive off & 7213 receive des1red HEINTWDIGEAE

i LET,
send desired U sE— k "— 78 receive on. receive off, ¥ 721X receive desired
OWVTHIUCHEESIN TV TS, THIREERERASGONET,
receive on UE—F R— "B EETAHAR—X 7L —2%, a—H)L R — KL

BTEDLoIcLET, PRIFERRGEREZS DI, receive on Off
M%, VE—F &A— 12 send on £ 7213 send desired (Z5%E X T
WAGAETIFICLET,
receive off )%—Ff~bﬂ6ﬂ—ﬁwf~k f X T —AEEE LD
ILET, TRIFERARGERES DI, send off OfFEH A, U
— F T— k73 receive off & 7213 receive desired (23X E I N TV D
BT LET,

receive desired JE— k "— 7 send on. send off, ¥ 7-1% send desired D\ 1
WCRRESNTWTYH, THIFRARERNSGONET,

%25 VEEREICESHWT, SAEY P A PRy b A X —T oA ATT7a—HlHBRED LD
%ﬁ%ﬂit Ixradvz— a5 ERLET,
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flowcontrol

% 25 RAYF 84T BVa—)b. BEUR— L ORIEHE

A8—Tz4RB4T

B E

7 R4 XEht-7 0—4lfE

10/100/1000BASE-TX

HEE 1000

W7 v — il S o BOE

1000BASE-T Wloxrdrm— 3 VA WiZ7n—flEinrayr=—hahd
F—=T I RE

1000BASE-X HWEERIT o —a v 7a—ifllinr T — F SNDHRE
L

1000BASE-X HWEERIT—T 3

7 v — il 23 R S 4D RBE

i WOFITIE, EET7 e —#l#lE A X—T VT D HEETRLET,
Switch (config-if)# flowcontrol receive on
Switch (config-if) #
WOFITIE, EET7r—Hl#l%T 4 E—T7NMCTDHEERLET,
Switch (config-if)# flowcontrol send off
Switch (config-if) #
ORI TIX, ZE7 a—H#lll % desired IZFRET D HiEE R LET,
Switch(config-if)# flowcontrol receive desired
Switch (config-if) #

BEaITUF avwyFk B

interface port-channel

R=FrFX XN A H =T 2 A~DT 7 AEZEHR—
vy A2 —T x4 ZADEREITOVET,

interface range

BEOR—FT1o0a~vy ReRBIICETLET,

show flowcontrol

7 v — B D AT — 2 2B LORGEHE B E 1 >
B—T A AT LIZERLET,

show running-config

AL v FOFEITAL T 4 Falb—arE2FRLET,

speed

A E =T oA AEREERELET,
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MW hardware statistics

hardware statistics

ACL T TCAM "— R U = T#HEHER A A 2 — 7 LI F 5121%. hardware statistics =~ > K Zff [
LEd, TCAM N— R =7 HReHEBRET A B—7 T 5101, Z0a~vwr Fono B2 HHLE
7,

hardware statistics

no hardware statistics

BX DA Zoawy RICE. BIEEREF—T— RiEH Y A,
TI4INE N= BT = THEHERIZT 1 B =T T
avY kK E—F Jra—r) ary7 4 F¥al—vay B—R

av Yy FEE Jy—=x EEER
12.2(40)SG Supervisor Engine 6-E 3 J " Catalyst 4900M THHR— hInbd L o272 F
L7,

#HRAENHM K542  Supervisor Engine 6-E 35 & OF Catalyst 4900 M 3 ¥ —3® TCAM »~— R 7 = 7(2i, TN TO4HE
/QoS CAM = bV Z#ANT 5 +5372— RO = THEHERT= Y FUBRH Y EHA, LR -T, &
CAM =~V OFEFHERIZ, REIZE L TA F—TNMITHRLERH Y 7,

1 HOFEITIE, ACL ® ACE T TCAM /~— R = T#HEHER & A 32— TV T 2 HiEE R LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #ip access-list extended myv4

Switch (config-ext-nacl) #permit ip any any

Switch (config-ext-nacl) #hardware statistics

Switch (config-ext-nacl) #end

BEITUF avvF Bt
ip access list (Cisco [0S ®~==7 /L% IP Access Control List (ACL; 727 A 2> ba—/L U R
ZIR) N ZfERR L ET,
ipv6 access list (CiscoI0S ®~==7 IPv6 ACL #{E& L %7,
NEZIR)
mac access-list extended WVBEMAC T2 EA VA NEERLET,
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hw-module beacon W

hw-module beacon

N
(i¥) hw-module beacon =~ > F|Z WS-C4500X-32 7 v 7V o7 £V a— )L ETFEIFA RX—7 22 b
ij‘o
v—ar RFx bbbz —ar LED Ziil#d 5 2i%. hw-module beacon =~ > K&Z A LET,
hw-module beacon [on | off]
BX DA on LED %z 4T L ¥,
off LED #{HT L £,
T2+ E 7L
avY kR E—F Jua—) ar7 4 ¥al—ay
avy FERE yy—2z EEEM

EREDHA R34

i

I0S-XE 3.3.0SG ==~ R WS-C4500X-32 [T B S E Lz,
(15.1(1)SG)

AZA v FOFEDOE—a RE %2347, hwmod beacon =~ R AN LET, DO, F2
LV—EBAAL v FOEMANIND EETHAL v F 2R TEET, BEOEENHLHE. LED B X
CLIIZAA vF ID & LTHEREL £97),

FOOE—a2 LED A4 vF %54 L. U —a LED OIRERY W by £4-,

#ELD WS-C4500X-32 v ¥ — v BiELIZHY 1 BEOYry—vDR— K 11 26 T o —"%Hb 4
T4 . hw-module beacon on =~ FTAA v F AT L7,
Switch# hw-module beacon on

Switch#
*Feb 16 13:12:24.418: %C4K_TOSMODPORTMAN-6-BEACONTURNEDON: Beacon has been turned on

E—a AT LTV D WS-C4500X-32 BERL TWH AL v FTH,

E—a Y LED DR LTWD AL v FTHRERY—EANET Lich, B—ay R¥ &3,
hw-module beacon off =~ > N2 Ay LTt —= LED #{H/T LE T,
Switch# hw-module beacon off

Switch#
*Feb 16 13:12:18.083: %C4K_TIOSMODPORTMAN-6-BEACONTURNEDOFF: Beacon has been turned off
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W hw-module module start

hw-module module start

N

(F)

hw-module module start =~ > Ni{Z WS-C4500X-32 7 v 7’V 7 £ a2a— /)L ETEITFA R—T
W20 £,

Y 2 — /LR EIE L% EEI T 5121E. hw-module module start =~ > R&fEH L £,

hw-module module number start

XX DEREA

TI2HIE

number

Ty 7Y s BV a—N 1D, WS-C4500 ICM—BH S 2 EIL2 TT,

L

Ja—N") a7 4 ¥al—v g

EREDHA R34

i

Jyy—2=
10S-XE 3.3.0SG
(15.1(1)SG)

EEEmR
Zoa~wy RH WS-C4500X-32 ([ZBMShE L,

hw-module module number stop =~ > Rz T 270 OIR RZ 2 L TEIELIZEY 2 — /L&
3 %(21X, hw-module module number start =~ > K& AT 2570, WEAICEY 4 L TH 5 FF
ALZET,

WOFNE, T 2a—ANEIEL TWAEAICZDa~vy FEANLEREEZRLTWET,

Switch# hw-module module 2 start
Switch#

*Feb 5 16:36:27.352:
*Feb 5 16:37:15.902:
JAE15340C0J Hw: 0.1)
Switch#show module
Chassis Type : WS-C4500X-32

%C4KilOSMODPORTMAN—6—MODULEINSERTED: Module 2 is inserted
%C4K_IOSMODPORTMAN—6—MODULEONLINE: Module 2 (WS-X4908X-10G-TIM S/N:
is online

Power consumed by backplane : 0 Watts

Mod Ports Card Type Serial No.
———t———— e fom Fo—m -

1 32 4500X-32 10GE (SFP+) WS-C4900X-32P-10G JAE153505E9

2 8 10GE SFP+ WS-X4908X-10G-TIM JAE15340C0J

M MAC addresses Hw Fw Sw Status
B e ettt fom o fom - fom

1 0022.bde2.1061 to 0022.bde2.1080 0.2 15.0(1lr)SG(0 0.DEV-0 Ok

2 0022.bde2.1579 to 0022.bde2.1580 0.1 Ok
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hw-module module start W

Switch#

WOFIE., T a—ABMEIEL TN a~vy RE AN LEERE TR L TCWET,

Switch# hw-module module 2 start

)

% Module 2 not stopped

BEaITUF avwyFk B
hw-module module stop EVa—NEYVYy N LT, BRIV AED LD
WZLET,
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W hw-module module stop

hw-module module stop

N

(F)

hw-module module stop =~ > Nix WS-C4500X-32 7 vV 7 Y a— /N ETEIFAR—T )V
20 ET

EVa—NEVYyy b XU LT BERIZEVAE D X 5127 512X, hw-module module stop =~
Y RFEADLET,

hw-module module number stop

XX DEREA

number

To7ZVrr ®Ya— 1D, WS-C4500 [ZME—@H S 2 E1E 2 T,

TI2HIE

L

Ja—nN)p arZ 4 FXal—var

BEREDAA FS54>

7

Jyy—2=
10S-XE 3.3.0SG
(15.1(1)SG)

EEEmR
Zoa~wy RH WS-C4500X-32 ([ZBMShE L,

OIR RZ v %&HTZ L, Ty 7V vy FYa2a—L® OIR ZBtEL £9,

WOBNE, €Y 22— REEL TV DHHAIC hw-module module stop =~ > RE AN LIZfEREZRL
TWET,

Switch# hw-module module 2 stop

Proceed with module stop? [confirm]
Switch#
*Feb 5 16:34:37.325: %C4K7108MODPORTMAN—6—MODULEOFFLINE: Module 2 is offline

Switch#show module
Chassis Type : WS-C4500X-32
Power consumed by backplane : 0 Watts

Mod Ports Card Type Serial No.
———fm - e fom - oo

1 32 4500X-32 10GE (SFP+) WS-C4900X-32P-10G JAE153505E9

2 8 Module being held in reset WS-X4908X-10G-TIM JAE15340C0J

M MAC addresses Hw Fw Sw Status
B et Fom o e it -

1 0022.bde2.1061 to 0022.bde2.1080 0.2 15.0(1lr)SG(0 0.DEV-0 Ok

2 0022.bde2.1579 to 0022.bde2.1580 0.1 In Reset

Switch#
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hw-module module stop W

WOHNE, €Y 22— RN T TIELE LTV 584512 hw-module module stop =~ > K& AJ L7zf5HE
ERLTOWET,

Switch# hw-module module 2 stop
% Module 2 stopped

BIEa<T VR avwyk B
hw-module module start BEEENTWARE Y a— L2 EHLET,
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M hw-module port-group

hw-module port-group

EFEVa2— A TEAEY b A=Y Ry P A X =Tz AFTF N0 FHEY F A —F Xy b 2 F—

7 A A% ®EIRT 521X, hw-module port-group =~ > R&#H L E T,

hw-module module number port-group number select [gigabitethernet |

tengigabitethernet]
BXDHH module FIRE Y = — L 2 HEE LE T
number TwinGig 2> N—=H ZH K= FLEV2— NV ERELET,
port-group number AA v FDR— b TN—TEKE,
select A B =T A A XA TEEELET, FRHREEIFT Y b A —F
Xy PBLPI0FXFTEY b 4 =YXy FTT,
gigabitethernet (EE) ¥y b A—Fxy FERELET,
tengigabitethernet (FEE) 10 X Ty b A =¥y FEEELET,
FTI+ILE 10 5w b,
a2k E—F Ja—s\L ar7 4 ¥al—ar F—R
av Yy FEE Jyy—= EEEH
12.2(40)SG TwinGig = > "—% EV 2 — L OHHR— h3BmEnE L,

EREDHA R34

Z ® =~ R, Supervisor Engine 6-E X°> WS-X4606-10GE-E 72 £, TwinGig 2 > /3 —% £V a2 —/b
%Y R— h9 5 Cisco Catalyst 4500 € = — /L THHR— b ENTHET,

i WOFITIX, TwinGig =2 > N— % Z 1+ % WS-X4606-10GE-E TEXHE Y b f —H Ry b 2 F—
T A ARBRRT L HiEERLET,
Switch# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# hw-module module 1 port-group 1 select gigabitethernet
Switch (config)# exit
PEHFT HIZIL, show interfaces status =~ R&EfHHA L E T,
BEavUF avwuk St
show hw-module port-group FEVa— D X2EBE—NARNEDOL I T NA—TLE T
DRI LET,

A B =T ADAT —H AFE T errdisable 27— b
WWhBA 2 —T 2 ADY A NERFLET,

show interfaces status
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hw-module power W

hw-module power

An ey M EZIXERRE Y 2 — LV OEREY A 7123 5I21E. no hw-module power =~ > Raffif L %
7, ERE A IZRETIZIE, hw-module power =~ > R&EHEH L E T,

hw-module [slot | module] number power

no hw-module [slot | module] number power

BX DA slot EE) vry—vDAay hERELET,
module () FBEYa—NLaEELET,
number 2oy hEEERITEY 2 —LEF 5,
T2+ E BN ICERN A TR £,

avy kE—F ra—nNar7 4 ¥al—vay T—K

av Y FERE Jyy—= EEEM
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X 2 A v FITBMENE LTz,
12.2(18)EW slot ¥ =7 — KB X O module ¥—V— KBNS E L,

EHLDHM1 FS54> no hw-mod mod x power =~ > KZ AL, 74— KD OIR Z{To7#, 27 4 Fal— 3
VidHERR SN, EHEN AV y—vADO R y MR LTEZITT,

] KOBITIE, Any b5 IChDIES2—VOBRE A 70T 2 HEERLET,
Switch# no hw-module slot 5 power
Switch#
BEIYUFR avwyFk St
clear hw-module slot password ATV NEREY 2—NVDRAT— %27 U7 L
£7
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Bl hw-module system max-queue-limit

hw-module system max-queue-limit

=P RFTRTOAS v F =T 2 ADF 2 —HflfR%E 72— SVIEBETE L L OICT 51T,
hw-module system max-queue-limit =~ > FZEA L ET, 7o — AREZWRVETITIZ. Z0=
~ Y RO no JBREHHL £,

hw-module system max-queue-limit max-queue-limit

no hw-module system max-queue-limit max-queue-limit

BXOHH max-queue-limit FTRCOL v =T = A ADF 2 —HIREIEELET, A7
X 1024 ~ 8184 T¥, ZD/NNF A—F (L 8 DFEIZT 405
N b ET,

T7HIE F 7 bk TIE AR A

a2V F E—F Ja—L ar7 4 Xal—ay =R

a7 FEE yy—2 LTEER

BEREDAA FS54>

7

15.0(2)SG1 & IO~y RH Catalyst 4500 ) — X A4 »FITBMENE LT,
3.2.1S8G

Zoavwry REFHTLIE, TXTOA U F—T oA AZFa2—HlREEGeR) o—%2@WHT 5D TIX
R, TARTOA L F =T 2 A ADF a2a—HlRE /0 — VIEET LI ENTEET,

I e—o )y ar 7 4 Xal—vary avy RTY, ZIUIR— FENL, 7 T RHEAL
queue-limit =~ N THEHZT L LN TEET,

AP RT R A== N F 2 D LT, Zoavr P2 e, = Y2 mEsT
DRERHYET, WEA—SN—=AHF 2 DT, WHFDOA—S— A =V OFEH) %
]9~ 5 121X redundancy reload shelf =~ K2 AT HLERH Y £9°,

WOFITIE, Fa—HflRE 1024 1272 — VIR ET D HFIEEZRLET,

Switch> enable

Switch# configure terminal

Switch (config)# hw-module system max-queue-limit 1024

Need to reboot to take effect max queue limit

Switch (config)# exit

Switch# reload (for standalone supervisors)

Switch# redundancy reload shelf (for reduandancy supervisors in SSO mode)

or

Switch# redundancy force-switchover (followed by another redundancy force-switchover, for
reduandancy supervisors in RPR mode
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hw-module uplink mode W

hw-module uplink mode

HHNy 7 7T L — 1 F 10T tengigabitethernet T— FZHEHTE 2 LH 1T v 7V 7 T—REEFHEL
EFT, AN I T =0 Ty TV F—FET A E—T AT DT, Z0avy Fone B%E
EALET,

hw-module uplink mode [shared-backplane | tengigabitethernet]

no hw-module uplink mode [shared-backplane | tengigabitethernet]

B DA

TI2HIE

T
rH
|
™.

avy

shared-backplane (EE) JLEE— RCTEET 2354A . Supervisor Engine 6-E 38 L O
Catalyst 4900 M v ¥ — D7 a v X7 RK— K LTA4HED 10 ¥H
By A=Yy N TV U7 E2BELET,

tengigabitethernet (1F:7) WS-X4640-CSFP-E F 1 > 71 — R % i 2 7= Supervisor Engine 6-E
T2EO1I0FHEY b A=Y Ry F Ty TV U7 EFELET,

20010 FHEY h f—HF vk K hEZ 400 1 FHEY b A —HF %y k B F T 22—
N NP = D THEHTEET,

Jya—\) ar7 4 ¥=zlb—vary T—R

ATy FEE

BEREDAA FS54>

Jyy—=x EEERR

12.2(44)SG shared-backplane & — 7 — R73, Catalyst 4500 U —X A v FITBIMEH
L7,

IOS-XE 3.3.0SG  tengigabitethernet —7 — K73, Supervisor Engine 6-E [Z:8/I S 41 FE LTz,

(15.1(1)SG)

hw-module uplink mode shared-backplane =~ > RZ#H L7 v 7V v 7 £— REEETHHE
L, VAT L2V —RTOUERHVET, a2 YL, Vr—RZ2RTAyE—URRRIN
F7.

6 £721X7 Am v b ¥ — (Catalyst 4506-E, 4507R-E. ¥ LT 4507R+E) @ Supervisor Engine
6-E DA, "— R =T OHIBIZEDV T 74V DT v 7Y 7 E— KTk WS-X4640-CSFP-E &
A H—REREOAR v FTREITE £ A, TenGig E— FE AT 5121E, hw-module uplink
mode tengigabitethernet =~ > FOANKRIZT AT 252 ) 0 — RTHUERHY £7, KT 7«
Fal—VvalZAY— Ty ar7 4 Xalb—a VIRFER, &ZEIT NVGEN | %Méniﬁ
VAT LEY r— K3 5E0Z, show run |incluplink =~ > FEFEHALCT v 7' ) 7 REEMHET
xF¥9, X512, show hw-module uplink =~ > REZ AL TT v 7V vV F— RERRTEET,
ZhiE, BEOT v 7Y 7 F—FBIOVATADY o— FEOE— REZLR—FLET,

7y 7Y 7 TenGig E— FTIX, 7y PV U ZI3HNREE—RENEE—RD 250D 10 ¥ > k
A= Xy h AV EF—T x4 ATHIBRENET, FHTEY F A=V Ry M A F—T A R THF—
SN TWEFA, WS-X4640-CSFP-E 714 U I —RIZ6 BLUNT Ay b ¥y —TDOREDRAR Y
FCEBLET, 7740 F EF— FIZRTITIL, tengigabitethernet €E— R TV AT A% Vo —RNLZE
7, SharedBackplane £ — R, ¥ A7 ADY v — FPNLERT 7 4L b F— KL TE E T,
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W hw-module uplink mode

hw-module module x port-group x select gigabitethernet =~ > N, gigabitethernet & — K% &R
LWk 2T 5020127 7Y 7 TenGig E— R Ty ry 7 SnEd,

1 WOFITIE, HENN 7 TFL—> T o F Vs T— R FZ—TNMIT 5 FEERrLET,

Switch (config)# hw-module uplink mode shared-backplane

A reload of the active supervisor is required to apply the new configuration.
Switch (config)# exit

Switch#

WOFETIX, HER 7 L—0 Ty FV o E— R NeT 4 =TT 5 HEEZRLET,

Switch(config)# no hw-module uplink mode shared-backplane

A reload of the active supervisor is required to apply the new configuration.
Switch (config)# exit

Switch#

ROBITIE, 77V 7 T—= NOBEORELZZRTLHEEZRLET,

Switch# show hw-module uplink
Active uplink mode configuration is Default
(will be Shared-backplane after next reload)

A reload of active supervisor is required to apply the new configuration.

BEaTU R avwyk BILL]
show hw-module uplink N—=—R7 =T Fa—NDT v 7)o 7EREFERLE
S
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hw-module uplink select W

hw-module uplink select

GE)

WS-C4510R ¥+ — @ Supervisor Engine V-10GE % 721X WS-C4507R >+ —® Supervisor 7L-E
TIOXATEY M A—H Ry FELEFITEY b A —Fxy b T o7V 7 2FRT DI,
hw-module uplink select =~ > F&fiH L £,

Supervisor Engine 7L-E £ 10 A2 > k ¥ ¥ —3 (WS-C4510R) TIEHHR—FENEHA,

hw-module uplink select {tengigabitethernet | gigabitethernet | all}

hw-module uplink select {tengigabitethernet | gigabitethernet} (Sup-7L-E ®7)

7" = all I& Supervisor Engine 7L-E TidHh R — h I EH A,

BX DA tengigabitethernet (EE) 10X H ey M A —F %y b ToF Vo iigELET,
gigabitethernet (EE) SHEY P A=V Xy N Tov7 V72 BELET,
all ER) T X TCoOT7 7V 7 %BELET I0XFTEY b A—
Py bPBLOFHEY b A —F % B,
TI#4IE tengigabitethernet

avYkE—F

Ja—)ar74FX¥alb—vary E—FR

av Yy FERE yy—= EEEMR
12.2(25)EW ZDa~w R Catalyst 4500 >V — X A A » FITEME L E Lz,
12.2(25)SG all ¥— U — FO¥H— haSBMSNE L7,
15.0(2)X0 WS-C4507R O3 ¥ — D Supervisor Engine 7L-E JHOT v 7V > 7 R—+ D
Bz, A== AF o vroE—F (H-FER) BLOT T
E—FOHE (1 F¥HTEY FERIFI0FXFTE Y M) IZEoTHREY £77,
EREDAARSL4Y 10D Ry FE#EH L TWS > v —3 (Catalyst 4510R 35 L U 4510R-E) (ZH Y 115 7= Supervisor

Engine V-10GE (WS-X4516-10GE) Tix, 7v 7V >V FT—REEBLIEZAF— T v 7 a7 4
Fal—ar 279 vva ARVICabt—LTYVATAZHEHLTH, AT AIHLWT v 7
Vo E—RFRTEBLERTA, 77V 7 TE—FEEH LAY — T v T a7 X2l —3
VETZ Ty va AEYIZat—LibE, av L R AU —T oA ARATH LT v v r E—
RIZAEELThD, VAT AZHESTAILERHY £, ZOREICLY, VATLARH LT v
Vo #—RCEEBLET,

Supervisor Engine V-10GE 5 & U' Supervisor Engine II+10GE 1, 10 ¥4ty b £ —HFx v hBI W
XHEY A=Yy b7 v 7V 7 R— a2V AR— b LTWET, Supervisor Engine [I+10GE T
E, FCT_XTOT v 7Y 7 R— M EHEHFIEETY, FRIZ, Supervisor Engine V-10GE %

W-C4503, W-4506, 7213 W-4507R & ¥ — VIl T 2 &, T_XTOT v 7Y 7 A— bVl
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W hw-module uplink select

FARHE & 72 0 £9°, Supervisor Engine V-10GE % W-4510R ¥ v — I L2541, 10 ¥ HE >
M A—H%o T Ty B b FHE b A —FFy b T o7V s e b, EEFRT
DT w7V K= rOFPZRIRTEET, $TOT7 v 7V 7 R— O ZERT 556,

10 ZBHDA® v MME WS-X4302-GB A A v F 7 T4 —RiZF&EHHR—bLET, ZOav KN
DENRLDIE, Ve — RRIEHESND Z LICER L TL7ZEW (redundancy reload shelf =~
v ROFELTH),

T v T U T OBRFIIHHCRECNN— Ry =770l 7 88N, TITATRT v TV I %
EETHIE, 2074 Fal—val2RELTASNyFE2IR—RTHLERSVET, T 7Y
VIDBREEERETDHE, VAT ADIGE L LTAAL v F &2V a— RTH20LERHHZ L E2EMT S

AvE—UNRRRIN, OLEE—NIH-T) AAM vy T &Y r— RT5HEG)La~vy RBRINET,

all ¥ —U— FZERTLHE81F, 10 FEHORA T Y EBZETH D0, £721L WS-X4302-GB A1 v F
T EVa—ARROATEN TS Z LA LT EIN,

Zoazwr Riine BREH Y XA, REXZMVHETIE, Ty 7V 7 2RETLISLERDHY F
D

WS-C4507R @ % — N ® Supervisor Engine 7L-E TiX, 7 v 7V 7 7Y a OFITA— 13—
NAP = PrpE—F (B—F730ER) BXOT7T vy 7V 7 £—FORE (1 ¥y MERI
10 X5y R Ik THEY £,

H—ZA— X[ F— ]

B — A —/3— /31 % £ — FCIL, Supervisor Engine 7L-E (I K 2 HD 10 F A > hEiL 4 HD 1
FHEY A= TT 7V 7REEZFR—FLET (£ 2-6),

% 2-6 B—Z2—R—NIHF E—FOT7yTILs +Fvay
COEBRAEES 1 —LOEAEHE TERARE

AAy +1 ROy F2 XAy 3 (RO 4 | GEE (FEIE)

AR RIA L A E =T 2 A A5 10 X HE Y NEMEZRIRL £,

SFP+ SEP+ — — 20 Gbps

SFP+ SFP — — 11 Gbps

SFP SFP+ — — 11 Gbps

SFP SFP — — 2 Gbps

AR RIA L A B =T 2 A A6 | XAy NEIEZBIRLET,

SFP SFP SFP SFP 4 Gbps

TEA— RS P T |

JLE A —/ 38— N1 ¥ £ — KT, Supervisor Engine 7L-E X 1+1 (10 ¥HE > f £—FT) BIW®
242 1 ¥HEey b E—FKT) 2¥VFR—FLFET (F 2-7),

GE) TEMoVFE—RFMIATy 3 E41213HY A,
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hw-module uplink select W
= 2-7 RER—IR—ILI Y E—FOT7Y TV £TF>3Y
FOT4T R—=18—1 LY | RB 2L Z—18—13( ¥
Ty Ty K—F Ty Ty K—F
COEBRAEES 1—LOMEAEDLET
A1 A2 A3 Ad B1 B2 B3 B4 SRk AT RE A R A
aAv U RTIA L AV E—T oA ADD 10 XAy FEIMEEZRIRL £,
SFP+ |— — — SFP+ |— — — 20 Gbps
SFP+ |— — — SFP |— — — 11 Gbps
SFP |— — — SFP+ |— — — 11 Gbps
SFP |— — — SFP |— — — 2 Gbps
AU RTA L AV E—T oA AL | XAy FEIEZRIRL 7,
SFP \SFP \—— \—— \SFP \SFP \—— \—— ‘4C%ps
U] ROBITIE, FHEY 8 A —FFy N TovF V7 28RT 5 HEEZRLET,

GE)

GE)

(E)

Switch (config)# hw-module uplink select gigabitethernet

A reload of the active supervisor is required to apply the new configuration.
Switch (config) # exit

Switch#

XTHEY b A=V Ry b T o7V 7, RIZVa—RLEHELT 7T 4712780 £,

WOPITIE, SSO F—FDILRV AT LATHEAHE Yy b A=V xRy b T o7V o7 2@RY 5 HikzxR
LT,

Switch (config) # hw-module uplink select gigabitethernet

A 'redundancy reload shelf' or power-cycle of chassis is required to apply the new
configuration

Switch (config) # exit

Switch#

FHVEY A=Y Ry b ToFV 73 RIZTY—¥ /=272 )n—RNLiEbLicT7 7T 471
BOET, V=Y /v T E) a— RT BT,
redundancy reload shelf =~ > FZEH L 7,

KOBTiE, RPRE—RDOILEVATATE Iy b A=V Ry N T o7 o7 E28IRT D HEER
LET,

Switch (config) # hw-module uplink select gigabitethernet

A reload of the active supervisor is required to apply the new configuration.
Switch (config) # exit

Switch#

FHEY DN A—Y XY N T TV TIE, TIT AT A=A 2PV DAL v T A —"—F
XV a—RBHCT 77 4 7120 97,

WOFITIE, SSO FE— FDTLEV AT LTTRTOT v 7Y 7 B8RS 5 HEE R LET,

Switch (config)# hw-module uplink select all
Warning: This configuration mode may disable slotlO.
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W hw-module uplink select

A 'redundancy reload shelf' or power-cycle of chassis is required to apply the new
configuration.

Switch (config) # exit

Switch#

GE) all F—U—FREBIRTIEE, A== P DD 10FERBDAT Yy FTHR—FENDDIT
Drome R— R721F T,

BEEav> R avwvk B
show hw-module uplink N—KRDU 2T Ea—VOT v 7V I7EREZFERLE
‘d—o
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instance M

instance

VLAN F721X VLAN Ot > h% MST A v AZ A2~ vy B 7451214, instance =2~ > N Z&ffH
LET, VLAN Z2HiEA LV AZ LV ADT 740 MIRTIZE, Z0oa~vr Rono BRXEFEHALET,

instance instance-id {vlans vian-range}

no instance instance-id

BX DA instance-id JEE L7 VLAN O~ v Er 75725 MST A A% A, BEMEDHH
X0~ 15 T,
vlans vian-range BELEA LV AZ AL~y B 7 T5 VLAN OFSERELET, =
DF I, 1 DOEE 2T #EEZ A LET, AMEOFEIT 1 ~ 4094
<.
TIAIE <y B TIETF 4= A TT,

avy Kk E—F MST a2y 7 4F¥al—3y gy T—FR

avy FEE =2 EREEM
12.1(12¢)EW Z Dz~ RS Catalyst 4500 &V — X A4 v FITBNSE LT,

FREDHLARSAY <o o203, Ml TiaR< E50TbhE S, VLAN Ofi %2 AN L-5a. Z O#PHIZEEF
® VLAN [ZEBMEN D0, £F72I13BEFDO VLAN 226 8IS E 7,

<y BT ENTWRWVLAN i, CISTA v AZ VAR BT ENnET,

i WOEITIE, VLAN OfFA%Z A L AZ L A2 IC~v vy B 7T 5 kxR R LET,

Switch(config-mst) # instance 2 wvlans 1-100
Switch (config-mst) #

WOFTIE, VLAN A LV AZ VA Sy B 7T 5 5E2RLUET,

Switch (config-mst) # instance 5 vlans 1100
Switch (config-mst) #

WOHITIE, AV AX A2 05 CIST A4 v A% A2 VLAN O#i =B84 25 FiEE R LET,

Switch (config-mst)# no instance 2 vlans 40-60
Switch (config-mst) #

WOFITIE, £ LV AZ A2V BT ENTZTRXTO VLAN % CIST A VA ¥ AR T k%
RLET,

Switch (config-mst)# no instance 2
Switch (config-mst) #
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W instance

BEEa<2 av vk EiEA
name MST VU—Va &R ELET,
revision MSTa2 7 4Xal—varDlEvarFBEaEL
F7
show spanning-tree mst MST v F ai@asRrLET,
spanning-tree mst configuration MST 2> 7 4 Fal—ay 37— RREHBLET,
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interface

interface M

RETHIA LV E—T oA AEZEBIRN L, f v F—TxA X a7 4F¥al—ay T— RefthT 512

X, interface =~ R&fH L £,

interface type number

BX DA type RETHA L H—T = A ADEA T, HHEICHOWTIE, £2-8 %2
LT a0,
number EFEVa—NLEBLOFE— N EE
T24+IEK LB —T oA A B TIFBRESNEE A,
avTY R E—F ya— ) ary 74 ¥al—vay B— R
av Y FEE Jyy—2= EE T
12.2(25)EW OXFHFEY F A=V Fy N AL F—T 2 AEEHDLLICTEESISRE LR,

EREDAHA R34y

# 2-812, type DAMEETRLET,

= 2-8 type DEZNE

*—0—F EE

ethernet A —# %> b IEEE 802.3 A % —7 = A 2T,

fastethernet 100 Mbps f =% %> b f =T = A ZATT,

gigabitethernet ¥HEw N A —HF> b IEEE 8023z 1 v ¥ —7 = A A TY,

tengigabitethernet 10 ¥y b 4 —H%xv b IEEE 802.3ae £ > ¥ —7 = A AT,

ge-wan X¥HEw b £ —% %> b WAN IEEE 802.3z 1 > % —7 = A AT,
Supervisor Engine 2 O A 38¢ & 417z Catalyst 4500 > U — X XA »F
THR—FINTHET,

pos Packet over SONET A v #—7 = A X Frtv¥% LDy h OC-3 A
VB —7 x4 ATY, Supervisor Engine 2 DL IE I
Catalyst 4500 ¥ U — X ZA v F THR— SN TVET,

atm ATM A > &% —7 = A A T9, Supervisor Engine 2 D&% E S 172
Catalyst 4500 >~ J —X A4 v FTHR—FENTWET,

vlan VLAN A % —7 = A ATT, interface vlan =2~ FZSML T2
I,

port-channel R—hk Fx 3V A% —7xAATT, interface port-channel =~ >
REZRLTLEEN,

null I A H =T oA AT, HHEIZO T,
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W interface

15l WL, 77 AP A =YXy b A X =Tz A R4 TA LV HE—TzA A AT 4 Fal—Tay E—
NEBBT 26 %2 L ET,
Switch (config)# interface fastethernet2/4
Switch (config-if) #

BIEa<T VR avwyFk BL

show interfaces AU HE =T AEREESRLET,
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interface (REBXASvF) M

interface ({RFEX A4 v F)

WETDA L HF—Tx2A AZERL, /2 F—T A A AT 4Falb—ar T— KRBT HIC
%, interface 7 u— )L a7 4 Fal—v gy FT— K awr FeEHALET,

interface [interface switch-num/slot/port.subinterface}

EX DR interface RETDHA =T =24 ZAEBELET, ARRMEICONVTIE, R
2-9 ZZML T TEE0,
switch-num A4 T ID ZRELET,
slot 2y MESERELET,
port R— bEFTZRELET,
.subinterface R—b P TA v F—T oA AEBESEEBEELET,
T72XIE A F =T A XA TIERESNER A,

avwv kR E—F

Ja—) ar74FX¥alb—vary E—FR

avy FEE

)= EE&EM

Cisco I0S XE 3.4.08G 35 L8 Catalyst 4500 + U — % A A v FCTHHE— FBEASNE LT,
15.1(2)SG

HHEDHA K51V

Catalyst 4500 J—X X4 9w F Ciscol0OS IR F YI7L YR YY—R 108 XE 3.4.0SG £ KU 10S 15.1(2)SG

# 2-912, type DFEMEETRLET,

& 29 type DEE

*—7—F ER

fastethernet 77 AN A —% 2> b 8023

gigabitethernet X¥HEy A —Y x> FNIEEE 8023z 1 X —7 = A AT,

tengigabitethernet 10 ¥y b £ —H% %> ~IEEE 802.3ae f ¥ —7 = A ATY,

vlan VLAN A > #—7 = A AT, interface vlan =~ > FZSHB L <72
AN

port-channel A=K FxxNV A %—7=xA4ATT, interface port-channel =~ >
RESH LT EEN,

null XN A B =T 2 ATT, FOMEIL 0 TY,

tunnel hox A F—T AR

[ oL-27596-01-J
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W interface (REBXA vF)

5l WIZ, A vF 1, V22— 2, KA— I 4 O GigabitEthernet f > F—T7 = A A TA L Z—T =4 X
A7 4 F¥alb—rary F—RefBTO0EZRLET,

Router (config) # interface gigabitethernet 1/2/4
Router (config) #

BEEav> R avwy kR Bz L]
show interfaces ({KABER A v ) BEDA VI —T oA ANRBEIT DT 74 v 7 BERL
ij—o
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interface port-channel W

interface port-channel

—FF YR A H =T A AT 7B AETIIIER T 5121E, interface port-channel =~ > N %
mHALET,

interface port-channel channel-group

EX DA channel-group R— b Fy N I N—FFKETT, AOMEOHMEIT 1 ~ 64 TT,

TI2HIEK ZOavy RICET 740 MRERS Y 8 A,

avykE—F ra—nNar7 4 ¥al—vay T—K

avy FEBEE yy—=x EEER
12.1(8a)EW Zd=a= KA Catalyst 4500 U — X A v FITBIMENE LTz,
BREDALARSAY WAL 2 —T A ZEF v 3 ZA—FICED Y THRNCR— b F ¥ F A o Z—T = A ZAEAER

THMNEEIHY A, R—F %»«2‘\11/4/5' T x4 A i\ F v Z) T —TNEORY O A
VHE—T A AZBIFE L EEICHBNICER I NET (FEERSI N TOHRWER),

if:\ interface port-channel =~ FZ A LT, A—bF F¥ X2V EERTHI L HTEET, 2D

BE, VAT 3 A —F FrrABMERSNET, LA V3R —F Frxrzlb A Y 2R —F Fv
7\/1/ CEETDHITIE, WA 2 —T oA z%ﬁw*w T N—TIZH) BT BRI switchport =< >
REFERALET, R—F FXRNVIZAUN R IR3HI5EIE, F—h Fr XLz A Y3 nbLA
Y2IT, FRFIVAV2RHLAT3 CWETJé'itL/VO

F ¥ XN TN—THND 1 DOFR—F F ¥ FTETRHFATINET,

FE LAY 3R—F FxxN A Z—T 2 AFINV—TFT v R A F—T =4 ATT, MWET7 7 A
A—PRY N AL E—T 2 ATLATYIT RLRAZAL X =TI LARWNTLIEEN,

CDP #fEHT2GEIE. M7 7 A A — PRy b A v X —T =2 ADHKLTHEL, "— b F¥ 3/
AVH =T 2 A ATIERELRNTIEIN,

i WOBEITIX, Fv RN TN—TFZN 64 DFR—F FX ) A4 F—T A ZAEERT B IEERL
7,

Switch (config)# interface port-channel 64
Switch (config) #
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M interface port-channel

BEaYYF avwyk BL
channel-group EtherChannel 27 /L — 7| EtherChannel A > % —7 = A &
ZEID YT THRELET,
show etherchannel F % % /L@ EtherChannel F# &£/~ L E7,
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interface range M

interface range

a<v v REEHEOR— N CTRFIZEITT HI21E, interface range 2~ REFHEH L £,

interface range {vlan vian id - vian_id} {port-range | macro name}

BAX O vlan vian_id - vian_id — VLAN il 2 57E L £ 3, A2 1 ~ 4094 T,
port-range RN— LD, port-range DAHNED YV X MZHoWTIX, (A Eom A R
TAV)] OHEESRLTIIEIN,
macro name ~ 7 ufERELET,
T2+ ZOawy RIZET 740 MEENRH Y 8 A,
a2k E—F su—r ) ar7 4 Xalb—vary E—F
AV HE =T x2A AT 4F¥alb—rgy ET—NK
av Yy FERE J1)y—2 EEEM
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X A v FITBMENE LTz,

EREDAHA R34y

12.1(12¢)EW YEIE VLAN 7 R L Z0%R— b BN EhE L7,

interface range =~ > NiZ, BEfF® VLAN SVI TOAMATE £4, VLAN SVI 2 £ 51,
show running config =~ > FEZ AN LET, RSN VLAN IX, interface range =~ RN Tfifi
HATEERA,

interface range =~ > KN CAN L72fHix, BEFOT_TCTH VLANSVIIZHEH S ET,

~ 7 a&fHAT 512X, FAiZ define interface-range =~ > R CHiIAZ ER L TR MLERH Y £
R

A— MK L TITh D TR TORELFIL NVRAM I fF S E 373, interface range =2~ >
RTHERR S 7oA — MG TX NVRAM ICI3RGF SN ER A,

R— MHPHIZRD 2 2O FETADTEET,
o RRKS53OFETOFR— MNOHAERELET,
o ERFEHDO~IuLIEELET,

A= 2R ET DI, TREA— ME~ 7 004 ZHECEEY, N— MEIZE—OFR— ¥
AT THERESNTOALERDLY . 1 SOHRPFANOFR— FREEOT 2 — L Aa2E-NE2 L3 Tx%
v,

lHOa~vy RTERETEXAR— MIFIZIHZKTS DT, £#EL I~ TRU->THELET,

HIAZERT DL &I KHOR— b eng 72 () OMICANR=2AZANTLRHENRDY £7,
interface range gigabitethernet 5/1 -20, gigabitethernet4/5 -20.

[ oL-27596-01-J
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M interface range

port-range x AT 5 & X%, WOBXEFEHLET,
* interface-type {mod}/{first-port} - {last-port}
* interface-type {mod}/{first-port} - {last-port}
interface-type DFREITIRD LB Y T,
e FastEthernet
* GigabitEthernet

e Vlan vian_id

RILa~vry RCv b —To A AFEHOBEFE2BET DI LITTEERFA, v 7B Z2/ERR LT
%, WiAZBINTCEET, A ¥ —T =4 AEWAZTTIZATILTWDLEAIL, CLI Tv 27 a2 AJ)T
XFEH A,

port-range [ETITH—A L F—T 2 A ZAZEETEET, TOHT, ZTOa~v 2 N interface
interface-number 2~ K EHELI L TWET,

i WOHITIL, interface range =~ FZEA L CTA % —7 = A Al FE 5/18 ~ 20 Z45E 3 2 ik
R LET,

Switch (config)# interface range fastethernet 5/18 - 20
Switch (config-if) #
WIZ, R— M~ 7 v 2 FZ1T7T 502 R LET,

Switch (config)# interface range macro macrol
Switch (config-if) #

BZEa<F = R
define interface-range A B =T oA ZAD< 7 aZ B LET,
show running config (Cisco IOS D~  AA vy FOEITAL T 4 Fal— a3 2FRLET,
:::177/V%E§§Hﬁ)
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interface vian W

interface vian

LA ¥ 3 @ Switch Virtual Interface (SVI; 2 A v FREA H—T = A4 R) ZIERLTZD, ZDA
H—T 2 A AT 7 ®A LY I 5I201%, interface vlan =~ RZfEH L E£9, SVI ZHIRT 51
X, Zoa~r Ko ne ERNEHHAL ET,

interface vlan vian_id

no interface vlan vian id

B vian_id VLAN OF 5 T4, AMEOHIIE 1 ~ 4094 T,

FTI2AILE Fast EtherChannel I35 € SN FH A,

a2 kK E®—F ra—r )L ar7 4 ¥al—ay T—R

avy FER yyy—x EEER
12.1(8a)EW Z® =z~ R Catalyst 4500 >V — X A4 »FIZBMEE LT,
12.1(12¢)EW JEET RL oy v ZodR— R BIEnE L,

BRAEDHA FS4Y  SVIIE, #ED VLAN IV T interface vlan vian_id =~ > RERINCAS LIZ & IR S E
o vian_id 1%, ISL £721% 802.1Q # 7ML T v 7 OF —% 7 L — AICBEEAfTT Hiv/c VLAN
2T FET 78 A R—MIHEEESNT VLANID [ZRYS LET, VLAN A F—7 = A 2% HH
WHERRT BTN A v E—UNREREIND D, AN L7 VLAN BZENRIELWNE I e T
7
no interface vlan vian-id =~ > K& A LT SVI ZHIB L1254, BEM TN v =T oA A

WEEHIICEI EOX T AT — R NMZRY | it ~—27 &hET, HIBRLIEA V¥ —7 =1 AT,
FLIK: show interface =~ R TR REI N LD 9,

HUBR L7= SVIiX, HIBRUL7zA > ¥ —7 = A A2k L T interface vlan vian_id 2~ K& AJTHZ &
T, BICETZENTEET, A ¥ —T oA AFEILLETH, LRIORED KNI KbIVET,

fl WOBITIE, B LV VLAN % 5% LT interface vlan vian_id =~ > R & AJ LI=BE O &%
LET,

Switch(config)# interface vlan 23

% Creating new VLAN interface.
Switch (config) #
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MW ip admission proxy http refresh-all

ip admission proxy http refresh-all

AA 9 FDYAT N T 4 L7 R T, DAL A ST WebAuth O 7oA > N—U3FiO 0 7 A
U R=ULERICARITRARENS L 9127 5I21E, ip admission proxy http refresh-all =~ > K% ff
MLET,

ip admission proxy http [success | failure | refresh-all | login [expired | page]]

BX DA success R LIZiRRE T v %,
failure KIRLTRBRE T 1 %3,
refresh-all TRTOHAZ L html X—2Z2FHLET,
login expired HIRREIN O Web R—Y&#$EEL £,
login page HAR<A X LTza A Web XR—=VEHELET,
TI2AILE Zoa<wry REANLRWGEA, RICARIOT7 7 A NVERFOH AT <A XX T2 Web <X— 2 DR
R—=Y T7ANVDONTNDONERINTNDE, FHTLWWT 7 A LTIERLS, HTvarfyr R=UnRk
IRENET,
avy kFE—F ya—N\L ar74¥alb—vay E—K
avy FEE Jyy—=x EEEM
15.0(2)SG ZD=aw s R Catalyst 4500 > U — X A A vyFIBEMENE L,

BEREDAA FS54>

]

AR A RENT: Web R—ZDFRFHFR—U NV AT AT 4L 7 NYUTEREINZ L X1, 72
Da<wy REANTALERHY 77,

WL, Zoa<wr REANTAHERLET,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# ip admission proxy http [success | failure | refresh-all | login]
Switch (config) # end

Switch#

<HLWHTML R—UYRERINET, >

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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ip arp inspection filter vian

ip arp inspection filter vian

DAL 314 X —T NDHFEIZ, AZT 4 v 7 IPICREINTZAAIPLD ARP #FF s L, ARP 77 &
A2 YANEEFRLT, Tk VLAN ([ H 3 5121%, ip arp inspection filter vlan =~ > RA&ffH L
£, BHET =7 T HIE, Zoavr Fone BAZHEMLET,

ip arp inspection filter arp-acl-name vlan vian-range [static]

no ip arp inspection filter arp-acl-name vlan vian-range [static]

BX DA arp-acl-name FUEA AL hr—/ U R MGG
vlan-range VLAN &5 F 721 3#A T3, AEOHMEIL 1 ~ 4094 TT,
static (BB 77%A avrbha— VX MNEHICHEAT2LER’H 5 2 & ERE
L/ij‘o
T4k VLAN (21%, EF#EN7- ARP ACL BEA STV EREA,

avykE—F ra—nNar7 4 ¥al—vay T—K

avy FERE J1)y—2 EEEM
12.1(19)EW Z D3~ R Catalyst 4500 2 ) — X A4 v FITBMENE LTz,

BEREDAARSAY X A4F IV 27 ARPA VAR Va2 FTTH-OICARP 7 782 2 ho—/L U A2 h% VLAN D
W95 & . IP-to-Ethernet MAC N1 U F 4 » 7P 2 &Tr ARP 234 > R ACL LS k4,
FRUNDE A T Dy METRTHEEZ L THIE VLAN T7 ) v o v 7 SnEd,

ZDavwr RTIE, HEARP X7 Y FRARP 77X av hu—L U MEHIEEND LT
TR arhr— JRAFTHEAINTWVDERIZOHRENL DO/ v RFFRAIIND L O ITHE
LT,

TUEAR arha— A NTHRIRERICL > Tr y EBMER SREHA, 6087 v |
Ry 7anEd, BERORERICE Ty y FBEEINTHE. ACL 3AXT 4 v 7 IZH#EH
EnTWARITHIE, Zn6037y MEDHCP XA v F 470U A2 ERESHET,

] ROBITIE, DAI 2 FE(TT 572D ARPACL A% 7 1 v 7 ARA % VLAN 1 IZEAT 2 HiEER L
£7

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip arp inspection filter static-hosts vlan 1
Switch (config) # end

Switch#

Switch# show ip arp inspection vlan 1
Source Mac Validation : Enabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
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W ip arp inspection filter vian

Vlan Configuration Operation ACL Match Static ACL
1 Enabled Active static-hosts No
Vlan ACL Logging DHCP Logging
1 Acl-Match Deny
Switch#
BEaIIUF avwok B
arp access-list ARP 727 tA VA NEEFRLIED, ERFEHY A MO
BlCHEBMLIZY LET,
show ip arp inspection B ORI O VLAN (2595 2 A 52 v 7 ARP A o A%

JvaYDAT—HAERRLET,
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ip arp inspection limit (1 »4—2z4x) W

ip arp inspection limit (4 > 2—27 x4 X)

A B —7 A A LETHE ARP %*%i@EK@V~F%%Uﬁﬁ<L DoS HEDHAEIZ DAL IZ LV 7
RTOYVAT LYY —=ARHEEENRNE S IZT HIZiE, ip arp inspection limit =~ FZfEH L £
T HIRAEMERT 2121, 20~ R ne ﬂ%iﬁ%{iﬁﬁ LET,

ip arp inspection limit {rate pps | none} [burst interval seconds]

no ip arp inspection limit

BX DA rate pps | PRGBSI D EERT y Mo EIRAHELET, L— FO#FIT
1 ~ 10000 T,
none WHRCTE BHEE ARP X7y O L— MZERNWZ L2 ELET,
burst interval seconds (EE) SV —bFDARP X7y MZOWTA v HZ—T =2 ABT=HFT
LM () 2RELET, RECEIMBOFKEIT 1 ~ 15 BT,
TIAIE BETERNA VX —T =24 ATIE, L—MNE15 37y MBIERELET, 20Xy T —27 3
W15 OFH LKA A MIEREND 1 DOKRA MO AL v F R Xy hU—27 THDHERELTCVE
T
ZOL—hE, BHEHTELZTXATOAS U F—T oA A LTEHIRIZAR>TWET,
N—Z MERRIX, 7740V FT1IRICERESINTWET,
avY kR E—F A B —T A A AT 4 Fal—gry E—R
avy FEE yy—=x EEER
12.1(19)EW TP av s R Catalyst 4500 U — X ZA w FITEMINE LT,
12.1(20)EW AVE—T oA AET=F Y TOVR—FRBEMINE LT,

EREDAA FS54>

FZ v R—FTIE, ENEXMRTH7DICLVENL— FNERETHALERDY £7, FE T
FOL— FR2—PHREDL— b EB2DE, £ F—7 A AT errdisable A7 — MZ72 0 £,
errdisable-timeout #§8E1X. " — k% errordisable A7 — bW OHFENIRTOIHEHT LN TE
T ZOL— M, BHEHTEDLDAN A —T oA RLEBTTERNA X =T oA ZDOWTHITHEMH &
NE9, DALICKHE LSO VLAN Bl X7 > M TE D X5 T 7 LTl — %
HETH, ElzlInone ¥— TV — FEFEHLTL— MEEHIRIZLET,

?%?NT*F®%GAMU%ﬁ/MWﬁ* CITRTOF v I AP LEDOERFE Ty b L —
EEtEm L TT, ?%XWT%F@VHF%@% RETDDIL, Fyv b AN EDOHEE ARP X
/f/ FOLV—EFHT=2H ETZITTT,

N—Z MO TERESNEZ 1OV — 2By AL v TFEEE L TRET D
L. AV HE—T oA AN errdisable AT — TRV £97,

[ oL-27596-01-J
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ip arp inspection limit (f >4 —27x A R)

7

WOBITIE, #{E ARP ZoRO L— k% 25 pps (54 v b /b) (1CHIBRT % Hikd R L ET,

Switch# config terminal

Switch (config) # interface fa6/3

Switch(config-if)# ip arp inspection limit rate 25

Switch (config-if)# end

Switch# show ip arp inspection interfaces fastEthernet 6/3

Interface Trust State Rate (pps)
Fa6/3 Trusted 25
Switch#

ROFITIE, EIE ARP ZERDO L — & 20 pps (N7 > M/B) ICHIRT D ke A 4 —T =4 X E
=2V THEE 5 ICRET 2 HiEERLET,

Switch# config terminal

Switch (config) # interface fa6/1

Switch(config-if)# ip arp inspection limit rate 20 burst interval 5
Switch (config-if)# end

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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show ip arp inspection BEDOHMED VLAN IZxF 25414 F I v 7 ARP A AR
7va v DAT—Z AR RLET,
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ip arp inspection log-buffer ||

ip arp inspection log-buffer

07 Ny 7 P ICBEEMT BN TWE NG A= EFRET HITIE, ip arp inspection log-buffer =~ >
FEfEMLET, NTA—F 2T 4 8—7NCT2IFE, Zoa~vwr RO no BREEALET,

ip arp inspection log-buffer {entries number | logs number interval seconds}

no ip arp inspection log-buffer {entries | logs}

BXDEREA entries number 0y Ny 7rOxy kY OKTE, #EIE 0~ 1024 T,
logs number —EMEANICR X SR 5Ty B Y OBTY, #iPHIE 0 ~ 1024 T, 00
B, 2Oy 775 FIRBX U TSNV EEERLET,
interval seconds mXr s L—bhTY, #PHIE 0~ 86400 (1 H) T3, fH 01X, BIEIc ¥

VITINDT EERLET,

T24+ILEK AALFI 97 ARPA VAT g AR —T NI LEEHEAT, ERERITIFa y &7 ARP
Fy b XrrEnNET,

= MY OEIT 32 ICRESNET,
aX TIN5 NIOHIT I BHZD 5 OICHIRE N TWET,
I 1 ICRESNTVET,

avy

T
I.H
|
™.

ya—~) ar7 4 ¥al—vary T—R

av Y FERE Jyy—= EEER
12.1(19)EW Z D3~ R Catalyst 4500 > ) — X A4 v FITBMENE LTz,

BEREDTARSAY HBEO7u—TEIICR ey 7ENT- 4y MIAEIce X 7 EnEd, AL 7a—0%En 7y
MIEGFEEINETH, BEIZeX ZFanEFdi, b3y ME, 73CTo VLAN THAE IR
RS Ny Ty TEEINET, 2Oy T7rOxTY FUE, L— Rl ESHh TR S EAnE
ﬁ_o

1 WOBITIE, K45 D M) ERFTERE2IcuX 7 Ry 77 2R ETHHiEE R LET,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip arp inspection log-buffer entries 45
Switch (config) # end

Switch# show ip arp inspection log

Total Log Buffer Size : 45

Syslog rate : 5 entries per 1 seconds.
No entries in log buffer.
Switch#
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M ip arp inspection log-buffer

ROBFITIE, vX 7 L— b2 3BHY 10 0 7ICTRET D HEEZRLET,

Switch(config)# ip arp inspection log-buffer logs 10 interval 3
Switch (config) # end

Switch# show ip arp inspection log

Total Log Buffer Size : 45

Syslog rate : 10 entries per 3 seconds.
No entries in log buffer.
Switch#
BEaIIUF avwyFk B
arp access-list ARP 77 EA VR NEERLIEYD, EHRFHY A bOK
Bl EBMLIZY LET,
show ip arp inspection FEEDHPAD VLAN (ZxH9 5 4 A F X v 27 ARP A A%

JvaYDAT—HAERRLET,
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ip arp inspection trust

ip arp inspection trust

AN— N B TRE ﬁiﬁtﬁﬁﬁ AEE LT, {5 ARP X7y bAREIND —HEDA V4 —T = A
A %ﬂ%m‘?”é . ip arp inspection trust =~ > FEHEHLET, A ¥ —T = A AZEETE 20
Wiglz4 2 L:&:t\ Zoawr Fone BAZMMNLET,

ip arp inspection trust

no ip arp inspection trust

BX DA Zoawy RICE, BIEEREF—U—Rizbh v A,

TI2HILE ZOavy RICETF 740 FRERS Y 8 A,

avykE—F A v B —T a2 A AT 4 Fal—gry T—Fk

av Yy FERE Jyy—= EEER
12.1(19)EW D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,
i WOB|ITIE, BETEDIA L F—T oA AERETHHEEZRLET,

Switch# config terminal
Switch (config)# interface fastEthernet 6/3
Switch(config-if)# ip arp inspection trust
Switch (config-if)# end

AT 4 Fab—va rEHERTLICE, Zoavy RO show BAZMA L £,

Switch# show ip arp inspection interfaces fastEthernet 6/3

Interface Trust State Rate (pps) Burst Interval
Fa6/3 Trusted None 1
Switch#
BEaIIUF avwok e
show ip arp inspection B E DOHRIPAD VLAN 26524 F 2 v 2 ARP A v A2

7 ayDAT—HXAERRLET,
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W ip arp inspection validate

ip arp inspection validate

ARP A VAT v a VORREDT = v 7 &2 FE(TT HITIX, ip arp inspection validate =~ > N % i H

LET, Fo2v 77 42— NICTAHIZE, Z0a~vr Rono BRXEEHALET,
ip arp inspection validate [src-mac] [dst-mac] [ip]

no ip arp inspection validate [src-mac] [dst-mac] [ip]

B DA

src-mac (FEBE) A —HY %y b~y X —DFEETLMAC 7 FL 2% ARP AXLDEETTL MAC 7
RLZEMELET, ZOF =y 7t ARP ER L JSEDOM FITH L TiThbh x4,

(GF) sre-mac A RX—T7NICTBH L, 8D MAC 7 RLRERO/NT7 » MIE
Moy hELTHEESN, Fey7FanEd,

dst-mac HEE) 41—V 3y b~y =055 MAC 7 KL 2%, ARP KikD X —/47 v |
MAC 7 RV R LM LET, ZDF v 7id. ARP JSEICH L TEITENET,

(GF)  dst-mac A X —7 T HE, Bied MAC 7 RLRAEFEO/NT > NI
Moy hELTHEESN, Fey7FanEd,

ip (fFE) ARPALAZF v 7 LT, BHRIP 7 FLARLTHLARWIP 7 R L AR
WNVERER L ET, 7 FL 21213 0.0.0.0, 255.255.255.255, BL T TO IP v /b
FXxyv AR T RLARGENET,

EEITLIP 7 R AT T_TO ARP ERBIWGENTTF v 7 S, 3B IP T F
L 21X ARP InBENTOZRF = v 7 ShET,

T4

T
H
I
™.

avy

F v 7ET 4 =T NTT,

Ja—) ar7 4 ¥al—vary T— R

ATy FEE

J)y—2 EEER

12.1(19)EW TP av s R Catalyst 4500 U — X ZA » FITEMINE LT,

ERLEDAA K54

Fxv I A F—TNMITHHEEIE, 2~ T A% —Y— R (sre-mac, dst-mac, 35X Fip)
DYl b 1 SEBEELET, a~v 2 FE2ETTL5TLIC, ZOHOa~vr Foary7 ¥zl —
va i EEXINET, sre BL W dst mac DRGEE A X — T NIZTHa<wr FOH LI, TP BREED
HaAX—TNITHa~vr REFTTH L, 2FHD A~ RITE - Tsre B LU dst mac OIRFED
FpE—=T TR T,

Coavwr ROon BREFEHTLE, HBELEF 2y 2P TRTFT 4= MRV ES, ZhAbD
Fzv 7 FTa BTN EA R =T NI TORWESE, 3 XTCOF =y 7 BT =T
W20 ET,
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ip arp inspection validate W

1 WOBITIE, FET MAC BiiEA A 2 —7 Wit B HEERLET,

Switch(config)# ip arp inspection validate src-mac
Switch (config) # end
Switch# show ip arp inspection vlan 1

Source Mac Validation : Enabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan Configuration Operation ACL Match Static ACL
1 Enabled Active
Vlan ACL Logging DHCP Logging
1 Deny Deny
Switch#
BEaIUF avwyFk B
arp access-list ARP 72782 VR NEEFRLIED, ERFEHY A MO
Bl zBmLEZY LET,
show ip arp inspection B E ORI O VLAN (2595 2 A F 3 v 7 ARP A o A%

JvaYDAT—HAERRLET,
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W ip arp inspection vian

ip arp inspection vian

VLAN BN CTH A F I 2 ARP A4 > A7 v a3 (DAD %A 3x—7 /T 5120, ip arp
inspection vlan =~ FE2FEH L ET, DAl &7 4 £ —7ICT 2L, 2D a~ 2 RO no B % fE
MLET,

ip arp inspection vlan vian-range

no ip arp inspection vlan vian-range

B DA vlan-range VLAN %5 £ 721 3#H T3, AEOHIL 1 ~ 4094 T,
TI24ILE F_TD VLAN TARP A v A7 ¥ 3 VIFF 4 —T L TF,
avY kR E—F Ja—)L ar7 4 ¥al—yay ET—R
av Yy FERE yy—=x EEEM
12.1(19)EW Z®av R Catalyst 4500 2V — X A4 v FITBISE LT,

BEREDAA FS54>

]

DAI Z A *—7/WZF 2% VLAN 2 ET 2HENH Y £, BREWH D VLAN ER S LTV
B, ETEREHRHD VLAN 87T 4 X— F D6, DALIIHEELRWZ ER3H Y £7,

KOFITIEZ, VLAN 1 TDAL A X—7 MCT L5 iEa R LET,

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch (config)# end

Switch# show ip arp inspection vlan 1

Source Mac Validation : Disabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Operation ACL Match Static ACL
1 Enabled Active

Vlan ACL Logging DHCP Logging
1 Deny Deny

Switch#

WOBITIE, VLAN1 TDAI 27 4 £ =7 M T 2 HiEEZRLET,

Switch# configure terminal
Switch(config)# no ip arp inspection vlan 1
Switch (config) #
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ip arp inspectionvian W

BEaYYF avwyk BiEA
arp access-list ARP 77 A VA MEERLIZY, EEFEHV A MO
#ilcA&BINLEZY LET,
show ip arp inspection FFEOFM O VLAN IZXT 22145 v 27 ARP A A

JaVDAT—H AERRLET,
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M ip arp inspection vlan logging

ip arp inspection vian logging

aX 7 ENLTy NOX A T EGIHET 521X, ip arp inspection vlan logging =~ &/ L &
T ZouX o THHET =TI THITE, Zoav s Fo no EREHEHLET,

ip arp inspection vlan vian-range logging {acl-match {matchlog | none} | dhcp-bindings
{permit | all | none}}

no ip arp inspection vlan vian-range logging {acl-match | dhcp-bindings}

BXDEREA vian-range FBELEA VAR LAYy 7 S5 VLAN ORE T, Z0OFSI2E, 1
DOOMEETZITHHE AT LET, AMEOHPIL 1 ~ 4094 T,
acl-match ACL O—HE&MEICHESW T R y 7E 23T ENE N ry o X 7 iEEs
RELET,
matchlog ACL & —FL7=% Y horXr %, ACL OF B LOHESRT /2 a2 b
o —/L = kU NO matchlog ¥—7 — RCTHIET2 L5 ICHELET,
G¥) T 74/ Tk, ACE ® matchlog ¥— 7 — NIFfEMATEEHA, Z0D
F—U—RFEFEH LSS, G327y MIeXr7anEsdi,
Ny hBRaX s b0k, matchlog ¥ — 7 — F& 51 ACE &8
ry NR—F LG EDORTY,
none ACL L —E L7y bauX 7 LankoicEmeELET,
dhep-bindings  DHCP XA V5 4 V7 O—HEMZESHNT e vy PEEFHFTEND 7 v |k
OuXr I HEEERELET,
permit DHCP A VT 4 v Z I k> TR SNEB B X0 72179 L9 I EL %
7T
all DHCP XA T 4 T Lo THAEITES SN X 7 &2iTH) L9
WZHRELET,
none DHCP NA T 4 v T Ko THFAEIIER SNy hoar X F i
THEIELET,
T4 ESEERII Py FENE Ay bR T_RTrE V7 ENnET,
avy kK E—F ya—L ar74¥al—vay E—R
av Y FEE )1y—= EEEM
12.1(19)EW Z Dz~ KA Catalyst 4500 > U — X A4 v FITBMENE LTz,

BEREDAA FS54>

acl-match & dhep-bindings ¥— 7V — KX, MiAaGbdTHEALET, ACLBRGa 7 1 F 21—

TarvERETHE,. DHCP AA v F 4 v arv 7 4 F¥alb—a A x—7MIRVET, 20
avwr RO BREFHT DL, o X T REREO—FHRT 7V MYy hERET, WThos
TarbRELRWVWEAIE, TR TCoaX T X4 TRty hEh, ARP X7y FRES SN
LERCRF U ITINDLDICRVEST, RO2O0D0F T a v EEHTEET,
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ip arp inspection vlan logging W

e acl-match : ACL O —FH&MHicES< ax o r7R" )y han, ERICESS e X INFE TSN
E3

¢ dhep-bindings : DHCP A V7 4 V7 O—FH G HES aF o IR )&y bah, EFICED
{uaXrIRNETENET,

i wIZ, logging ¥ —U— RZ$HEEL T, ACLIC—HLIZLXT Ry FEu BT 5 L9
VLAN 1 {2 ARP A v A7 v a v ERET HHI 2R LET,
Switch# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip arp inspection vlan 1 logging acl-match matchlog
Switch (config) # end
Switch# show ip arp inspection vlan 1
Source Mac Validation : Enabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan Configuration Operation ACL Match Static ACL
1 Enabled Active
Vlan ACL Logging DHCP Logging
1 Acl-Match Deny
Switch#
BEaIIUF avwok e
arp access-list ARP 727 tA VR MNEEFRLIED, ERFEHY A MO
BlCHZEBMLIZY LET,
show ip arp inspection FiE OFIPH DO VLAN (2954 A F 3 v 27 ARP A > A

JvaYDAT—HAERRLET,
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M ip cef load-sharing algorithm

ip cef load-sharing algorithm

%{§7¢ TCP/UDP 7~ — b, %5t TCP/UDP &~ — b, /X220 OR— b, EE71E L U%EE IP
T RVAIMA TNy Y 2llEO5 I EMTEDLLIICARSE Yy v 2 BEEZFRET HITIX. ip cef
load-sharing algorithm =~ > FEZHEH L E T, ZOR—FREFENLTWRNT 7 4L MRIBIZRES
WZiE, Zoa~vr Kono BXNZHERALET,

ip cefload-sharing algorithm {include-ports {source source | destination dest} | original
| tunnel | universal}

no ip cef load-sharing algorithm {include-ports {source source | destination dest} |
original | tunnel | universal}

B DA include-ports AT AR — 2 a0 T ATl RLNEERELET.
source source BNy v a BRETORETR— FEEELET,
destination dest BBy Y 2 CORER— FEEELET, Ny 2 TOEETE L
Osifoa i L,
original YT TATY XNERELET, HRSAEEA,
tunnel FURAETORECHEM SN DT ATY XAEEELET,
universal 774V kO Cisco 10S B 3T V=) XL E46E L ET,
TIAILE 77 4N b ORGRT VT Y XRET 4 =TT

N

GE) oA TvariZiF, Aoy a2 ORETELITEERN - MIEEhEEA,

Ja—\)ar74FX¥alb—vary E—FR

™.

H
I

T

av Yy

av > FERE yy—= EEEM
12.1(12¢)EW Z® a2 R Catalyst 4500 ) — X A v FIBIMESNE L,

FEREDFARSLAY FUPFATATY XL, brp TAT) XA BEORa2= =% L 7Y XALF, ~"—F7 =
TREATL—T 47 E3NET, Y7 b aTIlXoTAh—T 47 IN5 7y NoghHR, 73
ALEZY 7 by =TI Lo TR ENET, include-ports 7> 3 N, V7 b =T IZXL->TA
AvFrTINERNT T4y Z7ITTEASNEE A

i WOFITIE, LAY 4KR— %258 IPCEF AMOMT LY RAE2RETHHEEZRLET,

Switch(config)# ip cef load-sharing algorithm include-ports
Switch (config) #
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ip cef load-sharing algorithm W

ROBFITIE, vAY 4 b7 R—hagie IPCEF ARMOM7 VA ) ALEZRET D HEEZRL
£7,

Switch(config)# ip cef load-sharing algorithm include-ports tunnel
Switch (config) #

EEaTUR avwvk B
show ip cef vlan IPCEF VLAN A V¥ — T 2 f ADAT —H AB LA
Ta4Falb—va s EREFRLET,
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M ip device tracking maximum

ip device tracking maximum

LAY 2HR—FCIPAR—NEX2UT 4 XM UT AT DT X T A =T NMITHITIE, ip
device tracking maximum =~ > R L £, FETE RV AV 24X —T = ZTIP R—
FEF2 VT4 2T 4 =T NICTDITE, ZO0av RO ne BREEHM L ET,

ip device tracking maximum {number}

no ip device tracking maximum {number}

B DA

TI2FILE

™.

H
I

T

av Yy

R=FDIPTNAR TR T T=TNVINERT DA T 4 v T OEELRTE L
£, AXZRMEIT 0~ 2048 TY,

number

ZDa<wy RIZIET 74/ bRERHY XA,

f B =T zA A AT 4 F2lb—va EF—FN

]

)= EEE

12.2(37)SG Zd =z R Catalyst 4500 ) — X 2 v FIBIMESNE L,

WOFTIH, VA Y27 78X R=FTIP-MAC 74 VEZEZHEHLTIPAR—F X2 U7 0524
F—=T MY D kR LET,

Switch# configure terminal
Enter configuration commands, one per line.
Switch (config)# ip device tracking
Switch (config)# interface fastethernet 4/3
Switch (config-if)# switchport mode access
Switch (config-if)# switchport access vlan 1
Switch(config-if)# ip device tracking maximum 5
Switch (config-if)# switchport port-security
Switch (config-if)# switchport port-security maximum 5
) #
) #

End with CNTL/Z.

Switch (config-if ip verify source tracking port-security
Switch (config-if end

FRE & HERR 9 5 121X, show ip verify source f## EXEC =~ F&Z AL E7,

BfEav> R

avwv kR HL]

ip verify source BETERVWLAY2 A X —T 2L ATIP V—R H—
FEA F =Tz LET,

BEDA v EZ—Tx2A A LDIP V—Z H—FREL 7 4
WEERRLET,

show ip verify source
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ip dhcp shooping

B DA

TI2H+IE

avU kK E—F

DHCP A X —Y v J % 7 ua—r\ )Ll F—T MIZT HIZiE,

ip dhcp snooping M

ip dhep snooping =~ FZfEH L E 7,

DHCP AX—VY 7% T 4 B—T T DHIZE,. Zoa~vr Ko ne BXNE2HEHLET,

ip dhcp snooping

no ip dhep snooping

Zoawy R, slEELITF—V—FEH 0 £EA,

DHCP AX—¥ 7%, T 48— 1 TT,

Ja—) ar7 4 Xal—yary E—FR

avy FERE

EREDHA R34

)= EEEH

12.1(12¢)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,

VLAN T DHCP A X—¥E' > 7 M3 5121%, Filiic DHCP AX—E v 7% 7 m—/ Ul 32 —T )L

WL TR BERDHY £7,

1l KOFETIE, DHCP ARX—E > V%A F—T T 5 HEE R LET,
Switch (config)# ip dhcp snooping
Switch (config) #
WROFITIE, DHCP AX—VE > 7 %T 4 B—TWIT 5 HEERLET,
Switch (config)# no ip dhcp snooping
Switch (config) #
BEaTUF avwyk iR
ip dhep snooping information option  DHCP 4+~ 3> 82 F— &A% A FX—T LI LET,
ip dhcp snooping limit rate AVE—T A AN I BHLEVICZETDHEDOTED
DHCP #* vyt —V0¥E2#HELET,
ip dhcp snooping trust E#HT& % VLAN ECDHCP AX—VE L 7% A F—T7 /b
WZLET,
ip dhep snooping vlan VLAN % 721% VLAN ® 7' )V —7 }C¢DHCP AX—t 7
A R—TNMZLET,
show ip dhcp snooping DHCP AX—V v V& EER R LET,
show ip dhcp snooping binding DHCP A X—v T A vF 4T 2o M) 2FERLE
7
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W ip dhcp snooping binding

ip dhcp snooping binding
DHCP A VT 4 v 7T OREEMNLB L OAER LT, BREERICAS VT 0 v 72 ETT 512, ip
dhcp snooping binding =~ > FEFEHLET, SA T4 7 a7 Fal—varx7T k=7
MITDHIZE, Zoa~vr Fono BRXEFEHALET,

ip dhcp snooping binding mac-address vlan vian-# ip-address interface interface expiry
seconds

no ip dhep snooping binding mac-address vlan vian-# ip-address interface interface

XM mac-address MAC 7 FLRAZBEL X7,

vlan vian-# A7 VLAN F 52 48E LE T,

ip-address IP7 RLAZRELET,

interface interface AVHE—T 2 ADIATEBIOESEHRELET,

expiry seconds RA VT 4 IR bETORE () 2HEELET,
T72HILE ZDavwy NICET 740 MEEDRH D H A,
a2 R E—F ¥ # EXEC £— K

oY FERE 1)—2 EEERR
12.1(19)EW Z Mz~ RS Catalyst 4500 & U — 2 A4 v FIZBMEE LT,
12.2(25)EW 10Xy N A —FFxy F A F—T x4 ADYKR— FH, Catalyst 4500 > U —
R AA w FIEMSE LT,

FREDHLRSAY —oa~vr FEERHLTASL T4 0 P2 BMERITNGRT DL, BICAS VT 4 v 7 F—F_N—2
NEFEFERE~—T7 S, EZAABEBINET,

£l WKOFTIE, VLAN1 DA % —7 = A X gigabitethernetl/1 12, AZHIEA 1000 > DHCP /31 >
FAvT ar7 4 Xab—varEERTHHEERLET,

Switch# ip dhcp snooping binding 0001.1234.1234 vlan 1 172.20.50.5 interface gil/l expiry 1000

Switch#

BEEa<vrk = A
ip dhcp snooping DHCP AX—VE 7% 7 a—r Ll X—T M LET,
ip dhcp snooping information option  DHCP 47> 3 82 F—4#fiAZE A X—7 LT LET,
ip dhep snooping trust {E#T& % VLAN ETDHCP ZAX—E V& A R2—T7 L
WLET,
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ip dhcp snooping binding ||

avwyk B

ip dhep snooping vlan VLAN %71 VLAN ® 7L —>7 ECDHCP A X—t > 7
EAFX—TNMCLET,

show ip dhcp snooping DHCP AX—bE > /B EEFTLET,

show ip dhcp snooping binding DHCP AX—V LI NA T 4T 2 M) ERRLE
7
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W ip dhcp snooping database

ip dhcp snhooping database

DHCP A X —E U ko THEREN DA T 4 > 7 %%7FT 511X, ip dhep snooping database
ax FEALET, A4 L7V 0y b, FEZRAHLBEOY Y b, £/2F URL 12X - T
EINlz—Y =y FORIBREITHICIE, Z0a~vr Fone BERXEFHHALET,

ip dhcp snooping database {ur/ | timeout seconds | write-delay seconds}

no ip dhcp snooping database {timeout | write-delay}

X DA url URL 2 KOV RAOBRTHE LET.
e tftp://<host>/<filename>
o ftp://<user>:<password>@<host>/<filename>
e rcp://<user>@<host>/<filename>
e nvram:/<filename>

¢ bootflash:/<filename>

timeout scconds /A LT 42V Fm AR ARBERSN TS F — 4 A= ATGET R E A% H
1% % COMM A IEE L E T,

PIEDR/MEIT 15 BT, 0 FEHRE L TERSNLTVET,

write-delay NAVT 4T T=ER=ANERTEINT=H LI, BEZELE P 25T
seconds LET,
TI24ILE B A4 LT MEE 300 B (54) ICRESNET.
EXIALBEEMIT 300 ICRESNE T,

T
H
I
™.

avy AVE—T 2 A AT 4 Falb—Tzgy F—N

av > FERE yy—= EEEM
12.1(19) EW Z® =z~ R Catalyst 4500 >V — X XA »FIZBMEE LT,

FREOHLKSAY A4 v FNxy FT—2_—20 URL (TFTP R FTP & &) R ESNT URLICAAS v F 4 v T %
PO TETIALENZ, TOURLIZZED 7 7 A VEER L TR LERH D 7,

N

G¥) NVRAMBLOT— b7 7 vV aREREEFBROLNATHEDOT, TFTP £ xy hU—7 _"—2D
TrANEFHTAZEEZHRLET, 77 v allTF—4N—X 77 A VERETHEEIE. =—
U MIESTH L EFRINDEFT LW T 7 AABERENET (7T v anTIlcnoiFnic
BROET), EBIT, 799 aTHRAENDI T AN VAT LAOME L, 77 ANVEREL b LT
7 ZANIFEFITEL 2V ET, TFTP o7 7B AARERVE—F B —3 3 LI 7 7 A RSN
TWDHE. RPR/SSO AX X A= R RA P T D UNIAAL v F A —R—=RNF AL L &2 A
VT4 T VR RNEBEHISZENRTEET,
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ip dhcp snooping database ||

] WOBITIE, IP 7 KA 10.1.1.1 @ directory EWI ARIOT 4 V7 FURIKT —FRX—R 774 )V%&
RIF T D2 R LET, TFTP =3 file LW O AFIO T 7 A ABAFAE L 2T IR Y /A,
Switch# config terminal
Switch (config) # ip dhcp snooping database tftp://10.1.1.1/directory/file
Switch (config) # end
Switch# show ip dhcp snooping database
Agent URL : tftp://10.1.1.1/directory/file
Write delay Timer : 300 seconds
Abort Timer : 300 seconds
Agent Running : Yes
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running
Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.
Total Attempts : 1 Startup Failures : 0
Successful Transfers : 0 Failed Transfers : 0
Successful Reads 0 Failed Reads 0
Successful Writes 0 Failed Writes 0
Media Failures 0
Switch#

BEa<>F avwyFk St

ip dhcp snooping

DHCP A X —¥' v 7% 7 a— LA, 2 —T Mz LET,

ip dhcp snooping binding

DHCP "A v F 4 v/ arv74Xal—va 2R ER
FOER L, BEBZL A T 4 T EEILLET,

ip dhep snooping information option

DHCP A7+ a v 82 T — XA A X—T M LET,

ip dhcp snooping trust

E#TZ %5 VLAN FTCDHCP AX—t' > 7% A4 Xx—T )L
I LET,

ip dhcp snooping vlan

VLAN %721 VLAN ®» 7/ /L —7 |- ¢ DHCP A X—t" 7
A X—7 I LET,

show ip dhcp snooping

DHCP A X —v' v /R EEZF R LET,

show ip dhcp snooping binding

DHCP AX—E> 7 AT 47 = b ) BFERLE
‘é—o

[ oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R JY—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG W



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

W ip dhcp snooping information option

ip dhcp snooping information option

DHCP 47> 2 82 F—#ifiAN& A X — 7 /MIZT HICIL, ip dhep snooping information option =+
YREMMLET, DHCP A7 a v 82 7= fiAaT 4 t—7/WIFHITiE, ZO=a< KD no
B EHEALET,

ip dhcp snooping information option format remote-id {hostname | string {word}}

no ip dhep snooping information option format remote-id {hostname | string {word}}

B DA

TIAILE

format F7 a2 EROERNEEELET,

remote-id AT ar 8TV E—NID EZRELET,

hostname UE— b IDIC2—YPREDKA M EHELET,

string word UE— b IDIC2—PEROLTHIZHEELET, word 1T, AX—RAEEER

W1~ 63 LT OITHITY,

DHCP #4733 ¥ 82 F—H#EANITA X—T NV TT,

ya—~) ar7 4 ¥al—vary T—R

ERLEDAA K54

]

Jyy—2 EEEH
12.1(12¢)EW TP av s R Catalyst 4500 U — X ZA » FITEMSE LT,
12.2(40)SG F 7 a v 82 OiE{bE Y AR — M35 remote-id ¥— U — RBBIIINE LT,

63 LFZBADBA MEMENTDE, VE—FID TIH 63 XFITHIVHETHRET,

WROFITIE, DHCP A7 a v 82 F—4fiAa A X—T M T D hika R LET,

Switch(config)# ip dhcp snooping information option
Switch (config) #

WKOFITIE, DHCP A 7Y a v 82 F—HiiANET 4 =T M T D hika " LET,

Switch (config)# no ip dhcp snooping information option
Switch (config) #

WOFITIE, RAMEZYE—FID & LTRET D HEELERLET,

Switch(config)# ip dhcp snooping information option format remote-id hostname
Switch (config) #

WOHITIE, VLAN 500 ~ 555 TDHCP AX—bE L 7% A F—7 ML, A7 a2 82 VE— K ID
ERETDHHEERLET,
Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip dhcp snooping
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ip dhcp snooping information option ||

Switch (config)# ip dhcp snooping vlan 500 555
Switch(config)# ip dhcp snooping information option format remote-id string switchl23

Switch
Switch

config) # interface GigabitEthernet 5/1
config-if)# ip dhcp snooping trust

Switch(config-if)# ip dhcp snooping limit rate 100
Switch(config-if)# ip dhcp snooping vlan 555 information option format-type circuit-id

(
(
(
(
(
(

string customer-555

Switch (config-if)# interface FastEthernet 2/1
Switch (config-if)# ip dhcp snooping vlan 555 information option format-type circuit-id

string customer-500
Switch (config) # end

avy kR

SiBA

ip dhcp snooping

DHCP AX—V v J % 7 a— )L lA 32— VI LET,

ip dhcp snooping binding

DHCP XA v F 4 a7 4 F¥al—a  2HEB
FOVER L, BESIB LA T o T BHTLET,

ip dhcp snooping information option

DHCP A7+ a v 82 F—HfHAEA X —T NI LET,

ip dhep snooping limit rate

AEZ=T A AR I BHEVICXETDLHILEDTED
DHCP A vt —VO#EHRELET,

ip dhep snooping trust

{E#T& 2% VLAN ECTDHCP AX—Y v 7% A F—T )L
IZLET,

ip dhcp snooping vlan

VLAN 721X VLAN ® 7L —7 ¢ DHCP A X—tE 7/
A X—T M LET,

ip dhcp snooping vlan information
option format-type circuit-id string

VLAN TH# ID (DHCP AX—¥E v 7 4+ 7232 82 D
YT FTar) BEAX—T NI LET,

show ip dhcp snooping

DHCP A X —v' v R EZF R LET,

show ip dhcp snooping binding

DHCP ZAX—v v 7 XA vF 47 = b BFRLE
j—o
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W ip dhcp snooping information option allow-untrusted

ip dhcp snooping information option
allow-untrusted

AT ar 82T = MHASHIZDHCP N7y o, BERTERNAX—E 7 R— 0 bHZET
&5 L9129 5I21L, ip dhep snooping information option allow-untrusted =~ > R&fEH L £,
ZDOX 57 DHCP "7y bOXEEEEILT LHIC1E, Zoa~vr Fone BAE[HEHLET,

ip dhcp snooping information option allow-untrusted

no ip dhep snooping information option allow-untrusted

BEX DA Coawy RiICiE, BIEEFEF—U— Rizdh o THA
TI2HILE F 7 a2 82 @ DHCP 347 v M, EHTERVWAX—E LY K— b ECIEFTISNE A,
avY kK E—F Ja—r )L ary 74 F¥al—rgy B— R

av > FERE Jyy—= EEEM
12225 EWA  Z o=~y K25 Catalyst 4500 U — X A A v FISBEMERE LTz,

1 WOFITIX, A7 a8 FT—HMHEASNT DHCP X7 v b, B TER2VWAX—E T KR—
MPOZETED LT D HEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# ip dhcp snooping information option allow-untrusted
Switch (config)# end

Switch#
BEEa<F = e

ip dhcp snooping DHCP AX—VE 7% 7 a— Ll 3—T M LET,

ip dhep snooping information option  DHCP 47> '3 82 F—Z$fAZx A X —TMIC LET,

ip dhcp snooping limit rate AV HE—T 2 A AN BHEVICZETILOTES
DHCP A v & —YOERELET,

ip dhcp snooping trust fE#T& %5 VLAN L CDHCP ZAX—tE v V& A 3—T )L
WZLET,

ip dhep snooping vlan VLAN F721% VLAN ® 7' )L —7 ¢ DHCP AX—t'> 7
EAR—T NI LET,

show ip dhcp snooping DHCP AX—¥ U VK EER T LET,

show ip dhcp snooping binding DHCP AX—V T A vF 4T oo b EFRLE
R
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ip dhcp snooping limit rate ||

ip dhcp snooping limit rate

AV B =T 2 A AT BHEVIZZEFETE S DHCP 2 v —V 0% & ET 5L, ip dhep
snooping limit rate =~ > KZH L ¥J, DHCP AX—t 7 L—  OHIRET 4+ £—7NMIZT D
WZiE, Zoa~vr Kono BXNZEHEMALET,

ip dhcp snooping limit rate rate

no ip dhcp snooping limit rate

B DA

TI2FILE

avYkE—F

rate 24 v FR 1 BHVIZZETHZLDOTEL DHCP A v E—T DM,

DHCP 2 X—t > 7 L— MHlBRIX, T4 &—7 VT,

f B =T zA A AT 4 F2lb—va EF—FN

avy FEE

BEREDAA FS54>

yy—= EEEM
12.1(12¢)EW Z =z A Catalyst 4500 ) — X A v FIBIMSHE LT,

WaE, L— MEIRBIZEETTERWA VX —T oA ZAEAINET, EEHTEXAAS X —T A AD
L— MR Z R ET DA, BEHTEAS L —T oA AIAAL v FDOTXTODHCP 57 4 v 7
BEHNTHDOT, f v H—T 2 ADL— blBEZKEVEICHETAILERNH Y £97,

] ROFITIE, DHCP 2 vt —Y L— MillR%E A 3 —7 2T 2 5ikE R LET,
Switch (config-if)# ip dhcp snooping limit rate 150
Switch (config) #
WOHITIZ, DHCP A vt&—Y L— MNillREZT 4 B—T7 VT D HEERLET,
Switch (config-if)# no ip dhcp snooping limit rate
Switch (config) #
BEIYUR avwo kR St
ip dhep snooping DHCP AX—¥ L 7% 7 a— Ui F—T M LET,
ip dhcp snooping information option DHCP A7+ a v 82 F—4HA%EA X—T7 M LET,
ip dhcp snooping trust G TZ 5 VLAN ETDHCP AX—VE 7%k A X —T )b
WZLET,
ip dhcp snooping vlan VLAN %7213 VLAN ® 7 L —7 |- T DHCP A X—t' > 2

A FR—T NI LET,
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W ip dhcp snooping limit rate

avwUFk B

show ip dhcp snooping DHCP AX—Y v /& EE TR R LET,

show ip dhcp snooping binding DHCP ZAX—v v 7 XA vF 47 = b BFRRLE
‘é—o
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ip dhcp snooping trust ||

ip dhcp snooping trust

A4 —T7 x4 A% DHCP AX—E U7 OEME LTEETE S L ET HI21X, ip dhep snooping
trust =<2 REEHLET, A =T 2AA ZAEZFEETERVA U F =T =4 AL LTRIET DI,
Zoavy RO no BREFEHLET,

ip dhcp snooping trust

no ip dhcp snooping trust

BX DA Toawy R, BIEERIEF—T— FiEdH 0 A,

FI2+IE DHCP A X — b >V Z{5#lE, T4 &—7 LT,

avY kR E—F AV H—T xR AT 4 Fal—gry T—FK

avy FERE yy—= EEERR
12.1(12¢)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,

i WOHITIE, A H—T x4 ATDHCP AX—VE L FEHHE A X—TNMIT B HEEZRLET,
Switch (config-if)# ip dhcp snooping trust
Switch (config) #
WOFITIX, A X —T7 x4 ATDHCP AX—V  VEWEET =T M T A HFEEZTRLET,
Switch (config-if)# no ip dhcp snooping trust
Switch (config) #

BEavT R avwyk B L

ip dhcp snooping DHCP A X —Vt v 7% 7 a— Uil F—7 M LET,

ip dhcp snooping information option  DHCP 47> 3> 82 F—##HAEZ A X —TNMIZ LET,
AVE—T oA AN T BHEVIZZETDHIEOTED
DHCP A vE—Y0EHELET,

VLAN F721%F VLAN ® 7' v—7 }¢DHCP AX—t
EARX—T M LET,

ip dhep snooping limit rate

ip dhcp snooping vlan

show ip dhcp snooping DHCP AX—¥Y v V& EE R R LET,

show ip dhcp snooping binding DHCP AX—VY' > 7 AT 407 = M) EF R LE

7
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W ip dhcp snooping vian

ip dhcp snooping vian

VLAN T DHCP A X —V' > 7% A 32 —7/WIZF 5IZ1L, ip dhep snooping vlan =~ > KA H L F
7. VLAN ECDHCP AX—VE v/ %T 4 =TT HI2E, Z0a~vr RO no BXAEHEHLE

R
ip dhcp snooping [vlan number]

no ip dhcp snooping [vlan number]

BX DA vlan number (L&) H—0 VLAN %5 £ 7213 VLAN O#iH, AAEIE 1 ~ 4094 T,
TI24ILE DHCP AR —E > 7k, 74 =7 L TT,

avY kR E—F Ja—)L ar7 4 ¥al—yay ET—R

av Y FERE Jyy—=x EEEH

BEREDAA FS54>

i

12.1(12¢)EW ZDav R Catalyst 4500 2V — X A4 v FITIBIME L E LTz,

Ja—L AX—E U IEBELRVLAN ZAX—E U IR ELE LA 2 —T ILOBAICDH VLAN ET
DHCP A X —V > 7 NnA X =T NI/ £9°,

ROHFITIX, DHCP AX—¥ 7% VLAN TA X —T7MICT 5 HEERFLET,

Switch (config)# ip dhcp snooping vlan 10
Switch (config) #

WIZ, VLAN ECDHCP AX—¥Y 7 %7 1 8—T7WZT 505 RLET,

Switch(config)# no ip dhcp snooping vlan 10
Switch (config) #

WOFITIL, DHCP AX—t 7% VLAN OV )V —7FTA R =T NWICT D HFIEERLET,

Switch(config)# ip dhcp snooping vlan 10 55
Switch (config) #

wOFHI T, DHCP A X—t > 7% VLAN O NV—FTF 4 —T N+ 5 HFEE R LET,

Switch (config)# no ip dhcp snooping vlan 10 55
Switch (config) #
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ip dhcp snooping vian ||

EEavU R avyk EiEA

ip dhcp snooping DHCP AX—V' > 7% 7 a— Ul 2—T W LET,

ip dhcp snooping information option  DHCP 47> 3 v 82 F—X$HAZE A X —T MIZ LET,

ip dhep snooping limit rate AVE—=T A AN NI BHEVICZIETHZEOTES
DHCP A v —YOEHRELET,

ip dhcp snooping trust 5 C& % VLAN L CDHCP AX—E> 7 %A F—T L
I LET,

ip dhcp snooping vlan information VLAN <THE# ID (DHCP AX—¥ >/ A7 a2 82 D

option format-type circuit-id string YITA T ay) BEAX—T NI LET,

show ip dhcp snooping DHCP AX—Y v V& EE R R LET,

show ip dhcp snooping binding DHCP ZAX—¥Y v 7 XA vF 47 = b 2R RLE
7
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W ip dhcp snooping vlan information option format-type circuit-id string

ip dhcp snooping vian information option
format-type circuit-id string

VLAN TEHR ID (DHCP AX—E 7 A7 a v 82 OV T AT a ) A F—T T HITIE,
ip dhcp snooping vlan information option format-type circuit-id string =~ > F&f#H L £,
VLAN TEHRID 27 4 —7 MZT2512F, Zoa~> Fono BEXEHEHLET,

ip dhcp snooping vlan number information option format-type circuit-id [override]
string string

no ip dhep snooping vlan number information option format-type circuit-id [override]

string
BX DA number H—0 VLAN 7213 VLAN #iPHZ245E L £, AT 1 ~ 4094 T,
override EE) EEXXFHEEELET,
string string FRR ID IZ2—VERDO LTI ERELET, ARX—2REEERN3 ~ 63 LFTD
#H O ASCII LT CTHRELET,
TI#4ILE DHCP AX—V > 7 DA T v a v 82 BT 4 E—7 VDA, VLAN-mod-port,

avY kR E—F f oA —Txf R AT 4 Fal—ay

av Yy FERE Jy—= EEER
12.2(40)SG Z =z KA Catalyst 4500 ) — X A v FIBIMESNE L,
12.2(54)SG override 7> a VN BMENE LT,

FREDHLIRSLY DHCP A7z 82 ORI ID H7 + 7 3 it. DHCP AX—t' > 73 DHCP A7+ 3+ 82 %1{f
ALTZ =z 2—7 L ThV, £7- VLAN ETA X—T L THAIAEBRICRY I R— SN E
‘a—o

Zoavr REHERTDHE, —F v b ID &72% ASCIL U5 %% E TX £¥, vlan-mod-port
TA—~y b FATEEHICL, FORDYVICERRID ZFEALT, Y727 74 N FEREEXET LS
4. override ¥—U— R&FHEH L E T,

1 WDFHITIX, VLAN 500 ~ 555 TDHCP AX—VE v 7 h A X —7 L, A7 a2 82 [E# ID %3
ET D HEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# ip dhcp snooping

Switch (config)# ip dhcp snooping vlan 500 555

Switch(config)# ip dhcp snooping information option format remote-id string switchl23
Switch (config) # interface GigabitEthernet 5/1

Switch (config-if)# ip dhcp snooping trust
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ip dhcp snooping vlan information option format-type circuit-id string ||

Switch(config-if)# ip dhcp snooping limit rate 100

Switch (config-if)# ip dhcp snooping vlan 555 information option format-type circuit-id
string customer-555

Switch (config-if)# interface FastEthernet 2/1

Switch(config-if)# ip dhcp snooping vlan 555 information option format-type circuit-id
string customer-500

Switch (config) # end

ROFITIE, A7 ar 82 —Fy D EEEVTA T a v aRET D HEEZRLET,

Switch (config-if)# ip dhcp snooping vlan 250 information option format-type circuit-id
override string testcustomer

FRE Z R T HI2i%. show ip dhep snooping = —# EXEC =2~ REZ AN LET,

() VE—FIDHEEZGLVr— UL avy FHARET 2 #7R$ 5121, show ip dhep snooping = —+
EXEC a~> FafMLET, ¥y—F% v FID &L LTRIELA V¥ —7 = A AHALE721F VLAN H
MO FINIR RSN EEA,

BEaIvUF avwo kR St

ip dhep snooping DHCP AX—¥ 7% 7 a— Ui F—T M LET,

ip dhcp snooping information option  DHCP A7+ 52 82 F— 4 AE A X—7T VI LET,

ip dhcp snooping limit rate AVHE—T A AN I BHEVICZETLIEDOTES
DHCP £ vt —V 0¥ E#EL£T,

ip dhcp snooping trust E#HT& % VLAN ECDHCP AX—VE L 7% A % —7 /b
WLET,

ip dhcp snooping vlan VLAN F£721Z VLAN ® 7 )V —7 ETDHCP AX—t >/
EAF—T M LET,

show ip dhcp snooping DHCP AX—bE v /R EEFR T LET,

show ip dhcp snooping binding DHCP AX—¥ o7 AT 407 = v 2R RLE
7
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ipi

ip igmp filter

gmp filter

IGMP Va7 5 A NV A v B —T 24 RZHWATHZLIZED, LA ¥ 240X —T x4 A LEDTRT
DAEARR 1 DENFEEDO IP LT F v A N FUV—TIZMATEB0E I 0EFHIEHT 5121%, ip
igmp filter =~ > FEZMEHLET, A2 —T =AM AL BT 7 A NVEHIBRT 212X, Z0a~vy
Ko no BEXEHEHLET,

ip igmp filter profile number

no ip igmp filter

B DA profile number WHT 2 IGMP 7' 7 7 A V&5, BEMEIL 1 ~ 429496795 T3,
TIXHIE Fu7 AT ENEE A,
avy kK E—F AV B —T AR Ay T4 Falb—ary E—R
av Yy FERE yy—=x EEER
12.1(11b)EW Z@awr R Catalyst 4500 2 U — 2 ZA v FITBMENE L,

BEREDAA FS54>

IGMP 7 4 AV Z 3L A Y2 OMEEA o X —T =2 A A FICEATEEd, —F v K A— . Switch
Virtual Interface (SVI; AA v FEMEA ¥ —7 = A R), F72i% EtherChannel 7' /v — 7 2@ T 54—
NIt LTIGMP 7 4 V2 AT 5 Z LI TEER A,

IGMP 7 a7 7 AW 1 DFITEEDOR— N A X —T7 oA RAEHATEETN, 1 2OFR— RZ
LTl o077 7 A NEIFHEATEET,

i WO TIE, IGMP 707 7 ANV 22 A X2 —T A AZWHT D HFiEERLET,
Switch (config) # interface gigabitethernetl/1
Switch (config-if)# ip igmp filter 22
Switch (config-if) #
BREaTV R avwyFk BL
ip igmp profile IGMP 7' v 7 7 A VEAERL L E T,
show ip igmp profile BREENTVWETRTOIGMP v 7 7 AV EEHEE L

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG
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ip igmp max-groups ||

Ip igmp max-groups
LAY2 AV H—T 2 A APMATE S IGMP Z— 7 DI KA ET 5%, ip igmp

max-groups =~ FEAFEHLET, HAKET 740 MIRTIZIE, Z0a~vy RO no B A #H
LET,

ip igmp max-groups number

no ip igmp max-groups

BXnRA number LB —T oA ABMATE S IGMP 7 L— 7 Dl Kk, HEEIL 0 ~ 4294967294
<7,

TI2FILE BRBOHIRILSH 0 A,

avY kK E—F A B —T A A7 4 X2l —gy F—FK

avy FEE Jy—2 EEEm
12.1(11b)EW ZOav R Catalyst 4500 > U — X ZA » FITBEMINE LT,

ERALDAM FS5M4Y  ip igmp max-groups =~ > Nk, LAY 2 WA v ¥4 —T = AL TEFHEMATE £9, IGMP 7
V=T DO REIL, V—T v K AR— k. Switch Virtual Interface (SVI; A4 v FAAA o F—T = A
A). F721% EtherChannel 7 /v —7 2@+ 2K — MIIRETE A,

i WIZ, A F—T 2 A APMATE S IGMP 7 V—TOH% 25 \ZHIRT A6 %R LET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# ip igmp max-groups 25
Switch (config-if)
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M ip igmp profile

ip igmp profile

IGMP 7’1 7 7 A V& AERLT HICiX, ip igmp profile =~ > REHH L ET, IGMP 7'r 7 7 1 L& H
BRI aI1Icix, Zoavr Rone BRXEEMRLET,

ip igmp profile profile number

no ip igmp profile profile number

B DA

TI2FILE

profile number RETDHIGMP 71 7 7 A VFETT, AMEOHMIL 1 ~ 4294967295 T,

Tua 7y AV ER SN ERE A,

Ja—\)ar74X¥alb—vary E—FR

IGMP 7’vn 77 A a7 4 Falb— g

EREDAHA R34y

EEE
Zoa~ R Catalyst 4500 &) — X 24 »FITBEMENE LT,

Jyyy—=x
12.1(11b)EW

FPHEZANTDHEAE, BONFTOIP L F XY A K T RLAZANLTHHBAR=E AL, KITH
WHEDIP~LVFXx¥y AN T FLRAEZANLET,

IGMP D7 a7 7 A NV%E, 1 DFFIFEBOLA Y2 AL F—T oA AHEATEETH, KA 05—
TxAf AHWATES 0 7y AT 1 DT T,

7l WROFITIE, IP v/ FHr AL 7 FLRAOHPAZIEE L2 IGMP 717 7 A /L 40 OFE T iEZ R L
ij‘o
Switch # config terminal
Switch (config)# ip igmp profile 40
Switch (config-igmp-profile)# permit
Switch (config-igmp-profile)# range 233.1.1.1 233.255.255.255
Switch (config-igmp-profile) #
BEEa<2 av vk EiEA

IGMP 77y A N v 2 —T =4 ATWMAT S &I
YO, LAV 240 F—T 2 A A LEDTRTORA IR |
DFENIEEDO IP v L FF ¥ A N J—TIZMATE S
MNEIDEHIELET,

ip igmp filter

REENTWNWEHTRTHOIGMP Fr 7 7 A LET-ITHEEL
72IGMP v 7 7 A V&R LET,

show ip igmp profile
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ip igmp query-interval ||

ip igmp query-interval

AL v FTIGMP FA K 72— X o=V R RETIHEELRET HI21L, ip igmp
query-interval =~ > REZEHALET, 7740 FOFEICERTIZIE, Z0a<wr RO ne B &M
L%,

ip igmp query-interval seconds

no ip igmp query-interval

BX DA seconds IGMP A& b 7 — A ot —T%%ET28E () ©F, A9MEILIGMP 2 X—t°
VT = RICE o TRRY 9, oW, MEHEOHA KT 4] OEES
BLTIEEN,
FIxILE 7= —RIREE 60 FMICRESNTWET,
avy kR E—F AV H—TxA A AT 4 Fal—gr B—R
avy FERE Jy—=x EREmR
12.1(8a)EW ZDaxy R Catalyst 4500 2V — X 24 v FITBIMELE LTz,

BEREDAA FS54>

GE)

7

FI74NLFDIGMP AX—E 7 arv 7 4 Xal—araFERTALES. A% r ) —REOMH
X1 ~655357T9, IGMP AX—t 7 DEEIFXLELTCGMP 24 5R— 5 L5177 4/4 b
REELER LESEAIE. A7 =) —0BREIX 1 ~ 300 BTd,

LAN CiX, IGMP A A b 7V — Ay B —V % ERFT DAL v TFLETBNEEAA v FIZ720 £7,
IGMP "—V 2> 1 OFBAREAAL vTFIX LAN THEITL5~LTF XY AR V—TFT 47 7Fr haj
- TR ENE T, IGMP X—T 3 2 084, BEZ VT 73y NEDOIP 7 KL A0
TAEDIVFF ¥ AN AL v FTT,

A LT 7 NHIRYF (ip igmp query-timeout =~ > R CHIfH) 17 =V —%2ZFLAnE, AL T
W7V TR £,

SALTU MIMEEET L E, VT Xy A MREEANEZELIUETFTTL2EBHY £,

I, FELTEAAL YFHRIGMP RA R 72 —DRA vt —V2 R ETAHELEF T A2~ LE
j‘o

Switch(config-if)# ip igmp query-interval 120
Switch (config-if) #

[ oL-27596-01-J
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M ip igmp query-interval

BEEa<2 av vk St
ip igmp querier-timeout (CiscoIOS @ RFiD 7 = U THR7 =) —%AF1E Lizth, L—FBA X —
~ =2 TV EBR) Tz AZADI YT L LTHIESTETDOEA LT U M

MzazHELET,

ip pim query-interval (Cisco IOS @~  Protocol Independent Multicast (PIM) /L—% 7 =1 —
=a T NVESBR) AvE—VOBEERELET,
show ip igmp groups (Cisco IOS O~ N —Z|ZHEHEERINTNT, A 2 —Fy N T —T7%
=a T NVESR) e han (IGMP) BRETHFE I Ly — "% FD

~NTFFy AN TNV —T%FK R LET, show ip igmp
groups 2=~ > NZ EXEC £— FCHEALF7,
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ip igmp snooping M

ip igmp shooping

IGMP A X — ¥ 7% A X —7WZF 5I21%, ip igmp snooping =~ > FZHEH L ¥, IGMP &
X—E T ET 4 E—TNMITHICE, Zoavr RO no BXNE2FEHLET,

ip igmp snooping [ten {flood query count count | query solicit} ]

no ip igmp snooping [tecn {flood query count count | query solicit} ]

BX DA ten LE) PR EFERRELEELET,
flood (EE) FPRRYREEINDLE, Xy NT—JICAR=L T Y — F—T %
TS5 F 4T HEIICHELET,
query (L8) TCN 7 =V —DOFEEEEL T,

count count EE) A= I V)= F—TARNT Ty T4 v T ENIHERXEELET, A
ZhiEix 1 ~ 10 T9,
solicit ({EE) IGMP &7 = U —%fHELET,

FI2+IL K IGMP A X—t > 713 A F—7 LT,

avy kFE—F ya—nNL ar74¥alb—vay E—K
f B =T xzA A AT 4 F¥alb—vg T—FK
avy FERE yy—2z EEEM

12.1(8a)EW Zd=a= KA Catalyst 4500 U — X A v FITBMENE LTz,

12.1(11)EW AR=Z T IV =T —=TNDT T T 47DV R—FBRBINSNE L,

EREDHLA KSM4Y  tenflood 72 3 it LA ¥ 2 ZA vF R— I L EtherChannel ICOLEHENE S, L—F v
F A=K, VLANA v Z—T = A A, FEFLATYIFrrICiT@mHINETA,

ip igmp snooping command =~ > Rif, vV FF ¥ A N L—F TIET 7 4V M TT 4= N7
DET,

GGE) ten flood 7L a3 Af v F—T 2 A A a7 Fal—gy F—FNTHEHATEES,

1 W2, IGMP A X —¥ v T X—T VT 50 %2R LET,

Switch(config)# ip igmp snooping
Switch (config) #

WOFTiE, IGMP AX—VE 7 %T 4 —TWMIT 5 HFEZRLET,

Switch (config)# no ip igmp snooping
Switch (config) #
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M ip igmp snooping

WORFITIE, bR PEENIEPFEELEZRKRIZ, Xy NT—T ~ODANRN=Z T VY — FT—T DT
FOF 4T A R—TNCT D FEERLET,

Switch (config)# ip igmp snooping tcn flood query count 9
Switch (config) #

WOFITIE, Fy hT—FT~DAR=Z T V= FT—TNDIT T T4 T T =TT DT
HBERLET,

Switch (config)# no ip igmp snooping tcn flood
Switch (config) #

WKOFITIE, IGMP —fi 27 = U —% A X —T7 W T 2 5EE R LET,

Switch (config)# ip igmp snooping tcn query solicit
Switch (config) #

ROFITIE, IGMP —fit 27 =V —%7 4 £ —7 M2 T 2 H5ika R LET,

Switch(config)# no ip igmp snooping tcn query solicit
Switch (config) #

BEa<T U F avwy kR ETL)
ip igmp snooping vlan immediate-leave [GMP BB B2 4 X — T LI LE T,
ip igmp snooping vlan mrouter LAY2A4 042 —TxA4 A% VLAN O~ /LFF+ A K
N—H LB =T A AL LTRELET,
ip igmp snooping vlan static LAYXY2A LB =T oA RETN—TDALNE L THE
LET,
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ip igmp snooping report-suppression ||

ip igmp snhooping report-suppression

B DA

TI2HIE

avU kK E—F

UAR— Ml & A4 32— 7 VI3 5 I2i%, ip igmp snooping report-suppression =~ > REfH L E 7,
VAR— M EZT =7 /ML T, LR—FEVATFF¥ A b TS RAZEET 2ITF, Zoav
Y Ro no BEFEHLET,

ip igmp snooping report-suppression

no igmp snooping report-suppression

Zoawy RZiE, slEETF—V—FEH 0 £HA,

IGMP 2 X —t° > 7 LaR— M#lZA x—7 AT,

Ja—) ar7 4 Xal—yary E—FR

avy FERE

EREDHA R34

i

)= EEEH

12.1(12¢)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,

ip igmp snooping report-suppression =~ > NW T 4 E—T L DFA, TTOD IGMP LAR— MR~
NFF v AN TANAL ZANBRESNET,

ZDa=wy RBRA F—TVOHAE, LiR— MI#IX IGMP AX—E 7L > TiThivE T,

ROFITIE, VA= Ml ZA R—T T D HEERLET,

Switch(config)# ip igmp snooping report-suppression
Switch (config) #

ROBITIX, LAR— MIFIZT 4 =7 VT2 HEERLET,

Switch(config)# no ip igmp snooping report-suppression
Switch (config) #

WOFITIE, VAR—MIHIOS AT A AT —F A%RKR7T D HiEERLET,

Switch# show ip igmp snoop
vlan 1
IGMP snooping is globally enabled
IGMP snooping TCN solicit query is globally disabled
IGMP snooping global TCN flood query count is 2
IGMP snooping is enabled on this Vlan
IGMP snooping immediate-leave is disabled on this Vlan
IGMP snooping mrouter learn mode is pim-dvmrp on this Vlan
IGMP snooping is running in IGMP_ONLY mode on this Vlan
IGMP snooping report suppression is enabled on this Vlan
Switch#
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H ip igmp snooping report-suppression

BEEa<2 av vk EiEA
ip igmp snooping vlan immediate-leave TGMP B RLBE 2 4 X — T LI LE T,
ip igmp snooping vlan mrouter LAY 22 —T =21 A% VLAN O~ /LFF v X b
N—B A B =Tz 4 AL LTHRELET,
ip igmp snooping vlan static LAXY2AH—T oA A TN —TDALNE L THEE
LET,
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ip igmp snooping vian ||

ip igmp snooping vian

VLAN @ IGMP A X —V v 7% A X—7 WIZF 2IZIE, ip igmp snooping vlan =~ > F&ZfEH L £
T IGMP 2AX =B 7 %7 4 =7 /WId5I2E, ZO0a~vr Fone EXRzfMLET,

ip igmp snooping vlan vian-id

no ip igmp snooping vlan vian-id

BX DA vian-id VLAN OF 5, A2MEIX 1 ~ 1001 3 LT 1006 ~ 4094 T9,

FI2+IL K IGMP ZX—t v 7d, T4 =TT,

a2 kK E®—F ra—r )L ar7 4 ¥al—iay T—R

av Yy FERE yy—2 EEER
12.1(8a)EW Z® =z~ R Catalyst 4500 >V — X A4 »FIZBMEE LT,
12.1(12¢c)EW R Ry v 7oV FR—REBINENE L,

FREDHLIRSAY Z0a<vr FEANTELDIE, VLANA L F—T oA a7 4 ¥alb— gy T— RINED F

j‘o
ip igmp snooping vlan =~ > FiZ, A FF v A M V=X TET 74NV N CTT 4 8—T IR F
D

] KOFITIE, IGMP A X —E' > 2% VLAN TA F—7 T 5 HikE R LET,

Switch (config)# ip igmp snooping vlan 200
Switch (config) #

WOHFTIX, VLAN ETIGMP AX—¥E 7% T 4 B—7 VI 55 EERLET,

Switch(config)# no ip igmp snooping vlan 200
Switch (config) #

BIEITVFR avwUFk Bl
ip igmp snooping vlan immediate-leave IGMP B BALER 2 4 2 — T L2 LE T,
ip igmp snooping vlan mrouter LAY2 A4 —Tx2A A% VLAN O~ /)LFF ¥ & K
N—B LB =Tz AL LTHELET,
ip igmp snooping vlan static LAX2ALE—T oA RBTNV—T DAL NE LTHE
LET,
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H ip igmp snooping vlan explicit-tracking

ip igmp snooping vian explicit-tracking

VLAN BALOBRIIARA N N T v F 2 7 A X—7 I 2I2iE, ip igmp snooping vlan

explicit-tracking =~ > RZMH L ET, BURHAA N NI v F 727 1 8—7 12

Davry Rone BREZFEHLET,
ip igmp snooping vlan vian-id explicit-tracking

no ip igmp snooping vlan vian-id explicit-tracking

T 5120, =

BX DA vian_id ({EE) VLAN Z45E LE 3. ARMEOFIL 1 ~ 1001 35 LT 1006 ~ 4094 T,
TNk BRIIA A N kT v %2 7134 2= AT,
a2k E—F sa—sL ar7 4 X¥al—ay =R
av Yy FERE yy—=x EEERR
12.1(20)EW Z® =z~ R Catalyst 4500 >V — X XA »FIZBMEE L,
i RIZ, VLAN 200 A >4 —7 = A A ETIGMP BRI A R b7 v ¥ 7 %7 4 —7 M2 L, &iE
RERT DB E R LET,
Switch(config)# no ip igmp snooping vlan 200 explicit-tracking
Switch (config) # end
Switch# show ip igmp snooping vlan 200 | include explicit tracking
Global IGMP Snooping configuration:
IGMP snooping : Enabled
IGMPv3 snooping : Enabled
Report suppression : Enabled
TCN solicit query : Disabled
TCN flood query count H
Vlan 2
IGMP snooping : Enabled
IGMPv2 immediate leave : Disabled
Explicit host tracking : Disabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode : IGMP_ONLY
Explicit host tracking : Disabled
Switch#
BEEa<F = St
ip igmp snooping vlan immediate-leave IGMP BIFF BB Z 4 2 — 7 I LET,
ip igmp snooping vlan mrouter LAY 242 —T 21 A% VLAN O~ /L FF v & h

N—H f =Tz A AL L TRELET,
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ip igmp snooping vlan explicit-tracking ||

= N i

ip igmp snooping vlan static LAXY2A LB =T A RETN—TDALNE L THRE
LET,

show ip igmp snooping membership

RAR A R_R—= T EREERLET,

[ oL-27596-01-J

Catalyst 4500 ) —X X4 v F CiscolOS IRV K YI7L 2R JY—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG W



¥F28 Catalyst 4500 ~J—X X4 9 F® Cisco 10S av > F |

H ip igmp snooping vlan immediate-leave

ip igmp snooping vlan immediate-leave

IGMP AIFEBLIRALER % A r— 7 WIZF % I21%, ip igmp snooping vlan immediate-leave ==~ > R % ffi
MUET, BERpBLEZ T 4 b —7 2T 51iE, Zoa<x>y Fone BRZMM L £,

ip igmp snooping vlan vian num immediate-leave

no ip igmp snooping vlan vian _num immediate-leave

X DA vlan_num VLAN &5 TF, AMEOFHMIL 1 ~ 4094 T,
immediate-leave BIRRBLIR LR % 4 X — 7 WIZ LET,

TI2H+IE BRI (27— 7 LT,

avY kK E—F Jra—r ) ary7 4 F¥al—vay B—R

avy FEE )= EEET
12.1(8a)EW T D3~ R Catalyst 4500 > U — X ZA v FITBEMSNE LT
12.1(120EW BT FL v oo ZoFK— FSBMEE L,

FEREOHLIRSAY 0o~ REANTELZOE, Za—_L a7 4X¥al—ay F— RInE E9,
B ED VLAN ® MAC Z v —7 L4121 DD L — R0 5 AT, BELEREaE 2 FH L E 3,
BRI RE 2 R — R T2 DI1E, IGMP XN—T 3 U 2 BRBEEI L CWA KRR T T,

1 WOHFITIE, VLAN 4 T IGMP FIESLRAE A A 2 — 7 2T 5 HiEa R LET,

Switch(config)# ip igmp snooping vlan 4 immediate-leave
Switch (config) #

ROHFITIX, VLAN 4 T IGMP IR OBR A2 7 ¢ B — T M $ D Hikxa R LET,

Switch(config)# no ip igmp snooping vlan 4 immediate-leave
Switch (config) #

BEITUR avwUFk BiE
ip igmp snooping IGMP AX—V > 7% A 32 —T7 M LET,
ip igmp snooping vlan mrouter LAY 2A4 X —TxA A% VLAN O /LFF ¥ & |
N—B LB =Tz AL LTHELET,
ip igmp snooping vlan static LAXY2A LB =T A RETN—TDALNE L THE
LET,
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ip igmp snooping vlan immediate-leave ||

avwyk B

show ip igmp interface IGMP A v Z—T 2 A ADAT—HAERB LN 7 4
Fal—va FRERRLET,

show mac-address-table multicast ~“ILFF¥Y A FMAC T RL A T—T7 I ERZFRLE
7
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H ip igmp snooping vlan mrouter

ip igmp snooping vilan mrouter

VLAN DNV FHF Y A NV—F L Z =T 2 A AL LTbAV2A L FZ—T A RABAZT 4 v 71T
BRET DI,

ip igmp snooping vlan mrouter =~ > FZfEH L £, REXHIBRT 521X, ZDa~2 D no ¥
KEFEHLET,

ip igmp snooping vlan vian-id mrouter {interface {{fastethernet slot/port} |
{gigabitethernet slot/port} | {tengigabitethernet slot/port} | {port-channel number}}

|
{learn {cgmp | pim-dvmrp}}

no ip igmp snooping vlan vian-id mrouter {interface {{fastethernet slot/port} |
{gigabitethernet slot/port} | {tengigabitethernet slot/port} | {port-channel number}}

|
{learn {cgmp | pim-dvmrp}}

BXX DR vlan vian-id g~y N CHEMAT S VLANID &5 246E LET, ARMEOHMIL 1 ~
4094 <9,
interface FILVFXXYARN RAAL VFADX T ARy T A F—T A AEEEL
£
fastethernet slot/port T7AMNA—PRy b A EZ =Tz A, BLORARY hEKR—FOF
FEEELET,
gigabitethernet slot/port X3ty h f —F Xy b A F =Tz A, BLOABT Y b ER—FD
BRrRELET,
tengigabitethernet 10X HEY hA—F Ry h A F—T 2 A, BIORAR Y hEFR—
slot/port DEFEEELET,
port-channel number R— bk F¥ 32NV EETT, BHMEOHMAIL1 ~ 64 TI,
learn “NTFFX Y AN AL v TFOFEEFXERELET,
cgmp TNAFEXFY AR AL vFDOARX—E 7 CGMP 37 v b ERELET,
pim-dvmrp VILF XY AN AL v FDAX—E LS PIM-DVMRP /37 v h&fR7E L
£,
T2+ E “LFFy AN AL v FDAX—E LS PIM-DVMRP <47 v R MEE SN ET,

avY kR E—F AV H—T 2 A AT 4 F¥al—vary T—K

av Y FERE Jyy—= EEEM
12.1(8a)EW Z o=z KA Catalyst 4500 U — X 2 v FICBMENE LTz,
12.1(120)EW  JEiET FL v v o 7 oHR— R aBMEnE L,
12.2(25)EW 10X HEY F A —HFy b A2 —T A ADH¥FE— 23, Catalyst 4500 > I —
X AA v FITBMENE LT,
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ip igmp snooping vian mrouter ||

FREDALIRSAY oz~ Rid, VLANA U H—T 2 A a7 4¥alb—ay F— REFHEALTLEIN,

AL v F~DA U H—T 2 AL, 2~ REANTDH VLAN NIZRTUER Y 8 A, AL v FiE
BHEOT v TREICHY, FAL T barl b T v T Ro TWAMERL Y £7°,

CGMP #HGFAZL Y, I FTF 74 v 7 2O SHELZENTEET,
RET H5E AL NVRAM ITRFFE SV E TS

TNT XX AN A H =T 2 A ANDAFT 4 v TEERRIZ, AL v T A F—T A A ETETFY
R—hrShET,

| WOBITIE, ~AVTFFX A AL 9 F~DRI ARy T A F =T oA A%fET D HEERLE
j‘o

Switch (config-if)# ip igmp snooping 400 mrouter interface fastethernet 5/6
Switch (config-if) #

ROFITIE, ~VTFHXY AL 2L v FOFRGRERET D HEEZRLET,

Switch (config-if)# ip igmp snooping 400 mrouter learn cgmp
Switch (config-if) #

EEaTUFR avUF B

ip igmp snooping IGMP AX —¥ v 7% A R2—7 M LET,

ip igmp snooping vlan immediate-leave [GMP BB LER % A4 2 — 7 LIZ LE T,

ip igmp snooping vlan static LAY 2ALE—T oA RETNV—T DAL NE LTHE
LET,

show ip igmp snooping AT Iy 7IFE SN, FETERE SN VLAN 2
Ay TF A H— 714x T o mAERRLET,

show ip igmp snooping mrouter AT Iy 7 IZFEEN, FHTREINIZ LT F ¥ X

k x/r/%4/51 T xA AT DERER R LET,
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H ip igmp snooping vlan static

ip igmp snooping vian static

VATXY2AE =T A ATV —TDALNE LTHRET HITIL, ip igmp snooping vlan static =
~VREHEHLET, RELXHIRTICE, Z0oa~vr Fone BXNZ2HFEHLET,

ip igmp snooping vlan vian num static mac-address {interface {fastethernet slot/port} |
{gigabitethernet slot/port} | {tengigabitethernet slot/port} | {port-channel number}}

no ip igmp snooping vlan vian _num static mac-address {interface {fastethernet slot/port}
| {gigabitethernet slot/port} | {tengigabitethernet mod/interface-number} |
{port-channel number}}

BT EiBA vlan_num VLAN DOFE,

mac-address 7 —7 MAC 7 KL AT,

interface VN FXX AR AL F~DRI AR T L H—T = A A%¥s
ELET,

fastethernet slot/port T7 A A =YXy A F—T =2 A, BLORT Y hER—F
DEFERHRELET,

gigabitethernet slot/port FHTEYy b A=V Ry b Ao F =Tz A, BLOARY MEKR—
NOFEFEBELET,

tengigabitethernet slot/port 10 XV b A —Y Ry b A F—T=2A A, BLUOARY I &
RN—rOFSEHEELET,
port-channel number A— K FrxVEETT, BHEOHEIZ 1 ~ 64 T,

TI2HILE ZDavwy RICET 740 FRENRDH Y £ A,

a2k E—F Ja—sL ar7 4 X¥al—ay =R
av Yy FEE Jy—=x EEE
12.1(8a)EW ZDaw R Catalyst 4500 >V — X A A » FITEME L E L,
12.2(25)EW 100 XHEy b f—FFv h 5 —7 = A ADHYK— L3, Catalyst 4500 U —
X AA v FITBMENE LT,
7l ROBITIE, AV H =T 2 ATKANERALT (v 7 ITRET D HEERLET,
Switch (config)# ip igmp snooping vlan 4 static 0100.5e02.0203 interface fastethernet 5/11
Configuring port FastEthernet5/11 on group 0100.5e02.0203 vlan 4
Switch (config) #
BEaIIUF avwUk B

ip igmp snooping IGMP AX—¥E > 7 %A 32—7 M LET,
ip igmp snooping vlan immediate-leave IGMP HIFFfii i B Z ( R — 7 M2 LE T,
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ip igmp snooping vilan static ||

avwyk EL

ip igmp snooping vlan mrouter LAY 244 —T =2 A% VLAN O~ /)L FF ¥ X b
N—B A H =T A AL LTRHRELET,

show mac-address-table multicast ~“ILFF¥Y A NMACT RL A T—T7IERZFZRLE
e
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M ip local-proxy-arp

ip local-proxy-arp

n—7v 7 r¥%y ARP HEEE A r— 7 VI T 5I2i%, ip local-proxy-arp =~ FaEH L E7,
=R Frxy ARPHREZ T 4 £ — 7 IZT 2ITE, Zoa<wr Fone BRZMH L £,

ip local-proxy-arp

no ip local-proxy-arp

BX DA Toawr RICE, BIBERIRF—T—FIEHY A,
T2+ E n—JN Fraxy ARP 1T 4B —7 L TT,

avY kK E—F f B —T xR Ay T 4 Fal—ar T—FK

av Y FEE Jy—= TEEAT

12.1(8a)EW D= R Catalyst 4500 U — X ZA v FITBMSE LTz,

FREDHLARSAY oL, FRA MREHREINTND AL v FICEBERET S 2 EABERMICEIES L TWA 7 Xy
PETRIEALTZS,
ICMP U XA L7 M, a—L 7a¥xy ARPBENRA X—T VDA LV F—T 24 ATET 42—
272 £9,

i WOFITIE, B—HL Fax ARPHREA A X— 7 NMICT D HEE R LET,

Switch (config-if)# ip local-proxy-arp
Switch (config-if) #
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ip mfib fastdrop W

ip mfib fastdrop

MFIB & Fa v 7% A 2—7 M T 5121, ip mfib fastdrop =~ > R&fEH L ¥4, MFIB [=BE N
0y 7P ETF 42— T B, Zoavwr RO no JBERAEFEHALET,

ip mfib fastdrop

no ip mfib fastdrop

BX DA Zoawy RICE, BIEEREF—U—Rizb v A,

TI2AILE MFIB & K2 v 7134 2 —7 LT3,

avykE—F it EXEC &— K

av Yy FERE yy—= EEEMR
12.1(8a)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,
i WOHITIE, MFIB @i R w7 & A4 X—7 M2 T 5 hika s LET,
Switch# ip mfib fastdrop
Switch#
BEaYYF avwy kR i
clear ip mfib fastdrop MFIB @# Fa > 7 =2 b 29T _XT7 U T LET,
show ip mfib fastdrop BET 7T 7 hE#ERay = M 23 _RTHERFL,

W F Ry TS X—=T A THBNE I mbRLET,
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W ip multicast muitipath

ip multicast multipath

ZEa A b 2L FNA (ECMP) 25 L7z IP AT Xy AN T 7 4 v 7 0ua— RKgElEL x—7 0
ERAY AN

Ja—)v ary7 4 X2 b— gy E— KT ip multicast multipath #fEH L 3, Z OMEELT «
=TT BICE. 2oavry Fono BREFEHLET,

ip multicast [vrf vrf-name] multipath [s-g-hash {basic | next-hop-based} ]

no ip multicast [vrf vrf-name] multipath [s-g-hash {basic | next-hop-based}]

B DA vrf vrf-name (L) vrf-name BIETIRE LI~ A FF ¥ A2 b XR—=F vy )L 7T A _— |
F v hU—27 (MVPN) LW—7 4 V7B L OHRE (MVRF) AV AH VA
BT OGN IP v AT XY AN NF 7 4 v 27I2%3 5 ECMP v /L5 % %
A b v— R824 x—7 LI LET,
s-g-hash basic | EE) Y—A T RLALIN—TF 7 RLVA, I/ —A T RKLALS
next-hop-based NW—T T RVALR T AR KRy T RLRIZHESNWZ ECMP ~ /v F % ¢ &
k= KyElEAx—7 VI LET,
basic ¥—U— R&ETHE, V—A T RLRELITNL—TF T RLRITHES
WIZHAZR N Y a A =T TR EF, ZOT AT Y XA, EAR
S-G v va T XAEHEHET,
next-hop-based ¥ — UV — R&fET L L, Y—A T FLVRA, ZL—7TFK
LA, BIOXZ AN KRy 7T RLRICESS MR ANy S 2N 72—
MRV ET, TOTNVITYRALNIFX T AN Ry S XR=2AD S-GNyia
T XL EEERET,
ARVRTIHNE  BEEOSa X N SARETHHE, ~VFFv A b bF 74 v 73T NbORAMTE— RyEl S
NEHEA,
a2k E—F Ja—)L ar 74X alb—3 a3 (config)
av Yy FERE )1y—=2 EEEM
12.2(53)SG s-g-hash & — 7 — K73, Catalyst 4500 21 v FCHEASHE LTz,

EREDHA R34

ip multicast multipath =~ > Ni%, WGE 71 ha/VisiBl< L FF ¢ 2~ (PIM) THEBEMEL £8
/Vo

BEHDOHEIA N SAMTIPvALTFY AN T T 47 Oa— RGEIEAX—TMIT BT, ip
multicast multipath =~ > F&#H L E T,

V=2ZANE 2 DU EOFEIX R RARFEHTELLREIE. 2=F ¥ A M I 74 v 713N LD/RR
o Tr—FopElEnET, —H, SAFXY AN FT 749 7E 774N T BHEOFEaR
b XA Tr— RGEENDZ LEHY EHA, BN, vVTFFXY AN NT7 1 v 70,
Reverse Path Forwarding (RPF) XA N—M7 OIS ET, PIMAERIC L 2 &, BEEO XA N—N
FUARNY Y7 Z2FOHBE ZOXANR—EIRBRENIP T FLAZFF S T RITHIEZRY 8 A,
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GE)

]

ip multicast multipath W

ip multicast multipath =2~ > R Tr— F3HERET DL, VAT LEF, Sy va TAITY X L%
BFHLT, Y—R T FLRIZESNT, HHDEa RN RZDMTYAF XY AN T 74 v 7 %5
E L %9, ip multicast multipath =~ > REZFHEL TWT, HEOE a2 N R2ARFETIHE, <
NFFX AN NTT 4 v T BEETDHRAL, V—AIP T FLRACESWTRIRENET, BR5H
BOY—=ANEDYNANTFXY AL NT 74w 70, BRDIEHOEFEaX N RZAOHTr— Fadlah
£, A=Y —ADnbRRLIEHONVT XY AN IV —TIEEINTZI VT FY AN VT 7 4y
ZIZONWTIE, HEOEI RN XZ2O[Tr— R 27Uy M fThitERE A,

ip multicast multipath =~ > NI, FF7 71 v o7 DOnr— K AT TR m— RHEEZITWE
To Y=AMBD LT T 4w 7IF, EDLT T4 v T REOMD Y =ZANED T 7 4 v 7 X DIED0
IZZWBATH, 1 DOSALERALEEA,

ip multicast multipath =~ > K73 s-g-hash ¥ — VU — FTREIN TRV, EHOEa X F RS2AR3fF
ETHHE, V—A T RLALITNA—F T RLA, F723Y—A T RLVREITAL—F 7T RLREXRT
ARNABRYy T T RLVAIZESNT, Zax h XZ2OBTe— RSEREELEST, IPwALFF¥ Xk
NF 7 4w Oa— RRENCA T Y 3 ? s-g-hash ¥ —TU— REHETHIHAIE. KOF—T— KD
WENDERETDHZLICE ST, HaxX b RADHEIHERTL27403 Y XLAEZBRL2TNIER
D EHA,

e basic: EAS-G Ny a TAITYXAEF, Ny T EHlOFHEICT X 2MbE—OIER LRV
B, FPHIAEETT, 72720, BEARS-G y v A XAk, FFEDOY—RAL T )L—FZo0
T, EON—F ETEONy T aBFRENEZNCERRS EICE U Ay Y aNEBIREN D720,
RTEALT 2 mAH 0 £9,

e next-hop-based: %7 A b Ry 7 XR—=2D S-G Ny a TNIAYXANZ, FUrFAbiFNnyva
BEERETHITEHEH S22, FHIATRETT, Sy vz 7T ) XARKEKRS-G Ny
Va THNIAYRALELEEST, FZAN KRy T R—=2AD/ Ny vz AH=ALNIREAAOERMNRH 0
FH A,

WOBNL, SNy a2 TAITY RALEFERLEZ, V—A 7 RLRICESS ECMP vV F % ¥ X b n—
FpEla N —2 ETA X —TNIT D HEEZRLET,

Switch (config)# ip multicast multipath

WIZ, S-G vy va TAITY XLZERT D, EETICESNTZ ECMP /b F % v 2 b 1— FE
B, —F ETA X =TT BB ERLET,

Switch(config)# ip multicast multipath s-g-hash basic

WIZ, FT AN By T R=ZAD S-G Ny va 7T ANEHHATLH, KET, 70—, BLU*

JANFBY T T RLRIZESNWZECMP v v F ¥ A b v— o8z, V—% ETAx—7 T
LW %R L ET,

Switch(config)# ip multicast multipath s-g-hash next-hop-based

[ oL-27596-01-J
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MW ip route-cache flow

ip route-cache flow

IP v—7 1 > 7 D NetFlow #tiHE#HR % A *— 7 /WIZT HIZ1E, ip route-cache flow =~ K& L
F7, NetFlow #FHEHREZT 4 E—7 MICTHIKIE. Z0a~vr RO no BRXEFEHLET,

ip route-cache flow [infer-fields]

no ip route-cache flow [infer-fields]

B DA

TI2FILE

infer-fields (L) Y7 hr=TIc o TR SNESAIC, AJID, W ID, A—7 1
J1EH & o 72 NetFlow 7 4 —/V REEHET,

NetFlow #EHEWRIZT 4 £ —7 L TT,
HEW S 7o sIEBRA S N E T,

ya—~) ar7 4 ¥al—vary T—R

ERLEDAA K54

(E)

Jyy—= EEE
12.1(13)EW Zd=a= KA Catalyst 4500 U — X 2 v FICBMENE LTz,
12.1(19)EW HEW 7 = REHR— b TDL9a~y RBEEShE L,

Inooa~wy FaHT 51X, Supervisor Engine IV 3 XU NetFlow Hh—E 2 71— RZEY {F1F
LRERHY ET,

NetFlow #aHFHAEREIL, —#D N7 7 4 v 7 fGEHEFREZ XY 7 Fy LES, ZTNOED LT T 1 w7
MEHERICIE, Fy MU= 00, B, THU T 07 A BELO DoS WEOMMNIZHH T
5, FELIPT FLAL GHEIP 7 RLA, LAY 4R —MER, 71 ban, AJid IO I8E5
. BLOZOMON—T 4 ZERBEERTOET,

NetFlow 21 v F o 71E, $_XTCOA U F =T =2 XA XA TDIP N7 74 v 7EBLOIP 17k
N7 74y THR—bFEINET,

ip route-cache flow infer-fields =~ > K% ip route-cache flow =~ > RO®ZBIZATIT5 L, BEHFD
FryvraZPETEET, HHLFEEKTT, ZOREZ, THY +— A RBFEET IR, E11FE
LRWEAEL, Fv vy aNTRBICZ 0 —2N844 52 L 2B 572 0ICEITLET,

NetFlow A A > F > 7 OFEMIC DWW TIL, [Catalyst 4500 Series Switch Cisco I0S Software
Configuration Guidel #ZRL T 7230,

NetFlow (&, O A A v F v 7 T— RIZERT, AFVBLOCPU Y V—R2E2L<HELET,
NetFlow & A X —7 NMZT BHIC, A v T TRERY YV —ZA%ZET L2 ENMBETT,
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ip route-cache flow W

1 WIZ, AA v F LT NetFlow 21 v F o 7% A F—TNICT 56 % 7 LET,

Switch# config terminal
Switch(config)# ip route-cache flow
Switch(config)# exit

Switch#

(G¥) Zoa<w R, [lHrOA =T 24 ATITHEREL 8 A,
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M ip source binding

ip source binding

ABT A4y TIPS —=ANAL T 47 = b ZBINEITHIBRT 511X, ip source binding =~
YREBHLET, XHET2DIP Y =2 NS T 47 2 b EHIRT 2I12E, 203~ RO no
BREEHLET,

ip source binding ip-address mac-address vlan vian-id interface interface-name

no ip source binding ip-address mac-address vlan vian-id interface interface-name

B DERBA ip-address NA VT 4 v T35 P 7 KL ATY,
mac-address NA VT 4 TG MAC 7 RLUATT,
vlan vian-id VLAN %5,
interface interface-name NRA VT 4 ITRSBA B —T = AT,

TIAIE ZOawy RIZIET 740 MERENDH Y XA,

avY kR E—F sa—N\)L ar74¥alb—ygy EF—FR

av Y FEE yy—=x EEER
12.1(19)EW TP av s R Catalyst 4500 U — X ZA » FITBEMINE LT,

BRALOHM FSA4Y  ip source binding =~ Ri%, R¥F 4 v 7 IP V=2 NA T 47 2o M) T EBINT 5720
WAL £,
SIETBHIP Y —A RS, T 47 2 M) RHIBRT212E, Zoa<wr Fone BXEFHLET,
EFICHIREIND L1227 5120F,. T _XTOMENRTA—EZRN—FTEHILERNH Y 9,
BEABT 4 IPAA T 47 = b iE, MAC 7 FLAB LW VLAN F5THEE LE4, CLI
WD MAC BLEOVLAN 2805 & BEEONAL U F 40 7 2y FUBREH LVWRT A — & THP
ENFET, BloONRL T 407 o P UIIMERENET A,

1l KOBITIE, ALT 4 w7 IPEETNAA T 4 v T HRET DI EERLET,
Switch# config terminal
Switch(config)# ip source binding 11.0.0.1 0000.000A.000B vlan 10 interface

fastethernet6/10
Switch (config) #

BEaYUF avw vk BL
show ip source binding VAT NIREESNTWDIP Y —A RS T 4 v T hdk
RLET,
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ip sticky-arp

ip sticky-arp

AT 4 v¥% ARP %A F—7 /T BHITiL, ip sticky-arp 2~ RFZEALET., A7 1 v % ARP %
FAE—TNMIT AT, Zoavry RO ne BFREHEHLET,

ip sticky-arp

no ip sticky-arp

BX DA Zoawy RICE, BIEEREF—U—Rizb v A,
TI2H+IE AL F2—=T I

avykE—F ra—nNjar7 4 ¥al—vay T—K

av Yy FERE Jy—= EEER
12.1(12¢)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,

FREDHLARSAY o=~ RiZ PVLAN TOHRYFR— FENTHET,
LAY 3PVLAN A v X —T =2 A ATHEEHLIZARP = bV IE, AT 4 vF ARP = MU TY, (
show arp =2~ > K& H LT, PVLAN £ > ¥ —7 = A 2D ARP = b U 2 FRE L OWER T 2 3
NHYET),
X274 LOBEANMNS, PVLANA VX —T A4 ADAT 4 v F% ARP = > kU IIHIRRYINIC 2 D
FHA, FI—DIP 7 RLRAEZROH LWEBEZHERTH L, A vE—URNERKIN, £ ARP = |k
VIiTER SN E A,
PVLAN A > % —7 = A A ® ARP =  VITIZHIRA 272, MAC 7 L ANEE Sni-ifs
IZ. PVLAN A > % —7 = A A2 LD ARP = ") ZFEH THIRT AXLERH Y £,
AT 4% ARP = MU IFAX T 47 = MU L3 H72 0 | reboot 38X N restart =~ K& AJj
LTHREBIMELEINETA,

1 WOBITIE, AT 4 % ARP A4 F— 7T B HiEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) ip sticky-arp

Switch (config)# end

Switch#

WOFITIE, AT 4 vF ARP 2T 4 B —T W T D HEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) no ip sticky-arp

Switch (config)# end

Switch#
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M ip sticky-arp

BEa<v R avyvk EY

arp (Cisco IOS O~==T7 V&%) Switched Multimegabit Data Service (SMDS; A A v F K~
TNLFRATEy N T—F F—ER) Xy hT—TERHED
ABT 4 v V—T 47 D Address Resolution Protocol
(ARP; 7 L 2 fgik7m han) = b A X —T7 T
LET,

show arp (CiscoIOS D~==7 /%% ARPEHREZFRLET,
H)
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ip verify header vian all

ip verify header vlan all

LAY 2 TAL v F v T ENTZIPvE /7y b D IP ~v X —HGiEE A 32— 7 V2T HIZiE, ip verify
header vlan all =~ > FEZEMLET, I[P~y ¥ —Rita7 4 E—7MICTHITE, Z0avr Fo
no JEA AL E7,

ip verify header vlan all

no ip verify header vlan all

XN ZDavwy RIZIETF 740 FREDNDH Y FH A,
TI2HILE TY oD T BEON—T 4 TSN IPVE X7y RO IP ~v X —BReE s g3,
avwY kK E—F Jra—r) ary7 4 F¥al—vay B—R

av Yy FERE Jy—= EEER
12.1(20)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LI,

BRLOAMIRSAY —oa<r RiE, VA Y3 TAAS vF LT b—=F 4 7) SR 7y Mol snEga,
Catalyst 4500 V) — X AL v FTIL, A v F T ENTTXTD IPv4 7w FD IPv4 ~v F—I|T
BHDHRDT 4 —V FOFHEEHRBL ET,
o N—Va i34 THLIVENRDHY T,
o AYH—RIT20 31 MU ETHHLERD Y £,

o BIRENNYHT—FED4HEUETHD, LATY2 0y b A XN LAY 2 D72 A X
ElWIEL D b RELRTERY T8 A,
IPv4 /R4 R IP ~v X —RFECRIRT D &, Xy MEkey7a3nEzd, ~v ¥ —Wikx T «
=TT DL, MR IP ~v X —%F oy NET U v P T EINETHN, V=T 4 VITPRE
MENTWTHOAL—T 4 T ENETA, [PVAT7ER V2, [P~y A —ICEHAESNEE A

] ROBFTIE, LAY 2 TAAL v F T INTIPvERNT Y D IP ~y X —GEEET 4 B—T T D H
EERLET,

Switch# config terminal

Switch(config)# no ip verify header vlan all
Switch (config) # end

Switch#
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M ip verify source

ip verify source

BHETERVWLAY 24X —T 2 ATIP Y —A H— FR&A F—T7MIT HITIE.ip verify source
av U REFEALET, BEHTERWVWLAY2AM X —T A ATIP Y —A H—FR&T 1 —7 NI
THIIE, Zoavy Rono BREMFHLET,

ip verify source {vlan dhcp-snooping | tracking} [port-security]

no ip verify source {vlan dhcp-snooping | tracking} [port-security]

BX DA vlan dhep-snooping  (Z#Tx 72\ LA ¥ 2DHCP AX—tE> 7 A2 X —T = A ZATIP Y —3RA
H—RE&EAZ—T VT LET,
tracking R—=RCTARLT A v Z IPT RLA T—= 7% ET 50 P A—b &
Fa VT4 Fx—T N LET,
port-security EB) A—b X2V 7 o HEE2MHFAHLT, XETIP 7 FLALE MACT
RL2OBEE 74 NVZ I T LET,
T2+ EK IP EETH— RETF 4 &—7 LT,
avY kK E—F Ja—rL ar 7 4 ¥al—i gy T—R
avy FEBEE yy—=x EEER
12.1(19)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
12.2(37)SG IPR—F X2V T 4 BLO T vx 7Oy R—nBMEhELE,
i WOHITIE, K— NEALTVLANI10 ~20 TIP V—R H— R& A X—TNMCT D HEEZRLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip dhcp snooping

Switch(config)# ip dhcp snooping vlan 10 20

Switch (config)# interface fastethernet6/1

Switch (config-if)# switchport trunk encapsulation dotlg
Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport trunk native vlan 10
Switch (config-if)# switchport trunk allowed vlan 11-20
Switch(config-if)# no ip dhcp snooping trust

Switch (config-if)# ip wverify source vlan dhcp-snooping
Switch (config) # end

Switch# show ip verify source interface £6/1

Interface Filter-type Filter-mode IP-address Mac-address Vlan
Fa6/1 ip-mac active 10.0.0.1 10
Fa6/1 ip-mac active deny-all 11-20
Switch#
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ip verify source Ml

WOBITIE, LAY 2727 A F—FTIP-MAC 7 A L X &ML TIP A=k %27 ¢ %A
F—=T M B HEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip device tracking

Switch (config)# interface fastEthernet 4/3

Switch (config-if)# switchport mode access

Switch (config-if)# switchport access vlan 1

Switch (config-if)# ip device tracking maximum 5

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 5
Switch(config-if)# ip verify source tracking port-security
Switch (config-if)# end

REZ IR T DX, show ip verify source £7# EXEC =~ > K& AN L ET,

BEIYUR = N i

ip device tracking maximum LAY 2R—FTIPE—F X2V T 4 XA VT 47
DT X ThEAFX—TNMITLET,

ip dhep snooping DHCP AX—V U 7% 71— Ul F—T M LET,

ip dhep snooping information option  DHCP 473 3 82 F— & AZ A X —T NI LET,

ip dhcp snooping limit rate AVE=T A AN I BHLEVIIRETLHZEDOTED
DHCP A vt —V 0¥z iE LET,

ip dhcp snooping trust E#T& % VLAN ECDHCP AX—VE L 7% A % —7 /b
WLET,

ip source binding ABT 4T IP =AU T 47 = N BBINE
ToITHIBR L £

show ip dhcp snooping DHCP A X —bE >V F#REEFTLET,

show ip dhcp snooping binding DHCP AX—Y v 7 XA vF 47 = b BFRLE
7

show ip source binding VAT HICRESNTWD IP Y —A RNL VT 4 T %K
~LET,

show ip verify source BEDA LB —T A A FDIP V—A H— RFRREL 74
NEERRLET,
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M ip verify unicast source reachable-via

ip verify unicast source reachable-via

IPv4d A 7 —T 2 A ATa2=F v A M RPF F =2/ &A 32— /M LTRET HITIE, ip verify
unicast source reachable-via =~ FZfEH L EF, ==%+x X F RPF %7 4 E—7 2T D121,
Zoa<wrRFono BRXEFEHLET,

ip verify unicast source reachable-via rx allow-default

no ip verify unicast source reachable-via

BXDEREA rx BIETLT RLARAY v MRZESNTA V¥ —T7 = A RCEERED IR L
£,
allow-default FTFNEON— EBNRETT RL AT ANE I a2 iR L ET,
TIAIE F =T
avY kK E—F AV B —Txf AT 4 Fal—var T—NK
avy FERE yy—x EEER
12.2(40)SG Catalyst 4900M  + — < & | Supervisor Engine 6-E % ##; L 7= Catalyst 4500 T

BEREDAA FS54>

N

(F)

/]

R— bR S E LT,

AW RX T—RTIE, =2=F%F v A M RPF THEEILT RUARBGE LA V¥ —7 = A AIZEZEF
BETHAIVENDLY ET, FExIE, v— R XT3 7 L TEETNIGERREICR > TWRITH
TWTERA,

2=%+% AN RPFIZFAJIKETHY, BDT v AN —L ZV ROLV—FZDANNA  F—T = A
AP FICEAESNET,

2=%% A RNRPF 2Ry hT—2 A F—T A ATHHALRNWTLEE W, NS % —7 =
A RNZWEIN—T 4 TICHEMHERTFET DR H Y 3, 2F0., X7y hOEEFIL~D)L— k
DEBAGFELET, 2=F¥ A M RPF Z2@EHT201E, b &b EIM, ERFHBICHEINTH
HPETFICLTLIZE W,

WOHITIL, = =F v Ak RPF exist-only = v 27 E— R&A X—T NI D HEERLET,

Switch# configure terminal

Enter configuration commands, one per line.
Switch (config) # interface gigabitethernetl/1
Switch(config-if)# ip wverify unicast source reachable-via rx allow-default
Switch (config-if)# end

Switch#

End with CNTL/Z.
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ip verify unicast source reachable-via W

BREaTV R avwyFk BL
ip cef (CiscoIOS OD~==27 /L% %) AA »F T Cisco Express Forwarding (CEF; > 2= =7
ATVA T T =T 4V T) A FX—T NV LET,
show running-config 2 v FOBREDFEITa Ly 7 4 X2l —a iR LE
‘é—l}
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W ip wcep

ip wecep

P—ER TN —FIBMTEDLLIIT, FHELIZ Web ¥v vy =@ m b=/ (WCCP) #—t =%
DY R—= "2 F—=T VT DI, Fr—Larv7 s Fal—vary T—KRKTipweep 2v> K
EERHLET, Vy—ER ITN—T%T 4 —TNMZTDHIZEFE., ZO0avrFono BXEHEHLET,

ip weep {web-cache | service-number} [accelerated] [group-address multicast-address]
[redirect-list access-list] [group-list access-list] [password [0 | 7] password]

no ip weep {web-cache | service-number}[accelerated] [group-address multicast-address|
[redirect-list access-list] [group-list access-list] [password [0 | 7] password]

BX DA web-cache

Web ¥+ vz h—bERAEETLET,

(GF) WebXrviald, 1 o0 —bERELTHTY FENET,
P —EADRKRE (service-number 315 THE IV B ToHh/7-H—F
AxEte) X8 T,

service-number

FAFIv 7 $—ERXID, ZOV—EROEHRIL., F¥rviallloT

REINET, ¥A4 T Iy 7 —ERFEOHMIL 0~ 254 TY, —v

A DI K% (web-cache ¥— U — R THEETD Web v via $—EX

FETe) X8 TT,

GF) T Ra0OF vy VRV —ER TV —TTHEHAEIND
e, U= Fady -2, H99 THEINET,

accelerated

(EE) oA Fvaii, "~ =7 77&8ILb—rar b—HIZ
FPUEAISNET, Z20F—U—KiE, ¥xv v o o0 CHERIHE
SEENDOESTEDIIY— R S —FRHRELET, 2L, L—
ZDOVZA VT MIN—Ku=T 77T Lb—varzFHTE5HE
THryvia TUVUREREINTWIHEEREET,

group-address
multicast-address

(f£FE) WCCP H—t R I N—TL@EETIHATHY A RNIPT KL
Ry RNT XY AR T RLRE, VALY FENTA v =V %G
THX Yy vV VUV ERETAEDICV—Z THERAESNET,

redirect-list access-list

(FE) 2OV —ERAITN—TICVHEAL VL7 NEND T 7 4 v 7 &l
THT7 A YR, access-list BI1E%, 77 EA VR NERET S 64
XFLUTFTOXFH (AaiEiidFES) TRETILERHY £,

group-list access-list

(ER) —ER T N—T~OBMEHANTHX Y v a 2Pk
ETDHT 782 UR N, access-list BI1EICI%, EREE - I1TVEET 7 & 2
VA NOFEEEIZLTEZHRELET,

password [0 | 7]
password

(FEE) V=X TN —TRbZE LA vy =% % Message
Digest 7 /L2 Y X 5 (MD5) 58k, @BAE TR ARSI A v
TVIEBEESRET, BEA A TIUT 0~ T OX A TERIBETEE
T, 0l fbahienz & &, 7TIMA O S(LE R LE T, password
FIEOE SI3HK 8 XF T,

AYVRTFIALE  WCCP H—EABAL—F TA F—T o TERA,

™.

H
I

T

avy

Jua—sr a7 4 ¥ a b—3 g (config)
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ipwccp W

avy FERE

)= EEEH

12.231)SG Catalyst 4500 > U — 2 ZA v FTHR— bBNFMB I E LT,

15.0(2)SG/3.2(0)SG  Supervisor Engine 6-E. Supervisor Engine 6L-E, Catalyst 4900M, X
Catalyst 4948E (2R — ML S VE LTz,

15.0(2)SG1 redirect-list ¥— 7 — ROHFR— FRBIMELE LT,

IOS XE 3.3.0 SG Supervisor Engine 7-E 35 X U" Supervisor Engine 7L-E [Z % A — F BRI 41
(15.1(1)SG) L7,

ERLEDAA K54

Zoavwy RiE, BELEY—ERBEELITIWeb ¥ via H—ERLIHTEHIYR— 21 R—
TNEEET 4 =TT DDA —FIHERLET, P—EAFSITIT0~254 ZfEECTE £
T, P—ERBBELRLENA R—TNIZRDE, V—FFY—E R TV —T OIS TEE
7,

noip weep I~ REANTEHE, —FFH—ER TN —T~OBMEKT L, thoA 2 —7 =
AARP—ERIZHEISNTOARNESIFTAR—Z2DE Y Y TEEREL., O —EANRBEI N T
VAT WCCP # 2 7 2% T LET,

web-cache & — U — K L W service-number 31 D%I1THEL F—U— RiZA 7> a T, (EEDNE/F
THRETEXETHN, 1 ELNMEETEEHA, RKOETIE, Z0avy FOIFEIERBROMAHFIE
WZoWT, #EEFHHLET,

ip weep {web-cache | service-number} group-address multicast-address

WCCP /' v—7" 7 RV A, #Hiin—2 & Web ¥+ v =2 WCCP 7ua k)b X ve—TU DRI
FERATEYALTXFXY AN T RLRAEZHRTETLHLEDICHETEET, ZOLHIRT FLRAEFEHT LY

E.IPNTFFY AN N—T 4T A X—TNMILT, BREINTZITN—T (VFF¥ AN T

FURAEEHATZA vV DR ERICZEEINDLIICTIHILERDH D 7,

ZOF T a3 L, 0)711/—7 7 RV ATE(EL THerel Am) A v E&—Z%t9 % (1 See Youl
IWEERESTHEDIC, BEESNEZ~LF XY A MNP T RLAZERT L IV —ZIZHERLET,
WEEZ T N—T T szc:%%ﬁéhih T AN N TIEINN—T 7T RV RAFRES N TN RN
O, TXTO HereIAm] A vE—JIZa2=F%% X MEENRINET,

ip weep {web-cache | service-number} redirect-list access-list

COFTvariE, Y EALTHESNIZY—ER ZA—T D Web ¥ ¥ v allU XA L7 FER
%) 1*374’ v 7 ZHIET 201, TR VA MNEREHRT LIV —FIZHRLET, access-list

S, BEHEEIIIET 78X VA OB ELIIARERRELET, 778X VA ML, V¥
A 1/7 EHAEND NI 74 v BRELET, T 74T, VEALZ b VR MIRESH
TWEEAL FRTDORNF T4 v IRV FA L7 FERET),

WCCP Tid, ko7 a hajrtR—hrN, WINRLET7 78R VRARNMIE-oTHL 74X T EN7
WESIZTHIHERH Y 7,
o a—YW F—475 5 Fu ha) (UDP) (Fa haj A7 17) A—k 2048, ZDOKR— I

TV roRIENCERSNET, TOXATDINT T4 v BTy T5Z LT, WCCPIZXL
HN—R Xy yva TV HOEROMBLNELINET,

ip weep {web-cache | service-number} group-list access-list
ZOFTva i, mESNTT—EXR &/v~7~®%ﬁu%a$7‘éﬂé%¥ VA i///%ﬁ%ﬂﬁw

LD, T7EAVANBHEHT L5V —FIZfER UET, access-list S1EITI, FEAEE 7-I1TIE
BT A VA NDOERS, FRIIEBEOXZA TOAFINET 72X U A }\@%ﬁﬁ%?ﬁﬁbiﬂ‘o T

[ oL-27596-01-J
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W ip wcep
TR VANMI, V=R TN—T~DEMEHFASNDIF v via 2P ERELET, ?“‘71»
FTIE, 2 —=7 VA MEIRESHLTWRWIZD, TRXTOF vy v va 2P URY—E X Zr—7
ST 2R H Y F,

Y
(¥)  ip weep {web-cache | service-number} group-list =~ > KO#ELIL, ip weep {web-cache |

service-number} group-listen =<2 FEETHWETN, InbIFE-72LBloa~r RTT, ip
weep group-listen ==~ > K ;t Frvia JITREINLOTALT XY R NAAEZETALI AV
B—T 2 A ARET DIZOIMENT L5, 47— 714x:y74¥;u~v5y:vVPT#
[Cisco I0S IP Application Services Command Referencell @ ip weep group-listen =~ > NOFHA % &
L TSIZE N,
ip weep {web-cache | service-number} password password
ZOXT v a g, Y- Ex%f%ﬁént# ERA TN—T B E Lo A v E— V2% LT MD5
RAEZ T 2 L O N — 2R LET, V—FITAT— F&F Efé iF, a~vr ko @ﬁﬁ%
ERLET, £/, & Web ¥ v v =2k LTRIUARAT — REEHNCRET 2L ERH Y 37,
le_]\bj:%jigj(‘ii(]\ﬁfgi# /I/‘_‘yfnmuftz))/]’z 7/V(7f£0Tb\E)&% D‘LHIEéj/Lfcﬁl/\
f/'h_‘.\/{j:géaﬁéﬂi—aﬂo '7:7?/1/]\ umuE/\XU“—I\ TEER H/:Eéﬂ(%%—gpx B3 j:T/f“Z 7/1/@_
o TVET,

i WIZ, =T FX¥ AL 7 RLR239.000%#FHL T, WCCP#H 7 rxy y—EREHEITTH LI
N— B EBET D0 LET,
Router (config)# ip multicast-routing
Router (config)# ip wccp 99 group-address 239.0.0.0
Router (config) # interface gigabitethernet 3/1
Router (config-if) # ip wcecp 99 group-listen
WIZ, FEHED 10.168.196.51 LIS D Web BI#E X7 v b % Web v v =2l U XA L7 bF5L91C
N—2 ERET DR L ET,
Router (config) # access-list 100 deny ip any host 10.168.196.51
Router (config)# access-list 100 permit ip any any
Router (config)# ip weccp web-cache redirect-list 100
Router (config) # interface gigabitethernet 3/2
Router (config-if)# ip wccp web-cache redirect out

BEaTUF avwyk B7L]
ip weep check services  3-_XCD WCCP y—b A% A x—7/LIZLET,
all
ip weep version N—HTHEHATH WCCP D=V a VERELET,
show ip weep WCCP (B9 % 7 v — Uit e Zon LE T,

Catalyst 4500 1) —X X4 v F CiscolOS AT K Y77 LR Y 1y—2Z |0S XE 3.4.0SG & & U 10S 15.1(2)SG
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ip wcep check services all

ip weep check services all

B DA

TI2HIE

avU kK E—F

T_RTO Web Fv v r=a@BfE7 e hait (WCCP) y—ER&EA F—T /2T DHITiE, Fr— L 2
V74 Fal—3 3 F— RTipweep check services all =~ > FEZFEHLET, TXTOHF—E R
ETAE—TNMCTHITE, Zoavr Ko ne BAEHEHLET,

ip wcep check services all

no ip weep check services all

Zoawy RZiE, slEETF—V—FEH 0 £HA,

WCCP y—ERANRNL—F TA RF—T N> THER A,

Ju—sL a7 4 X2 b— 3 (config)

avy FERE

ERLEDAA K54

y)y—2x FEER

12.2(31)SG Catalyst 4500 > U — 2 AA v FTHR— bAFMBENE LT,

10S XE 3.2(0)SG Supervisor Engine 6-E. Supervisor Engine 6L-E, Catalyst 4000M, # &}
(15.0(2)SG) Catalyst 4948E |2 H R — M MRIES L E L7,

I0S XE 3.3.0 SG Supervisor Engine 7-E 35 X O Supervisor Engine 7L-E (2% A — M 3 LR &
(15.1(1)SG) LI

ip weep check services all =2~ > REEH T2 L. — IOV TT R TOFREFE A —ERET = v 7
L. BBEIISCLTEDY—ERIZONWTY XA L7 ar®2FTF745 5512 WCCP #RETE £,
Nry hOUFAL VT MEdx v vald, VXA L7 BACLOT Z7®A 22 hr—/L J Xk (ACL)
L P —ERADTTAF VT 4 EIC L > THIEICE £,

DO WCCP ¥ —ERLDA LV H—T 2 A AERETHIENTEET, | DDA H—T =4 AT
#ED WCCP y— A ERETHHA. VP —E2AOEEIEN T, WOBREFAY—ERADT T 44
T4 LB L, TOF—EADMEMNRT I AV T Ik TEDY F3, % WCCP +—E R|Z
W, BEEO NI ZAL VT @R H Y 7,

WCCP #+—bt 2%V XA L2 M ACLEZMHLTERET DA, [Py MZ—ET 259 —E 2R
OMBET, 774X VT4 BICH —ERARTF =7 SNET, Ty MI—ET 2V —EABR0WE
B,y MRV AL LY bEREFAL, P—EAR ATy MZ—&KL, =RV F AL b
ACL BPFEESNTWDHA, IP X7y MIACLIZH L TF=v 7 &ET, ACLIZE>T 7 v K
DS SN 554, ip weep check services all 2~ > REZFHEL T RWE, BWT T4 AV T 4D
P — BRIy MIES L ER A, ip weep check services all =~ REFRETHE, AV F¥—T =
A AR ESNTNDEY DRWTFTA ATV T 4 O —ERIXH LT, GlEHmENTy hOvyF T
DRITINET,

WCCP +—ER I N—TDTT7A4F VT 41Z, Web ¥+ v a23E@ ko THREY £, WCCP ¥—
ERAITN—TDTT7A A4V T 1%, CiscolOS Y7 N7 =7 TRETETEHA,

[ oL-27596-01-J
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W ip wcep check services all
Y
(G¥)  ip weep check services all =~ > RiE, X CTOH—ERAEA S, H—0¥— A FEEMTT 5
N7z e—s L WCCP =2+ R T,
i WIT, TRTD WCCP H— b R &#HET D057 LET,
Router (config) # ip wccp check services all
BEav VR avwyk HL)
ip weep P—ER TN—TIZBMTE D LS, $HE L7z WCCP —r 2D

Jl Catalyst 4500 >)—X X4 v F CiscolOS I7?v K JI7L >R Y Y—2R I0S XE 3.4.0SG & U 10S 15.1(2)SG

R—bE2AR—=T M LET,

ip weep group-listen

Web ¥ v v v ai@fg7m b=l (WCCP) O IP v AFF¥x Ak Srw |k
DEEEARX—TNEELZT 4 =TT EH LI, r—F DA
5_7I4xég§hﬁbi‘j‘o

ip weep redirect

Web ¥ v =@ nm b2 (WCCP) #f#H LT, ZIgA v ¥—7 =
AAFEFREFREA L E—T2A ATy FDODIUEA VIV a bl X—
Tz LET,

ip weep redirect exclude
in

AE—T 2 A ATRELEAAY Yy he, VXA LT FOF = v 7 0BER
HNTHEINTA v E—T oA ZAEHTELET,

ip weep version

JL—2 AT S5 WCCP DR— g U 2IELET,
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ip weep group-listen ||

ip wcep group-listen

Web ¥ v v =277 han (WCCP) O IP v LvFF v A~ Xry hOZEEA F—T NVETIE
TAE=TNMITLEININ—F DA =T oA RAERETDHILE, AV F—T A A a7y
¥ o b— 3 F— KT ip weep group-listen =~ > REHEH L ET,WCCP @ IP v FF v A k <
Ty NDFEET 4 =TT BT, Zoavwr RO no BREHEALET,

ip weep {web-cache | service-number} group-listen

no ip weep {web-cache | service-number} group-listen

B DA web-cache Web v v o $—E2,
service-number WCCP #— vt 2% 5, FAEMHEIX 0 ~ 254 TT,

FI4NE Zoawy Rk, T4 P TRET A =T A TT,

a2k ®E—F A B =T A AT fFal— 32 (config-if)

av Yy FEE Jy—= EEER
12.2(31)SG Catalyst 4500 + U — X A A v FCTHH— h BB SE LT,
10S XE 3.2(0)SG Supervisor Engine 6-E, Supervisor Engine 6L-E, Catalyst 4900M,
(15.0(2)SG) 3 LU Catalyst 4948E |2 W R — F LS Lk L7-,
IOS XE 3.3.0 SG Supervisor Engine 7-E 3 & U Supervisor Engine 7L-E &% AR — kA3
(15.1(1)SG) MRS NE LT,

EREDAHA R34y

i

[P~V FX¥YAEHHTIIEE, Y—ER TIL—TDALNRTHDHIN