show dot1g-tunnel 5" 5 show udld & T

* show dotlg-tunnel, 2 ~X—3
show errdisable flap-values, 4 ~X—3
* show mac-address-table, 6 ~<X—<

show mac-address-table aging-time, 18 ~X—7
show mac-address-table dynamic, 21 ~<X—3/
show mac-address-table learning, 26 ~X—3

* show mac-address-table static, 30 ~X—3

show spanning-tree, 35 ~X—3

* show udld, 49 ~_X—
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show dot1q-tunnel 7 5 show udld & T |
[l show dotig-tunnel

show dot1g-tunnel

802.1Q h  RNKHER— DU A N EFRRT 521X, =—H% EXEC & — K T showdotlq-tunnel =
~ FEERLET,

show dotlq-tunnel [interface interface interface-number]

BXDEREA

interface interface ULE) Ao ¥ —T =A% 54 T2t LE
7. HZMHEIL ethernet, fastethernet,
gigabitethernet, tengigabitethernet,
port-channel, 15X U\ ge-wan CT9°,
interface-number (=) A v Z—T oA AFE, AEEIZOWN
Tk, MEMEDTA FT4 ) OHEESRL
TLTEENY,
O R E—F —% EXEC (>)
2V PR YU—2 LENE
12.2(14)SX Z D=y ROBR— k) Supervisor Engine 720 (ZIBIN S 4L E L
7.
12.2(17d)SXB Supervisor Engine 2 ED Z ® =< KOH KR — b3 Release

12.2(17d)SXB (ZHEHE S AU E L7z,

12.2(33)SRA Z D3 R, Cisco I0S Release 12.2(33)SRA (2B & E L
776

BRALEDAARSAY 2—U—FREASLARNE, TR_RTOA X —T =4 ZAD 802.1Q Fo /L K— FRFFRENE

R
ge-wan ¥ — U — KX, Supervisor Engine 720 23 &#{ S #1172 Cisco 7600 >V — X )L — & Tl{IH R —
FENEREA,

interface-number 515%1%. ethernet, fastethernet, gigabitethernet, tengigabitethernet, I35 J1U\ge-wan
F—U—RNIKHLT, FEV2—VBILOR— I MESEZRELET, AOEIX EHT L2y —
BIOEV2— Lo TRV ET, 7L 2IE, 1322y by —12487K— I 10/100BASE-T
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|  show dotlg-tunnel 7 > show udld £

1

BEEa~v

S

show dotlg-tunnel ]

A =YXy N EV2— AR EHINTWAEAE, Ay NEZOEMEIXT ~13, A—FEFOD
HEMEIL 1 ~ 48 T,

interface-number 314413, port-channel X —7 — ROFR— F F v RV ESZEE LT, ARMEIL.
1~282 T4, 257 ~282 DL, =T AL vF LT EFD2—/L (CSM) BIORT7 747
T =)L P—E X ETY 22—/l (FWSM) 220 FR— SN TWnET,

/<L

o H

A= INEE L TWT, 2O EIZ802.1Q N RN I ORESNTNWAZ LERLE

74—V ROBHLERINET,

Router# show dotlg-tunnel interface port-channel 10

Interface

Pol0
avvUk BLL]
switchport mode AVHE—T 2 A AXATERELET,
vlan dotlq tag native N7 7 HNOFTXTOVLAN O dotlq ¥ ¥ 7
EAR—T M LET,
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show dot1q-tunnel 7 5 show udld & T |

[l show erdisable flap-values

show errdisable flap-values

BXDEREA

AU R E—F

avy FERE

FREDHA KS1 Y

1

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

777 27— REDRRORRE UCRET 5&MEA2FK T DI0E, =2 —FEXECE— ¥
721X EXEC “&— K C showerrdisableflap-values =~ > K& L £,

show errdisable flap-values

ZOa=y FIZEBIEELEEF— TV —FEH D EH A,

2 —H EXEC (>) #5# EXEC (#)

y—2 LENE
15.0(1) Zdoa<y R, Cisco3845 2 U — X JL—# @ Cisco I0S Release

15.0(1) L0 HaiO YV —RZEAINE LT,

Flaps F1Z 1%, $67E S AV IERIFBRANIC AT — R A~OEBE 2T 5 &, =T =R & TR —
NRAT 4 =T MR DOPRFRENET, oLz, ) OETE, 32041471y
cNZrxr s 7akhan (DTP) A7—hk (R—KE—KT727%8R/ T2 7) | FFHR—F
£ 7m han (PAgP) 77 v 7R 30 PR TEE IS AE, £2E520) 7 A7 —h
(Voo T7To7IFoy) BIOPBRBTERINEEAIE, =7 — RSN THR— BTy
N T D EPNREINET,

RIZ, showerrdisableflap-values ==~ > RO iz R L ET,

Router# show errdisable flap-values

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 20 10

FORT, ZOMATRRSNSEERT (=L FILONTHRALTOET,

% 1: show errdisable flap-values © 7 « —)L K D8R

J4—JLF SR BA

ErrDisable Reason T —F 4 k—7VDOERA,




|  show dotlg-tunnel 7 > show udld £

show errdisable flap-values

BEEa~Y

> >

TJ4—ILF SRER

Flaps 7T v T ORI,

Time (sec) B & A~ — TR E S AL REE (FVHAAL) o
pagp-flap PAgP 77 v 7 =T — T 4 E—T /L,
dtp-flap DIP 77 v 7 =7— T 4 &—7 L,
link-flap Link 77 v 7 =7 — 5 4 &—7 L,
avU R wiH

errdisable detect cause

FEORN, 3T _XTOREKRICH LT
errdisable f & A 2 —7 LI L E T,

errdisable recovery

EA T = X DB R ELET
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show dot1q-tunnel 7 5 show udld & T |

show mac-address-table

show mac-address-table

B0
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Bl

MAC 7 RV R T —T ) %aERT BIZIE. ¥itE EXEC = — K T show mac-address-table =~ > K%
fFEHLET,

Cisco 2600, 3600, and 3700 Series Routers

show mac-address-table [secure| self| count][addressmacaddress][interfacetype/number]{fa |
gislot/port}[atmslot/port][atmslot/port |[vlanvian-id]

Catalyst 4500 Series Switches

show mac-address-table {assigned| ip| ipx| other}

Catalyst 6000/6500 Series Switches and 7600 Series Routers

show mac-address-table [ address mac-addr [all | interface type/number | module number | vlan
vian-id | | aging-time [vlan vian-id | | count[module number | vlan vian-id | | interface type/number | limit
[vlan vian-id | module number |interface type]| module number | multicast [ count] [igmp-snooping
| mld-snooping | user ][vlan vian-id ] | notification {mac-move[counter[vlan]]| threshold| change} [interface
[number]] | synchronize statistics | unicast-flood | vlan vian-id [alll module number]]

secure L) X277 FLAEFEERLET,

self L) AL v FEESBINLET RLAPT
EERRLET,

count (fL15) MAC 7 KL 2 F— 7 LNOBED T

YU BEFRLET,

address mac-addr (EE) BEDOMACT FLAD MAC 7 R L
AT =TT AERERTSLETST, 74—
~ v FOFERICOWTIE, MER EOTA KT
A V] OHEZRLTIZEW,

interface type / number EE) BEDA v HZ—T =24 ADT KL A%
Fr L ET, Catalyst 6500 35 L OV 6000 & U —
A AL v FOEE . AZMEI atm,
fastethernet, gigabitethernet, 32T}
port-channel T3, Cisco7600 > U —ADE
HZHEIX atm, ethernet, fastethernet, ge-wan,
gigabitethernet, tengigabitethernet, 33X T\ pos

‘(“j—O
fa (EE) 77 AMA—V Xy h AU ¥—T=
A AEBRELET,




show dot1g-tunnel 5 5 show udld &£ T

show mac-address-table B

gi fEE) ¥y bAf—YXy b ¥Z—T=x
A AERBELET,
slot | port (%) Ay M EHF20FEY 2 — K

LF v T RLAZEMLET, 2T via
EEBLETT,

atm slot /port

(fEE) ATM Y = —/Vslot/port (IZH A F 2w
7 T RVRAZBEMLEYT, Ary MEFITIE
L EF 22N LES, R—=FFFELTO
ZEMLET, AT vy aiBmBnElTT,

vlan vian -id

(EE) $ED VLAN DT RL 22 FE R LE
9, Cisco2600, 3600, L3700V —RAD
BE . ARMEIZ 1 ~ 1005 T, &iTPuarx A
FHURWTL &V, Cisco I0S Release
12.4(15)T LARE, A %72 VLAN ID OFFIL 1 ~
4094 T,

Catalyst 6500 35 L T* 6000 & ) — 2 2 A v FF
XOV7600 >V —XDA . ARMEIX 1 ~ 4094
<7,

assigned oY cTohkye bar=r M EBELE
R

ip IP7abhalrzy ) ERELET,

ipx IPX 7o bz = b EEELET,

other Zoho7a har oz M) EBEELET,

all (8 BET—7VNICh D, FEESh

MAC 7 RLADFTRTDA VAL 2 A% FoR
LET,

type | number

EE) V22— MBI v EZ—T oA A&
%

module number

(EE) #¥7E D Distributed Forwarding Card
(DFC) E¥2—/VOMACT KL A F7—7 )1
BT oIFHRER R LET,

aging-time

(=) VLANOZ— 0 F B A4 D FRRLUE
KR
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AR E—F

show mac-address-table

show dot1g-tunnel 5 5 show udld &= T

limit

MAC fE iz 2R LET,

multicast

“ILFX¥YAPIMACT RLAT—7 Lk
VIZBT B EHR7Z T 2R RLET,

igmp-snooping

A —Fy N T N—FEE S fan
(IGMP) AX—E JIZL-oTFEHEEINET
KL AERRLET,

mld-snooping

Multicast Listener Discover version2 (MLDv2) A
X—E U TI Lo THFEINET RV AZRR
LET,

user

FHTAN SN (RET 4> 7)) TRV RA%Z
FRLET,

notification mac-move

MAC BEhBRE AT — & A KR LET,

notification mac-move counter

(fEE) MAC BB LIZEEB LY 2T A
TRAELIEZINDDA VAR AEBREREN
7,

vian

(EE) FRT D VLANZFEE L £ 7, Catalyst
6500 33 L TN6000 Y — X A A v F I L TN7600
VU —XDYA. AMEIX 1 ~ 4094 T,

notification threshold

HAEAEY (CAM) T— 7 VRRA@MAT—H
AR LET,

notification change

MAC BN/ T7 A —Z B I OB —7 V&%
RLET,

synchronize statistics

AA vF Zutk P FEZILDFC TIRESIT
HEHERE R LET,

unicast-flood

=Xy AN T T T 4 o TEREERLE
KR

¥ikE EXEC (#)
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table  [JJ]

Av > FEE IPEF LERE
11.2(3)SA oavy RRNEAINE LT,
11.2(8)SA3 Zoavy RPERINE LTz, aging-time, count, self, vlan vian-id

DEF—U— FBIOGEDNBEMSE L,

11.2(8)SAS ZDavwy RRERINE L, atmslotlport DX — U — R & 55O
HEDENBIMSE LT,

12.2(2)XT Toavwry RREEINE L, 0=~ RiE, Cisco 2600, 3600,
BLO3700 ) —X V—Z | CEEINE L,

12.1(8a)EW Zoavwry RREFESNE L, ZOa~r KA Catalyst4500 & U — X
A v FICFESNE LT,

12.2(8)T Zp o= RiE, Cisco2600, 3600, F} k1137003 Y —X )L—& D Cisco
I0S Release 12.2(8)T IZHEA S E LT,

12.2(11)T Z Mz~ R Cisco I0S Release 12.2(11)T (ZHEA S E Lz,
12.2(14)SX Zoaw  RPREFENE L, ZOa<wy RRA—RN—=R_fHF P

T2 ITEEINE LT,

12.2(17a)SX ZOawy REFE SN E L, Catalyst 6500 35 L T8 6000 & U — X A
A v FBIUT600 ) —=XDYE, ROF T arDF—U—RFBLW
BlAIR— 5550, Zoa~vy RREEISNE LT,

¢ count module number
e limit [vlan vian-id | port number | interface interface-type
« notification threshold

 unicast-flood

12.2(17d)SXB Zoavry RREREINE L, Oz~ ROYR— k)3 Supervisor
Engine 2 [ZiB &V E L7,

12.2(18)SXE ZDawy RNERSE L, Catalyst 6500 3 X OV 6000 U — X &
A »F . Cisco 7600 >V —ZXDH7"— k&, Supervisor Engine 720 O
mld-snooping ¥ — 7 — RNIZ/ZFBMSvE Lz,

12.2(18)SXF ZOawy RNERSE Lz, Catalyst 6500 3 X0V 6000 3 U — X &
A v F, Cisco 7600 >V —ZXDH 74— ~X, Supervisor Engine 720 ™
synchronizestatistics ¥ — 7 — N7 BIMEE L,
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show dot1q-tunnel 7 5 show udld & T |
[l show mac-address-table

J1)—=x EERAR
12.2(33)SRA Zoavwry RBREEINFE L, ZoOza~<r KA, Cisco I0OS Release

12.2(33)SRA IZHH SV E LT,

12.4(15)T Zhawry NI, BESNEZT Ty N 74— ATk T D VLANID OfF
hEiF % 1 ~ 4094 [THEIRT A L 9 ITBEIES NV E LT,

12.2(33)SXH Zpa~vy RPEFEEE LT, change ¥ — 7 — RGBS E L7,

12.2(33)SXI ZOavy RIREEE, counter F— U — RABMILE LT,

FEREDHA K42 Cisco2600, 3600, 351083700 2V — R L—X

show mac-address-table =~ > NiZ., 24 vy FOMACT RLAT—TNEFERLET, 73
VOXF—U— FBIOBIEEFERTAZLICL T, BEDY 2 — % ERTXFET, KO+
YarOF—U—RMEAINLEGAIT. RENDHIZTOZ FUICH LT, T _TOLRMENY
TIELILERDHY T,

Catalyst 4500 > ') —X XA v F

N—F v RR—FMEHENDSMACT RL A T—7L = U DA, NE VLAN &5 Tl
72, V=T v K AR— NDOARIN [vlan] 7 T KRR SNET,

Catalyst 6000 33 K U 6500 > 1) —X XA v FH KU Cisco 7600 2 1) —X JL—4

EV 2 —E S EIEE LRV E | show mac-address-table =~ > KD H /712 Supervisor Engine (2[5
TAHERPFREINET, DEFCOMACT RL A T—7NVICETAEREFRTHIIT, TV 2—
NESEITal ¥F—U— 2 ADNTHILENDH D £7°,

mac-addr DEIZ48 > N MAC 7 RLATY, BRI 7 +—~> MIHHH TY,

A B —T A A number BIFTlE, Y 2a—VEBIOR—FESEZBEELET, AIMHEIL. 8
ESINTZA =T 24 AFAT, BIOERHEINDG VY — V2 — I Lo THRARD F
T, & xiE. 1328y k3 —302 48 AR— bk 10/100BASE-T £ —H % v b E¥ =2 — /L
ENTWEIHEIL, FHEY b=V Ry b AV F—T oA ABBETDHE, EV2—LEZFD
FHMEIX 1 ~ 13, A— FESZOHEDEIX1 ~ 4812720 £,

Z 7' a @ module number DX —YU — R LBIHOT L, DFC £V =2 — /7T THR—FEh
*9°, module number DF¥—T— R LB|IHDORT L, TV a2a—NVEESEHEELET,
mac-group-address 1D FAZNMEIL 1 ~9 T,

FFardcecount F—U—RiF, v LV FXF¥ Ao NV EEFRRLET,

A7 3 @ multicast ¥ — 7 — KL, VLANINO</LFX¥ XA sMACT FL A (FL—7) %
TR, AT 4w 78NS, FHRIXIGMP AX—EB U ik TEHEINEZLAY
2T =T NHNOTRCOZ M) BFERLED LET,

show mac-address-table unicast-flood 2~ > KON TEREINDIEHERITIKDO LB Y TT,
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|  show dotlg-tunnel 7 > show udld £

MY

show mac-address-table B

CTAUNH BT ROFEHEREINTWRNTRTO VLAN I THF SN, K50 D7
FoT 4T o N BEETEET,

HHT 4=V RORRIE, ROLHIIZERINET,
* ALERT : fF#UIN IR T LICEH SN ET,
* SHUTDOWN : {E#ITK 3 BT LICHEH I E T,

G¥)

1

SEHEMACT RLATERINDAERIZ. R— BT v v N T LTI T T 4 7 HEIE
THEEEBICHIBRENET,

ERITT ANFEEATLHERICEHSNET, ZOHBRITT V2 ZHIBRT 2 % TR S
ET,
Learn 7 4 —/V RICERRENDFXAFT I v 7 = b UK, #IZ Yes IR EINLET,
show mac-address-table limit =~ > KO )%, kOEFEREFRLET,
*MAC 7 R L 2 DB
*FFA & MAC =2 U Of R
CEAE (%)
show mac-address-table synchronize statistics =~ > FOH 1%, ROIEREFRLET,
* FAIFHIFR T I D A v =%
*FEIEHERICEESh DT 77 47 = MU O

cEF sl MY RS Y EBRER MY FRIERK LI MY
%

&Iz, show mac-address-table =~ > ROl Z <L E£9,

Switch# show mac-address-table

Dynamic Addresses Count: 9
Secure Addresses (User-defined) Count: 0
Static Addresses (User-defined) Count: O
System Self Addresses Count: 41
Total MAC addresses: 50

Non-static Address Table:
Destination Address Address Type VLAN Destination Port

0010.0de0.e289 Dynamic 1 FastEthernet0/1
0010.7p00.1540 Dynamic 2 FastEthernet0/5
0010.7b00.1545 Dynamic 2 FastEthernet0/5
0060.5cf4.0076 Dynamic 1 FastEthernet0/1
0060.5c£4.0077 Dynamic 1 FastEthernet0/1
0060.5cf4.1315 Dynamic 1 FastEthernet0/1
0060.70cb.£301 Dynamic 1 FastEthernet0/1
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1

show dot1g-tunnel 5 5 show udld &= T
show mac-address-table

00e0.1e42.9978 Dynamic 1 FastEthernet0/1
00e0.1e9£.3900 Dynamic 1 FastEthernet0/1

WIZ, FFEDOT v han 247 (ZO%AEIL Tassigned) ) DMACT RLA 7—7L = Y

ERAT PR LET,

Switch# show mac-address-table protocol assigned

vlan mac address type protocol gos ports
————— e et e e et e
200 0050.3e8d.6400 static assigned -- Switch
100 0050.3e8d.6400 static assigned -- Switch
5 0050.3e8d.6400 static assigned -- Switch
4092 0000.0000.0000 dynamic assigned -- Switch
1 0050.3e8d.6400 static assigned -- Switch
4 0050.3e8d.6400 static assigned -- Switch
4092 0050.f0ac.3058 static assigned -- Switch
4092 0050.f0ac.3059 dynamic assigned -- Switch
1 0010.7b3b.0978 dynamic assigned -- Fa5/9

Wiz, LoD Tother] DHHIZRLET,

Switch# show mac-address-table protocol other

Unicast Entries

vlan mac address type protocols port

——————— B T e e e e L P L L P PPt
1 0000.0000.0201 dynamic other FastEthernet6/15
1 0000.0000.0202 dynamic other FastEthernet6/15
1 0000.0000.0203 dynamic other FastEthernet6/15
1 0000.0000.0204 dynamic other FastEthernet6/15
1 0030.94fc.0dff static ip,ipx,assigned,other Switch
2 0000.0000.0101 dynamic other FastEthernet6/16
2 0000.0000.0102 dynamic other FastEthernet6/16
2 0000.0000.0103 dynamic other FastEthernet6/16
2 0000.0000.0104 dynamic other FastEthernet6/16

Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip,ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— B it e Tt T e T
1 fEff. . fEfE.E£EF system Switch,Fa6/15
2 fEff. fEFE.EFEF system Fa6/16

1002 ffff. fEfE.E£EF system

1003 ffff. . fEfE.E££EF system

1004 ffff . ffff. ff£~F system

1005 ffff. fEfE.E£EF system

Fa6/1 ffff. ffff. fff£f system Switch,Fa6/1
Fa6/2 ffff. ffff.ffff system Switch,Fa6/2

wIZ. show mac-address-table =~ > RO &2~ L FE 4,

Switch# show mac-address-table

Dynamic Addresses Count: 9
Secure Addresses (User-defined) Count: O
Static Addresses (User-defined) Count: O
System Self Addresses Count: 41
Total MAC addresses: 50

Non-static Address Table:
Destination Address Address Type VLAN Destination Port
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table  [JJ]

0010.0de0.e289 Dynamic 1 FastEthernet0/1
0010.7b00.1540 Dynamic 2 FastEthernet0/5
0010.7b00.1545 Dynamic 2 FastEthernet0/5
0060.5cf4.0076 Dynamic 1 FastEthernet0/1
0060.5c£4.0077 Dynamic 1 FastEthernet0/1
0060.5cf4.1315 Dynamic 1 FastEthernet0/1
0060.70cb.£f301 Dynamic 1 FastEthernet0/1
00e0.1e42.9978 Dynamic 1 FastEthernet0/1
00e0.1e9£.3900 Dynamic 1 FastEthernet0/1

A

GE) 43 # Distributed Encoded Address Recognition Logic (EARL) AA v FTix, TAX U AT (%)
I3 Z D BARL IZXHGAHT Lo — h ETHEEINTZMAC T RV AZRLET,

RIZ., Supervisor Engine 720 Z 445 L 72 %FED MAC 7 KL AD MAC 7 KL A 7 —7 LIZRET %
HmarRr-T 02 RLET,

Switch# show mac-address-table address 001.6441.60ca

Codes: * - primary entry
vlan mac address type learn gos ports
—————— e ettt e e e
Supervisor:
* -—-= 0001.6441.60ca static No -- Router
RIZ, Supervisor Engine 720 ##5#k L 7245 ED MAC 7 KL AD MAC 7 KL R 7 —7 U@ A &
B HE R LT

Router# show mac-address-table address 0100.5e00.0128

Legend: * - primary entry

age - seconds since last seen

n/a - not available

vlan mac address type learn age ports

—————— B e e e e e e e L e L e L P P e e P et
Supervisor:
* 44 0100.5e00.0128 static Yes - Fa6/44,Router
* 1 0100.5e00.0128 static Yes - Router
Module 9:
* 44 0100.5e00.0128 static Yes - Fa6/44,Router
* 1 0100.5e00.0128 static Yes - Router

WIZ, T_XTOH VLAN CHERESNTWELZ—U 0 7 A DEFRTLHPERLET,

Switch# show mac-address-table aging-time

Vlan Aging Time
*100 300
200 1000

Iz, BEDZ oy hOy N EEERTLHERLET,

Switch# show mac-address-table count module 1

MAC Entries on slot 1

Dynamic Address Count: 4
Static Address (User-defined) Count: 25
Total MAC Addresses In Use: 29
Total MAC Addresses Available: 131072
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show dot1q-tunnel 7 5 show udld & T |
[l show mac-address-table

IZ. Supervisor Engine 720 ##5# L 72 EDA > H¥ —T7 =44 ADMAC 7 RV A T —7 /WIZET
LiERERRT DO ZRLET,

Switch# show mac-address-table interface fastethernet 6/45

Legend: * - primary entry

age - seconds since last seen
n/a - not available
vlan mac address type learn age ports
—————— B b e b e
* 45 00e0.f74c.842d dynamic Yes 5 Fa6/45

G¥) HATT AR Y A7 (%) 13, ANBEENDEEDEY 2 — L ~DEEr v MTHESWTHEE
ENFMACT RLANSLDOZ L MY 2R LET,

WiC, FED AT bORIREREZRT BHE R LET,

Switch# show mac-address-table limit vlan 1 module 1

vlan switch module action maximum Total entries flooding
——————— Rt e e et ettt
1 1 7 warning 500 0 enabled
1 1 11 warning 500 0 enabled
1 1 12 warning 500 0 enabled

Router#show mac-address-table limit vlan 1 module 2

vlan switch module action maximum Total entries flooding
——————— R e it e R e n et e
1 2 7 warning 500 0 enabled
1 2 9 warning 500 0 enabled

wIZ, MAC BEIRIN AT —HX A KR+ B0 2R LET,

Switch# show mac-address-table notification mac-move

MAC Move Notification: Enabled
RIZ, MAC BEHGHEREZ R T 502 R LET,

Router# show mac-address-table notification mac-move counter

1 00-01-02-03-04-01 2/3 3/1 10
20 00-01-05-03-02-01 5/3 5/1 20

KIZ, CAM-table FI B AT — X A& HFRTH0 %R LET,

Router# show mac-address-table notification threshold

Status limit Interval
_____________ o
enabled 1 120

KT, MAC BHINNT A =2 B L OVEET — 7 VAR AT 562" LET,

Switch# show mac-address-table notification change

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show dotlg-tunnel 7 > show udld £
show mac-address-table  [JJ]

MAC Notification Feature is Disabled on the switch
MAC Notification Flags For All Ethernet Interfaces

WIZ, BEDA X —T x4 AD MAC HBHNT A—FBIWBERT —T7 V2R T 50z~
iﬁqo

Switch# show mac-address-table notification change interface gigabitethernet5/2

MAC Notification Feature is Disabled on the switch
Interface MAC Added Trap MAC Removed Trap

GigabitEthernet5/2 Disabled Disabled
KIZ., unicast-flood fE#HZ R T Bl 2R L ET,

Switch# show mac-address-table unicast-flood

> Unicast Flood Protection status: enabled

>

> Configuration:

> vlan Kfps action timeout

> ————— Fo—— Fomm Fom—

2 2 alert none

Mac filters:
No. vlan source mac addr. installed
on time left (mm:ss)

VVVVVYV

\

————— e e

Flood details:
Vlan source mac addr. destination mac addr.

\4

______ o
2 0000.0000.cafe 0000.0000.bad0, 0000.0000.babe,
0000.0000.bac0
0000.0000.bac2, 0000.0000.bac4,
0000.0000.bac6
0000.0000.bacs8
2 0000.0000.caff 0000.0000.badl, 0000.0000.babf,
0000.0000.bacl
0000.0000.bac3, 0000.0000.bac5,
0000.0000.bac?
0000.0000.bac9

VVVVVVVVVVVVVVVVVVVVVYVYVYVYVYVYV
vV V VYV

VVVVVVVYVYVYV

WIZ, BED VLAN D MAC 7 RL 2 T —7 VBT 2B HMAFR T4 a R~ LET,

Switch#show mac-address-table vlan 100

vlan mac address type protocol gos ports
————— B i e et Tt ettt L e
100 0050.3e8d.6400 static assigned -- Router
100 0050.7312.0cff dynamic ip -- Fab5/9
100 0080.1c93.8040 dynamic ip -- Fab5/9
100 0050.3e8d.6400 static ipx -- Router
100 0050.3e8d.6400 static other -- Router
100 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
100 00d0.5870.a4ff dynamic ip -- Fab5/9
100 00e0.4fac.b400 dynamic ip -- Fab5/9
100 0100.5e00.0001 static ip -- Fab5/9,Switch
100 0050.3e8d.6400 static ip -- Router
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show dot1q-tunnel 7 5 show udld & T |
[l show mac-address-table

WIZ, MLDV2 AX—E > 7D MAC T RV A T—7NVICETAEREYFRTHH 2R LET,

Switch# show mac-address-table multicast mld-snooping

vlan mac address type learn gos ports

————— B it e et et e T e
--- 3333.0000.0001 static Yes - Switch,Stby-Switch

--- 3333.0000.000d static Yes - Fa2/1,Fa4/1,Router,Switch

--- 3333.0000.0016 static Yes - Switch,Stby-Switch

TORT, ZTOHITERINAIEERT 4 —/L FIZOWTHBHLET,

& 2 : show mac-address-table ® 7 « —)L K DExBA

T4—ILF Bl

Dynamic Addresses Count MACT RLAT—T VDX AFIv 7 T KL
A DRI,

Secure Addresses (User-defined) Count MACT7 RVAT—7LDEF=2T 7T KLAD

Static Addresses (User-defined) Count MACT RVAT—=TNVDAXT (w7 T KL
A DRI,

System Self Addresses Count MACT7 RL A T—T7LD7T KL ADHRE,

Total MAC addresses MAC 7 KL A 5 —7 /LD MAC 7 KL ZAD#
5,

Destination Address MAC 7 RL A T —T7 )VIZRRSNDH5EHET R
LA,

Address Type T RVABAT : ART 4 v 7 23X A T
N

VLAN VLAN %75,

Destination Port MAC 7 KL A 7 —T7 VR REIN D 5L LA —
~ DR,

mac address T FUDOMACT RLX,

protocol MAC 7 RL A F—7 KRS NLH7m b=
Ve

qos MAC 7 R LA 7 —7 /WZBEfHT 5415 QoS,

ports A—hk &2 A7,
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|  show dotlg-tunnel 7 > show udld £

show mac-address-table B

J4—ILF A

age AUH—T A APFILIZRE L THDHORH
(FPEAL)

Aging Time TN DT—=T T ZA L,

module FVa—LEE

action TIvarDH AT,

flooding TIIT AT DAT—H A,

avw> kR i

clear mac-address-table

MACT7 FL A F—T7aAmbxy MU #HIB L
F9,

mac-address-table aging-time

LAV2TF—7 VRO N Im—D 7 X
A LEHELET,

mac-address-table limit

MAC HI[B%& A x—T7 VT LET,

mac-address-table notification mac-move

MAC BEhEH % A 2 —7 /W LET,

mac-address-table static

MACT RLATFT—TIIZAKXT 4 v = b
UZBMTH0, 7 RLUADIGMP A X—E
TINT 4 =T Mo TWDERET v
MAC 7 RL 2 &FHELET,

mac-address-table synchronize

LAV2MACT FLAF—7 1D M %
PFC 3 L. O _T? DFC M TRNHE L £,

show mac-address-table static

ABT 4T MACT RLAT—T )Lz )
P aRRLET,
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. show mac-address-table aging-time

show dot1q-tunnel 7 5 show udld & T |

show mac-address-table aging-time

MACT RLVADT =7 2 A LaRand DI, Kk EXEC £E— FT
showmac-address-tableaging-time =~ > N&ZffH L £,

Cisco 2600 Series, Cisco 3600 Series, and Cisco 3700 Series Routers

show mac-address-table aging-time

Catalyst Switches

show mac-address-table aging-time [vlan vian-id] [[begin| exclude| include] expression]

¥ DERA vlan vian-id

({£E) VLAN 2f8E L 9., AMHEIZ 1 ~
1005 T3,

begin

EE) HMIIFRmRD expression & —EF 51T T
WHELLOICHEELET,

exclude

(EE) HI1FRRD expression & —33 H1T7%
BrANT D LD IHEEL T,

include

(ER) HAERD, 6IE STz expression &
—HTHITEELEIITRELET,

expression

ZWRA > b & LTHEMT 2 RN OCF41T
R

avY R E—F HHE EXEC (#)

avy RERE Jyy—x

EEAR

12.0(7)XE

Z P~ KRB Catalyst 6000 ¥V — R A A v FIZBMSvE L,

12.2(2)XT

ZDa<y FHA, Cisco2600 > U —RZ, Cisco3600 >V — R, I Cisco
3700 ¥V — X —H|ZFEEEINE L,

12.2(8)T

ZDOa< KA, Cisco2600 V) — R Cisco3600 >V — X ¥ L Cisco
3700 U — & JL—# ® Cisco 10S Release 12.2(8)T IZH A& S FE Lz,

12.2(1D)T

Z M3~ R Cisco 10S Release 12.2(11D)T IZHEH SvE Lz,
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table aging-time .

J1)—=x EERNE
12.2(33)SRA Z D =a= > K73, Cisco IOS Release 12.2(33)SRA I[ZHEA SN E LTz,
12.28X Z D a< KiZ, CiscolOSRelease 12.2SX F LA » THR— M ENE T,

TORLAYDOEEDI22SX Y Y =BT AV R— NI, 74 —F %
ty b, TN Tr—b, BLXOT T T r—b =R =TT
KoTERY EF,

!l WIZ, T_RCO VLAN ICBEBRTEIN TWAT—U 0 XA AeFrT a0l RrLET, HH
WZIE7 4=V ROFBHLFERINE T,

ﬂm Router# show mac-address-table aging-time
Mac address aging time 300
!l . .
Router# show mac-address-table aging-time
Vlan Aging Time
100 300
200 1000
WIZ, FFED VLAN ICBIERE SN TWDT—V v 7 XA 2 RRT D0l% R LET, HAK
74—V FOHRHAbFIRSNET,
Router# show mac-address-table aging-time vlan 100
Vlan Aging Time
100 300
EEa< K T2k 58
show mac -address-tableaddress MEDMACT RLAODMACT KL R T7—7
MEBREFRLET,
show mac -address-tablecount MAC 7 RL A FT—7LVOHMEOZ MY O
rRRLET,
show mac -address-tabledetail FEHMAC T FLA T—T NUEREZR R LE
j‘O
show mac -address-tabledynamic HAFIVvIMACT RLATFT—F )L Y
I z2FRLET,
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show dot1q-tunnel 7 5 show udld & T |
. show mac-address-table aging-time

av >k B

show mac -address-tableinterface BEDA X2 —T A ADOMACT RL A F—
TAERER R LET,

show mac -address-tablemulticast ~“ILFF¥ A FMACT RLUAT—7ILIERE
FrRLET,

show mac -address-tableprotocol 7a kazHES3< MACT KL R T —7 LG
HERTRILET,

show mac -address-tablestatic 28T 4T MACT RLAT—T7 L R
FEERRLET,

show mac -address-tablevlan BEDVLANDOMACT KLV A T—T7 AEWR%
FrLET,
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table dynamic .

show mac-address-table dynamic

ZAF Iy MACT RLR T =7V v b R 2R AT HI2E, R EXEC E— R T
showmac-address-tabledynamic =~ > K2 H L £ 7,

Cisco 2600 Series, Cisco 3600 Series, and Cisco 3700 Series Routers

show mac-address-table dynamic [address mac-addr| interface interface type slot/number | vlan vian]

Catalyst Switches

show mac-address-table dynamic [address mac-addr| detail| interface interface numberprotocol protocol
| module number| vlan vian][begin| exclude| include| expression]

Catalyst 6500 Series Switches

show mac-address-table dynamic [address mac-addr| interface interface interface-number [alll module
number]| module num| vlan vian-id [all| module number]]

RXOHH address mac -address (LE) 48y FMACT RLAZIEELE

3, A&h7e 7+ —~ v MIHHH T,

detail (L&) MAC 7 FL A 7 —7 )UIEROFERIE
RERELET,
interface type number ULEE) — T A5 F—T A A%EBELE

T, HZh7e type fE I FastEthernet 35 LY
GigabitEthernet T, £ %)72 number fEiL1~9 T
ba‘o

interface type (8 —HT DA F—T oA REFRELE
9, A 2072 type fEIZ FastEthernet 35 KX OY
GigabitEthernet T,

slot (D) 20y b1 EFIE2OFED2—NC K
£FIv 7 T RLRAZBEMLET,

port (ER) A4 =%y N AL vF v
NTD—27 BV a2a—VDOH A TSI A— ]
A B =T oA AT EDOHIPH,

* NM-16ESW D412 0 ~ 15
* NM-36ESW D412 0 ~ 35

* GigabitEthernet D551 0 ~ 1
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[l show mac-address-table dynamic

show dot1g-tunnel 5 5 show udld &= T

protocol protocol

EE) v harziEelEd, ¥—V—F
DEZRIIHOWVWTIL, MEHLEOTA RTA ]
DEAEBRLTLIZEW,

module number

(f£&) %7€ D Distributed Forwarding Card
(DFC) &Y 2—/VOMACT KL A T—T7 /L
BT o ERER T LET,

ATV R E—FR

av Y RERE

vlan vian (EE) B ED VLAN D> M 2F R LE
T AMEIZ 1 ~ 1005 TT,
begin (EE) H/15ER28 expression & —E T 51T T
MEDHXLIITIEELET,
exclude (&) M52R8 expression & —E T 517%
B9 D Lo IciREL £,
include (EE) IR, F8E S 472 expression &
—HTrirEE L IclRELET,
expression SHARA b LTHEHAT 5 HIINOCFFT
R
all EE) +XTOFAF Iy 27 MACT FL*
T=7 N NUBRHDFRREIND LD ITHRE
LET,
H5HE EXEC (#)
)1y—= EERNE
12.0(7)XE Z M3y RN Catalyst 6000 >V — R AA » FIZIBMEE Lz,
12.2(2)XT ZPa< R, Cisco 2600 2 U — R Cisco 3600 U —X, BLO
Cisco 3700 >V — X JL—HZ|ZFEEISHE LT,
12.2(8)T ZOa=y R)N, Cisco 2600 2 U — A Cisco 3600 U —X, BLO
Cisco 3700 > U — X JL— & @ Cisco 10S Release 12.2(8)T IZH A I F
L7,
12.2(1N)T Z ®D < R Cisco I0S Release 12.2(11)T ([ZHEA S E L=,
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show dot1g-tunnel 5 5 show udld &£ T

show mac-address-table dynamic .

J1)—= EERNR

12.2(33)SRA Z D= K73, Cisco IOS Release 12.2(33)SRA IZHEA SNV E L7z,

12.2(14)SX Catalyst 6500 >V — X ZA v FICZDa~vy RO R—FREASH
F L7

12.2(33)SXH Zoawy RMPZEE SH, Catalyst6500 U — X A A »F ETall F—

U= REIR=—F 5LV ELL,

FEREDHA RZ4 > Cisco2600 1) —X. Cisco3600 1) —X. & U Cisco3700 1) —X JL—4

1

1

il

EtherChannel A % — 7 = A A showmac-address-tabledynamic =~ > N Jix, ~— &5
E (2L 257 2#R— K IN—TFFITERELET,

Catalyst X 1 v F
protocol BEDF—U— FOEFRIT, KD LBV TT,
“ip: P72 haLERELET,
*ipx : Internetwork Packet Exchange (IPX) 7'm h /L ZE L £7
*assigned : Hl VY ToHh/7m halt o N ARRELET,
*other : TOMDO7n han = N EFEELET,
EtherChannel { > % — 7 = A A ? showmac-address-tabledynamic =~ > N /ji%, &— NE 5
E (& z21X57) Z#R—F IN—THFSIEELET,
Catalyst 6500 > ') —X XA v F
mac-address 1% 48 ¥ N MAC 7 KL ATY, %727 +—~ v MIHHH T,

Z7'v a @ modulenum ¥ —VU— R L OG1%0L, DFC €Y =2 — VIR — I TnE
9. modulenum ¥ —V— RBIXO5|HIT, =V a2—NEZE2HEELET,

WIZ, TRTDOFEAFIVvIMACT RLxAx=y N 2FRRTAHZ - LEST, £HACITT 41—
N EROFBHLERINET,

Router# show mac-address-table dynamic

Non-static Address Table:

Destination Address Address Type VLAN Destination Port
000a.000a.000a Dynamic 1 FastEthernet4/0
002a.2021.4567 Dynamic 2 FastEthernet4/0

Router# show mac-address-table dynamic
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1

show dot1g-tunnel 5 5 show udld &= T

show mac-address-table dynamic

vlan mac address type protocol qgos ports
————— B it e et et ettt e e e
200 0010.0d40.37ff dynamic ip -- 5/8
1 0060.704c.73ff dynamic ip -- 5/9
4095 0000.0000.0000 dynamic ip -- 15/1
1 0060.704c.73fb dynamic other -- 5/9
1 0080.1c93.8040 dynamic ip -- 5/9
4092 0050.f0ac.3058 dynamic ip -- 15/1
1 00e0.4fac.b3ff dynamic other -- 5/9

WIZ, BFEDT v han 247 (ZOHETT assigned) ZFF>% A+ Iv 7 MACT KL A v
M) ARRTDHEZRLET,

Router# show mac-address-table dynamic protocol assigned

vlan mac address type protocol gos ports
————— B i e i
4092 0000.0000.0000 dynamic assigned -- Router
4092 0050.f0ac.3059 dynamic assigned -- Router
1 0010.7b3b.0978 dynamic assigned -- Fa5/9
Router#

wIZ, LERROBIOFHEME N 2RRT 502" L ET,

Router# show mac-address-table dynamic protocol assigned detail
MAC Table shown in details

Type Always Learn Trap Modified Notify Capture Protocol Flood

——————— et st e e
QoS bit L3 Spare Mac Address Age Byte Pvlan Xtag SWbits Index

————————————————— B e ant e e e
DYNAMIC NO NO YES NO NO assigned NO

Bit Not On 0 0000.0000.0000 255 4092 0 0 0x3
DYNAMIC NO NO YES NO NO assigned NO

Bit Not On 0 0050.f0ac.3059 254 4092 0 0 0x3
DYNAMIC NO NO YES NO NO assigned NO

Bit Not On 0 0010.7b3b.0978 254 1 0 0 0x108
Router#

WIZ, BEDVLAN DTRTDOFAFI v 7 MACT FLA o M) 2FrT50%2 R~ LET,

Router# show mac-address-table dynamic vlan 200 all
Legend: * - primary entry

age - seconds since last seen

n/a - not aevailable

vlan mac address type learn age ports

—————— e ettt e e e et L L e e PP e e Tt
200 0010.0d40.37ff dynamic NO 23 Gi5/8

Router#

WIZ, XA FIVv I MACT RLA =2 N 2T R_RCERTHHEZRLET,

Router# show mac-address-table dynamic
Legend: * - primary entry

age - seconds since last seen

n/a - not applicable

vlan mac address type learn age ports

—————— B et e et e L e e e e e Tt
* 10 0010.0000.0000 dynamic Yes n/a Gi4/1

* 3 0010.0000.0000 dynamic Yes 0 Gid/2

* 1 0002.fcbc.ac64 dynamic Yes 265 Gi8/1

* 1 0009.12e9.adcO static No - Router

Router#
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table dynamic .

FEa<>F A< R SR BA

show mac -address-tableaddress MEDMACT RLAODMACT KL R T7—7
MEREFRRLET,

show mac -address-tableaging-time MACT RVADZ— U T A A LHFRRLE
7,

show mac -address-tablecount MAC 7 RL A F—7NVOHEDT ) 0¥k
EFRRLET,

show mac -address-tabledetail FHEHMMACT RLA T—7 R EFERLE
ba‘o

show mac -address-tableinterface BEDA LA —Txf ADMACT KL A T —
TEREFR R LET,

show mac -address-tablemulticast <L F Xy XA FMACT RL A T—7 15 R%
xR LET,

show mac -address-tableprotocol 7a haniziE3< MACT KL A T —7 LF
HwEFRRLET,

show mac -address-tablestatic 22T 47 MACT RLATFT—7 /)L b
FaRRLET,

show mac -address-tablevlan BEDVLAN ODMACT FL A T —7 N IE# %
FrLET,
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show dot1g-tunnel 5 5 show udld &= T
. show mac-address-table learning

show mac-address-table learning

MACT RV R F—=27 A7 — &R T 5121, 2—HF EXECE— T
showmac-address-tablelearning =~ > RZ{liH L 9,

show mac-address-table learning[vlan]

BX DY vian vian-id (L%) #8ESNFAL v F HF— b VLAN O
MACT RLZ F—=v2 25— MIET 5%
WERRILUET, AOMEIZ 1 ~ 4094 T,

interface interface slot | port ER) BESNTNV—TFT vy RA v X —T7 A
AZ2AT Zny b, BILOR—FEZO
MACT KL R F—=227 A7 — MIET 5%

WEFERLET,

module num LE) EBELEEY 22— LE RO MACT R
VA F—=u 0 27— MCET DIHEREFR
L\i‘j—b

AR TIAILE oo~ P2, T4 FERERH Y EH AL

aAvYU R E—F Z—4 EXEC (>)
%> FRE Yy—2 EENE
12.2(18)SXE ZDa~wr ROYAR— k) Supervisor Engine 720 12BN &AL E L
7o
12.2(33)SRA Z D= KA, Cisco IOS Release 12.2(33)SRA I(ZHEA S E L
7o

FEREDHARSAY 2= R A F 2 DU F T INEH 7+ T —F 47 1—F (DFC) 720 %38ET 51014,
modulenum ¥— U — FB L OB HE2EHTEET,
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1

show dot1g-tunnel 5 5 show udld &£ T

show mac-address-table learning B

interfaceinterfaceslotlport ¥ —7 — REB L USIHIT, V=T v A v ¥ —T oA A TFHEHTX
£9, interfaceinterfaceslotlport X —V — RB X OB EMHEH L TAAS v F R—h M ¥ —T =
AATOFEERETETEE A,

vianvian-id Z6E L7256, T_XTHOEY 2—/L EDOIEE LT VLAN D MACT RL A F—=
T AT =KW NL—HF L =T oA A GO TERINET,

vlanvian-id 3 X (Y modulenum Z f57E L7255 1%, F8E L72E Y 22—V EDOFEE L 72 VLAN O MAC
T RVRA FT—=2 T AT — MRFRINET,

interfaceinterfaceslotlport ¥ — 7 — RB L USIBMAERE LGS, T XTOEY2—/L EOREL
oA B =T 2 A ADMACT RL A T—=2 7 A7 — "DNERENET,
interfaceinterfaceslot/port % —7U — FB L OB ZEE LTGE, HHELILEY 2—/V EOREEL
oA B =T 2 A ADMACT RL A T—=2 7 A7 — "DNERENET,

518t ¥ —U— K HI5EH T2 showmac-address-tablelearning ==~ > K% A ) L7=4541%, Cisco
7600 2 — R —Z|ITHESNTNDETRTD A== Y =P £7-1Z DFC ED4~<T
DBEAF VLAN O MAC 7 —=2 2 A7 — MR RSNET,

I, Cisco7600 >V — A N —H TR EINTNBTRTDOR—— AP = T F 7213 DFC
FOFT_RTOBEVLAN DMAC T RL A S—=0 7 A5 — haF T A0 2R LET,

Router# show mac-address-table learning

VLAN/Interface Mod1l Mod4 Mod7
1 yes yes yes
100 yes yes yes
150 yes yes yes
200 yes yes yes
250 yes yes yes
1006 no no no
1007 no no no
1008 no no no
1009 no no no
1010 no no no
1011 no no no
1012 no no no
1013 no no no
1014 no no no
GigabitEthernet6/1 no no no
GigabitEthernet6/2 no no no
GigabitEthernet6/4 no no no
FastEthernet3/4 no no no
FastEthernet3/5 no no no
GigabitEthernet4/1 no no no
GigabitEthernetd/2 no no no
GigabitEthernet7/1 no no no
GigabitEthernet7/2 no no no
Router#

1L, ZOPITERENTVDE T 4 —/L ROBAZRLET,
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show mac-address-table learning

show dot1q-tunnel 7 5 show udld & T |

5= 3. show mac-address-table learning ® 7 « —JL K D&RBA

J4—ILEF &5 EA

VLAN/Interfacet VLANID £7-13A4 v X —T =2 A4 A XA T E
Va—b, BLOKR— NEE

Mod# A=A P2V FETIDFCDE Y 2 —
NV

yes MAC7T KL R F—= 734 X —T VT,

no MACT RL A Z—= 7137 4 &—7 L TT,

U rahaf o2 —7 x4 213, WH VLAN B8 0 M THNTWAL—F v B A 2 X —T7 = AT,

I, B—DA— =N =P F7213 DFC EOFT X TOEEMFE VLAN ® MAC 5 —=27

AT —=H AR T LR LET,

Router# show mac-address-table learning module 4

VLAN/Interface

250

1006

1007

1008

1009

1010

1011

1012

1013

1014
GigabitEthernet6/1
GigabitEthernet6/2
GigabitEthernet6/4
FastEthernet3/4
FastEthernet3/5
GigabitEthernet4/1
GigabitEthernetd/2
GigabitEthernet7/1
GigabitEthernet7/2
Router#

WIZ, TRTDA—=R=NRNA P =V BIODFC FOBED VLAN DO MAC 7 RL A T —=

VT AT —H AR T BHERLET,

Router# show mac-address-table learning vlan 100

VLAN Modl Mod4 Mod7
100 no no yes
Router
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|  show dotlg-tunnel 7 > show udld £

EEav> R

show mac-address-table learning B

WIZ, BFED A== AW =V F 721X DFC EOKED VLAN O MAC 7 RL A T —=
T AT =B AT o0l LET,

Router# show mac-address-table learning vlan 100 module 7

VLAN Mod7

100 yes
Router

WIZ, BFEDAZA—R— AP =P FTZIIDFCOMACT LR F—=u ) AT —HF A %%k
NI LB ERLET,

Router# show mac-address-table learning interface FastEthernet 3/4

Interface Mod1l Mod4 Mod7
Fa3/4 no yes no
Router

WIZ, BEEDA—R—= AP =V FIEDFC FOBEDA v F—T 24 ADMACT KL &
TG AT AR RRT D ERLET,

Router# show mac-address-table learning
interface FastEthernet 3/4 module 1

Interface Modl

Fa3/4 no
Router

av >k B

mac-address-table learning MACT RL A SG—=2 %A %—T I LE

‘a_o
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B show mac-address-table static

show mac-address-table static

ABT 47 MACT RLVAT—T7 0 = N RETE2FRRT DI, B EXEC £— KT
showmac-address-tablestatic =~ > RZ&fHH L £9°,

BXDEREA

show dot1g-tunnel 5 5 show udld &= T

Cisco 2600 Series, Cisco 3600 Series, and Cisco 3700 Series Routers

show mac-address-table static [address mac-address| interface type /slot number| vlan vian-id|

Catalyst Switches

show mac-address-table static [address mac-address| detail| interface type number| protocol protocol|

vlan vian-id] [[begin| exclude| include] expression]

address mac -address UEE) —HT2548FE v FMACT RL 2 %45
ELET, A2 7 +—~ v MIHHHTT,
detail (fEE) MAC 7 RL A 7—7 UEROFEIE

REEELET,

interface type number

EE) — BT 2404 —T A AEBELE
9, HZ%h7¢ type fEI3 Ethernet, FastEthernet, 33
X O GigabitEthernet T, £ %72 number fE (3 1
~9T9,

interface type

ER) —BIT 218 —T =4 A%EELE
9, A %7 type fEIL FastEthernet 33 1 8 Gigabit
Ethernet T,

slot L) 2oy F1EFIF2DFEY 2—c s
AFIvr T RLVAEZBEMLUET,
port (EE) FEHTA M=y b AL v T R

NTD—0 B a2a—VDHEA LITH DL R— |
A B —T 2 A ATHDOHFH,

* NM-16ESW DAL 0 ~ 15
* NM-36ESW D54 1X 0 ~ 35

* Gigabit Ethernet D513 0 ~ 1

protocol protocol

EE) v hrarziEEelEzd, ¥—V—F
DEFTIZOWTIE, MEHEDOHA FTA4 ]
DEEZSZRLTLEE N,
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table static .

vlan vian EE) BTEDOVLANOxZ Y MY 2#FRLE
I, AMEIE 1 ~ 1005 T,

begin (ER) HJ1ERRD expression & —E 7T 517 C
WMEALHXLOICHEELET,
exclude (EE) HJ1327RD expression & —E T H1T7%
AT D LB ELE9,
include (EE) HJ1527RD expression & —E T H1T%
G roicEELET,
expression SHARA v N LTERT2HINOCFSIT
T
avY R E-F F5HE EXEC (#)
%> FRE Yy—2 EERE
12.0(7)XE Z M3 RN Catalyst 6000 > V) — R AA » FITIBMEE Lz,
12.2(2)XT ZDa= KA, Cisco2600 2 U — A, Cisco3600 >V — X, I L Cisco

3700 > U — X —H|ZFEEINFE LT,

12.2(8)T ZDa< R, Cisco2600 SV — R Cisco3600 2 U — R, ¥ L Cisco
3700 VU — & JL—# ® Cisco 10S Release 12.2(8)T IZH & S FE Lz,
122(1DT Z D3~ KM Cisco 10S Release 12.2(1NT IZHE S NE LTz,
12.2(33)SRA Z Dz~ R)N, Cisco I0S Release 12.2(33)SRA ([Z#iA S E Lz,
12.28X Z Mo i, CiscolOSRelease 12.2SX kLA > CTHR— b ENFE T,

ZORLAORFED122SX Y V—=RAZBF I R— NI, 74 —F v
Ty b TI0RTr—bA BLOT Ty T A= A= U =T
Lo THERY £,

FERLEDHA FSM4 2 Catalyst R4 v F
protocol BEDF—U — FOEFRIT, KD LBV TT,
*ip:IP 7 u ha L EEELET,
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B show mac-address-table static

show dot1g-tunnel 5 5 show udld &= T

*ipx : Internetwork Packet Exchange (IPX) 7'm ha /L& EL£T
*assigned : HlV Y ToHNh/7rm haLt o N ARRELET,

sother : DD 7o ha)L = M) ZEELET,

WIZ, TRTCDAXT 4 v 7 MACT RLA 2 M) ZFRT 502~ LEd, FHDCIET 14—

VLAN

£l
NV ROBH bR REINET,

!l .
Router# show mac-address-table static
Static Address Table:
Destination Address Address Type
2323.3214.5432 Static
2323.3214.5431 Static
2323.3214.5432 Static
2323.3214.5434 Static
2323.3214.5435 Static

£l

Router# show mac-address-table static
*Oct 22 12:15:35: %SYS-5-CONFIG I: Configured from console by console

Destination Port
FastEthernet4/1
FastEthernet4/1
FastEthernet4/1
FastEthernet4/1
FastEthernet4/1

vlan mac address type protocol gos ports
————— B e et e ettt et
200 0050.3e8d.6400 static assigned -- Router
100 0050.3e8d.6400 static assigned -- Router
4092 0050.f0ac.3058 static other -- Router
917 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
5 0050.3e8d.6400 static assigned -- Router
303 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
850 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
1002 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
802 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
2 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
304 0100.5e00.0001 static ip -- Fab5/9,Switch

WIZ, BFEDOT v han A7 (ZOHETT assigned) ZFFOAXT v 7 MACT KL A v

MU E2RRT L0 RLET,

Router# show mac-address-table static protocol assigned

vlan mac address type protocol gos ports
————— Bt e et e e L e e
200 0050.3e8d.6400 static assigned -- Router
100 0050.3e8d.6400 static assigned -- Router
5 0050.3e8d.6400 static assigned -- Router

Wz, ERROBIOFEMH N 2 FRT 62" L E£T,

Router# show mac-address-table static protocol assigned detail

MAC Table shown in details

Type Always Learn Trap Modified Notify Capture Protocol Flood

——————— B e i e e e et et e T T A
QoS bit L3 Spare Mac Address Age Byte Pvlan Xtag SWbits Index
————————————————— B et et At Tl e
STATIC NO NO NO NO NO assigned NO
Bit Not On 0 0050.3e8d.6400 254 200 1 0 0x3
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|  show dotlg-tunnel 7 > show udld £

1

BEEavT YR

STATIC NO NO NO

Bit Not On 0 0050.3e8d.6400
STATIC NO NO NO

Bit Not On 0 0050.3e8d.6400

S Bit Not On 0 0050.f0ac.3058

254

254

show mac-address-table static B
NO assigned NO
100 1 0 0x3
NO assigned NO
5 1 0 0x3
254 4092 1 0 0x3

WIZ, T_XTDODAXT 47 MACT RLA = M) 2RI 502~ LET, ZD Cisco 7600
T —X Jb—H# L, Supervisor Engine 720 Z#5H, L TV E T,

Router# show mac-address-table static

Codes: * - primary entry

vlan mac address type learn gos ports
—————— B et e e e it b
* -—- 0001.6441.60ca static Router

av Uk &5 EA

show mac -address-tableaddress

HEDMACT RLZADMACT RLA F—7
EHRERRLET,

show mac -address-tableaging-time

MACT7 RLADZ— 7 B LEHFHFRLE
KR

show mac -address-tablecount

MACT7 RL A FT—7NLVOHEOT N 0%k
EFRRLET,

show mac -address-tabledetail

FHEMMAC T FL A T—7 UEREF R LE
KR

show mac -address-tabledynamic

HAFIvIMACT RLAT—7 Lz k)
EIaRRLET,

show mac -address-tableinterface

HEDA LB —T 2 ZADMACT KL A F—
TMEREFRLET,

show mac -address-tablemulticast

<L FF¥ A NMACT RL R F—7 L@ %
FKRLET,

show mac -address-tableprotocol

71 ka5 MAC T RL A 5 —7 L
WEFRLET,

show mac -address-tablevlan

HEDVLANODMACT RL A T —7 U ERE
FrLET,
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show dot1q-tunnel 7 5 show udld & T |
. show mac-address-table static
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|  show dotlg-tunnel 7 > show udld £

show spanning-tree

FRESNIEANR= TV Y — AV AZ U ADANR= T Y —IE# A2 FRT 5HI21E. FiHE EXEC
“&— KT showspanning-tree =~ > R L E7,

BX DA

Cisco 2600, 3660, #5-183845 > 1) —X XA v F

show spanning-tree [}

show spanning-tree [ bridge-group ] [active| backbonefast| blockedports| bridge| brief] inconsistentports|
interface interface-type interface-number| root| summary [totals]| uplinkfast| vlan vian-id|

Cisco 6500/6000 Catalyst > ') —X X 4 v F# & U Cisco 7600 > ') —X JL—%4

show spanning-tree [bridge-group| active| backbonefast| bridge [ id ]| detail| inconsistentports| interface
interface-type interface-number [portfast [edge]]| mst [/ist| configuration [digest]]| root| summary [totals]|
uplinkfast| vlan vian-id| port-channel number| pathcost method]

bridge-group

UER) 7V vV IN—TEGEEELET,
fRETE %I 1 ~ 255 TY,

active B 77747 A F—T A RT3
ANR= T ) —EFERIETER T LET,

backbonefast (&) A/X=> 7" Y — BackboneFast A 7 —
S AR LET,

blockedports (&) 710y Shich— MRz #oRLE
R

bridge EE) ZOAAL vFDAT—HZ AR LOHRE
R LET,

brief UEE) A2 —7 oA ADOBHELENIERZ

fRELET,

configuration digest ]

EE) BEOAR= 7 ) —OBIED I —
VarREEERLET,

inconsistentports

(ER) NEAR—MIET LSz RLE
TO
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[l showspanning-tree

show dot1g-tunnel 5 5 show udld &= T

interface  interface-type interface-number

(EE) /1 X —T oA ADXA THEBLOE S
ZHRELET, &AL F—7 A ABBIFIT.
HIZEDOLDOLEDOXY)Y 2R T DI AR— R %
FERALTCANLET, 4 ¥ —7 A ADHH
AN TEERA, ADBRA L E—T oA A
%, B — R B X OMRAELAN (VLAN) 23&
DET, ARREICOVWTE, MEHEOH A
KA ZBRLTIIEIN,

list UT5E) BRD AR T — (VAR R
DY AMEHEELET,
mst E55) BED A= 7 ) — e L%

¥

portfast edge ]

(fEE) A= 27">Y VU —PortFast T ¥ A
Z—=T 2 A ADWEAT —Z A FRRLET,
Cisco I0S Release 12.2(33)SXI LA TIX, edge
F—U— RPRRETT, LETO Y U —ATIE,
edge X— 7V — RIIfEHINEHA,

root EE) W— FAA v T DARAT—H ABLUK
EExRRLET,

summary (EE) R—FrAT—FrDOY~=I—ZEELE
R

totals UEE) A= V) —2T7—h kv T3
YOFTRTOTERRLET,

uplinkfast EE) A= 27"VU — UplinkFast A7 — ¥

AT LET,

vlan vian-id

(fEE) VLANID ZfEE L £7., AhEiPHIT
1 ~ 1005 T9, CiscoIOS Release 12.4(15)T LA
K&, A%072 VLANID OFiPHIT 1 ~ 4094 T,

vian-id DfEZ BT H L, ZDa<r RiZTX
TDOVLAN DANR= TV ) — f VARV A
WA S NET,

id (EE) A=) —T Y o V5L E
‘3—0
detail fEE) AT —ZABLOREDFEMEETL

£7,
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|  show dotlg-tunnel 7 > show udld £

show spanning-tree [}

port-channel number

HEE) A v 2 —7 A AZEENT BT
A—H%F v b FrREBHLET,

pathcost method

EE) HHENTWDET 740k X2 3R

FMHEFEFRLET, HIHEICONTE

R EOHA R4 OHEEBBLTLTE
S,

ATV R E—FR

av Y RERE

HkE EXEC ()

)1)—= EEAR

12.0(1)T Zoavry RREAINE L,

12.0(5.2)WC(1) Z M= RS Cisco I0S Release 12.0(5.2)WC(1) IZfA S E Lz,

12.1(6)EA2 Z M= R Cisco I0S Release 12.1(6)EA2 IZHi& SNk Lz, KD
F—U—REFIEMNBMEIE LT, bridge-group, active,
backbonefast, blockedports. bridge. inconsistentports. pathcostmethiod.
root, totals, uplinkfast,

12.2(14)SX ZDa<y ROV R — kA Supervisor Engine 720 (2B S E LTz,

12.2(15)Z) Cisco I0S Release 12.1(6)EA2 CTiBAN S AU7=4% 323, Cisco2600 & U — X
Cisco 3600 ' U — X, LW Cisco3700 U — R )—F|ZFEESnFE L
7=

12.2(17d)SXB Supervisor Engine 2 £ Z @ =< > KOH KR — k2 Cisco I0S Release
12.2(17d)SXB (ZHLE SV E LT,

12.2(33)SRA Z D= RN, Cisco I0S Release 12.2(33)SRA IZHiA SV E Lz,

12.3(4)T Cisco 108 Release 12.2(15)ZI (ZBMS 727 T v 7+ —L R — B
L ORECDY, Cisco 10S Release 12.3(4)T (ZHiE S E LT,

12.4(15)T Zoavy NI FBESNETT v b7+ — LIk 5 VLANID OF
NI 2 1~ 4094 ([ZHEIRT D72 DIfEES L E Lz,

12.2(33)SXI Z O a~wy KL, portfast D% |2 edge ¥ — VU — REMEL T 5 L 514

HEhE L, 2~y FMHHMNZERE Z4, Bridge Assurance & PVST ¥
Ralb—valDAT—ZANRFIREND E IR L,
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show dot1q-tunnel 7 5 show udld & T |
[l showspanning-tree

ERLDHA FS 42 showspanning-tree 1~ > FCHEMATE 52X —U— FBLOBIEIE, ZHEAOTF Y b7 4+—03
FOURRE SN CEMEATEER R Yy U —2 EVa—LIZL o TRRY £,

Cisco 2600, 3660, 35Kk 183845 1) —X XA v F

interfaceinterface-type DHNMEITIRD L B0 TT,
* fastethernet : 7 7 A b  —H %~ NIEEE8023 4 v ¥ —7 = A A%fRELFT,
* port-chanmel : f % —7 = A ADA —HF v b Fr FLEHRELET,

Cisco 6500/6000 Catalyst 24 v FFH & U 7600 & 1) —X JL—4

B2 257 ~ 282 @ port-channelnumber |£, 27 8 AL v F 7 EVa2—/L (CSM) BLW
T7AT VAN =R EFVa—b (FWSM) [T Y-S ET,

interface-number B|1ELClX, TV 2 —VEBIOVR— NEFEZEELET, interface-number DFH %73
EIX, F8ET DA 2 —T AR ZAT L AT LY —VBIREY 22— ML TRRY
£9, ExE 3R Yk Uy —3T 48 RK— F 10/100BASE-T A —H% % v k T2 — /L)
HINTWDIEHEAEIL, FHTEY A=V XY P U F—T oA RERETDHE, EV2—LEFE
DAZMENL 2 ~ 13, RN— FESOEMEIT 1 ~ 4812720 £,

ZHD VLAN BWFIEL, A= TV V—DT 7T 47 AT — b eF = v 7T 5581,
showspanning-treesummarytotal =~ > R4 AJJC&£9, VLANOU XA A X7 m—)L L7 T
tH VLAN Oz R T £,

interfaceinterface-type DHNMEITIRD & BV T,
* fastethernet : 7 7 A b A —+ X~ NIEEE 8023 4/ v ¥ —7 = A A%ZfRE L FT,
* port-channel : 1 > % —7 = A ADA —Hh x> b Fr U EEELET,
*ATM : FEFRBIHREE— R (ATM) A v 2 —7 oA A& ELET,
* gigabitethernet : X 7ty b —H% x> NIEEE 8023z 1 v ¥ —7 = A AZHELE T,
*multilink : ~VF V7 SN —TF 4 F—T oA AEEELET,
*serial : YU TN AU HX—T oA AEHELET,
*vlan : Catalyst VLAN A > % —7 = A A& fEEL £ 7,

% — U — K pathcoastmethod DHNEITIRD &0 TT,

*append : (7 XY REIEZHAR—FLTWD) URLIZY XA L7 Nz T X L
\ij‘o

* begin : —E T 21T BB L £
*exclude : —E T 1T 2RI L E7,

*include : —H L7172 EH£T,

* redirect : URL (ZH )2 U & A L7 N LET,
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1

1

show dot1g-tunnel 5 5 show udld &£ T

show spanning-tree [}

*tee: H/1# URLIZaE—LFJ,

VLAN &£ 72134 > % —7 = A A|Z% L T showspanning-tree 2~ > R&3E(T3 5L, AA vTF )L—
ZILVLAN F7203 A v X —T o f Ak L THRRDEZR— 1 AT — KRR LET, ARRAN
=y 7YV —KR—hAT—NI, VA=V T TF—=0 0 T3 T =T 427, TayFxr o,
FA4v—TN, =T RNy 7T, R—h AT —FDEZBICOVWTITRDODEELSIRL TLEE
A

5 4 . show spanning-treevlan A< > FDHR—k RF—

J4—ILFK E&E

BLK Ty xr, R—IB, £EBPDUAY v B
DEEBIRY A= HT, NI T74 v 0%
Hink LT UL RV R RE,

DIS T4 =T, R— T+, BPDU Y7 v b &k
BERIIV A= LTELT, "7 4970
HEEDE L TRV VR EE,

FWD THT—T 47, IR— N, BPDU Y7 v b
DEEBIVN) A= THT, " IT74 9 0%
HREH YRR,

LBK N—T Ry 7 KR— B, BHEDOBPDU /N7 v
k222 LRI KR,

LIS VA=V T R—h AR= Y Y =R, JL—

N7 U v YO BPDU N7y hEFIDTY v A
NP oYt N A

LRN F—=v7, R— MR, HEETSBPDU/ T >
hEZTaFR—=YL By hEFRELTHDHIR
%O

Wiz, 7V ZL—F10BVLAN 7V v 2= 7Y ) — Fua haLyFET LTV A6 %
RLUFET,

Router# show spanning-tree 1

Bridge group 1 is executing the VLAN Bridge compatible Spanning Tree Protocol
Bridge Identifier has priority 32768, address 0000.0c37.b055

Configured hello time 2, max age 30, forward delay 20

We are the root of the spanning tree
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show spanning-tree

Port Number size is 10 bits
Topology change flag not set,

show dot1q-tunnel 7 5 show udld & T |

detected flag not set

Times: hold 1, topology change 35, notification 2
hello 2, max age 30, forward delay 20
Timers: hello 0, topology change 0, notification O

bridge aging time 300

Port 8 (Ethernetl)
Port path cost 100,
Designated root has priority 32768,
Designated bridge has priority 32768,
Designated port is 8, path cost 0
Timers: message age 0, forward delay O,
BPDU: sent 184, received 0

Port priority 128

of Bridge group 1 is forwarding

address 0000.0c37.b055
address 0000.0c37.b055

hold O

KIZ. showspanning-treesummary A< > F 6O 1% R L E 7,

Router# show spanning-tree summary
UplinkFast is disabled
Name

1 VLAN 23 0 0

Blocking Listening Learning Forwarding STP Active

TOHRT, ZTOHITERINABER T 4 —L RIZOWTHBHLTWET,

5= 5. show spanning-tree summary ® 7 1 — )L F DA

J4—ILE B

UplinkFast A= 77 U — UplinkFast #§REN A 1 — 7 /L
WT A =T NAERLET,

Name VLAN #

Blocking VLAN NO 7 a w27 27— hOR— b

Listening VA= 7 27— MOR— ML

Learning T ==V AT — FOKR— MK

Forwarding T I =T 4T AT — hDHR— K

STP Active ANR= 7Y ) =T m b a v EER LA — b
-

KIZ. showspanning-treebrief A< > K225 D H 2R L ET,

Router# show spanning-tree brief
VLAN1
Spanning tree enabled protocol IEEE

ROOT ID Priority 32768
Address 0030.7172.66c4
Hello Time 2 sec Max Age 20 sec
VLAN1

Spanning tree enabled protocol IEEE
ROOT ID Priority 32768

Forward Delay 15 sec
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show dot1g-tunnel 5 5 show udld &£ T

Address 0030.7172.66c4

show spanning-tree [}

Port Designated

Name Port ID Prio Cost Sts Cost Bridge ID Port ID
Fa0/11 128.17 128 100 BLK 38 0404.0400.0001 128.17
Fa0/12 128.18 128 100 BLK 38 0404.0400.0001 128.18
Fa0/13 128.19 128 100 BLK 38 0404.0400.0001 128.19
Fa0/14 128.20 128 100 BLK 38 0404.0400.0001 128.20
Fa0/15 128.21 128 100 BLK 38 0404.0400.0001 128.21
Fa0/l6 128.22 128 100 BLK 38 0404.0400.0001 128.22
Fa0/17 128.23 128 100 BLK 38 0404.0400.0001 128.23

Fa0/18 128.24 128 100 BLK 38 0404.
Fa0/19 128.25 128 100 BLK 38 0404.
Fa0/20 128.26 128 100 BLK 38 0404.

0400.0001 128.24
0400.0001 128.25
0400.0001 128.26

Fa0/21 128.27 128 100 BLK 38 0404.0400.0001 128.27
Port Designated
Name Port ID Prio Cost Sts Cost Bridge ID Port ID

Fa0/22 128.28 128 100 BLK 38 0404.0400.0001 128.28
Fa0/23 128.29 128 100 BLK 38 0404.0400.0001 128.29
Fa0/24 128.30 128 100 BLK 38 0404.0400.0001 128.30 Hello Time 2 sec Max Age 20

sec Forward Delay 15 sec

ToFET, TOHITERINDIEELR 7 41—V RIZOWTHALTWET,

% 6 : show spanning-tree brief D 7 4 —)L K D& BA

J4—ILFK 5 BA
VLANI1 A= 7 ) —IERE £ T D VLAN

Spanning tree enabled protocol

ANR= 7Y Y —DH A7 (IEEE. IBM,
CISCO)

ROOT ID N—hk TV RLET,

Priority TIAFTIVIT 4 AT r—H

Address A—=FrDMACT L R

Hello Time TV oINRT Yy I halrF—F a=y
L (BPDU) % #5159 2HWEf (RPEALL)

Max Age BPDU /7 v b IAR) & fe S D N X K¢
(FbBALL)

Forward Delay R—="NRNV A= = FRERET—=7
E— NIZH D] (B EAL)

Port Name R—=bDA L EZ—=T 2 A A FZATBIOA
H—T 2 ALK

Port ID £ift & AR — o ID

Prio R— M T o= 7440 T 4
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[l showspanning-tree

show dot1g-tunnel 5 5 show udld &= T

TZ4—ILF Bl

Cost R— MZHHSfHTFenz=ax b+

Sts R—=PFDRT—H R

Designated Cost NRZADIFEa A K

Designated Bridge ID A= M T B2 LAN OFRET Y v ¥
LRARSINDT Y vy POT7 Y v ID

KIZ. showspanning-treevlanl =~ > R OB %2 7~ L E 5,

Router# show spanning-tree vlan 1

Spanning tree 1 is executing the IEEE compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 00e0.leb2.ddcO
Configured hello time 2, max age 20, forward delay 15

Current root has priority 32768, address
Root port is 5, cost of root path is 10

0010.0b3f.ac80

Topology change flag not set, detected flag not set, changes 1

Times: hold 1, topology change 35, notif
hello 2, max age 20, forward dela
Timers: hello 0, topology change 0, notif
Interface Fa0/1 1in Spanning tree 1 is down
Port path cost 100, Port priority 128
Designated root has priority 32768, addr
Designated bridge has priority 32768, addre
Designated port is 1, path cost 10
Timers: message age 0, forward delay O,
BPDU: sent 0, received 0

ication 2
y 15
ication O

ess 0010.0b3f.ac80
ss 00e0.leb2.ddcO

hold 0

TOHERT, ZTOHNITERINABER T 4—L FIZOWTIHHALTWET,

% 7 : show spanning-tree vian ® 7 « —)L K D% BA

J4—JLF

BLL]

Spanning tree

2= 7 ) —D X A7 (IEEE, IBM,
CISCO)

Bridge Identifier 7V YPIDO—ERT, 7V vV ID BT D
Al b EERH L AR ST T,

address 71U v Y MAC 7 KL A

Root port Jb— kK R—=FrDID

Topology change rRu COEFIIRIGOToNTZT T 7L 2 A

-~ —
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show dot1g-tunnel 5 5 show udld &£ T

show spanning-tree

KIZ. showspanning-treeinterfacefastethernet0/3 =~ > F2>6 DO 1z~ LE T,

Router# show spanning-tree interface fastethernet0/3

Interface Fa0/3 (port 3) in Spanning tree 1 is down
Port path cost 100, Port priority 128
Designated root has priority 6000, address 0090.2bba.7a40
Designated bridge has priority 32768, address 00e0.le9f.4abf
Designated port is 3, path cost 410
Timers: message age 0, forward delay 0, hold 0
BPDU: sent 0, received 0

WIS, A F =T 2 A AEROY~ ) — 2 £ D02 RLET,

Router#
show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 4097
Address 0004.9b78.0800
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 4097 (priority 4096 sys-id-ext 1)
Address 0004.9p78.0800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15
Interface Port ID Designated Port ID
Name Prio.Nbr Cost Sts Cost Bridge ID Prio.Nbr
Gi2/1 128.65 4 LIS 0 4097 0004.9078.0800 128.65
Gi2/2 128.66 4 LIS 0 4097 0004.9p78.0800 128.66
Fa4/3 128.195 19 LIS 0 4097 0004.9p78.0800 128.195
Fad/4 128.196 19 BLK 0 4097 0004.9p78.0800 128.195
Router#

ROFIZ, ZOPITERINTND T 4 —/V FOFBHAZRLET,

% 8 : show spanning-tree A< > FHAD T 4 —JL K

Z4—ILEF EE

Port ID Prio.Nbr R—=rIDBIOT T4 F) T 4 FE
Cost AR—k x|k

Sts AT — 5 AfEH,

WIZ, TIT AT A B =Tz ADAN= T ) —ERZT 2 FoRmT 5027 L ET,

Router#

show spanning-tree active

UplinkFast is disabled

BackboneFast is disabled

VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0050.3e8d.6401
Configured hello time 2, max age 20, forward delay 15
Current root has priority 16384, address 0060.704c.7000
Root port is 265 (FastEthernet5/9), cost of root path is 38
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 18:13:54 ago
Times: hold 1, topology change 24, notification 2
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show spanning-tree

show dot1g-tunnel 5 5 show udld &= T

hello 2, max age 14, forward delay 10
Timers: hello 0, topology change 0, notification O
Router#

Wiz, A= 7"Y IJ — BackboneFast A7 — % A% FK T 5072 LET,

Router# show spanning-tree backbonefast
BackboneFast is enabled

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANSs)
Number of RLQ response PDUs sent (all VLANs)
Router#

WRIZ, BUEDT Y vy P DANR= 7Y ) —IEFRIZT 2 RS 562~ LET,

OO OO oo

Router# show spanning-tree bridge

VLAN1
Bridge ID Priority 32768
Address 0050.3e8d.6401
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Router#

WIZ, A ¥ —T = AZETDHEMERERTRTHHZRLET,

Router#

show spanning-tree detail

VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 4096, address 00d0.00b8.1401
Configured hello time 2, max age 20, forward delay 15

We are the root of the spanning tree

Topology change flag not set, detected flag not set

Number of topology changes 9 last change occurred 02:41:34 ago
from FastEthernet4/21

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 1, topology change 0, notification 0, aging 300

Port 213 (FastEthernet4/21) of VLANl is forwarding

Port path cost 19, Port priority 128, Port Identifier 128.213.
Designated root has priority 4096, address 00d0.00b8.1401
Designated bridge has priority 4096, address 00d0.00b8.1401
Designated port id is 128.213, designated path cost 0

Timers: message age 0, forward delay 0, hold O

Number of transitions to forwarding state: 1

BPDU: sent 4845, received 1

Router#

WIZ, BEDA L E—T 2 A ADAN= TV ) —IClT A EREPERTAEERLUET,

Router# show spanning-tree interface fastethernet 5/9

Interface Fa0/10 (port 23) in Spanning tree 1 is ROOT-INCONSISTENT
Port path cost 100, Port priority 128

Designated root has priority 8192, address 0090.0c71.a400
Designated bridge has priority 32768, address 00e0.1e9f.8940

R, FEDT Y vy FN—TDANR= T ) — (T DR ER T 062 L ET,

Router#

show spanning-tree 1
UplinkFast is disabled
BackboneFast is disabled
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|  show dotlg-tunnel 7 > show udld £
show spanning-tree [}

Bridge group 1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 00d40.d39c.004d
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 00d0.d39b.fddd
Root port is 7 (FastEthernet2/2), cost of root path is 19
Topology change flag set, detected flag not set
Number of topology changes 3 last change occurred 00:00:01 ago

from FastEthernet2/2
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0 bridge aging time 15

Port 2 (Ethernet0/1/0) of Bridge group 1 is down

Port path cost 100, Port priority 128
Designated root has priority 32768, address 0050.0bab.1808
Designated bridge has priority 32768, address 0050.0bab.1808
Designated port is 2, path cost 0
Timers: message age 0, forward delay 0, hold 0O
BPDU: sent 0, received 0

Router#

KIS, R—=F AT =DV~ —2FRKRT L6z LET,

Router#
show spanning-tree summary

Root bridge for: Bridge group 1, VLANOOO1l, VLANOOO4-VLAN1005
VLAN1013-VLAN1499, VLAN2001-VLAN4094

EtherChannel misconfiguration guard is enabled

Extended system ID is enabled

Portfast is enabled by default

PortFast BPDU Guard is disabled by default

Portfast BPDU Filter is disabled by default

Loopguard is disabled by default

UplinkFast is disabled

BackboneFast is disabled

Platform PVST Simulation is enabled

Pathcost method used is long

Name Blocking Listening Learning Forwarding STP Active
1 bridge 0 0 0 1 1
3584 vlans 3584 0 0 7168 10752

Blocking Listening Learning Forwarding STP Active
Total 3584 0 0 7169 10753
Router#

WIZ, ANR= TV )= AT —h 72 arOF_XTOITERRT LB ERLET,

Router#

show spanning-tree summary total

Root bridge for:Bridge group 10, VLAN1, VLAN6, VLAN100O.

Extended system ID is enabled.

PortFast BPDU Guard is disabled

EtherChannel misconfiguration guard is enabled

UplinkFast is disabled

BackboneFast is disabled

Default pathcost method used is long

Name Blocking Listening Learning Forwarding STP Active

105 VLANs 3433 0 0 105 3538

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANSs)

O OO oo
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[l showspanning-tree

Number of RLQ response PDUs sent

Router#

(all VLANs)

show dot1g-tunnel 5 5 show udld &= T

WIT, FFED VLAN DAN= 2 7Y ) —ICHT D mae £or"T 502~ L ET,

Router#

show spanning-tree vlan 200

VLAN0200
Spanning tree

enabled protocol ieee

Root ID Priority 32768
Address 00d0.00b8.14c8
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768
Address 00d0.00b8.14c8

2 sec Max Age 20 sec Forward Delay 15 sec

Hello Time
Aging Time
Interface Role

300
Sts Cost Prio.Nbr Status

Fa4/4 Desg FWD
Fa4/5 Back BLK
Router#

200000 128.196 P2p
200000 128.197 P2p

WOFEIZ, ZOHFTEREINTWNWDELET 40—V ROHRAZRLET,

% 9 show spanning-treevlan A3 > FOHE AT 4 —IL K

[—=4
=

HAED 8021w 7 —/b, AHHEIL, Boun
(boundary) . Desg (designated) . Root, Altn
(alternate) . 35 LT Back (backup) T,

AN 7Y Y — AT — b, HRMEIL, BKN*
(broken) 2, BLK (blocking) . DWN

(down) . LTN (listening) . LBK

(loopback) . LRN (learning) . 3 XTU'FWD
(forwarding) T,

W—k aA B

J4—ILF
Role

Sts

Cost
Prio.Nbr

R N FIAFVF 1 LR~ NEETHRE N
HR— K~ ID
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|  show dotlg-tunnel 7 > show udld £
show spanning-tree [}

J4—ILF E&E
Status AT — K AEH, HHMEIZRO ERBY TT,

*P2p/Shr: A V' Z —T7 = A AL, A=V
TN —IZL5>THRA L NV —RA 2 b

(EFhEn LFENnD) A1 F—T =4
AL RIpINET,

* Edge : PortFast 733% & S 4L (default =~ >
Nar7ma— VUi LT, £72iTEEEA
VH =Tz A A ETOWTA) . BPDU
IIZE S THWERA,

* *ROOT Inc, *LOOP Inc, *PVID Inc, 5
L O*TYPE Inc : AR — MIRESDH 5L
ke (BKN*) T4, A—hMI (0%
n) v— bREE, V=TT — FRES,
PVID (AR— k VLANID) HR¥E&4&. £7-1%
B2 A TARFELTT,

* Bound(type) : MST £— KT, A — b
AL, RAN—=DZ AT (STP,
RSTP, F721XPVST) Z#4EEL £,

* Peer(STP) : PVRST rapid-pvst £— RNC, #i
D=2 53 D 802.1D 7 U v DI HERE S
MTWDR— M Zaal L E T,

2 *HZOWTIE, Status 7 4 —/L ROEREESHL T IEEN,

RIZ. rootinconsistent A7 — R DR — FB3HDHE D EHBT L2~ L E9,

Router#
show spanning-tree inconsistentports

Name Interface Inconsistency
VLAN1 FastEthernet3/1 Root Inconsistent
Number of inconsistent ports (segments) in the system :1
Router#
EIT R S =
(3PS av Uk B
spanning-tree backbonefast FT_TOHA —H% x> b VLAN T BackboneFast

EAR—T VI LET,

spanning-tree cost STPEHBEIHEHT DA v F—T = A ADI/RA 2
ANERELET,
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show spanning-tree

show dot1g-tunnel 5 5 show udld &= T

avyU R

BLL

spanning-tree guard

H—RE— RoA F—TNELET 4 =T
W LET,

spanning-tree pathcost method

FI7H I IDONRA a A MHEFRNEHRELE
ﬁ—o

spanning-tree portfast (f 2 —J x4/ X 2>
J4F¥alL—23arvE—F)

PortFast €— K& A x—7 /2 LF T,

spanning-tree portfast bpdufilter default

T D PortFast n— ~ T, BPDU 7 4 /L& Y
VT T TN ETA R—T I LET,

spanning-tree portfast bpduguard default

$_TCD PortFast In— T, BPDU H— K& T
T F NV N TAX—T M LET,

spanning-tree port-priority

20D T Vo URN— KTV oDl bmdil
HELTWAERIL, /12 —T A RS T
AFVT 4 ZRELET,

spanning-tree uplinkfast

UplinkFast & 1 X —7/LIZ L £,

spanning-tree vlan

VLAN T STP %A F—7 /WIZLET,
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|  show dotlg-tunnel 7 > show udld £
showudid ]

show udld

EHBIOEMEELOHE—~FRY 7 kH7 e hab (UDLD) AT —X A% FRT HI2iE, =2—
# EXEC £— FTshowudld =~ FAFEHLEI,

show udld [interface-id| neighbors]

BXDEREA

interface-id EE) A v F—T oA AHBLUA & —
T oA AE

neighbors (ERE) *AN—IFRETERRLET,
avU kR E—F 2 —+ EXEC (>)
X FRE Yy—3% TERE

12.2(14)SX ZDa<y ROWR— kA Supervisor Engine 720 (ZIBM &AL E L

7o
12.2(17d)SXB Supervisor Engine 2 £ Z ® =< > KDY 7R — kA% Release

12.2(17d)SXB IZHER S 4V E Lz,

12.2(18)SXD Z O3~ RZ neighbors ¥ — 7 — R2NBIESE LT,
12.2(33)SRA ZMa~ R, Cisco I0S Release 12.2(33)SRA ([ZHi& S FE L
7o

ERLEDHA K342 interface-id % NS LI D> 128581, T_CTOA ¥ —7 = A AOEBE L OEE Lo UDLD
AT —HANEKREINET,

451 Wiz, B—nDA v H—T7 2 ADUDLD A7 — b & FER_T 202 RLET, HOZIE7 44— F
OFBHALFEREINET,
Router#

show udld gigabitethernet2/2
Interface Gi2/2
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B show udld

Port enable administrative configuration setting:

Port enable operational state: Enabled

Current bidirectional state: Bidirectional
Current operational state: Advertisement

Message interval: 60

Time out interval: 5

No multiple neighbors detected
Entry 1

Expiration time: 146
Device ID: 1

Current neighbor state: Bidirectional

Device name: 0050e2826000

Port ID: 2/1

Neighbor echo 1 device: SAD03160954
Neighbor echo 1 port: Gil/1l

show dot1g-tunnel 5 5 show udld &= T

Follows device default

BEa<T R

Message interval: 5

CDP Device name:
Router#

WIZ, RAN=IERIZTERRT D0 2Rm L ET, HAOZIET7 41— FOBRRA LR RSNET,

Router#

show udld neighbors

Port Device Name Device ID Port-ID OperState

Gi3/1 SALO734K5R2 1 Gi4/1 Bidirectional

Gi4/1 SALO734K5R2 1 Gi3/1 Bidirectional

Router#

avw kR E5BA

udld 77 Vw7 E— FUDLD £7i3EHEE—
UDLD %A X —7 /W L7V | REFRE/R A v
-V ZRE LY LET,

udld port A H—=T7xAALETUDLDZA 3x—7 ML
e, A EF—T A ALTT 7Ly 7 E—
RUDLD &4 X —7 /WL LET,
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