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B X

clear mac-address-table 5 5 flowcontrol £ T 1
clear mac-address-table 2
clear pagp 8
clear vtp counters 10
flowcontrol 11

mac access-group /' 5 private-vlan mapping E T 15
mac access-group 16
mac access-list extended 18
mac-address-table aging-time 23
mac-address-table dynamic 26
mac-address-table limit 31
mac-address-table notification change 35
mac-address-table notification mac-move 37
mac-address-table static 39
mac-address-table secure 45
mls switching unicast 49
mode dotlg-in-dotlq access-gateway 51
name (MST) 56
port-channel load-defer 58

private-vlan 60

show dotlq-tunnel 5 5 show udld £ T 63
show dotlg-tunnel 64
show errdisable flap-values 66
show mac-address-table 68
show mac-address-table aging-time 80
show mac-address-table dynamic 83
show mac-address-table learning 88
show mac-address-table static 92

show spanning-tree 97
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show udld 111

show vlan A 5 storm-control £ T 113
show vlan 115
show vlan access-map 121
show vlan mapping 123
show vtp 125
shutdown vlan 138
spanning-tree backbonefast 139
spanning-tree bpdufilter 141
spanning-tree bpduguard 143
spanning-tree cost 145
spanning-tree etherchannel guard misconfig 147
spanning-tree extend system-id 149
spanning-tree guard 151
spanning-tree link-type 153
spanning-tree loopguard default 155
spanning-tree mst 157
spanning-tree mst configuration 159
spanning-tree mst forward-time 162
spanning-tree mst hello-time 164
spanning-tree mst max-age 166
spanning-tree mst max-hops 168
spanning-tree mst pre-standard 170
spanning-tree mst priority 172
spanning-tree mst root 174
spanning-tree portfast (| > % —7 = A Z) 176
spanning-tree port-priority 179
spanning-tree transmit hold-count 181
spanning-tree uplinkfast 183
spanning-tree vlan 185
storm-control 189

udld 5 5 vtp transparent £ T 193
udld 194
udld port 196
udld reset 199
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vlan (Z'm—/31) 20

vlan access-map 204

vlan database 206

vlan filter 209

vip (Z/'m—s3L) 212

vtp (A H—T A R) 218
vtp client 219

vtp domain 221

vtp password 223

vtp server 225

vtp transparent 227
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clear mac-address-table % > flowcontrol & T

clear mac-address-table, 2 ~X—<
clear pagp, 8 ~X—
clear vtp counters, 10 ~X—3

* flowcontrol, 11 ~_X—

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



B clear mac-address-table

clear mac-address-table

clear mac-address-table /5 flowcontrol & T

BELET FLZ (E7213 8 DO7 RLR) ZMACT RLA T—7A0nLHEIBRT HICI%, KiiE
EXEC “E— K T clear mac-address-table ==~ > K& L £,

Cisco 2600 > U — X Cisco 3600 >V — R ¥ L Cisco 3700 >V — X )L—F DOffi A

clear mac-address-table [dynamic| restricted static| permanent] [address mac-address] [interface type

module port]

clear mac-address-table notification mac-move counter [ vian ]

clear mac-address-table dynamic [address mac-address| interface interface-type interface-number| vlan

vian-id]

BX DA dynamic

HEE) #ATIv I T FLARTEZ2 VT L
i‘d‘o

secure

(EE) BX=27 7 RLRAETFEZ 27 LE
j‘o

static

UEE) AZT 47 T RVARTZ2 U7 L
i‘d‘o

restricted static

EE) BB EAZT v 7 7T RLVAE T %
U7 LET,

permanent

UEE) KAT RLAFE T2 7 V7 LET,

address

(EE) HBELET RLAREFEZ 27U T LE
‘3—0

mac -address

(fEE) MACT RLAZIEELET,

interface

UEE) DAL H—T A ZADTXTOT K
VAZZUT LET,

type

(EE) A5 —7 x4 AX A7 (ethernet,
fastethernet, fddi. atm, =72/ portchannel D U>
TN

slot

(EE) EVa— AL F—T oA AFEE,
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|  clear mac-address-table /> flowcontrol & T
clear mac-address-table .

interface-type interface-number (EE) BV 2—VBIOKR— N5, AOE
oWk, MEREDHTA T4 0] 258
LTLEEN,

notification mac-move counter MAC B&hmEb v o 2 %27 V7 LET,

vian (fEE) VLAN Z57E L T MAC BEhi@ma s v

YEEZVTLET,

protocol assigned (&) DECnet, Banyan VINES, &0
AppleTalk 72 EDEY Yo7 a han 7
ATy MERELET,

protocol ip |ipx U8 7V 735 hIoTmr harzA
TEEELET,
protocol other (EE) 7V T7ThA RV halr g

7 (AP £/2IXIPX UAN) ZHEELET,

vlan vian-id (f£&) VLANID Z48E L £7, HiWMEOHH
X1 ~ 4094 T4,

module UEE) WMOFEVa—N A X —T = AER
FRELET,

*0 : [EE
*1F/HITA: FEY2—LA

*2F7/7-1IB:EY 22—/ B
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B clear mac-address-table

aAavv R TFI4ILk

AR E—F

avy FERE
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clear mac-address-table 7 > flowcontrol £ |

port

Cisco 2600 >V — X, Cisco3600 > —X, B
LW Cisco 3700 >V — X )b—#

AL TS A =%y b AL v F Ry hU—
JEY 2= NVDIAFIHAIR— A 5 —
7 = A A5,

* NM-16ESW DAL 0 ~ 15
* NM-36ESW DA 1L 0 ~ 35

* Gigabit Ethernet ®H5 13 0 ~ 1

Catalyst A T
1 ~28 DHEIPFADHR— K A 2 —T = AFK 5,
A=Yy b (FHE) O%HEIET1~25

77 A A=Fxy b (EE) OLEIE
26 £7213 27

*R—bh F¥ xRN

Cisco 2600 > U — X Cisco3600 >V — X B I Cisco 3700 >V —X )L—Z DfE H
REEITOTNDHNL—HDTXTOMACT RLARZ VT EET,

Catalyst A1 FDOff
HAFIv I TRLVARZ VT INET,
HALFIv 7 TRLADIZ VT

Zoawry R, ZOFE—RFRTOT 740 MEHY TH A,

HikE EXEC (#)

)J1)—X

12.2(2)XT Z D= KA Cisco 2600 U — X Cisco3600 >V —X . BILOW
Cisco 3700 ¥V — X L—H|ZEAINFE LT,

12.2(8)T

ZPDa< KM, Cisco 2600 U —A, Cisco3600 > U —X BIW
Cisco 3700 > U — X JL— % @ Cisco 10S Release 12.2(8)T IZH A I E




|  clear mac-address-table /> flowcontrol & T
clear mac-address-table .

J)—2 EERNE

122(1DT Z D3 R Cisco [0S Release 12.2(11)T IZHA S E LT,
12.2(14)SX ZDa~ ROYAR— k) Supervisor Engine 720 [ZiIBMM &V E L7z,
12.2(17d)SXB Supervisor Engine 2 = Z ® 2~ KDY — k3 Cisco 10S Release

12.2(17d)SXB (ZHriE S E L7,

12.2(33)SRA Z Pz~ RN, Cisco I0S Release 12.2(33)SRA ([T A S E Lz,

12.2(33)SXI Z Mz~ KX, notificationmac-movecounter [vian] ¥ — 7V — RNE L
VB ZBINT 2 KO ICEEINE L,

FRLEDHA RS54 Cisco2600 3 U — X, Cisco3600 U — R, L Cisco 3700 > U — R L—& Offi i

clearmac-address-table =~ K247 a L/ LTEITT D E, T3TD MAC 7 KL ZADHIER
ENFET, TRVAZHEELTA VI —T oA AZBELRNE, TXTOAL U F—T oA A
57 RUADBHIBRENET, AV F—T A RAEHMELTT RLAZEELRNVE, BELTA
VHE—=T 2 A A LEOTRTOT RUABHIBRSNET,

Catalyst A1 FDOffi

clearmac-address-table =~ > K& 47 a VR LTHETT D E, T_XTOXAFIv 7 T RLA
DHIBRENET, TRLVAZEELTA X —T oA AZHEELRNVE, TXTOA X —T =
AANLT RUARHIBRESNET, A X —T oA AZHEELTT RLRAZHRELWE, 5E
LicA v Z =T 2 A A LOFTRTOT RLARHIFRINET,

KEDT RUANRMACHIET — T WIFAE LR WS, RO T — A vb—URFRINET,
MAC address not found
HAFIv I TRVADZ YT

interface 513 DA ZMEIZIL, Supervisor Engine 2 73 #5#k 4172 Cisco 7600 Y — X )L— & TH R —
k&% ge-wan, atm, B L Wpos F—TU— NG ENET,

protocol {assigned | ip | ipx| other} % — 7 — KX, Supervisor Engine 2 23 #5#{ S 172 Cisco 7600
V=X N—F TREFYR—FZNET,

TRTOXAFTIv 7 = M) BT —7ANLHIRT 5I121%, clearmac-address-tabledynamic =
~  REATTLET,

interface-type CHENIMEITRD & B0 TT,
« fastethernet
* gigabitethernet

* port-channel

R
it

EVa—LER—FD
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clear mac-address-table 7 > flowcontrol £ |

clear mac-address-table

interface-number B1EX ClX, EV 2 —VEBIOVKR— NEFEEELET, interface-number DFH 573
EiE, FEST DA F =T =2 A ZAT L HATLHV Y=V BLOEV 2= ML TRRY
F9, Lz 3Ry b Uy =T 48 R — F 10/100BASE-T A —H % v kY 2 — /L34
WINTWDIHEEIL, XHTEY A=V Ry MV EF—T oA RAZRETHE, TV 2—NEH
DAEMEIT 1~ 13, R— FFTOAEIT 1 ~ 4812720 £,

Cisco 2600 > U — X Cisco 3600 >V — X, B L Cisco 3700 >V — X )L—H DffEH
KIZ, MACHEIAT — T NVANDTXTDEAFT Iy TRV RZ22 VT 3562 R"LET,
Router# clear mac-address-table dynamic

W, A=V Xy bAR—F1 EDRZT v 7 7 KL A 0040.C80A2F07 % 7 U 74 5Bl %R L
i—g—o

Router# clear mac-address-table static address 0040.C80A.2F07 interface ethernet 0/1
Catalyst A1 = F D

KIZ, MACHRIET — T NVNDTRTCOEAFTI 07 T RLVRE7 VT3 502 RLET,

Router# clear mac-address-table dynamic

W, BED VLAN O MAC BEh@i b v 2% 7 ) 7356125~ LET,

Router# clear mac-address-table notification mac-move counter 202

WIZ, A —B %y B —F1 ETKAT FL 2 0040.C80A2F07 %227 UV 7+ A& RLET,

Router# clear mac-address-table permanent address 0040.C80A.2F07 interface ethernet 0/1
Supervisor Engine 2 #fifH L 72 7600 L TOX A FI v 7 T RLVADI VT

WIZ, FFEDA v H—T A A (abe) BLOTm har (47 (IPX) OFTXTOXAFTI v
LAY 2 b7 VT4 50 2RLET,

Router# clear mac-address-table dynamic interface abc protocol ipx

avrok S5 A

mac -address-tableaging-time AZA v F T, XA FI v MACT R ZADBE
FINDHENZ AV IR SNDORHOR S &

mac -address-tablepermanent KAL=F ¥ A FEITLTH ¥ 2 b MAC

T RVABEEDAAL vFR—hrAf ¥ —T <
A AZBHHEAT T E T,

mac -address-tablerestrictedstatic HIRLT & AZT 4w 7 T RURAEREDAA v
FR—b A F =T = A ZBET £,




clear mac-address-table 7 5 flowcontrol & T

clear mac-address-table B

avyU R

BLL

mac -address-tablesecure

X2 T AXT 47 T RLVABEDAAL »
FR—h A F—T = A AEEFTET,

mac-address-table static

ABT 47 2 NYEMACT RVAT—7
JTBINT 55, IGMP AX—Y' 7 %7 KL
AL TCT A= NI LTRET 4 w7

MAC 7 RLAZREL £,

show mac -address-table

AA v FR— NELITEY 2 — kT 5 MAC
T RVAT—=TNLDOT RL AR RLET,

show mac -address-tablesecure

TRy X2V T a7 K b—
varERRFILET,

show mac -address-tablesecurity

TRy X2 VT a7 4 Falb—
varERRFILET,
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clear mac-address-table 7 > flowcontrol £ |
Il clearpagp

clear pagp
N—F Fyv 32 EHE 7 VT T 5I21E, ¥ EXEC £— R T clearpagp =~ > R&H L £,

clear pagp {group-number| counters}

BX DN group-number F v RV T N—T KT, AEMEIL 1~ 256 D
PO K 64 8 OE T,
counters NT T4 TaNEET VT LET,

ARVETIAIE  —oa~wr RTiE, T4V REERH Y EH AL

AvVEE—F KiHE EXEC (#)
v PR Yy—2 LENE
12.2(14)SX Z M3~ R Supervisor Engine 720 (ZE A SLE LT,
12.2(17d)SXB Supervisor Engine 2 £ Z D 1~ KD W 7R — kA% Release
12.2(17d)SXB (ZHE5E & dvE Lz,
12.2(33)SRA Z Pz~ R, Cisco I0S Release 12.2(33)SRA IZHEA SN E L
7=
il WIT, BEEIN—TDR—~ Fv 2 Alf@e s )7+ 50%25R LET,

Router# clear pagp 324

WIZ, "= F ¥V vTT 407 T4NEET VT2 RLET,

Router# clear pagp counters

avwUk SRBA

show pagp A= Fx X EREERRLET,
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|  clear mac-address-table /> flowcontrol & T
clearpagp  JJi]
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Il clearvip counters

clear mac-address-table 7 > flowcontrol £ |

clear vtp counters

BXDEREA

AU R E—F

avy FERE

1
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VLAN b Z > 7 7a bz (VIP) B ZHIkRT 5121, F#H EXEC & — R C clearvtpcounters
a~xy REMEHLET,

clear vtp counters

ZOa=y FIZEBIEELEEF— TV —FEH D EH A,

et EXEC (#)

)= EEARAR

15.0(1)M Z®a~ 2 RiL, Cisco I0S Release 15.0(1)M L D H DO U U —R|Z
BAINE L,

12.2(33)SRE Z @z~ RiL, Cisco I0S Release 12.2(33)SRE L 0 LD Y U — 2
e S E L,

12.2(33)SXI Z @z~ RiX, Cisco I0S Release 12.2(33)SXI L 0 HA[1D Y U — =
e ShE L,

W2, VIP A 2 %7 V7450 % 5~ LET,

Router# clear vtp counters

avo kR 1B

show vtp VIPEHE RAALY . AF—H A, I HZD—
ez LET,

vtp Ja— )L VTP 25— F 2R ELET,




|  clear mac-address-table /> flowcontrol & T

flowcontrol B

flowcontrol

B DEREA

R— "W R—=X T —LEEEBERIIZETIIORET DI, A v FX—T AR AT 4
X2l —3 g3 FT— RKTfloweontrol =~ > FEEALET, T74/10 FRECETITIE, 2D
a<y RO ne BN EMHHLET,

flowcontrol {send| receive} {desired| off] on}

no flowcontrol {send| receive} {desired| off| on}

send R MR- T L —AEEETILEIETEL
F7,

receive A= " NR—X T L —LE2HTH L H5IRTEL
F7,

desired UE— hA— F230n. off. F 7= desired D>
FTHICETESINTNTEH, TRITE ERAE
F7,

off 2—HNV R =RV E—F R —FPHHR—X

TL—ALEZELTUELZY, JE—FKR—
MZFR—A 7L —ALEEEFELEYTER20E S
WZLET,

on n—H B— FRYE— b B b SRR
TU—LEZE LTI LEZY, UE— hH—
MIAR—RX 7L —L2%FE LY TEDL LI
LET,

AU RTIAIE

7a—flETT 4 B—7 T,

7u—HEOT 7 4 MElZ, R—FOREICL>TRRY EF, T 74V FOREITRDO LB
D ‘@‘é—o

*XAHEY b A—H Ry F BA—=FDTFT 74V M, ZEIZON T off T, HEFIZHOWNTIE
desired T,

TV AMA—Y Ry N R—=FDFT 7 /L MI, ZEITOWVTIT off T, EEFIZTOWTIiL on
‘(\\—3—0

* 24 7R— K 100BASE-FX & = —/L¥ L 1048 ;R— b 10/100 BASE-TX RJ-45 ¥ 2 — /L DT
7 4V NI, ZEIZOWVTHERFIZHOWTY off TT,
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B flowcontrol

O R E—F

avwy FERE

FEREDHA K542
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clear mac-address-table 7 > flowcontrol £ |

* WS-X6502-10GE10 X HE > b f —HP X v b AR— FDHR—R 7 L — LIk BISEITRE T
EFEHA, WS-X6502-10GE 10 ¥4ty b £ —V Ry b dR— MIFIZR—X 7L —2AI2%
BIDHIICHEESNTWET,

AH =Tz A a7 4 Fa2lb— 3 (config-if)

)1)y—= EEANAE

12.2(14)SX Z O3~ R Supervisor Engine 720 (Z3#E A S0 E L7z,

12.2(17d)SXB Z O3~ R Supervisor Engine 2 [ZiBMI &L E LT,

12.2(33)SRA Z Dz~ R)N, Cisco I0S Release 12.2(33)SRA ([ZHEA SN E L
77

12.2(33)SCB Z P32 R73, Cisco IOS Release 12.2(33)SCB IZ#iA SN E L
770

send 5 L N desired DX —7— F&HR—FFT2DIF Ty b f—H Ry b F— FEITFTT,
A=A 7L —uF, Ny 77N THLIT-OIEEOHR 7 L — 2O EEIEILT HEF &L
G ICIZE D BRI N T,
Catalyst 6500 U — X A A »FE L WCisco7600 >V — X L—H DX HE > b £ —H Ry h R—
MI7o—#l#Ez2ERA LT, —CRFE., A—b~O 7y hOBREEZELELET, FOMDA —
Yry b AR—MI, 7e—#EEZER LT —HEERIONE LET,
FHEY PA =Xy FAR—FDZERNY 7 7 NI D L. BEINZE-F, X7y o
FEEESHED LIV E—FR—MIERTD [R—X] Xy "REEENET, TTD
A —HFx > b A=K (1000 Mbps, 100 Mbps, #5 LT 10 Mbps) 1%, lDEEENS [HR—X]
ey FEZEL, ZHRIKISETEET,
FHEY b A=Y Ry PO DOR—F 2, ZELIER—X 7L —A%EH L0 (disable) . *xf
L7209 (enable) T2 X OICRETETET,
receive ¥ — U — R&Zfifl42 L. on BLWdesired DX —U — KOFERITFE 1220 £,
Catalyst 6500 > U — X A A v FEB I KN Cisco 7600 >V — R )L—H LDOTRTOFAHE Y b A —H
Xy h AR —=HFE, VE—MEBENSOR—X 7L — L E2ZEB LU TEET,
THITE HHEREZHED I, ROFEFEFHIZENET,

*sendon [X., Y E— bk R— b2 receiveon 721 receivedesired |Z5% € S LTV D IGEITENS

ERLET,



|  clear mac-address-table /> flowcontrol & T

1

/s

-

flowcontrol B

* sendoff [%, VU T— k "— k2 receiveoff £ 7= 13 receivedesired |Z5% /E SV T WA EHEAIZTE T

EHLET,

* receiveon (X, YV E— k 7"— 7 sendon F 7213 senddesired |Z5% E I AL T WA IGAEIZTZTE

)Eﬁ L/i‘j_o

*sendoff 1%, U-E— k "— K2 receiveoff = 7211 receivedesired |Z5% & SV T WA EAITTENT

ERLET,

B—R N R—= RV E—FR—= ML D L7 m—filf#El s AR — kLR X

%’z“iﬁﬁ“éfﬂ%fﬁ LT,

Router# configure terminal

Router (config) # interface GigabitEthernetl/9 10.4.9.157 255.255.255.0

Router (config-if) # flowcontrol receive off
Router (config-if)# flowcontrol send off

=l AV N SR BA

show interfaces flowcontrol Tu—HEEREFZR LET,
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clear mac-address-table 7 > flowcontrol £ |
[l flowcontrol
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mac access-group 5\ i private-vlan mapping

FT

* mac access-group, 16 ~—7

* mac access-list extended, 18 ~X—3

* mac-address-table aging-time, 23 ~~—3

* mac-address-table dynamic, 26 ~—37

* mac-address-table limit, 31 ~X—

* mac-address-table notification change, 35 ~—3
* mac-address-table notification mac-move, 37 ~X—
* mac-address-table static, 39 ~X—

* mac-address-table secure, 45 ~X—

* mls switching unicast, 49 ~—’

* mode dotlg-in-dotlq access-gateway, 51 ~—37
* name (MST) , 56 ~X—

* port-channel load-defer, 58 ~<X—3/

* private-vlan, 60 ~X—3
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[l macaccess-group

mac access-group

MACT7 7 &A arbr— UX L (ACL) 2L T, ¥V bA—V Xy A F—T =
A A, 802.1Q VLAN %7 A o % —7 = f A 802.1Q-in-Q A% 7 VLAN 47 A 2 #—7 = 4 %
TERNI 74 v 7 OZREEHETLIE, A ¥ —T oA AETEFI TN F—T A AT
7 4F =2 bL— 3 ¥ F— KT macaccess-group 2~ FZEH LE9, MACACL #HIRT 5
. Zoa<wr Fone BXE2HEH L E9,

BXDEREA

AR R TFIAILE

ATV R E—F

avy FNERE

mac access-group 5 5 private-vlan mapping & T |

mac access-group access-list-number in

no mac access-group access-list-number in

access-list-number

AVEBE—T oA AERIEIY TS F—T AR
(2395 MAC ACL MDF 5 (access-list
(MAC) v FCTHRESNEER) . I
X 10 #5 D 700 ~ 799 T,

in

AR Ry MCH LTI A NE Y T
]\/ij—o

A EB=T 2 A RAFERFY TA X —T 2 AT 7 A VR MIBEHERLTWEREA,

AVE—Tx2A A AT 4 F¥al—a (configif) V7 A FX—T AR a7 4 Fal—

v =3 (config-subif)

)1y—= EERNE

12.0(32)S Z D3~ R Cisco 12000 >V — X A ¥ —F v h JL—H (T8
MmEivE L,

12.2(33)SXH Z D~ RN, Cisco I0S Release 12.2(33)SXH I/ &N E L

776

HERAEDHA FS4Y MACACLIE, ¥HEY hA—H Ry h A X —T 2 A ABLOVLANY T A o X —T = A A
DEEN T 74w 7 I LTHEHINET, Xy NI—F T TR ATy NexfET5D
L. CiscolOS Y7 F =T 7 7R VAL, A Y b /A —PF x> b, 802.1Q VLAN, F
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I mac access-group %\ 5 private-vlan mapping & T

mac access-group [

7212 802.1Q-in-Q D% v FOEETMACT FLAZBALET, MACTZ7EAURAKRTT R
VANRHFAIINTWDEA, Y7 =T i3y OB ZHITLET, T7EAUARNTT
RUABHESE SN TWAEE, Y7 b =T33y hEBEEL, 4 ¥ —F» Ml A v t&—
v 7u ha (ICMP) FA RNEIEAREA vE—VZRLET,

FBELIZMACACLINA v X —T 2 ZAEFIV T A U F—T o A LBIZFELZWGEE, X7y
MET T L E9,

Catalyst 6500 U — X 2A v FDEE, Z0a<wy FeaYR— T 5DILA Y 2HR— T T
D

GE)

1

BEEavTY R

VLAN Y7 A % —7 = A A T macaccess-group 2~ > K& H7R— ~ 45 DiE, 3 CIZVLAN
YT A H—T 2 A ETHREFADOHETZTTT,

KiE, ¥HFEY hA— P XY N AL X —T2A A0 TZELEEENT 7 4 v 272k L TMAC
ACL 101 #3261 T,

Router> enable

Router# configure terminal

Router (config) # interface gigabitethernet 0
Router (config-if) # mac access-group 101 in

avw UKk EEA

access-list (MAC) MACACL #E&HELET,

clear mac access-list counters MACACLDOA D A2 %27 VT LET,

ip access-group JERIA R R b 3(E ST 4 Mok LT

FRTAIPT 72 YR NEEREELET,

show access-group mode interface LAY2A X —T A ADACLA VT 4 ¥ =
Lr—3_3 y%i’%ﬁ—“ bij*o

show mac access-list 1 2F 7213 TO MAC ACL ONEEFERL
F7,
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mac access-group /5 private-vlan mapping & T

B mac access-list extended

mac access-list extended

BX DA

IEEMAC T 7 A 2 ba—v URZX K (ACL) Z1EKL, 77&®A arra—L kY
(ACE) ZE#F£:THITX, /u— b a7 X 2 L— 3 F— F T macaccess-listextended
avy REFHLET, MACACL ZHIRT 2I121L, ZOa~r FOno BXZHEH L E7,

mac access-list extended name

no mac access-list extended name

name T MNUNET D ACL 4

AU R TIHIE

AR E—F

avy FERE

YL ACL ITEE SN EE A,

Jua—sr ar7 4 ¥ a2 b—3 3 (config)

)= EERNE
12.2(14)SX ZDa=y ROYAR— k3 Supervisor Engine 720 (2B S 4V E L7,
12.2(17b)SXA DAY RPROLHIICETINE LT,
* vlanvian 3 X X cosvalue ¥ — VU — KB L OBIEEBMENE L
776
‘ip ¥ —U—RFKPEY T e harfkho ) A MIEBENShE L
77
12.2(17d)SXB Supervisor Engine 2 £ Z D =< > KDY — kA3 Release
12.2(17d)SXB (ZHE5E S 4vE Lz,
12.2(33)SRA Z Dz~ RN, Cisco I0S Release 12.2(33)SRA IZHi A S L,
12.2(33)SRD R D Bthertype 7’1 ks = /UEAY, A#h7e~7 ' w kL U2 MBS

¥ L7z, bpdu-sap, bpdu-snap, dtp. lacp., pagp. vtp,

Cisco IOS XE Release 3.58 = > =+ > F7° Cisco [0S XE Release 3.5S IZHA S E LT,

15.1(2)SNG ZDa< KA, Cisco ASR901 >V —XDEK—E R L—HZ (T
EREINE LR,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



I mac access-group %\ 5 private-vlan mapping & T
mac access-listextended ]

ACLA % AT 5 L Z12iE, ROMARANIHE- T IV,

K3 XLFT, a~z, A~Z, 0~9, v aXF (1), Toy¥—2a7 () ., EUF
K5 () #Ee N TEET,

CHYTTIREY, TRTOXATDTRTDOACL T—ETHILERDH Y 7,
* KXF /N FHKERILET,

*EFIIEHTE YA
*F—U— NIEHTEETA, #ETHXEF—TU— &, all, default-action, map, help,
B L O editbuffer T3,

MAC 7 R L R{ZF-250 T Internet Packet Exchange (IPX) . DECnet, AppleTalk, Virtual Integrated
Network Service (VINES) . %7213 Xerox Network Services (XNS) O ~F7 7 4 v 7 %7 4 V& Y
YIFHL4RITE ACL R ETEET (MACACLIZLDIPX 74 V&Y v 7 %Y R— KT 50D
X, RV v— 74 —F v H— K3 (PFC3) BNEHEINTWDHGEAITTT) .

PFC3 N&# S 7= AT LT, EtherType 0x8137 IZi# AT 5 MAC 7 7 A U A M&EMH LT
RTCOIPX N7 7 4 v 7 #0587 584, ipx-arpa £ 7213 ipx-non-arpa 7' &2 h =LA L E,

macaccess-listextendedname 2~ > RZ ASTIL7=6H, ROV 7y R&2EH LT, MACACL »—
VU EERRETITEIBE L £,

no permit deny src-mac mask any dest-mac mask any protocol vlan vian cos value

vlanvian 33 X Y eosvalue 55—V — FE L OB UL, Release 12.2(17b)SXA LAFED U U — 2 D PFC3BXL
F£721X PFC3B £— R CTHR—hENhE7,

vlanvian 3 X O cosvalue ¥ — 7V — REB L O5#E. MACVLAN T 7 & X a2 tr—L J X |
(VACL) TlI¥FR—branEdi,

R DL, macaccess-listextended =~ > FORELZ R L £,

% 1: mac access-list extended 27 > F DX

X EBA

no (EB) 7T7BAVRARNDBAT—RAV &
HIER L9,

permit SR B LT 7 R R R LT,

deny SR —ET DA, T/ BERAEES LET,

src-mac mask source-mac-addresssource-mac-address-mask DT
KDOEETLMAC 7 KL AT,
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B mac access-list extended

mac access-group /5 private-vlan mapping & T

FEL

BLL

any

fFEO7a hal A4 7EEELET,

dest-mac mask

(£8) dest-mac-addressdest-mac-address-mask
DR D% MAC 7 KL AT,

protocol UEE) v harALEidEs, Z05/80
Hhlemy R DY A MZOWTE, RESH
LTL7Z&EW,

vlan vlan (fEE) VLANID #48F L7, A2hfEIZo~
4095 TI,

cos value ({£E) CoSTEZEBELET, AMEIT0~7

<.

protocol S DOEE I FUIFKRD E Y TT,
* 0x0-0xFFFF -- {7 ® EtherType (16 1#£%%)

* aarp -- EtherType : AppleTalk Address Resolution Protocol (ARP)

* amber -- EtherType : DEC-Amber
* appletalk -- EtherType : AppleTalk/EtherTalk
* bpdu-sap -- BPDU SAP 1 &\ {b/" 7 » b

* bpdu-snap -- BPDU SNAP 1 7z vt/ 37 o

k

* dec-spanning -- EtherType : DEC A/X=2 7 J —

* decnet-iv -- EtherType : DECnet Phase IV
* diagnostic -- EtherType : DEC-Diagnostic
* dsm -- EtherType : DEC-DSM

*dtp -- DTP /34 v |k

* etype-6000 -- EtherType : 0x6000

* etype-8042 -- EtherType : 0x8042

* ip -- EtherType : 0x0800

* ipx-arpa -- IPX Advanced Research Projects Agency (ARPA)

* ipx-non-arpa -- IPX f ARPA
*lacp -- LACP 1 7t )Lib/ 7w b

* lat -- EtherType : DEC-LAT
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mac access-group %\ 5 private-vlan mapping & T
mac access-listextended ]

* lave-sca -- EtherType : DEC-LAVC-SCA

* mop-console -- EtherType : DEC-MOP U &— k =2/ —/L

* mop-dump -- EtherType : DEC-MOP Dump

* msdos -- EtherType : DEC-MSDOS

* mumps -- EtherType : DEC-MUMPS

* netbios -- EtherType : DEC-NETBIOS

* pagp -- PAGP 1 7 &)Lk 8 7w B

* vines-echo -- EtherType : VINES Echo

* vines-ip -- EtherType : VINES IP

*vtp-- VTP /X7 > |

* xns-idp -- EtherType : XNS IDP
sre-macmask £ 721% dest-macmask 6% AN )3 256135, WROTEEFHEP JOHIRFEIZERE L TL
ZEUN,

*MAC 7 R L AlX, 0030.9629.9f84 72 KD K MMt & 16 #ERFTL T3 DD 4 31 MEL LTA
HLET,

*MACT7 FLA ~Z71%, Fy MI& 16 #ERFL T3 2D 43 MEE LTASNLET, 1
By heUANRI—RELTERNLEY, 2E&2E 7 RV AZRR/Il—8HIEDITE.
0000.0000.0000 ZAEH L £4 (0.0.0 &L LTANTEET) o

* HWEAIHEZe protocol \IZ DWW TIX, EtherType £7213F— UV — ROWFraz AT TE £,
*protocol 78 LD N X ED T har b —HLET,

T EAYARN 2 MVIIATNEIZAF Y ENFET, BOZ—F L= MU AEHS
NFE+T, NTp—~vrREEDHITIE. T7ER U X NOEHEMTICES —RICHEH I
b N EEXET,

* U A NOKRBZIZHRIZ: permitanyany =~V A E O R0 oA, T/ EA VA MO
HAZIIHE R 72 denyanyany =2 b U BTEFE L 97,
*HLnTy FUIETRTEEFEOY X OFRZRICEINET, VA MOHRMIZTZY MY ZBIN
THIENTEERA,
BEINTY, B Tho72 0, MEICHEE S 172V L7z EtherType 0x800 IP 7 L— A%, IP h
T74 w7 ELTRMENT, IPACLIZEY 74V FZ D v T ENRET,

macaccess-listextended =~ K% ip ¥—U— K& & LA L TERESNT- ACE if, £&ESh
720, B THoT- 0, MGRITHEE S 72 0 L7z EtherType 0x800IP 7 L — L7251 & 7 4 VX )
JLET, TOMDIP b T 74 v 71 ET7 42 ) T LER A,
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mac access-group 5 5 private-vlan mapping & T |

B mac access-list extended

il &IZ. 0000.4700.0001 75 0000.4700.0009 ~D k7 7 4 v 7 Z45759 5 mac_layer & VD A RITD
MAC ACL Z{EsT 28l2 R LET, ZOMDNT 7 4 v 71T T XTHATENET,

Router (config) # mac access-list extended mac_layer

Router (config-ext-macl)# deny 0000.4700.0001 0.0.0 0000.4700.0009 0.0.0 dsm

Router (config-ext-macl) # permit any any

EEav o F N Bl
mac access-group in A —P Xy K P—E A L AKX A2 MAC
ACL Z##H L £,
show mac-address-table MAC 7 KL R 7 —7 VI 2158 AE R L
i ‘640
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mac-address-table aging-time ]

mac-address-table aging-time

BXDEREA

aAavv R FI4ILk

ATV R E—FR

VAY2T—TNDT Y DRRT—V 7 B A DERETDHIE, Fr— a7 ¥z
L —3 = ¥ & — R T mac-address-tableaging-time =~ > R L 9, JHRK-=—T 7 XA A
T 7NV MRECY Y bTBHIIE, Zoa~vwr Rone BEXEFEHLEI,

Cisco 2600 Series, Cisco 3600 Series, and Cisco 3700 Series Routers
mac-address-table aging-time seconds

no mac-address-table aging-time seconds

Cisco 7600 Series Routers
mac-address-table aging-time seconds [routed-mac| vlan vian-id|

no mac-address-table aging-time seconds [routed-mac| vlan vian-id)

Catalyst Switches
mac-address-table aging-time seconds [routed-mac| vlan vian-id|

no mac-address-table aging-time seconds [routed-mac| vlan vian-id)

seconds MACT RLZF—7 L= h D RkT—
VT EA L, ARMEIE. 03 XTS5 ~ 1000000
BWTY, =—Ur 7 AL AL v TF DK
BICMAC 7 RUARZ R LICREE D T v
FERET, T 740 MEIX 300 B TT,

vlan vian -id (ER) EESNT—Y 07 &4 MEEMT
5 VLAN ZfeELE7, BAZEIZ, 2~ 1001
Tj‘o

routed-mac (FEE) V=T vy RMACZ—V U7 A H—
ISIVEREELET,

vlan vian-id TE) BETH UL 7 XA LEHEHSE
5 VLAN Zf5E LET, AZMEIZX. 1 ~ 4094
<7,

FI )N =0 F A AL 300 T,

Jua—)L a7 4 ¥ 2 b—3 3 (config)
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[l mac-address-table aging-time

avy RERE

mac access-group /5 private-vlan mapping & T

)1)—= EENE

12.0(7)XE Z M3~y RN Catalyst 6000 >V — R AA » FITIBIMEE Lz,

12.1(1)E Z M3~ RN Catalyst 6000 > V) — R AA » FITIBMEE Lz,

12.2(2)XT Z P~ KA Cisco2600 > Y — R, Cisco3600 >V — X 3 L Cisco
3700 >V — X —H | ZEASINE LT,

12.2(8)T Z D= K73, Cisco 2600 Y — R Cisco 3600 U —X, BLW
Cisco 3700 > U — X jL—# d Cisco IOS Release 12.2(8)T IZHE I E L
77

122(1)T Z D= R Cisco I0S Release 12.2(1N)T IZHA SN E LT,

12.2(14)SX Z ® =~ R Supervisor Engine 720 % 4 L 7= Catalyst A1 v F 3 &
U Cisco 7600 A > Z—F v b —HIZFEEI N E LTz,

12.2(17d)SXB Z ® =3~ R Supervisor Engine 2 Z #53fi{ L 7= Catalyst A A » F 3 L
Cisco 7600 A > X —F v b —H | TFEEILFE LT,

12.2(18)SXE routed-mac ¥— VU — R BEMENELEZ, ZOF—TU— KNV R—h
INDH DL, Cisco 7600 A > & —F v k /L—% 1 LT Catalyst 6500 A
4+ F @ Supervisor Engine 720 L721FC9,

12.2(18)SXFS seconds SIELDFMEN, 10 0D SBICET SN E LT,

12.2(33)SRA Z D= RN, Cisco I0S Release 12.2(33)SRA (A S E L7z,

12.2(33)SXI Zoawry ROHATIE., BINO7 4 —/L RERHDOT R &5

FOCERSNE L,

FRLDHAA RS54 Cisco 2600 1) —X. Cisco3600 ') —X. KU Cisco3700 1) —X JL—4
TV T A LD MR, BESKEENEREINET, A8 bUIE ~

1000000 #> T3,

IDavwy RET AT NMITHIEIETEERA,

Catalyst X 1 v F & & U Cisco 7600 JL— 4

VLAN Z AN LAAWES, ZHRITTXTOA—TF v K R— b VLAN IZ#EH S ET,
TV T ET 4T ST BT, OBEASILET,
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il

1

1

BEEa<vT YR

mac-address-table aging-time ]

routed-mac ¥— 7V — FZ AL T, »—7 v FMAC (RM) By bDRREENTZ T T4 v 7D
MACT7 RLADTZ—I 7 A A KR ETEET,

Wz, == T H A L% 300 ICERET AR LET,

mac-address-table aging-time 300

WIZ, ==V 7 A DaRET PR LET,

mac-address-table aging-time 400

RIZ, RM ==V 7 Z A D7 500 FHCEHE T L0 2R L ET,

mac-address-table aging-time 500 routed-mac

WIZ, OOBIZ K D=V XA LOEFIKRT HHBOBERLET,

mac-address-table aging-time 250
%% Vlan Aging time not changed since OOB is enabled and requires aging time to be atleast
3 times OOB interval - default: 480 seconds

RIZ, == T I LT 4 8—T N DR L ET,

mac-address-table aging-time 0

av vk &t

show mac-address-table MAC 7 RL A 7 —7 VICET DM AERTR L
£

show mac address table aging time MAC 7 FLADTZ—U T A A LR LE
D

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



mac access-group 5 5 private-vlan mapping & T |

[l mac-address-table dynamic

mac-address-table dynamic

X DA

HAFI I T RLAEMACT FLAT—7UZENT 5121, /a—_Lar7 4 Fab—
¥ 3 v &— F T mac-address-tabledynamic =~ > F&2fiH L E3, ¥4I v 7 7 RLRIT,

7 KL AT =7 MCHBISEMS L, FHSNTORWEAIET RLAT—TANLEESN
9, FAFIv 7 2 FUEMACT FLA T—7ANLHIRTAI120F, 203~ KO ne
A EEH L £,

Cisco 2600 > U — X Cisco 3600 >V — X, LN Cisco 3700 > U — X j)L—H

mac-address-table dynamic hw-addressinterface {fa| gi}[slot/port]vlan vian-id

no mac-address-table dynamic /w-address vlan vian-id

Catalyst X 1 v F

no mac-address-table dynamic iw-address [atm slot/port][vlan vian-id]

hw -address T =T KL CEINE 72 I3HIBRT 2% MAC 7
}\\‘ LA o

interface hw-address 58 C D737 v R EESIHAR— |,

fa FastEthernet # 5§ E L £ 77,

gi GigabitEthernet Z 5 € L 97,

slot (fE5E) A F v s 7T RLAZEMT S
oy bk (Aary b1 ERTARY F2)

port fEE) N—b A H—T A AFEF, iH

ENTWDBAL—VFy N AL v FDOFXy hT—
J 'Y a—)VDH A T CT-FHIIRO L B
D Tj—o

* NM-16ESW DA 1L 0 ~ 15
* NM-36ESW DO3A 1% 0 ~ 35

* GigabitEthernet D%A13 0 ~ 1

atm  slot /port (fEE) ¥4 FIv s 7 RLxEAuy &
ZiXAay b2 0O ATM Y =2 —/VIZBIL
T, ATM A V& —7 = A AFADOR— ML
0C7,
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mac-address-table dynamic .

vlan vian -id
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mac-address-table dynamic

mac access-group /5 private-vlan mapping & T

Cisco 2600 >V — X Cisco 3600 > —X, B
LW Cisco 3700 > — X )—H

interface 35 . Nvlan /X7 A — % Z & o T
L C. hw-address 56 CD /37 v N ZHHEET H %0
FEBELET,

R—=FBRET 47 TIRAEZIZZA T
S v T EADVLAN R— F Th LA
vlan ¥— U — R3EMEAIEETT, ZDH4E.
AR— MZE Y ETHNTWAD VLAN iZ, MAC
7 R U RICBEAM T B2 AR — D VLAN Th
bHERZEINET,

B D VLAN R— hBL O N7 7 F—hiZ
*FLTCIE, vlanF—VU— KBXMNETT, T
7 Rm—=FDEAE, XA T Iy T RUAN
EID B THNZ VLAN ZHETH72DICZ 0
¥— U — FRLETT,

vian-id 1%, hw-address 56 C D /37 > K D HRE X
5 VLAN O ID DfETY, A7 IDIE1~
1005 CF, AT LTErEZ AN LARNTLFE
v,

Catalyst AA v F

(£E) interface B L Ovlan XT A —H 2 H
W CHERH LT, hw-address 56 C D 37 > b &g
KT e ERELET,

RN—=bWRET 47 TRV AELIIFA T

2w T EADVLAN R— F ThH LA,

vlan ¥ — U — RIIEMEAIRETT, ZDOHA.

A— MIEY ETHNTWD VLAN (&, MAC

7 R U RZEEfT T B 7oA — F D VLAN Th

HERREINET,

GE) Zpavwy REXAFIv I T
A R— FTHETTHE, VLAN A~
W=y FRY —HP—N (VMPS)
~D7 Y — I ThivEY A, VMPS
I, 7 RVARFFRIEN WA Z &%
el C&x A, o, A—bEHEDY
Y CHLENH D VLAN %4 ¢ =
FHA, ZTOavr NI, TANH
WZIRE L TRERT 2 R H Y £7,

DO VLAN R— FBL O T7 7 F—hiZ

*FLTCIE, vlanF—VU— KBV ETT, ~TF
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mac-address-table dynamic .

7 R—FOLHIX, AT Iy 7 7T RLUAR
EY Y THNT VLAN ZI5ET D202 D

X —TU— RBRMETT,

vian-id VX, hw-address 56 C D 37 v k D3Rk X
N5 VLAN @ ID OfETY, B2 IDIE 1~
1005 T9, EITLTERZASNLARNTLIEE
AR

ARVERETIHILE A4 FI9 7 T RUVAEZ, MACT RLRA F—7 CBINS L EE A,

avUkRE—F Jra—/N)L a7 4 X2 b— 3 (config)
A%~ FRE Yy—2 EENE
11.2(8)SA Zoavwr RBREAINE L,
11.2(8)SA3 vlan ¥ — U — RGBS 4L E LTz,
11.2(8)SA5 atm ¥ — 7 — RBBEMENE Lz,
12.2(2)XT ZPa= R3, Cisco2600 2V —X | Cisco 3600 ¥ U —X, BLW
Cisco 3700 >V — X N—H | ZFEEIIE LT,
12.2(8)T D3~ K3, Cisco 2600 U — X, Cisco 3600 > U —X, BLW
Cisco 3700 > U — X JL— % @ Cisco 10S Release 12.2(8)T IZHA I F
L7z,
12.2(1DT Z M a~ R Cisco I0S Release 12.2(1NT IZHEA S E LTz,
12.2(33)SRA Z D=3~ K73, Cisco 10S Release 12.2(33)SRA (2t &L E LTz,
12.2S8X Z MO a< KL, CiscolOS Release 12.2SX b LA » THR— I F

T, ZORLAUOEED 122SX UV U —R 2B 5P HR— M.
T4—F vy b, TIvET7x—b, BT Ty hT7r—Lb—
RO 2T ko> TR F9,

FEREDAA RFA4 Y vian-idB|5EEHK LT, Z0a<wy ROon R E#H L2854, MACT KL ARTRTHVLAN

MOHIBRSILET,
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[l mac-address-table dynamic

mac access-group /5 private-vlan mapping & T

151 Wiz, A—F fal/l ® MAC 7 R 2% VLAN 4 (2 BN+ A%~ LET,

Switch (config) # mac-address-table dynamic 00c0.00a0.03fa fal/l vlan 4

EEav> b avwo kR

Bl

clear mac -address-table

MACT7 FL A F—T7aAnbxy MU 2N L
F7,

mac -address-tableaging-time

A FIvr o MY MEREIEEF SN
#%. MAC 7 R LA 7 —7 VNI S L D B
MazsELET,

mac -address-tablestatic

MACT RVAT—TNWIAXT 4 v T KL
A&BIMLET,

show mac -address-table

MACT7 RL A T—7 N %FRLET,
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mac-address-table limit

BX DA

mac access-group %\ 5 private-vlan mapping & T

WZ¥ 5%

limit

shutdown

maximum num

action

warning

MAC HilfREgRE A A *—7 iz L, FIRBZEHAESND K5I
(e

mac-address-table limit{action| }

X2 L—3 3 F— FT mac-address-tablelimit =~ > F&ZfEH LE4+, MACHIBEZT 4+ &—7

mac-address-table limit

A=

X E

Zoa<wr ROne BEXEFHEHL £

THIZIE, Fe— L a7y

EE

) Encoded Address Recognition Logic
(EARL) Z &IZ#FA S5 VLAN HALO MAC
Ty MU RKRBEREELET, AREIE, 5~
32768 DMAC 7 RLA = U TF
(EE) ERMNE U
B AT HARTE

Bl
LET,
(EE

B E

EBT I arm
E N LT

Syslog A v & —
(fE:

;1) N
St

&z,
CEIEREEL, FNLEOT 7 a il b
RONESICHEELET

ENDVE L2381,

notification

syslog

(EE) &

Syslog A v & —
Y OEE 1 EIFEZIZMACHIBRIZH ST D T >
TOERDNT I (F71TE DM S)
IHELET

2179
EXRNAE LT

trap

both

IZ. Syslog X v t&—

COFEE1RELIZIVLANO 7 0 v 7 A5 —
F~DOBITOWT D (XD S) %217
YEVICHEELET

(B EXBEUS
A T HERIRE

ELET
(£

AlITEF s @M
B) BN
ChEEELET

(2. Syslog A v E&—
(LR EXPELCT
EELET

LEIc,

(1 B i
v 75

~Z v FEm%E
ENNECT-EAIC
BHEERFELET,

—

. Syslog B8 L'k

LANZXA v F>9 a2k JT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v F) i



mac access-group 5 5 private-vlan mapping & T |
[l mac-address-table limit

vlan vian (fEE&) VLAN HAL T MAC #ilfE%E A r—7 /v
I LET,

interface type mod | port (EE) R— FNHELLTMAC HIREEZ A r—7 L
I LET,

flood (fE&) VLAN TABZRa2=% % X 7T v
TA T EAR—T M LET,

ARVETIAHILE  FOA A NOREEFRO LB T,
* maximum num 1% 500 MAC 7 KL A = F U T,
* action | warning T3,

* notification /X syslog T3,

AU EE—F Ja—)L a7 ¥ alb— 3 (config)
v PR YU—2 LERE
12.2(17b)SXA Z O3 ROYAR— k7 Supervisor Engine 720 (ZiB I S 4vE Lz,
12.2(17d)SXB Supervisor Engine2 D Z =1~ > RO 7R — k25 Release 12.2(17d)SXB
YRR S vE L,
12.2(18)SXD1 vlanvian % — U — FE L OSIEDHEAIA LI, VLAN B2 MAC il
REYVR—FT2HL012, Zoavr FREREENE L,
12.2(18)SXE interfacetypemod/port % — U — NI L OB MAIA T I, A— M
LOMACHIRZ I R—FF oL 912, Zoa~vr FPELESAEL
7
12.2(33)SRA Z@a~< R, Cisco I0S Release 12.2(33)SRA IZHEA & E L7z,

ERLEDHA R34 MACHIFRIZ, A X —7 =A ZHfL (DFV, A F—7 = A A%4EE) £7I1ZVLANEAL (5
£V, VLAN Z15E) TAR—7 M TEET, 727 L, MACHIRIZZ v — L 207 1 ¥
L—a =R (config) THRMNINL—F (EALL~L) HIZA X —TMCT HLERH Y F
D

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



mac access-group %\ 5 private-vlan mapping & T
mac-address-table limit ]

MAC il RIZ B9~ 2 — 72 AR A > k
MAC HllfR% A F—7 M T 5121, IROAIZHERE LT EE0,
*MAC =¥ b U Ol K¥KiE VLAN B3 L OV EARL B CIRE D £4
AR, T vav, ERITEMEEE LRWIEE, T4V FREMEAINET,

* VLAN HANZD MAC HilfR % A F—7 M L7286 MAC $lBRIZFE € S 7= VLAN LT
A F—T T Y 9,

*flood F¥— 7 — KRBV R —rEZNH5DIEL, VLANA V' Z—T = A A L7Z1FTY,
*limit 77 g UNERE SN, EXBAE LTSI, flood 77 v a U NEITESNET,
* shutdown A7 — FTiX, VLANIZzZ~ > FEXEEH L CTHEA X—T7 NI T5ETT Y
J AT —FDOEFITHRY ET,

VLAN B2 MAC #ilfR%& A 2—T N T D72 DXL

&IX VLAN HALD MAC HillfRZ A 2 —T T B2 DI TE S o 7 AECTT, Moo=
~ o RZH LT, EL< VLAN B2 MAC #IfB A2 A % — 7 W T BN H Y 4,

mac-address-table limit

GE) Zhawr R, v—% D MAC FllRERE L A X —7 iz LE T,

mac-address-table limit [vlanvian] [maximumrnum] [action {warning | limit | shutdown}] [ flood ]

GE) ZDa<y RIZVLAN LU TCHEAT 2R EDHIREEEDOT 7 v a v ERELET,

A B =T A AN MAC HIfR%E A R —T N2 T D T2 DS

Wit A v B2 —T7 2 A ZAHMNOMACHIRZ A F—T T B7DIfEATE 59 LT,
WAEDOa<wy FEHH LT, FLL A ¥ —T A ABEMD MAC HIRZ A 2 — TN T BB
NHY ET,

mac-address-table limit

MY

GE) Zoawr Ntk v—% D MAC FIlBHERER A 2 —T VI LET,

mac-address-table limit [interfacetypemod/port] [ maximumnum] [action {warning | limit | shutdown} |
[ flood ]

GE) Zoavw Ly REFA v —T 24 A LUV THEHTABEDHIREEEDT 7 v a VEREL
iba—o

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



il

mac access-group 5 5 private-vlan mapping & T |

mac-address-table limit

&IZ, VLAN BENZ0D MAC filfR % A 2 —7 W29 56]% R L£9, mac-address-tablelimit =~ >~
ROBHIDA AR AR, MACHIBZ A X —T7 W LET, a~ 2 RO2FHDOA AKX
ATIL VLAN LV CEHAT AR EEEDOT 7 v a v ERELET,

Router# enable

Router# configure terminal

Router (config) # mac-address-table limit

Router (config) # mac-address-table limit vlan 501 maximum 50 action shutdown
Router (config) # end

Wiz, £ X2 —7 xA ZABNMNOMACHIRZ A 2—T MZT 561% R LET, mac-address-tablelimit
<y RORPIDA AKX AN, MACHIfREZ A 2—T7 Vi LET, a<wr RO2FBOAL
ABFATIEA LV HE—T 2 A A LA THEATIHBREEEOT 7 ar E2RELET,

Router# enable

Router# configure terminal

Router (config) # mac-address-table limit

Router (config) # mac-address-table limit fastethernet0/0 maximum 50 action shutdown
Router (config) # end

avU R S5 BA

show mac-address-table limit MAC 7 KL R F—T7 U EHREFR R LET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



I mac access-group %\ 5 private-vlan mapping & T
mac-address-table netification change .

mac-address-table notification change

MAC7T R LA T —T kT 2B ERIZOWTOBMEEET LI, Ze— a7 g
¥ 2 L —3 3 > F— F T mac-address-tablenotificationchange =~ > R&Z{EH L 3, T 71/1
FREICHETIE, 2oa<wr Fone BRE#HLET,

mac-address-table notification change [history size| interval seconds]

no mac-address-table notification change

(
I, HMEIE. 0~ 500 =2 kU T,

interval seconds (EE) EWEFET DHRNA H =L i
FELET, ANEIZ. 0~2147483647 F T,

ARYETIHIE  FuaRERER, kO LB T,
*F4k—T

*MAC 7 RL A F—7 NIkt BB B FIZOWNTOBENA Z—T VDL, T 7+
FREZZRD ERLBY TT,

* historysize |3 1 =2 kU T,

* intervalvalue I 1 B C1,

avY R E—F Jua—s ) ary7 X2 b— 3 (config)
AV FRE Y=z EENE
12.2(33)SXH ZDavy RNEAINELE,
£l KIZ, MACT RL A T—=TL~DT N ZAOBERLBINCET 551y NV —27F 7w b

=/ (SNMP) #HZHET HHZRLET,

Router (config) # mac-address-table notification change interval 5 history 25

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



[l mac-address-table notification change

mac access-group /5 private-vlan mapping & T

BEaIYR A< R

BLL

show mac-address-table

MAC 7 RL A T—7 BT AEREF T L
F9,

snmp-server trap mac-notification

T RLVAT—TMZ% L TMAC T L ANE
MEITHBRESNTZEED LANKR— K TO
SNMP k7 v 7@ %EA F—7 M LET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



I mac access-group %\ 5 private-vlan mapping & T

mac-address-table notification mac-move B

mac-address-table notification mac-move

B DEREA

AU RTIHIE

ATV R E—F

av Y RERE

MAC BEEMEZ A X2 — 7T AI2F, Fe—L a7 1 FXa2l—YarEF—RT
mac-address-tablenotlﬁcatlonmac-move o< REFEHLET, MACBEhEMET + E—7/LC
T35, Zoa<wr Kon BRXEHFHALET,

mac-address-table notification mac-move [counter [syslog]]

no mac-address-table notification mac-move [counter [syslog]]

counter (EE) MACREN D v v ZHsexfeE LET,

syslog (fEE) MACBEEM ) MACBEI OB H]DA
VAR AERH LT & X2, syslogging e
ERELET,

MAC BEhEEIL A R2—T /220 8 A,

Jua—)L ar7 4¥ 2 b—3 3 (config)

)1)—= EERNE

12.2(14)SX Z O3y ROYAR— kA Supervisor Engine 720 [ZiB &L E L
7

12.2(17d)SXB Supervisor Engine2 0D Z D~ ROYR— F731228X U U — A
IR S L E LTz,

12.2(33)SXI ZOa~=r RiL, counter & syslog ¥ — 7 — R&BINT 5 X5k
BEhE L,

BERALEDHA RSM4Y MACT FLAEIZAR MRRRD AL v F R— FNETBE L7254, MAC BEIE &1L Syslog

Ao —UEAERLET,

B Uz\MACT sz DEABAEY (CAM) ([ZBMENTZHBEETZIIMACT RLANRCAM D
HIBR S L 7285A10X. MAC BEhBAIIAR SN EE A,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||
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l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

mac access-group 5 5 private-vlan mapping & T |

mac-address-table notification mac-move

MAC B#hi@Ein 4 R — b5 D1d, AA vF RN— b LT TT,

MAC #8Ehh v > Z@HIEL, VLAN © MAC BB i KR % 88 2 72855512 syslog A v —T % /4&
B LET, HRKHIBRIZ 1000 MAC 8T,

MAC &8 7 > & O syslog #%1TlL, MAC 78 VLAN WTBEI L 2B LR AT A TRAEL
TINBDA AR A E T N LET,

wIZ, MAC BEhEA %2 A 2 —T7 Wiz T 502 R LET,

Router (config) # mac-address-table notification mac-move

&IZ, MAC BEnamz s  E— 7z 5512 R LET,

Router (config) # no mac-address-table notification mac-move

RIZ, MAC BBV 7 2 D syslog BF1 A A F— T MZT D612 RLET,

Router (config) # mac-address-table notification mac-move counter syslog

wIZ, MACBEW D U v Xl ET 4 =7 T 50 %2RLET,

Router (config) # no mac-address-table notification mac-move counter

avU R ERBA

show mac-address-table notification mac-move |MAC 7 KL 2 55— 7 U EHs2r R LE T,

clear mac-address-table notification mac-move |MAC 7 RL X F— V@b v 2% 7 U 7T
l./ \52 j—o




I mac access-group %\ 5 private-vlan mapping & T

mac-address-table static B

mac-address-table static

B DEREA

2ZBTF 47 T U EMACT LA T—7)VBINT S, EFRI3BEDRET 4 v 7 <F
X ¥ Ak MAC 7 K L ZR(Z%f9 % Internet Group Multicast Protocol (IGMP) DA X —E> 7% T 4
=TT BHITIE, FTe—L a7 ¥ 2 L—3 3 F— KT mac-address-table static =~
VREFEHLET, BESNTZ FUEROMAGDEICE > TER SN Y ZHIRT
HITIE, Zoavwry Rone EREHEHLET,

Cisco 2600 Series, Cisco 3600 Series, Cisco 3700 and Cisco 7600 Series Routers
mac-address-table static mac-address vlan vian-id interface type slot/port

no mac-address-table static mac-address vlan vian-id interface type slot/port

Catalyst Switches

mac-address-table static mac-address vlan vian-id interface type number drop [disable-snooping][dlci
dlci| pve vpilvci][auto-learn| disable-snooping][protocol] {ip| ipx| assigned}

no mac-address-table static mac-address vlan vian-idinterface type number drop [disable-snooping][dlci
dlci| pve vpilvci][auto-learn| disable-snooping][protocol] {ip| ipx| assigned}

mac-aadress MAC 7 RL A 7 —7J)LIZIBINT 57T LA,

vlan vian-id MAC 7 KL A = b VIZBESHT 2 VLAN &
FBELET, #FAEIE2~ 100 T7,

interface fype slotlport % 7213 interface type HET DALV E—T oA AXAT BIOR
number 2y hER—MEREELET,

Catalyst A A~ F Tl type I L O number 5144
X, A E—T 2 A A ZATEIWVslotlport
7213 slot/subslotlport T 5 & Y5 ET D MER &V
%7 (interface pos 5/0 ¥ 721 interface ATM
80172 L) .

drop fRED VLAN NORTEF D MACT FL R &
D TCEZFEINDLITXTORNTIT T4 v 7 %R
2y 7 LET,

disable-snooping (EE) vV FF%¥ A FMACT KL 2D IGMP

AX—V U BT 4= N LET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



B mac-address-table static

mac access-group /5 private-vlan mapping & T

dlci dici

UEE) ZTOMACT FLRIZ~wy BT 5
T U g (DLCIH) Z#EE L E
T, ARNRMEOFMIL 16 ~ 1007 TI,

GE) BEINTA v —T =4 A LT
L—2 U b— e A r—T
72 5 TWABIGRICTET, 204
Tva YISHIHRTRE T,

pve vpilvci

(EE) ZOMACT RL AR~y B TT5%
FFEEESERE (PVC) ZfE L ET, KA
A7 (VPD 38 K OMAREIRRERB T (VCI)
D SFH AT v 2 TCRYJ> THRET HMLEN
HYET,

G¥) ZOF T aiE, ATM A v F—
T A AR TE E9,

auto-learn

(EE) V=B EFRUEMACT RLU A%
BIDOR— K LTRS84, MAC=> Y
HEEDFH LWAR— N CHEHTLOIMLERNH D Z L
ERELET,

disable-snooping

({EE) 71 —2 Y L—DLCI £ 721X ATMPVC
DIGMP AX—V 7 %5 4 &—7 /M LE

R

protocol (EE) = FVICEEMIF b7 e h=ar
ZHRELET,

ip (EE) IP 7o b a L a$8E LET,

ipx (ff:%&) Internetwork Packet Exchange (IPX)
7 haLEEELET,

assigned (ff:&) DECnet, Banyan VINES, ¥ X O

AppleTalk 72 EDOHFEI V4 ToHrn/=7 v ka2
Nry N Thoy befRELET,

ARVETIHIME 255497 = bUiE MACT FLA F—7LBMEER A,

AT R E—F Jua—) ar7 4 X2 lb—3 g (config)

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



I mac access-group %\ 5 private-vlan mapping & T

avy RERE

mac-address-table static B

)1y—= EERNE

12.0(7)XE Z M3 KRB Catalyst 6000 & ) — R A4 » FITBMEIE LTz,

12.1(1E Catalyst 6000 U — X A4 v FIZBIFTDZDa~r RO HR— kA,
12.1E LA VICETHRSIE LT,

12.1(5¢)EX ZOavy RREERINE L, vATFHF¥ AN T RLAOYR— b
DIBIEE Lz,

12.2(2)XT TP RN, Cisco 2600 2 U — R Cisco 3600 >V —X, BLW
Cisco 3700 > — X )L—H | ZFEEINFE LT,

12.2(8)T ZPa<r K3, Cisco 2600 2V — X, Cisco3600 > U —X, BLO
Cisco 3700 > U — X JL— 4 @ Cisco 10S Release 12.2(8)T [T S nE L
776

12.2(14)SX Z D= ROH AR — kA Supervisor Engine 720 (2B S 4L E LTz,

12.2(17a)SX <I/LTFF ¥ A NMACT KL RIZ1E, mac-address-table static mac-address
vlan vian-id {interface type number drop} =2~ > R&ZHH T 1A,

12.2(17d)SXB Supervisor Engine 2 £ Z ® =< > KOH 7R — k73 Cisco 10S Release
12.2(17d)SXB (ZHER S 4V E LTz,

12.2(18)SXE Zoa~wy RRERINE Lz, dledici 38X O pve wilvei ¥—7 — K
LBIEDNT I, MACT RLAD 7 L—2A U L— DLCI 7213 ATM
PVC ~D~ v B 7 &FFA T 50l EvE Lz,

12.2(33)SRA Z D~ RN, Cisco IOS Release 12.2(33)SRA ([Z#iA SN E Lz,

12.2(33)SRC Zoawy RIERSNE L, Cisco7600 3 U — R L— X O High-Speed

Serial Interface (HSSI) . MLPP, BX O U TN A v X —T oA RZY
A= BN E LT,

FEREDHA RZ4 2 Cisco2600 1) —X. Cisco3600 1) —X. & Cisco3700 1) —X JL—4
BETAHHNA v =T 2 A AL v TFIRBA v X —T A A (SVD) IZTDHZ LT TEER

Ao

Toa=wry ROneFERIL, VAT ADOMACT RLAFHIRLEEA,

MAC 7 R L2 ZHIRT 5454, interface type slot/port BIEXD ANITEAMATEETT, =F ¥ A I
= N OBE, = M ITEBMNICHIBRSNET, v ATFFXY A NI OBE, A X —

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

mac access-group 5 5 private-vlan mapping & T |

mac-address-table static

T ABBRELRWEZ Y N 2ERBNHIBERENET, /10X —T A AB/ETHILIZ
0. BT 5BINA— FEIEETE X7,

Catalyst X v F
BETHHNA L H—T oA A% SVIIZTHZ LT TEEHA,
W75 E LT, LA ¥ 2EtherChannel T2 AX T 4 v 7 MACT KL 2% L. EtherChannel

@I//f'V 2ERA L N— R— N TR ELEH A, ZOHIEIL, VA ¥ 3 EtherChannels & A >
N=ZITEA SN EE A,

Zoa=wy RO no BRIL, ROBEITHEHAL F9,
CHEELEZ S NUIEROMAES DI s TER S MU ZHIRT 554
CFEELET RLADIGMP AX—E 2 7 EFOA X —7 NI T B84

dicidici ¥— U — FBIXOSBIBEPED 20X, ffESNTA X —T 24 A LETT7L—0 U L—
BT A F—T > T BEE T TY,

pvevpilvei ¥ — 7 — Fﬁi@aﬁ%ﬁf rE2D1E, ATMA X —7 = A A2 T, pvewpilvei
S L F—TU— ROXRT ZRETDHHAIE. VPIBLORVCIOMW %2 AT v 2 TRY > TIHRE
TOHOMERDY 7,

ART 4T MACT RLAZA LA M—NTHE, AZT v 7 MACT R L ALAR— MBS E
frrenEd, BloR—FIFE T MAC 7 RLARFRENDHEE1T1EL. auto-learn F— U — K
EANSTAHRE, 2 PURFHLWAR— ML TCT v 75— rENET,

BETIHNA V=T 2 A ATV AV 240X —T oA AGEhF+7 17 (IDB) THDHMNE
NHV FE9I, SVIICTHZ LI TEEHA,

1 ODOAa~y RTCANTE A v F =7 = A AFUIRK ISETT N, a2~ Feilhikd 2
LICED EBIRE DA F =T 2 A AR AN TEET,

Ta branr A TE AT LRSS, 70 hal A FiconTmy M AEEBIICER S
iﬁ—o

ZoavwryROon R EAAILTEH, AT AMACT FLAZHIBREERA.

MAC 7 R L 2 Z B9 5846, interface type number D ANTJITHEMEATRETY, 2=F ¥ A b =
N OBE, Ta ba = M VIFEEICHIRENE S, vATFFx A L= M) OBE,
A BE =T A A% ﬂibfﬁb‘k7 2 hatzy B BREBHIRESNETS, A F—T A R%
FRETHZLITEY, HIBRT 2R — FafETEET,

mac-address-table static mac-address vlan vian-id interface type numberdisable-snooping =~ > N{%
BESNTZAZT 4 v 27 MACT RLUA/NLANRT DAX—VE LV 72457 4 =7 M LET,
ARXR—=VE U T oA FX—=TMITHITIE, FTMACT FLAZZDa~vy RO no JEAMHA LT
HIB® L. mac-address-table static mac-address vlan vian-id interface type number 21~ > K%

disable-snooping ¥ — 7 — R&Z AJJHFIZHEA LT, MACT7 RLAZFA VA M—LLET,

mac-address-table static mac-address vlan vian-id drop =~ > R&Z~</LF F ¥ XA F MAC 7 R L R|Z
HWHTZ LT TEEEA,



mac access-group %\ 5 private-vlan mapping & T

A

mac-address-table static B

G¥)

A

A=F Y APMACT FLABLFHFY AFMACT FLAS WAN A U F—T =4 A% 1
DIFFFAILET,

GE)

B DA B =T 2 A AR CAXT 4 v MACT RLAZZRETEEHA, BlOA 2 —
T oA AFDOAZT 47 MACT RUREZRREL XD &7 5L, mac-address-table static
av RN, AZT 47 MACT RLVAZZDA L H—T7 x4 ZADHF LWVMAC T KL R
EEELET,

DLCI [El#FE =1L PVC E#R D MAC 7 KL ADIEE

Cisco I0S Release 12.2(18)SXE LD U U —ATiX, AIMBIRZ7 L —A VL —DAf ¥ —7 =
ARZBNWT, ROa~y ROBWER, v VT HRA > b 7V v 7B IXOEOMOMREE
R—=hTDHEICEEINTWET, IOV U —ATiEX, VLANIDBXOA ¥ —7 = A A2
T%?‘éﬁff%b%b\% DE LT,

Device (config) # mac-address-table static 000C.0203.0405 vlan 101 interface ATM6/1
WORFNZRT L 51T, Cisco IOS Release 12.2(18) SXE LAfED Y U —ATiX, 7L —A UL — A
H—=TxzARIKLTdlei A7V ay, FITATM A 2 —T =4 ZZx LT pve A7 =
VERELTIIES,

Device (config) # mac-address-table static 000C.0203.0405 vlan 101 interface ATM6/1 pvc6/101

G¥)

il

TL—bL b —A L F =T ADdleiA TV a2 EETH5E, MACT RLAIZZDA
B —7 x4 A ETHE I VLAN IZRHICERE &7 DLCI I~ v B 7 EvE T,

FERIZ, ATM A v H—T A AD pve A7 v a v BEMTHE, MACT RLAIZZDOA >

H—T oA ALTHRESNEZ VLAN ICRE SN H&IIDO PVC I~ v B 7 &N E T, MAC
T RUVANELSEESNTND Z L ZERT H-0OIC, FIZEERA % —7 oA ATdlei
F—U—FBXOpve ¥—TU— F&EMEHTIHZ LML ET,

WIZ, MACT RLVA T—TNVICAXT 4 v =2 b 2Bt 568277 LET,

Device (config) # mac-address-table static 0050.3e8d.6400 vlan 100 interface fastethernet5/7
WIZ, FBESNEZT FLAIZH L TIGMP AX —E V7 %5 4 —T I L TAL T 4 v 7 MAC
T RVAERET HHPZRLET,

Device (config) #
mac-address-table static 0050.3e8d.6400 vlan 100 interface fastethernet5/7 disable-snooping

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



mac access-group 5 5 private-vlan mapping & T |
. mac-address-table static

WIZ, ATMPVC [HE#EEB L7 L —A U L—DLCIE#D MAC 7 RL A F—T W AZT 1 v
7 = MY EENT 562~ LET,

Device (config) # mac-address-table static 0C01.0203.0405 vlan 101 interface ATM6/1 pvec 6/101
Device (config) # mac-address-table static 0C01.0203.0406 vlan 202 interface POS4/2 dlci 200

BEa< >R N s
show mac-address-table address FEEDMACT RLADMAC T KL A FT—7
MEmERRLET,

Il AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)




I mac access-group %\ 5 private-vlan mapping & T
mac-address-table secure  [JJ]

mac-address-table secure
X2 T T RLVAEZMACT RLAT—T7/WZBIMT A2, Fe—var 7 4 F¥al—a
> “&— K C mac-address-tablesecure =~ > & LET, EX2T7 = FJAEZMACT KL &
F—TANLHIBRTAICE. Z0avry FOnBREFEHLET,
Cisco 2600 < ') — X, Cisco3600 1) —X., & KLU Cisco3700 > !) —X JL—4&
no mac-address-table secure iw-address vlan vian-id

Catalyst X 1 v F

mac-address-table secure iw-address [atm slot/portvlan vian-id]

no mac-address-table secure hw-address [vlan vian-id]

BX DA hw -address F—TMZENT D MAC 7 R L%,
interface hw-address 58 C D737 FEE SIDHR— |,
fa FastEthernet Z 5 & L £,
gi Gigabit Ethernet Z ff7E€ L £7°,
slot LE) #4731y 7 7 RLAZBINT SR
gy b (Zay b1 EEEATY F2)

port EE) R—bh A H—T oA AFE, Hif
ENTVWDHA =Y Ry bR v FDORy hU—
T ED 2a—VDE A Zs U@k o & B
Gt

* NM-16ESW DA1X 0 ~ 15
* NM-36ESW DOHA13 0 ~ 35

* GigabitEthernet DI5E13 0 ~ 1

atm slot / port ERE) X277 FLxzxmy M FEEIZ
A2y 20O ATM &Y o — /U8B LET,

ATM A v B —7 =2 A ZAHDOR— MIFIT0 T
—é—o
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mac-address-table secure

mac access-group /5 private-vlan mapping & T

vlan vian -id

Cisco 2600 >V — X Cisco 3600 > —X, B
LW Cisco 3700 > — X )—H

interface 33 X ONvlan /X7 A — X 5o T
L C. hw-address 56 C D/ 7 > N FHRET D56
TERELET,

A=W RET 4 v T 7 EAD VLAN K—
FTHHES. vlan F— U — NIFEKAHET
T, ZOBEE. R—HMIEVYTHEATWVS
VLANZ. MAC 7 R L RCESEAHT SR —
D VLAN Th s ERBRINET, B
VLAN R— FBLO T 7 R— MIxt LT
. ZOF—U— RBRBETT,

vian-id DX, X227 = N ZEBNT 5
VLAN O ID T9, A7 ID L1~ 1005 T
T, BITLTERZ AN LRNTLEEN,

Catalyst A1 v

(EE) interface}3 X Wvlan /3T A — 4 %&b
B CEH LT, hw-address 56 CD /87 > b &g
KT DA EEELET,

R—RWNARET 427 T 78 AD VLAN R—

N CTH DA, vlan F— VU — RITEMKEATRET
T, ZOHAE. A—MIZEIVLETHEATND
VLANIZ., MAC 7T KL ZRICESEAHT v~ —
D VLAN Th 5 LR INET, B
VLAN F— FBILOR M T 7 A— MIHK LT
X, Z2OF—TU— KBMNETT,
vian-id DL, %27 = ) ZEBNT 5
VLAN ® ID CT9, Azh72 ID X 1~ 1005 T
T, FAITLTERZAN LN TLEE,

AU R TIHIE

ATV R E—FR

Jua—)L a7 4 ¥ 2 b—3 3 (config)

X277 T RLRIEZ, MACT RL R T—7LZEBMENEE A,

:IVVPEE Jy—=

11.2(8)SA

Zoawy RPREAINE LT,

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



mac access-group %\ 5 private-vlan mapping & T

mac-address-table secure B

)1)—= EERNE

11.2(8)SA3 vlan ¥ — U — R2NBINSvE Lz,

11.2(8)SAS atm ¥ — 7 — RRBINENE LT,

12.2(2)XT ZDa=y R)N, Cisco 2600 2 U — A Cisco 3600 U —X, BLOW
Cisco 3700 'V — X JL—Z |ZFEIEINFE LT,

12.2(8)T ZDa= RN, Cisco 2600 2 U — R Cisco 3600 U — X, BLOW
Cisco 3700 > U — X JL— & @ Cisco 10S Release 12.2(8)T IZHA I F
L7z,

122(1)T Z D =z< > KR8 Cisco I0S Release 12.2(11)T IZH A S E LT,

12.2(33)SRA Z D a= > K73, Cisco IOS Release 12.2(33)SRA IZHEA SN E L7z,

12.28X Z® == RiL, CiscolOS Release 12.2SX F Lo » THHR— K S E

T, ZTORLALORED 122SX VY —2I2BIF 5 HR— M,
T4—F vy b, IV ETH—b, BT Ty hT7r—Lb—
Ry =72k THRRY FT,

ERLEDHA FSM4 Y Catalyst R4 v F

1

il

TXaT T RLAZEDY TR ENTESLHR— MI, —EIZ127ETTY, LB~ T, BE
L7ZMACT RLZBLORVLANIZKHTAEX 27 7 RLATF—7 10y MY B3MioR— k
T TICIEET DA, = RUDBRFDOR—F ELDHIRENT, FEESHZR— MTEIY KT
bNET,

HAFIv I TITEAR—IE2EX2T 7 RUVATRETDHZ LIXITEERA,

WIZ, BEF 27 MAC 7 RLA%ZAR— b fal/l ® VLAN 6 ([ZEMT 561277 L ET,
Router(config)# mac-address-table secure 00c0.00a0.03fa fal/1 vlan 6

WIZ, X 27 MAC 7 RL 2% — b fal/l ® VLAN 6 (12384 56 Z2R L £,

Switch (config) # mac-address-table secure 00c0.00a0.03fa fal/l vlan 6

WIZ, EXx 27 MAC T RL A% ATM A— k 21 IZEBINT 562" LET,

Switch (config) # mac-address-table secure 00c0.00a0.03fa atm 2/1

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



B mac-address-table secure

mac access-group /5 private-vlan mapping & T

EEav> R T

BLL

clear mac -address-table

MACT7 FL R F—T7aAmbxTy MU NI L
F7,

mac -address-tableaging-time

EAFI vz NYBMEREAIZIES SN
%, MACT7 RL A T—7 )VINIZIREF S D
MaHELET,

mac -address-tabledynamic

AALF I T RLAEZMACT RLAT—7
JUIZIBIN L £9,

mac -address-tablestatic

MAC7 RLART—T)WIZAZT 47 T Kb
A2 zBIMLET,

show mac -address-table

MACT RV A T—=7 V&K RLET,
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I mac access-group %\ 5 private-vlan mapping & T

mls switching unicast ]

mls switching unicast

BXDEREA

AR R TFIAILE

ATV R E—F

avy RERE

FRLEDHA K514

1

AV E—=T 2 A ADA=F Y AN T T 49T DN—=KU 2T AL v F L ThAF—TNIT D
WZiE, A v F—T 2 A a7 4 X2 b —3 g 2 F— KT misswitchingunicast =~ > R 2 [l L
T, A H—T 2 ADI=FX Y AN T T4 I DNN—RU 2T A vF LT %T 4&—
TMCTHITIE, Z0a<wy RO ne BRE2MHH L £,

mls switching unicast
no mls switching unicast

Zoa<wy RIIBIEELITF—U—NIb D FE A,

AVE=T 2 A ADA=F XY AN NT T4 I DN—=RU =T AL v F 2 TIFEA X =T IR
EFHEA,

AVHE—Tx2A R AT 4 Falb— 3 (config-if)

J1y—= EERNAE

12.2(14)SX ZDawy RO R — kA Supervisor Engine 720 (2B &AL E L
77

12.2(33)SRA Z Mz~ RN, Cisco I0S Release 12.2(33)SRA (ZfEA S E L
77

Z D=~ RiX. Supervisor Engine2 73458 S 4172 Cisco 7600 & U — X )L— & TiIH AR — h i E
B A,

I, A =T 2 ADN=RU =T AL v F U T oA X =T NVIT D02 R LET,

Router (config-if
) # mls switching unicast
Router (config-if) #

WIZ, £ v H =T 2 ADNN—KRU =T A v F T %T 4 8—TMIT 50~ LET,

Router (config-if
) # no mls switching unicast
Router (config-if) #
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B mls switching unicast

mac access-group /5 private-vlan mapping & T

BEaIYR A< R

BLL

mls switching

N=RT 2T A v F T A F—T NI LE
T
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I mac access-group %\ 5 private-vlan mapping & T

mode dot1g-in-dotlq access-gateway  [JJ]

mode dot1q-in-dot1q access-gateway

BXDEREA

AR R TFIAILE

ATV R E—F

avy RERE

EREDAARZA

XAHEY A =P Ry NWANA UV F—T = A A% A X —7 /M LT, 802.1Q-in-802.1Q (Q-in-Q)
VLANZ#D 7 — R = A & L TEIESH 5121, modedotlg-in-dotlqaccess-gateway =~ > K%
FRLET, Q-in-QVLANZE#Z A L H—T =2 A ATT 4 B—T/MIT BT, Z0a~<wr RO
no R A LET,

mode dotlg-in-dotlq access-gateway
no mode dotlq-in-dotlq access-gateway

Zoa<wy RIIBIEELITF—U—NIb D FE A,

FHEY b A =P F> N WANA V¥ —7 = A A(F802.1Q-in-802.1Q (Q-in-Q) VLAN EHiD 7 —
Rz L THREL R A,

AVHE—Tx2A R AT 4 Falb— 3 (config-if)

J1y—= EERNE

12.2(18)SXD ZOa~ ROYAR— K25 Supervisor Engine 720 (ZEBMM S 4UE L
77

12.2(18)SXE AR —FF ¥ N A B —T = A Z%&MHEH L7 Q-in-Q U > 7
Ny RAVDOYR—FNBMENE L,

12.2(33)SRA Z D~ RN, Cisco I0S Release 12.2(33)SRA (ZHEA SN E L
776

Z M3~ RiX, Optical Services Module (OSM) -2+4GE-WAN+ OSM &2 = — /L2 TRE I
7= Cisco 7600 > U —XIZBIFHF W E Y b £ =%y b (GE) WAN A > Z—7 = A A THR—
b EIET,

OSM (%, Supervisor Engine 32 235 X172 Cisco 7600 >V — X JL—Z THHR— F I THOEH
Mo

802.1Q X, /N7 v MI2 DD VLAN # 7V CH T TH N T oF0 7 A7 a a2l L T,
O VLAN AT R Yy hU—Z B CRFIC AT R 7 TEHEIICLET, ZO_EXZ I
& UL OMEATEIL, Q-in-Q U 7L BRI E T,
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mac access-group 5 5 private-vlan mapping & T |
. mode dot1g-in-dot1q access-gateway

modedot1q-in-dotlqaccess-gateway =~ > NiE, 220D VLAN % 7/ T34 v MCHZ JHF95H 2 &
WZED Q-in-Q horx U U7 Z&yriEL, Hlxy NU—7 M THEEDO VLAN Z[FIIFIC N T %7
TEHE9ICLET, ZO_EAIE R EFALT, ROBENRFEITESNET,

*2 20 802.1Q VLAN # /' TH V{1 iz 37 v F %, VLAN % 7 OfAG I35 < %8
T —vRZAAL v F T LET,

*VLAN Z WAL b T 7 4 v ==Y T %Y R—FrLET,

*802.1P ELEIEN B b (Pbit) ZWES (W AX~—) VLAN Z 7408 (—E A 7 a
A Z—) VLAN # Z|zar’— L %7,

Cisco 10S Release 12.2(18)SXE LAFED U U — A TiX, ##D GE-WAN A > X —T = A A% 1 DD
BRAER—=FTFr XA o F—T A4 RHAEDE T, Q-in-QY 7 Ny RV Z A R—T /T
HZEHTEET, A VF—TaA AL EDEDL L, 20T 4 Fab—ra 2 LT 5
721 CTid7a <, GE-WANOSM 3/NY RV DA NN THLIWEA V H—T = A O T a4 F—
TvY (PE) VLANAZ B — R NF U ATEHLHITRDET, Flo, VI XU RLrDA 2 F—
T2 A RANRD 1 ONZ T LI=84A. PEVLAN (X HEIRJICMD /S KoL X R~ L FHENY
BTEINFET,

GE) modedotlq-in-dotlqaccess-gateway =~ > RZEH T LHRF1IC, A v F—T = A A L THESN
TWLTRTOIPT RLAZHIBRT 20E RS £7,

modedotlg-in-dotlqaccess-gateway 2~ > REZRE Lich &, HHT A F—T7 A4 XA LTS
N5 VLAN~ v B0 7 %% ET 5I21%, bridge-domain (W74 V2 —Jx A RXaAVv74F¥alL—
vay) avr REHERHLET,

>

FE A ¥ —7 = A AT modedotlq-in-dotlqaccess-gateway 2~ > RZfHHJT 52 Licky, 4
YH=T 2 A ATRESNTVDARENEDH 5T XTOY T A o F—7 = A ZTHBAIZHIER
ENFET, T, AVE—T2AABLRZOY T A v E—T =4 A ETHEANHEHA S
AREMED H DT X TOWH VLAN 23U UV — 2 Zh, Q-in-Q B THAIHTE 5L O &
T, v FOneBROFEHRHZ G FE CRWAHBELET, noBXTH, 7 _XTOHT 1~
=T 2 A ABHIRSN, AV F—T 2 A ALY T H—T = ATHALEFEAH O VLAN
DT _CTY UV —RAINET, modedotlg-in-dotlqaccess-gateway =~ > N& AJJT HHNIZ, A
VH—T 2 ADAL T 4 Fal—Ta rERFLTRE L 2HELET,

GE) R—=R"F ¥RV AL Z—T AR %H (showcountersinterfaceport-channel =~ > KI5 X
U} showinterfaceport-channelcounters =~ > N THERIN D) X, Q-in-Q U 7 /N RL(Z
GE-WAN A > Z =7 = A RN T2 F v #)v Z =T TEY AR - shEzthi, 7L,
showinterfaceport-channel {number | numbersubif } =< > K (counters %¥—7— K72 L) X, ¥
R—hENET,
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I mac access-group %\ 5 private-vlan mapping & T
mode dot1g-in-dotlq access-gateway  [JJ]

B>k misqostrust =~ > N|¥, modedotlq-in-dotlqaccess-gateway =~ > R T E S 1172 GE-WAN
AV B=T 2 A ZREFIR— FF v 3V TV ELEEA, LD F—T =
AZABIOR =M F ¥ RUTHFIZ, Z0ar7 4 Fab—a /285 VLAN —E X 7
F A (CoS) By FEEEHLET,

!l &KIZ, modedotlg-in-dotlqaccess-gateway =~ > RO—EH7c a7 4 ¥ b—a »OFlZRL
i —aAO

Router# configure terminal
Router (config)# interface GE-WAN 4/1
Router (config-if)# mode dotlg-in-dotlqg access-gateway

Router (config-if) #
WIZ, TP 7 R L ADRE % K HNZHIFRE 912 modedotl g-in-dotlqaccess-gateway =~ > R & 5%
LEDELTEHBICERREND VAT A Ay E—VORERLET,

Router# configure terminal

Router (config) # interface GE-WAN 3/0

Router (config-if) # mode dotlg-in-dotlg access-gateway

% interface GE-WAN3/0 has IP address 192.168.100.101
configured. Please remove the IP address before configuring
'mode dotlg-in-dotlg access-gateway' on this interface.
Router (config-if)# no ip address 192.168.100.101 255.255.255

Router (config-if) # mode dotlg-in-dotlq access-gateway

Router (config-if) #

IZ. modedotlq-in-dotlgaccess-gateway 2~ RO no B ZHH LA v X —7 =14 A LD

Q-in-Q~v v BT ET 4 =T NMITHHERLET, SHIZ, Z0avr Rigf v ¥ —7 x4

AEDFTRTOYTA 2 =Tz M A, BIOY TS U H—T 24 AQ-in-Q vy ELT
(bridge-domain (A VA2 —Jx AR 2074 Fal—>3y) avrR) Lh—vRA K

T=OFT T HERICHIBR L £,

Router# configure terminal
Router (config) # interface GE-WAN 3/0
Router (config-if)# no mode dotlg-in-dotlqg access-gateway

Router (config-if) #

WIZ, 2DODGE-WAN A > ¥ —7 = A4 ATERENEID Y ToONTRER— N F v RxL A F—
72 A ADH %R LET, modedotlq-in-dotlqaccess-gateway I~ > NI — F T ¥ R/ A L H—
T2 ALETAFT—=TNERY, R=F F XN A X =T 2 A AN Q-in-Q V7 /R R
LCEETCES L)1 £,

Router (config) # interface port-channel 20

Router (config-if) # interface GE-WAN 3/0
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[l mode dotlg-in-dotlq access-gateway

EEav> R

Router (config-if) # port-channel 20 mode on
Router (config-if) # interface GE-WAN 3/1
Router (config-if) # port-channel 20 mode on
Router (config-if)# interface port-channel 20

Router (config-if) # no ip address

mac access-group /5 private-vlan mapping & T

Router (config-if) # mode dotlg-in-dotlqg access-gateway

Router (config-if) #

WIZ, 1 OFRITEBOBH /A v X —T 2 A2 G R— s F ¥ A v X —T =2 A LT
Q-in-Q EHam A x—T NI LE S E LEHBAICEREINDIZT— A v =02 R LET,

Router# configure terminal

Router (config) # interface port-channel 30

7600-2 (config-if) # mode dotlg-in-dotlqg access-gateway

% 'mode dotlg-in-dotlqg access-gateway' is not supported on Port-channel30

o

Router (config-if) #

Port-channel30 contains 2 Layer 2 Gigabit Ethernet interface(s)

avyU R

BLL]

bridge-domain (Y74 >3 —2J ARV T+«
FarL—v3ay)

JEEESI7- VLANID IZPVC 231 FLE
KR

class-map QSV/ ARy a7 4 X2l — g EF—
RIZT7 Z7EALTQoS 7 T A~y THFREL
F7,

policy-map QoS RV v — v v THRET D7D QoS 7~

VJo—<=v S ary74Xal—ygF—FK
T 7R LET,

service-policy

R =~ Tl =T A AL F
B

setcoscos-inner (R —<wFarvJq4¥a
L—i3v)

Q-in-Q BHASNTCEERTry bDNT 7
VLAN % 7D 802.1Q BEZENAfr vy ~ %, WHED
HAR<— T D VLAN Z TN D T T A
VT A ETHELET,

show cwan qinq

Q-in-Q B CTHEA INDNEL, M. BXOh
Z 7 VLAN &R LE7,
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I mac access-group %\ 5 private-vlan mapping & T
mode dot1g-in-dot1q access-gateway .

av Uk SHER

show cwan qinq bridge-domain EHEY h A —VFY FWANA LV X —T =1
ATQ-in-QEMIMEHESNDL T a/N g F—x v
Y VLANID 2T 570, FrET B/ X —
Ty P VLAN I SN DDA ~—T y ¥
VLAN ZF/R L £7,

show cwan qinq interface 1 OEITTRTOETE Y b £ —H Ky b
WAN AV Z—T =4 AB LKA — K~ F¥ 1L
A B —7 A A LD IEEE Q-in-Q Z#ad A o
=7 = A Afiat R LET,

show cwtlc qinq Q-in-Q ZHICBIH L 72, A—/ S XA HF =
VUATHR S 72 XCM TR STV D1
EFRILET,
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mac access-group 5 5 private-vlan mapping & T |

B name (MST)

name (MST)

VNN F ANR= TV — (MST) OV —V g VA2 RETHICIE, MSTa 7 4 Falb— g
YT~ R Cname 2~ FEFHLET, T 74V MAICETICIE, Z0a<xr RoneB%x
FERLET,

name name

no name name

WX OEH name MST U =2 =2 VThHT B 4R 4RIE L £

BRI XFOEZEDA NI 7 TY,

ARVKRTFTIHILE 22O

avU R E—F MST =27 4 ¥ =2 L—3 3 (config-mst)
AV FRE Y 1y—2 EENE
12.2(14)SX ZDa<y ROV R — kA Supervisor Engine 720 (2B S i1 E
L7z,
12.2(17d)SXB Supervisor Engine 2 £ Z D =~ > KDY 7R — kA% Release

12.2(17d)SXB (ZHEE S 4vE Lz,

12.2(33)SRA Z D 3= K73, CiscoIOS Release 12.2(33)SRA IZHi& S E L
776

Cisco IOS XE Release XE3.7S ==t~ K28, Cisco IOS XE Release XE 3.7S IZHEE SN E L
7=

FEREDHA FSA4Y HUVLAN~ v ELZBL0ary 7 4 Fal—vay N—2 3 0 FS 52752 5Ll EOD Cisco
7600 >V — X )L—F L, V=23 UABRL STV BESIIRMEO MST Y —Y g b b &
ZHNET,
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I mac access-group %\ 5 private-vlan mapping & T

name (MST) .

>

FE name 2~ U RZEH L TMST Y —V a3 VA EFRETAHESITTEFEELTLLFEE Y, RELX
B&EZ D&, Cisco7600 >V —X L—EZRBRDY — g VB INET, RHELIL, KX
FLINLFNER SN DT A—HTT,

il W, V=Y a TR T D6 2R L ET,

Device (config-mst) # name Cisco
Device (config-mst) #

BEIT YR N s

instance VLAN £721X VLAN Y &2 MST A A Z
A~ BT LET,

revision MST2o 7 4 FXal—arD) ey &Ke
EHRELET,

show MST 2o 7 4 Falb—Ta R LET,

show spanning-tree mst MST 7'v F a )VICET A EREFRLET,

spanning-tree mst configuration MSTa2 7 4 FXalb—vary 77— K%
HBLET,
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mac access-group 5 5 private-vlan mapping & T |
[l rort-channel load-defer

port-channel load-defer

TRTOR—= b FrFVOR—br—F =7 OIEMHEREZRET DI, 7r—rar 7y
¥ 2 L—3 3 & — N T port-channelload-defer =~ > &AM L£7, R— MEMHREZ T 7 +
JVRRECY Y FTAHICIE, Z0awr RO no BERXE2HHL £,

port-channel load-defer seconds

no port-channel load-defer seconds

ML DR seconds B Y =T UL I RAL »F I S B
PRz CRELEd, ARRHEMIE. 1~1800
BTd, 770 NOEHFEL, 120 T

—a—o
ARETIAIE R MEHIRIREIL. 120 BT,
avY R E—F Jua—s ) a7 4 X2 lb—3 g (config)
ANV FRE Y y—2 EENE
12.2(33)SXH Zoawy RREASNELE,
12.2(50)SY Zoawy RN EASNE L7z, CiscoIOS Release 12.2(50)SY T

95 seconds ZBE DN EMENE LT,

FERLEDHA FSAY 25— r T AA v FA—3— (SSO) HICHAET 5T — 4 DI EH ST 72512, Multichassis
EtherChannel (MEC) (Z & - C Virtual Switching System (VSS) 2t S D A A v FDAR— |k
F ¢ % /L C port-channelportload-defer =~ > K& AJJLC, R"—hk v— K =7 OIEH % 1 *—
T TEET, B—bho—F =7 OEHL Y. VSS 2SSO 2 SEET BRI, AL vF
M, VSS DR L7723 v — 28T D MEC A /8 R— M —BICT —4% bT 7 4 v 7 ZlRk
TERVWEOIZLET,
n— 8 v TIEHIFIEIL. port-channelload-defer =~ > R CREFHRE/ R 1 DD/ m—/ 3L X A
v —THRED ET, SSO AL v T A — =DKW LE D E TOHMN, 74— ROHEHY)
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I mac access-group %\ 5 private-vlan mapping & T

1

BEEavTY R

port-channel load-defer ]

MBEBLIOT AT —T 4 7 T —TNVOBEML, FRI~ATHr A N bR U—IZ% L THE
L F9,

seconds DENRFMBIL 1 ~ 1800 THY ., TDOFT 7 4/ MM 1200 T9,

wIZ, 7a—r9b R— MEBRREZ 60 BICRET 62 R L ET,

Router (config) #
port-channel load-defer 60
Router (config) #

I, B—F F¥ ZNMCBITAR— MEHBBEO 2 7 4 Xa b — a v A HERT A6 2R LE
@—O

Router# show etherchannel 50 port-channel

Port-channels in the group:

Port-channel: Po50 (Primary Aggregator)

Age of the Port-channel = 0d:00h:22m:20s

Logical slot/port = 46/5 Number of ports = 3
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Fast-switchover = disabled

Load share deferral
time left = 57 sec

enabled defer period = 60 sec

Router#

av ok B

interface port-channel A=k F ¥ R A o H—T = A REVERKR
L. AV FZ—TaAfA AT 4 Fal—T3gv
F— FIZAD E9,

port-channel port load-defer AR—hF F¥yRrVIBITLHAR—Fra—FK =T
FEHIREREZ A XA — 7 M LT,

show etherchannel F ¥ 1 /L @ EtherChannel [H# 2 FR L F 7,
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. private-vlan

private-vian

mac access-group 5 5 private-vlan mapping & T |

77 A4 ~_X— K VLAN (PVLAN) % ETHI2IE, VLANaZ> 7 4 Fal—vary B 7E—RT
private-vlan =~ > RZHH L E9, PVLAN 27 4 X2 L— g VEHIBRT HICIE, Z0aw
RO no FEXEFEHLET,

private-vlan {isolated| community| primary}

no private-vlan {isolated| community| primary}

B DR

i
&

isolated

VLAN %337 PVLAN & L CHEL X7,

community

VLAN #2X 2=5 ¢ PVLAN & L CfEEL £
ﬂ—o

primary

VLAN #7354~ VU PVLAN & L TfELE7,

AU R TIHILE PVLAN R ESN TV EE AL

AR K E—F VLAN =227 4 ¥ =2 L—3 3 (config-vlan)
vy PR Uu—2 LENE
12.2(14)SX Z M 3= RS Supervisor Engine 720 (A SUE L7z,
12.2(172)SX Zoavy FPERINE Lz, RECHETHIRFEHEIBMS
F Lz, FElcoVW TR, MEREDOHA RT74 ) OHEEZRL
TLIEEY,
12.2(17d)SXB Zoa~vy RPEFEINE L7, Supervisor Engine2 FOZ D=~
R D43 — k3 Release 12.2(17d)SXB (ZH53E S E Lz,
12.2(33)SRA Z Pz~ RN, Cisco I0S Release 12.2(33)SRA ([T A S E Lz,
15.0(HM Z M= RN, Cisco I0S Release 15.0(1)M IZHi & ShvE Lz,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



I mac access-group %\ 5 private-vlan mapping & T

private-vlan .

FERAEDHA RZ4Y PVLANAZFE— X2 VT ¢ FB— MUIBECTEXEHA, F—hexa VT o BBESNT-FR—

FCpvlan 2~ REANTDHE, ROTT— A vb—URNERENET,

Command rejected: Gix/y is Port Security enabled port.

12— BB EIND T N—7 (1 ~12, 13~24, 25~36, BL37 ~48) WOKR—FD

1ON T IRAL v F K=K~ TFF74H (SPAN) O5ise, F7IZMEER] PVLAN R — kDL
Ak, A= bEMWS VLAN R— hE/21F 23 2=7 ¢ VLANR— hE LTRELARWVWTL 2&

WV, BRETDE. 12R— FNOMOAR— FOWMSIFEZIZT I 2 =7 4 VLANRENIET 7 7«
TRV ET, ZTNHDOR—=FEHRT 77 4 71T DI20E, ML VLANAR— FELTaIla=

7 4 VLAN 7R— s D% E ZHIF& LT, shutdown 35 £ U noshutdown =21~ K& A S LE9,

PVLAN (94~ VUV EFth o Z)) CBIFAVLANa 7 4 Fa2l—v g F— KT
shutdown =~ > FZ AJ1 L. ¥&IZ noshutdown =~ > RKZAS)T5 &, PVLAN ¥ 4 7B L
TV vE— g ERBEIBRENSGE NSV £, VLAN ZPVLAN & L CHELELE
T,

G¥)

Release 12.2(17a)SX Tid, Z OHIFIFIEIT WS-X6548-RJ-45 35 L TN WS-X6548-RJ-21 % i<
Ethernet 10 Mb, 10/100 Mb, 100 Mb E ¥ = —/ Vil S EF, Release 12.2(17a)SX L ¥ &7l
DY U —ATIiL, ZOHFIEIAIL Ethernet 10 Mb, 10/100 Mb, 100 Mb “E ¥ = — /L2 S 41
i—a—o

VLAN 1 £721% VLAN 1001 ~ 1005 % PVLAN & L TRETEZ £ A,

VLAN R %27 7Fa haj (VIP) ZPVLAN 27 4 X2l —i a2 EHFLETA, &
PR#ER— NEFITTTA_N— b FB— I, VIPIZHR— F EN720 PVLAN ICBEN T S E
9, L7zM-oT, PVLANR— h2MBELFTEHT /0 2T L2, PVLANZRETHILERH Y £
7,

HEERR— NI, T4~V VLANIZEIV 4 THNTZT T A _— |k R— FTT,

JMS7 VLAN (X, IREE— R R— M EEBET IO A — FBFEHT S VLAN T, [RUC
VLAN EOMDFT R THOT T A _X— kR — K TlX, MY VLAND h T 7 4 v 71370y 7 InE
T, MNEVLAND R T 7 4 v 71F, ST 25774~V VLANICEID Y ToN- S8 T %
V7 R—= MBI OEERR— NI ZETEET,

774 < U VLANIZ, V=257 T4 RXR— KR —F EOFRRBRKAT—a NI T T 40
PIRET DDA I LD VLAN T9,

23 2=F 4 VLAN X, f)5d57F7 4~V VLAN Lichd, a3a2=FT 4 A—rEDO LT
T4 7BLRaIa=T 4 A= L EENR— I ~DKNT T 4 v 7 %BTES VLAN T,
BEOaI 2= 4 VLANDZFA SN FE T, vlan 2~ > RTINS vian-id 2 1 758 E T
F9, M VLANBIOR=a I 2=7 ¢ VLANIZ, 1 5D VLAN IZ/Z T BEEMIT 2 2 N T F

4, BEATIF S VLAN U R RMZiZ, 794~V VLAN B EEn W TiIRn v FdA, 7T
27 F A4~ U VLANIZBEAT T 5N TWA VLAN L, 794~ VU VLANE L TRERETEXERA,
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. private-vlan

1

BEa<w> R

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

mac access-group 5 5 private-vlan mapping & T |

VLAN 27 4 F¥alb—1ay T— RE&T35FE T, private-vlan =~ > RIZEHA L EH A,

774~V VLAN £7213® % U VLAN ZHIRT 5 &, ZO VLAN IZBEEM T Shizdh— b
WIET VT 4 TR0 ET,

ZDOMODFEEITTA R4 2OV TIEL,  [Cisco 7600 Series Router Cisco IOS Software Configuration
Guide] ZZH L T 7EE Wy,

wIZ, 23 2=5 ¢ LAN & LT VLAN303 2R ET A ZRLET,

Router# configure terminal

Router (config) # vlan 303

Router (config-vlan) # private-vlan community
Router (config-vlan) # end

KIZ, JMST VLAN & LT VLAN 440 Z % ET HF1 2R LET,

Router# configure terminal

Router (config) # vlan 440

Router (config-vlan) # private-vlan isolated
Router (config-vlan) # end

Wiz, 774~V LAN & LT VLAN233 R ETH0E R LET,

Router# configure terminal

Router (config) # vlan 233

Router (config-vlan) # private-vlan primary
Router (config-vlan) # end

WIZ. PVLAN B3Rl L. 794~V VLAN ZHlRT 562~ LET, BEFMITON-ED
&) VLAN FHIBE SN EH A,

Router (config-vlan) # no private-vlan

avo kR BLL

private-vlan association PVLAN D7 Vv m—3a U EER L £9,
show vlan VLAN AR LET,

show vlan private-vlan PVLAN iz &R~ L E T,

vlan (VLAN) FEED VLAN Zi%E L £ 7,




show dot1g-tunnel 5" 5 show udld & T

* show dotlg-tunnel, 64 ~X—3
show errdisable flap-values, 66 ~X—3
* show mac-address-table, 68 ~X—<~

show mac-address-table aging-time, 80 ~X—°
show mac-address-table dynamic, 83 ~X—3/
show mac-address-table learning, 88 ~X—3

* show mac-address-table static, 92 ~X—3

show spanning-tree, 97 ~X—37

* showudld, 111 ~X—¥
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show dot1q-tunnel 7 5 show udld & T |
[l show dotig-tunnel

show dot1g-tunnel

802.1Q h  RNKHER— DU A N EFRRT 521X, =—H% EXEC & — K T showdotlq-tunnel =
~ FEERLET,

show dotlq-tunnel [interface interface interface-number]

BXDEREA

interface interface ULE) Ao ¥ —T =A% 54 T2t LE
7. HZMHEIL ethernet, fastethernet,
gigabitethernet, tengigabitethernet,
port-channel, 15X U\ ge-wan CT9°,
interface-number (=) A v Z—T oA AFE, AEEIZOWN
Tk, MEMEDTA FT4 ) OHEESRL
TLTEENY,
O R E—F —% EXEC (>)
2V PR YU—2 LENE
12.2(14)SX Z D=y ROBR— k) Supervisor Engine 720 (ZIBIN S 4L E L
7.
12.2(17d)SXB Supervisor Engine 2 ED Z ® =< KOH KR — b3 Release

12.2(17d)SXB (ZHEHE S AU E L7z,

12.2(33)SRA Z D3 R, Cisco I0S Release 12.2(33)SRA (2B & E L
776

BRALEDAARSAY 2—U—FREASLARNE, TR_RTOA X —T =4 ZAD 802.1Q Fo /L K— FRFFRENE

R
ge-wan ¥ — U — KX, Supervisor Engine 720 23 &#{ S #1172 Cisco 7600 >V — X )L — & Tl{IH R —
FENEREA,

interface-number 515%1%. ethernet, fastethernet, gigabitethernet, tengigabitethernet, I35 J1U\ge-wan
F—U—RNIKHLT, FEV2—VBILOR— I MESEZRELET, AOEIX EHT L2y —
BIOEV2— Lo TRV ET, 7L 2IE, 1322y by —12487K— I 10/100BASE-T

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show dotlg-tunnel 7 > show udld £

1

BEEa~v

S

show dotlg-tunnel ]

A =YXy N EV2— AR EHINTWAEAE, Ay NEZOEMEIXT ~13, A—FEFOD
HEMEIL 1 ~ 48 T,

interface-number 314413, port-channel X —7 — ROFR— F F v RV ESZEE LT, ARMEIL.
1~282 T4, 257 ~282 DL, =T AL vF LT EFD2—/L (CSM) BIORT7 747
T =)L P—E X ETY 22—/l (FWSM) 220 FR— SN TWnET,

/<L

o H

A= INEE L TWT, 2O EIZ802.1Q N RN I ORESNTNWAZ LERLE

74—V ROBHLERINET,

Router# show dotlg-tunnel interface port-channel 10

Interface

Pol0
avvUk BLL]
switchport mode AVHE—T 2 A AXATERELET,
vlan dotlq tag native N7 7 HNOFTXTOVLAN O dotlq ¥ ¥ 7
EAR—T M LET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show dot1q-tunnel 7 5 show udld & T |

[l show erdisable flap-values

show errdisable flap-values

BXDEREA

AU R E—F

avy FERE

FREDHA KS1 Y

1

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

777 27— REDRRORRE UCRET 5&MEA2FK T DI0E, =2 —FEXECE— ¥
721X EXEC “&— K C showerrdisableflap-values =~ > K& L £,

show errdisable flap-values

ZOa=y FIZEBIEELEEF— TV —FEH D EH A,

2 —H EXEC (>) #5# EXEC (#)

y—2 LENE
15.0(1) Zdoa<y R, Cisco3845 2 U — X JL—# @ Cisco I0S Release

15.0(1) L0 HaiO YV —RZEAINE LT,

Flaps F1Z 1%, $67E S AV IERIFBRANIC AT — R A~OEBE 2T 5 &, =T =R & TR —
NRAT 4 =T MR DOPRFRENET, oLz, ) OETE, 32041471y
cNZrxr s 7akhan (DTP) A7—hk (R—KE—KT727%8R/ T2 7) | FFHR—F
£ 7m han (PAgP) 77 v 7R 30 PR TEE IS AE, £2E520) 7 A7 —h
(Voo T7To7IFoy) BIOPBRBTERINEEAIE, =7 — RSN THR— BTy
N T D EPNREINET,

RIZ, showerrdisableflap-values ==~ > RO iz R L ET,

Router# show errdisable flap-values

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 20 10

FORT, ZOMATRRSNSEERT (=L FILONTHRALTOET,

% 2. show errdisable flap-values ) 7 « —)L K D EiBA

J4—JLF SR BA

ErrDisable Reason T —F 4 k—7VDOERA,




|  show dotlg-tunnel 7 > show udld £

show errdisable flap-values

BEEa~Y

> >

TJ4—ILF SRER

Flaps 7T v T ORI,

Time (sec) B & A~ — TR E S AL REE (FVHAAL) o
pagp-flap PAgP 77 v 7 =T — T 4 E—T /L,
dtp-flap DIP 77 v 7 =7— T 4 &—7 L,
link-flap Link 77 v 7 =7 — 5 4 &—7 L,
avU R wiH

errdisable detect cause

FEORN, 3T _XTOREKRICH LT
errdisable f & A 2 —7 LI L E T,

errdisable recovery

EA T = X DB R ELET

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i




show dot1q-tunnel 7 5 show udld & T |

show mac-address-table

show mac-address-table

B0

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

Bl

MAC 7 RV R T —T ) %aERT BIZIE. ¥itE EXEC = — K T show mac-address-table =~ > K%
fFEHLET,

Cisco 2600, 3600, and 3700 Series Routers

show mac-address-table [secure| self| count][addressmacaddress][interfacetype/number]{fa |
gislot/port}[atmslot/port][atmslot/port |[vlanvian-id]

Catalyst 4500 Series Switches

show mac-address-table {assigned| ip| ipx| other}

Catalyst 6000/6500 Series Switches and 7600 Series Routers

show mac-address-table [ address mac-addr [all | interface type/number | module number | vlan
vian-id | | aging-time [vlan vian-id | | count[module number | vlan vian-id | | interface type/number | limit
[vlan vian-id | module number |interface type]| module number | multicast [ count] [igmp-snooping
| mld-snooping | user ][vlan vian-id ] | notification {mac-move[counter[vlan]]| threshold| change} [interface
[number]] | synchronize statistics | unicast-flood | vlan vian-id [alll module number]]

secure L) X277 FLAEFEERLET,

self L) AL v FEESBINLET RLAPT
EERRLET,

count (fL15) MAC 7 KL 2 F— 7 LNOBED T

YU BEFRLET,

address mac-addr (EE) BEDOMACT FLAD MAC 7 R L
AT =TT AERERTSLETST, 74—
~ v FOFERICOWTIE, MER EOTA KT
A V] OHEZRLTIZEW,

interface type / number EE) BEDA v HZ—T =24 ADT KL A%
Fr L ET, Catalyst 6500 35 L OV 6000 & U —
A AL v FOEE . AZMEI atm,
fastethernet, gigabitethernet, 32T}
port-channel T3, Cisco7600 > U —ADE
HZHEIX atm, ethernet, fastethernet, ge-wan,
gigabitethernet, tengigabitethernet, 33X T\ pos

‘(“j—O
fa (EE) 77 AMA—V Xy h AU ¥—T=
A AEBRELET,




show dot1g-tunnel 5 5 show udld &£ T

show mac-address-table B

gi fEE) ¥y bAf—YXy b ¥Z—T=x
A AERBELET,
slot | port (%) Ay M EHF20FEY 2 — K

LF v T RLAZEMLET, 2T via
EEBLETT,

atm slot /port

(fEE) ATM Y = —/Vslot/port (IZH A F 2w
7 T RVRAZBEMLEYT, Ary MEFITIE
L EF 22N LES, R—=FFFELTO
ZEMLET, AT vy aiBmBnElTT,

vlan vian -id

(EE) $ED VLAN DT RL 22 FE R LE
9, Cisco2600, 3600, L3700V —RAD
BE . ARMEIZ 1 ~ 1005 T, &iTPuarx A
FHURWTL &V, Cisco I0S Release
12.4(15)T LARE, A %72 VLAN ID OFFIL 1 ~
4094 T,

Catalyst 6500 35 L T* 6000 & ) — 2 2 A v FF
XOV7600 >V —XDA . ARMEIX 1 ~ 4094
<7,

assigned oY cTohkye bar=r M EBELE
R

ip IP7abhalrzy ) ERELET,

ipx IPX 7o bz = b EEELET,

other Zoho7a har oz M) EBEELET,

all (8 BET—7VNICh D, FEESh

MAC 7 RLADFTRTDA VAL 2 A% FoR
LET,

type | number

EE) V22— MBI v EZ—T oA A&
%

module number

(EE) #¥7E D Distributed Forwarding Card
(DFC) E¥2—/VOMACT KL A F7—7 )1
BT oIFHRER R LET,

aging-time

(=) VLANOZ— 0 F B A4 D FRRLUE
KR
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AR E—F

show mac-address-table

show dot1g-tunnel 5 5 show udld &= T

limit

MAC fE iz 2R LET,

multicast

“ILFX¥YAPIMACT RLAT—7 Lk
VIZBT B EHR7Z T 2R RLET,

igmp-snooping

A —Fy N T N—FEE S fan
(IGMP) AX—E JIZL-oTFEHEEINET
KL AERRLET,

mld-snooping

Multicast Listener Discover version2 (MLDv2) A
X—E U TI Lo THFEINET RV AZRR
LET,

user

FHTAN SN (RET 4> 7)) TRV RA%Z
FRLET,

notification mac-move

MAC BEhBRE AT — & A KR LET,

notification mac-move counter

(fEE) MAC BB LIZEEB LY 2T A
TRAELIEZINDDA VAR AEBREREN
7,

vian

(EE) FRT D VLANZFEE L £ 7, Catalyst
6500 33 L TN6000 Y — X A A v F I L TN7600
VU —XDYA. AMEIX 1 ~ 4094 T,

notification threshold

HAEAEY (CAM) T— 7 VRRA@MAT—H
AR LET,

notification change

MAC BN/ T7 A —Z B I OB —7 V&%
RLET,

synchronize statistics

AA vF Zutk P FEZILDFC TIRESIT
HEHERE R LET,

unicast-flood

=Xy AN T T T 4 o TEREERLE
KR

¥ikE EXEC (#)

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show dotlg-tunnel 7 > show udld £
show mac-address-table  [JJ]

Av > FEE IPEF LERE
11.2(3)SA oavy RRNEAINE LT,
11.2(8)SA3 Zoavy RPERINE LTz, aging-time, count, self, vlan vian-id

DEF—U— FBIOGEDNBEMSE L,

11.2(8)SAS ZDavwy RRERINE L, atmslotlport DX — U — R & 55O
HEDENBIMSE LT,

12.2(2)XT Toavwry RREEINE L, 0=~ RiE, Cisco 2600, 3600,
BLO3700 ) —X V—Z | CEEINE L,

12.1(8a)EW Zoavwry RREFESNE L, ZOa~r KA Catalyst4500 & U — X
A v FICFESNE LT,

12.2(8)T Zp o= RiE, Cisco2600, 3600, F} k1137003 Y —X )L—& D Cisco
I0S Release 12.2(8)T IZHEA S E LT,

12.2(11)T Z Mz~ R Cisco I0S Release 12.2(11)T (ZHEA S E Lz,
12.2(14)SX Zoaw  RPREFENE L, ZOa<wy RRA—RN—=R_fHF P

T2 ITEEINE LT,

12.2(17a)SX ZOawy REFE SN E L, Catalyst 6500 35 L T8 6000 & U — X A
A v FBIUT600 ) —=XDYE, ROF T arDF—U—RFBLW
BlAIR— 5550, Zoa~vy RREEISNE LT,

¢ count module number
e limit [vlan vian-id | port number | interface interface-type
« notification threshold

 unicast-flood

12.2(17d)SXB Zoavry RREREINE L, Oz~ ROYR— k)3 Supervisor
Engine 2 [ZiB &V E L7,

12.2(18)SXE ZDawy RNERSE L, Catalyst 6500 3 X OV 6000 U — X &
A »F . Cisco 7600 >V —ZXDH7"— k&, Supervisor Engine 720 O
mld-snooping ¥ — 7 — RNIZ/ZFBMSvE Lz,

12.2(18)SXF ZOawy RNERSE Lz, Catalyst 6500 3 X0V 6000 3 U — X &
A v F, Cisco 7600 >V —ZXDH 74— ~X, Supervisor Engine 720 ™
synchronizestatistics ¥ — 7 — N7 BIMEE L,
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show dot1q-tunnel 7 5 show udld & T |
[l show mac-address-table

J1)—=x EERAR
12.2(33)SRA Zoavwry RBREEINFE L, ZoOza~<r KA, Cisco I0OS Release

12.2(33)SRA IZHH SV E LT,

12.4(15)T Zhawry NI, BESNEZT Ty N 74— ATk T D VLANID OfF
hEiF % 1 ~ 4094 [THEIRT A L 9 ITBEIES NV E LT,

12.2(33)SXH Zpa~vy RPEFEEE LT, change ¥ — 7 — RGBS E L7,

12.2(33)SXI ZOavy RIREEE, counter F— U — RABMILE LT,

FEREDHA K42 Cisco2600, 3600, 351083700 2V — R L—X

show mac-address-table =~ > NiZ., 24 vy FOMACT RLAT—TNEFERLET, 73
VOXF—U— FBIOBIEEFERTAZLICL T, BEDY 2 — % ERTXFET, KO+
YarOF—U—RMEAINLEGAIT. RENDHIZTOZ FUICH LT, T _TOLRMENY
TIELILERDHY T,

Catalyst 4500 > ') —X XA v F

N—F v RR—FMEHENDSMACT RL A T—7L = U DA, NE VLAN &5 Tl
72, V=T v K AR— NDOARIN [vlan] 7 T KRR SNET,

Catalyst 6000 33 K U 6500 > 1) —X XA v FH KU Cisco 7600 2 1) —X JL—4

EV 2 —E S EIEE LRV E | show mac-address-table =~ > KD H /712 Supervisor Engine (2[5
TAHERPFREINET, DEFCOMACT RL A T—7NVICETAEREFRTHIIT, TV 2—
NESEITal ¥F—U— 2 ADNTHILENDH D £7°,

mac-addr DEIZ48 > N MAC 7 RLATY, BRI 7 +—~> MIHHH TY,

A B —T A A number BIFTlE, Y 2a—VEBIOR—FESEZBEELET, AIMHEIL. 8
ESINTZA =T 24 AFAT, BIOERHEINDG VY — V2 — I Lo THRARD F
T, & xiE. 1328y k3 —302 48 AR— bk 10/100BASE-T £ —H % v b E¥ =2 — /L
ENTWEIHEIL, FHEY b=V Ry b AV F—T oA ABBETDHE, EV2—LEZFD
FHMEIX 1 ~ 13, A— FESZOHEDEIX1 ~ 4812720 £,

Z 7' a @ module number DX —YU — R LBIHOT L, DFC £V =2 — /7T THR—FEh
*9°, module number DF¥—T— R LB|IHDORT L, TV a2a—NVEESEHEELET,
mac-group-address 1D FAZNMEIL 1 ~9 T,

FFardcecount F—U—RiF, v LV FXF¥ Ao NV EEFRRLET,

A7 3 @ multicast ¥ — 7 — KL, VLANINO</LFX¥ XA sMACT FL A (FL—7) %
TR, AT 4w 78NS, FHRIXIGMP AX—EB U ik TEHEINEZLAY
2T =T NHNOTRCOZ M) BFERLED LET,

show mac-address-table unicast-flood 2~ > KON TEREINDIEHERITIKDO LB Y TT,
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|  show dotlg-tunnel 7 > show udld £

MY

show mac-address-table B

CTAUNH BT ROFEHEREINTWRNTRTO VLAN I THF SN, K50 D7
FoT 4T o N BEETEET,

HHT 4=V RORRIE, ROLHIIZERINET,
* ALERT : fF#UIN IR T LICEH SN ET,
* SHUTDOWN : {E#ITK 3 BT LICHEH I E T,

G¥)

1

SEHEMACT RLATERINDAERIZ. R— BT v v N T LTI T T 4 7 HEIE
THEEEBICHIBRENET,

ERITT ANFEEATLHERICEHSNET, ZOHBRITT V2 ZHIBRT 2 % TR S
ET,
Learn 7 4 —/V RICERRENDFXAFT I v 7 = b UK, #IZ Yes IR EINLET,
show mac-address-table limit =~ > KO )%, kOEFEREFRLET,
*MAC 7 R L 2 DB
*FFA & MAC =2 U Of R
CEAE (%)
show mac-address-table synchronize statistics =~ > FOH 1%, ROIEREFRLET,
* FAIFHIFR T I D A v =%
*FEIEHERICEESh DT 77 47 = MU O

cEF sl MY RS Y EBRER MY FRIERK LI MY
%

&Iz, show mac-address-table =~ > ROl Z <L E£9,

Switch# show mac-address-table

Dynamic Addresses Count: 9
Secure Addresses (User-defined) Count: 0
Static Addresses (User-defined) Count: O
System Self Addresses Count: 41
Total MAC addresses: 50

Non-static Address Table:
Destination Address Address Type VLAN Destination Port

0010.0de0.e289 Dynamic 1 FastEthernet0/1
0010.7p00.1540 Dynamic 2 FastEthernet0/5
0010.7b00.1545 Dynamic 2 FastEthernet0/5
0060.5cf4.0076 Dynamic 1 FastEthernet0/1
0060.5c£4.0077 Dynamic 1 FastEthernet0/1
0060.5cf4.1315 Dynamic 1 FastEthernet0/1
0060.70cb.£301 Dynamic 1 FastEthernet0/1
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1

1

show dot1g-tunnel 5 5 show udld &= T
show mac-address-table

00e0.1e42.9978 Dynamic 1 FastEthernet0/1
00e0.1e9£.3900 Dynamic 1 FastEthernet0/1

WIZ, FFEDOT v han 247 (ZO%AEIL Tassigned) ) DMACT RLA 7—7L = Y

ERAT PR LET,

Switch# show mac-address-table protocol assigned

vlan mac address type protocol gos ports
————— e et e e et e
200 0050.3e8d.6400 static assigned -- Switch
100 0050.3e8d.6400 static assigned -- Switch
5 0050.3e8d.6400 static assigned -- Switch
4092 0000.0000.0000 dynamic assigned -- Switch
1 0050.3e8d.6400 static assigned -- Switch
4 0050.3e8d.6400 static assigned -- Switch
4092 0050.f0ac.3058 static assigned -- Switch
4092 0050.f0ac.3059 dynamic assigned -- Switch
1 0010.7b3b.0978 dynamic assigned -- Fa5/9

Wiz, LoD Tother] DHHIZRLET,

Switch# show mac-address-table protocol other

Unicast Entries

vlan mac address type protocols port

——————— B T e e e e L P L L P PPt
1 0000.0000.0201 dynamic other FastEthernet6/15
1 0000.0000.0202 dynamic other FastEthernet6/15
1 0000.0000.0203 dynamic other FastEthernet6/15
1 0000.0000.0204 dynamic other FastEthernet6/15
1 0030.94fc.0dff static ip,ipx,assigned,other Switch
2 0000.0000.0101 dynamic other FastEthernet6/16
2 0000.0000.0102 dynamic other FastEthernet6/16
2 0000.0000.0103 dynamic other FastEthernet6/16
2 0000.0000.0104 dynamic other FastEthernet6/16

Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip,ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— B it e Tt T e T
1 fEff. . fEfE.E£EF system Switch,Fa6/15
2 fEff. fEFE.EFEF system Fa6/16

1002 ffff. fEfE.E£EF system

1003 ffff. . fEfE.E££EF system

1004 ffff . ffff. ff£~F system

1005 ffff. fEfE.E£EF system

Fa6/1 ffff. ffff. fff£f system Switch,Fa6/1
Fa6/2 ffff. ffff.ffff system Switch,Fa6/2

wIZ. show mac-address-table =~ > RO &2~ L FE 4,

Switch# show mac-address-table

Dynamic Addresses Count: 9
Secure Addresses (User-defined) Count: O
Static Addresses (User-defined) Count: O
System Self Addresses Count: 41
Total MAC addresses: 50

Non-static Address Table:
Destination Address Address Type VLAN Destination Port
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table  [JJ]

0010.0de0.e289 Dynamic 1 FastEthernet0/1
0010.7b00.1540 Dynamic 2 FastEthernet0/5
0010.7b00.1545 Dynamic 2 FastEthernet0/5
0060.5cf4.0076 Dynamic 1 FastEthernet0/1
0060.5c£4.0077 Dynamic 1 FastEthernet0/1
0060.5cf4.1315 Dynamic 1 FastEthernet0/1
0060.70cb.£f301 Dynamic 1 FastEthernet0/1
00e0.1e42.9978 Dynamic 1 FastEthernet0/1
00e0.1e9£.3900 Dynamic 1 FastEthernet0/1

A

GE) 43 # Distributed Encoded Address Recognition Logic (EARL) AA v FTix, TAX U AT (%)
I3 Z D BARL IZXHGAHT Lo — h ETHEEINTZMAC T RV AZRLET,

RIZ., Supervisor Engine 720 Z 445 L 72 %FED MAC 7 KL AD MAC 7 KL A 7 —7 LIZRET %
HmarRr-T 02 RLET,

Switch# show mac-address-table address 001.6441.60ca

Codes: * - primary entry
vlan mac address type learn gos ports
—————— e ettt e e e
Supervisor:
* -—-= 0001.6441.60ca static No -- Router
RIZ, Supervisor Engine 720 ##5#k L 7245 ED MAC 7 KL AD MAC 7 KL R 7 —7 U@ A &
B HE R LT

Router# show mac-address-table address 0100.5e00.0128

Legend: * - primary entry

age - seconds since last seen

n/a - not available

vlan mac address type learn age ports

—————— B e e e e e e e L e L e L P P e e P et
Supervisor:
* 44 0100.5e00.0128 static Yes - Fa6/44,Router
* 1 0100.5e00.0128 static Yes - Router
Module 9:
* 44 0100.5e00.0128 static Yes - Fa6/44,Router
* 1 0100.5e00.0128 static Yes - Router

WIZ, T_XTOH VLAN CHERESNTWELZ—U 0 7 A DEFRTLHPERLET,

Switch# show mac-address-table aging-time

Vlan Aging Time
*100 300
200 1000

Iz, BEDZ oy hOy N EEERTLHERLET,

Switch# show mac-address-table count module 1

MAC Entries on slot 1

Dynamic Address Count: 4
Static Address (User-defined) Count: 25
Total MAC Addresses In Use: 29
Total MAC Addresses Available: 131072
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show dot1q-tunnel 7 5 show udld & T |
[l show mac-address-table

IZ. Supervisor Engine 720 ##5# L 72 EDA > H¥ —T7 =44 ADMAC 7 RV A T —7 /WIZET
LiERERRT DO ZRLET,

Switch# show mac-address-table interface fastethernet 6/45

Legend: * - primary entry

age - seconds since last seen
n/a - not available
vlan mac address type learn age ports
—————— B b e b e
* 45 00e0.f74c.842d dynamic Yes 5 Fa6/45

G¥) HATT AR Y A7 (%) 13, ANBEENDEEDEY 2 — L ~DEEr v MTHESWTHEE
ENFMACT RLANSLDOZ L MY 2R LET,

WiC, FED AT bORIREREZRT BHE R LET,

Switch# show mac-address-table limit vlan 1 module 1

vlan switch module action maximum Total entries flooding
——————— Rt e e et ettt
1 1 7 warning 500 0 enabled
1 1 11 warning 500 0 enabled
1 1 12 warning 500 0 enabled

Router#show mac-address-table limit vlan 1 module 2

vlan switch module action maximum Total entries flooding
——————— R e it e R e n et e
1 2 7 warning 500 0 enabled
1 2 9 warning 500 0 enabled

wIZ, MAC BEIRIN AT —HX A KR+ B0 2R LET,

Switch# show mac-address-table notification mac-move

MAC Move Notification: Enabled
RIZ, MAC BEHGHEREZ R T 502 R LET,

Router# show mac-address-table notification mac-move counter

1 00-01-02-03-04-01 2/3 3/1 10
20 00-01-05-03-02-01 5/3 5/1 20

KIZ, CAM-table FI B AT — X A& HFRTH0 %R LET,

Router# show mac-address-table notification threshold

Status limit Interval
_____________ o
enabled 1 120

KT, MAC BHINNT A =2 B L OVEET — 7 VAR AT 562" LET,

Switch# show mac-address-table notification change
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table  [JJ]

MAC Notification Feature is Disabled on the switch
MAC Notification Flags For All Ethernet Interfaces

WIZ, BEDA X —T x4 AD MAC HBHNT A—FBIWBERT —T7 V2R T 50z~
iﬁqo

Switch# show mac-address-table notification change interface gigabitethernet5/2

MAC Notification Feature is Disabled on the switch
Interface MAC Added Trap MAC Removed Trap

GigabitEthernet5/2 Disabled Disabled
KIZ., unicast-flood fE#HZ R T Bl 2R L ET,

Switch# show mac-address-table unicast-flood

> Unicast Flood Protection status: enabled

>

> Configuration:

> vlan Kfps action timeout

> ————— Fo—— Fomm Fom—

2 2 alert none

Mac filters:
No. vlan source mac addr. installed
on time left (mm:ss)

VVVVVYV

\

————— e e

Flood details:
Vlan source mac addr. destination mac addr.

\4

______ o
2 0000.0000.cafe 0000.0000.bad0, 0000.0000.babe,
0000.0000.bac0
0000.0000.bac2, 0000.0000.bac4,
0000.0000.bac6
0000.0000.bacs8
2 0000.0000.caff 0000.0000.badl, 0000.0000.babf,
0000.0000.bacl
0000.0000.bac3, 0000.0000.bac5,
0000.0000.bac?
0000.0000.bac9

VVVVVVVVVVVVVVVVVVVVVYVYVYVYVYVYV
vV V VYV

VVVVVVVYVYVYV

WIZ, BED VLAN D MAC 7 RL 2 T —7 VBT 2B HMAFR T4 a R~ LET,

Switch#show mac-address-table vlan 100

vlan mac address type protocol gos ports
————— B i e et Tt ettt L e
100 0050.3e8d.6400 static assigned -- Router
100 0050.7312.0cff dynamic ip -- Fab5/9
100 0080.1c93.8040 dynamic ip -- Fab5/9
100 0050.3e8d.6400 static ipx -- Router
100 0050.3e8d.6400 static other -- Router
100 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
100 00d0.5870.a4ff dynamic ip -- Fab5/9
100 00e0.4fac.b400 dynamic ip -- Fab5/9
100 0100.5e00.0001 static ip -- Fab5/9,Switch
100 0050.3e8d.6400 static ip -- Router
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show dot1q-tunnel 7 5 show udld & T |
[l show mac-address-table

WIZ, MLDV2 AX—E > 7D MAC T RV A T—7NVICETAEREYFRTHH 2R LET,

Switch# show mac-address-table multicast mld-snooping

vlan mac address type learn gos ports

————— B it e et et e T e
--- 3333.0000.0001 static Yes - Switch,Stby-Switch

--- 3333.0000.000d static Yes - Fa2/1,Fa4/1,Router,Switch

--- 3333.0000.0016 static Yes - Switch,Stby-Switch

TORT, ZTOHITERINAIEERT 4 —/L FIZOWTHBHLET,

% 3 : show mac-address-table ® 7 « —)L K DExBA

T4—ILF Bl

Dynamic Addresses Count MACT RLAT—T VDX AFIv 7 T KL
A DRI,

Secure Addresses (User-defined) Count MACT7 RVAT—7LDEF=2T 7T KLAD

Static Addresses (User-defined) Count MACT RVAT—=TNVDAXT (w7 T KL
A DRI,

System Self Addresses Count MACT7 RL A T—T7LD7T KL ADHRE,

Total MAC addresses MAC 7 KL A 5 —7 /LD MAC 7 KL ZAD#
5,

Destination Address MAC 7 RL A T —T7 )VIZRRSNDH5EHET R
LA,

Address Type T RVABAT : ART 4 v 7 23X A T
N

VLAN VLAN %75,

Destination Port MAC 7 KL A 7 —T7 VR REIN D 5L LA —
~ DR,

mac address T FUDOMACT RLX,

protocol MAC 7 RL A F—7 KRS NLH7m b=
Ve

qos MAC 7 R LA 7 —7 /WZBEfHT 5415 QoS,

ports A—hk &2 A7,
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|  show dotlg-tunnel 7 > show udld £

show mac-address-table B

J4—ILF A

age AUH—T A APFILIZRE L THDHORH
(FPEAL)

Aging Time TN DT—=T T ZA L,

module FVa—LEE

action TIvarDH AT,

flooding TIIT AT DAT—H A,

avw> kR i

clear mac-address-table

MACT7 FL A F—T7aAmbxy MU #HIB L
F9,

mac-address-table aging-time

LAV2TF—7 VRO N Im—D 7 X
A LEHELET,

mac-address-table limit

MAC HI[B%& A x—T7 VT LET,

mac-address-table notification mac-move

MAC BEhEH % A 2 —7 /W LET,

mac-address-table static

MACT RLATFT—TIIZAKXT 4 v = b
UZBMTH0, 7 RLUADIGMP A X—E
TINT 4 =T Mo TWDERET v
MAC 7 RL 2 &FHELET,

mac-address-table synchronize

LAV2MACT FLAF—7 1D M %
PFC 3 L. O _T? DFC M TRNHE L £,

show mac-address-table static

ABT 4T MACT RLAT—T )Lz )
P aRRLET,
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. show mac-address-table aging-time

show dot1q-tunnel 7 5 show udld & T |

show mac-address-table aging-time

MACT RLVADT =7 2 A LaRand DI, Kk EXEC £E— FT
showmac-address-tableaging-time =~ > N&ZffH L £,

Cisco 2600 Series, Cisco 3600 Series, and Cisco 3700 Series Routers

show mac-address-table aging-time

Catalyst Switches

show mac-address-table aging-time [vlan vian-id] [[begin| exclude| include] expression]

¥ DERA vlan vian-id

({£E) VLAN 2f8E L 9., AMHEIZ 1 ~
1005 T3,

begin

EE) HMIIFRmRD expression & —EF 51T T
WHELLOICHEELET,

exclude

(EE) HI1FRRD expression & —33 H1T7%
BrANT D LD IHEEL T,

include

(ER) HAERD, 6IE STz expression &
—HTHITEELEIITRELET,

expression

ZWRA > b & LTHEMT 2 RN OCF41T
R

avY R E—F HHE EXEC (#)

avy RERE Jyy—x

EEAR

12.0(7)XE

Z P~ KRB Catalyst 6000 ¥V — R A A v FIZBMSvE L,

12.2(2)XT

ZDa<y FHA, Cisco2600 > U —RZ, Cisco3600 >V — R, I Cisco
3700 ¥V — X —H|ZFEEEINE L,

12.2(8)T

ZDOa< KA, Cisco2600 V) — R Cisco3600 >V — X ¥ L Cisco
3700 U — & JL—# ® Cisco 10S Release 12.2(8)T IZH A& S FE Lz,

12.2(1D)T

Z M3~ R Cisco 10S Release 12.2(11D)T IZHEH SvE Lz,
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table aging-time .

J1)—=x EERNE
12.2(33)SRA Z D =a= > K73, Cisco IOS Release 12.2(33)SRA I[ZHEA SN E LTz,
12.28X Z D a< KiZ, CiscolOSRelease 12.2SX F LA » THR— M ENE T,

TORLAYDOEEDI22SX Y Y =BT AV R— NI, 74 —F %
ty b, TN Tr—b, BLXOT T T r—b =R =TT
KoTERY EF,

!l WIZ, T_RCO VLAN ICBEBRTEIN TWAT—U 0 XA AeFrT a0l RrLET, HH
WZIE7 4=V ROFBHLFERINE T,

ﬂm Router# show mac-address-table aging-time
Mac address aging time 300
!l . .
Router# show mac-address-table aging-time
Vlan Aging Time
100 300
200 1000
WIZ, FFED VLAN ICBIERE SN TWDT—V v 7 XA 2 RRT D0l% R LET, HAK
74—V FOHRHAbFIRSNET,
Router# show mac-address-table aging-time vlan 100
Vlan Aging Time
100 300
EEa< K T2k 58
show mac -address-tableaddress MEDMACT RLAODMACT KL R T7—7
MEBREFRLET,
show mac -address-tablecount MAC 7 RL A FT—7LVOHMEOZ MY O
rRRLET,
show mac -address-tabledetail FEHMAC T FLA T—T NUEREZR R LE
j‘O
show mac -address-tabledynamic HAFIVvIMACT RLATFT—F )L Y
I z2FRLET,
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show dot1q-tunnel 7 5 show udld & T |
. show mac-address-table aging-time

av >k B

show mac -address-tableinterface BEDA X2 —T A ADOMACT RL A F—
TAERER R LET,

show mac -address-tablemulticast ~“ILFF¥ A FMACT RLUAT—7ILIERE
FrRLET,

show mac -address-tableprotocol 7a kazHES3< MACT KL R T —7 LG
HERTRILET,

show mac -address-tablestatic 28T 4T MACT RLAT—T7 L R
FEERRLET,

show mac -address-tablevlan BEDVLANDOMACT KLV A T—T7 AEWR%
FrLET,
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table dynamic .

show mac-address-table dynamic

ZAF Iy MACT RLR T =7V v b R 2R AT HI2E, R EXEC E— R T
showmac-address-tabledynamic =~ > K2 H L £ 7,

Cisco 2600 Series, Cisco 3600 Series, and Cisco 3700 Series Routers

show mac-address-table dynamic [address mac-addr| interface interface type slot/number | vlan vian]

Catalyst Switches

show mac-address-table dynamic [address mac-addr| detail| interface interface numberprotocol protocol
| module number| vlan vian][begin| exclude| include| expression]

Catalyst 6500 Series Switches

show mac-address-table dynamic [address mac-addr| interface interface interface-number [alll module
number]| module num| vlan vian-id [all| module number]]

RXOHH address mac -address (LE) 48y FMACT RLAZIEELE

3, A&h7e 7+ —~ v MIHHH T,

detail (L&) MAC 7 FL A 7 —7 )UIEROFERIE
RERELET,
interface type number ULEE) — T A5 F—T A A%EBELE

T, HZh7e type fE I FastEthernet 35 LY
GigabitEthernet T, £ %)72 number fEiL1~9 T
ba‘o

interface type (8 —HT DA F—T oA REFRELE
9, A 2072 type fEIZ FastEthernet 35 KX OY
GigabitEthernet T,

slot (D) 20y b1 EFIE2OFED2—NC K
£FIv 7 T RLRAZBEMLET,

port (ER) A4 =%y N AL vF v
NTD—27 BV a2a—VDOH A TSI A— ]
A B =T oA AT EDOHIPH,

* NM-16ESW D412 0 ~ 15
* NM-36ESW D412 0 ~ 35

* GigabitEthernet D551 0 ~ 1
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[l show mac-address-table dynamic

show dot1g-tunnel 5 5 show udld &= T

protocol protocol

EE) v harziEelEd, ¥—V—F
DEZRIIHOWVWTIL, MEHLEOTA RTA ]
DEAEBRLTLIZEW,

module number

(f£&) %7€ D Distributed Forwarding Card
(DFC) &Y 2—/VOMACT KL A T—T7 /L
BT o ERER T LET,

ATV R E—FR

av Y RERE

vlan vian (EE) B ED VLAN D> M 2F R LE
T AMEIZ 1 ~ 1005 TT,
begin (EE) H/15ER28 expression & —E T 51T T
MEDHXLIITIEELET,
exclude (&) M52R8 expression & —E T 517%
B9 D Lo IciREL £,
include (EE) IR, F8E S 472 expression &
—HTrirEE L IclRELET,
expression SHARA b LTHEHAT 5 HIINOCFFT
R
all EE) +XTOFAF Iy 27 MACT FL*
T=7 N NUBRHDFRREIND LD ITHRE
LET,
H5HE EXEC (#)
)1y—= EERNE
12.0(7)XE Z M3y RN Catalyst 6000 >V — R AA » FIZIBMEE Lz,
12.2(2)XT ZPa< R, Cisco 2600 2 U — R Cisco 3600 U —X, BLO
Cisco 3700 >V — X JL—HZ|ZFEEISHE LT,
12.2(8)T ZOa=y R)N, Cisco 2600 2 U — A Cisco 3600 U —X, BLO
Cisco 3700 > U — X JL— & @ Cisco 10S Release 12.2(8)T IZH A I F
L7,
12.2(1N)T Z ®D < R Cisco I0S Release 12.2(11)T ([ZHEA S E L=,
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show dot1g-tunnel 5 5 show udld &£ T

show mac-address-table dynamic .

J1)—= EERNR

12.2(33)SRA Z D= K73, Cisco IOS Release 12.2(33)SRA IZHEA SNV E L7z,

12.2(14)SX Catalyst 6500 >V — X ZA v FICZDa~vy RO R—FREASH
F L7

12.2(33)SXH Zoawy RMPZEE SH, Catalyst6500 U — X A A »F ETall F—

U= REIR=—F 5LV ELL,

FEREDHA RZ4 > Cisco2600 1) —X. Cisco3600 1) —X. & U Cisco3700 1) —X JL—4

1

1

il

EtherChannel A % — 7 = A A showmac-address-tabledynamic =~ > N Jix, ~— &5
E (2L 257 2#R— K IN—TFFITERELET,

Catalyst X 1 v F
protocol BEDF—U— FOEFRIT, KD LBV TT,
“ip: P72 haLERELET,
*ipx : Internetwork Packet Exchange (IPX) 7'm h /L ZE L £7
*assigned : Hl VY ToHh/7m halt o N ARRELET,
*other : TOMDO7n han = N EFEELET,
EtherChannel { > % — 7 = A A ? showmac-address-tabledynamic =~ > N /ji%, &— NE 5
E (& z21X57) Z#R—F IN—THFSIEELET,
Catalyst 6500 > ') —X XA v F
mac-address 1% 48 ¥ N MAC 7 KL ATY, %727 +—~ v MIHHH T,

Z7'v a @ modulenum ¥ —VU— R L OG1%0L, DFC €Y =2 — VIR — I TnE
9. modulenum ¥ —V— RBIXO5|HIT, =V a2—NEZE2HEELET,

WIZ, TRTDOFEAFIVvIMACT RLxAx=y N 2FRRTAHZ - LEST, £HACITT 41—
N EROFBHLERINET,

Router# show mac-address-table dynamic

Non-static Address Table:

Destination Address Address Type VLAN Destination Port
000a.000a.000a Dynamic 1 FastEthernet4/0
002a.2021.4567 Dynamic 2 FastEthernet4/0

Router# show mac-address-table dynamic
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1

show dot1g-tunnel 5 5 show udld &= T

show mac-address-table dynamic

vlan mac address type protocol qgos ports
————— B it e et et ettt e e e
200 0010.0d40.37ff dynamic ip -- 5/8
1 0060.704c.73ff dynamic ip -- 5/9
4095 0000.0000.0000 dynamic ip -- 15/1
1 0060.704c.73fb dynamic other -- 5/9
1 0080.1c93.8040 dynamic ip -- 5/9
4092 0050.f0ac.3058 dynamic ip -- 15/1
1 00e0.4fac.b3ff dynamic other -- 5/9

WIZ, BFEDT v han 247 (ZOHETT assigned) ZFF>% A+ Iv 7 MACT KL A v
M) ARRTDHEZRLET,

Router# show mac-address-table dynamic protocol assigned

vlan mac address type protocol gos ports
————— B i e i
4092 0000.0000.0000 dynamic assigned -- Router
4092 0050.f0ac.3059 dynamic assigned -- Router
1 0010.7b3b.0978 dynamic assigned -- Fa5/9
Router#

wIZ, LERROBIOFHEME N 2RRT 502" L ET,

Router# show mac-address-table dynamic protocol assigned detail
MAC Table shown in details

Type Always Learn Trap Modified Notify Capture Protocol Flood

——————— et st e e
QoS bit L3 Spare Mac Address Age Byte Pvlan Xtag SWbits Index

————————————————— B e ant e e e
DYNAMIC NO NO YES NO NO assigned NO

Bit Not On 0 0000.0000.0000 255 4092 0 0 0x3
DYNAMIC NO NO YES NO NO assigned NO

Bit Not On 0 0050.f0ac.3059 254 4092 0 0 0x3
DYNAMIC NO NO YES NO NO assigned NO

Bit Not On 0 0010.7b3b.0978 254 1 0 0 0x108
Router#

WIZ, BEDVLAN DTRTDOFAFI v 7 MACT FLA o M) 2FrT50%2 R~ LET,

Router# show mac-address-table dynamic vlan 200 all
Legend: * - primary entry

age - seconds since last seen

n/a - not aevailable

vlan mac address type learn age ports

—————— e ettt e e e et L L e e PP e e Tt
200 0010.0d40.37ff dynamic NO 23 Gi5/8

Router#

WIZ, XA FIVv I MACT RLA =2 N 2T R_RCERTHHEZRLET,

Router# show mac-address-table dynamic
Legend: * - primary entry

age - seconds since last seen

n/a - not applicable

vlan mac address type learn age ports

—————— B et e et e L e e e e e Tt
* 10 0010.0000.0000 dynamic Yes n/a Gi4/1

* 3 0010.0000.0000 dynamic Yes 0 Gid/2

* 1 0002.fcbc.ac64 dynamic Yes 265 Gi8/1

* 1 0009.12e9.adcO static No - Router

Router#
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table dynamic .

FEa<>F A< R SR BA

show mac -address-tableaddress MEDMACT RLAODMACT KL R T7—7
MEREFRRLET,

show mac -address-tableaging-time MACT RVADZ— U T A A LHFRRLE
7,

show mac -address-tablecount MAC 7 RL A F—7NVOHEDT ) 0¥k
EFRRLET,

show mac -address-tabledetail FHEHMMACT RLA T—7 R EFERLE
ba‘o

show mac -address-tableinterface BEDA LA —Txf ADMACT KL A T —
TEREFR R LET,

show mac -address-tablemulticast <L F Xy XA FMACT RL A T—7 15 R%
xR LET,

show mac -address-tableprotocol 7a haniziE3< MACT KL A T —7 LF
HwEFRRLET,

show mac -address-tablestatic 22T 47 MACT RLATFT—7 /)L b
FaRRLET,

show mac -address-tablevlan BEDVLAN ODMACT FL A T —7 N IE# %
FrLET,
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show dot1g-tunnel 5 5 show udld &= T
. show mac-address-table learning

show mac-address-table learning

MACT RV R F—=27 A7 — &R T 5121, 2—HF EXECE— T
showmac-address-tablelearning =~ > RZ{liH L 9,

show mac-address-table learning[vlan]

BX DY vian vian-id (L%) #8ESNFAL v F HF— b VLAN O
MACT RLZ F—=v2 25— MIET 5%
WERRILUET, AOMEIZ 1 ~ 4094 T,

interface interface slot | port ER) BESNTNV—TFT vy RA v X —T7 A
AZ2AT Zny b, BILOR—FEZO
MACT KL R F—=227 A7 — MIET 5%

WEFERLET,

module num LE) EBELEEY 22— LE RO MACT R
VA F—=u 0 27— MCET DIHEREFR
L\i‘j—b

AR TIAILE oo~ P2, T4 FERERH Y EH AL

aAvYU R E—F Z—4 EXEC (>)
%> FRE Yy—2 EENE
12.2(18)SXE ZDa~wr ROYAR— k) Supervisor Engine 720 12BN &AL E L
7o
12.2(33)SRA Z D= KA, Cisco IOS Release 12.2(33)SRA I(ZHEA S E L
7o

FEREDHARSAY 2= R A F 2 DU F T INEH 7+ T —F 47 1—F (DFC) 720 %38ET 51014,
modulenum ¥— U — FB L OB HE2EHTEET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)
88



1

show dot1g-tunnel 5 5 show udld &£ T

show mac-address-table learning B

interfaceinterfaceslotlport ¥ —7 — REB L USIHIT, V=T v A v ¥ —T oA A TFHEHTX
%£9, interfaceinterfaceslotlport X —V — RB X OB EMHEH L TAAS v F R—h M ¥ —T =
AATOFEERETETEE A,

vianvian-id Z6E L7256, T_XTHOEY 2—/L EDOIEE LT VLAN D MACT RL A F—=
T AT =KW NL—HF L =T oA A GO TERINET,

vlanvian-id 3 X (Y modulenum Z f57E L7255 1%, F8E L72E Y 22—V EDOFEE L 72 VLAN O MAC
T RVRA FT—=2 T AT — MRFRINET,

interfaceinterfaceslotlport ¥ — 7 — RB L USIBMAERE LGS, T XTOEY2—/L EOREL
oA B =T 2 A ADMACT RL A T—=2 7 A7 — "DNERENET,
interfaceinterfaceslot/port % —7U — FB L OB ZEE LTGE, HHELILEY 2—/V EOREEL
oA B =T 2 A ADMACT RL A T—=2 7 A7 — "DNERENET,

518t ¥ —U— K HI5EH T2 showmac-address-tablelearning ==~ > K% A ) L7=4541%, Cisco
7600 2 — R —Z|ITHESNTNDETRTD A== Y =P £7-1Z DFC ED4~<T
DBEAF VLAN O MAC 7 —=2 2 A7 — MR RSNET,

I, Cisco7600 >V — A N —H TR EINTNBTRTDOR—— AP = T F 7213 DFC
FOFT_RTOBEVLAN DMAC T RL A S—=0 7 A5 — haF T A0 2R LET,

Router# show mac-address-table learning

VLAN/Interface Mod1l Mod4 Mod7
1 yes yes yes
100 yes yes yes
150 yes yes yes
200 yes yes yes
250 yes yes yes
1006 no no no
1007 no no no
1008 no no no
1009 no no no
1010 no no no
1011 no no no
1012 no no no
1013 no no no
1014 no no no
GigabitEthernet6/1 no no no
GigabitEthernet6/2 no no no
GigabitEthernet6/4 no no no
FastEthernet3/4 no no no
FastEthernet3/5 no no no
GigabitEthernet4/1 no no no
GigabitEthernetd/2 no no no
GigabitEthernet7/1 no no no
GigabitEthernet7/2 no no no
Router#

1L, ZOPITERENTVDE T 4 —/L ROBAZRLET,
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show mac-address-table learning

show dot1q-tunnel 7 5 show udld & T |

5= 4 : show mac-address-table learning ® 7 « —JL K D8R

J4—ILEF &5 EA

VLAN/Interfacet VLANID £7-13A4 v X —T =2 A4 A XA T E
Va—b, BLOKR— NEE

Mod# A=A P2V FETIDFCDE Y 2 —
NV

yes MAC7T KL R F—= 734 X —T VT,

no MACT RL A Z—= 7137 4 &—7 L TT,

U rahaf o2 —7 x4 213, WH VLAN B8 0 M THNTWAL—F v B A 2 X —T7 = AT,

I, B—DA— =N =P F7213 DFC EOFT X TOEEMFE VLAN ® MAC 5 —=27

AT —=H AR T LR LET,

Router# show mac-address-table learning module 4

VLAN/Interface

250

1006

1007

1008

1009

1010

1011

1012

1013

1014
GigabitEthernet6/1
GigabitEthernet6/2
GigabitEthernet6/4
FastEthernet3/4
FastEthernet3/5
GigabitEthernet4/1
GigabitEthernetd/2
GigabitEthernet7/1
GigabitEthernet7/2
Router#

WIZ, TRTDA—=R=NRNA P =V BIODFC FOBED VLAN DO MAC 7 RL A T —=

VT AT —H AR T BHERLET,

Router# show mac-address-table learning vlan 100

VLAN Modl Mod4 Mod7
100 no no yes
Router
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|  show dotlg-tunnel 7 > show udld £

EEav> R

show mac-address-table learning B

WIZ, BFED A== AW =V F 721X DFC EOKED VLAN O MAC 7 RL A T —=
T AT =B AT o0l LET,

Router# show mac-address-table learning vlan 100 module 7

VLAN Mod7

100 yes
Router

WIZ, BFEDAZA—R— AP =P FTZIIDFCOMACT LR F—=u ) AT —HF A %%k
NI LB ERLET,

Router# show mac-address-table learning interface FastEthernet 3/4

Interface Mod1l Mod4 Mod7
Fa3/4 no yes no
Router

WIZ, BEEDA—R—= AP =V FIEDFC FOBEDA v F—T 24 ADMACT KL &
TG AT AR RRT D ERLET,

Router# show mac-address-table learning
interface FastEthernet 3/4 module 1

Interface Modl

Fa3/4 no
Router

av >k B

mac-address-table learning MACT RL A SG—=2 %A %—T I LE

‘a_o
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B show mac-address-table static

show mac-address-table static

ABT 47 MACT RLVAT—T7 0 = N RETE2FRRT DI, B EXEC £— KT
showmac-address-tablestatic =~ > RZ&fHH L £9°,

BXDEREA

show dot1g-tunnel 5 5 show udld &= T

Cisco 2600 Series, Cisco 3600 Series, and Cisco 3700 Series Routers

show mac-address-table static [address mac-address| interface type /slot number| vlan vian-id|

Catalyst Switches

show mac-address-table static [address mac-address| detail| interface type number| protocol protocol|

vlan vian-id] [[begin| exclude| include] expression]

address mac -address UEE) —HT2548FE v FMACT RL 2 %45
ELET, A2 7 +—~ v MIHHHTT,
detail (fEE) MAC 7 RL A 7—7 UEROFEIE

REEELET,

interface type number

EE) — BT 2404 —T A AEBELE
9, HZ%h7¢ type fEI3 Ethernet, FastEthernet, 33
X O GigabitEthernet T, £ %72 number fE (3 1
~9T9,

interface type

ER) —BIT 218 —T =4 A%EELE
9, A %7 type fEIL FastEthernet 33 1 8 Gigabit
Ethernet T,

slot L) 2oy F1EFIF2DFEY 2—c s
AFIvr T RLVAEZBEMLUET,
port (EE) FEHTA M=y b AL v T R

NTD—0 B a2a—VDHEA LITH DL R— |
A B —T 2 A ATHDOHFH,

* NM-16ESW DAL 0 ~ 15
* NM-36ESW D54 1X 0 ~ 35

* Gigabit Ethernet D513 0 ~ 1

protocol protocol

EE) v hrarziEEelEzd, ¥—V—F
DEFTIZOWTIE, MEHEDOHA FTA4 ]
DEEZSZRLTLEE N,
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|  show dotlg-tunnel 7 > show udld £
show mac-address-table static .

vlan vian EE) BTEDOVLANOxZ Y MY 2#FRLE
I, AMEIE 1 ~ 1005 T,

begin (ER) HJ1ERRD expression & —E 7T 517 C
WMEALHXLOICHEELET,
exclude (EE) HJ1327RD expression & —E T H1T7%
AT D LB ELE9,
include (EE) HJ1527RD expression & —E T H1T%
G roicEELET,
expression SHARA v N LTERT2HINOCFSIT
T
avY R E-F F5HE EXEC (#)
%> FRE Yy—2 EERE
12.0(7)XE Z M3 RN Catalyst 6000 > V) — R AA » FITIBMEE Lz,
12.2(2)XT ZDa= KA, Cisco2600 2 U — A, Cisco3600 >V — X, I L Cisco

3700 > U — X —H|ZFEEINFE LT,

12.2(8)T ZDa< R, Cisco2600 SV — R Cisco3600 2 U — R, ¥ L Cisco
3700 VU — & JL—# ® Cisco 10S Release 12.2(8)T IZH & S FE Lz,
122(1DT Z D3~ KM Cisco 10S Release 12.2(1NT IZHE S NE LTz,
12.2(33)SRA Z Dz~ R)N, Cisco I0S Release 12.2(33)SRA ([Z#iA S E Lz,
12.28X Z Mo i, CiscolOSRelease 12.2SX kLA > CTHR— b ENFE T,

ZORLAORFED122SX Y V—=RAZBF I R— NI, 74 —F v
Ty b TI0RTr—bA BLOT Ty T A= A= U =T
Lo THERY £,

FERLEDHA FSM4 2 Catalyst R4 v F
protocol BEDF—U — FOEFRIT, KD LBV TT,
*ip:IP 7 u ha L EEELET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



B show mac-address-table static

show dot1g-tunnel 5 5 show udld &= T

*ipx : Internetwork Packet Exchange (IPX) 7'm ha /L& EL£T
*assigned : HlV Y ToHNh/7rm haLt o N ARRELET,

sother : DD 7o ha)L = M) ZEELET,

WIZ, TRTCDAXT 4 v 7 MACT RLA 2 M) ZFRT 502~ LEd, FHDCIET 14—

VLAN

£l
NV ROBH bR REINET,

!l .
Router# show mac-address-table static
Static Address Table:
Destination Address Address Type
2323.3214.5432 Static
2323.3214.5431 Static
2323.3214.5432 Static
2323.3214.5434 Static
2323.3214.5435 Static

£l

Router# show mac-address-table static
*Oct 22 12:15:35: %SYS-5-CONFIG I: Configured from console by console

Destination Port
FastEthernet4/1
FastEthernet4/1
FastEthernet4/1
FastEthernet4/1
FastEthernet4/1

vlan mac address type protocol gos ports
————— B e et e ettt et
200 0050.3e8d.6400 static assigned -- Router
100 0050.3e8d.6400 static assigned -- Router
4092 0050.f0ac.3058 static other -- Router
917 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
5 0050.3e8d.6400 static assigned -- Router
303 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
850 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
1002 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
802 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
2 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
304 0100.5e00.0001 static ip -- Fab5/9,Switch

WIZ, BFEDOT v han A7 (ZOHETT assigned) ZFFOAXT v 7 MACT KL A v

MU E2RRT L0 RLET,

Router# show mac-address-table static protocol assigned

vlan mac address type protocol gos ports
————— Bt e et e e L e e
200 0050.3e8d.6400 static assigned -- Router
100 0050.3e8d.6400 static assigned -- Router
5 0050.3e8d.6400 static assigned -- Router

Wz, ERROBIOFEMH N 2 FRT 62" L E£T,

Router# show mac-address-table static protocol assigned detail

MAC Table shown in details

Type Always Learn Trap Modified Notify Capture Protocol Flood

——————— B e i e e e et et e T T A
QoS bit L3 Spare Mac Address Age Byte Pvlan Xtag SWbits Index
————————————————— B et et At Tl e
STATIC NO NO NO NO NO assigned NO
Bit Not On 0 0050.3e8d.6400 254 200 1 0 0x3
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|  show dotlg-tunnel 7 > show udld £

1

BEEavT YR

STATIC NO NO NO

Bit Not On 0 0050.3e8d.6400
STATIC NO NO NO

Bit Not On 0 0050.3e8d.6400

S Bit Not On 0 0050.f0ac.3058

254

254

show mac-address-table static B
NO assigned NO
100 1 0 0x3
NO assigned NO
5 1 0 0x3
254 4092 1 0 0x3

WIZ, T_XTDODAXT 47 MACT RLA = M) 2RI 502~ LET, ZD Cisco 7600
T —X Jb—H# L, Supervisor Engine 720 Z#5H, L TV E T,

Router# show mac-address-table static

Codes: * - primary entry

vlan mac address type learn gos ports
—————— B et e e e it b
* -—- 0001.6441.60ca static Router

av Uk &5 EA

show mac -address-tableaddress

HEDMACT RLZADMACT RLA F—7
EHRERRLET,

show mac -address-tableaging-time

MACT7 RLADZ— 7 B LEHFHFRLE
KR

show mac -address-tablecount

MACT7 RL A FT—7NLVOHEOT N 0%k
EFRRLET,

show mac -address-tabledetail

FHEMMAC T FL A T—7 UEREF R LE
KR

show mac -address-tabledynamic

HAFIvIMACT RLAT—7 Lz k)
EIaRRLET,

show mac -address-tableinterface

HEDA LB —T 2 ZADMACT KL A F—
TMEREFRLET,

show mac -address-tablemulticast

<L FF¥ A NMACT RL R F—7 L@ %
FKRLET,

show mac -address-tableprotocol

71 ka5 MAC T RL A 5 —7 L
WEFRLET,

show mac -address-tablevlan

HEDVLANODMACT RL A T —7 U ERE
FrLET,
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show dot1q-tunnel 7 5 show udld & T |
. show mac-address-table static
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|  show dotlg-tunnel 7 > show udld £

show spanning-tree

FRESNIEANR= TV Y — AV AZ U ADANR= T Y —IE# A2 FRT 5HI21E. FiHE EXEC
“&— KT showspanning-tree =~ > R L E7,

BX DA

Cisco 2600, 3660, #5-183845 > 1) —X XA v F

show spanning-tree [}

show spanning-tree [ bridge-group ] [active| backbonefast| blockedports| bridge| brief] inconsistentports|
interface interface-type interface-number| root| summary [totals]| uplinkfast| vlan vian-id|

Cisco 6500/6000 Catalyst > ') —X X 4 v F# & U Cisco 7600 > ') —X JL—%4

show spanning-tree [bridge-group| active| backbonefast| bridge [ id ]| detail| inconsistentports| interface
interface-type interface-number [portfast [edge]]| mst [/ist| configuration [digest]]| root| summary [totals]|
uplinkfast| vlan vian-id| port-channel number| pathcost method]

bridge-group

UER) 7V vV IN—TEGEEELET,
fRETE %I 1 ~ 255 TY,

active B 77747 A F—T A RT3
ANR= T ) —EFERIETER T LET,

backbonefast (&) A/X=> 7" Y — BackboneFast A 7 —
S AR LET,

blockedports (&) 710y Shich— MRz #oRLE
R

bridge EE) ZOAAL vFDAT—HZ AR LOHRE
R LET,

brief UEE) A2 —7 oA ADOBHELENIERZ

fRELET,

configuration digest ]

EE) BEOAR= 7 ) —OBIED I —
VarREEERLET,

inconsistentports

(ER) NEAR—MIET LSz RLE
TO
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[l showspanning-tree

show dot1g-tunnel 5 5 show udld &= T

interface  interface-type interface-number

(EE) /1 X —T oA ADXA THEBLOE S
ZHRELET, &AL F—7 A ABBIFIT.
HIZEDOLDOLEDOXY)Y 2R T DI AR— R %
FERALTCANLET, 4 ¥ —7 A ADHH
AN TEERA, ADBRA L E—T oA A
%, B — R B X OMRAELAN (VLAN) 23&
DET, ARREICOVWTE, MEHEOH A
KA ZBRLTIIEIN,

list UT5E) BRD AR T — (VAR R
DY AMEHEELET,
mst E55) BED A= 7 ) — e L%

¥

portfast edge ]

(fEE) A= 27">Y VU —PortFast T ¥ A
Z—=T 2 A ADWEAT —Z A FRRLET,
Cisco I0S Release 12.2(33)SXI LA TIX, edge
F—U— RPRRETT, LETO Y U —ATIE,
edge X— 7V — RIIfEHINEHA,

root EE) W— FAA v T DARAT—H ABLUK
EExRRLET,

summary (EE) R—FrAT—FrDOY~=I—ZEELE
R

totals UEE) A= V) —2T7—h kv T3
YOFTRTOTERRLET,

uplinkfast EE) A= 27"VU — UplinkFast A7 — ¥

AT LET,

vlan vian-id

(fEE) VLANID ZfEE L £7., AhEiPHIT
1 ~ 1005 T9, CiscoIOS Release 12.4(15)T LA
K&, A%072 VLANID OFiPHIT 1 ~ 4094 T,

vian-id DfEZ BT H L, ZDa<r RiZTX
TDOVLAN DANR= TV ) — f VARV A
WA S NET,

id (EE) A=) —T Y o V5L E
‘3—0
detail fEE) AT —ZABLOREDFEMEETL

£7,
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|  show dotlg-tunnel 7 > show udld £

show spanning-tree [}

port-channel number

HEE) A v 2 —7 A AZEENT BT
A—H%F v b FrREBHLET,

pathcost method

EE) HHENTWDET 740k X2 3R

FMHEFEFRLET, HIHEICONTE

R EOHA R4 OHEEBBLTLTE
S,

ATV R E—FR

av Y RERE

HkE EXEC ()

)1y—= EEARE

12.0(1)T Zoavry RREAINE L,

12.0(5.2)WC(1) Z M= RS Cisco I0S Release 12.0(5.2)WC(1) IZfA S E Lz,

12.1(6)EA2 Z M= R Cisco I0S Release 12.1(6)EA2 IZHi& SNk Lz, KD
F—U—REFIEMNBMEIE LT, bridge-group, active,
backbonefast, blockedports. bridge. inconsistentports. pathcostmethiod.
root, totals, uplinkfast,

12.2(14)SX ZDa<y ROV R — A Supervisor Engine 720 (2B S 41 E Lz,

12.2(15)Z) Cisco I0S Release 12.1(6)EA2 CTiBAN S AU7=4% 323, Cisco2600 & U — X
Cisco 3600 'V — X, B L NCisco3700 >V — R )L—Z | ZFEEINE L
77

12.2(17d)SXB Supervisor Engine 2 =D Z ® <> KO 47— k73 Cisco 10S Release
12.2(17d)SXB (ZHLE SV E LT,

12.2(33)SRA Z P~ RN, Cisco I0S Release 12.2(33)SRA (A S E Lz,

12.3(4)T Cisco 108 Release 12.2(15)ZI (ZBMS 727 T v 7+ —L R — B
L ORECDY, Cisco 10S Release 12.3(4)T (ZHiE S E LT,

12.4(15)T Zoavry RiE BESNET Ty b7+ — AT 5 VLANID OF
BhEiFE % 1 ~ 4094 |ZHERT D72 DIEIESVE LTz,

12.2(33)SXI Z O a~wy KL, portfast D% |2 edge ¥ — VU — REMEL T 5 L 514

HEhE L, 2~y FMHHMNZERE Z4, Bridge Assurance & PVST ¥
Ralb—valDAT—ZANRFIREND E IR L,
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show dot1q-tunnel 7 5 show udld & T |
[l showspanning-tree

ERLDHA FS 42 showspanning-tree 1~ > FCHEMATE 52X —U— FBLOBIEIE, ZHEAOTF Y b7 4+—03
FOURRE SN CEMEATEER R Yy U —2 EVa—LIZL o TRRY £,

Cisco 2600, 3660, 35Kk 183845 1) —X XA v F

interfaceinterface-type DHNMEITIRD L B0 TT,
* fastethernet : 7 7 A b  —H %~ NIEEE8023 4 v ¥ —7 = A A%fRELFT,
* port-chanmel : f % —7 = A ADA —HF v b Fr FLEHRELET,

Cisco 6500/6000 Catalyst 24 v FFH & U 7600 & 1) —X JL—4

B2 257 ~ 282 @ port-channelnumber |£, 27 8 AL v F 7 EVa2—/L (CSM) BLW
T7AT VAN =R EFVa—b (FWSM) [T Y-S ET,

interface-number B|1ELClX, TV 2 —VEBIOVR— NEFEZEELET, interface-number DFH %73
EIX, F8ET DA 2 —T AR ZAT L AT LY —VBIREY 22— ML TRRY
£9, ExE 3R Yk Uy —3T 48 RK— F 10/100BASE-T A —H% % v k T2 — /L)
HINTWDIEHEAEIL, FHTEY A=V XY P U F—T oA RERETDHE, EV2—LEFE
DAZMENL 2 ~ 13, RN— FESOEMEIT 1 ~ 4812720 £,

ZHD VLAN BWFIEL, A= TV V—DT 7T 47 AT — b eF = v 7T 5581,
showspanning-treesummarytotal =~ > R4 AJJC&£9, VLANOU XA A X7 m—)L L7 T
tH VLAN Oz R T £,

interfaceinterface-type DHNMEITIRD & BV T,
* fastethernet : 7 7 A b A —+ X~ NIEEE 8023 4/ v ¥ —7 = A A%ZfRE L FT,
* port-channel : 1 > % —7 = A ADA —Hh x> b Fr U EEELET,
*ATM : FEFRBIHREE— R (ATM) A v 2 —7 oA A& ELET,
* gigabitethernet : X 7ty b —H% x> NIEEE 8023z 1 v ¥ —7 = A AZHELE T,
*multilink : ~VF V7 SN —TF 4 F—T oA AEEELET,
*serial : YU TN AU HX—T oA AEHELET,
*vlan : Catalyst VLAN A > % —7 = A A& fEEL £ 7,

% — U — K pathcoastmethod DHNEITIRD &0 TT,

*append : (7 XY REIEZHAR—FLTWD) URLIZY XA L7 Nz T X L
\ij‘o

* begin : —E T 21T BB L £
*exclude : —E T 1T 2RI L E7,

*include : —H L7172 EH£T,

* redirect : URL (ZH )2 U & A L7 N LET,
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1

show dot1g-tunnel 5 5 show udld &£ T

show spanning-tree [}

*tee: H/1# URLIZaE—LFJ,

VLAN &£ 72134 > % —7 = A A|Z% L T showspanning-tree 2~ > R&3E(T3 5L, AA vTF )L—
ZILVLAN F7203 A v X —T o f Ak L THRRDEZR— 1 AT — KRR LET, ARRAN
=y 7YV —KR—hAT—NI, VA=V T TF—=0 0 T3 T =T 427, TayFxr o,
FA4v—TN, =T RNy 7T, R—h AT —FDEZBICOVWTITRDODEELSIRL TLEE
A

% 5 show spanning-tree vlan A< > FDHR—k 57—

J4—ILFK E&E

BLK Ty xr, R—IB, £EBPDUAY v B
DEEBIRY A= HT, NI T74 v 0%
Hink LT UL RV R RE,

DIS T4 =T, R— T+, BPDU Y7 v b &k
BERIIV A= LTELT, "7 4970
HEEDE L TRV VR EE,

FWD THT—T 47, IR— N, BPDU Y7 v b
DEEBIVN) A= THT, " IT74 9 0%
HREH YRR,

LBK N—T Ry 7 KR— B, BHEDOBPDU /N7 v
k222 LRI KR,

LIS VA=V T R—h AR= Y Y =R, JL—

N7 U v YO BPDU N7y hEFIDTY v A
NP oYt N A

LRN F—=v7, R— MR, HEETSBPDU/ T >
hEZTaFR—=YL By hEFRELTHDHIR
%O

Wiz, 7V ZL—F10BVLAN 7V v 2= 7Y ) — Fua haLyFET LTV A6 %
RLUFET,

Router# show spanning-tree 1

Bridge group 1 is executing the VLAN Bridge compatible Spanning Tree Protocol
Bridge Identifier has priority 32768, address 0000.0c37.b055

Configured hello time 2, max age 30, forward delay 20

We are the root of the spanning tree
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show spanning-tree

Port Number size is 10 bits
Topology change flag not set,

show dot1q-tunnel 7 5 show udld & T |

detected flag not set

Times: hold 1, topology change 35, notification 2
hello 2, max age 30, forward delay 20
Timers: hello 0, topology change 0, notification O

bridge aging time 300

Port 8 (Ethernetl)
Port path cost 100,
Designated root has priority 32768,
Designated bridge has priority 32768,
Designated port is 8, path cost 0
Timers: message age 0, forward delay O,
BPDU: sent 184, received 0

Port priority 128

of Bridge group 1 is forwarding

address 0000.0c37.b055
address 0000.0c37.b055

hold O

KIZ. showspanning-treesummary A< > F 6O 1% R L E 7,

Router# show spanning-tree summary
UplinkFast is disabled
Name

1 VLAN 23 0 0

Blocking Listening Learning Forwarding STP Active

TOHRT, ZTOHITERINABER T 4 —L RIZOWTHBHLTWET,

5= 6 : show spanning-tree summary ® 7 « — )L F DA

J4—ILE B

UplinkFast A= 77 U — UplinkFast #§REN A 1 — 7 /L
WT A =T NAERLET,

Name VLAN #

Blocking VLAN NO 7 a w27 27— hOR— b

Listening VA= 7 27— MOR— ML

Learning T ==V AT — FOKR— MK

Forwarding T I =T 4T AT — hDHR— K

STP Active ANR= 7Y ) =T m b a v EER LA — b
-

KIZ. showspanning-treebrief A< > K225 D H 2R L ET,

Router# show spanning-tree brief
VLAN1
Spanning tree enabled protocol IEEE

ROOT ID Priority 32768
Address 0030.7172.66c4
Hello Time 2 sec Max Age 20 sec
VLAN1

Spanning tree enabled protocol IEEE
ROOT ID Priority 32768

Forward Delay 15 sec
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show dot1g-tunnel 5 5 show udld &£ T

Address 0030.7172.66c4

show spanning-tree [}

Port Designated

Name Port ID Prio Cost Sts Cost Bridge ID Port ID
Fa0/11 128.17 128 100 BLK 38 0404.0400.0001 128.17
Fa0/12 128.18 128 100 BLK 38 0404.0400.0001 128.18
Fa0/13 128.19 128 100 BLK 38 0404.0400.0001 128.19
Fa0/14 128.20 128 100 BLK 38 0404.0400.0001 128.20
Fa0/15 128.21 128 100 BLK 38 0404.0400.0001 128.21
Fa0/l6 128.22 128 100 BLK 38 0404.0400.0001 128.22
Fa0/17 128.23 128 100 BLK 38 0404.0400.0001 128.23

Fa0/18 128.24 128 100 BLK 38 0404.
Fa0/19 128.25 128 100 BLK 38 0404.
Fa0/20 128.26 128 100 BLK 38 0404.

0400.0001 128.24
0400.0001 128.25
0400.0001 128.26

Fa0/21 128.27 128 100 BLK 38 0404.0400.0001 128.27
Port Designated
Name Port ID Prio Cost Sts Cost Bridge ID Port ID

Fa0/22 128.28 128 100 BLK 38 0404.0400.0001 128.28
Fa0/23 128.29 128 100 BLK 38 0404.0400.0001 128.29
Fa0/24 128.30 128 100 BLK 38 0404.0400.0001 128.30 Hello Time 2 sec Max Age 20

sec Forward Delay 15 sec

ToFET, TOHITERINDIEELR 7 41—V RIZOWTHALTWET,

% 7 : show spanning-tree brief D 7 4 —)L K D& BA

J4—ILFK 5 BA
VLANI1 A= 7 ) —IERE £ T D VLAN

Spanning tree enabled protocol

ANR= 7Y Y —DH A7 (IEEE. IBM,
CISCO)

ROOT ID N—hk TV RLET,

Priority TIAFTIVIT 4 AT r—H

Address A—=FrDMACT L R

Hello Time TV oINRT Yy I halrF—F a=y
L (BPDU) % #5159 2HWEf (RPEALL)

Max Age BPDU /7 v b IAR) & fe S D N X K¢
(FbBALL)

Forward Delay R—="NRNV A= = FRERET—=7
E— NIZH D] (B EAL)

Port Name R—=bDA L EZ—=T 2 A A FZATBIOA
H—T 2 ALK

Port ID £ift & AR — o ID

Prio R— M T o= 7440 T 4
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[l showspanning-tree

show dot1g-tunnel 5 5 show udld &= T

TZ4—ILF Bl

Cost R— MZHHSfHTFenz=ax b+

Sts R—=PFDRT—H R

Designated Cost NRZADIFEa A K

Designated Bridge ID A= M T B2 LAN OFRET Y v ¥
LRARSINDT Y vy POT7 Y v ID

KIZ. showspanning-treevlanl =~ > R OB %2 7~ L E 5,

Router# show spanning-tree vlan 1

Spanning tree 1 is executing the IEEE compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 00e0.leb2.ddcO
Configured hello time 2, max age 20, forward delay 15

Current root has priority 32768, address
Root port is 5, cost of root path is 10

0010.0b3f.ac80

Topology change flag not set, detected flag not set, changes 1

Times: hold 1, topology change 35, notif
hello 2, max age 20, forward dela
Timers: hello 0, topology change 0, notif
Interface Fa0/1 1in Spanning tree 1 is down
Port path cost 100, Port priority 128
Designated root has priority 32768, addr
Designated bridge has priority 32768, addre
Designated port is 1, path cost 10
Timers: message age 0, forward delay O,
BPDU: sent 0, received 0

ication 2
y 15
ication O

ess 0010.0b3f.ac80
ss 00e0.leb2.ddcO

hold 0

TOHERT, ZTOHNITERINABER T 4—L FIZOWTIHHALTWET,

% 8 : show spanning-tree vian ® 7 « —)L K D% BA

J4—JLF

BLL]

Spanning tree

2= 7 ) —D X A7 (IEEE, IBM,
CISCO)

Bridge Identifier 7V YPIDO—ERT, 7V vV ID BT D
Al b EERH L AR ST T,

address 71U v Y MAC 7 KL A

Root port Jb— kK R—=FrDID

Topology change rRu COEFIIRIGOToNTZT T 7L 2 A

-~ —
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1

show dot1g-tunnel 5 5 show udld &£ T

show spanning-tree

KIZ. showspanning-treeinterfacefastethernet0/3 =~ > F2>6 DO 1z~ LE T,

Router# show spanning-tree interface fastethernet0/3

Interface Fa0/3 (port 3) in Spanning tree 1 is down
Port path cost 100, Port priority 128
Designated root has priority 6000, address 0090.2bba.7a40
Designated bridge has priority 32768, address 00e0.le9f.4abf
Designated port is 3, path cost 410
Timers: message age 0, forward delay 0, hold 0
BPDU: sent 0, received 0

WIS, A F =T 2 A AEROY~ ) — 2 £ D02 RLET,

Router#
show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 4097
Address 0004.9b78.0800
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 4097 (priority 4096 sys-id-ext 1)
Address 0004.9p78.0800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15
Interface Port ID Designated Port ID
Name Prio.Nbr Cost Sts Cost Bridge ID Prio.Nbr
Gi2/1 128.65 4 LIS 0 4097 0004.9078.0800 128.65
Gi2/2 128.66 4 LIS 0 4097 0004.9p78.0800 128.66
Fa4/3 128.195 19 LIS 0 4097 0004.9p78.0800 128.195
Fad/4 128.196 19 BLK 0 4097 0004.9p78.0800 128.195
Router#

ROFIZ, ZOPITERINTND T 4 —/V FOFBHAZRLET,

% 9: show spanning-tree A< > FHAD T 4 —JL K

Z4—ILEF EE

Port ID Prio.Nbr R—=rIDBIOT T4 F) T 4 FE
Cost AR—k x|k

Sts AT — 5 AfEH,

WIZ, TIT AT A B =Tz ADAN= T ) —ERZT 2 FoRmT 5027 L ET,

Router#

show spanning-tree active

UplinkFast is disabled

BackboneFast is disabled

VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0050.3e8d.6401
Configured hello time 2, max age 20, forward delay 15
Current root has priority 16384, address 0060.704c.7000
Root port is 265 (FastEthernet5/9), cost of root path is 38
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 18:13:54 ago
Times: hold 1, topology change 24, notification 2
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show spanning-tree

show dot1g-tunnel 5 5 show udld &= T

hello 2, max age 14, forward delay 10
Timers: hello 0, topology change 0, notification O
Router#

Wiz, A= 7"Y IJ — BackboneFast A7 — % A% FK T 5072 LET,

Router# show spanning-tree backbonefast
BackboneFast is enabled

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANSs)
Number of RLQ response PDUs sent (all VLANs)
Router#

WRIZ, BUEDT Y vy P DANR= 7Y ) —IEFRIZT 2 RS 562~ LET,

OO OO oo

Router# show spanning-tree bridge

VLAN1
Bridge ID Priority 32768
Address 0050.3e8d.6401
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Router#

WIZ, A ¥ —T = AZETDHEMERERTRTHHZRLET,

Router#

show spanning-tree detail

VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 4096, address 00d0.00b8.1401
Configured hello time 2, max age 20, forward delay 15

We are the root of the spanning tree

Topology change flag not set, detected flag not set

Number of topology changes 9 last change occurred 02:41:34 ago
from FastEthernet4/21

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 1, topology change 0, notification 0, aging 300

Port 213 (FastEthernet4/21) of VLANl is forwarding

Port path cost 19, Port priority 128, Port Identifier 128.213.
Designated root has priority 4096, address 00d0.00b8.1401
Designated bridge has priority 4096, address 00d0.00b8.1401
Designated port id is 128.213, designated path cost 0

Timers: message age 0, forward delay 0, hold O

Number of transitions to forwarding state: 1

BPDU: sent 4845, received 1

Router#

WIZ, BEDA L E—T 2 A ADAN= TV ) —IClT A EREPERTAEERLUET,

Router# show spanning-tree interface fastethernet 5/9

Interface Fa0/10 (port 23) in Spanning tree 1 is ROOT-INCONSISTENT
Port path cost 100, Port priority 128

Designated root has priority 8192, address 0090.0c71.a400
Designated bridge has priority 32768, address 00e0.1e9f.8940

R, FEDT Y vy FN—TDANR= T ) — (T DR ER T 062 L ET,

Router#

show spanning-tree 1
UplinkFast is disabled
BackboneFast is disabled
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|  show dotlg-tunnel 7 > show udld £
show spanning-tree [}

Bridge group 1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 00d40.d39c.004d
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 00d0.d39b.fddd
Root port is 7 (FastEthernet2/2), cost of root path is 19
Topology change flag set, detected flag not set
Number of topology changes 3 last change occurred 00:00:01 ago

from FastEthernet2/2
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0 bridge aging time 15

Port 2 (Ethernet0/1/0) of Bridge group 1 is down

Port path cost 100, Port priority 128
Designated root has priority 32768, address 0050.0bab.1808
Designated bridge has priority 32768, address 0050.0bab.1808
Designated port is 2, path cost 0
Timers: message age 0, forward delay 0, hold 0O
BPDU: sent 0, received 0

Router#

KIS, R—=F AT =DV~ —2FRKRT L6z LET,

Router#
show spanning-tree summary

Root bridge for: Bridge group 1, VLANOOO1l, VLANOOO4-VLAN1005
VLAN1013-VLAN1499, VLAN2001-VLAN4094

EtherChannel misconfiguration guard is enabled

Extended system ID is enabled

Portfast is enabled by default

PortFast BPDU Guard is disabled by default

Portfast BPDU Filter is disabled by default

Loopguard is disabled by default

UplinkFast is disabled

BackboneFast is disabled

Platform PVST Simulation is enabled

Pathcost method used is long

Name Blocking Listening Learning Forwarding STP Active
1 bridge 0 0 0 1 1
3584 vlans 3584 0 0 7168 10752

Blocking Listening Learning Forwarding STP Active
Total 3584 0 0 7169 10753
Router#

WIZ, ANR= TV )= AT —h 72 arOF_XTOITERRT LB ERLET,

Router#

show spanning-tree summary total

Root bridge for:Bridge group 10, VLAN1, VLAN6, VLAN100O.

Extended system ID is enabled.

PortFast BPDU Guard is disabled

EtherChannel misconfiguration guard is enabled

UplinkFast is disabled

BackboneFast is disabled

Default pathcost method used is long

Name Blocking Listening Learning Forwarding STP Active

105 VLANs 3433 0 0 105 3538

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANSs)

O OO oo
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[l showspanning-tree

Number of RLQ response PDUs sent

Router#

(all VLANs)

show dot1g-tunnel 5 5 show udld &= T

WIZ, FFED VLAN DANR=2 7 U —IZT 51w £onT 5612~ L £,

Router#

show spanning-tree vlan 200

VLAN0200
Spanning tree

enabled protocol ieee

Root ID Priority 32768
Address 00d0.00b8.14c8
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768
Address 00d0.00b8.14c8

2 sec Max Age 20 sec Forward Delay 15 sec

Hello Time
Aging Time
Interface Role

300
Sts Cost Prio.Nbr Status

Fa4/4 Desg FWD
Fa4/5 Back BLK
Router#

200000 128.196 P2p
200000 128.197 P2p

WOFEIZ, ZOHFTEREINTWNWDELET 40—V ROHRAZRLET,

3% 10 : show spanning-treevlan 2<% > FOHE AT 4« —IL K

[—=4
=

HAED 8021w 7 —/b, AHHEIL, Boun
(boundary) . Desg (designated) . Root, Altn
(alternate) . 35 LT Back (backup) T,

AN 7Y Y — AT — b, HRMEIL, BKN*
(broken) 2, BLK (blocking) . DWN

(down) . LTN (listening) . LBK

(loopback) . LRN (learning) . 3 XTU'FWD
(forwarding) T,

R—h ax b

J4—ILF
Role

Sts

Cost
Prio.Nbr

R N FIAFVF 1 LR~ NEETHRE N
HR— K~ ID
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|  show dotlg-tunnel 7 > show udld £
show spanning-tree [}

J4—ILF E&E
Status AT — K AEH, HHMEIZRO ERBY TT,

*P2p/Shr: A V' Z —T7 = A AL, A=V
TN —IZL5>THRA L NV —RA 2 b

(EFhEn LFENnD) A1 F—T =4
AL RIpINET,

* Edge : PortFast 733% & S 4L (default =~ >
Nar7ma— VUi LT, £72iTEEEA
VH =Tz A A ETOWTA) . BPDU
IIZE S THWERA,

* *ROOT Inc, *LOOP Inc, *PVID Inc, 5
L O*TYPE Inc : AR — MIRESDH 5L
ke (BKN*) T4, A—hMI (0%
n) v— bREE, V=TT — FRES,
PVID (AR— k VLANID) HR¥E&4&. £7-1%
B2 A TARFELTT,

* Bound(type) : MST £— KT, A — b
AL, RAN—=DZ AT (STP,
RSTP, F721XPVST) Z#4EEL £,

* Peer(STP) : PVRST rapid-pvst £— RNC, #i
D=2 53 D 802.1D 7 U v DI HERE S
MTWDR— M Zaal L E T,

2 *HZOWTIE, Status 7 4 —/L ROEREESHL T IEEN,

RIZ. rootinconsistent A7 — R DR — FB3HDHE D EHBT L2~ L E9,

Router#
show spanning-tree inconsistentports

Name Interface Inconsistency
VLAN1 FastEthernet3/1 Root Inconsistent
Number of inconsistent ports (segments) in the system :1
Router#
EIT R S =
(3PS av Uk B
spanning-tree backbonefast FT_TOHA —H% x> b VLAN T BackboneFast

EAR—T VI LET,

spanning-tree cost STPEHBEIHEHT DA v F—T = A ADI/RA 2
ANERELET,
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show spanning-tree

show dot1g-tunnel 5 5 show udld &= T

avyU R

BLL

spanning-tree guard

H—RE— RoA F—TNELET 4 =T
W LET,

spanning-tree pathcost method

FI7H I IDONRA a A MHEFRNEHRELE
ﬁ—o

spanning-tree portfast (f 2 —J x4/ X 2>
J4F¥alL—23arvE—F)

PortFast €— K& A x—7 /2 LF T,

spanning-tree portfast bpdufilter default

T D PortFast n— ~ T, BPDU 7 4 /L& Y
VT T TN ETA R—T I LET,

spanning-tree portfast bpduguard default

$_TCD PortFast In— T, BPDU H— K& T
T F NV N TAX—T M LET,

spanning-tree port-priority

20D T Vo URN— KTV oDl bmdil
HELTWAERIL, /12 —T A RS T
AFVT 4 ZRELET,

spanning-tree uplinkfast

UplinkFast & 1 X —7/LIZ L £,

spanning-tree vlan

VLAN T STP %A F—7 /WIZLET,
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|  show dotlg-tunnel 7 > show udld £
showudid ]

show udld

EHBIOEMEELOHE—~FRY 7 kH7 e hab (UDLD) AT —X A% FRT HI2iE, =2—
# EXEC £— FTshowudld =~ FAFEHLEI,

show udld [interface-id| neighbors]

BXDEREA

interface-id EE) A v F—T oA AHBLUA & —
T oA AE

neighbors (ERE) *AN—IFRETERRLET,
avU kR E—F 2 —+ EXEC (>)
X FRE Yy—3% TERE

12.2(14)SX ZDa<y ROWR— kA Supervisor Engine 720 (ZIBM &AL E L

7o
12.2(17d)SXB Supervisor Engine 2 £ Z ® =< > KDY 7R — kA% Release

12.2(17d)SXB IZHER S 4V E Lz,

12.2(18)SXD Z O3~ RZ neighbors ¥ — 7 — R2NBIESE LT,
12.2(33)SRA ZMa~ R, Cisco I0S Release 12.2(33)SRA ([ZHi& S FE L
7o

ERLEDHA K342 interface-id % NS LI D> 128581, T_CTOA ¥ —7 = A AOEBE L OEE Lo UDLD
AT —HANEKREINET,

451 Wiz, B—nDA v H—T7 2 ADUDLD A7 — b & FER_T 202 RLET, HOZIE7 44— F
OFBHALFEREINET,
Router#

show udld gigabitethernet2/2
Interface Gi2/2
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B show udld

Port enable administrative configuration setting:

Port enable operational state: Enabled

Current bidirectional state: Bidirectional
Current operational state: Advertisement

Message interval: 60

Time out interval: 5

No multiple neighbors detected
Entry 1

Expiration time: 146
Device ID: 1

Current neighbor state: Bidirectional

Device name: 0050e2826000

Port ID: 2/1

Neighbor echo 1 device: SAD03160954
Neighbor echo 1 port: Gil/1l

show dot1g-tunnel 5 5 show udld &= T

Follows device default

BEa<T R

Message interval: 5

CDP Device name:
Router#

WIZ, RAN=IERIZTERRT D0 2Rm L ET, HAOZIET7 41— FOBRRA LR RSNET,

Router#

show udld neighbors

Port Device Name Device ID Port-ID OperState

Gi3/1 SALO734K5R2 1 Gi4/1 Bidirectional

Gi4/1 SALO734K5R2 1 Gi3/1 Bidirectional

Router#

avw kR E5BA

udld 77 Vw7 E— FUDLD £7i3EHEE—
UDLD %A X —7 /W L7V | REFRE/R A v
-V ZRE LY LET,

udld port A H—=T7xAALETUDLDZA 3x—7 ML
e, A EF—T A ALTT 7Ly 7 E—
RUDLD &4 X —7 /WL LET,
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show vlan 5 5 storm-control & T

show vlan, 115 ~_—

show vlan access-map, 121 ~—¥/

show vlan mapping, 123 ~—3/

* show vtp, 125 ~X—

* shutdown vlan, 138 ~X—<

spanning-tree backbonefast, 139 ~—~

spanning-tree bpdufilter, 141 ~—”
spanning-tree bpduguard, 143 ~X—

spanning-tree cost, 145 ~X—7

spanning-tree etherchannel guard misconfig, 147 ~X—°
* spanning-tree extend system-id, 149 ~X—3
spanning-tree guard, 151 ~<X—

* spanning-tree link-type, 153 ~3—7

spanning-tree loopguard default, 155 ~X—°
spanning-tree mst, 157 ~X—3

spanning-tree mst configuration, 159 ~<X—°

spanning-tree mst forward-time, 162 ~—3”
spanning-tree mst hello-time, 164 ~X—3
spanning-tree mst max-age, 166 ~<—37
spanning-tree mst max-hops, 168 ~X—3

spanning-tree mst pre-standard, 170 ~—”

spanning-tree mst priority, 172 ~X—37
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show vlan A\ 5 storm-control & T |

* spanning-tree mst root, 174 ~<—73’

* spanning-tree portfast (f > X —7 = A A) | 176 ~<—
* spanning-tree port-priority, 179 ~<—73/

* spanning-tree transmit hold-count, 181 ~X—°

* spanning-tree uplinkfast, 183 ~<—73’

* spanning-tree vlan, 185 ~<—3

* storm-control, 189 ~X—
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|  show vian % storm-control %

show vlan .

show vian
VLAN A FRT 5121, H4E EXEC E— R Tshowvlan =~ > R&ZfEH L £,
show vlan [all| brief] id vian-id| name name [ifindex]| ifindex]
WX D5 all (EH5) F<CTo VLAN f5#% 05 L7,
brief ({F£5) & VLANIZDOW T, VLAN, A5 —#
A, BLOR—= 2 117TCERLET,
id vian-id (i) VLANIDZEBIZ Lo TR S5 H—
VLAN 2B B fE# A2 T LE9, AT 1
~ 4094 T,
name  name (&) VLANAIZ L > Tkl s 2 E—
VLAN [ZBT B fE# A2 For LET, AMHEIT 1
~ 32 XF D ASCIL SLFH T,
ifindex (f£&) VLAN O ifIndex H o xF L E T,
aAvY R E—F M EXEC (#)
A%~ FRE Yy—2 EENE
12.2(14)SX ZDa<y ROWAR— kA Supervisor Engine 720 (ZIBM S E L
776
12.2(17d)SXB Supervisor Engine 2 £ Z D =< > KDY 7R — kA3 Release

12.2(17d)SXB (ZHE5E S 4vE LTz,

12.2(33)SRA Z D~ RN, Cisco I0S Release 12.2(33)SRA (A S E L
77

FREDAARSAY K f—HFFy h AL vF K= b BLOA —HF Xy b U E—F ZAL—TBETHDIE, 150
VLAN 7213 C¥, F7 27 R— NI, #HEDO VLAN ITHFETEET,
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show vlan

show vlan A\ 5 storm-control & T |

state suspend ¥ 7= [T stateactive =~ RZH L CVLANZ v v v hE¥ U35 L Status 7 1 —
L RIZIROERFR R SNVET,

* suspended : VLAN 23 —KRFE 1L X v E T,
*active : VLAN 7 77 4 7T,
shutdown =~ > RZEH L TCVLANZ > ¥ v ¥ U35 & Status 7 o —/L RIZIROEN R
ShET,
*act/lshut : VLAN A7 —X R X7 77 47T, a—HLTly¥y Ny ENFE LR,
*sus/lshut : VLAN A7 —Z Z[ZHP AR R T, m—A LTy vy T INE LT,

WIZ, TI2T 47 Ta—aniiyyy hE U SN Tn5 VLAN (VLAN0002) O/ flZ R L
F9,

Router# show vlan

VLAN Name Status Ports
1 default active Fa5/9
2 VLANO00O02 act/lshut Fa5/9

<...Output truncated...>

VLAN ZNEIC Y v R E T STV DAL, Status 7 o« — /L RIZIROENFE RSN E T,
* act/ishut : VLAN AT — X Z(IT7 7T 4 7T, NEHHIZY vy T EnE LT,
* sus/ishut : VLAN 2T —& Z(IH A0 RT, WYy Y RE TV ENE LT,

WIS, 777 47 THEMIZYY v RE D ERTW3D VLAN (VLAN0002) O 1%~ L E
ﬁ—o

Router# show vlan

VLAN Name Status Ports
1 default active Fa5/9
2 VLANO0O2 act/ishut Fab5/9

<...Output truncated...>

VLAN 3R — B VB L OWHIICY v v hE T ENTW DA, Status 7 o — /L RIZRREN
AHELX act/ishut F 7213 sus/ishut T3, VLAN R —H L TEITFY vy hE TV INTWHIEA.
Status 7 4 —/b NIZFE R S DB act/Ishut F 7213 sus/Ishut T,

VLAN #iff{lZ/ A 7> TRV . DO VLAN IZH >~ TREY 3, MicA—X 3 AN E R
Ao T2E 21X ROLHITASLET,

Router# show vlan id 1-4,3,7,5-20

H—=OVLAN &9 5&, FTUI7BIOENT 7 R—rombr&rshEzd, HERT
7 R— MEpm_port mode trunk & L CEREIILTWRNWAR— RN TT, £ ¥ —T A AN [R
AvFR—FHR—KE—FK 727 LLTEHESNTWDIEGE, Vo I2BT v T InE T2 mn
DERSNET,

T DO VLAN 2F 7T 28468, FEFNT 7 A= ERERENET,



|  show vian % storm-control %

show vlan .

1A Wiz, B R A A Y HNOTRTO VLAN O VLAN /85 * —Z %3734 56557 LET,
Router# show vlan
VLAN Name Status Ports
1 default active Fa5/9
2 VLANO00O02 active Fa5/9
3 VLANOOO3 active Fa5/9
4 VLAN00O4 active Fa5/9
5 VLANO00OS5 active Fa5/9
6 VLANOOO6 active Fa5/9
<...Output truncated...>
1004 fddinet-default active Fa5/9
1005 trbrf-default active Fa5/9
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 0 0
2 enet 100002 1500 - - - - - 0 0
3 enet 100003 1500 - - - - - 303 0
4 enet 100004 1500 - - - - - 304 0
5 enet 100005 1500 - - - - - 305 0
6 enet 100006 1500 - - - - - 0 0
10 enet 100010 1500 - - - - - 0 0
<...Output truncated...>

Remote SPAN VLANs

2, 20
Primary Secondary Type Ports

Router#

KIZ, VLAN A, 2T =2 A BIUOEEMNTONTWLR— FMETE2RRT 62" LET,

Router# show vlan brief

VLAN Name Status Ports
1 default active Fa5/9
2 VLANO0O2 active Fa5/9
3 VLANO0OO3
act/lshut

Fa5/9

4 VLAN0O004
act/lshut

Fa5/9

5 VLANOOOS active Fa5/9
10 VLANOO10 active Fa5/9
999 VLAN0999 active Fa5/9
1002 fddi-default active Fa5/9
1003 trcrf-default active Fa5/9
1004 fddinet-default active Fa5/9
1005 trbrf-default active Fa5/9
Router#

Wiz, 85D VLAN @ VLAN T A =X 2R x50 %R~ LET,

Router# show vlan id 1-4,3,7,5-20

VLAN Name Status Ports

1 default active Fa5/7, Fa5/12
2 VLANO00O2 active

3 VLANOOO3 act/lshut

4 VLANO0OO4 act/lshut

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i




show vlan

5 VLANOOOS5
6 VLAN0OO6
10 VLANOO10
20 VLANO020

active
active
active
active

show vlan H 55 storm-control &£ T

Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

VLAN Type SAID MTU

1 enet 100001 1500 - -
2 enet 100002 1500 - -
3 enet 100003 1500 - -
4 enet 100004 1500 - -
5 enet 100005 1500 - -
6 enet 100006 1500 - -
10 enet 100010 1500 - -
20 enet 100020 1500 - -

Remote SPAN VLANs

Router#

WIZ, VLAN 10 @ ifIndex FZ7- 1T &R T 50~ LET,

Router# show vlan id 10 ifindex

VLAN Ifindex

10 37
Router#

WOEIZ, ZOFITERENTWNWET 4 —L FOFBHAEEZRLET,

R11:showvlana3z > FOEAT4—IL K

J4—JLF 5 BA

VLAN VLAN #&5,

Name VLAN O4 ] GREINTWBEE) .

Status VLAN O A7 —H A (active F 7213 suspend.
act/lshut F 7213 sus/Ishut. act/ishut F 7213
sus/ishut)

Ports VLAN IZB T B — I,

Type VLAN D AT 47 2 A,

SAID VLANOEX=2 U7 4 7Y =— 3 VIDE,

MTU VLAN D g KAGEHNLY A X,

Parent #H VLAN (FET858) .

RingNo VLAN OV > 7&K 5 4T 25%6) .

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian % storm-control %

show vlan .

Ta4—IL K BLL

BrdgNo VLAN O 7'V v 25 (ST 55%6) .

Stp VLAN Tl S A= 7Y ) —Tm b=
VAT

BrdgMode ZOVLAN D7 Y v/ F— R : AlREZRHE
[ SRBIBLU'SRT T, 774/ ME SRB T
?—O

AREHops All-Routes Explorer 7 L' — A DI K& v 7 B
Vb AREZRMEIE 1~ 13, T 74/ METT
—g—o

STEHops Spanning Tree Explorer 7 L' — A D KAF v 7 7
Tk ARRARMEIL L~ 13, T 74V MET T
-3—0

Backup CRF TrCRF (b—2 Vv 7 oty bL—% )
L—HRE) IR T T4 v I DRy I T T ISR
ThHLIMNE I MERTAT—H A

Ifindex ifIndex DFE =,

Remote SPAN VLAN

RSPAN D AT — & A

Primary 774~V VLAN OF 7,

Secondary YY) VLAN OF 75,

Ports VLAN ADR— &R LET,

Type VLAN D % A 7 w[Rg72 (X primary. isolated,
community, non_operation, ¥ 7= /% normal T,

avo R BLL]

show vlan private-vlan

PVLAN [F# &£ R L FT,

vlan (config-VLAN #JE—K)

BrE D VLAN 3% & L ¥,

vtp

I —/ )V VIP A7 — bR ELET,

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



show vlan A\ 5 storm-control & T |

. show vlan

Il AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian v storm-control %

show vlan access-map

show vlan access-map ]

VLAN 77 E A <= v 7T ONKF &R RT HITIL. ¥ EXEC & — R T showvlanaccess-map =< >

RZ2fH L ET,

show vlan access-map [ map-name |

BX DA map-name ({EE) VLAN 7 7 & 2 = v 74
aAvU R E—F FiHE EXEC (%)
v PR Yy—2 LENE
12.2(14)SX Z O3 ROYAR— k75 Supervisor Engine 720 [ZIB &4 E L
7o
12.2(17d)SXB Supervisor Engine 2 £ Z D 1~ > KD H 7R — k2% Release
12.2(17d)SXB (ZHEE 4V E Lz,
12.2(33)SRA Zda~ R3, Cisco I0S Release 12.2(33)SRA ([ZfEA &N FE L
77
15.1.(1)SG Z D3 K23, Cisco I0S Release 15.1(1)SG IZHA SN E L7z,
il WIZ, VLANT 7 ¥ 2~ v T ONERFRT 50127 LET, HIICIET 4 —4 FOBHA b #F
EnEd,

Device# show vlan access-map access-map-example-1

Vlan access-map access-map-example-1

match:
action:

ip address 13
forward capture

Device# show vlan access-map v110

match clauses:
ipvé address: vébacl

Action:
drop

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



[l showvianaccess-map

show vlan H 55 storm-control &£ T

BEaIYR A< R

BLL

action

XA RO action M EFRE L E T,

match

VLIANT7 7B A~y —~ A0 ACL % 1
SPL F#IN LT, match AJZ2+E L £,

vlan access-map

VLANT 7 2 2~ 7P %EkT 57, VLANT
I A~y S av RE—RERBLET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)




|  show vian v storm-control %

show vlan mapping .

show vlan mapping

BXDEREA

AU R E—F

avy FERE

1

802.1Q VLAN & 2 A »F [V 7 (ISL) VLAN O~ v V' 7 286k 4 51213, HiMe EXEC &—
K C showvlanmapping =~ > RZfH L 9,

show vlan mapping

ZOa=y FIZFBIEELEEF— TV —FEH Y EH A,

et EXEC (#)

))—=x EEAR

12.2(14)SX Z D~y ROBR— k)Y Supervisor Engine 720 (ZIBI S 4L E L
7

12.2(17d)SXB Supervisor Engine 2 D Z ® 2~ ROH R — kA3 Release

12.2(17d)SXB (ZHEE S E L=,

12.2(33)SRA ZPaw K23, CiscoIOS Release 12.2(33)SRA I[ZHEA SN E L
77

KIZ. 802.1Q VLAN & ISLVLAN O~ v 7D U A & E R+ 560% 7 LEd, HACIET 1 —1
RO SR RSINVET,

Router# show vlan mapping
802.1Q Trunk Remapped VLANs:
802.1Q0 VLAN ISL VLAN

101 202

200 330

Router#

av vk EBA

show interfaces vlan mapping R—hF EOVLAN v B T DAT— X A% F
/ji\‘ L/ i —g—o

switchport vlan mapping enable AA v F R— FENTCVLAN v B 7% A
F—=T M LET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan A\ 5 storm-control & T |
. show vlan mapping

Il AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian % storm-control %
showvip I}

show vtp
VLAN h T %7 Fa hal (VIP) BERAA v AT —F A BLOAW T 2T 25—
IR A2 FoRT B I2IE. ¥iHE EXEC & — KT showvtp =~ > K& L £,
show vtp {counters| interface| type/number| status| password| devices| [conflicts]}
RXOHH counters AL v FOVIP #7452 Fm LET,
interface FTRTCDOA HF—T = A AHT DHIEREFER
L/iﬁ—o
type | number EE) BEDA v F—T A A,
status VIPEHL N A BT 5 it e #on L&
ﬁ—o
password VIP /X— 323 RAA T VIP XATU— R
R ILET,
devices VIP/R— 2 3 RAL UEREERRLET,
conflicts UEE) VIP A=V 3 U3 RAAL VNTHET
B —REFOTF N, AP NFRENET,
ATV R E—F e EXEC (#)
A7 FRE Uy—2 ZENE
11.2(8)SA4 Zoa~vy RBREAINE L,
12.2(2)XT Z D3~y K3, Cisco 2600 U — A Cisco 3600 > U —R, HBIW

Cisco 3700 >V — X )L—Z THEIEINFE LT,

12.2(8)T Zoa= s RiX, Cisco 2600 2 Y — R, Cisco3600 > U —X, BIW
Cisco 3700 3 J — X JL— % @ Cisco 10S Release 12.2(8)T IZHEA S
F L7,

12.2(14)SX DAY RP A== W =D R0 ICEEEINE LT,

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



show vtp

show vlan A\ 5 storm-control & T |

)1)—= EERNR
12.2(17d)SXB Supervisor Engine 2 1 Z ¢ =< K%, CiscoIOS Release12.2(17d)SXB

(CETImREhE L,

12.2(33)SRA Z D= RN, Cisco I0S Release 12.2(33)SRA ([ZfiA S E L7z,
12.2(33)SRC password, devices, conflicts % — 7 — K73, Cisco 7600 ¥V — X JL—

A ETVIP A=V a0 32 R— T A720IEBMENE L,

12.2(33)SXI BT BIOAT =2 AOHIINFEHF I, VIPVIERP G ENE
L7,

EREDHA B34 showvtpstatus =1~ > FOH S Tid, & ICET LB+ B H ORI R £, 7Lz

1

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

&, [Configuration last modified by 7.0.22.11 at 5-5-06 05:51:49] DFFIZFK/R SN 5 RERIL, EAfi+
(7.0.22.11) 2312 VLAN %€ &2 2 F L 7-BF ¢4,

KIZ. showvtpcounters =1~ > KD O %2R L &7,

Router# show vtp counters
VTP statistics:

Summary advertisements received : 0

Subset advertisements received : 0O

Request advertisements received : 0

Summary advertisements transmitted : 6970

Subset advertisements transmitted : 0

Request advertisements transmitted : 0

Number of config revision errors : 0

Number of config digest errors : 0

Number of V1 summary errors : 0

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device

Gil/11 0 0 0

Gi8/10 0 0 0

Gi8/15 0 0 0

Gig/16 0 0 0

Fa3/1 0 0 0

Fa3/2 0 0 0

Router#

RIZ, showvtp /I D Summary & WD A B LATIE T 2R RT 202~ LET,

Router# show vtp counters | include Summary

Summary advertisements received : 1

Summary advertisements transmitted : 32

Trunk Join Transmitted Join Received Summary advts received from
Router#

WIZ, VIPEEE KA A BT 5 —XERE R RT 0 2R LET,

Router# show vtp status
VTP Version capable : 1 to 3
VTP version running H



|  show vian % storm-control %

showvip I}

VTP Domain Name : cisco
VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled

Device ID : 0012.44dc.b800
MD5 digest : 0x61 0x98 0xDO OxAD OxA4 0x8C 0x53 0x35

Configuration last modified by 10.10.0.0 at 8-7-06 06:56:27

Local updater ID is 10.10.0.0 on interface LoO (first layer3 interface found)

Feature VLAN:
VTP Mode : Server
Maximum VLANs supported locally : 1005
Number if existing VLANs : 53
Revision : 1

Router#

TORT, ZOHNTERRSNDLGEERT 4 —/L FIZOWTHALTHET,

5 12 : show vip counters ) 7 « —)L K D EEA

J4—ILFK Bl

Summary advertisements received Foo 7 B— P ECIDAAL v FNZE2F B

U =T RRE A XD, BT RARZA X
AL M, BERAA V4, a7 %=
L—Yary Vevar®es, BHFA LAY
CTBELVID, BTy 7Y A ZOT KA
BARXA L NMZHBT DY 78y NOBBEE
nET,

Subset advertisements received N7 R —KETIDRAL v FPRZETBY
Ty T INRNZAZXOE, YTy R TR
B A XA ML, 128 ED VLAN (4
D VIP RS § N TEHENE T,

Request advertisements received N7 R— b ETZORL T BRZETET

RANZ A RELROB, 7 AL A ZERIT,
. TR TOVLAN BICBT2EMAZER L &
¥, FEio. VLANOV 7t v MIET 2F#HR D
ZORTEE T,

Summary advertisements transmitted FSo 7 B— N ETZIDRAL v TFREET B
< U — T YA XD, ERT RAX AKX
AV MIE, FEHRAAL A, 20T 4F 2

L—yary Jeva s, BHEA L RS
VTBIOID, @GET oy YA, TOT KA
A XA MRS D7y NOENEE
WET,

Subset advertisements transmitted oo 7 R—KETZIDODRAL vFREET BT
Ty NT INEAXDE, YTy FT R
NE A XA ML, 12LL B VLAN IS
D VIPIE@RNZ TR TEENET,

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



Bl showwp

show vlan H 55 storm-control &£ T

TJ4—IJLF

BLL

Request advertisements transmitted

NFv I R—F ETZDARL v FNEETHT
RARZ A RESROB, T RAE A XgERiL, @
. T _XTOVLAN LICBT AR AEER L F
T, F72. VLANOHY 7 ¥ v MIETAIHERD
FRTEET,

Number of config revision errors

Vevay I —0,

72 VLAN ZE#. W7D VLAN % Hill,
BEFE D VLAN & —BpE 1 F 72 138 BE, F7-138E
FOVLAN D/RT A — R B BET 5 L 0T, A
A yFOaAaLr T 4 FXal—rarJeda o FE
HREEINL 9,
Vevarxzi—oiE. HDAL vTFREL
VeV a v BEHERFOT RANYA XA Nz
BLEN, Ave—V A=A TLTY
A5 (MD5) OfER—E L WIGAIZH L
9, ZOTT—X, 2 2ODAA v F D VTP
RAT—= KRR rZ L, FHIZZINHDA
A yFOaLr 7 4 F¥alb—g U BNR A2
R LET,

INHLDOET—IE, AL v TFBRZET RAZA
RAA L N7 42 L TWT, 2T XY VIP
T A NR— ANy NT—7 2R TR ST
WRUVIRRBIZ /> TWAH Z B R L TWVET,

Number of config digest errors

MD5 = T —D¥#,

Y= — X7y FNOMDS ¥ A VA K&
AR SNTZFEAT RXZ A XD MD5 4 A
VA MR—EHLRWVE/RIE, AV AT
F—mEMLEd, ZoxT—L, @, 2o
DAL v FDOVIP RAT — KPR BZ L%
RLET, ZOMEZRT LI, T3TO
24 v FTVIP RAT — KR CIZR 5 L9
WLET,

INDLDOZT—IE, AL v TFRZFET KX A
AAV N7 4V Z LTWT, ZHUT LD VTP
T—HRXR—=ANRy NT—7 ERTRERB ST
WRUVRREIZ R > TN D Z E &R L TVET,

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian % storm-control %
showvip I}

J4—ILF &5 EA

Number of V1 summary errors N—=Tgr 17—,
VIPV2 E— RDAA v F N VIP R—T a1
TL—LEZETDHE, N=Vari<vl—
TI—=RHEMLEST, ZhooxT—i%, b
K EB1IODEHEAL v F T, V2E— BT 4
=T ENTZ VTP X—V a1, £7201F
VIP =V g V2PRFETESNTNDLZ LEmRL
TWET, ZOMEERT 121X, VIP V2
T—ROAL v FOREET 4 B—T NMIEH
LET,

Trunk VIP 7 N—= TSN TH R T 7 R— kK,

Join Transmitted N7 TEEENTZVIP I V—= T Ay
=D,

Join Received N7 ECRESNTEVIP T L—=0 T Ay
=D,

Summary advts received from non-pruning-capable | N 5 7 L CE{EISNT. TL—= T %Y

device R— b LTWRNT A ZANEDOVIPH~ U —
A=V DR,

WIZ, VIP 3= 3 > 1 BL VTP X— 3 > 2 (2% 5 showvtpstatus =2~ > KO H ) H % 7R

LET,

Router# show vtp status

VTP Version : 3 (capable)
Configuration Revision : 1

Maximum VLANs supported locally : 1005

Number of existing VLANs 37

VTP Operating Mode : Server

VTP Domain Name : [smartports]
VTP Pruning Mode : Disabled
VTP V2 Mode : Enabled

VTP Traps Generation : Disabled
MD5 digest 0x26 OxEE 0xO0D 0x84 0x73 Ox0E 0x1B 0x69

Configuration last modified by 172 20.52.19 at 7-25-08 14:33:43
Local updater ID is 172.20.52. 19 on interface Gi5/2 (first layer3 interface fou)
VTP version running 2

TOERT, \_@Hjjjfi%réhéﬁgiﬁ7 A=V FIZOWTEHHA L T ET,

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



Bl showwp

% 13 : show vip status D 7 4 —)L K DEREA

show vlan H 55 storm-control &£ T

J4—ILF

BLl]

VTP Version

Cisco 2600 >V — X Cisco3600 > —X, B
LW Cisco 3700 >V — X )—#

AA v F ETEELTCWA VIP A=V g U %
FRLET, T4 NTIE, AA v FIFI—
Varl BEELET,

Catalyst AA v F

AL v F ETEHEL TS VIP A=V g Uk
FoRLET, 7 740 M T, Catalyst 2900 35
KOB500 XL AA v FiI"—T a1 2FEL
TWETN, X"=Ta 2R ETDHIENT
xFET,

Configuration Revision

DAL vFOBEDOaL T 4 X2 — g
JyeYa &5,

Maximum VLANSs supported locally

o — VR — F EN TS VLAN O K
.,

Number of existing VLANs

BEE D VLAN 34,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



show vlan 5 5 storm-control &£ T

show vtp

TJ4—IJLF

BLL

VTP Operating Mode

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



Bl showwp

show vlan H 55 storm-control &£ T

TJ4—IJLF

BLL

VIPEHEE— K (—2X, 7747, F7=
IER T AT LU M) ZRAILET,

* P — R VIP P — R F— KD A A v F i
VIPIZX L TCA X —TNTHY, 7 K%
ARANEEEFELEST, AL YT T
VLAN ZZETEET, A vFiL, U
7 — &, BED VIP T —Z X— 2D
VLAN[E#H %2 REEMEA N L— U h g
THEETELZEERIELET, T 74
VR TE. TRTDOAAL v F N VTP Y —
T,

IFAT N NTP 24T k=R
DAA > FILVIP Tk LTA X —F LT
HY, TREREAXRA L FERETEET
23, VLANRXE AN T D720+ 007
FFEEA R L—URBH Y FHA, AL v
FTIL VLAN Zg%ECT&E £H A, VIPZ
FA T MERBLTH, VLAN T —#
R—=2 % T DT2DDT RARZ A X R
UV REZ(ETHET, VIPT RAF A XA
v MIEEEREEA,

FFUART LY b i VIP T AT L
VFE—FDAA vFiE, VIPIZX LT
TALE—=TNTHD, 7T RAZAL XA |
DEFER, MOT A ANLEEFEINET
RAREA XA RIDEDOFEEZITVER
oo ET2. Xy NT—27 NOMDT R4 %
?D VLAN REICEE L 5252 L13HY
FHA, AA YTFIIVIPT RNZ A X%
ZEL, T RANX A XEZE LT T 7
R—=F2BERTXTO T 7 R—FIC
INEEXELET, HED VLAN R— b
DAL T4 Fal—raAld, AL
FITHEIZ R T AT LY b F—F
WA ET,

A7 A7 E—FEHEHLCVIP 27 «
=TT HE, AL Y TFIEXVTIP K7
VART L b B REERRICEIEL £
T2, VIPT RANH A XA FREEE S
FH A,

Catalyst

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)




|  show vian % storm-control %
showvip I}

J4—JLF SR BA

GE)  2912MF. 2924M. 3 L 1r3500 XL A
A v FIE. H 250 8O VLAN %
A—brLET, ZOfhd Catalyst 2900
XL AA »FXT_T, FKiE 64 D
VLAN Z %R — K~ LE7, Catalyst
2912MF, 2924M, £ L TN3500 XL A
A v FOLAE, 250 % 2 5 VLAN
FEFT DM, FRITAA v FH250
%z %% VLAN &8 7 K% A
RAA U NeZETHE AL v TFIXHE
FIZ VIP F T 2T Lk E—
RIZAY, hTU AT LV K E—
RIZABDRIOVLANZ V7 4 F =2 L —
TaryTEELES, EofoT
T O Catalyst 2900XL A A F DA
64 H % #8 2.5 VLAN Z EF9 5 D>,
FEAAL TR A HERBZ D
VLAN Z 587 RN A XA N5
F4sL. A4 v FIXAEBNIC VTP
N7 ART L k= RIZAD,
K7 AT Lk E— KADHID
VLANZ Y 7 ¢ ¥ o Lb— 3 > CEfE

[_/\32—;«0
VTP Domain Name AL v FOEE R AL L ENRET D4R
VTP Pruning Mode Cisco 2600 > U — X Cisco 3600 'V — X

J W Cisco 3700 > — X )—H

VTP 7 /—=27 F— NiL. Cisco2600, Cisco
3600, 8L TN3700 >V — R —F TliEHAR—
FENTWERTA,

Catalyst A1 > F, Cisco 7600 3/ J — X )L — &

TN—= U TRA X—=T NI EITT 42—
NnEFRRLET, VIP V=TT —=r
Tl A X—TNMIT DL, BEHRNAL 2R T
TN—= TRENIRY EF, T—=v7
EHERTLE. VT T4y YRR Y b
T =7 TNRA AT 7B AT BH72DIfHEHA LA
FHUER BN T T VT ~DT T T 4
YT NI T 4w I BHIREINET,
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show vlan A\ 5 storm-control & T |
Bl showwp

J4—JLF SR BA

VTP V2 Mode VIP/N— 5 25— RBA F—T AN EH)n
ZFRRALET, TRTCHOVIP A=V 32 A
A vFE, TI7FNV TRV a3 1EF—RT
E;ELET, VIP AA v FIXZENE., £D
fth3~_TD VTP 7 /31 ADIHE % H IR
HLET, VIPT A A Ry hT—TNOF
RTCO VTP AA v FNNN—T g 2F—RT
EERER GG DI, Xy N =7 &2 —T g
V2B L TLIEE N,

VTP Traps Generation VIP F S v 7R xy NU— V& RT—3 30
CERENDNE I PERRLET,

MDS5 digest VIP 27 4FXal—332D16 54 FD
Fxv I,
Configuration last modified RBIATTRELALO AfT LA 2 FoR L E

T, TR AOBELEEDOFRIK L e o7 A
A vFOIPT KL AZFRRLET,

KIZ. Release 12.2(33)SRC LUK % 5247 L CU 5 Cisco 7600 > U — R JL—X D 3 D>F T D VTP
IN—0 g KT D showvtpstatus =< > RO 12 R L E T,

I, TNRAATVIP A= 3 1 2FTLTWAEAICa Yy 7 X a b—3 g U EfERT L6

ZRLET,

Router# show vtp status

VTP Version capable : 1 to 3

VTP version running : 1

VTP Domain Name : Lab Network
VTP Pruning Mode : Enabled

VTP Traps Generation : Disabled
Device ID : 0016.9c6d.5300

Configuration last modified by 127.0.0.12 at 10-18-07 10:12:42
Local updater ID is 127.00.12 at 10-18-07 10:2:42
Feature VLAN:

VTP Operating Mode : Server

Maximum number of existing VLANs : 5

Configuration Revision : 1

MD5 digest : 0x92 0xF1 OxE8 0x52 0x2E ox5C 0x36 0x10 0x70 Ox6l 0xB8
0x24 0xB6 0x93 0x21 0x09

Router#

WIZ, THAAATVIP A=V a L 25 FTL TV EAHAICIr T4 X ab—va U aERT 26

ZRLET,

Router# show vtp status

VTP Version capable : 1 to 3

VTP version running H

VTP Domain Name : Lab Network

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



show vlan 5 5 storm-control &£ T

showvip I}
Device ID : 0012.44dc.b800
Configuration 1lst modified by 127.0.0.12 at 10-18-07 10:38:45
Local updater ID is 127.0.0.12 on interface EO 0/0 (first interface found)
Feature VLAN:
VTP Operating Mode : Server
Maximum VLANs supported locally: 1005
Number of existing VLANs : 1005
Configuration Revision : 1
MD5 digest : 0x2E 0x6B 0x99 0x58 0xA2 0x4F 0xD5 0x150x70 Ox6l 0xB8

0x24 0xB6 0x93 0x21 0x09
Router#

WIZ, TNRAZTVIP A=V a3 V352 ET L TWABEASICa 7 4 X alb— 3 U EiHERT 50
wRLET,

Router# show vtp status

VTP Version capable : 1 to 3

VTP version running : 3

VTP Domain Name : Lab Network
VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : 0012.44dc.b800

Feature VLAN:

VTP Operating Mode : Server

Number of existing VLANs : 1005

Number of existing extended VLANs 3074
Configuration Revision : 18

Primary ID : 0012.4371.9ecO
Primary Description :

Router#

TOERT, ZOMNTERESNDEERT 4=/ FIZHOWTHIALET,

5= 14 : show vip status D 7 « — )L KDERBA (Cisco 7600 ') — X )L— 43 Release 12.2(33) SRC LA[%)

J4—ILF A

VTP Version capable TR AMNFEITTEDLVIP X—T 3 0,

VTP Version running FNRAATEITEINTWAVIPONR— 5 0,
VTP Domain Name TNA ADEH R A A VEREES D4R,

VTP Pruning Mode TIN—== TN F—=TNADETFTT 4 —T

NrEFRRLET, VIP =TT —=
TaAR—TMITBHE, BEEHRNAL L 2KT
TN—= TRERN D ET, Th—=27
EHATLE. T T4 v s BN Y B

T—0 TNARIT 7 AT HIZOIHEH LA
FUER BN N T 7B A~D T T T 4 v
7 N7 4w I BHIRENET,

VTP Traps Generation VIP F S v 7R xy NU— V& RT— 9
CERENDNE I DEFRRLET,

Device ID B—H) FNA ADMAC T KL A,
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show vlan A\ 5 storm-control & T |

TJ4—IJLF

BLL

Configuration last modified

Configuration Ist modified

BBNAT S e EAE O AT R 2 £oR L&
T T—HN—AOBEEROFR & 72722
A YFDIPT FLAEFTLET,

VTP Operating Mode

KEEZ A TR TRT VIPE— R (947~
ke =, FT AT LU, A7),

Maximum VLANs supported locally

7 —H YR =k ZN TS VLAN DK
.

Maximum number of existing VLANs

BEFE D VLAN 34,

Number of existing extended VLANSs

BEFF DYEHE VLAN %2,

Configuration Revision

R OMEED 2 T 4 Fm s a v ) B a
-8

Primary ID

T4~ PB—R"D MAC T R A,

Primary Description

7A=Y Y= D4,

MDS5 digest

VIPa2 7 4 X2l —2alOREy hFxv
VAU

WIZ, BEDA LV H—T =2 A ADERER T D0 R LET,

Router# show vtp interface GigabitEthernet2/4
Interface VTP Status

GigabitEthernet2/4 enabled

®IZ, hidden ¥—7— K (VIP A=Y 3 30k) ZHEHALCRELEZSEAED/NIAT — FOFER

TR LET,

Router# show vtp password

VTP Password: 89914640C8D90868B6A0D8103847A733

Router#

WIZ., RAALLYHNDOTRTO VTP T, ZADEREFRT A0 %257 LET,

Router# show vtp devices

Gathering information from the domain, please wait.

VTP Database Conf switch ID Primary Server Revision System Name

lict
VLAN Yes 00b0.8e50.d000 000c.0412.6300 12354 main.cisco.com
MST No 00b0.8e50.d000 0004.AB45.6000 24 main.cisco.com
VLAN Yes 000c.0412.6300=000c.0412.6300 67 querty.cisco.com

TORT, ZTOHHITERENDIEER T 41—V RIZOWTHHALTHET,
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|  show vian % storm-control %

%= 15 : show vip devices D 7 4 — )L K DExBA

showvip I}

J4—ILF

BLl]

VTP Database

B = OWRE (T —5~—2R) ZA47 (VLAN
ETIEMST) RERSNET,

Conflict

P RXPEEEIZ DWW T — A — R EFE L
TWAELEITIE, ZOH T KT [Yes) D3R
ENET, U RAALLD2EDT INA AW
EDT —H X=X L CRILT T4~V H—
NEFF R WEEICHE RSN ET,

Switch ID

P— D MAC 7 R L%,

Primary Server

[SwitchID] 77 7 A CRE SNT=T A ADTZ
A=Y P—ROMACT KL A, T34 A%
EENTETF—ZR—ATHREINTVDLEE,
[Primary Server] 7 1 —/V K & [SwitchID] 7 4 —
NV RORICES (=) BDEFINET,

Revision

VIP F—#RXR—2D ) vV a &5,

System Name

LV IS AT D AR 212D DIF5,

avyU kR

3558

clear vtp counters

VIPBLO I NV—= T o227 0T L
iﬂ‘o

vtp

VIP £— FERELEI,
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show vlan A\ 5 storm-control & T |

B shutdown vlan

shutdown vilan

BESINZVLAN ECu—hv I 7 40 v 7 2K+ 5120%, Je— a7 X2l —x

v &— K Cshutdownvlan =< > REFEHLET, VLANOu—I/L T 7 4 v 7 2HEATAIC
X, Zoa<~r FOn JEREFEHALET,

shutdown vlan vian-id

no shutdown vlan vian-id

BX DR vian-id B — B VTR 5 VLAN @ VLAN &%, A
hEIE 2 ~ 1001 T,

AYURTIHILE  $5ESHEVLAN FOu—hL v 7 49273 v b X SR TOERFA,

AU R E—F Ja—s\ ) ar7 4¥alb— 3 (config)
v PR Yy—3 LERE
12.2(14)SX ZOawr ROW AR — k25 Supervisor Engine 720 (ZEBMM SV E L
77
12.2(17d)SXB Supervisor Engine 2 _F0D Z Dz > ROH7RK— k73 Release
12.2(17d)SXB IZHEGRE 4V E L7z,
12.2(33)SRA Z Oz~ RN, Cisco IOS Release 12.2(33)SRA (ZfiA SN E L
77

FEREDAA RZA4Y —oa~y X, JEEHFE VLAN 298K — K LEH A,

1 WOBITIE, VLAN2 D hF 7 4w 7% Vv v NET T3 ERRLET,

Router (config) #
shutdown vlan 2
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|  showvlan 75 storm-control & ©
spanning-tree backbonefast ]

spanning-tree backbonefast

BackboneFast & 4 % —7 /LI LT, A vF kDT ay 7 SR — hElEIC) A= 7 £—
NIZEIDEZ N LT DHIE, F/e— b a7 4Fal— g3 F—RT
spanning-treebackbonefast =~ > K2 L E7, 7 74 /L FEEICETIZIE, Z0a<w>r RO
no JEAX &AM L £,

spanning-tree backbonefast

no spanning-tree backbonefast

BXDEREA ZOawy FIESIBELITF -V —FNIHY A,

aOYY R TI4I b BackboneFast |35 4 £ —7 LG,

avY R E—F Jua—N)L ar7 4¥alb—3 3 (config)

AR FRE TR EENE
12.1(6)EA2 Zoavwy RBREAINE L,
12.2(14)SX ZPa~y ROH AR — k) Supervisor Engine 720 (2B S vk L7z,
12.2(15)Z) ZMa~ RN, Cisco2600 U —RA Cisco3600 >V —X, BIW

Cisco 3700 >V — R )L— X CEEINFE LT,

12.2(17d)SXB Supervisor Engine 2 £ Z D =~ > KD W7 — kA Cisco I0S Release
12.2(17d)SXB IZHEiE S 4L E LTz,

12.2(33)SRA Z D a= > K73, Cisco IOS Release 12.2(33)SRA I[ZHEA SNV E LTz,

12.3(4)T Zda~=y R, Cisco2600 U —X Cisco3600 >V —X, I
Cisco 3700 >V — X )L— % L@ Cisco I0S Release 12.3(4)T IZHA S 4L
F L7

FEREDAARZAY 1 —H %y N AL vTF Xy NT—27 V2 —LE%ETe Cisco /b— & =T C BackboneFast % A
F—=T NI T BHNENHY £9, BackboneFast [T, A X=0 7Y ) —D MR PEFEH, X b
U= Ny =@l a "= = A @ LET, ZhUc kY, Ay FEREY 7
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show vlan 5 storm-control £T |
[l sranning-tree backbonefast

PEEAZRE L, BEOAN= 7Y ) — b=V EZEH LTV LA LY bR A= TY
V—DOBEREZHMBTE DL IITRY 3,

FXIE & fERS T % 1Z1E, showspanning-tree FitE EXEC =~ > R&fH L £,

1 WIZ. AA v F T BackboneFast & 1 % — 7 WCT B %R LET,

Router (config) # spanning-tree backbonefast

BEaT YR

avo kR BLl]
show spanning-tree AR=Z 7Y — 27— MIET A E#RE RN
L\ijﬂo
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|  show vian v storm-control %
spanning-tree bpdufilter .

spanning-tree bpdufilter

A B=T2AALTT Yy Tubarvr—2a=y L (BPDU) 74 NWZ ) Tl R—T
T DHIE, A v F—T =2 A A 2T 4F 2 L—1 3 F— KT spanning-treebpdufilter =~
YREMRLET, 7740 PRECETIE, Zoa<vr Fone Bz LET,

spanning-tree bpdufilter {enable| disable}

no spanning-tree bpdufilter

BX DA enable 4B —T e f ATOBPDUT A VA Y v T
A F—T Mz LET,
disable A B =T 2 A ATOBPDUTZ 4 )VEZ Y v T %
F4E—T NI LET,

AXY 2R TI4IE  spanning-treeportfastbpdufilterdefault =~ > R& AS L7z & X0, T TICRESNTWERET

D
avY kR E—F AVHE =Tz A A7 4 Fa2lb— 3 (config-if)
v FER Yy—2 LENE
12.2(14)SX Z Dz~ ROYAR— kA Supervisor Engine 720 (2B S i1 E L
7.
12.2(17d)SXB Supervisor Engine 2 10 Z ® =1~ > KD 7R — 73 Release
12.2(17d)SXB IZEE S E L=,
12.2(33)SRA Z D= K73, Cisco I0S Release 12.2(33)SRA I A S E L

77
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show vlan A\ 5 storm-control & T |

. spanning-tree bpdufilter

EALOAA T v

FE

1

EEav >R

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

spanning-treebpdufilterenable =~ > & A )T 25513, HEIIT> T EEW, ¥ —
72 A ALETBPDUT A NVZ ) U T oA R =TT HIEE, ZOA U H—T = Af ADAN
=YV Y= T4 =T MIT LI EEHULTVEY, Zoav s FEELIEALAR
WIGA. TV DT =T RRETHAREENRDH D FT7,

spanning-treebpdufilterenable =~ > N2 AJJ L TBPDU 7 4 VX U T A X—T MZT D &
PortFast g% & 2N N2 0 £97,
FTRTOP—E R TN =2y P A v FIZbA Y27 m bas bR U Ta2RETD
%A 1%, spanning-treebpdufilterenable =~ > K% AJJ LT, 802.1Q h > F/L R— K ETA/=
Y7V —=BPDU 7 A NVZ ) T oA X—=T VT HRMERHY £7,
BPDU 7 4 V& ) 7128V, R— MEBPDU X2 FETE RV ET, ZOREIF. 1~
B—=T A AN T R T THDLNE I DRI, 2DOA =T = A ARKITHEH T
£, Zoavry RICERO 3 SORERSH D £,
* spanning-tree bpdufilter enable : { > % —7 = A A ECBPDU 7 4 L& U v RIS TA
F—T MR ET,

* spanning-tree bpdufilter disable : - > % —7 = A A L CBPDU 7 4 /L& U v 7 )N ESAECTT 4
=TT E,

* no spanning-tree bpdufilter : - > % — 7 = A A\ PortFast BifEA T — MIHDHHE, BI O
spanning-treeportfastbpdufilterdefault =~ > N Z &% ET 555, 1 ¥ —7 =4 X - TBPDU
TANEY T RAR—=T T2 0 F7,

PortFast FICRREHH DT X TOR— N TBPDU 7 4 L&V 2 J A F—T MIT I,
spanning-treeportfastbpdufilterdefault =~ > R&fliH L £ 7,

Wiz, BEDA 2 =T x4 A ETBPDU 74 NHE U o T oA X—TNITH0ERLET,

Router (config-if) # spanning-tree bpdufilter enable
Router (config-if) #

av R BLL

show spanning-tree ANR= ) — 27— NMIBET DS &2 £
LET,

spanning-tree portfast bpdufilter default 4T PortFast I"— F T, BPDU 7 4 /L Z U
YT T T AN TAR—TMILET,




|  show vian v storm-control %

spanning-tree bpduguard I

spanning-tree bpduguard

AV B =Tz ALTT YV Fubarsy—4 o=y (BPDU) H— & Fx—7NIT5H
Wik, A v H—T 2 A A7 4 X a2 b—3 3 F— K Tspanning-treebpduguard =~ > K % fif
ALET, 774NV FREICETIE, Z0a~vry RO ne BXEHBHL £,

spanning-tree bpduguard {enable| disable}

no spanning-tree bpduguard

EX DA enable A B —T A ALTOBPDULT— K& A 1R —
T LET,
disable A B —T A A FTHOBPDU H— R&F «
=7z LET,

AY2FTI4IE  spanning-treeportfastbpduguarddefault =~ > R& AN L= & X0, T CICRESNTVWZRET

D
avY kR E—F AH—T A A A7 4 Fa2lb— 3 (config-if)
v FER Yy—2 LENE
12.2(14)SX Z Dz~ ROYAR— kA Supervisor Engine 720 (2B S i1 E L
71:—0
12.2(17d)SXB Supervisor Engine 2 10 Z ® =1~ > KD 7R — 73 Release
12.2(17d)SXB ICHEE S E Lim,
12.2(33)SRA Z D= K73, Cisco I0S Release 12.2(33)SRA I A S E L

77

FRLDHAA RSM4Y BPDU ' — K& EHT 2L, A— MIBPDU #Z(ETx2< 20 4., W%, Zofiex. 77
TAR=INAR=Z TV — 2B L72NnE IRy h— 7 FHEICL > THESIND Y —
ERATa N X —DRECHERAINET, N— N5 &Hx BPDU 223 T 5581, R#ESER

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan 5 storm-control £T |
[l sranning-tree bpduguard

& L TA— R 2 error-disabled 27— MZENNET, ZOa~r NZIZRO 3 SORERH Y F
j‘o

* spanning-tree bpduguard enable : f > % — 7 = A A |- CBPDU ' — RMPWEEMHIZA 1 —T )L
2720 £9,

* spanning-tree bpduguard disable : { > ¥ — 7 = A A L CBPDU /'— RNERMIZT 4 &—7
T2 £,

* no spanning-tree bpduguard : { > % —7 = A A PortFast ifEA 7 — MIH H5HE, BI O
spanning-treeportfastbpduguarddefault =~ > R2BEESNTWAHEE, /¥ —7 = Ak
T BPDU #— FA R =TT D £,

151 WOFITIE, A X —T7 2 A ETBPDU H— K& X—T VT HEEZRLET,

Router (config-if)# spanning-tree bpduguard enable
Router (config-if) #

Fﬂé:?"‘ 37:/I: Eﬁﬂﬂ
show spanning-tree AR= 7Y — 27— MIBET 5 E R A #oR
IJ i ‘j—‘O
spanning-tree portfast bpduguard default 4T PortFast "x— F T, BPDU 7— K& 5
THNVETAR—=T M LET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian v storm-control %
spanning-tree cost ]

spanning-tree cost

ANR= 7Y Y —Fr hajn (STP) FEICHMNT o4 =T = AD/NA I A MERET D
Wik, A v H—T 2 A7 4 X2 l—3 g F— FTspanning-treecost =~ > K& L £
T, T AN MECRERTIZIE, Z0avr Koo BRXEHHLET,

spanning-tree cost cost

no spanning-tree cost

BX DA cost N AR b, AEEIE Cisco I0S Release

121Ba)E LIFED Y U — R 2D TIE 1 ~
200000000, Cisco I0S Release 12.1(3a)E LL#ij D
Cisco I0S 2D\ Tid 1 ~ 65535 T,

ARVETIHIE  FTpA b RR AR ML, AV F—T oA ADWIERENDFHESNET, T4 b 5R
A MIKRDOEEY TT,

A —H%x> k10016 Mb h—2 > U 7 : 62 FDDI : 10 FastEthernet : 10 ATM 155 : 6
GigibitEthernet : 1 HSSI : 647

O R E—F AUH =Tz A AT 4 Fal— 3 (config-if)
XY PR Yy—2 EENE
12.0(7)XE Z O3~ RiE, Catalyst6000 7 7 X U AA > FITIBIMSE LT,
12.1(3a)E Toawy NI R2EY b RR a3 X Y R— T AEOICERES
nFE L7,
12.2(2)XT Z Dz~ i, Cisco 2600 3 ) — A Cisco3600 > U —R, BILW

Cisco 3700 U —X L—HZ CHEAINE LT,

12.2(8)T Z D~ RiE, Cisco2600 U —X Cisco3600 U —X, BLWY
Cisco 3700 >V — X jb—# £ @ Cisco I0S Release 12.2(8)T IZHEA XL
F L7,

12.2(14)SX Z P aw RO AR — kA Supervisor Engine 720 [ZiBII & ivE L7z,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



[l sranning-tree cost

show vlan A\ 5 storm-control & T |

J1)—= TEAR

12.2(17d)SXB Supervisor Engine 2 £ Z ®a~ > ROH R — k28 12.2(17d)SXB (2 ¥k
ESnE L,

12.2(33)SRA ZPa~ R)3, Cisco IOS Release 12.2(33)SRA I[ZHEA &hvE L7z,

HRALEDHA FTA4Y B cost DIEZFEET HHA. ERAKEZWVEFax MIEL RV T, FEShE7e hal

1

BEa<w> R

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

A SR . ZOENEHEINET,

WIS, A VB =T 2 A AT 7 EAL, ZOA S —T = A AZEES D A= 7Y J —VLAN
(2N AR ME 250 i BT DBl AR LET,

Router (config) # interface ethernet 2/0
Router (config-if) # spanning-tree cost 250

avw Uk SR BA

show spanning -tree WEIN-ARZ TV — AV AZ L ADA
W=7V ) —lEmEFRR LET,

spanning -treeport-priority 20DT N VN NL— KT oL AT
MELTWDLGEAEIC, A2 —T = RIZTT
LAY T 4 ZBELET,

spanning-tree portfast (¥ 0—/\)L) Vo7 vy P LIERRT, /1 0 F—T A A

WA ~—DORBE GBI 7+ U —
T4 T AT — MIBAT LT125A1Z, PortFast
E—REA F—TMILET,

spanning-tree portfast (f 32 —2J 14 X) JoIBNT T LERRT, A 22— AR
WA ~—DRBEFFIZ I E DIl 7 4+ U —
T AT AT — MIBAT LI25 G, PortFast
F— oA R—7 /M LET,

spanning -treeuplinkfast UplinkFast #§E% 1 r—7 /MZ LE T,
spanning -treevlan STP % VLAN Bz TRRE L £7,




|  show vian v storm-control %

spanning-tree etherchannel guard misconfig B

spanning-tree etherchannel guard misconfig

BXDEREA

AR R TFIAILE

aAvU R E—F

avy RERE

FREDHA FS14 2

FX¥RNVDOREI AL DNV—=T PR SINTZHGEIC, =7 — A vt —VE2RRTDHITE, 7
02—/ 27 4 F 2 b—3 3 F— KT spanning-treeetherchannelguardmisconfig =~ > K%
HHLET, TI7— RAvb—U2T 42— MCT2I20E, Z0a~vwr Rone EXEMA L F
T

spanning-tree etherchannel guard misconfig

no spanning-tree etherchannel guard misconfig

Zoa<wy RIIBIEELITF—U—NIb D FE A,

TT— AvE—UNFRINET,

Jua—N)L ar7 4¥alb—3 3 (config)

J1)—=x EENE

12.2(14)SX Z O a~ ROYAR— k75 Supervisor Engine 720 (ZiB &40 E L
7o

12.2(17d)SXB Supervisor Engine 2 £ Z D a3~ KDY R — k73 Release

12.2(17d)SXB (ZHE5E S 4vE L7z,

12.2(33)SRA Z Mz~ K23, Cisco I0S Release 12.2(33)SRA (ZfEA SN E L
77

EtherChannel |38 — MERK ' 1 k=)L (PAgP) . %7213 Link Aggregation Control Protocol (LACP)
L. A % —7 = A A®D EtherChannel & — K73 channel-group group-number mode on =~
REEHLTA R =7 SN TV L HEIIEE L EE A,

spanning-treeetherchannelguardmisconfig =~ > Ni%, &EI XA LI A D 2D T — %
HLET, REIATZT—E, A= FF ¥RV EEROR— MO T —T7, #HIATT—
I, =7 =AM TERWIETLS SADR = 2T ¥RV 7 LT0WDHLR— e, =T —%f
I D3Rt A = 7Y ) —Fa bai (STP) 7V vy Fubalsy—4% a=y |

(BPDU) ZfH L TWDAA v FRIOTT—=TY, ZOHRE, A v FNFEL—bF 2L v F D
& & EtherChannel # =7 — 7 4 £ —7 /I T 57T TT,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||
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show vlan A\ 5 storm-control & T |

spanning-tree etherchannel guard misconfig

EtherChannel /' — ROREREI AN IND E, ROTT— A vb—URNERINET,

msgdef (CHNL MISCFG, SPANTREE, LOG CRIT, 0, “Detected loop due to etherchannel misconfiguration
of %s %s”)

BE R ACEE T B o —H L R— h &P 5121, showinterfacesstatuserr-disabled = < > K%
AN LET, UE— FEEO EtherChannel R EXFHRBI121E. VE— MNEE ET
showetherchannelsummary =~ > K% A/ L %9,

REXBEIELTE O, ffHF oA — N F v x4 —7 A A T shutdown 2~ 2 R &
noshutdown =~ RZ AL £,

KIZ, EtherChannel ' — ROFEE I AEREZE A X — T W T 562~ LET,

Router(config)# spanning-treeetherchannelguardmisconfig

Router(config)#
=Ic B2l
show etherchannel summary F % /L@ EtherChannel {3 & #~ L £,
show interfaces status err-disabled A VH—=T 2 AAAAT—RZ AR LD,
LAN 7R— |k Cerrdisable A7 — NMI®H DA > H —
T2 A AT DOV A MR LTZY LET,
shutdown AHE =T 2 A AT 4 2—T M LET,




|  show vian v storm-control %

spanning-tree extend system-id B

spanning-tree extend system-id

BXDEREA

AR R TFIAILE

aAvU R E—F

avy RERE

FREDHA FS14 2

124 O MAC (AF 47 727%A v hu—L) 7 KLAZYR— 52 v— ETHEY
AT N IDBEREZ A R —T T T HITE, Zm—rb ary7 4 ¥alb—vary F—RT
spanning-treeextendsystem-id =~ > REZfEH L ET, LEVATAID %7 4 B—7MZT 51T
. Zoa<wr Kone BRXEHH L E9,

spanning-tree extend system-id

no spanning-tree extend system-id

Zoa<wy RIIBIEELITF—U—NIb D FE A,

1024 D> MAC 7 LA ZME LW AT A ETA 2 —T L T9,

Jua—N)L ar7 4¥alb—3 3 (config)

J)—=x EENE

12.2(14)SX ZDa~<y ROYAR— kA Supervisor Engine 720 (ZIBM &40 E L
7o

12.2(17d)SXB Supervisor Engine 2 £ Z D a3~ KDY R — k73 Release

12.2(17d)SXB (ZHE5E S 4vE L7z,

12.2(33)SRA Z Mz~ K23, Cisco I0S Release 12.2(33)SRA (ZfEA SN E L
77

Cisco 7600 > Y — R JL—Z %, 64 M E7-1L 1024 D MAC 7 KL 2 & HR—FT&£T, 641
D MAC 7 KL A% £ Cisco 7600 > U — R )L—& OFA . STPIFPEIEY AT A 1D & MAC 7 R
LVAZREH LT, VLAN 2t ic—E07 Y v ID #1EK LE T,

64 5> MAC 7 L A& YR — 35 Cisco 7600 2V — X )L—& TlL, JEEL AT ALID 25 4
t—T M TEERAL

WS AT LD A X —TINVEFIIT A =TT 5L TRTCDTIT 4 TR A= T
V—7a bzl (STP) A LV AZ L AZADT Y oV IDNEFREINLZD, ZHiZ L - TAR= S
VY — MR Y—RNERINDIGERH D F7,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan A\ 5 storm-control & T |
[l sranning-tree extend system-id

il W, JEES AT LD A X—7 M T B0 %7 LET,

Router (config) # spanning-tree extend system-id
Router (config) #

EEa<w ok Qv R &% EA
show spanning-tree A= T ) — A7 — MIBET B EHRE TR
Liﬁ‘o

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian v storm-control %
spanning-tree guard B

spanning-tree guard

H—=RE— R X—TNEEZT A B—TMTBICE, AV F—T =2 AT 4 Fal—
3 &— FC spanning-treeguard =~ > RZEA LES, 774/ FREICRETITIE, Z0=
~ Y RO no EREMHEH L ET,

spanning-tree guard {loop| root| none}

no spanning-tree guard

BX DN loop AH =T 2 A ATN—TF H—FKE— K& A

F—=T M LET,

root A E =Tz ATL—bH—FE—F&A
F—T M LET,

none H— K £— K% None IZRELE7,

AR TIAHILE H—RET—RIF 4 —T LT,

aAvY R E—F Ao B —Tx A A AT 4F¥ 2l —3 3 (config-if)
AV FRE yy—2 EENE
12.2(14)SX ZDa<y ROY AR — k7 Supervisor Engine 720 (2B S 4L E L
7o
12.2(17d)SXB Supervisor Engine 2 £ Z Dz > ROH7RK— k73 Release

12.2(17d)SXB IZHEGRE 4V E LTz,

12.2(33)SRA Z Mz~ RN, Cisco IOS Release 12.2(33)SRA (ZfiAa S E L
77
Bl ROBITIEX, V=K H— & F—TMT 5 HEERLET,

Router (config-if) # spanning-tree guard root
Router (config-if) #

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



B spanning-tree guard

show vlan A\ 5 storm-control & T |

BEaIYR A< R

BLL

show spanning-tree

A= T Y — AT — M S FRE TR
l_/iﬁ_O

spanning-tree loopguard default

FIEDTY v DT _RTDOR—F ETF 7 41
FeLTN—TH—=Refx—TNZLET,

Il AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  showvlan 75 storm-control & ©
spanning-tree link-type .

spanning-tree link-type

Hm MY vy A TRBET B, A v s — 7I4x:/74%JV~Va/%~F?
spanning-treelink-type =~ > FZfEM L ET, 774/ MREICRTITIE, 2O~ RO no
R ZMEH L ET,

spanning-tree link-type {point-to-point| shared}

no spanning-tree link-type

*ﬁx@gﬁﬂﬂ point_to_point /]) :/&"—‘73:/]) 7\75§7J'3/f Ve ]\‘7“—7]'\9/1) Ve ]\ U N
T B L HITHEELET,
shared AVHE =T 2 A ANKFEAT 4 TIZHRD I I
BELET,

ARVETIHILE Vs 24, BRIICERELRITIE., Ta by 2 AREND BB ARSI NET,

v K E—F Ao B =T 2 A AT 4F¥alb— 3 (config-if)
Y FEE Y1y—2 EERE
12.2(14)SX Z P~y ROBR— k)Y Supervisor Engine 720 (ZiIBII S 4L E L
7=
12.2(17d)SXB Supervisor Engine 2 £ Z ® =< > KD H 7R — kA3 Release

12.2(17d)SXB IZHEFE S 4VE LTz,

12.2(33)SRA Z D~ RN, Cisco IOS Release 12.2(33)SRA (A S E L
776

FERLOAA FSAY HEa =227V —7n haji+ (RSTPH) S b T2y a LV MERET 2D, 2007 Y &
CHIORA v Y =AUy BT,
FIANLIRNTIE, AA v FIET 2Ly T A E—RNLR—F DU 7 ¥ A FEHELET,
SFY, ATEHAR—MIRA UMY —=RA U M V7 ERREN, FERETHAY 7 kI
HoHERLINET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



. spanning-tree link-type

1

EEav >R

A—brE2HFV 7L LTHEELEEEIE. 7271y 7 R

rva ik shET,

show vlan A\ 5 storm-control & T |

FHEIZPER72 <. RSTP+ &K k7 o

WIZ, R—=br&2dFGY 7 LTRET D0 2R LET,

Router (config-if) # spanning-tree link-type shared

Router (config-if) #

avwo kR

BLL

show spanning-tree interface

A= Y Y — AT — MCET S FRE TR
L‘i‘d—c

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)




|  show vian v storm-control %

spanning-tree loopguard default .

spanning-tree loopguard default

B DEREA

AR TIAIE

ATV R E—F

av Y RERE

FREDHA KS1 Y

BESNET) v VDT RTOR—F ETA—F H—FEF 7 4L FTA F— 7T 52T,
ra—sb a7 4 ¥ 2 L—1 3 F— KT spanning-treeloopguarddefault =~ > R & L &
To V=T H—=FET 4 E=TMITDITE, Z0avwr RO ne JEREZHH L ET,

spanning-tree loopguard default

no spanning-tree loopguard default

ZOawy FIESIBELITF—TV—NIH Y A,

N—TF FH—RiET 4 B—T7 NV TT,

Jua—)L a7 4¥alb—3 3 (config)

)1)—= EERNE

12.2(14)SX Z O a< ROYAR— k75 Supervisor Engine 720 (ZIBM &40 E L
7o

12.2(17d)SXB Supervisor Engine 2 £ Z D =< > KDY — kA3 Release

12.2(17d)SXB (ZHE5E S 4vE Lz,

12.2(33)SRA Z Mz~ RN, Cisco I0S Release 12.2(33)SRA (ZfEA SN E L
77

N—=T T—=FEMT25L, 7V Xy b= DX YT o B3mELES, Fo, B
T 7 OFIRE R DEFEICE > TREER— FE73— F A= PP RER—FE LTHER S
oD ZENRLIRD £,

W= T H= KBBET SO, AS=2 7Y Y =KAo 2 by —RA 2 b2 R H— | L
<7

N—TH—F R=Fr2ElllEET DL, Zoa~vr PR LEEEZINET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



. spanning-tree loopguard default

show vlan A\ 5 storm-control & T |

il WIC, V=T H— REA X—T T 50657 LET,

Router (confiqg) #
spanning-tree loopguard default
Router (config) #

BEaOYY R Q9w R

558

show spanning-tree

A= Y Y — AT — MIBT AR A Fo
Lij—o

spanning-tree guard

H—RE— REA F—TNVEET 4 =T
W LET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)




|  show vian v storm-control %
spanning-treemst [

spanning-tree mst

FEDO~NLVF A= 7Y ) — (MST) A Vv AZ A (£ AF A D0 D Common and Internal
Spanning Tree (CIST) Z&Edp) D/NA AAMBIOR— b FIT7A4F VT 4 NTA—FEFRET
LI, A v H—T A AT 4 X2 b— 3 F— KT spanning-treemst =~ > K& L
T, T7ANPREICERTICE, 20avy Rono JERXEEHLET,

spanning-tree mst instance-id {{cost cost| port-priority priority}| pre-standard}

no spanning-tree mst instance-id {{cost| port-priority}| pre-standard}

BX DN instance-id A AEAID HFHTYT, AIMEOFFHIZ 0
~ 15 TY,
cost cost AVABLADIRA AR NERELET, A%

1% 1 ~ 200000000 T4,

port-priority priority A VAR ADKR—= T TAF VT 4 Z4EEL
9, ARMEIL 0~ 240 T, #srIE 16 TT,

pre-standard A H—=T A AT, FTATEERD MST BPDU
BB ERELET,

ARVETIAIE  FIh A FOREFRD LBV T,

ccostlZ,. R—FEEIZIG U TEDLYFET, A F—T oA ZAFEPHENEE T2 MINHEL
e FET, MSTIX, ®icnr 7 NA axheFERHLET,

* priority 1 128 T9,

avY K E—F AVH =Tz A A7 4 Xal— 3 (config-if)
AR L yy—2 EENE
12.2(14)SX Z Dz~ ROYAR— kA Supervisor Engine 720 (2B S i1 E L
7o
12.2(17d)SXB Supervisor Engine 2 10 Z ® =1~ > KD 7R — 73 Release

12.2(17d)SXB IZHEIE S AL E L,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



[l spanning-tree mst

show vlan H 55 storm-control &£ T

Jyy—=

12.2(33)SRA

ZMa~r KA, Cisco I0S Release 12.2(33)SRA ([ZHi A S E L

FEREDHA FS42 costeost DIEMRXVINEE, 22 MIEL RV ET. cost xR ANTHHAIE. Ho~E2EH7
WTLZEWY, 728 201E, 1,000 TiZ7Ze<, 1000 & AT LET,

port-priority priority fER K EWVEE, TIFTAF VT 4 1HELS 20 £,

1

WIZ, A v Z—TxzAfANRA QA ERETHHERLET,

Router (config-if) #

spanning-tree mst 0 cost 17031970

Router (config-if) #

WIZ, AVE—=T 2 A AT ITAFVT 4 2RETHHZRLET,

Router (config-if) #

spanning-tree mst 0 port-priority 64

Router (config-if) #

avU kR

B

show spanning-tree mst

MST 7'v F a VBT A EwmER T LET,

spanning-tree port-priority

20D T Vo URN— KTV oDl BmDI
BALTWAEAIL, Ao X —T A AT
AFVT 4 ZRELET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian v storm-control %
spanning-tree mst configuration B

spanning-tree mst configuration

MST 27 4 Falb—ray B 7E—REET 212, Ze— a7 Falb—vayr
“&— R T spanning-treemstconfiguration =~ > R&ZH L ET, 774/ bFEICETICE, 2
Da<zr RO ne JEXAMH L ET,

spanning-tree mst configuration

no spanning-tree mst configuration

B DEREA ZOawy FIESIBELITF—TV—NIH Y A,

ARVETIHILE  FO4ARTCHE, vAF A= F Y Y — (MST) OZEMEMNTRTONRT A= DT 7 4 /L K
72 £,

*VLAN[ZEDOMST A Y AZ Al b vy B ShEEA (3TD VLAN & Common and
Internal Spanning Tree (CIST) A V' AX L AZ=w v BT EINET) o

C FEHIAITZEDO LTIN 2D 9,
*YBEYa  EFIT0TT,

aAXEE—F sua—sLar7 4 Falb— 3 (config)
A FRE Yy—2 LENE
12.2(14)SX ZDa~wy RO AR— kA Supervisor Engine 720 (ZiB I S 41 FE
L7z,
12.2(17d)SXB Supervisor Engine 2 £ Z ® =< > KDY 7R — kA% Release

12.2(17d)SXB (ZHEE &4V E L7z,

12.2(33)SRA Z D= K73, CiscoIOS Release 12.2(33)SRA IZHiA S E L
77

Cisco IOS XE Release XE 3.7S  Zm =~ RA3, Cisco I0S XE Release XE 3.7S IZ#A& S E L
7=

FRLODAA RSA4Y MSTarv 74 Xal—ait, IRO3IOOFEERT A—ZnLREER S ET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan A\ 5 storm-control & T |

[l sranning-tree mst configuration

il

BEav> R

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

AL AKXV AVLAN = v V' 7 @instance 2~ > REZR L TL &0,

*U— 304 iname MSTaAV 74 FXalL—2 30 HTE—FK) a~v o FE2RLTLE
él/\o

caL T 4 X al— g JEYa ER revision 2w RESB LTI EF I,

abort 5L Wexit 2~ FEFEHTAL, MSTa 74 FXal— gy 7 EF— REKTTXE
T, INH2o0avy ROEWT, BRNELRGTLI0E I T,

exit I RiE, MSTa> 7 4 X2 b—rar ¥ 7E— K2 TT LRI, TXTOELENEE
aIy hLET, EHX Y VLAN B, IS o277 4~ Y VLAN ERIUA VAKX A
W~ BV T ENTWRWEAIZ, MST2 7 4 Falb—va B T7e—RakT45L, &5
A v—UMBERIN, KT ONTETTA~U VLAN LRI CA VAZ RISy BT S
TWRWNWES U Z Y VLAN B —EFRENET, BEX v —VIFKkOLEBY TT,

These secondary vlans are not mapped to the same instance as their primary:
-> 3

abort 2~ N3, £FEEZFETLARNWT, MST2> 7 4 Fal—v a7 E—FREKTLET,
MSTa 7 4 Fal—vary TR RTA—FEETTH L BEHHRINEAT D REN:
NHYET, —E20FWEZESTICIE, MSTa2 7 4 X2 lb—> gy 75— RE&HET
AL HIEOMST2 Y 74 X2l —Yar0abt—3EFLET, 2074 F2l—v gy
DOWRENKTLED, exit ¥ —U— FE2HEHA LTI NTCOLEENFEZ —EICHEMAT 50, £720%
abort ¥ — U — REAFH L TEF s 74 X2 b—raialy MEFICH 72— FEKTL
F7,

2E4Da—YRNFE ST FBIRFICH LWy 7 4 Fal— g U 2ETTA2Z20I308FHD A
N, ZOBEITROELE X v —URNERRENET,

% MST CFG:Configuration change lost because of concurrent access

WIZ, MST a2 7 4 X2l —ar 72— REHGETA202 7R~ LET,

Device (config) # spanning-tree mst configuration
Device (config-mst) #

WIZ,MST 2 7 4 FXal—armTF 74V REIC) Y T 5HIZRLET,

Device (config) # no spanning-tree mst configuration
Device (config) #

avwU R 5 BA

instance VLAN £721Z VLAN £~ & MST A » A ¥
Al LET,

name (MST) MST V—Ya VORI ZRELET,
revision MSTZo 7 4 Fal—ar DY EDa U HBe
ERELET,




show vlan 5 5 storm-control &£ T

spanning-tree mst configuration

avyU R

BLL

show

MST 2> 7 4 X2l —a 2R LET,

show spanning-tree mst

MST 7'v k a/VZET A EHmER T LET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan A\ 5 storm-control & T |
[l sranning-tree mst forward-time

spanning-tree mst forward-time

Cisco7600 2 U — X )L—% EDFTRTDA L AL L ADBSEIEY A ~— %2 RET DI, Fr—
/)b 2T 4 ¥ 2 b— 3 v E— KT spanning-treemstforward-time =~ > F& A L9, 7
7V RREICETICE, Z0oa~vy RO ne B EHEHLET,

spanning-tree mst forward-time seconds

no spanning-tree mst forward-time

WX DA seconds Cisco 7600 2 J — X L —H DT XTDA A H

VA DEREPRIE X A ~ — DR TR, ANHE
X, 4 ~308 9,

AR R TIHILE  seconds 1E 15 T,

v kRE—F Jua—s b ar7 4 X¥alb—3 3 (config)
XY PR Yy—2 EENE
12.2(14)SX ZDa~w ROYAR— kA Supervisor Engine 720 (2B S i1 E L
7o
12.2(17d)SXB Supervisor Engine 2 10 Z ® =1~ > KD 7R — 73 Release

12.2(17d)SXB (ZHEE S E L=,

12.2(33)SRA Z D<= K73, Cisco I0S Release 12.2(33)SRA IZH A SN E L
77
il Wi, BEEBIE Y A ~— %2R ET D127 LET,

Router (config) # spanning-tree mst forward-time 20

Router(config)#

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian v storm-control %
spanning-tree mst forward-time ]

EEav> R

avw Uk SR BA

show spanning-tree mst MST 7 u k2 /)LIZET A FHRE2FR - L E T,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan H 55 storm-control &£ T

[l sranning-tree mst hello-time

spanning-tree mst hello-time

BX DA

AR TIHIE

aAvU R E—F

avy FERE

Cisco 7600 2 ) — X b—# EOFTXTDOA LV AF L AD "B —H A NBIES A < —%FHET DI
X, Za— L 27 4 ¥ 2 b—3 3 v E— KT spanning-treemsthello-time =~ > R &l L
F9. T7ANIRECETIUL, Z0avr RO ne BREZMHEH L ET,

spanning-tree mst hello-time seconds

no spanning-tree mst hello-time

seconds Cisco 7600 > ) — X L—Z DT XTCDA AKX
YADNT—H A NBIE S A~ — DR TEREL,
FAMEIE, 1~ 10 BT,

28

Jua—n)Lar7 4 ¥ 2 b— g3 (config)

)1)y—2 EERNE

12.2(14)SX ZDa~w ROYAR— kA Supervisor Engine 720 (2B S i1 E L
7o

12.2(17d)SXB Supervisor Engine 2 10 Z ® =1~ > KD 7R — 73 Release

12.2(17d)SXB (ZHEE S E L=,

12.2(33)SRA Z D<= K73, Cisco I0S Release 12.2(33)SRA IZH A SN E L
77

ERLDAA FSA Y hello-time % 467E LW GAE, Fy NT—27 OEENDENFRE SN ET,

il

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

WIZ, ma—=S A DNBIES A ~— &R ET D 2R LET,

Router (config) # spanning-tree mst hello-time 3

Router(config)#



|  show vian v storm-control %
spanning-tree mst hello-time ]

EEav> R

avw Uk SR BA

show spanning-tree mst MST 7 u k2 /)LIZET A FHRE2FR - L E T,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan H 55 storm-control &£ T

B spanning-tree mst max-age

spanning-tree mst max-age

BX DA

AR TIHIE

aAvU R E—F

avy FERE

1

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

Cisco 7600 >V —RX )b—% EDOFTRTDA A X U ADR KRR & A ~— &% ET HI120E,
Jra—/N)L a7 4 F 2 b—3 3 2 F— KT spanning-treemstmax-age =~ > R&fifH L £,
FI7H NV FREICETICE, Z0a~vr Fono BREFHLET,

spanning-tree mst max-age seconds

no spanning-tree mst max-age

seconds Cisco 7600 > U — X L—Z DT XTDA AKX
VA DI RARIBER X A ~— DR ERE, HL
EIZ. 6 ~40 BT,

20 B

Jua—n)Lar7 4 ¥ 2 b— g3 (config)

)1)y—2 EERNE

12.2(14)SX ZDa~w ROYAR— kA Supervisor Engine 720 (2B S i1 E L
7o

12.2(17d)SXB Supervisor Engine 2 10 Z ® =1~ > KD 7R — 73 Release

12.2(17d)SXB (ZHEE S E L=,

12.2(33)SRA Z D<= K73, Cisco I0S Release 12.2(33)SRA IZH A SN E L
77

WIZ, BN 2 A ~— 2R ET D02 L ET,

Router (config) # spanning-tree mst max-age 40

Router(config)#



|  showvlan 75 storm-control & ©
spanning-tree mstmax-age ]

EEav> R

avw Uk SR BA

show spanning-tree mst MST 7 u k2 /)LIZET A FHRE2FR - L E T,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan 5 storm-control £T |
[l sranning-tree mst max-hops

spanning-tree mst max-hops

7Yy FubalrrF—42a=y (BPDU) PEEINDLETO) =V a ORREY S AIY
v RERETHICE, Fa—L 3T 4 F 2 b—3 3 F— R T spanning-treemstmax-hops =
YU REMHALES, TNV PRECETICE Z0Oavr RO no BREZMHH L ET,

spanning-tree mst max-hops hopnumber

no spanning-tree mst max-hops

WX D hopnumber BPDU BEFESNDLETDOY — 5 DK

Ry Ty hERELET, AOMEIZ. 1~
255 K v 7 TY,

aARVETIHILE 205Ky

aAvU R E—F sua—s L ary7 4 Fab— 3 (config)
v FERE -2 LENE
12.2(14)SX Z Oz~ ROYAR— K7 Supervisor Engine 720 (ZBIM S 7VE L
776
12.2(17d)SXB Supervisor Engine 2 1> Z D =z~ KD H 7R — k73 Release
12.2(17d)SXB IZHE5E 4V E LTz,
12.2(18)SXF ZDavwy RCHEHATEDHRRE Yy 7 T D40 005 255 121
RENFE L,
12.2(33)SRA Z D= RN, CiscolOS Release 12.2(33)SRA IZHEA Sk L7z,
il RIS, FREND By TRERET HHERLET,

Router (config) # spanning-tree mst max-hops 25

Router(config)#

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  showvlan 75 storm-control & ©
spanning-tree mstmax-hops [}

EEav> R

avw Uk SR BA

show spanning-tree mst MST 7 u k2 /)LIZET A FHRE2FR - L E T,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan A\ 5 storm-control & T |
. spanning-tree mst pre-standard

spanning-tree mst pre-standard

FATHEDOT Y vy 7r bar 7 =4 2=y b (BPDU) KT 2EETL LI ICH - FEBET
HIFE, A v X —Tx2f AT 4Fa2lb— g F—RKT spannlng-treemstpre-standard av
YREHEALES, TNV MRECETICE, Zoavr Fone B2 HHLET,

spanning-tree mst pre-standard

no spanning-tree mst pre-standard

B DEREA ZOawy FIESIBELITF -V —FNEH Y A,

ARETIHIE  Fop o FCIE, RATERER A N— 2 BRI R L E T,

a2V K E—F AVHE =Tz A A AT 4Fa2lb—3 3 (config-if)
¥ FRE Y y—2 EERE
12.2(18)SXF ZDa< ROYAR— K73 Supervisor Engine 720 (ZIEM S 4L E L
7o
12.2(33)SRA ZMa~= R23, CiscoIOS Release 12.2(33)SRA IZHiA SN E L
7o

FEREDAA RSAY FT 40  RETH-TH, A MILITERER L OWERE BPDU O 55525 Cx £,
SEATHEUE BPDU (X, IEEE FEHEDSSERK T 2 AN AERL & 417 Cisco I0S v /LT AR=2 7 ) —
(MST) FEIEZESWTWET, % BPDU IZ. Hf& [EEE =¥ 2 STV x4,
SATHEAED BPDU 7217 2 0MET 2 L 9 ICR— NERET DG, ATHEYET 5 70
showspanning-tree =~ > NICE/RSNE T, EATIEHEET 7 7 ORBEITIRO LB Y T,

* Pre-STD # 7= pre-standard (FEX) : A — FREATEMEBPDU #5535 L 91 prﬁéﬂ
TWHHE, BLORZDOA v ¥ —T oA A ETHRATERERA N— TV v VBB S =5
2. ZOT7 T ITBRERRFRENET,

* Pre-STD-Cf &% 721 pre-standard (config) (KEX) : AT BPDU 225575 L 2 1ZH—k
ARE L. TOR— N THRAITEHEBPDU B2 [E SN RWGE . BERH A 1 = X L0 KM L
Tt ETIRTATIEERA N—PHEE LW AICREDRME S TWDIHEE, 20777

MERINET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian v storm-control %

1

BEav> K

spanning-tree mst pre-standard .

* Pre-STD-Rx & 7213 pre-standard (revd) (B SBATEEHEBPDU 28 AR — F TRAZ S h, AT
FH¥EBPDU A XET 5 L ICA— FEZREL TWARWIERIC, 2077V BRERINET,
W= MITATEEMEBPDU Z 385 LE 3728, SEBATIHERA R—L D0 L0 2 HER A T =
ALTTFIEITF LNV E VIR — FOREECEFTTLHZ Lo fLE L F 5,

MST DR ENTATEHEIZEAS L2WES ([ VAXZ U AID MBS LY REWES) . A—FED
STP OFREICER 7 < . Y% MST BPDU 721 B3R 2 &£ 9,

WIZ, SFATEERE BPDU 721 2552 L D0 IR — bR ET D02 R L £,

Router (config-if) # spanning-tree mst pre-standard
Router (config-if) #

avw Uk 5 BA

show spanning-tree mst MST 75 b =Wz B 5 2 5% LE T,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan 5 storm-control £T |
. spanning-tree mst priority

spanning-tree mst priority

AARZLADT Y vV TITAX VT 4 BET DI, =V arT 4 Falb—a v
“&— RC spanning-treemstpriority =~ > RZEM L E3, 774/ MREICERTITIE, Z0aw
Y RO no BERXAEMLEH L £,

spanning-tree mst instance priority priority

no spanning-tree mst priority

BX DA

instance A UARZ L AIDEFERELET, AZMEIX
0 ~ 4094 T,
priority priority TV T ITAF VT 2B ELET, ADE

BrosamERiconcix, MEHEoOHA R
T4V OEESZRLTIIEIN,

ARETIAHILE  priority 14 32768 T,

O kE—F Jua—s )b ar7 4 Xalb—3 3 (config)
XY PR Yy—2 EERE
12.2(14)SX ZDa< ROYAR— kA Supervisor Engine 720 2B &AL E L
7o
12.2(17d)SXB Supervisor Engine 2 £ Z @ =<2 RKOH KR — k23 Release

12.2(17d)SXB (TR & A E LTz,

FEREDAARSAY TV oD TI0F VT (1, 4096 TS L THRETEET, YIA4 4V TF 1 2RETHHA.
HENMEIZ 0, 4096, 8192, 12288, 16384, 20480, 24576, 28672. 32768. 36864. 40960, 45056.
49152, 53248, 57344. B L 1061440 T,

AA T HN— MZT DA, priority % 0 IZEXE L E T,

instance I3, H.—A Y AZ L AFETNTA AL ARG (0~3, 5, 7T~974F) L LTANTEX
i—a_o

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  showvlan 75 storm-control & ©
spanning-tree mst priority .

il WRIZ, TV TIAFTVT 4 ZRET DB R LET,

Router (config) # spanning-tree mst 0 priority 4096
Router (config) #

BEav R N 508

show spanning-tree mst MST 7 u k2 )LZRT A FHRE2F - L ET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan H 55 storm-control &£ T

[l sranning-tree mst root

spanning-tree mst root

BX DA

TIARVBLOED F I NV—=F AL v FZHEL T, A P AZ L ADIA ~— e ET D
WZiX, Z7e— L 27 F a2 b—3 3 F— T spanning-treemstroot =~ > FZ i L ¥
o T7ANBMREICETICE, Zoa~vr Rono BRAEZHEHLET,

spanning-tree mst instance root {primary| secondary} [diameter diameter [hello-time seconds]]

no spanning-tree mst instance root

instance A ARZ L AIDEFERELET, AZMEIX
0 ~ 4094 T,

primary AR TV Y —A VAR AP — NIRE
TOOEZGENTITAFTIV T 4 UNSVE)
ZHRELET,

secondary 7T =V — MIENEA LHGEIC, &
N HEYN—RERDEIIAL v TFEIREL
S5

diameter diameter EE) 2y N —JERZRIZESL L—F &
A TFOEA~—EEHELET, AMEI,
1~77T7,

hello-time seconds UEE) V—F AL v TFRBEA vE—V%4
KT AEERELET,

AR R FI4ILE

ATV R E—F

avy FERE

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

spanning-tree mst root 2~ & RZ7 7 4 /L FREITH D X A,

Jua—N)L ar7 4¥alb—3 3 (config)

)1y—= EEANE

12.2(14)SX Z O a~wy ROYAR— kA Supervisor Engine 720 (ZiBI &L E L
7o

12.2(17d)SXB Supervisor Engine 2 £ Z D =1~ KDY 7R — kA% Release

12.2(17d)SXB (ZHE5E & dvE L7z,




|  show vian v storm-control %

spanning-tree mstroot [

HEREDHA RIA4Y instance 1Z. H—A L AX LV AETIA L AX VA (0~3, 5. 7T~97F) L LTANTE

1

BEEa~Y

> >

\i ﬁqo
spanning-treemstrootsecondary fE% 16384 T,

diameterdiameter 5 X. U hello-timeseconds ¥ — 7V — FB X UB|1#IL. A Vv AZ R 0ZFICERT
=FET,

seconds S FEE LI2WGA. ZO5IBOEITZR Yy NU—7 OEZRNLEHEINET,

I, A ARZADTTASY =k 2, v FBILOFA ~—lE2BET 202~ LET,

Router (config)# spanning-tree mst 0 root primary diameter 7 hello-time 2
Router (config) # spanning-tree mst 5 root primary
Router (config) #

av YR 5 BA

show spanning-tree mst MST 7’1 b 2 /VIZBET AR E T LET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan A\ 5 storm-control & T |

. spanning-tree portfast ({ >4 —2J x4 X)

spanning-tree portfast (f >4 —27 x4 X)

VoI NT T ULERE T, A V¥ —T 2 ANRZ A~ —DRIBERF T 7+ U —T «
VT AT — MIBATLT=SAIT, PortFast £— R & A 32 —T7 /LT 2120F, A v F—T A A 2

> 7 4 ¥ a2 b—1 3 ¥ F— KT spanning-treeportfast =~ > KZEH L EJ, 77 4/L FEEIC
RAZE, Zoavr Rone BXAEHLET,

spanning-tree portfast
spanning-tree portfast {disable| edge [trunk]| network| trunk}

no spanning-tree portfast

HX D5 disable A H—T = A AD PortFast &7 4 £—7 I
LET,
edge A H—T A ADPortFast = v ¥ T — R%& A

F—T W LET,

network A B —T A ADPortFast £ v h T —7 F—
K& A R2—T VI LET,

trunk o727 = FOHETH, A F—T AR
® PortFast 21 F—7 M LET,

ARVETIHIE  Zjud, spanning-treeportfastdefault =~ > RIZ L VR EShET,
avUkE—F Ao B =T 2 A AT 4F¥alb— 3 (config-if)
vy RERE J1y—= EEANR
12.2(14)SX ZDa<y ROV AR — kA Supervisor Engine 720 (2B S 41 E L
71:—0
12.2(17d)SXB Supervisor Engine 2 ED Z @ =< > KOH KR — k3 Release
122(17d)SXB ITHEBE S E L=,
12.2(33)SRA Z D3 R, Cisco I0S Release 12.2(33)SRA (2B & E L
7o

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  showvian 55 storm-control %
spanning-tree portfast ({ > 2—7J x4 X) .

)1)—=x EEAR
12.2(33)SXI edge [trunk] & network D ¥ — VU — RAGEME L E Lz,

ERLDAARSAY —pa~vr FiE, =0 F AT =2 a VICHERSNTWAAS v 2 —T7 = A AT LT 2 &
W, BERR AR e Y V=T RRRTT —F X7y =T 034 L, Cisco7600 &Y — R L—
ABIOXRY NU—7 OENER T OND ZERnH Y 7,
Vo IWT v 7§ 2L, PortFastE— RWA R—T INIRE SN A V¥ —7 = A ATHEAREDHRE
BIER ORI E RTINS, DI ANR= Y ) — T4 U —FT 4 V7 AT — MIBITLE
D
nospanning-treeportfast =~ > NAfHT 5 & ZITER L T ZSV, ZOa~v 2 RiX
spanning-treeportfastdefault =< > N3 2 —7 VDAL, PortFast &7 4 Z—7 /M LEH A,
ZOawy RIZIERORERH D £,

* spanning-tree portfast : =~ O 2~ RiX, $EDR— b LT PortFast & MM A F—T LI
[—/ i j‘o

* spanning-tree portfast disable : Z D 2~ > Ni%, FE DA — b T PortFast # PIRIICT 1 & —
TMILET, ZOar74F¥alb—vaATIET 740 FTRWZD, ETar 7%=
L—yailEERET,

* spanning-tree portfastedge : Z D3~ R 5 & FEDR— M PortFast = v ¥ E—
RERETEET,

* spanning-tree portfast network : ~ O =2~ REMHT 5 & FpE DA — ~Z PortFast % v
U—2 E—FZRETEET,

* spanning-tree portfast [edge] trunk : ~ D2~ REFEHT S L. hT7 7 R— NI PortFast

ZRXETE EF, CiscolOS Release 12.2(33)SXI LAFED U U —ATiL, trunk (T edge F— 1 —
RARMBETT,

A

(G¥)  spanning-treeportfasttrunk =~ > RZ ANT 5L, 77 ERAE—RFOLAETH, A— M
PortFast [Zxf /595 & D ITRE S MVET,

* no spanning-tree portfast : spanning-treeportfastdefault =~ > K&/ 0 — L 27 (¥ =
v—yay%~ﬁfﬁ%¢5%9\%;Uﬁ~bﬁ%§yﬁf~%ﬁﬁwﬁém\mmmt
EREERIICA 2 —T /W LE T, PortFast & 7 12—/ LICERE L7220
nospanning-treeportfast =~ > K| spanning-treeportfastdisable ==~ > K 3: [FIARIZHERE L £
D

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



show vlan 5 storm-control £T |
. spanning-tree portfast ({ >4 —2J x4 X)

1 RIZ, Cisco 10S Release 12.2(33)SXI £V & 1D Y U — & T PortFast E— N & A R— 7 /LIZF 54
ERLET,

Router (config-if) #
spanning-tree portfast
Router (config-if) #

RIZ, Cisco I0S Release 12.2(33)SXI LARED Y U — A T PortFast = ¥ &— K& A R—7 /2T 5
BlERLUET,

Router (config-if) #

spanning-tree portfast edge
Router (config-if) #

EEav >R N -
show spanning-tree AN= 7Y ) — 27— MZET DR E R
LET,
spanning-tree portfast default FT_RTHOT VA F— b _ETPortFast 7 7 +
VR TA R =T M LET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian v storm-control %

spanning-tree port-priority  [JJJ]

spanning-tree port-priority

BXDEREA

ARV ETIAILE

AU R E—F

avy FERE

FEREDAHA RS2

2007V yUNRN— b TV yVERDEDITHEA LTV DHRIC, A F—T A AT TA
FVTAEBRETDHIUE, AV F =Tz A AT 4 Fal—ar EF—RT
spanning-treeport-priority =~ > RZHH L ET, 774/ MAICETIZIE, Z0a<> RO no
ERELHLET,

spanning-tree port-priority port-priority

no spanning-tree port-priority

port -priority RN—=bDTIFAF VT 1, AREIT2~255T
T T 74N ML 128 TT,

port priority |& 128 T,

AVHE—TxA R AT fF2lb— 3 (config-if)

J1)y—2= ZERNAE
12.0(7)XE ZOa=r R, Catalyst6000 > U — X AA » FITBIMEE LT,
12.2(2)XT ZDa<wr A, Cisco 2600 U — X Cisco 3600 1 —X BILW

Cisco 3700 'V — X L—Z TRIEINE LT,

12.2(8)T Z Dz R, Cisco2600 Y —R Cisco 3600 U —X, B
Cisco 3700 > U — R JL— % | ® Cisco 10S Release 12.2(8)T IZH A S 41
F L7,

12.2(14)SX ZDa< ROV AR— KA Supervisor Engine 720 IZiBJI SV E LT,

12.2(17d)SXB Supervisor Engine 2 LD Z ®a~ > RO AR — k2% 12.2(17d)SXB {24k
ESNE LT,

12.2(33)SRA Z D~ K73, Cisco I0S Release 12.2(33)SRA IZHEA & E L7z,

BRESNTETITAFTVTITL-T, ERELET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



[l sranning-tree port-priority

il

BEaT YR

show vlan H 55 storm-control &£ T

WIZ, A B =Tz A AL =P Ry F20DNV—F TV TP LTANR=Z TV Y — A VRAZ Y

A 20 PIERSN D ATREMEZ =D DBl 2R L £,

Router (config) # interface ethernet 2/0

Router (config-if) # spanning-tree port-priority 20

Router (config-if) #

av Uk

Bl

show spanning -tree

BESNFEARZ TV Y — AL VAR AD A
Ry 7 ) —FREeRR~LET,

spanning -treecost

TP T B A & =7 = A AD/R =
A NEERELET,

spanning-tree mst

FEOMSTA VAR LA (L AXAIDO
DOCISTZ &) ONRNZA A NBLOYAR— K7
FTAFVT 4 RITA—FERELET,

spanning-tree portfast (¥ 0—/\)L)

JoIBNT v T LERRT, A 02— AR
NH A ~—DfA =TI blic 7+ U —
T4 T AT — MIBAT L2 8%E 12, PortFast
T REA F—TMILET,

spanning-tree portfast (f 2 —7J T4 X)

VoI BT v T LIERRT, A V¥ —TxA A
MWHE A~ — DB E =TI BIZ T+ T —
T4 T AT — MIBAT L7e %A 12, PortFast
F—REA RX—TNIZLET,

spanning -treeuplinkfast

UplinkFast #§RE % A r— 7 /WIZ LE T,

spanning -treevlan

STP % VLAN B CREL 7,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian v storm-control %

spanning-tree transmit hold-count ]

spanning-tree transmit hold-count

EER—VE AT FEREETDHIE, Jre— a7 4 Falb— g EF—RFT
spanning-treetransmithold-count =~ > RZfEH L £, 774 /V MREICETIZE, Z0oa~vy
RO no JBAEEH L ET,

spanning-tree transmit hold-count value

no spanning-tree transmit hold-count

WX O value I A E T BRICEESRET Y v

7u haLF—4 2=y (BPDU) O, A
BEIE, 1~20 TY,

AT KR E—F Jua—n)Lar7 4 ¥ 2 b— a3 (config)
%> FREE Yy—2 EENE
12.2(18)SXF Z O a~< ROB AR — K3 Supervisor Engine 720 [ZIEAN S 4VE L
7=
12.2(33)SRA ZDa= 2 K23, Cisco IOS Release 12.2(33)SRA IZH A S E L
77

EREDHA FSM4Y —pavr Fig, $_TOAR=L SV Y — F— RTHHE— h SR THET,
WAEAR— R Aoy ME, —FHEIET 2 £ T 1 BRICHEE S b BPDU O3k E L £,

A

GE) ZDONT A= E LD EVEIZEET 5 &, FFIZEHE Per-VLAN Spanning Tree (PVST) E—
KT, CPURIHZRICERREEL 5 X HWRENRH Y £3, Z0O/RT A —F ZRUVMEIZRE
THLE, —HOYT IV ATAr A=V UAPKREIZRDWRENEDN DY £9, T 74/ bk
ENDEEERE LN LAHRLET,

value i% € % A H 3 5854 1X, showrunning-config =~ > K2 A LT, BHENELMRLET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan A\ 5 storm-control & T |

[l sranning-tree transmit hold-count

o< RzHIBRT 2354615, showspanning-treemst =~ > N2 LT, HIBRNAEZHER L E T,

1 WIT, EER—L R By M EEETDHE R LET,

Router (config) # spanning-tree transmit hold-count 8
Router (confiqg) #

BEa<w >R S 8
show running-config EYa—/LERE LA T 2VLAN D AT — 4 %
BLUOREZFRTILET,
show spanning-tree mst MST 7 ka2 VCT A ERAEF R LET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)




|  show vian v storm-control %

spanning-tree uplinkfast .

spanning-tree uplinkfast

UplinkFast & A % —7/WZT 521X, Fr— )L ary7 4 Xalb—v gy E— KT
spanning-treeuplinkfast =~ > RZ il L £7°, UplinkFast %7 4 E—7 /LT 521X, ZDav
Y RO no BERXAEMLEH L £,

spanning-tree uplinkfast [max-update-rate packets-per-second)

no spanning-tree uplinkfast [max-update-rate]

WX OHH max-update-rate packets-per-second (EE) BFH 7y hOERKEEE f“ (A
M) ZARE L ET, ARMEOHIAIL 0 ~
65535 T,

ARVETIHIE  FT4n bOREFKRD EBY TT,
* UplinkFast (X7 ¢ &E—7 /L T9,
* packets-per-second 1% 150 73/ > NFEP T,

avY R E—F Jua—s ) a7 4 X2 b—3 3 (config)
¥ FRE Y y—2 EENE
12.2(14)SX ZDa<y ROV R — kA Supervisor Engine 720 (2B S E L
7o
12.2(17d)SXB Supervisor Engine 2 £ Z D a3~ KDY 7R — k73 Release

12.2(17d)SXB (ZHE5E S 4V E Lz,

12.2(33)SRA Z Mz~ RN, Cisco I0S Release 12.2(33)SRA (ZfEA SN E L
77

FRLEDAA RSA4Y —pavr RiE. 778A AL vF LR CHEALET,

UplinkFast 35X E SN TV AHEE, ZOAAL v FRL— e LTRIRSNARWEIIZ, 7Y Y
TIALF VT AITINICEFINTT, BESNEAR=Z IV )~V AX L AIZBT ST

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



1

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

show vlan A\ 5 storm-control & T |

spanning-tree uplinkfast

NTDANRZ TV N = A F =T 2 A ADA B =T = A/NA X b T 3000
oS E T,

N—=h A E—=T o2 ADFEENA= 7Y ) =T S415 &, UplinkFast B§REIZ 7272 H (12
REN—F A H =T 2 ATYVEZ T, HTLWW— A v H—T oA A EBET T —T 4
Y AT — MIBITEEET, ZoM., PR YEEBRANREESNET, Mo Y—0Z&H
WX DM E R/ NRICT D720, JED/— bk A VX —T = A AT ST R LR ERR
EEETT Vv VDARAT =g T RLATLIL, v VFF¥ AL X7y bR
01-00-0C-CD-CD-CD (23418 &£ 7,
spanning-treeuplinkfastmax-update-rate =~ > K9 % & | UplinkFast 234 r— 7 /L2721
(F1A =T NThRWEER) | BH 7y NOBREERENEEINE T, T 74/ hOEEIC
R, Zoav>y Rone BXEMHLET,

ROBITIX, UplinkFast & A £ —7 /W LT, RRKHEZ 200 /37 v MNVICRET D HEEZRL
£

Router (config) #
spanning-tree uplinkfast max-update-rate 200
Router (config) #

avw Uk &5t BA
show spanning-tree ANR= ) — 27— MIBT 5 1R E =R
L\ij—o




|  show vian v storm-control %
spanning-tree vlan .

spanning-tree vlan

RABLAN (VLAN) BffTAARR= 7YY — 71 haj (STP) ZHRETHITIE, Fa—L o
¥ 7 4 F¥al— 3 F— KT spanning-treevlan 2~ > REEH LET, 7740 FREICKE
TR, Zoa<wr RO JEXEHEHALET,

spanning-tree vlan vian-id [forward-time seconds| hello-time seconds| max-age seconds| priority priority|
protocol protocol| [root {primary| secondary} [diameter net-diameter [hello-time seconds]]]]

no spanning-tree vlan vian-id [forward-time| hello-time| max-age| priority| protocol| root]

WX DA vian id VLANID %%, H#MEIL1~ 1005 T3, Cisco
10S Release 12.4(15)T LA, A %h72 VLANID &
HPHIE 1 ~ 4094 T,

forward -timeseconds (EE) STPHRXEIERH] 23 E L £ 9, A%
B4 ~30% T,

hello -timeseconds (FEE) V— M AA v F TERINLIZ T 4
Xal—iarAvv—YoRE W) %4
ELET, BMEZ ~ 10T,

max -ageseconds (T8 7V vy Frbals—4 2=y k
(BPDU) PO HA A 20T b B iR R (7
B wBRELET. AOMEE 6 ~ 40 BHTT,

priority priority (LE) STP7 Vv T I7A4 4V T 4 X EL
9, ARMEIL 0 ~ 65535 TT,

protocol protocol EE) STPERELET, AMEDO—EITH
WTIE (MER EDOTA FT7 4] OIEZZEL
TLTIEEVY,

root primary (EE) ZOAAL v Fagmiflilgicr—h 7Y v
JICLET,

root secondary ER) 774~V — MIEENRA LY

Bl TORAL TFBA— N AL vTF & LTHE
BT DXk oHEELET,

diameter net -diameter (EE) = RAT—va v ODEED2HODE
feARA v MEICHIET 27 U v PO KRE AR
ELET, AOEIX2~7TT,

ARURFTIALE  FoaA b KOLBY TF

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan A\ 5 storm-control & T |
. spanning-tree vlan

* forward-time : 15 7
* hello-time : 2 )
* max-age : 20

* priority : IEEESTP 23 A X — 7 VOEEDT 7 4V 8L 32768, STP A 2 —T NVOGEDT
7 4V RX 128 TY,

* protocol : IEEE

*root : STP /L— h7g L
nospanning-treevlanxxroot =~ > RZFITT D& RDONNTA—=ZRT 73/ MUy FSiLE
R

* priority : IEEESTP 23 A X — 7 /L DA DT 7 4L 8E 32768, STPINA F—T IVDGEDT
7 4V ME 128 TY,

* hello-time : 2 )
* forward-time : 15 7

* max-age : 20 ¥

AT R E—F sua— ) a7 4 X2 b—3 g (config)

av Y RERE

))—= EEARE
12.0(7)XE ZMa~ K3, Catalyst 6000 > U — R AA v FITIBMEE Lz,
12.1(1E Catalyst 6000 ¥ U — X A4 » FIZBITHZDa~r KO HR— kA,

Cisco IOS Release 12.1(1)E IZF CHEIE SN E L7,

12.2(2)XT Dz~ KA, Cisco2600 > U — X, Cisco3600 U —X, BIW
Cisco 3700 >V — X L—& THEEINF LT,

12.2(8)T Zo =z~ R, Cisco2600 Y — X, Cisco 3600 ¥ U —X, BIW
Cisco 3700 > U — R JL—# @ Cisco I0S Release 12.2(8)T IZHA S F
L7z,

12.2(14)SX ZPa~y ROYAR— k75 Supervisor Engine 720 (ZiBII S 4L E L7z,

12.2(17d)SXB Supervisor Engine 2 ED Z ® <> ROH R — K Cisco I0S Release

12.2(17d)SXB IZPrikE v E L7z,

12.2(33)SRA Z@a~ R, Cisco I0S Release 12.2(33)SRA [ZH#EA & E L7z,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



|  show vian % storm-control %

FRLEOHA F5 v

spanning-tree vlan .

)= EZHERNRE
12.4(15)T Zoawry RiE, BESNZT Ty F 7 —21ZxT 5 VLANID OF

NEPHZ 1 ~ 4094 |ZHEET A 7-DIBIESNE LT,

b3

>

=
2

no spanning-tree vlan vian-id 2~ > RZ{EH LT VLAN LOARNR=2 7Y ) —%F 4 &—T )L
2T 5 EXIE, VLANOTRTOAL v T BIOTV v VOANR= TV Y —=R3T 4 —T )b
W2 TWNAHZ LR L TLE SV, VLANNO—HDAAL v FBINT Y v VDANR=
IV —%T 4 2—7MZL, RUC VLAN HOBIDAAL v FEBILOT Y v POANR= T
VY —EA XTI LTBEBL ZEEFTEERA, BRERL, A=Y Y =R 2—T )L
W7o TV AAL v FBLIOT Y vV, Xy NU—27 O F AR e DIZHONTARERRER
SR = AN A/ G

e

W IR — T DIFE LRV MR —Th-oTh, AN IV ) —%2F 4 —T T35
TEEHRLERA, ARSIV S TRAERES T T VEEER L SREIE R LET,
VLANZWBL— T NHEE LWV L 2 fERE T, VLAN TANR= U Y ) —%TF 42—
JAZL72NTL E &N,

max-ageseconds /X7 A —Z PERESNTND & X, TV v UPBREEA VF—7VRICL— K 7
VoPhb7 Y yy7ubali—=4%a=yk (BPDU) &%ELAVERIE, fy FT—270
EREINTWH LRI, A= 7Y ) — AR URFHEINLET,

protocol DHZNEIL dec (Digital STP) | ibm (IBM STP) . ieee (IEEE Ethernet STP) , LY
vlan-bridge (VLAN Bridge STP) T,

spanning-treerootprimary =~ > NZ AJ) 525 & A v TFDTV v FI3A4F VT 1381921
AHE X E T, spanning-treerootprimary 2~ K& A L7200 b o3, AL v TFnL—
K AL FILRBEPSTZHAEIE. ZOAL v FOTV P TITA4F VT A BBEDT Y v D
TV TIA4F VT4 L0 H 100720/ NESVEICERSNE T, ZILTHAAL v FHRL— hZ
ROERWERIE, =7 —=BNEELET,

spanningtreerootsecondary =~ > N&Z AT 5L AL v FDOTV v FT4 4 YT 17816384
WWEFREINET, L— bk AL v FICEENRELTELGEIE. ZOAL v TFBROAL— K AL >
FiZi2 0 £,

spanningtreeroot =~ NIy 7V R—2 AL »FIETFTHEHALET,

spanning-treeetherchannelguardmisconfig =~ > Ni¥, BXEI A L Hf I A 2 O~ T — %R
HLET, REIAZT—X, A= FF ¥ 3V efROR— MO T —T7, #ERIATT—
F, =7 —FRHTERWVE LS SADFR— 2T ¥ XV 7 LTC0AHR— e, =7 —%K
HI 23R+ A=Y ) —Fa han (STP) 7V vY Fu hal F—4 2=y k

(BPDU) ZfEH L TWD AL vy FRDOT T =T, ZDOHRE, A v FNHL—F AL v FD
& & EtherChannel & =7 — 7 4 £ —7 /LT 57215 TT,

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



spanning-tree vlan

il

show vlan H 55 storm-control &£ T

WIZ, VLAN200 CAR= 7Y ) —% A F2—T N T 502 R LET,

Router (config) # spanning-tree vlan 200

WIZ, AL v F & VLANIO D/b—F A v F L LTREL, F*v NI —2EEL 4ITRET D
BlzmLET,

Router (config)# spanning-tree vlan 10 root primary diameter 4

KIZ, AL v FZ VLANIODEI Y —F A v FELTREL, Xy PV —7EHEL 4
WCRET PR LET,

Router (config) # spanning-tree vlan 10 root secondary diameter 4

avw R SR BA

spanning -treecost STPEFICHET 54 > #—T = A ZAD/AA =
A NEERELET,

spanning-tree etherchannel guard misconfig F ¥ XIVDOREI AL BL—TBDHHEENS
L 2T — AvE—URRRINET,

spanning -treeport-priority 20D I MA— K T oL BTEDIT
WAL TWARAIL, AV F—T oA AT
AFVT 4 ZRELET,

spanning -treeportfast (¥ 0—/\)L) VoIl T vy P LIERRT, AV F—T A A

MEA < —DRIBEHF- T EBIc 7+ U —
T4 T AT — MIBAT LT25A1Z, PortFast
ET—REA F—TNIZLET,

spanning-tree portfast (f 32 —7J x4 X) JoIBT T LERRT, A4 —T7 xR
WI A~ —DOREZFIZ IS 2Bl 7 + U —
T4 T AT — MIBAT L7285 12, PortFast
T REA XTI LET,

spanning -treeuplinkfast UplinkFast #§ie % 1 £ —7 /LI LE T,
show spanning -tree WBEINI- A= TN — A VAR ADA

N7V ) —FREFRRLET,

LANRA wFr45 avw> K1) Tr LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)




|  show vian % storm-control %
storm-control ]

storm-control

R—hETT7E—=FRXy X b, wAFHX AL EFida=Fr A A b—21flli#{lEz A =71
W50, FRIEIR—F ETAM—LBRELELEOT 7 a U ERETDHICE, A 0¥ —T =
A A AT 4 F2lb—3 g F— RN Tstorm-control 2~ > FEFEHLET, 77— KEy X b,
VI FXr AN FolFa= %%XFF774/7®X\~ W A2T 4 v—7 T 50, F
FITEEDA F—LHIHT 7 a v &2F 4 B—7 T 5120, Z0a<wy Ron B aAH L
£7,

storm-control {{broadcast| multicast| unicast} level /eve! | action {shutdown| trap}}

no storm-control {{broadcast| multicast| unicast} level| action {shutdown| trap}}

BX O broadcast AR—hrETTEr—RF*r A X =A% A

F—=T M LET,

multicast AN—kF ET=LFFv A b R —251%ZA
F—=T M LET,

unicast AR—FECTaz=%y X b A b—21HlHEZ A £—
T LET,

level level BRI L~ & FERINS LV B ER L E
?—0

* level : BRTEIBIROEIG TRIND LRI
flL~L UM TE2MET) o A
ZMIEIE 0 ~ 100 TJ,  level IZH57E L7
WZEET D E, AN—LRXTFy NDT Ty
FarvrImTayr EnNET,

action AN—F ETRN—=2NRAELZSEEICETTS
77yay%%ﬁbi#0?7wwb77/a
NI R T T4 T DT 4 NE ) TTT,

shutdown A M—=LO[, F—F &7 12—T70ZLE
‘a—o
trap 5%y NU—2%H 7o s (SNMP) b

Ty T ERELET,

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



B storm-control

AR R TFI4ILbE

AR R E—F

avy FERE

FRLEDHA KS1 Y

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

show vlan A\ 5 storm-control & T |

TJu—FR¥y A b, vALFFY A, BIO2=% ¥ XA h A =217 4 BE—T VIR E S
NTCWET, 74NV ET I ai0d, VT4 97D 42 7T,

AVHE—Tx2A R AT 4 F2lb— 3 (config-if)

)1y—= EERNE

12.2(2)XT Zoavy RPEAINE LT,

12.2(8)T A FR— NOERE YA — T 272D, ZD=a< 2 KA Cisco
10S Release 12.2(8)T IZHEA S4vE LTz,

12.2(15)Z) Z D a= s K73, Cisco IOS Release 12.2(15)ZT IZHiA S E L=,
level level % — U — K L B|$D~X7 & action 35 L (X shutdown ¥ — U —
RAGEMSVE LTz,

15.0(1)S Zoavy RPEEINE LT, trapF—VU— B E L,

15.1(1)SY Z Dz~ R, Cisco I0S Release 15.1(1)SY IZHA & E L=,

A—RFET7o—RXrv A, vV FF¥ A NELITZ=F YA N A h— Aﬁﬁ%%? TN E
72137 4 =7 T 512, storm-control 2~ RAEEHALET, A F—2HITHR— BT«
=T N0tz &L, noshutdown f X —T =2 Af A a2 T 4 Fal—gy avy NeE
HALTR= b2 X—T M LET,

Pl Lok, ARHETEIEIC T A EIE E L CASNE T, 100% OMEMEIX, f8E L N7
T4 I AL TITHIBRRESN TV RN EE2ERLET, Zoa~vr Rk, ERmH L~
D3 100% Aiii D& DIA T—T M2 D 3, DA b — LHFEIEREDFRE S TVRWEGE,
TIZANNT I vavid, AN—LDRKRERDNT T4 T DT 4 NE YT TT,

ARN—ANRREL, FITENDITI72a BT T4 I DT 4 NE )T THY, FRRINH L
SULBFRE SN TWRWES, b T 74 v 7 b— B ERIH L~V E DKL 25 F TRy b

T—=D TNRARITRTCO NI 747 %7y 7 LET, FRIGILSVBEEINTWDHY
H R T 7497 L= RZDOLRXVEVRLRDETHRY NV TAALREINT T4 v T %
Tuvy s LET,

TIaYIiNTG T4 T DT ANE) THRRESNTVARIETY LTI A NERT2=
XY AR AP—LRNEETHE, TRTOFT T4y 7 (FTu—FFx A, wLFX¥ALB
FOPa=%%x 2 NT7T74v7) BTy T I, ARX=27Y U —Fa ha (STP) /"7
N DIHDERF INET,



|  show vian v storm-control %

1

storm-control B

Ta—RE¥ Y APNRAM—LADBREL, FITSNDTI73arBN T T4 DT 4 NE YT T
HLGE, XAy NI =7 TAALAFT B —RXXY AN NT 7407 Fx27ny 7 LET,
TH—R¥Y A A P—ARREELGE, tap 7 7 2 a EMEHLTSNMP b7y 7ANGEE S
WET,

OB T, 75.67% O _ERRIIHIL <LV DR—FTT7a— ¥y A b XA b—Aflf#%Z A R2—TNVIZ
T5HEERLET,

Device (config-if)# storm-control broadcast level 75.67
WOBITIE, 87% O LIRIIHI L~V DR— F TwAFF ¥ 2 b X b—Afli#lE2 A x—T VT 5
TEwERLUET,

Device (config-if)# storm-control multicast level 87

WOFITIE, A— bk ETshutdown 77 > a V& A X—7 W T B HEEZRLET,

Device (config-if) # storm-control action shutdown

wOFITIE, A— b+ ETshutdown 727 > a %5 4 v —TNCT 5K EEZRLET,

Device (config-if)# no storm-control action shutdown

OB T, R—hETtap 77 v a A X—7NMITDHEERLET,

Device (config-if)# storm-control action trap

WOBITIE, R—hr ETtrap 727 a7 4 8—7 0+ 5 hEEZRLET,

Device (config-if) # no storm-control action trap

avwU Kk AR

no shutdown RN—hrE2A =T LET,

show storm-control Ny B A M—AlEEREFRRLET,
shutdown (4 32 —7J x4 X) AHE =T 2 A R T 4 2—T M LET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



show vlan A\ 5 storm-control & T |
[l storm-control

Il AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



udld 5 5 vtp transparent & T

* udld, 194 ~—¥

* udld port, 196 ~<X—

* udld reset, 199 ~X—<

* vlan (Zm—s3L) | 201 R—Y
vlan access-map, 204 ~X—73

* vlan database, 206 ~X—3
* vlan filter, 209 ~_X—

s vtp (ZE—s3L) ) 212 RX—=Y
*vtp (M F—TxAR), 218 X—=
* vtpclient, 219 ~<X—¥
* vtp domain, 221 ~X—
* vtp password, 223 ~X—

* vtpserver, 225 ~X—¥

vtp transparent, 227 ~~—

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



udld A & vtp transparent = T I

[

udid

H—JmY 7k (UDLD) 7'm ha/LiZiBnWC, 77 Ly T EIEEE— Ne A *—7
ML, BEARERA vE—UHEMESRETAICE, Zu—Lar 7 Fal—r 3 E— R
Tudld 2~ FEEHLES, 7271 v 7 E— KUDLD £7-(3E#E— N UDLD #7 1 &—
TITT HITIE. Z0a<r RO no JBREHA L ET,

udld {aggressive| enable| message time seconds}

no udld {aggressive| enable| message time seconds}

B DEREA

enable TRCOKT 7 AR L H—T =2 A AT, 1=
¥ — KUDLD %7 7 4/ F CTA 3x—7 ML
9,

aggressive FTRCONT 7 AR, H—T =2 A A LT, T
7V vy 7 E—RKUDLD %7 7 4/ h TA % —
T LET,

message time seconds T RREAXE—RTHY ., BIENFRTHD
EHBIENTWDAR— I, UDLD 7 u—7
AvE—VORRERELET, AMEIXT~
90 T,

ARVETIAIE  FIRAROBEFKRDO LB T,
*UDLD IZTRTCONT AN L H—T 2 ATT L B—TNTT,
* seconds 1% 15 T3,

avUkRE—F Ja—N)L a7 4 X ab— 3 (config)
I FRE Yy—2 EENE
12.2(14)SX ZDa~wy ROY R — kA Supervisor Engine 720 (ZiBMN &AL E L
7
12.2(17d)SXB Supervisor Engine 2 ED Z ® =< > KD 7R — kA3 Release

12.2(17d)SXB (ZHEE S N E L=,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



I udld A 5 vtp transparent & T

EREDAARZA

1

EEav> R

udd i
J1)—= EHEAR
12.2(33)SRA Z Dz~ RN, Cisco IOS Release 12.2(33)SRA (A S E L
776

Zoaxy RO ne JBRIE, ROGEITHEH L £,
CTRTONT 7 AN A—F LT, HEEE—RNUDLD 47 7 4/ FCTT 4 =7 MZT 5,
CFTRCONT 7 A NKR—F LT, 77y 7 E—KRNUDLD 47 7 4V b TT 4 &—7 b
27 %,
CAyb—V FAv—%T 4 B—T T D,

Ty T = RBARX—T VL THLIGE, "= bDTRTORAN—=RNT RRNF A X T x—
RENIR 7 = — XRS5 &, UDLDIZY v 7 7 v 7 o —F v A FHE LT, [
LSRR WATREED B 5 %A N—EF/RIHHE L, V76D R vt—2 U U —ZARKREDY;
HlE. A—=r&2v vy MU LET,

Toavwr R, KT AN E =T oA AETEHLET, oA X —T oA R A
7 CUDLD A F—7/MZT55481%, udldport 2~ > K& A v X —T (A7 4 Fal—
Yary E—RCTHEHLET,

WIZ, TRTONT 7 AN A2 F—T =2 ATUDLD A F— 7T B0 %R~ LET,

Router (config) #
udld enable
Router (config) #

avw Uk SHER

show udld B R L ONER O UDLD A7 — X R & Fo5%
L%,

udld port A B —T A AEFETUDLD & A RX—7 /LT L
0. A HE—T A ALTT Ly T F—
KUDLD A4 3% —7 ML= LET,

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



Il udidport

udld port

BXDEREA

udld A & vtp transparent = T

A B =T oA A LTH—FmY »7KHE (UDLD) v faiid A x—7/WZlT 50, 21T
AVHE—T2ARAETT 7Ly 7 F—RUDLD A4 32 —7MITBHIZEF, 1 F—T AR
a7 4F¥alb—yarE— RFCudldport 2~ REZMHHLET, F7 40 FREICETITIE
Zoavwry Ron BREFEHLET,

udld port [aggressive]

no udld port [aggressive]

aggressive (EE) BEDA v 2 —T=2A A LTT 7Ly
V7 &— KUDLD %A 3*—7 /WIZLET, i
oW TIR, MEHEOTA RT 42 DA
EZBLTLEIN,

AR R TFI4ILE

ATV R E—F

EEPAN T

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

T 74NV NOREFKROELY TY,

HTFANA L H—T A AL, Zr—s3L udld (enable £ 72T aggressive) =~ NILHE
ESER

T AN H—T = A ALHTIZ. UDLD IXT 4 B—7 /LT,

AB—Tx2A A AT 4F2b— 3 (config-if)

)1)—2 EERNAE

12.2(14)SX ZPawy ROBR— k) Supervisor Engine 720 (2B S 4L E L
7o

12.2(17d)SXB Supervisor Engine 2 £ Z D =< > KDY 7R — kA% Release

12.2(17d)SXB (ZHE5E S 4vE Lz,

12.2(33)SRA Zda< KA, CiscolOS Release 12.2(33)SRA IZHEA S E L7z,
15.1(2)SNG ZDa= R, Cisco ASR901 ¥ U — XDEMY—E R JL—H |

EEINE L,




udld A 5 vtp transparent & T

udidport  [J§

EREDHA KA CLITZDa~y RE&RTHITE, A F—7 ML L5 & LTWHHR— M GBIC #4415

il

BEa<vy

E

WERH Y £,

Y7 7 A N R— bk LT, udldport X U udldport aggressive 2~ > R&fiHT 5L, Zo— L
udld (enable F 7213 aggressive) 2~ RORELX LEXLET, ZORELHIFRL T, UDLD ®
A F—TIICET 561 %Z 7 a— Vbudld 2~ > RIZELEY, K7 7 A4 RUSNDKR— kD
A UDLD 27 4 B—7 /I L2 T2I12F, K77 AN R—F ETZDa~<r FDno JBA%
ERLET,

Ty T = RBAR—T N THILIGE, "= hDTXTORAN=RNT RNANFA X T x—
RETIMH 7 = — ZPIZHIREINIC 2225 &, UDLDIEXY v 77 v 7 v—S o 2%l LT, [
SN WAREEOH 2 3 A N—LFEMILEL, Vo o2nbDA yE—2 U —ANRKREDY
L A—brETvyy MU LET,

A= P77 AN K=o KT 7 A RNUSNDOFR— M, FRIEEOHCEEINTHET
76 TT N T H =L T =TI J:O'C—'E/:L**/l/iﬁ ¥y h A2 —Tx A4 R 2
v N—% (GBIC) OEENMILSNDT20D, TR TOREVHERF SNET,

Wz, BEO 7 v — 07 udld R EICBEFRRLS . §_XTOFR—F £ F—T = A ATUDLD %
A F—=TNZT BP0 R LET,

Router (config-if) #
udld port
Router (config-if) #

Wiz, BAED 7 m—/3172 udld (enable % 7213 aggressive) % IR, T_THOHR— b A
VHE—=T 2 A AETT 7y 7 F— RKUDLD &4 % —7 WZT B62RLET,

Router (config-if) #
udld port aggressive
Router (config-if) #

Wiz, BEO 7 a— L 7pudld #EIZRERRLS, 77 A XK=~ A ¥ —7 A A ETUDLD
2T 4 —T T A AR L ET,
Router (config-if) #

no udld port
Router (config-if) #

av UKk SRER

show udld FH B IOEHR FEOUDLD AT — 4 A KR
Lij‘o

udld 7Ly 7 F— RUDLD ¥ 7713 EEE— N
UDLDZ A X —7 /M LT= 0D, BREABER A v
UM ERE LY LET,

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



udld A & vtp transparent = T I

Il udidport

Il AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



I udld A 5 vtp transparent & T

udld reset

B DEREA

aAavv R TFI4ILk

AR E—F

avy FERE

FEREDHA KS4 Y

il

udld reset B

H—FmY 7Kt (UDLD) 7a ha/uill-oCTyy vy MUV ENZTRTOR— 2 Uty
L., BERNT 74 v 7 O@BREZHATS (FEL, A= 7Y ) — R— b ERNT 1 han
(PAgP) . A4 F v bTrF 7 7u ha (DTP) 72 & OMOKEREN A X —T NV DGE
I ERBVICEMEL £97) 121%, 45 EXEC £ — R T udldreset =~ > RZ{EH L £7°,

udld reset

ZOawy FIESIBEELITF—U—NEH Y £ A,

A=k vry b XU EY Y FSREEA,

¥rME EXEC (#)

Jy—= EERNR

12.2(14)SX ZDa~w ROYAR— kA Supervisor Engine 720 (2B S i1 E L
7o

12.2(17d)SXB Supervisor Engine 2 £ Z @ =< > KOH KR — b3 Release

12.2(17d)SXB (ZHriE S E LTz,

12.2(33)SRA Z@a< RN, Cisco I0S Release 12.2(33)SRA IZfEA S E L
77

UDID DAV H—T oA A AL T 4 X2l —a 0 NEEAR—TVDEE., 2HbOFR— MNE
UDLD OFE/TEZBELET, Vv v N T UORRMEE SN TWARWEST. M5O H
WWEDHR—= MRy NEDU T HZENHY ET,

KIZ, UDLDIZX > Ty v vy AUV ENTZTARTOR— 2V Yy bT562RLET,

Router#
udld reset
Router#

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



B udld reset

udld A & vtp transparent = T

BEaIYR A< R

BLL

show udld

P R X ONEMA O UDLD A7 — & R 5 FoR
L/iﬁ—o

Il AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)



I udld A 5 vtp transparent & T
vlan (F'A—/3)L) [ |

vian (FOo—/\JL)

VLAN ZBANL T, config-VLAN # 7 & — FZ[IET 2121, Ze— b a7 4 Falb—3
v E—RTvlan =< REZMHEHLET, VLAN ZHIBRT 5121, 203~ RO no % H
L/i—a—o

vlan {vian-id| vlan-range}

no vlan {vian-id| vian-range}

XD vian-id VLAN 024, A2MEOHIRIE 1 ~ 4094

T%, VLANIDHE S DFHEDFEMI OV T,
MEHEOTA RS2 OEESBRLTLTE
éb\o

vilan-range IE I N7 VLAN O#FiPH, VLANID HFEE5 D%
ERAOFEIZOWTE, A EOTA FT
A V] OHZZRLTIEEN,

ARVETIHIE  —oawr RE, T4V REERD Y EH AL

AUk E—F Jua—sL a7 4 Fab— 3 (config)
AT FRE UU—2 LENE
12.2(14)SX Z D=y ROV R — KA Supervisor Engine 720 (2B S 41 E L
776
12.2(17d)SXB Supervisor Engine2 £ Z ® <> KOH 7R — k7 CiscoIOS Release
12.2(17d)SXB IZ#E & S4VE LTz,
12.2(33)SRA Z D= RS, CiscolOS Release 12.2(33)SRA IZHEA Sk L7z,
12.4(15)T Z M =< R Cisco IOS Release 12.4(15)T IZHA S E LT,

FERLEDHA FSM4Y VLAN1 8T 2 —#1F, HICHRESNA TR, BECXEHA,

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i



1

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

udld A & vtp transparent = T I

vlan (¥ O0—/\)L)

VLAN 1 8 X TYVLAN 1002 ~ 1005 (X7 7 /v h® VLAN T, 5 7 %/ b ® VLAN 1% H 81191
RSN A7, 22— L AHIREFITRECITTEEY A,

config-VLAN # 7€ — R&#& T35 & #5E 472 VLAN 23 VLAN 7 — & _X— 2|23 L CEINTE
TLIEERINET,

vlanvlan-id 2= REZANTDHE, BNy T 7HNOTXTOT 74/ b XT A= EHEH LT
B VLAN 2MERL S, CLI I% config-VLAN 7 & — FZ[#s L £, A L7z vian-id 2BEFF
® VLAN & —E7 58581%, config-VLANH 7E— R TANTHar7 1 Falb—rvaravy
R8T _RCEEAED VLAN WHINET, HLV VLAN IZER L EH A,

FXE X372 VLAN O#iH % EF%T D55 1%. config-VLAN H 7 & — K C vian-name 5|$ % % € T
TEH A,

vian-range 51 A1 512i%, e~ () L Fyvia () BROHFEEHNLET,

1006 ~ 4094 OFiFH D VLANID 1%, [HEiEES7= VLANID] Th 5D & RSN E 9, CiscoIOS
Release 12.4(15)T BARRIZ, IROA— X THLE S 72 VLANID 2% E T £,

*E7 /L 851, 857, 871, 876, 877, 878 # i Cisco 800 'V — X L—H
TV 1711, 1712, 1751, 1751V, 1760 % & e Cisco 1700 >V — X jL—X
*E7/L 1801, 1802, 1803, 1811, 1812, 1841 % e Cisco 1800 'V — R JL—X

* BTV 2610XM. 2611XM. 2620XM. 2621XM. 2650XM. 2651XM. 2691 % & ¢ Cisco 2600
V=X —H

* E£5 L2801, 2811, 2821, 2851 Z&¢p Cisco2800 > U —X )L—X&

* B35 3620, 3640, 3640A. 3660 & & 1e Cisco 3600 >V — X jL—%&

* 51 3725, 3745 5 ip Cisco 3700 > ) — X )L—X

* £l 3825, 3845 5 ip Cisco 3800 >V —X )L—&
4000 VLAN Z ¥R — h 4 25121F, MACT R L ZDOHEHEREN LB TF, CiscolOS Release 12.1(14)E1
DIED Y U —21%, 64 77131024 D MAC 7 RL A& F S vy —2 2P R—FLET, 64D
MAC 7 RL R ZE SV vy —2Ds, A= 7Y ) — 7 a hajv (STP) 1ZHEES AT A ID

(%9 VLANID) & MACT7 RLZZEHAL T, & VLANIZH L TZ Y v ID &2 —&FICLE

T,  (MAC 7 F L AHNEREREN TR — K SR TWRWIES . 4096 @ VLAN TiL, AA v F kiC
4096 O MAC 7 R LU ARNLEZ /20D £9)

JEBE VLAN 23R BT 25815, A= 7Y U —fEiRV AT A IDBERED A R — T /T D3
NHY ET,

L # 3 — vlan database E— FiE, VEGEVLAN 2> 7 4 X2 L —3 a2 R— ML TWERA,

config-VLAN # 7 & — R THHTE 2 2~ FOFEMIZOWTIL, vlan (config-VLAN) =~ R
ESRLTIESN,

AT, HHL VLAN %381 L T, config-VLAN %7 &— R&BAT D62 R~ L £,

Router (config) #
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BEaY

~

> >

vlan 2
Router (config-vlan) #

vlan (F'B—/)L)

WU, HH VLAN #4800 L T, config-VLAN ¥ 7&— F&BIET 562~ L £7,

Router (config) #
vlan 2,5,10-12,20,25,4000
Router (config-vlan) #

KIZ. VLAN ZHIBrT 542~ LET,

Router (config) #
no vlan 2
Router (config) #

avwo kR

BLL

vlan (config-VLAN)

BT D VLAN 2R ELE£7,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



[l vianaccess-map

vlan access-map

udld A & vtp transparent = T

VLAN 7 7 ¥ 2 v 7Z2ERT 50, £7XVLAN T 78X vy 7 a<w R E— RZ2HBETS
Wi, Za— b ary 7 4 ¥ a2 b—3 g F— K Tvlanaccess-map 2~ > RZHHLET, ~v
VT o= AE Ty TR EEIRT A2, Zoavwr Rono BRXEFALET,

vlan access-map name [ seq-number |

no vlan access-map name [ seq-number ]

BX DA

name

VLAN 7 7 ® A <7 DX TTT,

seq-number

FEE) <~ v T o= AEE, HHEIZ0~
65535 T,

AR TI4IE VIANTZv® 2 <y AIER SN EE A,

avv kK E—F Ju—sN)L a2y 7 4 X2 lb—3 3 (config)
A PR yy—2 LENE
12.2(14)SX ZO 3=y ROPAR— kA Supervisor Engine 720 [ZIBII & v E L

776

12.2(17d)SXB

Supervisor Engine 2 £ Z ® <> ROY R — k73 Release
12.2(17d)SXB IZEE S E L=,

12.2(33)SRA

Z M3~ KA, Cisco I0S Release 12.2(33)SRA IZH#E & 4L E L
7o

FRLEDHA FSA4Y BEO~y S = ADL— v AREEZ AT HIE. VLANT V¥ A~ v 7 E— K& s

LEY,

V= U ABEERELVWE, BENHEBNIZEID Y TOENET, vy T U—F 2 RITIL
match AJ¥ & W action A% ZiLEN 1 DT HOANTEET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)
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vlan access-map .

vty v A% H & R E L7 T novlanaccess-mapname [seg-number] 2~ RE AT HE, ~ v
TRIEDHIFRES I ET,
VLAN 7 7t A~ v 7 E— F&EBMGT 5L, RO~ RMMEMAATEEIZZR Y 7,

*action : /X7 v b ® action fF]ZF5E L7, action =~ FOHASZHRL T 7ZE 0,
*default : 2~ RET 74 /L MIRELET,

‘end: 27 4 F a2l —a s E—REKRTLET,

‘exit : VLAN Y 7B A~v vy ar 74 Xalb—var = RFakTLET,

* match : match A]Zf8E L7, match 2~ ROEZSML T 7Z S0,

*no: AV REMINZT 50, 137 7 40 MEICERE L E7,

1 WOBITIE. VLAN 7 7 & 2~ v 7 F— RERHIET 5 HiEE2 R LET,

Router (config) # vlan access-map tagnamel
Router (config-access-map) #

BEa<>k 9T R SR BA
action 235y B O action A A RE L ET,
match VLIANT 78 A <~y > —F L A2AD ACL % 1

SPL F#®IN LT, match A]Z2+E L £,

show vlan access-map VLAN 7 7t A2~ 7ONEEZFR-LET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



B vlan database

vlan database
A

udld A & vtp transparent = T

GE) vlandatabase =~ > R|Z, CiscolOS Release 12.2(33)SXI5 35 & TN Cisco I0S 12.2SX LARED U U —

ATIHEMTE £ A,

VLAN 227 4 ¥ a b—a v T— RERHT 51213, F## EXEC & — K T vlandatabase = <

REfHLET,

vlan database

BXDEREA Zoavwy FIEEIBELTF—TU—FNIdY A,

AXURTIHIE VIANZLV 74 Fal—3ay B— FEEBSLERA,

AV K E—F KekE EXEC (#)

12.0(7)XE ZPawy R)3, Catalyst 6500 > U — R AA v FILBIMEE LT,

12.1(DE Catalyst 6500 >V — X A A v FIZBITDHZDa~2 ROV R—FNE
VY —2A kS innE Lz,

12.2(2)XT ZD 3= K3, Cisco 2600 >V — R Cisco 3600 U —X, BLW
Cisco 3700 > U — X )— X CRIEINE LT,

12.2(8)T Z Dz R, Cisco2600 2V — R, Cisco 3600 U —X, BLW
Cisco 3700 > U — X Jb— % |® Cisco 10S Release 12.2(8)T (& S 4
F L7

12.2(14)SX ZDa< ROV R— kA Supervisor Engine 720 (2B SV E LT,

12.2(17d)SXB Supervisor Engine 2 _E00 Z D a <> RO R — k23 12.2(17d)SXB (ZHk4
ESNE L,

12.2(33)SRA Z Mz~ RN, Cisco I0S Release 12.2(33)SRA ([ZH#iA S E L7z,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)
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vlan database .

EREDHAA F‘N/
)

CGE) Cisco 7600 > U — X Jb— & F 721X Catalyst 6500 >V — X A A v F T RPR+ E— R&FEITL T
W5 5E1E, VLAN-database E— R T VLAN X E LRWTLEEW, T 7T 47 A—/3—
WA 2D b AR N A= R= A Y 2 VO TORRERAFIZ, T4 —~
APMMETTHZERHY £7,

VIAN 27 4 Xa2lb—2arET—R&EBET5E, VLANT —ZRX—R(ZT7 7 AL, KD XK
IRy T rEEa~vy RERETETET,

*abort : AHEAFEHETICIOE—REKTLET,
capply : BUEOLHERNEA S, VY —ABSNEINL £,
cexit : ZEMNWEH SN, VU —AFSNEML, E—FZ2ETLET,

*no: IV REEMCT HNELIZT 740 MCERELET, AOMEIL vian BL Nvtp T
‘a—O

*reset : IEDEE L, BIEDOT —F X—ADPLatAE LET,
*show : 7 — X X—REFEREFRLET,

*vilan : V7 a~< L FIZ7 7B A LT, H—0 VLAN & BER T Sz E42Em, Hikk. 72
IFEE LET, vlanV 7 o< RiZoOWTiX, vlan (VLAN) <> REZ2sR LT E &N,

‘vtp: V7 avr RZT77®ALT, (K7 han (VIP) OEFHEMEEZFZITLET, vip
HTaw s ROFEMIZOWTIL, vipelient 2~ > RESH LTI EI0,

1 WIZ. VLAN 22 7 4 Fal—3 gy B— FE2MGT 60523 LET,

Router# wvlan database
Router (vlan) #

WIZ, VLANZ V7 4 X2l —2 a3 F— FROBAIC, 2EAZEALRWTVLANZ 7 X =
L—varyT—FaTT50E2RLET,

Router (vlan) # abort
Aborting....
Router#

WIZ, VLAN 27 4 ¥ a Ll — 3 v F— FOA. VLAN ZHIBT 562~ LET,

Router (vlan) # no vlan 100
Deleting VLAN 100...
Router (vlan) #

WIZ, VLAN 27 4 F 2 b—3 32 F— FOEE. VLAN 2HIBRT 202 R LET,

Router (vlan) # no vlan 100
Deleting VLAN 100...
Router (vlan) #

LAN R4/ vy F 25 av > K IT7 LR, Ciscol0S XE Release 3SE (Catalyst3850 21 v 7) i
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[l viandatabase

WIZ, VLAN 2 7 4 Fal—ary T—ROEEIL, TNV—= P52 F 712750 %2 R/ LE
j—o

Router (vlan) # no vtp pruning
Pruning switched OFF
Router (vlan) #

BT E SEPA: St

show vlan VLAN @z FR L E7,

Il AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)
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vian filter

vlan filter .

VLAN 77t A = v 7%2EHT DL, Z7e—sUL 227 4 F 2 b—13 3 2 F— KT vlanfilter
o< REEHLET, VLAN EAEFA X —T =2 A AMBVLAN T 7B A =~ P2 HETDH
I, Zoa<r KRon EXE2HEHLET,

vlan filter map-name {vlan-list vian-list| interface interface interface-number}

no vlan filter map-name {vlan-list [ vian-list ]| interface [interface interface-number]}

BX DA

map-name

VLAN 7 7 ® R <=7 DX 7 TY,

vian-list

VLAN U 2 ~, AZMEIX 1 ~ 4094 T9,
vian-list 5|12 OZEMZOWTIEL, MEH EoA
A FIA4 2] DEESBLTIEIV,

interface inferface

AVHE—T A AIATHEELET, AME
IZpos. atm, F7-idserial TI, FEMIZONT
L. MERH EDTA R4 ) OBEESHRLT
<TEENY,

interface-number

A B =T =2 A AT, FEICOVWTIE,
HMEDTA RTA ] OHEEZSRL TS
VY,

ARURETI4IE VIANTZ® 2 <y AL s EEA.

AT kK E—F Jua—sb ar7 4 X¥ab—3 3 (config)
AR L Yy—2 LENE
12.2(14)SX ZDa<wy ROY AR — k7 Supervisor Engine 720 (2B S E L

77

12.2(17d)SXB

Supervisor Engine 2 LD Z @ =< > KOH KR — 3 Release
12.2(17d)SXB ICHEIE S E Lz,

12.2(33)SRA

ZDa~ RS, Cisco I0S Release 12.2(33)SRA IZF A S FE L
7o

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



vlan filter

udld A & vtp transparent = T I

FERAEDAA RZ4 Y VLAN 727 © A < 7IC action MR ET HEAIL. KOSICEE LTS,

1

BEaY

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

~

> >

*VLAN 77 & A = v 13, 1 DFZI3EE D VLAN 721X WAN A X —7 = A R|TEHA T
xE7,

* vian-list 5180213 — D VLANID, VLANID U 2 k. F£721X VLANID & (vian-id-vian-id)
FEETXET, HEOZ NIIEAA Ty (1) FREH U~ () TREIY T,

*VLANT7 Z7® Az bhua—v JR KM (VACL) 2@ &7 WAN A ¥ —7 = A A& HIR
THE, A HF—T oA A LD VACLEREOHIBRSNET,

* £ VLAN £721ZWAN A X —7 = A AiE, VLANT 7B A =y 7% 1 DT EHTE £
TO

*VLAN IZ#EfH L72 VACL T 7 7 4 7B D%, LA ¥ 3VLAN A U H—7 = A ANRE
STV D VLAN IZHEH SN2/ T, LAY 3VLAN A U Z—T7 = A 2% 2 T
W2 VLAN ([ZHf S VACL WL, 77747 T4, LA VY3IVLANA VX —T A
AEMZTVWRWVLANICVLAN 7 78R = P4 HEMAT AL, VLANT 7 &R <o 7%
PR—=FFTDHLAVYIVLANA VX —T = A AN, BH EOX T RBETERSNET, L
A ¥ 3VLAN A > % —7 = A4 ZADVERIZKINT 5 &, VACLIZIET 77 4 712700 £7°,

Zoavy RO no X E AT HLE. vian-list 5180347 a > (7L, ¥—TU—F
vian-list (XM ZHTT) , vian-list 515 ANT) L7200 & map-name 513038 H S35 3T VLAN
B VACL DHIFRSVET,

WAN A Z =T = A 2D A~y RO no JERE AT 256, interface 51813 A7 2 T
9 (7272 L. interface ¥ — U — NIZMHATT) . interface 5138 ANJ1 L72\N& | map-name 7335 H
ENDHA X —T = AR5 VACL BHIBR SN ET,

vlanfiltermap-nameinterface =~ > FI{ZxIE L TWB DX, ATM, POS, F7iZv VTV A ¥ —
TxAf A LA TG TT, Cisco 7600 U —R N—BIZZNEDA U H—T = A A XA T4
i SN TW7WGATE, interfaceinterfaceinterface-number % — 7V — RB L OB B EEHA T &
Ao

interface-number DTERIL, mod/port F 121 slot/port-adapter/port T¥, W7 A L H—T =2 AFE T
ETF X 2 I N—TRRFEZDH T ENTEET,

WOFITIE, VLANT7T ~9ICVLAN T 7B A vy 72T 5 HEEZRLET,

Router (config) # vlan filter ganymede vlan-list 7-9
Router (config) #

avw UKk SR BA

action 2%y B O action Al A RE L ET,
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vlan filter .

av R SR BA
match VIANT 78 A <y > —4F 2 AD ACL % 1
DL RN LT, match A] 2 ¥EE LE T,

show vlan filter VLAN 7 4 VA I(ZBAT 2 EHREFR R LET,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||
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B woe—nw

vtp (F'O—/3\)L)

Za—/S)LVLAN b o7 7 hab (VIP) WREZRTET AT, Fa—L a7 g
¥;v—Vay%—FTanva%@%LiTo?7ﬁwbﬁ_ﬁ¢_ I, ZoaxrFo
no B A L ET,

vtp {domain domain-name| file filename| interface interface-name [only]| mode {client| off] server
transparent}| password password-value| pruning| version {1]2}}

no vtp

vtp {domain domain-name| file filename| interface interface-name [only]| mode {client| off] server [mst|
unknown| vlan]| transparent}| password password-value [hidden| secret]| pruning| version {1| 2| 3}}

no vtp
‘XD domain domain-name VIPEH NA A VA ERTELET,

file filename VIP 27 4 ¥ a2 b—3 g v &RFET 5 IFS
Tr7 AN VAT N T 7 AID ASCI 4 % iR E
L\i‘j—‘o

interface interface-name ZDEEBDOVIP T v 75— % ID OHEREEE T
DAFTZRE L ET,

only (fE%) VIPIP 7 v 77 —4% 7 FL AL LT
BAEDA L X —T =2 ADIPT FL AL T %
ERHTLEIICHBELET,

mode client VIP#EEDE— RN XA TR TAT 2 h T—
RIZERE L ET,

mode off VTP #EDE— R ¥ A T %47 £— NIIHE
l_/\ij-‘o

mode server VIPIEDE— N ¥ A T oY —N F— NI
ELET,

mode transparent VTP %%0)%— K EZATHRNT AT L

password password-value BEERAAL V RAT—REBRELET,

pruning BHRNAAL N DTN == T O %A
F—7 WM LET,

l AN XA wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)
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vip (FO—/3L) [ |

Catalyst 6500 ' U — X A A v F

hidden EE) F7ar 74 Fal—La Tl
B THRIFEINT-ME X —L L HITRAT—
RZRELET, Catalyst6500 >V — X XA
FTETFYFR—bFEINET,

secret (EE) NAU— ROMEF—ZEEHRE TE
F 9, Catalyst6500 > U — X A A v FTETY
R—h3INE7,

mst < )VF ANR=2 7Y U — (MST) VIP A > A
HAZADE—RERELET,

unknown R VIP #FEDE— RZ2R/ELE7,

vlan VLAN VTP Af V' A XV ADFE— REHZELE
R

version {1 |2 |3} BELRAAL L VIP A=V a V& SHIBE L
R

ARVETIHIE  FIFAFOREFRO LB TT,
* vtp domain 3 L O vtpinterface =~ > N2k, T 74V hRENRH Y TH A,
* filename 1% const-nvram:vlan.dat T,
* VTP “E— R modeserver T,
*CNAT— NEIRESNTHERA,
CTN—= U TET 4 =TT,
CHHRAA L VIP A=Y 3 U FHT 1T,

aAvU R E—F Jua—s)L a7 4 Fab— a3 (config)
Ay FER Yy—2 EENE
12.2(14)SX Z D3~ RS Supervisor Engine 720 IZE A 3L E L7,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||




B woe—nw

EREDAA F‘N/
]

udld A & vtp transparent = T I

J1)—x EERNE
12.2(17d)SXB Supervisor Engine 2 ED Z ® <> ROH R — K Cisco I0S Release

12.2(17d)SXB IZJriE SV E LT,

12.2(33)SRA Z@a~ R, Cisco I0S Release 12.2(33)SRA [ZH#EA &L E L7z,
12.2(33)SXH modeoff ¥ — U — NOMMAGOEPBEIMIILE LTz,
12.2(33)SXI Catalyst 6500 U — X A A v FTlE, LLFREHREINTOET,

* vtp mode {client | off | server [mst | unknown | vlan] | transparent]}
* vtp password password-value [hidden | secret

* vtp version {1 |2|3}

15.0(H)M ZMa< RiE, CiscolOS Release 15.0(M £ ¥ HETD Y U — 2| ZHE
B3N E LR,

GE)

>

vtppruning, vtppassword, 35X U vtpversion =~ N, %5/ EXEC E— R CHEHTE %
T, Inboavr NIze— b ar 7 4 Fal—vayE— NCRIFHEMAL, FHEEXEC
T RTIEEA LN T EI W,

PEIRHIPH VLAN X, VIP A=V g U 1 BEXORR—V a3 0 2 TP R—FENTWER A, TR
B VLAN |Z. VIP X—Y 3 0 3 THR—FENTWET,

domain-name % EFKT %A 13. KL FL/INLTFEXNT D 1 ~32LFD RAA A EHEEL
TLIEEN,

filename ¥ K O interface-name fE1%, 1 ~ 255 3LFD ASCIL LF5 T,

AL v TFNEF2T T— FOLHE, BERFAAL CHNOKER Yy U=V EBIZ AT — FERET
DMEEND ) EF,

l AN R A wFo5 avr K1) T7 LR, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F)

el

VIPZtF 27 E— RTHRELEES., FALUVHNOEZE R Y FT—7 FANAL RTEBE RN AL
VORAT—REEDYBTHET, BE AL IIEFITEELEEA,

VIP N—=2 g U 2RHEDFR Yy NI —2 TNRA A ETVIP A=V 3 02 %7 4 B—T/WIZEE L
TVBHA, ZOVIP A=Y 2 2 23HEF bV —2 7731 AE, [A— VIP KA A YNT VTP
N=Ta VI PBEHLTWDL Ry NT—7 TAAL AL LTEfELET (VIP A= 3 2 20%, 7
THNL N TCTF 4 =T NVICBEINTHET) |

[fl— VTP RAAL VHNOTRTCDOFR Yy T =27 FTRAARN—V 3 V2 ICHIST DEEERE,

Fy RU—7 FNRARAETVIP A=V a3 2%, F—TMILRNTLEEN, Xy hU—7
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vip (FB—/\L) [ |

TNAAETVIP A= a2 A F3—TNMITBE, RALLVHRAOTRTONR—T 3 2 2%G
Fy RT—27 FNAL ATVIP N—2 3 V203 X —T U0 £,

=2 BT, VLAN AA v F U 7HEE EFICEESE 521X, VIP A=V 302 %
AR—=TNZTDHVLENHY 7,

VIPYV— R ETVIP N —= 0 TR A X —TNEIET 4 =TT 5 e, BHEH KA A 2K
TVTIP PN —= 0 TRA R =T NEET 4 =T NI D £9,

FMFAHF N, R ETVLAN 27— = U ZHfg - 13 R & L CERE LR AIc, s
TFADIZ. FOAAL vTF ED VLAN O S —=> Fia 72135 T4, VIP KA A L NDOTRTO
Ty N = HEEO T N—= o T ET A3 Tid Y £ A,

vtppassword, vtppruning, 3 X OVvtpversion 2~ Rif, AX¥— 7 v 7 A€ VKM SN2
T, VIP hI7 AT LU E—RRE— T v ar74F¥al— gy 77 A LIIKRHE
hi‘é—o

YIRS VLAN IZ, VTP TidVR—FEhEH A,

VTP-server € — K C pruning ¥ — 7V — REZFHETZX £, version ¥— 7 — N{X, VTP-server &—
REFIZVIP F T AT LY b T— R TRETEET,

password-value 51501, HEEDOEH N A A &A% 8 ~ 64 LFD ASCI LFFTT,
VIP 7 N—= 72k, TN —=2 75k VLAN ICFTR T2 AT —3 g U WS, &0
VLAN OFE#IT VIP B HHIBREN D Z L1270 £,

VIP RA A VDS THTRTOTNNA AT, WML VIP A=V 3 VEFETTHILERSHY £
T, A= VIP RAAL VHNDOFEYKT A AT, VIPX—=V g1 83— 902 ZEIFICETT
XFEHA,

AL CHNOTRTOYLT A AR VIP A=Y 2 V2R ORA, #4731 X ETVIP/A—
Var2uEAR—TMITHIENTT, N—=TVa VEFIE VIP AL CHNOMOAN—T 9 22 5%
JEDFE TR A E SN ET,

N=T a2 2F—REEUVEZD L, FFEDT 74/ 8 VLAN D/3T7 A —ZNERINET,

vtpmodeoff =~ > REZANTH L. T34 A% A4 7|2 ELE T, novtpmodeoff =~ > K% AJ)
THE TAAL REVIP =N E— FIZRELET,

Catalyst 6500 > U — X A A v F
VIP R—=Va 3%, X"=Va 1 BLOANR=V g 20T _RCOMELZYR—FLET, VIP

NRe=Ug 3%, R=Va 1 BLONR—g 02 THER—FENTWRWROBEEE S R— |k
LET,

Tf‘?ﬁnwﬁ VTP /N— =2 > 3 TlL, vtppassword 2~ > K& L CRRGE/ N AU — K& JER

T HRIRETEET, WAENAY— FEIERRICRE LTHE, RED/ AT — R
v I/—/ THXFAPTCRRINEEAL, ROV, HHINATWDIRET/NAY — N
(T BT X — 2 16 EBIE TR SV E 7, password-string 515X, 7 /31 A DEHL
RAA 2T 5 8 ~ 64 3CF°00 ASCIL SLFHITT,  IROMECME AIEE T,

password password-string [hidden | secret]

password  password-string : EELR A A L NAT— REHEELET,
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udld A & vtp transparent = T I
B woe—nw

hidden : ({£E) EfTar 74 Fal—ra rTI6HEEFERATHRESN-WEX—L L HIT/2
U—FREERELET,

secret 1 (&) RXRAU— FOMEX—% 16 BB CEHERETEET,

VTP /S AT — K® hidden ¥—V — RlX, VIP X—2 3 0 3750 THAR— hENET, VIP X—
Tar3nG VIP A= g 0 2 ~NEBRT D851, A#%1T 9 il hidden — 7 — R & HIFR3
HUHENRHY FT,

* JEAEHEPH VLAN 77— RX— 2OV HR—F : VIP A=V a v 1 BILORN—T 3 210F
VLAN 1 ~ 1000 7217 Z ¥R —F LE9, VIP X— =33 Tld, VLAN #i4& (VLAN 1
~4096) NYR—FENET, VLAN D FL—=> 7L VLAN 1 ~ 1000 (272 F# ] Sh £
T, JEIEEIFH VLAN (X VTP R—2 a V3T CHAR—FSNET, VIPX—T a3 3nhb
VTP N— g o 2 IZEHT 241X, 1006 ~ 4094 O#iH D VLAN A3 VTP Hl4#17> & HilR &
nEd,

CRAALVHICH DT —F_X—=ADEFEDOYR—F : VIP A=V g v 1 BLOARN—=V 32T
IZ. VIPY—R&2HH L TF—F_X—2AZNVRAMIZ ARy 7 7 v F L, F—Z_X— 5%
EECEET, VIPX—=T 33T, VIPT T4~ —R_EVIPEH L Z Y — R
FTHELET, 774~ B—NTlE, 7 FX—AFRELHETE, BlEESN=T—FX—
AEFIET AT ANO TR TCOEBCKMINET, B F Y h—N_Tlx, 774~
P NN SZT RS T2 HE A~ VIP B2 2 NVRAM IZ Ny 7 7 v 7 T&Ed, 774
2V =R h o HY = RO RAT —F ANFIETHEAT —Z A THY . BEARRETT,

T 74N ETIE, TRTOT AL R F Y =N LTHREILET, T4~ =N
ZHEET 52X vipprimary FiHEEXECT— F a2~ RE AN LET, RO COMEMATHETT,

vtp primary [vlan | mst] [force

vian : (fEE) VTP VLANMERED T T4 < U =L LTT A AEHELET,
mst : (fEE) VIPMSTHRED T T A~ U =L LTT A ZERELET,
force : (EE) ZOT A ZAZBHRNCT T A~V F—NIZLET,

TIA <Y = NAT—H AL, T— 9N%Xﬁﬁ%£?f¢ézgﬁi&)é%é}f:TJZ%T&%D

BEHEDRFAAL VNTHE A v =V ERIT LG AICEBRESNE T, 794~ $— X
T2 AE, Va— RRAA /?ﬁ%/\w%ﬁotk%\ FRERAAL U RNT A= NEFT LT
EXICRDIET, B F Y = NEREEZNY I T v T L, T—H_X— A% R Lkl &
T, TT7A4~Y =R LTEHVIP RAA UV EFFOZ ENTEET,

VTP "—2 5 3 TlX, VLAN 7 — X X—ZAFRIZT 2 BIETE HHIRN 72720 £ Lz, VTP
N=2 g 3%2FHALTVIP RAL VEETT =X _X—2AFREEETCEET, VIP 2EHAT
HET TV r—va iz LT e ba vofEillf v AR ARFEITIILTWVWET,

ChNIUITHNTVIP 24 /A 72T HCLL A v Z—T 2 A AT 4 Fal— g

E—RTnovtp 2~ REFEHLT, NTUIHBMTVIPAT 4 E—7 M TEET, b
FTUX T R—RTCVIPET 48— MITDHE, ZOR—FDTXTOVIP A LV AH
AMMT 4 B—=T N0 £F, VTP % MST 7 — & ~X—A|Z%} LT OFF, VLAN 7 —#~X—
AWK LTCONICRETCEEFA, AV X —Tx2Af AT 4 Fal— a2 F—RKTvp
Ay REMHLT, FI U Z7BEATVIP 24 X —7 VI TEET,
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5P

udld A 5 vtp transparent & T

vip (FB—/\L) [ |

71— L TCOVTP . VIPE— &2 72— VLIZOFFICRET D &, VAT LNOTRTO T
VRV AR—MIEHENFET, R—F I EORELITERD, 1 DODDOVIPA VAKX AT LT
OFF A7 a UARETEET, 7-&21F, VAT AL VLAN 75— Z X— 2259 % VTP-server
LT, FHEMST T —H_R—2Z%9 5 VIP-off £ L TRETEET, ZOHAIE, VLAN
T = R—=AN VTP IZ L > TEHF S, MSTEHN AT AND R T 7 R— MIERE I,
VAT AW ZITE S 72 MST BH S LT,

W, THAAZADEILRAL e RET DB 2R LET,

Router (config) #
vtp domain DomainNamel

WIZ, VIPa2 v 7 4 X2l —2a B REFETDIFS 77 ANV VAT ANDT 7 A4 VEFRET 56
ZnLET,

Router (config) #
vtp file vtpconfig
Setting device to store VLAN database at filename vtpconfig.

wIZ, VIPE—F%2 759447 F F— RIZRETHHZRLET,

Router (confiqg) #
vtp mode client
Setting device to VTP CLIENT mode.

wIZ, VIPE— K&/ 00— LT 4 =T /W T 50 % R~ LET,

Router (config) # vtp mode off
Setting device to VTP OFF mode.

WIZ, TNRAZEVIP Y —RNE— Rty FB6E2RLET,

Router (config) # no vtp mode off
Setting device to VTP OFF mode.

avwy R B
show vtp VTP #EHEHRE FAAL U IEREFRLET,
vtp (VB3 —T x4 R) AR—FEMLTVIP A 31— MILFET,
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udld A & vtp transparent = T I
B w«rs—9z14%)

vtp (f X2 —T x4 R)

N— FEALTVLAN 7 %7 7a haj (VIP) A X—7/WZTHIE, A& —T A
A ary74Xal—varyE®—RKCvpa~vr FEEHLES, R—FEMNTVIP 2T 4 &—
TMCTBHITIE, Zoa<wy RO ne BRE2HEH L ET,

vtp

no vtp

BX DA ZOavwy FIESIBELITF—U—RNIHY A,

ARV ETIHIE R FHALO VTP I3 F—T7 MR £ A,

avY K E—F AVHE—=Tx A A AT 4F a2l —3 3 (config-if)
A7 FRE Uy—2 EENE
12.2(33)SXH Zoavwr RPREASRELE,

FEREDHA FSA4Y VIPA x—TVHEIE, F— FRAA v FShi=FR— MREET, T2 E— ROBAIT T

ENFET,
151 WIZ, R— FEALTVIP A F—7 M T D0 %R LET,

Router (config-if) # wvtp

WIZ, R—FHBALTVIP 27 4 =TT B0 %2R LET,

Router (config-if) # no vtp

BEaT YR N s

vtp mode 7a—/VUZ VTP E— RERELET,
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I udld A 5 vtp transparent & T

vtp client

B DEREA

AR TIAIE

AR E—F

av Y RERE

EREDAARZA Y

vipclient i

TNRARBRMBEN T %7 7o ha)n (VIP) 7947k T— RIZT5I21%,. VLAN =2
T7A4F¥2lb—var E— RTvtpelient =~ > REZEHLET, VIP ¥— N F— RIZETITIE,
Zoa<wry Rone B EHEHALET,

vtp client

no vtp client

ZOawy FIESIBELITF—TV—NIH Y A,

VLAN £— F

VLAN =227 4 ¥ =2 L—3 3> (vlan)

J1)—=x EENE
12.0(7)XE ZPaw K23, Catalyst 6000 & U — R A4 » FITBEMINE LT,
12.2(2)XT Z D= FA, Cisco2600 >V — A, Cisco3600 > U — X, ¥ X XCisco

3700 ¥ U — X L—Z CHEEINE L,

12.2(8)T Zda< RiE. Cisco2600 > U — X, Cisco3600 V—X . ¥ J N Cisco
3700 > U — X Jb—# |=® Cisco I0S Release 12.2(8)T IZHE & S E Lz,

12.2(33)SRA Z Dz~ RN, Cisco I0S Release 12.2(33)SRA I[Z#i & SN E Lz,
12.28X Z P < R, CiscolOSRelease 12.2SX b LA » CTHHR— I ET,

TDORLADEED122SX VU —RIZBIT AV R—RMNI. 74 —F %
oy b, 7T T7x—L, BT Ty A 73— —Ru=T|2Lko
THERD EF,

ZREAA TN ITAT o P E—RTOLIGE., 7I7AT M AAL v FIXZORELEHLL T,
P—"par 74 F¥al—rarizat—LET, Z7IAT U ME—ROAL v FRHLLGEIC
X, BT =N E—=ROAL v FTTRTO VIP £721% VLAN RELEH AT T LI,
vtpserver 2~ NiL, HEN T T4 T M E— RTIERWGEAICZ T —2IRI BN EWV D REER
Z. novtpclient =2~ > N & RIFEOHEREELRILL £7,
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udld A & vtp transparent = T I

Il vpclient

il Wi, HEBEVIP 2 54T h F— RICT 56 %7 LET,

Router (vlan) # vtp client

BEaT YR

avwy R =L

show vtp VTP fEFHERI L OV R A A AAEHRERT L E
RS

vtp (FB—/\)L) VIP2y 7 4FXal—Yary A RL—Y 77
ANDLFTEERLET,

vtp server HEELY VIP — N E— NI LFET,

vtp transparent BEBH VIP NT AT LY N E— RIZLE
RS
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I udld A 5 vtp transparent & T
vtp domain B

vtp domain

EEOEH N A A 4 E2ERT 5121, VLAN2 7 4 ¥ 2 L—3 3 > F— KT vtpdomain =~
VREEHLET, FEHRNAACATHIRTSICE, Z0oavr RO no BREZHEHLET,

vtp domain domain-name

no vtp domain

BX DA domain -name RAA K, RAAL CZITRK 32 LFETT,

ARVETIHILE  EE R AL CAITERESNLER A,

a2k E—F VLAN =27 4 ¥ 2 L—3 3 (vlan)

v FERE Jy—3% LENE
12.0(7)XE ZPaw RN, Catalyst 6000 ¥ U —R 24 »FIZBMEINE LT,
12.22)XT Zoa<r K3, Cisco2600 >V — X Cisco3600 Y —X, LU Cisco

3700 ¥ U — X )—Z CERIEINE LT,

12.2(8)T Z Dz R, Cisco2600 Y — X, Cisco3600 > U — X, ¥ X XCisco
3700 > U — X Jb—4# [ ® Cisco I0S Release 12.2(8)T IZf A S E Lz,

12.2(33)SRA Z Mz~ RN, Cisco IOS Release 12.2(33)SRA I[Z#iA S E Lz,
12.28X ZOa< RNk, CiscolOSRelease 12.2SX kLA ' THHR— & ET,

ZORLAUDORED122SX VU —RIZBIT B R—MI. 74 —F %
Ty h, TR Txr—b, BIXOT I b 74— —Ru=TI2Lko
THEARY E9,

FEREDHA R34 domainname B14% EFHTH L. RAL VAIIKRCF L /I CFERRB S ET,

RAA U INERE SHLDH E TlE, i I1% no-management-domain IREEIZ 72 0 £9°, T OIRRETIE,
a—5 /L VLAN R EDEFDOAMIZEfR/2<, VLAN k7> %7 7a hai (VIP) 7 KX
ARXEEFE LEYA, BIERN I VXU ITHTHDLA— b ETRIO VIPH~ U — X7y F &%
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udld A & vtp transparent = T I
. vtp domain

Bl HDHWIE vipdomain =~ > RTRHESNTE RAAL VA EZITH-7o & X, HEED
no-management-domain JRESE T LE T, HEN Y~V — Ty 8D AL U EZITRD5E

I, 274 X2 Lb—ar JEYarBENROICYEY FENET,

451E O no-management-domain JREENFL T35 &, NVRAM Z2{HE LT, EEZ2 UV o— RKLARWE
Y. P no-management-domain JRAEIZ72 5 K D ITRETE EH A,

1 I, HEEDOEFL N X A % DomainChandon (Z5RET 562 R L £,

Router (vlan) # vtp domain DomainChandon

=N 5584

show vtp VTP MEEHEWS KO R AL A FR L E
R

vtp (F'B—/\)L) VIPa 7 4Fal—yary A L—Y 77
ANDEHETEEELET,
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I udld A 5 vtp transparent & T

vtp password

RrFoxo 27 7a hanr (VIP) RAAL L NRAT— REFE/RT AT, VLANZ 7 X =
L— 3 E— RTvtppassword =~ > RZEM L ET, "RAU—RFZHIERTLI2E, Zoav
Y RO no A EHEHL F9,

BX DA

AU R TIAIE

ATV R E—FR

av Y RERE

vippassword [}

vtp password password-value

no vtp password

password  value

SRAT— R, flIX 1~ 32 3TFO#FPH D ASCII
XFHNITT,

7 7 4V b X password T,

VLAN 22> 7 4 ¥ =2 L—3 3> (vlan)

)1y—= EERNE

12.0(7)XE ZPawy R, Catalyst 6000 > V) — R A A v FITIEBMEIE LTz,

12.1(1E Catalyst 6000 ' U — X A4 v FIZBIFHZDa~w>y ROYHR—KINE bk
VA NPRR S E LT,

12.2(2)XT ZDa= RN, Cisco2600 2 U — X, Cisco3600 > U — X, ¥ LN Cisco
3700 >V — X L—H CTHRESNFE L,

12.2(8)T Z o= R, Cisco2600 U — X Cisco3600 U — X, ¥ L NCisco
3700 >V — X Jb—# [-® Cisco I0S Release 12.2(8)T (ZH & S E Lz,

12.2(33)SRA Z Pz~ RN, Cisco I0S Release 12.2(33)SRA (A S E L7z,

12.28X Z P a< R, CiscolOSRelease 12.2SX LA » CTHHR—FENET,

TORLACOBED122SX VY —AZBIF LR —FE., 74 —F %
Yy b, TV THr—b, BIOT Ty b I —b—FR7=TICLo
THELD ET,

ERLDHTA ES4 2 passwordvalue 513 DAEIE, 1~ 32 LF0D ASCII LFFTH,
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udld A & vtp transparent = T I
Il vippassword

I WIZ. DomainChandon @ VTP KA A o /XA U — RAEVERT A6 %~ LET,

Router (vlan) # vtp password DomainChandon

WIZ, VIP RA A v N2 T — RZHIET 50 %2R LET,

Router (vlan) # no vtp password
Clearing device VLAN database password.

BgEavw >R N s
show vtp VTP fEFHERI LR A A AAEHRERT L E
7
vtp (F'O—s\)L) VIPa2 7 4 Fal—ar ARL—Y 77
ANDLFEERLET,
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I udld A 5 vtp transparent & T

vtp server B

vtp server
EEPEE NI XY S a han (VIP) — R F— RZT5I121F, VLAN2 V7 X2 L—
v =3 v E— KT vtpserver 2~ RZEMLET,
vtp server
EXDEREA Zoawy RIZIEBIEELITF—T— RiEdb v FHA,

ARURTIANE  FT40 MEVIP H— F— KT,

avUkFE—F VLAN 227 4 £ a2l —3 3> (vlan)
v FERE -2 ZENE
12.0(7)XE IOy R, Catalyst 6000 >V — R A A v FIZBMENE LT,
12.1(1E Catalyst 6000 U — X A4 v FICBIFHZDa~wr FOPR—KINE b
LA SRS VE LTz,
12.2(2)XT ZDa=r R, Cisco2600 > U — X, Cisco3600 2 U — R, 35 LN Cisco
3700 > U — X —X THREINE L,
12.2(8)T Zoa~ R, Cisco2600 > U — X Cisco3600 U — X, ¥ J N Cisco
3700 U — X Jb—# E® Cisco I0S Release 12.2(8)T (A S E Lz,
12.2(33)SRA Z Mz~ RN, Cisco I0S Release 12.2(33)SRA (A S E Lz,
12.28X

ZDa< RiE, CiscolOSRelease 12.2SX F LA > THR— FINFE T,
ZORLAVORFED 1228X VU —RIZBT DI R—ME, 714—F ¥
N NN A N S A S Ol N e WAVAS Sl NLyAE Sy S Nl
THERRD ET,

FEREDAARZIAY =R E—RODAL vFTVIP 7L VLAN R EEEFE LI-5E. ZOLEHEIEFE L VIP KA A
VDT RTDAAL v FIBEINET,
ZAF w7 VLANTER DT 4 B—7 VD86, VIPICERETE 5E— Ri%, h—"E— Kk
X7 947 F B— FOWTNIZIRY £97,
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udld A & vtp transparent = T I

. vtp server
ZEAAL v TR — N F— FOYGHE, REITEEINER A,
vtpserver 2~ 2 NiX, HEENZ T4 7 FE— RTIERWEAICZ T —%2IRI 720 &V 9 mEBR
% . novtpclient =~ RN L [RZEOHEL AL L F 77,
il RIC, HEE VTP J— F— RICT B0 %57 LET,

Router (vlan) # vtp server

EEav> R a2 R =0
show vtp VTP HEFHEHES KO R A A A #AE 2R L
‘3—0
vtp (' B—/\)L) VIP2> 7 4FXal—Yary ARL—Y 75
ANDLFIEERLET,
vtp client FNA ABNTP 7 AT b E—RIZLET,
vtp transparent WELZ VIP hF7 AT L F— RIZLZE
‘a‘o
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I udld A 5 vtp transparent & T

vtp transparent

vtp transparent [}

EERA2E N X7 7a ha)n (VIP) T AT L2k E— RIZT5IT1F, VLAN 22
74 F¥alb—3 3 F— NTvtptransparent 2~ > R&EfEH LES, VIP H— N E— NIZKET
Wi, Zoa~r Rone BXEHEHLET,

vtp transparent

no vtp transparent

B DEREA ZOawy FIESIBELITF—TV—NIH Y A,

AYYRTIHILE  F7 40 ME VIP —1 F— R T,

avY K E—FK VLAN 2> 7 ¢4 X2 L—3 3> (vlan)
A7 FRE y—2 LEAE
12.0(7)XE Zdawy R, Catalyst 6000 >V — R A4 v FITIBMEE LTz,
12.1(1E Catalyst 6000 ' U — X AL v FIZBIFHZDa~w>y ROV AR—KIRE b
LA AR ESIVE LT,
12.2(2)XT ZDawr R, Cisco2600 > U — X Cisco3600 U — X ¥ LW Cisco
3700 > U — R )L—F CTEIEINE L,
12.2(8)T Zoaw RiZ. Cisco2600 > U — X Cisco3600 Y — X ¥ LW Cisco
3700 3V — X JL—% L? Cisco IOS Release 12.2(8)T IZHiA S E L=,
12.2(33)SRA Z D a= > K73, Cisco IOS Release 12.2(33)SRA IZHEA SN E LTz,
12.28X ZO=a< Y RiZ, CiscolOSRelease 12.2SX LA ' THR—FENET,

TOMLAVOEEED 122SX V) —R BT AR —MI, 74 —F v
Ty b, 7TV Tr—b, BIOT T b T xr—b =Ry TICko
THERY FT,

ERLEDHA FS4 2 viptransparent =T~ > R, RAAL LD VIP %7 4 B—T M LETRN, A v FNnE RAL L

ZHIBR L EE A,

LAN XA vF >4 av> K 1JT7 LA, Ciscol0S XE Release 3SE (Catalyst 3850 X 1 v F) ||



vtp transparent

il

BEEa~Y
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udld A & vtp transparent = T I

ZEAA TN T AT L b= FOBE, REFLEEShERAL, PTAXT L b
EF— ROAA v»FiE, VIPIZZMLEEA, FTFTUAXT L2 N E—RTAAL vF ED VTP %
JZIZVLANRREZZFELCH, 2RIy FT—7 LMD AL v FITERE L FH A,

vtpserver 2 2 NE, HEEN K7 VAT LY M E— FOHBHICT T —ZIRI RN &V ) AR
. novtptransparent =~ > K EFEEPI L TV E T,

WIZ, EBE VIP T ART LY b F— RIZT 5057 LET,

Router (vlan) # vtp transparent

Wi, #EZ VIP — " F— NIRRTz~ LET,

Router (vlan) # no vtp transparent

av Uk Eir3i):]

show vtp VTP #EEHEWS KO R A A A EF R L E
—a—o

vtp (F'B—/N)L) VIPa 7 4Fal—yary A L—Y 77
ANDLFTEELLET,

vtp client TNA AENTP Y 747> hE—RIZLET,

vip server HEE VIP — " ET—RIZLET,
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