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. key (config-radius-server)

key (config-radius-server)

Jb—2% & RADIUS H—/ 3]0 3~ T? RADIUS i@  OFRER L OK B3 — &2 fRET 5121
RADIUS h—N a7 4 Fal—v a3 E—KRKTkey 2~ R LET, HELF—%
HIBR9 5121k, Zoa~>r Fono BXREMHEHLET,

key {0 string| 7 string} string

no key
WX D 0 LS TR S — AL SIS k5 HE
string Li'@}
BrefbEnTniny (27U T77F 2 b)) HH
¥ —,
7 FEAOF—0R% AL Lo ELET,
string FEABR DI F—,
string b S Tniny (Z U7 T7F R ) HH
%»—O

ARURTI4ILE  BEBIOEEX—IT s —T R FT,

av>y RE—F RADIUS #—/X 227 ¢ ¥ 2 L —3 3 (config-radius-server)
av Y FERE Jy1y—x EEANR
15.2(2)T Zoavy RPNEAINE LT,

FERAEDHA FS 42 aaanew-model 2~ R&EMA L CTHRIE, Fl, TH T LT 1427 (AAA) FIEAEA 2—TNIT
L7-%%. radiusserver key =~ N&Zflif] L CRGEB L O 5 X — 2R ET HHLENH Y £7°,
S

Gx) aaa new-model =~ > K& 3174, RADIUS ¥ —%fEELE T,
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BEEa<v> R

key (config-radius-server) .

AJTL7=%F—1Z. RADIUS V— " CfEHEINDF— ¢ BT A2MLENDH Y £, LIEADA—2R
T RTERENETN, F—OFMBLIOREOAR—AIMEHATEET, F—ICAI—2%
T 256, sl B EX—ICE0 58 %2kRE, SIHBF T —ZHERNTIZEN,

Wiz, IP7 R A 192022 #¥-DK A h % RADIUS — & L THRE L., Bf5%—& L Tradl23
ERETHHERLET,

Device (config) # aaa new-model

Device (config) # radius server myserver

Device (config-radius-server) # address ipv4 192.0.2.2
Device (config-radius-server)# key radl23

WRIZ, FERER L OWE 5% — & anykey [CRET B2 R LET, 718, HEXHOF—21%A1TH<
LOELET,

Device (config) # aaa new-model

Device (config) # radius server myserver

Device (config-radius-server)# address ipv4 192.0.2.2
Device (config-radius-server)# key 7 anykey

RIE ZfRfF L. showrunning-config =~ > FZfEMT 5 &, RO XS IZHTF—nERINET,

Device# show running-config

radius server myserver
address ipv4 192.0.2.2
key 7 19283103834782sda
! The leading 7 indicates that the following text is encrypted.

avy kR &% EA

aaa new-model AAAT 7 kA v fa—)L EFLEAL F—T
MZLET,

address ipv4 RADIUS % — DT 10 T ¢ > 78 L OGRGE
RTA—=HZDIPVAT RVAZRELET,

radius server RADIUS H— 8 ED4 A 5 E L, RADIUS
P—Nar7 4 X2l — g T— Ra2Bth
LET,

show running-config N—TF 4 T TR ZADBIEDREEFR L
‘a‘o
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B ey (TACACSH)

key (TACACS+)

BX DA

AU RTIFIE

aAvU Rk E—F

avy FERE

TACACS+ ¥ — TH— B OB EFXF— %R ET DITIL, TACACS+H— a7 4 Fa b —
valrE—RCTkey2~y FEMHLET, h—"BAORESXF—ZHIRT 212X, Z0a~vy
RO no FEX AL £,

key [0| 7] key-string
no key [0| 7] key-string

0 (EE) B b TORWNF =23 AT <
LOofEELET,

7 (ER) HERFHOF =0 % STk L OFEEL
£

key-string FHE AL A F—,

TACACS+ B 3 ¥ — IR EINFH A,

TACACS+ #—/N 27 ¢ ¥ =2 L—3 3 (config-server-tacacs)

J1y—=x EERNE
Cisco I0S XE Release 3.2S ZOavwy RPREAIRE L,

EREDHA RSA4Y key 3~ R T, +—"BIOWEX—2RETH LN TEET,

1

WIZ, keyl &V D ARTOIRESALIEA T —2EST D02 RLET,

Router (config)# tacacs server serverl
Router (config-server-tacacs) # key 0 keyl
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BEEa~

~

key (TACACS+) [ |

> >

avwo kR

BLL]

tacacs server

IPv6 F 7213 IPv4 (2% L C TACACS+ ¥ — 3%
HEL T, TACACS+H— R a7 (¥ al—
var E®—RFERMLET,
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B key-hash

key-hash

B DEREA

AU RTIHIE

ATV R E—FR

avy FERE

FEREDHA K54

1

¥ =7 ¥ =/ (SSH) Rivest, Shamir, 3 kX FAdleman (RSA) ¥—4 A 7B L UL HIZIEET
HIZIE, SSHABF— a7 4 X2l —3 3 F— KT, key-hash 2~ > K& L %9, SSH
Rivest, Shamir. 3 X" Adleman (RSA) ABF—ZHIRTAI121%, Z0a<2 KO no JTEX &2 1{#
FALET,

key-hash key-type key-name
no key-hash [key-type key-name]

key-type key-name SSH RSA ABAF— D # A 7" L 44 Hil,

SSH ¥— DX A 7L AFNIFEEINER A,

SSH AR — 27 4 ¥ = L—3 3 (conf-ssh-pubkey-user)

J1)—=x EEAR
12.2(33)SRA ZMa< FiX, CiscolOSRelease 12.(33)SRA L ¥ HED Y U —

ATEASHE LT,

W — AT — XTOHRTTIE, F— FA 7% ssh-rsa lZTHLERHY £, AfF— A
FN) T DNy 2 %3 B T HIE, Ny v 2By 7 by =T AR LET, E£72. B0 Cisco
I0SV—F N0y vafizabt =352t TEEd, AF—T—FE2RBINANTHIC
l%. key-string =~ RZfEMT 5 Z &S E S,

KRIZ, SSH & — A TB I ORI ZEET 282~ L £,

Router (config)# ip ssh pubkey-chain

Router (conf-ssh-pubkey) # username test

Router (conf-ssh-pubkey-user) # key-hash ssh-rsa keyl
Router (conf-ssh-pubkey-user) ) # exit

Router (config-pubkey) # exit

Router (config) # exit

[l Ciscol0S X2 )T 4 a2 R YTF7L2YR:aT 2 FD~L, Ciscol0SXE Release 3SE (Catalyst

3850 X A v F)



EpE g

~

key-hash B

XS

avyU R

BLL

key-string

UE—F 7O SSHRSA AfF—%2ETLF
kR
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. load-balance (server-group)

load-balance (server-group)

£ Hif & RADIUS $—/% 7 L—7 2% L C RADIUS —/ X 0 — K R v J A 2—T LT
TAHICE, =N TN —F a2 T 4 Fal— 3 F— FTload-balance =~ > R&EHH L F
9, ARIffE RADIUS =" B — K RT3 T %T 42 —T7NMIT 5120, Z0a<wr Ko
nof XA fHEH L E7,

load-balance method least-outstanding [batch-size number] [ignore-preferred-server]|

no load-balance

RXOHH method least-outstanding B— KRG TOEDT I NARZ T
7 E— RaA =7V LET,

batch-size EE) RNyFT iy consd b8
7 a D,
number EE) N TFDO TV I a0,

*F 7 4V I 25 T,
s FEPHIT 1 ~ 2147483647 T,

GE) NyF A AN ANL—T> k& CPU
DOAMICEETIGENRH Y £,
T 7 H IR Ny TF YA XD 25 Off
HAEHEELE£4, 2k, CPUDE
PRI L RIS 0, &AL —
7y MZEEL SN TV 72T,

ignore-preferred-server UEE) #EE, Rl ThHOT 40

(AAA) OH—t v g CHEETSH T
7vavi, Y=~z HLLS L LT
LME DI IERLET,

CRESNTWDEEIE, BV — SREIT
SN EEA,

* T T AN MIBEY— AN EHT LT
‘j—O

IV R ELFLE  FORGYEERBGE LAl . L AIYEE RADIUS — 31— R8T v I E L A
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load-balance (server-group) .
Y FRE Y y—2 EERE
12.2(28)SB Zoavy RPEAINE L,
12.4(11)T Z d < K78 Cisco I0S Release 12.4(11)T IHEA S E LT,
12.2(33)SRC ZMa~= R23, Cisco I0S Release 12.2(33)SRC IZHA SN E L
7=
il KOFNE, £ il & RADIUS — ZL—7 5t L CHBIC SRz — R RT3y v T ER L

TWET, ZoOfliX, RADIUS 2~y R OBIEDORE, 73y 7T, BELRAAA —
AT — 2 ZEHRD 3 OSSR 0 F,

451 wOBNIL, B4 5 RADIUS BREZ R L TWET,

Router# show running-config

aaa group server radius server-groupl
server 192.0.2.238 auth-port 2095 acct-port 2096
server 192.0.2.238 auth-port 2015 acct-port 2016

load-balance method least-outstanding batch-size 5
!

aaa authentication ppp default group server-groupl
aaa accounting network default start-stop group server-groupl

LﬂRMmBZV/Fﬁﬁ®ﬁﬁEEW®ﬁi KOEHIZERINTWVET,

* aaa group server radius =~ > NI, 2 DDA L3 — H— b2 50— T — T OFRGE
ERRALET,

* load-balance =~ > RiX, /Ny F ¥ ANFRE S/ 17—V RADIUS $—/8 7 /L—T|C
MHLTa—RRToo T el F—T M LET,

* aaa authentication ppp =~ > NiX, RADIUS Zffi [ L T X TD PPP = — W ZFHGE L £ 77,
*aaa accounting =~ > NlL, 7 747 FREES L& & start-stop F— U — F&fEH L7z
BII2IZ, AAA = NZRT DT RTOT AV T 4V TBEROREEE A F—T ML E

R

il TOTF Ay Z7HINE, EOREICET 2B — N OER & ZEROMPL AR L TV ET,

Router#
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load-balance (server-group)

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002C) :No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Server[0] load:0

*Feb 28 13:51 16.019:AAA/SG/SERVERfSELECT:Server[1] load:0

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Selected Server[0] with load 0

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (0000002C) : Server (192.0.2.238:2095,2096) now being

used as preferred server

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOO2D):No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [4] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (0000002D) : Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOO2E):No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [3] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (0000002E) : Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOO2F):No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [2] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (0000002F) : Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOOBO):No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [1] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (00000030) : Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT(OOOOOOBl):No preferred server available.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Server[1l] load:0

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Server[0] load:5

*Feb 28 13:51:16.023:AAA/SG/SERVER _SELECT:Selected Server[l] with load 0

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:51:16.023:AAA/SG/SERVER SELECT (00000031) : Server (192.0.2.238:2015,2016) now being

used as preferred server

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT (00000032) :No preferred server available.
*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER SELECT: [4] transactions remaining in batch. Reusing
server.

A B & RADIUS H— Z L —TF D% — % 25 —Z ZEROF

ToOH DL, &EifHE RADIUS — 8 7 —TFEF D AAA Y— N ZF—X 25 7 L TWE
7,

Router# show aaa servers

RADIUS:id 8, priority 1, host 192.0.2.238, auth-port 2095,
State:current UP, duration 378ls, previous duration Os
Dead:total time 0Os, count 0
Quarantined:No
Authen:request O,

acct-port 2096

timeouts 0

Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure O

Author:request 0, timeouts O
Response:unexpected 0, server error 0, incorrect 0, time Oms

Transaction:success 0, failure O

Account:request 0, timeouts 0
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BEav> K

load-balance (server-group) .

Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure O
Elapsed time since counters last cleared:0Om

RADIUS:id 9, priority 2, host 192.0.2.238, auth-port 2015, acct-port 2016

State:current UP, duration 378ls, previous duration Os

Dead:total time 0Os, count 0

Quarantined:No

Authen:request 0, timeouts O
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure O

Author:request 0, timeouts O
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure O

Account:request 0, timeouts 0
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure O

Elapsed time since counters last cleared:0m

Router#

ZOHHIE. 25D RADIUS 4 — "D AT —F A%< LTWET, WO — SNEEF T4
D, BT HENOSENCY VT S TLRRIL, EOBERBMEI N TWERA,

avy kR % EA

debug aaa sg-server selection JL— 2 N® RADIUS B L N TACACS+ H—
TN—"T" 2 AT DISFFED Y — /3 28R LT
LBHEFRRLET,

debug aaa test RADIUS H— R XZ T Di=d, 7414 Kb
A ~—FET v K Z A ~—nHRGINIC A
L2~ L ET,

radius-server host o— R NF 327 o RADIUS BE)T A |k

A FX—T I LET,

radius-server load-balance 71—/ RADIUS #—/8 ZL—"Z%F LT
RADIUS =/ m— R NF 2o VA X —
TN LET,

test aaa group RADIUS = — R NZ v o7 —NR& % T
BTTARNLET,
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. load-balance (server-group)
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