show parameter-map type consent 5 5 show
users & C

* show port-security, 2 ~—37
* show privilege, 5 ~—
* show radius statistics, 6 “X—3

* showssh, 12 ~<X—
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[l show port-security

show port-security

EXECa~v Yy RE—ROR— b X270 REICHET H1H#MEZFRTT HITIX, showport-security

BX DA

aAavv R FI4ILk

AUk E—F

avy FERE

[ Ciscol0S X2 T4 a2 RUT7LUR:

3850 X A v F)

a<wr REFERALET,

show parameter-map type consent /) 5 show users & T |

show port-security [interface interface interface-number|

show port-security [interface interface interface-number] {address| vlan}

interface interface

EE) A v X —TxA A XA TEFELE
9, HZNMEIZ ethernet, fastethernet,
gigabitethernet, I35 J (}longreachethernet T3,

interface-number

AH—T oA AFFERELET, ANED
HWEIT1~6 TT,

address FTRTDODAA v F A B —T A AET2ITIERE
INTEA v E—T 2 AZEESINTZTNTO
TEXFR2T MACT FL A, BIOET RLAD
TV EREFRRLET,

vlan Virtual LAN ({5F8 LAN)

Zoa<wr NI TN IRENRDHY AL

EXEC

))—=x EERNE

12.2(14)SX Z DA< ROV AR — k) Supervisor Engine 720 (2B SV E LTz,

12.2(17d)SXB Supervisor Engine 2 LD Z D a~<y ROV HR—ERY J—2A
122(17d)SXB ICHEAE S Lz,

12.2(18)SXE address ¥ — 7 — R2%BEN & 41, Supervisor Engine 720 D k7 > 7 R —
IC VLAN AL TRIE SN TV D MAC 7 R L ADERED 5% F
RTELEIITRVE L,

12.2(33)SRA Z @z~ R Cisco I0S Release 12.(33)SRA IZHE & Sk Lz,
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show parameter-map type consent ) 5 show users & T

show port-security [

ERLEDHARSAY vian F—U— Rk, FF0 27 = EFTHR— SR, FF o7 B— MIxLTRESHE

1

VLAN 720 O REEFRRLET,

interface-number 51ELClX, TV 2 —VEBIOR— NEFZEEELET, interface-number DFH 573
EiE, FEST DA F =T =2 A ZAT L ATV Y=V BLOEV 2= ML TRRY
F9, Lz 3Ry b Uy =48 R — F 10/100BASE-T A —H % v kY 2 — /L34
WINTWDIHEEIL, XHEY A=V Ry NV EF—T oA RAERETHE, TV 2—NEH
DAEEIT 1~ 13, R— FHFTOAEIT 1 ~ 4812700 £,

WIZ, AT a v ERE LD - 72854 @ show port-security =~ > KOl &~ L £9,

Router# show port-security

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security
Action
(Count) (Count) (Count)
Fa5/1 11 11 0 Shutdown
Fa5/5 15 5 0 Restrict
Fa5/11 5 4 0 Protect

Total Addresses in System: 21
Max Addresses limit in System: 128
Router#

WIT, WESNTA v F—T A ADR— hEFX 2 VT 4 EREERT L0012 R LET,

Router# show port-security interface fastethernet 5/1
Port Security: Enabled

Port status: SecureUp

Violation mode: Shutdown

Maximum MAC Addresses: 11

Total MAC Addresses: 11

Configured MAC Addresses: 3

Aging time: 20 mins

Aging type: Inactivity

SecureStatic address aging: Enabled
Security Violation count: 0

Router#

WIZ, TRTDOAAL v F A B —T oA AFTRIFBEESNTA V¥ —T oA ATHEESINIZTX
TOEXF2T7 MACT RLA, BLOKT FLAODZ—Y U FiEREFRT A6 2R~ LET,
Router# show port-security address

Default maximum: 10
VLAN Maximum Current

1 5 3
2 4 4
3 6 4
Router#
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[l show port-security

EEav> R

show parameter-map type consent /) 5 show users & T |

avyU R

BLL

clear port-security

MACT7 FL R F—7AnbEEd 27 MAC 7
RLABLORRAT 4 vF MAC 7 R L A& HIR
LET,
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I show parameter-map type consent ) 5 show users & T

show privilege

show privilege .

BUEDHHE L~V % FoRvd 5 121%. EXEC &— R T show privilege =~ > RZH L £,

show privilege

X DA ZOawy NIZBIEERZETFT— T — NiEb v 8 A,

av YR E—F EXEC

X FRE Uy—2 ZERR
10.3 Zoa<wy RREAINE L,
12.2(33)SRA Z Mz~ R Cisco I0S Release 12.(33)SRA I[Z#i & S Lz,
12.28X Zda< KL, CiscolOSRelease 12.2SX kLA > THAR—hENET,

ZORLAVOREEDI22SX Y Y —RIBIT BV R—MI, 74 —F %
o b, 7T T7F—Lb, BIXOT Ty 74— N —Fu=T7I(Z

LoTHERZYET,

i RIZ, show privilege =~ > FOHNFIZ R L ET, BLEOFHEL ~/LIE 15 TT,

Router# show privilege
Current privilege level is 15

avyU kR

558

enable password

SFEXFERMERLNAA~ADT 7B AEHIET S
—H )L RRAT— RNEHRTELET,

enable secret

enable password =~ > KXV b L7z ¥ =
V74 LA YZEBELET,

Ciscol0S zH )T AT FYIT7LUR:
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B show radius statistics

show radius statistics

THO T 4T Ry N ERREN > MZEST % RADIUS #iiHEHR 2 £nT 512i1%, =—V%
EXEC &— F£ 7134 # EXEC & — F T show radius statistics =~ > F&fiH L £,

BXDEREA

AU R E—F

avy FERE

1

show radius statistics

show parameter-map type consent /) 5 show users & T

ZOa=y FIZEBIEELEEF— TV —FEH D EH A,

2 —H EXEC (>) #5# EXEC (#)

J1)y—2= EERNE

12.13)T Zoavwr RBREAINE L,

12.2(33)SRA Z D == K73 Cisco IOS Release 12.(33)SRA IZHA S E LT,

12.2SX Z Oz RiE. Cisco IOS Release 12.2SX b LA > CTHR— M ENE
T, ZTOMLALDOFEED122SX T UV —RAIZBITF LR — NI, 74—
Fxy Yy b, TV T7F—L BIONT Ty T —LA NN— U=
TIWZEL TR 5,

15.1(1)S Z D3~ K73 Cisco I0S Release 15.1(1)S IS S E LT,
CISCO-RADIUS-EXT-MIB O %R — r 28BS E LT,

15.1(4HM Zhavwy RREBEEINE L, CISCO-RADIUS-EXT-MIB O H-3— b

MBS E Lz,

&IZ . show radius statistics =~ > RO 2~ L £7,

Router# show radius statistics

Auth Acct Both

Maximum inQ length: NA NA 1
Maximum waitQ length: NA NA 2
Maximum doneQ length: NA NA 1
Total responses seen: 33 67 100
Packets with responses: 33 67 100
Packets without responses 0 0 0
Access Rejects 0

Average response delay(ms) : 1331 124 523
Maximum response delay(ms) : 5720 4800 5720
Number of Radius timeouts: 8 2 10
Duplicate ID detects: 0 0 0
Buffer Allocation Failures: 0 0 0
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show parameter-map type consent ) 5 show users & T

Maximum Buffer Size (bytes):

Malformed Responses
Bad Authenticators

Source Port Range: (2 ports only)

1645 - 1646

Last used Source Port/Identifier:

1645/33
1646/69

show radius statistics B

327 327

FTORT, ZOHNTERRSNLGEERT 4 —/L FIZOWTHALET,

% 1: show radius statistics 0 7 1« —JL KD E#EA

J4—ILF &5 EA

Auth. FRE T v N OREEHEHR,

Acct. THT T 4T Ry N OFFHER,

Both ATy NET T 4 TNy FOR

FHEER .

Maximum inQ length

RKEEDRADIUS A v — V2 RHT 5% 2 —
THRIENS, k=2 hU K,

Maximum waitQ length

FEEFHTIEE R > TV 5HRADIUS A v &—
VERBET A2 —THFIIND, KT b
Uiﬁo

Maximum doneQ length

WA EZEFEHT, AvbE—TEFoT0ND
a— FITHIRE S LD FEDRADIUS £ vtE—
PRFFTOX 2 —TiFrrland, fikk=> KV

Total responses seen

P— 5 72, RADIUSIGE S, THREIND
2Ny NI Z T, ZO8ITITH Y KL oo
oy b, waitQ Il —BT B A v — YRR
Ry PbEENRET,

Packets with responses

RADIUS % —/3n 6 8 &2 A5 L2377 » b
.

Packets without responses

WFHLD RADIUS H—/3 5 b IS & 25215 L7
Mo Ty MK

Access Rejects

RADIUS — N2 L > TT7 7 B AERPHEE &S
Nn7=EE,
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show parameter-map type consent /) 5 show users & T |
[l show radius statistics

J4—JLF SR BA

Average response delay Ry RISERONCER SN TS, 8B %2 %5
T 5 E TOFHEERE (LU (ms) HAL)
INEDEA LT TR, Ty FRIHEE SN
AL, TOMEIIEZA LT Y MREENE
To Ty FPISEEZEL TR, Z
OEIFECE EINLET A,

Maximum response delay PENSERIES 2 IEE L T D RICBLIRl S
7o, BRAGEBIE (ms HZ)

Number of RADIUS timeouts P NMHEHRT . RADIUS — 384w K
7 FRR(E L7z,

Duplicate ID detects RADIUS (21, K255 HO—E D ID 236 Y
F7, HHICE o T, 255 A 2 DA
DOy MRHVET, Ny MRZEEND
EodoneQ ik b iV P U MBI LWL
N DIETHRIERSNET, IDBFELEAE. &
D EERFEZEH L UOSEN 0= R I
—HT 2N E I PR INET, INEN—K
L7aWGa, BEEID T U o238 £

R
Buffer Allocation Failures Ny 77 HEID BT HENRD o 2B
Maximum Buffer Size (bytes) Ry T 7D R A R 2HRrxLET,
Malformed Responses R L CWIRE 0%, 13& A Y054, Bad

Authenticators 735K 97,

Bad Authenticators HHFREE DO AR—EC L D EREFR D12,

Source Port Range: (2 ports only) RAR—hrESFZERLET,

Last used Source Port/Identifier FEFDO T DI E B IZRADIUS b — I H &1
72— b,

HAD 7 4 —)L RiZ, CISCO-RADIUS-EXT-MIB Of§ 5 %~ hU— 27 &8 71 h =2/l (SNMP) 74
TVl My BV &, SNMP LAR— TSN E T, LAR— NOKRIIOITIE
CISCO-RADIUS-EXT-MIB 2%k D L H iz~ B InE9,

* Maximum inQ length /& creClientTotalMaxInQLength ~~ v =/

* Maximum waitQ length 1% creClientTotalMaxWaitQLength ~~ » 7
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show parameter-map type consent ) 5 show users & T

show radius statistics B

* Maximum doneQ length {Z creClientTotalMaxDoneQLength ~~ v =/

HWAhD7 44— R [Both) 1. BIEETHT LT 4V TOMBA TV =7 FIBEIGETEET,
HANZFRREN TS, &7 4=V ROHRERERORITRLET,

% 2 : show radius statistics < > KH 1D Both 7 1 —JL FOHE

show radius statistics A< > FOEHT—%

Both 7 + —JL FDEER

Maximum inQ length

creClientTotalMaxInQLength

Maximum waitQ length

creClientTotalWaitQLength

Maximum doneQ length

creClientDoneQLength

Total responses seen

creAuthClientTotalResponses +
creAcctClientTotalResponses

Packets with responses

creAuthClientTotalPacketsWithResponses +
creAcctClientTotalPacketsWithResponses

Packets without responses

creAuthClientTotalPackets WithoutResponses +
creAcctClientTotalPacketsWithoutResponses

Access Rejects

creClientTotal AccessRejects

Average response delay

creClientAverageResponseDelay

Maximum response delay

MAX(creAuthClientMaxResponseDelay,
creAcctClientMaxResponseDelay)

Number of RADIUS timeouts

creAuthClientTimeouts + creAcctClientTimeouts

Duplicate ID detects

creAuthClientDupIDs + creAcctClientDupIDs

Buffer Allocation Failures

creAuthClientBufferAllocFailures +
creAcctClientBufferAllocFailures

Maximum Buffer Size (bytes)

MAX(creAuthClientMaxBufferSize,
creAcctClientMaxBufferSize)

Malformed Responses

creAuthClientMalformedResponses +
creAcctClientMalformedResponses

Bad Authenticators

creAuthClientBadAuthenticators +
creAcctClientBadAuthenticators

CISCO-RADIUS-EXT-MIB ¥ v FIZU A SN TWAKRDA 7Y =7 D> b% . show radius
statistics 7~ R CERRIND 7 4 —/L RIZ~ v 7 T5 2 LIEfETT, =& 201,
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show parameter-map type consent /) 5 show users & T |
[l show radius statistics

creClientLastUsedSourcePort 7 ¢ —/L R{X, L 7A"— k@ Last used Source Port/Identifier #4312 % i
L. creAuthClientBufferAllocFailures [ZF8FE/Y% ~ | @ Buffer Allocation Failures (Z%f)t L .
creAcctClientBufferAllocFailure 137 0 7 > 7 « > 7 /3w K @ Buffer Allocation Failures (2%} )& L
£9, LT BEKTT,

+ creClientTotalMaxInQLength

« creClientTotalMaxWaitQLength

+ creClientTotalMaxDoneQLength

« creClientTotalAccessRejects

« creClientTotal AverageResponseDelay

« creClientSourcePortRangeStart

+ creClientSourcePortRangeEnd

+ creClientLastUsedSourcePort

+ creClientLastUsedSourceld

+ creAuthClientBadAuthenticators

+ creAuthClientUnknownResponses

« creAuthClientTotalPacketsWithResponses
« creAuthClientBufferAllocFailures

« creAuthClientTotalResponses

« creAuthClientTotalPacketsWithoutResponses
« creAuthClientAverageResponseDelay

* creAuthClientMaxResponseDelay

+ creAuthClientMaxBufferSize

+ creAuthClientTimeouts

+ creAuthClientDupIDs

+ creAuthClientMalformedResponses

+ creAuthClientLastUsedSourceld

« creAcctClientBad Authenticators

* creAcctClientUnknownResponses

« creAcctClientTotalPacketsWithResponses
« creAcctClientBufferAllocFailures

* creAcctClientTotalResponses

* creAcctClientTotalPacketsWithoutResponses
* creAcctClientAverageResponseDelay

+ creAcctClientMaxResponseDelay
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I show parameter-map type consent ) 5 show users & T

* creAcctClientMaxBufferSize

* creAcctClientTimeouts

* creAcctClientDuplDs

+ creAcctClientMalformedResponses

« creAcctClientLastUsedSourceld

show radius statistics B

BRLIET Ty F74+—24 CiscolOS VY —2A BRUO7 4 —F % vy MIET S MIB ik
BEIOF T v — R4 25ITI1E, http://www.cisco.com/go/mibs {Z & % MIB Locator Zffi ] L T< 72 &

Wy,

avwy kR

5158

radius-server host

RADIUS #—/ X AR A M &$EEL £,

radius-server retransmit

CiscoIOS V' 7 R =7 7 RADIUS #—/3 7k A
FDOV A NEBRBETHEBORKEEZEE L E
—g—o

radius-server timeout

P— N A NRIRET D FE TI— XN D
MRz E LET,
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. show ssh

show ssh

BXDEREA

AR R E—F

avy FERE

FEREDAA RZM4 Y

il

show parameter-map type consent /) 5 show users & T

N—& EDEF2T =/ (SSH) H—_OEFIRELEZRT HIZIE, =2—V EXEC E— NE/=
I L4 HE EXEC £— R Tshowssh 2~ RaAfEH L £,

show ssh vty [ ssh-number |

vty AR RERR (VTY) EHoitaeRonr L E
j‘o

ssh-number (EE) V—4& D SSH — \#gEmot, 5
ETE HHPHILO0~ 1510 T, F74/L M
X0 T

22— EXEC (>) #§# EXEC (#)

)1)—2 EERNE

12.1(15)T Zoavry RPEASNELE,

12.2(33)SRA Zoavwy RPEEEINFE Lz, CiscolOS Release 12.2(33) SRA
A SIVE LT,

12.2(33)SXI ZOavy RINEEILE LTz, Cisco I0S Release 12.2(33) SXI
WA SALE LT,

Cisco IOS XE Release 2.1 ZOavwy RBREFIE L7z, CiscolOS XE Release 2.1 IZH#¢
HINFE LT,

showssh =2~ > REFEH LT, V=¥ EOSSHEHOAT —FX AR R LET, ZOa~v KT
X, SSHOBRET — A ITFERINFETA, XA LT T NOHRAITREEZ: &0 SSHER EE W& FoR
T 252X showipssh =~ REMHL £,

WIZ. SSH A 2 —T7 VDA D show ssh 2~ > RO FHlZ R L E9,

Router# show ssh
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I show parameter-map type consent ) 5 show users & T

show ssh B

Connection Version Encryption State Username
0 1.5 3DES Session Started guest

FORT, ZOMATRRENSEERT 4V FIZOW TR L TOET,

& 3: showssh 7 4« —)L KO8

Z4—ILE 5 EA

Connection JL—H& > SSH #f5 DE,

Version SSH iR D/N— g o FH,

Encryption LTPeS (MRS (AP G

State Yo a UNBE LT MELR LR aRT,
SSH H&fgE DK RE,

Username SSHiZmr 7 A T HTedDa—H 4,

Fﬂé:?"‘ 37~/P Eﬁﬂﬂ

show ip ssh SSHD =V 3 VB EURET — 4 28R L&

7,
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show parameter-map type consent /) 5 show users & T |

. show ssh
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