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't¢

* tacacs server, 2 N—3

* tacacs-server host, 4 ~X—
* telnet, 7 ~X—

* testaaa group, 14 ~~—

* timeout (TACACS+) , 19 ~X—¥
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[l tacacsserver

tacacs server

IPv6 F 7213 IPv4 O TACACS+ — R RE L., TACACS+ hr— N a7 X2l —r 3 £—
RZBET 5121, Zua— L a7 4 X2 l—3 3 F— NTtacacsserver 2~ o R&fiiH L
F9, REXHIRTHICIE, 2oa~vwr Fon BEREAFHLE T,

tacacs server name

no tacacs server

WX O name 75 A ~_X— K TACACS+ Y —/ 3 7R A kDA HT,

ARUETIHILE TACACS+ H— NIFRE SN TOEH A,

AT R E—F Jua—) a7 4 X2 lb—3 g (config)
vy PR Yy—2 ZENE
Cisco IOS XE Release 3.2S ZThavwr RREAINE LA,

FERLEDHA FS4 2 tacacsserver 2~ Ri. name B1%%& ] LT TACACS ¥ — 3% #E L. TACACS+ H—/3 22
T4 F¥al—rvarE—RERBLEST, ZOREIL HEEZKT L, TACACS+ — 2
T4 X2l —varyET— R TTrEEHAINET,

i I, 4Hiserverl ZfH L CTACACS+ Y — N7 4 ¥ a2 L— g 0 F— REBHME L. TACACS
P—REHRETHHEZRLET,

Router (config) # tacacs server serverl
Router (config-server-tacacs) #

BEa<y R N -
address ipv6 (TACACS+) TACACS+ H#— 3D IPv6 7 KL AZRE L F
R
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tacacs server B

avyU R

BLL]

key (TACACS+)

TACACS+ $— R CTH— NHEALDOREF 5% — & 5%
ﬁ L/i—g—o

port (TACACS+)

TACACS+ #5elZfEfHT 2 TCP AR — M EHEE L
F9,

send-nat-address (TACACS+)

T4 T FONATHDT KL A% TACACS+
P—NZEELET,

single-connection (TACACS+)

HBL—o TCP #&ft 24l L T4 T?d TACACS
Ny RERU—NCEETEDLIICLE
—é—o

timeout (TACACS+)

FBIE S 72 TACACS H— 305 DSE % %
T ORI ZRE L ET,
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tacacs-server host

TACACS+ R A M ZFEETHITIE, 77— 37 4 F 2 b—3 g F— KT tacacs-server

B DEREA

host 2~ R&fEH LET, fRESNIARTEIZT FLAZHIBRYT 21213,

BAZERLET,

tacacs-server host{/ost-name|

tacacs-server administration / & title-color T |

Zha<r KDno

host-ip-address}[keystring][[nat][port[ integer ]][single-connection][timeout[ integer 1]]

no tacacs-server host{host-name| host-ip-address}

host-name

A AN DOLHE,

host-ip-address

BRARDIPT FL A,

key

(fER) WRER LORF X —Z2HEL £, =
AUX TACACS+ 7 —E VTS5 ¥ — & —
BT LO20ERHY £F, ZOF—%ZEETD
&L ZOF=RIZRY, =L IR
tacacs-server key CiX /& 41T\ 5F—7% L&
TINET,

string

(=)
5,

AR L O X — 2 fE T 5 UF

nat

UEE) 7 I7AT Y hOR—K xv hT—7
7 RLAZHE (NAT) 7 KL A5 TACACS+
F—=NTHEESNET,

port

({£E) TACACS+ H— DO FR— FNEEZ 5T
LET, ZOREIZL->T, T7+/L FDOR—
49 I EEXINET,

integer

(FEE) V—"OFR—  FESTT, LR —
B SO 1 ~ 65535 T,

single-connection

(LE) /L—% & TACACS+ H—/ S CTH—D
F—F I R RS L E T,

timeout

UEE) #4170 MEERELET, ZhiZ
£ o T, tacacs-server timeout =~ . N CiXE

L7z a—r L2 A LT T MERZ O —NZ
Ry EEEINET,
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AU R TIHIE

AR E—F

avy FERE

EREDAARZA

1

tacacs-server host B

integer EE) ZA L7 7 MEEOBEME (P
L) o fEIE 1~ 1000 T,

TACACS+ AR A MIFEEINFH A,

Ja—)L a7 4 F¥Falb—g v

)1)y—= EEANR

10.0 Zoavwry RPEASNELE,

12.1(11), 12.2(6) nat X— U — RNBEIIShE L,

12.2(8)T nat % — 7 — F73, Cisco IOS Release 12.2(8)T IZHiA S E L7z,
12.2(33)SRA Z Mz~ R Cisco I0S Release 12.(33)SRA IZHi & Sk Lz,
12.28X Z D3 RiE, CiscolOSRelease 12.2SX kLA ' CTHHR— hENFE

T, ZORLAVORED 122SX U U —2 BT 5 R R— I,
T4=Fx kv b TT7v b Tr—Lb BIOT Ty b T4 —bon—
R 27k o TRR Y F9,

EE D tacacs-server host =~ o FAMEH LT, BMOKRA FEfRETEET, CiscolOS V7 F
U=TIE IRESHTIEFTHRZX P 2B LET, AAA/TACACST H— %2 FTL TN LHED
7*, port, timeout, key. single-connection, & XU nat ¥— U — R&ZHEH L £7,

tacacs-server host =< KD /3T X — X O—%E[IL, tacacs-server timeout =< > N33 JL (N tacacs-server
key 2~ N2 X7 v — @R ELD bELESINDTZH, ZOa~vy Ra2EH L TEoLr—
Ao —RBICHETHIET, XYy NIV—2DEFa VT ¢ b TEET,

single-connection % — U — N, H—DO#k4f5E L £7 (CiscoSecure Release 1.0.1 LLFE TO A
) . BEDMIEIC/RDHIZONT, —H 3 TCP ¥k & BT 5 D CTld72 < | single-connection 4
Tvasilio T, —F Y —ABOBR—OF =T UlpEt e RT LET, B-O#R0IE D
D, =KD LD TACACS #EZHLTE D K 512D/, KV FEMTT,

IZ, Sea Change &9 4 HiID TACACS+ R A N &HRET HHl2 R LET,

tacacs-server host Sea Change
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[l tacacs-server host

RIZ, WRE, PRl THU T 47 (AAA) . AAA(AAA) DFERD T2, N—Z R — &
551 CTSea Cure &\ 9 £ HTD TACACS+H— NAKRA MIFZ T2 L E2HRETHHEZRLET,
ZOERICBIT HEROZ A LT T MEIX 3BT, W5 ¥ —I% a_secret TT,

tacacs-server host Sea_Cure port 51 timeout 3 key a_secret

BEav >R N -
aaa authentication AAA BRGEZFRET B h, F21IA 2 —T T
=
aaa authorization Ry FT =T ~D2—T T 7 RAEHRT 5%

TA—RERELET,

aaa accounting BEFETEx 2V T4 DRBIC, BERENE
P—EADAAAT N T 4 T FR—T
Mz LET,

pPP PPP Z i f L CIERIEE R 2 BRAG L £ 7,

slip SLIP #fEHLTCUE— K RA F~DTY T IL
B A B L E 9,

tacacs-server key T A Y= L TACACSHT —F v L DTN
T D TACACS+ {5 (2 ] S 5 8RERE 5% —
ERELET,
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telnet B

telnet
Telnet # AR — F L TWHHRR MZr 7 A 35121k, = —HWEXEC & — N E 72|34 EXEC £ —
K telnet =~ K& LE9,
telnet host [ port | [ keyword |
RXOHH host RA NG ETITIP T RL A,
port (L) 10 #4550 TCP A— hEH F721dHR—
cbo, T 7 4V MIARA F O Telnet D/L—H
A— b (10 HEHE 23)
keyword (LR ROFRIZY A PSR TNEF—T—FR
W1 D,
IvU K E—F = —4 EXEC f5# EXEC
Y~ FEE Y1y—2 EENE
10.0 Zoa~vr RPREAINE L,
12.021)ST fipvd ¥—U — RB LW /ipv6 ¥—7 — K BMENE LT,
12.1 /quiet ¥ — 7 — R2BMENE LT,
12.2(2)T fipvd ¥ —VU — FIB L VVipve ¥ — 7 — RGBSV E LTz,
12.0(22)S Z M=~ K73, Cisco [0S Release 12.0(22)S 124 S L% L7z,
12.2(14)S Z P~ R), Cisco I0S Release 12.2(14)S I/ & E L=,
12.2(28)SB Zda~ > R73, CiscolOS Release 12.2(28)SB IZHA S E LT,
12.2(25)SG ZPa~ RN, CiscolOS Release 12.2(25)SG IZHi & S vk L7z,
12.2(33)SXH ZdOa<r RJ3, Cisco I0S Release 12.2(33)SXH IZH A S E L
7o
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B telnet

J1)—=x ERAR
Cisco 10S XE Release 2.1 ZOa~< KX, CiscoASR 1000 >V —X )L—Z CTiEBMENFE L
7=,

FRLEDAHA R4 koEZ, A7 arDtenet 2~ K ¥—TU— KDY 2 KT,

=z 1:telnetx—JT—FKA+Tay

T ay SRBA
/debug Telnet 7 /3w 7 & — K& A 2 —7 /W LET,
/encrypt kerberos S b &7z Telnet & v > a & A X — 7 UIZ

LEd, ZoOF—U— KNk, Kerberos X/t
Telnet 7V AT AR H LA EHATE
7,

Kerberos AEFAE A2 L CRRAEZ T T 548
By ZOF—U—FOMMIZLD, VE—F
P— "L DT bR T m=— g UBBEE
F9, Bofbravm—ra URERT S &
Telnet #&fe s U £ hainvE 4, sk Tv
T— g URNERENT D & Telnet HEE S HENL S
v, B bE— R THEHEE Telnet & > a
BEATENET (B a T RTO Telnet
7T 4y VB LESILET) .

fipv4 P70 hadNR—a 4 %BELET,
IPv4 L IPV6 7' 12 k)L A% 7 D5 % HR—
5%y FU—27 TIPFa haldnR—T g
UEE SN TWARWEES . IPVe AR BRTT
Eh., WIZIPvd BN TENE T,

/ipv6 IP 70 haioR—Ta v 6 &EELET,
IPv4 & IPVv6 71 b )L AKX w7 D) &Y R—
5%y U= TIPFa haldR—T g
UEE SN TWRWES . IPv6 AR AICRAT
Sh, WIZIPva it E T,
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telnet B

v A= EL:)z]

/line Telnet BT — RZ2 A4 X —T7 M LET, 20D
F— FTCli&, =—¥7 Enter ¥ — % #¢+F T

CiscolOS V7 FU = TIXARA MIT—F &k
FLERA, YD CiscolOS Y 7 b =T D
avy FiREXTEMH L CRIRERE TS £
9, Mine¥x—7U— KiZo—h/L AL v FTT,

VE— b —Z|Z1E, T— ROEHEIT@A I

FH A,
/noecho g—HL Ta—%F 44— LET,
/quiet CiscolOS VY 7 b7 =T B DT RTDA v E—

CHEE EICERLAAVWE I LET,

/route: path N—=AEETN—T 4 TR ELET, path
SlEE, MR TR TT5xy hU—2
)= RERETDHHRAMELIZTIP T RLA

DY A KT,
/source-interface EETXA A —T =2 ABRELET,
/stream stream LER & A2 LET, ZHIZL Y, Telnet

DOFNEI S —47 2 A7 LD raw TCP A kU — A0
AX—=T M7 ET, A MU — 2T

Telnet 47> 3 » ZALBEH9, UNIX [H]= &—
7'v 77 5 (UUCP) CftldIE Telnet 7' 12 k=2
N FATT DR — MERIZHE L TWDIEERH

nET,
port-number N— N,
bgp RN—HF— = U= 7 han,
chargen XFEY xR L—H,
cmd remd JE—h a<wr K,
daytime TA LA L
discard B,
domain RAAL L R=b P —E A,
echo T a—

o
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I ay AR

exec EXEC

finger T4,

ftp File Transfer Protocol (7 7 A /V#E 7 1 | =
) .

ftp-data FTP 7 — % &t (O - 7IfEM L)

gopher Gopbher,

hostname WA RR— L =3,

ident Ident 7' 2 | =1 /L,

irc A=y UL —Fxrvh,

klogin Kerberos 1 7' A >,

kshell Kerberos ¥ = /L,

login v 74 (rlogin) .

Ipd FRH— 1 A,

nntp Xy NI —2 =a—A KTV AR—F 7a |k

= ) PN

pim-auto-rp

Protocol Independent Multicast (PIM) @ H &)=
YT T—=RA b (RP)

node BEoa—hLz) 7 T AR— Kk (LAT)
J— RICHERE L £7,

pop2 Post Office Protocol v2,

pop3 Post Office Protocol v3,

port e —JH )7 7 AR— T (LAT)
R— M,

smtp TV A—LEER T T k3L,

sunrpc Sun Remote Procedure Call,
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telnet B

73y SRER

syslog Syslog,

tacacs TACACS ¥ = V7 4 ZHELE7,
talk Talk (517)

Telnet Telnet (23) .

time Time (37)

uucp UNIX il 2 v— 7’a 7'F & (540) ,
whois =7 x—Ah (43) ,

WWW World Wide Web (HTTP, 80) .

Cisco IOS @ TCP/IP FHETlL., WREEH 2 MENT T 572912, connect F 721 telnet =~ K% A ]
THXLENTIHY A, ROFMHET X THIZTHEIIRED, FEINZARAAXA NTETEANT
%\i‘d‘o

CRANLMBA—FDa<w R T—RE GRS,

CEHENT U AR—DF 7ua b3 telnet ICRES LTS

ﬂ%ﬂ%&$xh%—?%r¢é I%. showhosts =~ K& LE9, 3XTD TCP Hf D
AT —H AT DI, showtcp av REHEHLET,

CiscolOS V7 MU = 7 L EHEICREA DR F D B Toh, 2L o4RIEERT 2 EHD =~
v RICK o TESEAI SV E T, 4. EOARIDMER T DO%E L. name-connection EXEC
g~y RCTHERANEEINTZGAERE, RAMERIUICRY £9, Zo4FIDMEHP O
A, CiscoIOS V7 b =TT LY XA EERIZEID S ToRET,

Telnet ¥ 7 + 7 = 7 i Telnet > — 4 o AT DOE k72 Telnet =2~ > K&V AR—FLET, DI —
U AL, RIS RE A AR L —T ¢ T VAT AEA ORI v B T LET,
Feikre Telnet A< RERITTDHIZE, DA —F = A AL Thbavy RXFE A
HLET, TIHNL MDA —F 2 —4 2 A%, Cl-> (Ctrl — & Shift F— 2 L7322 58K
FO6F—%MT) T, KXFOavy FXFECul F—2 MM LNt /INCFDa~vr R
FiECul F—ZEL TCANTDHLEENENANTEET, ROFXIX, Rk’ Telnet D= R —7
V= AR R LET,

=24 Tehet DT Ry —T L—H R

IRy—T =R B i

Ctrl-* b T L—7
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TRE—F o=l B

Ctrl-* ¢ Tt ZOEY AL (IP I LT IPv6)
Ctrl-* h XFDOHEZE (EC)

Ctrl-* o HA o P (A0)

Ctrl-" t ZZIZWETH,  (AYT)

Ctrl-* u 1TDW%E (EL)

Deyror 0

1

FLEIE. F—R— Ko Shift+6 TASH LET,

TIT 4T Telnet by v a VHOEBEDOREAT, VAT A0y N T2 A —F v —F R
F—ZH L TOLERGE AT (Cul-~?) +5&, Telnet 2~ NE—EFERTEET

Wi, ZO—EopEZRLET, ZOHIPITIEZ. ZRPOFvy Ly b (1) BEIECrl F—%2F
L. 2FBEOXY Ly Mo HldF—AR— KD Shift+6 & L TWET,

router> A*?

[Special telnet escape help]
"B sends telnet BREAK

~“"C sends telnet IP

“"H sends telnet EC

~“"~"0 sends telnet AO

~“"T sends telnet AYT

~“"U sends telnet EL

BEOWH Telnet v a &, By arBzUoEzxs2tncxEd, Ukt y
Ya v ERICE, B, m A —T v—r AT (T 7 4V b Tl Cul-Shift-6, x [Ctrl*x] D
EIZHF) BIEDEEE BFHEIE L CYV AT A a~r R 7y 7 MIEY £, 0%, telnet
A<y RCH LW 2B & £,

TIT 47 Telnet By v a VEKTTHICE, L TNWDIT AL ADT a7 M HIROW
Tnroa<wr REATTLET,

* close

* disconnect
* exit

* logout

* quit

WIZ, —42 025 hostl &9 UE— bk A MIk L TR B L &7z Telnet & v & a & fENLT
LR LUET,

router>

telnet hostl /encrypt kerberos
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telnet B

WIZ, PHMETLY AT L hostl 75 example.com, 10.1.0.11 DIEIZ N7 > hEAL—TFT 4 7 L, HH
12 host] \ZIRTHlZ R LET,

router>
telnet hostl /route:example.com 10.1.0.11 hostl

WIT, P4 hostl DA A MK T D612 R L Ed,

router>
hostl

W, a7 A4 ryBLOa 77w MEEZ CiscolOS VY 7 7 = 7B DT A v —3 % 3T
TAHHERLET,

router>

telnet host2 /quiet
WIZ, BERiDnA 7> 3 O quiet ¥— T — REfEf L CHc 2L L7z & X IZFRrnanb, HilfR
INZAvE—CORERLET,

login:User2
Password:
Welcome to OpenVMS VAX version V6.1 on node CRAW
Last interactive login on Tuesday, 15-DEC-1998 11:01
Last non-interactive login on Sunday, 3-JAN-1999 22:32
Server3) logout

User2 logged out at 16-FEB-2000 09:38:27.85
avw Uk 5 BA
connect Telnet, rlogin, 721X LAT # %K — h 57K

A bMza A4 LET,

kerberos clients mandatory rsh, rep. rlogin, 35X U telnet =~ R TY
F— b P—,3L Kerberos 7’2 b a L dpxr Ty
T a VN TERWVWEGEE, Zhbpav R

IERHL £

name connection BT 2B ) BT Ed,

rlogin rlogin ZfEH L CUNIX AR hMzm /A L&
R

show hosts T HINVED RAL E, ZRINY I T v

P—bE R, F—LP—=NRFEAFDY A, B
FOFRARLET FLADXF Yy vy a3
AREFRRLET,

show tcp TCP #HtD AT —H A FKR LET,

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst

BO0Z21vF)



[l testaaagrowp

test aaa group

FEER S —E 2 (DNIS) F7213%(EEFRID (CLID) ~—+ 71 7 7 A /L % RADIUS #—

B DEREA

ANIZHEEENT L a— RICBEEMNT 2200, ETREFHTrE— AT T = "DAT —F A

tacacs-server administration /5 title-color &£ T

T A NT DX, F#HE EXEC SE— KT test aaa group =~ > R&MHH L E,

DNIS and CLID User Profile

test aaa group {group-name| radius} username password new-code [profile profile-name]

RADIUS Server Load Balancing Manual Testing

test aaa group group-name [server ip-address] [auth-port port-number] [acct-port port-number] username
password new-code [count requests] [rate requests-per-second] [blocked {yes| no}]

group-name

PN TN —TF DT N—TFL TERIIL T
% . RADIUS #—_"DOH¥ 7+ v k,

radius FBFEIZ RADIUS — & L $ 9,
username T A b —HF D4 Hi,
FE Zoavwr REMFEH L TFEITRADIUS

O— KT 7 = ROAREE T
2 NTAREE. TA N 2—FRELL
BEINTWRWGERITRET HEFx
V7 4 EOMBEEIET 572012, 7
Ak =—H (RADIUS ¥ — 1 L CERH
SNTWWnWso) Z2FEHTLZ L%
HELEL £,

password INAT — R,

new-code RADIUS #—/3¢ o CLID %7213 DNIS = —#

Ty ANT =g Y R— T
L. BHlLnwa—REToha— R RZA,

profile  profile-name

(fEE) aaauser profile 2~ R THEINT-

a—HF Fu T A NVEHNLEST, 2—% 7
77 7 A /L% RADIUS ¥— NZBERHT 51
E. 2= T e 7 s AN EHT DLER D
nET,
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testaaagroup ]

server ip-address

({£E&) RADIUS H— "D — KRS
DOFDIT, =T IN—TFHNDO EDOH— T
ANRTy NEEETDINERELET,

auth-port

('filj‘%‘) nuuftg;k ;d‘jﬁé:[-‘—ﬁ‘T &77A
7'u bz (UDP) %E5EH— kK,

port-number

({fi) uuuft%:;kﬁﬁ@j‘ ]\%‘é"?‘fﬁﬁ 0 IZF%
EINTWAIEE, WEEIC Txl\i'{%ﬁﬁéhi
Hh, EELRWGE, R— FEZIIT 741
RO 1646 12720 £77,

acct-port

UEE) ThorT v Z7ERMAD UDP S65G
A= b,

port-number

EE) ThorT 4 v JERAOR— RS
T, OICRESNTWAEE, T T 4
TIWZAHRA MIFERHEERA, BELRWE
B A= FEFET 74 bD 1646 12720 F
R

count requests

(ﬁ}.i) ‘H_"—‘/\@%—J— Mz 91\;'113 éﬂémuu
ST h o T 0 U TEROE, AR
X, 1~50000 T4, T741b 1

rate requests-per-second

(FE) V—NCEEEND 1 BH= DR
OF, HFPHIL1~1000 T, F 74/ ME10
w@‘d‘o

blocked {yes|no}

(EE) ka7 nyx 7/ E—RTEETD
M, JrTuayx S ET— RTEET LA
ELET,

blocked ¥ — 7 — RZ i 1 DOERZ &
BT 256, T 74/ Miyes TF, HEOE
KEFETLHHEIE. 7740 Mdne TF,

AYY R TIAILE  DNIS 7213 CLID JEHfEIL. RADIUS H—/°

WCIEE S EE AL

RADIUS — N a0 — RART T OFET A R

aAvU R E—F ¥ 4E EXEC (#)

RADIUS #—/% 00— RS v v T DOH—N AF— X ZAFET A MIETIREEA,
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[l testaaagrowp

A7 FRE Yy—= LEAE
122(4)T Zoavy RPEANINE LT,
12.2(28)SB RADIUS = — R RNZ v U 7 F#) 7T A MEREAZHRET H720I12, K

DOF—TU— R EFIEMNBMEILE LTz, server ip-address, auth-port
port-number, acct-port port-number, count request, rate
requests-per-second, blocked,

12.4(11)T Z d <~ K28 Cisco I0S Release 12.4(11)T (ZfEA S E Lz,

12.2(31)ZV1 o=y Rk, RIENRKY L7-5A1Z RADIUS S bR EN 5
a—WEMAERRTH LIRS E L,

Cisco IOS XE Release 2.4 = =i~ F23, Cisco [0S XE Release 2.4 2SS vE Lz,

FEREDHA FS4 2 testaaagroup =~ Rit, ROBMICHERCTE EF

*DNIS £7/21X CLID *—A K —% 7’1 7 7 4 /L% RADIUS — N ZEE &N b L a— KT
ST, Zhic kv, $— N RADIUS L 22— R&23{2 L7=FSI2, DNIS £ 721Z CLID
BHRIZT 7B ATED LR FT,

*RADIUS B — KRRXZ U v T B —RDORAT— X A ZMRLET,

A

() testaaa group =~ > R|E, TACACS+ CTIIHEREL £H A,

451 Wiz, Tprfll] &9 £ EiD dnis=dnisvalue =—% 7’0 7 7 f L &% E L. testaaagroup 2~/
RA&fEH U CREEfHT 2812~ L ET,

aaa user profile prfll

aaa attribute dnis

aaa attribute dnis dnisvalue
no aaa attribute clid
Attribute not found.

aaa attribute clid clidvalue
no aaa attribute clid

exit

|

! Associate the dnis user profile with the test aaa group command.
test aaa group radius userl pass new-code profile prfll

WOBNE, 2—FLAD Ttest] Na—HF Fu 7y AL —BLRNWEEOEIET O RADIUS 7 —
RARG oo 7 =" DINEER L TNET, B — 3L, testaaa group =~ R TARKS

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
3850 R A v F)
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testaaagroup ]

e AAA N7y MTXET D Access-Reject JEE 2 581T LTERE R CEMER TH 5 Z L RSV E
TO

Router# test aaa group SGl test lab new-code

00:06:07: RADIUS/ENCODE (00000000) :0rig. component type = INVALID

00:06:07: RADIUS/ENCODE (00000000) : dropping service type, "radius-server attribute 6
on-for-login-auth" is off

00:06:07: RADIUS(00000000): Config NAS IP: 192.0.2.4

00:06:07: RADIUS(00000000): sending

00:06:07: RADIUS/ENCODE: Best Local IP-Address 192.0.2.141 for Radius-Server 192.0.2.176
00:06:07: RADIUS(00000000): Send Access-Request to 192.0.2.176:1645 id 1645/1, len 50
00:06:07: RADIUS: authenticator CA DB F4 9B 7B 66 C8 A9 - D1 99 4E 8E A4 46 99 B4

00:06:07: RADIUS: User-Password [2] 18 *
00:06:07: RADIUS: User-Name [1] 6 "test"
00:06:07: RADIUS: NAS-IP-Address [4] 6 192.0.2.141

00:06:07: RADIUS: Received from id 1645/1 192.0.2.176:1645, Access-Reject, len 44
00:06:07: RADIUS: authenticator 2F 69 84 3E FO 4E F1 62 - AB B8 75 5B 38 82 49 C3

00:06:07: RADIUS: Reply-Message [18] 24
00:06:07: RADIUS: 41 75 74 68 65 6E 74 69 63 61 74 69 6F 6E 20 66 [Authentication ]
00:06:07: RADIUS: 61 69 6C 75 72 65 [failure]

00:06:07: RADIUS(00000000): Received from id 1645/1
00:06:07: RADIUS/DECODE: Reply-Message fragments, 22, total 22 bytes

RIZ, testaaa 2~ RA&FIT LERGEN T L7 & 12, RADIUS — 3mBHiRE N 52—V EME
VA NOHIZRLET,

Router# test aaa group radius viral viral new-code blocked no

AAA/SG/TEST: Sending 1 Access-Requests @ 10/sec, 0 Accounting-Requests @ 10/sec
CLI-1#

AAA/SG/TEST: Testing Status

AAA/SG/TEST: Authen Requests to Send 1
AAA/SG/TEST: Authen Requests Processed 1
AAA/SG/TEST: Authen Requests Sent 1
AAA/SG/TEST: Authen Requests Replied 1
AAA/SG/TEST: Authen Requests Successful 1
AAA/SG/TEST: Authen Requests Failed 0
AAA/SG/TEST: Authen Requests Error 0
AAA/SG/TEST: Authen Response Received 1
AAA/SG/TEST: Authen No Response Received: 0
AAA/SG/TEST: Testing Status

AAA/SG/TEST: Account Requests to Send 0
AAA/SG/TEST: Account Requests Processed 0
AAA/SG/TEST: Account Requests Sent 0
AAA/SG/TEST: Account Requests Replied 0
AAA/SG/TEST: Account Requests Successful 0
AAA/SG/TEST: Account Requests Failed 0
AAA/SG/TEST: Account Requests Error 0
AAA/SG/TEST: Account Response Received 0
AAA/SG/TEST: Account No Response Received: 0
USER ATTRIBUTES

username "Username:viral"
nas-ip-address 3.1.1.1

interface "210"

service-type 1 [Login]

Framed-Protocol 3 [ARAP]

ssg-account-info "S520.5.0.2"

ssg-command-code 0B 4C 32 54 50 53 55 52 46
Router

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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avyU R

BLL

aaa attribute

o—W 7’17 7 A LI DNIS %7213 CLID J&
EEBEMLET,

aaa user profile

AAA 2—H T 7 7 A VEAER L ET,

load-balance

RADIUS-named H—/ 7 )L—F1Z%F LT
RADIUS — X a— R RS T A f—
T LET,

radius-server host

n— K7y 7 HORADIUS HEIT A b %
A X =TI LET,

radius-server load-balance

o

Z'm—/3)L RADIUS H—/3 7 b—1Z5% LT
RADIUSH— R — KNS T h A F—F
MZLET,
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timeout (TACACS+)

BT S 472 TACACS =306 DJSE # FET 2 M 2 R E 3 5121%,. TACACS+ r—N 2
T4 X2l —TarF— RCtimeout 2~ FEFEHLET, a2~ FF 74/ MIETITL,
Zoa<wy Ron B EMHEHLET,

timeout seconds

no timeout seconds

WX D5 seconds (LE) GatisRl (BHf) .

ARV R TIHILE  RREEERL 5 BT,

AT KR E—F TACACS+ ¥— N 237 ¢ ¥ =2 L—3 3 (config-server-tacacs)
AR Y y—2 EENE
Cisco I0S XE Release 3.2S ooy RREBAINE LS,

FRLEDHAA RZM4Y timeout 2~ > RZ&M#H LT, TACACS H— 3005 DA % Rk 2 BE 2 VAT CRrE L £ 3,
timeout =~ RAREEINTWAEA., EEINT-BEIL. SBOT 740 M EZ EEEX L E
7,

1 WA, R 2 10 ISR ET 202 R LE T,

Router (config) # tacacs server serverl
Router (config-server-tacacs) # timeout 10

REavk e e

tacacs server [Pv6 F 7213 IPv4 (ZxF L T TACACS+ H— 3%
BELT, TACACS Y — " a7 ¢ Fal—
varE—RFERBLET,

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst

3850 21 ¥ F)
| .hnll
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