show diameter peer /* 5 show object-group =
't¢

* show dotlx, 2 ~X—¥

* show ip access-lists, 7 ~<—3

* show ip admission, 11 ~<—

* show ip interface, 18 ~—3

* show ip ssh, 28 ~X—

* show ipv6 access-list, 30 ~—3
* show mab, 34 ~_—

* show mac-address-table, 37 ~X—
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show diameter peer /5 &> show object-group &= T |
[l showdotix

show dot1x

TATUT AT A T0T 7 ANOFEMZRRT DT, F5HE EXEC £ — F Tshowdotlx =< I
ERHRLET,

A

(GE)  CiscoIOS Release 12.2(33)SXI 2> 5, show dotlx =~ > (X show authentication =~ > R CHli5g
SAVET, showdotlx =~ > NI 802.1X FBAES O HICEHA D) % R T 572D T#HI
ENTWET, show authentication sessions =~ > KX, T X TORGET & FF Al HERE DS H
DOFFTH, LOIREWVKERNH O £, Z£MIL,. show authentication sessions =1~ > K& %
LT 7EEN,

show dotlx [all [summary]| interface interface-name| details| statistics]

BX DA all UEE) FT_RTOA v 2 —T =4 2D 802.1X
AT —H A EFKomLET,
summary (EE) ¥ XChOA v Z—T = A ZAD 802.1X

AT —=HZADY <) —2FRLET,

interface interface-name (FE) A H—T A A{ LFSERELE
e

details ER) A v ¥ —T 2 A ADREEL, 45—
T2 A ADF =T AT —F A AL A%
FKrRLET,

statistics FE) I _XTCDOA U HF—T A AD 802.1X

=9
MEtE ez R L ET,

avY R E—F FiHE EXEC (#)

avy FERE Jyy—= TEHNE
12.1(11)AX Zoavy RPEAINE LT,
12.1(14)EA1 all ¥— U — KBS E L,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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I show diameter peer 7 5 show object-group & T

show dot1x B

EREDAARSM4

Y

)1)—= EERNR

12.3(2)XA Z D a= s R73, Cisco IOS Release 12.3(2)XA (CHEA SN E LT,
12.3(HT Z D=3~ RS Cisco 10S Release 12.3(H)T IZHiE S E LT,
12.2(25)SED BREAT— D~ AT = BLUOKR—K AT —F A 7 ¢4 —/LK

\Z auth-fail-vlan [N E £ D LI ITH I ORRBILESVE LTz,

12.2(25)SEE details & — 7 — K & statistics ¥ — U — RV BIMENFE LT,

12.3(1D)T show dotlx =~ > F®OH! /712 PAE. HeldPeriod, StartPeriod 35X
MaxStart 7 ¢ —/L R2SBEME v E Lz,

12.28X Z DO a< KL, CiscolOS Release 12.2SX LA v CTHR— I F
To ZORLAUOFFED 1228X U Y —RZEBIF 5P AR — M,
T4—Fx vy b, 7TV T —b BIXOT Ty b7+ —Lbn—
R =7 ic k- CTHRAEY £,

R—=FEfRELRWEEIE, 77— RTA=2 B0~ ) —RNEoRaSnEd, A— &
ET D% 6. R— FOFEMAHIICERRSNET,

GE)

1

802.1X FBFE S AL DOFEGE S XA EH SN T BHE, —i#d 10S 73— 3 » TlX, show
dotlx =~ R C, PortStatus =~ N 17—/ FiZ AUTHORIZED F 7~ 1Z UNAUTHORIZED
ENRFRENRVEENH Y 9, PortStatus 7 1 — /L RIZENE FHTWRWIEEIE, show
authentication sessions =~ > F & i L CT. Authz Success F 7213 Authz Failed ;R — s 27— X
AFREHEZ R R L ET,

&IZ. interface % — U — R & details & — 7 — ROl 5 2 H L7 show dotlx =~ > RO H 5%
RLET, ROBITIX., 7747 MIEBICHREISNTOET,

Router# show dotlx interface ethernetl/0 details
Dotlx Info for Ethernetl/0

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = MULTI_HOST
QuietPeriod = 60
ServerTimeout =0

SuppTimeout = 30

ReAuthMax =2

MaxReq =1

TxPeriod = 30

Dotlx Authenticator Client List
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B show dotlx

Supplicant = aabb.cc00.c901
Session ID =
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE

show diameter peer /5 &> show object-group &= T

0A34628000000000000009F8

KIZ. interface & — U — K & details & — 7 — RO )5 2 H L 7= show dotlx =~ > KO H /145 %
RLET, ROFITIE, 77472 MIFRIEIZRKL TWET,

Router# show dotlx interface ethernetl/0 details

Dotlx Info for Ethernetl/0

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = MULTI_HOST
QuietPeriod = 60
ServerTimeout =0

SuppTimeout = 30

ReAuthMax = 2

MaxReq =1

TxPeriod = 30

Dotlx Authenticator Client List Empty

TORT, ZOHNTERRSNLGELERT 4 —/L FIZHOWTHALET,

%= 1: showdotlx D7 4« —)L KDEEA

J4—IJLF

BLL]

PAE

R—=FT IR T AT 4y A HF—T =
A ADE—NVEEZRLET (U Db,
=T r—%, FlidA—krT 47—
HEFTU B RELT) .

PortControl

A — I EIE,
*AUTO : 7 747 > F PC DFFEAT —H
ANIFFET R Al Lo TIESNLE T,
* Force-authorize : f > ¥ —7 = A AD T
TOII7A4T 2 FPCHRFTESNET,

* Force-unauthorized : 1 > % —7 = A ADT
RTDOI TAT 2 N PCRFRISHER
Ao

ControlDirection

IEEE 802.1X il — ~ OflfHA i i (A7
) WICEBA SIS, I Ny R
Jim (AN)) EFCEH SN0 ERLET,
FEHIZOWTIE,  Tdotlx control-direction] . =+
721 CiscoIOS Release 12.2(33)SXI L 0 A X
7~ authentication control-direction 22 L T< 72
YN
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show diameter peer /5 5 show object-group &£ T

show dot1x B

TJ4—IJLF

BLL

HostMode

BRARNE— KRB TIVHRA NERITZ VTR

A "R LET, CiscolOS Release 12.2(33)SXI
PUBETIE, ~VTFREREN~ VT KA A D
WTHRLET, FEMICOVTIE,  dotlx
host-mode] . F 7213 Cisco IOS Release
12.2(33)SXI L V3E A 4172 lauthentication
host-mode] Z#ZMWL T X,

QuietPeriod

U IAT v NORIKIT B L BHALTR
SN RIS ORI %I BRENHEE S
i‘é—o

ServerTimeout

RADIUS [ZERE ST Z A LT U M ARERITS
NET, 802.1X 47 v "R —N|TIEEE L,
FOV—=R"PBISE Lo T288E6, FO 7y

MEIFRR SN2 ORBZ I FHERE S E
R

SuppTimeout

HFV BN (VT4 T7 2 b PC) FRATICE
EZIIT-FFE, 802X /N7y RRYTU B
MIEEFEESN, O TV By "B RE LR
Molegt, TO/RT y NMIRRINZBED
PRIBBICHEEE INET,

ReAuthMax

7 I A7 hPCOEBBERIENBBGIND T
TORKFER] (BEAL

MaxReq

7747 FPCA8021IX VAR — Kk LTV
WEHII EN D ETIC, V=T T7A4T
I PCIZEE T D HEEFRGEY 1 b =2/ (EAP)
BRITAT T AT 4 7b—5 (BERZE
SV EEE) ORKEERE,

TxPeriod

Y7V FOFRITOZA LT U R, DFEY
EAP 7 AT T 4T A EROZA LT TR,
FEAEIZ DWW TIX,  dotlx timeout tx-period| %
ZRLTIEEN,

Supplicant

7547 FPCERIFS0R2IX T FA T bD
MAC 7 RL &,

Session ID

Fy hU—27 By g 01D,
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B show dotlx

BEa<w> R

show diameter peer /5 &> show object-group &= T

TJ4—IJLF

BLL

Auth SM State

7547 vk PC DIRAELS AUTHENTICATED
% 721X UNAUTHENTICATED T/= L %9,

Auth BEND SM State

IEEE 802.1X A—% T 4 r—H DNy J
K 27—k = DIREE,

avyU R

BLL

clear dotlx

802.IX A v X —T = A AHFREWELET,

debug dotlx

802.1X Ty JiEHER R L ET,

dotlx default

T —sL 821X XTI A—H &FT 7 )V MA
WUty PLET,

identity profile

TAT T AT 4T 7 7 ANVEERLET,

show authentication sessions

BEDORIA~ 2 —Tx £ v g BT HIER
HFERRLET,
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I show diameter peer /5 5 show object-group &£ T
show ip access-lists  [JJ]

show ip access-lists

BEOTRTOIPT 7R YA NOARERRT HI121E, =—F EXEC E— K FE 7213 FHE EXEC
<& — K C show ip access-lists =~ > & L £,

show ip access-lists [access-list-number| access-list-number-expanded-range| access-list-name| dynamic
[ dynamic-access-list-name || interface name number [in| out]]

B DA access-list-number (EE) BrTHIPT 7R YR NOETT,
access-list-number-expanded-range (EB) ErRTDIPT7ERA U R NOILIER
[,
access-list-name (FEB) ErRTBIPT7EAUARNDODLR]T
R
dynamic dynamic-access-list-name EE) BELEEAATIvIIPT 7R

AREFRRLET,

interface  name number EE) BELFEA VA —T oA ADT 7R
UAb&FRLET,

in (EE) A4 v 2 —7 = A ADOHEHERE K
~LET,

out (EE) A v 2 —7 = A4 AOHEHERE K
~LET,

ARUKR T4 FRCOEEBIOWIEIP 772 U R MRFRILET,

avY R E—F 2—4 EXEC (>) %## EXEC (#)

A~ FRE Yy—3% EERE
10.3 Zoavwy RREAINE L,
12.3(1)T dynamic ¥ — 7 — RSB SV E L7z,
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[l showipaccess-lists

show diameter peer /5 &> show object-group &= T |

)1)—=x

12.4(6)T

interface name & number DX —7U — K L5 OXT RNEMENE LT,
in ¥—U—FK&outF—U—RKNREBIMINFE L,

12.2(33)SRA

ZDa= R2S, Cisco I0S Release 12.2(33)SRA (24 v E Lz,

12.4(11)T

Zoawy RREFEEINE L, dynamic — U — KO HHI258 00
ShE LT,

12.28X

ZMa< FiX, CiscolOS Release 12.2SX b LA ' THHR— I NFE
T ZORLACORFED122SX Y U —RIZBIF LI R— ME, 71—
Ty N TI79 N T74—A, BLORT Ty b7+ —Lb— U=
TIZE-oTHERY F9,

12.4(20)T

Zoavwy RREEINFE L, Zoa~vry ROHOREES., 4
T2 N IN—THEDT VA VA NBRERIND LT F
L7,

Cisco IOS XE Release 2.5

ZDa< L RA, Cisco I0S XE Release 2.5 IZHA Sk L,

ERLEDHA ES4 > showip access-lists =~ > RO L, IPEATHY, BEOT 7 HEA URAMEEETEDL LN
9 S LLAM T show access-lists 7~ > ROH &R CTI,

1

WIZ, TRTOT 7 A YA MPERSNTWDEE D, showip access-lists =~ > KD H 71 %

i_“biﬁ‘o

Router# show ip access-lists
Extended IP access list 101
deny udp any any eq nntp

permit tcp any any

permit udp any any eq tftp

permit icmp any any

permit udp any any eq domain

TOXRT, ZOHATERSNLIELRT 4 —/L RIZOWTHH L TWET,

% 2 : show ip access-lists D 7 4 —)L K DEHEA

J4—ILF

Bl

Extended IP access list

VEETP 778 A Y 2 FDEFEE,

deny

5T 5/ 5 b,

udp

=P F—=2 I A Ta bal,
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show diameter peer /5 5 show object-group &£ T

show ip access-lists  [JJ]

J4—ILF A

any EEILARA N LR A b,

eq FEDR— FEZOT > b,

nntp Py N — =Za—RA NFUAFR—F 7k
=g

permit T 237 v K,

tep fREHIEH 7 7 k=L,

tftp Trivial File Transfer Protocol,

icmp Internet Control Message Protocol (1 v & —X v
I A v =2 Ta hal)

domain RAAL Y R—=h F—E X,

WIZ, BFEDT 7 A U A NDARTERINTWASEE D, showipaccess-lists 2~ > K H 14
EaRLET,

Router# show ip access-lists Internetfilter

Extended IP access list Internetfilter
permit tcp any 192.0.2.0 255.255.255.255 eqg telnet
deny tcp any any
deny udp any 192.0.2.0 255.255.255.255 1t 1024
deny ip any any log

KIZ, AT V=20 b IN—TBREENLTWDIREDT 7 EA VA MOAREREN TV D5E
. show ip access-lists =~ > ROl &~ L E9,

Router# show ip access-lists my-ogacl-policy
Extended IP access list my-ogacl-policy
10 permit object-group eng-service any any

KD show ip access-lists =~ > RO NFNL, 77 A A =Ry b A X =T =A X200 DA
higittEma R~ LE T,

Router#
show ip access-lists interface FastEthernet0/0 in

Extended IP access list 150 in
10 permit ip host 10.1.1.1 any
30 permit ip host 10.2.2.2 any (15 matches)

KIZ, dynamic ¥ —7 — R%&ffi ] L 72 show ip access-lists =~ > RO /il Z R~ LET,

Router#
show ip access-lists dynamic CM_SF#l
Extended IP access list CM_SF#l
10 permit udp any any eqg 5060 (650 matches)
20 permit tcp any any eq 5060
30 permit udp any any dscp ef (806184 matches)
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[l showipaccess-lists

BEaTYR

show diameter peer /5 &> show object-group &= T

FEE TR T HIT1L, show run interfaces cable =~ > K& L £,

Router#

show run interfaces cable 0/1/0
Building configuration...

Current configuration : 144 bytes
|

interface cable-modem0/1/0
ip address dhcp
load-interval 30
no keepalive
service-flow primary upstream
service-policy output 1llg
end

av Uk

Bl

deny

Ny BT A5 =L RIPT7E2A Y R
FFE 771X OGACL O&tEE2ZRELE T,

ip access-group

AVHE =T 2 A AFEE—EARY —~< v
72 ACL £721% OGACL %@ H L £,

ip access-list

IP7 7R Y X KNEZIZOGACL Z4 BT E 721X
BETERLET,

object-group network

OGACL CfEHT Xy NU—2 A7V =/ K
ITN—TrER LET,

object-group service

OGACL CHERAT AV —E AR AT Vs 7
N—TwEHRZLET,

permit

Ry NEHFR[THR—ALRIPTZ7EA U R
M FE 721X OGACL D&M E2REL T,

show object-group

WESINIZAT V=7 b 7 N—T BT SR
ZFRRLET,

show run interfaces cable

r—7 N BT AOKEREFRLET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst

3850 X A v F)



I show diameter peer /5 5 show object-group &£ T

show ip admission B

show ip admission

BX DA

Xy hU—27 T RIvvaryFxyia b E WebilGkit > v a BT 2 1EREFRRT
5H1Z0%, =—H EXEC % 7213454 EXEC £ — K T show ip admission =~ > R&ffH L £,

Cisco 10S XE Release 3SE and Later Releases

show ip admission {cache| statistics [brief] details| httpd| input-feature]| status [banners| custom-pages|
httpd| parameter-map [ parameter-map-name ]| watch-list}

All Other Releases

show ip admission {cache [consent| eapoudp| ip-addr ip-address| username username]| configuration|
httpd]| statistics| [brief] details| httpd]| status [httpd]| watch-list}

cache Fy hU—27 7RIy ary ) OB
DIYAREFRRILET,

statistics Web FBREDFEFHEH 2 Fom L E T

brief (FERE) Web FRAEDHERHE MO TR & 7 L &
T

details (L) Web ZBRED HEaHH ORI 4 F07 L &
T

httpd ({FE) Web ZHFEHTTP 7' =& 2|2 RS9 5 1
ERALET,

input-feature Web8GiE/ 7 MEBIT DM A Fom L %
T

status SRF— HAL L A=Y HITP 7t A, B

JORT A= =T & REFEHD Web
SREEHEREIC BT A AT —F AR AF R LE
ﬁ—o

banners Web i EHICRRE STV BT —IZ T 5
HEFERLET,
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[l showip admission

O R E—F

show diameter peer /5 &> show object-group &= T

custom-pages

Web BREANCRE SN TWND A AL b _—
BT O mER T LI,

HAZLN T AT —)b Xy v 2T
BIAFEIN, X v anbFETINET, Ny
7770 R7a RAIEMCT 7 A VEH
X v aTOMBERNHLLNE I D AR LE
7

parameter-map parameter-map-name

TRTONTRA—=F <y FITHONT, HHWIE
ELTNRTA—E <y TDRIZONT, RE
ST —BIOIAY L=V T 51
WEFRLET,

watch-list TxvF URANMIIPT FLADY R M&EFER
L/iﬁ—o

consent (L) K#EWeb X—TDF v vz = b
VaRRLET,

eapoudp (f£7) UDP (EAPoUDP) % v hU—Z T K

Syvar¥yyia oy M) ENLUEILE
WEE7m harvazRnrLEST, FAMDIPT
RLAR, Byvalr XA LT, RAFYD
WP EENET,

ip-addr ip-address

UEE) 7947 FIPT RLRICEAT A
WEFRLET,

username username

ER) 72947 v boa—FLAIZT 5 1E#H
ZFRRLET,

configuration

({EE) NACERTAEERRLET,

GE) ZOF—T— KL, Cisco IOS XE
Release 3.2SE LARED Y U — A Tt
R—hrSNEHA, show
running-config all =~ > K& H L
T, FATH D Web BFERTE L. T
T AN NRTA—=HTCRESNTZ=2
v~ RERRLET,

z— EXEC (>)
¥ HE EXEC (#)
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I show diameter peer /5 5 show object-group &£ T

avy RERE

show ip admission B

=X EZHERNSE
12.3(8)T Zoawy RN EAINE L,
12.4(1DT Zoavwy RREEINE L, Zoa<wr KON IEES .,

AAA XA LT TR R V—NEEINTWNENE I DPBRRREIND
Lo FE L,

12.4(15)T ZDavwy RPETEINE L, consent ¥ — U — RBEMSLEL
7

12.2(33)SXI Z Mz~ RN, Cisco I0S Release 12.2(33)SXI ([ZHEA & E L7z,

15.3()T ZDavy RPETRINE LT, statistics, brief, details, httpd,

L Ostatus F— T — KB EnE L7,

Cisco IOS XE Release Zoavwy RPEBEINFE LA, input-feature, banners,
3.2SE custom-pages, I3 2O parameter-map % — V7V — R2NEM S E Lz,
configuration & — 7 — R HIBR & E L7,

HERALEDAA RFZA4Y 2o hU—2 T RIvary mr hU b, Web it vy a VIcBT 25 MA £rT 51203,

1

show ip admission =~ > R&H L £,

KIZ. show ip admission cache =~ > RDOH 1z R L ET,

Device# show ip admission cache
Authentication Proxy Cache

Total Sessions: 1 Init Sessions: 1
Client MAC 5cf3.fc25.7e3d Client IP 1.150.128.2 IPv6 :: Port 0, State INIT, Method Webauth

&IZ. show ip admission statistics =~ > KO HHl &2 /R L E T,

Device# show ip admission statistics

Webauth input-feature statistics:

IPv4 IPvVG6
Total packets received 46 0
Delivered to TCP 46 0
Forwarded 0 0
Dropped 0 0
TCP new connection limit reached 0 0
Webauth HTTPd statistics:
HTTPd process 1
Intercepted HTTP requests: 8
I0 Read events: 9
Received HTTP messages: 7
I0 write events: 11
Sent HTTP replies: 7
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show ip admission

IO AAA messages:

SSL OK:

SSL Read would block:

SSL Write would block:

HTTPd process scheduled coun

show diameter peer /5 &> show object-group &= T

NO OO

t:

WIZ, show ip admission status =~ > KO H Hl &R~ L E9,

Device# show ip admission status

IP admission status:
Enabled interfaces
Total sessions
Init sessions
Limit reached
TCP half-open connections
TCP new connections
TCP half-open + new
HTTPD1 Contexts

Parameter Map: Global
Custom Pages
Custom pages not configure
Banner
Banner not configured

Parameter Map:
Custom Pages
Custom pages not configure
Banner
Type: text
Banner
Html
Length

PMAP WEBAUTH

Parameter Map:
Custom Pages
Custom pages not configure
Banner
Banner not configured

PMAP CONSENT

Parameter Map:
Custom Pages
Custom pages not configure
Banner
Banner not configured

PMAP WEBCONSENT

Parameter Map:
Custom Pages
Type: "login"
File
File
File
File
Cache
Cache
Cache time
Cache access
Type: "success"
File
File
File
File
Cache
Cache
Cache time
Cache access
Type: "failure"
File
File
File
File
Cache
Cache len

PMAP WEBAUTH CU

status
mod time
needs re-cached

len

status
mod time
needs re-cached

len

status
mod time
needs re-cached

Max init sessions allowed
Hi watermark
Hi watermark
Hi watermark
Hi watermark
Hi watermark

oNeololeNel ol
O OO

d

d

" <H2>Login Page Banner</H2> "
"gnbsp; <H2>Login&nbsp; Page&nbsp;Banner</H2>&nbsp; "
48

d

d

STOM FLASH

flash:webauth login.html
Ok - File cached
2012-07-20T02:29:36.000Z
No

0x3AEE1ELC

246582
2012-09-18T13:56:57.0002
0 reads, 1 write

flash:webauth success.html
Ok - File cached
2012-02-21T06:57:28.0002
No

0x3A529B3C

70
2012-09-18T13:56:57.0002

0 reads, 1 write

flash:webauth fail.html
Ok - File cached
2012-02-21T06:55:49.000%
No

0x3A5BEBC4

67
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show diameter peer /5 5 show object-group &£ T

show ip admission B

Cache time 2012-09-18T13:56:57.000Z2
Cache access 0 reads, 1 write
Type: "login expired"
File flash:webauth expire.html
File status Ok - File cached
File mod time 2012-02-21T06:55:25.000%
File needs re-cached No
Cache 0x3AA20090
Cache len 69
Cache time 2012-09-18T13:56:57.000Z
Cache access 0 reads, 1 write
Banner

Banner not configured

Parameter Map: PMAP WEBAUTH CUSTOM EXTERNAL
Custom Pages
Custom pages not configured
Banner
Banner not configured

RIZ. banner text =~ > R & ] L TR E S 73T —IZx9 % show ip admission status banners
awy oW hFlZRLES,

Device# show ip admission status banners
IP admission status:
Parameter Map: Global
Banner not configured

Parameter Map: PMAP WEBAUTH

Type: text
Banner " <H2>Login Page Banner</H2> "
Html "gnbsp; <H2>Login&nbsp; Page&nbsp;Banner</H2>&nbsp; "
Length 48

RIZ, banner file =~ > R&fEH L TRRIE S 417273 F—IZ%F9 % show ip admission status banners
awry RO hFlERLET,

Device# show ip admission status banners

IP admission status:
Parameter Map: Global
Banner not configured

Parameter Map: PMAP WEBAUTH
Type: file
Banner <h2>Cisco Systems</h2>
<h3>Webauth Banner from file</h3>

Length 60

File flash:webauth bannerl.html
File status Ok - File cached

File mod time 2012-07-24T07:07:09.000%
File needs re-cached No

Cache 0x3AF6CEE4

Cache len 60

Cache time 2012-09-19T10:13:59.000%
Cache access 0 reads, 1 write

KIZ, show ip admission status custom pages =~ > RO Z R LET,

Device# show ip admission status custom pages

IP admission status:
Parameter Map: Global
Custom pages not configured
Parameter Map: PMAP WEBAUTH
Type: "login"

File flash:webauth login.html
File status Ok - File cached

File mod time 2012-07-20T02:29:36.000%2
File needs re-cached No

Cache 0x3BODCEB4

Cache len 246582
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show diameter peer /5 &> show object-group &= T |
[l showip admission

Cache time 2012-09-18T16:26:13.0002
Cache access 0 reads, 1 write

Type: "success"
File flash:webauth success.html
File status Ok - File cached
File mod time 2012-02-21T06:57:28.000%
File needs re-cached No
Cache 0x3A2E9090
Cache len 70
Cache time 2012-09-18T16:26:13.0002
Cache access 0 reads, 1 write

Type: "failure"
File flash:webauth fail.html
File status Ok - File cached
File mod time 2012-02-21T06:55:49.000%
File needs re-cached No
Cache 0x3AF6D1A4
Cache len 67
Cache time 2012-09-18T16:26:13.0002
Cache access 0 reads, 1 write

Type: "login expired"
File flash:webauth expire.html
File status Ok - File cached
File mod time 2012-02-21T06:55:25.000%
File needs re-cached No
Cache 0x3A2E8284
Cache len 69
Cache time 2012-09-18T16:26:13.0002
Cache access 0 reads, 1 write

Parameter Map: PMAP CONSENT
Custom pages not configured

WOFEIZ, ERROWHTITERENDIEELRT 4 —V RIZOWTHHALET,

% 3: show ip admission 7 « —)L KD ELEA

File mod time T7ANNT 7 A IV AT AIERINE &
DEALAR LT,

Cache time T ANNEBICE Y v 2 llHAAENT &
XDHEALAR LT,

WOHEITTIL, V—ZIZEREEINTWATRTOIPT K vog UL —Zd2Rr L E9,

Device# show ip admission configuration

Authentication Proxy Banner not configured
Consent Banner is not configured
Authentication Proxy webpage

Login page : flash:testl.htm
Success page : flash:testl.htm
Fail page : flash:testl.htm
Login Expire page : flash:testl.htm

Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 5 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Max HTTP process is 7
Authentication Proxy Auditing is disabled
Max Login attempts per user is 5
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I show diameter peer 7 5 show object-group & T

show ip admission ]

WKOHEHTIE, FARIPT RLA, Bydar ZA LT 7, BEORAFyOREL T LE
T, RAF ¥ OIREEN POSTURE ESTAB Th BEE. RA MREEIRII LE LT,

Device# show ip admission cache eapoudp

Posture Validation Proxy Cache
Total Sessions: 3 Init Sessions: 1
Client IP 10.0.0.112, timeout 60, posture state POSTURE ESTAB
Client IP 10.0.0.142, timeout 60, posture state POSTURE INIT
Client IP 10.0.0.205, timeout 60, posture state POSTURE ESTAB

HAIZIE7 4=V FOBHbERSNET,

avo R iR

banner (/X7 A —% < v 7 Web i) Web #BAER 7 A Web ~_— VI F— % KR
L/ié—o

clear ip admission cache WN—EZNEDIPT FIyyaryFyyiax

YUV EZVTLET,

custom-page Web FRGE T 7 A RIS A Z L Web ~2— M
KRENET,

ip admission name LAX¥3xy hT—27 7 R vy a Uil —
NVEAERC L £,
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[l showipinterface

show ip interface

show diameter peer /5 &> show object-group &= T |

IPICRESNIA L F =T 2 ADA—HF YT 4 AT —F X% Fond 5HIT1E, Kt EXEC £ —
R -C show ip interface =~ > N&fifH L £,

show ip interface [type number] [brief]

X OB ope

UEE) A v B —T A A EZAT,

number

fFE) A v F—T A AFE,

brief

UEE) B#A v X —T 2 ADZ—F LY F 4
AT =R ADOMEEF R LET,

ARVRTIHILE  PIEHLTHRESNTVDITRTOAS VX —T =4 RAZHONWT, 2R —F LI F 4 AF—X

APWERENET,

AR FE—F ¥iHE EXEC (#)

av Yy FER Jyy—x

EERE

10.0

Zoavwry RNEAINE L,

12.03)T

ip weep redirect out =~ > N & ip weep redirect exclude add in =~ > R

DAT—HZAERRTHLED, a~v NKOMABRERINE LT,

12.2(14)S

YT —T 2 ADNetFlow DAT— R A%k FRTHLH, a~vr
RO N EEINE LT,

12.2(15)T

YT B —T 2 ADNetFlow D AT —X Ak FRTHLH, a<vr
RO N EFRSINE LT,

12.3(6)

HACBWTE T A RN —LA VPN L—T ¢ F/EgiE (VRE) A VA
HUAEFBHITEAH LS, a~v NOWABRERINE L,

12.3(14)YM2

Multiprocessor Forwarding (MPF) FIZEXE 41, Cisco 7301 L — & B K&
NCisco7206VXR NV —H | ZRIESNTWAEAS VX —T = AD2—F
V7 4 AT —=F AR T DL, avr FOWEAWPELEINE LT,
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I show diameter peer /5 5 show object-group &£ T
show ipinterface ]

J1)—= EERNB
12.2(14)SX TDaATY RPRA— = RA P D TR0 ICEEINE LT,
12.2(17d)SXB Z D=~ > R73 Supervisor Engine 2 @ Cisco [0S 12.2(17d)SXB (ZHE A &

N, N—KRo=z7 78—DAT—HADNDENREGEND LHIca~v
ROMAIPERINE LT,

12.44)T Z dD < R Cisco I0S Release 12.4(4)T ICHEA S E LT,
12.2(28)SB Z D3~ KM, CiscoIOS Release 12.2(28)SB IZH & SN E LTz,
12.2(33)SRA ZDa~< KM, Cisco IOS Release 12.2(33)SRA IZHEE SN E LTz,
12.2(31)SB2 =%y 2k U= NREEE (RPF) @AEAMEREICRET 558 A TR

THED, avr FOMAONERESLE L,

12.4(20)T =% % A bk RPFBFEEEICRET 2 A £ RTHE Y, a~ Ko
HAMEFESNE L,
12.2(33)SXI12 Zoavwy RPERINE Lz, =%+ X b RPF@EREICET S

HMERRITHEI, a~vr FOMNIBEEINE LT,

CiscolOSXERelease2.5 oo~y RAEESINE LTz, ZdOa~r F23, Cisco ASR 1000 3
V= XDHEMP—E R N—ZIZFEEINFE LT,

BRLEDHARSAY 4o 2 —T o ZAPMERAREREE (7Y FERZETESHA) | CiscolOS Y 7 h 7 =TI
FoT, HEEEGESNTWDAIL— P —T 4 7T =T MCHBIBIICA T SN ES, 1 F—
T2 A ABNERRATHLEE, BEEER SN TWAIL—T T 2 NI ENA—T 4 7T —
TANGHIRENNET, = NUDBHIBRSNDE, VI N =T IEEATIvI V=T 47
Ta harEFEHL TRy NI =T ~DONNy 7T v N— b NERETDHE IRV ET (FET
LD5E) .
AUHE—=T oA ATRGAEENRIEESNDGE, BfE7 a2 X lup) E~v—27 ShET,
A B =T 2 A= R =T PMERTERES, A F—7 =4 X3 Tup) E~—2 ShE
R

FTar DA B =T AR BATHIBETDHE, TOREDA L F—7 = A AT D 15H
NEREINET, A7V a5 BERELRNE, TRRTOA U H—T =2 ADFRNFR S
nET,

PPP £7/-133 VTNV FA4 v A —%v h 7ua bz (SLIP) \IZXk->CIHEFRMA v —T = A
AMB TR END L, IPEEAAL v F L TR, F—T /W70 £9, PPPE/ZILSLIPIZ XL -
TATvMMESNTZIERMIA % —7 = A Z1Zxf L T show ip interface =~ > R4 EITT 5 & |

IPEEAAL v F L TNAF—T N THDLI L ERT A=V RERINET,
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[l showipinterface

il

show diameter peer /5 &> show object-group &= T |

N—B A B —T 2 AOWE A FKT HIZIL, showipinterfacebrief =~ > RZHEHTx £,
DAY RTIH, IPT RLRA AU F =T oA ADAT —F A, BILOEOMDIEGRNBFR S
ET,

show ip interface brief =~ > N TiX, =% v A | RPF [ZPH# T D FHITER TSN ET A,

WIZ, FHEY b A=V Ry h0BA LV H—T = ADOREEFEHRERZ LT D0 ZRLET, KO
BT, A N7y SRS v E—T oA ADBRESNDEAD ICIP 7 10— H e % %
EL, Al Oy b v 2 —T7 = A ZAZEFT 5897 2 PBRNAME &\ 5 ARTOR Y
Ve b=k T ERELTHET,

Router# show running-config interface gigabitethernet 0/3
interface GigabitEthernet0/3

ip address 10.1.1.1 255.255.0.0

ip flow egress

ip policy route-map PBRNAME

duplex auto

speed auto

media-type gbic

negotiation auto

end

KIZ, XHEY A —H Ry P A EZ—T A R0 DA B2 —T A AEREERT HH% R
LEYT, ZOHTIEZ, MPERA X—7 L THY, RY ¥ —_X—2)L—F 1.7 (PBR) & NetFlow
KEBED T 778 MPF THR— FENTE O, EE I TWET,

Router# show ip interface gigabitethernet 0/3
GigabitEthernet0/3 is up, line protocol is up

Internet address is 10.1.1.1/16
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Local Proxy ARP is disabled
Security level is default
Split horizon is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is enabled
IP fast switching on the same interface is disabled
IP Flow switching is disabled
IP CEF switching is enabled
IP Feature Fast switching turbo vector
IP VPN Flow CEF switching turbo vector
IP multicast fast switching is enabled
IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF
Router Discovery is disabled
IP output packet accounting is disabled
IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Policy routing is enabled, using route map PBR
Network address translation is disabled
BGP Policy Mapping is disabled
IP Multi-Processor Forwarding is enabled

IP Input features, "PBR",

are not supported by MPF and are IGNORED
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show diameter peer /5 5 show object-group &£ T
show ipinterface ]

IP Output features, "NetFlow",
are not supported by MPF and are IGNORED

WIZ, # 7 A MY —=LVRFA VAZ A% BT 202 R LET, ZOFTIL,  [Downstream
VPN Routing/Forwarding "D"| OF/RTHX T AN —AVRF A U AX L AEFHBITEXET,

Router# show ip interface virtual-access 3
Virtual-Access3 is up, line protocol is up
Interface is unnumbered. Using address of Loopback2 (10.0.0.8)
Broadcast address is 255.255.255.255
Peer address is 10.8.1.1
MTU is 1492 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Local Proxy ARP is disabled
Security level is default
Split horizon is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is enabled
IP fast switching on the same interface is enabled
IP Flow switching is disabled
IP CEF switching is enabled
IP Feature Fast switching turbo vector
IP VPN CEF switching turbo vector
VPN Routing/Forwarding "U"
Downstream VPN Routing/Forwarding "D"
IP multicast fast switching is disabled
IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF
Router Discovery is disabled
IP output packet accounting is disabled
IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Policy routing is disabled
Network address translation is disabled
WCCP Redirect outbound is disabled
WCCP Redirect inbound is disabled
WCCP Redirect exclude is disabled
BGP Policy Mapping is disabled

WIZ, 2=F ¥ AMRPFO K2 v 7 L— FOBARREZIN TV EBEICERINDIHFROM %
RLUET,

Router# show ip interface ethernet 2/3
Ethernet2/3 is up, line protocol is up
Internet address is 10.0.0.4/16
Broadcast address is 255.255.255.255
Address determined by non-volatile memory
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Local Proxy ARP is disabled
Security level is default
Split horizon is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is disabled
IP Flow switching is disabled
IP CEF switching is disabled
IP Null turbo vector
IP Null turbo vector
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show diameter peer 5 5 show object-group = T
[l showipinterface

IP multicast fast switching is disabled

IP multicast distributed fast switching is disabled
IP route-cache flags are No CEF

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy name replies are disabled
Policy routing is disabled

Network address translation is disabled
WCCP Redirect outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled

1

Input features: uRPF
IP verify source reachable-via RX, allow default
0 verification drops
0 suppressed verification drops
0 verification drop-rate
Router#

WIZ, BFED VLAN D2—HE V) F 4 AT —H AR T HHERLET,

Router# show ip interface vlan 1
Vlanl is up, line protocol is up
Internet address is 10.0.0.4/24
Broadcast address is 255.255.255.255
Address determined by non-volatile memory
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Local Proxy ARP is disabled
Security level is default
Split horizon is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is enabled
IP fast switching on the same interface is disabled
IP Flow switching is disabled
IP CEF switching is enabled
IP Fast switching turbo vector
IP Normal CEF switching turbo vector
IP multicast fast switching is enabled
IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF
Router Discovery is disabled
IP output packet accounting is disabled
IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy name replies are disabled
Policy routing is disabled
Network address translation is disabled
WCCP Redirect outbound is disabled
WCCP Redirect inbound is disabled
WCCP Redirect exclude is disabled
BGP Policy Mapping is disabled
Sampled Netflow is disabled
IP multicast multilayer switching is disabled
Netflow Data Export (hardware) is enabled

FORT, ZOMATRRENSEERT £ b FIZOWTHI L TOET,
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show diameter peer /5 5 show object-group &£ T

% 4: show ip interface ® 7 4+ — )L K DE5EA

show ipinterface ]

J4—ILF

BLl]

Virtual-Access3 is up

AH—T 2 A A N— R =T HBEHHE

(7w 7REE) MEIMERLET, A ¥ —
T oA ADPMERFREL R DITIE, A F—T =
AAN—Ry =7 LEFRT 7 b3 VO R
Ty TIRETHLILERHY £,

Broadcast address is

TJo— KXy AN T RLZA,

Peer address is

v 7 R A,

MTU is AU F =T = A ATRE STV D MTU OfE
(A FHAD)
Helper address AR =T R 2 (RESNTWDIHE) .

Directed broadcast forwarding

FREZ7H— P& ¥ A MRERA X =T E D
e LET,

Outgoing access list

A F =T A RIRET 7R YA FBERE
SNTVDIMNE I PERLET,

Inbound access list

AHE—T oA RIEFEET 7 8A VA NBEE
ENTWENEIDERLET,

Proxy ARP

FuxL 7 RLUAfiER~ 1 k2 (ARP) 254
VHE—T 2 A ATAF—TINTHDLNE I D%
RLUET,

Security level

DA F =T 2 ATH L THRESNTND
IP Security Option (IPSO) &F = U7 1 L
Ve

Split horizon ATV NIRTARXUBA =T NNE ) D%
RLET,

ICMP redirects DA VH =T 2AATIHFAL LT N Avtk—
UMEEENDI N E I ERLET,

ICMP unreachables DA E—T 2 A ATHEEERFEA vE—IN
EEINDINEIDERLET,

ICMP mask replies CATISENZ DA v H—T oA ATEE SN

LME IR LET,
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[l showipinterface

show diameter peer 5 5 show object-group = T

TJ4—IJLF

BLL

IP fast switching

EBWAAL T ITNIDA o E—T 2 ATA
F—=TNMEIPERLET, BE. 208D
BRIV TNA v E—T A A LETIEIAR—T )b
‘/C:‘TO

IP Flow switching

TR — A v FUTNIDA L F =T A AT
AR=TNNE S IERLET,

IP CEF switching

VA ZIJAT VAT HFIT—FT 4T A >
FUITMNA B —T 2 ATA X —T IR >
TWBANE I MERLET,

Downstream VPN Routing/Forwarding "D"

PPP 7 /L— F B LN AAA = —WFHf/L— |
WA LVAR—=LENTWS VRF A VAKX LA
R LET,

IP multicast fast switching

PINFHY A NERHAAL v F L TNZDA
H—=T 2 ATAR—=TNANEIMNERLE
ﬁ‘o

IP route-cache flags are Fast

NetFlow 3 A X —T = A A TA X —TnE
IMERLET, ¥ —7 A AT NetFlow
WA F—T N ThDHZ & &2FTI12IE Flowinit]
LFIRENET, ip flow ingress =~ > K& fifi
HLTY 7 A% —7 A AT NetFlow 231
F—=T W IpoTNWD Z E&#FKTITIL,  [Ingress
Flow] &#HRK/REILET, ip route-cache flow =
~ U REFHLTAAS A B —T = AT
NetFlow 23 A R—=7 VTR >TNDH Z L HRKT
21X, [Flow) &RRSNET,

Router Discovery

M 7Tav 2N DL Z—T 2 ZATA R—
TNANE SR LET, VITI A F—
T oA A LETITWEIZT =7 TT,

IP output packet accounting

DA VE—T A ATIPTHIUT 4T
DA X—=TNINEIME, ZOLEVWE (2
MY DERRE) 2R LET,

TCP/IP header compression

JERMEDSA R —T N E D i m LET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst

3850 X A v F)



show diameter peer /5 5 show object-group &£ T

show ipinterface ]

TJ4—IJLF

BLL

WCCP Redirect outbound is disabled

AU H =T oA ATZEINT ATy bR
XY v azZ VAU EA LT L NE
IMMDAT—H A% 7w LET, Tenabled) £7=
% ldisabled) &FRILET,

WCCP Redirect exclude is disabled

A B =T 2 A A TDO/NT Y hi3Fx v
TV ADYEA VLT BB S DN E
IMDAT—H A%k LET, lenabled] F7=
I ldisabled) &ZFRILET,

Netflow Data Export (hardware) is enabled

A B —T A ADNetFlowT —H% =7 AR—
F (NDE) O/ N— R =7 78— AT —H A,

WRIZ, KA v B —T 2 ADZ—HFEYF 4 ZAF—FADH < —%FrT A0 % LET,

Router# show ip interface brief

Interface IP-Address OK? Method
Ethernet0 10.108.00.5 YES NVRAM
Ethernetl unassigned YES unset
Loopback0 10.108.200.5 YES NVRAM
Serial0 10.108.100.5 YES NVRAM
Seriall 10.108.40.5 YES NVRAM
Serial?2 10.108.100.5 YES manual
Serial3 unassigned YES unset

& 5 show ip interface brief ) 7 « — )L K DA

Status Protocol
up up
administratively down down

up up

up up

up up

up up

administratively down down

TOFET, TOHHNTEREINLIEER 7 41— NIZOWTHALTHET,

J4—JLFK SR BA

Interface A B —T A ADEA T,

IP-Address A BE =T 2 A AZEDYTOHNTWAIPT
]\\‘]/XO

OK? [Yes] IXIP 7 RLANEARITHD Z &2 EK
LEd, [NoJ IZIPT7 FLARERTHSD Z
LEERLET,
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[l showipinterface

BEEavT YR

show diameter peer /5 &> show object-group &= T

TJ4—IJLF

BLL

Method

DT 4=V RIFROMEEEL £,

* RARP %7213 SLARP : 7 K L Afigik~
o b2/ (RARP) F7-1Z Serial Line
Address Resolution Protocol (SLARP) (DZX
*0

* BOOTP : Bootstrap 7’7 | =2 /L,

*TFTP : TFTP Y — "o Hl&G Lz 7 »
Fal—Tar 774/,

*manual : A~V KT A F—T A
ATFHTEHE,

*NVRAM : NVRAM D27 ¥ =2 L —
vary 7y A,

* IPCP : ip address negotiated =~ > N,
* DHCP : ip address dhcp =2~ > R,
* unset : % EAEER,

* other : ANHA,

Status

AE—T 2 A ADAT—H A%~ LET, A
hiE & ZOBERITKRDO L BY TT,

‘up: A UH—T A RLT v IRIETT,
cdown: f > HZ—T A AFX T IREET
R

* administrativelydown : 1 > % — 7 = A A&
EHODIZF T ARIETT,

Protocol

CDAVE—T 2 A AD)NV—T 47 7 ko
NOBENEAT —Z 2R LET,

av Uk

Bl

ip address

AE—T 2 A AT HTF7A4~IVIPT R
LVAEFITIEHI L ZFVIPT RLAZRELE
—a—o
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I show diameter peer 7 5 show object-group & T

show ipinterface ]

avyU R

BLL]

ip vrf autoclassify

E(EIA % —7 = A AT VRF autoclassify %
A X =T M LET,

match ip source

VRF#ERE SN2 — MIESWTERES L
HN—F 2y N ETDHELHITEETIPT
R AZRELET,

route-map

12OV —TFT 47 7ua harhbihonr—
T 7a har~onr— N EHEAT D
D FRIERY S —N—F 4 T A X —T )L
T DD DOFRMEEERLET,

set vrf

AU — R—=RA )L—F (7D VRF EIRD 7=
I, /b— b = v FINTOD VPN VRF &R % A1
=Tz LET,

show ip arp

SLIP 7 RL AR S—< X K ARP T —7 /L =
VU ELTEREND ARP v v a3k
A~ LET,

show route-map

ABT AT N—hs v TBIOFATFT Iy
J NV—h <~y T EERLET,
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[l showipssh

show diameter peer /5 &> show object-group &= T |

show ip ssh

BXDEREA

AU R E—F

avy FERE

X277 v/l (SSH) ONN—Ta VBXORET —4 2FRT HI121E. ¥ EXEC £— KT
showipssh =~ R&EMHL £,

show ip ssh

ZOa=y FIZEBIEELEEF— TV —FEH D EH A,

FiHE EXEC

)1)—= EERNE

12.0(5)S Zoavy RBEAINE LT,
12.1()T Z D= R Cisco I0S Release 12.1 T IZfE& & E L,
12.1(5)T DAY RINSSHDATF—H A (A F—TNEFITT 4 8—7

W) EFERRTHEIICETINE LT,

12.2(17a)SX Z D =3= > 78 Cisco IOS Release 12.2(17a)SX IZHA S E L7z,
12.2(33)SRA Z M= R Cisco I0S Release 12.(33)SRA IZH A S L7,

EREDAA RSAY HRIFTBLOSIA LT 7 MRED, BEFHAT Y 2 v DAT—X A& FFT 521, showipssh

1

av U REMEHLET, Z0a~vy RT, SSHRA R—TNAh, £EIT 4 B—TAEHD
ZLWTEET,

WIZ, SSH XA F—T VDE4A D showip ssh 2~ ROl Z R L ET,

Router# show ip ssh
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3
The following is sample output from the show ip ssh
command when SSH has been disabled:
Router# show ip ssh
%SSH has not been enabled
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I show diameter peer /5 5 show object-group &£ T

showipssh ]

avyU R

BLL

show ssh

SSH — D AT —FZ 22 FK R LET,
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show diameter peer /5 &> show object-group &= T
[l showipv6 access-list

show ipv6 access-list

BEOTRTOIPVG6 77 A VA NONREZFRT HIZIE, =—W EXEC T— N 72 I3FME
EXEC “E— KT show ipv6 access-list =~ > R&2fliH L £,

show ipv6 access-list [ access-list-name ]

BX DA access-list-name (EE) 778X YR FDOAH]

ARUERTFTIHILE  FRTOIPVG TV ER U R RRFRSNET,

avY KR E—F = —+ EXEC $§# EXEC

X FEE Yy 1y—2 EERE
12.2(2)T oavwr RpREAINE LT,
12.0(21)ST Z ® <R3 Cisco I0S Release 12.021)ST IZ#H A Sk Lo,
12.0(22)S ZOa~r RJ3, Cisco I0S Release 12.0(22)S IZHiA S E LTz,
12.0(23)S priority 7 4 —/L 7% sequence IZEH I, LA ¥ 471 b alg

W GEaRIPve 7 7 £ A U A MERE) MR RITBINSAvE L,

12.2(13)T Z D3~ K23, Cisco I0S Release 12.2(13)T IZH & S E Lz,
12.2(14)S Z D3 R2N, Cisco I0S Release 12.2(14)S IZH#iA&nvE L=,
12.2(28)SB ZDOa= 2 K23, Cisco I0S Release 12.2(28)SB (2t & S4vE L7z,
12.2(25)SG Z D= RN, Cisco I0S Release 12.2(25)SG IZHA S E LT,
12.2(33)SRA Z D3~ KA, CiscolOS Release 12.2(33)SRA IZHEA SV E LTz,
12.2(33)SXH ZDa< RA3, CiscolOS Release 12.2(33)SXHIZHAE SN E LT,
12.2(50)SY Zoavy RNEEINE Lz, IPvdBEXOIPY6 N— R = T

FHEHICE T D AN E R SNET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
3850 R A v F)



I show diameter peer 7 5 show object-group & T
show ipv6 access-list ]

J1)—=x TEAR
Cisco IOS XE Release 3.2SE = ¢ =1~ > R Cisco I0S XE Release 3.2SE I & &N E L7,

FEREDHA FSMY 1Pv6 HHTH D AR T, show ipv6 access-list 7~ > R 7713 show ip access-list T~ > K &
ML TWET,

451 RO TIL, show ipv6 access-list =~ > K TH{J) 2417 inbound, teptraffic, 35 K UF outbound & V>
FBLDIPV6 T /A UANERLET,

Router# show ipv6 access-list
IPv6 access list inbound
permit tcp any any eq bgp reflect tcptraffic (8 matches) sequence 10
permit tcp any any eq telnet reflect tcptraffic (15 matches) sequence 20
permit udp any any reflect udptraffic sequence 30
IPv6 access list tcptraffic (reflexive) (per-user)
permit tcp host 2001:0DB8:1::1 eq bgp host 2001:0DB8:1::2 eqg 11000 timeout 300 (time
left 243) sequence 1
permit tcp host 2001:0DB8:1::1 eq telnet host 2001:0DB8:1::2 eq 11001 timeout 300
(time left 296) sequence 2
IPv6 access list outbound
evaluate udptraffic
evaluate tcptraffic

WO, IPSec THEATE720D IPv6 77 & A U A MEHRE R LET,

Router# show ipv6 access-list
IPv6 access list TunnelO-head-0-ACL (crypto)
permit ipv6 any any (34 matches) sequence 1
IPv6 access list Ethernet2/0-ipsecv6-ACL (crypto)
permit 89 FE80::/10 any (85 matches) sequence 1

TOHERT, ZTOHITERINABER T 4—/L FIZOWTHHALTWET,

% 6 : show ipv6 access-list D) 7 4 —)L K DEBA

TZ4—ILF Bl

ipv6 access list inbound IPv6 727 A U A R4 (ff] : inbound)

permit fBESN=T e bal 24T —ET 57y
FEFFRTLET,

tep REHIE 7 a2 s a3, Ry RR—E LRI
FERBRVEN L (LAY 4) OFa b=
I

any /0 LA C T,

eq TCP F£7213 UDP /7 v b OXfE 50 F 721351 %
RN— N &9 % equal A7 > K,

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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[l showipv6 access-list

show diameter peer 5 5 show object-group = T

J4—ILFK B

bgp R—HF— =t Fabhan, Nryh
NE CTRITEZR S22V RN L~UL (LA ¥
3) oFua han xAS,

reflect HIFPv6e T 7 A VA NERLET,

teptraffic (8 matches)

HIFIPV6 7T 78 A URMDARIBLIOT 7 &
A YR BNEDO—EDH, clear ipv6 access-list
BMEEXEC =~ > RiX, IPv6 77 AU A b
—HH B E )Yy NLET,

sequence 10

FENTry MR ESND T 7 A Y A NOFT
DY—h A, TI7EZAYZNOITIR. &
DTFTAFVT 4 (BIEOE, =& 21X10) »
SIREDTT7AF VT 4 @O, =&z
80) DIEIZI A TUVVET,

host 2001:0DBS8:1::1

NIy FOEETLT FLANR—ETE2HLEND
5. EETIPE6 RA N T R A,

host 2001:0DBS:1::2

Ny FOSET FUAN—ET H0ERH
5. 36AEIPv6 AR A~ T R LA,

11000 RIEEHRAOT T = AT NVEE TR — FEF,

timeout 300 7 A RAREOEGFHENR RPEAD) , 2z
&5 L. teptraffic &\ D A HTD—KFHY 72 IPv6
BT 7 BA YRR, RENTZE v g ATK
LCHA LT 7 MLET,

(time left 243) B OBEFT A RVRR (AL , 2zl

&5 L. teptraffic &\ D A RTO—RFH) 72 IPv6 i
G777 /A VRN, mREINTcE Y a ATk
LTCHIBRSILET, Rty ra si—#
TOBEMZENT 74 w7280 ZOmEI
300 iz Yy hEShvET,

evaluate udptraffic

udptraffic £\ 5 4RO IPv6 FiR7T 78 A U &
F 23, outbound & WD L4HID IPv6 77 A U
A2 FNIZHXA FRENTWDSZ EERLET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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I show diameter peer /5 5 show object-group &£ T
show ipv6 access-list ]

MEav>k Qv R &5 EA

clear ipv6 access-list IPVv6 77 ®BRAVAID—EHh UL HED Yy
MLET,

hardware statistics N—RT = THEHERONEL A X —T I L
£

show ip access-list BEOTRTOIP T 7R VA NONFE T
RLET,

show ip prefix-list TV T4 I AVANEREIT VT 4w T A
YAz FUICETLIERERRLET,

show ipv6 prefix-list IPv6 7L 7 47 A UARNELIZIPV6 7' L
T4 w7 A YA MDY NUICETHIEREFE
RLET,

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst
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show diameter peer /5 &> show object-group &= T

[l showmab
show mab
MAC WBFE/ A /XA (MAB) & RN 2121, F5H EXEC £ — KT showmab =~ > R &4l
MALET,
show mab {all| interface fype number} [detail]
EX D& all TRCOA A —T oA AEEELET,
interface type number MAB &£ R"T 5, FHEDA X —T = A
AEfEELET,
detail (EE) MRz R LET,
AvU R E—F ke EXEC (%)
v FEE Y1—2 EENE
12.2(33)SXI Zoavy RpEAINE LT,
15.2(2)T Zda~r RA3, Cisco I0S Release 15.2(2)T IZHiA S E LT,
15.2(3)T IOavy RREEINE L, BIEERORAT—Z XL, avv

Rt /3¢ AUTHORIZED % 7= 1Z UNAUTHORIZED T3/ < . SUCCESS
F 721X FAIL TERRINFET,

FRALDHA FS4Y showmab=~> REHEHAL T, MABHR— FBELOMABt v a3 VICBETAEHAEERLET,

51 WwIZ. MAB & v > 3 UNFFA S L7285 O show mab interface detail =~ > ROH /2R L E

‘@40

Switch# show mab interface
FastEthernetl/0/1

detail

MAB details for FastEthernetl/0/1

Mac-Auth-Bypass
Inactivity Timeout

Enabled
None

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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show diameter peer /5 5 show object-group &£ T

MAB Client List

Client MAC = 000f.23c4.a401
MAB SM state = TERMINATE
Auth Status = SUCCESS

show mab B

TOHERT, ZTOHNITERINABER T 4 —/L FIZOWTHHALTWET,

& 7: showmab® 7 4« —)L KD

J4—IJLF

BLL]

Mac-Auth-Bypass

MAB %A X —7NWZT 5, T4 E—7 NI
THENERELET,

Inactivity Timeout

IhEBREALEy Y a B TT S, 77
T4 BT 472 LM,

Client MAC

74T MOMACT R A,

MAB SM state

MAB A7 — h = > OREE, BRGHOLRR T E
TIHEA SN AEITRD LB T,
* INITIALIZE : ¥t ST & &xnt
a DIREE,

* ACQUIRING : MACT KL A% AT
R BEELTWD EEDE Y g Ok
e,

* AUTHORIZING : MAC 7 RL A &ZFFH[ L
TWAEEDE® v g  DOIRTE,

* TERMINATE : FFrl#E RIS Sz & =
Dt v a rDOIREE,

Auth Status

MAB t > g VO AT —X X, ROfEMN

"HE T,
*SUCCESS : T v ¥ a URIEEFICHTIN
F L7

*FAIL : By v a 3 ShEEATL
7=,

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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B show mab

EEav> R

show diameter peer /5 &> show object-group &= T

avyU R

BLL

show authentication interface

BEDA B —T 2 A ADRIE~ I — ¥ 1T
A mERR LET

show authentication registrations

FRRE~ R — U v (TR S T D RBRET U B
THEMEFRLET,

show authentication sessions

HEF~w 3 —V % By Vg VT AERAE TR
L/iﬁ—o

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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I show diameter peer /5 5 show object-group &£ T

show mac-address-table B

show mac-address-table

BXDEREA

MAC 7 RL A 7 —7 VAR T A0, FitE EXEC *E— K T show mac-address-table =~ > K
EHALET,

Cisco 2600, 3600, and 3700 Series Routers

show mac-address-table [secure| self| count][addressmacaddress][interfacetype/number]{fa |
gislot/port}[atmslot/port][atmslot/port |[vlanvian-id]

Catalyst 4500 Series Switches

show mac-address-table {assigned| ip| ipx| other}

Catalyst 6000/6500 Series Switches and 7600 Series Routers

show mac-address-table [ address mac-addr [all | interface type/number | module number | vlan
vian-id | | aging-time [vlan vian-id | | count[module number | vlan vian-id | | interface type/number | limit
[vlan vian-id | module number |interface type]| module number | multicast [ count] [igmp-snooping
| mld-snooping | user ][vlan vian-id ] | notification {mac-move[counter[vlan]]| threshold| change} [interface
[number]] | synchronize statistics | unicast-flood | vlan vian-id [all] module number]]

secure L) X277 FLAEFEERLET,

self L) AL v FEESBINLET RLAPT
EERRLET,

count (fL15) MAC 7 KL 2 F— 7 LNOBED T

YU BEFRLET,

address mac-addr (EE) BEDOMACT FLAD MAC 7 R L
AT =TT AERERSLETST, 74—
< v FOFEIZ OV TIE,  TUsage Guidelines
D7 varaZBLTIESN,

interface type / number EE) BEDA v HZ—T =24 ADT KL A%
Fr L ET, Catalyst 6500 35 L V6000 & U —
A2 v FOEE . AZMEI atm,
fastethernet, gigabitethernet, 32X
port-channel T3, Cisco7600 > U —ADE
HZWEIX atm, ethernet, fastethernet, ge-wan,
gigabitethernet, tengigabitethernet, 33X T\ pos

"C\‘j‘o
fa EE) 77 AN A=Y Xy b A ¥ —T =
A RERELET,

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst
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B show mac-address-table

show diameter peer /5 &> show object-group &= T

gi fEE) ¥y bAfA—Y Xy b ¥—T=x
A AERBELET,
slot | port %) Ay M EHF20EY 22— H

AFIv I T RLAZBILET, AFvia
TEMLIETT,

atm slot /port

(fEE) ATME ¥ = —/Vslotlport \Z X A F I v
7 T RVRAZBEMLEY, Any MEFIZIE
L EF22EHLES, R=FFFELTO
ZEMLET, AT vy aiem Bl TT,

vlan vian -id

(EE) $ED VLAN DT RL 22 FE R LE
9, Cisco2600, 3600, L3700V —AD
BE . ARMEIEZ 1 ~ 1005 T, &iTParx A
S U TL &V, Cisco IOS Release
12.4(15)T LARE, H%h72 VLAN ID ORI 1 ~
4094 T,

Catalyst 6500 33 L T* 6000 & ) — 2 2 A v FF
XOV7600 > U —XDA. ARMEIX 1 ~ 4094
<7,

assigned oY cTohkye bar=r NI EBELE
R

ip IP7abharzr ) ERELET,

ipx IPX 7o bz = b EEELET,

other Zoho7a har oz M) EBEELET,

all (8 BET—7VNICh D, FFESh

MAC 7 RLADFTRTDA VAL 2 A% FoR
LET,

type | number

fEE) V22— MBI v EZ—T oA A&
%

module number

({EE) #¥7E D Distributed Forwarding Card
(DFC) E¥2—/VOMACT KL A T7—7 )1
BT oIFHRER R LET,

aging-time

(=) VLANOZ— 0 F B A4 D FRRLUE
KR

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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show diameter peer /5 5 show object-group &£ T

show mac-address-table B

limit

MAC iz 2R LET,

multicast

“ILFX¥YAPIMACT RLAT—7 Lk
VIZBET B EHR7Z T 2R RLET,

igmp-snooping

A —Fy N I N—FEE S fan
(IGMP) AX—E JIZL-oTFEHEEINET
KL AERRLET,

mld-snooping

Multicast Listener Discover version2 (MLDv2) A
X—E U TI Lo THFEINET RV AZRR
LET,

user

FHTANSINT (RET 4> 7) TRLRA%Z
FRLET,

notification mac-move

MAC BEhBRE AT — & A KR LET,

notification mac-move counter

(fEE) MAC B8N LIZEEB LY 2T A
TRAELIEZINODA VAR ADEEFRRL
7,

vian

(L&) FRT D VLANZFEEL £ 7, Catalyst
6500 33 L TN6000 Y — X A A v F I L N7600
VU —XDYA. AMEIX 1 ~ 4094 TT,

notification threshold

HAEAEY (CAM) T— 7 VRIR@MAT—H
AR LET,

notification change

MAC i@/ T7 A — 2 B I OB —7 V&%
RLET,

synchronize statistics

AA vF Zutk P FEZILDFC TRESIT
HEHEHRE R LET,

unicast-flood

A=FX Y AL T TvT 4 oI EREFORLE
D

AT R E—F 4 HE EXEC (#)

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst
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B show mac-address-table

show diameter peer /5 &> show object-group &= T

avy FER Jyy—=

EEAR

11.2(8)SA

Toavwy RPREAINE L,

11.2(8)SA3

Zoavy RPERINE L7, aging-time. count, self, 35X U vlan
vian -id ¥ —7U — R L glHNBIMESnE Lz,

11.2(8)SA5

Zoa~wy RBNEREINE Lz, atmslot/port ¥ —7T— K LG5 D~LT
DEMEIVE LT,

12.2(2)XT

Zoavwry RRLEEINFE LT, ZO3<r KA Cisco 2600, 3600, ¥
F3700 ) — X —FIZEBESNE LT,

12.1(8a)EW

Zoavwry RRNEFESNE L, ZOa~r R Catalyst4500 & U — X
ALy FICFEESNE L,

12.2(8)T

ZPa<y KA, Cisco2600, 3600, L3700V — X )L—% D Cisco
I0S Release 12.2(8)T IZfiA S LT,

12.2(1D)T

Z D3~ R Cisco I0S Release 12.2(1NT IZHEA SvE LTz,

12.2(14)SX

ZOa~v  RREESNELE, Z0awy RBNA—N—R_[fHF oo
V0 IWCEEINE LT,

12.2(172)SX

ooy REFE SN E L7, Catalyst 6500 3 L 06000 & U — X A
A vF. 7600 ) — XA, IROF T arDF—T— RBILUB|IK
EYR—=FTBHEICZDa~vr RREREINE LT,

* count module number
* limit [vlan vian-id | port number | interface interface-type
« notification threshold

* unicast-flood

12.2(17d)SXB

ZOaxy RREERINE Lz, ZOa~y ROYAR— K3 Supervisor
Engine 2 [ZiB NS v E L7z,

12.2(18)SXE

Zoavy RPERIE L7z, Catalyst 6500 35 LTV 6000 > U — X &
A v, Cisco 7600 U — X DA Supervisor Engine 720 £ TD A
mld-snooping ¥ — 7 — RO R — hpEMEE L,

12.2(18)SXF

Zoavwy RBRERIE L7z, Catalyst 6500 35 KTV 6000 U — R &
A T, Cisco 7600 U — X DA Supervisor Engine 720 £ TD A
synchronizestatistics ¥ — 7 — RO R — FBMSvE L,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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I show diameter peer /5 5 show object-group &£ T
show mac-address-table  [JJ]

)1)—=x TREAS
12.2(33)SRA Zoavwry RRLEFEINE L, ZOa<r KA, Cisco IOS Release

12.2(33)SRA IZHEA SALE LTz,

12.4(15)T Zoawr NI, BESNEZT T v F 74 —AIZxT 5 VLANID OF
A% 1 ~ 4094 |[THERET A 7-0IEESNE Lz,

12.2(33)SXH ZOavwy FNEBEILE L, change ¥ — U — RREMSE Lz,

12.2(33)SXI ZoDavwry RWNEE I, counter F— 7V — RSBMENE Lz,

FEREDHA K342 Cisco2600, 3600, 351083700 2V — R L—X

show mac-address-table 7~ KX, AA v FOMACT RVAT—T Va2 FRLET, 79
YOXF—T— FBIOSIEAEFERTAZ LIk T, BED L2 —%2FHTEET, #EOFTT
YarOxF—U— RBERAEINLIHEIE. RINDGZOT MVICK LT, T XTOEMENRY
TIEEDIVERDH Y 7,

Catalyst 4500 > ') —X XA v F

=Ty RIR—FTFEAESNAEMACT RLA =7 YOS, Tvlan] 77 HIZEN
B VLAN &5 ClI< v—7 v R A— FOARINERRINET,

Catalyst 6000 33 K U 6500 > 1) —X XA v FEH KU Cisco 7600 2 1) —X JL—4

FY 2 VESZEE LRV E, show mac-address-table =~ > KO I A —/— A H =
DT AERNFRENE T, DFC O MAC 7 FL A T—7 VT 21K E2 FoRT 51
X, BV a2 NVEFELITaAl X—TU— REATNTIHILENRDY £7°,

mac-addr DEIL 48 £ s MAC 7 KL ATY, HR7+—~v MIHHH TY,

interface number 3|3 TlX, TV 2 —VEBLIOKR— " EE52HBELET, AHEIT. BEINZA
VH—T A ABALT BIOEHEND Y Y —V RV 2=l TRRVET, 2%
iE, 13 A8y b ¥y —I12 48 AR— b 10/100BASE-T A —H % v b TV a2 — /LN EH I TW5D
B, FAEY P A=V Ry F A F =T oA AERET DL, TV a—NFEOHNMMET 1
~ 13, K= EZOHEDEIT 1 ~ 481720 5,

A7 a > @ module number ¥ —1U — R LBIHOT X, DFC €Y 2— A2 THR— ST
WET, module number ¥ — 7 — R EFIEDOTE, TV 2—NAEFEHEELET,
mac-group-address 1D AZNMEIL 1 ~9 T,

A7 ardeount F—T— Kk, v L TFF¥ Az NI EEERLET,

47 2 @ multicast ¥ — 7V — KX, VLAN NDO~</LFF¥ A MACT RL A (FL—7) %
FRLTZD, AXT 4w JICEANENTZ, F2IHIGMP AX—E U JIZ k- THEEESNZ VAT
2T =T NHNOTRTOZ M) EFRRLTED LET,

show mac-address-table unicast-flood 2~ > RO TEREINDIEHERITKD LB Y TT,

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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show diameter peer /5 &> show object-group &= T

B show mac-address-table

MY

CTUAUNH T ROFEHEREINTWRNTRTO VLAN B THF I, K50 D7
FoT 4T o N BEETEET,

HHT 4=V RORRIE, ROLHIIZERINET,
* ALERT : fF#UIN IR T LICEH SN ET,
* SHUTDOWN : {E#ITK 3B T LICHEH N E T,

G¥)

1

SEHEMAC T RLATERINDAERIZ. R— BT v v N T LTI T T 4 7 HEIE
THEEEBICHIBRENET,

ERIT T ANFEEATLHIRICEHSNET, ZOHBRITT V2 ZHIBRT 2 % TR S
ET,
Learn 7 4 —/V RICERREND XA FT I v 7 =2 b UK, #IZ Yes IR EINLET,
show mac-address-table limit =~ > FOH )%, kOEFEREFRLET,
*MAC 7 R L 2 DB
*FFA & MAC =2 b U Ofc R
CEAE (%)
show mac-address-table synchronize statistics =~ > RO Jji%, ROIEREFRLET,
* FAIFHIFR T SN D A v E—I%
*FEIEUERICEESh DT 77 47 = MU O

cEF sl bY | RS Y BRER = MY FRIERE L MY
%

&Iz, show mac-address-table =~ > ROl Z <L E£9,

Switch# show mac-address-table

Dynamic Addresses Count: 9
Secure Addresses (User-defined) Count: 0
Static Addresses (User-defined) Count: O
System Self Addresses Count: 41
Total MAC addresses: 50

Non-static Address Table:
Destination Address Address Type VLAN Destination Port

0010.0de0.e289 Dynamic 1 FastEthernet0/1
0010.7p00.1540 Dynamic 2 FastEthernet0/5
0010.7p00.1545 Dynamic 2 FastEthernet0/5
0060.5cf4.0076 Dynamic 1 FastEthernet0/1
0060.5c£4.0077 Dynamic 1 FastEthernet0/1
0060.5cf4.1315 Dynamic 1 FastEthernet0/1
0060.70cb.£301 Dynamic 1 FastEthernet0/1

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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show diameter peer /5 5 show object-group &£ T

00e0.1e42.9978 D
00e0.1e9£.3900 D

ynamic
ynamic

1 FastEthernet0/1
1 FastEthernet0/1

show mac-address-table B

FastEthernet6/15
FastEthernet6/15
FastEthernet6/15
FastEthernet6/15
Switch

FastEthernet6/16
FastEthernet6/16
FastEthernet6/16
FastEthernet6/16
Switch

Switch

£l WOBITIE, FFEDOT v ha)n 247 (ZoOHE1E lassigned] ) D MAC T RLA F—7 )L =
YN EFRRT LA R LET,
Switch# show mac-address-table protocol assigned
vlan mac address type protocol qgos
————— et e e e et T T e
200 0050.3e8d.6400 static assigned -- Switch
100 0050.3e8d.6400 static assigned -- Switch
5 0050.3e8d.6400 static assigned -- Switch
4092 0000.0000.0000 dynamic assigned -- Switch
1 0050.3e8d.6400 static assigned -- Switch
4 0050.3e8d.6400 static assigned -- Switch
4092 0050.f0ac.3058 static assigned -- Switch
4092 0050.f0ac.3059 dynamic assigned -- Switch
1 0010.7b3b.0978 dynamic assigned -- Fa5/9
I, EFEofo Tother] DM EFRRT DB 2R L ET,
Switch# show mac-address-table protocol other
Unicast Entries
vlan mac address type protocols
——————— B T e e e e L P L L P PPt
1 0000.0000.0201 dynamic other
1 0000.0000.0202 dynamic other
1 0000.0000.0203 dynamic other
1 0000.0000.0204 dynamic other
1 0030.94fc.0dff static ip,ipx,assigned, other
2 0000.0000.0101 dynamic other
2 0000.0000.0102 dynamic other
2 0000.0000.0103 dynamic other
2 0000.0000.0104 dynamic other
Fa6/1 0030.94fc.0dff static ip,ipx,assigned, other
Fa6/2 0030.94fc.0dff static ip,ipx,assigned, other
Multicast Entries
vlan mac address type ports
——————— B it e Tt T e T
1 fEff. . fEfE.E£EF system Switch,Fa6/15
2 ffff . ffff. ff£~F system Fa6/16
1002 ffff. fEfE.E£EF system
1003 fEff. . fEfE.E£EF system
1004 ffff . ffff. ff£~F system
1005 ffff. fEfE.E£EF system
Fa6/1 fEff. . fEfE.E£EF system Switch,Fa6/1
Fa6/2 fEff. fEFE.EFEF system Switch,Fa6/2
1 KIZ, show mac-address-table =~ > KO 1l &R L E T,

Switch# show mac-addre

Dynamic Addresses Coun
Secure Addresses (User
Static Addresses (User
System Self Addresses
Total MAC addresses:
Non-static Address Tab

ss-table

t:
-defined)
-defined)
Count:

le:

Count:
Count:

U O O

O =

Destination Address Address Type VLAN Destination Port
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show diameter peer /5 &> show object-group &= T

show mac-address-table

A

0010.0de0.e289 Dynamic 1 FastEthernet0/1
0010.7b00.1540 Dynamic 2 FastEthernet0/5
0010.7b00.1545 Dynamic 2 FastEthernet0/5
0060.5cf4.0076 Dynamic 1 FastEthernet0/1
0060.5c£4.0077 Dynamic 1 FastEthernet0/1
0060.5cf4.1315 Dynamic 1 FastEthernet0/1
0060.70cb.£f301 Dynamic 1 FastEthernet0/1
00e0.1e42.9978 Dynamic 1 FastEthernet0/1
00e0.1e9£.3900 Dynamic 1 FastEthernet0/1

G¥)

43 # Distributed Encoded Address Recognition Logic (EARL) AA v FTix, TAX U AT (%)
I3 Z D BARL IZXHGAHT Lo R — ~ ETHEEINTZMAC T RV AZRLET,

IZ. Supervisor Engine 720 THEED MAC 7 KL AD MAC 7 R LA 7—7 VZBT D H & 3%

Y DR L ET,

Switch# show mac-address-table address 001.6441.60ca

Codes: * - primary entry
vlan mac address type learn gos ports
—————— e e e e et
Supervisor:
* --- 0001.6441.60ca static No -- Router

IZ., Supervisor Engine 720 THiED MAC 7 KL 2D MAC 7 KL A T—7VICT DM & &

Y OB ERLET,

Router# show mac-address-table address 0100.5e00.0128

Legend: * - primary entry

age - seconds since last seen

n/a - not available

vlan mac address type learn age ports

—————— Bt et T T et
Supervisor:
* 44 0100.5e00.0128 static Yes - Fa6/44,Router
* 1 0100.5e00.0128 static Yes - Router
Module 9:
* 44 0100.5e00.0128 static Yes - Fa6/44,Router
* 1 0100.5e00.0128 static Yes - Router

WIZ, T_XTOHO VLAN CHERESNTWELZ =0 7 A DEFRTLHPERLET,

Switch# show mac-address-table aging-time

Vlan Aging Time
*100 300
200 1000

Iz, BEDZ oy vy N EEERTLHERLET,

Switch# show mac-address-table count module 1

MAC Entries on slot 1

Dynamic Address Count: 4
Static Address (User-defined) Count: 25
Total MAC Addresses In Use: 29
Total MAC Addresses Available: 131072

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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I show diameter peer /5 5 show object-group &£ T
show mac-address-table  [JJ]

IZ. Supervisor Engine 720 THRFED A X —7 = ADMAC 7 R A T—7 VT 5 1E#H %
TR T bR L ET,

Switch# show mac-address-table interface fastethernet 6/45

Legend: * - primary entry

age - seconds since last seen
n/a - not available
vlan mac address type learn age ports
—————— B b e sttt it e e e
* 45 00e0.f74c.842d dynamic Yes 5 Fa6/45

G¥) HATT AR Y A7 (*) 13, SNBEENDEEDEY 2 — L ~DEFEEr v MTHESNHTHEE
ENF=MACT RLANSLDOxT L MU R LET,

WIZ, FFEDOA v v FOHIRICEET 2 15ME R~ T 562~ LET,

Switch# show mac-address-table limit vlan 1 module 1

vlan switch module action maximum Total entries flooding
——————— Rt e e et ettt
1 1 7 warning 500 0 enabled
1 1 11 warning 500 0 enabled
1 1 12 warning 500 0 enabled

Router#show mac-address-table limit vlan 1 module 2

vlan switch module action maximum Total entries flooding
——————— R e it e R e n et e
1 2 7 warning 500 0 enabled
1 2 9 warning 500 0 enabled

KT, MAC-move A AT —Z ZA &2 FmT H0arm LET,

Switch# show mac-address-table notification mac-move

MAC Move Notification: Enabled
KIZ, MAC-move fatfE Rz R T D12~ L ET,

Router# show mac-address-table notification mac-move counter

1 00-01-02-03-04-01 2/3 3/1 10
20 00-01-05-03-02-01 5/3 5/1 20

RIZ, CAM-table il fH=EII A T — X XA K- T D02~ L ET,

Router# show mac-address-table notification threshold

Status limit Interval
_____________ o
enabled 1 120

WIZ, MACHEINNTG A—Z B LR A N T—=T N E2RRZTHHEZRLET,

Switch# show mac-address-table notification change

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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show diameter peer /5 &> show object-group &= T |
B show mac-address-table

MAC Notification Feature is Disabled on the switch
MAC Notification Flags For All Ethernet Interfaces

WIZ, EDA X2 —T 2 A AD MAC BN T A—XBIOPE AN T—TNE2RrT D46 %
RLET,

Switch# show mac-address-table notification change interface gigabitethernet5/2

MAC Notification Feature is Disabled on the switch
Interface MAC Added Trap MAC Removed Trap

GigabitEthernet5/2 Disabled Disabled
KIZ., unicast-flood fEH &R T Bl 2R L ET,

Switch# show mac-address-table unicast-flood

> Unicast Flood Protection status: enabled

>

> Configuration:

> vlan Kfps action timeout

> ————— Fo—— Fomm Fom————

2 2 alert none

Mac filters:
No. vlan source mac addr. installed
on time left (mm:ss)

VVVVYVYV

\

————— e e

Flood details:
Vlan source mac addr. destination mac addr.

\4

______ o
2 0000.0000.cafe 0000.0000.bad0, 0000.0000.babe,
0000.0000.bac0
0000.0000.bac2, 0000.0000.bac4,
0000.0000.bac6
0000.0000.bacs8
2 0000.0000.caff 0000.0000.badl, 0000.0000.babf,
0000.0000.bacl
0000.0000.bac3, 0000.0000.bach,
0000.0000.bac?
0000.0000.bac9

VVVVVVVVVVVVVVVVVVVVVYVYVYVYVYVYV
vV V VYV

VVVVVVYVYVYVYV

WIZ, BED VLAN D MAC 7 RL 2 T—7 VBT 2B HMAFR T4 aE R~ LET,

Switch#show mac-address-table vlan 100

vlan mac address type protocol gos ports
————— B i T et e it
100 0050.3e8d.6400 static assigned -- Router
100 0050.7312.0cff dynamic ip -- Fab5/9
100 0080.1c93.8040 dynamic ip -- Fab5/9
100 0050.3e8d.6400 static ipx -- Router
100 0050.3e8d.6400 static other -- Router
100 0100.0cdd.dddd static other -- Fa5/9,Router,Switch
100 00d0.5870.a4ff dynamic ip -- Fab5/9
100 00e0.4fac.b400 dynamic ip -- Fab5/9
100 0100.5e00.0001 static ip -- Fab5/9,Switch
100 0050.3e8d.6400 static ip -- Router

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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show diameter peer /5 5 show object-group &£ T

show mac-address-table B

WIZ, MLDV2 AX—E 7D MAC T RV A T—7NICETAERE>FRTHH 2R LET,

Switch# show mac-address-table multicast mld-snooping

vlan mac address type learn gos ports

—-——— Fomm - fomm - o= Fo— -

--- 3333.0000.0001 static Yes

Switch, Stby-Switch

--- 3333.0000.000d static Yes - Fa2/1,Fa4/1,Router,Switch

--- 3333.0000.0016 static Yes

Switch, Stby-Switch

TORT, ZTOHITERINAIEERT 4 —/V FIZOWTHBHLET,

% 8 : show mac-address-table ® 7 « —)L K DExBA

J4—IJLF

Bl

Dynamic Addresses Count

MACT7 RLATF—TADOFEAFI v TR
A DRI,

Secure Addresses (User-defined) Count

MACT RL AT —7 1D X%=aT 7 KLAD

Static Addresses (User-defined) Count

MACT RVAT—TIVDART 47 T KL
A DRI,

System Self Addresses Count

MAC 7 RL A T—7/LDT KL 2D,

Total MAC addresses

MAC 7 RL A 5 —7 /LD MAC 7 KL 2D

Destination Address

MAC 7 RL A F—F VCHAET B0 T R L
X(:v

Address Type

7 KL A Z A7 (static ¥ 7213 dynamic) ,

VLAN

VLAN &=,

Destination Port

MAC 7 KL & 5 — 7 JVZIF(ET B 565 — k
B9 B R,

mac address

T RUDMACT KL A,

protocol MAC7 RL AT =T W ET H 7' 7 haj,

qos MAC 7 R LA 7 —7 VI BH#AHT Hivd
Quality of Service,

ports N—hk 2L,

Ciscol0S zH )T AT FYIT7LUR:
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B show mac-address-table

show diameter peer /5 &> show object-group &= T

Ta4—IL K BLL

age AV B =T A ADEHEDA T L 2 Ak Dk
rf (RHEAL)

Aging Time TN DT—=T T ZA L,

module TV a—VER,

action TIYarDEAT,

flooding 7T T 4T DIRKE,

avw> kR i

clear mac-address-table

MACT FL A F—T7aAmbxy MU #HIB L
F9,

mac-address-table aging-time

LAV2TF—7NAVNO= N Im—D 7 X
A LEHELET,

mac-address-table limit

MAC HI[B%& A x—7 VT LET,

mac-address-table notification mac-move

MAC BEhEH % A 2 —7 /W LET,

mac-address-table static

MAC7 RLAFT—FNWIZAET (v 7 =k
UZBMT5H0, 7 RLUADIGMP A X—E
TINT 4 =T Mo TWDERET (v 7
MAC 7 RL 2 &FHELET,

mac-address-table synchronize

LAVY2MACT FLAF—7 LDy v %
PFC 3 L. O _T? DFC M TRNHE L £

show mac-address-table static

ABT 4T MACT RLAT—T )Lz )
P aRRLET,
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