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Expressway-C (21, E/XA v/ UE— |k 77 & 23 L1 Business-to-Business (B2B) =2 —/L-%
%%?5BBUAﬁﬁ$@iﬂf“i¢o%ﬂ%ﬂ@%ﬂ4W/U%—F77?X:PﬂWC
B2BUA DA AL A3 1 DB TY, B s LOREICIE LT, ThZho
Business-to-Business (B2B) =—/L{Z B2BUA DA VA X VAN 1 DOLBREENH Y £7,
Expressway-E (21, Business-to-Business (B2B) =—/L % #&ifi9"5 B2BUA 2fHAIAFEN TV
%9, Expressway-C & Expressway-E |Z1%, Microsoft <> H.323/SIP 7’12 h 2L A ¥ —U—%
YIIREDSREERT—EAILHMO B2BUA billAAENTNE T,

B2BUA /L, =27 R b —va vy 77V r—vay NI 74y 7% KimLET, £ —Fv k
76 Expressway-E #8 1 O Expressway-C ~D#E Rt LENA VB IRV E—F 77 B ZAHITHEIZ
5 b SAVE 725, Expressway-C & Unified Communications Manager =2 R4 A >k O DHE
BLUIR BTN LT B TE 2856 & TEXRWEAMNH Y £9°, Business-to-Business (B2B)
aAla=bs—varfof oy — X/%ﬂ%®&ﬁ 3. REBLOCRADTEHTHE - THE 1k
ENHEELENRVEERHY £, ZO=2T L TiE, 4 F—% v b & Expressway-C
DEITEANAANEBEIRY E— F 77 B AHDORESLFET I 5D 03, Expressway-C & NEI/N
I R Y —=RBILYT 747 FOROBEIIR G EENTICEEINDL T U A2 F 0
ML ET, ZHUTHERDS 1 DDA 2 3 T3, Cisco Unified Communications Manager 73
EE— FRIZHREINTWBIEAIL, Expressway-C & Cisco Unified Communications Manager
DOETHLEARANABLR) T— b T/ B AEREZR LT DL IOICRETE £7,
Business-to-Business (B2B) B S{bHfEIC DWW TIL, Bk a IR L —v gy 2y Db F
V74 —IZET 27 arTHALET,
Expressway-C iZ, ERXANABIRVE—FNTI7 R I7T7A4 T NERIFT A AD
Unified CM ~D X% k% 7' v L¥ 3, Unified CM TiL, %4575 Expressway-C O IP 7 R L~
ATHEESNIZT NA AL LT EERINET,

C: X 461z, Ak LB ZRLET, BETHIP T RLABRKI RSN TWET, H
AE—=Fy b P —ER TR, Z—ZLH>TRRDBNRTY 7 IPT RLAREFTTIE L
XFTCRBELENTWET,

Expressway-E 132 DDA X —T = A ZZHATCWET, WA 4 —T = ZADIP T KL X
1% 172.16.20.20 T, #EA v Z—T7 = A ZADIP 7 KL A% 192.168.25.2 T¥, Ao v & —
T2 AADIPT R AITFHIC XYWZIZE#B#SNET, ZDT KL AL Expressway-E T
HEE SN E T, Expressway-E 28 INVITE X595 &, MEDOT FLAZEMNT 20 TiEZA
<, BHASNIZA U HE—T oA AT RLAICHEESNTZIP 7 KL A %4 LT Session
Description Protocol (SDP) A vt —UnsMEpka sz, AEMIETTIA4AX—F T FLAT
W72 V=T 4 VT R[EERNRT ) w7 T RLVAZMATE LT,
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Static NAT

for
® collaboration ¥
clients

Intranet Firewall : Internet Firewall :

Cisco Unified CM

' Expressway-E ===%::-
_@‘ 172.16.2020  192.168.25.2 _ X.Y.W.Z En
ﬁ Internet
Jabber
X.Y.W.K

10.10.10.20

Expressway-C

B 7L< RE AR TO Cisco Collaboration 12X = 4 =7 F A X 7V 77— R T —% 77 Fx

Data Network

S Dynamic NAT for SRR
: data network

A =%y N EOxZ > RAEA k) Expressway #&H T Unified CM *?3%0){’@0)3 ZHR L —
var TV a lERT D L. m— W VEE SN (CPE) (Lo TEDIP TR
VANHAINIANT Y v 7 IP T RV RICEBINET, Expressway ETE, YV—RAIPT KL X
7% Expressway-E DN IPLAN £ > —T7 = A ZAD7 FLRAIZEEMZ O ET, T v bR
Expressway-C IZE|%E 3% & Expressway-C (337 v h&za 7R —y g h—vx 77
r—3a VCHERETSENS, N7y POY—=ZIP T FLAZMADIP 7 F L RATEE

azx E£7,

B9~ HOFETIE, WET> RARA > MDD ~T 7 1w 7 ) Expressway &> CTA > 4 —
X MCAD L, ZDOXRIEICIP 7 K L A7) Expressway-E /M LAN A 4 —7 = A A 7 KL A
WCEEMZ HiL, Z0H%, A V=Y b 77 A7 U4 —/b LD NAT (T K> THAJIZAH#H S
NET, T—% FARALZADEETLIP T RLRIFZ, A v ¥ —Fv N 77 AT 7 +—LDRDA
VH—T 2 A ZAEMBEHLTXY.WKIZEICEBR SN ET,

T—& & Jabber T T UV R EDWBET TV r—a rEMHAT S PC TlE, Jabber 7Y
—ar T RUVARIINAT IZX o CFMICEa s, 79 0% 770 r—va >y 7 KL RIE
NAT (2 & » CTERIC AL SN E T,

T7AT I —IVNTRALT 4 v 27 NAT BB FATSND5ETH, N7y FOREILIP T
R L ZFHEEHIZIRD L D ICE# S vE T, X7~ M) Expressway-C 7> 5 Expressway-E (ZZ]
T % & Expressway-C O IP 7 R L RIZEH S, 737 > RS Expressway-E 2D 7 747
74— VIZBET D & Expressway-E D IP 7 RV AICEBEINE T, 7747 74—/ T,
Ny RS NAT I K » THINICEB S LT B A F—F y MR ESNET,
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a—/LlE— 2 O%AE, C: ¥ 471273 L 51T, Expressway-C 72X L3 EH O IP 7
RLZ2ZHH LTz RFEA > k% Unified CM 1[5 LE T, Z OBEIL. A REERCE L
WEREDH—EANRERLALBLIORVE—F T 7 EBATHRESNTWAESITITETHZ &

VAT SRR S
C:X 47 /NG D DHEE D6 42 7= NAT
B2BUA
Cisco Unified CM H
E Intranet Firewall Internet Firewall
. " Expressway-E ; \
10.10.10.10 _@— 172.16.20.20 = 192.168.25.2 _ _ XYW.Z,
Internet

XY.W.K

10.10.10.20

CSFuserl 10.10.10.20

Expressway-C

0 Source IP

: e Source IP
10.10.1020 [E

172.16.2020 B

a Source IP (NAT to public)

C: X 47127 TT7 FLAEHR S ot R IRORT v I THERINLET,
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NAT

.E‘“

Jabber

o Source IP
ll  192.168.1.10

I, TRBAL PR T VT IPT RVAPRE D ETHNTWRWEARIE, A ¥ —Fv B
DT IV ABRETHEINLN—F T RRA LV FPDOEETLIP T RUABNATIZE - T

(192.168.1.10 7» 5 A.B.C.D IZ) XN £,
2, /377> RS Expressway-E (ZEI35 L £ 97,

3, Expressway-E 2N H OWNESLAN A % —7 = A A 7 KL A% H L T Expressway-C (273

v FEEELET (AB.CD 25 172.16.20.20 12),
4, Expressway-C NE D7y M2 FH- T, #at& T LES, £/,

MEDOIPT FL2&

Zf# F§ L C. Unified CM [} OB OB 2B R{E L £3 (172.16.20.20 7> 5 10.10.10.20

12,

5, T RARA > k2 Expressway-C @ IP 7 K LA (10.10.10.20) % {# L C Unified CM (2%

RN ET,

Expressway-C O IP 7 KL A& [l L TF /34 A % Unified CM (28T 2 541X. kO X 97
BHEOAV v bR BELNET, mEXE, VE—F T34 X75>¢%Z\/ U — 7\ EEE G S

NTOVRWEAICET AHIEEZHIR L, VE—F TS ARF T LI ADOLAICIIET A
RIS OEEZE VY T2y TEEd, 22 TIEHHHLETAN., 2 DJFiEN Unified CM _E
DECLY T A BEEAMHH L CRHEICEBITEET, ZOEE D 7 o HREIX, TP 7 L AHPHIZ

EOLKFEORY o —DEHRLFREIZLET,
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TV RARA V RBA U Z—xy MERTEE I LA X, Cisco Collaboration 7 —F% 7 7
Fx¥ TUVE—INPOEHT LI LIITEEYA, ZHIE, = FRAS UMD IP T L RADEH)
WA S, 77 A7 74— VOBRICEESNDTZHOTT, UVE— NEENLERGAIT.,
TV RARA L ba VPNRHTEBL T ZESW, E LY RARA > b Ty 77 L— Ridfl
ST, Z RRA MR T 7 AT O —NDOERICHDLGAETH, VE— M TINEFEmBTE
e A

VPN Technologies (32 D7 —F7 7 F v+ O~ TIH Y THEALN, LEIZSCTEMNTSZ &
MWCTEET,

Expressway-E & Expressway-C L CTENA NLVEBI RV E— K T 7 BRAEZHBNITHLERDH D
F9, % 93X, Unified CM and IM and Presence /X7 U v ¥ /— KD DNS 4 %25 E€7 5
Z &2 X o T, Unified CM and IM and Presence 77 7 A % Z# &3 2% X 912 Expressway-C % 5% &
TEET,

DMZ NIZ R & 417z Expressway-E IX, EXA NV & VE— K T 7 VRXA $h—ERXE{HHTD
Jabber 7 7 A 7 b & TelePresence = RiRA > MIEEHTE L2 MY iRA UV Fa#fEL
iTO

Expressway-C (&, HTTPs, SIP, 3L O XMPP Z{iH L C, UnifiedCM 7 7 2% IM &
Presence 77 7 A % . 35 & O Cisco Unity Connection {[Z#&%t L 7 (C: X 4-8 &),

& 512, Jabber % HTTP #&H THFE O — NT#Ef L 2T TR R WEEREE < H Y 7,
ez, BV a7 RA A A —)L Jabber HHH— 3, HAXLAHTML ¥ 7B LT A =
V. T4 L7 RN xR ARANRETYT, ZDOk A — A TlL, Jabber ¥ Unified CM % #%
HETICEE D OV — NCHHE L £ 7, Expressway-C (X Jabber 7 7 A 77 N 382kt & 75 7
SNTY—NERTHTTP AR U XA AL LET,

C:X 48 Unified CM, IM & Presence ¥— E"X, .75 TF Unity Connection ~ Expressway £§z
Unified CM cluster Intranet DMz

SIP, HTTP, XMPP
connectivity

.
.
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e

Expressway-C Expressway-E

IM and Presence HTTP Allow List for
cluster Visual Voicemail

Unity Connection
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349622

C: R A2, FENAMN&E&VE—F TIZERADZOHIZ Expressway L > TEHEND 7 e k=
NOBEZRLET,

7L 2 2 BT Cisco Collaboration 12x =2 —7F A4 X[ 7)) 77— R 7 —%7 7 F %
2019424198 |



Hie B
C:3 42 FENALINE VE— P T EIHD Expressway 72 f 2L
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(userl @ent-pa.com 72 &) ZHELET, 7 74T 2 MR ROFFED SRV La— R&E/ 7Y
7 DNS #—niz7 =V LET,

e _cisco-uds._tcp.ent-pa.com : {3 DNS +— N ETOHLFEEINET,
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Forward Proxy Server Reverse Proxy Server

Hides the identity of the clients

Hides the identity of the servers

/ Enterprise - - - \ énterprise

servers

Reverse Proxy

/ \Corporate Network

clients
Proxy
Q?orporate Network
Internet
Internet [~
server

Internet

Client on -

the Internet
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BV 2TV ARA A X =)L Jabber B — 3 WAZLHIML Z 7B X072y, T4 L7
Y 74 K BA N EOY—Ev Rk LT, Expressway-C [X HTTP —EAHDOT7 7R U

AND—FETIH D HITP FFAf VX FTINDLDF—EARRE SN TODHEIC T D DOEER
EARTLZEICHEELTIEIN,

Trvva=r T EREIE, 7747 b, Expressway-C. Expressway-E. Unified CM, $ X

WVIM & Presence W — N5 5 LB 1 2T,

IIAT IR ATRL =V ay oy VREATRET 25 AICBRT 2 ERAT v YOl EE
LIFIZRLET,
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Trbeva=rTiE, 7747 R BRIT ST get_edge_config ZoR TRMG SV E T,
WITH 27~ L E T,
https://expressway_e.ent-pa.com:8443/ZeWS0LXBhLmNvbQ/get_edge_config?service_n
ame=_cisco-uds&service_name=_cuplogin
ZOERE T, 7 TAT U MIa—TD I LT vy (e ziE, 2a—4
fuserl] & /XA T — R Tuserl)) #HEELET, 7= VX Expressway-E [ZE(E ST D,
Expressway-C (ZHRE S VE T,
Expressway-C 7% Unified CM (2% 9% UDS 7 = U #5347 L Cuserl DR —2AL 7 T AKX &K
ELET, IV F 7 FTAE U F A TIEMATT,
GET cucm.ent-pa.com:8443/cucm-uds/clusterUser?username=userl
R—=I 7T AEBRDO0D L Expressway-C ITIGEDIEEINE T, ZOREICIEZ, 77
AEZNOTXTOY—"PNEENLTWET,
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4, Expressway-C N7 A4 7 bRV IZ userl (T 2RO =V 2RITTHI LITE-
T, A=A 77X 7o ya=r I EREfVWabeEd,

GET /cucm-uds/user/userl/devices (X7 /A ZAE[D ¥ CTU A M ZHELET,

GET /cucm-uds/servers |37 7 A X D% —/N U XA M ERGLET,

GET /cucm-uds/user/userl | % userl O —H 3% & AR E &2 B3 L £,
7 VT HIE T, TFTP — bl S N E T,

Pl = (http //us_cucml.ent-pa.com:6972/SPDefault.cnf.xml 7¢ &) X HTTP #2H O
TFTP 7 = U T¥, Z9L T, mrbva=r7 7avAXAR UDS & TFTP — N3 %57 =
JIZE-oTEITEINET, INHDOZ7TIDORRELT, TRV a =y TIFRNI 747
WCHRE S, 794 T v MIBEET e A E2MET 52 8N TE £,
BT o RIRD2HOOT 7 a v THERESNET,
1, Expressway-C [ XCP /L — X REA N L CHEITEIN S IM & Presence 7 7 A ', XCP /L —
%1% Expressway-C 0 IM & Presence 7 7 A X IZRWHbE T, 2—FORELHTTH D

IM & Presence 7 7 A X &[>, Jabber 7 7 A4 7 > FA IM & Presence —E RiZnm 7 A
VTCEET,

2, SIP REGISTER A vt — % ffi f§ L 7= Unified CM %$k : Expressway SIP 7' &2 & T H§BE(C
LoTTaxrranET,

Business-to-Business (B2B) = ==/ —3 '3

Business-to-Business (B2B) 2 X ==/ —3 3 2L, URIV—T 4 7 DOHMKTY £— Ml
WD RAAL L HRBETE DN METT, L, Expressway-E £ TDNS V' — 2 Z1ERKT
HZLIZK o TEITSNET, SIP L H32 OWGRT 74/ P TRESNLET, ZhiTky
Expressway-E |%, BEIMIZ, Bt — L THEH I TW2RWEIO 7 7 k2L 244 LT DNS
Y EB/FITTEET, 20D, ZOa— VIR T oA aEREL< ) £7,
Expressway-C & Expressway-E 13, 22—V Z BT 5720 SN e a2l L%
J7%, Expressway " CSIP/H323 7 — U oA £ F—T—=F U IRENT72>TWDIGE
XHBICHIO e ba L aERLE S & LET,

Expressway-E O34, SIP/H.323 RO A v % — 1T — %/yi[ﬁ/(QO]uﬂiﬁéﬁgﬂ%
DET, Tk, =L H323 a2— /Lt LTRESNEAIC, Expressway-E 3% O

o —/L% SIP ([Z##t L, Unified CM ~DF Y O a—)L L v 7| 7\/(74’ 7 SIP #fEl T& £
9, [AERIZ, H.323 v A7 A~D3{F 2 — /L%, Expressway-E (28] LT H323 IZEH I D
FTSIP 2 — L &HMERF L ET,

A ¥ —% > M H T Business-to-Business (B2B) 2 I ==/ —3 3 U EZ(ET HIT1E. FES
SIP L=m— R & H.323DNS L a— FAKETE, bbb a— FaEHTE, okEikix
URI D RAA U &HFEDa—)L —ERZHEH L T % Expressway-E [Zf#IR TE £9, A=
DIFEFE AT A 121X, Business-to-Business (B2B) 2 I ==/ —a D SIP L a— K,
SIPS SRV L 21— K, BJIVH.323/H225SRV L a— FRREENTWET, RASIZHEHEIND
SRV L a— RNiX, HEHOTF— M — =% R2F 570l RARA N CERASNS LV
a— R ToHh V., Expressway-E TIZZINALEDHD £H A,

C:[® 4-101Z URI D KA A %245 DNS 7t 2%~ L. C: 5] 4-1 1% SRV B DOH %
L. C:3 4-3 % Business-to-Business (B2B) =—/L +F U A2 X415 DNS SRV L 21—
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C:5 410 DNS 2 (& L= URl 51 F V>

SN
ﬁ;s — DNS

Dorain Name System

P R— Hierarchy

COMPANY B

S
COMPANY A N

Expressway-C

i

Forward SIR‘Invite to companyB.com
usin ress received via DNS

Sends SIP 200 OK

Expressway-E Media stream
Calls :

X.y@companyB.com | nte m et

a.b@companyA.com
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X.y@companyB.com P-4

C:441 ent-pa.com FX-4>D SRV L= — FDf)

>nslookup
set type=srv
_sips._tcp.ent-pa.com

Non-authoritative answer:
_sips._tcp.ent-pa.com SRV service location
priority =1
weight = 10
port = 5061

srv hostname = expe.ent-pa.com.

C:z# 43 Business-to-Business (B2B) DSN SRV L =z—
SRV L =o— | v hajy

SIP Business-to-Business (B2B) _sips._tcp.ent-pa.com 5061 TLS
_sip._tcp.ent-pa.com 5060 TCP
_sip._udp.ent-pa.com 5060 UDP

H.323 Business-to-Business (B2B) |_h323ls._udp.ent-pa.com 1719 RAS
_h323cs._tcp.ent-pa.com 1720 H.225
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Deployment Guide] DEFIREZZHL T ZI W,
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IP_X—A XAV 7iE, H323 =2 RARA U hEfio THEA Y LTHHEAEDIFEAED VT
A THEHEIND XL BT HRE T, Cisco Collaboration Architecture Ti%, SIP URI #1325
72O, IPR—RA XAV TRV ESY FHA, ZIEL, a—LORERFIZIPT KL A LXME
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C: X 417 =z —/LEREF
Treat as authenticated Do not check credentials
All messages are classified as authenticated. All messages are classified as unauthenticated.

Messages with P-Asserted-Identity header are passed on

Any existing P-Asserted-Identity headers are removed.

unchanged. Messages without P-Asserted-Identity header have

one inserted.

Default Zone
Traversal Zone -
Authentication Policy

Authentication policy | Treat as authenticated 4

i Authentication policy | Do not check credentials 4 i

Expressway-C

authenticated

Unauthenticated User

Non-authenticated traffic matching CPL rules can be rejected.
Authenticated Traffic from Expressway-C is always allowed.

Internet
) non-authenticated e~
Expressway-E
£ Reject 4 View/Edit
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Rzt U CHERET 5 @ T. Business-to-Business (B2B) > U 47217 T, EXAABION
VE—FT7 278X FIFICEICTEET, £/o, ZAUTED, C: K 419127 T L1
HHEPITTEE BRI NLE T,

C:X 419 DNS SRV 1=z — FfH 7D GeoDNS REHT
SRV Record Priority Weight Expressway-E
B 10 10 s-expel.ent-pa.com
_collab-edge._tls.ent-pa.com us-exp P us-expe default
10 10 us-expe2.ent-pa.com for clients in US
Location: US e
emea-expel.ent-pa.com
20 10 ! ? emea-expe as backup
20 10 emea-expe2.ent-pa.com for clients in US
oeation: EMEA 10 10 emea-expel.ent-pa.com emea-expe default
ocation: . .
» 10 10 emea-expe2.ent-pa.com for clients in EMEA
20 10 us-expel.ent-pa.com US-expe as backup i
20 10 us-expe2.ent-pa.com for clients in EMEA §

ZOVF VI TIH TS NVBIRY E— b 77 A ( £7213 Business-to-Business =T—/L ) ® SRV
La— N, FREDGITCIGT 5 2 7S ivES, Zd SRV L a— REZDOLHO
Expressway-E E 7 (2RS4, & DITARWESEE TRy 7 7w T T Expressway-E B 77 (2 ik
EhFET, 2k, MLEAOBEH TRET Y RRA > hA3SKE Expressway 7 7 A X T
WA 1E, EMEA NO Expressway-E 7 7 A X IZV XA L7 hanEd, #H ERCTT,

HHERATCEME X Jabber 7 7 A TV b EN—RU T 774 T FOWE G THRELE, 7277
L. Jabber =2 —YNFEHBA R 4 b al 47247950125 LT, ""—RuxT7 7547
MIBULZy IR SN ENZVEICERELTLEEY, ZTORENPNN—RT 2T =

B A7 LS AEABRETO Cisco Collaboration 12x = Z —7' 7 A XaiJ 7V 77— R 7 —F%7 7 F %
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RRA v Mobifish 56, BNy 77 v 7ORERIC-HF 7L TA IR S
VWRY . JED Expressway-E 7 7 A X AR —AE LTHEETXERA, Jabber TiZu 77U k
DEVBHEICHAET L, ZHIFREE TR0 FEA,

CNAME =1 V) 7 2 i1 GeoDNS D3} E

—#8 D Geo DNS 7' 1 /3 #—[%, DNS SRV L = — R{Zi# ] 415 GeoDNS #— b R & H R —
FLEHAN, XD VIZCNAME 7203 A L a— RNIZ#HA X5 GeoDNS —E R & AR — b
THEAENHY £, CNAME (ZFD Y Y —ZDEED A La— RSN A U T R
T. ZHIEDNS SRV FEHICB W TS kA7 DNS L2 — FT¥, §_XTHOF — X THRET
LB E LR T 2 Z EIXTEERAN, ZORED VT Y ANTHLT 5 72D OHELEFE
HEW ORI LET,

SRV L 22— RTiI72 < CNAME L 21— FIZB L TDH GeoDNS h—E R ZETHZ L %
GeoDNS 7' m A =37 ] L TW S 56, LLFOFlE, CNAME O %755 GeoDNS #—E AT
PAR—FENDHED GeoDNS DR EHEAZ R L TWET, TD¥F U ATiE, DNS SRV
22— R/ CNAME L 21— RIZfig S, E5IC A La— RiICfiEikShEd, CNAME L =— K
ICHIBERIGAT 28l Y TAH Z LR TE £ 9, 72 & 21X, K[ED Expressway-E 7 7 A &% & EMEA
IZ31F BB Expressway-E 7 7 A X %35 %2 T< 723V, Business-to-Business = —/L 2 SIP
TLS ® SRV L =2— K _sips._tcp.ent pa.com = 723 _sip._tep.ent pa.com V5% E SN TWET, =
®» L 22— KX, CNAME L =— K aliasl.ent pa.com |Zfi#{- S L E 7,

GeoDNS X EIZEKESWNT, La—RKRT7 77 4 7o TWH U —2a yEiaEhlT 257~
CNAME L a— RIZHEA S ET, ZDEEO CNAME fi#dix, & bmVMELE (ZofTik
10) ZFoKEHADA La— KR 1-25& EMEA AIDRIDO A La— RNz 4, Znicky,
WEDY—TarDyTAXDRYIOET BPRERSIET,

2%&H® CNAME L a— RiE, BREPELEWVKEBIOEMEA 7 7 AXDO2FHOETIC
R INFET, JIAFDTRTOETNEENDILIICRDET, TNEZEY KT HIERD
D E9,

HFR L EMEZ R T D121, Ny 2T v 7 CNAME =4 U 7 AZ{ERT 20BN H Y £7°,
C: X 4-20 ] TlX. backup-aliasl.ent-pa.com 73 K[E = — % H D 4D EMEA Expressway £
7 & EMEA = — ¥ H O KI[E Expressway B 7 IR SN D720, WD Y — 3 » OHIPERYTT
EMNERENET, 7 IAXZDOTRTOETREENDLILIICRDET, ORI T v
TA VTR TR Z YV ERTHLERNHYET, ZhbD Ny 277 v La— Ri&, DSN
SRV ZMEESEE (ZOfITIX20) ICHRESNTNDHEDT, HYPIOHDPISE LROVGAIZDOH
EHEE T,

C:[X 4-201%. CNAME L 22— FiZi#H &5 GeoDNS —E A D DNS L a— FfEEZ R L T
I/\ihj‘o
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C: X 420 CNAME * #ZER) TR Z £ 5 Geo DNS @ DNS L= — FiE&E
SRV Record Priority Weight CNAME Expressway-E
—sips._tcp.ent-pa.com 10 10 aliasl.ent-pa.com

_collab-edge._tls.ent-pa.com
Location: US

us-expel.ent-pa.com
Location: EMEA

emea-expel.ent-pa.com

10 10 alias2.ent-pa.com
Location: US

us-expe2.ent-pa.com

Location: EMEA

emea-expe2.ent-pa.com

20 10 backup.alias1.ent-pa.com
Location: US

emea-expel.ent-pa.com

Location: EMEA

us-expel.ent-pa.com

20 10 backup.alias2.ent-pa.com
Location: US

emea-expe2.ent-pa.com

Location: EMEA

us-expe2.ent-pa.com

349614

Business-to-Business (B2B) = I ==/ —3 3

Business-to-Business (B2B) = X = =% —3 3 » ORiEMEIL, #$D Expressway-C 7 7 A X b
Expressway-E 7 7 A ¥ % [a] CERNL 1 F 72 13BN 0B L CBINT 5 2 & 1T L - THER T
% ij‘o

#EH D Expressway-C & Expressway-E O-X7 3B STV 584513, Unified CM 23%(5 22—/ %
BEMT Y FARA VMR bHEWT y ¥ = TR TE 5720, WEWAN 7 7 ¢ v 7 3 EAK
RIZIABNET, MAT, BEROTy Y 7747 EBAFHAEN TV HEE13. Expressway-C
23 Unified CM 7 7 AZ L TA > > 2RO b7 U VR AR T 2 6 ERH D 3, 2
0, HEIZ GO b T A= ARV S [N o oA E T IIER TE RWIEAIZ, BN
DT T IRT U R NI NR—=H )L RRAEFFA[T 5 2 & TR S EILAEmED £9°,

KEBFER TIE, XAV & VE— K 7278 AD5558E L 7= Expressway-C & Expressway-E @
~X7 |- C Business-to-Business (B2B) 2 X 2=/ —33 VAR A ML RN BEUREENH D
T, ZNCEY, =N U Y —2EHETA X —Fy NBEEFEHICT A ENTEET,

B a—NVIZETLIEER

DNS SRV L =2— R{X, SIP & H.323 ent-pa.com R A A 2% L THFR Z 417 Expressway-E 7 7
AR ERFET DO S ET, EEE & EEENE U SRV L =2 — RiX, Expressway-E
U IAB )= RBERTa—LDONT U AERDTOIENINET,

HIFRIIZ 0 B L 72 85D Expressway-E 7 7 A X 2R CTEHE R a— NV E R — U 7T 5551,
N7 747 Oa— KT 7N EERBEIC/ Y £7, Expressway-C & Expressway-E (&
SIP £721XH323 N7 7 4 v/ Du—RKR_XZ v 7k R—KLEHA, TD-H, DNS
T2V TBIGEDOR— R ANT U TR a—aOEERAF—V 7RI
D ET,

7L 2 2 BT Cisco Collaboration 12x =2 —7F A4 X[ 7)) 77— R 7 —%7 7 F %
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EFEANAN&VE—F 727 AP —ERLEERIC, GeoDNS (E[A U7 = V{Zxt3 %5l % & DNS
ISEEEETLHEDIEASNET, Xy VT — 7 BRESCHPIAONER EO S TSI ER A
U7 &ML T, DNS 5% TIE L\ Expressway-E 7 7 A X ZBETHLENH D £7°,

GeoDNS (&, BERPIBIRLIZA Y v 7 IZHESN T, #EHEOMOY — S F Tz FRA
v M7 T ¥ Expressway-E # f2fik ﬁ_é#ﬁ’ﬂl@ﬂk?&’@ﬁ—o ZOGEDOINEX, @
W 7Y DOFITILOY — NI R bIEWVWT y VICESWTIThILE S, TOAB=X
Al SRV L a— RQRRRD Z L 2RNT, A LA D=L LR LETY, L& XX, SIP
TLS @ SRV L =1 — KX _sips._tcp.ent-pa.com (272 ¥ £3°, C: [X] 4-20 X, GeoDNS H—t XD
Ty N7y FICEHTEET, T2 T, _collab-edge._tls.ent-pa.com & _sips._tcp.ent-pa.com {Z
BEEWMAONLET,

MOV Y a—var& LTE, kDT RRA  FEET A X ’W%Lb\l/“/“%i&?

EOICKELET, ZOHEIX, sy RAA 2V MOLEZRE IR L KRS

Ty VEBRTLENDVET, ZOYVa—varOA Yy ME, W%”@W*B/\X%I‘/ KR

A MIRMET L2 LI o THER Y T —2 EOWIRIEOMEH B E/NRICMZ 6D Z &

<9,

_é/b%%ﬁj—é I, BRA S RARA L EPHOY =2 a VIZBL TV DAHEEICZED Y —
¥ =5 D Expressway-E (T 2 — /LA #%$ 5 K 9 Expressway-E Z iR ECTE £,

72 & 21X, EMEA WD 2 > ® Expressway-C 77 7 A % & Expressway-E 7 7 A4 & APJC NDJ|
D 2 >0 Expressway-C 77 7 A % & Expressway-E 7 7 A ZIZDOWNWTHE X ET, EMEA NOD
Expressway-C 7 2 E® Unified CM A > "D > K a—U 7 $—F 2~—2|Z1X, EMEA
BRI DN =T 4 v a VITEENETH, APICEFERONR—T 4 v a v iTEEnETA, [
ERIZ. APJIC W@ Expressway-C N7 27 LA A\ R a—1 o7 $—F 2= |Z(F,
APJC EFHED /N =T 1 ¥ a VITEENE TS, EMEA BREEO /=T 4 v a ViTEENEE
Ao EMEANDA »Z—Ry b EDa—H7R APIC IZH HEHET Y RARA » MZa—v L
AL, ED=—/LH DNS 25 EMEA Expressway-E 7 7 A % (Business-to-Business = —/L D7
7 v k) IZE(E & E T, EMEA Expressway-E & Expressway-C [£E D 22— /L & 55 6122415
L&9&LETD, Expressway-C 77 DA AN R a—) o7 h—F AXR—=ZARBNZED
a—)v& 7y 7 LET, KIZ EMEA Expressway-E |£% @ 21— /L% APJC Expressway E (Z#51%
LET, AETa—ansmfelcifE S Ed, ZiuiE. APJIC Expressway-C DA /307 K
A=Y 7 H—=F AX—=RIZAPIC = RARA V FONN—=FT 4 v a UIRFEENLTNDT2®D
T7,

EMEA N ® Expressway-E 3> 7V o 7L AT 4 T ONZANLENAKEZHIRTED L2 T
BT, Expressway E EMEA 2 7 A % 1|2 TCP/TLS Z#4 ¥ 721X RTP/SRTP ZE i e F2IT/F-{E L
NI DT L, T Expressway-C & Expressway-E Ta—/L 7+ U v Figiifb /37 A —
ZISHEFEIZ [ A (on) [ICRET DH I ENEHETT,

ZAVIHEER Y B A TIE /e 29, Expressway T VN 3 DL EOEAIE, BRBEA T =X L
WD T2 B3 HV ET, LER- T, ZOFKTEIL Expressway T v U5 2 DLLF
DEGEITBEID LET,

30U EOx= vy DA —/LF HIZ1X, Directory Expressway & FEXANLA IO T —F% 7 7 F v %

J&BH T & £ 9, Directory Expressway 7 —X¥7 7 F x|L, 7V 77— K 7 —F%7 7 F v IZHF
nEH A,

C: ¥ 42112, 5= RARA & MR bifWT »y P OEIRZ " HEIC T 5 Expressway T v VK
D‘I’%‘fﬂ_‘bij—o
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| W-SRL—Vay v V) a—YavDAFT—) o7

C: X 421 FFFEICIR © ITV > Expressway 27 5 X X DER

EMEA

east@ent-pa.com

A HERNG

7

J—.

EMEA inbound CSS trunk only
includes EMEA phones. It does
not include APJC phones such

Expressway-C e 7
EMEA — 7
7

Expressway-C

1 |
! as east@ent-pa.com. ! APJC
1 1
i i
APJC inbound CSS trunk only ry
! includes APJC phones. It does !
: not include EMEA phones. !
ﬁ . Q
i i
Search Rules : 0 : Search Rules
1 1
1. Send localdomain to the —— : = e 1. send Localdomain to
UCM w/continue i Expréssway-E UCM w/continue
! APJC I "
! ! = 2. Send localdomain to —E
; : EMEA w/stop
i i 1412
1 1

Internet

o Dial: east@ent-pa.com p
(©)

s

Signaling
Media

349630
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g a—NIZBETEER

FAF T — IR EM DO RARA > MM HITV Expressway-C [ZHZIET HMERH Y £3, 2
L, a—J 7 P—F ZAR—=ZAR/—TF ¢ 2 g 72 E O Cisco Unified CM A h = X A % [
LCHEITEXET, C: ¥ 4-221Z, Unified CM OREE T LET,

C: 5 42 Unified CM TRET S/N—7F g >t a—J 0 —F I~N—2
Calling Search Space SIP Route Pattern : Route List RL_Internet_SJC
SJC_Internet Trunk_To_ —_
: - : : XPY-C_SJC r ﬁ
: 2 : | o |
| S— o
= I 2D
Partition : ‘ XPY-C_SJC
: 9
B\ 2
%%, !
Phone in
sJc
Calling Search Space SIP Route Pattern Route List RL_Internet_RCD

XPY-C_SJC
RCD_Internet

Partltlon - - ‘

Phone in
RCD

Trunk_To_
XPY-C_RCD

349631

Unified CM ©— /L b— & 7 —7HAR1Z. BE O A S EHED Expressway -CU7 I RAZIZ
TIRATHHERICZDY ) a—2a b DAr—) U DI HET, 2O A=A NI,
ISDN #— k 7 = A X° Cisco Unified Border Element FCH#H S E 9, FFMIZOWTIE, kD
v g THMHALET, REDOFEMIL. Cisco Unified Border Element R F F= 7 — h U = 1 |
LU TIEELD, RO2O50F 7 v arTHBALET,

A7 L I AE ANEREE T O Cisco Collaboration 12x =2 ¥ —7' FA XiF 7V 77— R 7 —%7 7 F %
I 20194278198 .m
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YarzyT I )a—alDAr—Y )

Cisco Unified Border Element D A /r— 1V 7

PS5y RN T+ =BTV Dy a VEBICOVWTIZ, YA P T DEEBBLTLLEE N,

BEOT -2 X —FREHLTHDIHEAIT. TNENOT —X & ¥ —I|Z Cisco Unified
Border Element Z BB 22 N TEEJ, ZOMMRIZESETIERABRIERENET, &
ZIE, C: X} 421 TEXIRT AP ARZ VA NY T—%T7 7 F ¥y RUERGANDY £7,

C: X 423 #E$ D Cisco Unified Border Element

Enterprise Network Cisco Uni{qed Border Voice Carrier Network
Element Active

172.16.10.10 10.10.10.10
VIP: = VIP:
172.16.10.1 : 10.10.10.1
172.16.10.240 172.16.10.20 10.10.10.20

Cisco Uniﬁed Border e B
Element Stand-by | e
: Session Border

Cisco Unified CM Controller 1

Cisco Unified Border
Elemen_t Active

192.168.10.10 10.30.0.10

VIP: : VIP:
192.168.10.1 : 10.30.0.1

192.168.10.20 10.30.0.11

Cisco Uniﬁed Border
Element Stand-by

349632

Unified Border Element ~DF X TPHD F T 7 ZRUA—F JA—TRHNIZEDDH I ENRTEE

T, ZHCLY, T X —Mia—R XT3 IMERLET, XU X —HND
TIT 4T N—ERMELT-HGEIE. 727747 a—LABRGEINET, LT Xk

2 —NEGERRRIC > TA, a—NVERIZEY OTFT—F e X —ZEESRET, ZO%LE
. 727747 a—ABNHEINDZD, 2—FEXFHTRETILERIH D 7,

F 7L I A AEREE T Cisco Collaboration 12x = % —7" 5 A4 XA 7'V 77— R T —F%7 7 F v
2019424198 |



C: X 424 1R T LI, BEEFR Y MU= BIRFPBIZIEN > T DA AL, @EHES
NoDEHOEyary A—F—arbtr—7 (SBC) BMEHINET, BEFEFOHLES
HHIZFE-S T, SBC Z LT Cisco Unified Border Element 2N EB S A5 G501 H Y £9,

C: X 424 Bl 4 D SBC (ZE4E X 7172 #8484 D Cisco Unified Border Element

Enterprise Network Cisco Unified Border Voice Carrier Network
Elemen:t Active

VIP1 : VIP3 F —véc—- ‘

Session Border
Controller 1

172.16.10.240

Cisco Unified Border
Element :Stand-by

Cisco Unified CM

Cisco Uniﬁed Border
Element Active

VIP2

— -

Session Border
Controller 2

Cisco Uniﬁed Border
Element Stand-by

349633

7=& Z2E, US T TIZEBEAD L DI Z T, B Unified Border Element 23 M ZE (272 - 7=
L LE9, Trunk _to CUBE_US2 & WIHARIOFH LW ET 7 ZBMLET, C: X 4-2512,
a—Y T P —F A= V— N XY= OEHED—%—~ v B TICEDOLCEREE R
LFET, ZDOREIL. Unified Border Elements OE 3 2 512241 C. Unified CM V YV — R |C
KT HRBNRRKEL 25720, WS OPOHIRERHY T, ZOXREE C: X 42517 LF
T, C: ¥ 42610 RFTE—H)L)b—h TN —F T 7a—F L L THATLLEEN,

7L 2 A AEREE T Cisco Collaboration 12x =2 X —7 T A X SV 77— R T7—%7 7 F %
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C: X 425 Cisco Unified Border Element £z /% 2 Unified CM D&
Calling Search Space Route Pattern \+! { Route ListRL_PSTN_SJC

SJC_International CUBE1

CUBE_US_PSTN1
= R
‘

J |

CUBE_US_PSTN2 Trunk_To_
CUBE_US1

Partition

Phone in SJC

Calling Search Space Route Pattern \+! {  Route List RL_PSTN_RCD

RCD_ International

Pattern Definition : CUBE—US—PSTN 2
Route Pattern* - TrUnk_TO_
ﬂ CUBE_US_PSTN1 CUBE_US2 “d‘_,|(b"

CUBE2

Paﬂmon

349634

Phone in RCD

A CL— b NE = \+! N X TOWELEESHER D RS 4L, Blx D—T ¢ v a VZEE S
£9, TO/NRN—TFT 4 a v PSTNInternatlonal % SJC_PSTNInternational &
RCD_PSTNInternational @ 2 DT ET 2 MLE N H Y 9, /L— b XZ—2 \¢! ZHIEEL T, #
LLIER SN2 DDR—=TFT 4 2 a VBT AMERHV £3, 207 7o —FL,

A MERHED L BOLUTD) LBAICHEELET, SOIEN T VY a—F X

C: [ 4262 "FTm—TV v— K ZA—TOMEEFEH LT v —FTT,

7L 3 A ABREE T O Cisco Collaboration 12X =2 4 —F A X[ F ) 77— R 7 —% T 7 F v
Eual S TTIYET:



2R e PV Ta—a s —U T

2=k jb— p Z—7" 7 77 —F 2 L 7= Cisco Unified Border Element £2§2/5 D Unified CM D2 E

C: /& 42
Calling Search Space Device Pool LRG_PSTN1 LRG_PSTN2
SJClnternational SJCPhone CUBE_US_PSTN1 CUBE_US_PSTN2
Partition : _ RCDPhone CUBE_US_PSTN2 CUBE_US_PSTN1
Device Pool set to :
SJCPhone :
: CUBET
Route List RL_PSTN ﬁlb

Route Pattern \+!

= EEE .. i < | b
E Pattern Definition ——— i
Phone in SIC \+
Calling Search Space (_d"‘b_)
g |

RCDlInternational

CUBE_US_PSTN1 Trunk_To_CUBE_US1
CUBE_US_PSTN2 Trunk_To_CUBE_US2

Device Pool set to
RCDPhone

First choice SJC Backup SJC

4
)

Phona in RCD First choice RCD Backup RCD

349635

DA T 3 A A F—)L SCIPhone @ LRG_PSTNI /L — k 7L —7 CUBE_US_PSTNI1 & [fl
L uﬂiéﬂé@ XL T, ¥ 234 A 7 —)L RCDPhone ® LRG_ PSTNl Iv— K I —7
CUBE_US_PSTN2 & [f]— un}fﬁ“éﬂiﬁ‘ LRG_PSTN2 (., SIC #E&H#% CTlx CUBE_US_PSTN2
LRI CICERE &, RCD EEEHE Tl CUBE_US_PSTNI &l —ICREESNET, 207 Fa—
FEBEIOTHHEAT, LV S—TFT a3 00—k XY —URMERNH 2, C: X 4-25

R T T 7T a—F L 0IZADNIATr—F T L T,

v 7L I R ALREETO Cisco Collaboration 12x T ¥ —7 FA XMF 7V 77— R T7—*%77F % I

I 209428191
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PSTN VY =2—> g > DRFr—Y 7

o—H )V PSTN 77 v AZMTH 5087 — v =A%, ZGICEBRESN, Xv o T v 7 $—
ExELTCHERASNET,

LIEOEN L NEEIL, Unifed CM NDL— b Z—T L b—k U R RREDOHEEN 9 £<
A= T Liﬁ/vo ZORBTIEH, PSIN ~DL—h XX —2 %P A NI LIV T Y r—
rEBMEDRVT— )L b— k T—TREREDEH 2 BEID L E 1,

DlFio® 7 v a v A LR EIT ’@V%Uﬁ%wﬂ~Tét®§5KﬂmT%iTo%
Tz Lk, C: l 427 1T & 9 T RA A 77y A/)LLRG_PSTNI #/L— k ) —7F
CUBE_US_PSTN (2| 0 é.f LRG PSTN2 EFDOTNAAL A S LHAOO— D)L F— T oA

_ﬁﬁﬁéw—bﬁw~ ZEIDYTHZETT,
C: X 427 2= = p Uz B/ L EEFFPSIN 72 € RICHETBRE
Calling Search Space Device Pool LRG_PSTN1 LRG_PSTN2
SJCInternational SJCPhone CUBE_US_PSTN  GW_SJC_PSTN

Partiton _ RCDPhone CUBE_US_PSTN  GW_RCD_PSTN

Device Pool set to :
SJCPhone :
: CUBE1

ks

Route List RL_PSTN

Route Pattern \+!

E Pattern Definition
Phone in SJC : Route Pattern* v

Route Group Trunk T
Barti RCD_GW
artion _ : GW_SIC_PSTN  Trunk_To_SIC_GW -

4|

Calling Search Space

RCDInternational

Device Pool set to GW_RCD_PSTN Trunk_To_RCD_GW

RCDPhone
First choice Backup for
for SJC users SJC users _
Phone in RCD First choice Backup for §
RCD users

for RDC users

F 7L 3 A ABREE T O Cisco Collaboration 12X =2 4 —7 I A X[EF 7V 77— R 7T —%7 7 F %
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ISR —Vay Ty VDERZ D AR

IR L — gy Ty YORBTT e A

IITE, a5 ARL—Yary vy VORBI et AOMBEIZOVWTHALEST, TTOREH
TETRTCOT 7 EAFERLELRDITTIIRAWED, a5RL—Yay 2y P05 a s R—x%
YMNEERICERY b ET, &2, HDHIIIF PSTN LOATE L TWARWR, oStk

D3,

FEOT—HN H A FTIPPSTINOR—I)V Ny 77 7 LTPSINZFEHL, 4

=Ry b Ty VERHLTVWLEAERHY 7,
ATRL—Yary Ty Y aryR—xr MIKROIEF TRERAT2O2LERH D 7,

Expressway-C & Expressway-E % 29 %
Cisco Unified Border Element % EB{ 3%
Cisco Voice Gateway % B9 5

Expressway-C & Expressway-E 2 JEBi3 5

Z D& ¥ a Tk, Expressway-C & Expressway-E %A > A h—/L L CRET 25 DITHER
SATOMEERLES, ZOXAT7 ZROIAFTETTL2LERHY £7,

L,

30

Expressway-C & Expressway-E O OVA 7 7' L— k& & 7 m— R L CHER L. Expressway »/
ThO 2T HBALVAN—NVLET, TTIATVAETANMEFA SN TODEAE, OVA T
7'L— & BExpressway Y 7 R =2 T E X 7 u— RRLTA VA M= ATH0BTH Y £ A

DNS & NTP 2 &ty N —0 DA VB —T 2 A ALRE, BERVAT LADKRA M &
RAA 2 5R L £, Expressway-E X2 DD LAN A V¥ —7 =4 A& TCWVET,
SERA > =T =2 A ZADIP T R U A ZFHFRNCAE L 22T TR b2 ng ek, Bigko A
VHE—=T A ADIPT NV AEZRET HMLENH Y 7, Expressway-E 1L~ 1 72— FHH
NORTY v 7 IPT RLVAZMALET, 2 OO LAN A »F =T =1 2 &A1
Expressway-E HDO A X7 ¢ v 7 V—F 4 V7 %% E L ET, Expressway-C f & 7 x—
A3 Expressway-E & (3D v v T — 27 FIZ/F{E L, Expressway-C A ' ¥ —7 = A A3
NAT (2L > TEBMENRVERIE, AFT 4 v 7 V=T 4 Y ITPRLETT, ZhiCky,
Expressway-C 7% Expressway-E & [@l Uy MU —J I/ ET DO L SRS NET, H—
@ Expressway-E A VA —T 2 A AH P HR—FINETH, ZOFTIVT77— R T —F%77
FrDRF2A FTIEIRHALEE A,

7 TALY T ERELET,

ENANVBEIOVE— T 7 BREZREATS

10

2,

Unified Communications — K% [ EXA /LB LY E£— F 727 A (Mobile and remote
access) | ICRTETDHIEICL 2T, ERXAMNABLRVE—N TI7BRAEZHHILET,

a=TrA R alia=r—vary E—Fz [ENALVEBLCTUE—F 727 EZ (Mobile
and remote access) | [Z%E L7 . Expressway-C L C, C: % 4-6 [Z/RT L 512 [MRA 77
& A4 (MRA Access Control) | % EZfHELET,
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C:-% 46 Expressway-C ENANIBLEONV E— p 72 EX (MRA) D7 2 &I EHHEZRE

TR B B

3L, Z (Authentication path) |UCM/LDAP MRA = NARA > FOFH A ZRELE
FAGRE T, SSO ZfHEM L TWHHEIL, MORED

TNNEBERL £,

OAuth h—27 Y2 X 2&RB (B |4 Jabber MRA #i5¢12 B9~ % OAuth 2 G8GE~Y v — %

#dY) (Authorize by OAuth B LET,

token with refresh)

S A YRy S e N— K7 T2 REA > b MRA B DR %

# (Authorize by user credential) B LET,

PIERRRAE D v P DO RERR A\AV-4 F—h 7T RAABFEE— REBWEbiin X

(Check for internal authentication | (No) VAT LEZHRELET, ZORERBADTR

availability) TD7 7 AZPRECRIFSFRNEHEH L ET,

3, ENANBIOVE—RF T 7 EANAENCT D FAA L ZEIRL E£7, [Unified CM _ED
SIP &k L N7 m ¥ g =7 (SIP registration and provisioning on Unified CM) ] .
[Unified CM _E @ IM and Presence ¥— £ A2 (IM and Presence service on Unified CM) ] .
BIO[EHBE 72T L —va v OBHAD XMPP 7 =5 L—3 3 > (XMPP federation if
inter-company federation) | =4 2L £ 7,

4, Expressway-C & Expressway-E (Z CA GEHEF %47 v 7' m— N L %7, [TLS MiEE— F (TLS
verify mode) ] 723 [ 4> (on) ] (HELE) (272> TV BEEIE, Unified CM 7 7 2% & IM
and Presence 7 7 2 Z Z 3 27202 Z OFEHFENLETT, ZD K 912, Expressway-C
Z. EAEELTF = 7T LICE ST, I TRF Y —ROT AT T 4T 4 ZMRAELE
R

50 HIVTAXDONRT Y oy BRTT DI LIZL - T, Unified CM #—/3 & IM and Presence
=AU ET,

6, Expressway-C & Expressway-E O FICFEFAELEZ A VA F— L LET, ELELDXA 7D
Expressway / — R, £D% CAIZL > TEAIND, AEHIFEZEAZR (CSR) 24T
TET, N CAZMEILTW25AIE. CSREZZD CA TEATOILERDY £,
Expressway-C iEFHE ZNE CA IC K > TEALT D Z LN TE £9725, Expressway-E TiE/Y
TV T CAILL > TEALAINDEHENLETT, TOHKT, BA LiEHEL
Expressway-C & Expressway-E (27 v 7'a— RTAHMLENRH Y £,

7, Expressway-C & Expressway-E @[] @ Unified Communication k7 /8—H /L v — U 23 7E L
C. Cisco Unified CM ~D 7 1 F A%k & FFAI L £,

8 T RTMNELLEY FT v 7ENTWNWAEZ & AHERTH7-DIZ, Unified Communications
DAT—=BA%F v 7 LET,

pas o IOREILEST, EAXANABIRVE—F 77 RANRHH/RY 5,
Business-to-Business (B2B) TITiBI DO EN LI T,

o LFOEXEIX. Expressway-C & Expressway-E 7217 CTHEfE L £7,

o ZNHMOAT v 7L, Unified CM ~@® TCP/RTP #%%¢ (TLS/SRTP |ZFR I LT Y)
DEFEITLETT

G 7L 3 A ABREE T O Cisco Collaboration 12x =2 #—7 5 A X[ 7V 77— R 7 —%7 7 Fx
2019422 419 A |
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Business-to-Business (B2B) =2 I =4/ —> g V2 EBT A

Z ZCliX. Business-to-Business (B2B) = I ==/ —3 3Ok y M7 v FITHERBMO A
T T OBEIZOWTHA L ET,

I Expressway-C & Expressway-E O T NTP, DNS, 8 LUV AT L4 &G T AN 72 LA
Y 3RELCHRLET,

2, Expressway-E ECRT 7 4 w7 V—F 4 U IR IP L — M 2B NAT REAZ & v k
Ty LET,

3, Expressway-E % DMZ (2B &7 D HIIZ ’}71~jB7 7 A4 T U 4 — /L7 Expressway-E %6 C D9
T®%774/7%7D/775i9 RESNTVWDZ L 2R LET,

4, Expressway-C & Expressway-E O FO v — )V E72i3) T— FEEEZ S LERT 7 & X
RYv—2RELET,

5. %% 45 DNS YV —SNODNSA La— &£V —/3D FQDN Mk T&E 2 L H Iz EL
i‘j‘o

6, Expressway-C b D ~ 78— )L 7 5 47 o M EGEAFRRET 5 HBY T Expressway-E N
B—ANLREREZ VLT vy ety 8T v LET,

7, Expressway-E ECSIPEEHD I N—H L =RV =2ty N T v LET,

8, Expressway-E LA v Z—U—F 2 F% [ 4> (On) JIKHFELET, T LY,
Expressway-E C H.323 2 — /L2 EZFE LT, TN bE Ry MU —27 D> VT SIP I[ZHH
TEDXEHITd720, BENPTHEH—OT o b VMRS ET,

9, Expressway-C ECSIPEHADO NI NN—HY NV 7574 T NV —ri2®y b T v 7 LET,

10, Expressway-E ® FQDN Z i/ LT k7 /3—H L U o 7 ZHZHIC LT PKI Off H % AlHELS
i‘j‘o

11, #M48 DNS ' — % Business-to-Business (B2B) 2 I ==/ —3 a3 D7 U kX7 K KA
A UPRRANCERE LE T,

12, Expressway-E ECET A, HFH, IPPSIN ¥ — h U= A R EOH#ESNTY V—A~DT
7 A EHIRT 5 AR CPL L — L&A EAL ET,

13, Expressway-C & Expressway-E 3 ERZ G52 bVl KA &2ty 87 v LET,

14, Expressway-C & Expressway-E [ CHAMRKERL, BfE/L—/L, DNS /L —/L, BIW
MBIP T KL A N—=T 4 VT2 LTHAYIV T T2y b T v T LET,

15, Expressway-C | C Unified CM £ T® SIP XA N— V' — U ZRELET,
16, Unified CM L@ SIP k7 > 7 73 Expressway-C Li#fETH L O ICREL T,

Cisco Unified Border Element % B3 %

ZIZTIE, Ry gAY —KR v 7 AUEM % i 2 7= Cisco Unified Border Element % B3 5 7=
D7 AOEIZOWTHHLET, Ry 7 AY—Ry 7 20EMIIH /@ Unified Border
Element /L —# ECRET HHENRHY | RENFIEM ST L R LT T, 7277 ¢ 7 Unified
Border Element 7>% A # >34 Unified Border Element (25X €4 2 B°— L CRE D fH17 B Z &3 T
xET,

lo X NU—2U%E (777 « 7 Unified Border Element & A % /XA Unified Border Element
DOEFTD2ODA =Y Ry b £ Z—T x4 A (LAN [A17 & WAN [[]1F) & IPL—F ¢ >
7)) B L ET,
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2. 5D/ —H Ed Unified Border Element % SIP fij==—/L, FAX ®J L —F 72 [3/V&A R
=, TTAN =~y F—L LTOREILIDLE, BLORT—U—F7 7 —D@HlIZ
HLTHDIZLET, Unified CM AR A N =7 53— 7 — U —F7 7 —H IR ESINT
W25 7%, Unified Border Element ECZ OMEBEA BT O 2 BEIOLET, LW
BETIET =) —F 7 7 —DHNZ L KRSV I bEEENFETN, RDVIZT 4 A
KAZ7 7 —=DBEEINZIARDOTZ2a TARALANRBEE L TCWAEALHVET, 0~
ZaTATIEZIOL I r—AZHY EiFER AN, Cisco Unified Border Element | C7 —
V—F 77 —%0HT5Z a8 LET,

3, Ry AV =Ry 7 ATNEMEEANILT, TIT 4T NV—HELEAZ LN, Lb—HD
LAN A > X —T7x A AL WAN A v X —7 = A ADJlj /5 CHSRP % 7 10— )LIZHRE L F
7,

4, BEFEa—7 v 7EEEMNEZHELET (FFa—T v 7 R3rI— hA[ETH Y,
Unified CM £ 72 ITEFEHEEL Y 7 b A v FIT Lo THHl SR WVER).

5, BREEEHRELET,

6o ZAVYNETEZRELET, FAVYLET Za— Ly ZIZEEMTONTEY, A
T RERFT T MY RTRAETEET, 72& 21F, Unified CM 206 OFEF =2 —iF
AR REALFXYNLET (FEEa—N Ly ZIZHIET D) Lo THRAEESNET, FloD
a—)L Ly I NERBEX¥EODE Yy Y3 R—F— ar hr—F (SBC) %8 CIZ Cisco
Unified Border Element (CUBE) IZ X > TAEKR I L, BIOX A ¥ BT L THRE SN
T4, LAYV ETTA R R a—LERE T 7 PR T R a— L2 BETE
TN, EXATVVET THEDa— L Ly ZE2BETLZLE2BEIOLET, ZORE
WZHED &, WO AFEBEOX A YL ET BHEIILE T, Unified CM 7> 5 CUBE ~®D A
7R XA ¥YNVET, CUBE 76 SBC~DT 7 "X K XA ¥ LET, SBC 1D
CUBE ~DA RN R H A YT L ONCUBE 55 Unified CM ~D7 7 k37 o R
BAXNET, BAXLETIEL, BEMEZIZEEHOFRSEITF— 2B LTH
ATEET, . XA PAETIR B—0a—T v 7 52ElTo2¢b, A7 7 4T
HKELTEa—T v 7DV A exrdy=— 352 EE TEXET, incoming called-number
a<w RFEEAYNVET £ R0 ROREERLET,

ARG R EAL Y VETIEF =7y MREEMTONEEALNR, TU MRT R ZA
YU E T IZIE Unified CM £ 7213 EFHEEDO SBCRZX—7 v hELTERSINET,

S FE S ~D a— VTR Z — L —Fd A 7% . Unified Border Element % A /L
ETYRENT T —OREIZ2 556030 £7, & xiE, C: X 428 T, BlE=a—1
NEAFXNLET 201 £ 101 Ol & T D20, V—T 4 7NELIEELEEA,

7L 3 A ABREE T O Cisco Collaboration 12X =2 4 —F A X[ F ) 77— R 7 —% T 7 F v
C : 4-48 2019424198 |



C: X 428

Enterprise Network

dial-peer voice 100 voip

Cisco Unified Border Element _f- D+ >N 2 N 4 FILETE T fND 2 B EZf FILE T DR

SSRL—Vay Ty VDER7EE AL

&

Voice Carrier Network

dial-peer voice 201 voip

description **Inbound LAN dial-peer from Unified CM description *Outbound WAN dial-peer. To SP*
incoming called-number T destination-pattern T
codec g71llulaw session target ipv4:10.10.1.61
—————————————— codec g71lulaw
NOTE: no IPv4 destination for inbound dial-peers
PRI, Cisco Unified Border e
e : .AEIemen_t Active K T ‘A
Cisco Unified CM 172.16.10.10 10.10.10.10
ONPO®
S .
VIP: VIP:
>F e 172.16.10.1 10.10.10.1 10.10.1.61 || — L —

«=-

172.16.10.240

dial-peer voice 101 voip

— Ny

IP carrier network
Session Border

Controller
172.16.10.10 10.10.10.20
_____ . * “Cisco Unified Border ~ * - . .. PR
---------- Element ‘Stand-by BRI IO L R
dial-peer voice 200 voip
To Unified CM description *WAN dial-peer. From SP

description *Outbound WAN dial-peer.
destination-pattern T

session target ipv4:172.16.10.240
codec g71llulaw

C: M 429 DA TIIMEEDOR S OEEOHIE XTI R L ET,
5O 22— L3 OAT B D %E eI 4E S4B FTRE
Unified Border Element 25— 0%
. [N E— )

&L__l./j

‘H-

AbdHY ETH,
EX%ﬁ&LTméﬁA
*#5@&%%%Ti%wiﬁh
TIEMEEHO A0

2. WOEMODF

incoming called-number T
codec g7llulaw

NOTE: no IPv4 destination for inbound dial-peers

349637

Z i, Unified CM 7>
WRH D7D TT, bt —En%
HEINTEY, HEEOGHTIC
HENTHREEEDO H DT XTI EF
ZORIRERR L, Vv—T 17 Tt A&/ L
RKEEFETLET,

@ TNV R AAYLETHOY =R TV —T =R TN —TRNEA Y LETHN

DL LTRESN., J7 Ry 73 XANBIRENTWDLEASIX
Unified Border Element (I8 DV — X CAfZHLH L E7,

voice class server-group 1
ipv4d 172.16.10.240
ipv4d 172.16.10.241
ipvd 172.16.10.242
ipv4d 172.16.10.243
ipv4d 172.16.10.244
hunt-scheme round-robin
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b, SIP Out-of-Dialog OPTIONS Ping : #— 238 #H @ ping @0 — 03 % 7 D]
@ (ZofITIETENETN 30T & 60 RICHE) REDSESERNTA—FEHET
TET,

voice class sip-options-keepalive 171
transport tcp
sip-profile 100
down-interval 30
up-interval 60
retry 5
description Target Unified CM

ZDOFETIE, UnifiedCM ~DT7 7 hART U R XA Y LETRRO L HIZHRD F7,

dial-peer voice 101 voip
description *Outbound WAN dial-peer. ToUnified CM
destination-pattern T
session protocol sipv2
session server-group 1
voice-class sip options-keepalive profile 171
codec g7l1lulaw

co BEFEE~DREI—IV VY ITRT T IRT R XL YLETIZL-
THREShET,

dial-peer voice 201 voip
description *Outbound WAN dial-peer. To SP*
destination-pattern T
session target ipv4:10.10.1.61
codec g7llulaw

d, #4715 *] 1%, 38{§ =—/L (Unified Border Element 2>5 RILiZ&EE=a—/) T
Unified CM 2B EFSNET, 2Tk, v—FiZa— 1o FnEi#TE £,
ZORFIEIT— VN IPPSTN (ICEZET AR ETILERNH D 3, o, RES
NIFEATXN TT7NESNT, BIEEEFTE [+ 2o TERILT H2LERH Y F
o b 20% T+) ZRENCAIL, BEEEZICHEHINETH, Lb—b LITETT
Holx] & T4 ICEEX#HLZET, 2NODOL—VITEEERSCLEHINET, £
D, BEEZEEZRRHLERELZEZRHO 2 > ONL—NLEERTEET, 7711, 5=
FHEFZITFEICHRNOL—NLEREIN, BEEFEFEFIIFIZ2 DHBOL— L ERAE I
HiH, BH—DOBFRTF v AL—vay b— A sHTEET, Zhit, 1o
KR XA Y LET ETREINET,

FlEa—nL Ly s (FAYILET) iTdpg 2~ FRRETA VR R AL YL EeT
WAL REND =D, %] BNEATTDa— L RZESNZHE1E. SBCIZxm LT
WA A T ILETIZEE & HL. Cisco Unified CM [T DX A YL E T ICITEE SN
VR

voice class dpg 201
dial-peer 201

voice translation-rule 2
2?2 1 /°\*/ /+/
?°?2 /) /+/
voice translation-profile SIPtoEl64
translate called 2
translate calling 2
dial-peer voice 100 voip
translation-profile outgoing SIPtoEl64
incoming called-number *T
destination dpg 201
codec g711

F 7L I A AEREE T Cisco Collaboration 12x = % —7" 5 A4 XA 7'V 77— R T —F%7 7 F v
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C: X 429

Enterprise Network

dial-peer voice 100 voip

Description *Inbound dial-

incoming called-number *T
destination dpg 201
codec g711

PRI
.

SSRL—Vay Ty VDER7EE AL

EAXLET 2001 XA Y ALET 101 ICH A 2 RT50ERH Y F4,

voice class dpg 101
dial-peer 101

dial-peer voice 200 voip
description *WAN dial-peer.
incoming called-number T
destination dpg 101
codec g7l1llulaw

From SP

C: ¥ 429 TIRIZHOWTEHBALET,

Cisco Unified Border Element 41 ¥ /L E° 7 F4E

Voice Carrier Network

dial-peer voice 201 voip

Description *Outbound WAN dial-peer.
translation-profile outgoing SIPtoEl64
destination-pattern *T

session target ipv4:10.10.1.61

codec g7llulaw

From Unified CM

)

peer.

........
.,
.

Cisco Unified Border
e - \Element Active

...........
-----
. .,
.
.

.
. ..
.

172.16.10.10 10.10.10.10

VIP:
10.10.10.1

VIP:
172.16.10.1

10.10.1.61

172.16.10.240 to 172.16.10.244

L
-----

dial-peer voice 101 voip

Description *Outbound WAN dial-peer.

destination-pattern T
session protocol sipv2
session server-group 1

IP carrier network

Controller
172.16.10.20 10.10.10.20
_____ * " Cisco Unified Border ~ ** «. . PP
"""" Element Stand-by Tt
dial-peer voice 200 voip
To Unified CM Description *WAN dial-peer. From SP

incoming called-number T
destination dpg 101
codec g71lulaw

e

To SP*

=&
— e

Session Border

voice-class sip options-keepalive profile 171
codec g71llulaw

349638

Z—)L L v 778 Unified CM 7 B EIFE L7=8801%, [*) 2358179 % Unified Border
Element |2t v 45720, A Y/LET 100 & —FHLEd, ZOHT, ZDa—b
X, A VRN R EAYALETHEELTT U MR R ALY NVET T—TF %
HALTHEA YA ET 200 ICEESNET, XA PALET 20013817355 [+ 24
L., ZOa—L%&% PSIN ICEE LE T, ZOMEZMEN LAWESIT, £14YvLreT
201 b —EHTHED, V=T 4T T —NRETDHILICEELTLIIEE N,

a—)L Ly 7 SBC MO EIFE LIZGATX, 447 e7T 201, 101, 8LUN200 & —3
THAREMENH Y E3, 272U, 1BEEET] OFD ey —r) LoEksh
DI, FATLET 200 n—FHLFET, £/o, ¥4 PLET 200 354 FLET 101
WU 7 E8NTWDHTEH, a—LIELLSEEICIL—T 4 v 7 ENET,
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7o MBEIZSLT, T Ra—T 40T E2RELET, NI RAa—F 0 U 7ITIEHEHD
N—FRy=7 JY—RX (DSP) WHULBERILERZITEBWTLLZEN,

Unified CM _ECROFBRTEEXE2FEITLET,

I, a—LHEOETEEINTWS X 512, % Unified Border Element |Z-XA b =7 3 — h R
MA77— " T ERELET,

2, Jb—hk 7)L—7 CUBE_US_PSTN Z @i L, A1 /3—& LC Unified Border Element h 7 >
7 &2 BMLET,

3, #—Hh/) b—k ZL—7FLRG_PSTNI #HELE T,

4, %“71» fkae—hHr—hK ZA—7FE—kK ZL—7FLRG PSTNI Z&¢e/L— bk U R L
5, TN A F—LZ L2, LRG_PSTN1 % CUBE_US_PSTN (2% E L £,

Cisco Voice Gateway % BB %

PSIN A > #Z—7 = A AL CiscoISR L—Z L ASR V—Z I PO X FIE RN —Z T TE
9, PSIN A V' H—T7 = A R|Z1%,. 7Fwv 7, BRI. BLXOPRIISDN & ?573~M>.z.iz%i
T, TFa sl A —T oA AT FEAL, FAX?//&T‘)"D?*.:E%% T 57201
EHENET,

ISDN F 5 A v X —T7 24 A&fEZ T2 PSIN 7 — sV = A 2R T T DHITI1E. ROVEEEFET
e

lo VA ETHXY NI REEN—T 4 T HERHEELET,
2, ISDNA v X —Tx2A A% T 75 4 7L LET,

3, WEFELZOFEMICESNT, 2—PFHDOISDN RXTA—LF A v FEZATS TL—=3
Y7 BLOEBRE - RERELET,

4, FAVYNLETE2HELET,

XA Y NLET 1y 7 IP PSTN =° Unified Border Element FHO & D & [7 U TR, ZDHEL
%, Tvoipl A Y ALETIZMAT, EFF7— M7 =AIZILPSTN [T D Tpots] ¥ A ¥/LE 7
HbH ET,

FAX <3 o 07 n JEENEETIEAE. 73l A2 —T A4 A% LTV —H
WCEHRCTE £,

/I/**é’?ﬁi‘Tﬂ‘Dﬁ‘FAX*EET?}ﬁﬁfﬁ WA ENTWT, PSIN A v Z—T = A ARBID)L—F
R SN TWADEAIE, T38FAX V L—%2RECTEEJ, Zd, BIZPSIN A —bhU A
~D /XA WAN & %7/\**?@“5*‘5’/\ ZOVL—NEYEWVELNERTZHTT,

B A LT ERENL IP PSTN <° Unified Border Element DR E & #7420 F9, F— b v = A 134
EOLATIZER SV, ZOWI OB LRI T 5720, /¥ — 50 5E1F +14085554XXX D &
ML ARBEARIC/R £7,

—F, FEEPSIN 2—LDOT RLRZITT, 47, BIOESETHEHRINET, 7T7&
ZAFIESIP THAR—FENTEHT, BEFEFICESLL D, a—Filor7 524
TEFERHLTCY— N oA BT L RREERH Y 5, 72L& 20T, %‘4’ YORL=DT 33—
R 6100 N +F > 7 o B.164 5i5% 4961007739764 ~0D =1 — )L D415, H /) ISDN SETUP
AvE—VNOEEEET (X7 15247 13FK5) » ISDN/nat10na1/61007739764
ISDN/subscriber/7739764, F 7= unknown/unknown/061007739764 & L CiEE SN E T,

F 7L I A AEREE T Cisco Collaboration 12x = % —7" 5 A4 XA 7'V 77— R T —F%7 7 F v
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TGN BATIZESWTEENENT D7D, XATYLET R LBRWEAERHY £7,
FD=D, T | XA 7 % unknown/unknown ([ZFEF T AMLENH Y £, ZDOHETIT, B
472 BE164 B 5 NI REINE T, ¥4 L7 #EL, a— L HlEOZETHELSHAI
NTEY, ZZTIE—EBREZROTEDIIBBINTWVET,

TR EALYLVETOREZX, ROL—MIE>T, BEEESNTT
lunknown] & %A 7" lunknown] IZEMZi, EEEEZNIKITTH [*) 2T +E.164 F
FICERINET,
voice translation-rule 1
rule 1 /"\*/ // type any unknown plan any unknown
rule 2 // // type any unknown plan any unknown
voice translation-profile ISDNunknown
translate called 1
translate calling 1
dial-peer voice 1 pots
translation-profile outgoing ISDNunknown

AR R EAYLET OREIT, BEEERIZK A 72 [national] D 10 HTOTNE £
Tt (BLOXKEZRTEES 1) BNEENTWHZ2RTIUR)., a—wix T+1] BT 7
% +B.164 ZBEICELL B INE T, Tunknown] DOBEEIL. UEDOL—ABN—FH L EH A,

BERHEBZBEVEBNOENOEONTELLOERENEENTEY, Bl164 BXE o786
T, = 212K THEATT D T+ BAIMEShET,
72720, ISDN &y N7 v FidR Yy INA Ry T O, XA 7 W Inational] ©a—iEEN
ZELL N ERTREINET, X, FEDAA v FRMEIIZZ A 7% [national) 2
LTOBEDTT, WFROBA L, KOL—MCE>T, BEEETEHFEREHEL<
EEFbESE T,
voice translation-rule 3

rule 1 /"\(.+\)S$/ /+1\1l/ type national unknown plan any unknown

rule 2 /"\(.+\)s$/ /+\1/ type international unknown plan any unknown
voice translation-profile ISDNtoE1l64

translate called 3
translate calling 3

dial-peer voice 1 pots
translation-profile incoming ISDNtoEl64

C: X 43012, GTIL DX AYNLVETHEELEIPRIA VF—T = A LET,
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dial-peer voice 100 voip

incoming called-number *T

description *Inbound dial-peer. From Unified CM
codec g711

Voice Carrier Network

dial-peer voice 201 pots

description *Outbound WAN dial-peer. To SP*
translation-profile outgoing ISDNunknown
destination-pattern *T

port 1/1:15
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ISR with E1 PRI (
Cisco Unified CM interfaces
- e
172.16.10.1 B ey, PRI Intedace

> ¢
<>

172.16.10.240

dial-peer voice 101 voip

description *Outbound WAN dial-peer. To Unified CM
destination-pattern +14085554..
session protocol sipv2

dial-peer voice 200 pots

description *WAN dial-peer. From SP
translation-profile outgoing SIPtoE164
incoming called-number +14085554..

session server-group 1
voice-class sip options-keepalive profile 171
codec g71llulaw
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