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74— AEKR (Security Services Display) | ~— T, X2 VT 4 EHT S I7A4 T AD
WELMERLET,

s WIS R X ¢ N2 DONT (8 =)

VILDITRESEIVLELIT—Y 3 VDRE @ERERXFy NS 2—TILDIEE)

ATYT1 [WebtFxaUT 4~F—VF (Web Security Manager) ]>[7 7 & AKR U 2 — (Access Policies) ] %R L

i‘j‘o
ART9T2 FETHTV7EAR) O —D[vV T =T HKELVEa2T7— 3 (Anti-Malware and Reputation) ] U > 7
7V v 7 LET,

ATV T3 [Webl BaT—vabvwy=T7 RO E (Web Reputation and Anti-Malware Settings) |22 > 2 > T
Weblb BaT7—a by =T RRON AL LZHEDEF (Define Web Reputation and Anti-Malware
Custom Settings) ] Z &R L £7°,

kY, 2T EBA R =X LT, Fa— UL R —LITRER A Web LE 2T —V g0k
TN 2T RROBREERETETET,

ATY T8 [Web LE 27— 2 i%E (Web Reputation Settings) |77 2> T, Web L' E =T — 3 74L&
VI EAF=TMTT N E I DEERLET, BISHAF v 2L T 45 Web ZORICHKIE R Web L
Ea7—vary 2a7oLEVENERIRSNET,

AT TS [EFaT7 = R4 v Fi%E (Advanced Malware Protection Settings) | &7 ¥ a > CREHEH 2% E L £

j‘o
AT w76 [Cisco IronPort DVS~ /L7 = 7 Bif#IF% E (Cisco IronPort DVS Anti-Malware Settings) | £ 7 2 > £ TR
a—LET,

AT TT] VEIEUT, RIS —DO~ LT o T RERELBELET,
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ATvT8 BHREEZXELTHRELET (FE

TILYITPREBELVLELT—S 3V DRTE

ATy I

ATy T2

TLIITFHEBEIUVLELT—2a vORE BEREXF Y UNT1E—TILOBE)

bl —WP— xz—
N ARy UEH
ZhZ3 % (Enable

HTTP Bk ~v X —TCTHEEINTWIZ—P— T —T 2 F 74—/ RIZHS
WTC, FIT74 002Xy 750 EI0EERLET,

IDF = IRy I A A A LTSI, =Y FEO [BIIA ¥ ¥ v

VEHINZT D (Enable

Anti-Malware Scanning)

S t User Agent . .
Slclzgrel?n )ser gen (Additional Scanning) 227 v 2 T, &&blL\Wa2— ¥ —x2—T = fE2E=
£ ST BTy I H I ERINTE T,
Gx) FTP-over-HTTP 3k Tl%. Chrome 7 7 V¥t —HP —x— = b
YFEI G E Wb a—Y—xo—U 0 M L THREEINEYA,
TN =T RRAX Y |V T 2T DRI T4y 7 BAF Y T 572D, DVS =Py 2T 50

EOMEBIRLET, BILHAE v Lo T, & Web ERICEEART YV
NER I ET,

<N =T T EY
(Malware Categories)

TN =T AFX Y COHEIZEASWTCEEON T =T T A BT —T
HNT 0y 7T HNPERERIRLET,

DA T Y

Categories)

(Other

TR NIERREINEF T2 FPBIWREDA A T, B —T 5
M7 a7 T EEERLET,

GE) [T R 7V A2 ba—Y AT 47 (Outbreak Heuristics) ] 77 =
Vi, AF ¥ V2 VU OFTHNCHEIGH AT ¥ N> Tv Ly =
TELTHMNENT N T U vavicEAsSnE T,

GE) BE ST RIFRICE LTeHER0, VAT AT = 7 — 0338

ALTEEA. URL T o7 v a 3 As vy AR EEENET,
TexE, AXY L P O7 v 7T — MR AsyncOS DT v 7
JLU—FRBZ, FIoHrvarBAXFY R EpHEND I L
NHVEFT, VT =T A% X OHEN SV_TIMEOUT X°
SV_ERROR &1L, AF ¥ VAR D NT ¥ 7 va R EN
7

RDEZRY

o WP R X ¢ N2 DN T

(Submit) | & [EH %##EE (Commit Changes) ]) .

(8 X—2)

(BIEERF ¥ BT 1 E—TILDIEFE)

[Webt ¥ = VU7 4 ~<~Fx—% (Web Security Manager) |>[7 7 & AR Y I — (Access Policies) ] Z 3L

=75

Zyu

RETHT7®AR) =D [T =T 5% E L E 27— 3 (Anti-Malware and Reputation) ]V > 7

7 Vw7 LET,
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B < y:78%8500E27—2 3 0%E @ERERF Y UATE—TLOBE)

ATvT3

ATvT4
ATy TH

ATvT6

ATy 17

[WeblL B 2T — gty =T 5ROBRE

(Web Reputation and Anti-Malware Settings) |2 >3 > C

[Webb B aTF—ar bl yoT RO AL LREDTETE (Define Web Reputation and Anti-Malware
Custom Settings) | =N L 77,

ZHCERY, ZOT77EA R —IZH LT, Zr— UL RY —L 38D Web LE 27—k
AT =T RHROBRECRETE £,

[Web L B =7 —3 9 ViR E (Web Reputation Settings) | &7 v a v CREHEAZHXEL T,
[E¥ =27 RARA > MiRE (Advanced Malware Protection Settings) |7 3 Tk EHHE Z#i%E L £

B

[Cisco IronPort DVS~ /L7 = 7 BAfHI% & (Cisco IronPort DVS Anti-Malware Settings) |2 v 3 > F TAZ

o—L LE7,

MBS LT, R —D= L7 = TP SRR ELIEELET,

GE) Webroot, Sophos, F72iE McAfee AF¥ ¥ L&A X—TNMITHE, ZOXN—VD[vLT=T
717 2V (Malware Categories) | C, IBIIOHI T TV EE=X —F 507 0 v 7T HNERIRT
TET

BRE & EA

b Lo —H%— HTTP xR~y X —THRESNTWH2—H— =T = b 7 4 —/L RIS

T—Yx b AFy

YEACT D
(Enable Suspect User

Agent Scanning)

T T FIAT VAN T T4 I B AR U TEALLIHIITTENE S DA EN
Lij—o

IDF =y IRy I A AT LIEEAIE, =Y FEOLGEMA ¥ ¥ > (Additional
Scanning) €7 v a T, blWwa—HY— T -V  NEE=X—T 50T

0y 7T hNERIRTEET,
GE) FTP-over-HTTP %3k T, Chrome 7' 7 V¥ iia—H'— =— =k

X ERW =P —o—T v FE L TRIESNERE A,

Webroot {2 T 5
(Enable Webroot)

TTITATVANNT T 4 v I B AX Y T 5B, Webroot Ax ¥ o =
HEHTEDLLOIZTHENE I D EEIRLET,

Sophos F 72 1% McAfee
AT 5 (Enable
Sophos or McAfee)

TITIAT VAN T T 4w 7 %A% % T HEZ, Sophos £ 721X McAfee A & ¥
VUV UEBATELLIICTENE I NERIRLET,

~NgxT AT
(Malware Categories)

NI 2T AX Y COHEIZESWTEBEOYN T =T AT A HE=F—T 5
NIy T ENEERLEY, Z0O®7va VICRRENDIHT VL, i
TAF—TNVIZTDHAF Yy TV oTHRRY £,
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Web LE2T—2 32 RATDHE .

BRE & EA
saliibura=i) IOV aERRINTEAT V2 VBRI OIRNEDXA T, F=2—T D
(Other Categories) W7y 7T HNEERRLET,

GE) RE SN ARRFRNCZE L2560, VAT A T—Ri= 7 — 2334

L7, URL b7 o ¥ 7 va EAF v AR EpEnET, -
EZIE, AX X m VDT v 7T — MR AsyncOS DT v 77
L—FRIRZ, hTo P27 arNAF vy U RATESEEND ZEND
DEF, v =T Ax v U OHEEN SV_TIMEOUT <° SV_ERROR
DEHEIE. AX Y U ARADRNT oY r v a s ERBRINET,

ATy T8 BFELEZEEFLCHELET (XF (Submit) | & [EEA2ME (Commit Changes) ]) .

RDBRY

T IV EARIL—DOWeb LEaT— a3 2Aa7OLEXVVEORE (15 2—3)
NI =T DOHTAYIZONT (21 X—)

Web LE2AT—2 3> ROAT7DEE
Secure Web Appliance® { > A h— /L L CHET D E, Web LB a7 — gy Rar7 DT 74
JVRERENEEINET, L. Web L E 2T —3 a3y 2a70LXVMEOREITHEED
==X EDETERETEET, ERY = N =TS LI Web L E 2T —v g 7 4L
AHEBREL TSN,

FOEXAR)—DWeb LE2AT—23 2 Ra70OLEMEDETE

ATYF1 [WebtX=VUT 4 ~F—T% (Web Security Manager) ]>[7 7 & A 7R U 2— (Access Policies) ] % iZR
LET,

AT T2 [V THKELVE 2T —3 3 (Anti-Malware and Reputation) 150 C, #iET 772 KR v— 7
N—TDV %7 )7 LET,

RAT9T3 Wbl BEaT—rall~vnyxTxROBKE (Web Reputation and Anti-Malware Settings) ]2 > 2 T
[Weblb B aT—a b= TRRON AL LFHEDETE (Define Web Reputation and Anti-Malware
Custom Settings) | Z&RN L £,
ZHCEY, o778 AR I LT, Fr— UL RY = L3RRS Web LE 2T — gk
YT =T RROBRELRRETEET,

ATV T4 [Web L EaT—ar 74 VH AT 5 (Enable Web Reputation Filtering) ] 7  —/L R34 X —7 L
2o TWE T L &R LET,

ATYIS v——%@)» LT, URLOT v s AXy ., FaORT 7 v a  OfEEEE LET,

ATYT6 BFEEZEGFLCHELET (XE (Submit) | & [EEAME (Commit Changes) 1) .
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G¥) WIS AR v U NT A B—TADORARIE, T7EBA RIS —OWeb LY 2T —2 g3 Aa7f
DOLEVEERETEET,

BEEERYS—TIL—TDOWeh LEATF—32 T1ILEDETE

ATYFT1 [WebxaUF 4~F—T+% (Web Security Manager) ]> [f8 751t U 2 — (Decryption Policies) ] % %R

LET,
ATY T2 [Web L'E 27— 3 (WebReputation) ]51T, METLHEALRY o— TN —T DV I %7 v
Li‘é—c

ATYT3 [Web LB 27— 3 V% E (WebReputation Settings) ] 227 25 T, [Web L E 2T — a2 DhAH A
IEDEF (Define Web Reputation Custom Settings) | Z&IN L ET, ZHUZLD, Z7a— LR v— 7
N—TICEDWeb LE 2T —2a v REZX LEEXTDLILENTEET,

ATy T8 [Web L VaT—val 74 VZEFHIT 5 (Enable Web Reputation Filtering) ] 7 « —/L K234 (272>
TWbHZ L&t LEd,

ATYTES =—I—%EHN LT, URLO Fr vy #HE5l, BLIOARZRALV—=T 7 varOflEzEELET,

ATYT6 [AaT ZFil-72\ %A b (SiteswithNo Score) ] 7 4 —/V KT, Web L =7 —1 3 2Aa7 083 ) YT
STV WNH A FOFERIZH L TEITTDHT 7 v a v 2@RLET,

RT9 Tl EREZEELTHRELET (XE (Submit) ] & [EEZME (Commit Changes) ) .

F—R X2 YT4 RYS—TIL—TDOWebh LEAT—>32 T4ILE2DETE

ATYT1 [WebtXx=VUT 4 ~F—T% (Web Security Manager) |>[> A2 T —H %= UF ¢ (Cisco Data
Security) ] Z1ER L £,

ATwT2 [Web LE 27— = (WebReputation) 5T, #iETH7—% X274 RV — T L—TDY
IHE7 Vv LET,

ATY T3 [Web LB 27— 3 V% E (WebReputation Settings) ] Z27 25 T, [Web L E 27— 3> DH AKX A
RIEDETE (Define Web Reputation Custom Settings) | Z 38 L £,
ZHICEY, Ze— L R = T —TICED Web LE 2T —2a VRER EHEETLHZLENTEE
—§—O

ATV T8 ~—H—%FH)N LT, URLOT By 7 BIOE=F— T 7 v a OFMHEEELET,

ATw 7S BHEEXGFLCHELET ([X(F (Submit) | & [EEZME (Commit Changes) ]) .

G¥) CiscoT—H X2 UF 4 RUT—DWeb L BT — a0l XWVMEIZIT., AFF-EPeo
HEOAFRETEET, EHETIEL, IXTOEDRaTRE=HF—ZINFET,
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AMP for Endpoints >V —ILET TS5 4 7V RADHE .

AMP for Endpoints > Y —ILET TS5A4 7O ADE

BEWNDOT 7T AT A% AMP for Endpoints = > — /L & AT 5 &, AMP for Endpoints =
Y=V TUTOBREEZFEITTEET,

VTN AARZ LY A N EERT S,

VUV HAL DY A MIH LWEEDOH D T 7 AL SHA ZBINT 5,
TV r—a VA Y A R EAERT D,

TV = a VHFA R A MIH LWT 7 AL SHA BT 5,

« HAK LK) —EAERT B,

ARG LR =2 TN AZ LGEHY A MBI OT 7Y r—a UFFR U A 2R
BT %,

« HAH L T N—T BT D,
s WAH KN TN—TIZH AR LR —%& FEEAT D,
BERE DT TIFGAT VAET T HIN DT N—T NI AL I T —TIZBET 5,

EEDTFANSHA D7 7 AN NIV =7 N OFEEFRT 5.

T 7T AT A% AMP for Endpoints =1 Y — )V EET BITIE, T IAT o A E ALY —
SRR D ILEDRH D £77,

mu% . 77ANSHAN 7 7 AN L aT—a =N ESnNs L. 774/ SHA
WKL T 7AN b 2T —Ya = "= bG8 5607 HEIL, AMP for Endpoints =2 > Y —
ADRICT 7 AL SHA W23 LT CICRAHAIRER M EIC L Y FEXINET,

77 AN SHA BT T/ e — VNIEREOHHHD E L TY—7 SN TWHEE, AMP for
Endpoints 2> —/LVCRILZ 7 AV SHA 7 0v 7 U A MIBEMT 5 &, 77 A VOHERE
i TEEOHL D) T2 ET,

[%TE&V/I/?::TI%?EH (Advanced Malware Protection) ] L7 — h_X—ZiF, LWk s 3

[TV BIEE~V T =T 7 74 /v (Incoming Malware Files by Category) ] 28&% ¥ £,
- 0)“!27 v 3 ZiX. AMPforEndpoints 2 > Y — /AN BZEENTT R v 7 U A MIBERII
TWDH 7 7 AL SHA OEIGD, [ A X L (Custom Detection) | & L CERRSNET, 7
a2y 7 A RNMIBEINTHND Y 7 A VSHADEBAIT, VER— DO [ZE LT~V =T %
8.7 7 4 /v (Incoming Malware Threat Files) |& 7 v a [V 7B A% Ak (Simple
Custom Detection) | & L CERINET, LA— FO[FEM (MoreDetails) [ a DV
J%&27 Vw795 E, AMPforEndpoints 2 Y —/LTOT v 7 U X MNMIBEEINTWNDE T 7
ANWVSHADTZ 7 AN 7V =2 MY FEMARRTEET,

[f%};ff;‘?ll/‘? = 7B (Advanced Malware Protection) | L'7h— hX—I0ZiE, HrLnwk 7 v 3
[T EVRREEEDSH D 7 7 A /v (Incoming Malicious Files by Category) |723% Y £,

0)'!27 > = \ZiX, AMPforEndpoints 2 2 Y —/LinbZE S N7 0 v 7 U A MBS

TWB 7 7 A /L SHA DEIEN, [ AKX LKH (Custom Detection) ] & L CERREINET, 7
2y 7 UARNDT 7 AV SHA OBBEALIL, LA— O [BEOHLEE T 7 A /v (Malicious
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B AvPforEndpoints 2> v —LE 7 TS 4T L ROBS

ATy T

ATy T2
ATvT3

ATvT4

ATy T5
ATv7T6

Threat Files) ] &7 > a 12 [ A% L (Custom Detection) ] & L TR RINET, AMP
forEndpoints 7> Y — /L T7 vy 7 U A MIBEKENTT7 7 A /VSHAD 7 7 AV TV =7 |k
U O % T 2120, #unique 646% S L T 72 &0,

1R BRI

AMP for Endpoints = > ) — LV DEHT 7 ¥ AMEZRAE ) 2—F =T W7 "3 bHDH Z L AR L
TL 72 &V, AMP forEndpoints =2 > Y — )LD —W—7 J1 77 > kN ZERLT 5 FFIEOFERIZ DU
TliX, Cisco TAC IZBMWEHLELTEE W,

(7 ZAESNIEREDER) 7 7 AMESNIERETIE, v /A LTW T 7 I4T
A % AMP for Endpoints = > Y —/VIZDORZAFERTEE T, 77T A 7 A% AMP for Endpoints
ALY UIAZ Y RT R E— R TTTICREL TWDSEIE. 77 IAT A&7 T AR
IZBIMMEELANFE TREZMRRL T Z3 0,

Tr7AN LEaT—vay Z4AX ) IRAEMES, FRESNTWAHZ 2R LTL
FEW, T ANV L ¥aT—ay TN Z ) T EHENILTHRET D HIEIZOW T,
(774N VEa2T—2al o —EA0EMELERE | 2R LTIEIN,

[BEX=UTF ¥ —E R (Security Services) ]>[v/V T =T HRKE L E 27— 3 (Anti-Malware and
Reputation) ] Z&IR L £7°,

[ B—/NILEREZHwRE (Edit Global Settings) 1 %7V v 7 L9,

Web A LV F—T 2 A AD [T 7 AN EaT— 3 &7 57 A/L55H (File Reputation and File Analysis) ]
N—=UT, [Z7A/ b =27 — 3 (File Reputation) ]| @ [FEAEXE (Advanced Settings) ] /X R/VIZH
% [AMP for Endpoints~D 7 77 A 7 L A D%k (Register Appliance with Secure Endpoint AMP for Endpoints) ]
Vv 7 LET,

[ AMP for Endpoints~D7 77 A 7 > A DX§k (Register Appliance with Secure Endpoint AMP for Endpoints) ]
7 Vw7 35E, AMP for Endpoints =2 Y — /LD a7 A U _R—URERINET,

Web A X —T 2 AD [TV =T XKL E 27— 3 (Anti-Malware Reputation) ] X— T, [7 7
ANV L Ea7—3 3 (FileReputation) @ [FEMEXE (Advanced Settings) ]/ /UIZ % % [AMP for Endpoints
~DT T T4 T v ADREE (Register Appliance with Secure Endpoint AMP for Endpoints) | %27 U v 7 L&
ﬁ—o

[ AMP for Endpoints~D7 77 A 7 > A DX§k (Register Appliance with Secure Endpoint AMP for Endpoints) ]
7 Vw7 35E, AMP for Endpoints = > Y — /LD a7 A L _R—URERINET,

GE) AMP forEndpoints (7 7T A T U Az BT HENZ, 77 ANV L 2T —var 74040 v
THEAMIL, RETDODLENHVET, 774V b EaT—2ar 74V E 0 T2l
LTRETDHEZOWTL, 7740 b 2T —Ta o —E X0 ERIE ]
LT IESN,

THEHO2—Y—nm 7 A EH T, AMP for Endpoints = Y —/Lir 7 A U LET,
AMP for Endpoints OFEFE~— T [FFA] (Allow) 1227 Vv 7 LT, 77747 A8 LET,

[FFAl (Allow) 127 V7T HEHEBENET L, TTIAT UV AD [RA T =T xR L EaT—Ta v
(Anti-Malware Reputation) ]-X— |2V ¥4 L7 F &3 EF, [ AMP for Endpoints =2 > Y — /L D5 (Secure
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Endpoint AMP for Endpoints Console Integration) ]~ 4 —/V KiZ, BEVOT 774 T 2 ADOLBINFTIN
==

T, TTITAT U RLIL. AMPforEndpomts0):!//“—/1%\»—“/?777 TAT VARELR NN AT~ A X
THOBRICHEHTE £,

RDERY
ROFIE :

» AMP for Endpoints 2> Y —_X—=TD [T H T b (Accounts) |>[7 7V r—a v
(Applications) &7 v a B ETH L, 77T A7 2 A5 AMP for Endpoints =2 > >/ —
BRI TWDENE I D EHERTEET, 77747 A41EL. AMP for Endpoints
A= nAR=TUD [T 7V r— a3 (Applications) |7 T a IFRRENET,

BIRSNT=T T I7AT AL, T 74N EORY v— (Fy hU—27 RV v—) BEEff
FoNT 7AN NOITN—T EEEITV—T) [ZBMShET, 774V RY —I
X, Tey 7 R MERIFFFATY XA MOBMENS 7 7 A VSHAN G EN TV ET, AMP
forEndpomts DREEBENDT FITAT AR AZ<AALT, 7ry 7 JRANE

FFFA Y X MTBEIMSTW LB DT 7 A )L SHA B3 2 5613
https.//console.amp.msco.com/docs C AMP for Endpoints O 2—H —< = = 7/1/%23%{ LTK
TEEW,

T 7T AT A% AMP for Endpoints 1> Y — L BEGRMRERT HI2IEX, TS IAT
VAD[Z7 7 AN EaT— 3 (FileReputation) |E7 a3 @ [FElEXE (Advanced
Settings) ] T [B&&f#EER (Deregister) 1227 U v 73 57>, F721% AMP for Endpoints D =
vV —)~X— (https://console.amp.cisco.com/) (2T 7 AT HMENRH Y £, FEMIC
DUNTIE, https:/console.amp.cisco.com/docs C AMP for Endpoints D Z—H —< == 7 /L &
ZHL TSN,

() 774NV LbEaT—vary b—NR—2%RDOTF =X Z—IEBTEHLE, TTI7A4T A
AMP for Endpoints = >/ — /L b BEIMICBE RSN E T, 774V b EaT—var ¥—
N |Z@EIRENTF LT =2 ¥ —%H LT, 77747 A% AMP for Endpoints = >

V= VIR D MENH Y £7,

GE) EEOHDLZ7ANSHANRZ Y —r LHESNDYE, ED 7 7 A /L SHA 7 AMP for Endpoints
Oy Y= )L THA U A MIBIMEN T RWDHERT 2MERSH Y 77,

T—RAR—X T—TILORE

Web L' B =7 —3 3, Webroot, Sophos, ¥ &N McAfee D7 — & ~X— AL, Cisco 7 v 7
T—=RF == EMICT v T b EZELET, =0T v 77— MIBEIRS
nTEL, Ty7T— MBI — A=l Lo TRESNET,
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Secure Web Appliance 2 3MrFEFL CWD 7 4 VX U U7 F— X X—2 |21, HEHERB LIRS F

SERZA T OBEROWIEFTIEZET DIERNEENTWET, F£72. Cisco SensorBase -

FU—2 = _"—{ZWeb L E 2T —a UitiHMERZEXET LR OICT I T4 7V R E2RE
T5HZ LB TEET, SensorBase —/N—fEi#IL SensorBase kv N T =T InH DT —4 7 4 —
RIZIEA S, Web LE 27—y a3 v 2a7 OfERICEHA S E T,

Web LEAT—3> a0 F7OTAETAHEELUDIS X
Frooaxyd
T2l T7AMIIE, Web LE 2T — 9 74X L DVSTZ U0 nbLIRENRT-
Z TV a U OFERNEEENTET, T7E8XA 070Xy HEBREZ > a i
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BHVET, &2 D7 4 —/L RiZiE, Sopho2rH5DVS =2 UV UZESINTZWeb L E =
F—vay AarRev =T Ax v VHENRFRENET,

WLy ooaOxoy

TOEAWICOTDARRL T 4—)L
agnh|F

R4 L
J4—IJL
.

np
]

%X6 x-as-malware-threat-name B 2% v U HIERISNT-< AT = T REE4, b
TV I arhTay s SRTORWES, 20
TA—NREINA Ty (1)) ZRLEY, 20
ZHEE, AFx v SHER®R (T 78R RS 2y
FUDKREDIWS v al) IZHFENATHET,

WG AF Y 2PNl oC T uy 7 BINE=F—END v T o7 v avid, LFD
ACLT >V a v Z 7% LET,

« BLOCK_AMW _RESP
- MONITOR_AMW _RESP

Frovy
PITFOHA BFA U1, AsyncOS R /L ™ = 7 DA % LA ¥ v o= 2 T B2 %
ALTWET,

¢ AsyncOS |%, A7 V=V MEERF T r— RENZEEIZFETAT V=27 baFr v
valFT, AR UL T N T ayl INEEES. ATV FeIRIIA T
2— RFEINZWVDT, Frvirra3nEFA,
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rvz7onFIvizont ]

* AsyncOS |%, 2T Y ORAFIEN T —X—TH D) Web v v ¥ =2 TH DM 0b
b9, AT UV EARY U LET,
AT UYRF Yy v SNAHNRIT S EIERFERICEI TRV ET, T 74V MH

o0 FEA,

« AsyncOS I%, V7 =F¥MEHFINH LA T UV EHAX Yy LET,

RILTT7DATIVIZDONT

YILIITDEAT

e

TR T

7Ry =TI, R T — A RLICHE TS, TTO
VT RN 2T FEITARRT 7 ANBIORT T A U REENET,
Flo, INLOTRTTAZEIS>TEXF2 YT ARENETIN
T, 2P =NV RAT ARELZERBTCE R RD2GHLH ET,

T I AR~ FT
s b

TIIFNNNR=FT T2y I IREDRRRL =P =R ED
FeOMYICPET 2 S LS ERMRELFEIT T 2WRERH L7 7
Y TZTA T,

R AT A T=X

PR AT A FT=ZE, ESRFERICI>TERDOTIA AT
BETEx%, VAT A ET=FOENEHATZY 7 by =T T1,

ZAY7

ALY TII, BT LHDINNINDE A TDA v —%v N Tk
2HEFA LT, 22— =D& LIZ, RiREE@EEEE O )
MHBEFEEREITT A Moa—F—%285+T 570 275 LT,

—RE IR AN T =T
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247 (Type)
F T VIR (FTARX—=F ITTR) D
Cisco Secure Endpoint < /L7 = 7 55477 75 A
T VAN Ry KTy L, T AL
LEaT7r—vareaoghit—v 2ok &
REICHAIN TWD LT b aT
IT 4 7T HMERDL Y T,

EXE (Severity)
<)L = TR

Hik He
=

FERET — N HIREINIC 2 £ LT

(T T OREIZ R T D ESE)
Tr7AN LT =g ERE T AN
Mrih—bERIZBETEEE A,

~ L7 = TR

%

&

7
=

Ij

770 RP—ERLDOBENHEILINE LT,

<)L = TR
F L7

158 (Info)
TrAN L aT—a OHENEFE SN

¥k (Info)
S AVENS Y
INTAICEETED 7 7 AN XA TIRERS

158 (Info)

Nz, FrLWZ 7 AL 2 A TDOT v 7Fa—FK
A F—T N TExET,

S OIENS )

15 (Info)
—EDT 7 A IV Z A T DOHHTHB—ERENF]
TEEH A,

I

‘?}1/‘7175@'%
P R—=FINTWNWBETRTOT 7 AN X AT
DHT N —REIERICEIINE T,

e
=

<~V = T RR 5 (Info)
M7 7 A NS —ERAF—TF, 2D |AMP
T T —ZEIET HI121E, CiscoTACIZ7 71
JVOIHTID OFEZ28iE T 2 0B H D 9,

ESPEREENS

x5 — (Error)

TT—hk (49 _—Y)

¢« 77 AN L aT— gy = RE LT 7 A ST — SO I B A A
c 77 A NDEMHEDEEREOT 73 a L DFELT

(48 ~—2)
Advanced Malware Protection #4EEDEMNEE L AR— FD

ERTE

X2 VT BT T4 T ATUR— heENERT 58T, BEHT 7747 2 AICH
TEHEETA VT ERT—Y—H A RO Web LR—FT 47D w7 O [Advanced
Malware Protection] &7 >3 ' C, EEALREEMGZMHEIRL T ZE0,

FYRIT—=D X2 UT« .
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B o rieas—savssuorunmori—re rSsuxy

IJ7ANLEAT—2avBEUOI7AMILRHDOLIR—E RS YE
>
¢ SHA-256 v v 2l KB 7 7 A VDB (44 _—)
T FAN L EaT =gt T AABHLR— D= (45 =)
cEDMDLR— R TOT 7 AN LEaT—ary TANE F—EDER (46 2—)

e Web F 7 v 7 HERE & Advanced Malware Protection #EHEIZDUVNT (47 ~_X—)

SHA-256 /\ v > 2|2 &B 7714 ILDHERI

T ANHIEEHICER TEX 5720, 77 I7A T AT EXaT Ny va 7Y X4
(SHA-256) ZEHALTE 77 ANVDID &K LET, 77 T4 T LV ANRLRIORDHFE T
T ANEUHET LA, TXTOA v AZ U ANRE L SHA-256 & L Tdk SN £, #5
DT TIFGAT U ANRE LT 7 A NVEWHTL5E, 77 ANDOTXTOA AL ATEFFT
SHA-256 ID 3% 0 £9°,

FEAEDLR= T, 77 A /MEIZD SHA256 fECTY A2 ban x4 (i) . Mk
DN 2T A VAL ZNBREMT ST 7 7 A VA EEET HI21E, [VAR—F (Reporting) ]
>[EER~NL T = 7B (Advanced Malware Protection) ] Z3®iR L. 7 —7 /L SHA-256 1
VI HEIY v LET, BEMT SN T 7 A NA PRSI E R ENE T,

. FYRT—=D X2 T«
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JrALLEaF—vaveTrAuntiLE—ror—o |

TJ74IL LEAT—3 ET7AMILDHILER—RDR—D

LAR—k

B

Advanced Malware Protection

Tr7AN LEaT—vary =R Lo THEI N
Ty AN R—=ADEE R LET,

HENEHEINTZT 7 A4 MO TIE, [AMPHEDT v
77—k (AMP Verdict Updates) ] L' 7R— F & &ML T 72
X, ZHOHEIR, [EER~LY = 7B (Advanced
Malware Protection) | L' — MIBES L EHR A,

JEMEZ 7 A NVETANIT —HA TERT 7 ANVNHLEEDOH
L7 AN SN SGE, BT 7 A NVERIET =0
A TWHEHRT 7 A ND SHAMED B [EEEZR~ VD = 7 Bt
(Advanced Malware Protection) | LR — MIEEINFE T,

(AT TVRIZE~/NVT =T 77 A/ (Incoming Malware
Files by Category) | &7 v = &, [ A X Lk (Custom
Detection) JIZ/3¥HS41% ., AMP for Endpoints = > — /L7
bRELLTry 7 U X MIBRESNTZT 7 A /L SHA OE|
HERLTVET,

AMP for Endpoints = > Y — /A bRGESND Ty 7 U R

MBI TWVWA 7 7 A /L SHA OFE L4 IT, LR— RO
[(ZfE LI~y =7~ 7 4 /v (Incoming Malware Threat
Files) &7+ a v T[> FH A% L (Simple Custom
Detection) ] & L THRRINFET,

LAR— hO [ (MoreDetails) 1227 > a TV 7 %7
Vw79 % &, AMP for Endpoints =22 Y — )L TOT 1 v 7
UAMIBEEN TS 77 A LSHAD 7 7 AV F TV =
7 MR R TEET,

[UAZ{X (LowRisk) | HIEDFEMEZ L AR— KD [AMP IZ
XV EENT3ET 74 /L (Incoming Files Handed by AMP) ]
BV aVICERTEET,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |

B zotoLf—rcor74L LELF—LaY T8 F—E DR

LAR— b

B2l

Advanced Malware Protection [~ 7
A /V53HT (File Analysis) ]

SHTRNCEE SNT-H T 7 A VOB & e (E7- 1T R
HE) 2RRLET, SMAT 94T A3305 781
WSA Tt ReT oy 7 LET,

1000 /25 7 7 A VKRR 2 RN T DI, T—F &
esvIZTrANE LT AR—FLET,

RINET 4D e /5T 7 A NOERORMEZ G TR
IROHTHERDF RSN ET,

SHAIZBAT 5 E DMOIF#R A BT D0, £E7 7 AV
DW= DO TEHDO) 727 ) w7 LT, 77 AV
EONT LTz — NI 2 BMO Mz R rT52 L8 T
xFET,

GE) [EfG/ T —H AT T AN L7 7 A
VAT RICIER ST AEEIE. T 5 OfliH
7 7 A ND SHAETZ TS [7 7 A V45HF (File
Analysis) | VARA— MIEENET,

Advanced Malware Protection
a7 — a3y

Advanced Malware Protection IR & &> 7= B v 5 1 & Bz
ERAEYTHID, E£HT7—% TR OEEMRERNTRME S
nNd L&, BHOPENEDLDRELENH Y 7,

[AMP L E'=7—3 3 (AMP Reputation) ] LA — hZ
W, ZOT7 T TAT UVATUHI N, A vE—U%FERIC
HENEDSTE T 7 ANVPERRIINET, ZORIOFEH
IZOWTIE, 77 ANVEBHEDT v 75—~ (23 ~<—
V) EZHLTIEEN,

1000 B2 D HET v 77— "NaeRrT DI, 77— %
sV 77 ANE LT AR—FLET,

1 DD SHA-256 (Zxf L CHIE DRI o - 7= 35501%.,
TERBETIE R I OHEDOHRNZ D LKR— MIERESN
9,

i AT e Zn fe REFFFEFHIN (LA — MZEER S 7= FERTHE
FICBR 72 <) ITHEE D SHA-256 DEE 25215 A4~ T D
A=V EFRTHITIE, SHA256 V27 %27 U w7 L
F9,

FOMDLAR—ETDIT 7ML LE2AT—

a3 IJ4ILE T—FDRT

HUTLHLEE. 77 ANV L E 2T = a v BRIy A NG OT =2 2O LA —FTH
fECEET, 774 FTIL, [BER~LVY = T#EIT7 a2 v 7 (Blocked by Advanced
Malware Protection) #idE A FIE/R L AR — MIERSNEH A, BIFIEZFRTRTHITIE, T—
TNADTFD[F] (Columns) V2% Y v 7 LET,

. FYRT—=D X2 T«
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Web k5w > 4 #44kE & Advanced Malware Protection #£88(Z DUV T .

[ ==L LR — (Reportby User Location) [IZIE [ 72~ L7 = 7[5 (Advanced
Malware Protection) ] ¥ 7 23&% 0 £7°,

Web k5 v 5 #EEe & Advanced Malware Protection #8EIZDUNT
Web b7 v X T TT 7 ANVERIERERKET S L XL, UTORICER LTI,

TrAN b EaT—vary =RV B SNTEEBREDOH L7 7 A VERET DT
X, Web A vtE— FT7 X270 [FEHlEE (Advanced) | B7 v a D [~vLvy =T
. (Malware Threat) | =V 7D [Pz F AT TT«4I)L32 (Filter by Malware
Category) 1 472 2 T [BRMDEEDHS. YRAIDBEW T 74)L (Known Malicious
and High-Risk Files) ] Z&R L £9°,

Web b7 v¥ U ZI2IE, 77 A0 b 2T —Y a VUERICETAIERE. PP v a
VA=V OB TRENTEZTED T 7 AN LE 2T —3 g VHERE TR EENE
T THEZERANCT 7 AN U —2ThD EHW SN, Z0O%, HEDT v 77—k
TEDT 7 ANNERTHD L sncHa. 7V = OHEDHN NT v Fx o TR
WZERRINET,

T V—=V M7 7 ANB LRy TERWRMN T 7 A VOB RITERINE T A,

BRFEFEFRDO [7 1 w7 - AMP (Block- AMP) 1%, 77 A VDL E 27— 3 HIEDRE
KThIoHrvarnymy s SNzl EaBRLET,

7w x T OFMICRREND [AMP & A 27 (AMP Threat Score) 11X, 7 7 A /L%
%%K%ﬁ?%&wkﬁmﬁivFv51?~yayﬁ~ﬁxﬁﬁ?¢éxzLi7¢~
FMUD AT T, ZOEE, AaT7iE1~100 T, (AMPHENKENTHE. £7-
ﬁx:?ﬁﬁm@%ﬁﬁmw%ﬁx:Y(M@mmﬂm@]%%ﬁbf<téw)o
TIIAT U RFIZOAaT # LEVEAZT (X% = U7 4 —E R (Security Services) ]
>[NV =T HRIKE VE 2T —3 3 (Anti-Malware and Reputation) ] X— 3 CTRE) &
B LC, EIT 75677 arEZRELET, 7740 N T, 2375 60~ 100 DY

ARCEBEOHDL 77 ANV ERZRENET, T74L PO LEWER T OEHE FHE SN
iﬁhoWM$XZTH\774»@&?/D—Fmﬁ4k@VEJT—Va/T%D\
TrAN LEaT—varEi3BRHY FEA,

HEDOFHNL [ AMP HEDOFEH (AMP Verdict Updates) ] LAR— hEIHICE RSN ET,
Web N7 XL T DD T WY gy OFMIT. HIEDERICL > THEHGISNEYE
o BEDT 7 ANVCHEETD N T oV 7 v a VBRI DL, HET Yy 7S —h b
AR—FTSHA256 V7 %7 Vw7 LET,

INTREFS T I 7 7 A WIRIEBIEHR N E I b noTa, 77 A NGBS 51 #RIT
[7 7 A V587 (File Analysis) | LAN— MZOARRINET,

INTERT 7 ANDEDMDIERIZ, 770 RELIZIA T VLIADT 7 A Vo —

N=HAFTEET, 77 A MO THEH AR T XTD T 7 A VNG % iR

512i%, [VA— K (Reporting) 1>[7 7 A /4T (File Analysis) ] Z#RL, 77 AL T
%95 SHA-256 Z NS3¢+ 57, E£7213 Web b T v %2 7 OFEAT SHA-256 U v 7 & 7
Uo7 LEd, 774N —ERZESTY—RADT 7 A ARG END &, LD
MEFRRTEET, O SINTZT 7 A NVORRIZTRFERINET,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B - ommnzozEEOT s L3 0ER

IR CEE SN T 7 ANDERGA VAR ANT TI7A4T AL VB SN DS
B, INBEDA L AE U AE, Web BT v IHRBEBEICERENE T,

274 IVDBBHEDERFRDT V23 VORT

ATY 1 [AMP HIEDEH (AMP Verdict updates) ] LR — FZF R L ET,

AT9 T2 %4 T5SHA26 ) v 7% 7 Vw7 LET, T Ra—WFIH L TT 7B ARFATINTWZT 7 A LT
BT 5T _XTOR TP a D Web T vF o7 F—ERFRENET,

AT9FT3 FIoX T FT—HEMHHLT, BRESNZARERS D2 —F L BERICEETZ 7 7 4 LOLAFTR
T ANDE T — Rt Web A M2 EOERERELET,

ATYTE 77 A NDOEBOMELZ MR T 57212, [7 7 A V58T (File Analysis) ] LAR— h&MGEL T, 2
® SHA-256 DN IZE G SNz E ) MEMR L ET,

RDARY
ESpEREYS
T ANWEBREDT v T —F (23 =)

74NN LEAT—Sa3vERMD NS TN a—TaT
e 77 AL (48 X—3)
s 77 AN LT —vay = REITT 7 A NN — R D I B S 5 AR
TI—hk (49 =)
cAPI X —DTT— (AT VLIADT 7 A NGH) (49 =)
s T ANDBTEELBVIZTY v 7r— NIy (50 ~—)
« 779 RNDT 7 A NG OFEMDBTER TR (50 ~—3)
NI DIZDITEETED T 7 AN FATIEHTEHTI7—1F (50 X—)

Oy 72740
77 O
eamp & amplE. 77 AN LB aT— gy B—ERERITI VAR L TNET,
* Retrospective [XHEDT v 7T — r &R LTWVET,
¢ VRT & sandboxing 1X7 7 A A —E R ERLTWET,
7 7 A IV & & Te Advanced Malware ProtectiontZ B A F#iZ. 77 &A1 7/ F£7-13 AMP

TV rouICEEESNET, FEMCOWTIE, B SIS EB VAT AT VT A ET A DES
FUTIZETA My 7 2BRB LTI,

. FYRT—=D X2 T«



| ®ybro—9 %254
T7AN LEAT—2 30 Y—NRFELRIT7AUSHF—N~OEGRIRICET 2EET7 53—+ .

0y Avl—Y [ 7740 VEaT—vay 72 —ZxT 5%E0% (Response received
for filereputationquery) | @ [7 v 7'm— K7 27 2 (uploadaction) | DfEIZLL T D X 51T

AN/ S
«1: %5, (1:SEND.) ZODOHAE. 77 A NG DIDIZT7 7 A NVEEETHLENRHD
i‘j‘o
«2:E[ELZRY, (2:DON’TSEND.) Z DA, 77 ANSGHTHIC 7 7 AV EERELE
B A

3 AXF—HZDLEFEE, (3:SENDONLY METADATA.) Z D4, 77 A VSO
OIZT 7 ANVEIRTII R, AT —HDHEEELET,

«0: 727 varil, (0:NOACTION.) Z DS, 7T 7L a A NIRETY,

TJ77A4IN LEAT—2a3 0 H—NFEEI 7ML —N\~DEHGRRICET 5%
B7o5—F
]
TrAN v aT—vay Y= RAERITON T — A~ ORRIETH 77— &
WS ONZAE LTz, (B—0DO7 77— MI—FNZRREOLZRLTWAZ ERHD FT, )
R A %
e 77 AN L E 2T =g ESITY—ERLEOBEOEM (282—) IR I TW
HEEATEE L TWAZ L 2R LET,
T TIAT AL T R —ERLEDBEEHT TCODAEENH DRy NT—27 DR
BEmRLET,
s [Z7 =V — 2 A4 LTk (Query Timeout) | DfEEZRKEL LET,

[E%= U7 ¥ —E R (Security Services) ] >[v/V V=T XKLL EaT—ay

(Anti-Malware and Reputation) | Zi&R L ET, [RER~/L T = 7T HH#EIY—E X (Advanced
Malware Protection Services) | &7 3 > @ [EMlFXE (Advancedsettings) | =V 7 D [7 =
XA LT Y N (Query Timeout) ] DIHE,

APl X—DIS5— (FVTLIRDIT7AILSH)
G2l
T ANGH VA= FNOFEMERRLE D & LG E, 97 7 A VET v 7 n—RT5
DI Secure Web Appliance 78 AMP ~ /L7 = 7 A — N — TR TE 206, APLF—0
77— bhbexfELET,
fRRAE
ZOxET—iE, AMP ¥V =T i —/"OBRA A ELEE L, AMP ~ /LY =7 54—
N—DHCBAGAELZFEHT2HGGICRELET, £o, MORRTHRAET 5 MREER &
DET, ZOMBEEMFERTHITIE, WOFIEEZFITLET,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B - wrsmesYz7yTo—FranmL

CHILWAKRANERHD AMP AV D =TT 77 ATV AMBHT LWGEBREE LR L
@—O

» Secure Web Appliance |Z#7 LW REELZ 7 » 7o — R LE T,

cAMP ~ VY = T/ T 754 T ADAPI X —% Uty FLET, FHEICHOWTIE.
AMP =V = TS5 T T3 TV ADF LY TA v~V TEEBBLTLLTEE N,

EEEE

e T 7 AN LT —va gl AOEM ERE

TJ7A4ILNFREBYIZZyTO—FEhil
RRE

T ANBTREBYIFHEE @A SN TOERA, 77— FEERBALIRTT —3dH
D EHA,
R A %
UFORICERLTZEEN,
s T TFANDBMDT FI7A4T ALK DIAICERFE SN TWD DIl $TIT7 7 A V57

Hrth— . FIFEDOT7 7 ANELIET DT T T4 TV ADF v v ¥ 2 lTfFE LTS H]
RN H Y £,

s [BF¥=VUT 4 H—¥E R (Security Services) |> [/ TV =TxEE LV E2T—a v
(Anti-Malware and Reputation) | “X—3® [DVS =V 7V =7 b A% ¥ OHIfR
(DVS Engine Object Scanning Limits) ] -~2— 3 CiRE L7 K7 7 A VA XDOHIIR % fife

FLET, ZDOHIRIL Advanced Malware Protection #4HEIZE P S vE T,

250 FADT 7 AL HTOFMMNTEETHEN
G

N7V w7 72T9 FNDTERIRT 7 A Vi Rld, ko £ Ofthod> Secure Web Appliance 7>
b v 7a— RSN 7 7 ANV TIIRGETE EH A,

fRRAE

T ANDGHFERT — 2 2 G T DT _RCOT T IA T A T NA—T{E LTSN,
TV 7 779 R T ANGHY—CERDR) TTITAT AT V=T OFRE (40—
V) BBRLTKES Y, ZOREE, INV—TOET TITAT v ATETTHLERD Y

‘j—o
PHDE=OITEETED I7AILEAATIZETET7S5—F
GE
T A DTDICEETED T 7 AN A FIeBT 2 EREFROT T — b 22T EuE
+,

. FYRT—=D X2 T«
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Web 77— av~n7rtxnEE ]

FRIR T &

DT T— I, VYR—=FHEDOT 7 AN AL THREREINTZBES, T IT7AT 2 ARY
R=PITFEDT 7 ANEA TEHRLT-BAICEEINE T, ZE, UTFTOBREICRETS
AREMENN D VD F 9,

« A 3B OFEBE N SHTHICEIREN TND 7 7 A )V XA THEHR LT,

s R—=FAGDT 7 AN FA TN T T R —EXATORAMIZE SN T—RICER
Shiz, ZO%E, T7IAT UV ATERRENTZT 7 ANV ZA T OYHR— FMIFHEZRIRY
HFEICEBESNE T, Ebo07ev 28 ;NUTHY, 2—FICLDBFELEH Y
Ao

T T ITAT UANHEE Lz (72& 21X, AsyncOS DT v 77 L—RKD—E L L) ,

Web 7 ) 5r—o 3 oAD7oADERE

ZOETHATHINEIL, RO LB TT,
*Web 7 7V r—a DT 7 AOFHE  HE (51 X—)
« AVC 721X ADC =0 VU AT D (52 3—)
T TV = a VHBEORY —RE (54 X—)
o HHRIEOHIE (57 =)
cAARBL N Ay —Y T T 4 w7 ORI (60 ~—)

s AVC £721XADC 77 7 4 BT 4 DFR (61 ~X—)

Web 7 7)) —S 3 oADT7 I ERADERE  BIE

Application Visibility and Control (AVC) F 721, Application Discovery and Control (ADC) =T
VUERERT L, KTV r—a COFBEEIN A ERIZHERE L T Th, Ry U —
VLTIV = ary T T 4 BT 4 T R Y —aERTE LT, TR RY
= N=T DT TV = a UillERETEET, MaI, 3TV r—varns
AAUELT, THVr—ara27uy P ERITHAT52ENTEET, £2. FEDOT
TV r—var ZATICHIEEEAT 52 L HARETT,

TI7RARY) =2 A LT, UTFOBEZRITTEET,

TV = aOEIERT 7T 4 BT 4, FRIFIZDMONT A ar ha— L HlfE
L/ij‘o

ADC IZiE, DI WF A ay ba—/b (FGC) FRITEMEERRAH Y £, #HED
TN — g IR LT FGC 3R ETE F19,

CRFEDT TV r—a s A A T THER S L HH0E O B A HIET 5

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B avczrzaczooozamcTa

\}

GE)  ZHud, AVC IO H & ET,

T r—arRNTay s ERi Iy Ra—F— 2B 5

A VREU N Ave—U Tad V=X N AT 4 TOT T — 3 A E
DH¥TH

\}

GE)  ZhlE AVCIZ HHINET,

AVC EF7RIXADC = DU ZERALTT 7Y r—v g U afliEd 21213, IO X A7 23T
L/i‘é—o

2BRY BARG~D) Y

AVC £721X ADC = P U AT 5 |AVC £721X ADC = P /T D (52 _—
)

TIRARY D — TN —TICHIHZHR | TI7BA RIS — TN —TOT7 7Y r— 9 &
ET 5 PERE (57 ~—)

TV = a v B A TN HE | wkE O FE (57 X—)

M 2 R U C g 2 HliE -4 5

GE) Zhi., AVC IO LA &
NWET,

A VABU N AvE—Y NG T 4w T | AVARE N AyE— VT 7 07 OFIE (60
EHAIL, A VAZ U N Ay BTV | —)
Y577 A NHFEEEIET D

AVC £1-(ZADC TV HEFHMZT S

[fEHFF =2 h m—/L (Acceptable Use Controls) | Z AT 586 1%. AVC 721X ADC —
YU EAMIILET,

\)

(G¥)  [LAR—b (Reporting) 1>[7 7 U r— aDFa (Application Visibility) | -=X—T D [7 7V
r—3 3 DFx (Application Visibility) | VAR — KT, AVC £7/21ZF ADC =2V DAF ¥
YTITAET A R TEET,

. FYRT—=D X2 T« I



| #ybro—=9€Fa20U54

FIur—vavzvoverarnrorsvar i

RDBERY
BEEIER
TN =g T IRV NDT I gy (53 3—2)

cHIRMNAVC £/-IXADC =Pk 7 a7 Shi-Ea oo ——KE (53 ~2—
)

TI)r—23 0 T o0 ETIAILMNDT OOy

AsyncOS [ ZEMMNCT v 75— F = R—=IZHWEDE T, AVCZ U P B EDTXTO
X2V T4 =R A R—=R MZOWTH LW v 77— FOFAEZ R L E T, AVC
TV DT v T T—NMNIE, LT TN = a r E A TRT T = a kT A
R—IREENDZENHVET, £/, 77V r—va v OBMERERE S N=HAT, BEF
OF7 7V =2 a KT AR — M bEHRINET, AsyncOS/N\— a2 Y OEFIZHDHOET
AVC = Uy ERHTH LWL, —n"E2T v 77 L —KF5Z &7< . Secure Web
Appliance D FHRME PR TZAVE T,

AsyncOS for Web (£, 70— L 7278 A R —ZULTFOT 74V s T 7 v a a8y
TE7,

cHLWT TN r—a v XA TOT 74NV N T 7 v a ik, [E=4%— (Monitor) | TY,
EET S A —arNDT ey Y T A NELEREOHF LT Y r— g VEWEDT
7 4V NEREIX, [E=4— (Monitor) ] T,

MEOT TV =gy BATOH LT T r— g DF T4V N T3 i,
FOT IV Ir—ay BATDFTTH)VE T 73 TT,

)

G¥)

Ta—NNT IR AR =TT, &7 TNV r—2a A TDOTF 7V NT 73 a r EBiRiE
TEXFT, ZHICTE->T, AVCEFIZADCZ VD7 v 7S — MIIWEAISN-HF LN
TV r—a it BESNET 74V T 7y a vy EHBIICHRLET, 727X R

V= IN—=TOT TV r—a VEBRRE (5TX—Y) 2ZRLTLEIN,

BERMAVCEIZADC T OO UIZ&Y TOY Y ENF-HEDLI—HF—(KER

AVCF7ZIZADC = VNI TR Iy arRnyaoy s Ensds e, Web7a¥xiiix
VA=Y=l T a I N—=TEEELET, L. TRTOWeb VA FTT w7 RX—
UNRFREINDIDITTIEH Y FHA, <D Web A4 hTIE, #H9 Web X—T Db 1 (C

JavaScript ZfEH] L TEY a2 7T Y BRER S, TRy 7 R=URERINDHZLIETIHY *
T, TOLIRGAETH, 2—F—T#lUICT Ry 7 SNTWLIDTEEDH LT —F & X
Tra—RTH5ZLEHDEHAN, TRy INTND I ED Web A R bilE S v/
WEEbLH D ET,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B ovr—avhmonyo—zx

\)

GE¥)  HTTPS 7’1 % I MEL) T, Webroot MK DA -
«[£%) (Enabled) ]: AVC £721% ADC = o P IR EIT 54 L EB LAR2VWEARH Y |
HENBEINET, FToF T v a i, Ay T OHEICH > TRESNET,
« [#5%) (Disabled) ]: AVC £721ZADC = VU NEEI L, HENRENET, TP
g %, AVC £7213 ADC OHIEICHE> TRE SN ET,

7)) r— a3 UHlIEHORY) O—RE

TV =y a rEGET 51203, LTOERRERET LLENRSH Y £7,

FIoay Bz

TV r—vay S 1 DERIFEROT TV r—va v EELNT A T,
7" (Application Types)

T =g v BT TV r—rar AL TIBEBLTCWBREDT 7 r—a v,
TV r— g VEME |BEENEIE XA T T A= g VN TR — Y —RNFETTE L
(Application EOT 7 a rERITENE TRTOT 7Y r—3 a9 VICRE R

behaviors) REWENEENTWEDLITTIEH Y £H A,

TI7RAR) = IN—=TOT7 TV r—a UHliHlERETEET, WebtF=2UT 1 <

F—% (Web Security Manager) 1>[7 7 Z A 7" U I— (Access Policies) ] ~— T, &ET
LRV — T N—TD [TV — a3 (Applications) |V 27 %7 Vw7 LET, 7Y

r—a YORERITIE, UTOT 7 v a 2R IRTE 7,

73y SRER

71w 7 (Block) ZOT I vaE, BT 7 a T, a—H—iT Web X—T %
METExR< Y, byt F a—F—@mi—08FRE0
iﬁ—o

=4 — (Monitor) TOTrvalE, BT 2 ary T, Web e dn kX b
TV a v EMORIERE L LT, BMETARKT /v a v
RELET,

HlIfR  (Restrict) ToOTIvavik, TV A= a Vv OBER T vy s ENS T L E
RLET, 223 BEDA AR N Ay =T Y r—g
YOI FANMERET Ry 7T DHE EDOT TN = a DTy
Ta STHIRENET

HIEOE I R Media <° Facebook 72 ED¥FED T 7 Ir— 3 X% LT, Web b
(Bandwidth Limit) 774 v/ CHEHARRREARIRCEES, TV r—va A
HoZDT S r—3ay a—PF—OEIEZHIR T £,
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SR ERDEKXTE (Range Request Settings) .

ESPEREY=]

s FIFHZER O T (Range Request Settings) (55 ~X—1)
c TV = a VDR ED T DL— L EHA RTA v (56 <—)

EFERDEZE (Range Request Settings)

HTTP O#FFHTERNT 4 E—T N DEXICKREXR T ANADERDOA N — LA TH T a— R
SINDHEGAE, MESNTRy T —U R ARy ENET, ZHIZEY, R&EA 727 FO
Fora— R4 rn— REHa—T 4 VT 407 7V r—avnb, N7 45—
TUAEDAY y RRELNRL R T,

RV, [FEPHERDERE (Range Request Forwarding) | % A x—7/WIZT 5 & (Web 7'm %
VORE®SR) | BETOHEMESRONUI G EEZRY - LICHIHTEE T, 2o etk
AL A MY =7 LIEEI, KERT 7 A VO ERRHIHIRIE % St 2 720 )i
BT,
7272 L, &APHER OEEED A R — T A kIL, R U > — ~X—Z D Application Visibility and Control
(AVC) OBWRZWIT, X2V 7T 4 2RETLAEMENRSV ET, EX=2U 7 1 LOREL
DHAY Y hOFVREERGAIZOR, +43IZER LT HTTP O [#FAZRkOR% (Range
Request Forwarding) ] %A % — 7 /I L TL7E S0,

\}

GB)  #PHEREREIL., SHEREEDNED T, PR tb 1207 7V r—varvn[Zay s
(Block) 1. [HlFE (Restrict) ]. F72iL[A 7> kL (Throttle) IZREE I TWALGAITMHEM
TEFET,

R L—DEEERDEHEE

HEERDERTE EBEBEREFEE LA : 7 747 2 MIFFEOKPHOERZ5(E L
(Rgnge Request F9, 7272 L. Secure Web AppliancelX, #—% v h¥—/ 3—[Ti%
Settings) (FT BRNCZ R HFIPE~ v ¥ —ZBIR L £ 9. KIT Secure Web

Applianceld, 77 A VBKE AF v L, A MNiE 7 747
MZREELET,

G¥) 7 TA4T v IO CTHRIPHER 238535 &, Secure
Web Applianceld 7 7 4 7 > Kb O% e O FiPHE R %
BELT, Z7ANVEEREXELES, WL I747T
VNERERDY T AT v M EDOBKBEDERTIL,
Secure Web AppliancelZ# 372 a7 Y DB 75
A7 MTEFELET,

cEEEREFEET S 7 T4 T 2 MIEORBAOEREZEEF L E
7. Secure Web Appliancel®, [A UER%Z ¥ —7 v hh—r3—|23k
Bl MOMRar Ty YaZEZ LT I7A4T 2 MIBELET,
Secure Web Applianceld, A ¥ ¥ G HRNIEME TRUVATREMED & 2 H
DR LT Y DREAF Y LET,
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Bist 1) R~ BUEDERIR S DB OB H, T 74 v 7 DA faE TEE

(Exception list) T, DFED ., [HPAER AL L72V (Do not forward range requests) | %
BIRL725E1E, BRAEET 252 E TE £9, RIS, [#iPH
PR % #5795 (Forwardrange requests) | & 38R L 785513, ER A #5
ELRWSSEZEETE £,

7TV —2a VHEHORED=HDIL—ILETA FS5A4 Y
TV = a VA RET DB T OA— L LA RTA v EBBE LTS,

cHR—NENDT TV r—var @47 7TV r—vary, BROT TV r—va v #)
EIZ. AsyncOS for Web D7 > 77 L— R T, £721X AVC £721ZTADC =¥ DT v
7T — MREICELT D AEEER S D £T,

=T P —FFHFIA N IT Y =T 4 T EANNCT DL, AVC T VU,
LBRINT T T DD T T r—3a U EBETHIVNENDY £, &ko1-ok
LT, AVC =V VUNIREARL #AF Y L, MBET TV r—varvzRLET, %
DFER. 7T T4 7 o RFHPH~ X —ZHEE L EE A,

(7 7V r— a4 47 (ApplicationType) 1 U A FTlE, 77V r—va s 447D
PN T Y r—2a L ORET 73 a U R—EFRRINETR, FRoDT7 7 a rn
ra—rL R = biK SN O, BIEOT VA R —TRESNTZHD
MZOWTIIRENEFA, FEDOT ZV r—aOT7 7y a AoV TEME RS
Wi, EOT7 TV r—va vy XA TEERLET,

Ta—NNLT IR AR —TClE, £T7 7V r—ra XA TOTF 7V NT IV a sk
HETEXFET, ZNICE>T, AVCELIZADC U DT7 v 75— MILWBEBAIN
TP LWT AU r—y g uid, TN NT 7Y a rEHBIRICHEEA L £,

[Z (Browse) |E=2—T7 AV r—3ar ZA4FO[TNTE2E (editall) 1V 7 %
IV ITHE FOT TV r—val XA FBTHT_XTOT 7V r—ra U IZFT
T varvEMBEICRETEET, LFEL, RETZXLH0, 77— a VEHEDT
I arTiER, TV =2 a7 2 a BT, T A — g VEifER R
ETHIE, 77V r—ya rERENRET DV ENRNH Y £7°,

(5% (Search) | B a—Tik, 7—7NWE&T 7y a b TYy—h DL, K&KT 7V av

IESNWTT =T ARE~EZONET, mexiE, [Fe— v (Try7) R (Use
Global (Block)) 11X [7 v v 7 (Block) | D#EIZEIE S AVET,

e BN — FFAENRZ FA T MIA VA F— L ENTWARWNEASIT., HEkIcLY,
TTVr—a T —nNBETAHZERHY ET,

BEEIER
T I RBRARNY = T N—TFDOT T r—3 g UEREKE (570—2)
o IROFIRIEHIBORE (58 ~X—)

s AVC £721XADC 77 7 4 BT 4 DFR (61 ~X—)
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FoeARY = I—TFnFIr—aveenE [

TOERRYS—TIW—=—TOF7T)r—2a VEBETE

ATYT1 [WebtF¥=2UT 4~F—T v (Web Security Manager) |>[7 7 & AR Y 2 — (Access Policies) ] Z 3% L

\i—gqo
ATFwT2 RV —FT =TT, WETLIRY >— I A—FD[7 7V r—3 3 (Applications) [¥ICH DV >
7 Vv LET,

RATFYT3 Ia—rOL T ARY —ERETHHEA
a) [TV —var ZATDFT 74/ kT2 a (Default Actions for Application Types) &7 =
T RT TV = ar IATDOT TNV T var&2ERZRLET,
by X=TD[TFVr—a rEHELMmE (Edit Applications Settings) ‘£ 27 > a T, £7 7V r— 3
YEATDEAN=DT T HN T 7 vare—fFL T, ER3fExICHEETCESET, HxD7 7
Vr—3arOF 74N T 7 varERETH2FIEL UTOLBY T,
ATV Tl 22—V —EROT 7 EA R —%2RETHHEIE. [TV Fr—va VExm%E (Edit Applications
Settings) | £ 7 v a T[TV r—arDhAX LFKEREF (Define Applications Custom Settings) ]
EIRL £7,
RT9TS [T7Vr—a O E (Application Settings) |HIk T, Ky 7 X7 A=a—nb [BHE 22— (Browse
view) | £7213 [ B = — (Search view) | Z3INL 97,
«[BEBEa1— (Browseview) |0 77V r—var XA 725 TEET, [BRE 2 — (Browseview) ]
AT E, BEXATDOTRCOT 7V r—y a v ARBICRETE £T, [BRE 22— (Browse
view) | CT 7V r—va vy XA TR0 ENTHDLEEIT. 77V r—vay 24 7O
TV arORET 7 a v ERRINET, L, ENLDT 7 a s a—N L0
RY—biERINTZL O, BUEOT 7 EARY U —TRESINZHONIONWTIIRINEH
Po
«[BRFEE 21— (Searchview) |, LRIICE > TT 7V r—va v Z2RATEET, T TOT 7V 7r—
varDUAMIEL, HEDOT TV r— a2 TIER RO TRETIVEND HHA1X. [
Y = — (Searchview) | ZfH L 7,

RTVT6 &7 7V r—vav 77V r—va T 7 v a v ERELET,
AT T 4 TEET 7V r— a o OFHREREEZ R E L £,
ATY T8 BFEEEGFLCHEELET (X(F (Submit) ] & [EEAZME (Commit Changes) 1) .

RDZRY
ESPERENS
AR OHIE (57 =X—)

1M 0D 7] 1

AR IR L 22— —DHIBOM %2 RS o7 va U cimA L-smet. EbfllRogiL
WA arRNEAENET, URLITIVDOID ZV—75EFR L., EIRIEEHIET AT 7
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YA R —TEFEDITN—T%FHTHZLITLD ., BED URL A7 2V I2x U CHAIE
RBrEmTEET,

LIUF Ol R 2 £ T & £7

wigESl | Z%6A BRRO~D) Y
R
2K YR—LENDZT TV r—ar ZA4 7L | BIEOHSEEIROZRE (58

T, Fv FU—2 FO4a—F—mT OREEH | ~—)
RAERLET, BRZRFEIERIIRIZ, Cisco
Secure Web Appliance & Web h—/X—[H]D ~ Z
T4 B LG ZFET, Webx ¥ v anb
DET7 4y ZIFTHIRINEE A,

A—H— |7 FV r—var ZA 7L, Fy hU—7 k| 2—HF—O#ER RO E
DR E 2 —F =T 2HIREERLET, =— | (58 I—)
P—DOHIEEHIRIL, Web — =250 kF
TAvI7TETTHR, WebFrvanbdD T
747 bR LES,

\}

GE)  HHEHBRZEEL b, 2=V —~DF —HIEENEL RD7E0 T, 7+ —XITZE LD
EIMIZHEANTT =R T a0y 7 ENI2bITTIEHY A, Web7uaF Nk TET
Vor—2arD a7 ya AIBENREL, —_"—~DV IR EE L L) E
9,

EROFENEHIRDRTE

ATYF1 [WebFx =T 4 ~F—T% (WebSecurity Manager) > [2{ADHHENEHIBR ( Overall Bandwidth Limits) ]
EIRLE7,

ATy T2 [REOHE (EditSettings) 1227 Vv 7 LET,

AT w73 [HIBRME (Limitto) 147 a3 v &R L 9,

ATwTa4 ATy MNP (Mbps) £7cldFa ey M (kbps) AT, HIRT2 NT7 7 4 v 7 BEATILET,
ATy TS BEFEEZEEFLCHELET (XE (Submit) | & [EEA2ME (Commit Changes) ]) .

A—H—DFEHIEHIRDEE
a2 — W —OHARERIRZ EFRT DX, 727 ' A KU 2 —0 Applications Visibility and Control

AN IR AR ELET, T/ ERARY —T, 22— —IZH L TUTDOE A T Ol
R B TEET,
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FIUr—var a1 707740 rogmEiRozE [

TIFav BL)] BRO~D) Y

FINVr—2a30 34|\ Z/a—n"L T o282 R —C, A | T TV r—ary A7
DTIAI h@%i;ﬁﬂﬁﬁ%'l TFVr—ay XA TR T DT | OFT 7 40 ks OFIEEH]
R (Default bandwidth | cop7 7V r—s gzt LCF 7+ |[[BOE (59 =—)

Iimit)for an application R OERIEHIIRE ERTXET,
type

TFIVr—23 0 34T | a—HF—EFHROT VAR —7T, |TFVr—var 4TS
DFEEHIR (Bandwidth| 70— L 7 72 2 RKY o —CEHRS |OF 7 41~ OHIGIE ]
limit for an application |- 77y r—v a v 4 FOF 7 |BOTHE (59 5—2)
type) N ORI XS5 2 LR
TEET,

FIVT=2a vl | o= Y —EROT /v A RY = | T TV = a Ol
BHIR (Bandwidthlimit ||z m— L7 7€ 2 KU v—C, 7 |EHIEOZRE (60 ~—
for an application) TV r—vay 4 T ORRERRE | V)

BT 27 HIRLRWDs (77 r—
Va v XA TORIRE R ZERT
EET

TIVr—230 84TDOT I+ b OFHIEHIBRDEE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

[Webt ¥ = U7 4r~<~F—% (Web Security Manager) ]>[7 7 & AR YU 2 — (Access Policies) ] Z 3R L
7

RV —=TFT—=TNT, o=V TI78AR)—O [T 7V 47— 3 (Applications) 15icH 5 >
%7 Vw7 LET,

[TV r—ya X AT DT 75/ 8T 7 a s (Default Actions for Application Types) | &7 &3 > C,
WMETDT TV r—ay XA 70 [HikESIR (Bandwidth Limit) ] OFicH DV 27 %7V v 7 LE
D

(iR 25 (SetBandwidthLimit) 23R L, HIRTH NT7 7 1 v 7 &%, ATy M (Mbps)
FoiEFd ey M (kbps) HALTASNLET,

(@A (Apply) 1227V > LET,

EREZEE L THEELET (XE (Submit) | & [EFEA2ME (Commit Changes) ]) .

TIVr—230 834 TDT T4 FOFEREHIBROES L

ATy T

=P —BREDOT 7 EAR) =T, Zu—RLVTIEAR) V= ITAN—TTCEZINET
7 H v b OFIERIREE FPEETHZENTEES, ZUE (B E 22— (Browse view) ] T
DHIATTEET,

[Webt & = V7 ~F—3 % (Web Security Manager) ]>[7 7 AR Y 2 — (Access Policies) ] %% L
£
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B 77— osmmsmons

ATV T2 RV —TFT—TNT, WETLH—VP—ERRY > — IV—T0O [T 7V r— 3 (Applications) |51
WZHrV %7y LET,

AT T3 [T7Vr—a  ZE%xMmE (Edit Applications Settings) |27 v a v T[T 7V r—a O AX L%
JE % iEF (Define Applications Custom Settings) | Z 3R L £ 77,

ATV T8 ETDT TV r—ay X470 HIEERIRE (Bandwidth Limit) | ORICHD YV 272270 v 7 LE
7

AT w5 BIOHIEHIBRE 2 RN T 5 120%, [HFHREHIR 2% E (Set Bandwidth Limit) ] Z3&R L, #IRT 5 ~ 7
T4y RE, AHEY M Mbps) E7-EF oy M (kbps) AL TAN L x4, SR ZHIR L
W EERET DL, [TV r—a XA TR S AEEFIBR 72 L (No Bandwidth Limit for
Application Type) ] ZiEIR L £7°,

ATv76 [EH (Apply) 127V v27 LET,

ATy T EREFGLUTHELET ((XEF (Submit) | & [EHZfE (Commit Changes) ]) .

T IV r— a3 v OFEEGIEORKE

ATYT1 [Webtx=alF 4~F— % (Web Security Manager) ]>[7 7 & AK U 2 — (Access Policies) ] Z 3R L
£,

AT T2 RV —TFT—TNC, WETDIRI— I N—TD[7 7V /r— =2 (Applications) 15DV 7
Vw7 LET,

RTYT3 BRTDHT TV r—varBDEENTWET TV r—vary ¥4 7 REALET,

AT T4 BRETHT TV r—varol 770y 7 LET,

ATYT5 [F=%— (Monitor) [ZEIR L, WIZ, TFVr—a s XA 7 L TEFRE STV DRGSR %
A3 20, HIRLARWV»EZZRIRLE9,
GE) WESIROBREX, 77V r—varBr7ay 7 STV AGEEe, 770 r—var ¥4

ZZxt U CHABRIEHRIBR N EFR SN T WS ITEHA cE 8 A,

ATYT6 [58T (Done) %27V v LET,
ATy T BEFEEZEEFELCHRELET (XF (Submit) | & [EEA2ME (Commit Changes) ]) .

AVARBR M AyE—D ST 490 OFIE
IMEI7 74770yl FTET=H—FTBZLRTEET, /2, MYV —ERIZLEH-T

. My a b ORBEDT VT4 T4 (T7Vr—valdifE) 27uv 352480
TEET,

ATYT1 [WebtF=UT 4 ~F—T v (Web Security Manager) |>[7 7 B AR Y I — (Access Policies) ] Zi%R L
\i j—O
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ATy T2

ATvT3
ATvT4
ATvTH
ATvT6

ATy 71

ATvT8
ATy

ave £z Ac 7o 7 EF s 0ET [

R —F =TT, RETEIR) > — V=70 [T 7V r— a3 (Applications) [5cdH 5V >
7V v LET,

[TV r—a O AR LFEE%R EF (Define Applications Custom Settings) | %27 U v 27 LET,

[f A% b A ytE— (Instant Messaging) | 7 7V r—ay A4 7%EBELET,

RETHMT TV r—vaOlich2) 7220 v 7 LET,

ZOMT IV r—2arDFXTONTI T4y 7% Ty 7 3520%, [7ry 2 (Block) | &L E
D

M7 7V r—var =4 —LRBb, 77V 5= a v NOREDT 774 8T 4270y 73512
X, [E=%— (Monitor) ] Z&EIRL 5L, 77V r—ar@iffl LC[7r>Z (Block) | #IN L
S

[527 (Done) 127 Vw7 LET,

EREZEELTHEELET (XE (Submit) | & [EFE&2ME (Commit Changes) ]) .

AVC £1=-IZADC 7V T4 ET 14 DX

[LAR—F (Reporting) 1>[7 7V 7 —3 a3 DFRx (Application Visibility) ] ~2—121%, 4
RSN T DT 7 r—rva b7 7V r—vay 24 FICETHIHERNEREIE
T, £72, Tuv Il ENTWDE IO T S r—yvar b7 AU r—va v A4 THERER
E

THOwAO45 774D AVC £1-(& ADC &R

TRV T T A MZIE. FI UL a T EICAVCEIZADC o Uy bIRE N
BN INE T, 778 A2A 0l OAFy VHEESE Y v aiit. UFOX 5787 4 —
JVRRH Y F9,

e TOERBYTDHAREL T4—IL |(WCATDHARELT4—ILK
N
TSV =g %XO xAPP
(Application name)
TV =y a2 A | %Xu x-type
—
77— a VEfE| %Xb x-behavior
(Application
behavior)
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\)

GE) HEo7 7V r—va Akt L TADCT 7 r—a v OEERRET S L, FOT 7Y r—
LAy DOHRERBETEET, ENLSOGEE, 1A NEEX [ (Unknown) 112720 F
j—o

WET—2DRHEBL
ZOETHITLIARIT, RO LBH TT,
« BT — 2 ORI EOME (62 X—7)
« T w7 u— REROEFEH (64 ~—)
A DLP ¥ AT AZBIT LT v 7 r— FEROEFEH (65 ~—)

T —H X2 T A BLUOSEHEDLPRY — I —TF DR R = T (65—
D)

T X2 VT4 RV BRI DLP R Y > —DfERL (66 ~—)
« T v 7 a— FELROBEDEH (70 X—72)

« AN DLP v AT LADEFR (71 =)

A DLP R Y o —I2 kD7 v 7 — REROHIH (75 ~—)

o T HARKBIEAF Y DX T (75 =)

WET—2DREHLEORE

Secure Web AppliancelX L FOMEREIC K » CF — X D@2 %R L 7,

AIoay £BA

Cisco7T —# X aUTF ¢ Secure Web Appliance® Cisco 7—4# EX a2 U7 4 7 4 )L X
7 4 IVH iX, HTTP, HTTPS, FTP /T L Cx v P U= hbRESH
LT — X &l L E T,

e RX—TF ¢ 5 — X R, | Secure Web Applianceld, 1§57 — % Z#%5] L CR#ET H10F
Pyl (DLP) O#ta {72t — =7 g o T YRR DLP & AT L&A L
F 9, Web 7 & % 2|3 Internet Content Adaptation Protocol
(ICAP) ZfEH LT, YaX v h— "= 27 A2
VTV AX X kAT —RTELHLIICLET,

To7n—RNEREZETDHE, Web VXU RET —H X2 T 4 R — FL—
TRMNEDLP R Y v— N —T L LT, @HTHIRY o— TN —TERELET, WH
DEATDRY —PRESNTWDIEEIL, IMBDLP AR Y v— & T 5 a1, Cisco 7 —
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g A XUTFO7 v Fo—FEROA1 52 [

ZEeXxalT g RYv—LBEREHKLET, KU — ZA—TICHEREZED Y T%, £
DFERERY — TN —T O EFAHERE &g L, BRI L TETTHT 7 a v %
RELES, Ty 7 n— REREZUHET L2007 FI7A4T  AOREFIEZ, R v— 7
N—TDEA FIZE->TRRY ET,

\}

GE) YA xmEr (0) XA FDT7ANDT v 71— RERHATNDT v 7 r— FERIL, Cisco
T—=H X2 VT 4 R —FFAEEDLP AU O —IZk L CRMti S EH A

Xy MU= INBREINLGT—FZHIR LI HIET 2121, UTOX A7 ZFETLET,

BRY RRG~D) Y

CiscoT —% X2 UT 4 RU—%EKT |7 v 7o — REROEFH (64 X—)

%)

SNE DLP AR Y > — & {ERN T % SEEDLP v AT MMZBITEHT v 7 a— RER

DEH (65 2—)

T2 X2 T4 R —BIWMNBDLP | 7 — % ©F% 2 U7« AU —3 LUYMNEE DLP
WY =2 T % WY —DIERR (66 =—)

CiscoT—Z X2 T4 RV —ZMHHL |7 v Fa— REROBEOEH (70 ~—3)
T7 v 7 n— REREZHI4 5
NG DLP RY o —%fALTCT7 v 7 e —FK |G DLP R Y > —IZ kD7 v 7 u— RERD
FOR 295 HIE (75 =)

RINMNAXUTO7y TO—KERD/NA VR

0y 77 ACEERSNDT v T u— REROPAO T 720, R/ NERY A XA EHRTE
FT, 2OV A XETRILGE, 7y 7 a— RERILCiscoT — XX =27 4 7 4 /L2004
B DLP —R—C ko TAF vy ENEHA,
IHNEFATTHITIE, UTOCLI 2~ R LET,

* datasecurityconfig, Cisco 7 —# ¥ =2 U T 4 7 4V Z AL ET,

* externaldlpconfig, X iE SALTCWAAES DLP — N—|Z@@H L F 3,
TI7HNETIE, EHHDCLI 2v Yy RTHERARL DR/ A XL 4KB (4096 /31 ) T
To ARRMEIXZ1~64KB TY, f8E L2V A XL, 7T v 7 r— REROAILEERO YA XIZ
WHIIET,

\)

GE) I RTOF v 7 mra—RENET v 7ua—RET_RTCORALT 47 FTP T ¥ 79
N, CiscoT—Z X 2T 4 T4 NFEIING DL —_R—l2 ko TAF ¥ ENFE
T AR BE) o 2Pl WAZLURL AT AVICESNTINS AL RATEET,
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BERAET—R2ELTIOVI SIN-HEEDI—H—IHVARYI VR

CiscoT =2 X2 VT 4 74N ECHEDLP Y —N—L, Ty u—KREREZT v 735
EEIL, Web 7aF Ny R a—P—liX5T27ry s X—=UERMELES, 73TO
Webt A h Ty Ra—H—|Z7m v/ R=URERRINDIDITTIEIH Y A, =& 2L,

—¥> Web 2.0 Web A MEFI 72 Web ~<— D {i> V) |Z JavaScript 25 L CEI 227
VY EFRRL, 7D/7A%V%%TL&P%A#§<%DETO%@iﬁﬁ%ﬁf%\?w
X2 )T 4 EIRRELNWE ) ICa——T@uic 7oy 7 S TWETN, oz
2 Web A F?ﬁl%@%ﬂéﬂ&b\%%%%@iﬁ‘o

7w JO—FERDEHE

4a & SRS

[E¥= VU7 ¢ H—E R (Security Services) |>[7—% £F¥=VUT 1 7 (/L% (Data Security
Filters) JIZBEI L. Cisco T —% ¥ =2V T 4 74 VX EHHMLET,

— B X2 )T RYI—TNL—TH#ERLTHRELET,
CiscoT—H# X2 UT 4 R P—F, 7Ty 7rn— REREZIFMT DB, URL7 4 vZ U7 Web L
Ear—vary, BAOT vy7a—RarroUEREFEHLET, no0tXx=2 7 0 avR—xy
MeffxIZRTE L, Ty 7 u—REREZT 0w 7350 EI»NERELET,
Web 7' 37 v 7 a— REERZ G E & g T 2 B3, EFICREZ N L 9, &HlfEEEIX
CiscoT—Z X2V T 4 RV —DKROT 73 DONTNEETTAHLIICRETETET,

7oLar |ERBA

A= Web 70 ¥ 0%, HEfi A 7S, T ey 7 OB ERAT LT N a— Y —@E—

(Block) CHEFERLET,
Al Web 72X %, T—F X2 0T 4 RV —DEVOEF2VT 4 —EZX XXy
(Allow) BNANRAL, &7 72 arEFATTHRICT 78 ARY o —TxF L CERZ TN L E
j‘o

Cisco7T —# EXa U7 4 RV —TiX, BEODOT—F BX=2UT 4 AF v &34
ATEFETH, HMHDLP T VA RIS —DAF v NINA A LEF A, Web 712
FUNTERIZH L TEITTHRET 7 v a s id, 4 TH5778AR) v— (F721k, B
KET7v 7T LAREMED B DU RSN DLP AR Y o—) ITX>TRED £7°,

TN — Web 7%, Bl&fE, "o Uy a v thoT—4% X250 RY—
(Monitor) /1/“*7@%'“@] REZHRL., NI arE T a5, £RIET IR RY
W% L CEHMli T 2 02 E L £ 7,

CiscoT —Z BXx 2T 4 RY—DHE, Web 7 X007 T 47T FERIZH L TEITTAEKT 7
vauit ITavr ) T ariEigTyd, w24 — BIXO ] 77y a 37T 7 a T
T, WFNROBES., Web 7 X, FI7 0¥ 723 VEANBDLPARY o — RESNTWHEE) B

. FYRT—=D X2 T«



| *y b5 €%a2y74
SEEDP LR 7 LIcks1357 v To— rEROEE [
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721X, BERA 7 a7 T AN H WO DLP AR Y o—) [ZESWTHEATLIEKRT 7Y a vk
mELET,

RDZERY
ESPEREYS
AR DLP S AT AMIBIT DT v 7 u— RESROEH (65 X—)

e 7w u— REROFEDOER (70 X—)

NEBDLP SR TLIZHEITAHT7 vy TA— FERODEE

SN DLP & A7 A TT v 7' m— RERZWEHT 25 L 912 Secure Web Applianced 3¢ E 3 51
i, AFOX A7 2 F AT LET,

ATYF1 [F*v hU—2 (Network) ]>[#Mih DLP H—/3— (External DLP Servers) ] Z 4R L £9, 44 DLP » A
TLAEERLET, AFX Y OEDICT v 7 r— FEREZIE DLP & A7 AZETIZIE, 272<Eb 1o
@ ICAP #E§L DLP ** A7 A% Secure Web Appliance C/EFRT DM ENH Y 77,

ATvT2 NEDLPRYS—JIL—TE#ERLTHRELET, /MBEDLP VAT A& EHRLIEL, FIMBDLP AR Y > —
TN—TEER L TREL, AF v U DIZOIZDLP Y AT AMIKET DT v 7o — RERZREL £,

AT9 T3 7Ty u— RERNPHMEEDLP R Y o —IZ—F L7=54A. Web 7 221X, Internet Content Adaptation Protocol
(ICAP) ZfEH LT, AFX X DdIZT v 7' m— RER%EZ DLP VA7 AMIEFELET, DLP VAT A
I, ERALDa TV EAFY L, Web 7 X7y 7 £ OHEEZ K LET, D
HEIX, 7y 7 B—RFERRBT 7 EBARY U—L iS5 CiscoT —% X2V T 4 KU —OFRT
v a A lTTVET, Web 7 UM ELRICK L CEITT A RET 7 v a i, NS T 78 AR
Vo—lZhoTkED EF,

RDRERY
ESPEDEYS]
cAHEEDLP ARV o — 2 kBT v 7 u— RESROHIH (75 ~2—2)

e HEEDLP v AT LADTE (71 2—)

TFT—R X1 ) T4 BEUNEEDIPRY —FIL—TD A iINv—y
A2
BT TAT v FERIZID NEID B THN, I, TRHOERPBMORY) >— XA T LHRE
LCEiEn, A4 FZLICERDNBTHRY >— Z—F 0N HESHET, Web 723
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B /57 rEReF— 5 X2 0T BEUSBOLP RY S— T L—TEOEE

X, 57— X2V T4 BLOSNEHDLP R o —IZkt LCT v 7o — RERZFME L £,
Web X3, 7947 MEROFRY — T N—T A= FIZH ST, BHES
NTWERY IR EE 7 T4 T > FESRICEHE L £,

DI3ATF 2V RERET—F X1 )TABEIUNRDPRY O—TIL—TEDRE

—

T —

A tFxa

TIAT v FERE—BTERY — TN —TFHHET LD, Web ¥ 03, BED
TREREFATLTCIN—T A R— y TORELBAELET, I —T A=y
DLLFOEZNEFE SN ET,

«ID, &7 AT VERIT, @R T e T AT D0, BRECKRIT S0, A AR
T BARHERNINAD, FITFERECRRL TR TLET,

HAERFF DAY —, FVUTONEEY T 07 7 A VRRGEELE L T H8AX, 20
A=W —NTFT—X X2 VT ¢ FENMDLP R U — =T OEGRF L —T—D
VR KMZEENTEBY, R =T N—TI—FH L TWARERH D F9, KB HFHAL—
P—D VY X MIE, FBEOIN—T i da—F—2fETE, #7077 A VRF A
NT I RAEHFALTCWABEEITITS AN 22— —%2BETXET,

BELA T ar, 7 X X2 VT A BIUNEDLP RY v — J—T DA LR —
Ty NI L THEBOFMA Y v a VERECTEET, o4 Tvay (FaxvR—
M, URL A7 TV72E) X, IDRIZERTHZEHTEET, IDAICIEMA T3 %
BETHHE, T2 X2 VT 0 FIINEDLP R Y > — 7 —7 LUV TR E T
XEHA,

ZDIETIE, Web 7o N7 v 7 u— REREZT—H %2 U T ¢8I O%EE DLP O )57
DRY — TN—T ERETHIFECOWDTHEELEZHAL T,

Web 7 ¥k, N o—FT—TNVDERY) — T N—TZIEFZICHEAIY £9, KRIZ, T v
Tua— RERDODAT —Z AR BPIORY) S — T N—FDA L RN—y FHEAEL el LU E4, —
HLFEEES, Web 7uxid, FORY— A —7ORY O —REXEMALET,

—HLARWEEIE, TOUTORY) v — I —7L T v Fo— REREZHHBLES, 77
n— REREZ 22— —FEZDORY > — I N—TLRETHET, Web 7 uFUiiznrntk
AEFITLET, 2—HF—EZRORY > — I —TIC—H L AWERIL, /e — LR o—
TN—TEMAELET, Wb m®iiE, 7o a—REREZR) V— N —TF 37 a—
NIV IRY = TN—TLBETHEEIC, TORIV— T N—TOR) U —REZ@ALE
7

T4 R)O—BXUHNEDLP R —D1ERL

S A RO URL A7 3V 1 DU EOHM T v 7 7 A 7e 8, BEOKEOHAEDREIC
EOSNWTT—H X2V T A BLOHWEDLP R Y o — I —T%EkC& £4, R — 7
N—T DAL=y T, D b 1 ODORMEERTHILERS D 3, B
WEZBENTWAEE, 7Ty Fo— FERPRRY o— 7 —7L —&HT 5121, T ITOEKME
i LCWRITHIERY T8 A, 2L, Ty a— FEREIFESNEZ# 7 r 7 7 A v
D1DEDHR—ETHLENRDHY T,
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ATv T

ATy T2
ATv7T3

ATy T4

ATy TH

ATvT6
ATy 717

F—g wxa07 4 Ky o—s&vssmoe &y o—ok [

[Web BX = UF ¢ ¥F%—% (Web Security Manager) ]>[Cisco 7 —# % = U7 ¢ (Cisco Data

Security) | (F—4% t¥ 2V T 4 R — T N—T A R_R— v T REFRTIHHE) . £7213 [Web &

Xa2 T 4 ~wF—T % (WebSecurity Manager) > [/ M7 — Z IRiEBHIE (External Data Loss Prevention) ]

(UM DLP AR Y = TN—TF A=y THERTDHEHE) ZBIRLE T,

[RY > —%BM (AddPolicy) 127 VU v 7 L7,

[V —4 (PolicyName) ] 7 « —/L RIZKRY v — FN—TD4Hi% AL, [#B (Description) ]

74—V RIZHBAZ B L E7,

GH) KR — TN—T T, B FETIIAN— AL FEOLE ST, —HEOA4FT LT D LN
b ET,

[[EFEAR Y > —%4F A (Insert Above Policy) 1 7 4 —/V KT, KU v —FT—TLHNTHRI >— FL—T%

BB 550 2 IR L £37,

BHORY > — I N—T2BETHHEAE, K7 —FICHBENRIEFZEELES, ELSBASH

HEINCRY = I N—TDIAFEEEL T EEW,

(7AT T 47 4 a—%— (Identitiesand Users) ] 27+ 2T, ZORY — FA—FZEHT 5

1 UL ORI 7 e 7 7 A0 T N—T % IR L £,

((EE) [FEMEXE (Advanced) &7 v a v ZREAL T, BIMDOA =y FEAEZERLET,

WEFNDDIEIEAS T a D EEH L TCRY = =T DA R—2 oy FREFRT DL, JEA T 3

YDV ET) I L, FRINDN—VTE TV a v aRELET,

EELGA T ay |

“a han IIAT v FERTHERAEINS T2 ha il ko TRY — FI—FD A /83—
Uy TERERTIOINEIDEBIRLET, G570 baLa2@RIRLE9,

[ DD FT T (Allothers) 1%, Z DA 7Y ard blic—E#REINL TN
a7 haLEERLET,

GE) HTTPS 7' ¥ v %A Rx—T T 5 &, HEARY > —DIHNHTTPS
N vaiE@AShET, TR =TT, TU L
NI RIAT 2T AF vy, T—X X2 T 1, S DLP DR
Vo —DEE, HITPS 72 ha bl ko TR — A=y
EEXRTZTEEA,
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B 75 tx205 0 KU —BLUSEBOP Ky o— DR

BEGA T ay

Bl

Za¥xy R—h
(Proxy Ports)

Web 7B F 2 ~DT 7 AT 57 rF - b T, K= L—TF A
Ny TEREFRTDNE I DEBRLET, [FrF v F— T (Proxy Ports) |
74— RIS, 12U EOR— M ESEAN LET, BEOF— M RET 256
X, B TREY £

B R EE SR D= DIZ, 7T U IR E SN A— T, BREE0ERE
IE, s R— P LRI TY, HDHR— b EICERAZHRAICERET D & ) ITHRE
SN TAT ROy FARH Y, BIOR— b EICEREFROICIRET 5 &
INCRESINTHND I FA4 T b Oy MR HGE, 7axy A— M ETKHY
V= IN—TDAUN— T EERTHIERDY 7,

VAATIX, TT T4 TV ABRPRNRIRIEE— RCRE SN TWDIEE, £12
X7 TA T SR T T T7A4 T 2 RACEREVIRICEIRET HGAI2ET, e ¥x
VR=PF TR = TN —T DA NR— y TEEETLHEAWRLET, ¥
TAT VU RNERNRT T I7A4 T L ATHERIOICV XA LI FERD EXTaxy
R—=h TRV = TN —T DA N—2y THEFETDH L, —HBOBRNEL X
NoHENRHY 7,
GE) ZORY = 7N =TT BT ID 2 Z OFERIEREIC L -
TID A AN—=Vy TEERLTWDEA, EIDRV — T —TF L
AL TIHZIOREHBEHRE T EH A,

WA
(Subnets)

Y72y FEFIIMEDOT RLATRY >— T —TFDR U NR—2y FREHRTH
MEIDEERLFET,

BT BB 7 7 7 AV TERTE DT FLRAEBERHT L, F721356
EDT RL AR ZZIZANTEF T,

G¥) RY =N —TIZEEMT SN TWDHN T e 7 7 A VR T KL A
WCESTIN—=T DA N—=2 T EEFR L TWDEAIE, A7 m
T7ANTERINTNDLT RLADY Ty hTHDHT KL A%,
ZORV =T N—TIANTHRERNHY 3, K — I n—7
W27 RLRAZBMT 52812k, 2OV —7 R —iZ—%T%
Ko H 7o a0l A RNERVADET,

URL 7=
(URL Categories)

URL 7Y TCRY L — TN —T DAL NR—2 o T REETANE I DEBIRL

FT, 2V —EREIFTEREADO URL A7 TV 2R L7,

GE) ZORY = T N—FIZEEM T BTN A ID A Z OFEMIEREIC XL -
TID AV NR—=V v TPHERLTCWDEAE, DRI V— T —TF L
AN TIEHIOREHEB AR E T EHA,
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ATvT9

ATv 710

F—g wxa07 4 Ky o—s&vssmoe &y o—ok [

EBELGF T ar |HH

DTV | J54 T NERTHEA SRS — =Yz b (T v T F—FROWeb T T
Yk (UserAgents) |7 HREDIFAT o hTFUr—vay) ZEICRY v— Th—TF A R—
VT EERTONEINERIRLET, BOICERINTNDH2—H— =—
Ve b ERRT S0, EARBAMN L CREICERTEET, AV =y
TOEFRIER L2 — 2=V FDHREEGD DD, BRIz —P—

=V PRI O E D ERRELE T,

GE) ZORY = T N—FIEHEMA T N TWAREBI T a7 7 A VR,
DR EICL > THAMNT BT 7 AN A N—2 y THREHRLTND
BE, FHB T T AN R = T—T LUL TR OREHE
HERETEEEA,

a— W — DT =Y =DV E— FERTIE—INVDEFHT TR = TN—T DAL= T
(User Location) EERTHANEIDEBRINLE T,

ZOFTvaslE, EFaT ETEI T 4B RX—T NDGHEIZOHRERINET,

EHEZHEEFLET,
T=4 X2 VT4 RY = I N—T BT 25613, TORBEREZREL T, Web 7' m I3
7y 7 n— FESRZWBRS 5 LA ER L ET,

MLWT =2 X7 4 R = N—%, BHEHREDA T v a URRESNDET, Zr—nA
N AR = Z—T ORGE & BRI L E T,

S DLP AR U v — J—T BT 55811, TOHEBREERTE LT, Web 7% RN 7 v/ o—
RESR AT D HFiE2 ERLET,

FLWAEDLP AR Y o — ZNA—F1F, DAXARENEESNDIET, ZJu—L KR v— T —7
DT % HERIZMA L E 9,

EHEEEE L THEELET ([XE (Submit) ] & [EEZHE (Commit Changes) 1) -

RDERY

REEIER
e TF— A X2 VT A BIUIHEDLPRY > — T —F DAL=y O (65 2—
D)
I IAT U MNERLET—H X2 )T A BLOANEDLP AR Y — F—TF L DRE (66
D)

« 7w u— REROFEDEH (70 —)
AN DLP R Y L —IC L AT v u— REROFHIE (75 ~—)
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B 7 70— rERonroys

7y JO—FERODBREDERE

KT v7ua—RERT, 7 X X2 T 4 RV =T N—TIZHYYBTHh, %@TJ/—
TN—TDORIBERELZWALET, 7—% EXx 22U T4 R — ZA—TOHIBEREIC

T, TTIATUARERE T ay 7350, £72ET778ARY —| ﬂbf%m%%ﬁﬁ
LR ED 7,

[Web & =2 U T 4 ~%—Y % (Web Security Manager) ]>[Cisco 7 —% &&= U7 1 (Cisco

Data Security) | X—IC, 77— £X% 2V 7 1 KU v — Z A —T7OHIHRELZHEL LT,
UTOREHERAZREL T, 7y 7a— FERTETTL7 7 v a v ERETEET,

R 2y

URL A5 3" (URL Categories) |URL 5= U (70 ~2—73)

Web LEaATF—> 3> Web LE 25— 32 (70 <—)

EP/d arvFrYyoTay s (70 ~—3)

FT—H X2V T4 R = TN —TNT v a— FERIZE DY TR, KU Yv— 7
N—T DOHIEEENGHl S v, BRET 0 v 7 T2507 78 AR —(Zk L TR 2 2008
IESNET,

URL Hh 731

AsyncOS for Web Tik, 7774 7 U ARFFEDERD URL 7 AVIZFESNT KT 7

VarvEWET L HEARETEET, ERFEAOAT IV VA MEEHLT, Z73VHIC
AT UV EER=H—TDHNT By I TENERIRTEET, DAX LAURL BT 2V Z1ERKR
L, BAX LTIV DOWeb WA MIHLTRNT 7 47 &iFA, =4 —, $hid7ay
I oMEBRTHZEHTEET,

Webh LEaAT—2 3

Web LB 27— g VOREIT T 0 — VLB GEEfllk LET, ﬁm@f)/—yw—7ﬁ
Web L BaTd—saly 74N E ) TEhEDAT<AL AT HITIE, [Weblb B aT— 3 ViRE
(Web Reputation Settings) ] 7/V& DV A=a—ZHHLTWeb LE 2T — 3 2ar7o
LEWVMEZ I AZ~ A ALET,

Cisco 7 — 5"2#1)74 T) /*—@Web LEa2T7—2g O LEVEICIE, AF-iTER
DIEDHHETEET, I, TRTCOEDRATNE=H—INET,

arTFroynIJavy
[Cisco 7—# ¥ = U7 1 (Cisco Data Security) ]>[=2> 7 > (Content) ] X— Y D% EH

HBEMHEHL, Web 7 B BIRDT 7 A WHEIZESWCT —XZD7 v 7a—Ke7ny 74
HEIOTHRETEET,
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[Z7A4NLYA4RX (Filesze) Jo FRSINDIWAT v 7 a— KA XEHETEET, 4
ELEEKEU EOY A X7 v 7a—RiZd_XT7 ey 7 & Ed, HTTPHTTPS B &
XA T 4 7T FTIP ERIZK L TRARDZHRK T 7 AN A XEEETEET,

Ty a— RERYA ANRERT v 7 a— KA XL HERAFy o A X ([BEF= )

7 4 H—E A (Security Services) ]>[~/L' U = 7 %K (Anti-Malware) ] ~— @ [DVS =
VU FA TVl b A%y O (DVS Engine Object Scanning Limits) ] 7 4 —/L K C
BIE) OELLEDBEREVWGE, Ty r—RERIITZT vy 7 SNETH, 77 A V4
LAarFry AL TRT =S kR a VT4 n @R ENEYA, TR RS DT
FUITEEINEE A,

[Z74)L 547 (Filetype) 1o ERFESD T 7 AN Z AT EIIIATI LT A S A MIME
BATHTay ) TCEET, EREHL T TANEA T 2T 0y 7 TLH5E1T, 20247
DFRCOT 7 ANFIHEE LA XLV b RE VW T 7 A LA T a7 TXET,
T7ANEA THY AR TT vy 7T 5581E, &R77A4 VA XL LT, [k
X2 U7 ¢ H—E R (Security Services) |>[~/L' ¥V =7 %K (Anti-Malware) ] X— D
[DVS=o P A7 V=7 b ZAF v Ok (DVS Engine Object Scanning Limits) ]~ o —
NROELRUEAIRETCEET, 774/ P TR, ZOEIZ32MB TY,

CiscoT —H X2 DT 4 74 NZE, T77ANEATIZE-TT ey 7 TH58ICT7—
HAT T3 ANDaALT oI EBBELEYA, T—IAT 77ANME, T7 ANV ZAT
FRE T rANLICE-T Tyl TEFET, avT VLo TTuy 7 3T52L1ET
XEHA,

\}

GE)  —HBDO MIME %A 7O I N—TTliE, 1 2DEA T Ty
He, ITN—THNOTXTOMIMEX A 7371y 7 SPLET,
72 & %21, application/x-java-applet 7 1 > 7 925 & |
application/java =< application/javascript 72 £, §°XT® MIME % A
TRT ey 7 SIET,

[Z7A4I% (Filename) o EELTARID 7 7 A NV ET 0y 7 CEET, 7y 7735
T AN ERET DS, VT IV TFINEITEREREZ T A M LTEATE
\i‘g—(}

\}

G¥) 8E Y MASCIHXLFDT 7 A NLDIHEANT]I L TLZEV, Web
TaXNE, SE Y FASCUXTFTDT7 7 A NVADHERELET,

N — ——
HNESDLP SR TLDESE
Secure Web Appliance Tid, 777 A 7 AT D DLP — "L EHRTLHZ LITED, R

N B =D DI DLP r— R EHETEET, Web 7T DLP & AT ATEHT D
BRUIFEAT 20— R RXT v TEERERTE £, Zhit. O DLP VAT A& ESH
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TAHBREITENLEBE T, FMEBDLP v — =L Dbt F 27T RBEIEA IS 7 e 3 /Lods
FEIZDOWTIE, SSL OBEESRL T Z &0,

\}

GE) A DLP H— =N Web 7 XU Lo TERENIZa T UVEEELRWI L 2R L
F7, AsyncOS for Web (X, 7 v ' u— NERZ 7 v v 7 FI2I3FF T DB D A% R — b
LTWET, AMEDLP — N~ ll Ko TERINZa T YOT7 v a—RiEHAR—FL
FH A,

54&B DLP ¥ — /A —DERTE

ATYF1 [y bU—2 (Network) ]>[# i DLP -—/3— (External DLP Servers) ] 23R L £7,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

RE Bl

SES DLP Yr—3— | DL FOWTF a3 iR LET,

p7w| RV «[ICAP] : DLPZ 54 7>/ — "—0 ICAP (51305 B (L S E A
(Protocol for

External DLP * [ = TICAP (SecureICAP) ]:DLP 7 T A 7 v bW —s3— D ICAP #13 I3KF
Servers) T b 2B LT TR ET, BIMOBEELS T Y a U RFRREINET,
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5148 DLP 4 —/\—DERE .

RIE

Bl

A4 DLP H— /3 —
(External DLP
Servers)

PLTFOE#HRZEATI LT, ICAP #EHLDLP v AT AT 7 BALET,

o [—/3—=T KL A (Serveraddress) ] & ["— bk (Port) ]: DLP v AT AIZT 7
T AFTHRA NP T KL AL TCP R— |k,

o [FFHEEEDFIT (Reconnection attempts) | : KEK7 5 £ TIZ Web 71 % 2% DLP
VAT WO AT DR,

« [—EAURL (Service URL) ] : & DLP $— N—(Z[EHAD ICAP 7 = U —
URL, Web 7' %03, Z ZIZAT) STz IS DLP — —ITiKET 5
ICAPZEsRICE® E£4, URLIL, ICAP 7’1 k=)L (icap://) DA 5 MENH
D \iﬂ—o

o [FEAAE (Certificate) ] ((BE) : &M DLP Y — " —Hfi 2 i3 2 72 D142
BT 2AEAFEIL. REER (CA) OFBAMEZFEHNETH ACBAIEHETHNE
WEHA, HESNT—N—00iEAELZRG L, 777947 RIZT v
n—RLET,

GEAET s A NVESRLUCGEIRL, [77 A VDT v 7 r—F (UploadFile) ]
27Uy r LET,

GE) ZOE—T7 7 A NI, R LENTWARWERXTY T4 T
MEHZ MBS -2 G050 NH Y £,

 [BEX 2 TICAPE M AT 5T X TODLPY— —(Z Z DFEHEEMFHT S
(Use this certificate for all DLP servers using Secure ICAP) ]: Z Z CTEHKT S
T RTOIME DLP ——(ZR CatHEFEZEN T 25613, ZoF=v 7
Ry 7 A A AT LET, P—"—T IR LAHEEZ AT LI,
ZOFTvarEFTOEFEICLET,

o [7 A FHAE (StartTest) |: ZOF = v 7Ry 7 A%EF 295 &, Secure Web
Appliance & & F W M5 DLP — [ O A2 7 A FTE £,
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RIE

Bl

R—RART vy
p

B D DLP — "—% EHTH5EE1E, Web 7 F N & %7 DLP —/ 13—
27 v 7 u— REREZ ST DB AT 20— R AT v o FHFERIR L9,
UTFoa— RN NZ oy T RIRTE £,

«[ZL (Zz—ILA—s3—) (None(failover) ], Web 7' &% 1%, 1 -2 DLP

YP—=N—il7 v 7 r— FERZFELET, ~HRRSNTWDIERF T DLP

PN~ B E T, HD DLP P — "= TR TE 2V GE . Web 7
2X U Y A MO TOY—N—~D e RAET,

s [ R (Fewest connections) ], Web 7’103, 4 DLP Hh— —23 i~ T
WDT 7T 4 TIRESROBE B L, QR CHE R b4 72 DLP $—
N=IZT v 7 r— FEREEEFELET,

s[/vyPaR—X (Hashbased) ], Web 7' m i, N v 2 BsAMH LT,
DLP —"—(CEREZSHMLES, Ny a7 ID & URL & AJ)
ELTHEMAL, AL URL OERANFEICHE U DLP —"—2kEE&n b koI
L/i‘@‘o

[T FBEY (Roundrobin) Jo Web 7 ¥ i%, U A hZN7JEFTT R
TODLP —_—[IC T v 7 o— RESRZ %S L £,

=B RERHZ A L
7 7 (Service
Request Timeout)

Web 712 % 3 DLP $—/N—/n b DIRE Z T 2R 2 AT LE T, 2 OREfH
a4 5 L. ICAP ERIZKLM L, D/~ R Y 7 (Failure Handling) | D% E
WL T, Ty Zu—RERI7a v 7 i snE+,

77 &V ME 60 B TY,

S ONGIIEZES e
(Maximum

Simultaneous

Connections)
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UToRIE, 22— —ICR RSN NN H L S S ERBMAN—V 2R L TWET,

T7A4ILEELD
BEIRA ML

WA D E5 A

BHTFR b

ERR_ACCEPTED

A Gl WA =4 =1
LEL7, HUNED

=8 R EE LR — b
(Report Misclassification) ] 4~
VarEFHLERICRREND

WHAS—

MO LR— RREESNEL
72 (The misclassification report
has been sent.) 7 4 — K 3w 7
&, bBomEHs TSN EL

SEVET,
(Feedback Accepted, 72 (Thank you for your
Thank You) feedback.)
ERR ADAPTIVE SECURITY | = — 4 — 4358578 A %+ S HSHEIT | 200 Web % | <URL> [, =1

WY — %

(Policy: General)

XoTT e v ENHAICER
INBHTay s RX—=,

TUYNEX2 T4 URITH
D EHESINTZT2D, kot
X7 4R —IZHESNTT
a7 SE L7z,  (Basedonyour
organization’s security policies, this
web site <URL> has been blocked
because its content has been

determined to be a security risk.)

. FYRT—=D X2 T«
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BEIRA ML
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ERR_ADULT CONTENT

R 2 — DR
(Policy
Acknowledgment)

TV Ra—HF—RT7 XL ~arT
UG EN D=L T Ik
AL EITR RSN EER—
v, 22— —IERY I &
Vw27 LT, mPNCER L2 A
MZtEFeZ R TEET,

BURBICT Z v R & L—T 4
YT ENIma T Y B E T Web
R=VWIITI7EALLI ELT
£7, (Youare trying to visit a web
page whose content are rated as
explicit or adult.) FFZD Y 7 %
IV L, ZOaryrrsyrA
TNRT oA o F—Fy FOfEM
ZEBELTOOMBORY v —%
HTUCHERATHS 2 L &l
WL TLZEY,  (By clicking the
link below, you acknowledge that you
have read and agree with the
organization's policies that govern the
usage of the Internet for this type of
content.) 77 U ¥y JEMWEIZEET
DT —APE=H—Zh, RS
nNoGEMRHY £4, (Dataabout
your browsing behavior may be
monitored and recorded.) Z OFED
Web _—IZ5| & E T 7B AL
EIE. ZOA vy E— U ER
IR SH, a2 RO b E
3,  (You will be periodically asked
to acknowledge this statement for
continued access to this kind of web

page.)
ZDOAT— AV MIFEELTA
YH—Fy MIT 7B AT B
27U w7 LTS
(Click here to accept this

- -

., 22
(A
statement and access the Internet.)

ERR_AVC

RYv— 1 77V Ir—
>a Ol (Policy:
Application Controls)

= —H—73 Application Visibility and
Control T ¥l k-TCrTm vy
SINTHEEICEREINDE Ty

° S
NR—=,

MO T 722 KY —t kS
X AAT R OT TV — =
V%l ~DT T RBANRT Oy &
NE L7, (Based onyour
organization’s access policies, access
to application %1 of type %2 has been

blocked.)

FYRIT—=D X2 UT« .
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T7ANBELDV BEIDEREA BHITFR b

BENZA IV

ERR_BAD_REQUEST |7 k7 o427 v g VRIS | VAT AXZOEREZ M T %
FRIEZ2 %5k (Bad FoTHELDZZT— =, /A, (The system cannot process

this request.) FFAEHED T 7T
Ko TER 72 HTTP EORAERL S
N RH Y £4, (A
non-standard browser may have
generated an invalid HTTP request.)

g7 I UPEMERL TV L5E
T, EREFEAT LTS ES N,

(If you are using a standard browser,

Request)

please retry the request.)

ERR_BLOCK _DEST | 7'm v/ &N TWDEWebH A ~o [ffEkDOT 7 A KY v —2 i

EY o — : 5ak T RLVARIZaZ—Y =BT 78R % | &, 2O Web A b <URL> ~D
(Policy: Destination) RATGARICEREND Ty | T7®vANRT Ry 7 ENE LT,
~N—, (Based on your organization’s
Access Policies, access to this web site
<URL> has been blocked.)

. FYRT—=D X2 T«
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T7A4ILEELD
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BENDER A

BHTHR b

ERR_BROWSER

tX2VT7 1750
" (Security: Browser)

TN 2T EFIANNA T =TI
Lo TRESNTWD LRI
T TV r—arynb T oW
7 > a VEDRDBE S NG AIC
FoRENDL T B Y7 N—,

MOy N =219 5
X274 LOBERTHD EHE
SN, MEOT 7B ARY
ol EEOE, At a—20h
DERNBT 1y 7 SIVE LT,
(Based on your organization’s
Access Policies, requests from your
computer have been blocked because
it has been determined to be a security

threat to the organization’s network.)
<oy T8> &L THkRIS
NI~V T 2T AN, T =T T—
Vxr MLEoTT T UVRNMRE
SNTWDHAEEMEDH D £,
(Your browser may have been

compromised by a malware/spyware
agent identified as “<malware

name>".)

<HMEL><EFA LT RLZA
>ERE L, LTIORTa— K%

FEH LT 7ZEVY,  (Please contact
<contact name> <email address> and
provide the codes shown below.)

IEEOT T U EEHL Tk
D\% ThHFEInEEbns
BlE. UTFORZ &AL T
DI Z L R—RFLTLES
VY, (Ifyou are using a non-standard
browser and believe it has been
misclassified, use the button below to

report this misclassification.)

FYRIT—=D X2 UT« .
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T7A4ILEELD
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BHTHR b

ERR BROWSER CUSTOM

Ry v— 1 T7T0H
(Policy: Browser)

Ty sflea—Y-—r—Tx
Y EB RT W v g VERR
HEINTEXICRREINDT
0y N

ko T 72 A KUY v—Ic S
& TIUFNLOERNBT vy
7 SLE L7z, (Based on your
organization’s Access Policies,
requests from your browser have been

blocked.) ZDOT I UH [<F7 T
Y 2A 7> 13, BENLEF 2
V74 VAT DO S ER
A, (This browser “<browser type>"
is not permitted due to potential
security risks.)

ERR_CERT_INVALID

#2722 FEE (Invalid
Certificate)

Bisk K7- HTTPS $1 M%)
IEEHEEHH L CWAEAICE
RENDBT Ay T R—,

HA b <A N> DR 72 FEH
HERR LD, BEXaT By
variEayTcEETA, (A
secure session cannot be established
because the site <hostname> provided

an invalid certificate.)

. FYRT—=D X2 T«
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T7AINEBBELY B DERBA BHETXR b

BENZA IV

ERR_CONTINUE_ #4557 7 o 5 o3 4 CTHNC|URL #7 2V <URL A7 2 V> {2

UNACKNOWLEDGED |\ 7 55 2 & L URL 717 =) DH A | 53 S5 Web—DIZT 7 £ %

KU —DOHER Fea—P—RNERLZHGEICR|LL)ELTWET, (Youare
(Policy TREN DL 2 —H— T | trying to visit a web page that falls

Acknowledgment) ezl v %27 U w27 LT, gy |under the URL Category <URL

(CELR LIz A Mol Z &3 T
TET

category>.) Fat®d V7 %7 v
7L, ZOarT oY B ATk
THA v F—=Fy FOMEHZEH
LTWDHHDOARY > —%F T L
TRIBHRATHDZ L &2MER LT
<72&\v,  (By clicking the link
below, you acknowledge that you have
read and agree with the organization’s
policies that govern the usage of the

Internet for this type of content.) 7
ZUVTEMECET 2T — 2N
F=H—EN, RLESNDHEN
»HV FEF, (Dataaboutyour
browsing behavior may be monitored
and recorded.) = DFED Web ~X—
VI &R E T 7R A LG
X, SO = U EMNICHE
RER, EREROBILET,
(You will be periodically asked to

acknowledge this statement for
continued access to this kind of web

page.)
ZDOAT— AV MIFEELTA
YHE—=Fy NIT 7B AT DI
Uy LTLIES
(Click here to accept this

- -

. 22
AN
statement and access the Internet.)

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B aa<—cosq7

T77A4NLEELV BERNOEREA BRTER B

BHRIAA ML

ERR_DNS_FAIL FUR SN2 URLICESN 2 KA A 2 | ZDHR A MMy <k A R> DR A
DNS D&% (DNS AREENTVWDHEEICE RSN | MAfRR (DNS/ILy 7T v 7)) I
Failure) HILT— = KR LE L7z,  (The hostname

resolution (DNS lookup) for this
hostname <hostname> has failed.)
VH—=Fy N T RLADZAAYLR
RoOTWNBD, A VX —Xy 8T
RUARBELSI TS, BA
kN <AH A N> B3 —HERICFI A T
E 720 ET72IEDNS — =0
HEICZRARIZ 72 o TV D ATEEMEDS
H Y E9, (The Internet address
may be misspelled or obsolete, the host

<hostname> may be temporarily
unavailable, or the DNS server may be

unresponsive.)

ALl =%y F 7 FL R
DAV EHEB LTSSV,

(Please check the spelling of the
Internet address entered.) A~J/L23
ELWEAIT, B TIoZRkER
ITLTLZ&V,  (Ifitis correct,
try this request later.)

ERR_EXPECTATION_ | b 7 3 g VERINHTTP4A17 | 2 AT ME Z DY A b <URL> 12

FAILED [Expectation Failed) J&& % bV | %92 EREZWUHTE EH A,
T 0 Bl H— L7 & EIZHRREINDHT T — | (The system cannot process the
(Expectation Failed) |~ %% request for this site <URL>.) FFARYE

DT T 7P Ko THE) 72 HTTP
BURMMAERR SN TREMED B v F
9, (A non-standard browser may
have generated an invalid HTTP
request.)

BT I U EEH L T 2o56
. ERZHAITLTIEES N,

(If using a standard browser, please
retry the request.)

. FYRT—=D X2 T«
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T7A4ILEELD
BEIRA ML

BENDER A

BHTHR b

ERR_FILE_SIZE
R)—: T A Y
4 X (Policy: File
Size)

RSN T 7 A ARTRIND
RO 74 L H A KED HRE
BRI REND TR YT R—
o

'y ra— R A AR IRE %
R TWDHTeH, ko7 71
RNY—IZEEDIE, ZOWebV A
NEZIEF 71— R <URL>~D
TIRANTmy T ENE L,
(Based on your organization’s
Access Policies, access to this web site
or download <URL> has been blocked
because the download size exceeds the

allowed limit.)

ERR_FILE TYPE
R —: T7A)E
4 7" (Policy: File
Type)

R LT AN T a7 XN
TWA T 7 ANEA T THIHE
ICFRRENDEZ Ty 7 =,

Tr7ANEAT [<T7 A4V 2 A
7> FFFR SR TV RN,
MEOT 72 A RY —2 ik
&, ZOWeb¥ A MELITFT
1— K <URL> ~D7T 7 & ANT
a7 SE L7z,  (Basedonyour
organization’s Access Policies, access
to this web site or download <URL>
has been blocked because the file type

“<file type>" is not allowed.)

ERR FILTER FAILURE

7 4 NZ DREE (Filter
Failure)

URL 7 A WE ) T P in—
B URL 7 4 V2 U v T %
s TE T, [BEARET—E A
NTBET TN NT I ay
(Default Action for Unreachable
Service) (A7 v arvn[Tuy s
(Block) JIZREE SN TV DA
WCERINDHTZ T — =,

BB — S — 2N BN GE E 72 13t
AT TND D, R—=V
<URL> DELRMES SLE LT,

(The request for page <URL> has
been denied because an internal server
is currently unreachable or

overloaded.)

HCEREERIT LT &L,
(Please retry the request later.)

ERR_FOUND
Fettt (Found)

—HO=T7—HOWNHI XA L
vay =y,

N—U<URL> I <Y A Lo M
URL> {2V #A L7 FSILET,

(The page <URL> is being redirected
to <redirected URL>.)

FYRIT—=D X2 UT« .
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T7ANBELDV BEIDERA BHTHR
BHEA ML
ERR_FTP_ABORTED |FTP over HTTP k7 > 27 > a v | 7 7 A /L <URL>1Zxtd 5 ZR DAk
FTP 1l (FTP PR7ASHTTP 416 [Requested I‘{ange DyLEHATLZ, (The request
Aborted) Not Satisfiable] it~ % b U & — L | for the file <URL> did not succeed.)
T EILERTRENDZT— X— |FTP H—/3— <R A M44> MR
o Pl AT LE L7z, (The FTP
server <hostname> unexpectedly
terminated the connection.)
BCERZHFAITLTIZE N,
(Please retry the request later.)
ERR_FTP_AUTH_ FTP over HTTP k7 %7 > 3 v |FTP $—/3— <R A h44> 121
REQUIRED FRAS FTP 530 [Not Logged In)  |FEAN43E T, (Authentication is
FTP 28 3438 (FTP |Wo& % MU A — L7z & &IZFKR & |required by the F:FP server.
Authorization NHTT— _—, <hostname>.) 7'v 7 MZHE-T
Required) Bhlga—F—ID ERAT L—R

AL TLIEEY,  (Avalid

user ID and passphrase must be
entered when prompted.)

Bz E 0, FTP h— "—NEA4
P O A& HIR S 2 FREMED S 1
¥, (Insome cases, the FTP
server may limit the number of
anonymous connections.) %, [
Ha—F—L L TZDHh——|C
P L CW DA, % THALT
LTL7Z&Wy,  (Ifyou usually
connect to this server as an anonymous
user, please try again later.)

. FYRT—=D X2 T«
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T7A4ILEELD
BEIRA ML
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ERR FTP CONNECTION _
FAILED

FTP #5t D K (FTP
Connection Failed)

FTP over HTTP k7 > 27 v 3
ZR A FTP 425 TCan't open data
connection] J&Z %A NU T—L7- &
XERRINDEIEZT— X—T,

AT LD FTP h—/3— <R A |
4> LiEETEEHA,  (The
system cannot communicate with the
FTP server <hostname>.) FTP H—
Y8 /Nl =5 O el = S EV/N: DI e s
LTS, Fy U —27 DR
BEIZ X0 BEREICR > TS
RN &Y £9,  (The FTP server
may be temporarily or permanently
down, or may be unreachable because

of network problems.)

ATTLT=T R AD AL 2 fifg
LTL7Z&Vy,  (Please check the
spelling of the address entered.) A~
UBELWGEIE, % TIOER
ERITLTLS7ZE N, (Ifitis
correct, try this request later.)

ERR _FTP FORBIDDEN

FTP ®%k1k (FTP
Forbidden)

FTP over HTTP b T > %27 v 3 >
FRS, =W —T 7 & ANFFA]
ENWF TV st LTT
PTG RICER RIS T —

o a3
R—=

FTP H—/"— <R A h4> 1T K -
TT 7 EARERSNE LT,

(Access was denied by the FTP
server <hostname>.) D ID I
DO RF2 A I~DOT 7 EA
HENRH Y FH A, (Youruser ID
does not have permission to access this
document.)

ERR _FTP_NOT FOUND

FTP 23 Hi S 417e
(FTP Not Found)

FTP over HTTP T > %27 v 3 >
BRI, Y= — RICFEE LR
F7 V=7 M LTIt
BlZFREINDHEZT— =,

77 AN<URL> D RO £HA
TL72, (Thefile<URL>could not
be found.) 7 KL AM[#E-> T
B, FFEESNTOHET,

(The address is either incorrect or
obsolete.)

FYRIT—=D X2 UT« .
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B aa<—cosq7

774N EBEXD BENDEREA BHTXR K
BRAA ML
ERR FTP_SERVER ERR |FTP % #HR— k L TWaWvh— |2 ZF LM FTP — 33— <k & |k

FIP #— e =5 — |77 7 B AZRAL TS FIP | 4> LlfE TE A,  (The

(FTP Server Error) over HTTP kT ¥ 7 3 3 2% |system cannot communicate with the
LCHERENDTT— 22—, 5@ |FTP server <hostname>.) FTP H—
B H— R—|T HTTP 501 Not |/S— B —RHAEITEANIZE Y
Implemented] IO AZ IR L £7, YLTWAHN, ZOV—E A&
LTV WA D Y £

(The FTP server may be temporarily
or permanently down, or may not
provide this service.)

BT RLATHD Z & s
LTL7Z&EVY,  (Please confirm that
this is a valid address.) ALV IE

LWGEIE, % T2 oEREZFT
LTCTL7Z&,  (Ifitis correct, try
this request later.)

ERR_FTP_SERVICE | ffif§ C&ZA2WWFTP ¥ — =27 7 | > AT L8 FTP H— 38— <R & b

UNAVAIL E A& TS FTP over HTTP 4> LiBIETE ¥, (The
FTP #— & & f#i A< o] Ko7 g 2% L TFas X | system cannot communicate with the
(FTP Service NAHTT— ~~—3, FTP server <hostname>.) FTP H—

N=RET—REBTH L), fHA
IZH T LTnDo, 213D
DY — B R 2t L T 7V ATRE
P23 Y £3,  (The FTP server
may be busy, may be permanently
down, or may not provide this

service.)

BT RVATHD Z & ZHERR
LTL7Z&EVY,  (Please confirm that
this is a valid address.) AL IE

LWGEIE, % TZoEREFIT
LTCL7Z&w,  (Ifitis correct, try
this request later.)

Unavailable)

. FYRT—=D X2 T«
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BEIRA ML
ERR GATEWAY TIMBOUT | 53k S 72— _R—R3 Z A AU — | AT ARIE I — 38— <7k & K

T—=RT=zA DX A L
77 (Gateway
Timeout)

WIS Lo - b X ICH RS
LT — R,

4> LiEETEEHA,  (The
system cannot communicate with the
external server <hostname>.) - >
H—Ry M= N=R TR
M AEARNZE T LT D0,
Foldry hT—7 OREIZEY
BEABRIT 2 > TV D ATREMEDY &
W %7, (The Internet server may
be busy, may be permanently down,
or may be unreachable because of

network problems.)

ANLIeA B =Sy F T RLA
DAV ERER L TLIZS VY,
(Please check the spelling of the
Internet address entered.) A-~/L73
ELWERIE, BTIOEKRER
TLTL a0,
try this request later.)

(If it is correct,

ERR_IDS_ACCESS_
FORBIDDEN

IDS 7 7 & 2 D&k
(IDS Access
Forbidden)

BREFEHD CiscoT—H X2V
TAR) =l LoTTr YV &
nNTWa77AVE, 22— —n
Tyv7u—RLLS L LEHAI
BRINDHT T — N—,

FRE DT — FEAER Y o —IT KD
. Ty e —RERNRT vy
ShE L7, (Basedon your
organization’s data transfer policies,
your upload request has been

blocked.) 7 7 A /LDFEH (File
details) :

<7 7 A )LDOFERI>

FYRIT—=D X2 UT« .
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BHTHR b

ERR INTERNAL ERROR

W= < — (Internal
Error)

W 7 — 2 JEE L 725 B ICFRoR
SNDHTT— R—=,

A=V <URL> (263 % 25K A JL B
HIZNER S AT b =T —RFEA L
% L7z, (Internal system error when
processing the request for the page
<URL>.)

ZOEREZHFRITL T IZE,
(Please retry this request.)

ZOWREEN e EIR, <fHYE
><EE A A=V T R A>T
L. UFIORTa—FERH LT
< 72&Vvy, (If this condition
persists, please contact <contact name>
<email address> and provide the code

shown below.)

ERR_MALWARE_
SPECIFIC

XU T 4w
77 O

(Security: Malware
Detected)

T ANDOX T a— Riglz<v
7T BB SN AR S
nNdx7aw g R—=,

Z D Web ¥ b <URL>[E, =2
Ea— & E3koR Y U —
kT 5 X2 VT 1 LB
EHE SN2, MikoT 7 &
AZARY =SSN TT Ry 7 S
NE L7, (Based on your
organization’s Access Policies, this
web site <URL> has been blocked
because it has been determined to be
a security threat to your computer or
the organization’s network.)

HFrIT) <N T =T BT >
DNV T 2T <)V =T 44> N
OV A FTHRIHSNE LT,

(Malware <malware name> in the
category <malware category> has been

found on this site.)

. FYRT—=D X2 T«
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ERR_MALWARE_
SPECIFIC_OUTGOING

XU T 4w
v =7 O

(Security: Malware
Detected)

Ty ANDT v T a— RERI~< L
7T NSNS AICE RS
nNa>7nvwy =,

ZREMAmROTR Yy NV —27 EF =
VT 4l THER~LVY =T
MWZDT7 7 A NBRRH ST
O, MEEORY v—zESNT T
D77 A/LDURL (URL>) ~D
Ty u—RRTuy 7 ILEL
72, (Based on your organization’s
policy, the upload of the file to URL
(<URL>) has been blocked because
the file was detected to contain

malware that will be harmful to the

receiving end's network security.)

<)V =74 (Malware Name) :<
~ )L = T >

<N x=T 7 3Y (Malware
Category) :<~/V U =T DAT A
>

ERR NATIVE FTP DENIED

AT 4 TFTP hT ¥ 7 gy
N7y InNEXIT, A
T ATFIP Y FA4 7 hTERS
nNdx7uav s Ayt—,

530 m /A UBMESRERE L
(530 Login denied)

ERR_NO MORE_
FORWARDS

Ll EEREZ2 L (No
More Forwards)

Web 7 ¥ b xy hU—2 ED
o7\ ¥ o P— N — [ ZHRE
WN—TWRHD T ITAT
AR LSRRI SN
F— =, Web7' B F I —
TEYM L, 774 T MDD
Ave—VEFRLET,

A=Y <URL> 154 2 BRI
LZ L7, (Therequestforthe page
<URL> failed.)

P—— T RL R <KRA > D
W TH L, EITZIOY—
W=7 7B AT DHIIEAR— M E
FERET OMLENRDHY £,

(The server address <hostname> may
be invalid, or you may need to specify
a port number to access this server.)

ERR _POLICY

WY — %

(Policy: General)

BFURMDAI B ORY O —REIC
FoTTmy 7 SNIZHAITER
SNHTry 7 R=,

ko7 7B RA R —2HD
&, 2D Web ¥4 k <URL> ~D
TIRANRT Ry 7 SILE LT,

(Based on your organization’s
Access Policies, access to this web site
<URL> has been blocked.)

FYRIT—=D X2 UT« .
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ERR_PROTOCOL

RU—: 7abhan
(Policy: Protocol)

ERLTWA 7 bl
THERN T 1 v 7 INTEAILE
REINDHT Oy R—=,

TR m A <7 e b
VA AT BFFA STV
W, MO T 7 AR —
ICHEDSE, ZoEREFITry 7 S
NE L7, (Based onyour
organization’s Access Policies, this
request has been blocked because the
data transfer protocol “<protocol

type>" is not allowed.)

ERR_PROXY AUTH_
REQUIRED

7k R AL
(Proxy Authorization
Required)

BATT DT DICREREY LT vy
WEANNT HHEND HEEICE
RESNDEFNAR—, ZIUTIHIR
72 b W7 va BRI
SNFET,

ZDOVAT LEfH LTS 2 —
X MZT 7B AT HI21E. B
MBMETT,  (Authentication is
required to access the Internet using
this system.) 7’1 > 7 NMIfE- T
Hhlpa—HP—ID L AT L—X
EANDLTLIEEY,  (Avalid
user ID and passphrase must be
entered when prompted.)

ERR PROXY PREVENT
MULTIPLE LOGIN
Blo<=vohbm A
EH (Already
Logged In From Another
Machine)

BlO< v DOWeb 7 1% CTI T
ICFRRE SN TV D 2 —HF—4 LA
Ca—#—4%HH L TWeb~D
T 7 ARRAB D NITG AR
INbHTay s =y, THUL,
[—H—F v a R (User
Session Restrictions) | 7 = —/3/L
REA T > a Y In A F—T VDY
BRI ET,

ZOa—YF—IDIZIFBHIOIP T F
VANODT 7T 47 8yay
PAFAET D72, MfEDORY v —
WZHEDSE, AV F—Fy b~DT
7B ABRBELR SVE LT,
(Based on your organization’s
policies, the request to access the
Internet was denied because this user
ID has an active session from another

IP address.)

BOaL—F—L1LTrrA 95
YLElE, TORZ %20 v oL
T, Mloa—H—4 L2711 —
Ra AL TL7EE,  (Ifyou
want to login as a different user, click
on the button below and enter a
different a user name and

passphrase.)

. FYRT—=D X2 T«
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ERR PROXY_REDIRECT | J 22 L7 25 o =2, ZogERIZ, VAL LY PERE
UE AL b 9, (This request is being
(Redirect) redirected.) = O~_X— I HEIAIIZ
VEA VL7 hERRWEAIR, 2

ZHR7 Uy LTHITLTLSES
VY, (If this page does not
automatically redirect, click here to

proceed.)

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B aa<—cosq7

T7ANEBBELY B DERBA BHETXR b
BENZA IV
ERR_PROXY_ T Fa— P —fEgE— A B =Ry MTT 72 AT DHH
UNACKNOWLEDGED SIC ST, T Rt I, U\Wi0)x?~ AV N ERER
Y =D e (83 ) o | LSS (Please

(Policy LTS acknowledge the following statements

Acknowledgment) before accessing the Internet.)

fali = 7 2 A i LGl
DORY v—%EHT D7D,
Web b7 W7 va VIXHEIMIC
Fo S ESET,

(Your web transactions will be
automatically monitored and processed
to detect dangerous content and to

enforce organization’s policies.) T
ROV 7%y 7408 F
=Z—=U7IZFAEL, B L
PA MIBT 7 — 2 MRS h
DA REMEIC DWW TIRRB L7z b D &
R7pSET,  (Byclicking the
link below, you acknowledge this
monitoring and accept that data about

the sites you visit may be recorded.)
F=H— ) T VAT ADOTFAEID
DONT, EHIITKRZ RO B
F£7,  (You will be periodically
asked to acknowledge the presence of
the monitoring system.) L—H—|Z
I, A& —%xy h T 7 EXICH
T OO AR Y > —I12h0 5 BN
»HY F9, (Youareresponsible for
following organization’s polices on
Internet access.)

ZDOATF— AV MIFEELTA
YHE—=F v MIT 7 R®ATBHIC
F, 2 Z2&27 Uy 7 LTKES
VY, (Click here to accept this
statement and access the Internet.)

. FYRT—=D X2 T«
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sur—sns17 |

T7ANLEELV BENDER A BHATHER

BHIZA BV

ERR_PROXY_ Secure Web Appliance Web 7' 2 % |EXx =2 U7 4 734 ZADib) 72 7
UNLICENSED SOBENRTA LA FT—RRN | A B AR, A —
Faxs DI kL A | GECERRINDLG Ty 7 X— | Xy MIT 7 EATEERA,

72 L (Proxy Not ¥, (Internet access is not available
Licensed) without proper licensing of the security

device.)

<HYFL><FEF AT LA
> L, L NIRRT =2 — %

FHLTLZEV,  (Please contact
<contact name> <email address> and
provide the codes shown below.)

G¥) X UT 0 T
AZADEHA L HZ—T =
A RT 72 AT HIT
I, R— MIREESN
TWHIPT RL A%
ADLET,

ERR_RANGE NOT _
SATISFIABLE

#PHAIANEY) (Range
Not Satisfiable)

Web V— =3B R I u7= 31 b
FFIZHIL TERWIEAIZE RS
NHLI— =y,

VAT LT ZOEREZ N TE F
A, (The system cannot process
this request.) FFIEED T Z 7 HFIZ
X o THESh 2 HTTP ER B &
NnrEEErHY 3, (A
non-standard browser may have
generated an invalid HTTP request.)

BUEZ 7 O FEEH LT D56
I ERABRIT LTS ZE N,

(If you are using a standard browser,
please retry the request.)

ERR_REDIRECT

WNED XA LT gy ~N—,

NR—U<URL>I<U A L7 R

PERMANENT URL> (U # A L7 hENET,

KEEHgY XA L7k (The page <URL> is being redirected
(Redirect Permanent) to <redirected URL>.)

ERR REDIRECT REPEAT_| N Y 2 A L7 2a v =2, |BLREDIRL T E S0,

REQUEST (Please repeat your request.)

UEA VL7 b

FYRIT—=D X2 UT« .
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FybT—4 £xaUT4 |

T7A4ILEELD
BEIRA ML

BENDER A

BHTHR b

ERR_SAAS AUTHEN
TICATION

RU— T EAE
75 (Policy: Access
Denied)

BATT DT DICREIEZ LT vy
WEANNT HHEND HGEICE
IRINDEENASN—T, ZHUET 7
Vor—gor~D7 7t A2#EH
ENhET,

Mk OARY > —2 S, <URL>
~DT I RABRIZ, wrA
VT U VD NN —
IV EFA VT havE LT,
(Based on your organization’s policy,
the request to access <URL> was
redirected to a page where you must
enter the login credentials.) F&RE(Z
AREh L, @bl 7 MR A - & T
WHSEIE, T = s
DT 7w APFFAESNET,  (You
will be allowed to access the
application if authentication succeeds

and you have the proper privileges.)

ERR SAAS AUTHORI
ZATION

KU — T EAE
75 (Policy: Access
Denied)

Z—F—RT 7 RAERDINT
TN — g T 7B A BRI
TP EICFREND Ty 7 ~N—
¥

AR E NIz —F =TIz
O, MEORY) —lcHEKSx, T
TV r—va U <URL>~DT 7k
ANTmy 7 SuE LT,  (Based
on your organization’s policy, the
access to the application <URL> is
blocked because you are not an
authorized user.) Jl|D—H—& L
T A T 55813, 2077
Vor—var~D7 7B ALGERA
INTWpa—HF—na—HF—4
ENAT L= AN LTLTEE
VY, (If you want to login as a
different user, enter a different
username and passphrase for a user
that is authorized to access this

application.)

ERR SAML PROCESSING

AU —: 7T EAE
75 (Policy: Access
Denied)

TV = a TR ATS
72Dy 7 YA A URL
DALFRZ N7 1 2 3R L 7=
BRI RIND T — =,

TN YA A ERO A
7=t snizied, <a—
P> ~DT 7B AERNET
LEHATL], (Therequestto
access <user name> did not go through
because errors were found during the

process of the single sign on request.)
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sur—sns17 |

T7ANBELDV BEIDERA BATHFR K

BHIZA ML

ERR_SERVER NAME_ | H&#fJiZ URL Z# BB L. ZOTH | —"—4 <K A > ITEEE

EXPANSION LEZURLICE—F—% U A Lo | RSN, <) ¥A L7 b

P N DIEAE NNV XA L7 v ar X—|UR>ICU XA LY hERET,
(Server Name ¥, (The server name <hostname>

Expansion) appears to be an abbreviation, and is

being redirected to <redirected
URL>.)

ERR_URI_TOO_LONG

URI 3 &4 &% (URI
Too Long)

URLDZETEAHAICEREND
=B A S

FORESNTZURLBETEDL 728,
WP CEFHATLE, (The
requested URL was too long and could
not be processed.) Z AU F v b

U — 7 ~DBEZ R LTV D AEE
PE23& D 37, (Thismay represent
an attack on your network.)

<HYFL><FEF AT LA
> gL, L FICRdT =2 — %

FEH LT 72 &V, (Please contact
<contact name> <email address> and
provide the codes shown below.)

ERR_WBRS

F2UT 0w
T T DY RT

(Security: Malware
Risk)

Web L E 27— 3 ZAaT7 MK
W=, Web LB 2T — 3
TANZIIZES>TYHA M3 T ey
7 INTHEICERINDS T a Y
7 R=,

Z® Web ¥ k <URL> X, Web
LE=2T7— a7 4 FIldo
T, B ta—F KD
Xy NI —=271ZxtTHEX=2 Y
T4 LOBETHD LHESNT
7=, MkOT A RY —I
EoNTT7ry s EnE Lk,
(Based on your organization’s access
policies, this web site <URL> has been
blocked because it has been
determined by Web Reputation Filters
to be a security threat to your computer

or the organization’s network.) =
Web %1 ME, ~/V T =T /Ao
U7 EEEAMI b TWETS,

(This web site has been associated
with malware/spyware.)

BB DX A 7 (Threat Type) : %o
B OFLH (Threat Reason) : %0

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B ek rcoRERS T4 Vo DB

774N EBEXD BENDEREA BHTXR K
BRAA ML
ERR_WEBCAT Ty 7 ENZURL AT IVD |[Web BT I<hFa) 247

HY L — : URL 7 4 v | Web 1 B lll—ﬂi~7ﬁ§77fz7< > TS TV ARNED . M
&Uyy(RMMUmJ%ﬁ#k%ﬁﬂ%ﬁéhé?my WOT I AR =t IE
VARSI Z D Web %A b <URL> ~D7T 7
tRFTey 7 ENE LT,
(Based on your organization’s

Access Policies, access to this web site
<URL> has been blocked because the
web category “<category type>" is not

Filtering)

allowed.)

ERR_ WWW_AUTH_ | BORE N7 — " —=25ef T3 57 | ZR L72 Web ¥4 h <AR A h4>

REQUIRED DICRHALY LTV VY VD AN G (12T 77 A 5 IR LET

WWW 2R 73 38 VB LT HEIFR S5 | $,  (Authentication is required to
(WWW Authorization | "> access the requested web site

Required) <hostname>.) 7’1 7 MIfE->T

Hhlpa—HP—ID L AT L—X
ZASILTLEEY,  (Avalid
user ID and passphrase must be
entered when prompted.)

FIEER—FTOFEFST T4 v D

ZOETHHTLIRNEIT. ROLEY TT,
c RNERNT 7 4 v 7 OBEOBE (116 <—)
L4 hTT7 4y 7 BE=X—ORE (117 5—2)
cBEFIOY A RO U AR (117 =)
L4 N T T 4w FE=H =D T = LEE (118 2—)
L4 "N T T 4T T =T TN 2T =D T v T T — 1 (118 X—)
c RENT 7 4 v 7 HRIHAY —DfEk (119 <—)

A NTT 4T R A —DT I T 4 ET 4 DFo (121 =)

AEFZ T4 9T DEREDEE

Secure Web AppliancelZ, T XTDOxRy NV —27 R— R NBRIZDTE>TARER NI T 4 v 7 %
BIHL, vV =T NR—F8OENANALE D LT HDOFMIETOMAELVA Y4 RT T 4
JEHR=ZBEMATOWET, WY 747 b~ A T = TG L, BEELSNOR— R &7 m

. FYRT—=D X2 T«



| #ybro—=9€Fa20U54

urs7svs x=a—nEz ||

k=2, % 4 L C Phone Home Z i A 7354, L4 b7 7 ¢ v 7 & =4 —|% Phone Home 7 7 T «
BT 4 BPEERY NI = D BANBICRESNL2OZMIELES, 774V Tl L4 BT
TA 0T EZE—BARX—TNVIIRY, TRXTOR—RNTCR T T4 v 7 2E=F—T5H L5
RESNET, ZhITiE, DNSRZOMO— ARG ENET,

LANT 7 47 BoH—E, MEONET =X _X—2 %R L, #RFELET, ZOTF—HF—
I IPT FLABLIR AL VA DOREICE > TEGRIICET SNET,

BTV E=ZF2—DEKTE

ATvT1
ATvT2

ATvT3

ATy T4

T7AT U= VONHNZL4 N T T4 v T F=X—%RELET,

L4 "TT7 47 F=H—B, TaXT R— b D®BRA, DOITAT L NPT RLVAORYy NTI—27 T K
L AZHE (NAT) ZFATT DIEROT A AOHNT,  [FHEMIIZ) BRSNS 2 L &R LET,

7u— ViR EH A A RET D

L4 hT7 74y F=F—D7a—FE (118X—) 2B LTI,
L4 hT77 4y FE=H—DR) —%EKT D

AERT 7 4 v 7BRERY —DfEK (119 ~—=2) Z2ZBLTIZE,

XY A FD YRk

7 ERKLR E5ER
(Address)

BEIDEFR 7 I | [7F71 ) 4 b (Allow List) ] 7057 ¢ ISl ENTOS P 7 LA /13
LR (Known |52 k4, ZHeo7 LA, T#AYAR] 7RLAELTRS 7 74
allowed) MIFTRENET,

RECHE SN =T HA N THLIPEEHOFFA T R A ThH LR AP T R L
(Unlisted) A, ZHBIE, [FFATY A R (AllowList) [0 [EMT B A=Y k<™ x
77 RL A (Additional Suspected Malware Addresses) | 7' 7/ 7 ¢ |ZRtik &
NTEBLT, 4 N T 74y F=H— T —FX—RACHFEN TV EYE
o TNHDT RLATu T 77 A VIR RINER A,

THELG7ZRL | bl TZ7v—U 2] T RLRELTRY 7T A MICHE RSN, UTF
x DT RUANZY LET,

(Ambiguous) B

VA MCRBSNTWARNER M EBEMDO~ LT =7 DR X M4 O
FICBEET N TS IPT KL A,
¢ VA MIREHINTWRWAR M E BINTHH AT h~L T =T
7 R LA (Additional Suspected Malware Addresses) ] 7' 2 /37 1 ITE F
NDABA M OWITIZEEMAS T 5N TWD IPT FL A,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B ursovrz=s—0rn—nrags

7 EKLR EEA
(Address)

BEOZILI |\ Znbid [Try 7 AR TRLRLLTRZ 77 A UZERSH, BLF
7 (Known DT FLARNFEHELET,
malware)

LA T T4y BERS =T = I N—ZATHHO~Y LT =T A b LH
ESAL, [FFAIY A & (Allow List) JIZER# S AL TW2WIP 7 KL A E
T2IEAR A N,

s[BMT 2P AT h<)L =TT KL A (Additional Suspected Malware
Addresses) | 7 0/ 3T TR AL, [FFATY A & (AllowList) ] VU A b
IZREE S TR R TIEARWIP T R,

BEST4vo E=Z2—D5O—/NILETE

ATY 1 [BEXx=2 VT 4P —E R (Security Services) |>[L4 ~T 7 4 v 7 =4 — (L4 Traffic Monitor) ] Z 3R L =
D

AT9 T2 [V u— VR EEWE (Edit Global Settings) 1 %7 U v 27 L%,
ARTYTI U NTT 4w ) B=H—AR—TNCTEINEIDERIRLET,
ATYTE LA T T 4T TS = =TT HHET, T=X—HBDOR— 2@ L7,

[TRTOKR—F (Allports) ], RIERT 7T 4 BT 412% LT TCP AR"— k 65535 & N CE=HF—
LET,

[FEXY R—FEBRCTRTHOR—F (All portsexcept proxy ports) o RIEZRT 77 4 7 4 (2%t
LT, UFOR=FE2RSTRXTOTCP R— Fa2E=F—LET,

s [BX =2 U7 1 h—E A (Security Services) ]>[Web 7' &% (Web Proxy) ] /\"—«‘/“o) [T
& FET D HTTP K— kb (HTTP Ports to Proxy) ] 7' B /35 ¢ TRE Li=AR— b GEEIEA— b
80) .

c[EF¥=VUT 1 % —E R (Security Services) ]>[HTTPS 7' =% (HTTPS Proxy) | ~— D [7' 1

¥ ‘/%;’ﬁx E9 5% HTTPS 78— k  (Transparent HTTPS Ports to Proxy) |7 1 /37 ¢ Ci%/E L= —
b GEFEIER— b 443)

ATy TS BEFEEZEEFLCHELET (XF (Submit) | & [EEA2ME (Commit Changes) ]) .

BrST49D FEZR—TFOFILI9TTIL—ILOTY TT—Fk

AT T [BEX=2 VT 4% —E A (Security Services) ]>[L4 N7 7 1 v 7 =4 — (L4 Traffic Monitor) ] %% L F
—§_ﬂo

. FYRT—=D X2 T«
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FE 571 v oKy o—ofs ]

ATv T2 [T <HEH (UpdateNow) 27 U v LET,

AIEFS T4y TBREAR) O—DER

L4 RNT 74w B —NEDT 7 va it RETDLL NI 747 F=F—DFRY) —
WIZE - TERY 5,

ATy T [WebtF =T ¢~F—% (Web Security Manager) |>[L4 b T 7 ¢ v 7 =% — (L4 Traffic Monitor) ]
IR ET,

RTw T2 [BEOHE (EditSettings) 1227 Vv 7 LET,

RTYT3 L4 T 7 4 v 7 E=H—DRY —0Offfk (Edit L4 Traffic Monitor Policies) ] X—C, L4 77 1 v
EFE=H DRI —EHELET,
a) [V A (AllowList) | Z2E&LET,
b) [#FATU A (Allow List) ] IZBERIODZ 272 A FEBMLET,

G¥) Secure Web Appliance® [P 7 R L AR A M AFFA ST A MIEORNTLS7ZEN,
SHRWVWE L4 N T Ty F=ZIE EARNI 74 v bT7ry 7 LEEA,

) ABHINLDIIT7 FRLRIZKHLTCETTEHT /v arB2RELET,

FToLav Bl

] (Allow) BERIOF A ENTZT FLAB LU X MIREHOT RLADREEEFE N T 7 4 v
I EEICHFLET,

ETE-4— DUTFOLIRROTT, "I 74 v 27 aE=H—LET,

[P AXT b= T=T T RLARIZKT 5T 7 2 a s (Action for Suspected
Malware Addresses) | 47 a >3 [E=4— (Monitor) JIZEREIN T3
e, BEROFTF EN=T RLAUANADTRTOERENT 74 v 7 B HIZ
;E‘:&b—]\/iﬁ—o

[V AR =TT T RLAIZKT DT 73 a > (Action for Suspected
Malware Addresses] 47> a 23 [7 0 v 7 (Block) JIZERE 4L TCW 5
KRR T RVADERE N T 74 v 7 e E=H—LET,

vy [PAXRT v~V =TT RURIZKT DT 7 =2 (Action for Suspected Malware
(Block) Addresses] 7' a vid [ v v 7 (Block) JIZREINTWAIEE. B~ /L
U7 T RVADERE NI 74 v %70y LET,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B =osw=

G¥) CARFIRN T 2T NT T 4wl BT a7 T 5 I EEERLEEAIE. RHERT N
AEEIIT Ay 7T HENEIMHBBINTEET, 7740 N T, APERT FLAITE
=X —EnFET,

TRy I EEITTALICIA NI T 4 v B A —ERETDHHEARITE. L4 N T T 4y
J == Web 7 aX v ERUARY NT—7 RICRETHIVLERHY T, T XTDY
TAT U IR T =5 N7 74 v VHICRESNIN— N CTVEATE L LaMRT D
(ZiE. [*y hU—2 (Network) ]>[/L— k (Routes) | ~<— &MHLET,

-VM Ot > 7w 7T, BT — ROERPWHR LR ZTPI A v ¥ —T oA A &
TIA VU H—T A A&@BT LM, TNOLOERMERINES, TOH, —HOIP
W, 7a vl LB THLT 7oA T o A @i 2 afeetEnd v £97,

d) [ENTEHHAT h<vo =77 KL A (Additional Suspected Malware Addresses) |7 B2 /37 ¢ % EF
LET,

GE) (BT 5P AT <~/ 7 =T 7 KL A (Additional Suspected Malware Addresses) ] D U A

%’W%ETFVX%LM¢5k EX7258% URLS LA b T 7 4 v 7 F=F —DLR—

MZwvT =27 E LTRRENET, ZOX DD Z[EHES 57201, [WebtF=U T o

<% —3% (Web Security Manager) [>[L4 T 7 4 v 7 FE=4%—7R Y 2 — (L4 Traffic Monitor

Policies) ] X—Y D LEMT BV AT h</L 7 =77 KL A (Additional Suspected Malware
Addresses) 1 7 4 —/V RIZNERIP 7 RL A& AN L7RNTL 2 &0,

ATy T8 BEEFELCHELET ([F (Submit) ] & [EH ZHE (Commit Changes) ]) .

RDERY

BEIE R
*RNERT T 4 v 7 OBRHOBE (116 ~—)
« G (120 X—2)

BREHR

FFrrU 2 b (AllowList) | E72IXEMT 5 AT v~ D =77 R A (Additional Suspected
Malware Addresses) | 702 /37 4127 RUAZBINT5561%, EAERIIV L ~Z2HHLT
BHEOTZ M) ERGIY ET, LTFTOWTRNOERTT FLAZ AN TEET,

«IPVv4IP 7 KL R, #i] : IPv4 JEZZ : 10.1.1.0, IPv6 JEX 1 2002:4559:1FE2::4559:1FE2
+CIDR7 FL X, 4 :10.1.1.0:24,

s FAAL 2%, ] : example.com

« RR £, #l : crm.example.com
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WrS71vs E=5—07s71E710%T [

WBEZT49D TE=Z3—DT7I9TAETA4DRT

SV =TT ITATAX, P~V —itEROEEBRGOLVR— N8OS 2777 4
TRFEREAERT DO, oA T a2 R—FLTWET,

EZA—YLTTHOT4ET 2 YT —HHERORT

[LA— b (Reporting) ]>[L4 T 7 v 7 FE=4— (L4 Traffic Monitor) ] ~—IITi%, E=
Z=V T TIT 4T 4 O~ ) =N FRINET, LTFTORRE LVAR—F V—
NEBHLT L4 N T 7497 BF=F—DT 7T 4 T 1 ORRERTTEET,

RITMR SHE
747 bR [LAR— K (Reporting) 1>[7 747~ 7277487 1 (Client
Activity) ]

~ IV =T OREHE R [LAR— b (Reporting) ]>[L4 T 7 4 v 7 E=4— (L4 Traffic
H— b OBEEHE Monitor) ]

L4 bT77 4 v 7 F=H— |[VAT LEE (System Administration) |>[R 77 A7 U7 g
D=/ S Y > (Log Subscriptions) ]

« trafmon_errlogs
* trafmonlogs

)

GE) Web 7mEF U7X L LTHRESN, L4 T 7 47 FE=X—RNT_XTOFR— %
FoH—FTHEICHESNTWDIHEIE, 7aXxO7—% R—FDIP 7 KL ARG S
L, [LAR— b (Reporting) 1>[7 74T > 87277 4T 1 (Client Activity) | ~—2 D2 Z
AT T 7T 4T 4 LIR—NMIZIAT L FIPT RLALE LTHERENET, Web 71
FUNRFEBTRF L LTHRESNNTWDIEEIET, 7747 FOIP T RLUANIEL S Giék
SN, FERINDEICIPAS—T 4 T A F—T I LET,

BrSTovD E=Z2—0AYT T74ILOIT R

L4 N7 4w =X — 0l T AT ET=XF—V T T4 T s DA LE
7,

FYRIT—=D X2 UT« .
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



