THOEX a2 cO—)L

ZOETHHTIARIT. RO LBV T,

e R —DEAICHT AT Ra—F—4¥E (1 3—)

« RNV T —OmHIZRT 5 URL @435 (16 X—)

«HTTPS N7 7 ¢ v 7 Z#HlflIT 2EH R Y o —DEk (75 X—)
o A U H—y NEREHIEHT HHRY >—DER (93 ~—)
*SaaS 7 /A 3 br—/L (130 X—)

CHIENT T 4 v TOMGEDORGED AX ¥ (137 =—)

R O—OBERICHT ST FA—H—D7H%E
ZOETHHATOHNAEIL, ROLBY TT,
e 2—YP—BIWIITAT N YT =T OB E (1 X—)
=W —BIOITAT N YT RN TORE: RANT T 7T 4 A 23—)
AT a7 7 ANDEME (3 —)

2—P—BLOITAT U R VT b =T O (3 R—)

BT 7 7 ANV EFREE (13 X—)

BT ANDNT TN a—T 4T (15 5—2)

ciEBl T e 7 s A LTOY eSS — NEIALATDRNT TN a—T 407 (16 2—2)

A—YHY—BELUVI9SATUoNYIYIT NI T7DONEE : BE

T 7 A Mk a— Bl a—H—x2—T 2 s (UTAT RV T I T)
DFIE, UTFOHRMOTDIATONET,

ARV —DMHICKTD N T oy g vERE V=T LET (SaaS #ERL)
* HJ&JDJIJ% K Unu uﬁo)g'ﬁ:@*
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c HAK LFHINT T 7 A AsyncOS X, TDT AT T 4T 4 DRMITHESNTH A X
LTua Ty ANEEID Y TET,
« a0 — VLR 0 T 7 AV s AsyneOS (X, WAL L T 0T 7 A NVDGRMEERT S 720
N vaizrZae—n"rrar7rANEEIDYTET, T 74V NTIE, Fr—N
V% 701377/(/1/0 muuﬂzz)“ ‘E%Diﬁ/u
AsyncOS ITIHMMBIEF TR 70 7 7 A VAW L ES, 7rn— L a7 7 A Vi3
D7Ta 7y AINTT,
AR T 7 A NMIE ] DOFMTE T EED L I ENTEET, EHROEMEE TR 7 =
T AMIT_XRTORNZ T HERH D £3,

1 OORY =X > TEHEOBH 70 7 7 A V2B RTE LT,

1 ZOM T e 7 7 A NWF, REARCKRR L — Y —IC AR N T I AR
AL, ENHOa—YP—ZEAEINET,

2 ZOMBIT a7 7 A ML, RERIEA SR EE AL

3 ’®ﬁ%7D774»T%Eéhtnwfﬂﬁw~7m\:@ﬁUVwT
llih Dﬁéz/h\ij—

4 ZOMM T T 7 A NTITRIE S — A U ARMER S, ZORY —Rn

U AND 1 OD LIV ASERSET,

A—H—FBLUVISATUORNIITRNITT7TONE: RA NSO T4

. *E&E’\Jiﬁﬁ%ﬂfﬂ Ty ANEDEER LT, TRTO2—F—F 3P HOREha—
P= N —7ICHALET, LVFMCERT 25813, 7r 7 74 TERIRY o—
AL ET,
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E}ZLE?D FRRED /XA XA oL TL fuélf\

BATOID7AILDEYE
NGO NT YT v a ORI, LFOMAI T e 7 » A VOERICHEHTEET,
73y SRAA
F7F oy k IIGLT YN TEy MEL B —0F T Fy b U R MK LT
(Subnet) WAMLENRH Y 97,
a kan ooy arfERENA e h=ab (HTTP, HTTPS. SOCKS.,
(Protocol) F 72131 T 4 7 FTP)
A— 1 (Port) FEROTaF T R— ML, BT 7 A LDR— U A MIEEHS

NCVBRERSHY ET (VA MCRRASHIHE) o BIRIOAREE
BREOT-IC, 75 9 FICRES LK — b T, BBBOSHAIL,
JaseR— b LT

1~%~x—yx/%ﬁ%ﬁ53—%~i—vmyb(7?47yk77)&~yan
k (User Agent) W7y ANDa——x—T b U X MIE#EHESTW
ézgﬁ%‘ob F9 (VX MIGRHELADHLEE) . —HO2—F— x—
YV MIGRREEZ L TE RN, itaBEZ e LRnrn 7 7 A
NEERT D ERH Y £, 2P —2—T = MNIUX, Ty T T —
2277 7% (Internet Explorer, Mozilla Firefox 72 &) 7207w/ 7

ANEENTHET,
URL 77 =Y (URL|ZERURL®URLAZT IV, #l7e 77 A VOURL AT IV U R
Category) MIFEH SN TV LHENRH Y £3 (U R MIRHEDLHD5E)
SRR AT T A VDGR E LB LT AL ENE. 7 T4 T v FORGEY
(Authentication LT o VT e 7 v A VO EMS L —HTAVERHD
requirements) R

A—H—BLVIFAT7 VT T7DHEE

48O SRS

FAE LV L& ERL L £ 3, Active Directory s8ilk L /L A DER (NTLMSSP 38 X OVEA) F
72 1XLDAP ZREE L L A DOEREZ SR L TL P&,

T 7y ANASNOEREWET D EXIC, 0 Fa—VP—2 LT 24 EHDHDT
FEELTLLEEN,
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&M

ATy T2
ATvT3

RTv74

ATy TH
ATvT6 |

ATy 17

VTR axs ¥ E— ROBEIE, BNO#NTe7rA VAt T ay (v ID) %
EATEET, N —0MAICH T OB EZB L T 7ZE0,

o (R REEY—7 U ABERLET, A —7 C ADIEREZSZR L TS0

o (BE) T T s ANICENRAAL) a—P—2ED LT, EXa T TV T 4%
A RX—=T NI LET,

o (fEE) RV T — MIOWTHEL THE £7, Ml —F—0iBifz2R LT
<TEEV,

[Web ¥ = U7 ¢ v3x—+ (Web Security Manager) > [#%5~7' 2 7 7 4 /L (Identification Profiles) ] %
IR L ET,

(e 7 7AiM (AddProfile) %27 Vv 7 LT ua7rANVEEBMLET,

Bl 7 v 7 7 A4 vDOFZEME (Enable Identification Profile) ]| T = 7 Ry 7 A& HFEH LT, ZO7a 77 A
NWaARX—=TMZT D0, 7a7 7 ANVEHIRETICEEBICT =7 M LET,

(481 (Name) JIZ—BD7 77 A N4 %EED L TET,
[#BH (Description) ] I3fE&E TY,

FIZH A (InsertAbove) | K w7 H 7 UA ML, ZO7a 77 ANVERET LR — T —T LN
ODHE%%E RN ET,

GE) PR LB LT DR O T 0 7 7 A ND B, BREE LI L LW T e 7 7 A L AR
ELET,

[ —H—#%k3 52 (User Identification Method) ]2 7 3 a > T, kBl R A8 L CRIH T A — & & 45
ELFET, BREINDIA v arid, BRLEFECLTERY 9,

a) [—W—ikBI 5 (User Identification Method) ] K v 7 Z 7> U X Mo BHilkBlFNa SR L E 7,

FTay EBA

FRRL/H A 7 bR == TR IP 7 FL AL > TlERBI S E T, BID/RT A —H
(Exempt from ITHEEH Y FHE A,

authentication/identification)

nu..\n ;ﬁﬂy‘l 'U:_ :L‘—“H-‘—ﬂj)\jj L‘/L\_wuuﬁy I/T//JY’/I/ J:O’CE%JZ}DJ[Jéhij_o

(Authenticate users)

ISEICk 2 TA—H—% [I[SE—EZANA F—T VOB TEET (Fy hU—2 (Network) ]

EBHIZEH > [Identity Services Engine]) . ZALHD N7 T g v OgE, —H—
(Transparently identify | 4, 15 1 O\#F 2 €% = U 7 ¢ /L —7 & 7|3 Identity Services Engine 7> 5
userswith ISE) B SN ET, ISE-PIC BIHTIL, ISE 7 v—7 & a—F— i @nEE Sh
F9, FEMIZ OV TIL, ISEASE-PIC #—E A ZHAT 120D H AT &5

LT IZEN,
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TF7oay

A

EREELILALIZE ST
A—H—ZFBMIH
Al (Transparently
identify userswith
authentication realm)

TOF T avit, 1O EOFIE L L ARBEAGRE A R— T 5 LS
WCERINTWDL AR TE £,

GE)

Dip Ll 1 DO T 0 T 7 A JICERAFE I BRI DR E SN TV AEA.

AN

V=T —TNTIE, 2—YV—%4, T4V I N IN—T kX2 VT 4 TN—T X Tk
FHLTERY O — AL R_R—V A ERTEET,

GE)

Context Directory Agent (CDA) IV R— SN2V E L7z, FUEREEZEINT LD

2, BB — W —FRI D 7= 1T ISE/ASE-PIC #RETH L2 BEIO LET,
TSROV Y —ATILCDA ZRETHA T a AIfEHTE <2y F7,

FEAIIZ DUV T, https://www.cisco.com/c/en/us/products/collateral/security/
asa-5500-series-next-generation-firewalls/bulletin-c25-2428601 . html 2 &/ L T 7280y,

BRLIEGRUCHE LN T A=F2HELET, ZORITRLETNTORZ Vg URERT LICK
RENLDFTIEH Y £HA,

SEEL L A FE DI A

NRFHE~D 7 A — )b
X 77 (Fallback to
Authentication Realm or
Guest Privileges)

L —FEE A ISE 2 DI T X NS -

o [ A MHEMRZ YR — & (Support Guest Privileges) 1: T %27 v 3
W TERF A SN, TRTCOFBIT a7 7 A VD7 A b 2—WF— L ki
DORY —%BELET,

s [FT Y7 arEmTay s (BlockTransactions) ] : ISE Tikpl T& 72
NWZ—PF =T v F—Fy N T EAEZHFLERA,

« [ A NRfMER AR — | (Support Guest privileges) | : #Egh7e 7 LT vy
XK VEBFEICRE LT — S —ICF A R 77 v R &2+ 58548, =
DF = IRy T AeA A LET,
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[VIVv hETiZy—7 o A %8R (Select a Realm or Sequence) | : EFiK & D
ARV IV A FET2IX— o v A B8R Li?‘

[AF—L DR (Select a Scheme) | : FRAEA F— A Z®INL £77,
* [Kerberos] : 7 7 A 7 > hiX Kerberos 7 » MMZ &> TiEBEAIZTERES

s [EA (Basic) ]: 7747 MIFIZa—HF =27 LT v v L&A ER

A—H—5L0547 kv rvz7onE

NET,

LET, 2=V =BT LT ooy VB ANTLHE, BFEIX. ALY
LT UV VDORIFICOWTHRET 5T = v VR y 7 ANT 7 7 FITER
REINET, 2= =T F LI TN, 7 IF7A4T 2 MIr VT
YUX VDA EERT D FIXLRNCRFE LT LT v v v
FHEFELET,

TJULT oy /UL, REINTHWRNWZ )T 7% 2 (Base6d) & LT
EEENET, 7 TA47 2 k& Secure Web Appliance[#f] TD /347 v k% v
TFXIZED, 2P LR Z T L — AR END AR H Y F
7

[NTLMSSP] : 7 54 7> Mi&, Windows D127 A v 7 LF ooy LA
EAL CHEBMICGERRELE T, 22—V =137 LT vy LD A ZER
INFEHA,

72720, UFDBEE, 72947 MIa—HP =7 LTy /LD AN
RO ET,

» Windows 7 L7 o ¥ ¥ VT L BRBGEDS R L 7=,

TV DEF2 YT A RENRET, 7747 2 R Secure Web
Appliance Z (I L 72\,

JVT UV ME 3T A N R =T (A4 Ve A MNEROR
ZE) 12L D féc:;@{géj@ij‘o INAT V*‘Xi))%%ﬁ%jl\ LT ESN
HTEEHY EREA,

[~ Z—_—ZADFBFE (Header Based Authentication) ]: 7 7 A 7 v b

L Secure Web Applianceld, — —ZFBFEFA & A7x L, ik E

Tixa—Y =7 L7 oy VOBF AT Z RO ER A, X-Authenticated

HEIZ. Secure Web ApplianceZS 7 v 7 A kU — AT A A & L CEMET
L aICERE L £,

AT 5 &, F U A B U —LF 31 2%, X-Authenticated-User
B L O X-Authenticated-Groups (473 3 >) JEEHTTP ~v X —% L
T, a—WVP—fLa—HW—rL—7F (X7 a) % Secure Web
Appliance(Z 2515 L £ 7,

X-Authenticated-Groups ~> ¥ —|X, 77 T7A T VAT [T 7EA R
> — DA T X-Authenticate-Groups X —/7] A K I~y X —ND 7
N—"T %A H (Custom Header for matching Access PoliciesUse Groups in
X-Authenticate-Groups Header/Custom Header for matching Access Policies) ]
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A 7var ([(Ry RU—2FGE (Network Authentication) ]>[2 &2 —/X
VIR TE DR (Edit Global Settings ) 1>) ##E L TWALAIZOARE
EENnET,

GE) X-Authenticated ~> ¥ —{%, 77 EBA R o —F T —
TAVT R —IZOHRBEHTEET, 2L, [~y & —
N—ZADFBFE (Header Based Authentication) | 238 20272 >
TWDkA 7 v 7 7 A VOEFALR Y > —~DOBENT T 1T
HEINEREA,

o [ A NEHER AR — b (Support Guest privileges) | : gh7e 7 LT vy
ML VGRRRCRR L e — =27 A N T 7B A ZFFr T 5856, 2
DF v IRy I ReF T LET,

T N—TRRFED L)L L s [LIVAETIT Y — 2 A& BRI (Select a Realm or Sequence) | : EFRH
(Realm for Group HDOFBFEV IV L ET T — T AZEIRLET,
Authentication)
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(Authentication
Surrogates)

BEAFDORIBIZ N T oV 7 v a v ha—Y—ICBEMT A HEEZREELET
(A7 a i Web 7 OREBETE—RNIZIVRERYET)

«[IP7 RL A (IP Address) ]: Web 7' 1 % /1%, 5%/330) IP 7 ]\ L A DE
SRR A ——Z B L E 3, R — kB D I, ZoF7
varEBRLET,

[k#erd7e 7~ ¥ — (Persistent Cookie) ]: Web 7' u ¥ %, 77U 7 —

Var itk —F—HITkEZ v ¥ —EERTHZ EITED ., FF

;q50)77 Vor—vay boRiRgAa—F—%BLES, 77U r—
CarEKTLTHLZ yX—IFHIlRESNERE A,

[Ev a7 v¥— (SessionCookie) |: Web 7' mXx %, 77U r—
varZ eIl RAL OB — P —HITKF Y v X —F BT D 2
LIk, BREDT Y r—vay EOREEE A —F— & B L E
T, (2L, 2= —RELT7 7V r—2a Vb RET RAA ATk
LCERDI VT UV VERE LGS, 7y —id EEEXINE
T) o TV =2 a &8 T7T0L7 vy F—ITHIRENET,

[t %7 — k72 L (NoSurrogate) ]: Web 7' 1%, Hms— &
LT LT ooy vaX vy vatd | B LU TCP Bl & & ICRRGER
Ha—P—%BHLET, 2O T arEZRIRTHE, WebA ¥ —
7 xA AFHEHENL Ro o2 OMOBEET 4 E—T M LET, 2
DA T a o iFk, WRZREREE— NICREL, [y hU—72

(Network) ]> [muu (Authentication) ] X—Y T2 LT ¥ ¥ VD5
T 42— NI LT ZICORMBEHTEET,

[BIREY 7 + U — RELRIZIE UV a7 — Mg EZ A (Apply same surrogate
settings to explicit forward requests) | : BRI ERIZEHIT B 24— b
EIRMESRICEAT 2HA AT LET (2 LT vy v LOREAL
MEHBICA R—=T T2 D £, ):@jfyaym Web 7' 12 %+

METUART L b F—= FTRASN TV OHEICOAFIRENE
‘a‘o
GE) o [/ m—/VLEHGERR E  (Global Authentication Settings) ] T,
ﬁ‘/\’C@%?k ﬂﬁ‘éuunﬁj‘ﬂ& cNDZA LT T MEE
"TEET,

c WA AEEY 0 A — K~ (IP 7 KL A, K#HiH) Cookie, &
2= v Cookie 72 &) ZMiHT D X5 IT#AI 7 7 7 A L%
BRIELTcSe., TR, hotue s — KN T 7
A VIR —3K LCH, IPT K LAY sr—hk %‘f@i‘ﬁﬁ L e
SNnET,
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ATY T8 [A "=y T DiEFK (Membership Definition) |77 v g > T, IR LB FRICE L7 A =Ty

TRTGA—=ZERELET,

TIEHY ¥ A,

UTORIIRT AT v a3, T_XTO2—F—35 5 N THEHTE 500

A=y TDEZ (Membership Definition)

A—H—DJ/ATAIA 23—
MNEZE (Define Members
by User L ocation)

ZOHNT a7 A NOBERRELE LT, [A—hL1—HF—DFH (Local Users
Only) 1. [VE—+ta1—H¥—DH (RemoteUsersOnly) ]. E£f=I& [l
(Both) &% ELET, I CTORIIL, ZOfH 7T a7 7 A LTl FlEE
TRRGERR I L ET,

TRy RBIADINDTE
% (Define Membershby
Subnet)

oMM T 7 s ANEEATAT RLAZ AN LET, IPT7 RL- A, CIDR

Ty r, BIOYV T Xy hEASTTEET,

GE) I ASTLZ2WEAIT. T_XTOIPT RLAIZZO#RI7Ta 7 7
ANBHEAEINET,

A raLBA D IDE
% (Define Membersby
Protocol)

ZOWMBI T T A NEEAT ST ba L EARINLET, AT TRT
D7\ FaEERLTIEIN,

« [HTTP/HTTPS] : K07 1 2L & LC HTTP £ 721X HTTPS & 5
LT _NTOERIZEH SN ET, Z4UZiX, FTPoverHTTP, 35 X OYHTTP
CONNECTA#fER LT hor U 7 ENdZ20Mo7m ha b EGEnE
R

« [*A 7 4 7FTP (Native FTP) ]: XA 7 4 7 FTP ZRIZOA@H S 4L E
R

« [SOCKS] : SOCKS & U > —lc D7l S hE T,
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ILUIDIT&B A IN—
DEZE (DefineMembers
by MachineID)

G¥) <~ VIDICKDRFEI TR Z F— ROBZBTHHR— F SH, Active
Directory 234 ZET9,

[ZORY —=TEHvT VIDEMHEH LR T 7ZE 0 (Do NotUse Machine
ID in This Policy) ]: 2—¥—iI~I > IDICL > Tl S EHA,

c[v¥rIDENRN—RIZ LTz — Y —FGEAR Y > —DEFK (Define User
Authentication Policy Based on Machine ID) ] : = —# — 3Rz~ v
ID (2 &> TRl S ET,

[V v 7 )—7" (Machine Groups) |fEIk% 7 U v 7 LT, [RiEEHA~

> 7' —7" (Authorized Machine Groups) ] X—Y % FE R L £7,

BN 2% 7 0—7Z2412, [T 4 V7 UK (Directory Search) |7 1 —

v RIZIEBNT 2 70— D412 AL, BN (Add) 1227V >y 27 LE

o YR MPDLIZA—TEEIRT 21213, 70— 7 2R L C [HIFR
(Remove) 1% 7 Vv 7 LET,

[52T (Done) 1 %7V v 7 LTCHIDR—VIZEY £77,

[ >ID (MachineIDs) ]fHik%Z 27 V v 7 LT, [RiEFEHA~ v
(Authorized Machines) ] X— %2 FRLE7,

[FRREE A~ > (Authorized Machines) | 7 4 —/V K C, AU I —(ZBH

Fo~r D EANL, 58T (Done) 127V v 27 LET,
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R E

TR arEEBMLT, BIMOA A=y FEAELZERELET,

s [FaFXTAR—1 (ProxyPorts) ]: Web 72X ~D7T 7 AMEHTD
12U EO7r¥y F— b EEELET, A—MESZED U~ TRE-
TANLET, PARHREEEER OGS, 7 eXx sy A— M MI7 7 U¥T
BRIESIVET,

BB O E1L, siER— M ERUTT,

R— RO ID DEFIT. 77 T7AT » ANRHRIARIEEE— FCTRERS
NTWBIEE, £ 7 ITA TV BT T T7A4T 0 ATH/RANCE R &
AT A2, AR b LI LET, 7747 FERBEBRMIZT 7
TAT LAY FA VLT FENDGEIE. A— MO ID DEFRIZE>T
—HOBERPIEZINDHZENH £7,

[URLA 7 =Y (URL Categories) | : —W —EF&HFZILEFRHF 4D URL
BT AV ERIRLET, T 740 NTHE, THO A= THRERSS
SNET, 2FV, EM (Add) (FITERIRS A TWRNWEED | Web7'H
FUFTRTOI T I ZEE L £,

URL # 7 AVIZE o TA ARV TEEBZTIHILERSDHE. ZD
BT VKT DFFEERNORAT ILEDOH D & XXID 7 —T7IC
DHEFRLET,

[2—H—x—T x| (UserAgents) |: 7 74 7 v FERTROMN-T-
2P =V NTEERY = T N—T A N— T HEHL
T, ROICERINL WA~V FEERT S0, ERERE
FHLTHMBDO 7 7 VP2 ERTEET,

¥, IhoDa—HF— -0 NOREEZED LR T I LG
FELET, 2FV, A=V TOERIER L2 —P— T2 —T =
Y ENOKREEDDN, BRI —— =—U = N EAREICERINT D
MEIMEFRELET,

ATY T BFEEZEEFELCHELET (XE (Submit) | & [EEAME (Commit Changes) ]) .

RDBERY

e Ra—H— 7 LF iy /L OESSOMEE

e IR — Z AT ED Web BROEH : I (96 2—)
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ID DERNE/EIE

1R BHEIIZ
T Ty ANET 4 =T NITDHE, BET LR S Z0OM e T AL
NHIBREND2DOTHEELTLEEN,
AT T A NEFEA RX—T VI LTYH, OB a7 7 A IR Y =IO
HATONFERE A,

ATYT1 [WebtXx=VUT 4 ~F—T% (Web Security Manager) > [#3~7' 2 7 7 A /L (Identification Profiles) ] %
BEIR L ET,
RT9T2 BT 7 AN T—TNADTa Ty A NVET ) v LT, ZOTa T 7 AND M7 a7 7 AL
(Identification Profile) ] X—T %P & F7,
ATV T3 [VT7A4T v MNa—Y—ilBl7 a7 7 A LOEE (Client/User Identification Profile Settings) | DE FiZdH 5
Bl 7 v 7 7 A4 LOFZML (Enable dentification IProfile) | =4 > £/2ldA 712 L E 7,
ATy T8 EFEEZEEFLCHEELET (XE (Submit) | & [EEAME (Commit Changes) ]) .

HBA IO A ILEEEE

WO, §EA T a7 7 A NDREFEHTDEICHEREESNTWND & X, Web7 2y iny
FTAT v NEREFBI T 07 7 A MK U CREMET 2 HEE R LET,
'uuu ‘H-Db‘ ]\fot]\/
ik — & LTOIPT KL
ﬁﬁéﬁg*%{ﬁﬁﬁjqénun 'H-U/f*‘}\k LT /3{—»4

c FHRIVESR AT A a S — b LTO 7 v X — (LT oo v LD A
F—=T NI 5 TV AIEE)
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C Receive request from client. )

Compare the client request against the next (or first)
Identification Profile in the policies table.

i Yes

Is the client subnet in the ldentification
Profile’s list of subnet(s)!

iYes. or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

lYes. or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

iYes. or none defined

No
Is

the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

iYes. or none defined

‘N_o‘

Does the Identification Profile require authentication?

i Yes

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest
privileges for users failing authentication?

Assign the Identification Profile and then evaluate
L . )
the request against the other policy types.

l Yes

authentication required.

No

Terminate the request.
Reply to client with

WO, BT a7 7 A VPNEFEY 0 7 — 1~ & LT Cookie ZFEHA L., 7 LT ¥ /LD
FAEEANC LT, ERNVIRICEE SN L) ICRESN TS L EIT, Web 7 2 F 08
I IAT v NEREFBN T 0T 7 A Ak UCEMT 2 iiEE R LET,
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R 2:#3 70774 ERATOER : Cookie R—ADHO5— b

C Receive request from client. >

Is this a transparently redirected encrypted HTTPS
transaction received before an HTTP transaction?

l Yes

Is the HTTPS Proxy configured to decrypt
the request for authentication purposes?

No

¢ i Yes

Compare the client request against the next
(or first) Identification Profile in the policies table.

l Yes

Is the client subnet in the Identification
Profile’s list of subnet(s)?

l!’es, or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

l‘!es, or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

l‘!es, or none defined

=
=]

Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

l!’es, or none defined

<N_0|

Does the Identification Profile require authentication?

l Yes

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest
privileges for users failing authentication?

BANTOIT7AILD ST

l Yes

ﬂssigﬂ the Identification Profile and then evaluate
the request against the other policy types.

Woa—FT4245

o FARTEREIC B3 2 &
e ARNU —IZBT 5
« ANV DA I e
ARV —DINTFT TN a—T 4T V=) KR — FL—A
e T v FARNY —Ah xBTS E

No

Terminate the request.
Reply to dlient with
authentication required.
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FEFHTHIEICRESNTWT, =Y Ra—F =507 VB ARTEDOT A4 T T 4
T AT D25, IPT FL AL CookieN—ADRFEY = ' — h 24— =T A4 FLET,

HEBIMER 2 Ea—F—0OlFE2FEHT 5%y hT—27TiE, IPT RLAEHT Ry b
WZHASNT2 DR DA T e 7 7 ANVEERTHZ E2BED LEST, ZNICXY, IPE
721% Cookie FRFEY 1 7 — M MERH IND N E I 0 RNIRE Y 97,

R —DBEAIZ* Y 5 URL D73 %R
ZOETHHATHOHNAEIL, ROLEBY TT,
«URL bZ %7 v a O EHoME (16 X—)
«URL 74 VAV T 2o PV Of%E (20 ~—)
cURL A7 Y &y FOFEFOER (20 X—)
cURL 7 VLD bTF oo a7 nE )7 (283—)
* YouTube D535 (36 X—2)
« WAL ILURL A7 AU OFERE L OWRE (39 ~—2)
T HNVE AT YD T A NE ) T (47 R—)
T IRARY)—=TDITI T4y 7DV ZA LT b (50 ~—)
o =P DEE LGATOFF ] (51 =)
o« IR — 20D URL 7 4 L% DIERE (52 =—3)
cURL 7 ANE VT TIT4ET 4 DRR (53 —)
« EHEB (53 ~—2)

«URL AT IV IZHONT (57 =)

URL FrS YIS a3 DR 3EDME

TN—T R o—%FHLT, BbLWars o YREENTND Web YA b~DT 7 A
%ﬁ@?ék%:)?4f)y—%ﬁﬁf%i¢ Tuay s, AL ERREES IS YA
M, 7 N—T RV —DhT73Y) Tayvx FERETIHIERIGERTHI T TV ITST
TWEV EF, URL 7 IV IZHESNWTa—H— 7 7' 2% Hilfli§ % I121%, Cisco Web Usage
Controls # NI T HMLERNHV F3, ZiuE, FAAL L TV T 4 v I ALF—U— Rohrx
FHLTURL #5538 T 5~VFLAVYURL 74 VZ Y 7 =P TF,

DIFOX AT #EfTTHEEIC, URLAT IV 2HEHTEET,
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£HLE-URL FSo¥svavnnE [

TF7oay Hik

RY— T —F A=y 7D |URL & URL 7 =Y RS (18 <X—3)
EFR

HTTP. HTTPS. BXOFTP ER~D |URL BT VI kB b TP rvaro7 402
T 7 A OF|fE V7 (28 X—)

HEDRANGEIPT RLAZIEE | AZ L URL 7 3V OB L OWRE (39 ~2—
T5, a—HPF—EJEDHIAZ LURL |P)
BT U OVERR

KBML-URL b5 oH 0 a3 vnniE

BTy oire syt T2 BA R —0OREMHEHLTWeb A b~DT 7 & A
ZHET AHEAICURL 20 L E T, R — I N—T A=y T E2HRT D56
Wb R o—FFvAar—2 X207 4 RV —%2FEHLTWebH A b~DT /&
AT 28561, URLZDFELERA, TOEHBIL, 2O VUit —1_—n560
IWEa T UV EGNTTHI LS THREET 26T, ZD7®, —"—nbnEE S
vru— RTHRIOERIFIIT I LERHHRETIE, 2O VU E2FEHTEERA,

RO URL O Web L E'= 7= 3 2 22773 WBRS OFFATHIIRNICH 554, AsyncOS 13
By T Y T EITDTICEREFFA L ET,

o T YT P I URL A L%, 7 3 Offfié URL % — %y v =
WHMHLET, 2tk ->T, BEDO T oY 7o g o TCURIOISED 2 x v 2RI+ 5 2
LT, AR TCIIAERBFICN S U a VESETXET,

a7 oY mr U A R—TNITHE, NI a DR T = R
BILZENBVET, 2L FEAED T WY 2 3 1T Cisco Web FlIFH O #ill4E URL
BT Y T —ER=AEEH L THEINDLOT, BT oY aiim D U3dms, b7
VY a DI IR L TR SN ET,

BT UOYRIUO VDA r—TILE

N

GE)

ERFEADOURLATIVEEALT, 77EBARI > — (FHIET V7 EBA R —THERE
NHID) THRYT— AUNR—VyFEERTEET, £, 77EBA RV —IZLVRT

URLA 7 IV LTCT 7 v araF7C&ET, DET I/ EARY =T N—T A/ —
Ty TRAERIT H L EIT, BERO URL ZRGFICTHZ EHARETY, 72720, +—r3—n
HINEEZE LB CENa T Y S VT AN ENH Y 9, Cisco Web

Usage Controls [ZEN 2> 7 Y A LA 07 TV FHliZBHE L, RO T o7 va v
(2%t % URL OFFfiIE TR OoF I 3, 2720, TRUKEO T oY 7 v a v
FElEfE, LT IV EMEEFIATE £,
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AT T [BEX=2 VT 4 H—E R (Security Services) > [fHFFA =2 s 7—/L (Acceptable Use Controls) ] % 4R
L\i—a—(}

AT w72 Cisco Web Usage Controls & A0 L £,
ATV T3 Ma T oYY E Y LT F—T M LET,
ATy T4 BFEEEGFLUCHEELET (X(F (Submit) | & [EEAME (Commit Changes) 1) .

R55E0D URL

RO URL &%, EEBHFADOURL T IVICHABEONDAX L URL AT I VICH L
720N URL T,

)

GE) ARV =T N—TDANR—yTEAPTHEEIZ, WAZLURLADT VL, A —
TN—=T DAL=y P L TCRBIREN TWAERICOR T V—FIZEENT WS & B
SNET,

—H LW h T ERASNE N T VT g 3T T, [LAR— |k (Reporting) ]>[URL
#1722 Y (URL Categories) |~X—3 T [ I 4L T2\ URL (Uncategorized URL) ] & L T#k
HEINET, RO URL DL X, WER Y RT—27 WD Web 14 b ~DERNLAET F

T, WAXLURL A7 3V 2 L TN URL 2 7 v—7fb L. N Web 4 MMIxtd 2
TRTOEREZFATHIEZ2HERLET, ZHUTL > T, SV T/RWURL (Uncategorized
URL) ] & LTHEEND Web h T HF 7 a OB L, WE T 7 g 0i (A
A /XAENIZURLY 4 /L% VU > 7 (URL Filtering Bypassed) ] #atE#MO L L THE SN
HE I ET,

ESPERENS

s T4 NHE ) T ENIRVKRDFEDT — X IZHONT (53 8—)
o WAHZ LNURL 77 3V OERKE L OWRE (39 X—)

URLE URL AT I DRE

URLZ A VHZ YT P37 747 MEROURL & URL A7 Y #ETDH & X,
FP, RV = ITN—TIZEENTNWDHHI AL LAURL AT Y LA L TURL Z3fi L £
T, BROURLB I N—TIZEENTWDINAZ L BT I E—F LeWE, URL 7 /b
AN 2V T FDURLEZERFEADURL YT U Lk L %9, URLAS A A4 L URL
AT TVIZHEFEFHO URL A7 TV H B LA WGE, BURIRSEICR Y £,

\ )

(B RV —=TN—TDANRN— T EHRTLEXIT, WAXAURLAT VT, AU —
TN—T DA N— PR L TRIREN TV A RICDOR T N—FIZEENTWD &R
SNET,
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*HEO URL Lo THEEn RLoFE [

BED Web A FRNEID Y THNTWAE DT Y ZHERT HI121%, ROFHD URL L i
MENT7- URL O (19 2—3) @ URLIZBEHL £1°,

]7

BEIE B
« RAVEHD URL (18 =—2)

RKPFED URL LR > THESNT=- URL DFHE
ROVED URL BLUOEDES N URL 2V 2 2 TRETE £, 23T, #E5o URL
Z[RIRFIZIE(E CTE 2 URL IMEY — /& T 2D Web A hTRMEL TWET,
* https://talosintelligence.com/tickets

¢ EEEINTURL DRAT —F ZAZMRT HITIE. ZOX—T 0 [ &7z URL O A
7 — 4 A (Status on Submitted URLs) ] 5’7727 Uo7 LET,

e F7-, URLEEY— L&A LT, URLICEID Y THNTWSURL AT 2 U iR
T&ET,

* https://www.talosintelligence.com/reputation_center/support

e VL —LEFEETHITNE, YRaT v MIu A T AMLERS D 9, URL,
IP, F7IERAA BT 7 L—2 2k ETEET,

eWeb LB 2T —a U EREMRKETDICNE, [VEa2T—varbr ¥ —HRER
(Reputation Center Search) |1 7HR v 7 ZA&fMiH L 7,

URLH T3 T—4~R—2X

URLBZGEENA BT AVIE, ZA4NZ VT HTAY T—E_XR—RA Lo TRESNET,
Secure Web AppliancelZ4: URL 7 4 VX U 7 o0 T ECEREZNE L, EBOT—
R=RNRFLES, 74N F VT 7Y T —2_X—RX, Cisco” v 77— h P—s3—
MWOEMNCT v 7T — b eZELET,

URL 7 A F—=F X=X 2F, YAIRNFBLIOA =Xy FOSEIE T —FEH
ET—H VAP ENTHET, BRO1OTHIA—T> T4 L7 b Tuv=r |k
B OIFERIT, FEARETSNTHHIO O KIRICEEINET,

D Web A FNEID Y THNTWADT I ZWERT HI21E, ROFHD URL Lido
FHENT- URL OHE (19 2—) O URLIZBEIL £,

J7

ESPEREYS
e FENCLAURL T I By hOFEHF (27 ~2—)
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URLT 4 LR YV T UDERE

774V | THE, Cisco Web FIOREN URL 7 4 L4 ) > 7 22 VYRV AT KL BT
74— RTA F—=T 20 £F,

ATY 1 [BEX =2V T 4P —E A (Security Services) ]>[ffi 7 =22 k2 —/L (Acceptable Use Controls) ] % E&4R L
i ‘ﬂ—o

ATY T2 [/ a—r)VERE%ZHmE (Edit Global Settings) ] %727 VU v 27 LET,

ATy 73 A2 b —LZ2 4202735 (Enable Acceptable Use Controls) ] 7' B /37 ¢ A F—T W7 »> T
WHZ MR LET,

AT w74 KD Cisco Web Usage Controls DUV E B4R L £7,
1. 7FVr—a UHlEEANCTS
GE) AsyncOS 15.0 LAFETli%, AVC £721X ADC = P U AL TWeb b7 7 4 v 7 AT
EFET. T 74N FTHE, AVCIFADIC > TVET,
TV = a b ORFBLO A Fr— L E2 AT % (Enable Application Visibility and Control
(AVC)) ZATT 2 300 Lk LT 7V r—varindb v 4
[TV =T aromtBlar e — a2 HMICT 5 (Application Discovery and Control
(ADC)) 1: 3000 LA LT 7V r—va b 3
2. ZAFIv I arT YR YU EAIICT D
3. #i¥» URL 7 =2V DAL

G¥) WO URL AT TUMHEIT., 727 8ARY O —DRICHEHAINE T, KO URL T2
U KSEE A B R Y L —B L OB S e 7 s A VAT A Z LI TE AL

AFYTS URLZANEZ N T Do ZRTERWIREASIC, Web 7 a3 BNMERATRETFT 74 L DT 7 g
([£=%— (Monitor) |E£72X[7 2 v 7 (Block) ) Z#EIRLET, 774/ MI[E=%— (Monitor) ]
Tj—o

AT 76 BEAFELTCHEELET ([XF (Submit) ] & [AHZHME (Commit Changes) ]) .

URLh T3 £y FOEHFOEE

HAERSINTZURL AT IV DOy I, HTLWVWWeb D F L2 REELTLHEEH N7 —12
AbE T EHFRESNET, URLZT Y &y bOEHIL, #HH URL OBINCFE55%E URL
D~y BV TICEDERL TRV ES, 173V vy FOEFIZL > TEEFEDORY > —b
RENEFEINDIZEDRH D70, MURLEZ/2 D F3, URL T IV v hOFEFIIR
DY U — 2T, AsyncOS DT v 77 L— RIIHEH Y FH A,

IHBIZET o F®RIZ. LFO URL 2B AFTEET
http://www.cisco.com/en/US/products/ps10164/prod release notes_list.html,
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DLTFoOT 7y aru2ET LFET,

ETT S Hik
BTN FEAT SN DA URL 73V &y hOEFICLDEEBICHONT (21 2—
D)

(IR ED e LTI
LDHAYT BFITLET) URL #73Y &y hOFEZGOHIE (26 ~—)

HFHBLIOEHEEINTZAT VDT 75/ bRE (27—

D)
BT TYBLORY —OETBT 5T 7 — bO%AF (28
A=)

EHNEITINT URL 7 3V &y NOFEFIZETEHT 77— F~DIGE (28
~_—)

URL O 73 £y FOEFHIZKEHEEIZTDONT

URL 753V vy FOEHIZ, BEFEOT 7 A R —, HER)—, v 2a5F—F %
20T 4 RYU—, BIXODICUTOL S B B8E2 52 F4,

cURL T 2V vy hOEFIZLDZRY L — TN —T A= T ~DEE (2] N—

)
cURLAT I £y NOBEFICELAZRI S —DT 4 NEY T T I ar~DEE (21
)

URLAFTTY £y FDEBIZKBRYI—TIL—T A=y TADEE
OB arONEKIE. URLAT VI TCERTEDA LA~V v T EE L TNDHTR
TORY— 2 AT, BIXORIDITHEE LET, RV — T N—T A"~ 7N URL A
FAVICE S TERESNTWAES, 7T By hAOEEIILUTO X 5 7R 8% kT4
REMEDN BV £,
c AUNR— FOME—DEMETH T T T BHIRENTZEE, RV —F-1XID 1T
Fae—T Nz FE4,
RV —DRA L NRN— THEZHZLTWEZURL T I NEESN, FNICE->TACL Y %
FOEFEINZEESIL, Web 7% U RNFEEN L £,

URLAFTITY £y FOEFHIZKZRYS—DIANLE) T T3 oADEE
URL A7 3Y 2y FOFEHICEIY, AU —OBENRUTO LI ICEFEINDAREERH Y
£,
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B wrr55) €9 FOBHICERKRY =0T LB YULT T a v ~ORE

RY)—BLVID~DEE

HLWURL 7 2V Tk, AU —&E (Policy Configuartion) ]
NR=TD[EHFHT VDT 75/ "7 27 2 a3 (Default Action for
Update Categories) |4 7> a2 Y INHBIROWTINDT 7 2 2 P ER
SIET,

o [B/INOHIBR (Least Restrictive) ]

o [ RODOHIBR (Most Restrictive) ]
TrvasE, HLWATIAVICHLTT 740 P TRESNET,
[7 27 7 AKRY »— (Access Policies) | BL N[ AaT—F X2V

7 4 7R U 2r— (Cisco Data Security Policies) ] C, IRDFIAZFEITL E
7

o [l ROHIBE (Most Restictive) 11X [ 7 >~ 2 (Block) ]

o [/ OB (Lease Restictive) ] 1& [E=%4 (Monitor) ]
Web T 7 4 v % y7 (WIT) KU —:

« [ RDOHIBR (Most Restictive) 11X [# v 7 (Tap) ]

s [/ hOHIR (Least Restictive) 13X [# v 772 L (No Tap) |
[#87578 U > — (Decryption Policies) ] :

o [ KOHIBE (Most Restictive) 11X [ 7 >~ 2 (Block) ]

[/ OHIR (Least Restictive) ] 1% [#¥A A /L— (Pass Through) ]

HIER SN2 7 T VICBEEMTF N TWeT 7 v a VidHIR S E
ﬁ—o

AU —DRYRENT DT IVICORMMEFE L TWEEES. FORY
—1kTF =TT 9,

AU —EIFELTWD ID BHIBRS N2 T TV IZORAEF LT
A FORY —ITF 4 E—7 Ty F4,

BEAFORY > — DB T 2ERITH Y A,

EENE

H LW T U 2NB0
Sh-BE

BT 3 NHEIRSE
e

BT 3V DLEINER
EnrEBA

BT IV NGEENTE
Be

1 oOOHTITUNEEOBFHRAT IV LR 83H0E4, HLw
HFAVT I a R, [BHFHNTTIDF I AN RT 7y
(Default Action for Update Categories) | 2> O S i1 E T,
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ARV —DIDOHIT TV IT_XTUCRLT 7 a rnHy 4 TCoiTn
ToE. ~— YN T IVIIEO AT IY ERUT 7 v a R
GENET, TOIT IV T RTN [V — VR ELEMEH (Use
Global Setting) JIZERE SN TCWHGE, ~— YN T73V b [F
1 —/ NLERE & (Use Global Setting) ] IZRE SV E T,

RN =D DATAVICIEIERT 7 v a rBEIDHETHATH
G, vV ENEATAVICHID Y THNLT Vv a st ED
AU —D [ S THRWURL (Uncategorized URLs) ] DFXEIZ L -
THWRED T,

o [P I N T/WURL (Uncategorized URLs) |3 [ R > 7
(Block) ] (E72iX[7 v — bakiE % i (Use Global Settings) |
(ZFa— VR EN [7 8y 27 (Block) |0 EE) ) ITRESN

TWAHEEIE, TTOHT AVIZEW TR BHIRPE LT 7 23
U=V IR T IVICEA I ET,

* [53FE ST/ WURL (Uncategorized URLs) |23 [7' 2 v 7
(Block) 1L (F72iF [ e — Lt E% M (Use Global
Settings) ] DS (7 m— SARREN [ 1> 7 (Block) ] LSO
L)) ICREISNTWDEEIX, TOAT TV IZBWThe b il

ROFENT 7 v arPe—EINT 7 IV ICEASINET,

oA, URiTay 7 STV A Moa—FRT 7B AT
AL VIR DARENERDH Y 4,

RY = A=y TR URL AT VL > TERINTEY,
~—VICET S O T IV F2E [ I TR WVWURL
(Uncategorized URLs) | D7 7 v a VBRI — A N_\— v 7D
ERICEENTORNWEAIE, RELTWALHEIZR LT 2 — UL
RY —DENER S ET,

HIBRDEE L SDIBMIZLA TO LB T (F_XTHOT 7 v a a3
TORY — XA T THEHATEE2DITTIEIHY FHEA) .

« 7 u v/ (Block)
« HIF% (Drop)

ﬁ

% (Decrypt)
e
=

=

(Warn)

o Y ~N— 2 (Time-based)
o ==2%4 (Monitor)

« /XA AJL— (Pass Through)
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277 arBERENET, (BHN—2DOKRY >—
T, HIRARBE LW EZITRBEENT 7 v a 0
ETIERNZ EBH Y ET)

BEEE

e —UENEAT Y
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PLF oM, AU —@ [URLY 4 /V% Y 7 (URLFiltering) |-X— YD TEIZIESNT~v—
CENEAT IV ERLTHET,

JTDAT |TTDATIY 2 SFEINTH L URL v—oEh
Y f=hT3V
= = (N/A) T=H
(Monitor)
vy Z |7vvZ (Block) (N/A) Tavy
(Block) (Block)
Jua—s | Zu—r VR E R (N/A) 7 —3 )L
JViXiE% | (Use Global Settings) RE &
i (Use (Use Global
Global Settings)
Settings)
i ses 7 a7 (Block) £ =% (Monitor) ises
(Warn) _ N o o (Warn)
TTD AT I VIZBW TR LHIRNENT
7 a R,
T « 71 w7 (Block) ¥ « 717 (Block) 721 Tav
(Monitor) 721 o« S — LA ERE (Use Global | (Block)
o I = VRGE Z Settings) (7 B — LEREMN [V
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(Block) i « Zu—sULEEZ M (Use Global | (Monitor)
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(70 VB B = S5 =) (50 T b ISR 7

% (Monitor) JIZF%E yooa v B

ENTWVDEHA)
A= AT IAVDT 7 a VPR | RKRPEDURL DT 7 v a ViKY — | £=4
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roTE (Block) 1.
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URLH T3 v FOEHFOHIH

F74/MTE, URL AT IV &y FOEFITHBAIITORET, 72720, ZHHOFEH
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T B2 EHHEEL £9,

TF7oay

73iE

W ET =TI LG EIE, [V AT LB
(System Administration) ]>[7 v 7'/ L— K& 7 v/
7 — M DF%E (Upgrade and Update Settings) ] ~3—3

DTy 7T — =X (JRAR)
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FENCLAURL AT IY By hOHE
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c HEIWH 2T 4 —T7 NI LTGAE. HVEISUTCFEITURL AT vy NEEH
TEET,

AT T [BEFX=2U T 4P —E A (Security Services) ]>[fHH7F Al =22 k72—, (Acceptable Use Controls) ] % &R L
\i —a—o

ATYT2 77T — FNRFIARENE O D EMRLET,
fERFFA s hr—L= VOB (Acceptable Use Controls Engine Updates) |7 — > /L™ [Cisco Web#l]
HOHIE - WebB 7 F U DH7 =Y U AR (Cisco Web Usage Controls - Web Categorization Categories List) ]
LT Z3N,

RT9T3 BHTHI2E, [5FT<EH (UpdateNow) 15227V v LET,

FHRBEIULTEEINEATIVDTI4IL LEE

URL A7 3V &y hOEFICL ST, BEEORY —OEERERIND Z ENHY 17,
URL 77 3V By "REHFEINLHEICHIETEH LI, AU o—2FETHEIL. FFE
WE XHLTCT 74N FORELXEE L TEBLERHY E3, LT T U RNBINEH
GREGOIT I RFH LW T IV I~ —U INEHGEe, FNo0AT I VITKT 5%
T)/~®T7ﬁwk77/a/i\%®TJ/%ﬂHE%ﬁTjU®?7¢wF77>3>
(Default Action for Update Categories) | D% EIZHEINE T,

E%ﬁ EQE‘E@EED'L. QET‘(?JIWE@%?‘_I

ATYT1 [WebtF¥ =T r~5r—T % (Web Security Manager) | 23R L 97,

AT T2 XTI AR) —, BEERY) V— VAT —H X2 UT 4 KY Ik LT, [URLZ 4 LHY
» % (URLFiltering) | V> 2 %2 U v LET,

ATv T3 [ESINTARWURL (Uncategorized URLs) ] 12k L CEIREN TV OB EEMERLET,

RDEZRY
ESPEREY=]

cURLIT IV ¥y NOFEHIZEAR) S —D T 4 NEZ VT T ar~DEE (2]
~N—)

FHERarka—iL .



7otz avka—u |
B »70us50K s —0zEET27S5— LORE

ATIVEEUVR) O —DERICEAT 575 — FDRIE
BT By FOFEFICE-T, UTFO2HOT7TT— MR M) H—EHET,
e T ITVDEFIZONTHOT 77—k

AT AV By NOEFICL > TERERLITT =T MbSNeRY > —IZBlT257 77—
k

ATy T [VAT LEH (System Administration) ]>[7 7 — b (Alerts) ] 23K L F9°,

ATV T2 [ZIEHEDENM (AddRecipient) %27V v 7 LTEFA—IL T FLA (7203, BEOEBEBFA—1LT KL
R) mBEMLUETS,

ATYT3 ZETDHT I D[TT7—hZA7 (AlertTypes) 1 & [77— hOEKE (Alert Severities) | ZRE L F
j‘o

ATy T4 EFEEEEFLCHEELET (XE (Submit) ] & [EEAMEE (Commit Changes) 1) .

URL A T3 £y FOEHICEATE7 53— FADRE
N7V vy NOERICET ST 7— b ERIE LESARE, UFEETT o 0ERS Y ET.

AT I Nw—T B, HIBRENTZE, KU =L IDBNSIEHERY —D A
BLTWDLZ xR LET, DI

LW T TVRRENC LA T T OMMEEIEHATELE5I1Ic, R —L D E2E
W HZ ExERFTLET,

ESPEDEYS]
«URL 7 2V &y hOFHIZLBEEBIZHONT (21 X—)

URLATIVIZKB SO 3>DT4ILR2 Y)Y
URL 74 NEZ VT 2P A LT, 778 AR V—, HEBAR) > —, T—% &
X2 UTF 4 RUS—DIN T F I a BT 4N0E2) 7 TExET, KU — 7 1—7DURL
BT AN ERETDHEIL, WAXLAURLAT Y (EESNTWHEE) L EFHHFAURL A
TAVDT Vv a rERETEET,
RECTEDURLIANZ VT TIrasit, RV —IN—T0X A SIS C TR

bé‘o
AIToay ik
TIEARY — TR AR) = T N—TDURL 7 4 VEZDRE (29 L2—)
(Access Policies)
BWEERY >— WEALRY >— Z—F D URL 7 4 L Z DFRE (33 2—)
(Decryption Policies)

. TR avkao—)L



| 79€xavrn—n

722 Ky o—Tu—FoRL 7« LanEE [

TF7oay Ak

VAaF—E ¥l |FT—F X2V T 4 RV — T —TFDURL 7 A VZDHRE
7 4 R Y 2 — (CiscoData| (34 ~2—7)
Security Policies)

REEIER
T IRARIV—TORNTI T4 I7DIVEA LT K (50 —)
o =P OEE LEATOFF (51 X—)
o AKX NURL 7 3V OVERKE L OWRE (39 ~X—)
cURL 75TV By NOFEFIZEIARI O —DT A4 NE VLT T ar~DEE (21
)

THOERAARYS—HIL—TDOURL 74 LA DETE

ATy T

ATy T2

ATvT3

ATvT4

2P —EFDOT VAR — T N—TBLORNTa— LK) v— Z—7 2%t LT URL
TANE) T HERETEET,

[Web EF =2 U7 1 v — % (Web Security Manager) ]>[7 27 & A R — (Access Policies) ] &R
LT,
RV =T —TNT, WETDHHRY > — 7N —FD[URL 7 4 /% (URLFiltering) 15IiC®H DY 7 %7
UwZ LET,

ER) [WAXLURLATITVDT 4 /0% Y 7 (Custom URL Category Filtering) 1 &7 > a T, 2D
RY—=DT 7 a DFTRHELRDHAZ L URL T AV ZBINTEET,
a) [BAX LHT Y DOER (Select Custom Categories) | &7 U v 7 LET,
b) ZOEY L—ICEH DI AL A URL HF Y AR LT, B (Apply) 147U v 7 LET

URL 7 ANEZ VT 2P T IAT 0 MEREBAETHH AL LA URL A7 Y Zi &R L EJ, URL
TANBY T 2 VE, V94T MEREGENTVWDIIAX LA URL A7 Y g UET, bR
HENTHAZLURL AT AV IFEHENET, URL 74 A Z ) 7 =Pk, EREHD URL T
Y XV BHENS, BENTVWDEIIAXLAURL AT IV &7 T 47 MERO URL % el L7,

RV —IZEENTWALADAZ L URL BT T VL, [WAZLURLADT AV DT 4 )v% Y 7 (Custom
URL Category Filtering) ] &7 v a viZFRSnEzd,

[HAZLURL BT IV DT 44 Y 27 (Custom URL Category Filtering) ]2 > a3 > C, ZFEiLTW5D
FEHAZLURL AT I OT 7 v a v &ERIRLET,

FHERarka—iL .
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B 7rexkus—sr—Foum 7 La08mE

Tovay

Bl

7 a— VR E &
fH (Use Global
Settings)

JTa—rN )R = T N—T THREINTWA OO TIIVHOT 7 v a &l
LET, 2T, 2=V —EFEDOR) > — I N—TDOFT 7NV~ T aTT,

=P —ERORY — I V=TI ORBEHSNET,

(3¥) HAFZLURL AT IR T a—\)L T I7BRARY —MERAINT
WHBE, 2a—HP—FEJDOT 7 AR P —ICHENTWVDHH AZ L
URLATIVDT 74T 7 vait, [Fa— LR ERHEH (Use
Global Settings) ] TIL72 <, [E=%— (Monitor) 272V 9, AKX
LAURL AT IV N7 a—rL 778 A KR =TSN TV E5EE
WX, [ e — LR EZHH (Use Global Settings) ] #38R T& 8 A,

7w (Block) |[Web7urdxiit, ZOREIHITHINT LV I a2 HEELET,
VXA L7 b MU NZDHTTY DURL THD T 7 4 v 7%, FBESHEHEANICY XA

LI RLET, ZOF T a2 RTHE [VUFA L7 M (RedirectTo) 17 4 —
WENFTRENET, $_XTOL I 7472V 2 A V27 bTHURLEZASNLE
—g—O

Al (Allow)

TOHTIYDWeb WA MIXL T TAT» PEREZFIZHFTLET,
FaENTERIZ, UBOTXTOTANEZ Y T e T AF % &3 3
ALET,

CORTEIHMEFETE D Web A M LTOREA L TL ZE, ZOFEIINED
YA MK L THEATDIZ E2BEID LET,

=X —
(Monitor)

Web 73 o0, BRAZFAET, Try s b LERA, KbV, thoR) o—
TN—THIRE (Web LE 2T —> a3y ZJ40E ) 7RE) LRBAELT, 75
AT v NEROFHE A RAT L E T,

#i5 (Warn)

W, Web X 38ikas 7oy s L TEER-VEZFRLETRN, 22—V —IT
BMER—DONANR—TXRA NN 7527 ) w735 L Thfrcx £,

I —H =R
(Quota-Based)

il x Da—F =0 FHESNTARY 2 — L FIFRHT7 +—XIZETH &, BER
FKREINET, 7 4—FIZETDL, Try s XR=URFIRSNET, KeEEHE
KO =2 (120 %—2) ZZRLTIZEN,

fidg i — 2
(Time-Based)

Web 7' 0%, fEESH-BEFHANTERE 7y 7 23T =4 —L %7,
BREEB L7 +—% (120 2—) ZBRLTLLFEN,

ATy s [FHAEFRSNIZURLAT IV DT 4 0% )7 (Predefined URL Category Filtering) 127 v 2 > C, %%

T AV L TUTOWTINNDT 73 a a8 L ET,

=L

o T — N LERTE

ZfH (Use Global Settings)

+ =4 (Monitor)

. TR avkao—)L
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BorasEarTovoInysops i

o 0 (Warn)
« 7117 (Block)
o BEE]X— 2 (Time-Based)

o 7 4 —H#~—Z (Quota-Based)

ATYT6 [ STV URL (Uncategorized URLs) ] 2727 v a3 v T, ERASAEZIINAX LD URL A7 2V T
SISV Web YA hA~DT T AT 2 FERIZH L TCEITTET 7 a 28 RLET, ZOFRTEIZEK
D, URLAZ7 3V &y hOEFHTELEZHFHRIT IV b~— DT IAVDT 74NV N T 7 arbiksE
nEF,

ATy T BEREZFEELUTHELET ((XE (Submit) | & [EHEZME (Commit Changes) ]) .

RDBERY
cHWDIAI BB a LT DT a7 O (31 L—2)

BORAASRI T YD T O Y OFIS

Web %A NI, BIOITIVICHEEINTWEa Ty ERF 7TV r—va i dn
a7 Y REOIAEN TS, Z2RRLTHWAAEERHV T, 2L 2E, ==a2—X
Web 4 MZiZ, ARV =774 LTSN, 77U —3 3 YouTube &ikHl
ENDHarTUoIYREENLZERHYET, T 74 TR, HORENTLI T VT,
HDIAEN TS Web Y1 MRS, MBOI T IV EIT7 7V r— a3 VI LT
BIRSNTZT 7 ¥ a AT ESWTT w7 $EREBRShES, OoREMALT, s aR
ELET (XX, ==2—AWebV A FERIFA LI TRY hERTHDAZLDTIY N
LEMENDZTRXRTOaLT Y EHATIHEE)

GE) 77V —varzlars o yoikiEld. FIHAEEZ: Application Control Engine (& & > T
720 £, Application Control Engine WAL SN/ HEIX, 77V r—varvsarroy

R LTS 7EE N,

GE)  HDAB AT U VCHT HERICIE, @E, BERBBEINLITA FOT RUAREENE
4 (BRDOHTTP ~v X —® Ireferer] 74—/ RELTHOLNTWET) . T~y X —If

WaEH LT, a7 YOERRESNET,

TOMBEEZFERL T, HOAEBRIA LT YDT TV T a LTk A4 R EE
T&FET, 72201, =2a—AWeb WA FEREFA VTR NERTHVRAEZL BTITID
TRCOMDIALR/BHRa LT Y e[ T52 ENTEET,

FHERarka—iL .
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B =zorasmEassovoTny s o
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Referer N"—ADHNE, T 7 EBA R o —TCOHAYHR—FZNFET, HTTPS 7 7 4 v/ T
ZOMREAMHT AL, TR R —THIANEZEET HENC. FISHISEIRT S URL
7TV OHTTPS AL ZRET 2 ML ENH Y £3°, HTTPS B BL DR EIZ >V T, B
{EARY > — V=D URL 7 4 VZDOE (33 X—2) 2L TIEEN, ZOHKE L
HTTPS 5L DERIZRET 23 EMIC DWW T, HOIAR/ZRa T Y07 m v 7 OFIFNT
KT HGEMEBLOHRIFHEZSRL T EIN,

AT TN BEDT /A KRY L —D[URL 7 4 /L% U 7 (URLFiltering) 13— (727 A KY v— 7 —7

D URL 7 4 VX DOFE (29 =) #FM) T, HYIALABIOSHa T Yyo7m v 7 ofst
(Exceptions to Blocking for Embedded/Referred Content) [-& 27 2 a > @ 4t >FZht (Enable Except) | %

7y LET,

AT9T2 [ZNbOHTIY LI a T Y OfiIs 4 5%E (Set Exception for Content Referred by These Categories) ]
FIO[7 Vv 7 LThHT Y &3] (Click to select categories) |V > 7 %27 U 27 LT, URLZ 4 V%>
T AT A ODBROFNOEIRS— 2 E £ T,

ATY T3 [ERFEABLOI AKX LURL #7 2V (Predefined and Custom URL Categories) | U A hinn, ZDOEHOD
BN EERT DT TV ZRINL, 56T (Done) 1227 Vv 7 LTCIOTVEAKRY—@[URL 7 1 /b
%4 > (URL Filtering) ] X—IZREYD £,

AT T4 [ZOBBa T YOS E7%E (Set Exception for this Referred Content) | K12 v 7 #72 U 2 k)i {3
NDZATEERLET,

o [TRTOEDIAIR/ZI =7 Y (All embedded/referred content) | : 27 Y D A7 3 VIZERA
VEELEIT I XA 7OV A FOTRTCOMDIAL/SRa T 37y 7 ShEHEA,

o (BN U2 OAL/BZ R a7 Y (Selected embedded/referred content) | : Z DA 7' a &R LI
%, FEELIZURL A7 T U NLREINTEZLGEIET Ty 7 LREWREDO T T I VEBIOT 77—
varEERLET,

c [TRTOEDIAR/ZH 2 T Y OFIS: (All embedded/referred content except) | : Z DA 7' a3 V%

BEIN

VIZTHRETAURL AT IVRBINT AV r—a 2R WC, fBELEAT I X

ATV A FOTRTOEDIAR/ZHRa T oV 3T ey InERA, 2FED, ZZTHEETHH
A NI T a7 ENTEFEFITRD FT,

GE) [ZHIEOBIS (Referrer Exception) |4 7' a i id, BAXL