atfran]n
CISCO.

Cisco Secure Client (AnyConnect = &%)
Android A!)!)—X51)1)—X/—k

¥k - 202348 A 10 A
BRIREH 202348 A 10 H

Android £/\1 JLT /34 X [T Cisco Secure Client

Android & /XA /LT /34 A AT Cisco Secure Client (AnyConnect & &¢¢) (%, U E— ;D Android
B X U ChromeOS == —¥*—{Z, Cisco Secure Firewall ASA 3 X ONZ DD v 2 an ¥R — k3
D~y R RTFEARL ZDEF 2772 VPN Szt LET, 2077470 I, =
B—TFGA ATy NT—T D=L L ApOEFaTRIVE— T 7B RAZBHEL, £ X
F=N LT TV r—va it 2 =774 XXy MU= IZEEEHR SN TN DD X
HITBIE T& £9, Cisco Secure Client [X, IPv4 £721L1Pv6 b > R/L% I L7z IPv4 35 L OV IPv6
U Y —A~OEH A R— N LET, FEEIL, BIERED 72912 Network Visibility Module

(NVM) & Cisco Umbrella #REZ X ET HZ L b TEET,

Cisco Secure Client 3 J T Cisco Secure Firewall ASA @D AT AEBEWITICERENTZZDO R
F oA ML, ETEMET S Secure Client ® U U — RICEHADOIERNVILH I N TWET,
Android T /31 A

Cisco Secure Client 7 7'V 7r—3 a3 X, AFTE £ 7, Google Play (Amazon.com Tl Al HE
7% Kindle /X 77— % <) , Cisco Secure Firewall ASA /DB NRANT 7Y HREHT 52 &
ILTEEHA, ZOEAANY Y —ABRYFR—KFINTWDLHIL, ASANSET A2 kv 7T
A A DM Cisco Secure Client U V — 2 & JEB T £7,

Cisco Secure Client D E/\ A JLYHR— rR1) o —
A TlE, BITE App Store TAFHREZR Cisco Secure Client 73— 5 V& VAR — h L TWET
N, BIET 07T N EYLEEEIE, BHITOU U —A =V g U TORRESET,

Cisco Secure Client D514 > X

Cisco Secure Firewall ASA ~ R NIZHHEd 5 121%, Advantage £ 7213 Premier 7 A & A
DEETT, IFATNITA B AEMHTEE T, Cisco Secure Client Ordering Guide,

BHOTY Ra—W—F 4 & 2HKEIZOVTIE, Cisco End User License Agreement, Cisco
Secure Client [FFE] 2R LT Z &,

F—=T V=R T A AW OV TIL,  [Open Source Software Used in Cisco Secure Client
for Mobilel] [#FE] #ZHL TS EE W,

Cisco Secure Client (AnyConnect &%) Android ') !)—X51)1J—X/—} .


http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html
http://www.cisco.com/c/dam/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/license/open_source/Cisco_AnyConnect_Secure_Mobility_Client_for_Mobile_4-0-x.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/license/open_source/Cisco_AnyConnect_Secure_Mobility_Client_for_Mobile_4-0-x.pdf

B Andoid THR— FEsh 7802

Android THHR—

Cisco Secure Client Android A— 2 fRD T X k
VY —ZF[DOT A MZiZ. Cisco Secure Client D-X—% )L K&FIH L E 4,

INHEONR—=T g VEZITERND L OI2T 52, KD Google Play DV > 7 THZ bAoA L
TAR—% BNV REZITIRY £7,

https://play.google.com/apps/testing/com.cisco.anyconnect.vpn.android.avf

ZDGooglePlay DY &7 THERINOGFA T R T U T HZEBARETT, A7 M7V LB —
AENRET A A =L LT, N—=H R TIERWEHT D Cisco Secure Client % f1 > A b —
T DHENDHY £97,

N—& T A MAZIEBP RO o T28E1E. 23 (ac-mobile-feedback@cisco.com) (2
A — )L THSeMICIRE L TL 72 &V, Cisco Technical Assistance Center (TAC) (%, Cisco Secure
Client D _X—Z i C RO - T=BIEIZ 3G L EH A,

fENBTNAR

Android T® Cisco Secure Client ® 7 /L 7R — b X, Android 4.0 (Ice Cream Sandwich) 7> & F T
® Android U V — A ZHE#9 57 A A TRt SN E T,

Android F @ Cisco Secure Client Umbrella & = — /L & A3 A 121%. Android 6.0 LIRS MEET
KR

Kindle Fire HD FJ ® Cisco Secure Client {%, Amazon »*% Kindle Fire HD 7 /34 A L OH LW
Kindle Fire FHIC AFTZ £7, Secure Client for Kindle {3 Secure Client for Android /X /77— &
HERERDIC [R) % T,

BIED TP Chromebook TlZ, Cisco Secure Client for Android 23AFUZH AR — h ENTH
Y . ChromeOS THxi#i 7 Cisco Secure Client =27 AR Y = AT H7- DI LR XN T
WET, £A 7 47 ChromeOS 7 74 7 > ME, Android 77V r—a v EFTTERNHNL
# 3 — Chromebook B T,

Per-App VPN [&, EHUERE S L OGRFE R TR — F SN TWEJ, Samsung KNOX
MDM % fifi Jfi - 2 & #RUEREE Tl Android 4.3 PAR% C Samsung Knox 2.0 % 32179 % Samsung 7
INA APKBETT, FEEEREREE C Per App 3285613, — 72 Android D A Y v R
PERSET,

Network Visibility Module (NVM) #&8EIZEH L CTl%. Android 7.0 L% % &2 & §° % Samsung Knox
2.8 LIk (3.3 25 Te) AEATT % Samsung 7 /34 ARMEETT, NVM OXEIZIX, Secure
Client 4.4.3 LA @ Cisco Secure Client 7’12 7 7 A L7 4 X L METT, ZNELVFTOY U —
ATE, FAANYM OFET VR — SN TWOEEA,

Cisco Secure Client for Android F5® Umbrella €2 2 —)L

U U—248.03645 (LIFE) TiX. Cisco Secure Client for Android 6.0.1 L&D T /34 2 F @ Cisco
Umbrella <& ¥ = — /L% Android 2> HIgflt SV E T, Z OFHRIG s L OVEBExI4:4% Android 7
NAZAHOO =27 7T 47 MIDNS LA YiRELRIELET, Zof#E L, v—2o 7
077 ANTHR—ENDET TV r—2art 7700 7OmMTIERESNET,

. Cisco Secure Client (AnyConnect # =) Android ') !)—X51)1J—X/—}


https://play.google.com/apps/testing/com.cisco.anyconnect.vpn.android.avf
https://play.google.com/store/apps/details?id=com.cisco.anyconnect.vpn.android.avf&hl=en
http://www.amazon.com/dp/b0094mn1aq/

Android T Umbrella »5 1 + > 2 E# [

ENANT NA AEE AT A (MDM) 1L, 2D 747 > b % Android 7 /31 AIZEB L.,
Umbrella %7 % Android 7 /34 A2 > ¥ 2T 5700 ETT, AR— kI TWbH MDM
BLOFOMOFTHFESRED Y A MZOWTIL,  TAndroid OS T Cisco Secure Client @ Umbrella
EVa— NVERETHIEOOFHESRE ] SR LTIEI0,

PEREIC L - TR, RO &) REREDHIIR SN D Z &3 H 0 £,

TV —a T O VPN, OS OFIFRIZE Y | Umbrella ¥ = —/L TIIHEEE L £8
ho UVEBE—RTZEAVPN BT 7T 4 77284, Umbrella 12 X D 1R3#1X. VPN b b
WCE > TRAITZIEENTZDNS b7 7 4 w7 ICOBREHEINET, 77V r—var
DVPNIZK LTV E— R T 7 BARHESNTWDEAIEL, bk Enizr7 70 r—
vaY®ODNS R 77 4 w72k L TOIH, Umbrella |2 L A RENBEH IV ET,

« Umbrella (2 X A RELXEHT 256, WREER VPN X, ny 7 X0y (Zx—L7a—
) AT varEEbIERLANTLEE Y, Zhid, VPN —R—(ZHFETE 20
Blla—HF—DAf v Z—Fy N T 7 BAMEILEND D TT, FRHEGN A 2> T
WHGEIZR vy 7 XU VEREE A 7IZT HIZIE, MDM A RESRL T ZE0,

Umbrella 52 2HERE Y ~ F OFBHIZ SV CiZ,  [Umbrella Module for AnyConnect (Android OS)
ESBLTLIESN,

Android T® Umbrella dS 4 & A EH

Cisco Secure Client for Android /i ® Umbrella £ = —/V %, T4 B ADOFE I PO LTH
HZTEE T, Secure ClientY 7 U =7 7 A & ZADFEMIZ DUV TIX, Cisco Secure Client 3§
T4 R [GE] #2RL T &, BHEMO Premier 87 A 7V T4 &2 A1,
http://www.cisco.com/go/license 7> H AFT& £7, Android for Secure Client {21, Cisco Secure
Firewall ASA £ 2 —37 8.0(4) AR LT TT, T4 B RZHET HEM EFHEH 7 A & R
DUNTIE, ac-temp-license-request@cisco.com (Z I WG HH < 72 &, ZDEE, Cisco Secure
Firewall ASA 7> 5 %47 L 7= show version =< > ROH O a v —Z2424t L T &0,

Cisco Secure Client F® Umbrella & = —/L{Z1% Umbrella 7 A 7 > ANMIE T, FEHIIZOW

TIX, https://learn-umbrella.cisco.com/datasheets/cisco-umbrella-package-comparison-2 22 U » 7 L
TLTEENY,

Android 0S T Cisco Secure Client ® Umbrella T 1 — )L ZEBHT 5 -ODRERSH

\}

G¥)

Cisco Secure Client 1. MDM TIER ST UV —27 7 a7 7 A VNOT 7V & 7T B4R
SN T T4 v o =L, FNSUTCHEE Y ey 7 E2E35F T LET, 77U r—
AR T I UL TT— 2 T u 7 s A NDRTERINTE T T 4 v ZITE=F S
FHEA,

« V7 MU =7 %BH L, UnbrellaiX €% ENANTNA AT v 2T H2bDENA L
TR AERY AT A (MDM) , BUET R READ/N— 2 1%, Mobilelron, Meraki,
VMWare Workspace 1 (AirWatch) . = 7213 Microsoft Intune T,

Cisco Secure Client (AnyConnect &%) Android ') !)—X51)1J—X/—} .


https://docs.umbrella.com/deployment-umbrella/docs/umbrella-module-for-anyconnect-android-os
http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/go/license
https://learn-umbrella.cisco.com/datasheets/cisco-umbrella-package-comparison-2

B &

* Android OS /X— 3 > 6.0.1 LAFE 2 #5# L 7= Android (Samsung/Google Pixel) E/NA /LT
/§4xo

¢« DNSAR Y 3 —DFRE., BEE S Android 73 ZAOEH, BL LR — b D72 Umbrella
T4 A,

o BEBE A2 AN 5 728 D Umbrella #H5% 1D,

Gy NU—Z7H (TND) O%A :

 Umbrella <& ¥ = —/Ui%, HTTPS NERNBART 774 7 A (VA) Zti+ 5 &,
FHEBHZHET VT4 7 LET, 72770, VABHTTPS P R— F L TWARNES

1%, Umbrella & = — /L3 EIEZFHAT L £ 7,
« umbrella_va_fqdns N9 XT? VA FQDN Z AT D2 HENH Y 77,

#ikae

Cisco Secure Client 5.0.03085 for Android Mobile ') ') — X D & kRE
Android [7]{F Cisco Secure Client ® Z D 3—< 3 Tl. Cisco Secure Client 5.0.03085 for Android
THRREAORE (14 =) IR INTWDE AT BRI N TV ET,

Cisco Secure Client 5.0.03084 for Android Mobile ') ') — X D &g
Android [7]F Cisco Secure Client ® Z D 3—< 3 > Tl. Cisco Secure Client 5.0.03084 for Android
THERFAORE (14 =) ICERHSNTOWD NN RRR SN TWET,

Cisco Secure Client 5.0.02078 for Android Mobile ') ') — X D #FH#HE

Android 4] 17 Cisco Secure Client © Z D /8— g 2%, IROWEEL YR — FOHEFRNEEN.,
Cisco Secure Client 5.0.02078 for Android CHERFEADRIEE (15 X—) IZit#f SN TV AH AT
R E N CTWET,

o Sk & 72 DNS BsR 215535 & 1T Cisco Umbrella V Y /LR L I@ET D720 OB
A= (5385 V5353) O A=, BUEO 43R — MIHEENFET L L, HLVFR—
ERF w7 S, BEMNZONTEHLWAR— FHOF LW Y 7y FF v RUNER
NFET (CSCwe69440) .

e Android42 X ViD= a U EFET L TWAT AL ATOT v 7 b— R R— &
NTWERAL

« VPN O #5%i & I D Android 7 A v V RIEZXZ A VOV R— MIBMEhbd &, 7740 b
THINZR Y £,

« MDM 3% i€ CHI FH Al e 72 RS RENE IR -
» Android T—H =238 LW VPN B 2 /B C& 5, F70ETERWVWE DT D
cEHEHINTW RN — =% T 11 v

. Cisco Secure Client (AnyConnect # =) Android ') !)—X51)1J—X/—}



Cisco Secure Client 5.0.01253 for Android Mobile ') ') — X D #i4E .

BEZNDRARE : Android SDK 31 ~DFAT & Z D 0OS OHFIROFESR, Cisco Secure Client 7 7" U /77—
v 3 ZiE, Cisco Umbrella Protection %—E 2 & FITT 5720 @ Android ® 77—t U~
A X ERPBMETT, FHXR L EHEIN DM ST O Android BB T, Z OHERR A EZHIZ
THLZEEBR L2 ——%, 77V r—ya UREMEREILLT D AREENRH D £,

Cisco Secure Client 5.0.01253 for Android Mobile ') ') — X D & tkRE

Android [f1F Cisco Secure Client ® Z D/ 3 — 5 ClX. Android SDK 31 x4 &35 L H 1T
Cisco Umbrella #$8E2Y 7 v~ 77 L — K & 4. Cisco Secure Client 5.0.01253 for Android TR 7
ORIE (15 2—2) TR SN TV BT RIS TVET,

Cisco Secure Client 5.0.01251 for Android Mobile ') ') — X D &FrtkRE

Android [71F Cisco Secure Client D = D /N—30 5 213, IROBERE L 7R — NOEHRE F I,
Cisco Secure Client 5.0.01251 for Android THERFADORE (15 2—) IZEFHEINTWAE AT
DR SN CTWET,

« VPN 85t 2 i BT A 720D TLS 1.3 DY R— h, IROBIMOBEEA A — " RNEEND -
TLS_AES 128 GCM_SHA256 33 L IX TLS_AES 256 GCM_SHA384,

Y

() X272 747 > MTLS138621X, TLS13 2V KR— K95
X2 T~ b A LML TY, CiscoSecure Firewall ASA D U
U—29.19(1) TlL, ZOHAR— BRI TEET, BEhilx, ~>
K=y ROV R—F T TLS N~V g 74—y 7 LE
R

DTLS 13 lZE Y AR—F SN TWEEA,

ULD h > RUVREHTIX, T—F b7 m halRERENE
T, L7z o T, DILS A I3 — R ENTWAEEA, IO
TLS #5#&2 TLS 1.3 TH->Th . DILS RERINET,

 ARGEREDN AN 2 > TV DREHEZMEH L TV D56, ~y R RNGERELZIT A
NoNR ol Z L ZRT T —A v b—VURERINET, GEHIEFELHIBRL THA
W= b T DRENRHY £,

Cisco Secure Client 5.0.00247 for Android Mobile ') ') — X D $#%HRE
Android [7]{F Cisco Secure Client ® Z D /3—< g Tld. Cisco Secure Client 5.0.00247 for Android
TR EHOBBE (16 X—) ICEHEINTWDINT PRI THET,

Cisco Secure Client 5.0.00238 for Android Mobile ') ') — X D FrikaE

Android [A]1F Cisco Secure Client O Z D/3— g 1L, IROBERENNE £, Cisco Secure Client
5.0.00238 for Android THER B DR (16 X—) IR SN TV DT DBRIRE LTV E
T, FARRORIEIZCisco Secure Client 5.0.00238 for Android THRAFR ORI (16 <—) 127
EnTnET,

Cisco Secure Client (AnyConnect &%) Android ') !)—X51)1J—X/—} .



B Android ©o> Google I1=B8 S 2 BEEIDRIEE

« A7V FERS B R Y T OHHR— b
N

GE) 27U MERAMERIZIE. 100 K D IPv4 L— k & 20 Rl D IPv6
I— I BEENTWDBLERSH Y £,

H—=r T

& @ Android Mobile Y U — A Tlt, medium ¥V 4 Y= v MIEILEENET,

Android T® Google |ZBE9 S5 D RRE

Android OS T® Google (Z L A lFRIZ X Y. Umbrella Cisco Secure Client & ¥ = — /L & A9
% &, GooglePlay A N7 COT 7 U r—va DXy rn— KRS 25508 H0 £4, =
DOE% BT 5121, Umbrella €Y = — V& FGNCT DENCT Y r—vava Xy rn—
KL EJ, Google % Android0S Q| TIDEMEEZEIEL E L7z, FHMIZ OV TIL, [Google
Issue Tracker] ZZM L T 72X,

Android Cisco Secure Client D#gE< ~ 1) v o R
W DFIZ, Cisco Secure Client on Android THR— SN D UV E— 77 AIEEZ R L £,

HT TV HeRe Android VPN
BB L UERE

TV r—ay ARTNEDA VA M= NVERIEIT v |3
I L— R

Cisco VPN 7’2 7 7 A VDY R —k (FEA o HR— 1) % i
Cisco VPN 7’12 7 7 A L DHR—  BEgH DA R — | %hik
~)

MDM #EDHHET > ~ REIE
2= R EORT R % s
(N2 U2/

TLS s
7 —% 272 A TLS (DTLS) I
IPsec IKEv2 NAT-T PSP
IKEv2 - raw ESP X hea
Suite B (IPSec ® #) I
TLS A KFIE

. Cisco Secure Client (AnyConnect # =) Android ') !)—X51)1J—X/—}


https://issuetracker.google.com/u/0/issues/113978828
https://issuetracker.google.com/u/0/issues/113978828

Android Cisco Secure Client D#EE< L) v & X .

AT KEE Android VPN
T v R ET KR % s

Mo =TT T4 T ESIIN
BROT VT 47 Xy NT—0 A B =T AR Jextits

VA R VAN RN NS S IND/4

ity Android 5.0 LA E ¥ 7213 Samsung Knox,

TIVr—yaryZeDbhrx)rr FFafE TRy
TV r—v g —R)

PIIIN

Tk (OSIZEY, 77V r—v a3 A RT~D
NG T4 E—ED ST T 47 THANDRRAET S
REMERH D F9)

X his

ZFY v h b (ZFY v M ERET) -
o —# /L LAN (R 7Y v FEEERD) —

Split-DNS

Whtre A7V v M DU EERET,

HEEE /Ry hU—27 a—3 7

*ite BENEEHGE T 0 7 7 A VOREICHIDLT, 22—
PF—233G & Wi-Fi % v NU—7 O & BE§ 5F. Cisco
Secure Client Mobile 1% VPN Z & IZHEEF L £97,

A7~ K VPN (35 kv Es)) FERSIE
FrT =Y RVPN (77 r—a 2 k- TiEE)) FERSIE
F— AR KFIE
IPv4 X7 Y v 7 b7 AR— | PSR
IPv6 X7V w27 NT U AR— | %fhis, Android 5.0 ARE S LT,
IPv4 over IPv4 k> 1L PSP
IPv4 over IPv6 ~ > 1L 3G
IPv6 over IPv4 ~ > /L PSP
IPv6 over IPv6 b > %L st
TN RAAL K hix
DNS H—/ S — D& E KFIE

TIAN—=MUT axy FR— b

Android 10 gD EHE 2 x> 23R~ — F LEd, Android
11 D PAC ¥ 2 R—FLET, kD () %
ZHLTLEE N,

7'r % A PPN
NRT Yy 7T F T R — b FERFIE

Cisco Secure Client (AnyConnect &%) Android ') !)—X51)1J—X/—} .



. Android Cisco Secure Client D#EE< 1) v o X

AT KEE Android VPN
a7 A RN — e
a7 N — xthis
DSCP OfRAT X
AT & UIHT

VPN B — R NZ v PIPTA
Ny 7T w7 H—r3— U Rk %t
B — R U = A IR FERFIE
Touch ID FHERFIE
SAML 2.0 oo
7 74T MW ERG KFPE
F T A VEEHERT—4X 2 Zra han (OCSP) e
FENC L D2 —VF—FEEDOE R K hix
FEIZ L DY — " —FEHE DB B K hix

SCEP L v —%4k (BEWDT T v b7+ — L&A L | k&
TL7Z&EW)

SCEP 7’ % %4k (BEWDOTT v b7 4 —LZWR L | ks
TL7Z&EW)

SENETSESESIN I
FEC & %A EORIR P
A~—h = RFOYPR—Fk RIS
=P —HBLORRAT—R st b
h—27 R REDE
THERRFE FOR
7 NV—"7"URL ($—/"—7 NL A THIE) et
TN—TDOEAR (Ra v 7 X0 38R KFIE
a—HP—FFHENSLD I LT v LOFERTIAT et
IRAT — RORAT FER I

A—HY—AA—T(AR:

AR K7 GUI PSS

. Cisco Secure Client (AnyConnect # =) Android ') !)—X51)1J—X/—}



Android Cisco Secure Client D#EE< L) v & X .

AT3Y : e Android VPN
*A 7 47 0S GUI FExtIS
API/URI ™ FZ (LT A2 M) KEPE
UlDOBh A< A= 3 FEXF I

Ulor—nhYE—a v

s (77— a MFFRNS Sy =S E
FENEENTNET)

a2 — WP —FRIE PSP
T2 Vw7 VPNT 7B AFDOR—LEFEODT 42 = | i
K
Cisco Secure Client [Z[EH D AT —H AT A 2 FT g
ENAIILRRXF+ : (AnyConnect Identity Extension
(ACIDex) )
VU TNESEIIEAID OF = v K his
~y Ry REHF En 5 0S B L O Cisco Secure Client | % i

DNN—T g

CiscoSecureClient v kD — A REE D 1 — LD Y R—
~

*fhts, Samsung Knox & MDM (2B L CTHREED BN H
\iﬁ—o

URI MOALER :

Bt R U OB %t
VPN ~D i K hix
B D 7 LT v v LD HERTAT s
VPN i KFIE
FEHEDA R — b %t i
n—AV¥—var F—4DOA K-k KFIE
XML 7 547k Fa77 A LDA R — |k %t
URI @2~ > ROSME (o——) il KFIE
LR—bBEV LS TN a—TFTa25

feat %t i
B X 72 Wi (DART) SR
RE

FIPS 140-2 L~b | ST

Cisco Secure Client (AnyConnect &%) Android ') !)—X51)1J—X/—} .



. Cisco Secure Firewall ASA D&

* 2770w MERIMERRIZIZ, 100 KD IPv4 /L— k & 20 KD IPv6 L— F B EENTODLERH Y F7,

\)

GE)  Cisco Secure Client on Android {2 PAC 7' 1 %L R EX BT AR1IC. 77V 7 —3 3 7 PAC
Tax L HEHEENRHDH I EERMERL TS,

Cisco Secure Firewall ASA DE {4
R OEHREZfH 4 5 121%. Cisco Secure Firewall ASA D&/ U — AN MEE T4,

)

GE¥)  BIED Cisco Secure Client E/3A L) ) —R BT D 26 OEED T I >WTCiL, Bl
WD Ty N7 —bOE~ N v 7 AL T TEE N,

« SAML 23k : Cisco Secure Firewall ASA 9.7.1.24, 9.82.28. 9921 LI, 7 I A4 T h&
PRl HFDONR—=2a VBEFHTHHZ EEERLTLLIEIN,

« TLS 1.3 : Secure Firewall ASA 9.19.1 LAR&,
« TLS 1.2 : Cisco Secure Firewall ASA 9.3.2 DL,
* Per-App VPN k> % U > 7% — K : Cisco Secure Firewall ASA 9.3.2 LLF%,

* [Psec IKEv2 VPN, SuiteBk55{l., SCEP 7' &3, F721EE /A /LR AF ¥ : Cisco Secure
Firewall ASA 9.0,

FOMDL R AY FTY KOHYR—+
Cisco Secure Client SSL ##¢ (. Cisco I0S 15.3(3)M LAKE/15.2(4M LI CTH R — F & T\ E
D
Cisco Secure Client IKEv2 #2f5¢ 1%, Cisco ISR g2 152(4)M LAETHHR— F I TWET,
Cisco Secure Client SSL 33 LTV IKEV2 &, Cisco Secure Firewall Threat Defense U U —% 6.2.1 LA
ECHAR—FENTWHET,

Google Play X 77 @ Android

VAT, TNTO—H—|Z, Google Play A b7 CAFT& % Android V U — R D&H

N=VarZERT L2 am<BEDLET, SBIT, apk =V a ViE, BHAA—Va v
MO H DD Cisco.com TATFTE £, GooglePlay 2 b7 ZFIH TE 22545 Cisco Secure
Client V7 "o =7 Ao — R_X—=JICT VB ATELEHREIL, Z0ORXR—g 02 AFET

TET

. Cisco Secure Client (AnyConnect # =) Android ') !)—X51)1J—X/—}



saormtonE [

EEEN D B #1E D il RB

+ Android 10 ® VPN b > 3 /L CTREFEDRIBEN 3 AE L TV A H-A1E. Android 10 D77 A ~_—
 DNS #REZ NI L CTHATLIEEV,

e NRXTY T A B —T 2 AL TFAR— | f L F—T A AZEBIT 5 IPv6,

IPv6 (L. Cisco Secure Client 4.05015 LA A AT 77 A RXR— "B LORT Y v J T
AR—=FOWMFTHR—FENTEY . Android 5 LETHHE L TWET, ZOMLED
B2k V., IPv6 bR EBAN LTZ IPvd BLOVIPVE ko /L&A L7= IPv6 B ATREIZ 2 Y
i‘g—o

LRI /3—37 3 > D Cisco Secure Client & Android V V — A TEHTE 72 b RLERE (IPv4
F Y R E LT IPv4, BLXOVIPvE B RV EA L7Z IPv6) bl &kt ¥4,

)

GCE)  Android IZTFET 2 BERI ORI (Issue#65572) D3FIK T, IPv6over
IPv4 X Android 4.4 FCHEBE L £ A, Android 5 LI A2 2
‘/[Z‘gzﬁ&) @ i‘j—o

o Ny T 1 —/3—1 JL X Cisco Secure Client :

* Android 5.0 TlX, 7XA A TONYy 7 757 K Ry NIV—JHfixt 7y 7345
Ny TV == EASINE LT, Ny T V= "—2HF 5L, Cisco
Secure Client &Ny 7 75 7 RTHEITLTWAEAE, —FHEIRREBICBITLET,
Android 5.0 CZNEERET 221, 7L ARETNy T U £ —_"—%2A4712T5
TENTEET ([&E (Settings) 1->[/SN>v7 VU (Battery) ]->[N>7 U E—r3—

(Battery saver) | E£72ITlEI/ =1 5) |

Android 6.0 ABETlE, X7 U 2— R—2 KX T Cisco Secure Client 73— Fp{5 [F K AE
IZB1T % &, CiscoSecure Client D&y 2 /Ny T U B—_"—F— KM HHA U R MZ
BT D47 arBRRTELOR Y 7T v 7 RFERINET, CiscoSecure Client D
R E AU A MIBREET D E, Ny 7 7T 00 RCIEITT HHEBEICEE L 5 2712
N7V EHKTEET,

N T U B — X—=2H K C Cisco Secure Client 28 —H5 1E L7234, Ny T U B—r—
%A 7123 B0, Secure Client ZFF 7] U A MZiBINT 2 2 i2BAF%7: <. Cisco Secure
Client 7 —WHE ILREEN S R TICIXFEI CHEE T 2L ERH Y £7,

« 27°J > F DNS L, Android4.4 7 /SA A TIIHEEE L £ A, F7-. Samsung #? Android
5x T A ATHHEREL £ A, Samsung 7 /31 ZADEHE, ME—DEEERIZ, A7 » b
DNS Z#EMIZ L CON—TI2HHiT 5 2 & T, ZDOMDT /A AT, Android 5.x |2
Ty 7T L—FRLT, ZOMEDEEEZAFTHILERDY £,

ZAUE. Android 4.4 \ZAETET A EEAIDORIE (Issue #64819) (21 5 H DT, Android 5.x T
BIESNFE L7223, Samsung 80> Android 5.x 7 /3 AT AAFENEHATL,

* Android 5.x @37 (Google Issue #85758, Cisco Issue # CSCus38925) 12 Y. Secure Client
TV = arE[EEAMA LT 77— a2 (RecentApps) WAL S &
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https://code.google.com/p/android/issues/detail?id=65572
https://code.google.com/p/android/issues/detail?id=64819&q=vpn&colspec=id%20type%20status%20owner%20summary%20stars
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B soonsnoms

ELEELRWEAENH Y £9, EFREELETT 512, [RE (Settings) ] T Secure
Client #f& 7 LT/ b, FEHL £,

Samsung E/3A LT A ATIL, [XE (Settings) ]>[Wi-Fi]>[A~—F X hU—27 &
A F (Smartnetwork switch) ] T, ZE LT=A > ¥ —F v MER A HEEFT 5 72912 Wi-Fi
NS LTEWCHI W B2 5 2 L3 TE £ 9 (Wi-Fi S8 0N oll TRWVWEE) » ZOHAL. 7
77 4 772 VPN o R —RHEIR L, A LEd, MELMRD IR LUEERT L2 &
(27257, ZOWREZENIT L 2RO LET,

DT 7T 47 2—Y—% PR — 9% Android 5.0 (Lollipop) T, VPN #ZfElLT /34
ALEOFTANTOa2—P =TI, 02 —P—DF—FDh%E h NV LET, Ny
27T R T =8 Tu—REE I TICRET D ARERH D £5,

Android 4.3.1 ®/X7" (Google Issue #62073) (ZJ U, Cisco Secure Client ICS+ /X v 7 — U %
T 52— —1%, FEREMNAL 4 EATITEETA, 72 2%, [internalhost]
LIIAJITE 9, linternalhost.company.com| & ANTAHXLERH Y £,

Android 4.3 ~® HTC One LD AT&T 77— LV =7 DT v 7T —h (Y7 b7 =7 /3—
Y3 :3.17.502.3) (%X, [HTC Cisco Secure Client] % %A — kL TCWEHA, BEHEIT

[HTC Cisco Secure Client] %7 >4 A h—/LL. [Cisco Secure Client ICS+] %A > A

N— T 5B A B Y 7 (HTC Secure Client [ £, 3.22.1540.1 ¥ 7 R 7 =7 /3—T 3 D
A —Fafr T 4varyTIIHELET) . T/ M ADY T y=T N"—U3g
E, [BRXE (Settings) |>[MaATEHR (About) 1>[Y 7 b U =7 {E#H (Softwareinformation) ]
>[Y 7 bvx=T7%% (Software number) | CTHER L £7,

BN Android k> R/LD MTU % 1280 Al Z5EE L72%5 12 VPN 3 i35 &
V9 Google Issue #70916 23, Android5.0 (Lollipop) TRk IN7=Z La2TWELET, &
OREEHRIT, ZEZEOTDITRIE L E T,

Android4.4.3 TONRT OFFHEDT=8® (Google Issue #70916, Cisco CSCup24172) . EELE N
Android k> R/LD MTU % 1280 LA FICERE L7 HEIC, VPN ERA R L ET, 2O
HIX 9 TIZ Google lIZ A STV E T, Android4.4.3 TH¥E Lo N7 2 EET DI, #
LWR—V 30 0S NMLENZ/R D £9, ZOMEEZRRET 572012, ~y R ROE
BEFIL R %L MTU % 1280 AR IZERE LW T 72 E 0,

ﬁﬁ%ﬂﬁ§§§ﬁfﬂA%)&f\ 3:>/}S:1“‘1F“‘&: |—System configuration settings could not be
applied. A VPN connection will not be established] EI/\a A 3’%3‘“i>ﬁ§§§iﬁi§%l\
Secure Client D7 /N 72 ZIZLL FOWNEDERRINET,

E/vpnandroid( 2419): IPCInteractionThread: NCSS: General Exception occured, telling
client

E/vpnandroid( 2419): java.lang.IllegalStateException: command '181 interface fwmark
rule add tunO'

failed with '400 181 Failed to add fwmark rule (No such process)'

E/vpnandroid( 2419): at android.os.Parcel.readException (Parcel.java:1473)

E/vpnandroid( 2419): at android.os.Parcel.readException (Parcel.java:1419)
E/vpnandroid( 2419): at
com.cisco.android.nchs.aidl.IICSSupportService$Stub$Proxy.establish
(IICSSupportService.java:330)

E/vpnandroid( 2419): at com.cisco.android.nchs.support.VpnBuilderWrapper.establish
(VpnBuilderWrapper.java:137)

E/vpnandroid( 2419): at com.cisco.android.nchs.support.NCSSIPCServer.callServiceMethod
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https://code.google.com/p/android/issues/detail?id=62073
https://code.google.com/p/android/issues/detail?id=70916
https://code.google.com/p/android/issues/detail?id=70916

saormtonE [

(NCSSIPCServer.java:233)

E/vpnandroid( 2419): at
com.cisco.android.nchs.ipc.IPCInteractionThread.handleClientInteraction
(IPCInteractionThread.java:230)

E/vpnandroid( 2419): at com.cisco.android.nchs.ipc.IPCInteractionThread.run
(IPCInteractionThread.java:90)

E/acvpnagent ( 2450): Function: ApplyVpnConfiguration

File: NcssHelper.cpp Line: 740 failed to establish VPN

E/acvpnagent ( 2450) : Function: PluginResult AndroidSNAKSystem::configDeviceForICS ()

File: AndroidSNAKSystem.cpp Line: 665 failed to apply vpn configuration
E/acvpnagent ( 2450) : Function: virtual PluginResult

AndroidSNAKSystem: :ApplyConfiguration ()

File: AndroidSNAKSystem.cpp Line: 543 Failed to Configure System for VPN.

Android 4.4 (KitKat) ®/3X7 Google Issue #61948 (Secure Client =—¥"—7% VPN $fi TK
BONRTy MAKRERRT 5/2 A4 27 7 MB3%AT D) 2 Google @ Android 4.4.1 DY
U—2A (Google Y 7 b7 =77 v 7T — hai LT—HOT S A AZEAG Z Bdh) T
RSN a2 THELET, RKOMERBRIT, ZBODIRIEL 7,

Android 4.4 D 37 (Issue #61948, Cisco Y7Av— N DOFEH [F5E] HSM) 12X V. Secure
Client = —#—(T VPN $£f5i CRED /7 v MAKZHEBR L £9, ZOMBIZ, Android4.4
C Secure Client ICS+ % 3179 % Google Nexus 5 THERR S CWET, —H—iX, FFED
Xy NU—=7 UV =R T I78ALLD ETDHE, FALTU MERRLET, £/,
Cisco Secure Firewall ASA = 7121%, TREVWST w b 1420 234 b (L ZUME 1405 /3 A
I) %3515 (Transmitting large packet 1420 (threshold 1405)) | @ X 9 72 syslog A v&—
DERRSINET,

Google #£:72% Android 4.4 FHDIEIEZAER T % £ T, VPN & PE# | sysopt connection tcpmss
<mss size> Z X ET D Z LIT LY. Cisco Secure Firewall ASA _E® TCP 85t Dix K& 7 A
VYA RIS TEET, ZORTA=FDT 7 4L ME 138031 F T,
ASA B JIZFREINDMHEOEGE LTI OEE/MS LET, EROFITIE, 2153
A T, HE 1365 R T2HENHY T, ZOEENSLSTDHE, RERNT Y
N & RAE T DEHRW D VPN 2= — D7 p—~ VR TEE B RITLET,

Cisco Secure Client for Android C. 464xlat & FEEIN D IPv6 BAT A 1 = X A %A L TEN
ANFy NT =T\t T D &, BEROMENELAGE1"HY £3, wEBE2xZ T L
DHER Z TV D T /31 AL, T-MobileUS & v kU — 7 |28t L TV % Samsung Galaxy
Note IILTE 28 VW £, ZDOT /A AL, T 7 4/b FTIPV6 E/NA L 1w U — 7 £
DHEFHLET, ERERITTDE, TS AEFHEEIT5E T, 1 VRS KD
nNoZERnbHY EJ,

Z OB A <L, CiscoSecure ClientICS+7 7Y r—v a U &ffHL, IPv4 Ry U —
I EHE G T 50, Wi-Fixy N —27 2L TR T 2 L 0107 A AR EEAER
L £, T-Mobile USA v b7 — 27 [ZHt L TV 5 Samsung Galaxy Note IIl LTE D54,
T-Mobile (2 £ > TR I TV D FIE [EFE] 1> T, TN ADT 7R KA M

(APN) ##ELE7 ([APN 72 k =2/ (APN Protocol) |73 [IPv4] IZEXE I TWDH 2
EEMERLET)

VPNHNDOTTARXR—=KIPT RLADOFHNT TAT > 8T AL ZADHNEA o F—T = A
ZDFEPH & A —"—F » 725 L Cisco Secure Client ICS+ /X > 7 — ICRHENN T 5
ZERBVET, ZON— b DOF—NR—=TF v TIPRETLHE 2 —F—|T VPN ITIEFIZ
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https://code.google.com/p/android/issues/detail?id=61948
https://supportforums.cisco.com/thread/2250185
http://support.t-mobile.com/docs/doc-8373

. KERRE & URRF A D Cisco Secure Client DRIRE

P CX T2, EBRIZIIMILT 78 ATEERFA, ZORBEIE, NAT (v hU—7
T RUVAER) AL, 7 L A% 10.0.0.0 ~ 10.255.255.255 OFEFHNICEID HBTTW
HERBEEF Y N — 7 THERINTWET, ZOMEIZ. Cisco Secure Client T Android
VPN 7 L— AU —7 O/b— MIFEIRHIR S TWD ERELET, N ¥ —EH D Android
Ny r—VILERBIBN—T 4 Y THIEHRH DL, 20X 57U A TIHL Y B HEE
DA H Y F9,

* Android4.0 (ICS) #3479 D Asus# 7 L h T, TUN RT7A "R KbhDHZEnHY F
9, bbb & AVF Cisco Secure Client 23 it L £ 97,

e Android &% = U7 4 L— LT X > T, VPNEFGNT v IRBEDM., T34 AD~<)LF A
FTUAT Ave—Tr 7 =R (MMS) A vt —COEZENMIESNET, 1ZEALE
DTN ALY —ER T rsf LTI VPN T v ZREDRIZ MMS A v —
ZEFELE D &2 LBANERINET, Android TIL VPN IZHHE L TV & X2
Ay E—VOEZENTFAIINET,

* GoogleIssue41037 LK T, 7V v FR—=FNET7F A MEAEO TS L &ElT, TF A b
DRFNZAR—=ZANFHA I N E T, CiscoSecureClient TliE, Vo XA L/XAT— R EFOT
FA N —F 5858, 2= —RNARERZEALTEZHIBRT2MLERDH Y 77,

KRR E L UHRRF A D Cisco Secure Client D FEE

Cisco Bug Search Tool |Z1X, Z DV U — A THRMR I L ORI A O ORIBEIZEET 5 38/
WHNEENTWET, BugSearchTool (27 7 ¥ AT 5I21F, v AaT7 vy MRSLETT, v
RAa7 Ay MaEBRL TRWEEAIX, https:/Cisco.com TEERZIT-> T IZE WY,

TAZ by TV V=R = FTERBINTWVWDL—EDI B AT Ty N7 —LDNTE, EAN
ANY U —=RZHHINAGEDRHY £7, BIEFAE L THE SN 71E, Cisco Secure

Client DV J —=AFGNRENTXTOANL—=T 4 VT VAT AT Ty F74—Lb (F°A
VARV =T 7 VAT LEFE) THEMARICRY ET, Ty P —AIEA SR
%. vpn, core. nvm, BLOFEED T R—=F2 bDOARTL, HfDOETNA LY ) —ATIIE
BLEREA, I0SN—=Va VOFFSN, NTPMEEFAERESNTZY )V —ANN=Ta 10
HREIWIEA, 72& 20X, i0S U YU —249.00512 TlX, A7 F> 7 U U —249.00086 Cfit
PENTZvpn 2R =R FORTERRINE R A,

Cisco Secure Client 5.0.03085 for Android TR ;FHDREIE

1D RHL
CSCwh50136 Secure Client 23FFFHED A R — NIk 5

Cisco Secure Client 5.0.03084 for Android THZRFADREIE

1D RHEL
CSCwd15758 TR ZAD A E Y REHIZ Android D F A L OFRITA =X
LDERRE L 72w
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http://code.google.com/p/android/issues/detail?id=41037
https://bst.cloudapps.cisco.com/bugsearch
https://Cisco.com

Cisco Secure Client 5.0.02078 for Android TR2iaE#0ME [

ID RHL

CSCwf111486 WA U NHENZ 2> TV DA, Android THF—F = — L FEH
FOA UR— PRI D

CSCwf49544 ChromeOS F® AnyConnect Android 77U r— a3 37 747

v MEEAET T — CRREEIC R T 5

CSCwf86725 (Cisco
Umbrella)

CSC5.0 : A"— F 53 TORFEAL ATV 2V DNS DEfF DO R —
2B EY]

CSCw188091

A7 Y NDNSEEEZFEH L THERLLY ET56E, 77U r—
varml I aTh

Cisco Secure Client 5.0.02078 for Android THEZRFA D&

ID ReL

CSCwe44665 ENH : Android DI REEF—ICERTE RN —1"—D7
By 7 BERE & BN

CSCwe60126 AnyConnect 7% SAML #%H1 C Meraki MX [ZHE5E T & 720

CSCwe67925 ENH : Android AnyConnect == — —723 81 L\ B3t & VERK AT HE

CSCwe69440 CSC 5.0 : Cisco Umbrella Android 7 7 A4 7 > F DR — k53 B LW

5353 oY HR— DB

Cisco Secure Client 5.0.01253 for Android THEZRFA DREIE

ID RHEL

CSCwe41637 Android : 5.0.01251 ~D7 v 77 L — Rt ® [VPNService~MD /3
A > RIZKREE L% L7- (Failed to Bind to VPNService) |

CSCwe42138 Android : 5.0.01251 T L 4 3 — VPN sdk 23HERE L 722\

Cisco Secure Client 5.0.01251 for Android THEZRFADREIE

ID

RaiL

CSCwd86009

GUI Z B EEB V= & X2, Android O BEGT 2 3% E 2 FeERT B
=D D

Cisco Secure Client (AnyConnect &%) Android ') !)—X51)1J—X/—} .



B cisco Secure Client 5.0.00247 for Android THR3RE & DRI

Cisco Secure Client 5.0.00247 for Android THEZRFADREIE

ID RHL

CSCwb57297 Medium ¥V 4 V= v O R —3> hBRRE L, BMEIC—EME
IR (AR — &2 HIER)

CSCwb90260 (2> 7 v AT A (Logging System) | ¥ 7 TIP & /b— MEH %
FIFCx 720 (Android 11 LLRE)

CSCwc04300 Mobilelron Core Z{# i L 7= Cisco Secure Client Android @ VPN @
IENIT 5

CSCwc24658 TA RNVEA LT T ML D)W, Android O 5 RS C H
[ 7 TR g AN

CSCwc53813 T d—NANEDNS & SSONEET T IR D

Cisco Secure Client 5.0.00238 for Android THZRFEA DA

ID

RaiL

CSCwb64589

IPV6 I DEERETERE A ~ B U — 2 & 1Pv4 Wi-Fi [H]® Android F-4%
#elZ 31T 5 AnyConnect 4.10 D IEIE

CSCwb70409

Android : UIRREZEINMLTPAC T2 XL OEWEER I A X~ A X

Cisco Secure Client 5.0.00238 for Android TREZRDEE

ID

RaiL

CSCwb90260

[2¥ 72 25 i (Logging System) | % 7 TIP &/b— MMz
FIFTx 72y (Android 11 LLK)

Cisco Secure Client Mobile DS :E KX 1 A > k
FEMIZOWVWTIE, RO RF 2 A FESRLTLIEEN,

* Cisco Secure Client Release Notes

* Cisco Secure Client Administrator Guides

* Cisco Secure Firewall ASA RF¥ 2 XA "DT T 4 T R_R—
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/series.html
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