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R1:
Affected Assets
e
Usarmama: dusti. hiltan -
IP Addresses 10.201.3.51 [~]
Asset Groups Catch All
Threats  From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: BT days
B Emotet (S0367) (3) 8 - Infection with exfitration capability that tangets banking credentiaks
Knowin malicious hosthames
)
Gommunication with hostnames 201.313.32.59 [ and 77.55.211.77 [] known 1o be indicative of Emotet
@ WannaCry [S0366) (1) il - Disk encrypting malware contains worm-like features to spread itself using the SMBv1 exploft EternalBise
| Known malicious hostnames
Communication with hostnames www, ugersodpSifaposdiihgosuryfaowrawergwi com Ii: and www ivgerfsodp Sifiaposdfihgosurijfarwreergewaacom Ii]
known 1o be indicathe of Wannalry
Known malicious hostnamaes from local passive DNS inference
e
Communication to IP addresses 104.16.173.80 [Z] with local pasaive DNS inference 1o hostname www. ugerfsodpSifaposdiyhgosur laewrwergwea.com
and 104.17.244.81 [] with local passive DNS inference to hostname www lugerfsodpSifiaposdingosuiffsewrwergwea.com (], The hostnames. are known
o be ndicative of WannaCry
B SMB service discowery (T101 E:I |:l Ii - Discowery of external SMB servers, e.g. 1o exploit the ETERMNALBLUE vulnerability
SMB protocol commanication
Communication over SMB protocol with mone than 5,000 IP addresses, hosted in more than 5,000 autonomous systems and 100 to 250 countries
Excossive communication (T1498) (1) (i - Unifiorm communication 10 many exemal nodes
Excessive external communication
Connections 1o more than 5,000 IP addresses, hosted in 2,000 to 5,000 autonomous systems and 100 1o 250 countries
» Contéxtusl events From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: B7 days
e [ Asset Dot |
¥ N - . > v A= N ==
(% (Threats) 127 v a O EEICIE, MEHSNTET X TOEBOEFHBLIIIR & . FFED
N . — . .
Ty NTCOENLORELRDLEXF2 )T 44XV MBRERENET,
2:

Threats From: 2022-03-05 01:00:00 CET To: 2022-05-31 06:14:58 CEST  Duration: 87 days
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& 3:

Severity: Critical

@ Emotet (S0367) () @ - Infection with exfiltration capability that targets banking credentials

« B

& 4:

Observation period

From: 2022-03-18 00:34:38 CET
To: 2022-05-1104:29:10 CEST

Duration

24 days

@ Emotet (S0367) (U @ - Infection with exfiltration capability that targets banking credentials

« [RHHEE

X 5:

Confidence: High

Confidence: Medium
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B WannaCry (S0366) (T) @ - Disk encrypting malhware contains worm-like features to spread itself using the SMEBv1 exploit EtemalBlue

Known malicious hostnames
[ e

Communication with hostnames weew lugerfsodp haposdihgosunijfaewr .-.---'-::..-.4 COHT [-‘- J and weew lugerfsodpSihsposdihgosunfaswrwergwea.com [_-,-]

]
known 1o be indicative of WannaCry

Enown malicious hostnames from local passive DNS inference
e —— )

173.8 [-- ]wﬁ"' Iocn passve DNS nfgrgncs 10 hostname www iugertsodpBiaposdibgosunijl Sewrsweng wed . com [vJ

Communication to IP addrgsses 104,11
Sifjaposdihposurl e wrwergwea.com T] The hostnames are known

and 104.17.244.81 |~ | with iocal passive DMS inference o hosiname www_iugerfsodp

to be indicative of WannalCry
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Pattarn shmilar to known malicious URLS

L]

HTTP requests to LIRLs hetpe/ fweow legalbiigesayar com/imgilogo. gif 711 1039=8974 782 [« ] hitpc/ eulppasur com/logo gif 71 0tae 1 = 778607 L"‘W:thnpﬂ-"-rmﬂﬂw-w“ﬂf B 4%
= Mslicious URL - Takos intslligancs

» There |5 1 Verdict for this obaens bie

Imstaate [0 lgarm mone.

i [+ | with pattern similar to known indicators of Sality

Irvestigaie in Threat Responss
Creaie Judgement
AMP for Endpoints

L Search for this LIRL
SecureX (rchestration

w Perimeter Block

Talirs Irdeligancs

[ Ssarch for this URL

ENENDOEX2 YT 4 A2 ML, B (Threats) |O&FHEHMM O =7 %X MNT
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B Emotet (SO367) (1) @8 - Infection with exfiltration capability

Known maliclous hostnames

Communication with hostnameas 2

HLW[ZTHA ALk (Contextualevents) |27 v a v a#RELT, 7y b LTl
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Conbeiusl gverts From: 2032-08-31 11:85:58 CEST 2022-08-31 11:57:59 CEST it 2 manubes

Anamalous destination

Communication with a rmrely contacied sutoncemous sysiem
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