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Suppressed oW : k Critical ass

cEBHODERXEDRT, BHENEDSLWERAITH DM, HEREINT-EE & DERE,
% DB Z A TIHT DOV 27 7Ty AL EDEEMEZFERDDHTZDIT, HxD
BEROFENERINT-ERELZRHET LA T arnbo 7,

TEy MAEEDORT, 7y FREDODSHLWEETH N, *v NT—ZIZEEI LT
LT RXTCOTNA AQEREENELL 2WEEE, fxo7ty N7 A—T7OE V%A |
OMEZFEEL T, LVEELRTF AL ZAOBRBEABLEIEA T arnb 4,

cEHEMOXRTT, HIEIZEDSDUVMEHETE 270, BEHOBRE TR INTHx OB
DNT, YAIDTNITY ZANF L THWDHEDEHEE, HENMIITHE L 2L 1537
BARBEEZBLETELRELH Y £, FOMDOLAITIE. FEOTERIC bbb 57,
EEROFHUNAZERRZ b H D T, TOLD, FFRHRENKEL D 7,
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arDI T AZEBEL, VAT LULEFELET, 23D Web R—F /L Tlix, U A
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7 72— hDOFRE

AT EloF e —var A=a—T[T77—F (Alerts) 1 & [H (New) 1227V 7 LT, Xy hU—7
EOFTRTOHF LT F— 2R RLET, &7 7— ME. EHOL— NZRRESNET,
a) &7 77— I — R, FAEOET XX EOMEEZFF>*Xy NU—27 EO—#EDOT & v MIFRFICE
WA B 25 1 O EOEBNEHN SN TWET,
X 2:

"c||'s'é1c"' Global Threat Alerts Dashboard Detections Incidents Integrations Orchestration Administration () | v L

Detections

New Alerts
e Alerts pointing to risks on your network
New
Open .
Active from |July 26th ~ ‘ to | September 9th ~ | Set Lastday Last7days Last30days Last 45 days
Closed
~ Threat Catalog Risk level Critical High Medium Low ‘O\ Enter a username, client IP address, asset group, or threat
Detected
Suppressed Sortby: Risk ™ When ~ Affected assets
v Asset Groups
Affected Critical Risk ETA
Suppressed When: June 13th - September 8th
Settings Modified: 10 hours ago
I Threats: WannaCry (S0366), Emotet (S0367), SMB Service Discovery (T1018), Excessive Communication I
I Asset Groups: Office Lab/0, Office Lab/1 I
Affected Assets: 2 assets
Usernames: demo_keturah.gaunt, dusti.hilton
IP Addresses: 10.122.38.6 (), 10.201.3.51

Critical Risk

When: September 8th
Modified: 10 hours ago

Threats: ZeroAccess (S0027)
Asset Groups: Web Servers

Affected Assets: 1 asset

Usernames: demo_chassidy.phalen
IP Addresses: 192.168.0.16

BB, FRHCRAET DS S ERER.
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Ty RIIIL—T, TNHOEBIL. IFEOE YR A LOMEEZFEFST Y h I A—TIRT D
TV RFRA L FPTRELTWET,

b) VAZLULE, BEOEREL~NVETEY N A—TDE VR A EOMEIZESHNTHNET, U
AT LSOV REWEE, BNy NU—7 LOEERT vy NMIRA B2 5250 A7 01380
EWZ EERLTWET,

ATFY T2 TI7—KMI, VAZOFEWIEIC, VA RMDOEENOERONET, AT LI ESNTT T — Mt
BL, VAIZOBENT T7— M ROIZRET D Z LT, oW aE LR T LET,

« HAK
o HWN
o PR
o R

GE) TI7—brh—FRiZ, FILWEBR I L—7ICBMENTZLER, Ty hTA—TDOEY XA
FOMERLEBOBERENEN LT X0, BIICEEINET,

ATy T3 AR, VAZLL, a—P—4 IPT RLVA, Ty NA—7 BIXOERIEBREERL T,
BRI DT T— e T 4 NANBTELET T arnNbyET, F7-, VA7 LY, BB, F7203%
BEZTHT Y hOMTY— b5 7 arbdbbEd,

3:
New Alerts
Alerts pointing to risks on your network
Active from | July 26th ~ | to September 9th | Set Last day Last7 days Last 30 days Last 45 days
FILTER
Risk level Critical High Medium Low |Q Enter a username, client IP address, asset group, or threat
SORT |Sortby: Risk ~ When Affected assets

ATy T4 77— OWREE [A—7> (Open) [ICEELT, 77— FOFHEEZBHBLEL T,

G¥) REEN [BHL (New) | THRLMRDE, 77— b —REEFESNTLET L0, HENES
2720 £,

ATw TS [77— hOFM (AlertDetail) 127V v 735, MHSNIZEEEREFELZZ T DTy MIET %8
MmoarF o YRnErREInEgd, 228223578y MUIFENETNLZEDOT vy b TIThh =T _XTDE
Bt aE U A N 45 [ (Threats) | £ 7 > arBHV, T _XTCOEELRLI X2 T 44XV MG
EFNTWET,

. Ay aRk—F



| #yvak—r

75—toEz |

X 4:

Affected Assets

Usamama: dusti. hiltan
IP Addresses 10.201.3.51 [~]
Asset Groups Catch All

Threats  From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: BT days

B Emotet (S0367) (3) 8 - Infection with exfitration capability that tangets banking credentiaks

Known malicious hostnames
_ ——e——— .
Gommunication with hostnames 201.313.32.59 [ and 77.55.211.77 [] known 1o be indicative of Emotet
@ WannaCry [S0366) (1) il - Disk encrypting malware contains worm-like features to spread itself using the SMBv1 exploft EternalBise

| Known malicious hostnames

Communication with hostnames www, ugersodpSifaposdiihgosuryfaowrawergwi com I';: and www ivgerfsodp Sifiaposdfihgosurijfarwreergewaacom [
known 1o be indicathe of Wannalry

Knoan malicious hostnames from local passive DNS inference
v

Communication to IP addresses 104.16.173.80 [Z] with local pasaive DNS inlerence 1o hostname www. ugerfsodp Sifaposdiyhgosur laewrwergwea.cor
and 104.17.244.81 [] with local passive DNS inference to hostname www lugerfsodpSifiaposdingosuriffsewrwergwea.com ], The hostnames. are ki
o be ndicative of WannaCry

B SMB service discowery (T101 E:I |:l Ii - Discowery of external SMB servers, e.g. 1o exploit the ETERMNALBLUE vulnerability

SMB protocol commanication

Communication over SMB protocol with mone than 5,000 IP addresses, hosted in more than 5,000 autonomous systems and 100 to 250 countries

Excossive communication (T1498) (1) (i - Unifiorm communication 10 many exemal nodes
Excessive external communication

Connections 1o more than 5,000 IP addresses, hosted in 2,000 to 5,000 autonomous systems and 100 1o 250 countries

» Contéxtusl events From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: B7 days

< =X

[#E (Threats) | &7 v a »® EEICIE, SN RTCOBEOEFHEREM L., HEDT Yy b T
DENLDOEELRDZEX2 VT ARV MRFERINET,

& 5:

Threats From: 2022-03-05 01:00:00 CET To: 2022-05-31 06:14:58 CEST  Duration: 87

FNFNOEREBRTICIE., FDO4F. MITRE U > 27 . 3B, BIOLUTOLORERINET,
« ERE
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Severity: Critical

@ Emotet (S0367) (V) @ - Infection with exfiltration capability that targets banking creder

« BT

X7:

Observation period
From: 2022-03-18 00:34:38 CET
To: 2022-05-1104:29:10 CEST

Duration

24 days

@ Emotet (S0367) () @ - Infection with exfiltration capability that targets banking crec

Confidence: High

Confidence: Medium

@

TNFhOBEREBREIZ., TIZhbr X2 T 44XV MIEoTEMTLATHET, 41XV FD£ELIC
X, AR FOERIZ OB o T2 AR T 2 BB X2 VT 4 7 /T —va U REENTHET,
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B WannaCry (S0366) (T) @ - Disk encrypting malhware contains worm-like features to spread itself using the SMEBv1 exploit EtemalBlue

Known malicious hostnames
e e R L
hoposdihgosunfaswrwergwea.cos

Communication with hostnames weew lugerfsodp haposdihgosunijfaewr .-.---'-::..-.4 COHT [-‘- J and www iugerfsodpSfiap:
known o be indicative of WannaCry

Known malicious hostnamas from local passive DNS inference
Eee e
173.8 [-- ]wﬁ"' ol passive DNS inferencd 10 BOStRame wesw, iugertsodp bt

Hifjag

Communication to IP addresses 104,10 sclhgosunijf sewnrwergead
com T] The hostnames ar

and 104.17.244.81 |~ | with iocal passive DMS inference o hosiname www_iugerfsodp

cedihposuryl e wnvergwe:

to be indicative of WannalCry

ARENT )T =23 ldE, oy 2aotxa VT oI ER Yy b LT, BHEERICET 2 8NE
WEA LTIV AZRMVIADDE Ry T A A2 —RNEENLTWHWAEEAELH Y £,

10:

Pattarn similar to known malicicus URLS
]
n/imgiioga gif 711 1039=8574 782 [, hitpc/ iulppasur com/logo gif 71 Otae 1 =7 789 --'L'Imm:;{k.lppuur.:mﬂuﬂu.w?lc

HTTP requests to URLs hitpo/ fwenw begalbligsayarc

£ Mislicious URL - Takos intsllig
3 Thare I8 | Verdict Tor this obs

Imastigate 1o leam mone

i [+ | with pattern similar to known ndicstors of Sality

Irvvmestigaie i Threat Rosponss
Creaie Jadgement
AMP for Endpoints
5 Search for this URL
SecureX Jrchestration
= Perimater Block

Talers Ireligerce
[ Search for this URL

INEFNOYX =2V T 4 A2 MIIE, [ (Threats) | DA FHEBNEIM O =27 F A NN TOEMED #
AI VT ERAEETRTIALTAUBEENTNET,
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B Emotet (SO367) (O @8 - Infection with exfitration capability t

Known maliclous hostnames

Communication with hostnameas 2 213.32.59 |~ | and

[>T F A A2 (Contextualevents) | &7 v a v &REMLTC, 7y hETRI 722 LTS
BMO=arT7 A ReRETEL, LVESDANU FERRTLHILRTEET,

X 12:

Conbexlual gyerls  From: 2022-08-31 11:55-58 CEST  To 2022-08-21 11:57:58 CEST ! 2 minubes
Anoimiabiia destination

Communication with a rmrely contacied sutoncemous sysiem

AT9T6 | N\O2—F—DFRFEDA X hD 1 D&RIRTLHE, [BEX=2UT 14 b (Security Events) ] B = —
BB L, BEOHLMHE MY D= LIEBEDA XY hOFEMRa s TF A M EEGRTE £,
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Security Events Critical High Medium Low

Security event

Ad Injector

Web browser plugin that injects advertisements to visited pages

Pattern similar to known malicious URLs
HTTP requests to URLs with pattern similar to known indicators

of threats

'S
.

Domain Generation Algorithms (T1568.002)

Random-string domain names used as obfuscation technique

DGA hostnames

Communication with hostnames created by a domain
generation algorithm (DGA)

o0,
G

BRDRE

Suppressed

Domain

domainl.com

allconverterssearch.com

searchconvertor.com

topstreamssearch.com

fullhd720pizle3.com

io8b80kcom&f.com

wO00ur5z9jy3a.com

~ Server IP address
eg. 1.2.3.4

(<
I

"

()4 woours2siy3a.com

Investigate in Threat Response

Y Add domain to filter

172.67.199.72

104.24.108.200

172.67.152.39

104.24.121.36

104.18.52.231

192.243.59.20

0 O O ©

~

zronz [

Autonomous system ~

eg. "Amazon.com, Inc

unknown autonomous system

unknown autonomous system

Cloudflare, Inc.
AS13335
Cloudflare, Inc.
AS13335

DataWeb Global Group B.V.
AS39572

ATV T Ry MU= THE S, ERETERIENA T SNIBHBD Y A N EFRT5100%, Zllo)Fesr—v s
VA= a—T[&E A% v/ (ThreatCatalog) 15 LU (Detected) 127V v/ LET, K4 — RiL,
T =M N—ENDSEIERERERLET,
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Fyvag—F |

14
.ICIIISIéIl’.;. Global Threat Alerts Dashboard Detections Incidents Integrations Orchestration Administration () Early access B tv adldeS7fade... v
Detections
Detected Threats
dollh Threats that we detected on your network
New
Open
o ZeroAccess (S0027) WannaCry (S0366)
~ Threat Catalog Botnet and rootkit with click fraud capability Disk ypting malware ins worm-like fi to spread itself using the SMBv1 ...
Detected Last seen: 24 hours ago Last seen: 15 days ago
Suppressed Affected Assets: 1 Affected Assets: 2
v Asset Groups Alerts: 1 Alerts: 1
Affected Category: Malware - botnet Category: Malware - ransomware
S Critical Severity v Threat Detail l | Critical Severity ~| Threat Detail
Settings
njRAT (S0385) Emotet (S0367)
Malicious software for remote control of a target system Infection with exfiltration capability that targets banking credentials
Last seen: 22 hours ago Last seen: 5 days ago
Affected Assets: 9 Affected Assets: 2
Alerts: 1 Alerts: 1
Category: Malware - remote access trojan Category: Malware - bot
( Critical Severity ~ [ Threat Detail l ‘ Critical Severity v. Threat Detail

ATV T2 BEDEA TOBENERDT 77— MIEBRLTWAEENHY £9, ZOREDZ A 7 OB ERT
AT T— 0L, ZOBBOEEBLZTALT vy NOKETRT IO EZNI—RICH £,
RTFYT3 Ta—rNVERTT5— NOBBA LTI VAT, BETAATT&CK O, 7 =v 7. BV 7

Py =72 MU ~OSRERAEL £,

2T T v N —VEAEDEMERE R A=— XG0T, BBOBERELZFETIF T a oBhH 9,

s TORER, ZOXA T OB EELTXTO FHiF (New) | 77— FDOU AT LULRHFHE S,
HLWEKEICT &y OME L EHEE L~V N EL T SET,

s ZDH, URAZ LV OERIT, [HHl New) 17 7 — F OB RIEFIZRE L £,

el 2, BBOBEKREL T F2E, FBEMTONETT— DY R 7 LLRET L, BEMT 5
N7 Z7—h8 B—F0BN[T77—h (Alerts) | ¥7 DV ARNDFLIZERINET,

e RuyFE T YA N2 ) v 7 LT, BBROBERELZHETXET,
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SMB Service Discovery (T1018) Shlayer (S0402)
Discovery of external SMB servers, e.g. to exploit the ETERNALBLUE vulnerability Infection that can download additional malware such as droppers
Last seen: yesterday Last seen: yesterday
Affected Assets: 2 Affected Assets: 1
Alerts: 1 Alerts: 1

Attack Pattern - scanning Category: Malware - dropper

Categan

Critical Severity
+ High Severity Threat Detail 1 | High Severity ~ Threat Detail

Medium Severity : g ———r

Low Severity

Suppressed
Cryptocurrency Miner (T1496)
File infecting modular malware Software that uses your computing resources to mine cryptocurrencies
Last seen: 11 hours ago

Last seen: 21 hours ago

Affected Assets: 4 Affected Assets: 3

Alerts: 1

Alerts: 1
Category: Malware - file infector Category: Tool - crypto miner
High Severity ~ Threat Detail 1 | High Severity ~ Threat Detail

GE) DL (New) JIREETIZ R ool T RTOT 7 — ME, BEOBEREDOETIZ L L
AT ERA, HEZEGICTOEOICERSNTRELILEEITRD 3,

7y oNL—7T

ATYTN 7a— VBT 77— NI NT 7 4 v I BEESINTZTRTCOT vy N AV—TE2FRRTHI2E, ZHlo
FEeSF—rvarA=a—T[Tky hZ/L—7 (AssetGroups) | BLN[T7TEY b (Assets) |27 Vv L
FT, HEA—FE 7 —VERT 77— R0 b 12507 F—ba@RELTWDLT Y M7 L—
TERLET,

ATvT2 Ty NA—TRHMBRCE > TEDS D VWEEEZIIEEAH 2020 LES, Ty NI A—T0D
EUXRA EOMEEFEST L5 AT a v BH 0 9,

c ZOFER, ZOT Y NN —T BT T RTOHH New) 1 77— bD U 27 LAV
B, LTty bOMFEICERE LEREE VAR ELMHT S ET,

e ZD%, YA L-YLOEHEIL, [HiBl (New) 17 77— MO ZRIAFIZEZE L £7,

sl 2, TEY MIA—TOETURA EOlifEEED S L, BEMTFONTZT T = DU AT X
AREL Y, BEM T ONTZT I— MU —FB[7TT7—h (Alerts) | ¥ 7 DU A MDD EALICEREN
\i‘ﬁ‘o

e Ry 7Hx LYV RA 7Yy 7 LT, Ty hA—TOEYX A EOMEZREL £,
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Detections

v Alerts
New
Open
Closed

v~ Threat Catalog

Detected
Suppressed
~ Asset Groups
Affected
Suppressed

Settings

GE)

Affected Asset Groups

Affected asset groups that need your attention

Web Servers

Ancestors:
Affected Assets:

Alerts:

Critical Value
+ High Value
Medium Value

Low Value
Suppressed

Secure Network Analytics

By Function / Servers
1
1

Secure Network Analytics

Ancestors:
Affected Assets:

Alerts:

| Medium Value

Cryo-Users
3
i

~

Group Detail

Group Detail

Catch All

Secure Network Analytics

Ancestors:
Affected Assets:

Alerts:

Medium Value

Cryogen Center

no parent
9
3

~

Secure Network Analytics

Ancestors:
Affected Assets:

Alerts:

‘. Medium Value

By Location / Room A
1
1

Group Detail

Group Detail

CHTHL (New) JIREETIZ AR RO/ TRTOT T — ME, BEOBEKREDETIZ L2 HHE
ETERAL, REEZEGICTDEDICERSNTLELIZEEITRY £,
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