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DA SN W=, 37 547 MERITEENEE AL
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VI TE A,

[72t&Xa> bA—)LKRY) >— (AccessControl Policy) ] (Syslog : ACPolicy)
e E = — LT 78R ary ha—L K —,
[7 2 & X&lfEL—IL (Access Control Rule) ] (Sydog : AccessControlRuleName)

Wik VB L2772 a2y ha— L b— VETZT 74V N T avl . FOEs:
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Al (Allow) TR Aay ha— WX o CHRIIZEF I ENTZ, Foida—TN
AVETIT 4T Ty ENA RN LT T2 O] S =Bk,

B E6ssU0EF2 )T BEEDERARY b |



| BEsETEF2 )T BEEOEFARY b+

BHEEEULE1 YT BEOEG AV 7 —LF [

Toay SHER
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FFVr—arJaorall hT3UEKIUAZY (Application Protocol Category and Tag)
TV = a OB BMET D DITRILD, 77— a ORI AR R,
FFVHr—2a2m) Ry (Application Risk)
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LT, BT LR XL DEEERRHY T, ZOT 44—/ RTIE, TNHDI bk
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DEHA,

[DeviceUUID], [First Packet Time], [Connection Instance ID], 3 & Uf [Connection Counter]
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Z D7 4 —)L RiZiX, Destinationsecuritygrouptag (f ] AIREZR354) OEAEIZ BIHEAT
HBNTVWSHT XA ME 75%%#}&%?&?” TIN—T%TFAMEE L TERTE W
f. ZDO7 4 —)L RIZIL, [DestinationSecurityGroupTag] 7 « — /L R & [6] UEEEAE N & E 4

H N —

jzﬁ«o

| gHssveFay TG~V



BSASLUEF1U T BEOEKIRU |
B ssssvtes107 BHEOBGEAAL LT —LK

[DestinationSecurityGroupType] (Syslog D #)
ZOT74—VRIZE, EX 2 VT 4 TN—T X T ERG LR E IR ERSNET,

fE& SiEA

e HETE SGT T/ N7 v b HEDHDTY

Session Directory EEILSGT AL, By ary T4 L7 hY REYZIZXDISE N
HEDHLOTY

SXP HAEIC SGTEIZSXP FEw ZIZL D ISENDHDOHDTY

585t SGT (Syslog : DestinationSecurityGroupTag)
B BIR T 25D X2 U T I —T &7 (SGT) JEME,
%157 SGT fiiX, [DestinationSecurityGroupType ] 7 « —/L K CHRE S 7= 2615 00> b B
INET,
[ 42 4 7 (Detection Type) ]
ZDT 4=V RIZIE, 7247 FORHTENRFRINET,
TINAR

Secure Firewall Management Center ® Web A > % —7 = A A TlX, ZOEIIMEL 77 7
Zd L £

B M LT B BIR 7 A A, E 7213, NetFlow 7 — 2 50 B AL S M- OB 413,
T AR U IR T A R,

DeviceUUID (Syslog D +)
A X k&R LTz Firepower 7 734 A D—E OB 1,
[DeviceUUID], [First Packet Time], [Connection Instance ID]. ¥ & TN [Connection Counter]
74—V FOIERERET D & i A N2 il TE £,
[DNSZ ') (DNSQuery) ] (Syslog : DNSQuery)
RAAL R ERBT DIOITHER TR — L =" —IZE[F SN/ DNS 7 2 U,

DT 44—V RiZiX, DNS 7 4 v HZ U TR 72> TWDBEEDURL 7 4 V2 v
T—HDRAA A BRFFCEET, ZOHE, [URL] 7 4 —/L RIFZEAIZ/Z2 D . [URL
Category] 7 4 —/L K & [URL Reputation] 77 « —/b RIZiE K X A ZBE#ET SN 72BN S

ENET,

DNS 7 4 LV Z U T DOFERIZOWTIZ, DNS 7 4L Z U7 :DNS /L 7 7 v 7Hd
URL V' E=2T7—var &b 73 oilil (=2 22 L T EE,

[DNSLaO— K% 4 7 (DNSRecord Type) ] (Syslog : DNSRecordType)
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=7,

B E6ssU0EF2 )T BEEDERARY b



| BsLUEx1) T BAEOERAAY
TS ST UL B1 T PONVISC PRI |

[DNSIi:Z (DNSResponse) | (Syslog : DNSResponseType)

VG DERFICHHE TR — L P — 3T E 4172 DNS L AR X,
[DNSY >4/ R—JL4 (DNSSinkholeName) ] (Syslog : DNS_Sinkhole)

VAT LA ) XA LT b LTy 7 ARy == DA,
DNSTTL (syslog: DNS TTL)

DNS #—/S—MDNS U Y —2 L a— R&F v v 2T 5048,
KA 4> (Domain)

P 2 it LT BRI R T NA ZAD RAA v, F720X, NetFlow 7 —Z 22 B AR S 7= 82
BOLGEIE, T X BB L2 EHHRT SAADRAAL Y, ZO7 44—/ L, </LF
7 =D Management Center Z5XE L7 Z LD DIGEITERKRINET,

E7 DrES1E (Encrypt Peer)

BEA T BB D37y FERE (LT A VPN ETDIP T FLA (ET7DIKET L
A)

VPN E7 D IP 7 RLURAZRRT HITIL, R OBRIARE & O TRRC e 7 25k 3 5
TIEAary g — R — —AOu SR EEENCTALENSH Y 9,

EE LSRR T« > H—T1) > kb (Sydog : EncryptedVisibilityFingerprint)

vy varomsfbanzatifb= Y (EVE) IZL> TREENEZTLS 7 4 o H—7
Uk,

EEESNzAIEE T o2 X4 (Sydog : EncryptedVisibilityProcessName)

Kb Stk Y (EVE) ICL > THMENTZTLS 7 7 A 7 b hello 237 v
foTav AL T4 T b,

B SNI-FAIHRHEEE R a7 (Sysog : EncryptedVisibilityConfidenceScore)

2L SR s DUy e 7 e 2B LT A0 % 5T 0 — 100% O
NOEFEE, 7-& 21X, 72X 2478 Firefox T, [EHA TN 80% DFH. = Ui
H L7z~ 1t A3 Firefox THDHE 80% EFHL TWAHZ L2 RLET,

EEIESNI-AIREBEDIEFEE (Sydog : EncryptedVisibilityThreatConfidence)

b SN o DU Lo TR SN T BB RATEBRPE ENDMHERO L
Ny ZDT 4=V RiE, BEIEEA 2T OMEICHESWT, #38 ([Very High]. [High].
[Medium], [Low], F7ziX[Very Low]) Z/ R~ LET,

B SN-AIEMEBIEE A7 (Sydog : EncryptedVisibilityThreatConfidenceScore)

LS NI A= VS L o TR SN T R E ABEBREEN TN D 2 L &R
T 0 — 100% OFPANOEEE, TEUEEA 27 RIEFIZENGE (90% 72 L) | [Hs
fb STz AIfME~ v 24 (Encrypted Visibility Process Name) | 7 « —/V RIZIZ[¥ /LT =
7 (Malware) | EERSNET,
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IV FRA >k A4S —2 3> (Endpoint Location)

ISE CHREINT-, 22— —OFEZISEZMHA LRy NI —27 TNRAL ADIPT Kb
A,

IV RRA2 DT BT 74 )L (Sysog:Endpoint Profile)
ISE CHRESN2—F—DT U RRA VN TARAL A FAT,
Event Priority (Syslog M)

Bafoi A X2 NBMEREOR WA XU R THLNE D0, EELE (hign) A2 M, R
A BF2VT 4 AT VYA, T7A0, £EF~AT =T A X2 MMIBEEMT S
Nz A <> T, MoOTXTOA Xy MIKELE (tow) X2 hTT,

7 7 41 JL (Sydog: FileCount)

12U EDT 7 AN A Xy MIBEEMT O TV A ER CRIEERIZ T ey 7 ST 7
AN (VT =T TrANEET) O,

Secure Firewall Management Center ® Web 1 > % —7 = A AT, [7 7 A VDFR (View
Files) ] 74 2> O X7 7A VDI ANV 7 LTCWET, TA4 a2 O8FTIL, £0
BT E 37 0y 2 SR T 7 AN (AT =T T ANV EER) R LET,

[BAD/NT Yy FEIFRED/N7 v+ (First Packet or Last Packet) ] (Syslog :
ConnectionDuration 7 4« —JL K& &)

Ty va Y OREIIRED /T v MO S Uiz B,
First Packet Time (Syslog M #)
VAT BERMIO N b AR TR,
[DeviceUUID], [First Packet Time], [Connection Instance ID], ¥ & UF [Connection Counter]
74—V FOIERZHRET D & kA N baipl TE £,
HTTP Referrer (Syslog: HTTPReferer)

PR CHRESNIHTTP b7 7 4 v 7 OERURLDOY 77 J %73 HTTP UV 7 75 ({th
D URL ~D VY 7 Zigf L7z Web ¥ b, LD URL 226U 7 %A L 7R— ks L7 Web
YA bR,

HTTP 5% 22— K (Syslog:HTTPResponse)
T5AT v NI OBHERE O HTTP ERIZIHE U THEEINAHTTP A TF—F 2 2— K,

[ANHEAA 22 —T 4R (Ingress’EgressInterface) ] (Sydog : Ingressinterface.
Egressl nterface)

BEGC BN SN AN EIZH DA v B —T = A A, BEICHERSRONL—T 4 7
BRENGENTVDIHEAIET, ANWEHNIOA v E—T 2 A ZANRFE LA TA o XTITET
LDEGEMWH Y T,
[AABAEF )T 4 Y—> (IngressEgress Security Zone) | (Syslog : IngressZone,
EgressZone)
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B EINT0 7 b it tOATEx2 740 Y —rofb iz, #4Th
Mo = NN T 44—V RICFEREINET, H17 44— RIZZEA T,

ADREIL—2/HAREIL—45 (Sydog : Ingressvrf, EgressVRF)
IV —F 4 VTR T ARy NU—2I1ZBF5, NI 740 v 7Ry RU—ZIZHA
V4% &SIl T 28— % DRI,

A4 =< I—4%/Responder /N1 b (Syslog: InitiatorBytes, Responder Bytes)
Ty var A=V EREELIENAS NERITEY Y ar VAR U RZF LA
ks D#EL,

A= IT—F/LRRUAKEE (Initiator/Responder Continent)
=T 4 VT AREIR IP SRR S NTIBA D, By var A =2 —F ERIE VAR SH
DIP 7 N L ZZBEAT B a7z K,

4 =T —%/LAKRUAE (Initiator/Responder Country)
=T 4 T ARER IP B ENTZHED, By ar A=y o —FERIILARSE
DIPT RLRZEEA T b E, AT ALY, EEOT A a2 &, EDIS03166-1

alpha-3 [EE S NFREINET, FET A 20 LITRA 2 2BET 5 L, HOERR4A
RRFRSNET,

[41 =T —4/LAKRUA IP (Initiator/Responder IP) | (Syslog : SrclP., DstIP)

Secure Firewall Management Center D > % —7 = A A TlX, TNOLDEITIMEL 7T 7%
Ml L £,
tyvar A=V —FEIFILARCZDOIPT KL A (B8 LODNS RN H ML S
TWDEHEITHRA M)
A=V —F/VARUE | FEEERE, BIOREE/ZEET 4 —/V NICET2EER
(24 ~—2) LB LTIIZSIVY,
Secure Firewall Management Center ® Web { > % — 7 = A AT, A T A 2 138#ke
W7y 7 SNHRRNERS7ZIP T KL AERLET,
TLTZ4NERY) =L oTTuy 7 End0, FFmE A AREH ST r—2
THRALPDNAAL—= R RVTE, A =0T —Z L VARCHDIPT FUAT R
Ny RRA N (FRAVDEOFR Yy NI =0 TN, ZADN—T v R 2 —T =LA
R) BRLET,

[ =T —RILRKRAZ DNy R (Initiator/Responder Packets) | (Syslog :

Initiator Packets, Responder Packets)
tyvarA = v —EREELIEANS NERITEYy v a VARV EBRZE LTy
I DAL,

[41 =T —%a1—%— (Initiator User) ] (Syslog : User)
Secure Firewall Management Center ® Web A > % —7 = A A TlX, ZOEIIMEL 777
ZHilfR L £,
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tyvard=vz—FiiusZ4 L TWea—%—, ZO7 4 —/)L RIZ[FER L (No
Authentication) | BNAN SN TWDLHE, 22— F 77 4 v ZITRO L S22 £,

BEM T ENTETAT T AT 4 R =N W T 78R arha—L R —|Z
—FHLE L,

TATT 4T 4 R =D FTROL—Zb B LERHATLE,

FZETDHGE, 22—V —FODENITIE <realm>\ BTV ET,

A =Vm— B AR S | IR, B R OEEHEEH T 4 — L FICWT B
(24 ~—=2) LBMLTIZE N,

[BAA X2k (ntrusion Events) ] (syslog : IPSCount)
BB DB AAL XU b (BDE%A) O,

Secure Firewall Management Center ® Web A > % —7 = A AT, [RAA X2 hDOFR
(View Intrusion Events) | 74 2> () 1A FDY A MY 7 LTWET,

10C

TN =T AN R, BEICEES LA A MK AR ADER 10C) Y H—1L
7203 E D,

[NAT Source/Destination IP (Syslog: NAT _Initiator I P, NAT_Responder | P)]
TyvalrDf =T —HEIIV AR L O NAT BRED IP T FL A,
[NAT Source/Destination Port (Syslog: NAT _Initiator Port, NAT _Responder Port)]
Ty arDf =vm—FEIF L AR FZ O NAT Bk DR — K,
[NetBIOSK # 4 > (NetBIOSDomain) ] (Syslog : NetBIOSDomain)
v g U THH S NetBIOS R A A
NetFlow SNMP A 71 (NetFlow SNMP Input/Output)

NetFlow 7 —# 2 HAER S8t O% 6. Bl 8 7 7 « » 7 23 NetFlow xfI&7 /34 A2
Ao7203, NetFlow ™7 AR—EZNHHTZBOA v 2 —T 2 A ADA B —T A A A
T A,

NetFlow X {ET/FE5E D B > X T4 (NetFlow Source/Destination Autonomous System)

NetFlow 7 —# MO AR SNV HH O #tD b T 7 v 7 OIREICE 72133656104
3% . Border Gateway Protocol ® B 27 A& 5,

NetFlow 3£ {ETT/FEHED T L 7 1 v 49 X (NetFlow Source/Destination Prefix)

NetFlow 7 —# B AR SN2 DG A . BETEIZSEADOIPT KL RIZ, EBET
SEEDT VT 4w A< AT BBINENTZH D,

NetFlow $£{E7T/58 % TOS (NetFlow Source/Destination TOS)

NetFlow 7 — & b AR SN D56, #ft T 7« » 7 3 NetFlow XHIET 731 AT
Ao 72, NetFlow =7 AR —2 )5 Tz & % @D Type of Service (TOS) /N1 FDEETE,
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[y bD—5 94K 1) — (Network Analysis Policy) ] (Syslog : NAPPolicy)
AR FOERIZEEMIT N TWDE Ry NT—=2458RY &— (NAP) (H2D5EE) .
D54TF7 2 b@DA ) DFILE (Original Client Country)

DI TAT I DOIP T RUVARRETHE, ZOELZIGT L7202, AT AT
7747 MNP T KL A% X-Forwarded-For (XFF) . True-Client-IP, F£7213h A% LAE
FOHTTP~y X —0 b L, Ea BT EE#RT — % ~X—2Z (GeoDB) % LT
Elcwy X LET, ZO7 44—V RIZANTAHIZE, L7 T7AT 2 NMIHESINTTaFx
VRS T4 I ENET AT I ER 2y b — L — L EENCT AYERNB Y F3,

[TEDY 547> FDIP (Original Client IP) ] (Syslog : originalClientSrcl P)

X-Forwarded-For (XFF) . True-Client-IP, E£7-1Z 7 A X LAEFKD HITP ~v X —m5H D,
TDITTAT RIPT RLA, ZDOT7 44—V RICATTTDHIZIE, TD7 T4 T v Mk
SNWTCTaxy NI T4 v 7 BT AT 7R v ha—L b— )L BN DB
NHYFET,

TL 744 K1) 2 — (Sysog:Prefilter Policy)
Bt A B L= L7 g Z R —,
70 kaJL (Syslog: Protocol)
Secure Firewall Management Center ® Web 1 > % —7 = A A%, IRO X 52720 £,
« ZOMITME L 77 72 mEI L ET,
DT 4=V RERBE T4 =L FE LTORBHATE £,
BRSNS F T AR = b T r ha T, BEOT R b ERET DS, 4

A& 3% 7>, http://www.iana.org/assignments/protocol-numbers |ZFC#i S 4172 7 1 k=1
DEFEEELET,

QoSMBERHEINT=/4 A2 —T x4 X (QoS-Applied Interface)
L— MRS N 78560 C. V— MRIBRZBEH 521 > 2 —7 = A ZADA4H,

QoSH kRAy TENfz4 =T —2 D/ 4 +# (QoS-Dropped Initiator Bytes) /QoShH KO
TENLRRUF D1 F# (QoS-Dropped Responder Bytes)

L—MHIRIZZ DV By ar Af=va—2Fidkyay LARUVENSL KRy 7 E
N1 M,

QoSM KAy TENf=4 =L T—2D/ v 1 (QoS-Dropped Initiator Packets) /QoS A% K
Ay FENzLRRUFD/y # (QoS-Dropped Responder Packets)

L—hMHIRICE Vv gy f=va2—FFlidkyrary LARUVENL Ry 7S
Nz M

QoS K1) — (QoS Policy)
P DO L— M &R T 5 QoS R U 2—,
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QoS /L—JL (QoSRule)
iDL — M EAHIFRT 5 QoS /L—/L,
[¥EH (Reason) ] (Syslog : AccessControlRuleReason)

< OB RN X T ENT12ERITEHEDOFERN, 55870 A MToOWTIL, #
A Xy FPOBH 25—) ZBRLTIEE N,

P70y /7, DNS70 vz, BEOURL 70y 7 OBEEIC LSBT, HADA =
T—H VAR Y RT DL ISBOLEVERH Y ET, VAT ABIRALONTAL
DEiAE Ty 7 Linth, Ay MEER LEISNS 15HOB. 202 >0k A M
THRA T n Yy 7 &Rl LT, A— b7\ b a/bOEWCED LT, 51 <2 b
AR L EE AL

[BBB%ARR kb (Referenced Host) ] (Syslog : ReferencedHost)

Bgioo 7 a b2 HTTP £7213 HTTPS B4, 207 4 —/L RiIZizthFhno 7 e b
IAMEHLTWERR NARERINET,

SeclntM atchingl P(Syslog M &)

EOIPT FUANR—F L TWD D,

BN 72fE . None, Destination. F7z!/iSource,
[E¥aUTsa2>TFRX b (Security Context) ] (Syslog : Context)

ASA FirePOWER T~ /L F 2> 7% 2 bt — RCUBENHHMET, N T 7 4 v 2 25l
LI T 7 AT O — NI N—T 5 ETHALT—H,

[Security Intelligence Category (Sydog: URL Sl Category, DNSSI Category , | PReputationS| Category)]

Ty uny N URL, AL, FREFIP T RLRAERTH, FREFENEZET
FT =l FOL4THL, kX2 VT A AT IV AOATIAVIE, Xy NT—=TF T
Val NERWFIN—T, Tay I VAR ARAEZL X2V T4 AT IV AD
VA RNEREFT7 4 — K, BERICE#ETLTIDA T IY, FHEA T IV A7 41— R
DHT A OWNTINDAFNIT HZ ENTEET,

Secure Firewall Management Center @ Web 1 > % —7 = A A TCl&X, DNS, v hU—7 (IP
TRLR) . BEOURLEX 2 VT 4 A7V V= ADOEERA XY MI1 2007 =
U 74—V RIZFEESINET, syslog A vE—TTlE, FNHDOA R MEIF A THNCE
ﬁ-@—g—o

X2 VT EHOBHGA X ML, EFX 2 VT4 AT IV A AR RRZED
DB A X b (BAANR PRIV T 2T AN b2 NI HT—LT7eb DR E) BEE
NET, [EX2VT 4 A7 VP2 ZAOWE (Security Intelligence Summary) ]V —7
Tu—lE, TRTOEF 2V T4 AT IV AN IR ATIYRBITEITK
RENET, EFX2 VT4 ATV V2 ANTIYDRNAXRY M, Z—T S
. MEOHBFERENET,

LT VD=V R T 4= FOHT Y OFUCANTE, €Fa VT4 A VT YDz
A FHTAY BEBRRLTILEIN,
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Sour ce Device

Secure Firewall Management Center ® Web 1 > ¥ —7 = A A Tlx, ZOfEIIHPE L 7T 7
Zd L £
D LRI SN T =2 &7 0 — K& v 2 ;3% NetFlow =27 AR—=ZDIP 7 K
VA, EHXRET ANA AL o TR SN %6, 207 4 —/L RiZlXFirepower
LRREINET,

[FEIEFT/R— FICMPA 4 7 (Source Port/ICMP Type) ] (Syslog : SrcPort, ICMPType)

Secure Firewall Management Center DA > % —7 = A A TlL, ZNOHOMEIIMEL /T 7%
L £,
tyvarA=vz—2PEMT LR - FEIZICMP ¥ A 7,

SourceSecurityGroup (Syslog D &)

ZD7 4 —/V RIZiX, [SourceSecurityGroupTag] (i FIEEZ2454) OFUMEIZBEEfT T Ha
TWAHT XA MEB R SNET, FNV—T 8% TFA MEE L TERATER2WEE, 2
D7 4 —/V RiZi, [SourceSecurityGroupTag] 7 4 —/V K & A CEEBMEN G i ET, ¥ 7
I A TA T AL R (FEILSCGTADBRE SN TWWY) £IXISE (REL&4EE
LTW5) oRETEET,

Sour ceSecurityGroupType (Syslog D &)
ZOT7 4=V RIZE, EX 2 VT 4 7N —T 2 72 BG LIt EanErRISnEd,

B Bl

I EETE SGTEIZ N7 v b2 B DB DO TY

Session Directory | 3%{5 5 SGT 1%, v av T4 L2 b FEYZIZEDISEND
DH DT

SXP HEIEIC SGT i, SXP hE v ZIZX D ISENHLDHEDTY

1E{ETT SGT (Syslog : SourceSecurityGroupTag)

PHRICBR T 53y hORBX 2 U T 4 S —T4 7 (SGT) BIEOKELREL, SGTIX,
BEAYy NU—JNTO, T 74y 7 DOFEILOMREEELET, EXa2VT 4 7
JV—"7"T7 27 & A (Cisco TrustSec & Cisco ISE Dl FIZIBORERE) 1. /7> AR b
U— AL EICEMEEEALET,

SSL Actual Action (Syslog: SSL ActualAction)

Secure Firewall Management Center ® Web A > % —7 = A A TlX, D7 4 —/L FIFMR
74—/ NEHTT,

VAFAILY MU —7 7 —DS—T D [SSL AF—# % (SSL Status) | 7 1 —/b
RIZ7 4=V FERZTRENET,

VAT ANSSLAY —DREEL N T T o v 7 LT Vv a
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7o ay |iH

Tay sV | Tay s SR bR AR LET,
Ty M
A=
(Block/Block
with reset)

5 (B |HFELYT—SEAELMEN L TES SR ES R ezR L £,

E4)
(Decrypt

(Resign)) ]

(&% BEIHAONART— L HEEBA Y — GEAF M L TiE S LS h
(F—Dz2 | FlEERE R LET,
1)

(Decrypt
(Replace

Key)) ]

[E5 (B |BEaomEx—24H L CESLEN-EEERE2ELET,
HDF—)

(Decrypt
(Known

Key)) ]

[T7x/V |BEHRNT 74V T 7 vadlloTRBEENZZEE2RLET,
cNrova
> (Default
Action) ]

(5 L7 | AT ABESL Lo T ia £ LET,
(Do not
Decrypt) ]

[SSLEEBAZ1E$R (SSL Certificate Information) ] (Syslog : SSL Certificate)

Secure Firewall Management Center ® Web 1 > % —7 = A A TliX, TD7 4 —/L NIHRE
74—V FEHTT,

N7 7 4w 7 R T 272D ORI F—FEFICRFE SN DR DOEH
TV M TICHES  (Subject/Issuer Common Name)
TV AT UG (Subject/Issuer Organization)

o TV 7 NEAT IO HAL  (Subject/Issuer Organization Unit)

« HZhEAM D BALE/ T (Not Valid Before/After)
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o > 7 LE R (Serial Number)
s SERRAE T ¢ —7U > b (Certificate Fingerprint)

« AB¥F— 7 4 > H—7"U & (Public Key Fingerprint)

[SSLEEBAZE R F—% R (SSL Certificate Status) ] (Syslog : SSL Server CertStatus)

ZhE, FBREART —H AD SSLNAV—/VEHPBRESIN T EIHEAICOAER INET, K
FEENTZ N T T 4 o IBSSLAL—IZ—FT 5L, ZDT 4 —)b RIZIROP— DEEH
EDRT—FZED 1 DL ERFERINET,

*[H% (Self Signed) ]
s [B%h (Valid) ]
< [B4 3% (Invalid Signature) |
« [BATCAER) (Invalid issuer) ]
s HFRGIFL (Expired) ]
« [£#] (Unknown) ]
[E2ARTIEZR (Not Valid Yet) ]
* [&%h (Revoked) ]
BHRTCERWRNTI T 4w 7B SSLA—VE—HTH5E, 207 4— NV RIZX[RTF=y
2 (Not Checked) ] &FRSNET,
[SSLEEHE XA — k (SSL Cipher Suite) ] (Syslog : SSSL Cipher Suite)

B AL T2 DIMEHN SNOM 5 AL — b aRT~ 7 nfE, W5 A A — FDOEOHEE
\Z DWW TCIE,  https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml - 2 ff L C
<IZ&Evy,

BE&IER SN SSL BES1E (SSL Encryption applied to the connection)

Z D7 4—/v RiX, Firepower Management Center O Web A > % —7 = A4 A TR 7 4 —/L
FELTOMERMTEET,

yes 721 no % [SSLI B 7 4 —/V RIC AT 5 Z & T, TLS/SSL K5k S /- Hfc &
TR B L SN TR W N R R S IVE T,

[SSL FH#A7 4 < 3 > (SSL Expected Action) ] (syslog : SSL ExpectedAction)

Secure Firewall Management Center ® Web A > % —7 = A A TlX, ZD7 ¢ —/b RIIMHK
74—V FEATY,

B2 SSLILV—/VTHRESINZ, B L T 7 4 v 7 ICERHEND ETFREND T 7V 3
:/o

[SSL D FEEEDEE (SSL Actual Action) JI1ZVU A M S TWAIEEZ AN LET,
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[SSLkBAMIEA (SSL FailureReason) ] (Syslog : SSLFlowStatus)
VAT AR FALSNIE N T T o v 7 OESAITRIG LB,
« NBH
« R—%r (No Match)
* Success
e ¥ ¥ v oI TWalvkE v g (Uncached Session)
s RBA72H5 5 A4 — & (Unknown Cipher Suite)
o Al — F SN TWARWIEEZ A A — | (Unsupported Cipher Suite)
o PAR— K STV SSL »3—3 5 > (Unsupported SSL Version)
o fli HH 4172 SSL JEAE (SSL Compression Used)
o Ny VT E— R TCHEHELTE 22\ v a > (Session Undecryptable in Passive Mode)
eV R¥ A7 =7 — (Handshake Error)
#8757 — (Decryption Error)
cRET OV — =27 TV OfFE (Pending Server Name Category Lookup)
« R OIES BT TV OFFE (Pending Common Name Category Lookup)
« W=7 — (Internal Error)
s RFET DN R = A7 (Incomplete Handshake)
« EHAFREZR R v T —2 /3T X —% (Network Parameters Unavailable)
o M2 70— N —REHE O (Invalid Server Certificate Handle)

o AR FREZR Y — N—FEBHE T ¢ ' —7 U >k (Server Certificate Fingerprint
Unavailable)

e Y727 DN ZF ¥ v 2 TX72\ (Cannot Cache Subject DN)
« BATILDN % ¥ » 2 TE 72U (Cannot Cache Issuer DN)

« REAZ2 SSL /3—7 = > (Unknown SSL Version)

o AR ATREZRAMARERE U X & (External Certificate List Unavailable)

o FEHARAIRE 72 ANERRERIE T « > 7 — 71U > | (External Certificate Fingerprint
Unavailable)

o ML 7R NERFERAE YU 2 | (Internal Certificate List Invalid)
o R FTREZR INEBFEBHE U 2 b (Internal Certificate List Unavailable)

o [HHARFIREZ2 NEREERAE  (Internal Certificate Unavailable)
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o [ R ATREZRNERREE ~ ¢ > 7 —7U > b (Internal Certificate Fingerprint Unavailable)
o il A ATRE 22— N —FEBH E O MRFE (Server Certificate Validation Unavailable)
o = N—FEEDOMGET 7 — (Server Certificate Validation Failure)
s 50727 27 > =2 > (Invalid Action)
74—/ RfEIX, BBV —2 78— =T D [SSL A7 —4% A (SSL Status) ] 74—/ §
ICRRISNET,
SSL 7A— T 5— (SSL Flow Error)

=T —TLS/SSL v v a VHIZEALEGAITZ I 4B LN 6 #ERa— R, =5 —
DFEAE LIRWGEIT 2D (Success) 1.

[SSL7B—75% (SSL Flow Flags) ]

e b ENT-HERORID 0T Ry T L)L 757, U—r70—_—=ITlE, T
D7 T T EFRRTDHITIE, AL (L) 27Uy 7 LET,

ISR T A ZANBAROIREEIC 22 > TV A A1E, OVER_SUBSCRIBED &9 A v
v —UREREINFET, FEMICOWTIE, TLS/SSLA—NR—HhT 27 VT gD hT7
Ny a—T 4 T ESZRLTITEIN,

SSL 7A— *y+—< (SSL Flow Messages)

ROF—U—RiE BH T 74 v 7 BTLSISSLNY Ry =A VBRI T4 T b &
PR TR INDIIBEINTZA v =V XA FICEET O TS EERLE
9, FEAIIZ DUV T, http:/tools.ietf.org/html/rfc5246 2 Z R L TS 7230y,

* HELLO REQUEST

* CLIENT_ALERT

* SERVER_ALERT

* CLIENT HELLO

* SERVER HELLO

* SERVER_CERTIFICATE

* SERVER_KEY EXCHANGE
* CERTIFICATE REQUEST

* SERVER HELLO DONE

* CLIENT_CERTIFICATE

* CLIENT_KEY EXCHANGE
* CERTIFICATE VERIFY

* CLIENT CHANGE CIPHER SPEC
* CLIENT FINISHED
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« SERVER_CHANGE_CIPHER SPEC
« SERVER_FINISHED

« NEW_SESSION_TICKET

« HANDSHAKE_OTHER

« APP_DATA FROM_CLIENT

« APP_DATA_FROM_SERVER

« SERVER_NAME_MISMATCH

Ty g UTERIND T — N—3FEICIL, 565E R A A UL ITkHe Lisnds@g &
721X SANERH Y F7,

« CERTIFICATE_CACHE_HIT
SRS R A A VAN —E T BEFAEN T v v 2N TR £ L7,
« CERTIFICATE_CACHE MISS
FEAE R AL VAT HAFAER S ¥ v 2N TR Y FHATLT .
7Y — a9 TTLS/SSLy—hE—h =7 A7 v a UIMEH SN TWA5EATE.

HEARTBEAT £\ 9 A v —URFRaInNET, >V T, TLS/v— hE— MZ»D
WTEZRLTLIEE N,

[SSL7R1) &— (SSL Policy) ] (Syslog : SSL Policy)
Pefgi A WU 7= SSL AR U o —,

TIEAayba— LR —DFMRETTLS & —_"—=DT AT T 4T 4 N A
NS> TWAIEE T, FOT7 72 2y ha—/IL RY —|ZBEMT 5TV 5 SSL
AU —NRNEES, 207 4 —/L RIZIZEDSSLA Xy MZOWTHOMLEFEINFH
Ho

[SSLJL—JL (SSL Rule) ] (Syslog : SSLRuleName)

B A L7 SSLV— LV E 23T 74 b T a vk, FOEERIC B LIZRIO
T H— )b, RN T=F — =L LTESE. 7 4L R 2 L L
TP — IV DAFINF RSN, FORICE=F— L— L EANERINET,

SSL ServerName (Syslog D &)

ZD7 4= RiZsyslog 7 4 —/V K& LTORGFHELET, Secure Firewall Management
Center ® Web A > X2 —7 = A ATIEH Y XA,

7 T4 T v SRS S VT B & e L T R — N — DR A R4,
[SSL v 3> ID (SSL Session ID) | (syslog : SSL SessionID)

TLS/SSLNNY Ry A VBRI GA T v b P —nR_—TxrIdo— F SN 16T v
v a 1D,
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SSL AF—4 R (SSL Status)

b S Lo #efe & figk L7, [SSL D FEFEOEE (SSL Actual Action) ] (SSL/L—/b 7
TANNT 7 ay, FERIIEETERW NI 740w T 7vay) WEHELET 7V
Yo [myZ (Lock) 174 = () IE, SSLAEBAEDFEMICY 7 LCWET, iEEL
FIRTERWES (2L 2I1E, TLS/SSL N Ry =A 7 25— 2L VN7 v 7 &
NHEE) . av s TAa 37 L—FRICR0 £,

VAT LKA SN OE BALIC R LT E . EITSNIZ[SSLOERD T 7 v 3
> (SSL Actual Action) | (JEZ{LTERW T 7 4w T2/ v ar) & [SSLEEDHH

(SSL Failure Reason) | "FE /RSN EFT, =& 2iF, RAREEE R A — MZ Xk o TH &1k
SN T T4 w7 EBVATLABBH L, TN EDA VAR Vg U EETIC AT
LA, ZO7 40—V RITIX[EE L7 (RS A4 — 1) (Do Not Decrypt
(Unknown Cipher Suite)) | NFERINET,

AL SNIZHHLDSSL Y RY = I BRFET CTHY, VAT LB NT 7 4 v 7 OB 5
WZRBE L7235, [SSLAT —4# A (SSL Status) | 7 4 —/L NiZ [Unknown (Incomplete
Handshake)] (KRB CRZETDONY Ry =A72) ) ERRINET,

ZDT7 4=V RERFT H E XX, [SSL OFEEEDT 7 2 a2 > (SSL Actual Action) |35 &
OV [SSL fE#E O #H  (SSL Failure Reason) | DfE4A 1 DLL EAZ AT LT, AT AL
B slb SN b7 7 4 v 7 FRFEACICKRBRLIZ NI 7 4 v 7 2FRLET,

[SSLY T x4 bFITRE (SSL Subject/Issuer Country) ]

Z D7 —/v RiZ Secure Firewall Management Center @ Web A % —7 = A ADH T, R
B4 — NV RELTORMEHTEET,

B LAFBAEICBEAT I SN T WAL £33 TEOEICET 5 2 U FED 1S03166-1 7
N7 7 2E=— R,

[SSL F4 v k ID (SSL Ticket ID) ] (syslog : SSLTicketID)

TLS/SSL /N> Ry A JERICEE SNy v a sy Ty MERD 16 DNy T =2
fiE,

SSLURL Category (syslog D&)
Wb B C7 7 B A X7 URL ® URL A7 =2V

ZDO7 4 —)v RiLsyslog 7 4 —/L K& LTORFIELET, Secure Firewall Management
Center ® Web A > % —7 = A4 A TIX, TD7 4 —/L ROEN URL # 7 2V FNAAIA E
ET,

URLZZH L T 72&0Y,
[SSL /18— 3> (SSL Version) ] (syslog : SSLVersion)
B OBF LI S 472 TLS/SSL 7' b2k =T 3 >
« 1~
* SSLv2.0
« SSLv3.0
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« TLSv1.0
* TLSv1.1
* TLSv1.2
* TLSv1.3

[TCPZ 5% (TCPFlags) ] (Syslog : TCPFlags)
NetFlow 7 —# /2 AR S V7o keI T, #ifke Tt &7z TCP 7 7 7,

DT 4=V RERRTIHEAIL. TCP7 7700 o ~KE0D Y X N2 AS1452 LT,
INEDOT7 T TN 1O EHHT R COERNERINET,

Bzl (Time)

VAT DD B~ U — IR T D T OITE LI S IR O THRZ, Z07 4 —
NV RIIMETE £ A,

A&t/ Y U (Total Packets) ]
ZDOT 4=V REMRT 4=V FE LTOREHTE £,
Bt TRHE SN GE ST v MR
[FS5T4v% (KB) (Traffic(KB)) ]
ZDT 4=V NIFRR 74—V FELTORERNTEET,
Bt CRAE SN T — X ORE (F a3 MEAL)
foRILITL T 4ILA JL—)L (Syslog: Tunnel & = (% Prefilter Rule)

R RV b—b, LT g VH =) ETF ANV T 4V E R —D
FTIFINKT I a v,

[URL. URLATIY., BLUVURLLEaT—> 3> (URL,URL Category, and URL
Reputation) ] (syslog : URL. URLCategory 3 & U* SSLURL Category., URL Reputation)

vyl g rHICES X —HEDORA MIL o TERENT URL &, BHEfHT - T
FSVBINLEa2T—r 3y FIHATEEE) .

URL A7 3V L a7 —3a a2 FRRTHAX MCIE, 4 TH5URLLV—NLET Y
R aryhir— R —IZ&D, [URL] ¥ 7ICURL A7 FJ L URL L E =27 — =3
VEMFHL TL— L ERETHILERH Y 9,

URL /V—/L & —E T DaicHEmOB B SN b5A, URL 73V L a7 —v 3 Uid
AR MZEREINERA,

umuﬂ# e G, DNS 7 4 A2 U v Z AN /e > T B . [DNS Query] 7 4 —/b K
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TR, Web A F—7 =A ZANTITHE SNIZT 4 —/V Fd, TOWHTT,
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B E6ssU0EF2 )T BEEDERARY b


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| BEsETEF2 )T BEEOEFARY b+

gwr~rozs [

i

B

ATV

T r—
P AN AV
(Intelligent App
Bypass)

AT V=2 P T TV = ary Af "2 (IAB) £—F:
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GE) X2 U7 BEOERA X ML, BEX 2074 AT VTV A AR RREDOMD
Bigi A X b (BAAR MR AT 2T AR a2 N T—L72bDie ) BEENET,
[Ex=2VUT 4 A7V ¥V ZAOBE (Security Intelligence Summary) | V—7 7a—(X, &
X274 AT IV AT 2Rttt a )T o BEEOBA N b &S —
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I A T bOFY TFVE [T AVAY-4 A =LA
(Original Client Country)

II3AT v OF Y PFIVIP | A4 g A

(Original Client IP)
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NetFlow 15 (Logging: | T (Logging:

Start) End)

TLT 4R — A AVAY-4 (A (A

(Prefilter Policy)

QoS WA I N1 v HF—  |IFW» AAY-4 AVAY-4 A

7 x4 A (QoS-Applied

Interface)

QoS M vy rFaniA = [T |AVAY-4 |AIAY-4 L

T—X DA MK

(QoS-Dropped Initiator Bytes)

QoS A Ny FEileA = | IF A1AY-4 AIAY-4 [
T—X DRy MK
(QoS-Dropped Initiator

Packets)

QoS A N v I lc VAR | IF AVAY-4 A4 A
VU HE DA M (QoS-Dropped

Responder Bytes)

QoS e v FENT- VAR [T |ALAY-4 |AYAY-4 [

YHEDNT s Mk
(QoS-Dropped Responder

Packets)

QoS 7~ U v— (QoS Policy) QA AVAY-4 Ay [

QoS /L —/1 (QoS Rule) = AVAY-4 IAVAY-4 =L

Bh A | A1AY-4 A L

SRR A N (Referenced Host) | [\ ANAY-4 ANAY-4 A
VAR ENA N L A HHTuw =g
(Responder Bytes)

VAR ZDE (Responder | IEW> | AVAY-4 A EYA

Country)

L AR AP (ResponderIP) |(F\> (=g A =R
VAR HZ Ry b [ (=LA ARTRW (A
(Responder Packets)
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BEHRARNVET4—ILE RIET: B | HEx: mEDIE7EN: N = E D2 A
NetFlow 45 (Logging: | T (Logging:
Start) End)

X272 7FXLb =4 W Z = A
(ASA D7) (Security

Context (ASA only))

X2V T4 ATV iEn AVAY-4 A A

A J17 2V (Security

Intelligence Category)

EEILT /31 A (Source =S A =S EOA

Device)

EEITLAR— FICMP X A 7 | 1FW EA A (A
(Source Port/ICMP Type)

%1255 SGT (Source SGT) ESA AVAY-¢ ESA EUN

SSL GEHHEA T —H A (SSL [1ET\ AVAY-4 ’AVAY-4 (A

Certificate Status)

SSL 5 A A — I (SSL Cipher | (F\> AYAY-4 AYAY-4 A
Suite)

SSL 7@ —=%— (SSL Flow |iZ\> AAY-4 AIAY-4 =
Error)

SSL 7wm—=>7 37 (SSL Flow |iZ\» IAYAY-4 AYAY-4 EQA
Flags)

SSL 7u—A vE&— (SSL [T IAAY-4 IAAY-4 EOA
Flow Messages)

EERY > — A W WU Z =
HeEL—L A AYAY-4 Wz g
SSLt w3 ID (SSL A AVAY-4 AVAY-4 A
Session ID)

SSL A7 —# A (SSL Status) |{Z\>» AVAY-4 AVAY-4 A
SSL /N—3" 3 > (SSL A AVAY-4 AVAY-4 A
Version)

TCP 7 7 7 (TCP Flags) AYAY-4 =R AYAY-4 A
Time A A AVAY-4 A
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BRIV ETo—ILK REXT  BiE | RExT: mEDIZ7EN: N =E D2/ A
NetFlow 15 (Logging: | T (Logging:
Start) End)
co V7 L7 4V Z —)L | [T AYAY-4 A A
(Tunnel/Prefilter Rule)
URL ELA AAY-4 FIHRTREZR Y | 13w
AN
=
URL #7 =V (URL ELA Y4 FIFHTATREZR Y |13
Category) N
URLLV E =5 —3< 3 (URL |iZW AVAY-4 FIHFTREZR Y | 12w
Reputation) =
a—Hr— = kb (User A AVAY-4 AVAY-4 A
Agent)
VLANID (Admin. VLANID) |{Z\» Y- EQA EOA
Web 7 7Y r—a v EQA Wiz FIHFREZR Y | 1w
/El\
Web 7 7V r—a 0BT |10 Y4 FIFAIREZR Y | 13w
Y & &7 (Web Application &
Category & Tag)

EHERLUEFT AT EHEDEKGARET—TILD

(52

Secure Firewall Management Center Z i f L T, #2fiA X M ELITEF =2 U 7 ¢ BE OB
RURNDT—=TNERRTHIENTEET, 22 TCax—WF—1F, MBETHHERITIGECTA X
Y Ea—ZBET O LN TEET,

VIV F RAA VEBRETIE, IEDO RAAL LV EFRINAAL L OT— 252K RTHILENTE
9, BV D RAAL FEFRIIREB AL VDT —FE2FRTDHZLIXTEERE A,

Wi 7T W27 7 B A LT L E IR RENDI =T, T2V —7 7Ju—lc Lo THEARY
FT, ANV NOT TN Ea—TRDOAFRIERINZY—7 7u—2FHTEES, &
7o, BED=— R &M= HERIZTEFRRT DI AL LT - 7u—2ERTHZ b TEF
7,

W E T X2V T AT IV V2 A V—r Ju—T—7LAEERTLE, < EAD
— IR T 7 a VEEITTEET,

B E6ssU0EF2 )T BEEDERARY b



| BsLUEx1) T BAEOERAAY
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RUNF T =T THRiA N2 b EHIT 256, [H—0A XY Mooy Mg b A
MENAFHEINDZ EICTHEBELTLEIY, 2L, WAX L U—s 7a—&FHLTEY,

RUNE D R=IC[H T b (Count) | 77T LZEBIMLTWARWEES, A2 MIERNC
FTREIL, Ny MR EAS MRITEF S ER A,

VAT NDER LT X MR 25 AR A D & [BEiA <> (Connection Events) ]
T—T N Ea—, EHTEERA X hOR—THTIHe <, [MofMany) &FRENET,

188 BRI

DR RAT EBEITTHICE. BFHE -V —F3 X2V T4 THFI AN 22— —Thb
WVERH Y F97,

FIE

ATV T RONTINERRL ET,

« [7#7 (Analysis) ] > [#&#t (Connections) |>[4 N> k (Events) | (Hfii( ~> ~ D3
)

« [9#7 (Analysis) ] > [#&#t (Connections) |>[t¥a T BEEDA R K
(Security-Related Events) ]

GE) 7—71VOROVIHRE T T 7 RERRSNTEHE, V=27 70 —%A N T(V—2 7
2 —@E ) B Z) ((switch workflow)) 1 %27 U > 27 L, FRIER STz [BEiA <2 b
(Connection Events) | V—27 70 —FFZ W AX L TU—r 7 —2FRLET, Fal
EFRINTZTXTOEA X~ (Ber 7 72 5T) 1L, 807 —7 /L B a—TH
TTDZELITEELTIZEIN,

ATY T2 ROBREENH Y 7,

o IFEIREPH - RpREEPH 2 FiEE (F N2 P FIR SN WIS BRI ) T2 HEICH»
TiE, FEFEOERZZM LTI ZE0,

TR YA TR X2 VT e nX T (AT VIR) EEALTY -
FCRIFSNTNT, T—F YV —REZERTLHLELREANH LG8, 7 —F Y — A%
BIRLES, ZOF 7T a BT 2EERFRIZ OV TIL, Secure Network Analytics 7
TIAT U ARAES IV TN D HEfEA X b & ] L7z Secure Firewall Management Center
TOFEEZZRLTIEEN,

« T 4=V RL : T —TNDN T LAONFIZOWTELIHRAIZIE., bkl x=)

T4 BEOPA X T 4= R (A=) L TIIEEN,

EVR ARV DT —T A E2—TlF, TIZAHNLRFTINEDT 4 —/L NIFIERRITEN
TWET, RRSNDT7 4 —/V REEHET LI, AEEDOILD [x])Z7 Uy 7 L
TT7 44—V NERY— L EFRRLET,

BIEH : AT LD H DR ATRE.R Y — ANDT — X 2 FRT HIE, A2 b
BEEZE7 V7 LET, BRINAILT TV aidr—F ZA 12k THRRY, TV v
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JI—ANEENET, MDY —RFRELTZY V—RZ Lo TERRY 4, FHHIZON
TiE, Web X—Z2D ) V=R &R L7724 X FOFEEZSRL T ZIV,

ATV A AR MZET OERENET DL, T—T A TAXY FOfE
EEHIZY 7 LT, VAAEREY— =T DA T V2 A —AERIRLE
T, TmE X, RERIP T R LRI T 255G #H % Cisco Talos 6 AFTEET, &£
IRENDAT Vv aid, T—FFATRVAT AIHESINTWVDORAIC L > TR F
T, FEHICOWVWTIZ, Web_X—2D U VY —2ZEH L72A X FOFHELZBRBLTLEE
VN,

e ARARNTOT 7 AN IPT RLVADKRA N T 07 7 A NVEFRTDHITIE, [RA T T 7
AV (HostProfile) %227V v LEd, 77T 4 7RMFEDIKME I0C) # 7 Dbk A
FOYEIL, IPT RV ADRRICER RIS IREEZZIT72A A b (Compromised Host) ] %
7V w7 LET,

e =Y =TT 7 A 2—P— D fEREFRT HICIE, [2—F —ID (User Identity) ]
DBEICEREND [2—V— (User) 1 74 22>, £721T10C IZB@#fFITF STV D 2—
P—DGEFX [y R2—H— (RedUser) %7 U 27 LET,

s T ANBIOTA T T R RIS ERII T ey ANy 2T B ETe
T ANEFRRT DI, [77ANVDFER (ViewFiles) (27 U v 7 L, i CTHRE SN
774 N0E= VT 2T OERR (39 8—2) OIS THRITLET,

ARAA R R  BERICBEEA T DTV DIRAAL R N RESEIAA O L L b IR T
ZiE. MBAA X b (Intrusion Events) ] %MD [{& A4 X & (Intrusion Events) ] % 7
U7 LT, BERICBEEMT ODNTRAL RS FOFR (41 =) OFBIIHE-> T
ITLET,

EY b 1 OE R IFEROBEGICBEEMAG T ONTRBAL N N, Ty AV A0 b, F2T
TN 2T AR FETIERCLSERTDHININE, T—INADF =y IRy 7 AEMHH
LCHEf 2 BINL, [Vrx 7 (Jumpto) | FrRy XU URMPLEYT LA
TarEERLET, X2 T4 AT IV RICEID T ey s IRTWD
Pt (BT 5 7 7 A IV E TR AN, T 7 & ZAHIEL— L OFM ORI 7 1w o
ENDHZECEST, 1 OULFELRWAREMENRH D Z LICEBELTLLEE Y, 7
E/&T ;tfoc< a2 —T925X0x2 VT4 A 0TIV VU AEERTE
L7ZGAIBY . X207 0 AT VP2 A AR MIET D ZOEFEHRPE
Téﬂiﬁo

o AERAE - BER A RS ST D 72 O S DRI FTREARGE B OW T ORI 2 R~ T 5
(21X, [SSLAT—# A (SSL Status) 151D [F%h72 2~ 2 (Enabled Lock) 127V v 27 L
EJ AN
« FilRY R ENDHNEHIKT DL, FERRICTHHORBLICHL[PAC S (Close) ]

() %2V v s LET, FRENDHZEYTT o7 w0 KT, A (Apply) 1% 7
V7 LET,
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Ev b MON T AEFRRELIIIEFRRICT DL, [EA (Apply) 1227V v 7§ BRI
ﬁﬁﬁé?Iyﬁf/?x%ﬁyitiﬁ7ﬂbifoﬁ@ﬁﬁokﬁ?A%El*
WCHONBIIT 2121, REREFEOEZRER L, [z s/ & (Disabled Columns) ]
@T@ﬁ?b%%7)/7biﬁo

e ARV MOHIER . (BEX =2 VT 4 B#EOEA X T —T L OH) BIIEOHIKI STz
E=z— @%5—%iti7“f@@5%ﬁﬁfé WX, HIBRTAHEBORIZH DT = v
Ry 7 A% Iz . [HIBR (Delete) | £721L [T XTHIBR (Delete All) 1227 YU v 27 L
F9,

s RUNFETY : RUAFET Y R=UOHHEZRRL T I,

Evbh X S ENTEERIC B LEEEROE=F— L—L D5 1 DI R L F
T 5121, [NE=%—/L—/L (N Monitor Rules) | D% 27 U > 7 LET, KRS
NBERYTT v T4 RUT, BaA Xy FaediflTa7-OIEHTE=4—
=NV 7 LET,

c ZDNR—VNIIRETSE V— 7 — =D I NR—H LY — L ESR LT TEEN,

e N—UHTBEIT S ﬁf®%ﬁ%ﬁﬁb&#6ﬁf@7 77 a—0_— R CBET
AICiF,. V—r 7ua— =0k Rz BT ER—= VR v LET,

e ARV PN E2—HTBENTS  B#T5(4 X FEFRTHEDZOMDA R b B a—
WCBEIT 512, [y (umpto) 227 U w27 L, RayZZ T JARDLAR
VM Ea—EBRNLET,

J—F:U— 77B—TT ) —=bhTDHI0E, BT7LDFA MVvEI Y v 7 LET,
Y— MEZFIZT DI, BT LDZA MvES D —EZ ) v LET,

EENEYD
W . U—r 7a—
AR N Ea—DORE

EHETERE SN 7M4ILERILOD T TDRTR

1 DFEBFEEOT 7R 2y ha— )L b— U7 7 AN KR —%HEMf T L, VAT
MNI—BETFT DT T4 IDT AN (AT =T 28t ZHHETEET, (98 (Analysis) ]
>[##¢ (Connections) | A==a—F 7 arZMH LT, FL—NlLoTaXrrani#
feL BT ONTVWDE 7 7 A VA XU b ((FIET H56) iR LET, 774V A RO

ﬁb@ﬁ\%wmﬂmmﬂMm@mmn®mmﬁ774W%ﬁ:ﬁ.)%[774ﬂf@M9]ﬂ
WCERLET, 77 A NVRROETII, TOHER THRILEZIZT ey 7 SN T7 7 AV (=
N =T T ANEET) ERLET,

TRXTOT7ANBIOTNAVT =T A X0 FPRERIZEEMN T 6N DT TEH Y A, B
REZIZR D LB Y T,
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B sscntishror ey rors

» Cisco Secure Endpoint |Z X > T &z~ =7 A Xk ([ RARA > bR—2
DYNT =T AX M) RIS O EE A, 2B DA X M Cisco Secure
Endpoint BN A VR — h S ET,

IMAPIZHIIG LT T A— N7 AT v hOZLIIH—~IMAP By v a VAL, £h

Ta2—YRBT TV r—a BT LEEXIIKT LET, BERMERIZ AT AL -
TaFU7ENFEFTN, EvvarTHFyra—RENZ7 7 AVE Oy g R
T 5 F CHRICBEEMT O ERE A,

~IVTF RAAL VBHERETIE, BUEDO RAAL VTR NAL DT =2 2 RKRTHZ LN TE
£, B~V D RAAL VEITIRH RAA DT =2 2 RKRmT 52 LITTEEEA,

1R BHHEIIZ

ZDHAT ZFETTHIE, BHE - —F23k X2V T4 TFI A 2—%—Thb 5
VERH Y £,

FIE

ATv 1 [9W (Analysis) > [##¢ (Connections) | DIEIZEEN L T, B#+T L2472 g Va2 RIRL E
—g—o
RAT9T2 BA Xy T —TNEFEHLTCWDLGE, [7 7 A /VF R (ViewFiles) %27 U v 27 LET,
ﬂ“’/7°7/7°r74‘/Fr77§§2%/%éw Bt TR SN 7 7 ANVDI XA e EBIZ, TDOFA
ZUTHGAEIE~ VT = THBEN RIS NET,
ATvT3 /k@ #Rm:mifr
cFIR T FANANRNY FDT =T 2 —EFRTHIIE, [7 7 A DFER (File's View) ]
7 Vv LET,

cEKR NI 2T AR ST =T N 2 — | A FRRT DI, [T =T T A
NVDFsR (Malware File’s View) 1227 U v 7 LE1,

GBEF Ry NU—Z ZRET DT 7 A NOIREEBT DI [T ANND RN T =S
NV (File’s Trajectory) %27 U 7 LET,

TR TR AN T AR AT =TI L o TR EN T LT =T A R
F (TR NI R=ZAD N T 2T AR N ) OFTRTOFEMEFRRT DT
[7 7 A NVA Xy hDFR (View File Bvents) | £701X [T =7 A X2 hDOERR (View
Malware Events) | %27 U v 27 LE7,

BENEYY
e v—r 7n—
ARV b Ea—DRE
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wHEEr T sh-BAA <Y toxR [

EHRICEEM T oNRAAMANY FORT

TIRA Ay b= b= VEIT 74 N T a ANRARY =2 EEAT D &
VAT ANI—ETDHNT T4 v 7O AT A MERIETEET, [ (Analysis) ]>[#
#t (Connections) | A==— A7 a &AL T, X7 an=k & BEEMT 5T
HIRAARY N (GFETDIHE) . BIOZENLDOA X NOBIIEN & 22 MR L E T,
VLT RAL VIBBRECIX, BUEDO KA VTR RNAL L OT — X % FRT 52 LN TE
FT, BV _ADRAAL VEFRIEIRE AL DT —H2FRR_RTHZ EIETEERA,

4 SRS

ZOFAT BFETT DL, FRE -3t X=2 VT4 7FHI AN 2a—F—Thd
VERH Y £,

FIE

AT Y1 [5#7 (Analysis) 1> [Bft (Connections) ] DIEIZEE L C, BI#H T 247 a V&I L £
R
ATw T2 BEgA Ny T —TNEHERTIEE, IRAA X (ntrusionEvents) 15D [{EAA X k
(Intrusion Events) | %27 U 7 LET,
ATV T3 BRENDKRY T T v T 74 RUT, UFOFT v a v ERIRTEET,
e Ny B a2 —THMAERTRT HIE, [UA NS4 FOFER (Listed Event’s
View) 1227 Vv 7 LET,
s [RAA X2 FDFIR (View Intrusion Events) | %227 Y v 7 LT, #EHICEEM T S5 =1E
AARY T RTCOFEMERRLET,

EENEYD
W v—r 77—
AR Ea—0DRE

S LBt DEEBAE D&

[%3#T (Analysis) ]>[#%%¢ (Connections) | A == —%2fH L T, VAT AT I N Bki%
BT eI SN DAY —FEE (EHTRERSGS) 2R TEE 7T, aEEICIX
WOEHRNEENTNET,

& 2: BRI EKOIREOHM
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. [###t < ') — (Connection Summary) ] X—IDFERR

Bt Bl

P40 134T UL REAEOY 7Y = 7 b EITFEHERIT T O,
(Subject/Issuer Organization)

P4 1B AT ok = v b FEEOY T U 2 7 N E T IFREEREITICOE M,
(Subject/Issuer Organization
Unit)

BB OBRMGALT (Not  |REFAZOH IR,
Valid Before/After)

U 7 VES (Serial FRITIL CAIL L - TEIV Yo TILER,
Number)

REAEY 4 =7 ) b | GEHEOBRECHE AT S SHA /v 3 2 i,
(Certificate Fingerprint)

ANF—T 4 =TV b [REFEICE £ 5 A —OREECH T 5 SHA »~ v ¥ =2,
(Public Key Fingerprint)

EELEY D
W . U—r Tm—
AR Ea—DRE

[3£#5H < ') — (Connection Summary) | R— DRR

ATy T

[#fc Y~ U — (Connection Summary) ] X—1%, #kiA X2 FORRIZ I > THIR S iz b
AL hm—VEFRDL, Bkt~ U — (ConnectionSummary) ]-X—3~D A ==z — X—ZDH]
IR T 7B AR SN — P —lZDORFIRINE T, ZON—UF, Bl R > b
D=0 LT 7T 4 T 4 2 SESERFUTEHR L7 752FRLET, LEXR[E
R O#E#i 5 (Connections over Time) | 77 7 Tl R LZMBRICH I 2R G % v b
U — 7 LR OGRHEDN R R ESNET,

Hefe 7 7 7 TCTELHRMELFLCZ &N, it~V —D 777 Th, BEITXTTEES,
72U, [BEROME (Connection Summary) |- X— 0D 7 Z 7 I3ERT — X IZESNTNDH T2,
77 7 DI Ie o TV Dl 2 DEEfgiA N2 bEFARD Z LIFTEERFA, 2F D, Ht~
V=D T T NOT — 2 DT —7 )V Ea—IC NI LA THZLIETEERA,

< VTF RAAL VBBHBRETIE., BIEO RAAL LV EFRINAAL VDT — 2 2R THI LNTE
F9, HIL_XUDRAAL EFRIIRE RAAL DT —F 2FKrT 52 LIITEERA,

FIE

[#IZE (Overview) ]>[#ZE (Summary) ]>[#EfHEDOBE (Connection Summary) ]z iER L £
T
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BHEARUrEwF21UT107UDzoR (A LOBE [

RAT9 T2 [TA ZADEN (SelectDevice) | U A Mnb | v U —2RRLIZWT S ZAZRIT 50,

HLIETRTOT AL ZADY~ U —2Fnm$ 572D [TT (AlD ] Z2@8RL £,
ATV T3 U7 THROBIER X OO &1T 5 12iE, e~ b 7T 7 OENFEOBBICAE > Tl T

LET,

Ev bk T 740 ORI E L 5 X TSI DI EITAD L5 IS8k 7 7 7 0BT %
Wi, [FoR (View) 127V v 7 LET,

BMELEYY
a—HP a—)L = ZAHL— 3 L OHEHL

BERANbEEX2ITAAUTIDZVRAAND B

D FE

HEBE =/ /) Threat | £
Management | Defense
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LW > b | 7.1 & Bife A X FOHE (25%—) ZBRLTLIIEEN,
HE: L7y b7 (Any)
D _O
NAT BHag 2 1P 7 K |71 aoy=¥ BB IOeXxa2 T4 AT VP2 A AR N T—T /L2450
LA ER—h (Any) DFLNT 4 —/L R BEMEShE L,
« NAT 1%/ ¢ IP (NAT Source IP)
* NAT %54% IP (NAT Destination IP)
* NAT 152704 — bk (NAT Source Port)
« NAT %G527R"— 1 (NAT Destination Port)
UE®— MIRIEENT= |70 (E=% U—r7 7a—QERESRLTIEIN,
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TAHLEXICT—H Y —
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B s roretxra0r0 4070002 AR LOBE

-1 =/ /N Threat | 3£
Management | Defense
Center
DNS 7 4%V 7 |10 e DNS 7 ¢ /L Z B G RhI2355
67 (~— | (Any) «[DNSZ U (DNSQuery) ] 7 4 —/L FiZ, —E$%DNS 7 (/L
5 Hie) SZABIZBEA T O RAAL VA RETEET,
«[URL] 7 4 —/V RK23%¢C, [DNSZ =V (DNS Query) ]. [URL%
72U (URL Category) ]. BL W [URLVE =7 —3 3 (URL
Reputation) ] IZIXEN & D5EG. A X MI DNS 7 1 /L2 MLEt
BEREIC Ko TR S, 73V L EaT— 3 08 [DNSY
T Y (DNSQuery) | THESIZ RAAL @I ET,
» Cisco Secure Firewall Management Center 7 /XA AHERK AT A R D
IDNS7 4 V2V 74Xy b SR TIIEEN,
Bt A R N DA R 2| 6.6 £E Bl A N NDAARZ DT =T NVEAERT D52 LT TERI RV EL
DT — T VT Y AR — (Any) Tco 7Ty 77 b—=RULELG, A X FOAAZ LT —TNND 9
~ D HIER HITITHFEL TW e b OB S E R ATEE T8, #ICHERITR
SNEH A,
MOZA T DAAZ LT =T MIERITHY 8 A,
HHR/ZET SN -EE : [2087 (Analysis) 1> [7F# (Advanced) 1> [/
A KB 2T —T /L (CustomTables) 1D [7—7 /L (Tables) 147 a v
Platform : Management Center
Pafoi A N b & HIBRES | 6.6 B [HIER (Delete) 13 LT [T~ THIER (Delete All) |1 AR Z 3, #5iA
FOFT XTHIBRT 5% (Any) Ry R T =T N_R=UNHHIBRESILE LT,
P ol Nie
ORI FATOBEA Ry b EWET DI, T OWEL A FL— Uk
S LT EEN,
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