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TRTCDANV =T 4 VTV AT DWDFNEM
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Before you begin

W E T MRAB B EDN B D | AT ADY A4 7 L X A Firewall Management Center & 72
% 7 7 7 N424t%! Firewall Management Center &i{E CT& 5 Z L 2R L T 7230,

ATvY 71 (A Fvay) %A ]\Ii‘/f & Z#H LU C /etc/environment %ffﬁ% L. WOEE A 7 AKR— | L T,
Ubuntu ¥ 2 3 U H—Ry F 77XV OBERICHLGAEICA VA —Ry PEBETELHXIICLET,

EH &
export http_proxy | HTTP 7' m % o il L £ 9,
user: pass@host-or-ip: port

export HTTPS 7mr ¥ CZhaHEHALET,
https_proxy .
user: pass@host-or-ip: port

exportno_proxy | 7'm % IAEAL A HIFR L £ 7,
export no_proxy="1localhost,127.0.0.1"

il
AEZR Lo HTTP 72 %3

vi /etc/environment
export http proxy="myproxy.example.com:8181"
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Install Prerequisite Software—Cent0S .

SIS X HTTPS Y1 X3 :

vi /etc/environment
export https proxy="ben.smith:bens-password@myproxy.example.com:8181"

ATy T2 oa<vr Ry Ry L CREXZHERLET,

env grep | proxy

e R DB

http proxy=myproxy.example.com:8181

ATV T3 ROWVWTNILDEY > a ATHELFET,

Related Topics
Install Prerequisite Software—Ubuntu (10 ~<—73”)
Install Prerequisite Software—CentOS (7 ~<X—1)
Install Prerequisite Software—RHEL (8 ~3—3)

Install Prerequisite Software—Cent0S

1R BRI
Do all of the following:
* Make sure your system meets the prerequisites discussed in 77— F S TW A AL —TF ¢
TYATNEY—=RR=FT 4 VT by=T (5_—=Y) .

« (Optional.) If you need proxy access to the BB =R 7 Z, see HIHESAFY 7 U =7 DA
VA= (6°%—Y) .

AT w71 Make sure Docker is not installed and uninstall it if it is.

docker --version

If Docker is installed, uninstall it as discussed in Uninstall Docker Engine on Ubuntu.

AT 72 Update and upgrade your repositories.
CentOS 7:

sudo yum -y update && sudo yum -y upgrade

AT 73 Install the epel repository.
CentOS 7:

sudo yum -y install epel-release

AT v 74 (CentOS 7 only.) Install Python 3.

sudo yum install -y python3 libselinux-python3

AT 75 Install Ansible.

Cisco Secure ENfIBIE I U 4 22 A4 F
I


https://docs.docker.com/engine/install/ubuntu/#uninstall-docker-engine

Cisco Secure B IRV Z DA VR F—ILE LUV T YT L—F |

. Install Prerequisite Software—RHEL

CentOS 7:

sudo yum install -y ansible

AT 76 Verify the Ansible version is 2.9 or later.
CentOS 7:

ansible --version

ansible 2.9.24

config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/admin/.ansible/plugins/modules’',
u'/usr/share/ansible/plugins/modules’]

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.5 (default, Apr 2 2020, 13:16:51) [GCC 4.8.5 20150623

(Red Hat 4.8.5-39)1

(3¥) It'snormal for Ansible to reference Python 2.x as the preceding output shows. The connector will still use Python

3.

RDEZRY

Install the connector as discussed in Cisco Secure BIEM a7 ¥ 24 A h—LLET (11

Re2)

To optionally stop using a proxy with the B )@ =2 % 77 # | edit /etc/environment and remove the

proxy configuration.

Install Prerequisite Software—RHEL

15D B HEIIC
Do all of the following:

* Make sure your system meets the prerequisites discussed in 78— F LTV L4~V —F 1

TYVATEEY—=FRR—=F7 4T b7 (53—=) .

« (Optional.) If you need proxy access to the BIHYJEBME = R 7 Z, see BTG Y 7 U =7 DA

VA= (6 °5—Y)

AT 71 Make sure Docker is not installed and uninstall it if it is.

docker --version

If Docker is installed, uninstall it as discussed in Uninstall Docker Engine on Ubuntu.
AT w 72 Update your repositories.

RHEL 7:

sudo yum -y update && sudo yum -y upgrade

RHEL 8:

sudo dnf -y update && sudo dnf -y upgrade

[ Cisco Secure BBt IR Y & 22 R AH A K
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AT 73 Install the epel repository.
RHEL 7:

Install Prerequisite Software—RHEL .

sudo yum -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm

RHEL 8:

sudo dnf -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm

AT 74 (RHEL 7 only.) Install Python 3.

sudo yum install -y python3 libselinux-python3

AT w 75 Install Ansible.
RHEL 7:
sudo yum -y install ansible
RHEL 8:

sudo dnf install -y ansible

AT w76 Verify the Ansible version.
ansible --version
An example follows.
RHEL 7:

ansible 2.9.24
config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/stevej/.ansible/plugins/modules’,

u'/usr/share/ansible/plugins/modules']

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.5 (default, Mar 20 2020,

17:08:22) [GCC 4.8.5 20150623 (Red Hat 4.8.5-39)]

(;¥) It'snormal for Ansible to reference Python 2.x as the preceding output shows. The connector will still use Python

3.

RHEL 8:

ansible 2.9.24
config file = /etc/ansible/ansible.cfg

configured module search path = ['/home/steve]j/.ansible/plugins/modules’,

'/usr/share/ansible/plugins/modules"']

ansible python module location = /usr/lib/python3.6/site-packages/ansible

executable location = /usr/bin/ansible

python version = 3.6.8 (default, Mar 18 2021,

RDBRY

08:58:41) [GCC 8.4.1 20200928 (Red Hat 8.4.1-1)]

Install the connector as discussed in Cisco Secure BifEE a7 % A4 A b—L LET (11

)

To optionally stop using a proxy with the B )@ =2 % 77 % | edit /etc/environment and remove the

proxy configuration.

Cisco Secure BitE M+ 2 228/ A1 F
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. Install Prerequisite Software—Ubuntu

Install Prerequisite Software—Ubuntu

This task discusses how to install prerequisite software on Ubuntu.

AT w71 Make sure Docker is not installed and uninstall it if it is.

docker --version

If Docker is installed, uninstall it as discussed in Uninstall Docker Engine on Ubuntu.

AT w 72 Update your repositories.

sudo apt -y update && sudo apt -y upgrade

AT 73 Confirm your Python version.

/usr/bin/python3 --version

If the version is earlier than 3.6, you must install version 3.6 or later.
AT 74 Install Python 3.6.

sudo apt -y install python3.6

AT w75 Install the common libraries.

sudo apt -y install software-properties-common

2T w76 Install Ansible.

sudo apt-add-repository -y -u ppa:ansible/ansible && sudo apt -y install ansible

AT w F 71 Verify the Ansible version.
ansible --version

An example follows.

ansible --version
ansible 2.9.19
config file = /etc/ansible/ansible.cfg
configured module search path = [u'/home/admin/.ansible/plugins/modules’,
u'/usr/share/ansible/plugins/modules"']
ansible python module location = /usr/lib/python2.7/dist-packages/ansible
executable location = /usr/bin/ansible
python version = 2.7.17 (default, Feb 27 2021, 15:10:58) [GCC 7.5.0]

(3¥) It's normal for Ansible to reference Python 2.x as the preceding output shows. The connector will still use Python
3.6.

ROBRY
Install the connector as discussed in Cisco Secure BIJEE a7 ¥ 24 A h—1L L E7 (11
)

To optionally stop using a proxy with the Bif*JJE = % 7 # | edit /etc/environment and remove the
proxy configuration.

[ Cisco Secure BBt IR Y & 22 R AH A K
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Cisco Secure BItaEME 7 4 4 V2 b—LLET [

Cisco Secure IR IRV 2 /4 VA F—J)LLET

AR =LIZDONT
ZD ¥y 7 TIL, Cisco Secure BIJJEME TR # OA L A M—/UZOWTHBILE T, sudo
MR ZFF O ——L L Cax s ¥ & VA M= ATH0ERH D T2, FEHER—F—L
LCaxs 2R caEd,
(F L& BRI
VAT DMIROFHESRMEY 7 b7 =T BA VA =L ENTNDZ L EHERL T EEW,
« Ubuntu 18.04 ~ 22.04.2
* CentOS 7 Linux £721% 8
* Red Hat Enterprise Linux (RHEL) 7 £721% 8
« Python 3.6.x LA
« Ansible 2.9 LI
FTRTCOARL =T 4 VT VAT DO RN
« 4 {HD CPU
* 8 GB RAM
CHBIA A B DGEAIE. 100GB DZEE T 4 AV K E
WD KD\~ v DY A RERIET D 2 L E AR LET,

SOfEHDaRrT X (AR T X EITSODT 4LHF 20,000V —7 00— REHEE) . 400
CPU. 8GBRAM. 100GB DZ2xF 4 A/ K&

c125flDax s B (ax 7 B2 TEIT5O50D7 4)LF E 50,0007 —27 a— REMHEE) . 8D
@ CPU, 16GBRAM. 100 GB DZEXx 5 ¢ A /x5 &:

Y

CE) (M~ DA R WENIHRE LRV L, BB R 2 ICEEREAE LY B L2
MOl LHAREMERH D £,

vCenter BIEAFEAT 2 A, WL MLETT,
» vCenter 6.7

o AR~ 2, VMware YV —IVWA VA F—)LENTWARLERH Y £,

BHESMEY 7 b =T %A VA M= D20, BHESREY 7 b =T DA A =L (6
R—=) EZRLTIEIN,
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Cisco Secure B IRV Z DA VR F—ILE LUV T YT L—F |

B ciscosccwe BrEEIRY 8 EA R F—LLET

Readme & ') 1) —R / — FDRR
BB DA A M= UERICOWTIEL, T2 LTLIEE,
Readme : https://galaxy.ansible.com/cisco/csdac

YUY —A/—} :CiscoSecure HIfJEtEaxrr ¥ U U—A/— |

BB IRV EAV I b I T ORE

B R & VT MU =T ORI —Y a CERGT 212, ROoavr REFETLE
h@‘o

ansible-galaxy collection install cisco.csdac

LZAB— (RE) Y—ERADA VA b=
LAZ— () —r i, BB ¥ Ojl4 T,
~/.ansible/collections/ansible_collections/cisco/csdac 7 4 L' 7 b UnbHiRkRODa~ > REETLET,

ansible-playbook default_playbook.yml [--ask-become-pass] [--extra-vars " vars " ]

B DEREA

—-ask-become-pass sydo /XA T — FE AT A LI ITKDOENET, <2 Tsudo BELIT
725 TN DGHEITNATT,
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https://galaxy.ansible.com/cisco/csdac
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/relnotes/1-0/cisco-secure-dynamic-attributes-connector-release-notes.html

I Cisco Secure BIFIEME IRV 2 DA VR F—ILEFLUVT Y THL—FK
Cisco Secure BItaEME 7 4 4 V2 b—LLET [

--extra-vars WDOFT > a »rOBIERIZEY, BiREtEaxs & B7ax o 2HT
L&Y EF, AT LML, AHERIEY 7 P =T DA A h—
V(6 X—2) OFIAIZHE > THERL L 7= Jetc/environment DfE & —3d 5
DAY /R SR =

» csdac_proxy_enabled=true

» csdac_http_proxy_url=http://PROXY_URL
csdac_https proxy url=PROXY_URL

ROAT > a v OBMELRIL, SRR = 37 7 (L el 572012
A TELHCEALMRAELERLET, 6D TA—FEHIET D
&L BB AR Z 13T 7 4V FOGEAEEZEH L E T,

« csdac_certificate_domain

HENVER SNVZEHED KA A 4, 77 4/0 MalZ, AA SO HE)
B &N 7= A R4 TF (ansible (2 & » THiH S D)

« csdac_certificate_country _name

Two-letter country code. (7 7 4 /L MEIE us)
» csdac_certificate organization_name

kA, (7740 MEX cisco)
« csdac_certificate organization_unit_name

. %ﬂ%ﬁk%{i% ("7:7 # v ]\’Tﬁli Cisco) )

FTIHILFDIRAEFFER LA X b—/LH
T2e2E. TIFNINDFT T a LTI T NI =2T A A M= 520

ansible-galaxy collection install cisco.csdac
cd ~/.ansible/collections/ansible collections/cisco/csdac
ansible-playbook default playbook.yml --ask-become-pass

T avniAEEFERALI-A VR F—ILBl
feeziE, AT a yOFFAFEEZEMLTY 7 MU =T 2 A VA =5

ansible-galaxy collection install cisco.csdac

cd ~/.ansible/collections/ansible collections/cisco/csdac

ansible-playbook default playbook.yml --ask-become-pass --extra-vars
"csdac_certificate domain=domain.example.com csdac certificate country name=US
csdac_certificate organization name=Cisco
csdac_certificate organization unit name=Engineering"

FEHEZER LD, aRX 7 Z~DT 72 2HHT 25 Web 77 U WICFEHEE A >
R— M LET, FEFET ~/csdac/app/config/certs T4 L7 FUIERENET,

Cisco Secure ENfIBIE I U 4 22 A4 F
I



Cisco Secure BIRIBIE IR I 2 DA VR h—LBELUT v TTL—F |
B ciscosccwe BEEIRI5OTF Y TIL—F

AR =LA DORT
A A M= ua ZITROBGETICH Y £,

~/.ansible/collections/ansible collections/cisco/csdac/logs/csdac.log

FAEZFEAL- BIMEMEI R 2 ~DiEkk
SEREL F—25 2 5A1E. TNOERE~ T D ~/csdac/app/config/certs T A4 L7 M UIT

BLE L £
DX A7 ZFAT LIk, ROa~xr Fe A LT, BifEtta 2 % @ Docker = 7 T %
B L7,

docker restart muster-ui

ARG AAQOAGTA Y
1. nttps://ip-address C®#IEME X7 X T 78 AL ET,
2. mr7AULET,

PEla 7 A v Oax—Y —Z1% adnin, /XA T — Fid adnin T, glHTCr s A Lizd &
W2, NMRAT—REEHETLHEIROHINET,

Cisco Secure EIEMH AR ZADT v THL— K

IO Ry 7 TiE, LLAIO Cisco Secure BRI 2 % 7 ¥ #BEDONN—T 3 T v 77 L—
N2 HHEIZOWTHALET, ZhbDHX 271X, CiscoSecure I EIE 2 17 X D=V 3
VRARL—T 4 T VAT MR IR FETTEET,

ARTFYTl Ty L—FThvwicn s A4 LET,
ATFYvT2 kOa~vr REAHLET,

cd ~/.ansible/collections/ansible collections/cisco/csdac
ansible-galaxy collection install cisco.csdac --force
ansible-playbook default playbook.yml --ask-become-pass [--extra-vars vars]

Syntax Description --ak-become-pass sudo/SA TV — REZANTH Lok bnET, v v TsudoBDHENT 2 -
TWALGEITMAETT,

[ Cisco Secure BBt IR Y & 22 R AH A K



| CiscoSecure BB LRI ZDA VR F—LELUT v TIL—F
Cisco Secure @17 207 v T L—F |

--extra-vars WX a rOBINMEZIZELY, BIEEaxs7 2 R a2FEHTE5L91C
0 EYT, EHTLEIX, BHRSEEY 7 b =T DA A R —)L, on page 6DFHIC
> THERR LT~ Jetc/environment DfE & —HT A MENRH Y £9°,

» csdac_proxy_enabled=true
» csdac_http_proxy_url=http://PROXY_URL
csdac_https proxy url=PROXY_URL
WD T2 g OBIERIT, BB R 2 \ZZRTHERT 22O EHTE 5

HOBAMHEZERLET, 2hbDRTA—Z2HETH L, BIWEtaxrs #
1357 7 4V bOFEAELZEH L £,

« csdac_certificate_ domain

HEVER SNTZGEHED N A A 4, 7740 MEZ, AR SO &R S 72k
A R4 C9 (ansible (2 &> THRIH SN D)

« csdac_certificate_country _name
Two-letter country code. (7 7 # /L MEIL us)
« csdac_certificate organization_name

Mikst. (7 4V MAEK cisco)

s

« csdac_certificate organization_unit_name

o KSR HEAT 44 (’?7 v MEIX cisco) )

ATFYT3 77T L—RRETI2FETHLET,
AT T4 ToF T L—Roa S3ROBIRICH Y £9,

~/.ansible/collections/ansible collections/cisco/csdac/logs/csdac.log

What to do next
a7 Z OVERL, onpage 17 5L T 7ZE 0,

Cisco Secure ENfIBIE I U 4 22 A4 F
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Cisco Secure BIRIBMH IR 2 DA VR F—LELUT v TTL—F |
B ciscosccwe BEEIRI5OTF Y TIL—F
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=% =R

Cisco Secure BB RV 2 DERTE

BB RX 7 X BA VA N— VLT, axs X, BNEET o V2 TE T EBRL, T
7 AHEINL— NV THEATE XA F v 7 *y NU—2 7 —4% % management center {ZHEfk
LET,

et X7 X2k, ax 7 X EBK LT, 77 BRI — LV CHERTEL XAy
7 X NU—2 7 —X % management center [ZFEfE T X 77,

FHEHIZOWTIE, RO FE Y7 2B LTI ZE,

« ax 7 X O (17 _—2)

« T HTHE DR (33 R—)

« B RIE T 1 L & DOFERK, on page 42

« BIER (CA) F=—> OFETORE (46 2—)

RT3 DIERK

ax 7 HF, VTR —ERTOAS L H—T =2 ATY, aRx7 XTI T77 RP—EZAN5
Fv MU= 1EREIRGT 572, managementcenter D7 VA 2 hr— /LR Y I —TH v
U= EREEHTEET,

RPYPR— PSR THET,

% 2:Cisco Secure IR ARV 2 N—2a VB LUV TSY b7+ —L THR—FSATWRIARIEZDY R F

CSDAC/\—< 3 | AWS GitHub Google 7 | Azure Azure H— | Microsoft |vCenter Webex Zoom
75y b 5K Ex 44 |Office 365

TA—LA

N— g 1.1 | kG FEXFI FERFIS PSS PSP PSP PSP FERHIS FEXF I
CAN

)

N—= 920 | X FERFIE It PSP b PSS PSP FEXHIG FERFIES
(A7 3

)

Cisco Secure BitE M+ 2 228/ A1 F




Cisco Secure BIFEIE IRV 2 DFE |

. Amazon Web Services IR 9 % : A—H—EREA VA R—bFEh=T—2I12D0\T

CSDAC/\—< 3 |AWS
TS5y k
T4—L

GitHub Google 7 | Azure Azure H+— | Microsoft |vCenter | Webex Zoom
S50 R x4+ |Office 365

N—5 022 | ks
(713
)

PIPIN XFhi PSS PSS PSS PIPIN E S N S ST

A OWTIE, ROHEZZM LTI ZS 0,

AmazonWebServices A2 4 : A—H—¥ER LA oiR— bEaNE=T—

AIZDLVT

Cisco Secure B EMEa %7 Z 13X, 778 A o ba—L KU —THEHTL72DIC AWS 2»
© management center [ZEIHJEMEE A AR — R LET,

A UiR— kIhi-ErESE
AWS N HIROEHEMEZ A AR — F LET,
« X7 AWSEC2 U Y —REHRFT LI TE L2 —F—FEROF — LEDO T,
FEHIZ DWW TIE, AWS RF = A2 b [Tag your EC2 Resources] #ZR L T 7ZaW

c AWS NORME~T v D IP T RL %,

HER/NROER

Cisco Secure %ﬁﬂ’j%‘l‘i:‘* 7 K Kﬂi\ /)\fcﬁ < k %) . ec2:DescribeTags BID
ec2:Describelnstances GZ@JE’JE‘TE@4’ VIR— I %%@ﬁ“&é N ) :‘/%%?#O:L%'Tj‘*‘ﬁ)%\gf
R

Cisco Secure EIFIEMH IRV 2 [2x L TR/INEDH#ER ZHD AWS 12— —ZFER L F

-d-o

DX AT TliX, BJEM % management center (236535 72 O/ NROMERE FF oY — B

AT AY Y P ERET DHHECHOWTHHLET, ZALDEMED Y R MMZOWTIE, Amazon
Web Services = %7 ¥ : Z—H—HER E A VAR — ST —H 2O, onpage 18 B L
TLEEN,

Before you begin

Amazon Web Services (AWS) 7D ERT TICRESNNTWAMENRH Y T3, ZEAT
I FIEDFEZOWNTIE, AWS RF 2 A PO ZORFELEZEZRL T EEN,

ATy Tl FEEo—NEZEHOZ—YP—LLTAWS a2 Y —LiZu s LET,

[ Cisco Secure BBt IR Y & 22 R AH A K


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/

I Cisco Secure BIIEME IRV 7 DRTE

ATy T2

ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

ATvT9
ATv 710

ATy IN
ATvT12

ATy 713
ATv 714

ATv 715

AT 716
ATy 11

Cisco Secure BIIEE IRV 2 (1T L THRMRDIER 1D AWS 1 —HF—#ERLET . .

Hyvaf—Rpb, [Fa2)T4. PATUTA4T48KUESF (Security, | dentity & Compliance) ]>
[AM]Z 2 Y v 7 LET,

[79RXEE (AccessManagement) |>[1—H— (Users) 1227 Vv 27 LET,

[—FDEM (AddUsers) 1227 Vv LET,

[z—H¥—4 (UserName) | 7 1 —/L RIiZ, 22—V —Z@HlT 572D DL4FTEATILET,

[T 7 BAX—-7a 7T 8L BT7 78X (Access Key - Programmatic Access) | %7 U v 27 LET,
[HERRDEXE (Set permissions) | X—C, —W—(Tf &, 7 7 A ZFFA[HETIZ [R~ (Next) ] %7
Uy 27 LET, THUTHRTITWET,

VEIEL T, 2= —l2# 7 2Bl £7,

[—F—D1ERL (Create User) 1% 7 YV v 7 LET,

[esvE X 7> — R (Downloadcsv) |#7 Vw7 LT, 2—H—DF—%ara—F—|lX¥ U a—
FLET,

Note Z—h7s, 2—H—DOF—2WET2HLERHHME— DT,

[FAC% (Close) 127 Vw7 LET,

ERMOIND [ TAT T 47 4 &7 7 EAEH (IAM)  (Identity and Access Management (IAM)) ] ~<—37
T, [772RXEHE (AccessManagement) ]>[R') >— (Policies) 147V v 27 LE£7,

[R YU > —DFER (Create Policy) 1% 7V v 7 LET,
[V > —DFER (Create Policy) 1-X—C, [JSON] %227 U v 7 LE7,

1 o 3 4 5

+ Set permissions

Copy permissions from E Attach existing policies

(U
'&‘ Add user.to group Ml existing user directly

0

Create policy

T 4=V RIZRDORY —ZF AL ET,
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:DescribeTags",
"ec2:DescribelInstances"

:I 4

"Resource": "*"

}

i~ (Next) 15272 v 7 LET,
[LE=2— (Review) 127 UV v 27 LET,

Cisco Secure BitE M+ 2 228/ A1 F



Cisco Secure BIFEIE IRV 2 DFE |
B awsaxosonm

ATYF18 [RYU T —DfEE (Review Policy) | X—U T, MEREREATI L, [KY o —DfERK (Create Policy) ]
7V w7 LET,

ATvF19 [RVU— (Policies) |"X—Y T, MBT 4 —/L FIZHR I =4 DT _CE=IT—#8% AF L. Enter ¥—
EHLET,

RATFyT20 ERLERY v—%227 U v LET,

RATFwT2 [FUar (Acions) |>[72vF (Attach) 127V v 7 LET,

RTwT22 KESUT, MBE7 4=V RICa—Y A0 E T —FHE AL, Enter ¥—% L E7,
ATw7T23 [RV—%T%vF (Attachpolicy) |27V v 7 LET,

What to do next
AWS = 7 Z DYERL, on page 20,

AWS O 19 2 DYERK

TDHAITTE, 7782 a2 be— L RY r—TCHEHAT LD, AWS 225 management
center (7 — X HEETHaARX I X ERET D HIEIZOWTHHLET,

Before you begin

Cisco Secure By JEM: =1 % 7 # 1Tk U TR/ NRDMEIRZ F7-5 AWS o— W — % Eplk L £9°. ,on
page 18 Tt L7 #ERLL ED =2 —H —Z4ERk L £ 77,

ATy BEEax s 2ice /4 LET,
ATv T2 [2x27 % (Connectors) ] &7V v LET,
ATV T3 ROVTRLEFEITLET,
H LW a7 ZOBM: BN (Add) 17/ =2 (B) 270y 7 LThb, axs ZO4HE 7Y v
7 LET,

ARV XDOEETITHIR : ZOM G 22U v r LThb, (TORRBICH D [FE (Edit) | £7-0%
[HIBR (Delete) 1227 Vv LET,

AT T4 ROEREANDILET,

E SR BA
&A1 (Name) (WH) ZDaxy 22 —BICHBAT 54512 AT LET,
£%B8 (Description) H (AT ay) .

ZILRERE (Pull Interval) (F7 4V MNI30F) AWSH)HSIP~ v o 72 BET 5E T,

1J—< 3> (Region) (W) AWS U —Vara—REAHNLET,

7O EAFx— (AccessKey) | (WZH) 727 BAF—H AN LET,

[ Cisco Secure BBt IR Y & 22 R AH A K



| Cisco Secure EIfIEME IR U 2 DT
Aaure 375 % - 1—F—HREA VR— bashF—212o0T [

fEe Bl

X — (Secret Key) (WH) fEws A LET,

ATV TS axy ZERFT LR, [TAR (Test) 1227V 27 LT, TARBEITLHZ 2R LET,
ATYT6 [fRTF (Save) |27 U w27 LET,
AT9 T [AT7T—H A (Status) |FIZ [OK] BNERINTND Z EZ2MHERLET,

Azure AR 3 : A—H—EREAM VR—FESN=T—2IZDUVT

Cisco Secure BB R 7 & 1Z, 77X arra— L RY S —THHATH-HIT, Azure
7 & management center ~ENEIEE A AR — N LET,

1 UiR— kSN -EBIRIEMS

Azure > HIROBEMENMEE A R —F LET,

BTN Y—R V=T N—TF BIOV TR TFg CEEMT O —
D27,

FENZ DWW TIE, Microsoft FX 2 XA FDOZDOR—=U B TLZE 0,

e Azure NORIE~T > DIP7 RL X,

WELR/IEDOHER
Cisco Secure i ax 7 % <, BIMEM 2 A A — b+ 9512k, Dl e b)) —F—HER
BEOI—Y—NNE T,

Cisco Secure BB+ U 7 (X3 2 R/INEDHER Z 4D Azure 11— —DERL

ZOHX A7 TIL, BiJEM: % management center | Z15(5 9% 72D D/ NROMER & FF o —E
AT AT FERET DHEZOWTRILET, ZhHDRMED Y X MOV TIE, Azure
aRx K a—YP—HERE A VR — N SN T —HIZOWT, onpage 2l R L TS0,

Before you begin

Microsoft Azure 7 7 0 o M ZBEIZEF > TWAMENH Y £9, RET HIZIE. Azure RF = A
VEYHA FDOZOR=UEBRBLUTLLIEE N,

1|

AT9T1 HBTR7 VT arOFifFHEE LT Azure Portal 12127 A L ET,

ATw 72 [AzureActiveDirectory] #27 U v 7 L7,

ATv T3 ETDHT TV r— 3 D Azure Active Directory DA AKX 2 A% FoFET,
ATy a4 [BM (Add) 1> [7FTUr— a3 rn&Ek (Appregistration) 227V v 7 LET,

Cisco Secure ENfIBIE I U 4 22 A4 F
I


https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
https://azure.microsoft.com/en-us/free/
https://portal.azure.com/

Cisco Secure BIFEIE IRV 2 DFE |
. Cisco Secure BN B IRV ¥ [TXT ZR/NROER E D Azure 1—HF—DIERL

ATw 5[4 (Name) | 74—V RiZ, ZOT7 7V r— a2l T 57004018 A LET,
ATFYT6 MBOMEIISL T, ZOXR=IJICZOMOFERE AT LET,
ATvTT [k (Register) |27 U7 LET,
ATY T8 WORX—=TT, 7I7A4T7 DT 7V r—variDEbEEND)ETFH L FID(T 4LV 27 FUID &
HIEIND) ZHEEEOET,
WiBl L ET,

&E Just-a-test = -

0 Kearch (Cmd+/) < [ Delete & Endpoints [ Preview features

L. (i @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart

# Integration assistant A Essentials

Manage Display name ! just-a-test Client credentials : Add a certificate or secret

= ﬁ Application (client) ID 1 449af2cd-n ® ol s "1om dw™32 Redirect URIs : Add a Redirect URI
Branding & praperties

Object ID NIRRT Application 1D URI : Add an Application ID URI

3D Authentication
Directory (tenant) ID 1 ScdSadm mme™ e w Beal™ ol "97b90 Managed application in |... : just-a-test

Certificates & secrets
Supported account types : My organization only

1l Token configuration

AT9F9 [V T74T > b7 LT %L (ClientCredentials) 1 ORIZH 2 [REBAEE 21X —27 Ly OB (Add
a certificate orsecret) | &7 U v 7 LE T,

ATYT10 [HLWIFA4 T b —27 L b (NewClient Secret) 1 %7V v 7 LET,

ATy TN TEREINEREATL, BN (Add) 1227V 27 LET,

AFvF12 [fE (Value) | 74—V ROEE 7 U v 7 R—FiZav—L%d, [—2 L v FID (SecretID) | Tld7e
X, ORI AT hyr—2 Ly hTT,

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

= Mew client secret
Description Expires Value © Secret ID

azure-doc-test 12/11/2023 Tom. Lmmmom mel . RmanRO. D M % R T JERWES D 0

AT w713 Azure Portal D A A L _X—TIZRY | [V 7 A2 U7 3 (Subscriptions) | %27 Vw7 LET,
ATYvTWM HBTRZ VT arO4uE7 Y v LET,
ATYFT18 7V yTR=NIH TR Y FvarIDEab—LET,

. Essentials Copy to clipboard

Subscription ID 2 01249 " ™ol B ULEELT M LW Y _ Subscription name  : Microsoft Azure Enterprise
Directory : cisco-fpiden™ @& T T ST Current billing period : 6/1/2023-6/30/2023

My role : Owner Currency : UsD

Offer : Enterprise Agreement Status : Active

Offer ID PME gy Ty Secure Score : Mot available

Parent management group : ScdS s e oo o Bul™ o " = oin

ATvF16 [T 7 A TAM) (Access Control IAM)) %27 U v 27 LE7,

ATw 711 [BM (Add) |>[A—/LE|Y HZTHEM (Addroleassignment) 1227V v 7 LET,
ATYF18 [U—%— (Reader) |27V v 7 L, [k~ (Next) |27 U7 LET,
ATY 19 [A =D (Select Members) 127 VU v 27 LET,

[ Cisco Secure BBt IR Y & 22 R AH A K



&
itk

I Cisco Secure BRI RV 2 D
Azure I 1D 2 DERL .

AT TN RX=YOLHMT, BEE LT TV r—2a 040127 Y v 7 L, [EIR (Select) 1227V v 7 LET,

> Microsoft Azure Enterprise > Select members Y
Add role assignment
Select (O
}'ll? Got feedback? | just

. % 5 No users, groups, or service principals found.
Role  Members Review + assign

Selected role

Reader

Assign access to

'@) User, group, or service principal

O Managed identity

Members

1 Select members

5 Selected members:
Name Object ID

MNo members selected just-a-test
Remove

Description

Optional

Previous | | Next
| B (| o ]

AT TN [fEREEIDYHT (Review+ Assign) |27 Vv 7 L, a7 Mt CTHEIEEZE T LET,

What to do next
Azure 2 37 X OYERL, on page 23 & L T 72 &0,

Azure a1 7 DYERK

ZOFRTTIE, 778X arbre—L R —THHT5729HIZ Azure 7> 5 management
center (Z7 — X ZIE[ET DRI Z AT 2 FIEIZ OV TR LET,

Before you begin

Cisco Secure B BIE= % 7 4 12kt % B NROHEH 2 F55 Azure = —4 — D ER, on page 21
THLI L 7KL L Azure =2 —— %Rk L £,

Cisco Secure BB MR Y 2 22 HA K
I



Cisco Secure BIFEIE IRV 2 DFE |
B rarev—cx853%0 5060

ATy BEEaxs e s A LET,
ATwFT2 [2x7 % (Connectors) 1 &7 U w7 LET,
ATV T3 KOWTINEFEITLET,
cH LW axZ ZOEM: B (Add) 172> (B) 27097 LThb, axIXO4HEZ Vv
7 LET,

c IRV XOREETITHIR : Z0MH G 22U v LThb, (TORRBICHD [ (Edit) | £7-1%
[HIBE (Delete) 1227 Vv LET,

ATY T4 ROEHREASLET,

[ Bl

Z71 (Name) (WZH) Zoaxy Zae—EIl# T 2402 AT LET,

%83 (Description) M (AT vay) .,

ZILRARE (Pull Interval) (T 74V ME30F) Azure DB IP~ » BV 7 BT 5
kR CT9

HJIRH1) T 32D (Subscription Id) (WZB) Azure Y7227 U Fva v IDEASNLET,

T+ > kD (Tenant Id) WH) 77 FID&Z AN LET,

25472 kID (Client Id) WwE) 7947 D EASLET,

DA77 bDY— Ly bk (ClientSecret) | (M) 7 94T by —27 by M AT LET,

AT TS aRx g XEREETDHENC, [T AL (Test) 1% 27 U v LT, Test connection succeeded 23FE /RSN 5 Z &
ERERLE T,

RATvT6 [fRTFE (Save) 1227V v LET,

ATy T [AT—H A (Status) |FIZ [OK] BNERINTND Z L E2HERLET,

Azure Y —E X2 a9 2 DIERK

ORI T, T78A 2y ba—)L iR Y ¥ —TfH3 5 management center ~~0 Azure
Y= R T DAy ZEERTDHECOWTHBALET, b ZICBEEfT s
IP 7 R L A%, Microsoft {2 X » CHBEHFINET,

FEAMIZ DU TIE, Microsoft TechNet @ MEAE R > U —27 —ERX ¥ 7| 2B L TEE
/AN

ATy BEtax s e 74 LET,

[ Cisco Secure BBt IR Y & 22 R AH A K


https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview

| Cisco Secure EIfIEME IR U 2 DT
Github 2 x> 2 ferk ]

ATw T2 [2x27 % (Connectors) ] &7V v LET,
ATy T3 ROWTRNEEITLET,
cHLWaxZ ZOBEMN BN (Add) 1742 B) 27097 LThb, axZ X045 27 Y v
& Lij—o
c ARV ZOREETITHIG : F0Me G 227V v s LTb, ITORRBICH S [fRE (EBdit) | £7-1%
[HIF% (Delete) 1227 VU v 27 LET,

ATy T4 ROEREASLET,

& Bl

&A1 (Name) (WR) ZDaxy 4B+ 5481 A LET,

EHBA (Description) W (FTvay)

ZILRERE (Pull Interval) (T 74V ME30F) Azure L IP~ v B 72 BT 5
RGeS

HJTRH )T 3D (Subscription Id) (WZE) Azure Y7 A7 U7y g IDE AN LET,

7+ 2 D (Tenant Id) (WH) 7 MNIDEASTILET,

9254 7> kID (Client1d) (W) 7747 FIDEAHLET,

VAT D= Ly kb (ClientSecret) | (M2H) 7747 v hOy—27 Ly b ASTLET,

ATY TS ax I XERIFT DRI, [TA R (Test) 1227 VU 2 LT, Test connection succeeded NHERE D &
ZHERLET,

ATvT6 [R17FE (Save) |27 U w27 LET,

AT9 1 [AT7T—% A (Status) |FIZ [OK] BERINTND Z L ZHERLET,

GitHub 3 r ¥ 2 DERK

o rvarTlE, T78Aarbe— R Y —THEHT 57927 —# % management
center (ZE1F 75 GitHub 2% 7 & ZAERT 5 FIEICHOW T LET, Zhb 0¥ 7 2B
FHNTWDIP 7 FLAL, GitHub IZ Lo TEEH I TWET, BINEMET ¢ V& ZERT
HLEITH D A

ZEHZHOWTIL, TGitHub D IP 7 L RIZTDOWNWT) 2R LT &0,

A\

Note [p 7 NL ZDEBIZHRT 5725, URLIZEH LANWTL &0,

Cisco Secure ENfIBIE I U 4 22 A4 F
I


https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/about-githubs-ip-addresses

Cisco Secure BIFEIE IRV 2 DFE |
B coogeclod 2255 - 1—F—HERE S LK— b EREF—52DNT

ATy BEEaxs X Ica s LET,
ATwFT2 [2x7 % (Connectors) 1 &7 U w7 LET,
ATV T3 KOWTINEFEITLET,

cH LW axZ ZOEM: B (Add) 172> (B) 27097 LThb, axIXO4HEZ Vv
7 LET,

c IRV XOREETITHIR : Z0MH G 22U v LThb, (TORRBICHD [ (Edit) | £7-1%
[HIBE (Delete) 1227 Vv LET,

ATw T4 [4H7 (Name) | & A7 a > d [ (Description) 12 AL £,
ATy TS (AT ay) [ZME (Pulllnterval) 17 4 —/L KT, @fyEME = %27 223 GitHub 725 IP 7 KL A %
Bf5 3 2BEAZEMCEE LET, 7 74/ ML 21,600 (6 ) TT,

ART9T6 AT ZERFTDHRNS, [TAK (Test) 1227 Vw27 LT, TAIBEINT D & &R LET,
ATy FT [#RFE (Save) |27 U w27 LET,
ATy T8 [AT—H A (Status) ]FIZ [OK] BDEREINTWNWD Z EEMHERLET,

Google Cloud IV % : A—H—1ER LA Vi R— SN F=T—2IZD
VT
CiscoSecure BB %7 Z X, 72782 ar bu—L KU —THEHT 572012, Google
Cloud 7% management center ~ENHJEIEAZ A AR — b LET,
A4 oiR— kEhi-ErESE
W OENENE % Google Cloud 7254 »iR— F LET,
« 7L : Google Cloud V VY — A Z BT 57 OICHEH TE 5% — LfHORT,

FEAMIZ OV TIE, GoogleCloud RF = A > hod [F~ULDOIERREEHL] 2L TS
AN

e Xy NT—I HZ T Rk TN F—, EET e s MIBEEMIT O F— Sl

~7,
FEAIIC OV TIE, Google Cloud RF= A2 hod [4 F O EEH) 28T E&
AN

* Google Cloud NDRIE~ > D IP T KL A,
WER/RDIER

Cisco Secure BIEME a7 # Tid, 27 &b, BMEMNE2 A VR — N T 2 ERHEEE
(Basic Viewer) #ERZHiH>2—F —n\NBETY, >

[ Cisco Secure BBt IR Y & 22 R AH A K


https://cloud.google.com/resource-manager/docs/creating-managing-labels
https://cloud.google.com/resource-manager/docs/tags/tags-creating-and-managing

| Cisco Secure BIIEME IRV 7 DRTE

Cisco Secure BIFIEME RV % (23 L THR/IMNBEDHER %D Google Cloud 11— — %R LE T, .

Cisco Secure ENfIEM I RV 2 (2% L T&R/IMNEDHERR %% D Google Cloud 11— —%{F

,ﬁbi-d-o

ATy T
ATv T2

ATvT3

ATv74
ATy TH

ATvT6
ATy T17

ATy T8
ATvT9
2Tv710

ZOH AT TIX, BHYJEM: % management center [Z15(F T 5 72D D/ NROMER Z FFo— B

AT AT NERET DHEZOWTHHLEST, ZNHDEED Y 2 MIOW T, Google
Cloud =7 % : a—HF—HE[R & A VAR — F SN/ T —H T2 T, onpage 268 B L T 72
20y,

Before you begin

Google Cloud 7 %1 7 > E T TITRRE SN TWDMENH D £, REFEICET 2 5EAIGEH
IZ2WTCIE, Google Cloud K = 2> b TEREEGHE) 2L T 7EE0,

FrEE e — N ER o2 —H%—L LTGoogleCloud 7 H V> hicu /4 LET,

IAMB LUEEE (IAM & Admin) [>[H—EX7HD >k (ServiceAccounts) |>[H—EXT7ho Y
FDERL (CreateServiceAccount) 1 %27 U v 27 LE,

WOIEHREANTTLET,
e —bE AT H T~ (Serviceaccountname) : Z DT H L N EMBIT SO - 2T,
CSDAC,

e —ERT7H 7 FID (ServiceaccountID) : H—ERT T "EEATILTHR, —BOMEE AT
THULENRHD FT,

o —ERT v FOFA (Service account description) : A7 a VOMBEASN L ET,

F—ERAT I ROFEMIZ OV TIE, Google Cloud R¥ = A hd [H—E R T H 7 MZDOWT]
AZRLTLEEN,

[ERK L C#ifT (Create and Continue) | %27 U v 27 LET,

[CDOY—EART AT b~DT 78 A% 2—H—|ZFFA[T % (Grant users access to this service account) ]
v a UNRRINDET, BHEHOERIENET,

Z——ZHARESE (Basic Viewer) =— /L& {5 LE7, >

[587 (Done) 127 Vw7 LET,

P—ERTHU L bDOY A RRFREINET,

ER L=V —EXTH o hOITORRBICHD ZDM ) 22V v LET,
[F—DEH (ManageKeys) 1227V v 7 LET,
[F—D:ENM (ADDKEY) ]>[#HLWLWF—DMERK (CreateNewKey) 27 U v 27 LET,
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https://cloud.google.com/run/docs/setup
https://cloud.google.com/iam/docs/understanding-service-accounts

. Google Cloud 3% 2 DERK

¢ JustaTest [E] HELP ASSISTANT
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading
service account keys and instead use the Workload Identity Federation . You can leam more about the best
way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new ke =
Key creation date Key expiration date

ATy 7N [ISON1%Z227 VU vZ7 LET,
ATFw 712 [fEk (Create) 1227V v 27 LET,
JSON F—Nar a—X Xy ra— FInET,

ATYT13 GCP a7 ZaMlT 2L ElE, F—&FLICEN TN TSN,

What to do next

Google Cloud = r 7 % DAERK, on page 28 ML T 72 &0,

Google Cloud 2% 2 DERL

Before you begin

Cisco Secure BIFEIE IRV 2 DFE |

Google Cloud JSON JERX DY —E AT BT v T —2 ZWFLET, T 37 X OREITHET

B

ATy BEEax s 2ice /A LET,
ATFw T2 [2%27 % (Connectors) | %7 U7 LET,
RT9T3 KOWTNNERITLET,

cHLWaxZ ZOEMN BN (Add) 1742 @) 27097 LThb, axZ X045 EZ7 ) v

7 LET,

c IRV XOEETITHIR : ZOM G 22U v r LThb, (TORRBICH D [HE (Edit) | £7-0%

[HIBE (Delete) 1227 Vv LET,

ATV T8 ROWGHREATLET,

[} At BA
&1 (Name) (W) Zoaxy de —BICHAlT 24002 A LET,

[ Cisco Secure BBt IR Y & 22 R AH A K



| Cisco Secure BIIEME IRV 7 DRTE

office 365 7+ 2 D1ER [

fEe

B2l

£%BA (Description)

Bl (F7vary) .

ZILRERE (Pull Interval)

(F7H/MI30H) AWS D IP v v B 72 BS+T 2ME T,

GCP1J—< 3> (GCPregion)

(W7H) Google Cloud 23EdiE SN TWAH GCP U —v a v &2 AN LET,
FEABIZ DWW T, Google Cloud D K = A b [ —U g by —u
EHZRLTLLEEN,

Y—EZX 7HYY

Google Cloud H—E A7 7> h® JSON 22— R&RE0 15 97,

AT TS ax 7 ZERFETHENS, [TA L (Test) 1227V v 7 LT, TAMBKIITDHZ LR LET,
ATvT6 [R1F (Save) 1227V v LET,
AT T [AT—H A (Status) ]FIC [OK] BNERENTWNWDZ EEEERLET,

Office 365 O~ X M{ERKL

IDHARI T, T7®Aay ba—LiRY —THHT 5 7=8HDT —# % management center
(ZEE9 %, Office 365 2 7 D a2 X 2fEld 2 HIECOVWTHHALET, Zhbox 7
BEEAT T S 72 1P 7 R L AL, Microsoft IZ X » CTHEEFRSNET, T— 22T 5720
WZEIRY BT 4 V2 B ERRT D BT H D £E A,

<TEZEvy,

FEHNZ DU TUIL, docs.microsoft.com @ [Office 365 URL B L NIP 7 KL A#PH| #&ML C

ATy Tl @EEax 7 Zlcu 74 LET,
ATv T2 [2x27 % (Connectors) ] &7V v LET,

RATYT3 WOWTNNEFITLET,

cHLWaxZ ZOBMN: BN (Add) 17 A= B) 27097 LThb, axZ X042 7 Y v

y Li—g—o

c ARV XDOEETITHIG : ZOM G 22U v r LThb, (TORRBICHD [FE (Edit) ] £7-0%
[HIBR (Delete) 1227 Vv LET,

AT T4 ROEREANDLET,

[}

3558

%81 (Name)

(WAB) ZDaxy ZE—BICHINT 2482 AN LET,

£%B8 (Description)

S (7 ay)

ZILREERE (Pull Interval)

(F7 3V ME30F) Azure N H P~ v B0 7 2 BG4 5 R T4,
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https://cloud.google.com/compute/docs/regions-zones
https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide

Cisco Secure BIFEIE IRV 2 DFE |
B ocener x5 5 1—v—EBE A UR— b ENEF—SIIO0T

fEe A

AN—X APIURL (BaseAPIURL) | (WH) 57 4V k& B H38410%. Office 365 15 #H 4 iS5+ % URL
ZATTUFET, FEMIZ OV TIE, Microsoft K¥F = X M A D

[Office 3651P 7 KL AL URL ® Web —bE 2| Z#HBBLTLFX
U,

AR AL (Instancename) | (MZEH) VAR RIBA LV AZ AL ZEZT7 Y v 7 LET, sHMICHONWT
1%, Microsoft K= A2 b4 A k@ [Office 3651P 7 KL 2 & URL
D Web hF—E 2] 2ZHLTIEIN,

T avmIPEENCTD (W) trueE7zifalsed AJ,

RT9TS aRx I ZERFET LRI, [TAK (Test) 1227 Vw27 LT, TAIBENT D EE2MERLET,
ATYT6 [fR17FE (Save) |27 U w27 LET,
AT9 T [AT7T—X A (Status) |FIZ [OK] BERINTND Z L Z2MHERLET,

vCenter IRV A : A—HF—1ER LA VR—FESN=T—2IZDWT
CiscoSecure BB %7 21X, 772 ar ba—/LRY o—CHEHT 572912, vCenter
7> 5 management center ~EEMEZ A AR — M LET,
4 UR— b Shi-BIRENE
vCenter 7 IR DENEMEZ A AR— M LET,
ARV =T 4 T VAT A
*MACT RL A
< IP7 FL A

*NSX % 7

WERINEDOMHER
Cisco Secure BIEME a7 ¥ Tid, A7 &b, BMEMN 2 A VR — T 53HRA&AIMYER
MEBR A& Ff o> — P — BT,

vCenter 2R 2 DYERK

ZDOHARTTIE, T7E8A L hr— R —THHT 57027 —F % management center
IZEE 95 VMware vCenter @D 2R 7 X ZAER T 5 IFIEIZ DWW TRRIA L £97,

[ Cisco Secure BBt IR Y & 22 R AH A K


https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

I Cisco Secure BIIEME IRV 7 DRTE

Before you begin

vCenter IR & MDYERL .

FBHEINTWARWGERAZEZ M L T vCenter & 8E T 5561, §8iER (CA) T = — > DOFHT
DOHS, onpage 394 ML TS 72 &V,

2Ty 1 BMEEaxs Zica s 4 LET,
ATv T2 [2x27 % (Connectors) ] &7V v LET,

ATY T3 kOWTNNEFEITLET,
HILWaRs X OB

7 LET,

EM (Add) 17 A= (B) 22707 LThd, axIZXOL4RTEZ ) v

c AR XOEETITHIR : ZOM G 22U v LThb, (TORRBICH D [HE (Edit) | £7-0%
[HIBE (Delete) 1227 Vv LET,

ATV T8 ROGHREATILET,

fEe

Bl

%81 (Name)

(WZH) ZDaxy X E—BEIHBT 24002 AN LET,

£%B8 (Description)

EETHMAEAN LET,

JILTEIRE (Pull Interval)

(7 +/L MI30F) vCenter 225 IP~ v ' 7 2 BS54 ARG T,

AR+ (Host)

(WMZH) ROWTIE AT LET,
» vCenter DFEEIERfiHR A 4
e vCenter O IP 7 R L- A
(FF>ay) A—*b
A% —2Ah (https:// 72 E) ETEKRREOARAT v aZ AT LRNTL
fiéb\o

72 & 213, myvcenter.example.com F£72/3192.0.2.100:9090

aA—#H— (User)

(ZE) KR THHEAERY FHo—1 2 oa——Da—PF—4 %
AN LET, 2—TFLIIKLTFVINLTF 2B L ET,

ISR J—F (Password)

(W) 22— —D2AT—RKEZ AN LET,

NSX IP

vCenter Network Security Visualization (NSX) Z{EH 4 2%E1L. FDIP
T RUVAZATILET,

NSX—+H— (NSX User)

BIKETHERE AT — LA SO NSX 2 —HF—Da—HF—ZE2 AN LF
‘a—o

NSX% 4 7 (NSX Type)

NSX-T ZAJLE9,

Cisco Secure BitE M+ 2 228/ A1 F



Cisco Secure BB IR0 2 DFHE |

. vCenter 219 2 DIERL

& B

NSX/SR T — F (NSX NSX 2 —H—DR2 T — RE AN LFET,
Password)

vCenterfEBAZ (vCenter ORI N H Y F97,

Certificate)

s (IFAZ #HS (Get Certificate) |>[HN#F (Fetch) 1227 VU v 27 LT
AEAEZ HEICES T 20, TR RERG AL, F85ER (CA)
F = — 2 OFE TOEF, onpage 39 T ENTNDE L O IZFFHT
A EAZ RS L £,

[(EBAZ %S (Get Certificate) |>[7 7 M LM 5SHE (Browsefrom
file) 1227V v 7 LT, BElc¥ v — RLEZEHESF =— %
Ty rur—RFLET,

w2, EHEF == ZIEWICHG T 562 L ET,

Add FMC Adapter

Name' (@ Certficate chain was successully fetched. % |
Here are certificate details (priority order descending)

. > firepower - 1 certificate —
Desctri /|

> firepower - 1 certificate

Secondary User |

Secondary Password |

Domai |
1P | firepower |
Port* [ 14733 |
User [ rest |
Password* | ........ |
Secondary IP | firepower |
Secondary Port [ 14833 |

|

|

!

FMC Server Certificate* |Upduhd 3IN CERTIFICATE---

| Test | ‘ Cancel |

AT TRy 7 AD EBIZHLHFEHECA Fo— U FRHATH L, RO XD RIEHERRRINET,

o Certificate chain was successiully fetched. ¥
Here are certificate details (priority order descending):

> firepower - 1 certificate

> firepower - 1 certificate

[l CiscoSecure BIMEM IR Y 2 224 A K



I Cisco Secure BIIEME IRV 7 DRTE
ra7s0t8 |

ZOHETIHEHEEZRIG TE R2WEAIE., R3ER (CA) T = — > OFB TOHE, on page 39 Tt S T
Arolc, FHEF - — L A TR CRE X T,

RTY TS ax 7 ZERFETHANS, [T AL (Test) 1227 Y v 2 LT, Test connection succeeded NFE RSN H Z &
R L £,
ATvT6 [{RfE (Save) 1227 U w7 LET,

What to do next
T Z 7 Z DAERL, on page 33

73 T2 DERM

THEFRF, TR ba— VR ) —THEHT DI T R TV M DRy
N — 7 {E# % 7 >~ > =3 5 Management Center ~DZ2 272858 T3,

ESCEN 7J‘7 Ya TR T = — RS TE £ 9, Z4UE, managementcenter (27T HEE
THDITHETT,

PRRER T = — > OBAFIC L E 22 1 DX, managementcenter 715 A N DI TY, T X T X EVERK
THIZE, 22— %, NRAT—F, BIOZOMOERPLETT,

IR o 2 D Secure Firewall Management Center L—H — D1k
BN Ry ¥ T X7 ¥ AIZE ] O management center L — W —ZERT 5D Z L AHELRE L
7, HEH management center = — — % {E[ 7 % & | management center 7> 6 D T L7pv v
TU MR EOREARRECTE £, iU, BB R Z HYREST APL 24 M L CTEMI

e ZA4 L, FHBIOEHENZH AT v 7 A7 Y2 T management center % 5 HT
F BT,

management center = — ' —(Z|%, KR TH T 7 & AEHE (Access Admin) FESRSMLEET
bé‘o

AT w71 %72 management center (212 7' A L CWRWEARIE, /A LET,
AFyT2 YRATL ) >[a—H— (Users) 1227V v 7 LET,

ATV T3 [2—FDIERL (Create User) 157V v 7 LET,

AT9 T4 22— —%ERT D7 DI MBI RE AT LET,

AT 9 FT5 [2—H—a— LD (User Role Configuration) ] T, DT 7 4 /L b a— DWW, £72I1%0E UHE
[BL~_ALDOHAZ L ad— L EF 7 LET,

« EIEE (Administrator)

Cisco Secure ENfIBIE I U 4 22 A4 F
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Cisco Secure BHBIE I+ 2 DEE |

. BRI 2 4+ - # O Secure Firewall Management Center 11—+ — D&k

cTHEREERE
e Xy hI—HEEE

ROMIFHZ R L TOET,

User Configuration
User Name
Real Narme
Authentication
Password
Confirm Password
Maximum Mumber of Failed Logins
Minimum Password Length
Days Until Password Expiration

Days Before Password Expiration Warning

Options

User Role Configuration

Default User Roles

| csdac-sample |

| csdac-sample |

Use External Authentication Method

I} < |

Force Password Reset on Login
Check Password Strength
Exempt from Browser Session Timeout

Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Intrusion Admin

Access Admin

Network Admin

Maintenance User

Discovery Admin

Threat Intelligence Director (TID) User

RESTT 7 > a U H AT AT DI+ R o A Z sa—)L E1-13+0 R EREZEORIOT 7 +
N hBE—LERIRT S ZEHLTEET, T 740 b —LOFEMIC WL, 22— —Th v MIBT
HED [z—PF—a—L] 73 a2 L TN,

What to do next

7 X7 Z DERL, on page 33

[l CiscoSecure BIMEM IR Y 2 224 A K



| Cisco Secure BiIEM RS 4 DFE
74 > 7L = X Firewall Management Center 7 5 7% £ ¥ 5 Ak .

# > 7L = X Firewall Management Center 7 % 732 Z k9 5 A%

ORI T, XA FTIv I ATy M @ifgEMN 2 X7 % /)5 management center |Z
T ad DT BT E BT D HEC O TR LET,
Before you begin

B EME 2 = 7 % @D Secure Firewall Management Center ~-— % — D {Ef%, on page 33% & L T <
7ZEWN,

ATy BEEaxs e s A4 LET,
ATy T2 [7TH7H (Adapters) &7 Vw7 LET,
ATV T3 KONTNNEFEITLET,
B LVaRs ZOEM: EM (AdD) 17142 8) 22007 LThb, ax7Z04HZ7 v
7 LET,

c IR XOEETITHIR : Z0M G 22U v LThb, (TORRBICH S [HE (Edit) ] £7-1%
[HIBE (Delete) 1227 Vv LET,

ATy T4 ROEREADLET,

] BTl

£71 (Name) (WZH) ZOT X782 E#BT 2120 D—E D4R E AT LET,
BLL] FTa 0T ET O,

KA 4> (Domain) BAF Iy 74TV =l MEAERT % Secure Firewall Management Center

Virtual XA CE AN LET, 7 a— )L RASL NIEAFI v I AT
Vxl MEERT DX, 74—V REZEHOFEFICLET,

5] : Global/MySubdomain

IP (#78) Secure Firewall Management Center Virtual D78 A N4 £721X 1P 7
FLAZ AN LET,

AT HRA NG EFITIPIE. ZRICHHRT DDA S 5 CA ZEH
EOMBEL EREBICBEH LTV ALERH Y F7°,

~— k (Port) (#78) Secure Firewall Management Center Virtual 23 9% TLS 78— k %
AFTLET,
aA—#H— (User) (W) EIRRETH Ry MU — 7 FHH 1 —/L & KD Secure Firewall

Management Center Virtual == —%— D4 F12 AT L ET,

ISR J— F (Password) (WIE) 2—HF—D AT — REAHLET,

Cisco Secure BitE M+ 2 228/ A1 F



Cisco Secure BIFEIE IRV 2 DFE |
. %4> 7L = X Firewall Management Center 7 % 72 £/ ¥ 5 5%

fEe Bl

£H251) IP (Secondary (B HMEDH, ) 'S 4%V Secure Firewall Management Center Virtual ¢
IP) RARNLETIXIP T RLAEZASILET,

AT HERA NG EITZIP IR, ZRICEGET AT SN 5 CAZEFH
EOHEL & BRI B L TV DILERDH Y F7°,

tHhUF)R—b (Secondary| (@&r[HMEDA, ) &4 % U Secure Firewall Management Center Virtual 73

Port) AT TLS R— b & AL ET,
thoF)1—H%— (FATHMED A, ) KIKRTH Ry N —7 BHEn— V2RO ¥
(Secondary User) U Secure Firewall Management Center Virtual = —4%— D4 gz A L ET,
ThoHF) RRT—F (BA DR, ) 2= —DRXAT— K& AJLET,
(Secondary Password)

H—/N\—iEEAE (Server ORI H Y £,

Certificate) - . -
« [(EBAZZ S (Get Certificate) |>[E1§ (Fetch) %2V v 7 L CifF

HEZ BEIICEG T 200, TN RATREZRGA X, FRAER (CA)

F = — 2 OFEH TOEAF, onpage39 Tt SN TV 5 X 5 ICFECiE
HELIGLET,

* [REBAE £ H§ (Get Certificate) | >[T 71 LA oS8 (Browsefrom
file) |27V v 27 LT, AN v >e— R EF =— %27 v
Ta—RKLET,

WRIZ, GEAEF = —ZIEFICRET 262 R L E7,

[ Cisco Secure BBt IR Y & 22 R AH A K
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&
itk

49 59 Fi2{4 2 Firewall Management Center 7 % 7 2 D ek .

Add FMC Adapter

Name* Certificate chain was successfully fetched %
Here are certificate details (priority order descending)
Descri
)
Domai
IP* firepower
Port* 14733
User® rest
Password®™ | .
Secondary IP firepower
Secondary Port 14833

Secondary User
Secondary Password

FMC Server Certificate” | updatea 3IN CERTIFICATE-----

ama e eiaes w e e A

| Test | | Cancel |

AT TRy 7 AD EBIZHLHFEHECA F o — U FRHATH L RO XD R ERRRINET,

Certificate chain was sucecessfully fetched. ¥
Here are certificate details (priority order descending):

ZOFETIHERELS RS TERWEAIE., BEER (CA) F = — > O TE CO RS, onpage 39 Tt ST\
HEoHlz, HEF - — F B CRETX T,

AT TS THTEERGET DRI, [TAF (Test) 1227V w7 LT, TAMIERNTLZ L E2MHERLET,
ATYT6 [1F (Save) 127V v LET,

7 59 FiZ{4£ 2! Firewall Management Center 7 % 7' 2 D{ERKL

Z®D Yy 7 T, Cisco Defense Orchestrator CTEH SN A EH X —I12, #@fEtaxy
ENOIATIvI ATV VaeT v addT 4T EENERT D HIEC OV THBA L&

7,

7 7 U REHR Firewall Management Center Z {ERCT D RIZ, ¥RD ~X—A URL & APl h—7
OEE 38 X—) OFREIGL T EINY,

Cisco Secure ENfIBIE I U 4 22 A4 F
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Cisco Secure BIFEIE IRV 2 DFE |
B ~—xuwean -y oms

AN—X URL & API —9 > DERIF

ZDOHX AT TIE, 7 77 REEHH Firewall Management Center 7 % 7 % OAERIZ M3 72 URL &
API b —2 > % CDO 76 HGF 9 2 HIEIZ DWW TR L 7,

Before you begin

ORI varyTHBATAIX AT BFETTHI2E, CDO DA—R—EFHETHILILENRNDH Y
F9,

ATYvT1 Ry b= EHE D — LV ERFOa—HF—L L TCDOICR YA LET,
RTYT2 N=Y0OL EMT, [RE (Settings) 1%22 Y v 27 LET,
RATY T3 [T (General Settings) 1 %7 U v 27 LET,
RTw T4 [APLh—72 > (APIToken) ] DFRIZH D [H#HT (Refresh) 1% 27V v 7 LET,
ATY TS HBCHERT LI, APL b=V V&2 TFA RN T 7 A MZat—LET,
ATv 76 [V—ILEY—ER (Tools& Services) ] >[Firewall Management Center] #7 U v 7 LE7,
AT9 71 Rt 2 T2 2R ET0ERE Y —DAiE s ) v 7 LET,
AT 78 [https://] THHEE D [ A b4 (Hostname) ] DfEIX, ~X—A URL T,
RITHI 2R L ET,

cisco-mmull m
Q & ' é @ & = § "ycisco.com -

> Firewall Management Center
Hostname L D L ] L ] o LB
Software Version sa” u =" I B

What to do next
77 v Rt Firewall Management Center 7 % 7" % % {ER% 3 % J71k, on page 38,

959 KiE4L 5! Firewall Management Center 7 4 74 #Ef T % A%

ZDZAZTIE, CDOZ L > TEHEENTWNDT A R BB R X InbT — 5 & ik
1542 7 7 7 F##t5% Firewall Management Center 7 % 7" % Z B9 2 FFIEIZ DWW TRt L £
T

Before you begin

DR ATEETTAHAENC, BHEL X —D_X—ZAURL & APl h—2 > % CDO BT 5
PMENRH Y F9, FEMIZONTIE, ~X—A URL & APl b —7 > DI, on page 38% SR L T
<&,

ATy T BRI Zicn 74 o LET,
AT T2 [7H7H (Adapters) | %7 Vv LET,

[ Cisco Secure BBt IR Y & 22 R AH A K



| Cisco Secure BIIEME IRV 7 DRTE
iR ca) F r—oFnconEg i

ATYTI RONWTNNEFEITLET,

cH LW axZ ZoEM: B (Add) 172> (B) 27097 LThb, X7 XOL4HEZ Vv
7 L/i‘ﬂ—o

c IRV XOEETITHIR : 20 G 227U v LThb, (TORBICH S [HE (Bdit) | £7-0%
[HIBE (Delete) 1227 V27 LET,

ATy T4 ROWEHREANTILET,

fi& s EA

%71 (Name) (WH) ZOT X T ZE#T 57200 —ED4RTE AT LET,

5 BA AT aroT XX OHMH,

[X—AURL (Base (WZH) ~—A URL & API h—7 > D4, on page 38 TH.-DI}7-~X— A URL

URL) ] ZERHLET,

[API Token] (WZH) ~N—A URL & API k—7 > OHf%, on page 38 THROIF 72 API h—7~
CEMHLET,

ATYTS THETZERAFT HANT, [TA L (Test) 1227 Vv 27 LT, TARMPERNTDHZEE2MRLET,
ATv 6 [fR1F (Save) 1227 U w7 LET,

What to do next
BB~ V& OVERKL, on page 42,

SBEER (CA) F 1 — L DEHTOIRE

RAERT = — 2 HEMICIG TERWEAIE, ROT7 7 U FEADFIEOWFhZMH L
T, vCenter, NSX, & 721X ManagementCenter (2R IHEHET 2 72O S HREHEFHF =~ —
YERSLET,

REAET = — 13, b— FEEAE L T TO MMGEHE T,
WIS T H121E,. ZHSDFIEOWTNEER T2 LERH Y 37,
« vCenter ¥ 7213 NSX
Azure £7213 AWS (28t T D 72 OIREAEFETF = — 2 G 2 0EITH D £ A,

* Management Center

ZOFNEZ AT HRNC, ROBIERF = — > OHBBECHET E2 v a v 28R LTLE
S0,

s vCenter 2 3% 7 ¥ DERL (30 =—72)

Cisco Secure BitE M+ 2 228/ A1 F



Cisco Secure BIFEIE IRV 2 DFE |
B zischns—rosmcons

SEBHZEF T — 2 DEYS : Mac (Chrome 3 & U Firefox)

Mac OS C Chrome 35 L (N Firefox 7 7 V¥ & #HH L CGGEET = — 2 2 BGT 211X, Z0OF
NEZfEH L3,

1. =37V U4y RUuzhlEEd,
2. Woa<xr FaeANJLET,

security verify-cert -P url/[:port]

Z ZC. url iZ vCenter F 7213 Management Center ~@ URL (A¥—2A%EFTr) TH, KIZ
Bla R LET,

security verify-cert -P https://myvcenter.example.com

NAT F 7213 PAT % L T vCenter & 7213 Management Center |27 7 & A 5515, K
DEIICH— M EZBEMTEETS,

security verify-cert -P https://myvcenter.example.com:12345
3 FETF - BERET LT XA RN T A MR LET,

e T RTD ————- BEGIN CERTIFICATE--——- BIO - END CERTIFICATE----- X4y

« MERR/R T XA b (& 2EL GEHFEOLHL o2 («BLUS) ZEELDLTF
A b, BEROWD > ZBEEZRALET,

4. vCenter & Management Center Dl /7 C, ZHHDHX AT Zf ) iK L E7,

SERAEF = — > DELE : Windows Chrome

Windows C Chrome 7' Z V¥ 2 H L CiEAEF = — U 2BETDHI2E. ZOFIEZHEHL F
ﬁ—o

1. Chrome Zf# M L T vCenter % 7213 Management Center |22 71 > L E£7,
2. T7IUPDOT FLANR=T, RAMOEMIH L0y 727 ) v 7 LET,
[REBAE (Certificate) 1 &2 27 U v 7 LE T,

> w

[REAH /X2 (Certification Path) | # 7% 27 U v 7 LT,

5. Frx—r O AL (DFEY ., &) OEHEZZ Y v 7 LET,
6. FBAZORTEZZ Vv LET,

7.  [FfA (Details) | #7 %27 Vv 7 LET,

8 [ZrAMIatE—75% (CopytoFile) 127V v7 LET,

9. Tar 7 M- T, GEAETF = — 2R 2 ET CERIERXOGEHEY 7 A VA2 ER L £
ER

T AR—= T 7 ANVEROBERZ RO GNTZH, IROBIZRT X 512, [Base 64 =
21— K X.509 (.CER) (Base 64-Encoded X.509 (CER)) 1% 27 U v 7 L%,

[ Cisco Secure BBt IR Y & 22 R AH A K
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10.
11.

12.

13.

&~

FREER (CA) F T — U DFEHTORF

&# Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary X.509 {,CER)
(®) Base-64 encoded X, 509 {.CER)
() Cryptographic Message Syntax Standard - PKCS 7 Certificates {P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Mext Cancel

BRI Ty AR— &% T LET,

AEAEEZ T XA =7 ¢ X THE X7,

F = NOTRTOIERAFIIH L TZOT rE A& Y IRLET,
THANTT 4 ZICAFEHEZ A O % £ CTIRFICHE D T 2 0 ERH Y £7,
vCenter & FMC O FCZNHDH A7 Z# DR L £,

SFEAZEF = — > MERE : Windows Firefox

Windows ¥ 72 1% Mac OS T Firefox 77 7 ¥ D
ALET,

Firefox Z{# ] L C vCenter ¥ 7= /3 Management Center {22 7 A > L ¥,
RANBOEMCHLZ0y 25207 ) v 7 LET,

HRAD (o
R LTWET,

1
2.

Cisco Secure BitE M+ 2 228/ A1 F

AEAET = =2 2B 21213, RO TFIHZ

Ml A2~ (Show connectiondetails) 1) #27 U > 27 LET, ROXILH



B ouEno L ronm

9.

10.

Cisco Secure BIFEIE IRV 2 DFE |

B O https:/ or vsphere.core.inventory.se

Site Information for

Connection verified by a certificate issuer
that is not recognized b)' Mozilla. Show connection details

Clear Cookies and Site Data...

[F£# (More Information) 12727 U v 27 L7,
SIRAEDRTEV U v/ LET,

MEROXAT TRy 7 AIETR=U RS H550%., & AL CAICKIGT B X T ~_X—
CEI7 Vv LET,

[ Ofth (Miscellaneous) |7 v a v EFTAZa— /L LET,
[# 7> m— R (Miscellaneous) ]1417® [PEM (F=—>) (PEM (chain)) | %7 U7 L
F9, ROKFHIZRLTWET,

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:A6:A6:87:AA:DA:BA:3C:C4:11F:71:7D:BF:D1:E2

Signature Algorithm SHA-2586 with RSA Encryption
Version 3

Download

T ANERFELET,
vCenter & Management Center Dl 5T, ZIWHDF A7 Zf 0 IKLET,

BIRIRIET « ILF DIER

Cisco Secure B)fJJEME R 7 Z M L CEXRT HBHBEMET 4 L 21E, 77 8A a3 br—
NARY —THEATELHXAFI v 747 V=2 b LT managementcenter CABH S E 7,
=& 20X, MBI O AWS —/R—~D7T 7 & A %, Microsoft Active Directory T X172
MBI N—T DA N—=OIHITHIBTEET,

\}

Note

GitHub, Office365. Azure — Y A X 7 TIXEIMEMNE 7 4 VX Z{ERCTE A, ZNHDOX
ATDI T RETT V=7 NI, MEADOIP T RLUAZRERM L F5,

Cisco Secure BIFIBME AR Y 2 22 HA K
[ 2 |
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wrEt 7 Laons [

77 ARV OFERIZOW T, BIEMSE T o v Z 2R LT 7 ' A IEL— L OE

f%, on page 52&% ML T 7230,

Before you begin

a7 Z DERK, on page 17

ATy 71 @EEax 7 Zice 74 LET,

AT 72 [Dynamic Attributes Filters (¥ A 7 v 7 @7 4V %) 1227V v 7 LET,

cHLWaxZ ZoEMN: BN (Add) 1742 B) 27097 LThb, axZ X045 EZ7 ) v

7 LET,

c AR XOEETITHIR : ZOM G 22U v LThb, (TORRBICH D [HE (Edit) | £7-0%

[HIBE (Delete) 1227 Vv LET,

ATYT3 ROGHREATLET,

IHHE

£%BA (Description)

4 Hii (Name)

7R ar hue—/LRY 2 —I L management
center 4 7Y =7 h~F3—T % ([SEEM (Externa
Attributes) 1>[#4F+ 2 v oA Tz k (Dynamic
Object) ) TEWNZ ANV EEH(FATIv I ATV
7 e LO)#T 5720 0—8 D4,

27 % (Connector)

YA RS, T ax7 204027 v 7 L
\ij—(}

27 =Y (Query)

cHLWT o DB EM (Add) 17 A =
v 8 27V v LET,

« T4 NEDOREETITHIG : DM G &2
Vw7 LTob, fTORRICH S [fmE (Bdit) ]
F72IE [HIBR (Delete) 1227V v 27 LET,

ATy T4 7)) ZBINERIERET DI, ROEREADLET,

Y=

B8 (Description)

*— (Key)

YA OxF—%27 )y LET, F—ldaxs ¥
MO ENET,

#efE (Operation)

woOWTN»E T ) v LET,

o F—ZMEICIEMEIC ST DI1I2E, [FELW
(Equals) .

Cisco Secure BitE M+ 2 228/ A1 F



Cisco Secure BIFEIE IRV 2 DFE |
B ouEno L s06

IHH B3 (Description)
cfEOWTINOE SN T BT, ¥—%
EIC—E w5121, [ZT> (Contains) ],

5 (Value) EE (Any) ] E72X [T (AID) 122U v7

L. VAMDDOILI2LUEDEZZ Y v 7 LET, [H
D% B (Add another value) 1% 72 U v 27 LT,
7 TV IfEZBEMLET,

ATY TS [ Ea—%FER (ShowPreview) |27 Vv 27 LT, 72V IZXoTiRENZFy hT—27 72X 1IP T
RLAZADY A MaFRRLET,
ATvT6 T LD, [(RFF (Save) 1227 U v 7 LET,
ATwF1 (A7 3>) managementcenter DX A F I v I/ ATV 2V FEKERLET,
a) KR TH Ry N7 EEE o — /LA FFO2—H & LT management center (1 27 A > LE T,
b) [A#7>x¥ k (Objects) |>[#TP x4 FEHE (Object Management) 1 %27 U v 7 LET,
c) EMlo~A T, [4MEREM (External Attributes) |>[# 4+ 3w oA T4 kb (DynamicObject) |
27 )y 7 LET,
ERRLT=BME s = VX, XA F I v o747 V=7 FeELTEREINET,

EIRIRME T 1 L7 DA

O Ry s TR, BB T 4 V2 OBREFEZ N DR LET,

151 - vCenter
OB, 1 >OFEHREZ R L TWET : VLAN,

Edit Dynamic Attribute Filter
Name™® Connector®
vCenter
Query* ‘:l
@) network eq (any) myVLAN
> Show Preview ‘ Cancel ‘

wOFNL, OR THEEENTZ 3 2OFMEZRLTWHWET, 72U IL3 DDOKRARA FDOWTNT

Cisco Secure BIFIBME AR Y 2 22 HA K
I |
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nuEE7Lzon

Add Dynamic Attribute Filter

Name* Connector*

| vcenter nosts || vCenter |

Query* [+
Type Op. Value

eq host-2868

host-2869
host
L host-3780

> Show Preview Cancel ‘

51 : Azure

WOBHNE 1 ODDOEMZRLTWET « —R—=RMHET 7V r—ar bt LTHZ 7T &
%o

Add Dynamic Attribute Filter

Name*

Connector*
[ Azure Finance | Ame |
Query* |:|
Type op Value
Finance eq App

> Show Preview m‘
51 : AWS
WOBNL, 1 DOHEHEEZ R L TWET @ A 1 @ FinanceApp,

Add Dynamic Attribute Filter

Name *

Connector*
| aws | [aws |
Query* \:|
Type Op. Value
FinanceApp eq 1

> Show Preview Cancel ‘

Cisco Secure BBt~ 2 28R A4( F |



Cisco Secure EIRIEMEI RV 2 DX |
B z2zscns—osncons

n-L.\nIEFJ (CA) 9: I — /@%E’J—Cd)ﬂy

RALRT = — & BHICER TERWEEIL. ROT 7 UV FEREOFIEOWTNZEH L
T, vCenter, NSX, 721X ManagementCenter |2 2RI HEfET 27O H S HFEHHET = —
vERGLET,

FEAET = — %, b— MEE LT RTO FMAEAETY,
IR T A1, 2RO DOFIEOWIT NN EHERHTAMLENH Y 9,

e vCenter ¥ 7213 NSX

Azure £721T AWS IZHft T D T2 OICGEAETF = — U 2 BGT 2 MEITH Y £ A,

* Management Center

@?]llﬁ%’fﬁﬁﬁj‘éﬁu k@muniE)%’a:I“‘/@Q%bE& Eg—g—é-{zyf‘/ﬂ VEBRLTLE
éb\o

e vCenter =1 %7 Z DIER%Y (30 ~_X—72)

SERAEF T — 2 DS : Mac (Chrome & & U Firefox)

Mac OS C Chrome ¥ & O Firefox 77 U 2 L CGiEBAEF = — L 2 HET 512 ZDOF
EZfEH L EI,

1. #—IXFT VU FUEEET,
2. koa~vw s REANLET,

security verify-cert -P url[:port]

Z ZC. url IX vCenter % 7-1% Management Center ~® URL (AF— A% ETe) TI, KIT
flErRLET,

security verify-cert -P https://myvcenter.example.com

NAT F 7213 PAT Z{#H L T vCenter ¥ 7213 Management Center |27 7 & A 5515, K
DEIITH—NEBENMTEES,

security verify-cert -P https://myvcenter.example.com:12345
3. FFAEF - RRE TS LT XA NI A NMIHRFELET,

D I 7p J— BEGIN CERTIFICATE---—- b ) J— END CERTIFICATE----- ERFIRIEE

« WEIRRT XX b (oL 2, GEAFOLHET, ol («BLUS) IZE&ENDLTF
A M, BEOW» > ZHEREZRSNLET,

4. vCenter & Management Center Dflj 5T, ZINHDH A7 DKL E7,

[ Cisco Secure BBt IR Y & 22 R AH A K
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FELER (CA) F z— > OFEHTOME .

SEBEF = — > DEF : Windows Chrome
Windows C Chrome 7' 7 VW& L CGGEHEF = — L 2S5 21215, ZOFIEAFHLE

B

Chrome % f# ] L C vCenter % 72/% Management Center |22 7' > L £,
TIIFEDOT FLAN—T, KA MOEMCHZ Yy 7 %27 ) v 7 LET,
[REFIZE (Certificate) 122 U v 7 LET,

[REF D/ A (Certification Path) | # 7% 27 U v 7 L £,

Frz—r O AL (DFEY ., &) OFEEZZ Y v 7 LET,
SREORRE Y v LET,

[FEAH (Details) 1 #7427V v 27 LET,
[77ANMZae—32% (CopytoFile) ]2V v 7 LET,

Tu 7 M- T, iEAET = — 2 E2 ST CEREROGERAEY 7 A L EER L £
7,

T AR—= 77 ANERXOBIRE RO LN H, RORIZART L HIZ, [Base 64 — 2
21— K X.509 (.CER) (Base 64-Encoded X.509 (CER)) 1% 27 V v 7 L £,

*
& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary X.509 {,CER)
(®) Base-64 encoded X, 509 {.CER)
() Cryptographic Message Syntax Standard - PKCS 7 Certificates {P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Mext Cancel

Cisco Secure BitE M+ 2 228/ A1 F
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B z2zscns—osncons

10.
11.
12.

13.

RIS T AR— E5ETLET,

AEAEAZ T XA h=7 ¢ # THHEET,

F 2= NOTRTOFEHEIZH L TCZOT o A2 iKLET,

TH A NTT ¢ ZITAGEEE B A0 & etk F CIEFICAE Y (41 2 LERH Y £37,
vCenter & FMC O FCZNHDH A7 Z# DR L £,

SEBAEF = — > MEF : Windows Firefox
Windows F 721X Mac OS T Firefox 7 7 VW DFEHET = — ST 5I121%. ROFNEEfE

MALET,
1. Firefox Zffi /] L T vCenter ¥ 7-(% Management Center ([Z 2 271 > L £ 7,
2. RANLOEMIZHA ARy 757 Y v 7 LET,
3. AXRH (o3t A £ R (Showconnectiondetails) ) #7 UV v 7 LE3, ROXKIEH
ERLTHET,
Site Information for
Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details
Clear Cookies and Site Data...
4.  [Ff# (More Information) %727 U v/ LE7,
5. JEAEORTEZ VU v LET,
6. MROFATRITRY 7 AL TR=URb55EEIE, i b CA RS T 54 7 ~—
CEIY I LET,
7.  [ZDf (Miscellaneous) | &7 v arFTCAZu— L LET,
8. [# 7> r—FK (Miscellaneous) ]47® [PEM (F=—2) (PEM (chain)) %27V >»7 L

F£9, ROKIHZRLTHET,

[l CiscoSecure BIMEM IR Y 2 224 A K
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I Cisco Secure BRI RV 2 D
iR cn Fr—oFncons [

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:AB:B7:AAISA:BA:3C:CAF71:7D:BF:-DT'E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3
Download PEM (cert] PEM (chain)

9. TrANEREFLET,
10.  vCenter & Management Center D )7 C, ZHHD X A7 Zf) KL £,

Cisco Secure ENfIBIE I U 4 22 A4 F
I
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[ Cisco Secure BBt IR Y & 22 R AH A K



4.
=% =R

79X a2 rA—J)LRY)S—THDEFA
FIvHAFATOxH FOEHR

BEtEa s # Tk, 77 B AHENL—L T, XA FIv AT V=7 & LT management
center (CRKRSNDX AT IV I 7 4 VEERHERTEET,

« T RARENL—NDEAF Iy I AT V=7 MTONT (51 4—Y)

cEIBYET 4 V2 R LT 7 2 & 2L — L O VERE, on page 52

7O ARG EHIL—ILDEZAFTIVvIOA Ty DL

e

ax g X EER L, BB A VZEERLCEOax s IR FTDE, XA FIv oA
TVl RN BB o7 2 0B EFF A Cisco Secure Firewall IZHEIHIIC Y v v 2 S E
T

INOLDEAFI v I ATV Mt X2 VT 4 I N—TF %7 (SGT) O HTE L [FkE
W2, T 7 e A — Lo (B EME (Dynamic Attributes) ¥ 7 RX—Y CEATE £, #E
TR EEER R L CHX A F I v T U FEBINTEET, e T2k
AHEH T 7 7 V= TiE, V= VNOMOIEEIZ T 547 V=7 ML > THHEY—
IN—=~DT I AET 0y 7T 58 0RIEE L TMBEAA T Iy s/ AT o7 NEBIITE

i‘?—o

)

GE)

GitHub. Office365. Azure V" —tE 2% 7 CIIBRIEMN 7 4 VX ZERkTE ¥ AL, TR HDOHF
ATDI T RAET V=7 NI, MEDOIP 7 FL AR L ET,

Cisco Secure BitE M+ 2 228/ A1 F



FOERAVRA—LRYS—TOEAFIv 04T ) +OfER |
B ovEno s sBRLET S RBBIL—LOER

BRRME T 1L F Z2ERLET 7 2 AHlEIIL—ILDOER

Oy TR FAFIv o A7 V=7 beALTT 72 2N — VBT 2 715
WOWTHHLET (ZhHDF AT Iy A7 V=7 M, BNSER L72BIREN T L &
Wb T SNET) .

Before you begin

B ENE 7 ¢ V& DVERL, on page 2 TR SN TWD L D2, BB « V& 2B L £
‘j‘o

N

Note  GijtHub. Office365. Azure h—E A% 7 TIIEWIEBIE T 4 V2 Z{ERCTEX EH A, ZTNHDXF
ATDI T RAET =7 NI, MEDOIP 7 RLAZRMALET,

AT 71 management center (21 7 A > LE T,

ATwF2 [R) >— (Policies) |>[7 9 ER#I#E (AccessControl) |27V v 7 LE9,

AT9 T3 7r7vAaryba— VR —DRICHD 27V v LET,

ATy T4 [—1DEM (AddRule) %27 VU v 7 LET,

ATy 75 [@HEN (Dynamic Attributes) | % 7% 27 U v 27 LET,

ATy F6 [HAARE BN (Available Attributes) |22 2> T, URA DS [AAFT v 74722+ (Dynamic
Objects) 1 &= 7 Vv 7 LET,

WDOKIIH %2R L TWET,

Add Rule -]
Name Insert
Enabled into Mandatory v
Action Time Range
Allow v ] None |+
Zanes Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Attributes (= + Selected Source Attributes (0) Selected Destination Attributes (0)
Q, Search by name or value any any
Add to Source
I Dynamic Objects v | |%|

FinanceNetwork | Add to Destinatior ‘
W

Cisco Secure BIFIBME AR Y 2 22 HA K
[ 52| |



| 79€2 20 bA—LRYS—TOEAFIvIA TS Y FOFERA
DWENET < L2 EEALET 2 2 sEL— Lo [

ATOFIIE, Cisco Secure BiJEME = % 7 & TIERL S =BIEME 7 ¢ L 2 IZ%HET D FinanceNetwork &)
IBHDIAF I I ATV =7 baRLT0ET,

RT9T1 BHROAT7 V=7 M5 E o3t @ticeme 4,

ATy T8 MBS U T, =MDt ZBN L £3,

What to do next

['Cisco Secure Firewall Management Center 7 /NA AMERR AT A K] @ 17 7 AHl#H)] OFE (&
~DY )

Cisco Secure ENfIBIE I U 4 22 A4 F
I


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/access-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/access-overview.html

FOERAVRA—LRYS—TOELFIv 04Tz ) +OfERA |
B suEso s sERLET Y £ RHEL—LOHER

[ Cisco Secure BBt IR Y & 22 R AH A K



B,
=% =R

BHEMIRIV IO TN a—T1 Y
5

RESN TV Y — VO L, BINEMEaRy 2 CHEEZ NI TNV a—T 0 73507
e

LT AT —VDRNT TN a—T 4T (55 8—)
e v U RIAVEMRA LI N T TN a—T 47 (572—2)
« AR (CA) F=— 2 DOFEHTORE (59 X—)
— TR\ — RN ~ — ~ N
ITI5—Ayt—2D STV oa—T427
BIRE : BATE XY —EXNRFRAELIS—

ZOxET—F, axI 20T —REBII~vVRA26bEL L, YA F v 7L LTEFRENE
To WIThlZ R L ET, EERTIRLDIG5E508H0 £7,

Error: [Ermo -2] Name or service not known

Error €}

FRIRR . ax 7 X EMmEL T, REMBLET,
s TRANLDEKBDAT via

+ (A7 I A FirewallManagement Center 7 % 7% D&, ) KA NG DOIIHIZH D A F—
2 () - https://)

e NRAT—RBRELWZ & 2HERT 5

« 427 X X Firewall Management Center 7 % 7% O34, [FMCH— N—3EB#E (FMC
Server Certificate) ] 7 4 —/V RONEZ#HE L E T,

FECOWTIL, FREER (CA) F = —r OFETORG (39 4—) 2B LTS
AN

Cisco Secure ENfIBIE I U 4 22 A4 F
I



BB IF VA0S T a—TF T |

B =s—ve—vorsinva—s,04

RE%E : [X509 PEM lib]
ZOZT—F, axI XD T—REIITRAEEDEDL L, VAT v T E L TERINE
R

Status

Error: [X509] PEM lib (_ssl.c:3732)

Error@
1

RRE : ax 7 2 amEL, CATF=— U ZiER L ET, FEMiZO VT, #BFER(CA) T =—
YOFETORE 393—Y) 22RL TSN,

fiRE : ELL GV —HF—ZFLEFNART—F
ZOTT—F, ax7 ZoxT KRB~V REEbEL L, YA F v T L LTERSINE
j‘o

Error: (vim.fault.InvalidLogin) { dynamicType = <unset>,
dynamicProperty = (vmodI|.DynamicProperty) [], msg =
'Cannot complete login due to an incorrect user name or

password.', faultCause = <unset>, faultMessage =
(vmodl.LocalizableMessage) [] }

Error@
k

RRE  ax/7 2 EfmEL, 2P =R ELFI RV —FE2EELET,

I AV —IZRREE b —Y VROV FEA

ZOx 7 —(X, managementcenter (ZXIT D+ RERZ R - loWT X T2 a—H— L DA
TAMLED ETDEERREINET,

(=) Authentication token not found
in header: X-auth-access-

token

R : 7HTEDRA LTI FELRBRRBRATIS—

ZDOTT—E, THETEOTT—REIIv T RAEGDEDL L, VL TF v T E L TERRINE
7,

[l CiscoSecure BIMEM IR Y 2 224 A K



| BE‘I*I DRSS T -T2

av

Al

-~

AR RSAvEEALERS TV a—T 425 [

Cannot connect to FMC:
HTTPSConnectionPool(host="firepowerasdf', port=443):
Max retries exceeded with url: fapifmec_platiormiv1/auth
fgeneratetoken (Caused by
MewConnectionErron<urllib3.connection. VerifiedHTTP

SConnection object at Ox7i7e86d60cié>: Failed to
establish a new connection: [Ermo -2] Name or service
not known',))

Adapter is not configured:
HTTPSConnectionPool{host="steve’, port=443): Max
refrias exceaded with url: fapiffmc_platformd fauth

Igeneratetoken (Caused by
ConnectTimeoutErmon<urllib3.connection. HTTPSConne
ction object at Ox7i440cd1cB28>, 'Connection to steve
timed out. (connect timeout=30)")

Error@

FRRE : WOTRTEFTLET,

* Management Center A FE{T SN THY | BB X7 X o7 78 ATE D Z L 2R
L¥ET,

o [FMCH— X—3EBH#E (FMC Server Certificate) ] 7 4 —/V RKOWNEE MR L £7,
o [IP] 7 4 — v RIZ AT LT EDRGEEO @AY & EMIC—H L TS I 2B LET,

FERICOWTIE, FREER (CA) F=— OFEITOHRG (39 <—) 2BRL T &N,

FSAVEFERALENS LY a—Ta 0T

EBERNT TN a—TF 47 & CiscoTAC & OEHEA KIS A7-0I1, RO R T Ty a—
FAUT =V EERELTWEST, 2DV — A AT AR, BfEE o R & BNE
ITENTW5S Ubuntu AR A MEED2—Y—L LT s A LET,

AVTFTFARAT—E2 RADFER
I EM: 2 %7 Z Docker 2 T T D AT — X ABMERT HITIL, ROa~v ReE AN LET,

cd ~/csdac/app
sudo ./muster-cli status

HOBlZRISR L ET,

CORE SERVICES
Name Command State Ports

Cisco Secure BBt~ 2 28R A4( F |
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B == rsqozgmRLEES T -T2

muster-bee ./docker-entrypoint.sh run ... Up 50049/tcp, 50050/tcp
muster-etcd etcd Up 2379/tcp, 2380/tcp
muster-ui /docker-entrypoint.sh runs ... Up (healthy)

0.0.0.0:443->8443/tcp, :::443->8443/tcp

muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp

CONNECTORS AND ADAPTERS
Name Command State Ports

muster-adapter-fmc.1 ./docker-entrypoint.sh run ... Up 50070/tcp
muster-connector-vcenter.l ./docker-entrypoint.sh run ... Up 50070/tcp

ERIEME R 2 Docker 3 T+ DELE, 2., F-IEHBEH

Jmuster-cli status 3 > T F eI L TWAZ 2R LTWAIES, £ MERRELE &
X\ aryrrEFEESTHICIE. ROa~vry REANTEET,

B2 1k & P E) -

cd ~/csdac/app
sudo ./muster-cli stop
sudo ./muster-cli start

EEID FH

cd ~/csdac/app
sudo ./muster-cli start

FIVr—2ar TRy daxoinamibé b TN a—TFTa0T I74ILDER
CiscoTAC ) BHERENI-HEIE. T v 7/ aX o 7E2Hc LT, ROLHIT T TNy a—
TAT TrANEABRLET,

cd ~/csdac/app
sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

N TN a—T 4 T T 7 A 4T tsbundletimestamptar T, [RIUT 4 L7k UICHER S

nEJ,

WDOEIX, "T TN a—T 4T T7ANENT TN a—T 47 774 ANOT T D
WA R L CWET,

Oy—<3y AR

/csdac/app/ts-bundle-timestamp/info eted T— X R— ZNEHN T 7 A L

/csdac/app/ts-bundle-timestamp/logs ayvrrua s 7y AL

lcsdac/app/ts-bundle-timestamp/statuslog| = > FF DA F—FZ 2 "=V a2 BIOA A—T
DAT—H R

BAFIvIX Ty FORER

2R 7 4 7 managementcenter T4 7 V= 7 FEAAER L TWDH Z & Z i3 2 I121%. management
center CHFIE L L CkDa~r R L £ T,

[ Cisco Secure BBt IR Y & 22 R AH A K
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I:llLa\ I:IIE E ( cA)

iR A Fr—oFncons [

sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

Bl LA T =7 N OVERR

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServiceImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]

** ID : 18b25356-fd6b-4cc4-8d27-bbccb52a6275

** URL: POST /audit

{

"version": "7.1.0",
"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",
"data": {

"userName": "csdac-centos7",

"subsystem": "API",

"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9%ed49p625f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a

new resource being created",

"sourceIP": "192.0.2.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f",

"time": "1629981695431"

br
"deleteList": []

Frx—2DFEFHTOERSF

PRER T = — 2 BEIMICBS TE 2 WEEIE, ROT 7 UFEAOFIEOWT Iz L
T, vCenter, NSX, % 721X ManagementCenter |22\t T 57 OITHEH SN HFEHET = —
YEBSELET,

REAET = — 0%, b— FEEAE & T TO MGEHE T,
WICEHET 5121, ZNODOFIEONTNNEFEHTAILERH Y 7,

 vCenter ¥ 7213 NSX

Azure £7213 AWS IZER T A DICGEHET = — U 2RE T A0 E T H Y THA,

* Management Center

ZOFIEEAERTLENC, ROBIHERDF = —r OBHFEICEAT 27 a v 23R LT
éb\o

e vCenter =1 %7 Z DAERL (30 _—72)

SERAEF T — 2 DEYE : Mac (Chrome & & U Firefox)

Mac OS C Chrome ¥ & O Firefox 77 VW & H L CGiEBAETF = — 0 2 HET 512 ZDOF
NEZfEH L E 3,

1L #¥—IF Vv RuzflExEd,
2. koa~vw s REANLET,

security verify-cert -P url/[:port]

Cisco Secure BitE M+ 2 228/ A1 F
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B z2zscns—osncons

Z ZC. url I% vCenter % 7-1% Management Center ~® URL (AF— A% ETe) TI, KIT
FlERLET,

security verify-cert -P https://myvcenter.example.com

NAT F 7213 PAT Z £ L T vCenter & 7213 Management Center |27 7 & A 2A1%, &K
DEIITH—NEBMTEET,

security verify-cert -P https://myvcenter.example.com:12345
AEAET = 2R E T L= T XA N T A VITRIELET,

e I RTD ——-—- BEGIN CERTIFICATE-—---— b1 ) J— END CERTIFICATE---—- X4 g

« WEARRT XX b (oL 2, FEAFOLHET, ol («BLUS) IZEENDLTF
A M, BEOW» > ZHEREZRSNLET,

vCenter & Management Center Dfiij 5T, TN HDX A7 Z#ViKLET,

SFBAZEF = — > MERSE : Windows Chrome
Windows C Chrome 7' 7 U & L CiEAET = — U 2RET A%, ZOFEEHEHALE

—gﬂo
1.

2.

> w

Chrome % f# ] L C vCenter % 7=1% Management Center {212 7' > L £,
TIUYDOT RLAN=T, RAMOEMCHLZuy 7 %7 ) v 7 LET,
[REBAE (Certificate) 1227V v 7 LET,

[REBH D /XA (Certification Path) ]| ¥ 7 %27 U v 7 LE 7,

Frz—r O (DFV ., &) OFEHEZZ Y v 7 LET,
SERREDRRE 7 Y v 7 LET,

[EM (Details) | #7427 U2 LET,

[7 7 A MZat—F% (CopytoFile) 152 U v s LET,

Tar 7 M-S T, GEHET = — 2K 2 G CERIERXOGEHEY 7 A VA2 ER L £
ﬁ‘o

T AR— 7 7 ANEROBRERD N6, IROKNIZRT L DT, [Base 64 =2
21— K X.509 ((CER) (Base 64-Encoded X.509 (CER)) ] %7 VU v 7 L%,

[ Cisco Secure BBt IR Y & 22 R AH A K
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10.
11.

12.

13.

FREER (CA) F T — U DFEHTORF

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary X.509 {,CER)
(®) Base-64 encoded X, 509 {.CER)
() Cryptographic Message Syntax Standard - PKCS 7 Certificates {P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Mext Cancel

BRI Ty AR— &% T LET,
AEAEEZ T XA =7 ¢ X THE X7,
F = NOTRTOIERAFIIH L TZOT rE A& Y IRLET,
THANTT 4 ZICAFEHEZ A O % £ CTIRFICHE D T 2 0 ERH Y £7,
vCenter & FMC O FCZNHDH A7 Z# DR L £,

SFEAZEF = — > MERE : Windows Firefox

Windows ¥ 72 1% Mac OS T Firefox 77 7 ¥ D

HALET,

1. Firefox Zf#H L T vCenter ¥ 7= (% Management Center {22 7'+ > L £ 7,

2. ARAMOEMNIHLZuy &7 v LET,

3. HARHE (DMl 2 £k (Showconnectiondetails) 1) #7 U v 7 LE9, ROXIIHF

R LTWET,

Cisco Secure BitE M+ 2 228/ A1 F
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B z2zscns—osncons

Site Information for

Connection verified by a certificate issuer
that is not recﬂgnixed b)' Mozilla. Show connection details

Clear Cookies and Site Data...

4. [£#0 (More Information) | %27 U >~ 27 LET,
5 JRAEORTEZ Vv LET,

6. MEROXAT TRy 7 AIETR=U RS H550%., & AL CAICKIGT B X T ~_X—
CEI7 Vv LET,

7. [P (Miscellaneous) |7 v arFTAZn—L LET,
8. [# 7> r—K (Miscellaneous) ]47® [PEM (F=—>) (PEM (chain)) [%#27 VU 7 L
9, ROKIIHZRL TWET,
Miscellaneous

Serial Number 50:E0:3D:46:00:C9:A6:A6:87:AA:DA:BA:3C:C4:11F:71:7D:BF:D1:E2

Signature Algorithm SHA-2586 with RSA Encryption
Version 3

Download

9. T ANVERTFELET,

10. vCenter & Management Center D[fj 5T, TN OHDHX A7 & DIRL T,

Cisco Secure BIFIBME AR Y 2 22 HA K
[ 62| |
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X2 T4EAF3—Y 7O ER

Bt r s 2 87 70 K —E R 7Fr/3( #—3F5 LU management center & {595 & &
(95 URL DU Z |,

X2 UT 4B (63 —)

AU H =2y N T RREME (63 —)

tXal) T4 EHR

1A

\I

2=

Cisco Secure BB R 7 ¥ #RH#ET DI, BREINTZNE R Y NT—2 2N EA VA
= LTS, #EEa s ZiL, fﬁﬂﬂjﬁ'éiﬁ‘ﬁ‘ EALR—bFDIBEMERLDOD
FEFFOLIICEESINTWETN, HBENBNETERVWE S ICHRTINENHD £7°,

BJEME =2 % 7 ¥ & managementcenter 23[F U > kU —72 EIZHFEL TV A4 X, management
center  BIHJEMET R 7 ¥ LRI UIREINTZNHR Yy N —27 8T 5 2 LR TEET,

TTIAT v ADRBRGIEICERR L . VAT ARBEIIE S (LENET, TATH, SR
P —t 2RI (DDoS) RHMBEK R EDFETT 774 T L A O@BENTW., 7w,
FRIIHEA SN NI IO KA HMLENH Y 4,

wkT7OERREH

T 74 N TIE, BIBEME R 1%, A — |k 443/tcp (HTTPS) T HTTPS Z#flEH L CTA
Z—% - MM T Firepower Y A7 A LEET 2 L 9 IR SN TWET, BIEME= R ¥
DA H =y MIEHET 7 EBA LWL T L0, Tax o — =2l T E

R

ROTERIZ LY | management center 3 X UMY —/3— & DIBfE 1T BIRYRME = % 7 & 23l ]
3% URL AT SLE T,
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B travscecqva—xvr7oux

= 3:HMEME D Y 2 management center 7 2 A B

URL B

https://fmc-ip/api/fmc_platform/vl/ 23

auth/gener atetoken

https.//fmc-ip/api/fmc_config/ GETBXUOPOST XA F I v o477 b

v1/domain/domain-id/object/dynamicobjects

https://fmc-ip/api/fmc_config/ vl/domain/ <~ v BT EEBEMLET
domain-id/obj ect/dynamicobjects/
object-id/mappings?action=add

https://fmc-ip/api/fmc_config/ < v U EEIBELET
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

xR 4: BB RY 2 vCenter 7 £ R EH

URL HH

https://vcenter-ip/rest/com/vmware/cis/session | 243

A

https:.//vcenter-ip/rest/vcenter ivm VM A RE L E3

L
https://nsx-ip/api/vl/fabricivirtual-machinesy | {48~ 3 MBI #AHT H3L7- NSX-T % 72 Bs L5

vimid

DockerHub 5 5 Amazon ECR ~DF&4T

Cisco Secure BjHYJEME = * 7 % @ Docker 4 A —3 1%, Docker Hub [#=
Container Registry (Amazon ECR) (2T & CWVET,

78] 7> 5 Amazon Elastic

HLWT 4=V KR =D HAT DL, 77 AT U3 —AE7037 a2 nbRkO3R

TOURL ~DT 7B RAZFFATHMERHY £
* https://public.ecr.aws

* https://csdac-cosign.s3.us-west-1.amazonaws.com

FEMEI R S Azure DT 7 A EH

Bt R 7 21k, #HAIAZDSDK XV v REMERH L TA A Z o AIEHRETG L ET,
ZNHDA Y RiE, https://login.microsoft.com (FEFEA) & https://management.azure.com (A

VAR ANEROBIGH) ANERICEOH L E9,

[ Cisco Secure BBt IR Y & 22 R AH A K



https://hub.docker.com/
https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
https://public.ecr.aws
https://csdac-cosign.s3.us-west-1.amazonaws.com
https://login.microsoft.com/
https://management.azure.com/

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



