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ROFIZ, VR— SN TODH T AL — b PRFERSHLTOET,
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BERA— b

CiscoISE M EAPH—/I\—¢ LTHRTESN
TW3i5E

Cisco ISE A¥ RADIUSDTLS H—/v—& L
THRESAhTWSIEE

Cisco ISE A, HTTPS £1-1Et
F 217 LDAP H—/\—H 5 CRL
#4YHo0— K4 3588

Cisco ISE Wt F 2 77% LDAP &
SAT7URELTHRESATILS
HE

Cisco ISE H¥ CoA @ RADIUS
DTLSY 547> hELTEHES
hTW3i58

TLS 1.0 ®H R — |

TLS 1.0 AR ENTW B A

(DTLS #—/3—{EDTLS 1.2 D& H 7R —
)

Cisco ISE 2.3 LA ETid, [TLS 1.0&FFA]
(Allow TLS 1.0) 147> a v ingT 7 4 /v
N TN > CWET, DL T g
DA OEE, TLS 1.0 T, TLS ~N— X
® EAP 7t )70 (EAP-TLS,
EAP-FAST/TLS) 3L UN802.1 X %7 U 4
YRR YR—=FESNEEA, TLSX—ZD
EAP #ZGE % TLS 1.0 THEHT 5121,
[EX = U7 ¢3%iE (Security Settings) |7
> R ®[TLS 1.0 ZFF7] (Allow TLS 1.0)
1 F 2wl Ry I A%eA N2 LET, Cisco
ISEGUI C[A==2— (Menu) |71 2>
(=) #27 V7 LTERLET, [BHE
(Administration) ]>[2 AT L
(System) ]>[&%E (Settings) ]>[7A +
aJL (Protocols) 1> [tFa!) T4 F%E
(Security Settings) ].

TLS 1.0 BFFA] STV DA

(DTLS 7 A 7> ML DTLS 1.2
DI %P R— )

TLS 1.1 DY R— b

TLS 1.1 N SN TV BHEHE

TLS 1.1 NHFA SN TWDHHE

ECC DSA W53

ECDHE-ECDSA-AES256-GCM-SHA384 | it/ ESAT
ECDHE-ECDSA-AES128-GCM-SHA256 | % i s
ECDHE-ECDSA-AES256-SHA384 i RSAT
ECDHE-ECDSA-AES128-SHA256 whis: s

ECDHE-ECDSA-AES256-SHA

SHA-1 N SN TV B A

SHA-1 ’NFA STV B BE

ECDHE-ECDSA-AES128-SHA

SHA-1 3FF A STV DA

SHA-1 DNFFaf &N TV H A
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ECC RSA W55 5=

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-RSA D3FFr SN TV B 5E

ECDHE-RSA 2FFA &N T\ 5

AN
=

ECDHE-RSA-AES128-GCM-SHA256

ECDHE-RSA BRI ENTWBEAE

ECDHE-RSA FFrR[ STV 5

AN
=

ECDHE-RSA-AES256-SHA384

ECDHE-RSA BNHFRIENTW B A

ECDHE-RSA Rl &N T\ 55

AN
(=}

ECDHE-RSA-AES128-SHA256

ECDHE-RSA WFFRI STV B5E6

ECDHE-RSA MFFR] SN TV 5

AN
=

ECDHE-RSA-AES256-SHA

ECDHE-RSA/SHA-1 NFFA[ ENTW B4

ECDHE-RSA/SHA-1 NI EN T
WAGA

ECDHE-RSA-AES128-SHA

ECDHE-RSA/SHA-1 N FFA] SN TV A4

ECDHE-RSA/SHA-1 NFFRI &N C
WAEE

DHE RSA 55

DHE-RSA-AES256-SHA256 FEXHIG PSP
DHE-RSA-AES128-SHA256 FERTIE %

DHE-RSA-AES256-SHA FERPIG SHA-1 ’FF R STV B 56
DHE-RSA-AES128-SHA JE% I SHA-1 2AFFr] STV D55
RSA 5573

AES256-SHA256 K hix PPN

AES128-SHA256 FSInN PPN

AES256-SHA

SHA-1 A SN TWHEE

SHA-1 2357 ] STV B 5A

AES128-SHA

SHA-1 ’FFA SN TV B HEE

SHA-1 A STV B HE

3DES K55 5=

DES-CBC3-SHA

3DES/SHA-1 BNEFRI &N TV B EE

3DES/DSS # X N SHA-1 A
o TWAHEE

DSS 5575 2

DHE-DSS-AES256-SHA

ESIIN

3DES/DSS 1 X U'SHA-1 23 A %0z
o TNWAIEE
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DHE-DSS-AES128-SHA eI 3DES/DSS # L O SHA-1 AN
o TWBHIGE
EDH-DSS-DES-CBC3-SHA et 3DES/DSS 5 L O SHA-1 AT

o TWAES

5 RC4 555520

RC4-SHA [FAIEShTWs 7 k=l (Allowed FERFIG
Protocols) ] ~X—C M55 72K 5 2 1 7]
(Allow weak ciphers) | 47> a VA%
(2725 TV T, SHA-1 BFFAI STV 585
éi\
RC4-MD5 [FrrEnTns 7 e k=L (Allowed FEXFIE
Protocols) ]~X— T [MaF5 72k 5% 7 ]
(Allow weak ciphers) | 47> a VN EZ)
272> TV A A
EAP-FAST [E4 70 &2 2 =2 7 D& | % FERF IS

DOBE -

ADH-AES-128-SHA

BT REI E Ol R

KeyUsage D FGE

7747 v FEEBETIL, LU OS5 IT %t
L. KeyUsage=Key Agreement ¥ L O}
ExtendedKeyUsage=Client Authentication 73
VBT,
« ECDHE-ECDSA-AES128-GCM-SHA256
*« ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES128-SHA256
* ECDHE-ECDSA-AES256-SHA384
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ExtendedKeyUsage DRIE 7747 FEHE T, LN OREEAZKE | Y — N —REE T

L. KeyUsage=Key Encipherment 35 JX O} ExtendedKeyUsage=Server
ExtendedKeyUsage=Client Authentication 73 | Authentication 7324 T4
VBT,

* AES256-SHA256

» AES128-SHA256

« AES256-SHA

« AES128-SHA

* DHE-RSA-AES128-SHA

* DHE-RSA-AES256-SHA

* DHE-RSA-AES128-SHA256

* DHE-RSA-AES256-SHA256

* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES128-GCM-SHA256
*« ECDHE-RSA-AES256-SHA384

*« ECDHE-RSA-AES128-SHA256

* ECDHE-RSA-AES256-SHA

*« ECDHE-RSA-AES128-SHA

* EDH-RSA-DES-CBC3-SHA

* DES-CBC3-SHA

* RC4-SHA

* RC4-MD5

TRELFH OpenSSL D/A\—2 3 >
Cisco ISE 3.2 . OpenSSL 1.1.1k THFEH A T1,

BEERADY AT ORI DDFARNL—TA VT VRTL, HTVHU b LV
I—oxok

DRy arTiR BEEESNTZ I FGAT VU R DFR—F 4 VTV AT A, T, BIXOK T IFA Tk

VAT O 2 b= g U ERLET, TRTOT N, AT, Web 77 U ¥ T cookie AN /2> T

WHELS & D £3, Cisco AnyConnect ISE DH A" — hF v — I, ROHAFETEET, https://www.cisco.com/c/en/
us/support/security/identity-services-engine/products-device-support-tables-list.html

WDI T AT vk~ H A 7L, Bring Your Own Device (BYOD; [HAFTH T /31 AFFHIAL) BIXOKRAF ¥ U —
7 7a—TCRiEEnTHET,

* Apple i0S

* Apple macOS

* Google Android

* Google Chromebook
* Linux

* Microsoft Windows
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Cisco ISE 2.7 /X F 8 LI, Cisco ISE 3.0 /X F 7 LAR&, CiscoISE 3.1 /X F 5 LI, CiscoISE3.2 /3w F 1 DIRE, B
L OV Cisco ISE 3.3 LAFED U U — A%, Windows, macOS, 3 L Linux A XL —7 1 7 A7 LA O AnyConnect &
Cisco Secure Client D[ 5% ¥R — h LE T,

T RTOEARERN2.IX V7 U B> ML, CiscolSE THR— K ENAEUHEEZRGE V2 ha/Lid P HR— KL TWABRY ., Cisco
ISE, UV U—RX24 OIS LS ELHIECHEATEET, VLANEFFHELZ VA VL AR CEIESES
12X, AU B N CVLANZEEROIP 7 RLAOEFNFR— FEINTWALERHY 97,

RAF ¥ BILOMEAAFTE T A ZEHiAL (BYOD) O 72—, EHORAF Y 74— R T v 75— MIHESX,

CiscoISEULIZY A R ENTWELARL—T 4 VI VAT LO— IRV V=X TCHR—FENnET, FAF¥BLY
BYOD 7 1 —}%, CiscoISEUTIZV A h STV DH_X—HIED macOS U UV —ATHLENMET D a[REMENH D 7, =&

ZIE, macOS12R—A R (FRT) N CiscolSEUNIZY A F INTWBEE, FATFT ¥ B L OBYOD 7 2 —|%, macOS
12 X—=FRDOxT RRA 2 N TEETHREERH Y £9, X—FRAXVL—T 4 T VAT LDV —A1%, FIH#
VU —R L) V=2 DO CTRIBICEEIND Z ENE W), $R— MIRA F=7 4 — =2 Tk &
E3

FRXRU—=T 4 TV AT A (0S) ZHLWA—=Va NIHEFTDHE, RAF¥ 74— Fh—"—THEHFIN/Z0S/\—
VarOYR— PR IUFHEEIERIE M EITLR) BRETLIHENRHY 7,

Apple i0OS

ZDIIFAT U hw v HATE BYOD BEIOWRAF v UV —2 70 —CTHRIESNLTWVET,

Apple i0S 7 731 A1 Cisco ISE F 7213 802.1x C FREJLIEFRGEY = h =L (PEAP) ZfEH L. N7V v 7 FEHEICIX
i0S 731 ANKRRET D EED 8D CRL 3BARA » EBREENE TR, Xy NI =27 78RR L TIEENEFITT
EFERA, Ry T =TIk LTERAET DITIE, 10S T /31 AT [#EE/AFE (confirm/accept) |27 U v 7 LET,

Cisco ISE THZEHE 7D Apple i0S D/3— 3 Ik D LB Y TT,
* Apple i0S 18.x
* Apple i0S 17.x
» Apple iOS 16.x
* Apple iOS 15.x
* Apple i0S 14.x
* Apple i0S 13.x
» Apple iOS 12.x
* Apple iOS 11.x
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A\

GE) « AppleiOS 122 LABED/N—2 5 U L TWAIGEIE, ¥V rn— RLIEZRENE/ v 7 7 A V& FE#TH
VA R=IVTHRMENRBY £9, ZEITOIZIL, AppleiOS T NA AT[RXE (Settings) |>[2f% (General) ]
>[Fu 77 A/ (Profile) |ZEIR L, [A A b—/L (nstall) 1227V v 7 LET, ADOTa 77 ALD
AVA =N, A A M= ENT-T 17 7 A /LD[Settings] > [General] > [About] > [Certificate Trust
Settings] > [Enable Full Trust For Root Certificate] Z 3R L £,

« Apple iOS 122 UUBED N —2 5 UM L TV D 5E, RSA F—H A X132048 By ML ETH LM ENH
WET, THUSDEAIZ, BYOD7 2 77 A VDA VA —LHFICET—NERENDZENHY £7,

* Apple iOS 13 LIED /R — 3 V2 L TV D55 1%, [SAN] 7 ¢ —/L RIZ <<FQDN>> % DNS#4 & L CiE8
mL<, A—Zrn—LOECBELERELFARLET,

« Apple iOS 13 LIFED/N—2 2 U A L TV D5ATE, SHA-256 (72132l b)) RBA T LVITY XA L
LTEBBRINTWDZ 2R LET,

Apple mac0S
DI IAT v HATE BYOD BEOBRAF ¥ UV —7 78— CTHAESILTWET,

3 3: Apple mac0S

DZAT7 ORI VDARL—T 4 VT VRT L AnyConnect
Apple macOS 15.x 5.0.04032 LLF%
Apple macOS 14.x 5.0.04032 LK%
Apple macOS 13.x 4.10.05111 LLF%
Apple macOS 12.6 4.10.05111 LABE
Apple macOS 12.5 4.10.04071 LAK
Apple macOS 11.6 4.9.04043 LIFE
Apple macOS 10.15 4.8.01090 LAR%
Apple macOS 10.14 4.8.01090 LA
Apple macOS 10.13 4.8.01090 LAR%

Cisco ISE iZ. AnyConnect4.x DLRTO U V=2 TEMEL £ J, 72720, HLWERZ YR —FLTWDH DR, FHLwn
AnyConnect J U —ZDH T,

A\

G£)  ApplemacOS 11 D355, Cisco AnyConnect 4.9.04043 LAfE & MACOSX 2 7T A 7 AE Y 2 — /L 4.3.1466.4353
VI AT 20 ERH Y £,
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Apple macOS 11 Z il L T\ 554 Cisco Network Setup Assistant DA > A h—/LHIZ T 0 7 7 A L% FEITA R
=T BLINIRKROD TR T IRRRINDIENRDHY ET, ZOHE, ROTFIREZFETTLHIMLERDH Y £7°,

1 Zora—R7xVZICBBLET,

2. cisco802dotlxconfiguration.mobileconfig 7 7 A /L% X T2 U v 7 LET,
3. [AT A (System) 1> [BREEiXE (Preferences) ] ZIE#IRL 7,

4. [Fu7 7 A (Profiles) 1227V v 7 LET,

5, 7uryANEA A=V LET,

6. Cisco Network Setup Assistant TE/RIN/Z7 27 RN TIOK] 227 Vv 7 LTA VA M—ILZFITLET,

\}

(E) MACOSX N\—Var 310107V 7aeya=7 vsP—RK AR RLE, 3TO Cisco ISE V
U — R 2B TJ, CiscoISE2.4 /X F 12, CiscoISE2.6 /X~ F 8, CiscoISE2.7 /X F 3, L Cisco ISE 3.0
Ny F 2 TREEF A T,

CiscoOISE’RAF ¥y = — = h THAR— h ENSD Windows & MACOSX D~V 0 = TXIH, o FEH, T4 AT
b, BEORT 74 7 74— BT DWW TIE, Cisco AnyConnect-ISE IR AT v DY R — hFKAESH L T 72X,

\)

GE) T RTOT T UYW T, #HEEND Apple macOS /X— 3 28 10.15.7 £ TICHIBEND Loy, =—
P—T T AR =N E L THET,

s Y a =T ApplemacOS 11 DT RARA > M &I T EH A, ZHUE. 77472 hH Apple
macOS 11 ZF(TL TWAHE AL, RAF v BLOBYOD 72 —IZBI1}5 CPRY »—DMRETRIEICARY
F9, BEHER & LT, ApplemacOS 11 DR AT ¥ B L OBYOD 7 —{Z2WTiE, CPAHRIU I —D~< v BV
7 %3 _NTO macOS IZ L THFATLET,

« 53¥AHIE Apple macOS 11 D= RARA & M &I TE £ A, £DTD, 7T 47T 2 M3 Apple macOS 11
ZIATLTOWDEAIE. 7774 7R —0RETHREICZRY £,

CiscoISE V U —R 30 LI, VR —FEINTWDETXTD ApplemacOS V UV —ATx—T = kL ARAT ¥ HEE
fEFlT& %9, CiscoISE U VY — 2 [Cisco ISE Administrators Guide] ® [Compliance] MFE?D k&~ 7 [Agentless
Posture| Z#ZM L T2 &0,

Google Android

TDITTGAT R H AT, BYOD BEIORATF ¥ U —7 70 —TCTRIESILTWVET,

Cisco ISE 1%, BEDT /N4 AT Android EHEDF —F 7 7 B AMEEIC LV . HFHED Android OS X—V 3 & F A
A ZADBEDEEVR—F LARWEERH D 7,

Cisco ISE CTHRAEFE A D Google Android D/N— = U FRD L0 T,
* Google Android 15.x

18


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html

* Google Android 14.x

* Google Android 13.x

* Google Android 12.x

* Google Android 11.x

* Google Android 10.x

* Google Android 9.x

* Google Android 8.x

* Google Android 7.x
Y7V hTreva=r7 Ua¥P—F (SPW) BT A0S, Android 9.x BEL 10X T /3 AT — 3
F—EARENIR>TNDZ L 2R LTI EIV,

Android 1%, @4 (CN) ZfH L72< 720 £ L7z, KA ML subjectAltName (SAN) HEIET-I2E TN TV D MLEAR
bV ET, THTRWEGS, BHEOMICKIKRLEST, BEBAEAELEH L TV 5EIE, R—X/LOSAN Ka >
FHETU)ARIND FAAL UL EIZIP T RLAFT 7S 9 28R LT, CiscoISE H B4 GFHEZHAR L E7,
DU A4V RUZRRTHIZIE, [A==2— (Menu) ] 7142y (=) 227V vy 7 LTGERLET, [BEE

(Administration) ]>[ R T L (System) ]>[EEBAZE (Certificates) | > [ R T LEEBAE (System Certificates) | %%
RLET,

Android 9.x Z i L TW 2554 1X, CiscoISE D RAF v 7 ¢ — K& FH LT, Android 9 @ NSA Z 59 2 LE N H
D ET,

Google Chromebook

TDITAT b HATE BYOD BIOHRATF ¥ U —7 70 —CRIESILTWET,

Google Chromebook | ZE BRI G2 T N4 A TH Y, RAF ¥ —ERA&Z PR —F L TWEREA, FEMIZONTIE, [Cisco
Identity Services Engine Administration Guide] #ZH L T 72 &0,

% 4: Google Chromebook

DI3AFT VIV UDARL—T 4 2 |Web TS5V Cisco I SE
TYRT L
Google Chromebook Google Chrome /X— 3 = > 49 LI CiscoISE2.4 /Xy F 8

Cisco ISEBYOD F 77137 A b R—# )LiZ, URLBREFIZY XA L7 FENTH, Chrome XL —F 4 VT AT A
73 TEENCKHT 2BE5073H D £9, Chrome XL —F ( VIV AT L 73 TR—=ZLVERI:NT 5100, kOFIEE
FITLET,

1. [7Y=2 bORI4 (Subject Alternative Name) |7 4 —/L RIZ A5 Z & T, ISEGUI S HT LW H &4 REH
Fa/ERLET, DNS L IPT RV ADW T2 AT HUERHY 7,

2. iFAELZ T AR—FL, = K7 747+ (chromebook) (2=t —1L £,

3. [EXE (Settings) ]>[#ffll (Advanced) ]>[7 74 "> —LtF%=2UF ¢ (Privacy And Security) |> [fEFAEDEHE
(Manage certificates) ]>[*J5) (Authorities) ] ZJER L £,
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4. GEAEFEEZA UR—FLET,
5. 7I9UHEKRTL, R—FNLDIV XA VLT baRHET,

Chromebook 76 LA TiZ, EAP DN CA % L T EAP-TLS f¥ E 2 #% & L TV DA%, SAN 7 4 —/L K& & T CA
FEAAET = — % Google BEl = > ) — /v ([T /34 A HE (Device Management) [>[*% v hU—2 (Network]) >[EH
# (Certificates) ]) W27y 7 —RLET, CAT=—r N7 vy r—RINdE, CiscolSEREENEHTE S0
LR END X HIZ, [Cisco ISERS SANTAERKL L7-FERAE (Cisco ISE generated certificate with SAN) | 7 1 —/b RiZ
[Chromebook#£ R (Chromebook Authorities) |7 a D Fic~vy B 7EnEd,

=K —=F 4 DCAZFHL TWDEHAEIEL, Google EFLa Y Y —WICCAT =—2 %A VA= MNTHLETIH Y £

Ao [FXTE (Settings) ]> [3£# (Advanced) 1>[7' T4 " —&tEFX =2 U7 ¢ (Privacy And Security) > [fEFEDEE
(Manage certificates) ]> [ —/3—38FE/R (Server Certificate authority) | #BIN L, Fr v 7HX 7 U X b [V A2

DT 7 v hOFAERZ#H  (Use Any default certificate authority) ] 23R L £,

Linux

TDITAT U v HATE, BYOD BEIOKRAF ¥ U —7 70 —TCHRIESNLTWET,

% 5: Linux

954TF U RILUDARL—F 4 V5 LR T | CiscoAnyConnect
Is

Red Hat EnterpriseLinux (RHEL) Cisco AnyConnect U U —X 5.1.2.04 LA
3

RHEL 7.5 L%

RHEL 8.1 L[4

RHEL 9.0

RHEL 9.3

RHEL 9.4

SUSE Linux Enterprise Server (SLES)

SLES 12.3 LLF&

SLES 15.x

Ubuntu

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04

Ubuntu 23.04

Ubuntu 23.10.1
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Ubuntu 24.04

Microsoft Windows

% 6: Microsoft Windows

54T kI UDF A
L—T 4T RT LA

YT hr b+ (802.1X)

Cisco Temporal Agent

AnyConneth

Microsoft Windows 11

* Windows 23H2

* Windows 22H2

* Windows 11 Enterprise
* Windows 11 Pro

* Windows 11 Education

e Windows 11 Home

* Microsoft Windows 802.1x
7747 b

« AnyConnect % v k7 —
I TIEAIX—

4.10.04065 DL

4.10.5075 DL

Microsoft Windows 10
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DI3ATURIRIUDAR
L—FT A4 VI RTL

HJF1yAh2k (802.1X)

Cisco Temporal Agent

AnyConnect?

* Windows 22H2

* Windows 21H2

* Windows 21H1

* Windows 20H2

* Windows 20H]1

* Windows 19H2

* Windows 19H1

* Windows 10 Enterprise

* Windows 10 Enterprise N
* Windows 10 Enterprise E

* Windows 10 Enterprise
LTSB

* Windows 10 Enterprise N
LTSB

* Windows 10 Pro

* Windows 10 Pro N

* Windows 10 Pro E

* Windows 10 Education

* Windows 10 Home
 Windows 10 Home H[E|3E

» Windows 10.0SLP (2>
TIVEFE/NY )

* Microsoft Windows 10
8021X 7 7 A4 T b

* AnyConnect > hV—
P TIRA R —Ty

4.5 LI

4.10.5075 LA

> AnyConnect ¥ v hU—7 77 ¥ % v 5%—U% (NAM) 234 v A h—L SR TVAHEA, NAM 1E Windows %1
TATH TV RED 802X T U e LTESLINL, BYOD 7r—% %R — hLEHA, NAM %58
BT, FRIFEFEDAS VH—T 2 A ATERNCTHELERNH Y £7, sHMIT OV T,

Mobility Client Administrator Guide] #ZM L T 72 &0,

BYOD., YA, BXOIIFA4 T N FrbYa = R—Z /LD Firefox70 TOUVA YL AV XA LT a B

W21, ROLDICLET,

1. CiscoISEGUI T[A==2— (Menu) | 7A =2 (=) 27V v LTEIRLET, [BEE (Administration) ]>[2

AT 1\ (System) ]>[5%7E (Settings) |>[t¥ 2T 4 FRE (Security Settings) | ZER L £,

2. [SHALR;E%FFA] (AllowSHAlciphers) | T = v 7Ry 7 A% A N2 LE T, SHALKFEIIT 7 4 /b b THEHIZ/2 -

TWET,
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3. Firefox 77 ¥, [A# T3> (Options) 1>[FTS54/V—&F&TE (Privacy & Settings) |>[ZEBAZDRT (View
Certificates) ]>[H—/\— (Servers) 1> [fI5DiENN (Add Exception) ] Z#8R L £7,

4. hitps//<FQDN>:8443/ Z 54t & L CBINL £,
5 [REMEDIEN (Add Certificate) ] %2 U > 7 L, Firefox 77 U HFZ#HH L £ 7,

Cisco ISE U U — R 3.0 LARE, ¥4 — h S TWVHFXTD Microsoft U ) —RATE—V = b L AR AT v HERE 2
T&E7, CiscolSE Y U —A®D [CiscolSE Administrators Guide] @ [Compliance] D& ? k&> 7 [Agentless Posture |
AL T E3N,

ARV — R+, BLUITATNARAR—FILDBEEFH AR L—F 42T IR
TLETSHY

ZHHD CiscoISE B—X LiE, ROFRL—F 4 VT VAT AETSIFOMLEDEEYFR—FLTWET, THh
SDOR—HI)LTIE, Web 7T 73 T cookie WAL > TWALERH Y 4,

RIBEBRATRU—T A VI VRTLETSTOY

YR— b ENBZIFARL—FT A VI RT L TS9N N— 3
Google Android®15.x, 14.x. 13.x. 12.x. 11.x, 10.x, 9.x. CXAT 4T TTFIH
8x, 7x

* Mozilla Firefox

* Google Chrome

AppleiOS18.x, 17.5, 17x, 16x, 15x, 14x, 13x, 12.x, * Safari
11.x

Apple macOS 15.x, 14.5. 14x, 13, 12.6. 12.5. 11.6. * Mozilla Firefox

10.15. 10.14, 10.13 * Safari

* Google Chrome

Microsoft Windows 10, 11 * Microsoft IE 11.x
* Microsoft Edge
* Mozilla Firefox

* Google Chrome

3 CiscoISE 1E. BEEDTF /A A2 TO Android FHED A —F L 7 7 & AHREIZ LV . FED Android 0S N— g o b
FRA ZADHBEDLEEZTHR— R LARWEENRHY 97,

TUoR—RBLVIIAETOED 3 Z VT DO DREEEH T /N1 R

BYOD B&HEIZ1E. Cisco Wireless LAN Controller (WLC) 7.2 BARED AR — hAAECTF, BEAORE F 72135 o0
TiX. [Release Notes for the Cisco Identity Services Enginel]] ZZ M L T 7231y,
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A\

GE) v RABYPE— FFBRHOI TAT Y b AR L—F 427 VAT ADA—Y 3 v EAFT B, HAF ¥
DEFEBREHRLET, PIETRO LB TT,

1. CiscolSEGUIC[A==2— (Menu) |74 2> (=) %7V v/ LGRIRLET, [EE (Adminigtration) 1>
[V RT L (System) |>[RE (Settings) | >[/RRAF+ (Posture) |>[E#H (Updates) | ZiIRN L £,

2. [54<HEH (UpdateNow) 1227V v 7 LET,

R8:BYODAUAR— FELVHBETOED I =0y BAFAT A RABLUVARL—FT A VT VRTL

TINA R ARL—F AT VR |24 SSID Ta1TFISSID (open |A2iR—T 4 VT AR

T L > PEAP (nocert) &
f=1& open>TLS)

Apple iDevice AppleiOS 18.x, 17.x. |%f)i *sd Apple 707 7 A LD
16.x, 15x, 14.x, HRE AT 47)
13.x, 12.x. 11.x
Apple iPad OS 13.x

Google Android 15x. 14x. 13.x. K2 FIgS Cisco Network Setup
12x. 11.x. 10.x. Assistant®
9x, 8x., 7X

Barnes & Noble Nook |— — — —

(Android) HD/HD+.

Microsoft Windows Microsoft Windows 10, | it FSI 2.2.1.53 DL
11
EAP TEAP (213,
Microsoft Windows 10
N— 92004 (OS
UL K 19041.1) LA
ﬁ§%\gv@j«o

Windows Mobile 8, Mobile RT., |FEXt FESf i —
Surface 8, B LN
Surface RT

Apple macOS Apple macOS 15.x, i i 2.2.1.43 LI
14.x, 13, 12.6, 12.5,
11.6, 10.15, 10.14,
10.13

4

24

Tuvrya = J%IiIctEx 27 SSID IR LE T,




Android X— 3 V6.0 LIEEFEH L CWAEE. CiscoV PV v b Faeya=r 7 v o —K (SPW) Zff
HALTY AT ADMER LT SSID 2B HE S5 Z LI TEERA, SPWhH Ry hU—7 ZHIBRT DIk 5
N, 2o 7 a v ERBIRLTRES Back) | RA V2L, 7o va =7 7u—%FTT 08N
Di‘g—o

Android 11 PARI{D/N—37 5 > Ci, Native Supplicant Protocol 3.1.7 2 32 MR H Y £9°, Android 12 LLED
/N—37 = Gl Native Supplicant Protocol 3.1.9 22 ML ERH VY F7,

Barnes & Noble Nook (Android) (%, Google Play A F 7 2.1.0 31 ¥ A h— /L EN TN DLLAITHERE L £,

B OBRIZTA Y L AT RT3 E L TW5DH E X ([Security] > [Auth Method] > [Settings] > [Validate Server
certificate]) . ANV ——FEHES T a2 A TICLET, ZOF TV arE LA LEEAIE. ELW
Jo— MEBENBRIRENTWDH Z L 2R L1,

25



BRALEADEF 1) T4 RMDIEE (pxGrid 2 H)

RIBAFHDEX21Y T+ BRBOHME (pxGrid $2H)

S

Cisco ISE 3.2

Cisco ISE 3.1

Cisco ISE 3.0

Cisco ISE 2.7

Cisco Firepower
Management Center

Firepower Threat

Defense & Cisco
Firepower Management
Center 7.1

Firepower Threat

Defense & Firepower
Device Management 7.1

Firepower Threat

Defense & Cisco
Firepower Management
Center 7.2

Firepower Threat

Defense & Firepower
Device Management 7.3

Firepower Threat

Defense & Cisco
Firepower Management
Center 7.3

Firepower Threat

Defense & Cisco
Firepower Management
Center 7.0.1

Firepower Threat

Defense & Firepower
Device Management
7.0.1

Firepower Threat

Defense & Cisco
Firepower Management
Center 7.1

Firepower Threat

Defense & Firepower
Device Management 7.1

Firepower Threat

Defense & Cisco
Firepower Management
Center 7.2

Firepower Threat

Defense & Firepower
Device Management 7.2

Firepower Threat

Defense & Cisco
Firepower Management
Center 6.6.7

Firepower Threat

Defense & Firepower
Device Management
6.6.7

Firepower Threat

Defense & Cisco
Firepower Management
Center 7.0

Firepower Threat

Defense & Firepower
Device Management 7.0

26




Bo

CiscoISE 3.2

CiscoISE 3.1

CiscoISE 3.0

Cisco ISE 2.7

Firepower Threat

Defense & Cisco
Firepower Management
Center 6.6.5

Firepower Threat

Defense & Firepower
Device Management
6.6.5

Firepower Threat

Defense & Cisco
Firepower Management
Center 6.6.7

Firepower Threat

Defense & Firepower
Device Management
6.6.7

Firepower Threat

Defense & Cisco
Firepower Management
Center 7.0

Firepower Threat

Defense & Firepower
Device Management 7.0

Firepower Threat
Defense & Cisco
Firepower Management
Center 7.0.1

Firepower Threat

Defense & Firepower
Device Management
7.0.1

Firepower Threat

Defense & Cisco
Firepower Management
Center 7.0.2

Firepower Threat

Defense & Firepower
Device Management
7.0.2

Firepower Threat
Defense & Cisco
Firepower Management
Center 7.1

27



CiscoISE 3.2

CiscoISE 3.1

CiscoISE 3.0

Cisco ISE 2.7

Firepower Threat

Defense & Firepower
Device Management 7.1

Firepower Threat

Defense & Cisco
Firepower Management
Center 7.2

Firepower Threat

Defense & Firepower
Device Management 7.2

Cisco Stealthwatch
Management

Cisco Stealthwatch
Management 7.3.2

Cisco Stealthwatch
Management 7.4.1

Cisco Stealthwatch
Management 7.4.1

Cisco Stealthwatch
Management 7.4.2

Cisco Stealthwatch
Management 7.3.1

Cisco Stealthwatch
Management 7.3.2

Cisco Stealthwatch
Management 7.4

Cisco Stealthwatch
Management 7.3.0

Cisco Stealthwatch
Management 7.3.1

Cisco Stealthwatch
Management 7.3.2

Cisco Stealthwatch
Management 7.4

28




o

CiscoISE 3.2

CiscoISE 3.1

CiscoISE 3.0

Cisco ISE 2.7

Cisco Web %=V
TATTIAT A

Cisco Web %=V
TATTIAT A
14.5.0%*
Cisco Web %=V
TATTIAT VA
14.5.1

Cisco Web %=
TATTITAT VA
11.5.1

Cisco Web %=V
TATTITAT A
12.5.4

CiscoWeb ¥ = U
TAT T ITAT A
14.0.2

Cisco Web % = U
TATTITAT A
14.5.0

Cisco Web %=
TATTITAT A
11.5.1

Cisco Web %=V
TATTITAT A
12.0.5

CiscoWeb ¥ = U
TAT T ITAT A
12.5.3

Cisco Web ¥ = U
TATTITAT A
12.5.4

Cisco Web % = U
TATTITAT A
14.0.2

CiscoWeb ¥ = VU
TATTITAT A
14.0.3

Cisco Web %=
TATTITAT A
14.5.0

Cisco Web % =V
TATTITAT A
11.5.1

Cisco Web %= U
TATTITAT A
11.8.3

CiscoWeb ¥ = U
TAT T ITAT A
12.0.3

Cisco Web % = U
TATTITAT A
1253

Cisco Web % = U
TATTITAT A
12.5.4

CiscoWeb ¥ = VU
TATTITAT A
14.0.0

Cisco Web %=V
TATTITAT A
14.0.2

Cisco Web %= U
TATTITAT A
14.5.0

*CiscoWeb BX =2 VT 4 T 7T AT A 145.0 DA &K S DIZi1E, CiscoISE U U — R 3.2 THE RESTful H—

A (ERS) ZEERREICTAMENRH Y £9, ZIUIBEADOHIRTH Y . L CSCwe91516 THEMFTE 97,

\ )

() CiscoISE U U —R 3.1 LIFE, 9T pxGrid #EHi13 pxGrid 2.0 IZFES LE R H Y £9°,  pxGrid 1.0 X— R

(XMPP X—2R) OfEEIL. U U—A 3.1 LIKED Cisco ISE TIXEIEL 2 720 97,

WebSocket (235 < pxGrid 73— > 2.0 1%, CiscoISE UV UV —224 CEHAINE L7z, MEOFWEE<T29

W2y DT AT A% FHHE LT pxGrid 2.0 HELN—2 9 N2 T v 77 L— KT 52 L2 BEID L E T,

f&EiE % # Cisco Digital Network Architecture Center ') ') —X

Cisco ISE 1% Cisco DNA Center & #4& T& £9, Cisco DNA Center & EHH#.4 2 L 5|2 Cisco ISE Z % ET 5 FFIEIZ DN T

IZ. CiscoDNACenter ® R¥x o AL FEBBL T XU,



https://bst.cisco.com/bugsearch/bug/CSCwc91516
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/tsd-products-support-series-home.html

Cisco ISE & Cisco DNA Center & O H 2OV TiE,  [Cisco SD-Access Compatibility Matrix] ZZ& M L T 72& 0,

FREEF A Cisco Prime Infrastructure ') ') — X

Cisco Prime Infrastructure U U — % 3.6 LA % Cisco ISE 2.6 LA L #E4 LT, CiscoISE DE=H—1 7B IOV R— K
T ER R il RO

¥REL% # Cisco Firepower Management Center ') 1) —X

Cisco Firepower Management Center U U — 2 6.4 LI&IE, Cisco ISE 2.6 LI & A FIRET T,

FR I & # Cisco Stealthwatch Management ') 1) — X

Cisco Stealthwatch Management U U — 2 6.9 LAR#1E, Cisco ISE 2.6 LARE & #EA FIRE T,

FRET %A Cisco WAN H—E R EHEEI) 1) —X

Cisco WAN ¥ — b 2 FFE 11.5.1 LD U U — R Cisco ISE2.7 LAED ) ) — A LA TE £9,

ZhihE NAC DY HR— k

Cisco ISE &, DT X7 4 THEES L E T,
* SourceFire FireAMP
* Cognitive Threat Analytics (CTA) 7 ¥ 7%
» Rapid7 Nexpose

* Tenable Security Center

* Qualys (TC-NAC 7 17— CHIEY R — F T2 D Qualys Enterprise Edition D 7 T9")

TDMDSEEMN

WDV o 71Zi%, CiscoISE TIEXT D & XA TEBMD ) Y —2ARNEENTWET,

https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco ISE _End User Documentation.html

BIE. Y—EX. 8LV ZDMDIFHR

s VRAMMBE A LY —7eBEEE A S TS IZIX, Cisco Profile Manager THA > 7 » 7 L TLIEE0Y,

30


https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/offer/subscribe

s HEAHAMNC LY B R R BB L 5 2 511X, Cisco Services [JEiE] 127 7 EA L TLE &0,
e —ER U7 TR FEKEFT HIZIX, Cisco Support [FRFE] IZT 7 EALTLEEWY,

e BETRHEFEADTZ L A —TFGA X FZADT TV r—ay, 8 Vo

Of — g v, iSJ:U*)‘—EX%»’:%‘%L’C
ST 5120%, CiscoDevNet IZT7 7B AL TL Z&EVY,

s~y NU—2 0 ML—=0 7 RBEBEO B EZ AF T HITIE, CiscoPress IZ7 7 B A LTSV,
HFEDOR S EITRG T 7 I U ORFEF#M AR T ITIX, Cisco Warranty Finder (27 7 £ A LT 72& 0y,

Cisco /\ T EZEY—IL

VA ANTREY —/L (BST) I, /xn@&&/7%?;7®W LHETIEDEIER 2 ) A FEEHT L A a Ny
B AT AA~DHF — 7oA TT, BSTiX, e Y7 by =T ICHET MR EESFRARME L E,

I-aF7IIIZET ST — KNy

VAADT T = ANV RF 2 AL MIBETD 7 40— Ry 7 2T 5121, TNENDA T A 2 Ko A2 FOAH]
DRANHDT 4 — NNy 7 73 —2BFEHL TN,

31


https://www.cisco.com/go/services
https://www.cisco.com/c/en/us/support/index.html
https://developer.cisco.com/
http://www.ciscopress.com
https://connectthedots.cisco.com/connectdots/serviceWarrantyFinderRequest?fl=wf
https://bst.cloudapps.cisco.com/bugsearch/

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2022 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

GEE)] S ROBREEAICHSENIZ. Z2EDFE (www.cisco.com/jp/go/safety warning/) % Z
RSN, REL, KEVRAOARITFXI AV MDSEMRTT, YUV IBRICOESELTIE,

AARZBERIBHEER T, ZERICTYITT—rBHY. VI EDR—OHABEERSNTLSHEEN
HYFEFTELEITERLESVD, HLETESENMRELGYVFEITOT, EXLGRABRICOVTIEKEY
A rDRF1 AV RESBIEZSV, £z, ZHEORBIZONTIE, BEHRFEN— b F— FzIE,
BEAHRME(C TR S,

22008 Cisco Systems, Inc. All rights reserved.

Cisco, Cisco Systems, £ X00Cisco Systems 273, Cisco Systems, Ine, #4222 0dlS o E L2 oo —EnE B T2 TR £ ey,
AMEELE 2T BT OO ThOREOETT,

Tot=t4— i Tpartner) Bv5 AREOH# A Cisco bt E OB O A= b=t o PR R R T LOTIEH D EHA, (0800R)

ZOEE oA 2008 10 HEED o TT,

IOl TR EE T RaaN ET,

Iir
C I scow VAAVATLXERST

T107-6227 MRE#ERRIREI-T-1 SvkyoIv - F0—
http://www.cisco.com/jp

BEWSbER A0 QP00 d—
0120-092-255 (ZU—J—=)L., #% -PHS&1)
BEEZMAREE  F8 10:00~12:00, 13:00~17:00
http:/fwww.cisco.com/jp/go/contactcenter/



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



