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X277 XD CiscolSECLI ~D7T 7 A 3
Cisco ISECLIF#FET 17 4
CiscoISECLI =—H%# 7> | 5§
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Cisco ISECLI =—% 7 H 7> R OFER 6
Cisco ISECLI THAR—FENDHIN—KRV =T BILRNY 7 b7 =T DT Ty N T7xr—A5 1

EXEC E— F®D CiscoISECLI o< >k 9
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TuT AV T AR NDTA THEHER 18
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application remove 29
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application reset-config 30
application reset-passwd 32
application start 33
application stop 36
application upgrade 38
backup #1
Cisco ISERRET —F DXy 77 v 7 43
Cisco ISERMET =X DNy 77 v 7 43
backup-logs 44
clear screen 46
clock 47
cls 49
configure 50
copy 51
FTar74¥al—var 53
VE—hrr—2ar~OFE[Tars74F¥alb—rarDakt— 54
UE—b BT —varnbDFEfTary74Falb—varDat— 54
AL = T T ar7 4 Xal—a b4
VEeE—h BRI —3ar~DAF— Ty 7 ary7Fal—gDat— 55
VE—huar—varhbDAF—R Ty 7 a7 4 ¥al—aDabt— 55
0y 7y A)LDaL— 55
crypto 57
debug 60
delete 66
dir 67
esr 69
exit 70
forceout 71
halt 72
help 73
license esr 74
mkdir 75
nslookup 76
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password 78

patch install 79

patch remove 81

ping 83

ping6 85

reload 87

reset-config 89

restore 90
N 7Ty T3 B O Cisco ISE R ET — X DIt 91
Ny 7T 7DD Cisco ISE BHET — 4 DET 93
Ny 7Ty 7B D Cisco ISE BET —# 35 LU Cisco ADEOS 7 — X DL %

rmdir 95

ssh 96

tech 98

terminal length 100

terminal session-timeout 101

terminal session-welcome 102

terminal terminal-type 103

traceroute 104

undebug 105

which 109

write 110

EXEC Show E— K® CiscolSECLI a< > F 1

show 113

show application 114
show backup 117
show banner 119
show cdp 120

show clock 122
show container 123
show cpu 128

show crypto 131
show disks 132
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show icmp-status 134
show interface 136
show inventory 138
show ip 140

show ipv6 route 141
show logging 142
show logins 145

show memory 146
show ntp 147

show ports 148

show process 150
show repository 152
show restore 154

show running-config 155
show snmp engineid 157
show snmp user 158
show startup-config 159
show tech-support 161
show terminal 163
show timezone 164
show timezones 165
show udi 166

show uptime 167

show users 168

show version 170

E aY74F2Lb—2 32 E—FMDCiscolSECLI A< K 113
EXEC E— RTHar 7 4Fal— g F— RO YEZ 175
a7 4 X2l —v 3 F— K TO Cisco ISE DFEE 176
ay 7 4 Xalb—v gy BT E— RTO Cisco ISE DFRE 177
CLLa 7 4 Xal—ay avy ROTF 74V MRE 178
backup interface 179
cdp holdtime 184
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cdprun 185

cdp timer 186

clear screen 187

clock timezone 188
Cisco ISE / — R OFEH D25
@ DEFET 190
F—ARNTVTDEA L —
TITDHEA L= 191

cls 192

conn-limit 193

do 194

end 198

exit 199

hostname 200

icmp echo 202

identity-store 203

interface 204

ip address 206

ip default-gateway 208

ip domain-name 209

ip host 211

ipmtu 214

ip name-server 215

ip route 217

ipv6 address 219

ipv6 address autoconfig 221

IPv6 HENRXEDRRTE 221

7T AN — IR O 22

ipv6 address dhcp 223
ipv6 enable 225

ipv6 route 227

kron occurrence 229

kron policy-list 232
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logging 234
max-ssh-sessions 236
ntp 237
ntp authenticate 238
ntp authentication-key 239
ntp server 241

NTP Y —/SFRRED(RHHF — DX E 243
UL D AT — &2 A DR 204
ntp trusted-key 246
rate-limit 247
password-policy 248
repository 251
service 254
shutdown 256
snmp-server enable 257
snmp-server user 258
snmp-server host 261
snmp-server community 264
snmp-server contact 266
snmp-server location 267
snmp-server trap dskThresholdLimit 268
snmp engineid 269
synflood-limit 270
username 271

which 273
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ZOETIL, Cisco ISE DX EFR L OEELIZMEH T& % Cisco Identity Services Engine (ISE) @
avV RIA4 v A H—T A A (CLD) (ZOWTHHLET,

« CLI Zf#i [} L 7= Cisco ISE OEH B L ORE (2 2—)

+ CiscoISECLIEBIE T v v b (43—=2)

*CiscoISECLI =—% 7 H vk (53—)
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CiscolSEaTY FSAv Av2—Tx(R |
B cu =6/ ciscoISE RS L URE

CLI Z{EFE L71- CiscoISEDEEL L UERTE

CiscolSEa~> RKI A4 A Z—TxA A (CLI) TiL. EXECE— R TV AT AL LD
E, 27 4FXal—i gy ET— RTEOMORENRE (—IEBIX Cisco ISE FHE R —Z )L H>
BETTXFERA) #FET L, NI a—FT 4 TODORET V2 EKRTXET,

Cisco ISE BEHHE R —Z )V EZITCLI ZHEH LT, CiscolSET7 7'V r—vay VT h =70
RyFE@HAL, NTT Ny a—T 4 7ODOEER 7% /ERR L, CiscolSE 77V 77—
varyT—HENy T v 7 TEET, £/, CiscolSECLI ZfEH LT, CiscolSET 7'V r—
var V7 T EESBIOMEILL, TV = ary T —HE RNy I T v I MhBET
L. 77V r—2ar V7 02T %27 977 —FRL, NNy a—T 4 T DEHITT
RCOVAT LT 77TV r—varaZxzRRL, CiscolSET A A% U o— REIX
x v MU UTEET,

av U RV Ey I A AMERITA RT A BIZHONWTIE, TEXEC E— R® Cisco ISE CLI
o< F) . [EXECShow F— R®D CiscoISECLI =2~ K] | vy 4ol — g
F— D CiscoISECLI =<2 K| #BB LT 7E X0,

A—AIIL S RATLZFERLCiscolSECLI~NDT7 Y X

A —Hn V7 3y hU—2 (LAN) ([ZHit 3712 Cisco ISE & 7 — B /VIZRET H L E

NHHIEERIE, XIVET L r—7%FEH LT, AT L% CiscolSE T/3 AP —)L

A= Jirﬁafé‘iﬁ‘o ST ALY axs R (FeP) 1k, vV — Fe b o

RaePgid 52 & T, CiscolSECLIICR—H /L 7 7B ARREIZLET, WRIL, #F—I L
TIal—vary Y7 MU= T EXASCH MR EZ RITTH VAT LTYT, T2/ —/bR—
& (EIA/TIA-232 FE[AIH) CTHERDIL, XVET A T —TNLDOHKRTT,

cH—IFNEIal—var VT N =TERITTHVAT Ak ar Y —b R— NI
T B2, DB-9 X A% _DB-9 XA AFBD X )LET A Fr—T )R L FET,

« ASCIL ¥R & 2 v V) — /L iR — NMIEEHG T 2121X. A A2 DB-9 A A TH 9 — 55 DB-25 4
ADARML— K —T)L L DB-25 A ANDHDB25 A ANDEWT X7 X2 AL £,

A )V IR—=RDT T4V N RTA—=HL, 9600 K —, 8 T —H v ~h, NUT 1721,
1Ay 7 EYy b, BEUON—FTx=7 7u—f#R LT,

\}

GE)  BEREOM TN Cisco Switch D5, AA > F 7R— K % duplexauto, speedauto (7 7 #+ /L 1)
WICHELET,

AT Y T1 CiscolSETNRA APy ) — L FB— R AT LD COMAB— hEXNVEF A Fr—7 VTS LET,

ATV T2 CiscolSEEHETALIICH —ZIFTNZIaL—FE2BRTELET, F—IF /L 2 L—F O TIX
9600 R —, T—HX v b8, NV T 4L, Ay 7T By M OREEHEHALET, A~b?m7®7
o —HEE A LT,
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| CiscolSEaY>Y RS Av8—Tx4R
%27 YTz B CiscolSECLL~ADT 22 [

ATYT3 Z—3IF N oI L—2NEE LS, Enter ¥—%H L F9,
ATy T4 2—V4% NS L, Enter ¥—%ZH# L E7,
ATwTE RRAU—RF&EAS L, Enter ¥—%H L F9,

X217 ox)LIZEK B CiscolSECLINDT7 I X

CiscolSEldty T v 7 2—7 4 U7 412XV, CLIFBEEZZITAND LD ITFARRE S
NTWET, (Windows XPLBEDONR—Y a VEFH LTV AT LAZ N LTAERIA R T
F v hU—27 (WAN) 28t LCW5) SSHZ A4 7 haflifiL T A 45121, &
HELLTus A LET,

JR 8O HHEIIZ

CiscoISECLIIZT 7B AT AI121%, SSHV2 2V AR —b+T5EF%=27 =/ (SSH) 7747
VREMEALET,

ATV TNV EEDOSSHZ 747 e LTSSHEy v a v EIALET,

ATw T2 Enter ¥F—F /1T AR—ZANRN—ZH LT L ET,

ATY T3 KA, 2—F4, K= &5, BIXORRESFREANLET, f2E&ZIE. KRR B Tisel Ff=1E
E—FKRR MDD 1Pv4/IPv6 IP 7 FLRZANL. 2—H4£IC Tadmin| . R— +HESIZ 22] ZAA
LT, FBEAKELTRAOYTE OV YR MMS [/ARTJ—FK (Password) ] #ERLZET.

ATy T4 [##5 (Connect) 1% 7V v 79257, Enter ¥—%H L E9,

ATy s BOLTCONEERERSAT—REANLET,

ARTv7T6 (LE) 7a7r7AN4%E [7a 77 A OEM (AddProfile) 1V 4> RUIZASL, [Fa7 7 A ZiE
- (Add to Profile) 1 %272 VU v 2 LE7T,

RT9T1 [Ta77A400EM (AddProfile) 1 V4> RUT[HLS (Close) 127V > 7 LET,
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CiscolSEaVY KSAv A48 —Tx42 |
B ciscosecusmzaTay -

Cisco ISECLI SHEF7HH Y |+

Yy T TR, CLIBEET DT> bEERT 2=/ E R —READNTDH IO
&4, PIHREZICROICHERTH L EIZ, 20T Uy h&EFH L TCiscolSE ¥ —
Niea A4 LET,

CLIEHET T O LT oy VEFIHREL, 20T vy F&#iH LT, CiscolISE
P —R~DT 7 ¥ ZAER AR OBINERET H v hea—F T o FAPTRIICER L.
BEHITHIVLENDY 9,

CLI EHE I T X Coa~vr F&afH LT, CiscoISE +—/3STEXEC £— R TDY AT A L
NULDRE Ob— " ~DT 7 ER) BIORar 7 4 Fal—yarE— RTOZEOMORTEN
REFITTHENTEET, BHHEIL, CiscolSET 7V r—vay V7 v T ORMGE
{1k, CiscoISET7 IV r—>a v =20y 7T v 755, CiscolSET 7V r— 3 v
VI NT 2T ~DNRXyF T T —RO#EH, T XTOVAT L a7 T ) r—a v
07 PDFR, CiscolSET A APV v— RELFV Yy N T U EFETTEET,

BT E— RICBGRRL , BHET Y Ty P NOKRBIZERY RiEiE (#) BRERIN
\i—aqo
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| CiscolSEav> KSAv A28 —Tx42R
CiscoISECL1—47ho> + [

CiscoISECLI 21— 7 hH™H > k

Cisco ISE FREE R —H )VInDT 1w > M a{ERKRT % 2 — WX, Cisco ISE CLI [ZBEIfJIZ 1 7
A TEERFA, CLIEHET AU FEFEHALT, CLIWLT 7 BEATE 52— T7H Tk
EHRIIHER T 24BN H Y £,

Cisco ISECLI .—H 7 hHo > FDYERL

CLI2—%T7h vy bafERT I, 207 4Fa2lb—y a3 T— RRTusername 2~ K
HEFITTHMERDY 7,

ATYT1 CLIEHET 7 &ML TCiscolSECLIICR 7 A » LET,
ARTFwT2 ar74Fal—rarE— REFKELT, username 2~ > REZFEITLET,
ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config)# username duke password plain Plain@l23 role user email duke@cisco.com
ise/admin (config) # exit
ise/admin#

ATFY T3 CLla—¥ 7Hhv L h&HH LT CiscolSECLIIC w2 7' A > LET,
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B ciscosecua—4 7y rotER

Cisco ISECLI .—H% 7 hH > FDIER

=T HT MUE, WOa<vr FeEgTe, BRESNTZED A~y RADT 78 AMERH Y
‘i‘a‘o

* crypto

* exit

* nslookup

* ping

* ping6

* show cdp

* show clock

* show container
* show cpu

* show disks

* show icmp_status
* show interface
* show inventory
* show logins

* show memory
* show ntp

* show ports

* show process

* show terminal
* show timezone
* show udi

* show uptime

* show version

* ssh

* terminal

* traceroute
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Cisco ISECLl THHR— h&hdN— KO 7ELUY T hoz70T5y b7+—L4 |

Cisco ISECLI THR—FENEN—FDOTT7ELVY T
cOITDTSY R T+ — L
Cisco ISE ¥—/ Nkt L, IR LT CLIICT 7 B ATE £,
* Microsoft Windows XP F 7213 Vista & FEATT 5 v AT A,
« Red Hat X° Fedora 72 £ @ Linux #3179 5 v AT A,
« Mac OS X 10.4 LIFED Apple = > B2 — 4,

« VT100 % 7213 ANSI A D5GKT /A A, VTI00 Z A 7 T /34 AL L WVANSI 7 /34 AT
X, EREL AREL. ERE]. FREL Delete 33 X Of Backspace & — & & Te 1 —  LHIl{H
F—BIOI— Y VBEF—%2FH X £9, CiscolSECLIIE, I — YV /Ll — DA
R L, BEWICRER T S ALFEFEHLET,

T RTOWRDTERRY A MMIOW T, /ust/share/terminfo/ */* @ terminfo 7 — & ~— &
CiAMEET — 2 X—R) ML TLEEV, a2 3A )L EZ 7 terminfo 7 7 A /L IXIR
DIGEIZH HAIREERH D F
9, /ust/lib/terminfo/v/vt100, /ust/share/terminfo/v/vt100. /home/.../.terminfo/v/vt100, F7=i%
Jetc/terminfo/v/vt100, terminfo (X, 77U r—a 7 u s 7 ALEBETHEARDT T
DFET IV A RE/R R RIERET — X RX— A TF, ZHUE, I— YL ZH LW B E)
T5, WEO—HENET. BEE A7 a—LT5, F— RELEETH, 48 (A, 5
S, ORI, TR EBRTRRE) 2ETT5H L0Vl BEE EIT T 25 AIDmARICERET
DA —T =l A (FTITHEESCT) iR L 9,

7= & 21X, v— N5 "ocatevt100" & AT B L FEHL TV AEKRICET A EHRVBFER
HET,

Cisco ISE CLI IZ1F, IRDBRRIGRE A ThDT 7B ATEET,
+ 1178
* 2621
* 5051
* 6053
+ 8510
* altos5
* amiga
* ansi
« apollo
* Apple_Terminal
* att5425
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B ciscorsEcl T R— R ENBN— YT FBEVY T FITFOTS Y hTF—L

* ibm327x
* kaypro
* vt100
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EXEC E— K@ CiscoISECLI o< > F

ZDFETIX, EXECE— R TEHE S CiscolSEa~> RIA v A#—T7 = A A (CLD) =
<Y FIZOWTCHHLET, Z0ETIE, a~r NI LIZ, ZOMATEOHEZHH, =<
Y ROWX, EH EDOTA RT 4 BROMERAGIZRLET,

« EXEC E— FCBA% 415 CiscoISECLI £ v 23 > (11 X—)

» application install (12 ~X—)

» application configure (14 ~X—73)

« application remove (29 ~<—)

» application reset-config (30 ~<—71”)

» application reset-passwd (32 ~<—17)

« application start (33 ~X—73)

« application stop (36 ~X—37)

» application upgrade (38 ~X—73)

s backup (41 =X—7)

s backup-logs (44 ~=—)

s clear screen (46 ~—3)

e clock (47 ~—2)

scls (49 R—7)

s configure (50 ~X—73)

s copy (51 =—2)

s crypto (57 ~X—73)

s debug (60 =X—72)

s delete (66 ~—7)

o dir (67 <—Y)

sesr (69 ~X—7)

sexit (70 ~X—70)

s forceout (71 ~~—737)

ehalt (72 <—7)

help (73 <X—)

e license esr (74 ~X—3)
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EXEC £— K CiscoISECLIaZ > K|

e mkdir (75 ~<—7)

s nslookup (76 ~X—)

* password (78 ~X—7)
s patch install (79 ~X—3)
s patch remove (81 ~X—7)

* ping (83 ~X—)

* ping6 (85 ~=—7)

s reload (87 ~—)

» reset-config (89 ~X—73)

s restore (90 ~X—7)

s rmdir (95 X—3)

essh (96 ~~—7)

stech (98 X—72)

s terminal length (100 ~—73)

* terminal session-timeout (101 ~X—73)
* terminal session-welcome (102 ~X—737)
+ terminal terminal-type (103 ~X—73")

s traceroute (104 ~X—7)

s undebug (105 ~—73°)

« which (109 ~<—27)

o write (110 ~X—73)
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| EXEC £— K CiscolSECLI 27> K
EXEC £— R TBISA S5 CiscolSECLI £ v~ a> [

EXEC E— K THIeEMN 5 CiscoISECLI v 3 >

Cisco ISECLI Tt v ¥ g v 2t T 5384, EXEC E— R7vbagd £4, EXEC E— FTIL,
Cisco ISE 4 — DT RTCUZT IV EA LTV AT L LYLDOBREEEIT L, BlEa V& 4/kT
HIERRDRH Y £,
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. application install

EXEC £— K CiscoISECLIaZ > K|

application install

\}

GE)

Cisco Identity Services Engine (ISE) 7 7'V 77— g X, 9 _XCOVHR— " IROT 774 T
> 23 LT VMware |2 Cisco [0S A A — L & BITHFNIA Y A b=/ INDHTo8, @ DO
EClda~>y RIA4 v A% —7xAA (CLI) 25 applicationingtall =~ > RZ3ATTX &
A,

CiscoISELIANDEEEDT 7V ir—a & A A h—/LF 5121, EXECE— K Tapplication
ingall =~ > REMH L E T, CiscolSELNDT 7Y r— 3 VAHIFRT 121X, application
remove 2~ R&EMHLET,

application [ install {application-bundle} {remote-repository-name} ]

BXDEREA

AR TIHIE

install BEDT 7V r—yarvwz Ay AR—LLE
ﬁ_o
application-bundle TV Ir—ay R RLVDT 7 A NV4,

K255 XFOFH T %Y R — M LET,

remote-repository-name VE— R UKRT MU 4, HK 255 LFOFEH
FThEYR—FLET,

77 AV S OBERIELDH D EE A

ARV kFE—F EXEC
Ay RERE J1y—2 EERAR
2.0.0.306 Zoavy R EAINE LT,

FRLEDHA KS1 Y

BELET )V r—2a XU RVET TI9AT VAL VA=V LET, 7Y r—3
VRURL T AME, BBELEZYVRY RN L EESNET,

TV r—va kA A M=/ EITHIBR L TW AR, application install @~ R
application remove =~ > R&EBINIHITT H &, ROEBEERX v —URERINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

1

ise/admin# application install ise-appbundle-1.1.0.362.1i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...

Saved the running configuration to startup successfully

Initiating Application installation...
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application install .

Extracting ISE database content...
Starting ISE database processes...
Restarting ISE database processes...
Creating ISE M&T session directory...
Performing ISE database priming...
Application successfully installed
ise/admin#

Cisco Identity Services Engine ') 1) —X 26CLI 1y 77 LR HA K .



. application configure

application configure

EXEC &— K application configure T2~ > R&HHAL T, kDO L E2ITVWET,

* M&T #AEDFAT

« Tu Ty A T D HEEHE o B & R

EXEC £— K CiscoISECLIaZ > K|

¢ CiscoOISECAGFHE L F—Z2 X I/ T v 7B OMETLT AT T AR— K& A ViR—

coAT g

s FEEBEANY v 7 2 (KPM) #
«ISE W v Z @t — % ODINEDOH ML & EL
UL YL AREDHDL L ERL

cUATYVLARED Y v b

application [ configure {application-name} |

FHE RO AR

BXDERA

AR KR TFIAILE

configure

BEDT 7Y r—a VERELET,

application-name

TSV = a v, K 255 LT OBELT
YR —FLET,

T 74N OB SH D EH A,

ARV kFE—F EXEC
avy FER Jjy—=
2.0.0.306

FREDHA FS14 Y

. Cisco Identity Services Engine ') 1) —X 26CL1 ) 77 LA HA K

Zoavwry RREASnELE,

Tavwy REFEHL T, M&T T —HFRXR—RA LA 0T v 7 ADOFTHDIEN, CiscoISE / — K
T®? CiscoISECA FIFFE L F—D 7/ ZR— M BLIRA VR — b, FHEEGHA N v 7 R
(KPM) #EIEROAR., BIOISED v o Z @tk — 2 ONEOH L & |\ 2175 2 &

MTEET,

1

Selection configuration option
JReset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store
Import Internal CA Store

[1
[2
[3
[4
[5
[6
[7
[8
[9]Create Missing Config Indexes

1
1
1
1
1
1
1
1



| EXEC £— K CiscolSECLI 27> K

E=-RYY

]Create Missing M&T Indexes

]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]Enable/Disable Wifi Setup

JReset Config Wifi Setup

]Establish Trust with controller

JReset Context Visibility

]Synchronize Context Visibility With Database
]Generate Heap Dump

]Generate Thread Dump

]Force Backup Cancellation

E

0
1
2
3
4
5
6
7
8
9
0
1
2
3
4
JExit

[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[2
[2
[2
[2
[2
[0

{51 (ADMIN CLI)

ise/admin# Selection configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes

]Create Missing M&T Indexes

]JEnable/Disable ACS Migration
]Generate Daily KPM Stats
]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints
]JEnable/Disable Wifi Setup
JReset Config Wifi Setup
]Establish Trust with controller
JReset Context Visibility
]Synchronize Context Visibility With Database
]Generate Heap Dump

]Generate Thread Dump

]Force Backup Cancellation

]JConfigure TCP params

Exit

i
[1
[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[2
[2
[2
[2
[2
[2
[0

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7
8
9
0
1
2
3
4
5
]

%E

D""

T—RAR—ZD

[Z L& BHIIC

=gy 7—a~—z208% |

Cisco ISE 4 — SN EBAZEENTWARWEETZITE=F Y V7 F—2_X—2% kv +T5

WERH Y £,
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EXEC £— K CiscoISECLIaZ > K|
B ==svv7—s~—zowe

\}

GE) vl 77ANVOR—HEEZEBST L2012, T4~V BIOEH FVDOE=HFY T ) —
RF—=HR—RAZFRIEFC 2y b T L 2HEL T,

TN T T R—ABEO X AT ZFET HIZIL, application configureise =~ RC
WOF T arwHEHALET,

cEF= AN LTy g T A=A F )ty NTAICIE, AV a1 A FEALET,

A\

GE) Ve b AT varvaElds e, FiEdghd5FE T, ISEYV—¢F
AN—BFICRI & 72< 720 £,

cE=F VT TR ADMEARARERA T 7 A G 5123, A7 a2
L ET,

e X =) UTEWET — X HR—=TUF AT, AT a3 EERLET,
NR=TUFTvait, 7—FDI7 V=0T v AR LET, 2, REFET 2B S0
H7ar 7T heFRRLET,

cET= XN T T ER—2 5y bTBIE, ATV a4 HEHLET,

Vey A7V arzfldse, T—2_XR—=2ARNTIHHGEROYIEIREEIC) 2y h&Eh
ét VTR TCOT—EPREEICHIRENET, 77 AR T 7 AV VAT Ak 8 E
@%wa Bh., T A=Vt hTAHZLENTEET,

N

G¥) Vty b A7 varvafdsde, HEHTHLET, ISE—F
AN—BEICRI & 22< 720 £,

cE=H VT T AR ADWERE ST DI, AT va s EHFHLET,

151
TR Ty gy T—EAR—2% )y AT, ATV a L B LET,

ise/admin# application configure ise

Selection ISE configuration option
[l]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store
[8]Import Internal CA Store
[9]Create Missing Config Indexes
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z=ayvy 7—a~—zo8zE [

Create Missing M&T Indexes

Enable/Disable ACS Migration

Generate Daily KPM Stats

Generate KPM Stats for last 8 Weeks
Enable/Disable Counter Attribute Collection
View Admin Users

Get all Endpoints

1
1
1
1
1
1
1
JExit

[10
[11
[12
[13
[14
[15
(16
[17

1

You are about to reset the M&T session database. Following this operation, an application
restart will be required.

Are you sure you want to proceed? y/n [n]: y

TimesTen Daemon stopped.

TimesTen Daemon startup OK.

Restarting application

Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

iptables: No chain/target/match by that name.

iptables: No chain/target/match by that name.

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.

2
You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

3

Enter number of days to be retained in purging MnT Operational data [between 1 to 90
days]

For instance, Entering 20 will purge MnT Operational data older than 20 days

Enter 'exit' to return to the main menu without purging

Enter days to be retained: 20

You are about to purge M&T data older than 20 from your database.

Are you sure you want to proceed? y/n [n]: y

M&T Operational data older than 20 is getting removed from database

4

You are about to reset the M&T database. Following this operation, application will be
restarted.

Are you sure you want to proceed? y/n [n]: y

Stopping application

Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...
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EXEC £— K CiscoISECLIaZ > K|

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting Database only

Creating ISE M&T database tables...
Restarting application

ISE M&T Log Processor is not running

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

ISE Application Server process is not running
ISE Certificate Authority Service is not running
ISE Profiler Database is not running

ISE M&T Session Database is not running

ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.

5
You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y

Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........

Gathering Operational schema (MNT) stats
Completed Refresh Database statistics

TATF7A) T ARY bDT A THEHER
TaT gAY TANR I T =T L2 A T oTTA
application configure = < > R @ Display Profiler Statistics 47"/

THEHE R R B,
2 VEMALET, 074

. RV = HP— 2 )= FEFTRESN, E=FV T )= FTEIOT—FIFFRS

NEEA,

SOy T, PRNEREG I — b oSy FEREE LTOEBHFED IMX I Y 2 £
1ZAM5 JConsole Z1EAT 5720, ZOT—Ha2X X 7T v T 5720120 — b XuF AT

LMETH Y FH A,

il

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
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mEcAx 70Ty 2 k— Lo vR—+ [

Create Missing Config Indexes

]Create Missing M&T Indexes

]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1

[9]
[10
[11
[12
[13
[14
[15
(16
[17]Exit

Create an RMI connector client and connect it to the RMI connector server
Get an MBeanServerConnection
Retrieve MXBean

Press <Enter> to continue...

Timestamp, Elapsed, EndpointsProfiled,NetflowPacketsReceived,
EndpointsReProfiled, EndpointsDeleted. ..

Press Ctrl + c

WECARXKRT7DIYRAR—EELVA VR—

TIA4<VEH ) —F (PAN) 75 CiscoISECAFEHEZERB L% —%2 =7 AR — s LT, PAN
WCPEENEA LG X VER ) — RIZA VAR — b TX 5 X 912751213, EXEC
£ — KT application configure =~ > RZH L £,

THANVER ) —RET T~ VEH ) —F (PAN) ([ZHAEIED5A81E. 7D PAN 2 5
T AR— K L72 CiscoISECA FEFFAERB L OF—%2 A VR — b THXLERH Y 97,

* Cisco ISECA GEEB LU —Da bt —42 =7 AR — M4 5ITI1%, application configure
isea~vr R CASvar7TE2ERLET,

* Cisco ISE CA FEERB L OF—Da v —% 1 73R — M $5IZi%, application configureise
awy RTAT a8 &MALET,

511

CiscoISECA iFHER LI UOF—Dat—42 7 AR— b4 2I20%, A7 ar7#FEALE
7,

ise/admin# application configure iseSelection ISE configuration option
JReset M&T Session Database

JRebuild M&T Unusable Indexes

]Purge M&T Operational Data

]Reset M&T Database

JRefresh Database Statistics

]Display Profiler Statistics

]Export Internal CA Store

]Import Internal CA Store

]Create Missing Config Indexes

0]Create Missing M&T Indexes

1]Enable/Disable ACS Migration

2

i
[1
[
[
[
[
[
[
[
[
[
[
[12]Generate Daily KPM Stats

2
3
4
5
6
7
8
9
1
1
1
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[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[171Exit

Export Repository Name: sftp
Enter encryption-key for export: Testl1l234
EXport on progress...............

The following 4 CA key pairs were exported to repository 'sftp' at
'ise ca key pairs of ise60':
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

512
CiscoISECAFEHER I F—Dat’—%2 4 U R— T A101F. A7V a v 8&2FHLET,

ise/admin# application configure ise
Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1Exit

LU WN O e e e

Import Repository Name: sftp
Enter CA keys file name to import: ise ca key pairs_of ise60
Enter encryption-key: Testl1234
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ImpOort ONn ProgresSS.........eeee..

The following 4 CA key pairs were imported:
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

RELI=ZA VT VI XADER

AT I ADREZ R DT v 77 b— ROKMAEERET 5121%, EXEC *E— K T application
configure 2~ > R&EMHH L E7,

s RIELTZCEPMT — 4 X—A A T v 7 ZA&ERT B, A7 aoxffALET,

RFELIEEF=H N T T—HR—A AT v I ABERT DL, 72 a2 10 2 H
L\ij—o

511
CEPM 7 — X RX—R A T v J ABAERT DL, A7 ar9&zHHLET,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
Enable/Disable ACS Migration
Generate Daily KPM Stats

Generate KPM Stats for last 8 Weeks
Enable/Disable Counter Attribute Collection
View Admin Users

[1

[2
[3
[4
[5
[6
[7
[8
[9
i
i
i
i
i
i
[16]Get all Endpoints

1
1
1
1
1
1
1
1
0
1
2
3
4
5
6

1
1
1
1
1
1
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[171Exit

9

You are about to create missing config indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to create missing config indexes
Completed creating missing config indexes

512

RELIEE=Z ) T T—=ERN=2A A T v 7 AT D1

TO

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

JExit

LU WN O e e

10

You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing MnT indexes
Completed creating missing MnT indexes

ACS D#BITZA Rr—TIIZT B

ACS 27 4 F a2 b— 3 & ISEICBITT 121X, EXEC *E— KT application configure =
~ Y REMHLET, ISE~DACSKEDBATEA RX—TNVEIZT 4 B—7 T DI,

N

F7Fa 11 ZEHLET,

EXEC £— K CiscoISECLIaZ > K|

i, AV a 10 R LE

G¥)

CiscoISE U U —RA 1314 1ZACS YV V—RA55BLN56 »oLOBITEZAR— L TWET,
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151
ACSRTEEAX—TNCT BT, A7 a1 2R LET,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

11
ACS Migration is currently disabled. Are you sure you want to enable it? [y/nly

ACS Migration enabled. Please make sure to disable it after you complete migration
process.

FENTA—T O RBAEEEZDHT T —2

FERT p—< AHERE KPM) ZEUS35121%. applicationconfigure =~ > K Generate
Daily KPM Stats 47" =1 > & 72 1% Generate KPM Stats for last 8 Weeks 47> 2 A L £,
ZOT=HFTE=H VT )= FhbESNET, ZOa~vr RTE, BREICERL TWD
T RRA v OFEHEFRS A SHvE S, B AL E 73 2% 8 B O KPMAREHE RO L AR —
NMERZBIRTEET, LAR— MIR—ILT 4 AT ITRFESNET,

KPM #EHE R 2 AR T 21T =2 ) v T =2 _R—2%Z2 Uy b LEEEAE (A7 a v
4) AT varnREBEFRALTLT—XITRSNETA,

1

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store

Import Internal CA Store

[

[2
[3
[4
[5
[6
[7
[8
[9]Create Missing Config Indexes
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EXEC £— K CiscoISECLIaZ > K|

]Create Missing M&T Indexes

]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users
]Get all Endpoints
1

[10
[11
[12
[13
[14
[15
(16
[17]Exit

12

You are about to generate Daily KPM (Key Performance Metrics) .
% Warning Generating KPM stats may impact ISE performance during the generation of the
report. It is suggested to run this report during non-peak hours and when not
conflicting with other scheduled operations of ISE.
Are you sure you want to proceed? y/n [n]: y
Starting to generate Daily KPM stats
Copying files to /localdisk
Completed generating daily KPM stats. You can find details in following files located
under /localdisk
KPM onboarding results 27 MAR 2015.xls
KPM trx load 27 MAR 2015.xls

ho 3 REDIE

ISEh D2k, SESEREHEOLIVEAZINELET, N0 BEEOMHEIZEZ2LMME (5
S E 5 a2z 50 TIESN, T—XIZISEW V¥ LiR— MIFERENET,

Cisco ISE 17 7 #+ /L b “G‘:MEODJE}%OM ZIWEE L ¥, application configureise =~ K%
i/l LT, CiscolSECLIING Z DT —FINEAENZT 52 ENTEET, VT ZBIEDOI
E£EANE TN T DI, A7 Va4 2RRUET,

51
BB BIEOINE A ENCT AT, a4 &2FEALET,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
71Exit

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1

14
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Do you want to Enable(e) or Disable(d) counter attribute collection? [e/d]d
Completed disabling counter attributes. It will take at the most 30 minute to get effected.

DA XL RAEERE

UA Y VARE (Wifi iXE) A EITEEIF 5121, application configure =< > KT
[Wifisk & DA %0/, (Enable/Disable Wifi Setup) |47 a > (A7 v a3 17) #HALE
ﬁ‘o

Wifi i E% Ut v F35121%, application configure =< > KT [Wifi®ED Y £~ b (Reset
Config Wifi Setup) |47 arv (A7 ar18) ZHEHALET, ZOF 73 0%, ISE /-
IEWLC &ZELZ VY FLERA,

511
Wifi iREZ N THI2E, A7 var 17E2EHLET,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints
[17]Enable/Disable Wifi Setup

[18]Reset Config Wifi Setup

[19]Exit

17
Wifi Setup is currently running. Are you sure you want to disable it? [y/n]y
Stopping container wifisetup-container

151 2
Wifi & EN [ (Disabled) JIREED & X0, A7 a v 17 2 LT Wifi IRE % HEAZD
I TEFET,

ise/admin# application configure ise

Selection ISE configuration option
[l]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
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Display Profiler Statistics
Export Internal CA Store
Import Internal CA Store
Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]Enable/Disable Wifi Setup

JReset Config Wifi Setup

JExit

O 0 J o Ul WNEFE O« — —

Wifi Setup is currently disabled. Are you sure you want to enable it? [y/nly
Starting container wifisetup-container

513
Wifi X ExVty 512, A7var 18 &= FEHLET,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]JEnable/Disable Wifi Setup

JReset Config Wifi Setup

]

1
1
1
1
1
1
1
1
0
1
2
3
4
5
6
7
8
9]1Exit

[1
[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1

18

Starting Reset Config Wifisetup

Stopping container wifisetup-container

wifisetup-container

Untagged: wifisetup:0.0.15

Deleted: dff12613ae85e7a4689f48c12b05b4d3cf597£3f2ca58e942de468e8ca75bf3c
Deleted: 95fb5a455840ef26a745846736536877939e4c666751116928346d5d3e758db3
Deleted: £c3f8168728e933f353adfed0a45114682fcab3d2add7549£1855a1f7cf56451
Deleted: 4cdca485c0858£964de66979c2df213832e64af92fb6ddf923c84£668£041036
Deleted: £2a5326a7£662739242bf2581eedaled1d407£92054b947187bfe01e8e0d0710
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| EXEC £— K CiscolSECLI 27> K

=JL ==
X JE

BHDTCP /NS A —4

TCP /X7 A —# %% ET 521X, application configure =~ > KT [Configure TCP params] 4~
vary (AFvar2s) AEMLEY, BHCLIZHEHL TS Z L 2R LET,

EBEEFINTT HITIE, EE CLI D reload ZfEH L T/RT A —H DZEFIF|IZ Cisco ISE H—

ZUo—KLET,

511

gEFanTe54—4 ||

Wifi % & BT 5120, A7 a v 17 E#FEHLET,

ise/admin#application configure

Selection configuration option
JReset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store
Import Internal CA Store
Create Missing Config Indexes
]Create Missing M&T Indexes
Enable/Disable ACS Migration
Generate Daily KPM Stats
Generate KPM Stats for last

View Admin Users

Get all Endpoints
Enable/Disable Wifi Setup
Reset Config Wifi Setup
Establish Trust with control
Reset Context Visibility
Synchronize Context Visibili
Generate Heap Dump

Generate Thread Dump

Force Backup Cancellation
Configure TCP params

xit

[1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

i3 [

25
This CLI allows admins to modify

ise

8 Weeks

Enable/Disable Counter Attribute Collection

ler

ty With Database

the TCP parameters recycle/reuse/fin timeout

For the changes to take effect, RELOAD ISE server on modifying any of the parameter using
the admin cli 'reload'. Until reload is done, the changes will not be persisted.

Select the option to configure/d

isplay tcp params.

1. tcp recycle

tcp £

O»bool\.)

Exit
[1/2/3/4

tcp reuse

in_timeout

display tcp param values

/0]: 1

Enable/Disable tcp recycle parameter? [e/d]: e
param recycle is already enabled..
Select the option to configure/display tcp params.
1. tcp recycle
2. tcp reuse
3. tcp fin timeout
4. display tcp param values
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EXEC £— K CiscoISECLIaZ > K|
BEEHDTCP /AT A—4

0. Exit
[1/2/3/4/0]1: 2
Enable/Disable tcp reuse parameter? [e/d]: e
param reuse is already enabled..
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
[1/2/3/4/01: 3
Set tcp fin_timeout (60 default) <0-180> : 60
updated timeout param..
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
[1/2/3/4/01: 4
Current values of the tcp parameters:
Recycle = ENABLED
Reuse = ENABLED
Fin timeout = 60
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
1/2/3/4/0]:

O bW N

O bW N

— O B W N
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| EXEC £— K CiscolSECLI 27> K

application remove .

application remove

\}

GE)

T w77 L — RICET DRI ZREERBIRVER Y | Cisco ISE ZHIRT 57202, a~vr RT
A A H—T7xAA (CLI) M5 applicationremove 2~ > R&E(TTHZ LIXTEEHA,

Cisco ISE UISNDRFEDT 7'V r—3 a U ZHIBRT 5 121%, EXEC E— KT application remove
avy REfHLETS,

application [ remove {application-name} ]

Cisco ISE LA DD 7 7 ) r— a U EHIBR LIZ BWEAIL. oo~ RO no B A&
)EH L/\i—gqo

no application [ remove {application-name} |

BXDEREA

remove TV =y a CERIBRETIET A VA h—
NLUET,
application-name TV = a4, ek 255 LFOFEET

Y AR—FLET,
TV —a VEAIBREIET VA VA b—

NLET,
ATV RFIHINE T AN NOBEREETSH Y EE A,
AT R E—FR EXEC
AN v FRE Yy—2 TERE
2.0.0.306 Coavy RREASRE L,

FEREDHA K4

TV =g CEHIREIIT A A =L LET,

1

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|
. application reset-config

application reset-config

CiscoISE7 7V r—ay arv7 4 Xalb— gz LGHARFOMERECY vy 895
D, FETIEEEFO LG R RO E & friF 7 5 121%, EXEC E— R application reset-config
avr REFALET, BeBLAGEHECNZ T, —NiEHEZ VY N LY, BEFEO
P G EA R LV TS LB TEET,

application [ reset-config {application-name} |

X D& reset-config CiscolSET7 7V r— gy av 7 4 Fal—
var&UEy hL, CiscolSE T — & ~_X— 2

VT LET,
application-name Uty hTB7 7V r—vary ary7 4Xa

L—a v DO4HEL, K255 XFORBT %
YR —bFLET,

ATV R FI4IN T AN FOBESEIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FREASHE L,

FEHEDHA K54 > applicationreset-config =~ > R&fEHT % &, CiscolSET 77 A 7 2 A L VMware % FiA A —
AT, CiscolSE a7 4 Xalb—va DUty h&| CiscolSET—FX—ZAD 7 Y
TISFRETY, Uty T, #H LW Cisco ISE 7 — ¥ R—2AFHF L L P2 —H% /2T — R
ZANNTLMERN DY £,

)

(GE)  application reset-config =~ RKIZ XL V| CiscoISE 227 ¢ ¥ =2 L —3 3 VX L AR O )
HRREICY By PENETR, AXL—TF 7 AT A (CiscoADE-OS) =7 f Fa L—
aATFEDOFEEICARY FET, CiscoADE-OS 7 4 X2l — g 2%k, Xy hU—U &
JE, CLI’XATU— KRR v— BLUONY I T v TBREREOHEANGEENTHET,

CLI/»5 CiscolSET 7V r—va VExE Yty b2 &, T TICHEE LTV 25EIT Active
Directory K A A 722G ISE / — R &2 GIErd 2 BiRAEE NI4T I EJ, 7272 L, CiscolSE / —
ROT 73w ME, Active Directory K X A UM HHIBREAVER A, Active Directory D7 L7
3¢ LT CiscoISE B FLE R — 2 )L in b DRI 2 FATS 2 2 L 248 L3, BiaBetid,
Active Directory KA A 226 ) — ROT A7 M &HIBRLE T,
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| EXEC £— K CiscolSECLI 27> K
application reset-config .

1

A—HFRNo AT a v ZBIRLEES, o~y M — NGEHELHIR L, B OE4 00 E
DOHEBFEMRLET, 22—V N Yes T 7va VEBRR LSS, o~ v FIIFrEDOEFTIcT 7
AR—=FTDHZ LI Lo THEOY— GEHELARFFLE T, — GEEIL. ZOHH»N 5
AR —FENFET,

Initialize your ISE configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI
Retain existing ISE server certificates? (y/n): y
Reinitializing local ISE configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled

PassiveID API Service is disabled

PassiveID Agent Service is disabled

PassiveID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

Stopping container irf-core-engine-runtime

Stopping container irf-rabbitmg-runtime

Stopping container irf-mongo-runtime

Stopping VA Service...

Stopping ISE VA Database...

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Enter the ISE administrator username to create[admin]:
Enter the password for 'admin':

Re-enter the password for 'admin':

Extracting ISE database content...

Starting ISE database processes...

Creating ISE M&T session directory...

Creating ISE VA timesten database...

Performing ISE database priming...

Starting ISE Indexing Engine...

TimeoutStartUSec=20min

TimeoutStopUSec=20min

Cleaning up TC-NAC docker configuration...

Starting docker daemon ...
irf-core-engine-runtime is not running
irf-rabbitmg-runtime is not running
irf-mongo-runtime is not running

VA Service is not running

ISE VA Database is not running
Stopping docker daemon...

Calling wifi setup reset-config
application reset-config is success
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. application reset-passwd

EXEC £— K CiscoISECLIaZ > K|

application reset-passwd

MEST2/NA Y — R AT SN ToOIEBRE T 17 MBI e > 7%, Cisco ISE THi
ESNTea—FT v b GAFIIBFOERET ho v ) OFBER—Z e /A /R
U— K&Vt b3 5HI2iL, EXEC E— KT application reset-passwd =1~ > K& H L F9°,

application [ reset-passwd {application-name} {administrator-1D} ]

BXDEREA

AR TFI4IE

reset-passwd FBEET O N AT —RE Uy FLE

T

TSV = a v, K 255 SUFO BT
Y AR—FLET,

application-name

administrator-I1D NRAT—FR&EVty 5708707 >

T-EBET U NDOLF,

F 74V NOBFEEITEIZH Y T A, CiscolSE TEHET H UL " &2TF 4 —7 T
HVLERHY £,

avURE—FR EXEC
avy FRERE )1)—Xx EZENAE
2.0.0.306 ooy FRAEASHE L,

FEREDAHA RS2

Cisco ISE EHEER—H N DONRRAT— K&y b T 5 L EIIRO/FHILFEHEHATEET,

~

@

$

&

*

+

\

n

>

5

<

>

FEHEOZ—FIDIZK LT, fEESNEHEZBA CHEST/NAY—REANTLHE, &
HER—A ML > TV AT LN By 777 b &Ed, CiscolSElX, TOEHE 2 —
P IDIZRHE#EMT DA T — KRV 'y FENDHETEOEKIERE —IHEIE L ET, &
FRISE /— KD CLI TOREHE AT — &2y hT&ET,

UTF-8 & FiE = — Y%, Cisco ISE BHLER—Z LI EDHIRAY — REEHECTxF9,

1

ise/admin# application reset-passwd ise admin
Enter new password: ****x*%*

Confirm new password: *****x*

Password reset successfully.

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

application start .

application start

Ko7 7Y r—ya AT 5121E. EXEC & — KT application start =2~ > R % {# ff]
LEd, 77V r—a VORBAZENIZT DI, Zoavr RonoBRE A LET,

application [ start {application-name | safe} ]

no application [ start {application-name | safe}]

B DEREA

AR TFIAILE

start TV r—2 gy Ry RVEAR—T T L
F9,
application-name A X—=TNWIZT D, FHIZERINTZT 7Y

=33 YDA, K 255 LTFORBT &
YR—FLET,

safe =T - RFRTT U r—varEEHLE
7,

77 4N FOEERLEIZH Y EE A,

ARV FE—F EXEC
2wy FBE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

EREDAARZA4 >

TV r—var kA F—T NI LET,

Zhavwy REHH LT, CiscolSEZBAtET A LixTaFEHA, BlEL LD 95 &, Cisco
ISE 3T TIZFETIN TS LR RSINET,

application startisesafe =~ > K&l L T, CiscoISE #t—7F— K CTRETEET, 2D
T— FTIE, BHER—Z VST DT 7 & 22—\ LT, REREFEZIT-
I, T =y a VERERTE ET,

IOREF T a i, FHEHE L LTS T CiscoISEFHER—FXLDT 78 ANLTRT
Da—Yray 7y NLiEED U BN FEZRY 3, ZORPUL [ EE (Administration)]
> /BT 7 7 A (Admin Access)] > [i% i€ (Settings)] > [7 7 & A (Access)] ~*— ¥ CE > 7=
MP7 27 ®A] VA NERELESEAICRELEYS, £/2. &E) A7y a2k, i
B ZADOBIEMN A /XA X, Cisco ISE BHER—Z Nzl A4 o+ 5-DICF 7 40 k
Da—HFAF L OIR T — FERIEICREY £7,
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. application start

EXEC £— K CiscoISECLIaZ > K|

511

t—7 E—KFT®OCiscoISE7 T 5r— 3 UDEEH

(%4 47 a O, o CREBSNZFREERH DT 7 v ZAHRE A /R4 5 2
LG9, CiscoISE V—ERERIETA-DOICE—7 T— REHEA L7EE. IROBENRRD
hi‘g—o

EHENB S THE AT I LA, ELWIP 77 B RAHIRIce /A o TE5 L9
WZIP 7 7 & ARSI T 4 B —T M7 £,

s FIPS A F—T/VDKRANT, &) A7 a7 7V r—a COEBRHIIES L
I=%6. FIPS AT = v 7 B —KICT 1 =7 W22 0 £97, @, FIPS AT
F I NRK LTSS 1T. CiscoISE —E X 3B EanERH A, =2—F I T 7Y »r—
Va ORI 724 A7 a VEBHLUTCFIPS AT = v 7 2/ A TEFE
R

¢FIPS3A X —TNNDHRARNT, [HE| 7> arBN7 7Y r— g OiRBIFICES L
T29a. "= R TEEY 2R L —FEAEETF = v IR T =T IR0 £,

* Cisco ISE I%. FIPS &E— KM ISE THII7Z2 > TW WA TH, FIPS £— K TH/E SSH
F 721X SFTP £k 2 Btk L £ 9, ISE Li#{E3 5 U E— b SSH F 721X SFTP H#— 373 FIPS
140-2 HKGRREBAL T T Y ALEZFAI L TWVWD Z E 2R LET,

CiscoISE TliZ, #AIAAD FIPS 140-2 DARGEG Z+IE SALE ¥ 2 — L MEH SN THWET,
FIPS 2754 7 L ADERDFEMIZ OV TIE,  [FIPS Compliance Letter)]] 22 L T<
EEVN,

s FEHER—ZAOFEEFHT L2546, 77V r—ya ViEEREED %4 7Y a0 T—
BRI o — P4 & R AT — R R_R— ZOFRIEME A S £+,

GE)

THHOEEI TR LD THY . CiscolSET7 XUV r—a DA AR AP ITICEE
LF4, CiscolSEVr—t 2% 14| 73 a2 L TCHERTAHE, F7 40 FOBEREN
TRTEILINET,

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled

PassiveID API Service is disabled

PassiveID Agent Service is disabled

PassiveID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

Error response from daemon: no such id: irf-core-engine-runtimeirf-core-engine-runtime
is not running
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| EXEC £— K CiscolSECLI 27> K
application start .

Error response from daemon: no such id: irf-rabbitmg-runtimeirf-rabbitmg-runtime is not
running

Error response from daemon: no such id: irf-mongo-runtimeirf-mongo-runtime is not running

VA Service is not running

ISE VA Database is not running

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ise/admin# application start ise safe

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Indexing Engine...

Starting docker daemon ...

38a408c9alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

Starting ISE EST Service...
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. application stop

application stop

EXEC £— K CiscoISECLIaZ > K|

BT 7Y r—ya AT 5121k, EXECE— K Capplicationstop =~ > RZ&fEf L

I3, TAU A — g L OEIEERECT AT

application [ stop {application-name}]
no application [ stop {application-name}]

I, Zoav RO nEREFHLET,

X DA stop

TV — g BT 4 —T I LET,

application-name

Fae—T NIt A, BRCEREINET S
Vo —a DAL, K 255 XF-O 55T
Y AR—FLET,

ATV R FI4ILE T 7 AN NOBERHEIZH Y EH AL

AT RE—FR EXEC
avy FERE J1)y—2 EEAR
2.0.0.306 Toawy RPREAINE LT,

ERELEOHA RSy 77V r—varisT 4 B—7/MILET,

BRNTHE Y = — LA — R —FENA R—

émij_o

PAN Auto Failover feature is enabled,

TINS5 TWD & IRDEE A v —UNFoR

therefore

this operation will trigger a failover if ISE services are not
Do you want to continue (y/n)?

B Tn) EAALET,

restarted within the fail-over window.

AT 2HmalE Tyl . Froenri 258

il

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...
Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...
Stopping ISE Database processes...

ise//admin# show application status ise

ISE PROCESS NAME

Database Listener
Application Server
Profiler Database

STATE PROCESS ID

not
not
not
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| EXEC £— K CiscolSECLI 27> K
application stop .

AD Connector not running
M&T Session Database not running
M&T Log Processor not running
Certificate Authority Service disabled

pxGrid Infrastructure Service not running
pxGrid Publisher Subscriber Service not running
pxGrid Connection Manager not running
pxGrid Controller not running
Identity Mapping Service not running

ise//admin#
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EXEC £— K CiscoISECLIaZ > K|
. application upgrade

application upgrade

YeEDOT TV r—a N\ RvET v 7 Lb— RT512iE, EXEC *E— KT application
upgrade =~ > RZ&fEA L £,

application [ upgrade {application-bundle | remote-repository-name} |

i
N

TR D5 upgrade VE—hURY NI NOFEDT 7Y r— =

VRV RLVET T L—RLET,

application-bundle T = a s, R 255 CFO ST
Y AR—FLET,

remote-repository-name UE—F URTY FUS, &K 255 LFOFE
FThEYR—FLET,

cleanup PIENCHE ST v 77 L— K R RvE
HIBRL, LT v 77 L— R N RLa i
L ET,

prepare VAPl NPAVE VI% - Sy =Sl R

WEREZQ—IN T 4 AZITHR LT, T
TU—RT57 7V r—va v EdHLET,

application-bundle TV = a s dh, ek 255 T OFEET
Y R—FLET,

proceed B—N Ty ANEER LT vy L—F
AT LET,

ATV RFEIFIN T 7ANNOEEREITH Y EEA,

AvURE—FR EXEC
av Y FRERE )1)—Xx EEHAR
2.0.0.306 SOawy FAREASHE LT,

FEHEDAARKSq4y 77V r—varva7y77L—RL, 770V r—vararys¥alb—varyr7—4%
RIELET, FMICOWTIL,  [Cisco Identity Services Engine Upgrade Guide] #Z& M L T< 72
W,
c R LI/ ARMNDN—2 a VEFERT 25807 v 77 L— R N0 RV ERTIC
%, cleanup &7 a &AL ET,
e —HNTT v T L— RN RLEZ Y ra— NUTHIIET 221X, prepare 472 =
CEREHLUET,
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| EXEC £— K CiscolSECLI 27> K

application upgrade .

sprepare 47 a T L7=T v 77 L— RN RV LT CiscolSEZT v 77 L—
R4 %121%, proceed &7 = &/ LEd, HE application upgrade =~ > Rz {i ]
THROVIZ, ToT 7 L—KRV RVERABEL L IOF T v a v EHERATEET,

T T T L= RKNRB LIEHA, ZOF T a 37 v 77— Ry RAzElRL
7

e T T T L= RWMMALNOHBA TR LGS, 20T a 37 v 77 L— KA
VRVERFEELET,

TV r—varET v L — RLTWABMIZ, applicationupgrade =< > K& BINZHITT 5
L ROELE A v —URFRINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

\}

T w77 L— ROETHIL, backup £72idrestore 2~ RERITLRWVWTLEZSW, 207
JvavEFRITTLE, T R—ANMET A REERH D 7,

GE)

Z @ applicationupgrade =~ & R&AEHT 500, ZOFH L WY UV —A TR TWDH U U —
A ) —=bDT v 7T — RFIRZHERTLH2LENRHY ES, VU —R /— MIUIEH N
HHERFIEAGENTEY, TRUHEI LERH Y £,

511

ise/admin# application upgrade prepare application upgrade prepare
ise-upgradebundle-2.3.0.x.x86_ 64.tar.gz upgrade

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Application upgrade preparation successful

512

ise/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

[

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing
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. application upgrade

indexes after upgrade using app configure ise cli

STEP 6: Running ISE configuration data upgrade...

- Data upgrade step 1/14, UPSUpgradeHandler(2.3.0.100)...
- Data upgrade step 2/14, UPSUpgradeHandler(2.3.0.110)...

- Data upgrade step 3/14, NetworkAccessUpgrade(2.3.0.145)...

EXEC £— K CiscoISECLIaZ > K|

Done in 53 seconds.
Done in 1 seconds.
Done in 0 seconds.

- Data upgrade step 4/14, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 5/14, IRFUpgradeService(2.3.0.155)...
- Data upgrade step 6/14, UPSUpgradeHandler (2.3.0.158)...

- Data upgrade step 7/14, NetworkAccessUpgrade(2.3.0.178)...
- Data upgrade step 8/14, NetworkAccessUpgrade(2.3.0.182)...

Done in 0 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 0 seconds.

- Data upgrade step 9/14, CertMgmtUpgradeService(2.3.0.194)... Done in 3 seconds.

- Data upgrade step 10/14, UPSUpgradeHandler(2.3.0.201)...
- Data upgrade step 11/14, NSFUpgradeService(2.3.0.233)...

Done in 0 seconds.
Done in 0 seconds.

- Data upgrade step 12/14, ProfilerUpgradeService(2.3.0.233)... Done in 0 seconds.
- Data upgrade step 13/14, GuestAccessUpgradeService(2.3.0.233)... Done in 7 seconds.
STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T database upgrade...
ISE M&T Log Processor is not running
ISE database M&T schema upgrade completed.

Gathering Config schema (CEPM) stats
Gathering Operational schema (MNT) stats .....

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.
warning: file /opt/xgrid/gc/pxgrid-controller-1.0.4.18-dist.tar.gz: remove failed: No

such file or directory

% This application Install or Upgrade requires reboot, rebooting now...

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW
The upgrade is now complete.
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| EXEC £— K CiscolSECLI 27> K

backup

\)

backup .

CiscoISE & Cisco ADEOS T — X 2 &Gie/ N\ I T v THFEIT LT, TDONRNw I T v T H Ry
VRIS D I21E, EXEC £— KT backup =2~ > RZ2HL T,

GE)

EXEC &— RCbackup 2~ > REMHEHTLHA1IC, FfTar 74 Xal—ralbxy NU—
I =Nl EOREIIGIICa E—F 50, CiscolSE—N2AZ— K7 v a7 4Fa
L—ya b LURGETARERH Y T, ZORF— T v 7 ar7 4 Xalb—va Ui,
Ry I T o TRBIONVAT L BT )5 CiscolSE # WL ERIE N T TNy a—T 4 v 7T HE
W TEET,

backup [ {backup-name} repository {repository-name} ise-config encryption-key hash| plain
{encryption-key name} ]|

backup [ {backup-name} repository {repository-name} ise-operational encryption-key hash| plain
{encryption-key name} |

BX DA

backup-name Ny 2T w7 77 A NDHAHE &K 100 X
DHEETH Y R—FLET,

repository NYIT 9T T ANERET H YRS LY
wHRELET,

repository-name Ty ANENy T T T LG, k80X
FOWETEYHR— M LET,

ise-config Cisco ISE #% &7 —# (Cisco ISE ADE-OS % &
o) NI T v LET,

ise-oper ational Cisco ISEmMET — X &2 Nw /T v 7 LET,

encryption-key Ny 7T v T afET 52— FEROK S
F—mfELET,

hash AT AR SLENT Ny T2 Eni) B

FX—RIEE NI T v P RHEDT- DD
valfEsd—) LE7, 40 LFETTHEL
S

plain HEHAT AL SN TRV L—r FF 2
MEBSX—%2E (N7 7 v REDTD
DTVL—rTHFAMESZX—) LET, 15X
FTETCTHELET,

encryption-key name R 7T TRON S 2/ FL— T —
~ v F DT T —,
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. backup

AR R TFIHILE

EXEC £— K CiscoISECLIaZ > K|

77 4V FOBERLEIZH D EE A,

AvYRE—K EXEC
av Y FEE DR EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDAA RZA4 Y

Bafbanz Ny vad&hiz) NAT—=REREE S LI TWhWinsL—r7 %2 hoss
AU — R &iseconfigiZ k> T, UARY kU ~DCiscolSE & CiscoADEOS T —H DNy 7 7
THEFETTHERC, 22— EROKSI—E2HEH L TNy 7 T v 7L IO T %
L9127 FE L7, Cisco ADEOS 7 —4 D72\ CiscoISE 77U r— 9 LV DHRDINN 7T v
T FEITT ST, iseoperational =~ REMAH L E7,

TIA=VERTEI XY T=FZ) T ) — Kb DHCiscolSEEVMET — 2 20 77T v
TTEET,

-3

Ry I Ty T EETEITIHEG, Bl T, =7 v F VAT LADOEETE DiEHEDY
A RN —=A VAT LADFHAED Y A M Lo TEEXINET, Ny o7 v 7B L OME
BRICHERERER (CA) OFEEICEEM I DN ME X —DNEENRN EICERETHI L
DIEFICEETT,

1 ODYAT LAINBHDY AT DNy 7T v 7@ REITO AR, =7 — &Rt 5720
W2, MOFT > a v ONTNNERIRT H20ERNH Y £,

AT 31

CAGFHZES Y —AISE/— ML CLIZEHAL T AR—F L, =57y h VAT A
IZCLI 2 LA AR —FLET,

Rt : VAV ATANBLT Y RiRA » MIEITSNT- TR CTOIERAEN S S (5HE S
NEF, =7 v b VAT AL > TRITESNZH LWVIEAEL, FUF—Ik > TE4
SnET,

SR HICHRE AT ARNCZ — 4 N VAT AT L o TRITESN R E I EE I N
W TeH, BRITTAMLERH Y F7,

AT 32!

EICMBLDO% ., WNEFCA DT _XTOFH LWEEHELZ AR L ET,

Rt : 247 v a IR I N 82 HETT, 0 Y —RADFEHEL O X —F >
NOFFHELFEHINEREA, TO Y —RA AT AL 5> TRITISNT-IEEITE| XX
BN ET,

AT IO T ARNC Y —F y F VAT AL o THRITENEEAREIZEE SN
W2, FRITTOLERSHD £,
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| EXEC £— K CiscolSECLI 27> K

Cisco ISE 35 F

Cisco ISE E1E

CiscoISEETF—2 013w 27y 7 |

— N (o]

T—3DINVIT v

Cisco ISERET — X &N\ 7T v 7T 521, kOa~v s ReffHLET,
backupmybackup repository myrepository ise-config encryption-keyplain lablab12 lablab12

1

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

backup in progress: Starting Backup...10% completed

backup in progress: Validating ISE Node Role...15% completed

backup in progress: Backing up ISE Configuration Data...20% completed

backup in progress: Backing up ISE Logs...45% completed

backup in progress: Completing ISE Backup Staging...50% completed

backup in progress: Backing up ADEOS configuration...55% completed

backup in progress: Moving Backup file to the repository...75% completed

backup in progress: Completing Backup...100% completed

ise/admin#

— N (o]
T—32DINV I T YT

CiscoISEEMET =2 &2y 77 v 74251203, koa~xr R LET,
backupmybackup repository myrepository ise-oper ational encryption-key plain lablab12 lablab12

1

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress: Starting Backup...10% completed

Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

backup in progress: starting dbbackup using expdp....... 20% completed
backup in progress: starting cars logic....... 50% completed

backup in progress: Moving Backup file to the repository...75% completed
backup in progress: Completing Backup...100% completed
ise/admin#
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. backup-logs

backup-logs

EXEC £— K CiscoISECLIaZ > K|

VAT LT w7 T v 7T 51K, EXEC E— R T backup-logs =~ > RZ&HH L E9,
ZOBEEEHIRT AT, Coavr RonoBEREHEHALET,

N

(G¥)  EXEC *£— KT backup-logs 2~ > REFEHT LI, FEfTar 74 Fal—Ta Xy b
U— 0 Y= EOZERRGINC 2 —950, CiscolSE—"NAX— | T v a7 4
Xal—valrbLTRGFETHAMLERDVET, ZORX—NT v 7 ar7 Fal—ay
X, NI T v 7TBLOVAT A a5 CiscolSE 2t £/ b7 Ty a—T 4 7T

LEICHERTE £,

backup-logs backup-name repository repository-name {public-key | {encryption-key { hash | plain }

encryption-key name} }

X m:ERBA backup-name

Ny 7T FTAH1OFRFEROT7 7 AL
DA, K 100 LFOHRB T2 PR —FL
F9,

repository

YR RY a<w K,

repository-name

T 7 ANENRy T 7T LT, B&IRK80 L
FOEBFEZYFR—PFLET,

public-key

K 5-{L.0> 7= 81 Cisco ISE 73 Cisco PKI AR & —
EHEATLHEERELET, 2047
E. R T NV a—T ¢ 7 BT CiscoTAC
WZHAR—F N RV ERIET 258108 L
F9, MEXF—EFHLTHHR—F N R
15 T& A DI Cisco TAC 721 CT9, A
VTV IATCHEE G — I N T TN 2 —
T 4 7T DAL, encryption-key 47 =
CEBRIRLET,

encryption-key

BEX—%2EELT. Nv Ty al i i
g% ]\/iﬁ—o

hash

Ny T o7 alifkiETH70DD/Ny v a
INTHEEX—, AT I Oy
vafbainiz) B X —EHEELET, 40
XFECTHELET,
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| EXEC £— K CiscolSECLI 27> K

—_

AR TIHIE

backup-logs .

plain

Ny Ty 7alefi#ET 5707 L—r
THXRAMESX—, RIS bsnT
L—rT7 X2 MO S bd—%2fEELET,

15 XFETTHELET,

encryption-key name

Ny Va2 FERF T L — RO B —,

77 A0 OEIERIEIL D D £ A

AT RE—FR EXEC
avy FRERE J1)y—2 TEAR
2.0.0.306 Ioavwy RPREAINE LT,

FEREDHA K542

afbani vy ia &) | FREKES SN T RN L—r T F X MO/RRAYT— R
HERALT, AT 002077 v 7 LET,

i1

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234
Creating log backup with timestamped filename: Test-141006-1351.tar.gpg

00 od° P o0 o0 d° oo o

o

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

ise/admin#

1 2

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying
Copying
Copying
Copying
Copying
Copying

database config files...10% completed
debug logs...20% completed

local logs...30% completed

monitor logs...40% completed

policy xml...50% completed

system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

ise/admin# backup-logs test repository disk public-key
Creating log backup with timestamped filename: new-pk-160520-0259.tar.gpg

A0 A0 d° d° o d° o oo

oe

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying
Copying
Copying
Copying
Copying
Copying

database config files...10% completed
debug logs...20% completed

local logs...30% completed

monitor logs...40% completed

policy xml...50% completed

system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

Cisco Identity Services Engine ') 1) —X 26CLI 1y 77 LR HA K .



EXEC £— K CiscoISECLIaZ > K|
. clear screen

clear screen

WRREEONEZ 7 U 74 5I121%. EXEC E— FCdclear screen i< a2 L £,

clear screen

BX DA Zoaxy RZE, F—UV—FBXUOGHEITH Y THA,

ATV R FI4NN T ANV NOEBEREITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREEDHA K54 clearscreen(IfE L =~ FTY, clear screen 3 CiscoISE TR TEE TN, a~v K74~
TEMMFEZANLTERRLED E LR, CLIA V2T 7T 4 T VT I3 RRENEY
/\/O

451
WOBHNL, SMRONEEZ 7 VT 5 HEEZRLTOVET,

ise/admin# clear screen
ise/admin#
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| EXEC £— K CiscolSECLI 27> K
clock .

clock
VAT AT By R fE‘é‘Z) IX. EXEC =— R Cdock a2~ R LEd, VAT LY
By 7 ORELZEDT DI, ZDoa~vr FOnoBAZERLET,
clock [ set {month | day | hh:min:ss| yyyy}]
X DA set VAT Ay I BRELET,
month BIED H DAL, 3T E TOFEFEZYR— K
LET, & xiE, January (X Jan EFEELE
ﬁ‘o
day BUEDOH (B o ARZRMEIE 0~ 31 DA
TY, RR2HOEFEYR—FLET,
hh:mm:ss BIEORER] 4 KIER) | 0. BLOH,
YYYY BEOE GEEE L2V |

ATV R FIHIAN T AN FOBESEIZH D EE AL

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDHA K54V

FE CiscolSET 7 I7AT LV ADV AT MR #EHE T DH L, CiscolSET 7V r—ya v ZHHAT
ER R /=

VAT Ay P EFELET, BEREAMITDHITE, 7uv 7 %Yy MMEIZ Cisco ISE
‘H‘ﬂ/\%ﬁiiﬁ@“éb%b\% DNET, VAT AEMEZEE LGS, BADR D Cisco ISE

—F 54 T BEELET,
W BEET 51T, KOTFEEN L ET,

AU R7OVERFTSATYISE/ —FK

\}

GE) ALV AP—NEBOVATLAFAOEFE|LZ, AZ R7uar:721377A4~Y ISE /— KT
A—FETWERA,
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EXEC £— K CiscoISECLIaZ > K|

. clock

o TV AT AR LT LI2GEIE. ROFIEEZFEITLET,
c LDV AT ARG (EHEINDHRTORZ]) IR LET,
« Z® /) — Kd CLI 75 application reset-configise =~ > R&EIT L £,

XD — FTRAPEESNDHIO, EFLRBEMOKRKE Ny 7T v Tin6ETLET,

thoSFYISE/ — K
\Y

G2 XV J—RTUAT AL EEETTHE, BAHEHTE <720 £,

T4 J—REvALFY ) — RO AT AR EZFRMT 51213, WOFIEELFEITLE
ﬁ—o

« B W HVISE J — REREMRLET,

« 7 IA<VISE /) — RERMIT L LIV AT LRI ZEIEL 9,

« 74~V ISE /— K® CLI 75 application reset-configise =~ > K& E4T L £,
e I A4<VISE/—RNIZEHHXYISE/—KELTISE /— REFRELET,

N

GE) AV APFP—LHRCERESNTZELWY AT AN HERICRTE S
NnNHE 2, By hT vy U4 P—RZEoTRy hU—7 X
A L7 v ha) (NTP) — "OFENERIN, ZOP—E
ORIIPRITENET, By T v 7THICHEE SHIZNTP H—
NEICBEGERRETH VY, VAT AN FICEMS 2R K 51
TOMENRGHY £, ZhE, FrZ. BEROBEESCMOS Ny 7
U DFEFIC L > T BIOS KR DMEE T 5 &) RPN
THEHETT, ZOHA, U7 — KRFIZ Cisco ADE-OS DV AT A
REZ DR T 282 nd Y £9, By M7 v 7HIINTPH—A
BEE L7aWA X, [Cisco ldentity Services Engine Hardware
Installation Guidel] (ZFE# STV D L DT, AT LD BIOS K
IR EH R (UTC) W2 I L TRRESNL TS Z &
EHERTHDLENRH Y £9,

il

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

cls .

cls
MARBmONEEZ 7 V74 5121E, EXECE—RTdsa~vwy R&fEHALET,
cls

X DERA Zoavwy Ridid, F—U—FBXOSEIIHY T A,

AR R FI4ILE

77 4N FOBERLEIZH Y EE A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDAARZA Y

dsiFfa L=~ R T, dsidCiscolSE T TE X428, a~vr FI A TREMFZADL
TERLED ELIEGE. CLIA VX T 7T 4 7~ VFIIIFRENE R A,

1
ROBNE, S RONEZ 2 UV 7+ 5 EZR L TWET,

ise/admin# cls
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

. configure

configure
AT 4 FXalb—vay E— RERBT 5L, EXEC E— KT configure =2~ R&EMEAH L
£
configureterminal
X DA terminal a7 4 FXal—vay avy REMEND
FATLET,
ATURTFI4NN T ANV NOBERMEITH Y FEA,
ARURE—F EXEC
avy RERE 1)1)—= EENE
2.0.0.306 Zoawry RBREAINE L,

FERALDHA KSAY 274 Falb—varE—FRERBTICE, Zoavry REfEALET, 20— o=
< R, ATTTBRETCIC, FEfra vy 74 X2l —r a7 AN~ DEZIALEITH L
ICHEE LT EE,
a7 4 Falb—varET— REKLTLTEXEC E— FIZREDIZIX, end, exit ¥721% Ctrl-z
AN LET,
AT 4 Falb—a VMR TEERNE 2R RT 51X, EXECE— KT showrunning-config
avy REFEHALET,
Zoavr RTreplaced 7> a rHHTLE, VAT ACYVE—F a7 4F¥alb—s
yhRav—ah, BFoar7aFalb—va N EEIINET,

1

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) #
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| EXEC £— K CiscolSECLI 27> K

copy

\)

co W

TrANE A —gmhbat =l at’—73 521X, EXECE— RTcopy =~ R L

i@ﬂo

GE)

copy 2~V R, B—HWNT 4 A7 LTHEIFHR—bSnTEBY, VAR M ICx LTk

PR—=—FENTVEREA,

copy 2~ R&EfifAT 2L, a7 77 A b —T7 %7 % CiscolSE/nH ) E—RUKRY b
JiIZab—T&FEd, MOV TIE, a7 77/ 10abt’— (55—=V) D43 %5

LT IZEw,

B DEREA

running-config

RIEOFEfTa Ly 74 F¥al—rary 774 L
ERLET,

startup-config

VL (A¥— b 7 v 7)) BRI =
V74 Fal—vary I AN ERLET,

protocol

I B —®D%E5E, protocol DF—T— R A7 3
NZOWTIE, R2-1E2BRLTLIZEN,

hostname

I —EDFR A N,

location

=3 B SR D555,

HRIEDFEITa L 74 Xal—ary 774 )L

logs

SATFLAOa T T 7 A,

all

T _XTPDCiscolSET 7 7 7 A )V v AT K
ORIDGATICa e —LEd, T _XTor 7T,
iselogs.targz & L T3y r—Ifkah, U E—
AR NDIESNTT 4 L7 FUIZEEES
NET,

filename

H—@CiscolSER /' 77 A )LEat’—L, %
D77ANE)E—F KA NMIHDIEESN
7274 L7 FUIZ, TTOLARICERE TE 97,

log_filename

show logs =~ > RIZ X - TF/R &5 Cisco
ISE 1 77 7 A VDA (255 LFLIN)
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. copy

AU R TIFIE

EXEC £— K CiscoISECLIaZ > K|

mgmt Cisco ISE FET /N 7" 1 /' L Tomcat 1 7' %
VAT A B — L, mgmtlogs.tar.gz & LT
N RVLTZ) 2T, UE—F RA B Lot
ESNTT 4 L7 MUICHEEELET,

runtime CiscoISE 7 v XA LT Ny 7 a kv AT M
b 2B — L. runtimelogs.tar.gz & L C/N R
NLTZH 2T, UE—FNFANEDIREIN
T4 v FUICHRE L ET,

T 7 4 v N OEMEREIZSH W FH AL

AvURE—FR EXEC
avy FRERE )1)—Xx EENE
2.0.0.306 SOy RRAEASHE L,

FEREDAHA RS2

CiscoISE D copy 2~ RliE, VAT ADFETa L 74 Xalb—2arEidA¥— T v
A7 4 FXalb—rvar, BRI 7 A NEHIOLGFICa—LET,

copy 2~ ROIEARMLBERE L LT, 1 2O 6HIOSIZ, 77 A0 (VAT LA A —
VRAV T 4 Fal—ar T rANRE) Zabt—T&Ed, HELL 77 A /LOat—it
BlILOa b —4i2i, CiscolSE 77 AV VAT LEZFEH LT, FR—FENTWbdu—h
FLFVE—N 774 NVDOEMERETEET, FHINTWATZ 74V VAT A (B—F
N AEY V—=RAFFVE—F VAT L) [ZEoT, avr RCHASINDEIHIRE S
£7,

VBT X TOa—ie a B —EDiFR, :ISJ:(NEFH*T%S:L%‘?% ENRNAT— B AT
£9, FIE copy v FEAN LT, RRIERDHDHEICY — NI T 0o 7 M eFoRs
EHZLHTEET,

O — 7 ANERICETTHE TN, BORr»sZ2enboE4, i, fEHLT
WAHTE ha Ry N —ZI2 ko THERR Y £4,

T ANEEEICIE, T oL MUICRTT AR T v ANV EERA L ET,
EZONDHTT—IERET 7> A Lk baj) (FTP) OTT—RA v —ITH,

R 1: K 2-1protocol DTL T 4 Y XA £—7—F (&)

*—9—F aE—xFEIFar—%

ftp FTP % v U —2 H—_pabt’—gEizida
P —5ED URL, 2D A U7 ZAORE :

ftp:[[[//username
[:password]@]location]/directory]/filename
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| EXEC £— K CiscolSECLI 27> K

EfTavIq4F¥ar—rayv .

F—J—F aEF—xFEkFar—%

sftp SFTP X > hU—27 H—R_pat —gE-ida
B —%D URL, ZDxTA U T ADOREL :

sftp:[[//location]/directory]/filename

tftp TFTP % v h U —27 $— "D a b’ —rE -k
ISP URL, 2D A YU T ADORE :

tftp:[[//location]/directory]/filename

EFavIq«X¥alL—ay

CiscoISE DT 7/ F 4 7 Rary 7 (Xal—a Tk, FOar7 4 X¥ab— g RN
CiscoISERAM IZRfFENE T, ANTEHT_NTHOar 74 Xalb—var avy NE, E#7
a7 4 K2l —a N EENET, CiscolSEV— %2 7T — 5L, F{Tar7 4%
L=y a YRRDNET, MATEERZRGFTLIEGIE, FTar 74 Fal—varzry
NT—2 =R EORERGICa—F 50, CiscolSE—_"DAX— T v a
T4 X2l —val bt LTRETDINERDHY £,

Ffrar 74 Xab—ra v ERFLRVES, RIAICiscolSEY—1 %2 U 77— b LIz L &2,
AT 4 X2 b= a VIR TEEER TR TRDbNET, BIEOa 7 4 X2 b— g VN0
ELWZ MR TE 725, copyrunstart 2~ > REFHL T, 2074 X2 —a %
AR—hrT o T arZ  Fal—vailat—LET,

GE)

TA VT AZMEHT 2 & MBI AT SCFHDWY £3, 72L& 21E. copyrun & AJJL T Tab
F—ZH L, gtart & AJIL T Tab F— L E7 (copy running-config startup-config =~ > K~
DEMWIE)

AB—R T a7 4FXalb—ar2Ff7ary7 4 Fab—Ta VTESHBRIDHITE. K
Da<wr REFEHLET,

copy run start

FTar 74 ¥al—va&AS— T yFar7 Falb—va ilabt—F5I0%, K
DA<y FaEEHLET,

copy running-config startup-config

FATAL T 4 Fal—va D EICAS — T v T ar 7 4 ¥al—varvikv—VT 51
X, koa~r REfHLET,

copy start run

511

ise/admin# copy run start
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EXEC £— K CiscoISECLIaZ > K|
B /= tor—vasrozrarssfaL—varoar—

Generating configuration...
ise/admin#

512

ise/admin# copy running-config startup-config
Generating configuration...
ise/admin#

JE—+OT—23oADEFTIVI4Xal—arDaE—
FITar7 4 X2l —rvarEVE—F VAT ACAE—THITF, koavr REFEHLE
D
copy running-config [protocol://hostname/location]

DE—bAT—23vhoDERTAVI Fal—2ar0akE—
FTar74F¥al—vailUE— b 77 AN EAE— LTy —UT 210, ROavs R
EEALET,

copy [protocol://hostname/location] running-config : {722 7 4 ¥ a L — a3 AV E— T 7
ANEapr—LCv—YLET,

ARA—b7yTarIJaxal—3Y
AE—=F T v a7 Xalb—ra iEERETCEEYA, ANTHTITOa~ R
3. EfTar 74 X2 b—3a RESH, ETar 74X a2l —arE A — T oS
a7 4 Xal—va L labt—F A ERTXET,
DFVY, CiscolSEV—R%2T—hrFT5L, A= T T a7 X2 b—a rRPgfld
Efrar7 4 Xal—variigVET, ary Fal—varEEETLE, Eirar
TAX 22— a 3R HEINFETNAX— T v 7 ar7 X2 b—va IERINZN
72, 20o0ar 7 4 X ab—ya VIERNEUET, BFEEZKENLRLOICT AR, #
Tary 7 4 FXal—a 2 AX— T v 7 a7 4Xal—2 g Alab—430ERH
ij‘o
AB =R T a7 4 Falb—varv2ff7arys7 X2 lb—a il ab—792520F &
Da<wy REEHALET,

copy startup-config running-config

11

ise/admin# copy start run
ise/admin#
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YE—h OF—YavADRE—kFyTavTqF¥aL—varnatr— |

15 2

ise/admin# copy startup-config running-config
ise/admin#

JE—+O7—230ADRE—+ 7Py T aA0T4FaL—2300O0E—
AZ—= Ty T ar74FXalb—vark)E—F YRATACAL—FT 5L, ROa~vy
Rz L ET,
copy startup-config [protocol://hostname/location]

JE—FOS—S 3 UL DARE— Py T aAVT4XalL— 3000 —
V"N T77ANEARAZ =K T v T a7 4Fal—gilatl—LThv—Y LW
A, Woa<xy REERLET,

copy [protocol://hostname/location] startup-config— U E— 7 7 A L &Z AZ — T v 7 a7 4
Fal—rva ilabt—LETRH, v—YLEEA,

05 274)LOa2E—

WD copy 2~ REMHEH LT, CiscoISE & AT AN BRIDBFTIC 7/ 7 7 A )V Ea—LE
@—O

copy logs [protocol: //hostname/location]

i1
ng 7y ANER—) T 4 AT a—F512F, kOa~vr REFEHALET,

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

512
0y 7y ANENOGFICa e —3 512k, koavr ReEfEHLET,

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:

ise/admin#

13

Cisco ISE T, WM Ta T 77 A Ve —T X270 Nartmp T 4 L7 S UG

disk:/corefilesT 4 L7 RUICBEILET, copy2~> REHEHLT, 2hbourza—hL
TAAIZNBVE—RN VAT NI Zabt—T&ET, a7 7y —7F X F20E, 7
7 v aOFEROREICES SEERERPEZENTVWET, Zhboua L, 77—
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EXEC £— K CiscoISECLIaZ > K|

TarRr Iyl atTBEERENET, dira~vr FEFEHLT, a—h L F 4 A7 Tay

Tr7ANERRTDHIENTEET,

ise/admin# copy disk:/corefiles ftp://192.0.2.2/

Username: ftp
Password:
ise36/admin#
ise36/admin# dir

Directory of disk:/

70 May 20 2016 00:57
4096 May 20 2016 06:34
0 May 20 2016 00:57
4096 May 20 2016 00:57

128
:49
:28
:28

1
corefiles/
err.out
lost+found/

Usage for disk: filesystem
51474489344 bytes total used
123938643968 bytes free
184807632896 bytes available
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crypto

crypto .

FLOWARF—<T 24K L CTBEOAX—2 Y AR I AR— ML, AFF—%FF
[ —U X MNMIA AR — T 5I121%, EXECE— RCoyptoa~y REEHALET, Ax—
HHEMR L, HELLEX—ZHIRT A ELTEET,

crypto key [ delete {hash | authorized keys| rsa}]
crypto key [ export {filename | repository} ]

crypto key [ generate {rsa}]

crypto key [ import {filename | repository}]

cryptontp_import_autokey ntpkey

BX DA

key B — B EE2 BT T £,
delete ANBAF— /B — T RHIBREL £,
hash Ny vafl, 80 XFETTHEELET,

authorized_keys

FFAIE— & HIBR L £9,

rsa RSA F— X7 ZHIFR L £,

export VRY M VAT —/MEXT— T 2T X
R—RLET,

filename NRF—% = AR— b T D7 7 ANV 4%, 80
XFETTHELET,

repository AHAF—%2 T AR— LRV MY,

generate NBRRLEE X — RT B R L ET,

rsa RSA ¥ — X7 &#AERK L ET,

import NB— /R — T B A U R— FLET,

filename NHRF—%A R —bTDH7 7 A V%4, 80X
FETTHELET,

repository N B R R S M A N

host_key RA DN F—HELFTTEET,

add BHETEX5HFA MOF—ZBMLET,

host RAMBERELET,

delete EHETELRA FOXF -2l LET,
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. crypto

AR R FIHILE

EXEC £— K CiscoISECLIaZ > K|

ntp_import_autokey NTP H— NI B AR SN ARF—% A R —
FNLUET,
ntpkey NTP H— 376 A S LT A B ¥ —,

77 4V FOBEREIZH Y EE A,

AvYRE—F EXEC
avy FEE DR EERE
2.0.0.306 Zoavwr FRHEASHE L,

FEREDAA RZM4 Y

CiscoADEOS Tl, BHER IOV —FDID~DSSHT 7 B ADTZDIT/NAT — R LOK
B —Fira AR — s LET,

BEDO 2 —HHIZ 2048 £ MEDOH LWAR T —/fE X —7 243 5121, cryptokey
generatersa =~ > RZEHLET, F—BHIEZHEET, RSAF¥— XA 72 K—FLTWE
T, F—XTRTTIEHIESIE. SAT L — X% L CETT A EEX 42 7a 45 L
INCA v E—VNRERENET, XATVL—XEANTEE, ARMEX—IZT 72T 5
TR AT L—=REANTDHEIIRENE T, NAT L —ANRZEOLHEIL, TR, <
ATV —=REANTHIIMBEINERA,

cryptontp_import_autokey =~ > RZfH LT, NTP h— "R SN AT —% 1
A—hLET,

11

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£f1:6£:45:0d:99:d7:0£:50:9£:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa f8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#

ise/admin# crypto key delete rsa

ise/admin# show crypto key

ise/admin#

ise/admin# show crypto authorized keys

Authorized keys for admin

ise/admin# crypto key delete authorized keys

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository
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crypto .

ise/admin# show crypto key
admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

512

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#

13

ise/admin# crypto ntp import autokey ntpkey repository nfs
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

. debug

debug

FITLlea~vr ORI =534 XV h2RRT 51213, EXECE®— FTdebug =2~ Nz

EALET,
debug all |application |backup-restore|cdp |config |copy |icmp [locks|logging |snmp |system |transfer
luser |utils]

BX DA all TRTOT Ny T A X =T M LET,
application TV =y a VEEOT T —F e d A R

DT Ry T A X—T NI LET,

call: TRTOT TV r—2a D7 /8y
TN A X =T M LET, 0~TDH
TV EBRELET, 0IFEKR, 7137
NTCzRLET,

einstall : 77V r—a DA A =)L
DTNy TN EAFT—T M LET, 0
~TOMTLVEEELET, 01FE
K. 71T _XTERLET,

s operation : 77V r—3 3 VEEDT N v

TN EAX—=T VI LET, 0~T7D[H
TULILVERELET, 0IFEKR, 7137
RCTERLET,

suninstall : 7Y r— a7 A A
M= DF Ny T A F—T ML
F9, 0~TOMTLLEHRELET,
01 FER, 71TT_XTEZRLET,
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debug .

backup-restore Ny 7T o7 EBTBEEO T —F2iE A~
YINDTNy TEARX—=T M LET,

call : Ny 7T v TR IOEILT, T

DTNy THNEA =T M LET, 0
~TOMTLVEFEELET, 01FE
K. 7ET_XTERLET,

backup : /N 7T v FEBIWETLT, Ny
T T DTNy TN A F—T T
LET, 0~7DOHTLLERELE
T, 0FEK, 7TIET_XTERLET,

backup-logs : /N> 7 7 v 7 E I UMEIL T,
Ny g T 7 alor Ny T NEA
F—=TNZLET, 0~TDOETL~ L%
RELES, 0IFEKR, 71335 TERL
7,

history : /N 7 T v B L OMETL T, EE
DTNy TN EAF—=T M LET, 0
~ 7T DR TL L ZFELET, 0IFHE
K, 7TiET_XTERLET,

restore : /N 7 7 v B IOMEL T, HL
DTNy TWh A X =T M LET, 0
~TDOMTL_XVEHRELET, 0ILE
K. 7HEHT_NTERLET,

cdp Cisco Discovery Protocol 8% iEBH#H D= 7 —F 7=
FANR FDOT Ny VoA R=T I LET,

s all : T Cisco Discovery Protocol = >

T4 X2l —2a 07Ty T EA
=T M LET, 0~TOMTL L%
RELET, 0IFEKR, 7135~ TarRL
£7,

config : Cisco Discovery Protocol ® =1 777 ¢
Fal—varor Ny ZTHhEA x—
TMILET, 0~TDORTL L E2RE
LET, 0IFEKR, 71 3T XTERLE
R

infra : Cisco Discovery Protocol DA > 7 <
ANTIF DTNy TN A T—T
NMZLET, 0~TORTLULEREL
F9, 0ITEKR, 7TIETXTEZRLET,
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. debug

EXEC £— K CiscoISECLIaZ > K|

config

Cisco ISE R EREHED =T —F /=134 X bD
TRy Tl F—T M LET,

eall : TXTHOIL T 4F 22— 3D
TNy TN A F—T M LET, 0~
TOMTLVERELET, 0IFEK,
TIET_TERLET,

ebackup : Ny /TS a7 4 ¥ a2 lb—

arDT Ny TN EAFR—T ML
F94, 0~TOMTLINEZRELET,
0XEKR, 71FTXTERLET,

sclock: 7y /7 ars74FXal—vay
DTNy TN %A RX—T M LET, 0
~7 DR TLULZFELET, 0IFE
K. 7TEHETRTERLET,

einfra: 27 4 F¥=2lb—ar AT F
ANT I FXDT RNy TH 1A X —T
JMZLET, 0~TDOBTLLZEREL
F9, 0IFEKR, 71T _XTERLET,

ekton: I~ R AFXVa—F a7 4

Xalb—arOTF Ny THIE A R—
T LET, 0~TDBTL L ZHE
LET, 0IFEKR, 71 3T _XTERLE

7

enetwork : X NU—27 a7 4 F¥ a2l —

arOT Ny TN A X =TI
F4, 0~7TOMTLNVERELET,
0FHEKR, 7IFTXTERLET,

srepository : UARY RY a7 4 Falb—

aroT Ny TMIEAF—T I
9, 0~TORITL~LaHELET,
0FEAK, 71T XTE2RLET,

eservice : Y—ERX a7 4 Fal—37

YOT Ny TN A X—=T ML ET,
0~7DMTL~VERELET, 0XE
K, 7T _RTERLET,

copy

copy 2~ ROF NNy ThA 32— LFE
T, 0~TOMTLLEZRELET, 01FHE
K, 7T _XTERLET,
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debug .

icmp

A H =3y Ml A »E—2 7r han
(ICMP) T a—REDOREICEEST =T —
FINIARY NOT NNy T A X—T ML
7,

all : ICMP = o — 5D 7 4 X alb— g
YOTRTOT NNy T EA F—T Iz L
F9, 0~TOMTLILERELET, 01X
HR, 7IETRTERLET,

locks

VY —2uayJEOTT —F 7 F A b
DF Ny Tl F2—T W LFET,

call: TRTHOV Y —RA 0y X IDF
Ny TN A F—TMZLET, 0~7
DETLLEFRELET, 0ILEKR, 7
XTI _RTERLET,

ofile: 77 AN yXr 70Ty 77
BAF—=TMILET, 0~TORTLNR
NEBRELET, OITEK, 71 LT XTx
RLET,

logging

oXrJar7 4 Xzl—a rEEOZT—
FHFARV DT ARy T A X —T NI L
*9,

all : ¥ _XToueFXF oV a7 s Fal— 3
YOT Ny TN A RX—T M LET, 0~
TOMTLVEHRELET, 0IFEK, 71%
T_RCTERLET,

snmp

SNMP FREBED T T —F 721341 X hOF
Ny Tl F—=T M LET,

all : T XTCOHOSNMP 27 4 Falb— g
DTNy T A =T W LET, 0~7
DO TL UL ZFRELET, 0IFEK, 7137
_RCERLET,
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. debug

EXEC £— K CiscoISECLIaZ > K|

system

Cisco ISE VAT AHEO T T —B L, X
NOT NNy T F—T M LET,

call: TRTDOVAT A T 7 AINDT /Ny

T EA =T NI LET, 0~T D/’
TLVERELET, 0IXEKR, 7157
_CxERLET,

id: VAT ALAID DT RNy TH %A 31—
TN LET, 0~TDRITL UL EZERIE
LET, 0IXFEKR, 713+ _XTE2RLE
KR

info : Y AT AEROT N T EA
F—TMZLET, 0~TOMTL~L %
HELET, 0IFEK, 71T XTERL
£7,

init : ¥ A7 LOFEULDOT Ny 7 %
AF—=TNMZLET, 0~TOMTL~L
EELET, 0FEKR, 7139 TR
LET,

transfer

Ty ANERIEDT Ny T A X —T NI LFE
T, 0~7TDOMTLULEHRELET, 0IXE
K., 71EI_TERLET,

user

Z—PEHDOT Ny T F—T M LET,

call : TRTOZ—WFEHOT v 7 HH

A FR—=TNIZLET, 0~TD/ETLNR
NERELET, 0OIFEKR, 713+ T%
~LET,

* password-policy : /XA T — KR Y 2 —D
2—PEHOT Ny T A X —T )L
ICLET, 0~TORTL VL E2RELE
T OITER, 71T _RTERLET,

utils

2—7 4 VT 4 FHEFEDO T —F A~
VDTN T X =T NI LFET,

all: $T_RTCHO2—FT 4 VT AT 4 X2 l—
arOTFT Ny TN EA R—T MILET,
0~7 DRI TLVZFRELET, 0IFEK,
TIET_RTERLET,

AT RFIAILR T 7 4V FOEBHEEIZH D FH AL
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debug .

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

EREDAARZA4

Ty h Ty TR T 4 X2l —a DT —72E CiscolSEV— " NOSESEhRhT—
FAFAR M ERRTDHITIE, debug 2~ REHLET,

1

ise/admin# debug all

ise/admin# mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh root stubs.c[2742] [admin]: mkdir operation success
ise/admin# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command

6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

. delete

delete
CiscoISE — 3005 7 7 A V& HIFRT 5121%, EXECE— R Cdeetea~> REMHALET,
Cisco ISE #—_"mE D7 7 A VOHIBRZER Y T2, Zoa~vr FOnEREFHLE
7,
delete [filename disk:/path]

BX DA filename [7 7 A V4 (Filename) ]: fK 80 XFDH

WrrkYR—rLET,

disk:/path YRS R UND T 7 A VO,

AR TIFIbE

T 7 4 v N OEMERMEIZH W FH AL

avURE—FR EXEC
avy FRERE )1)—=x EZENAE
2.0.0.306 Sooawy FRAEASHE L,

HEREDAA K1Y

LT 4K 2l —ar T ANERIIAA—VEABRLEY T DL HIREHERT -0
DT T IRERENET, o, BHIOFNRVAT LA A—VEHIBRLL O & LSS
Y. HIRAEHRTAT-DO a7 NRFERINET,

il

ise/admin# delete disk:/hs_err pidl9962.log

ise/admin#
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dir [

CiscoISE 4 — R LD 7 7 A V&2 —EFKRT DL, EXEC E— R Cdir 2~ FE2EHALE
T, ZOMREAYEIRTAICIE. Toavry FonoEREFEHALET,

dir
dir disk:/logs

dir recursive

BXDEREA

AR R FI4ILbE

directory-name

T4 v7 M4, K80 XFORMF &V
R—FLET, T4 L7 FLOFNTIZ disk:/
BHRETAMLENDH Y 9,

recursive

(EE) . B— ANV T 7 ANV AT EDT 4
L7 RY ETr AN ERRLET,

77 4N FOEIERLEIZH D EE A,

ARV FE—F EXEC
2wy REE yy—2 RENE

2.0.0.306 Toavwy RPNEAINE L,
FERALDHA K542 2L

11

ise/admin# dir

Directory of disk:/

2034113 Aug
4096 Jun

4096 Aug

16384 Jun
2996022 Aug
4096 Aug

4096 Aug

Usage for disk:

ise/admin#

il 2

05 2010 19:58:39 ADElogs.tar.gz
10 2010 02:34:03 activemg-data/
04 2010 23:14:53 logs/

09 2010 02:59:34 lost+found/

05 2010 19:11:16 mybackup-100805-1910.tar.gz
04 2010 23:15:20 target/

05 2010 12:25:55 temp/
filesystem

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

ise/admin# dir disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log

Usage for disk:

filesystem
8076189696 bytes total used
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ise/admin#

1513

ise/admin# dir recursive

EXEC £— K CiscoISECLIaZ > K|

6371618816 bytes free
15234142208 bytes available

Directory of disk:/

2034113

4096

4096

16384

2996022

4096

4096
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Usage for di

ise/admin#

Aug
Jun
Aug
Jun
Aug
Aug
Aug

05
10
04
09
05
04
05

disk:
disk:

disk

disk:
disk:

disk

disk:
disk:

disk

disk:
disk:

disk

sk:

2010
2010
2010
2010
2010
2010
2010
/logs
/temp

19
02

02

19:
23:
:25

12

:58
:34:
23:
:59
11:
:20
:55

14

15

:39

03

:53
:34

16

:/activemg-data

ADElogs.tar.gz
activemg-data/

logs/

lost+found/
mybackup-100805-1910.tar.gz
target/

temp/

/activemg-data/localhost
/activemg-data/localhost/journal

:/activemg-data/localhost/kr-store

/activemg-data/localhost/kr-store/data
/activemg-data/localhost/kr-store/state

/target

/target/logs
:/lost+found
filesystem

:/activemg-data/localhost/tmp_ storage

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
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est |l

esr
WHALIY — AL —F a2V — )L aEBET 51215, EXECE— RTesr 2w REfEAL
F9,
esr

EXDiiHA Zoa<wy RZiE, ¥F—UY—FBIUB5IEIIH D FHA,

ATV ERFI4IAN T AN FOBESEIZH Y EHE AL

ARURE—F EXEC
av Y FEE DRSS EERE
2.2.0.470 Zoavwr FREASHE L,

ERLDHA K54 C5921ESR Y7 b ¥ =7 1XCiscolSE U J — R 22 PIBEICHBLCWET, 2OV 7 hu=T
ZREAIATREIC T D ITIZESR 7 A & U ANMETT, ESR 7 A £ ADHFEHRIZHOWTIE,  [Cisco
5921 Embedded Services Router Integration Guidel % &/ L T< 72 &0,
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EXEC £— K CiscoISECLIaZ > K|

. exit

exit

CiscoISEV— "\ 60ou 7 7 ML Lo TT 7T 4 7 A—IF by a a2 17350,
a7 4 Fal—ary ET— RS 1 DEOF— RL-ULIIEITTAHI21X, EXECE—RT
exit 2w FEMFEALET,

Zoawy NZiE, F—U—FBLUSIEIEH Y FHEA,

exit

ATV R FI4NN T AN NOBEBERMEITH Y A,

ARV FE—F EXEC
a7 RERE 1y —2 EEARAR
2.0.0.306 Zoavwry RPREAINE L,
!l
ise/admin# config t
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # exit
ise/admin#
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forceout .

forceout
2—H% CiscoISEV—\mbual 70 NSRBI ET, 777472 —3IF kv g
EIREIICIR T S 5 121%, EXEC F— R Tforceout 2~ > R&MEHLET,
for ceout username
WX OHRH username D= HH, FR3 LFORHTE Y H— b L
F9,
ATV RTFI4NN T ANV NOBERMEITH Y FEA,
ARURE—F EXEC
avy FERE Jy—2= EERAE
2.0.0.306 Toavwy RPRBAINE L,

FEREDHA KS4y T—VOT 77477ty a v 2@ElIICHKE T S 511E, EXEC E— KT forceout =~ &
REMHLET,

1

ise/admin# forceout userl
ise/admin#
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halt

AR TIAIE

EXEC £— K CiscoISECLIaZ > K|

VAT AEY Yy RAU L LTUAT AOEREYHITIL, EXECE— RThalt =<2 R&f#
ALET,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,
halt

T 74N OB SH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FRLEDODHA KS14 Y

halt =~ R&SFATT HHNT, CiscolSEN, Nv 77 v 7 i, f A=, T 7T
L— R, F723HIREEE BITH TRWZ L 2R L E T, Cisco ISE R ZILHDWT D
BEZITo TV ARIChat a~ > FEEITTH L, ROWVWTNNOEERX v —URNEREN
F7,

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

INHOWTNHOEENFIRINTGA, R T2 BT HI12iL Yes &E AT L, il
KTy LT 5121 ENo E AN LET,

halt 2~ > ROEHFICMO 7 a8 AREITINTWRWES, FHEFRRSINIEE X v
T—=NE U T Yes EAD LEEGEIE. WOBRNISETH2HLENRH Y 97,

Do you want to save the current configuration?

BETFED Cisco ISE R EZIRIET D720 Yes EANTDHE, ROA v B—UNEREINET,

Saved the running configuration to startup successfully

il

ise/admin# halt
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

help

AR TIAIE

ATV R E—F

help .

Cisco ISE ¥ — " OXFER D~V TV AT A Fom$ 5121E, EXECE— R Thedp 2> K&
AL ET,

ZOavwry RiZiE, =V —FBLO5HIIH THA,
help

77 AV s OBERIEILDH D EE A

EXECBLONTRTHOar7 4 ¥ b— 3 (config) .

av Y RERE

EREDAARZA

yy—2 LTERR
2.0.0.306 Zoavry RREAINE L,

help 2~ REEITTD & RKIF~VT VAT AOfHERBANE RS NET,

cHEED Ay N EB— NCHEHTRER TR TOa~vy RE—EHFR T BT, VAT L S
a7 MR () AN LET,

HEEDOLFHNTIRE D a~> FOY X NERET DI, EBEOa~ R b EE
#BIZ?EASILET, ZO~NTOERIL, ANESNTEZEABETHEDLF—U— FE720Z
BIBIT—EETRTHDT, V=R~V TINET,

e vy RIZBEEMT ORI —TU— FEBLOSIEO—EE2RRTHIZIE, F—V—FEk
BB ORPVIZ?Z2a~vy RIA VCATILET, 2O~V ToRARX, AN Liza~
VR, F—U— R, BIOBIEIZE SO THERA SN X — T — RERIIF I E —ERrT
HDT, avy MEX~VT EMEHENE T,

1

ise/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

ise/admin#
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EXEC £— K CiscoISECLIaZ > K|
. license esr

license esr

est 74 & AEEEFITT HI1TIE. EXEC B— RTlicenceesr =2~ REFHHA L ET,

license esr { classic |[smart }

X niiHA classic ESR 7 53 v 7 548 AN LET,

smart ESR A~— R4 B 2AEHMZLET,

ATV R FI4NAL T AN FOBERMEIZH Y EH A,

ATV RE—F EXEC
avy FERE )1)—Xx ETEAR
2.2.0.470 Zoawy RPREAINE LT,

EELDHA FS4> CS921ESR Y7 k=7 1% CiscoISE U U —2 22 UMICHELTWET, 20y 7 hy=7
ZAEMAREIC T DITIZESR 7 A £ U ARMETY, ESR 7 A £ ADFRIZOWTIE,  [Cisco
5921 Embedded Services Router Integration Guidel| # &M L T 72 &0,
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| EXEC £— K CiscolSECLI 27> K

mkdir

mkdir [}

Cisco ISE —ZH LW T o« L7 b U 2ERKT % 121%, EXEC “E— R C mkdir =~ > FZ&ff

)EH szjﬂo

mkdir directory-name

B DEREA directory-name BT 57 4 Lo b Y O4HT, HK80SLFD
T A AR— h LE T, disk/directory-name
AL ET,
AT VR FI4NN T ANV NOEERMEITH Y A,
AvYRE—F EXEC
av Yy FERE 1)1)—= EERAR
2.0.0.306 Zoavwry RBREAINE L,

FEREDAA RSM4 Y

disk:/directory-name ZfEH L T 72 &, M L7av& | disk/directory-name % 5 b % W 3705 &
HZLHERTZT—NERRINET,

1

ise/admin# mkdir disk:/test

ise/admin# dir

Directory of disk:/

4096
4096
16384
4096
4096

May
May
Mar
May
May

Usage for disk:

ise/admin#

06
06
01
06
07

2010
2010
2010
2010
2010

13
13

13
12

filesystem

: 34
:40
16:
:42
126

07

:49
:59
227
:53

04

activemg-data/
logs/
lost+found/
target/

test/

181067776 bytes total used

19084521472 bytes free
20314165248 bytes available
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. nslookup
nslookup
CiscoISE— N2 D U E— bV AT ADKRA M ERFET 5121, EXEC E— KT ndookup
a~vy REHLET,
nslookup {ip-address |hostname}
nslookup [ {ip-address |hostname} name-server {ip-address }]
nslookup [ {ip-address |hostname} querytype AAAA]
HEXDERA ip-address Ut—h VAT LD IPv4 £721EIPv6 7 R L

2, BR64LFEOIHEE Y F— F LET,

hostname JE—h VAT ADFERA N, THRK64TFED
FHTEYR—FLET,

AAAA Web %A F4AIZxHET D IPVE T RLADA
M=y b KAV RF—AP—RERELFE
7

name-server RBERX—L YV —NEHRELET, HK64LT
DI FEFR—FLET,

querytype JE—h VAT LD IPv4 £721L1Pv6 7 K L

A, HOLWEIFA M ERWEDEET, =
AZiE. PTR., A. AAAA, SRVD L H 7/
V=S AT HEENET, mK 16 LTFDHREL
FTrEYR—-MLET,

ATV RFIHILL T 7 AN NOBERHEIZH Y FH A,

ATV RE—F EXEC

av Y FER J1y—= EENA
2.0.0.306 oawy RPREAINE LT,
11

ise/admin# nslookup 1.2.3.4
Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms

Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found:

3 (NXDOMAIN)

Received 127 bytes from 171.70.168.183#53 in 1 ms

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

nslookup .

15l 2

ise/admin# nslookup ipvé6.google.com querytype AAAA
Server: 10.106.230.244

Address: 10.106.230.244#53
Non-authoritative answer:

ipvé.google.com canonical name = ipvé6.l.google.com.
ipvé.l.google.com has AAAA address 2404:6800:4007:803::1001
Authoritative answers can be found from:

google.com nameserver = nsé4.google.com.
google.com nameserver = ns3.google.com.
google.com nameserver = ns2.google.com.
google.com nameserver = nsl.google.com.

nsl.google.com internet address = 216.239.32.10
ns2.google.com internet address = 216.239.34.10
ns3.google.com internet address = 216.239.36.10
ns4.google.com internet address = 216.239.38.10
ise/admin#
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. password

password

N

EXEC £— K CiscoISECLIaZ > K|

CLL7 17 FD/RAY— REFHHT HI21%, EXEC E— RTpassword 2~ > REfEH L E
R

password

GE)

CLITA VA M= VHFFERIEA VA = NRBIEEE D/ NAT — REERT DRI, /SAT—
ROFEBEDLFOHEEZRONTXT [$) 2EDLRNTLEEIN, ZOXFNRYE I o
VFEOBIZH D L, WNAT—RIIZIFTANONETA, CLI~DOu 74 AT 4
Ao

aryy—=in 74 LCCL a~vy a4 57 ISECD £72iX IS0 7 7 A /L& BG4
HZLICEoTINEBEETEET, ISOZMHLTRRAY—FE2 )y M5 FIHIT, KO
R = A2 h TR I TUVWET,  https://www.cisco.com/c/en/us/support/docs/security/
identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

BX DA

Enter old password

BAED CLI AT — R&E A LET,

Enter new password

FLUWCLI AT — REANLET,

Confirm new password

HLWCLI SN2 U — REfEERLET,

AT RE—FR EXEC

vy FERE J1)y—2 TEAR
2.0.0.306 Ioavwy RPREAINE LT,
151

ise/admin# password
Enter old password:
Enter new password:
Confirm new password:
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

patch install

patch install .

patchingtall =2~ > FZHH L T Xy F &AL A M= VT BHIZ, DOy FIfHHETHV U —
2 )= TRy FOA L A M—LFELSBRLTLLEE N, VY —2 /2 — NNai%, BELTEH
FIENRGENTEY, O VERDHY 7,
BED ) — RCCLINSLT AU —2 g DR F R RA%BA A M—F 321, EXEC
£— FTpatchinstall =~ > FZ2H L E£7,

patch install patch-bundle repository

GE)

Cisco ISE SHEHBE T, Ny F RN RABRTXTOEI L ZY J— R THEIZA A
= &NB L5110, BHER—ZNANENNF R RLEA A =L LET,

B DEREA

AR TIHIE

install TV — g ORED Ny F RN KL%
A A =L LFET,

patch-bundle Ry F N RLDT 74 N, K 255 CF
DOIHTFH R — N LET,

repository EELIZYRY MLy FEA A —
NLUET, K255 LTFOFEPT %P AR— |k
L/jETO

BHNTY 74~V EH /) —F (PAN) OHEN 7 = — VA —NR—FEEA F—T7 ML TND
e, Ny TFEA A N—ATHANIT 4 E—7 ML TLEEN, BRNOTXTD / —
RTCNRyF A ARM—NRETLTEDH, PANOHEB) 7 = — VA —NN—FELEA R —7ITL
7,

VY =202y FEHA L A= THLEZ, NoTFDA LA =T arEATIX, V7
M =T Oy v afiZHERTHEIIEINETA, VI —R20LUBETIE, SvTFDA v
ARN—=IV I T NT2TNTVENVELEER LT, NyF V7 by =7 OB E BEINIC
flEsd L £ 9, patchinstall =~ FOH BN HOWTIE, LT 2L T ZE0Y,

77 AV OBIERIELDH D EH A

AYURE—F EXEC
vy FRE JyY—2 EERE
2.0.0.306 Zoawy RpRHEAShELE,

FREDHA KS14 Y

TIVr =2 ay ORED/RyF N RVEA VA M=V LET,
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. patch install

EXEC £— K CiscoISECLIaZ > K|

BEFEDONRyFOHRNAR—=D a0 THIRNFEALA LA P—L LI ETBE, ROZT— Ay
t—UNEREINFET,

)

% Patch to be installed is an older version than currently installed version.

CLINH Ry F A VA N—=VDAT —F 2%l T 5851, Cisco ISE HRh— k /S RLod
adelog 7 7 A W AEZRL T 7ZE VN,

BN TPAN OHE) 7 = — /L F— RN—BENA FT—T IR TNDHE, IRORA v E—IN
FRENFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

PAN DHE) 7 = — /LA —N—REET 4 =7 ML T, BEANOTXTD /) — KTy F
AVARN=AMET LTebA F—T MR LET,

1

ise/admin# patch install ise-patchbundle-2.0.0.306-Patch2-164765.SPA.x86 64.tar.gz disk
%Warning: Patch will be installed only on this node. Install using Primary Administration
node GUI to install on all nodes in deployment. Continue? (yes/no) [yes] ?

Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...

Saved the ADE-OS running configuration to startup successfully

Initiating Application Patch installation...

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Patch successfully installed
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

patch remove .

patch remove

patchremove 2~ > RZEH L TNy FE2ua— A3y 7T 5HHIT, EDONy FITfHET S Y
V=) =R TRy FOa—ANy 7 FAZZRLTIZIN, VU —2X )/ — MIE, HER
FHFIENEZENTEY ., WEHOMENRHY £7,

TT VI —a OFFED /Sy F R RO R—T 3 U EHIRT 5 I21E, EXECE— KT patch
remove 2~ R&EMALET,

patch [ remove {application_name| version} ]

G¥)

Cisco ISE S HUBRBEE T3, @HER—ZANL ANy F SN RALZHIBRTHE, B F Y
J— )5 HEC Ry FRHEIBR S E T,

B DEREA

aAvY R FI4ILE

remove TV = a VDREED/NNy T N RLD
N—2a U EHIRT D a~ K,

application_name Ny FNHIRESNE T 7Y r—3 5 D4,
K255 XTFOFBMTH Y AR—FLET,

version B END Ny F N—2 g3 & F, BK255
EOERFEE T R—FLET,

EHNTY 74~ V& —F (PAN) OHEN 7 = — VA —N—FEEZA RF—7 ML TND
WAL, Ny FERHIRTARNCT 4 =7 L TLEE W, RNy FOHIBRMNZET LZb,
PAN DH#EN 7 = — VA —N—RELE A RF—T NIRRT I ENTEET,

77 4V FOEEREIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry RREAShE L,

FEREDHA KSA4 Y

AVAR=LEINTHRDSNYyFERIRLES ET258 ROTT— Ay b=V REREINE
R

% Patch is not installed

BEANTPAN OBEI 7 = — /LA — R—RENA R —T IR >TWbE, RDOA =N
FREINFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.
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EXEC £— K CiscoISECLIaZ > K|
. patch remove

511

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled
ise/admin#

151 2

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
% Patch is not installed

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

ping

ping .

UE— VAT L EDIERNRIPVE X v N U—7 B 222 W4 %121%. EXEC &— KT ping
a~wy REFERLET,

ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount]

B DEREA

aAavv R TFI4ILk

ip-address PING #FE1TT AL AT LDIP 7 RL A, &
K32 XFOFHTHFAR—FLET,

hostname PING # FE(TT AL AT LADEKEA Ny, ek
R LFOFETEYFR— N LET,

df UEE) . ok TS5 T AT — a0
B 24 7E,

df /\"/7‘)% TGTRA T — g U ESIET AR

VEERLICHEEL, a—h ooy
%777%/hT6FAiLIE%%ELﬁ
WIGAIE 3 ICHRELET,

packetsize (f£&) . PING N7 > hDOH A X,

packetsize PING /34 v R DH A X% 0~ 65507 D& T
fBELET,

pingcount (f£#) ., PING — 2 —ZRDH,

pingcount PING = =1 —ZLRO¥ % 1 ~ 10 O#iH THE
LET,

T 74N FOBERERSH D EHA,

AT RE—FR EXEC
vy FERE J1)y—2 TEAR
2.0.0.306 Toavwy RPREAINE LT,

FEREDHA K542

pinga~y R, =a—FR Xy h&7 RLRICEE L UNEEZRFDHET, pingHid, &
A R ADRADEHEM, SN ADEREIE, KA MIBIZERRENE S DEFHMET 2 DIEL B E T,

1

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.
18 bytes from 172.16.0.1: icmp seg=0 ttl=40 time=306 ms
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EXEC £— K CiscoISECLIaZ > K|

. ping

18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

ping6

ping6 .

UE— MY AT L EDIKRHRIPV6 % v b U — 7 $f5i 2274 512i%. EXEC & — K T ping6
g~y REMALET, Ziuk, IPvdping 2~ REFEBILTWET,

ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}] [pingcount {pingcount}]

B DEREA

ARV R FIHILE

ip-address PING #FEATTHL AT LDIPT KL A, B
K64 X7 DR T2 Y R— b LET,

GigabitEthernet (EE) . A= VR AT —TxA A,

0-3 A =Py hAVH—T oA AETRIRLE T,

packetsize ({EE) o PING Ty bOH¥A X,

packetsize PING /37 v b DA X% 0~ 65507 D#iH T
HELET,

pingcount ({£&) . PING =2 —ZRD%K,

pingcount PING — 2 —ZLR D% 1 ~ 10 OFFH THIE
LETS,

77 4V FOBIEREIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FRHEASHE L,

FEREDHA R4V

pingé =~ Rix, =a—#RNT v &7 RURIZEGE L USEEFH E T, ping I,
RA NSO/ ADOIEHNE, /NADIRLE, R A MIBFERRENE 5 AT 2 OIC&NLH £
ﬁqo

pingé =~ > FiZ, BEfF® ping =~ & FIZEEIL TWET, pingé =2~ Fi&, IPvd DT
NT7Z AT —vary (pingavy RTulsnhTns df) 7y a vahR—FLEE
I AERTA V=T 2 A AR ETEET, AV F—T=A A F T ad, LA~
B—=T A AFEDOT RLATHDL I 7 a—0) 7 RLRALDE U HERICESL D £,
packetsize 473 = > & pingcount &7 3 i, ping 2~ ROEE L RERICHERE L £ 77,

511

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal5
PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 56 data bytes
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. ping6

64 bytes from 3ffe:302:11:
64 bytes from 3ffe:302:11:

:20c:29ff:feaf:da05: icmp seq=0 ttl=64 time=0.599 ms
:20c:29ff:feaf:da05: icmp seg=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp_seq=2 ttl=64 time=0.070 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp _seq=3 ttl=64 time=0.065 ms
--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3118ms

rat min./aft/max/endive = 0.065/0.221/0.599/0.220 ms, pipe 2

ise/admin#

2
2
2
2

512

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.073 ms

--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rat min./aft/max/endive = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

reload

AU R TIHIE

reload .

Zoawy RiZit, ¥F—U—FBIXOSEILIH Y F¥ A, CiscolSE A XL —FT 4 T AT
L&Y 7 — 4221, EXECE— FCrdoad 2~ F&EHEHALET,

reload

T 7 4V N OEMERMEIZH Y FH AL

AvURE—FR EXEC
av Y FERE )1)—Xx EZEHAR
2.0.0.306 Soawy FAREASHE LT,

FRLEDHA KS1 Y

rdoad 2~ NI AT L&Y 77— LET, a7 4Falb—ra AFRET 7 A VAT
LT, CLITKRRAZ = T v 7 a7 4 Fal—a Al f7ar74Falb—rayv
ZARTE L. CiscolSEEHIER—Z Lt v a VICREERMRIELIZH% T, rdoad ==~ > KZ&{#i ]
L9,

reload 2~ F&FITT AEINZ, CiscolSERS, N7 T v/ B, AV A=), T 7T
L— R, E7THIBRBEZFATHR TRNZ L 2R LE 7, Cisco ISE 8 2L D#EAEEZIT -
TWa i reload =2~ REFETTHE, ROWTINNDOEERA vy E—UNERINET,

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

INHEDWTNNOEENFIREINT-HAE, Ve — R EFITT D12 Yes E ATIL, F v
BT BHIZIEINo EAFTILFET,

reload 2~ & ROMHREICMO 7 2 2ANFET SN TV RWIES, EidRrahn s %s
T—=VITS LT Yes & AN LT725E1E, IROBRIISET D LENH Y £7,

Do you want to save the current configuration?

BEA£ D Cisco ISE B EH1ET H7-0I0 Yes EANTDHE, RO A v —URERSNET,

Saved the running configuration to startup successfully

BENTHR 7 2 — LA — =B Z—T NI TND L IROEE L o — URFRIN
e

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

CATTHHEIE Tyl . Fr oA 585480F ) EAHLET,
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EXEC £— K CiscoISECLIaZ > K|

. reload

1

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

reset-config

AR TIAIE

reset-config .

IP7 RLVA, wA7 F—hU=A, BRARM, FAA 4, DNSH—/3 NTPH— 372 L
ADE-OS* > NIV —7 a7 4Falb—vara Uty M 5I21E, EXECE— R Trest-config
av U REEALET, TN/ T A—ZE, REFIZERIND /T A —Z L ELARRICIH
CCY, BEHEIT, ZOCLINLEHENRRAT— F2EREINDZ EIEHY A, F2, 2
Da~<y RIZB/ED ISEHEE-IXEMET —#% V& h LEHA, application reset-config
a<w L REMHHLT, ZRNHDX AT ZEITTEH05TT,

reset-config

T 74N OB D Y EH A,

ARV FE—F EXEC
ATy RERE J1—2 EERR
2.2.0.470 ZDavy RPREHEAINE LT,

FREDHA FS1 Y

A\

SETHHCI T R_RTCOY—EARFHEE I NE T,

G¥)

RANLEEFTHE, HOFRA M EHH L CTODFEHENENC/ZRY 9, HrLnEA R
ALEMBHLTOLH LW CBEAGEAEN AR S, HTTPS/EAP THEHINET, 20/ —
RTCABAMEHHELHEHTIHE., ELWVWKRR MARESNTH LWVIEHEL 1
R—=FLET, F/2. TO/—RFWBAD RAAL O THDHEA. HITT HEIIC, AD AV
N—=2 w7 HHIBRELET,
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. restore

restore

EXEC £— K CiscoISECLIaZ > K|

VAT LDLURION 7Ty T EETT AL, EXECE— K Trestore =~ & L%
T, 18 eHElZ Cisco ISE 3 L X Cisco ADE OS B DT —# 2t LE 1,

CiscoISE 77’V /r—3 3 > & Cisco ADEOS IZBHT 55T — X 25T HI12i1%, ROa~vr Kx

AL £

restore[ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name} ]

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}

include-adeos]

X nERA filename

VR NVIFET DN I T v T 77 AL
D7 7 AN, Fe K120 LFOTHTF- %5 R —
FLET,

Gx) T 7 AL DIZIT, targpg & VD PIE
RF 2T AMERHY £ T
(myfile.tar.gpg 72 &) ,

repository

repository =¥ > R,

repository-name

NI T v PEWrdTDHIVRY M OL4HI,
120 CFECTHRELET,

encryption-key

UEHE) . Ry 2T v T hfET B a—
FOWHF— 2 8E LET,

hash

Ny I T T EBITDHIZDODONNy 23
5% —, T 5z vy va
fbahiz) BEsfbx—%2BELET, 40 XF
FCTHRELET,

plain

Ny I T T BT 00T L—r TF%
A NOKFEX—, HT AR LSz L—
VTFXANOK AL —FEELET, 15
FTETTHELET,

encryption-key-name

hash | plain JE AT —Z2E L £7,

include-adeos

ADE-OS RET —Z Ny 77 v FITAFAET
Higa,. Ny T w7 EEITL L, Cisco ISE &
V7 —hkLET

BEANTT 74~ VUEH /) —F (PAN) OH#7 = — A —NR—FELEA F—T7 ML TN5
LA, Nl T v T EETTARNCZOREET A =T ML TLIEEW, BT L

7-5. PANOB#EN 7 = — /LA — "—F&%
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| EXEC £— K CiscolSECLI 27> K

AR R TFIHILE

Ry o7y Thibo CiscolSEREF—s 0w |

77 4N FOBERLEIZH Y EE A,

AvYRE—K EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDAA RZA4 Y

)

Cisco ISE T restore 2~ RZfEf7 % &, Cisco ISE V' — "N HEAICHESE L EI,
F—HZDE TR T, X —I1IA 7 a T, X —%2iEE LR T-LURTID Ny 7
T o7 OETLEVR— T A0, BFEX—72 L Crestore 2~ R&fHTEF9,
EEINTPAN O HEN 7 = — VA — N—BERA Z—T IR TNB E, RO A vE—IN
FTRINFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

G¥)

\}

Cisco ISE Release 1.0 38 2 O Cisco ISE Release 1.0 MR DN 7 7w 7' D1E I, Cisco ISE
Release 1.2 TlXVHR—F SN FEHA,

GE)

CiscoISE VU —R 1413V V=R 12UETHRE LNy 7 T v 7o TE R — K LT
b\iﬁ‘o

INYDI T TS0 CiscoISEERET—42 DIETT

Ny 7T T DB Cisco ISERET — ¥ Z1EILT 521X, koa~ s RafHLET,
restor e mybackup-CFG-121025-2348.tar.gpg repository myrepository encryption-key plain lablab12

1

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

Leaving the currently connected AD domain
Please rejoin the AD domain from the administrative GUI

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed
% restore in progress: Adjusting host data for upgrade...65% completed

UPGRADE STEP 1: Running ISE configuration DB schema upgrade...
- Running db sanity check to fix index corruption, if any...
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EXEC £— K CiscoISECLIaZ > K|
B 79 TronciscoisEzET—20ER

UPGRADE STEP 2: Running ISE configuration data upgrade...

- Data upgrade step 1/67, NSFUpgradeService(l.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/67, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.

- Data upgrade step 3/67, GuestUpgradeService(l1.2.1.146)... Done in 43 seconds.

- Data upgrade step 4/67, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.

- Data upgrade step 5/67, NetworkAccessUpgrade(l.2.1.150)... Done in 2 seconds.

- Data upgrade step 6/67, NSFUpgradeService(l.2.1.181)... Done in 0 seconds.

- Data upgrade step 7/67, NSFUpgradeService(1.3.0.100)... Done in 0 seconds.

- Data upgrade step 8/67, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.

- Data upgrade step 9/67, ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.
- Data upgrade step 10/67, GuestUpgradeService(l1.3.0.194)... Done in 2 seconds.

- Data upgrade step 11/67, NetworkAccessUpgrade (1.3.0.200)... Done in 0 seconds.

- Data upgrade step 12/67, GuestUpgradeService(1.3.0.208)... Done in 2 seconds.

- Data upgrade step 13/67, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.

- Data upgrade step 14/67, RBACUpgradeService(1.3.0.228)... Done in 15 seconds.

- Data upgrade step 15/67, NetworkAccessUpgrade(1.3.0.230)... Done in 3 seconds.

- Data upgrade step 16/67, GuestUpgradeService(l1.3.0.250)... Done in 0 seconds.

- Data upgrade step 17/67, NetworkAccessUpgrade(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 18/67, RBACUpgradeService(1.3.0.334)... Done in 9 seconds.

- Data upgrade step 19/67, RBACUpgradeService(1.3.0.335)... Done in 9 seconds.

- Data upgrade step 20/67, ProfilerUpgradeService(1.3.0.360)... ...Done in 236 seconds.
- Data upgrade step 21/67, ProfilerUpgradeService(1.3.0.380)... Done in 4 seconds.
- Data upgrade step 22/67, NSFUpgradeService(1.3.0.401)... Done in 0 seconds.

- Data upgrade step 23/67, NSFUpgradeService(1.3.0.406)... Done in 0 seconds.

- Data upgrade step 24/67, NSFUpgradeService(1.3.0.410)... Done in 2 seconds.

- Data upgrade step 25/67, RBACUpgradeService(1.3.0.423)... Done in 0 seconds.

- Data upgrade step 26/67, NetworkAccessUpgrade (1.3.0.424)... Done in 0 seconds.

- Data upgrade step 27/67, RBACUpgradeService(1.3.0.433)... Done in 1 seconds.

- Data upgrade step 28/67, EgressUpgradeService(1.3.0.437)... Done in 1 seconds.

- Data upgrade step 29/67, NSFUpgradeService(1.3.0.438)... Done in 0 seconds.

- Data upgrade step 30/67, NSFUpgradeService(1.3.0.439)... Done in 0 seconds.

- Data upgrade step 31/67, CdaRegistration(l1.3.0.446)... Done in 2 seconds.

- Data upgrade step 32/67, RBACUpgradeService(1.3.0.452)... Done in 16 seconds.

- Data upgrade step 33/67, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 34/67, NSFUpgradeService(l1.3.0.461)... Done in 0 seconds.

- Data upgrade step 35/67, CertMgmtUpgradeService(l1.3.0.462)... Done in 2 seconds.
- Data upgrade step 36/67, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 37/67, TokenUpgradeService(1.3.0.500)... Done in 1 seconds.

- Data upgrade step 38/67, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 39/67, RBACUpgradeService(1.3.0.509)... Done in 17 seconds.

- Data upgrade step 40/67, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 41/67, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.

- Data upgrade step 42/67, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 43/67, NSFUpgradeService(l1.3.0.554)... Done in 0 seconds.

- Data upgrade step 44/67, NetworkAccessUpgrade(1.3.0.561)... Done in 3 seconds.

- Data upgrade step 45/67, RBACUpgradeService(1.3.0.563)... Done in 19 seconds.

- Data upgrade step 46/67, CertMgmtUpgradeService(l1.3.0.615)... Done in 0 seconds.
- Data upgrade step 47/67, CertMgmtUpgradeService(1.3.0.616)... Done in 15 seconds.
- Data upgrade step 48/67, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.
- Data upgrade step 49/67, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 50/67, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 51/67, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.

- Data upgrade step 52/67, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.
- Data upgrade step 53/67, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.

- Data upgrade step 54/67, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 55/67, NodeGroupUpgradeService(1.3.0.655)... Done in 1 seconds.
- Data upgrade step 56/67, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 57/67, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 58/67, ProfilerUpgradeService(1.3.0.671)... Done in 0 seconds.

- Data upgrade step 59/67, ProfilerUpgradeService(1.3.0.675)...
................................... Done in 2118 seconds.

- Data upgrade step 60/67, NSFUpgradeService(1.3.0.676)... Done in 1 seconds.

- Data upgrade step 61/67, AuthzUpgradeService(1.3.0.676)... Done in 20 seconds.
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Ry o7 v Ihb0 CiscolSEBETF—s0Ex |

- Data upgrade step 62/67, GuestAccessUpgradeService(1.3.0.676) ... ....... Done in 454
seconds.

- Data upgrade step 63/67, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.

- Data upgrade step 64/67, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
- Data upgrade step 65/67, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.

- Data upgrade step 66/67, CertMgmtUpgradeService(1.3.0.727)... Done in 0 seconds.

- Data upgrade step 67/67, ProvisioningUpgradeService(1.3.105.181)... .Done in 103
seconds.

UPGRADE STEP
% restore in
% restore in
Stopping ISE
ISE Identity

3: Running ISE configuration data upgrade for node specific data...

progress: Restoring logs...75% completed
progress: Restarting ISE Services...90% completed

Monitoring & Troubleshooting Log Processor...
Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.
% restore in progress: Completing Restore...100% completed
ise/admin#

~ O ~ - — P —
INY D Ty ThvibD Cisco ISE ENET—2 DIETT
Ny 77 v 7DD Cisco ISEEMET — X2 2G0T 2121%, ROa~ v REMHLET,
restor e mybackup-OPS-130103-0019.tar.gpg repository myrepository encryption-key plainlablabl2

1

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

restore in progress: Starting Restore...10% completed

progress: Retrieving backup file from Repository...20% completed

progress: Decrypting backup data...40% completed

progress: Extracting backup data...50% completed

Monitoring & Troubleshooting Log Processor...

restore in
restore in

o0 o0 oo oo

restore in
Stopping ISE

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

% restore in progress: starting dbrestore....... 55% completed
% restore in progress: ending dbrestore....... 75% completed

checking for upgrade

Starting M&T DB upgrade

ISE Database processes already running, PID:
ISE M&T Session Database is already running,
Starting ISE Profiler DB...

Starting ISE Application Server...

30124

PID: 484
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B <v97 97550 ciscoISE &EF—4 & &£ U Cisco ADE 0S F— % DT

ISE M&T Log Processor is already running, PID: 837
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress:

ise/admin#

Completing Restore...100% completed

INY DTy ThibD CiscolSEERTET—2 & KU CiscoADEOS 7— 32 D

Ex

Cisco ISE ADE OS 7 —# % & ¥¢ Cisco ISE % ET — X Z1HILT HIZi%, ko a~<w> R&EEHAL

\jzj_‘O

restor e mybackup-CFG-130405-0044.tar.gpg r epository myrepository encryption-key plainMykey123

include-adeos

1

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos

Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore.

oe

Warning:

oe

restore
restore
restore
restore
restore
restore
restore
restore
restore
restore
Broadcast

A0 A0 d° d° o J° OO oo

oe

ise/admin#

in
in
in
in
in
in
in
in
in
in

Please wait...
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Starting Restore...10% completed

Retrieving backup file from Repository...20% completed
Decrypting backup data...25% completed

Extracting backup data...30% completed

Stopping ISE processes required for restore...35% completed
Restoring ISE configuration database...40% completed

Updating Database metadata...70% completed
Restoring logs...75% completed

Performing ISE Database synchup...80% completed
Completing Restore...100% completed

message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!
Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!
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rmdir .

rmdir

BEfEOF 4 L7 MU ZHIRT A121Z. EXEC E— R T rmdir =~ REFEHLET,

rmdir directory-name

B DA directory-name T L7 R4, K 80 SUFO A Y
R—FrLET,

ATV ERFI4IAN T AN FOBESEIZH Y EHE AL

ARURE—F EXEC

av Y FEE DRSS EERE
2.0.0.306 Zoavwr FREASHE L,
i

ise/admin# mkdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
4096 May 07 2010 12:26:04 test/
Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#
ise/admin# rmdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available
ise/admin#
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. ssh
ssh
UE— M RATALOFbLENTZE Y v a yEET 5121, EXECE— R Tsha~vy R
ZREHLET,
S
G HHEEFFIa—YRZDa~vr F2EHTEET
ssh [{ip-address | hostname} ] [username] [ port {port number | version {1| 2}]
ssh delete host {ip-address | hosthame}
BX D ip-address UE— hU AT LD IPVA/IPV6 7 R L A K

64 LT DOHRE TR — M LET,

hostname JE—h VAT ADEA M, BK64TTFD
WA R— R LE T,

username SSHZMNLCus /L TWnWba—HFDa—
W4,

port L) . VE— K KA hOFR— FEEZ R
LET,

port number H— F DAL 0 ~ 65,535 TF, 77
k= ME 22 T,

version L) . N—Va v EBRERLET,

version number SSH A=Y 3 v BB 1 BEU2, F74 4 b

D SSH X— g 132 T,

delete BEDRARNDSSH 7 4 H—71 > k%4l
ML E£9,

host RARF—NHIBRENDYE—K AT AD
RA N,

ip-address UE— F AT LD IPV4A/IPV6 7 KL Af K

64 LFDOWRETEYFR— T LET,

hostname JE—h VAT ADFEA M, K64 LFD
T A R— M LE T,

ARV TFIALE TAETT N

aAvURE—F EXEC
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ssh .

avy RERE

EREDAARZA4

\}

Jy—= EENE
2.0.0.306 Zhoawry RREASHE L,

ssh 2= RiZ, AT AL BRIOU F— M AT LFERITT— N, RS S nT-#
AW LET, SSHZ A4 7 v M, B X O Bikick Y., FFeXaT7RRry hU—2
ECEeXaThEENTEET,

GE)

CiscoISE 1%, FIPS £— K2V ISE TAHZNI 2 > TWARWEE T, FIPS T— N TH{E SSH 7=
X SFTP #5i 2 A& LE 4, ISE L@{E+ 5 U E— b SSH F7-1% SFTP #— 378 FIPS 140-2 /&

7

R SALT VT A LEZFHFAI LTS Z L el LEd,

CiscoISE Tld. #HAIAZD FIPS 140-2 DIFEFR A 5T Y 2 — /LM S CuWE 4, FIPS
AT TAT U ADERDOFEMIZ OV I, [FIPS Compliance Letter] # &ML T 7230,

511

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host
ise/admin#

512

ise/admin# ssh delete host ise
ise/admin#
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. tech

tech

EXEC £— K CiscoISECLIaZ > K|

BIRLI-RY NV —I A =T 2 A A LD NT T 4 v I X795 21E. EXECE— RT

tech 2z~ FEEHLET,

tech dumptcp {interface-number | count | package-count}

B DEREA dumptcp TCP Ry r—S%kay Y — Ul Z 7 LUET,

interface-number XY A=V Ry A H—T =2 AD
FH (0~3) ,

count BRA =R feE LET, T 740k
I T (IfR7Z2 L) .

package-count 1 ~ 10000 ZH%AR—FLET,

iostat 3R BT OFRALERLEE (CPU) OfEHEH
BLOTANAS RER—FT a3 O ANHITHE
HFHRAEa = F 7 LEd, Linux D
iostat 2 <> RESBL T Z &,

iotop ISE / — R o7 av 2 Z L I TEMR 1O
AR L E T,

mpstat ay Y —VIZEE SN D 7 et T BE
ZH 7 LET, Linux O mpstat 2~ %
SR LTLEE,

netstat 3BTV Dary = IEEENS R Y b
U — 7 BEfE A % 7 LEd, Linux O
netstat 2~ REZZMM L T ZE W,

top FATHDLV AT LDOEAFI v 77T IVH
AL Ea—%X T LET, NyFE—KT
SHTLICETESNE T, Linux O top 2~
REZBL T 7ZEWN,

vmstat 3MHTZVDORAEY, TukbREX—D

Y~ —1FRE X7 LE7, Linux ® vmstat
avry REHRLTIEIN,

ARVRFIALE T AE=TL

AT RE—FR EXEC
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tech .

avy RERE

Jy—= EENE
2.0.0.306 Zhoawry RREASHE L,

FEREDHA K54 > techdumptep D7) T bad UDP cksum DEE R FIR S - d. MBEORK TIIRWEERH

v ¥7, techdumptep=~ o Kk, 41— xRy b~vArm7mtyh a2 L THRTTHAEIC,

FAGry FEMRET, BHOA =V Ry N TFyTEIREAT Y b OF =y 7 AEFHEL
FTN, ARV —=T 4T VAT L YT I =T DAY v 7 IFETLERA, LA T,

H{5/37 > RA3bad UDP cksum & L TEFIND Z LITEE TEIHY £HA,

11

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on eth0O, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0O, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6),
length: 40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum 0xelO5 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6),
length: 200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win

12096

ise/admin#
151 2
ise/admin# tech iostat
Linux 2.6.18-348.el5 (ise) 02/25/13
avg-cpu: Suser %nice %$system %$iowait $steal %idle

7.26 0.73 4.27 0.77 0.00 86.97
Device: tps Blk read/s  Blk wrtn/s Blk read Blk wrtn
sda 16.05 415.47 1802.16 3761049 16314264
sdal 0.01 0.23 0.00 2053 22
sdaz2 0.02 0.22 0.04 1982 354
sda3 0.01 0.29 0.02 2626 152
sda4 0.00 0.00 0.00 14 0
sdab 0.00 0.16 0.00 1479 0
sda6 0.49 0.24 7.45 2189 67400
sda’7 15.51 414.27 1794.66 3750186 16246336
ise/admin#
151 3
ise/admin# tech mpstat
Linux 2.6.18-348.el5 (ise) 02/25/13
02:41:25 CPU Fuser %nice %sys %Siowait %irqg %soft S%steal %idle
intr/s
02:41:25 all 7.07 0.70 3.98 0.74 0.02 0.14 0.00 87.34 1015.49
ise/admin#
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. terminal length

terminal length

BIfED® v ¥ a o COBIEDONAR B E O T Z K ET 2121, EXEC £— R T terminal length
a~vy REHLET,

terminal length integer

X NN length BEOWREHIZERT D, BIfEOE YT 3
VOITERERE LET,
integer B DT, 0~511TOHPHATHREL £,

0 ZfEET D &, Mm@ ToO—REIER
F 4 —T Mz £,

ATV R FI4IN T 7 AN NOITEITBAEDE v ¥ a3 BT 2 BIEDOMARBEEIZ % LT 24 TY,

ARV FE—F EXEC
av Y REE ) 1y—2 KENE
2.0.0.306 Zoavwry RBREAINE L,

FEREDAHA KS4> YAT LT length DIEZEN LT, EEEiEOH DRI —FHFIET 224 I 72 RELE
j‘o

1

ise/admin# terminal length 24
ise/admin#
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terminal session-timeout .

terminal session-timeout

TRTCOY Y a NN THIET VT4 TEA LT 7 NaHET HITIE, EXECE— RT
terminal session-timeout =~ > R&ZHEH L £9,

terminal session-timeout minutes

WX D5 session-timeolt FARTOE Y v a K LT, T T 4T
YA BT Y M ERELET.

minutes T VT 4T ZA LT T NOSE, EOHFE
130~ 525,600 T3, ¥r (0) 245ET5 L
BA LT RNTF 42— 2720 F9,

ATV RFI4INR T IANIDEYTa Ly B LT T RE305TT,

ARV FE—F EXEC
av Y REE ) 1y—2 KENE
2.0.0.306 Zoavwry RBREAINE L,

EELOHA K54 > terminalsession-timeout 7~ > K&Enr (0) ICRETHE, YA LT U MBRESNEE A,
1

ise/admin# terminal session-timeout 40
ise/admin#
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. terminal session-welcome

terminal session-welcome

VAT AT A T BT RTCOL—FIIRRENDHARA v =T % AT MMIERET DI
IZ. EXEC &— K T terminal session-welcome =< > R&HH L £,

terminal session-welcome string

BX DN session-welcome VAT AR A T RTOa—PIIE
RENDUA v =T % AT DMTRRIE L
E3Ep8

string WA v —, RK2023 LFORETH
AR—FLET, XML TP SN CRITEFA]
SNERA,

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwy RBREAINE L,

EELEOHA KS4y CLIICRZ A Lzt Eilavy Ry MEEO EBICFE RSN LA v — V2 48E
L/i‘g—o

1

ise/admin# terminal session-welcome Welcome
ise/admin#
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| EXEC £— K CiscolSECLI 27> K
terminal terminal-type .

terminal terminal-type

BAEDE v ¥ a VOBIEDOREBIIHSE SN DR DO X A 755 ET 5I21E, EXEC £— KT
terminal terminal-type 2~ > K& H L F9°,

terminal terminal-typetype

X DA terminal-type BHE SN TWABRDO X A FE2IEELET,
T 7 )V hOUEE S A 7L VT100 T,

type SIRDOALRTE XA THEEFR L, TOP—E R
DEATERMIET DA ML DmARTY
T—TarEFRLET, K80 LT DIEEL
FEYR—FLET,

AvY R F740k VIO

ARV FE—F EXEC
av Y REE ) 1y—2 KENE
2.0.0.306 Zoavwry RBREAINE L,

FEREDHA KS4 > VTI00 &R D5E6, Wk A 72 LET,

1

ise/admin# terminal terminal-type vt220
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|
. traceroute

traceroute
Ry ISR DT RLAITIKEESND & EITERICE S V— M+ 21213, EXECE—
R Ctraceroute =~ > R&MHH L £,
traceroute [ip-address | hostname]

X D Ip-address JE— b VAT LD PVAT KL X, 5K 64

LF DR Fa Y R—F LET,

hostname JE—h VAT LADFEA R, BK64ATFED
T EVR—MLET,

ATV R FI4NN T ANV NOBEERMHEITSH Y A,

ARV kFE—F EXEC

avy FERE J)1y—= EERNE
2.0.0.306 Zoavy RPRHEAINE LT,
151l

ise/admin# traceroute 172.16.0.11

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

undebug

undebug .

TNy JRERE A 29 521X, EXEC £— R Tundebug 2~ > RZHH L F9,
undebug [ all [application |backup-restore |cdp |config [copy |icmp |locks |logging [snmp |system

[transfer |user |utils]

BX DA all

FTRCOF R T2 F 42— LET

application

TV r—vary Ty A,

call: TRTCOT T Y r—v a7y
TN ET 4 =T M LET,

einstall : 77V r—2a DA A —)L
DOF Ry TN ETF 42— LET,

s operation : 7V rr— g UEMEDOT N
THHET 4 —T7 Mz LET,
euninstall : 77V r—ra3 DT A A
M= DFT Ny THN%ET 4 Z—T T
L/iﬁ—o

backup-restore

Tr7ANENRN I T v 7TBLIOETLLET,

call : Ry T v TBIOETT, T
DTNy TN ET 4 v—T M LET,

ebackup : N 7T v TEBIOEILT, Ny
0T T OT Ny TN T 4 8—T L
I LET,

* backup-logs : /N 7 T v 7 EB I OMEILT,
Ny J T o7 aldOTF Ny ZHhET 4
=7 LET,

e history : /N> 7 7 v 7B I WMETL T, B
DTNy TWhET 48— M LET,
erestore : N7 T v 7 BIOETLT, EoT
OFT NNy THIETF 4 —7 W LET,

Cisco Identity Services Engine ') 1) —X 26CLI 1y 77 LR HA K .



. undebug

EXEC £— K CiscoISECLIaZ > K|

cdp

Cisco Discovery Protocol (CDP) 1> 7 ¢ ¥ =
L—yay 774,

e all : 3~T® Cisco Discovery Protocol = >/
T4 X2l —a DTNy TH T ¢
-7 LET,

» config : Cisco Discovery Protocol ® =2 2777 ¢
Xal—varDFRNy ZSHhET 48—
T LET,

« infra : Cisco Discovery Protocol D1 > 7 Z

ANTIF DTNy THNET 4 B—
TN LET,

config

a7 4Falb—rary IZrA,

call: TRTOIAL T 4 F2Lb— 3D
TRy THNET 4 =T M LET,

ebackup : Nv /T v 2T 4 F¥Falb—
varOT NNy M ET 4 B—T NI
LET,

eclock: 7wy /7 a7 4F¥alb—v g
DTNy TN ET 42— Mz LET,

einfra: 27 4 X2l —ar 7T
ARNT I F DTy THNET 4 &—
T LET,

ekron: I~V R AFYa—T a7
Fal—arOFNyITHNET 4 &—
T LET,

snetwork : Xy NU—27 a7 4 F a2 b —
arOT Ny T ET =T MZ
LET,

erepository : UARTY MY a7 4 Fal—
varDT Ny THITET 4 =TT
l—/i‘d‘o

eservice : —ERX a7 4 Fal— 3
YOT Ny TN ET 4 2—T M LE
‘a‘o

copy

ab—av R,
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| EXEC £— K CiscolSECLI 27> K

undebug .

icmp

ICMPa— 5D ay 7 4 Fal— g,

all : ICMP =2 —5&0ar 7 4 X2 l—3i 3
YOFTRCOT Ny TN ET 4 B—TIC
LET, 0~7 ORI TL_AEZHELET, 0
FER, 7TIET_XTERLET,

locks

UY—2ayFxr s,
call: TRTOY Y —RAryX U TOT
Ny JWHNeT 42— M LET,

efile: 77 A2 yX 2 TOTF Ny THT
AT 4 =TI LET,

logging

X s a7 4 FXal—aryZyrAIl,

all: e F o7 a7 4 F¥alb— g 0DF
TOT Ry TN ET 42—V LET,

snmp

SNMP 2> 7 4 Fal—ay 774/,

all: SNMP 27 4 Fal—va vrDF T
DTNy THH & T 4 E—=T M LET,

system

AT AN T A,
call : TRTDODVAT L T7ANDT Ny
THA%ETF 4 E—T I LET,
eid: AT AID DT Ry TN ET 4
=TIz LET,
sinfo : VAT LEROT AN THNET 4
=TIz LET,

init : AT LAOPEMLOT S T T E
Fo4E—7 M LET,

transfer

7 7 A JVERIE,

user

call : TRTO—PEFIHOT Ry FH
Pr 4=z LET,

s password-policy : /XA T — KR U o —D
2—YEHOT Ny TN 2T 4T
M LET,
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EXEC £— K CiscoISECLIaZ > K|

. undebug

utils a—T 4 VT4 a7 4 FXFalb—var Iy
A I,
all: TR CHO2—FT 4 VT a7 4 Fa2l—
arOT Ny TN ET 4 =TI LE

R
AT VR FI4NN T AN NOBEERMHEITH Y A,
ARV FE—F EXEC
av Y RERE )1)—2R TEAR
2.0.0.306 Zoavy RPEAINE LT,
!l

ise/admin# undebug all
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

which

which [}

BHE CLI CEMAABERa~ > RONEEERT HIT1E. EXEC E— R Twhich 2~ R&ff

)EH Ljﬁj‘o

which

B DEREA

Zoavy RiZid, ¥—

U—RBLUGIEITH Y £EA,

AR R FIHILE

77 4V FOBIEREIZH D EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FREASHE L,

ERALDHA K54 whichiZfEL =~ R TF, whichiXCiscolSE T TE EF28, 2~ K71 v TRl %

ANLTERLED & LEELA.

1

CLIA 2T T 4 T~V IEERRINER A,

WoOFE, which D ZRL TWET,

ise/admin# which

application
application
application
application
application
application
application
application
application
application

—

N

O W o Joy U W

—

configure<STRING>
install<STRING><STRING>
remove<STRING>
reset-config<STRING>
reset-passwd<STRING><STRING>
start<STRING>
start<STRING>
stop<STRING>
upgrade cleanup

upgrade prepare<STRING><STRING>

safe
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. write

EXEC £— K CiscoISECLIaZ > K|

write
CiscoISE— \EEL 2 B —, F£/R, F£IXHEET HIT1E. EXECE— R T 251 5% 8 E
LCwritez~> REFEHRALET,
write[ erase| memory | terminal ]

¥EXDEHEA erase AR =TT arZ s Fal—a w2l

ELFET, ZOF 7 3 0%, Cisco ISE Tl
F A4 B—TINTT,

memory

FTar 74 Xalb—varvdk AX¥—F T v
Far7 4 Xal—Iaricar—_L%7,

terminal

FifTary 74 F¥al—rgrEaryy—l
avr—LET,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,

ATV RE—F EXEC
avy FRERE )1)—Xx EENAE
2.0.0.306 Toavwr RREAINE LA,

FEREDHA K54 > CiscolSE TiE, write =~ RTerase 4 7' v a VAFEATHZ LT TEEEA,
erase 47/ a b write 2V REEBIZHHTSH L, CiscolSEIIRDODTT— A vEe—T%

FRLET,

% Warning: 'write erase' functionality has been disabled by application: ise

511

ise/admin# write memory
Generating configuration...
ise/admin#

15 2

ise/admin# write terminal

Generating configuration...
I

hostname ise
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EXEC Show E— F® CiscoISECLI a7 > F

ZDET(E, EXEC E— FT Cisco ISE REDFRITHMT 2 bER a2~ FD15TH
Lshow 2~ RIZOWTHEHH LES, ZOETIE, a~vr RT &I, ZOMEMTEOHMER
P, avr RO, HEOTA R4, BIOMERBIZRLET,

s show (113 X—7)

« show application (114 ~<—")

s show backup (117 ~—73")

* show banner (119 ~<—)

s showedp (120 X—7)

s show clock (122 ~X—7)

» show container (123 ~X—73)

s show cpu (128 ~—7)

e show crypto (131 ~X—73)

s show disks (132 ~X—)

s show icmp-status (134 ~<—73")

» show interface (136 ~X—1)

+ show inventory (138 ~X—73")

e showip (140 ~—2)

* show ipv6 route (141 ~—73°)

* show logging (142 ~X—7)

» show logins (145 ~—7)

+ show memory (146 ~X—73")

s showntp (147 ~X—7)

» show ports (148 ~X—3)

« show process (150 ~—73’)

« show repository (152 ~X—17)

» show restore (154 ~X—3)

+ show running-config (155 ~X—73")

+ show snmp engineid (157 ~X—73)

« show snmp user (158 ~X—3)
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EXEC Show E— F® Cisco ISECLI 2 < > K I

» show startup-config (159 ~X—2)
» show tech-support (161 ~—1”)
» show terminal (163 ~X—73)

+ show timezone (164 ~<X—)

» show timezones (165 ~X—1)

s show udi (166 ~X—7)

* show uptime (167 ~<—17)

* show users (168 ~—1)

« show version (170 ~X—73)

. Cisco Identity Services Engine ') 1) —X 26CL1 ) 77 LA HA K



I EXEC Show E— K ® Cisco ISECLI 2T > K

show

AU R TIHIE

FATL AT LD AFTT 5121, EXEC E— R Tshow 2~ F&2MHA L £,
show keyword

7T 7 4V h OEBHEEIZH D FH AL

show .

AvURE—FR EXEC
av Y FRERE )1)—Xx EZERNE
2.0.0.306 ooy FRAEASHE L,

FRLEDHA KSA Y

FTA_XTO show 2~ Nid, BT 2720120 < b 1 2DF—TU — RRMETT,

!l

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#
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. show application

show application

VAT AIA VAR ENTWABT S r—2 g Ny r—V % FRT AL, EXEC E—

K -C show application =~ > K& L £,
show application > file-name
show application [status {application_name} ]

show application [version {application_name} ]

EXEC Show E— F® Cisco ISECLI 2 < > K I

B DEREA
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> MAhzxE77A MV FAL L7 FLET,

file-name CiscoISET 7'V ir—3 a MNERERAFTH T 7
A VDL Hi,

status AL VAR=ILEINTWAET T r—v 300
AT —H AT LET,

version AVABR=ILEINTWBET S r— g

(CiscoISE) DT 7V fr—a v "=V a
RFRLET,

application_name

AL VAR=NLEINTWBET TV r—v a0
%_H\_ILJ‘O

I E A 2%k

s begin : —HT B/ NF— 1 K80 LFD
e AR— N LET,

count : HIJDITE A= Z o FLET, H
78 count DIZIZE T2 BIML 77,

| = count O HAEAG T %L,

end : —ETHITTHRTLET, K80
WFEOFERTEYR— M LET,

exclude : —ET 21T LT, &K
80 LFDHEMTFH#YFR— N LET,

include : —E 3T AT &EHET, &K 80
NTFOEBETAEYFR— N LET,

last : HADREOHAITZRRLET, H
i last DRICETEZIBMLEF, 801T%
TRRTEEY, 774V MIOTT,

| : last O I MERG 124K,




| EXEC Show E— K ® Cisco ISECLI 2T > K
show application .

ATV R FI4NN T ANV NOBEBERMEITH Y A,

AvYRE—K EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FRHEASHE L,

FERALEDAAKSAY YATAIA VA= AENTWO Ry S —VICElT 27 7 r—va VAT =2 AL A—
Va rEFRT HICIE, show application =~ > K& H L E7,

511

ise/admin# show application

<name> <Description>

RootPatch Cisco ADE Root Patch

ise Cisco Identity Services Engine
ise/admin#

511

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#

15l 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.3.0.672

Build Date : Thu Jun 19 19:33:17 2014
Install Date : Thu Jun 19 21:06:34 2014
ise/admin#

{51l 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.4.0.205

Build Date : Tue Mar 3 05:37:10 2015
Install Date : Tue Mar 3 21:06:34 2015
ise/admin#

11 3

CiscolSETIIA v ay (LY F_—R) TFAEBERADAT —FZANFRINET, pxGrid,
Certificate Authority, M&T. Identity Mapping Service 72 & D 7 vt A%, IROIRFEDOWTIIT
Y ET,
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. show application

« Z47H (Running)
¢ 4T LTV 72\ (Not Running)

« 7 4 —7/1 (Disabled)

: Cisco ISE ¥— v A 3@ <9

EXEC Show E— F® Cisco ISECLI 2 < > K I

:Cisco ISE—E R v ¥ v b ¥ ENTWET

: Cisco ISE — v 237 4 B—7 /L TF

PROCESS ID

3688
41 PROCESSES
6041
4533
6447
2363
6324
6263

ise/admin# show application status ise

ISE PROCESS NAME STATE
Database Listener running
Database Server running
Application Server running
Profiler Database running
AD Connector running
M&T Session Database running
M&T Log Processor running
Certificate Authority Service running
pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled
pxGrid Controller disabled
Identity Mapping Service disabled

ise/admin#

51 4

ise/admin#
Root Patch
ise/admin#

151 5

ise/admin#
Root Patch

Version
Build Date
ise/admin#

show application status RootPatch
installed, and enabled

show application version RootPatch
VERSION INFORMATION
1.3.0

March 21 2014 13:04PDT
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show backup .

show backup

VAT LDy T o TBEETNIN I T v T DAT —H A% FKRT HIZIE, EXECE— R
C show backup =~ > RZ&HH L F9,

show backup [history | status]

KEST D EHEA history VAT AN LDy 7Ty TIZEET % EREE SR
ZFRRLET,
progress VAT LDy T T AT —H AR
l/\i‘é"o

ATV R FI4NN T AN NOBEERMEITH Y A,

ARV kFE—F EXEC
Ay RERE J1—2 EERAR
2.0.0.306 Zoavry RpEAINE LT,

FEREDAA RKSq4Y YATLONRNy T v TRIEL AT — 2 2A%FRT 5I21%, showbackup =2~ > F&fEH L £
D

511

ise/admin# Show backup history

Wed Apr 10 02:35:29 EDT 2013: backup mybackup-CFG-130410-0226.tar.gpg to repository
myrepository: success

Wed Apr 10 02:40:07 EDT 2013: backup mybackupl-OPS-130410-0239.tar.gpg to repository
myrepository: success

ise/admin#

512

ise/admin# show backup status

[

%% Configuration backup status

% backup name: mybackup

% repository: myrepository

% start date: Wed Apr 10 02:26:04 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackup-CFG-130410-0226.tar.gpg to repository myrepository:
success

%% Operation backup status

% backup name: mybackupl
% repository: myrepository
% start date: Wed Apr 10 02:39:02 EDT 2013
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amsmW%—Pwmmuﬁcu:7>F|
. show backup

oe°

scheduled: no
triggered from: Admin web UI
host: ise.cisco.com
status: backup mybackupl-OPS-130410-0239.tar.gpg to repository myrepository:

o oo

o

success
ise/admin#
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| EXEC Show E— F® CiscoISECLI o< > K
show banner .

show banner

nJAVHINT=BIO0n VA BN —%RFIRT HI2IE,. EXEC £— K C show banner =1~
Y REFERHLET,

show banner [post-login | pre-login]

X D post-login LD CLIE » & 2 20 Cisco ISE 9 — S Tk
ESNTWD e T A U %DOEFRNPFERENE
TO

pre-login HAED CLI® v ¥ 3 »® CiscoISE Y—/3Ta%
EINTWDH R 7 A RTDFRNERSILE
R

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FEREEDHA KSA4Y 7774772 SSHE Y g Tshowbanner =2~ R LES, 7277 1772 SSH & v
v a > Cisco ISE FHLFE AR — ¥ )V CRRE SN [IRKFEIRE » > g % (Maximum Concurrent
Sessions) | ZHBx -%E. #E xR KT7 277 47 SSHt v a U HICHE (WARNING:
Maximum active ssh sessions reached) | A vt —IUNERINET,
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amsmW%—Pwmwuﬁcu:7>P|
. show cdp

show cdp

72> TN D 9T D Cisco Discovery Protocol (CDP) A v % —7 = A AT HIEH %
FRT HITIL, EXECE— RFCTshowedp =2~ K& LET,

show cdp [all | neighbors]

BX DA all A F—T N2> TN BT XTD Cisco
Discovery Protocol f > % —7 = A A& FK/R L
£,

neighbors Cisco Discovery Protocol 21 /N—ZR L E T,

ATV R FI4NN T ANV NOBEERMHEITSH Y A,

ARV kFE—F EXEC
Ay RERE J1—2 EERAR
2.0.0.306 Zoavry RpEASNE LT,

FEHEDAHA KS4 > A F—7 /N> T 5 Cisco Discovery Protocol > % —7 = A 23 L UNCDP KA /N —Z FIR
T 25121, showedp =2~ REHHL E9,
S

GE)  CDPIE., i D IPVA B LI ONIPV6 A v Z— T = A AL RFELTE E4,

511

ise/admin# show cdp all

CDP protocol is enabled...
broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.
CDP is enabled on port GigabitEthernetO.

ise/admin#

15 2

ise/admin# show cdp neighbors
CDP Neighbor: 000c297840e5
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.114

IPv6 Address : 2001:420:54ff:4::458:1

CDP Neighbor: isexp-esw)b
Local Interface : GigabitEthernetO
Device Type : cisco WS-C3560E-24TD
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show cdp .

Port : GigabitEthernet0/5
Address : 172.23.90.45
IPv6 Address : 2001:420:54£f£:4::458:5

CDP Neighbor: 000c29e29926
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.115

IPv6 Address : 2001:420:54ff:4::458:2

CDP Neighbor: 000c290£fba98
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.111

IPv6 Address : 2001:420:54£ff:4::458:3
ise/admin#
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amsmW%—Pwmmuﬁcu:7>P|
. show clock

show clock
VATAYTZ N7 sayORER, A, BfF. B, BEE. BIOELZRRT AT,
EXEC =— RCTshowclock =~ > REFEAL F4,
ZOa<wy RNZliZ, F—U—FBLOS#EIZHY FHA,

show clock

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FERLEDHA RS 4q> ROBID showclock DHAIZIE, WHEHSAREE (UTC) | 77V = DFEHERE (GMT) | e
[, FIEA— A —RERRE ENET,

il

ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show container

Threat-Centric NAC 7 &% 7% & Wi-Fi i% EICBAT A5 A 9 5 121%, EXEC “E— R T show

container =< R&ZfEH L%,

show container .

Zoazwy FOMNE, MR F v o 7X T ZDBMERS NI B, 7 ¥ 72 OFATR
W, 7 X472 OBIEORREICET 2feHERARE L E T, a7 4 EIXIDIZESW T,
BT XTI T DHMERE R TTH LN TEET,

show container {tc-nac {adapters|all | inspect {container-id container-id | container-name
container-name} | stats {container-id container-id | container-name container-name} } | wifi setup all}

B DEREA

tc-nac Threat-CentricNAC 7 # 7 Z 2B A H & 3%
RLUET,

wifi setup Wi-Fi =2 7 TR EF AR R LET,

all TCNAC & BFf4 5 & . Cisco ISE THIH AT HE
RETRTOTHEIE (2T F4RIDEED
T) #—EBRRLET,
Wi-Fi %€ L 45 L. Wi-Fi 27 &€
Bz FR L £,

adapters Cisco ISE THIE S TWA TCNAC 7 X 7%

—EERLET, avTFIDBLRarT
T, TETEPMERES NI AR, TH T A
DFEITHREM, 7 X 72 OBIEOIRIEL — &R
RLET,

inspect {container-id container-id |
container-name container-name}

FrE DT 27 2 M7 D e —Fa#oR
]\/iﬁ—o

stats {container-id container-id | container-name
container-name}

FrE DT 547 2B DEHEm ARt L&
R

>

HhuE77A MV FA L7 FLET,
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. show container

AU R TIFIE

EXEC Show E— F® Cisco ISECLI 2 < > K I

HEE A%k

s begin : —HT B/ NF— 2 K80 LFD
TR AR— N LET,

count : HIJDIT8E= o FLET, H

5 count DEZIHF#EMLE T,
| © count O HAERGT- %L,

end : —ET AT THRTLET, K80

XFOFF LY R—FLET,

exclude : —EHT 21T L E T, &K

80 LFDFHFTEYR—FLET,

include : —E 3 2172 &EHET, &K 80

LFDHEPFeYR—FLET,

last : HOORBEOEITZRRLES, H

it last ORRIHT 2B L EF, 801TH
THRFRTEET, 774/ ME10TT,

| = last D HTHERGT- 25K,

T 7 4V N OEMERMEIZH W FH AL

ATV RE—F EXEC
avy FERE )1)—Xx TEAR
2.2.0.470 Zoawy RPREAINE LT,

FEREDAHA RS>

Threat-CentricNAC 7 % 7° X2 \Z BT A i & £ /x5 121%. showcontainer 2~ > &AL E

‘@40

51

ise/admin# show container tc-nac adapters

CONTAINER ID IMAGE COMMAND
STATUS PORTS

63b8904f41c6 irf-adapter-nexpose "/opt/CSCOcpm/vaservi"
Up 19 hours

8389f7e249ct irf-adapter-tenable "/opt/CSCOcpm/vaservi"
Up 2 days

ise/admin#

. Cisco Identity Services Engine ') 1) —X 26CL1 ) 77 LA HA K

CREATED
NAMES
19 hours ago
nexpose
2 days ago
tenable



I EXEC Show E— K ® Cisco ISECLI 2T > K

15 2

ise/admin# show

show container

container tc-nac all

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
63b8904f41c6 irf-adapter—-nexpose "/opt/CSCOcpm/vaservi" 19 hours ago
Up 19 hours nexpose
8389f7e249cf irf-adapter-tenable "/opt/CSCOcpm/vaservi" 2 days ago
Up 2 days tenable
41921c1539pf irf-core-engine:2.2.6 "/bin/sh -c 'npm star" 3 days ago
Up 3 days 127.0.0.1:3000->3000/tcp
irf-core-engine-runtime
cdfeff3cf628 irf-rabbitmg:2.2.6 "/docker-entrypoint.s" 3 days ago
Up 3 days 4369/tcp, 5671-5672/tcp, 15671-15672/tcp, 25672/tcp
irf-rabbitmg-runtime
e682a5a5ad69 irf-mongo:2.2.6 "/entrypoint.sh mongo" 3 days ago
Up 3 days 27017/tcp
irf-mongo-runtime
ise/admin#
113
ise/admin# show container tc-nac inspect container-name nexpose
[
{
"Id": "63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0ab36alba3044",
"Created": "2016-09-22T11:38:03.1461413162",
"Path": "/opt/CSCOcpm/vaservice/nexposeadapter/bin/nexposeadaptercontrol.sh",
"Args": [
"start",
"http://irf-core-engine-runtime:3000/api/adapter/instance/register",
"07bcbaee-fb9f-4845-86cb-886c7c095188"
] 4
"State": {
"Status": "running",
"Running": true,
"Paused": false,
"Restarting": false,
"OOMKilled": false,
"Dead": false,
"pid": 23433,
"ExitCode": 0,
"Error": "",
"StartedAt": "2016-09-22T11:38:05.6094396452",
"FinishedAt": "0001-01-01T00:00:00z"
} 4
"Image": "06ba3230bd64872b988£f4506e7fffddc8c6374c7ece285555eelcc57743ea7e0",
"ResolvConfPath":

"/opt/docker/runtime/containers/63p8904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/resolv.cont",

"HostnamePa

th":

" /opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/hostname",

"HostsPath":

"/opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044 /hosts",

"LogPath":
"/opt/docker/runt

ime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/

63b8904£f41c6ce2a58660d38eb3500104038e650e4e3365e21le0a536alba3044-json.log",
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amsmW%—Pwmwmﬁcu:7>P|
. show container

"Name": "/nexpose",
"RestartCount": O,
"Driver": "devicemapper",

"ExecDriver": "native-0.2",
"MountLabel": "",
"ProcessLabel": "",
"AppArmorProfile": "",

"ExecIDs": [
"d76578aa48118167d9d029037fcb2e56aa7dce8672b8991a736617a6d6879750"
]I

"NetworkSettings": {
"Bridgell: ""’
"SandboxID": "9873fb92£86e665039%9a6delb5bfe057bc3fd341f7b3%acedee57chbd89b3£f56ce0",

"HairpinMode": false,
"LinkLocalIPvé6Address": "",
"LinkLocalIPv6PrefixLen": 0,
"Ports": {},
"SandboxKey": "/var/run/docker/netns/9873fb92f86e",
"SecondaryIPAddresses": null,
"SecondaryIPv6Addresses": null,
"EndpointID": "",
"Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvo6PrefixLen": 0,
"IPAddress": "",
"IPPrefixLen": 0,
"IPv6Gateway": "",
"MacAddress": "",
"Networks": {
"irf-internal-nw": {
"EndpointID":
"8999c12319144cfd66ad4e99ped0f7fbc228779e43f2a7£20c48867b8b3ca7a49",
"Gateway": "169.254.1.1",

"IPAddress": "169.254.1.6",
"IPPrefixLen": 24,

"IPv6Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvePrefixLen": O,
"MacAddress": "02:42:a9:fe:01:06"

51 4

ise/admin# show container tc-nac stats container-name nexpose

CONTAINER CPU % MEM USAGE / LIMIT MEM % NET
I/0 BLOCK I/O
nexpose 0.07% 327.9 MB / 12.43 GB 2.64% 4.501

MB / 2.446 MB 106.4 MB / 21.27 MB
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show container .

15 5

ise/admin# show container wifi setup all

CONTAINER ID IMAGE COMMAND CREATED

STATUS PORTS NAMES

d51711744e7c wifisetup:0.0.12 "/sbin/tini -- /usr/b" 6 days ago Up
6 days wifisetup-container
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EXEC Show E— F® Cisco ISECLI 2 < > K I

. show cpu
show cpu
CPU 2 £ 19 521, EXEC E— R Tshowcpu =~ > R&EHEHAL £,
Cisco ISE = AR—x o h T D CPU R OB 4 F " ¥ 2 121X, EXEC E— KT show cpu
usage2~v > R LET, Zoa~vy FOHE, 2~ RRFET Ik RO CPUMEH
BOAF v T gy bt LET,
show cpu > file-name
show cpu statistics
show cpu usage
BX DA > Mha77 AN ZAL VL7 P LET,
file-name VXA VT N D7 7 A VD4R,
dtatistics CPU #iaME#MEFm LE T,
cpu usage ALVAR=NLEINTWET TV r—g
(CiscoISE) ® =z v R—3x> hZ & @ CPUfil
MEEzFRRLET,
H e T 225

e begin : —ETH /X7 —1, K80 LFD
EHTEYFR—FLET,

count : HIJDIT8AE= o FLET, H
7& count DIZIZHETEEML E T,

| = count O H SEATFZEHL,

end : —ETHITTHRTLET, K80
WFEOFERTEYR— M LET,

exclude : —ET 2172 LFET, &K
80 LFEDFHFTEYR—FLET,
include : —E9 2172 & ET, &K 80
LFEOERTEYR—FLET,

last : HIIOERBOEITEFRLET, H

it last DRITHT 2B L £, 80 1T
THRRTEET, 774/ MI10TY,

| = last O H IHERGF 224K,

ATVRFIFILR T IANNOBECHEITH Y EHA,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show cpu .
ITU R E—F EXEC
av Yy RER )1y—2 EERNE
2.1.0.474 Zoavy RRBEAIShE L,
BRELDAA ES54> CPUIEH L ZOMEHEHA 7T 5I01E, showepu 2w REMALET,
1511
ise/admin# show cpu
processor: 0
model : Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
speed (MHz) : 1861.914
cache size: 4096 KB
ise/admin#
15l 2
ise/admin# show cpu statistics
user time: 265175
kernel time: 166835
idle time: 5356204
i/o0 wait time: 162676
irg time: 4055
ise/admin#
151 3
ise/admin# show cpu usage
ISE Function % CPU Usage CPU Time Number of threads
Profiler Database 0.01 1:26.27 3
M&T Session Database 0.01 1:23.06 18
Certificate Authority Service 0.04 6:57.38 31
M&T Log Processor 0.09 15:44.23 60
ISE Indexing Engine 0.12 21:34.76 75
Database Listener 0.01 0:53.18 2
Database Server 0.36 62:48.64 64
processes
Admin Webapp 0.04 6:46.68 53
Profiler 0.00 0:02.94 26
NSF Persistence Layer 0.05 8:09.70 46
Guest Services 0.00 0:00.32 5
Syslog Processor 0.00 0:12.79 3
Quartz Scheduler 0.05 9:08.80 29
RMI Services 0.00 0:05.98 10
Message Queue 0.00 0:43.99 4
BYOD Services 0.00 0:00.00 1
Admin Process JVM Threads 0.19 32:50.67 10
Miscellaneous services 0.17 30:30.47 3557
Identity Mapping Service N/A
SXP Engine Service N/A
Threat Centric NAC Docker Service N/A
Threat Centric NAC MongoDB Container N/A
Threat Centric NAC RabbitMQ Container N/A
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show cpu

Threat Centric NAC Core Engine Container N/A
Vulnerability Assessment Database N/A
Vulnerability Assessment Service N/A
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show crypto

show crypto .

07 A L TWAEHE L —FOART—B IO —ICBET 2 FEHREEZRT DI
show crypto =2~ > RZ&HEH L F9°,

show crypto authorized_keys
show crypto host-keys

show crypto key
DA authorized keys BIER 74 LT D —HF O — D
WERRLET,
host_keys HER A L TnWHa—HFDRA N F—%
KRLET,
key BER 74 LTS a—FOX—DIFH%
FRLET,
ATV R FI4NN T AN NOBEERMHEITH Y A,
ARV FE—F EXEC
2wy REE y1y—2 KRENE
2.0.0.306 Zoavwr RBREAINE L,

EREDAARZA

BER 74 LTS —HFOFF— & F—%2FK 7T 521X, showcrypto 2~ > K& f
LET,

511

ise/admin# show crypto authorized keys
Authorized keys for admin
ise/admin#

512

ise/admin# show crypto key
admin public key: ssh-rsa £8:7f£:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise

ise/admin#
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EXEC Show E— F® Cisco ISECLI o< > F |
. show disks

show disks

FURTDT 7 ANV AT MMEREFERT HI1Z1E, EXEC E— K Tshowdisks =~ K& {#
LET,

show disks> file-name

X DA > HMhuE77 A0 ZAL L7 bLET,
file-name VXA VY NTD7 7 A NVDL4H,
| H OB A%k

e begin : T HNF— 1 K80 LFD
TR AR— N LET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

| © count D S ERGF 2%,

end : —ETAHITTKTLET, K80
NEFEORHTFEYR— M LET,

exclude : —E I 21T LET, KK
80 XFDFETFTHEFR—FLET,

include : —E T 217250 FET, &K 80
XFOEBFEYR—FLET,

slast : HOOEBEOEITEFR T LET, H
F5 last ORICHETEZBINLET, 801TF
THERRTEET, T 74/L ME10TT,

| : last D HJERG 24K,

ATV R FI4IL T AN FOBESEIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FREASHE L,

FEREDHA KSqy showdiksa~ NiE, T4 A7 T 7 ANV AT LEfATLT T v b7 =L TOHRFR— |
SNET,
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show disks .

1

ise/admin# show disks
disk repository: 24% used (3325484 of 14877092)
Internal filesystems:
/ : 5% used ( 24124436 of 540283556)
/storedconfig : 7% used ( 5693 of 93327)
/tmp : 2% used ( 35960 of 1976268)
/boot : 4% used ( 17049 of 489992)
/dev/shm : 0% used ( 0 of 1943756)
all internal filesystems have sufficient free space
ise/admin#
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. show icmp-status

show icmp-status

EXEC Show E— F® Cisco ISECLI 2 < > K I

Internet Control Message Protocol (ICMP) T a—8& D a7 4 X b—ra VIFREFR T D
\Z1%, EXEC *&— KT showicmp_status 2~ > R&fEH L £,

show icmp_status> file-name

B DEREA >

WMhxE77A MV ALV FLET,

file-name

UEA VT b D7 7 A NDAHi,

HER T2~

e begin: —#4 537 —>, K80 LTFD
Y AR— N LET,

count : BT A P LET, B
#E count DI FEEML £,

*| : count D SESF 2~ K,

end: T HITTKTLET, H&K80
LFEOE T EYR—FLET,

exclude : —E1 21724 L £, &K
80 XTF-DFH T H Y AR — M LET,

include : —E T 21725 FET, KK 80
LFOFEH TR —F LET,

last : I DORZEOEATEFR R LET, H
75 last D IZEFT BN L E3, 801TF
TERTEET, T 74/ MI10TT,

o| @ last DHIERI T2~ R,

ATV R FI4NN T ANV NOBEERMHEITH Y A,

ARV FE—F EXEC
2wy REE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FEHEEDHA K54 > Internet Control Message Protocol (ICMP) T3 —IG&ED A7 4 F a2 bL— a UMEREFRT D

(21X, showicmp_status =~ > R&HL £,
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show icmp-status .

511

ise/admin# show icmp status
icmp echo response is turned on
ise/admin#

151 2

ise/admin# show icmp status
icmp echo response is turned off
ise/admin#
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EXEC Show E— F® Cisco ISECLI o< > F |
. show interface

show interface
IPIZREENTWVWAS L H—T oA ADZ—F Y F 4 AT —HF A% FH77T 5I121F. EXEC
F— R Cshowinterface 2~ > R&fEH L E£7,
show interface > file-name
show interface GigabitEthernet {0-3}

X DA > HhuE77 ANV EAL L7 FLET,

file-name A H =T AEREV XA VLT N TDHT 7
A VD4Rl

GigabitEthernet BEODXHTE Yy hA—HFy b A ¥ —T =
A ADERER TR LET,

0-3 FHEY A=Yy &R, HTESH
HEMEOHHEE 0, 1, 2, 3,
H e 12245

e begin : —ET H K —, R8O ILTD
YT EPR—MLET

count : tHI1DIT¥E I P LET, H
75 count DL T EEML £,

end : —ETAHITTKTLET, K80
WTFORETEYR— N LET,

exclude : —ET 2172 LFET, &K
80 XFDFETEYFR—FLET,

sinclude : —ET 2172 EHFET, wK 80
WTFORETEYR—NLET,

olast : HOOKGEOEITERRRLET, H
35 last ORICHETFEZBINLE9, 801TF
THERTEET, T 74/ ME10TT,

AR R FI4NAL  T7AN FOEERLEITH Y A,

ARV FE—F EXEC
2wy FEE y1y—2 RENE
2.0.0.306 ZDavwry RBREAINE L,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

EREDAA

 —_

3

show interface .

4 > showinterface GigabitEthernet 0 D /1 Tld, A F =T = A RT3 DDIPV6 7 FL AN H D
ZEMOMYET, BUIOA L —Fy b T FLA Gffeblfk) 15, A7 — L AHBREL
FERLERERTT, AT 2120, £DH 7Ry FTIPV6/L— K 7 RAXZ A XA "I3A
F—T NI TWBRERSH Y 3, IROT KA (fe80LAKE) X, FA FOAIRICA 2 —
TPFELRWY 7 a—HL 7 KL AT, IPve BENERE F 72 1% DHCPv6 3% & 12 BfR 7 <
JYor7 a—N T RUARFEICERINET, &EDT RL-A (2001 LARE) 1%, IPv6 DHCP
=\ HHEE LIZAER T,

11

ise/admin# show interface
Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0

ethO

lo

sit0

ise/admin#

151 2

inet6 addr:

fe80::20c:29ff:fe6a:88c4/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr:

::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0

TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
Link encap:IPv6-in-IPv4

NOARP MTU:1480 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

ise/admin# show interface GigabitEthernet 0
Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0

ethO

ise/admin#

inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:£fe36:200/64 Scope:Global

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000
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EXEC Show E— K ® Cisco ISECLI a7 > K |
. show inventory

show inventory

CiscOISET 7IGA T v A BTARLV Y TAEZRE, "—FRTx=T7 A 0_0 FIZETHE
WA FoRT HITIE,. EXEC E— R Cshowinventory =~ K& L E9,

show inventory > file-name

X DA > HMhuE77 A0 ZAL L7 bLET,
file-name N=RT 2T A _ROMNIEREVEA LY
57 7 A VDL,
H B2k

e begin : —HTHNF— 0 K80 LFD
BT AR— N LET,

count : HIJDITEE= I FLET, H
7 count DIZIZHFEEML £,

end : —ETAHITTKTLET, K80
NEFEORHTFEYR— M LET,

exclude : —E I 21T LET, KK
80 XFDFETFTHEFR—FLET,

include : —E T 217250 FET, &K 80
XFOEBFEYR—FLET,

last : I OEGEOEATEFR R L ET, H
F5 last ORICHETEZBINLET, 801TF
THERRTEET, T 74/L ME10TT,

ATV R FI4NN T ANV NOEERMEITH Y A,

avYRE—FR EXEC
av Y FER )1)—X EERNA
2.0.0.306 SOavy FAREASHE LT,

FEEEDHA KS4 > CiscolSET 7T A7 » ADNEWAZFRT 5I21E, showinventory =2~ > REMH L £,

ise/admin# show inventory
NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9 , VID: VOl , SN: H8JESGOFHGG
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I EXEC Show E— K ® Cisco ISECLI 2T > K

Total RAM Memory:
CPU Core Count:
CPU 0: Model Info:
Hard Disk Count (*):
Disk 0: Device Name:
Disk 0: Capacity:
Disk 0: Geometry:

NIC Count:

NIC O0: Device Name:
NIC O: HW Address:
NIC O0: Driver Descr:

show inventory .

1035164 kB

Intel (R) Xeon (R) CPU E5320 @ 1.86GHz

/dev/sda

64.40 GB
255 heads 63 sectors/track 7832 cylinders

ethO
00:0C:29:6A:88:C4

eth0: registered as PCnet/PCI II 79C970A

(*) Hard Disk Count may be Logical.

ise/admin#
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EXEC Show E— F® Cisco ISECLI 2 < > K I

. show ip

show ip

P L— MEHZFRT HI2IE, EXEC E— K Tshowip 2~ R&EEH L ET,
show ip route

X niiHA route IPV— MEHERRLET,

ATV R FI4NN T ANV NOEBEREITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDHA KSq4y O REWPNV—T 427 T—=TNVEFRRLET,
1

ise/admin# show ip route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.21.79.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
0.0.0.0 172.21.79.1 0.0.0.0 UG 0 0 0 ethO
ise/admin#
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show ipv6 route .

show ipv6 route

IPv6 /L— hME# A FRmd H121F, EXEC E— R CTshowipv6route =2~ > K& L £,

show ipv6 route

ARV R FI4NA L T 7AN FOBEREIZH Y EE A,

AvURE—FR EXEC
av Y FRERE )1)—Xx EZERNE
2.0.0.306 ooy FRAEASHE L,

FEHEDAA KSq4y ZOATURE IPVONV—T 7 T—=TNuFRLET,

15 1

ise/admin# show ipvé6 route

Destination Gateway Iface
2001:DB8:cc00:1::/64 2001:DB8:cc00:1::1 ethO

£ff02::1:2/128 £f£f02::1:2 ethO0

ise/admin#

151 2

ise/admin# show ipv6 route

Destination Gateway Iface
2001:db8::/64 D ethO

2015:db8::/64 D eth3

2020:db8::/64 2001:db8::5 ethO

default 2001:db8::5 ethO

ise/admin#
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. show logging

show logging

VAT LOX T (syslog) DIRFEBLOHEHED U AT X TRy 7 7 ONBREERTD
\Z1%. EXEC *&£— KT showlogging =2~ > R&fH L £,

show logging > file-name

show logging application application-logfile-name

EXEC Show E— F® Cisco ISECLI 2 < > K I

show logging container tc-nac { container-id container-id [ log-name name-of-log-file tail] |

container-name container-name}
show logging internal
show logging system system-logfile-name

B DEREA

> HhE77 A0z #4127 FLET,

file-name VAT A TERE VXA VY NTHT A
IV DA,

application TFVr—varynlERRLET,

application-logfile-name

TV —arual 77 A VDT

container tc-nac

Threat Centric-NAC 2 > 7 F &£ R L FET,

container-id container-id [log-name
name-of-log-file tail ]

BEEIN=ar7F (TC-NAC T H X)) 1T
BEd 507 77 ANV EFRRLET,

container-name container-name

BEENZar7F (TC-NAC T HEFH) 1T
#5207 77 A NVEERLET,

internal syslog DA 7 f Falb—arzdnRLE
D
system VAT LD syslog wERLET,

system-logfile-name

AT A a7 7 A ILDL4T,

system-file-name

AT A a7y ANV DLTE
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I EXEC Show E— K ® Cisco ISECLI 2T > K

avy KT+

show logging .

H A EE A%k

s begin : —HT B X — 2 K80 LFD
T A AR— N LET,

count : HAJDITEE=h o FLET, H
78 count DIZIZE T2 BIML F7°,

end : —ETHITTHRTLET, K80
WFEOFRRTFTEYR— M LET,

exclude : —EHT 21T LT, &K
80 XF- DT A Y AR — M LET,

include : —E9 2172 & ET, &K 80
LFEOER T R—FLET,

last : WO OEEOEITEE R LET, H
75 last DRI TABIMLE T, 8017
TERTEET, T 74/ MI10TT,

T 7 4V h OEHERAEIZH Y TR AL

ATV RE—F EXEC
av Y FER Jiy—=x EENA
2.0.0.306 oawy RPREAINE LT,

FEREDHA FS1 Y

ZDawy R, syslogm 7 —BLOA R haX o /oREEZFORLET, ZOREIZT,
*

RARNT RLA, X ITNAR—T I Ro>TWbuaX o 7ok (avyy—n,

=X,

Ny Ty FLEFARAN) BEERET,

511

ise/admin# show

0

1781
4690

0

0

0
38784
16032
32947
63738
146292
13877
129371
27521
345031
0
1272479

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Jul
Feb

logging

25
26
26
25
25
25
26
26
26
26
26
26
26
25
25
28
26

2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2011
2013

system
:57
0l:
:40:
:56
10:
00:
148
:47

15

02:

02
15

16:
16:
02:
02:
:38:
02:
02:
148
:40
10:
10:
:56
$42

00

01
02

16:
16:

00
02

19
19

19
19

:43

02
01

:54

03
03

02

:49
148
132
122

02
02

: 37
:52

tallylog
maillog

cron

spooler
boot.log

btmp

wtmp

faillog

dmesg

messages
lastlog

rpmpkgs

secure
anaconda.syslog
anaconda.log
mail/statistics
ade/ADE. log
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amsmW%—Pwmwmﬁcu:7>P|
. show logging

567306 Feb 26 2013 02:40:22 audit/audit.log
24928 Feb 26 2013 02:40:01 sa/sa26
0 Feb 25 2013 16:01:40 pm/suspend.log
ise/admin#

512

CiscoISE / — ROT7T IV r—arvual 79 A NVEFERTHICIE. kOoa~wy REERLE
7,

ise/admin# show logging application
61 Oct 07 2016 03:02:43 dbalert.log
4569 Oct 07 2016 03:21:18 ad_agent.log
0 Oct 07 2016 03:13:18 1ise-elasticsearch index indexing slowlog.log
0 Oct 07 2016 03:02:59 edf.log
124 Oct 07 2016 03:21:59 diagnostics.log
8182 Oct 07 2016 03:26:45 caservice.log
426 Oct 07 2016 03:19:17 redis.log
1056 Oct 07 2016 03:13:07 caservice bootstrap.log
49637 Oct 07 2016 03:27:40 passiveid-mgmt.log
0 Oct 07 2016 03:02:59 passiveid.log
0 Oct 07 2016 03:13:18 1ise-elasticsearch index search slowlog.log
14152 Oct 07 2016 03:26:03 collector.log
0 Oct 07 2016 03:02:59 idc-endpoint.log
134 Oct 07 2016 03:22:34 ocsp.log
0 Oct 07 2016 03:02:59 dbconn.log
0 Oct 07 2016 03:02:59 idc-kerberos.log
100958 Oct 07 2016 03:24:43 crypto.log
0 Oct 07 2016 03:02:59 idc-syslog.log
0 Oct 07 2016 03:02:59 replication.log.2016-10-04.1
10394 Oct 07 2016 03:24:01 guest.log
0 Oct 07 2016 03:02:59 guest.log.2016-10-07.1
0 Oct 07 2016 03:02:59 wvcs.log.2016-10-04.1
288624 Oct 07 2016 03:27:25 1ise-psc.log
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show logins

show logins .

VAT Au T A OREEFRT HIZIE, EXECE— K Tshowlogins=~ > R&2H L7,

show logins cli

BX DA cli

civn A VgEe —HFERLET,

ATV R FI4NN T ANV NOEERMEITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDHA KSq4y diF—UV—FE2EETLILERHY £T, HHELRWEE, =7 =08 ELET,

!l

ise/admin# show logins cli

admin pts/0 10.77.137.60 Fri
admin pts/0 10.77.137.60 Fri
admin pts/0 10.77.137.60 Fri
reboot system boot 2.6.18-164.el5PA Thu
admin ttyl Thu
reboot system boot 2.6.18-164.el5PA Thu
setup ttyl Thu

reboot system boot 2.6.18-164.el5PA Thu
wtmp begins Thu Aug 5 16:05:36 2010
ise/admin#

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

[CNC, BN €, RN, BN, BYe) Be) W o))

09
08

17

:45
:56
07:
18:
18:
18:
:43
16:

17
17
15
09

05

still logged in
:33)

09:30
08:43

down

18:07

(00
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. show memory

show memory

EXEC Show E— F® Cisco ISECLI 2 < > K I

TRTCOETIT e ADAEVHEHELZF T 511X, EXEC &— KT show memory =< >

REfHLET,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show memory

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FEELEODHA KSq> HHAETY ZFRKRT2I12E, showmemory =~ > FEMEHLET,

il

ise/admin# show memory
total memory: 4394380 kB
free memory: 206060 kB
cached: 1111752 kB
swap-cached: 9072 kB

output of free command:

total used free shared buffers cached

Mem: 4394380 4188576 205804 0 147504 1111748
-/+ buffers/cache: 2929324 1465056

Swap: 8185108 192728 7992380

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show ntp

AR TIAIE

show ntp .

Network Translation Protocol (NTP) BEAEffIT D AT —% ZAZF T 5HI12i1L,. EXEC E— KT
showntp =2~ > R&2HHL 9,

Zoawy RZE, F—U—RBXUSEILHY £HA,
show ntp

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306

FRLEDODHA KS14 Y

ZOavwy RpREAINE LT,

Network Translation Protocol (NTP) BHu#ft i) #F£R$ 5HI2i%, showntp =2~ REMH L E
7

il

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.150

Tertiary NTP : 171.68.10.80

synchronised to local net at stratum 11
time correct to within 11 ms
polling server every 128 s

remote refid st t when poll reach delay offset jitter
*127.127.1.0 .LOCL. 10 1 9 64 377 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 11 64 0 0.000 0.000 0.000
171.68.10.150 .INIT. 16 u 11 64 0 0.000 0.000 0.000

Warning: Output results may conflict during periods of
ise/admin#

changing synchronization.
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EXEC Show E— F® Cisco ISECLI 2 < > K I

. show ports

show ports
TIT 4 TRR—= 2 v AT HTRTOF o RCHET 5@ EFRT 5121, EXEC
£— K Tshowports 2~ R&HHLE7,
show ports> file-name

BX DA > HhzE7r7A ) 2417 FLET,
file-name VEA VLI D7 7 A NVDOL4HI
\ I E A 225

e begin : T HNF— 1 K80 LFD
TR AR— N LET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

| © count D S ERGF 2%,

end : —ETAHITTKTLET, K80
NEFEORHTFEYR— M LET,

exclude : —E I 21T LET, KK
80 XFDFETFTHEFR—FLET,

include : —E T 217250 FET, &K 80
XFOEBFEYR—FLET,

slast : HOOEBEOEITEFR T LET, H
F5 last ORICHETEZBINLET, 801TF
THERRTEET, T 74/L ME10TT,

| : last D HJERG 24K,

ATV R FI4IL T AN FOBESEIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FREASHE L,

EELEOHA KSq4> showports 2~ REFEITTHHG, R— b R37 774 7ty v a VCBEEFITHNA TN D
VERB Y F,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show ports .

£l
ise/admin# show ports
Process java (22648)

tcp: 0.0.0.0:9024, 127.0.0.1:2020, 0.0.0.0:9060, 0.0.0.0:37252, 127.0.0.1:8
005, 0.0.0.0:9990, 0.0.0.0:8009, 0.0.0.0:8905, 0.0.0.0:5514, 0.0.0.0:1099, 0.0.0
.0:61616, 0.0.0.0:80, 127.0.0.1:8888, 0.0.0.0:9080, 0.0.0.0:62424, 0.0.0.0:8443,
0.0.0.0:443, 0.0.0.0:8444

udp: 172.21.79.91:1812, 172.21.79.91:1813, 172.21.79.91:1700, 0.0.0.0:48425
, 172.21.79.91:8905, 172.21.79.91:3799, 0.0.0.0:54104, 172.21.79.91:57696, 172.2

1.79.91:1645,

172.21.79.91:1646

Process timestenrepd (21516)

tcp: 127.0.0.1:56513, 0.0.0.0:51312
Process timestensubd (21421)

tcp: 127.0.0.1:50598
Process rpc.statd (3042)

tcp: 0.0.0.0:680

udp: 0.0.0.0:674, 0.0.0.0:677
Process ttcserver (21425)

tcp: 0.0.0.0:53385, 127.0.0.1:49293
Process timestensubd (21420)

tcp: 127.0.0.1:51370
Process redis-server (21535)

tcp: 0.0.0.0:6379
Process : portmap (2999)

tcp: 0.0.0.0:111

udp: 0.0.0.0:111
Process Decap main (22728)
--More--
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show process

show process

TIT 4 Tl at AT AR EF RS HI2iE. EXEC T — KT showprocess =~ K%
AL ET,

show process > file-name

EXDiiHA > HMhuE77 A0 ZAL L7 bLET,

file-name VXA VY NTD7 7 A NVDL4H,

| (ER) o HIEMi+25K

e begin : T HNF— 1 K80 LFD
TR AR— N LET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

end : —ETAHITTKTLET, HKS80
WFEORETEYR— N LET,

exclude : —E T 2172 LFET, &K
80 XFDFETEHFR—FLET,

sinclude : —EHT 2172 &5HFET, mK 80
WTFORETEYR—NLET,

o last : HNOHKGEOEITERRLET, H
35 last ORICHETFEZBINLET, 801TF
THERTEET, T 74/ ME10TT,

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

ERLDHA KSA > 5 2:show process D 7 4 — )L K D3R

J4—ILFK ERBA
USER o s A Lima—,
PID “u+ A ID,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show process .

B

a2 RRBITHEA S 7K,

7'a e R A i D R

fEHEN=7av2AE = Ta~vr ROX A7,

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

TIME

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
:32

00

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

02
00
00
00
00
00
00
01
00
00
00
00

00
00
00
00
00
00
00
07
00
00
00
00
00
00
00
00
00
00
10
00
00

TJ4—ILF
TIME

TT
COMMAND
i

ise/admin# show process
USER PID
root 1
root 2
root 3
root 4
root 5
root 6
root 7
root 10
root 11
root 170
root 173
root 175
root 239
root 240
root 458
root 488
root 489
root 492
root 493
root 500
root 509
root 536
root 569
root 1663
root 1664
root 1691
root 1693
root 1695
root 1697
root 2284
root 2286
root 2318
rpc 2350
root 2381
--More--
ise/admin#

=]
=]

R N B B N B B B O I R I I I e I B R R O I O S O S S S SV IV IS R S AV V]

COMMAND
init
migration/0
ksoftirgd/0
watchdog/0
events/0
khelper
kthread
kblockd/0
kacpid
cqueue/0
khubd
kseriod
kswapd0
aio/0
kpsmoused
mpt_poll 0
scsi_eh 0
ata/0
ata_aux
kstriped
kjournald
kauditd
udevd
kmpathd/0
kmpath handlerd
kjournald
kjournald
kjournald
kjournald
auditd
audispd
debugd
portmap
rpciod/0
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amsmW%—Pwmmuﬁcu:7>F|
. show repository

show repository

VR NV DOT7 7 A VONEEFRRT HI21E, EXECE— R Tshowrepository =~ > K% fif
LET,

show repository repository-name

B DEREA repository-name NEZFRT D VAT Y OARHL, K303
FOREETEYR—FLET,

ATV R FI4IAN T AN FOBESEIZH Y EE AL

ARURE—F EXEC
IRy FEE 1) —Z EENR
2.0.0.306 Zoavry RREAShELE,

FREDHA KSqy VAT N ORNAEELFRT HITIE, showrepository =~ > R L £,

1

ise/admin# show repository myrepository
backl.tar.gpg

back2.tar.gpg

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

A\

show repository .

G¥)

ZOa<wy RESFTP UKRY M UIERT AT, BHAIZISEGUI 2 BARK TS Z LTz

<.
5}

ISECLI N BARRF—Z2/ERTH2MENH Y £9, ZiiL, SFTP U AR U N ISEGUI

FESNTWABREITHNETT, ISE DAHF —ITroot 21—k L TOLERK S, B

Ha—H (CLINHTR_RTCOa~vy REETTEra2—Y) I L UIEREINFEEA, KD
FNEIZHES T, ISECLL B AT —Z MRS LR E L £7,

1

BEX—DNERSNTWENE I DNEHRLET, ROa~v 2y ROWMNBEOLEIT, B
FXR—NERSN TN EEZERLET,

ise24/admin$# show crypto key

L7z - T, CLIEXECE— K226, =+ Rcryptokey generater sa passphr ase <secr etkey>
EHEHL T —%4E/RLET,

LT G, BN EFICAERSNTZZ LR TtxEd,

ise24/admin# show crypto key
admin public key: ssh-rsa SHA256:eEziR/ARPyFolWptgI+y5WNjGIrgfPmEPESwWVY7Q3jb0

admin@ise24

D%, BEEIX, 2~ K crypto key export <sample-name> repository
<another-repository-name> #f6fH LT, ladmin] =—FDARF—%2 7 AFR— 1T 5
PVENRH Y ET,

RIZ, <another-repository-name> ([ZRF SV TWD 7 7 A L ZPHE . £4% SFTP H—
@ Ihome/<username>/.ssh/authorized_keys 7 + /L Z 1B L £7,
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. show restore

show restore

BB EETDO AT — % A B RKRT HITIL,
F7,

show restore {history | status}

EXEC Show E— F® Cisco ISECLI 2 < > K I

EXEC &— F T showrestore =< > R&{#F L

X DA history VAT LAOEUEEE R R LET,
status VAT LD ITTOREEZF R LET,

ARV EFI4NA L T AN FOBEREIZH Y EH A,

AT R E—F EXEC
avy FERE 1)1y —= LEEHNE

2.0.0.306 Ioawy RREASHE LR,
FRLEDAHA KS4M4> 4

ise/admin# show restore history
Wed Apr 10 03:32:24 PDT 2013:
myrepository: success

Wed Apr 10 03:45:19 PDT 2013:
myrepository:
ise/admin#
ise/admin# show restore status
% Configuration restore status

so
5o

success

No data found. Try 'show restore history'
% Operation restore status

I3
S

No data found. Try
ise/admin#

'show restore history'

. Cisco Identity Services Engine ') 1) —X 26CL1 ) 77 LA HA K
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or ISE operation audit report
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show running-config .

show running-config

BIEDFEITaLy 74 FXalb—rary7ryANVERFar 74 Xal—ra y ONEFEERRT D
21X, EXEC *&— KT show running-config =~ > R&MEH L F7,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show running-config

aAvURFIALE AL
ARV kFE—F EXEC
avr FERE )1y—2 FERNE
2.0.0.306 Zoavy RREAShELE,

FRLEDODHA KS14 Y

show running-config =~ > R, T X TCOAZ— KT v ar 7 4 Xalb—va U NfEE#R
RLET,

il

ise/admin# show running-config

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183
|

ip default-gateway 172.23.90.1
|

clock timezone UTC
|

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin

|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6
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EXEC Show E— F® Cisco ISECLI 2 < > K I

. show running-config

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet O
|

icmp echo on
|

ise/admin#
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show snmp engineid .

show snmp engineid

TN D, FIFRE LT P ID 23R 5121E, EXECE— R T showsnmpengineid
Aavy FEfALET, Zoa<vy NE, 74 A TRESNIZ T —I/VSNMP L2 Y s &
VCFT_RTHOYE—F 2P0 ID ZFRLET,

show snmp engineid

ATVRTFIFIR T 7ANNOEEREITH Y A,

ARV kFE—F EXEC

avy FERE )1y—= EERNE
2.0.0.306 Zoavy RPREHEAINE LT,
151l

ise/admin# show snmp engineid
Local SNMP EngineID: 0x1234567

ise/admin#
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amsmW%—Pwmmuﬁcu:7>F|
. show snmp user

show snmp user

EFRIANTND snmp = —H DY A M FERRT HIZIE, EXEC E— KT show snmp user 2~/
REfEHLET,

show snmp user

ATV RFEIFIR T 7ANNOEEREITH Y EEA,

av R E—F EXEC

avy FERE 1)1y —= EEHNE
2.0.0.306 Toawy RREASHE L,
4l

ise/admin# show snmp user

User: snmp3
EngineID: 80001£88044b4951504a375248374c55
Auth Protocol: sha
Priv Protocol: aes-128

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show startup-config .

show startup-config

A=K Ty ar7 4 Fal—ary 7rANEREFI T 4 Fal—a ONEEE
R HIZIE, EXEC &— K C show startup-config =~ > RZ&H L 9,

Zoavy RZE, F=U—FBLUGIEIETH Y XA,
show startup-config

ARV RFIALE L
Ay RERE J1—2 EERR
2.0.0.306 Zoavwry R ASELE,

FRLEDODHA KS14 Y

show startup-config =~ > Kif, ¥ _XTOARAX— T v 7 a7 4 X2 b— g NEREFR
LET,

il

ise/admin# show startup-config
|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183
|

ip default-gateway 172.23.90.1
|

clock timezone UTC

!

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin
|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180
cdp run GigabitEthernet 0
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show startup-config

icmp echo on
|

ise/admin#
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show tech-support .

show tech-support
WA A—NIREDT 7 =TI NYR— MERE R T DIZIL. EXEC E— KT show tech-support
a~vy REfHLET,
show tech-support > file-name

show tech-support file file-name

X DA > HMhuE 77 ANV EAL L7 FLET,
file EEOT V= INYR— T —HET7 7 AL
L= AN T 4 ATIRGFLET,
file-name T =NV IR— T —=H BT DT 7 A
W, BK 80 LFDOFHTZV R —FLF
ﬁ—o

ATV RFI4ILE SDNATV—RRZEOMOEF 2V T o FHHRIT. HOIIEE RIS EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FRHEASHE L,

FERHEDHA KS4 > showtech-support =~ Fid, F 77Ny a—T7 1 7DOHIT, Cisco ISE — N5
REOHEREWET DOIKLHET, MBEZzRET L LI, 77 =0V R —FOMHYSH
WD R L ET,

1

ise/admin# show tech-support
R IR Ik kb b b b b b b b b b b kb b b b b b b b b b b b b b b b b b 2

Displaying ISE version ...
R IR I Ik kb b b b b b b b b b b 2k b b b b b b b b b b b b b b b b b b 2

Cisco Identity Services Engine

Version : 1.3.0.862
Build Date : Tue Oct 14 19:02:08 2014
Install Date : Wed Oct 15 09:08:53 2014

R IR Ik b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i

Displaying Clock ...

R R IR IR Ik Ik b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 2

Tue Oct 21 11:24:08 IST 2014
Kk Kk ok ok ok Kk Kk ok ok ok kK K ok ok ok kK ok ok ok ok ok ok ok ok ok ok ok ok ok ko

Displaying UDI ...

R IR Ik kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 2
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amsmW%—Pwmwmﬁcu:7>P|
. show tech-support

ISE-VM-K9

ER R R IR I b b b b b b b b b b b b b b h E b b b b b b b b b bk b 2

Displaying ISE application status ....

R R R R b b b b b h I b b b h b h b h b b b h b b b b b b b b 2

ISE PROCESS NAME STATE PROCESS ID
--More--

(press Spacebar to continue)

ise/admin#

1

ise/admin# show tech-support
R R R R R R R R R R R R R R

Displaying ISE version
R R R R R R R R R R R R R R R

Cisco Identity Services Engine

Version : 1.4.0.205
Build Date : Tue 03 Mar 2015 05:37:10 AM UTC
Install Date : Tue 03 Mar 2015 08:25:37 PM UTC

R R R R R R R R R R R R R R R R R R

Displaying Clock

R R R R R R R R R R R R R R R

Mon Mar 16 03:51:35 UTC 2015

R R R R R R R R R R R R R
Displaying UDI
R R R R R R R R R R R R R R

ISE-VM-K9

R R R R R R R R R R R R R

Displaying ISE application status

R R R R R R R R R R R R R R

ISE PROCESS NAME STATE PROCESS ID
—-—-More—-—

(press Spacebar to continue)

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show terminal

WMARI T 4 X2 b= a 8T A= OBRECHT DR A BFT 51213, EXECE— R T

AR TIAIE

showterminal =~ > R&ZfEH L £1,

show terminal .

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show terminal

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RpEAINE LT,

FRLEDODHA KS14 Y

W’ DFETIE, showterminal H D7 —L RIZHOWTEHRB LET,

% 3:show terminal 0 7 « —)L K DERBA

TJ4—ILF

aiBA

TTY: /dev/pts/0

IARDZ A T DI EDOH N 2R L&
j—o

Type: “vt100*

BEFRINTWABEDZ 17,

Length: 27 lines

WRTF 4 AT A DOE X,

Width: 80 columns

SIRT 4 AT VA DXTFH T LD,

Session Timeout: 30 minutes

Yt a T, HERAK T TS ETORRE (H
L2 53) o

1

ise/admin# show terminal

TTY: /dev/pts/0 Type: "vt100"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes
ise/admin#
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amsmW%—Pwmmuﬁcu:7>P|
. show timezone

show timezone
VAT MMIRE SN TV BRI 2 £/~ T 5121%, EXEC =— KT showtimezone =~ K%
FHLET,
Zoawy R, F—U—FBLU5IEIEH Y FHEA,

show timezone

Zoa=wy RiZiZ, ¥F—U—FBXOBIEIIH FHA,

ATV R FI4NN T AN NOBEBERMEITH Y A,

ARV FE—F EXEC
a7 RERE 1y —2 EEARAR
2.0.0.306 Zoavy RPEAINE LT,

FEREDHA FS142 fI

ise/admin# show timezone
UTC
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show timezones

RN TRE 2 I H D U 2 F 2 ES1 5 121X, EXEC E— R Tshowtimezones 2~ > RafH L

AR TIAIE

\i‘a’_‘o

show timezones .

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show timezones

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RpEAINE LT,

FRLEDODHA KS14 Y

Cisco ISE ¥ —/NCfili i rl g 22 BERT B O BT DU T,

él/\o

1

ise/admin# show timezones
Africa/Cairo
Africa/Banjul
Africa/Nouakchott
Africa/Gaborone
Africa/Bangui
Africa/Malabo
Africa/Lusaka
Africa/Conakry
Africa/Freetown
Africa/Bamako

—--More--

(press Spacebar to continue)
ise/admin#

lclock timezone] DEEZSM L TL 72
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EXEC Show E— F® Cisco ISECLI 2 < > K I

B showudi

show udi

CiscoISE 77T A 7 v ADEGFT /31 ZAiA+ (UDI) ([CBET D 1EF8H A2 FERT 5%, EXEC
F— RFCshowudi 2~ REHFEHRALET,

Zoa=wy RiZiZ, ¥—UV—FBXOBIEIIH FHA,
show udi

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FEREDHA S i1

ise/admin# show udi
SPID: ISE-3415-K9
VPID: V01

Serial: LAB12345678
ise/admin#

512
WOH FE. VMware — "Tshowudi =2~ FEFETFT LI L XIERINET,

ise/admin# show udi
SPID: ISE-VM-K9
VPID: V01

Serial: 5C79C84ML9H
ise/admin#
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show uptime .

show uptime

CiscoISE B — "5 t2 12 ) 7 — s ST 6 DFETHRH 2 F R 5121, EXECE— K Tshow
uptime =~ > R&HHAL 9,

show uptime > file-name

BX DA > HhzE7r7A M) A4 v 7 R LET,
file-name VEA VY M5BT 7 A VDA,
| H B 22485

e begin : —HT B/ NF— 2 K80 LFD
YT EYR—NLET,

count : H1DITHAE I T N LET, H
75 count DL F#EML £,

end : —ETHITTKTLET, K80
LFEOFEH YR —F LET,

exclude : —ET 2172 LFET, K
80 LFD KT A AR— M LET,

include : —E9 2172 & ET, &K 80
XFOFET =Y R— N LET,

last : HAOOEKEOEITEF R LT, H
75 last D IZEFTEZEBMLET, 801TF
THERTEET, T 74V ME10TT,

SR E TR T AN FOBEREES ) E A,

AvURE—F EXEC
vy FRE JDESA EENE
2.0.0.306 Zoawy RpREAShELE,

FEREDHA K54 ZDshowuptimeZ ] LT, CiscolSE ¥ — "DFthiZ ) 7 — b ST b O FEITHREH & g7l
L%,

il

ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#
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. show users

EXEC Show E— F® Cisco ISECLI 2 < > K I

show users
CiscoISE—Rlcu /4 L TWba—HFD—&E2FH 45121, EXEC E— FTshowusers
o< FEFEHALET,
show users> file-name

X DA > HWhE77 A0y XA L7 FLET,

file-name

UEA VT b D7 7 A NDAHi,

I E T4 %k

e begin : T HNF— 1 K80 LFD
P TEYR—NLET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

end : —ETAHITTKTLET, HKS80
WFEORETEYR— N LET,

exclude : —E T 2172 LFET, &K
80 XFDFETEHFR—FLET,

include : &3 2172 &HFET, wK 80
WTFORETEYR—NLET,

last : HI1OwBEOEITEER R LET, H
35 last ORICHETFEZBINLET, 801TF
THERTEET, T 74/ ME10TT,

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FEREDAARZA4
BIEHLET,

15l

ise/admin# show users

USERNAME ROLE HOST

admin Admin 10.77.202.52

. Cisco Identity Services Engine ') 1) —X 26CL1 ) 77 LA HA K

Zdshowusers 2= RiX, CiscoISEV— N jca /A4 v L TWAba—VD—"E2ERT 285

TTY
pts/0

LOGIN DATETIME
Tue Feb 26 20:36:41 2013



| EXEC Show E— F® CiscoISECLI o< > K
show users .

USERNAME ROLE STARTDATE
% No disonnected user sessions present
ise/admin#
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EXEC Show E— F® Cisco ISECLI o< > F |
. show version

show version
VAT LADY T N =T R—=T g VZETAERBIONY 7 U 2T OA A M= UERE R
KT 521, EXEC E— R Tshowversion =~ F&#HALET,
show version > file-name

show version history

X DEREA > HhE 77 AN EA LT B LET,
file-name VEA VY N7 74 NVDA4H]
history Y7 hU =T N=Va CORREEHRERLE
R
| I E A7 A%

sbegin : —HT H/NF—1, HK80LTFD
AR — N LET,

count : HAJDIT8E= I FLET, H
7& count DIZIZHTEEML F5,

end : —ETAITTKTLET, HmK80
WFEOFERTEYR— M LET,

exclude : —E T 21T&EBBEALET, &K
80 XF- DT A YR — M LET,

include : —E 3 2172 &EHET, K80
LFEOBEH T2 R— LET,

last : M DRGEORATEFRLET, B
i last DRICHFEBIML T, 801T%
THRRTEET, 774/ MI10TT,

ATV R FI4IAL T 7 AN NOBEREIZH Y FH A,

AT RE—FR EXEC
avy FRERE J1)y—2 EEAR
2.0.0.306 Toavwy RPREAINE LT,

FEHREDHA KS4> ZOa~r RiE, Cisco ISE H— S THEIEL T 5 Cisco ADE-OS V7 F 7 = 7IZR$ 5 /83—
Va U NEREFR L, CiscolSE DNX—V g U ERLET,
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| EXEC Show E— F® CiscoISECLI o< > K
show version .

511

ise/admin# show version

Cisco Application Deployment Engine OS Release: 3.0
ADE-0OS Build Version: 3.0.3.030
ADE-OS System Architecture: x86 64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
All rights reserved.
Hostname: docs-ise-23-1nx

Version information of installed applications

Version : 2.3.0.297
Build Date : Mon Jul 24 18:51:29 2017
Install Date : Wed Jul 26 13:59:41 2017

ise/admin#

151 2

ise/admin# show version history

Install Date: Wed Jul 26 19:02:13 UTC 2017
Application: ise

Version: 2.3.0.297

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos
ise/admin#
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EXEC Show E— F® Cisco ISECLI o< > F |
. show version
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avJ4FXalb— 3> E— KD Cisco
ISECLIa< > F

ZOETIL, CiscolSEa~vr KA A F—T7xA(A (CLI) Dary7 4 Falb—ay
(config) E— RTHEHTZ2a~vr NIZOWTHHLET, ZOETIE, avr RILiL, £

OEERMFEDOERRHH, a2~ FOREL, A LA RIA4 0 BIOEERMIZRLE
7

*EXECE— RTOar74Xal—vayET— KK~z (175 2—)

AT 4 Fal—T a3y E— RTOCisco ISE DFEE (176 <—2)

a7 4 Fal—ra HTE—RTO Cisco ISE DFRE (177 X—)

cCLIaZ> 7 4FXal—val avy ROT 74V Fa&E (178 4—)

* backup interface (179 ~X—1)

» cdp holdtime (184 ~X—)

scdprun (185 ~X—7)

s cdp timer (186 ~X—7)

s clear screen (187 ~X—73°)

s clock timezone (188 ~—73°)

ecls (192 2—7)

s conn-limit (193 ~<X—73”)

edo (194 =—7)

send (198 *X—7)

sexit (199 _X—7)

s hostname (200 ~<X—73)

s icmp echo (202 ~<—73)

* identity-store (203 ~X—)

s interface (204 ~X—3)

« ip address (206 ~<—3)

s ip default-gateway (208 ~~—73°)

s ip domain-name (209 ~X—1)

«iphost (211 ~X—)
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VT4 FaL—Y3av E—FDCiscolSECLI I K |

cipmtu (214 ~—)

* ip name-server (215 ~X—)
siproute (217 ~—2)

* ipv6 address (219 ~<—)

+ ipv6 address autoconfig (221 ~X—73)
+ ipv6 address dhep (223 ~X—)

* ipv6 enable (225 ~<X—737)

* ipv6 route (227 ~X—73)

« kron occurrence (229 ~<—737)

« kron policy-list (232 ~<—3)

* logging (234 ~—)

* max-ssh-sessions (236 ~X—73)
entp (237 X—7)

* ntp authenticate (238 ~—71°)

« ntp authentication-key (239 ~<—37)
e ntp server (241 ~X—73)

* ntp trusted-key (246 ~X—7°)

s rate-limit (247 ~X—73)

* password-policy (248 ~—73)

* repository (251 ~—73°)

e service (254 X—27)

« shutdown (256 ~X—72")

* snmp-server enable (257 ~X—73)

+ snmp-server user (258 ~X—73)

« snmp-server host (261 ~X—1)

* snmp-server community (264 ~—3)
« snmp-server contact (266 ~~—37)

« snmp-server location (267 ~X—73)
+ snmp-server trap dskThresholdLimit (268 ~—13)
« snmp engineid (269 ~<X—37)

* synflood-limit (270 ~X—2°)

e username (271 ~—)

* which (273 ~<—%)
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| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

EXECE— KTOav T4 ¥aLb—vavE—r~ogyuiEz ]

EXECE— FTODaYI74XxalL—ay EF— KA

V&R

EXEC ®&— R C configure % 7= 1% configureterminal (conft) =~ R&FE474 5L, a7 4
Xal—vary ET—Fe2BBTEET,

CiscoISECLI "6 EXECE— R Carv 74X al—vay avwy REE#EANTAZ LIXT
XFHA, O T4 Fal—Ygryavw R NCE, av oy Rary7 4 Falb— gy

-

EETTHEOIC, ar74Fal—vary 75— N2 T20EZ R H Y £,

a7 4 X2l —ar T— RERTTAIT0E. exit, end., £/20LCtrl-za~> KE AL
S

a7 4 ¥ a2 b—aravy RiZidinterface, Policy List, repository 285 £ E 7,

a7 44X al—va T R CREFEELZETTEET, a0 74 X2 —Ta OEFERN
BREFFEL T, VAT LD o — RREERICEFABNILDONARNL I ICTAXERH D £
j_qo

AT A X2l =g VB RETDHE, INbDavwy R, kOWTRhDa~v L REEST
L7=3BEIZEY . CiscoISE V— DY 7 — g b ZDOE AT,

* copy running-config startup-config

e write memory
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B -o%2a—vare—ronciscoSEn

VT4 FaL—Y3av E—FDCiscolSECLI I K |

K
it

AV J4FXalL—> 3> EF— KTDCiscoISE DEETFE

a7 4Fal—YaravwryRBItar7 s ¥al—yagryr 7 E—Ravw s RE AN
LT. CiscoISE V— RO EBOHEELZ AL T 4 X2l —ay T— N TEHETXET,

ATy T

ATvT3

ATvT4

configureterminal t AL Car 7 4 X¥alb—v gy — RERKBLET,

ise/admin# configure terminal

Enter configuration commands,
ise/admin (config) #

one per line. End with CNTL-Z.

(configuration mode)

SERfF () ZANLT, avy74Falb—varyE—Noavry FO—EE2RRLET,

ise/admin (config)# 2
Configure commands:

cdp

clock
conn-limit

do

end

exit

hostname

icmp

interface

ip

kron

logging
max-ssh-sessions
no

ntp
password-policy
rate-limit
repository
service
snmp-server
synflood-limit
username

CDP Configuration parameters

Configure timezone

Configure a TCP connection limit from source IP
EXEC command

Exit from configure mode

Exit from configure mode

Configure hostname

Configure icmp echo requests

Configure interface

Configure IP features

Configure command scheduler

Configure system logging

Configure number of concurrent SSH sessions
Negate a command or set its defaults
Specify NTP configuration

Password Policy Configuration

Configure a TCP/UDP/ICMP packet rate limit from source IP
Configure Repository

Specify service to manage

Configure snmp server

Configure a TCP SYN packet rate limit

User creation

a7 4 FXal—varyYTE—RERBELET, 374 F2b—va B NEREEEO=2 7 4
Xal—2ar P T7TE—F0NbDET, EVTE—FICADE, 77 MEBO S HIZIRWL~UL T
ECEFET, ZDOLULb, CiscolSE a7 4 Fal— g | lEHEa~vy REANTEET,

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

a7 4FXalb—TaryET—RNEEXECE— ROMAFZETITHIZIE, avr R e 7 M Texit Z)AIC

AFTLET, exit EATTT5HE, CiscolSE 12— DL~ m | BRERE L.

AOLV-YVIZELET, 9

—F exit L AJ13 5 L. CiscoISE (T — %% EXEC L~ULIZRE L %1,

ise/admin (config)# exit

ise/admin# exit
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| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

2L T FaL—v3 HIE— LT CiscolSEDBE

A4 FxXalL— 3 TE— KTOHDCiscolSENRTE

&

ATvT2

ATvT3

AT 4 X2 —va VTR RTREDORED I~ REANTEES, 207 a7k
ERTLCarZ Xal—rary 7nry7 MNEM G exit a~2 FERIZend o~
REFHTE£9,

configureterminal E AL TCar 7 4 X¥alb—va E— &G LET,

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL-Z.
ise/admin (config)# (configuration mode)

a7 4 X2l —ary P TE—RERBELET,

ise/admin# configure terminal

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# ?

Configure ethernet interface:

backup Configure NIC bonding feature

do EXEC command

end Exit from configure mode

exit Exit from this submode

ip Configure IP features

ipvé Configure IPv6 features

no Negate a command or set its defaults

shutdown Shutdown the interface
ise/admin (config-GigabitEthernet) #

avy R7rr 7 R Ceitz AJJL T, ary74Falb—vary ¥ 7E—FLar7r¥alb—var
T ROWHEHET LET,

ise/admin (config-GigabitEthernet)# exit
ise/admin (config) # exit
ise/admin#
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VT4 FaL—Y3av E—FDCiscolSECLI I K |
B ocu-ooixa—vavar koo tgE

CLila>74%alL—v 3y RO TIAIEE

CLIZV 7 4 Falb—yaravy R, default BRANSHDZ EndY £9, 20BNk
:v/b&ﬁ%77ﬁwbﬁ WRLET, FEAEDa~v L RIEIT 740V N TT 42— 1T
BESINTWNDED, O AEIEa~ 2 RCdefault BRAFH L TH no B ZHEH L THA
U RIZ72 0 £7,

L. T4 R TA F—T IR EISN TN, BB OEENEEEDT 7 4L MEIZ%
EINTWbHavwry FydHET, 20X REEIC default BXO 2~ REMFHT S &
OV RNA X =TT | BENT 740 MEICERESNET,
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| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K
backup interface .

backup interface

E A AEDOTZDICH—DIIEA VX —T = AZ20DA —HhFy hA v H—T = A A%HE
(NIC AR T 4 > THEREE TIENIC T7— X U 7 HERE L LIEEN D) TH10F, 27 4 F=
L—y gy %7 E— FTbackupinterface 2~ R&H L ET, NICKRT (> 73R EEH|
BRI 212iE, Zoa~vr FonEXEEHLET, 22004 X —T oA AR T 47
THE. 22O0ONICIEZ 1 O2DOMACT RLAZFEOH—DOF A 2L LRI ET,

CiscoISE DNIC RY T 4V THEREITZ. o— R AXS U P E-3 ) vy 77 FA— g Uik
AV AR—F L TWEH A, CiscolSEIE, NICAR YT 14 > ZOE vl HHMEEES T2 R— L

ij‘o
AVHE =T 2 A ADRT 4 7 Tlid, IRORITH Cisco ISE V—EANFEELZ T2
L RLRFEL 9,

c WP A K T = — ADEE
« A v F KR— NEROER (Vv v NE T U FE TR

cAATF TA L h— ROEE

2ODA VB —T 2 A REBERYT A TTDHE A VF—T A AD—FNT T4~V A
H—=T A RZIR0, bH)—FHEIRNw I T v T A v Z—T oA ARV ET, 20DA X —
T2A REBRT 47T HE, TRTCDO T T 4 w7 3@E, 794~V A X —T A A
BB LET, 774~V A X =T oA ARMLDOBHTRKRTLE, Xv T v 7 A
VA =Tz ARANTRTDO T T 4 v V&I EHNTRELET, RoT 4 7IET T4~
VAL B —Tx2AAZADIPT RL AL MAC 7 R ANRKLETT,

NIC R T 1 v THERE A R T T ABRIZ, Cisco ISE 1ZE T HE NIC 245 T NIC DR
T4 TEBRLET, R T4 T A B =T 2 AR TDDICR T A 7T 52
M TEXABLNICIZOWT, ROFBITHEZ R LET,

Cisco ISE D) NIC O |Linux ) NIC D &R |RU T v FShtz |RUTo VT Shiz
=111 NICHBO—)L NIC 74 #i

FHE Y b A—H % |Eth0 7IA4=Y R KO

k0

EHEw b A —H % |Ethl Ny VT T

M

FHE Y b A —H % Eth2 a2 ) ANV

k2

X7y hA—H % |Eth Ry 7T o

k3
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. backup interface

VT4 FaL—Y3av E—FDCiscolSECLI I K |

Cisco ISE D¥IIENIC O |Linux IE NIC D AR |ARoTarFashtz |[RoTav S0tz
£l NICDHORA—)L NIC & &
XAy kA —Hx v |Ethd FI3A4 <V NN

k4

X¥HEw b A —Hx v |EthS Ny T T

k5

NICHR T 4 THEREIL, PAR—FEINTWDBTRTCOT Ty N7 —b L ) — KLY FT
PR—FENTWVWET, PR—FENDETT Y b7+ —LFRDEBY T,
*SNS-3400 > YV —A T 7I7AT A : R FOB LU (CiscolSE3400 > U — X 777 A
T AR K 4 H O NIC VR R— 1)

*SNS-3500 ¥V —X T 7 I7A T AR R0, 1, BLU2

e VMware B~ > : R RO, 1. BELU2 (625D NIC 2MRAR~ & o Tl I FTREZ22 338

eLinuxKVM / — R : AR R0, 1. BLU2 (62D NIC MR~ > v THEHTTHREZRIBE)

BX DA

AU RTIAIbE

ATV R E—F

backup interface

NIC R T ¢ v T HERE

wELET,

GigabitEthernet

RO T v T A B —=Tx A AL LTIRES
NOZXHEY bA—H Ry b F—T =A

AEHFELET,

Nyl T 9T A =T o f 2 LTHRET
BEAE Y b A =%y b F— bOK,

77 AV OBIERIEILDH D EH A

AVH =Tz A AT 4 X2l — 3 %7 E— K (config-GigabitEthernet)#

av Y RERE

yy—2

EERE

2.1.0.474

Zoavwy RREASE LK,

FREDHA FS14 Y

¢ Cisco ISE IR 6 DDA —YV Ry b A v H—T =2 A A%V R—FFT5DT, A KiX3

2> (R R0, AR, R R2) O

RETEET,

ARV RIZEENDA L H—T oA AEEH LD, RURODA v H—T = ADO— /L%
ERELIZVTHIEIETEEEA, RT 47 TEBHNIC LAY RTOHREIZOWTD
BRIz HONTIE, FEROFESR LT IEE N,

¢BthO A > X —T = A AT, BEHA L HX—T oA AL TUEA LA E—T oA AD N
LU THRELET, 20D v F—Tx2A RF, T BA LA E—T A AL LTHE

RELET,
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backup interface .

RV REERT DRI, 794~ A F—T =2 A (FF7A4~UNIC) IZIPT RL &
ZEID Y TOHMLENDY £9, A2 N0 Z{EKT DML, Eth0 A > ¥ —7 = A AT IPv4
T RUVZZFID Y TORERDY £3, FERIZ, AR 1 &2 2/FlkT 2%, Eth2 &
Eth4 f % —7 = A AT IPv4 £7213IPv6 7 RL AZ TN ENEIV B THMLERH D F
7T

e R REERT AR, N 2T v L% —7 =A% (Bthl, Eth3, LW EthS) 2
IP7 RLAREID LB THENTWDEIEEIX, NI T v T A F—T A ANLEDIPT
RLAZHIBRLET, NI T v A F—T 2 AZIXIP T L AZEY Y THRNWT
<IEEW,

e ARV RE1DODH (R F0) fEREL, YDA L F—T oA AZFDEEICTIH LD
TEXET, ZORE. RUROFEHA L Z—T oA RET U EA LA E—T (R
LTHSBEL . BV DA L B —T oA RIT o EA LA E—T oA AL UTHREL F 7,

AR FTIZ, Z9A4A~V A2 F—T 2 ADIPT RLAZEFETXEST, 754~V A
VE—T 2 ADIPT RLARALBEINDZDT, BiLWIPT FLARRUT 4 7 &N
A =T A RZE DB THENET,

2O0ODA U H—T 2 AMOR REHIRTLE, RoT o v 73Nz A v F—T =4 A
WZEIDYTHNTWEZIP T RLARE, 7I9A4~U A2 —T A AZHOEY Y THN
i‘j‘O

e T A AL MIEEND CiscolSE /— R TNIC RT 4 THEBERRIET HIZiE, £+
D) —KRETTaA AL EPOBEMREL, NICARYT 4 T HFRELT, 770 A A
MRS D LENH D £9,

e R K (Eth0. Eth2, £/ITEthd A v X —T =2 A RX) DT TA <) A HX—T xR

L CHERET DA o H—T = A RAZAFT 4 v 7 )— EBRREINTWAESIL, W
AVE—=T 2 A ATEBRIR T4 T INTA U E—T 2 ATENET DL IICAH
T4 w7 — EPRHBICEH SN ET,

Bl1:NICHRT 4 2T DHRE
ROFNETIL, EthO & Ethl A > F—7 = A AR K0 2RET L EZHHLE T,

GE)

Ny DT T A B =T AL LTEET WA % —7 = A A (Ethl, Eth3, Eth5-1
H—=T 2 AR E) ICIPT RLANRRESNTWDIHAIE, NI T v T A H—T (R
MHEDIPT RVAZHIRT HMERNH D ET, NI T v T A F—T A AZXIPT R
VAZED S TRNTIEIN,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.
Are you sure you want to proceed? Y/N [N]: ¥
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Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #

Bl2:NICRYT 1 2T DEREDHER

NIC R T THERENRE SN TV DN E I & s+ 2 I121%. Cisco ISE CLI 7* & show
running-config =~ RZFATL £ 7, RO X I RN ERINET,

interface GigabitEthernet 0
ipv6 address autoconfig
ipv6é enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

FFEDOH I TIE,  Tbackup interface GigabitEthernet 1] (X, ¥4 &> b 4 —H% %> k 02 NIC
RUT AV TRRESNTNT, FHEY A=V Ry hORTTA 3V A F—T xR
XY M A=V MBI T T A F—T 2 AEINTNWELILEZRLET,
F72. ADE-OSHETIE, T4~V BIUONRNY I T v T DA o F—7 = A ZTHHRIIZFE T
IP7 RLUAZEELTWTSH, runningconfig Ty 7T v A Z—T 2 A ADIPT RLA
ITERRINERE A,

*7-. showinterfaces 2~ REZE[TL T, RUT AV T ENTA LV F—T oA A% FRTE
F7,

ise/admin#¥ show interface
bond0: flags=5187<UP,BROADCAST, RUNNING,MASTER,MULTICAST> mtu 1500
inet 10.126.107.60 netmask 255.255.255.0 Dbroadcast 10.126.107.255
inet6 fe80::8a5a:92ff:fe88:4aea prefixlen 64 scopeid 0x20<link>
ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 Dbytes 307336369 (293.0 MiB)
RX errors 0O dropped 844 overruns 0 frame O
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 <collisions 0
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backup interface .

GigabitEthernet 0
flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)
RX packets 1726027 Dbytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame 0
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6147<UP,BROADCAST, SLAVE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfaa00000-faafffff
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cdp holdtime

ZA5 T /XA AN Cisco ISE H— 375 @ Cisco Discovery Protocol /347 v ~ & BEHET 5 F TOLR
B AT+ 51Icd, 2074 Fa2lb—3 a3 F— R Tcdpholdtime =~ > F&2HEH L %
D

cdp holdtime seconds

FI74NRBEEBICETICIE. Z0a<vry RO nnEREFEHLET,

no cdp holdtime

B DR

i
&

ARV R TIFILE

aAvYU R E—F

holdtime 7 R/R% A X X7z Cisco Discovery Protocol O
PrRFRFR 245 E L £
seconds WHALOT RS A XS I ARFRFRIE,

OFPHIZ, 10 ~255 B TT,

CDP {R¥FHEH DT 7 4 /L ML, 180 B> TT,

a7 4 X2 lb—3 3 (config) #

avy FERE

HEREDAA K1Y

1) =2 EENE
2.0.0.306 Ioawy RPEASHELE,

Cisco Discovery Protocol /3% N Z {75t ATREIFR], D F  RFEFFFMOE L & HITEE L £ T,
ZAGT A ALL, PRFFRER ORI % 12, Cisco Discovery Protocol /X4~ k @ Cisco Discovery
Protocol 1§ & FEFE L £ 77,

cdp holdtime =~ > FIZFRETE 55150% 1 720 T, HEFRELLG1E, =7 —03%4
L%,

il

ise/admin (config)# cdp holdtime 60
ise/admin (config) #
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cdp run .

cdp run
T _RCDA ¥ —7 = A AT Cisco Discovery Protocol NI THIT1F, 227 4 F = b—
varyE®—RTcdprun o~y REMHLET,
cdp run GigabitEthernet
Cisco Discovery Protocol # #5023 5121L, ZDa~r KO noFBXNEHEH L 7,
no cdp run
X DEEA run Cisco Discovery Protocol % 1 % —7 LIz L%
4, cdprun 2~ RO no B A L=
A&, Cisco Discovery Protocol 2N 50272 V) %
o
GigabitEthernet (f£#) ., Cisco Discovery Protocol & A F—=
JWIZT % GigabitBthernet f > & —7 = A A%
BELET,
0-3

ARV R TIAIE

aAvU R E—F

Cisco Discovery Protocol & 4 % —7 /LIZ§ 5
GigabitEthernet f > % — 7 = A A& 5 A 4RT L
ES RN

77 4N FOEERLEIZH Y EE A,

a7 4 X2 b—3 3 (config) #

avy FERE

FEREDHA K4V

N

)1)—=R

EEAR

2.0.0.306

Ioawy RPREAINE LT,

ZI0avwYRTEH, 12047 a ol ([ X —T=A4R%) ZRELET, A7V =
YDA UE—T oA AL ERBELRWGES, Z0avr NI, 7 XTOAf 2 H—T = A LT

Cisco Discovery Protocol % 1 r—7 /L IZ LET,

GE)

ZOAaATY ROT 73NV F T, T TRIATINTNDA I —T = ATHELET, £~
H—T A ADERFIZ, AT Cisco Discovery Protocol Z 15 1k L £ 3, ¥KIZ, Cisco Discovery

Protocol B L 97,

1

ise/admin (config)# cdp run GigabitEthernet 0

ise/admin (config) #
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. cdp timer
cdp timer
Cisco ISE #—/3723 Cisco Discovery Protocol 7 77— N & X E T 2 HEZEET DX, a2
T4 F¥alb—v a3 E— RNCTcedptimer 2~ REFEHALET,
cdp timer seconds
F 74V PEEICRTICIE, Zoa<vr Fono BEREHEH L £,
no cdp timer
X DA timer EL-MBCESSNET,
seconds Cisco ISE #—/ 73 Cisco Discovery Protocol 5

aAavU R FI4ILE

aAvU R E—F

kG I oMELDBITREL £, |
DOFFEIZ, 5~ 254 FTT,

HHRINME DT 7 4L b % 60 BT,

a7 4 ¥ b— 3 (config) #

avy FERE

FEREDAA RS2

=2 LENE
2.0.0.306 Zoavy RpEAINE LT,

Cisco Discovery Protocol /37~ Z £t ATREIRFRH] . D F 0 (REFRFH OB & & HITEE L £ T
ZAGT A AL, PRI O % (2, Cisco Discovery Protocol /3% > k @ Cisco Discovery
Protocol 1§ & FEFE L £ 77,

cdptimer =~ > RICHEETE 551813 1 52T T, EEIEE LEEAIE. =7 —0n%4EL
£7.

il

ise/admin (config)# cdp timer 60
ise/admin (config) #
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clear screen

clear screen .

WREEORNEEZ 7 VT TAHI20, 207 X2l —3 a3 F— RTclear screen =~ R%&
FERALET,

clear screen

B DEREA

AR R FIHILE

aAvU R E—F

Zoaxy FZE, F—UV—FBXIUGHEITH Y THA,

77 4V FOBIEREIZH D EE A,

a7 4 X2 lb— 3 (config) #

avy FERE

FEREDHA K42

=2 LERE
2.0.0.306 Zoavwr RPREAINE L,

clear screen 1ZfE L 22~ R C9, clear screen |3 CiscoISE T CE 42, a~r R4 v
TREMBFEANLCERLEY E LA, CLIA V2T 7T 4 7T~V ERERER
/L/o

1
WROBNE, S RONEZ 27 V7 +5HEEZR L TWET,

ise/admin (config)# clear screen
ise/admin#
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clock timezone

\}

FRR# A RET AICIE, =27 4 Fal— 3 F— RTcocktimezone=z~ > REFEITLF
7,

clock timezone % A >/ —
B A T A1k, —oa~vry RonoBRAFEHLET,

no clock timezone

GE)

A VA F—/%RIZ CiscoISE 7 7T A 7 v A L CHM#Z2ZEH+5 &L, 0D/ — F_ET Cisco
ISET7 7V /r—yav il T&Rnb-H, ISEZHEBTIMLENH Y 7, FIHRE
U 4P — R CHM#ORELZRD L 707 MRFoREN=6, BT E/ME (5744 b
UTC) A4 VA M—NHIIRETH I L2BEIO L ET,

B DEREA

AR TFI4IE

AR E—F

timezone VAT LD ERELET,

AL — FRUERF IS FoR 3 DRI O A . FoRK 64 305
DR F Y R—FLET,

TS5 A< VEM ) —F (PAN) OBH8) 7 = — LA —R—BEX A F— 7ML TWVWBESIT
B A RETDRNIT 4 B—T NI L TLE &, M ZHRE LI-% T1 X — 7w_ﬁ¢
TEMNTEET,

WEM R (UTC)

v 7 4 X2 lb— 3 (config) #

avy FERE

FEREDHA RS2

\}

1) =2 EENE
2.0.0.306 Ioawy RPEASHELE,

AT AONEIZIE, UTC TORFZIMrEF SN E T, FFEOERE N b LR WGEAETTL, H
W, E, #HEANTEET AT ACANTAZEHBEORBHER I OA—R N Z VT ET Y
T OEFEEIC OV TR, F4-1, 42, 43 =5H)

GE)

ZHESMT b ATRE AR R SN < DB D £, showtimezones & A% & ] AIEE
22 N T ORI O U A R 78 Cisco ISE B —/NIFIRSIVET, 5% Y HUORFEH 12 b L
ToIpfATHY 2 IR L E 97,

BEANTPAN OHEN 7 = — VA — =R ERA R —T IR oTWNDB E, DA v E—TUN
ForEnET,
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Cisco ISE / —

Cisco ISE / — FOBEITFOER .

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

1

ise/admin (config)# clock timezone EST
ise/admin (config) # exit

ise/admin# show timezone

EST

ise/admin#

Nl EAOESE]

A VA RN—NFIT CiscoISE 7T X5 A4 T A L CHM#EZEEST L L. 0/ — K T Cisco
ISE7 7V r—varaZHETERR0ET, L, WIHIRREY « F— R CEH ORE
EROD T T NREREINTE S, BT AEEY (57 40 FUTC) %A A h—/LHZ
WETEET,

RRRHY O F X, BADFER S CiscoISE / — RN A Sl Bai 5z £,

AN GREET A2, ROFNEEZFEHALET,

AU R7AVERIFTZ4< ) CiscolSE / — F

A UVA RN NBICHE AL = EBEETHITIE, S — RO A=V 2R T AHLERHD £
K

OB ED /NN 7T v TN DHZ LR L, LERFIHELE X —%2 7 AR —FLET,
ALY = EETDHEET. ROBEZITVET,

« 774~V CiscoISE / — R&EHA A—I{LLET,

o f VA R— )L, WEIREA LS — BRI LET,

Ny Ty T LAEAEREITLET,

« Active Directory IZFZMNL, ISE7 R 77 A 770 —7 LDAP 2D /) — R Z L OFIE
AL ET,

thUFYISE/ — K

TIA4<Y = ROREHFEERICICRL Lot ¥ ) /— FORHTEZEET 256,
WOFNAZFATLET,

« LERGAEES =7 AR — hLET,

kN HY ) — ROBGREMRER L E9,

« ) —RZHA A= LET,

« METIR U T, BERFEHEL A UAR—FLET,

« ) —KRETIA~Y ) =Rl ¥) /)—RKELTHEELET,
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B seomms

« Active Directory IZFZ ML, ISE 7R 77 A 770 —7 LDAP 2 ED /) — R Z L OFIE
WA LET,

HBDFREF

R4 R4ITHBORET (BEE)

BREE £ =13 RAT

Frfl 4

BRI

GMT. GMTO0. GMT-0. GMT+0, UTC,
Greenwich, Universal, Zulu

7 =y VIEHERE (UTC)

GB

5[]

GB-Eire. Eire

TANT R

WET 753 —u v K (UTC)

CET s — oy SRR (UTC + 1 BER)
EET Wa—nr oy (UTC + 2 IR§fHE)
KE & T4

EST. ESTSEDT

TREPAEYERS . UTC - 5 BFRE

CST. CST6CDT

LB AERE . UTC - 6 FFfE

MST, MST7MDT

(R EEHERE, UTC - 7 FERE

PST. PST8PDT

KOVPERERERE . UTC - 8 HFfH

HST

ND A FEHERE . UTC - 10 HERE

A—AEZVTDEAL =2
Y

GX) A=A FZ V7 OREETIE, HEMiizATva () TRU->TADLET

Australia/Currie)
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RERAI2F—R 5T ORERMHE (GE)

7orns1n—> |

Australia

Australian Capital Adelaide Brisbane Broken_ Hill

Territory (ACT)

Canberra Currie Darwin Hobart

Lord Howe Lindeman Lord Howe Island Melbourne

(LHI)

North New South Wales Perth Queensland
(NSW)

South Sydney Tasmania Victoria

West Yancowinna

FETDRA L=

\}

GE)  T7TYTOEMEICIZ, K77 EMTYT. KETYT. BTYT. BIORRRT DT RS
F9, ML E T EITEE AT v 2 () TRUI->TASHLET B : Asia/Aden) .

R6:R43T7OTOHERTE (BE)

Asia

Aden Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Calcutta
Choibalsan Chongqing Colombo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong_Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
Kashgar Katmandu Kuala Lumpur Kuching
Kuwait Krasnoyarsk
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. cls

cls
VARBEONEZ 7V T7T5I20%, 207 4 Fal— g F—RTdsa~vr REFEHALE
7,
cls

EXDiiHA Zoa<wy RZiE, ¥F—UY—FBIXUB5IEIIH D FHA,

ATV ERFI4IAN T AN FOBESEIZH Y AL

ATV R E—R a7 4Falb—i g (config) #
av Yy FERE )1 —2 EENR
2.0.0.306 Zoavry PR EASRELR,

FEHEDHA KSqy dsiFELa~y RTH, csidCiscolSE TR TE £, a~ NI A4 o CRIFEZ AL
THERLEI ELEGG, CLIA U Z T 7T 4 T~V TIFRRSNEE A,

1
WROBNE, S RONEZ 27 V7 + 5 EEZR L TWET,

ise/admin (config)# cls
ise/admin#
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conn-limit .

conn-limit
EEILIP 7 KL ANDOFEE TCP #HOHIRZHET HICIL, 274 Fal—va E—
K-Cconn-limit 2~ > R&EHERALET, ZOEELZHIBRT HIZIE. Z0a~vr RO noEXE
FHLET,
EX DA <1-2147483647> TCP £t D%,
ip (&) . TCP el %5 3 % 245 7T IP
7 R A,
mask (FEE) . TCP B R % 4 5 57T 1P
~ A7,
port (&) . TCP £Egeiil R % H 9 25 56 /e A —
&5,
ATV R FI4ILN T ANV NOBERMEITH Y A,
avyY RE—FK a7 4F¥2b— 3 (config) #
vy FEE Y1—2 EENE
2.0.0.306 Zoawy RREAINE LT,

FEREDHA KSq4> ZOconn-limit 2~ N, TCP &N 99 28X D E i L £ 97, 100 R OGO &
I, ROBEENFRESNET,

% Warning: Setting a small conn-limit may adversely affect system performance

1

ise/admin (config)# conn-limit 25000 ip 77.10.122.133 port 22
ise/admin (config)# end
ise/admin
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AT 4 Fal—ary EF—NEFIIEEO2 T 4 Falb— gy 7 E— D EXEC
VAT AL VD avw s REFTTHIZE, WInhoarT X2 b—v g EF— FTdo

a<wr REHFERALEDT,

do EXEC commands

X NN EXEC commands

EXEC v AT A LD a<y REFETT5
ZLERELET (F7:F£44do=z~v KD
av U RATvar (kKE) =228K)

R7:RK44doaR U FDAIV AT 3y (FE)

avyU kR

e

application configure

WEDT FV) r—varaRELET,

application install

MEDT XV r—arvif A= LF
j—o

application remove

BEDOT ) r—3a U EHIBRLET,

application reset-config

TV =Ygy ary 4 Xal— gk
THHMEEOT 7 40 FREICY Yy FLE
—a—o

application reset-passwd

BELIZa—YOT 7 ) r—yay RAT—
FzUty bLET,

application start

BEDOT Y r—3 g o BBEIEZIIA R—
T LET,

application stop

BEDT 7Y r—a v kLT A
T LET,

application upgrade

BMEDT XV r—arvk Ty X7 —RL
e

backup N 77 7 (CiscoISE & Cisco ADEOS) %
EITLT, TN I T v THYRT MIIZ
RIFLET,

backup-logs Cisco ISE H— R Zigk SN TV BT _Thn
T2 VE— OBy 77 v 7 LET,

clock CiscoISEV— "D AT L 7w 7 ZREL

e
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avy kR

B

configure

WREE— FEBMmLET,

copy

A =N A= RIHEED T 7 A E A
to‘_‘ L/jz‘jﬁo

debug

IFIFhavr PR e xiX, Ny 2
Tyl EETL, a7 4 Xal—var, 2
v— U Y—20uvy s, T77AVEE T—
PEHRE) T, 27 —FIFA X b EER
RLUET,

delete

Cisco ISE — N D7 7 A LV EHIBEL E T,

dir

CiscoISEV— D7 7 A N —ERKRLET,

for ceout

¥ 7E D CiscoISE / — K 2—H#F D+ ThHt v
T rERmEINIce ST R LET,

halt

Cisco ISE — % T 4 ©—T /LT DD,
x v MUV LET,

mkdir

LT o L7 bYEERR L £,

nslookup

UE—h VAT LD IPV4 721X IPV6 7 KL
A, HDHINVIHRAR " ERIWEDEET,

password

CLI7H T s RAT— REFEHLET,

patch

Ny F N RV A A N—LT 5, 71T
TV r—va DNy FET A VA N—
NLET,

ping

VE—F AT ALDIPVAT KL AETZITHR A
N EETELET,

ping6

YE—KRATLDIPVET RLAZEBELE
j—o

reload

Cisco ISE Y — "ZFiEHE L £ 7,

restore

BEIXEFEITLT, VRS FIMmBERy I T
TERELET,

rmdir

BAFEDOT 4 L7 FY ZHIBRLET,

Cisco ISE ¥ —/ NZBT Sz 2 L £,
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avvk ERBA

ssh UE—h AT AEDEELENT-EY T2
CERBBLET,

tech Technical Assistance Center (TAC) =~ K%

Rt L £,

terminal length

SEAREIRRD /ST A — 2 ZRE L ET,

terminal session-timeout

TRTOF—IF Ny g kLT, &
REX A LT 7 FERELET,

terminal session-welcome

TRTCOF—=IF )V By arTEREND
MHIA =T E VAT AMIRELET,

terminal terminal-type

BEDOY v a v OBAEOERRMIER ST
WABIRDOZA T EFEELET,

traceroute

VJE—hMIPT7T RLAD)L—F&E L —ALFE
7,

undebug

SFEISFERa R (2L 2E Ny
Ty FEEL, a7 4 Fal— gy, 2
B—, UY—RADuv s, 77 A )Vlingk L—
PEERE) T, debug a~vr KO (=
T—F2FA R NDOER) BT 4T
W LET,

write

WHIMCE Yy VT v =T 4 U T 4 BT
LTCxy hU—2 a7 4Fal— g%
Tar S NTHARE— Ty a7 4 ¥
L—alEHEL, F#Tar7 4 ¥ ab—
VaVvEAF— R NT a7 4 F¥al—a
SNavr—L, aryY—UIETar74¥a

L—yaraRKRLET,

ARV R FI4NAL  T AN FOBEREIZH Y EH A,

ATV R E—F a7 4 F¥alb—ar (config) # ELIHMEED T T 4 Falb—vary B T7E—F
(config-GigabitEthernet) # & (config-Repository) #

avy FRERE Jy1)y—= EENE
2.0.0.306 ooy RPEASHE LT,
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EREDAA

 —_

3

12

do.

ZDdoa~ > Rid, CiscolSEH— D% EHIZ, EXEC 2~ R (show, clear. 3 X Ndebug
gy REED) 2FTTHHAICHEMALET, EXECa~ Yy ROETH, AT AEHAL
TWrary74Falb—vary ®—RNIREY ET,

1

ise/admin (config)# do show run

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipvé address autoconfig

|

ip name-server 171.70.168.183
|

ip default-gateway 172.23.90.1
|

clock timezone EST

!

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin
|

service sshd
|

backup-staging-url nfs://loc-filer0O2a:/vol/locall/privatel/jdoe
|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

--More--

ise/admin (config) #
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. end

end
BEDa L7 4 Xal—Yarkyiarya2& T LT, EXECE— NIZEAIZIE, =274
Fal—rvagryE®—RTenda~vy REfEHLET,

Zoa=wy RiZiZ, ¥—UV—FBXOBIEIIH FHA,
end

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

AT R E—F ar7 4 F¥al—rar (config) #
a7 RERE 1y —2 EEAR
2.0.0.306 Zoavy RPRBEAIRELE,

FEREDHA KSq4y O NI BUED a7 4 Falb— gy = RROFTE— FInbd b T, EXEC
T RICBITLETS,

Toavwy NI, VATAREEZKT L, EXECE— RIZRE-> T, MEFFIEE FEITT 58412
ERALET,

1

ise/admin (config) # end
ise/admin#
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exit .

exit
AT 4 F2lb—Yar B RFERTLT, CLLE— FEETRIZEOE— NICBITT SIS
X, a7 4 F¥a2l—Y gy E—FCexita~yr REFHLET,
exit

Zoawry NiZiE, F—U—FBIXO3IEEHY A,

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ATV R E—F ar7 4 ¥al—ar (config) #
a7 RERE 1y —2 EEAR
2.0.0.306 Zoavy RPRBEAIRELE,

FEREDHA KS4 > eit 2= Fid CiscoISEh—"THUED T~ RE— FAH T LT, CLIE— FREEDKIZ
EWavy ReE— NIBITT 58I EHLET,
7o 2IE, EXECE— RIZEDIZIE, 2074 Falb—valryE—FTeita~vy &AL
FT, a7 4 X2 —vary P TE-RCTexita~v 2 FEEATIE, a7 X2 b—
varyET—RIEY T, IO EXECE— FTexit a~> R&fifHd 25 L, EXEC E—
RZ#T LT, Cisco ISE — LR S v E 3,

1

ise/admin (config)# exit
ise/admin#
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hostname

VT4 FaL—Y3av E—FDCiscolSECLI I K |

VAT LADKRA N ERETHICIE, 207 K2 —3 3 F— RThosthame =~ > F%&
EALET,

hostname hostname

B DEREA

aAavY R TFI4ILE

aAvU R E—F

hostname RANDLHET, 19 LFEFE TOEBMF L TR
() ZYFR—FLET, FAPFAL—X
DS D LF TR HHERH D £,

T 74N FOBERLERSH D EHA,

27 4F2b—3 3 (config) #

avwy FERE

FEREDHA FS1 Y

)

)1)—=R TEAR
2.0.0.306 Zoawy RPREAINE LT,

G¥)

lhostname| =X~ RO CLIRTEZLHEHI|Z Ctrl+C] #FIiTTHE., —EHOT TV r— 9
IUR—F Y MIEWEARR M EES, oz R—3% > MIFT LW R N AT 5kE8
IR B A[REMENH Y £4, 2T XV, CiscoISE / — RITHERE L TRV REBIC R D F47,

ZORMEAE T S 121X, Thostname] =2 7 4 Fal—I gy avwy REHEETLT, &
A MM HRYOEIZERE L £7,

hosthame =< > FZ AL T, BEDKA M EEECTEET, VI NA VAR AEA
TOa<w R THD hostnameld, AT LADORERFIC—ELTEITLET, FA MAIZIE L
DDORIEEEDDHVLENH Y 3, 5IEN WS, =7 =% ELET,

TDavy REMFHLTCiscolSE Y — DR A NAEZEHTHE, IROEEA v —INE
RENET,

)

% Warning: Updating the hostname will cause any certificate using the old
hostname to become invalid. Therefore, a new self-signed
certificate using the new hostname will be generated now for
use with HTTPs/EAP. If CA-signed certs were used on this node,
please import them with the correct hostname. In addition,

if this ISE node will be joining a new

Active Directory domain, please leave your current Active
Directory domain before proceeding. If this ISE node is already
joined to an Active Directory domain, then it is strongly advised
to rejoin all currently joined join-points in order to

avoid possible mismatch between current and previous

hostname and joined machine account name.

00 o° o0 o0 d° d° d° o° o° o°

o
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1

ise/admin (config)# hostname new-hostname

% Changing the hostname will cause ISE services to restart
Continue with hostname change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ISE Database processes already running, PID: 9651

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise
CLI to verify all processes are in running state.

ise-1/admin#

hostname .
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. icmp echo

icmp echo
A B —Fy M A vy E—7a hal ICMP) O a—SEARETHITIE, 274
X2l —v g E—RKTiempecho 2~ F&EHHL 9,
icmp echo {off | on}

X DA echo ICMP a2 —iE&#RELET,
off ICMP =2 —5%& %27 =7 ML ET,
on ICMP a2 —i& %A F—7 MILET,

ATV RFI4IR VAT AFICMP Za—SERA Y (A 3—T V) OB LRKICEEL 7,

AT R E—F a7 4¥alb— 3 (config) #
AU REE )1)—2 EERE
2.0.0.306 Zoawr FRBAShELL,

FEREEDHA KS4 >y ICMP = a— & a4 234 712§ 51213, 2D icmpecho i L £7,

1

ise/admin (config)# icmp echo off
ise/admin (config) #
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identity-store .

identity-store

CLI ‘E¥E5 % Active Directory KA A NZBMSHHIZE, 207 4 F 21— arE— KT
identity-store =~ > K& L £3, CiscoISE / — RMEELD R AL 2B TV D55
X, 20avry FEMHEHLTSMTED FAL T2 TY, 4 CLIEEE IIEBIZSIN
LE9, CiscoISE B EAELTE T T 5 F TS5 mffifFo TS0,

ZOawy REMFEHLTEMT S RAAL UM, ISE / — RIZBIMLTW 2 RAAL L ERICTH
HEEITL, BHEHEa LY=L T RAL IZEHSNTAHENHY £, BECLI=—ViExy
N — 2V BEETHDIVENRHD F9,

1

identity-store active-directory domain-name <aDomainFQDN> user <adUserNameWithJoinPrivs>
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. interface
interface
A EBE—T 2 A RABZATEREL, AV F—TxA R AT 1 Fal— g F— NEEG
T A2, intefacea~r Ferary 74 Xal—rary 2 — RCEALES, o< R
ZiZno BT H D FH A,
Y
GE)  VMware (R~ > TREBAARE/SRA VX — 7 = A AL, (KB~ ICBMESbE %y b
U—J A H—TxAA (NIC) DEICE > TERARZZLENHD £,
interface GigabitEthernet {0|1|2]| 3}
X DA GigabitEthernet XAy hA—Y Ry b A F—T oA A%
HELET,
0~3 BETHXITEY F A =P Ry hF—FOD
.
Y
GE)  interface a2~ RTX¥AHE Y b A=Wy b A— DA AT 5 L. config-GigabitEthernet
a7 4 Xalb—vary 7 E— KRB EINET RO THXOMHA] 2581) |
ST DA backup NIC R T 4 v THEREZRTE L T, WELA
B —7 oA AZE A AR R L ET,
do EXEC 2~ R, Z®OF— RTEXEC a~v
KEFEITTEET,
end config-GigabitEthernet % 7 E— RZ&#& T L,

EXEC £— KIZEY £7°,

exit config-GigabitEthernet 7> 7 4 ¥ = L —3 3
PT7E—REKTLET,

ip FHAEY bA =YXy b AT =Tz AD
IP7 RLRERy b AT EZHELET,

ipv6 DHCPv6 H— 3715 IPv6 7 R L A HEIRRES
JONIPv6 7 RLZAZBRELET,
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interface .

no

IDE—ROa~vr REKELET, 2250
XF—U—FNEFEHTEET,
cip: AU H—T A ADIPT KL AL Ry
h~RA7EFRELET,
cipv6 : A U H—T A ADIPv6 T KL A
ERELET,
eshutdown : f v X —7 A A% % v b
2o LET,

shutdown

A EB =T 24 A% Yy hET L LET,

ATV R TFI4NN T ANV NOEERMEITH Y FEA,

ATV R E—F AVH =T x4 R AT F =l — 3 (config-GigabitEthernet) #
av Yy FER Jiy—=x EEAR
2.0.0.306 Zawry RBREAINE L,

FEREDHA K54 intefacea~r FEHEALT, AV ¥ =T oA AEREL, SEIEREMFEZIA—FT5HZ

LNTEET,

1

ise/admin (config)# interface GigabitEthernet 0

ise/admin (config-GigabitEthernet) #

Cisco Identity Services Engine ') 1) —X 26CLI 1y 77 LR HA K .



. ip address

Ip address

VT4 FaL—Y3av E—FDCiscolSECLI I K |

GigabitEthernet f > % —7 = A ADIPT KL AL Ry N AV ERETDHITE, A ¥ —T =
AA A7 4 Falb—varE—RTipaddress 2~ REMHLET,

ip addressip-address network mask

IP7 RLAZHIERT 2, IP oty JEEHIITHIZE, Zoa~vr RO no a2 A
L/i‘j‘o

noip address

DAL B —T 2 A AT, MUIPT RLAZHBRETEXET, ZORTICEY, 20041
B —T A AU Bz ICHERary 7 X2 b— g URIEZHIBETE 4,

B DEREA

aAavU R FI4ILE

aAvU R E—F

ip-address IPv4d 7 R LA,

network mask BLEAT O IP Y TRy DR 7

TIA<VEH ) —FK (PAN) OHE 7 = — VA —N"—REE A F—T /ML TV DHEET,
IP7 RLVAZBRETHHNIT 4 E—T7 ML TLEEWN, IP T KL ADERERIZ PAN O HE)
Tz VI —N—FEEAL—T VIR T Z N TEET,

A RX—=T ),

AVH—TxA A AT £ F2b— 3 (config-GigabitEthernet) #

avy FERE

FEREDAA RS2

N

=2 LENE
2.0.0.306 Zoavy RpEAINE LT,

G¥)

lipaddress] =~ RO CLIRELELFIZ ICul+C) #FITTDHL, IPT RLAEZEHLT LY
E. —HOT I =gy ayR—3R MIEWIP T FLAZFEHL, hoa s R—x
MIFLWIP T R AZFEATLIREIZRDAREENRH D £,

ZHUZ XY CiscoISE / — FIIHERE L TW e WRTEIZ A2 0 97, Tz EhEET 5i2iE, Blo
lipaddress| 2> 7 4 ¥ 2L —3a V' CLIZHITLTC, IPT KL A& HIYDEIZERE L 7,

T RVALEFY b RAZ ZLT1IOTORETLLENDLY £, FHELLVES, =7 =7
HAELET,
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ip address .

BBAN TPAN OBEI Y = — /LA — R—RENA X —T MR >TWBHE, IROX =N
FRENET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

1

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that ISE processes are running, use the

'show application status ise' command.

ise/admin (config-GigabitEthernet) #
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. ip default-gateway

ip default-gateway
IP7 RLAZEELTT 74NV M= bV =2 A ZERELITRET DT, a7 1 F=2b—
v a v E— R Tipdefault-gateway =~ > R&2MH L £,
ip default-gateway ip-address
ZOMREE NI T AT, Zoa<wr RO noBEREEALET,
no ip default-gateway

BXDERHA default-gateway IP7 RLREELTCT 74V b F— b=
A ZERLET,
Ip-address FIAN b T2 DIPT K3,

ARVRTFIALE T ATk

ATV R E—F a7 4 X2 b—3 3 (config) #
av Y FER Jiy—= TEAR
2.0.0.306 oawy RPREAINE LT,

FEREDHA K54y BEOSIEERE LGS, EE8IEEREL W RWEEIET 7 =R AE L ET,
5l

ise/admin (config) # ip default-gateway 209.165.202.129
ise/admin (config) #

. Cisco Identity Services Engine ') 1) —X 26CL1 ) 77 LA HA K



| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

ip domain-name .

Ip domain-name

Cisco ISE — 3SR A M ESER S EDLTOIWEHTEHT 74NV FDO RAAL VA4 EERT D
Wi, 27 4 F¥ab—y gy F— RFTipdomain-name 2~ R&fHLET,

ip domain-name domain-name
ZOBREEINCT DI, Zoavr Rono XN EFHLET,

no ip domain-name

B DEREA

aAavU R FI4ILE

aAvU R E—F

domain-name FTIFNVEDRAAL VB ETEELET,

domain-name RA NG EFERESELTE-ODIHHT AT 7+
JVRD RAAL A, 2~ 64 LF-OFEHT T
'_‘/:E’L/i‘a‘o

AX—T ),

a7 4 ¥ 2 b— 3 (config) #

avy FERE

FEREDAA RS2

N

=2 LENE
2.0.0.306 Zoa~vry RBREAINE L,

G¥)

lip domain-name] =~ > KO CLI REALEHIZ [Cul+C) ZFITTHE, IP RAA 4 EXE
4 L5E, o7 7V r—ary aryi—32r MITWRAAL U428, oo R—
A2 MIFTLWRAL A ZFERT DIRIEICR D ATREMEN H Y £77,

ZHUTE Y, CiscoISE / — RITHEEE L CUWVRVVRRBIZZ2 W 97, ZhaEEEd 212k, Blo

lip domain-name] 2> 7 4 F =2 L—3 3 CLIZHRITL T, FAA 4% BROMEIZEE L
£7

AN LTSRS T ELHAERITIARRE LTV DISE, =7 =R ELET,

ZPDa< R TCiscoISE V— 3D KA A A EBHTHEAEIT, ROBEEX v —TUNER
SNET,

Warning: Updating the domain name will cause any certificate

using the old domain name to become invalid. Therefore, a new
self-signed certificate using the new domain name will be

generated now for use with HTTPs/EAP. If CA-signed certificates

were used on this node, please import them with the correct domain name.
In addition, if this ISE node will be joining

a new Active Directory domain, please leave your current

Active Directory domain before proceeding.

o0 o0 o0 de de do o

o
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. ip domain-name

1

ise/admin (config)# ip domain-name cisco.com
ise/admin (config) #

. Cisco Identity Services Engine ') 1) —X 26CL1 ) 77 LA HA K



| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

Ip host

ip host .

ethl, eth2, eth3 72 & eth0 IO A —H Ry b A U F—T =2 f RTHKRA RZA YT R ELERE
fifi KA A >4 (FQDN) XFH%&BEM T 2100, Fv—v a7 4 Falb—v g E—F
Tiphost 2~ REMHHL ET,

CiscoISEIIFHGEY a7 7 A DU XA L7 FURLZHT A L X2, FDOIPT FL A% Cisco
ISE /— K FQDN [CE & #iz £,

ip host [ipv4-address | ipv6-address] [host-alias | FQDN-string]
RA NI A YT AL FQDN OBEAM T ZHIFRT HI12iE, 202~ FOnoBEXEZHEH L

‘j"o

no ip host [ipv4-address | ipv6-address] [host-alias | FQDN-string]

XD ipv4-address

Fy NT—=T X =T = ADIPvAT KL
Xo

ipv6-address

Sy hNIT—=I A H—T A ADIPv6T KL
A,

host-alias

RARDZA VT AL, Xy NT—F A H—
T oA AZEIN B THLARITT,

FQDN-string

Xy NU—0 B —T = A4 ADEREHM K
AA %4 (FQDN) ,

TIA4<VEH ) — K (PAN) OHE Y 2 — LA —NR—FEE A F—T /M LTV DA
A=V FXy b AU F =T 2 ADKAN =AYV T ABLOFQDN 2L H T 5T 4 & — 7
LIZLTL &Y, BRA R A U7 ZABLUFQDN DR ESE 7142 PAN O HE) 7 =~ — /L4 —
NR—BEEA F—TIWVICRT Z ENTEET,

EBEINTPAN OB 7 = — LA —R—FBENA X —T N7 >TWD E, RO A vEB—I0

FrEInNFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

ATV RFIHILL T 7 AN NOBERHEIZH Y FH A,

ATV R E—F a7 4 ¥ 2 b— 3 (config) #
av Yy FERE )1)—2 EEARE
2.0.0.306 oawy RPRBEAINE LT,

ERALEDHAA KSq4Y PAR—FESNTNDIPve 7 RLARRIZRDO LBV TT,
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cSERRE  an  TRUILNTZ 40D 16 EEHTD 8§ DD I N—TF, =&z,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

MR 1 OO N—TNICHIRITEaiIREEzd, Euol—7%2 SOk
Hao |lEEHz 1, 72& 2iE. 2001:db8:85a3::8a2¢:370:7334 T,

e Ky FRUID D 4 ->DEF (IPvA AT B X ONIPvE HEHEIPv6 7 KL R) 1 72& %
1. ffff:192.0.2.128 T3,

iphost =~ REMHAL T, IPT RLAY BT HICHRA A U T R LZREHM NAA
4 (FQDN) SUFHABMUET, ethl, eth2, eth3 e EDA —Hh Ry b A F—T = A AT
—#7 % FQDN Z BT 25 AICHEHA L ET, AA MDA VT RADERERTRT HITIE,
show running-config =2~ > R&fH L £,

ARA R A YT Z)FQDN XLFH|, F-I3Z0OM G A2ETEET, MGTOMEAIRET 5%
HlE, FA N =AY T AL FQDN XFHNDEYD 2 R—F 2 MR L TWDLLERH Y
£, FQDN X DHAIEET D &, Cisco ISE IZ URL D IP 7 K L A % FQDN (T & X #i
ZFT, KA A VT AOHRERET H &L CiscolSEIIHRA N A UT A LFREINLTY
HIP RAA A EMABRDETHEE272FQDN # L, URLNO Ry hU—7 f X —T =
A AZADIPT KL A% FQDN |Cf& & #a 2 £7°,

11

ise/admin (config)# ip host 172.21.79.96 isel isel.cisco.com

Host alias was modified. You must restart ISE for change to take effect.

Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #

151 2

ise/admin (config)# ipv6é host 2001:db8:cc00:1::1 isel isel.cisco.com
Host alias was modified. You must restart ISE for change to take effect.
Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

Starting ISE Database processes...

Stopping ISE Database processes...

Starting ISE Database processes...
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ip host .

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #
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. ip mtu

Ip mtu
AVH—=T 2 A ATEREEINDIP X7y FORRfEEL=y b (MTU) %A ZE2RET DI
Z, A v E—T 2 AT 4 Fal—varyE—RFTipmua~>r REERALES, 7
T4V FO MTU YA RCETICIE, Z0a~<wr FOonBERE2HEHLF9,
ip mtu bytes
no ip mtu bytes

X DEREA mtu ISEA V¥ —7xA4ADMTU ZZHELET,
bytes MTU D31 FELZOY A X (1300 ~ 1500) .

aAavY R TFI4ILk

aAvU kR E—F

7 /L h® MTU fiI% 1500 T9,

MTU /% 1500 & L CREINET,

A B =Tz A A7 4 F a2l — 3 (config-GigabitEthernet) #

avwy FERE

FEREDHA FS1 Y

)1)—=R TEAR
2.4.0.357 oawy RPREAINE LT,

PNy A H—T 2 A RATREINTZMTU 2T 5 L, CiscolSEiZEaE 7T 7 A
Y MELFET, MR ATF 4 T OFTXTOF AL AREHET AT, FL 72 F 2L MTU 2 -
TWAKLENH D 5,

15l
WROBNE, A ¥ —T7 =2 ATMTU R ET D HEERLTHNET,
ise/admin (config)# int GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ip mtu ?
<1300-1500> Select MTU value in range of 1300 to 1500

WOHNL, MTU O ERICERINAH I ZR L TWET,

ise/admin# show run | in mtu
ip mtu 1350
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ip name-server .

Ip name-server

DNS 7 = U —ZATHRHIM A% R A A o r—LH—23 (DNS) ZRETDHITE, 27 1 F =
L—y 3 E—RTipnameserver 2~ REEHLET, 1 ~3H50 DNS h—"%EET
TETS

ip name-server ip-address {ip-address*}
COMREAENCT DT, Coavr FonoBRAHEALET,

no ip name-server ip-address {ip-address*}

G¥)

Zoaxry FOnBEREEHTLE, RENDLTANATOXR—LY =Rl Ed, 20
A FOnoJEAE IPAD 1 SEMHT 5L TOR—LV— 2T RHIRS L E T,

BXDEREA

AR TFIAILE

aAvU kR E—F

name-server PP —=RDIPT FLAZRELET,

ip-address =P —RDOT LA,

ip-address* (L) . BMOFX—L H—R"DIPT KL
X0

GE)  IPVA/IPV6 T RLAD— £ 13m )
ERECTEET, IPv6 7 KL AT
=L —RZBNT 555 1%, ISE
ethOf ' F—T = ANIPv6 T KL
ATHHICRESNTND Z L2
BLTLIEEN,

EHNTT 74~ V& —F (PAN) OHBEN 7 = — VA —N—FEEA RX—7 ML TWND
BATE, ip name-server 2~ K& FITT DENIT 4 E—7/MZ L, DNS — %R E L%
TA X —T MR L TL &,

T 7 4V N OEHEEIZH D EH AL

a7 4F¥ 2 b— 3 (config) #

avy RERE

FEREDAA RZM4 Y

Jy—= EENE
2.0.0.306 Toavwy RPN EASHE LT,

ip name-server =1~ > R &M L CIBIN S A7l DR — bW — N ITR ) OB IS B E S U E
To VAT LDFZDOY—NERINAEH LT, IPT FLURZMRRLET,
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. ip name-server

VT4 FaL—Y3av E—FDCiscolSECLI I K |

IPv4d 7213 1Pv6 7 RLRAZEH L TV AT AR —b P—R"EZEBINTEET, 1 DDavy
KT, 1~32DIPv4 721X IPv6 7 RL AZRETEE T, VAT AT TIZII AEDR— A
P—RNPFEESINTWEEHE, Dt 1 B2HBRTAIETR—L b—zEBIITEEE
/L/o

1 BEDFR— P —RERPOMEIZEE LT, YT VAT IRETZEOY—REMHTS L)

T 512, 20w FOnBREFEH L TTXTOR—AY— ZHIER L THHAMmE
EDDHNERH Y F9,

G¥)

ADEEED Z OREEXER LTI-GE . ZEEZ AT L7202 CiscoISE & FHEE) 3 2 LEN &
D E9, F7z. CiscoISE TREEIFLTWNDHTXTOD DNS H— 034X TORH % AD DNS
La— REFRTCEHLENH Y £9, DNSIENLEE IN2H%, REFHDADBIIHRA »
FRIE L iR S 720 h . BURLERZ FE) CIATL T, AD BIIARA » FEHEBINS
BLMENRH Y T,

BN TPAN OHEI V7 = — VI —N—FRENA R —T IR oTWNDE, IROA =N
FREINFET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

51

ise/admin (config)# ip name-server ?

<A.B.C.D>|<valid IPv6 format> Primary DNS server IP address
<A.B.C.D>|<valid IPv6 format> DNS server 2 IP address
<A.B.C.D>|<valid IPv6 format> DNS server 3 IP address

ise/admin (config)# ip name-server

12
IP =L = NERE LIRS, ROHORFRSNET,

ise/admin# show run | in name-server

ip name-server 171.70.168.183 171.68.226.120
3201:db8:0:20:f41d:eee:7e66:4eba

ise/admin#

1513

ise/admin (config)# ip name-server ?

ip name-server 10.126.107.120 10.126.107.107 10.106.230.244

DNS Server was modified. If you modified this setting for AD connectivity, you must
restart ISE for the change to take effect.

Do you want to restart ISE now? (yes/no)
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ip route .

Ip route
ABT 47— NERET DITIE, 3/7/]"3'(‘:_1/*“.\/5/‘E*‘f‘flproutejv/f‘%’fﬁ
HALES, A¥T 4 v 70— EHIBRTDICIE, Z0a<vy ROonoBXEHEHLET,
ip route prefix mask gateway ip-address
no ip route prefix mask
HEXDERA prefix SESED P V— |k T LT 4 7 A,
mask WHROTV I 4 I A <R,
ip-address Ty MU= ZBET D 7o ATRE e R

AR TIHIE

ATV K E—F

JANEKRYyTDIPT KL A,

77 AV OBIERIELDH D EH A

ay7 X2 lb—3 3 (config) #

av Y RERE

FREDHA FS14 Y

== EERE
2.0.0.306 Ioawry FREASRELE,

AZT 47 — MIFHTHRESNET, ZHIZL- T, FMEMES 2D 9 (xv b
U—2 FARu VOERICEICHEETE EEA) AN, LEMRTHEEICEH RV ET, AFT 1y
7 = R THE, MR 2720V —T 4 T OEHZRE SN DLER RN, HiE s
KRS ET, £, V=T 47 RY T —DOEMNESH IR 7,

iproute =~ > R{fll % ® CiscoISE / — R TDAZT 4 v 7 )— hDEFRIEHTE 57207 T
ﬁ< KA HE =T 2 A ADT 7NV N — E2EE LT, SV TF A X —T A AIP /) —
WZEH OIEXFR IP IRt OB LR T 572 OICIRES N ET,

HB—DF 74/ ML= BRI ALFA L E—T A A ) —RITREENTWEEE, /—FD
WTNNDDIPA VX —T oA AMBZIE LT XTOIP b7 7 4 v 7%, FERFRIPERE A £
KT DT 7HN S P 02, DXT ARy TN —T 47 ENFET, CiscolSE /— K
WCHEEOT 740 b V— hERET D &, IENRIREDOREN 2720 £7,

WO, BEDOFT 74V s V— NE2HRTETLHHEEZTRLET,

Cisco ISE / — K eth0, ethl, eth2, BLWeth3 f v F—T = A ZADIKDA  F—T = A ZAFKIE
WIZOWNWTENENE ZTHATLTEEN,

ISE InterfaceIPNetworkGateway

192.168.114.10 192.168.114.0 192.168.114.
192.168.115.10 192.168.115.0 192.168.115.
192.168.116.10 192.168.116.0 192.168.116.
192.168.117.10 192.168.117.0 192.168.117.

R
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. ip route

iproute =~ RiX, ZZTIEHEA X —T A ADT 7 4 )V hb— NEEFRT D72

INET,

ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.114.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.115.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.116.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.117.1
ise/admin (config)# ip default-gateway 192.168.118.1

GE) kR0 Tip default-gateway] (£, T XCOA L H—T =24 ZADFTA K UV —bD/— FTT,

showiproute =~ > RTIX, iproutea~ > REMEH L CHER LICAZ T 4 v 7 v— b (T 7+
NV h— K EFT T 4L RS DL— ) | BED Tip default gateway| =~ > ROFEHIZEY
RESNTN— F BV AT ML o TER SNV — RO ABRFERSNET, UL,
BNL—RDREA L F—T =24 AT RLET,

GE) A H—TxAADIPT RLAEEHR LGS, BERERS— U oA D20
DAZT 7 N— "NREBEREILRDE, TOREXT v 7 N— NI Tar 74 F21b—
arnbilkEnEd, BEREICR T L— MIary Y —LIIFERENE T,

512

ise/admin (config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ise/admin (config) #
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Ipv6 address

ipv6 address .

IPV6 D— R T VT 4w 7 AZHEASNWCAXT 4 v 7 IPv6 T RLAZHRTEL, A1 ¥ —7 =
A A TIPVO RLBRZ AT DT, A v F—T oA A a7 4 Falb—arE—RFTipvb
address =~ > F&EMHEHA L E T,

ipv6 address ipv6-address/prefix-length

IPv6 7 KL A &HIERT 520y, IPv6 ALEE A2 TN+ 2i12iE, Zoa<wr RonoBXEHHALE
j‘o

no ipv6 address ipv6-address/prefix-length

B DEREA

AR R TFI4ILE

ATV R E—F

ipv6-address IPv6 7 K L A,

prefix-length IPv6 SV 7 4 vV ADRES, TV 74 v 7R
(7T RLADOFR Y NT—788%y) KT 5
T RLUAD B vy NIRRT 0 ~ 128
D10EHE T, 10EEDOHNIZA T » ¥ 23t
TEMTOILERDH Y £,

TIA4<VEHR ) —F (PAN) OHEN Y = — LA —R_—REELA F—T M LT DA,
IPVv6 7 RLAZRETAHNCT 4 B—7 ML TL &V, IPv6 7 KL ZADOFREHIZ PAN O
HE| 7 = — VA —NR—REEA X—TIWIIRTIENTEET,

BEANTPAN O HEN 7 = — VA — = ERA R —T IR oTNDB E, DA =N
FrEnNET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

77 A0 s OBIERIEILDH D FH A

AVH =T x4 A AT X2 b— 3 (config-GigabitEthernet) #

avy RERE

EREDAARZM4

Jy—= EERNE
2.0.0.306 Zoawr RREASHE L,

PR—FENTWDIPv6 7 RLZERIIKRDO L BY T,

« EAKRL  au L TRULNIE 45D 16 EHHID 8 DI N—TF, =& 21T,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

MR 1 DD INL—TNIZH LT e idREET, Peo s L—7% 2 >Okd
Lo NlEEHx £, =& 2 1E. 2001:db8:85a3::8a2¢:370:7334 T4,

« Ry MXEID KRG (IPv4 vy B 7B IWNIPvE D IPv6 7 K L-R) @ =ffff:192.0.2.128
me
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. ipv6 address

Y

VT4 FaL—Y3av E—FDCiscolSECLI I K |

80 L7 4w ABERH LTI v 7 a—H)L T RLAZEYVYTES, (L Z—T A A
W7 a— L 7 RLZAZEDYTHE, Vorva—L 7 RLUARBEMICERENET,

GE)

IPv6 7 R L A% EHE T 54, ipvbaddress 2~ > K TO CLI G EZE E HIZ Ctrl+C &9 & |
VAT AD—FDOT TV =gy a R —% MIFEWIPVG 7 RLAEFER L, o=
A= MIFH LWIPV6 7 R LA EM T HIRBEIZ/AR B FHEMERH D F7,

ZHIZE D, CiscoISE / — FITHERE L TV U REBIC A2 Y £9, T Z[EEET 512X, Bo
ipv6 address =~ > RZFEITLTCIPV6 7 R L A& ARDOEIZERE L £,

511

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ipv6 address 2001:DB8:0:1::/64

Changing the IPv6 address may result in undesired side effects on any installed
application(s).

Are you sure you want to proceed? Y/N[N]: y

Note: ISE Processes are initializing. Use 'show application status ise' CLI to verify
all processes are in running state.

ise/admin (config-GigabitEthernet) #

15 2

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet) # ipv6 address fe80::250:56ff:fe87:4763/64
ise/admin (config-GigabitEthernet) #
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ipv6 address autoconfig .

ipv6 address autoconfig

AR R TFI4ILbE

aAvU R E—F

AH =T 2 A ADAT — ML ZAHBRELZMM L2 IPv6 7 KL 20 BERE 2 A
A B =T A A TIPv6 UERLZH/hz4T 5121k, A F— 71423/74%1V%V5/
“&— K Cipv6 addressautoconfig =~ > K& L 7,

IPv6 7 KL A HER @ 1%. Linux TIXF 7 4V F TA 2—7 /L T9, CiscoADE2.01%. 1 Fr—
TN TNBEEDA v F—T 2 A ADETFaA L 7 4 X2l — g3 TIPv6 7 KL AH
R EEZ T LET,

ipv6 address autoconfig

AHE—T A ATIPV6 7 RLVAOHBREZENZTHITIE, Zoa~wr RO noBEEE
FALET,

77 AV S OBIERIEILDH D FE A

AVH =T 2 A A AT X2 b— 3 (config-GigabitEthernet) #

2L FRE

EREDAARSA

Jy—= EENE
2.0.0.306 ooy RPNEASHE LT,

IPv6 A7 — F L ZAHERREICIE, THIFRER IP 7 FLAZF LW X2 T A HOK L
LABRHYET, Z0%E LRI, T4 —DYEEIC X » TH-E L £9 ., showinterface
a<wy REMHALT, 774 R —HREIEENR AN /-> TN D 2 L EMERTE E7,

1

ise/admin (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config) #

IPv6 B &5 TE DERTE

IPv6 A7 — F VAHBIREELANIT DT, A v F—T=2Af AT Fal—ar T—
|} C interface GigabitEthernet 0 ==~ > I\ EEALET,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 0

ise/admin (config)# (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config)# (config-GigabitEthernet)# end

ise/admin#

IPv6 HEIRENA F— T NLDEE, FEfTar 7 4 Fal—Tai3korLoA o Z—T oA
AREEFRTNLET,

interface GigabitEthernet 0
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B 75 o—nmmeom:

B

ip address 172.23.90.116 255.255.255.0

ipv6é address autoconfig
|

AUH—T oA AFELEF/RT HIZIE, show interface GigabitEthernet 0 =~ > K %ﬁfﬁf%
F9, KOBITE, A1 =Tz AZ3FEDIPV6 T RLANRHHZ L 2R TEET, &
WIO7 KL A (ffe B &, A7 — b L ABBRELEH L CTHGSLET,

AT — MU AHERRENSEIET HI2IE, OV TRy hTIPV6/L— F T RANZ A XA b
A RX—=T NS> TWBMERBLY E4, IkOT7 RL- X (fe80 LIFE) 13, A FDOAEIZ A
a—FNEFEELWY 7 a—h)L T RUATT,

IPv6 HENFRE £ 7213 DHCPv6 iR EICEMR < Vo7 a— 7 RUANEIZEREINET,
BHBOT KL (2001 LAKE) 1%, IPv6 DHCP — "\ b EE S £,

ise/admin$# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:£ff10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

T34 N\ — RS RE D HERR

show interface GigabitEthernet 0 @~ R LT, 77 A4 N —ReEN AT/ > T
WAHZ L EHMERTEET, 2O00HBRET RLARFEREINET, 1 O0O7 RLRAIZF T4
NU—ER LT, 9 1 DT 74 N —HEH Y T,

OB TIE MAC 1% 3ffe:302:11:2:20¢:29fF:feaf:da05/64 T, FE RFC3041 7 K L A 21X MAC 75
FNTWET, T4 —JRIET F L A% 302:11:2:9d65:€608:59a9:d4b9/64 T3,

HAERD LD TS E TS

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:€608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:0
TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

ise/admin#
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ipv6 address dhcp .

Ipv6 address dhcp

aAavY R FI4ILk

AU kRE—F

IPv6 (DHCPv6) #—/3¢ Dynamic Host Configuration Protocol 7>& A > % —7 = A A LT IPv6
T RUVAZERETDIZE, /v X —T 2 A AT 4 Fal— a3 F— RFTipv6eaddress

dhepa~r REFEHLET, /X —T A A0LT RLAZHIRTSI2IX, Zoa~w2 Ko
no Az L £,

ipv6 address dhcp
77 AV OEIERIEILDH D EE A

A B =T A A A7 4 Fa2lb— 3 (config-GigabitEthernet) #

avy FERE

FEREDHA FS1 Y

=2 LERE
2.0.0.306 Zoa~vry RREAINE L,
i

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ipv6 address dhcp
ise/admin (config-GigabitEthernet) # end

ise/admin#

IPV6DHCP 3 A 2 — T NV DO¥E, FEfT7ar 7 4 Xal—2a kO LI RA v B —T = A &
REERTLET,

interface GigabitEthernet 1
ipv6 address dhcp

ipv6 enable
|

GE)

IPv6 27— N L ZHBEEREB L ONIPY6 7 KL 2 DHCP 1M A ICHHIS CiEdb v A, FL
A B =T 2 A AZIPv6 AT — h L ZAHBERRERB L OVIPV6 7 K L A DHCP O fi 5 245 E T&
F7,

EDIPv6 T RUVAMMFFEDA » FZ—T 2 A ATHEHINTWDE N EFRRT HIZIE, showinterface
av s REFHLET,

IPv6 27— F L ZAHBREB L OIPV6 7 KL & DHCP O 7734 2—T LDs . EfTa
T4 F¥alb—raiBROLIBRA VA —T oA AREERRLET,

interface GigabitEthernet 1
ipv6 address dhcp

Cisco Identity Services Engine ') 1) —X 26CLI 1y 77 LR HA K .



VT4 FaL—Y3av E—FDCiscolSECLI I K |
. ipv6 address dhcp

ipvé address autoconfig
ipv6 enable

. Cisco Identity Services Engine ') 1) —X 26CL1 ) 77 LA HA K



| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

Ipv6 enable

aAvU R FI4ILE

O R E—F

ipv6 enable .

AHE =T 2 A A EDIPV6 ZHENITHIZIE, A F—Tz2f A AT 4 Fal—ar

E— R Cipv6enable =~ > RZEH L 7,
ipv6 enable

A B =T x4 ATGVRP ZEENT2I121E., Zoa~<vr Fono B2 EHALET,

no ipv6 enable
77 AV s OEIERIEIL D D £ A

AH =T A A7 4 F a2l — 3 (config-GigabitEthernet) #

avy FERE

FEREDHA FS14 Y

)1)—=R TEAR
2.0.0.306 oavwy RPREAINE LT,

ipv6enable =~ R, £ v Z—7 = A ATIPv6 ZHILL, £ v Z—T7 = AMACT K

VAIZESWTY 7 a—haA7 RLUAZHBEAERT 2EAICHHLET,

11

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ipv6 enable
ise/admin (config-GigabitEthernet) #

151 2

F 74V F T, ipv6e ., TRTDOA »Z—T =2 A ATHII 2> TWET, ZhEE\RhicT

A0, Zoa~vr Fono B2 FEHLET,

ise/admin# show interface gigabitEthernet 1

GigabitEthernet 1

flags=4163UP, BROADCAST, RUNNING, MULTICAST mtu 1500

inet6 fe80::20c:29ff:feB83:a610 prefixlen 64 scopeid 0x20 link
ether 00:0c:29:83:a6:10 txqueuelen 1000 (Ethernet)

RX packets 11766 bytes 1327285 (1.2 MiB)

RX errors 0 dropped 13365 overruns 0 frame O

TX packets 6 bytes 508 (508.0 B)

TX errors 0 dropped 0 overruns O carrier 0 collisions 0

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface gigabitEthernet 1

ise/admin (config-GigabitEthernet) # no ipvé enable

ise/admin (config-GigabitEthernet)# exit

ise/admin (config) # end

ise/admin# show interface gigabitEthernet 1

GigabitEthernet 1

flags=4163 UP,BROADCAST, RUNNING,MULTICAST mtu 1500
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. ipv6 enable

ether 00:0c:29:83:a6:10 txqueuelen 1000 (Ethernet)

RX packets 64 bytes 5247 (5.1 KiB)

RX errors 0 dropped 13365 overruns O frame O

TX packets 3 bytes 258 (258.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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ipv6 route .

Ipv6 route

mwx&74/7w%b%$%f XEL, 280Xy NU—F% 20 7734 ZH ORI S A
£THIZE, Fuo—nLar74¥Xal—v a3y T—RTipveroute =~ K& L

i?“ AET 47 — MIBEWICEHRSNARNWOT, Xy hU—27 MRueYBRE{kLT
BT TAYT 4 v — FEHRETOILERNHY £,

ipv6 route ipv6-address/prefix-length gateway route-specific gateway
IPv6 A X T 4 v 7 )— MEHIBRT 212X, Zoa~vr FOono BERXE2#EH L £,
no ipv6 route ipve-address/prefix-length gateway route-specific gateway

IPv6 7 FLAZIEELTCT 74NN AZT 4 v 7 L— b ERETDITIE, Zrn—rUr 3y
7 4 ¥ 2L —3 3 F— KTipv6route::/0 gateway route-specific gateway =~ > Faf#fH L £
T, IPV6 7 RLAZIRELTCT 74N N AZT v 7 — b EERPNIT DT, Zoavys
RO no IR AMEHL £,

X DA ipv6-address IPv6 7 R L A,

prefix-length IPV6 L7 4 v I ADES, L7 49T A
(7T RLADR Y T =784y T 5
7 RUAD EfnEkEE Y MEART 0 ~ 128
D10 EEETT, 10EEDOFNIZAT v =5
BEMTDIVERDY 5,

route-specific gateway ZDF e NT— T CHET A DICE A TX
é*&z]f/7@mm7hvzo

ATV ERFI4INAL T AN FOBESEIZH Y EE AL

ATV R E—R Jua—)L a7 ¥ b—3 3 (config) #
vy FERE J1)—=x EERNE
2.0.0.306 Zoavy RPRHEAINE L,

ERLEDOHA KS4Y TA—RENRTWDIPv6 7 KL ABRITKRD LB Y TT,

CSERKT  an U TRUILNT 4 5D 16 EEHTD 8§ >D I N—TF =L 21T,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

MR 1 DD N—TNICHLIETEaiIfRkEEd, Taol—7% 2 SOkt
bamAlEEHLZET, 72L& 20X, 2001:db8:85a3::8a2¢:370:7334 T,

« Ry FXEID KRG (IPv4 vy B 7B IWNIPvE LD IPv6 7 R L-R) 1 ffff:192.0.2.128
e
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. ipv6 route

show ipv6 route =~ > R, FEFAD IPv6 b — M FRTHHGEICHEA L ET,

511

ise/admin (config)# ipv6 route 2001:DB8:cc00:1::/64 gateway 2001:DB8::cc00:1::1

15 2

ise/admin (config) # ipv6 route ::/0 gateway 2001l:db::5

XTIV NA— R LT 4w AR LET,
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kron occurrence

kron occurrence .

12 Do~ RAFrYa—F a~vr RPRKEOHEZIZ—ERBTEITIND L OICA
ra—Y Tt AR, a7 X2 L—3 g3 F— RTkronoccurrence =~ > N5

LET, ZORF Y a— L EEIRT 5120,

kron occurrence occurrence-name

Zoavwry Rono N EERLET,

X nEiA occurrence

a<w LV RAF Y a—TFav s ReATr Y a—
V7 LET,

Ooccurrence-name

TV ADLHL, BR800 LT O FE T A Y
A—rLFET, Ko M1FE) & HECOFHA )
B

(£)  kronoccurrence =~ T occurrence-name & A /9% & | config-Occurrence = & 7 o F = L—
Var BT E— RSN ET (RO HBXOHB ] 228)

X nERHA at

FEELEARCA D L ANEITEND LD
WZHEE L ET, M5 © at [hhomm]
[day-of-week | day-of-month | month day-of-month]

do

EXEC a2~ K, ZDOF— NTEXEC a2~
REFEIfTTEET,

end

kron-occurrence 1> 7 4 X a b — g YT
T— RF%&#& T L, EXEC E— FIZREY £,

exit

kron-occurrence 2> 7 4 ¥ 2 L — 3 F—

FE&TLET,

no

ZOFE—FRpavy REAHETELET,
3O0DF—U—REHHATEET,

e at : f#if )55 © at [hh:mm] [day-of-week |
day-of-month | month day-of-month]

e policy-list : A H L' > RZ K-> CFITE
LR = VAR ELET, &KKR0
XFOFHEK TR = LES,

s recurring : AR Y T— U A NOFE[TEMD
KLET,
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VT4 FaL—Y3av E—FDCiscolSECLI I K |

policy-list AV AL TEfTENDa~v L K AT
Va—F R — JRAMEEELET,

recurring MO LTIEITTHA DL AERELET,
GE) kron 4 L > ADHE D K I 70

G AT a— I RNy T T v TD

kron 44 L v A DFEE N FL TR IHI

FrRALET,
ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,
v kRE—F a7 4 F a2 b—3 a3 (config-Occurance) #
avy NERE 1)1y —= LEEHNE
2.0.0.306 Zoavwy RPREAINE LT,

FEREDAHA RS2

kron occurrence ¥ X Wt policy-list @2~ > RZEH LT, 1 2L EOKRY —U 2 FA3[E URFHE
FLIFHBRCETSINDLOICAT V2= T LET,

EXECCLI a2~y REFGhra~vy R A7 va—7 KU —%ER LT, 5E L7ZFFZIZ Cisco
ISEV—NTEITENDEIICAT Y 2a—U 7T 5121, diavr Fe & iz kronpolicy-list
avy RaHLET,

GE)

\}

kron a2~ R&FETTDH L, —BOLR] (XA LARX U TOBMIEY) TRy 7T w7
U RADMERENDTZD, T ANNPNEWI EEXINSZEIEHD FEA,

GE)

Administration > System > Backup and Restore <— Y #fli [l L C, GUI 41 L CRE L -1XE
=SBV T DRI T T AV a—) v 7 T5Z LR LET,

B BN Ty T

ise/admin (config)# kron occurrence WeeklyBackup
ise/admin (config-Occurrence) # at 14:35 Monday

(
(
(
(
(
(

ise/admin (config-Occurrence) # policy-list SchedBackupPolicy
ise/admin (config-Occurrence) # recurring
ise/admin (config-Occurrence) # exit

ise/admin (config) #

Bl2: BRINwHT YT

ise/admin (config)# kron occurrence DailyBackup
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kron occurrence .

ise/admin (config-Occurrence)# at 02:00
ise/admin (config-Occurrence) # exit
ise/admin (config) #

BI3: BrRINYGT T

ise/admin
ise/admin
ise/admin
ise/admin
ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence) # at 14:35 Monday
config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence) # no recurring
config-Occurrence) # exit

config) #
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. kron policy-list

VT4 FaL—Y3av E—FDCiscolSECLI I K |

kron policy-list

aAv U R AV a—T7 KU U—DARIT%EFEE L, kron-Policy List 27 4 ¥ o L—3 3 H
TE— REBT 52, 207 4 X2 b— g F— R Tkronpolicy-list =~ > K& L
£, av R A5 Va2—7 R —%2HRT212F, Zoavr FonoEREZHHL %
B

kron policy-list list-name

TR policy-list vy KAV a—TF KR U—D4RIEEE
l./ijqo
list-name RY = U2 SOAHT, Fok 80 LT DIHT
EYVAR—HrLET,
)
GE)  kron policy-list =~ > R C list-name % A7) % &, config-Policy List 2> 7 4 ¥ 2 L —3 3
PTE— FRRMBINET RO HEXOHH ] 221) |
BX DA cli ATV a—FJ Il Lo TEITEIND AT,

K 80 LFDOHRI T2 Y A—F LET,

do EXEC 2~> K, Z®OF— RTEXEC 2~
FaEFITTEET,
end config-Policy List 2> 7 4 ¥ =2 L—y 3 > H7

F— R&Z#&T L. EXECE— RICEY £,

exit OV TE—REKRTLET,
no COFE—FRDavry REHELET, kD1

ODF—VU— RKEfEHATEFET,
ecli: ATV a—JILkoTEITENE 2

<K,
ATV R FI4ILE T 740 s OMEREIEH Y A,
ATV R E—F 227 4 ¥ =2 b—3 3 (config-Policy List) #
avy FERE 1) —=x EEAR
2.0.0.306 Zoavy RPEAINE LT,
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kron policy-list .

EELEOHA K54y EXECCLIa~vy REGHa~vy KR A7 Va—7 KU U—%ER LT, $8E L72RZIZ ISE

\)

Y= RTIATINDELICAT V2=V 7512, dia~vr F& L biZkronpolicy-list =
~ > R&fEH LEF, kronoccurrence 3 L W policy list 2~ REFHEHA LT, 1 2L EDOFRY
U A ME UK EZITERCET SN LA T Y a— 0 U7 LET,

GE)

kron policy-lit @2~ REEHA LT, CLIDOREBLVENET —X DNy 7T v T o A7
Va—) T B LITTEERA, CiscoISE BHER—ZNLINLINODNNy I T v 7%
Xb‘f/“ﬂ-b‘u yﬁ‘(‘%ij‘o

1

ise/admin (config)# kron policy-list BackupLogs

ise/admin (config-Policy List)# cli backup-logs ScheduledBackuplogs repository
SchedBackupRepo encryption-key plain xyzabc

ise/admin (config-Policy List)# exit

ise/admin (config) #
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logging

VT4 FaL—Y3av E—FDCiscolSECLI I K |

0LV ERET AL, 37 4 ¥ ab—ar F— RTlogging =~ R&MH L £

R
logging loglevel {0]1]2]3|4|5|6]|7}

ZOMREA NI T AT, Zoa~vry Fono R EHmHLET,

no logging
X DEEA loglevel logginga~> ROR 7 LV ERET Ha~
R,
0~7 R Ayt —V%Yy NTOEMOT T A F

VF 4 LU, TI7A4F VT 4 LYUELLT
DLERBYTT (F—U—FDEZEAT) .

» 0-emerg (BRAHHRE) VAT ANRFEHAR
A,

e l-alert (77— b)) : 722 HITHE D
go

o2crit (ZUT 4 HN) T UT 4B
RAE,

e3err (=7 —) 7 —IKEE,

e 4-warn (84) - ZERE,

o S-notif GEZN) : IEH ThHA, HEERR

=1
R& o

‘x%

g{:

e 6-inform : (F 7L ) [FHRA v E—

«7-debug : TN T A vE—T,

AR R TFIAILE

ATV R E—F

T 74N b OBEREIZSH D EH A,

a7 X2 b— 3 (config) #

avy FERE

Jy—= EERNE
2.0.0.306 oawr RREASHELE,

EREDAARZA
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logging .

1

ise/admin (config)# logging loglevel O
ise/admin (config) #
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. max-ssh-sessions

VT4 FaL—Y3av E—FDCiscolSECLI I K |

max-ssh-sessions

SEIERD ) —RZbica~vr R4 A2 —T =4 & (CLI) OxKERt Yy a o HE
TETHITIE, 27 4 Fa2lb—3 3 F— KT max-ssh-sessions =~ > REFEH L ET,

max-ssh-sessions {0[1|2(3|4|5|6|7|8|9] 10}

B DEREA

aAvU R FI4ILE

aAvU R E—F

1~10 A SSHEZ v v a v D%, 774/ ME5T
j—o

RSN D E KR CLI v v a VDT 7 4L M, Cisco ISE BEEE R —Z LG 5 IR
EINFET,

a7 4 X2 b— 3 (config) #

avwy FERE

FEREDHA FS1 Y

)1)—=R TEAR
2.0.0.306 Zoawy RPREAINE LT,

max-ssh-sessions /X7 A —XZ|[Fa~v L RTA V A VH—T A4 AMBRERRETIEL D FHA,
TIT 47 CLl®yYarORKEE, 774~V ERISE FHER—Z Lo E
7,

CLItyYa vORREE#B2E, 2Oy a v Z2HEC0NDa~vy RIA v (2 HF—
TxA A T RT7 277 47 SSHE v a U#ICHE (Maximum active ssh sessions reached) |
A=V MBRIN, TEIC TR © %179 5 I21% Enter £ 7213 Space Z# L £9° (Not
connected - press Enter or Space to connect) | &\ 9 A v E—UNERINET,

o — b CLLIC e 74 LT forceout username =t~ > R+ 5 &, =2—F 2/
T RNIETCT 7T 47 SSHE Y a v OFEHIE Cx £9,

avy RIA4 A2 =T x4 A (CLD) By varORRKBERETHODOT S — 3
¥ RAUL, Cisco ISEEHER—Z VD [>T 3 (Session) | ¥ 7 DIRDGFTIZH Y £7,
[BEZ# (Administration) [>[> X T L (System) |>[EEET7 VX (AdminAccess) |>[E&7E
(Settings) 1>[7 7 A (Access) |,
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ntp

np [

NTP 3% 7€ & €T 5121, authenticate, authentication-key, server. X O trusted-key =~
yRECar T4 Xal—YaryE—RTntpa~vy FEEHALET,

ntp authenticate

ntp authentication-key <key id> md5hash | plain<key value>
ntp server {ip-address| hostname} key <peer key number>

ntp trusted-key <key>

no ntp server
X DA authenticate FTRTORZNRORFEE A K —T M LET,
authentication-key B CTE 2RANHORIEF—2fE L £,
server T2 NTP —"ZHEEL £,
trusted-key BETE 2RAROF —F S HE L ET,
AR RFI74LE RL

AR E—F

v 7 4 X2 b—3 g3 (config) #

avy FERE

FEREDASA RS>

=2 LENE
2.0.0.306 Zoavry RpEAINE LT,

ntp =~ FEFEHLTNIPRELXREELET,

TR AD NTP Y —E A& T3 521%, authenticate, authentication-key, server, 3L
trusted-key 7e EDOFXF—T — RB LS ZEEL Tnontp AT HMLERHY £9, =&
ZIE. LIRS ntpserver @t~ 2 RE2E(TL728613, server & & biZnontp =~ FEfEA L
ij‘o

1

ise/admin (config) # ntp ?
authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use
trusted-key Key numbers for trusted time sources

ise/admin (config) #

ise/admin (config)# no ntp server

ise/admin (config)# do show ntp

% no NTP servers configured

ise/admin (config) #
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. ntp authenticate

VT4 FaL—Y3av E—FDCiscolSECLI I K |

ntp authenticate

T RTOREZNE ORI AT 5 I2IE. ntp authenticate =~ > K& L £9, NTP 787
X — DR VLIRS EE A,

ZOMREER T AT, Toa~vry Fono A ERLET,

ntp authenticate

B DEREA

AR FIAILE

aAvU R E—F

authenticate TR CORLIROFRGEE A F—T M LET,

L

a7 4F¥ 2 b— 3 (config) #

avy RERE

FEREDAA RZM4 Y

Jy—= EENE
2.0.0.306 ooy RpNEASHE LT,

ntpauthenticate 2~ > K& L, T X TORZIROZBIEEZ AN LES, Zoa~vr FiHE:
%;TF&)D N :;g):1<7>/]$%5? ﬁgL/if< TT%Jnun i%& bL/jiifo

4JB®_H-W/\®$Z)‘WLAHEE%Z‘%&Té/ﬂ:f%“— N Tntuuﬁﬁé%ét\ 2FD 44[50)—]}\__/\@%””_‘
FEHICRESIN TV AF—RUELREAIT, Z0a~<wr REFETLTUIRY A,

1

ise/admin (config)# ntp authenticate
ise/admin (config) #
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ntp authentication-key .

ntp authentication-key

RIIROFRAEFX — 2R ET 2 HAI1E. 2074 Fal—v a3y E— N T—REOMIFB LY
X —fE % F57E L T ntp authentication-key =~ > R&fH L 7,

ntp authentication-key % — id md5 hash | plain % — O f&
ZOMEEE T AICIE, Zoavr RonoBRXEEHLET,

no ntp authentication-key

B DEREA

AR TFI4IE

aAvYU R E—F

authentication-key B TE 2RANHOBIEF—2RELET,

keyid ZIDOXF—IZE Y Y THID, 1 75 65535 £T
DIAENR A — b S E T,

md5 PREF— DR B & A 7,

hash FEED Ny a2 ENToF—, b A I

i<, Kb Ehiz Oy ad&n7) F—
FEELET, 40 XFETTHEELET,

plain WAFADOT L—> TR FOF—, WL
A kT T, b S TWnWianr Lr—r
TXARNF—HF/ELET, I5LFETTH
ELET,

key value 20 md5plain | hash DWW —E9 2
RO X —1H,

L

ay7 4 X2 lb—3 3 (config) #,

avy FERE

FEREDAHA RS2

1) =2 EENE
2.0.0.306 Ioawy RPMEASHELE,

ntp authentication-key =~ > K& H L T, NTP iBiEDRBIEF— & & HICHZIIRZHRE L. <
AUCBEET 5% — 1D, F—K5{b¥ 147, BIOF—ERELZHEELET, ZOF—% {5
TEXHUARMIBMLTHS ntpserver 2= NIZBMLET,

8 Y 2 MZBMENTWS NTP R X — D22 WEEZIFIZRS S ¥ A,
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. ntp authentication-key

\}

VT4 FaL—Y3av E—FDCiscolSECLI I K |

GE)

showrunning-config =2~ > NIt x =2 U7 4 D7Dy ¥ 2 FERUTEHE S 1D Message Digest
5 MD5) F'L—r ERICATENTF—%2FITRLET, =& 21X, ntp authentication-key
1 md5 hasheel8afc7608ac7ecdbeefc5351ad118bc9celef3 T,

511

ise/admin# configure

ise/admin (config) #

ise/admin (config)# ntp authentication-key 1 md5 plain SharedWithServe
ise/admin (config)# ntp authentication-key 2 md5 plain SharedWithServ
ise/admin (config)# ntp authentication-key 3 md5 plain SharedWithSer

512

ise/admin (config)# no ntp authentication-key 3
(Removes authentication key 3.)

1513

ise/admin (config)# no ntp authentication-key
(Removes all authentication keys.)
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ntp server

ntp server .

NTP Y — RN LB ATLADOY 7 vy =T 7 uay 7 ORMEZHFATHIZ i a7 4 KX a2 lb—
varyE—RTCntpsarver a~vr REFEHALET, ZRENFEOITIZF—Z24RE LIk
3EDOY—NEHFALET, F—I1IAF 73 RTF A= TTH, NWMDK@%%ﬁ%gT
7

Cisco ISE (&, NTP H— DA F —FEFEH AR — h L TWET, NTPv4 [L, % —REE{t
ZEEA L. ABX—K 5 bIZEES < H LU Autokey B IRMHE L £, AR F—K5(kiX
WA, B — T L o TAERSNAR SR WIEARDEIZE SN TS 2D \ﬂﬁ%~ﬁm
IBEV b LEETHDEEZLNET, Autokey TlE, T TOF—FlAfE L OVEHEREICITIA
BRIED ARG EINTND T2, F— Ol & RE N KRIBICHF LI ET, IFF (1dent1fyFrlend
ikﬁFm)%%ﬁﬁﬁ%%i<ﬁﬁéﬂfbéﬁﬁﬁ@f\;@ﬁf%ﬁﬁ?é & A HELE
LET,

Cisco ISE IZ ISR CREAFEZ: NTP Y — 303 LBE T,

F—IZA T a r NTA=F TN, NTP b —"EGET 20 ERH 5 5E1E. F— 2Rk E
TLHLLENDH Y £,

ZOBRE AT HITIE NTPH— A ZHIBR L TV — 2B 5580H%, Z0a~
Y FOnoJEAXZEHLET,

ntp server {ip-address| hosthame} {autokey | key <peer key number>}

BX DA

server VAT AL ST, FEShIZ Y — N LR
ENET,

ip-address | hostname 7wy 7 A EZREET 50— "D IPvd £721%
IPv6 7 R L A 72138 A M, 5130% 255 ¢
FTETCOFBTTHELET, IPv6 7 KL A
T NTP — " Z BN 555 1%, ISE eth0 A
VH—T A A)NIPV6 T KL A TERIICRE
SINTNDLZ AR LTSN,

autokey NTP H— 3Zxf U CARR S —38GE & 3 %
VERHLZEERELET, 2047
VEBRINLIZgA, orypto 2~ > REMEH L
T, CiscoISE / — RIZNTP H— "D/ % —
A= NTHARLENHY E7,
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. ntp server

VT4 FaL—Y3av E—FDCiscolSECLI I K |

AR KR TFI4ILE

ATV R E—F

key (EE) . ET70xF—F5, KK 65535 %
THAH— R LET,

Z OF—[%, ntp authentication-key =~ >
AL TR —ETERT ODLENH Y 7,
7. ntptrusted-key =~ > R&H LT,
FEHTEL2X— L LTENTI2MNERHD F
R

PREZ FATT D702, F— & F—DOfEITSE
RO NTP —NICEZ SN TNHF—LFE T
BIZT20ERHY £,

FIFIL RN TRESNTWAEYF—NTIH Y FHA,

a7 X2 b— 3 (config) #

av Y RERE

EREDAARZA

) =2 EERE
2.0.0.306 Zoavwry R EAShELL,

Zontpserver 2wy RiE, VAT AERBEE LY — A LEMSEL5LAIC, FETEHF—
ERELCHERLET,

X—IA 7> a o TTA, NTPRRGEZIIMETY, £7. ZDF—% ntp authentication-key
o~ RTEF L, ntptrusted-key =~ > FIZIBM L7, ntpserver =2~ RIZBMLET,

show ntp =~ > NIZFEMIOREZ RN LET, &KEISNIZNT LD NTP H— b BEEAFET
72 <, BRES N TV ARWEA (NTPREGERRESNTWNDEA) . Zoa~wr Rick > Tik
INDA N T X LEFO OO —HL~DRIANEREINET,

NTP H— SN BEARE TIlL RV, WUNCERIES N TWARWES, Zoa<y FiREHT >\ T
OFNZEE P Iz 9,

Cisco ISE BHEE R —Z VN NTP — R a7 4 Xab—a UV EREF— 2 EHT DI
X, [Ciscoldentity ServicesEngine Administration Guidel] @ [System Time and NTP Server Settings |
DHZZBRLTLLEEY, a7 4 F 21— 9 F— FTCiscoISE CLI 75 NTP Y—/30
1T Autokey ZF%ETE £9, NTP % —/ 32 Autokey 7% /& L7z, NTP H— B AER I
Tl —% A VA= N T DRERH Y T, FEMIZOWVTIL, crypto 2~ REZHIL TS
72EW,
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\}

Nt 4—@itoEEs—ozE [

G¥)

)

NTP H— 2% U CAB S —BGEE2 AT 258 1%. ROFHNPHLETT,

« X v FU—7 T AHEZR NTP — 3% Autokey TRRE SN TWND Z L 2R L £,
NTP #— NI DNSE/IIARA M T R AR TEEARE TH L MLERH Y £, NTP
P — 2% LT Autokey Z % BT 5 HFIEICOWTIE,  [NTP Support Webll 22 L T<
720,

e ntp-keygen-T =2~ > R&MHH LT, NTP V—_"THF—7 2L L, NTP — D(54d
TEXHAMF—Z2HELEd, caypto 2~ > FE&H LT, ABI%—% Cisco ISE (21
A—FrLET,

GE)

NTP +—/\52

Aty

Zoa<r Rk, A7 e 28R E LEEEREZE R LET, R ee 203, 2TETIC
BR2050MAHZEnHY £3,

1

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# ntp server 209.165.200.225 autokey

ise/admin# show running-config

interface GigabitEthernet 0
ip address 209.165.200.225 255.255.255.0
ipv6 address autoconfig

ipv6 enable
!

ip name-server 209.165.200.226

I

ip default-gateway 209.165.200.227

I

ip route 2.2.2.0 255.255.255.0 gateway 127.0.0.1
i

clock timezone Asia/Kolkata

I

ntp authentication-key nn md5 hash
ntp trusted-key nn

ntp server 209.165.200.228 key nn
ntp server 209.165.200.229

ntp server 209.165.200.225 autokey
!

AEDIEFEF—DERTE

NTPH—NZLD VAT LDV T by =77 vy 7 OE#ZHFT512d, ar74Fab—
varyE—RTntpserver a2~ > REFEHALET,

ise/admin (config)# ntp server ntp.esl.cisco.com key 1
% WARNING: Key 1 needs to be defined as a ntp trusted-key.
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2

b

B esoxs—sz0m

ise/admin (config) #

ise/admin (config)# ntp
% WARNING: Key 1 needs
ise/admin (config) #
ise/admin (config) #
ise/admin (config) #

trusted-key 1

ntp

VT4 FaL—Y3av E—FDCiscolSECLI I K |

to be defined as a ntp authentication-key.

authentication-key 1 md5 plain SharedWithServe

ise/admin (config) # ntp server ntp.esl.cisco.com 1
ise/admin (config)# ntp server 171.68.10.80 2
ise/admin (config)# ntp server 171.68.10.150 3
ise/admin (config) #

ise/admin (config)# do show running-config
Generating configuration...
|
hostname ise
|
ip domain-name cisco.com
|
interface GigabitEthernet 0
ip address 10.105.171.218 255.255.255.0

ipv6 address 2001:420:54ff:4::420:101/112

ipv6é address autoconfig
ipv6 enable

!'ip name-server 10.105.171.200 2001:420:54ff:4::420:200

ip default-gateway 172.21.79.1

ipv6 route
|

clock timezone UTC

ntp

ntp

ntp

ntp trusted-key 1

ntp trusted-key 2

ntp trusted-key 3

ntp authenticate

ntp server 10.105.171.10 key 1

ntp server 2001:420:54ff:4::420:111 key 2

ntp
|

server clock.cisco.com key 3

--More--

FIHEAIED R T—5% A DFER

::/0 gateway 2001:420:54ff:4::420:10

authentication-key 1 md5 hash eel8afc7608ac7ecdbeefc5351adll8bc9celefl
authentication-key 2 md5 hash flef7b05c0dlcd4cl8c8b70e8c76£37£33c33b59
authentication-key 3 md5 hash eel8afc7608ac7ec2d7ac6d09226111dce07da37

RO AT — % 2 % i3 HI2I1%, showntp =2~ RZEH L E7,

11

ise/admin# show ntp

Primary NTP ntp.esl.cisco.com

Secondary NTP 171.68.10.80

Tertiary NTP 171.68.10.150

synchronised to local net at stratum 11
time correct to within 448 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000
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171.68.10.150 JINIT. 16 u 47 64 0 0.000 0.000 0.000
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#

2

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.150

Tertiary NTP : 171.68.10.80

synchronised to NTP server (171.68.10.150) at stratum 3
time correct to within 16 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
127.127.1.0 .LOCL. 10 1 35 64 377 0.000 0.000 0.001
+171.68.10.80 144.254.15.122 2 u 36 64 377 1.474 7.381 2.095
*171.68.10.150 144.254.15.122 2 u 33 64 377 0.922 10.485 2.198
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#
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VT4 FaL—Y3av E—FDCiscolSECLI I K |

ntp trusted-key

REZIRZEECE 5 U A MOBEMNT 2121, —EOMRB 1215 E L Tntptrusted-key =~ > K
ERERALET,

ntp trusted-key key
COMREAENCT DI, Coavr RO noBRAHALET,
no ntp trusted-key

B DEREA

aAavU R FI4ILE

aAvU R E—F

trusted-key ZOF—IZH Y BT ID,
key FHETX LRI —RB S AR ELET,

ZTHUE, NTPREGEF—& L CERT HMEN
HYET, mK6SSISHETHAR—FLET,

L

a7 4 ¥ b— 3 (config) #

avy FERE

FEREDAA RS2

=2 LENE
2.0.0.306 Zoavy RpEAINE LT,

ZDF—% NTP —NTEMT AR, ZDOF—% NTPRFEF—L LTEHEL, Y 2 b
IZZOF—zBMLET, BEHY X MBS ZF—1X, VAT ALATNTP H—NIZL-T
FHICTEXALDDOFHTEET,

i1

ise/admin# configure

ise/admin (config) #

ise/admin (config)# ntp trusted-key 1
ise/admin (config)# ntp trusted-key 2
ise/admin (config)# ntp trusted-key 3
ise/admin (config)# no ntp trusted-key 2
(Removes key 2 from the trusted list).

512

ise/admin (config)# no ntp trusted-key
(Removes all keys from the trusted list).
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rate-limit

rate-limit .

BEEITLIPT RLZANSDTCP, UDP, E7-I1XICMP 7 v FO#IBRZZEETHIZIE., a7«
Fal—r gy ET—RCratelimit a~> F2EHLET, ZOBELZHIFRT AIZIZ. 20z
< RO noEREHHLES,

rate-limit 250 ip-address net-mask port

‘X0

EID“:I

B

AU RTIHIbE

ATV R E—F

<1-10000> 17 & 7= 1 DI TCP/UDP/ICMP 34~ MK,

ip-address Ny b b— MNHIREZEH T 5GP T R
LA,

net-mask X7y b b— MIBR AT 3 5 25E e IP ~ A
&O

port Ny b b— NIRRT D5 A — b
o

77 AV OBIERIELDH D EE A

a7 X2 lb—3 3 (config) #

avY RERE

FREDHA FSA4 Y

== EERE

2.0.0.306 Ioawry FREASRELE,
2L

1

ise49/admin (config) # rate-limit 4000 ip 20.20.20.20 port 443

% Notice : Actual rate limit rounded up by iptables to 5000 per second
ise49/admin (config) # do show running-config | incl rate

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #

ise49/admin (config) # rate-limit 6000 ip 10.10.10.10 port 443

% Notice : Actual rate limit rounded up by iptables to 10000 per second
ise49/admin (config) # do show running-config | incl rate

rate-limit 10000 ip 10.10.10.10 port 443

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #
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. password-policy

password-policy

VAT BIHTHNRAT = R 2 =T MEE IR ET HICIE, 27 4 Falb—vay
£ — R T password-policy @~ > REMFHLET, ZOERELZENZTHICIE, Zoavr N
DOnoXEMHHALET,

passwor d-policy options

(GE)  password-policy 2~ > RiZid, AU v — A7 a BB TT ( FHEXOHH] 228)
passwor d-expiration-enabled =~ > RiZ, fit.?® password-expiration =~ > RDHIZ AT 2% 4%
ERHY 7,

(¥)  password-policy =~ K& A 19 % &, config-password-policy 2> 7 4 ¥ = L— 3 v H7
E— RIZAD £,

X DR digit-required Z— RRAT— RICHFE G 2 & 2 VAT

l./jzj_o

disable-cisco-password SNAT—RIZ, [Cisco) = [Cisco) ZEHTrik
ZEATERVE I LET,

disable-repeat-chars FUSLFN S DL EEEN TS /RRAT— R
T 4= M LET,

do EXEC =~v > K,

end ary 7 4¥Xal—rarE®—ReTLET,

exit OV TE—REKTLET,

lower-case-required a— P RN2AT— RPN LEREEN TV DM
ERHY 7,

min-password-length BN RA T — RO E/NCTE, 40 LFEET
THRELET,

No avy RESENZT D0, £EFT 7440 b
EEHRELET,

no-previous-password AIED/NRAY — RO—HZFEH TE R0 L
INZLET,
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password-policy .

no-username

NAY = RNZa—Phaednd e atiihL
=7

password-delta

LFENE NN AT — R H L5 LE
ﬁ—o

password-expiration-days

INAT— ROBFZH K, 3650 F TOELE T
A—rLET,

password-expiration-enabled

IRAT — ROFYIARE A X —T7 M LET,

GE) passwor d-expiration-enabled =~ >~
KX, ftho password-expiration =2~
Y ROENCANT 20BN H Y F
‘3—0

password-expiration-warning

SNZAT— ROWRENE > TWD Z &A@
LR BIAT H E TO HEL, 3650 £ THik
MEHR—FLET,

password-lock-enabled

FRE LTI OFITR R L2 5, RAT—
Keay 7 LET,

password-|ock-retry-count

PATEEEZRELE T, ZORBOFITHE
Bt DEa—F AU —RFRa v 7 EnEd,
20 FTOEHEYR—FLET,

password-time-lockout

Thory s 270 a7 )T 3T5FETOD
FEl A X B LE T (OHALD) o 50005 1440
S ETCORBEEZ Y R—FLET,

special-required

=P NAT — PR ITFREEN TN D
VERDH Y £,

upper-case-required

A= RAT — FIZRILFPEZENL TV DA
R £,

ATV RFI4INN T ANV NOBERMEITH Y A,

ATV R E—R a7 4 F¥ a2 b—3 3 (config-password-policy) #
vy RERE )1)—= EEANRE
2.0.0.306 Zoavy RPREAINE L,

FERALDHA K54 2L
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. password-policy

1

ise/admin
ise/admin
ise/admin
ise/admin

config)# password-policy

config-password-policy)# password-expiration-days 30
config-password-policy)# exit

config) #
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repository

repository .

Ry T TEBRETAEDICURY NP TE2— REHBT A0, 207 4 Xal—3

> E— K Trepository 2~ R&EfEHLET,

repository repository-name

B DEREA

\}

repository-name

UARY bY ORI, FK80 LFDOIHT-% Y
A—=rLET,

GE)

repository =2~ > RTURY MU OA4HFTIZ AT 5 & config-Repository 27 4 Fa L—3
Y T7E-RBRRBESNET ( (HEXOHM] 23H) .

BX DA

do EXEC =2~ K, ZOF— FTTTHEXEC
awy REFETTEET,
end config-Repository 7€ — R&#& T L, EXEC
T—RIZEY £,
exit IDOE—REKTLET,
no TOEFE—RFROavy RESELET,
2ODF—U—RFEFERATEET,
eurl : VAT U @D URL,
euser : VAT MVIZT 7B AT AH720DD
=P L RAT— R,
url UARY MU D URL, H&K 300 LFDOFET%
PAR—FLET (F4525M]H) .
user T I RBATAEOOZ—WLL L2 T — R

RELET, 2—FHIITIHRK30 LTFOHE
T, NRAT— RIZITEK 15 XFOIK T % i
AT,

INAT— RIZBEHATEDLTFIE,. 0~9, a~

YN ANZ\ TR |\ @\ #\ $\ %\ /\\ &\ *\
(\ )\ +\ %‘J:U“:‘/G‘ﬂ—o
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\}
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GE)  server XV —/34 T, path X /subdir/subsubdir 245 L £9, NFS X v h U —72 H— DY —

NELDBITIE, oy () BDULETT,

K8:K45URLF—T—F (=)

F——F

aAE—RTFERIFIE—E

URL

P—NEBLOARE#REET, VR NI D
URLZ AJJLET, K80 LFOFET %Y
A=k LET,

cdrom:

7 —#H/1® CD-ROM K74 7 (FGilED &
DI

disk:

a—h)L A RL—I,

2=V R NINOTRTOT 7 AV
FovT HI2IE, showrepository 3T L £,

G¥) FTRTor—HL YERIRY
1%, /localdisk 7N—7 1 > =3 VIZAER%
EhExEd, UARY RUDURL T
disk:// Z¥5ETH &, VAT A
1%, /localdisk (Z%f9 2 FHxf /XA T
T4V NUEERLET, 2L %
1%, disk://backup, & AS1T 5 &,
7 4 L7 K Ui /localdisk/backup |Z
ERc S E 7,

ftp:

FTP %X v NU—7 H—_"pab—jrEiid=
v’ —% M URL, ftp://server/path &9 URL %
R LET

http:

HTTP %y hU—72 H—R_"Dabt’—tE T
av—® URL (GEAED HA)

https:

HTTPS * v hU—7 r—"pDa v’ —rE7=iL
a v —Se@ URL (GiAED BHA)

nfs:

NFS %X v hU—7 H—Rpabt—rEiida
v — 5 URL, nfs:/server:/path &5 URL %
ERHLET

sftp:

SFTP v hU—27 —_Dabt —Eicid=
v —45M URL, sftp://server/path & V> 9 URL %
ERALES

. Cisco Identity Services Engine ') 1) —X 26CL1 ) 77 LA HA K



| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

AU R TIHIbE

AR E—F

repository .

F—J—F JE—RxFEIFaE—%

tftp: TFTP X v U —7 H—_"Oat’—xmE 2l
o B —%E?® URL, tftp://server/path & 9 URL
PREHLET

(GE)  CiscolSE7T v 77 L— ROFITIT,
TFTP VAR Y bV IfEA T £ A,

T 7 4V N OEERMEIZH W FH AL

227 4 X2 Lb—3 3 (config-Repository) #

avy FERE

FRLEDHA KS14 Y

A\

1) =2 EENE
2.0.0.306 Ioavwry FREASHELE,

Y7 E— T url sftp: ZFRET DHAIE, KHICRSA 7 4 H—7 U > b (AKA host-key)
ZH—7 > h SFTP AR A FPBISEIZH— FFLMBERH Y £9, THAITH121E, CLIT
cryptohost_key add =~ > F&fEH L £9, FEMICONTIL, crypto 2a~v > 2B LT
S\,

Z OFSREER NI HIZIX, Y7 E— KT host-key host =~ > KD no e & M H L £,

Cisco ISE HEE R —# /LD [ 2L (Administration) ]>[ A7 A (System) ]>[A > T A
(Maintenance) ]1>[U A U (Repository) ]>[V AR~ U DiBEM (Add Repository) ] Tt
F T2 FTP UARY MU ZFRET D & Cisco ISE 1T ICIRODESE 2R R LET,

COUVRY N EFHATEDL X2 DITiE, SFIPV—"ODFRA b F—%2KA N F— 47
TarvEHEHLTCLL 24 L GEMNTAMERH Y 147,

RA N F—ZRETTIC, BFa2TRFTPURT NIRRT oL LS ET5 &, s
TAHTT—MNCisco ADE D |12 A — X FET,

GE)

CiscoISE IZ. FIPS £— K2V ISE THZNI A > TWARWEE T, FIPS T— R TH]{E SSH £7-
X SFTP ¥t # BRt L £ 9, ISE Li{E9 25 U E— k SSH F 721X SFTP H— 373 FIPS 140-2 &
BIREFALT NIV XL EHFAI LTSI E 2R LET,

CiscoISE T, #HAIAZD FIPS 140-2 DIEFEFR A 5T Y 2 — /LM S CuWE 4, FIPS
AT TAT U ADEROFEMIZ OV T, [FIPS Compliance Letter] ZZM L T 72&W0,
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. service
service
BT AV —EREEETDHINE, 27 4 Fa2l— 3 F— RTsavice 2~ K&
LET,
service sshd
Z ORI T AICIT, Z0avr RO noBERAEH L ET,
no service
X DA sshd Secure Shell Daemon, SSH ®F —%€ > Fu
7 LT,
enable sshd h—bE 2% A F—T7 NI LET,

encryption-algorithm

SSHEE ZALT NI Y A LERELET, HR—
FENTWABTTY X AL, a. aes128-cbe,
aes128-ctr, aes256-cbc. I X N aes256-ctr T
7

encryption-mode

VAT ATSSHE 5L E— FEHRELET,
PR—FENTWDBE— RIE, cbe & ctr TF°,

key-exchange-algorithm

sshd F—E A CFFRITHF—HT7 /LT U X
LERELET,

diffie-hellman-group14-shal

X AT LAY ALK
diffie-hellman-group14-shal (ZHilfR L &9

Loglevel

sshd2bEF a7 VAT A2kt 5 Ay
t—rvours LYULERELET,

o1 : ik

o2 Bt

3T —

4 fFR (T7HLD)
5 UR

c6: TNy

T TRy

8T Ny T2

9T Ry T3
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service .

ATV R FI4NN T ANV NOBEBERMEITH Y A,

AT R E—F a7 4 X2 b— 3 (config) #
av >y FERE )1)—2x EENE
2.0.0.306 Ioavwy RPREAINE L,

FERALDHA K54y 2L
11

ise/admin (config)# service sshd

ise/admin (config)# service sshd enable

ise/admin (config)# service sshd encryption-algorithm
Configure aesl28-cbc algo

Configure aesl28-ctr algo

Configure aes256-cbc algo

Configure aes256-ctr algo

ise/admin (config)# service sshd encryption-mode
Configure cbc cipher suites

Configure ctr cipher suites

ise/admin (config)# service sshd key-exchange-algorithm diffie-hellman-groupl4-shal
ise/admin (config)# service sshd loglevel 4

ise/admin (config) #
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. shutdown

shutdown

AR FIHILE

AR E—F

VT4 FaL—Y3av E—FDCiscolSECLI I K |

A HE =T 2 A A%y MET U THLNE, A v F—T 2 f AT 4 Fal— g T—
KCshutdown 2~ > FEEALET, ZOMELZINTHI2IE. Zoa~<> KonoEX%E
ERLET,

Zoawy NZiE, F—U—FBLUSIEIEH Y FHEA,
T 7 4/ N OEERLEIZDH U AL

227 4 ¥ 2 b—3 3 (config-GigabitEthernet) #

avy FERE

FEREDHA K4V

=2 LERE
2.0.0.306 Zoavy RPEAINE LT,

ZDavw s REFHL TS v X —TxA AT Yy NI DU TDHE, FOA X —T oA A%
B L7z CiscoISE 7 /' T A4 7 A~DEHEN KbIE T, Ziu, 777347 2 ADEIR
NDERAINTHTHEDLY £H A,

1L, T7I9A T A RICHOP ZFERALTC2ERIDA X —T o4 AEZREL, TDA
VHE—T 2 ANV Yy MEUrENTWRITHE, FO2EHDOA X —T7 oA ARATT
TIAT U AREERTEET,

A VH =Tz A A% vy MU T HBIOHEE LT, ONBOOT /37 A —2 ZfiH L
. letc/sysconfig/metwork-scripts (23 5 ifcfg-eth[0,1] 7 7 A VEEFTHZ L TEET,

A H =T =2 AT =T WZT BITIE, ONBOOT="no" L% E L £,
A UH =T 2 A A F—TWITT HITIL, ONBOOT="yes" LXE L £7,
noshutdown =< > R&EHHAL T, £ v F—T 2 A RAEA R —TWMITHZ L HTEET,

1

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# shutdown
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snmp-server enable .

snmp-server enable

Cisco ISE T SNMP H—_"EZHHz+5121F, Fue— L ar 7 4 F¥al— a3y F—RT
snmp-server enable =~ > R&fH L £,

snmp-server enable

SNMP Y — RZHNCT AT, Z0a~y RO noBERE2fHHLFET,

ATV RFIHI R SNMP I — N R =T IR E SN TN E T,

AT R E—F a7 4Fa2b— 3 (config) #

avy FERE 1)1y —= LTEHNE
2.0.0.306 Zoawy RPREAINE LT,
151

ise/admin (config)# snmp-server enable
ise/admin (config) #

Cisco Identity Services Engine ') 1) —X 26CLI 1y 77 LR HA K .



. snmp-server user

snmp-server user

VT4 FaL—Y3av E—FDCiscolSECLI I K |

HLUWSNMP 2 —F &R ETHITE, Fe— L ar 7 4 ¥ alb—3 g2 F— FTamp-server

user 2~ R&FEHALET,

snmp-server user username v3 {hash | plain} auth-password priv-password

\)

GE) DA<y NiE, SNMP RX—2 5 0 3 OIS L THERTAVLERH Y 17,

EE L7 SNMP = —H ZHIBRT 2121L, Z0a<r RonEXEHEHLET,

X MERHA user FHL VW2 —FE2RELET,

username SNMP =—> = MZBETARA M ED=2—
’H:O)%ﬁﬁo

v3 Ny FOEEITEHT 5D SNMP DA— 5
o
priv 8 X WM auth ¥ —U — RZFNTT 51T
SNMP "= g v 3t%x2 T 4 TFLEME
HTA2MNERHDZ E2HEELET,

{hash | plain} NRAT— Rt BB ERE 7T —f

KT, BELENTZ/ AT — NiE, 16 ¥
DR T 5 LERH D £,
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snmp-server user .

auth-password

PREL—Y AT — RERELET, /AT —
ROFR/NEIZ 1 LFTTN, X2V T 4%
W T D720I2 8 LT EICT 52 L a2B8)
HLET,

GE)

NAT— REeEnGmaid, FHET
TRV, 2—TEHRET DM
ERHVEST, L= TFALD
NAT— RERITe—h T4 XEh
A A T2 A NERETEET,
=74 XS A=A b
I, =PIk LTI L7 38RE T
AT Y X5 (MDS £721% SHA (27
HIEWTEEY) IT—HT H0HE
BHYET, 2—FRENIL Y —
VICRRSNDGE. £ 7 74
V(A= T wvF ar7 4 Xa
L—ar 77 AR E) ITEXA
EFNAHEE. v—T T4 XRENTZFR
FEXA V2 ARNET T AN — A
A RNNEIZT L= TFARD
NAT— ROV IR RINE
7
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. snmp-server user

priv-password e — AT —RERELET, SAT—
ROFR/NEIZ 1 LFTTN, X2V T 4%
W T D720I2 8 LT EICT 52 L a2B8)
HLET,

GE) RRU—REENEEAE, RBET
ERNAVEIN n%#%ﬁ X ET D
ERHVET, TL—VTHFAID
NAT— RERZIFa—TT74 XEN
ATz A NERETEET,
0= T4 RENTH AT = AR
I, =PIk LTI L7 3BRE T
AT Y XL (MDS £721% SHA (27
HTENTEET) IT—HTHME
#%Di# Z—PRENT L —

§§7T‘35*L%5/lﬁt3\ FET7 A
w(z&~b7/7:y74¥1
L—ya 77 ANRE) IEEIA
ENdHLE. a— T A XINTZR
FEXA 2 ARNET T AN —F A
A MNBREICT L= TFHRRARD
NAT— RO ICERRENE

—g—o
ARVREFIALE TAETL
ATV R E—F a7 4F¥2b— 3 (config) #
av Y FER Jiy—=x TEAR
2.0.0.306 oawy RPREAINE LT,

GEREDHA KSq4Y T—VEZELLHE, SNMP A=V 3 U 3DKRA NERETHLERHY £, bT v 7Lk
EINTZa—PREFITHEINDTZD, =7y FIPT FLAL L HIZZDRA M ERET
HITE, 2= FHERETHDLER D £,

il

ise/admin (config)# snmp-server user testuser v3 hash authpassword privpassword
ise/admin (config) #
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snmp-server host .

snmp-server host

\}

SNMP kT v 72 ZEFHITEETHITIE, 207 4 F2L— g F— FTsnmp-server host
a<w U REFERLET, T 740 T, SNMP R T v FlIA F—7 Mo TWEST, 5
7 )V F T, UDP &A— ~iZ 162 T,

snmp-server host {ip-address| hostname} version {{1| 2c} community | 3 username engine_ID {hash
| plain} auth-password priv-password}

N7y THREAHIBRT HICiE, Zoavr FonoBRXAHEH L ET,

G¥)

SNMP /X—7 3 > 3 DR A K3 Cisco ISE TRE SN TWAEE, b7 v T IFEShiza—
PIEFICHEHESN LT, =P EZOARA MIBE T 50523 H V) £9°, snmp-server host
a< VU REBIMLEE, P77 2%E9 5120, CiscoISE TRESNTWHZ LT Uiy
NWERILZ LT oy v aflioT, NMST2—H 7 LT U Uy VERETIHILENRS Y 77,

B DEREA

host SNMP @i %Z2 25T HHFA MERTELET,

ip-address SNMP J@HIARA RDIP 7 KL A, H&K32 X
FOREFEY R —FLET,

hostname SNMP i@ HI7R A b D4R, ek 32 LT DOFEE
FhrYR—FLET,

version {1|2c|3} (EE) » FT v 7OREIHTTH SNMP
D=V g, 774V MILTY,

version ¥ — U — R&EHT 2561, ROF—
J—ROWIFh»zHRELET,

*1: SNMPvl,
* 2¢ : SNMPv2C,

3 : SNMP v3,

community Cisco ISE & NMS & O TOIA R F —%
BELET, REIBRKRI2LFORILFE/N
MR SN, A= I TEE
Yh, 77N a3a=T 4 A U7X
[public] TJ, CiscolSEILZ DF—%fEH L
T, H1E SNMP ERBANTH L0 E DIk
I L £,
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username (FFay SNMP A= 503 28I L
2B AN D IHMEE) Cisco ISE T SNMP 23—
Taly3IDKRARPERESNTWDLEHE, 22—
P EARA N EREMT T,

AU RTIHIE

ATV R E—F

engine_ID (F 7 a, SNMP A— 5 3 28R L
PSR OHRNE) JE— P rDID,

auth-password (A7 ar, SNMP R—T 3 3 il L
A OHME) FBREL—H RAT— K%
FBELET,

priv-password (7> a3, SNMP/R—2 3 03 258IRL
BB OBME) o —F 2T — R %
FBELET,

A R =T,

a7 4 ¥ a2l —3 3 (config) #

av Y RERE

FREDHA FS14 Y

\}

1) =2 EERE
2.0.0.306 Zoavwry R EAShELL,

SNMP 233 CTIZFHE STV AHHA, Cisco ISE TIXT 774 7 ADEH) (U r—K) Bl
lcoldStart(0)] 7 v 7% %5 LEF, CiscolSE TlE, HmHNIEENT 5 & &1L [coldStart(0) ]
N7y T HFET D Net-SNMP 7 7 A 7 > ML, 151725 & & 3EERADO T v 7
nsNotifyShutdown| ZfEH L £,

snmp-server host =~ > F&fHH LT SNMP Z % & L=, @i 0BEe. EiED
lcoldStart(0)] K7 > 7 C% TwarmStart(l)] F7 v 7 THel, BREHEAONT v
InsNotifyShutdown| % 4pk L E,

GE)

SNMP k7 v 7% —7y R A 84 7212 FQDN (2 & » THRE &4, DNS (2L - TIPv4 &
IPv6 Dl 7 DT KU AR S D84, ISE 1L ipve Tid/e< IPvd 2 L CTIPV6 T = 7 /L A
BB =0y NZEEIZSNMP F 7 v 72X ELET, IPVv6 /- LT RT v 7IBREEIH
HX 92T D701, ISE FHEIL, DNSIZL > THRAR M E721X FQDN DA% IPv6 (ZxF L
TR D0 LTZILSNMP b7 » 7 Z2RET D &L ZITIPv6 7 RV AR ELEIEET H 2 &2
TEET,

1

ise/admin (config) # snmp-server community new ro
ise/admin (config)# snmp-server host 209.165.202.129 version 1 password
ise/admin (config) #
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snmp-server host .

ise/admin (config)# snmp-server host isel version 2c public

ise/admin (config)# snmp-server community public ro
2012-09-24T18:37:59.263276+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:44474]1: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (29) 0:00:00.29, SNMPv2-MIB: :snmpTrapOID.0
= OID: SNMPv2-MIB::coldStart,

SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10
ise/admin (config)# snmp-server contact admin@cisco.com
2012-09-24T18:43:32.094128+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]1:53816]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (33311) 0:05:33.11,
SNMPv2-MIB: :snmpTrapOID.0 = OID: NET-SNMP-AGENT-MIB::nsNotifyRestart,
SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpNotificationPrefix

ise/admin (config) # snmp-server host a.b.c.d version 3 testuser 0x12439343 hash authpassword
privpassword
ise/admin (config) #
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. snmp-server community

snmp-server community

ity N —27&H 7o hajl (SNMP) ~D7 VB RA&EHFATHaI2=2F 4 T /A A
N U RBRETAHITIE, 27 4 F 2 b—3 3 2 F— FTsnmp-server community =< > K
EHEALET,

snmp-server community community-string ro

COMREE NS DICIE, Zoavwr RonBEREFEHLET,

Nno shmp-server

X DA community SNMPaXa=F 4 AR U7 %2RELET,

community-string INAT— RO XD ITHERET DT 7 B AFF,
ZHIZE S TSNMP ~DT 7 B ANFFRIEN
F9, EAHIIMHATE EEA, &K 255 LT
DHEHTHEYR—FLET,

ro AT 7 A ERELET,

ATV R FI4NN T ANV NOBEBERMEITH Y A,

AT R E—F a7 4 X2 b—3 3 (config) #
vy RERE )1)—= EERNE
2.0.0.306 Ioawy RREAINE LT,

FELEDHA KS4> snmp-server community 2~ > RCiE, a3 I=2=7 4 A M) 7 L5 roxfiET 2 0ENH
DET, MELRWEES, =7 =04 L F9, CiscolSE D SNMP =— = > M, #FiAaHL
VEHD SNMP vl 77 &AL SNMP v2¢ 7 7 B A %2R D MIB 224 L F 4,

* SNMPv2-MIB

* RFC1213-MIB

 [F-MIB

« [P-MIB

* [P-FORWARD-MIB

+ TCP-MIB

« UDP-MIB

* HOST-RESOURCES-MIB

« ENTITY-MIB : /XD 3 5D MIB %D 747 ENTITY-MIB TV AR — &N E1,

« B4 ID : entPhysicalModelName
+ /N\— 3 » ID : entPhysicalHardwareRev
« U 7 )VEP : entPhysicalSerialNumber
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snmp-server community .

* DISMAN-EVENT-MIB
* NOTIFICATION-LOG-MIB
» CISCO-CDP-MIB

1

ise/admin (config)# snmp-server community new ro
ise/admin (config) #
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. snmp-server contact

snmp-server contact

SNMP $2f5 D E ERIEFH~N—A (MIB) & v AT AMIHRETHITIE, a7 4 Falb—vav
F— FTsnmp-server contact =~ > F&MHA L £, AT 2EKEHEREZEIRT 5121, 2
Da<ry FOonERNE2FEHLET,

snmp-server contact contact-name

X DA contact OB E ) — ROMYHEAIEE LT,
K 255 LTFORBTEYR—MLET,

contact-name J— RO AT LdiE S @2 R 3 0TF5,
K255 LFOFMTHYAR—FLET,

ATVRFEIFIR T 7ANNOEEREITH Y A,

ATV R E—F a7 4 Fal— 3 (config) #
ATy RERE J1—2 EEAR
2.0.0.306 Zoavry R EAINE LT,

FEREDHA KSq4> L
1

ise/admin (config)# snmp-server contact Luke
ise/admin (config) #
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snmp-server location .

snmp-server location

SNMP 27— 2 > @ MIBE% ¥ AT MIHET HITIE, :/74%Jwaa/%%bf
snmp-server location =< > K& LEd, VAT —r g UEREZHIERTAII2E. 20
a<v Rono B EHERALET,

snmp-server location location

B DEREA

AU RTIAIE

AR E—F

location Z OB ) — ROMBERR BT R SR E L
F9, BK255 LFOHEBMFEFR—FLE
ﬁ—o

location VAT AOWH T r—3 g UIERE FET T

B, BK255 CFEOTHF A A — R LET,

77 AV OBIERIELDH D EE A

a7 X2 lb—3 3 (config) #

avy RERE

FREDHA FSA4 Y

== EERE
2.0.0.306 Ioavwry FREASRELE,

word LFFTid, HEEORICT o2 2a7 () £lidnga 7y () 2+ 2L zBE0
LE9, word XFHITHEEDOMIZZER 2N 256, XF82 “Hy A/ () CTHD®E
NV ET,

511

ise/admin (config) # snmp-server location Building 3/Room 214
ise/admin (config) #

15 2

ise/admin (config)# snmp-server location “Building 3/Room 214"
ise/admin (config) #
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. snmp-server trap dskThresholdLimit

snmp-server trap dskThresholdLimit

CiscoISE/N—T 1 2 a U DOWT DT 4 A7 MH=RD L EVMEORSICE L7ZERIZ, SNMP
Y= NN T TEZETHLORETHITE, 274X ab— 3 F— R Tanmp-server
trap dskThresholdLimit =~ > RZ4H L £,

snmp-server trap dskThresholdLimit value

T A AN L EWVEICELZBRIC T v T OREEFILT 2I2E, Zoavs Fono
A LET,

B DEREA

ARV ETIAIb

aAvU R E—F

value FERAIRE7 2T 4 A Y A— AD R A F I/,
fED&EFIZ 1 ~ 100 T,

77 4N FOEERLEIZH Y EE A,

a7 4F¥ 2 b— 3 (config) #

avy FERE

FEREDAA RZA4 Y

J1)—x EENE
2.1.0.474 Zoavwry RREAINE L,

Cisco ISE D¢ _RTD/N—F ¢ ¥ 3 V@ THIRETT, LEVWEDOBRAE 40 IZTRET D
L R=T 4 a DT 4 AT FEEN 60% EEH S, KV 40% X0 T RN T v T R
ZIELET, DFV, EEXHEEARESNIAEIELZEXIC N T v TRRESNT T,

CiscoISECLI 26 Z D a~y RERET D EL kron ¥ a 7854 2 LICFEFTE N, Cisco ISE
@N—%4yay%10fo*ﬁbi? WITNLD/NN—F 4 a BN LEWVED ERIZET
%L, CiscolISE XX ESNTWD SNMP H—NIC T v 7 HEFELET, T4 A7 D/RAEB
;wb%wﬁmiwm%%hbiio@ﬁ@ﬂ~74/a/mbﬁwm@iw_$¢é&\@
BORNT v TREEFEEINET, MIB7VI7UFDORT 7 Ly —R"EHHLTSNMP 7 v
ERRTEET,

1

ise/admin (config) # snmp-server trap dskThresholdLimit 40
ise/admin (config) #
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snmp engineid .

snmp engineid

BEFO= oD A LWVEICEE T 5I21E, 27 4 F 2 L—3 3 F— R Tsnmpengined
command ZfEH LET, ZDa~vr NI, BEFOT R TO2—FE2HERT 2L ENH D &
WO BEZFRRLET,

snmp engineid engine ID_string

RELTEZZ VU ID ZHIBRT D3, Z0a~vr ROonoEXREFHLET,

KEST D EHEA engineid MO P IDERE LTS LUVMHEIZAE R
l/\i TO
engine ID_string TV ID E AT D K 24 SUF- D ST,

ARV EFI4NAL ATV ROT 74 MEETH Y EH A

ATV R E—FK ar7 4 ¥ a2l —v = (config) #

av 2 RERE 1) =2 EERNE
2.0.0.306 Zoawry RPREAShELE,
1

ise/admin (config)# snmp engineid Abcdefl129084B

% Warning: As a result of engineID change, all SNMP users will need
to be recreated.

ise/admin (config) #
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. synflood-limit

synflood-limit
TCPSYN /37w b L— MBRZRE L £,
synflood-limit ?
WX DR synflood-limit F &S 1T ) OTCPSYN R4 ko
EEIL,
? 1-2147483647 (TCP SYN /347 v F O#iH)
AT VR FI4NN T ANV NOBEERMHEITH Y A,
ATV R E—F ary7 4 ¥ alb— 3 (config) #
2wy REE yy—2 RENE
2.0.0.306 Zoavy RBREASELE,

FEREDHA KS4> TCPSYN T v kL— MElIRZRET 2(21E, 2 @ synflood-limit 2 L £,

i1

ise-pap-sec/admin (config) # synflood-limit ?
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username .

username
SSH Z{f/] L T CiscoISET 7T A T L AT 7 B ATEX 5 2—H 2 BINT2I121%, =274
¥al—varE—KCusernamea~> REEMALET, =—FRT TIFET HHEIE.
ZoATY REMALTRAT—F, FHEL~L, SREMGE2ERELET, VAT A00
2—FEYIBRTHICIE, ZDavy ROnBEREEHALET,
username username password hash | plain {password} role admin | user email {email-address}
BEFEO2—FIT LTE, ROa<r R ATy a v &R LET,
username username password role admin | user {password}
XX DEREA username 31%% username |21 1 DOHFED L ZHEETE
£9, ZEP_HGINM () IIEHTE EE
Poo BRI LFOEEBFE2YHR—FLET,
password INAYU— RZdEELE T,
password INRAT— R, 40 LFETORBEFTHEL E
o NAT—= R, TRTOFHA—PITE
ETHNENDY ET,
hash | plain INAT—=RDZA T, K34 L FOREET %

AR R TFIHILE

AR E—F

PAR—FLET,

roleadmin | user

ZI—HFDOax—H m— )L LEHEL L ERTE L
i‘a‘o

disabled I—HFDEBEFA—IL T RLRAIZHST, 22—
2T v—T M LET,

email 2—HFDBEBFA—IN T RLAZRELET,

email-address 2—POEBEFA—IL T RLRAEZELET,

7= & 21X, userl@mydomain.com ® X 5 (25 E
l./ \i j—O

R IERF DI =2 —H T,

a7 4 X2 l— 3 (config) #

avy FERE

=2 LERE
2.0.0.306 Zoavwr RPREAINE L,
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. username

FELOHA KS4> username =~ RN TiX, username F5 & U password % — U — R DF%(Z, hash | plain and the admin
|user 7Y a VEAIRET HDHENRH Y £,

511

ise/admin (config)# username admin password hash ###### role admin
ise/admin (config) #

15 2

ise/admin (config) # username admin password plain Secr3tp@swd role admin
ise/admin (config) #

1513

ise/admin (config)# username admin password plain Secr3tp@swd role admin email
adminl23@mydomain.com
ise/admin (config) #

. Cisco Identity Services Engine ') 1) —X 26CL1 ) 77 LA HA K



| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

which

which [}

BTHE CLI CERABERa~ Yy RONEFEEERTHITIE, 207 4 F2b— a3 E—FT
which =2~ RZHH L £9,

which

B DEREA

AR R FIHILE

aAvU R E—F

Zoaxy FZE, F—UV—FBXIUGHEITH Y THA,

77 4V FOBIEREIZH D EE A,

a7 4 X2 lb— 3 (config) #

avy FERE

FEREDHA K42

=2 LERE
2.0.0.306 Zoavwr RPREAINE L,

which 2 L 2~ K T9, whichiZCiscolSE TEATE 42, a~vr K74 v CTelI%%
ANLTERLEY ELESRE. CLIA UV Z T 0T 4 T~V TITERRENTET A,

151
WOFE, which D ZRL TWET,

ise/admin (config) # which
1]. application configure<STRING>

[

[ 2]. application 1install<STRING><STRING>

[ 3]. application remove<STRING>

[ 4]. application reset-config<STRING>

[ 5]. application reset-passwd<STRING><STRING>

[ 6]. application start<STRING>

[ 71. application start<STRING> safe

[ 8]. application stop<STRING>

[ 9]. application wupgrade cleanup

[ 10]. application upgrade prepare<STRING><STRING>

Cisco Identity Services Engine ') 1) —X 26CLI 1y 77 LR HA K .



VT4 FaL—Y3av E—FDCiscolSECLI I K |

Bl which
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