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CiscoISEaAY U RSA 2 A2 —T(4 R 1

CLI Zffl L 7= Cisco ISE OFHE L ORRE 2

02— AT L& L7z Cisco ISECLI ~D 7 7 & A 2

¥ 27 VLD CiscoISECLI ~DT 7 & A 3

Cisco ISECLIFHFZET 17 K~ 4

CiscoISECLI = —H%# 7 H > | 5§

Cisco ISE CLI =—H% 7 7> h OERL 8

Cisco ISE CLI = —#% 7 1 7 > h OHERR 6

CiscoISECLI THR—hENH =RV 27 BLIOY 7 b =T DT Ty h 75 —Ah 1

i
o

EXEC E— F® CiscoISECLI AT > K 9
EXEC £— F TR S5 CiscoISECLI £y a > 1
application install 12

application configure 14
TRV T T A R=ADORE 15
TuT A YT AR DT A TRERER 17
WNEHCAART DZI AR—FBLOS AR—bh 18
REELTA T > 7 ADVERL 20
ACS DBATHA X —TMZT % 22
THART p—~ P AWERREOME T —5 23
AU 2 BIEDOIE 23
UAYVARE 24
application remove 27

application reset-config 28
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application reset-passwd 30
application start 31
application stop 35
TV = a7 v T T L— R 31
backup 40
Cisco ISE RET—Z DNy 7T v 7 M
Cisco ISEEMET =X DNy 77 v 7 82
backup-logs 43
clock 45
configure 47
copy 48
FTar74F¥=2lb—v a2 50
VEe—halrr—rar~ODETay 74Xzl —aOa’— 5
UE—h ar—arhbDdfTar74¥alb—arDat’— 5l
AB—= T T ar7 4 Falb—ar 5l
JEeE—balr—a~DAF— Ty 7 ar7 s Falb—grDat— 5
JE—hBr—arPbDAX— T v 7 ar7 4 Fal—YarDat—
ns 7y ANDat’— 52
crypto 54
debug 57
HIIF: 63
dir 64
exit 66
forceout 67
halt 68
~LT 69
mkdir 70
nslookup 7
password 73
patch install 74
patch remove 76
ping 78
ping6 19
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gx I}

reload 81

reset-config 83

restore 84
N 7Ty T IED Cisco ISERRET — ¥ DL 85
N 7Ty B D Cisco ISE BIET — % 0ot 87
N 7T T HB O Cisco ISE fXET — 2 3 L O Cisco ADE OS 7 — % D1 L 88

rmdir 89

ssh 90

tech 92

telnet 95

terminal length 96

terminal session-timeout 97

terminal session-welcome 98

terminal terminal-type 99

traceroute 100

undebug 101

write 105

EXEC Show E— F® Cisco ISECLI I <> K 107
show 109
show application 110
show backup 113
show banner 114
show cdp 115
show clock 116
show container 117
show cpu 121
show crypto 123
show disks 124
show icmp-status 126
show interface 128
show inventory 130
show ip 132

show ipv6 route 133
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show logging 134

show logins 137

show memory 138

show ntp 139

show ports 140

show process 142

show repository 144
show restore 145

show running-config 146
show snmp engineid 148
show snmp user 149
show startup-config 150
show tech-support 151
show terminal 153

show timezone 154
show timezones 155
show udi 156

show uptime 157

show users 158

show version 159

b
ot

a274FX2Lb—232 E—F®DCiscolSECLIaY > K 161
EXEC E— R THhary 7 4F¥al—ar E—RF~OY0FEz 163
a7 4 X2 lb— g E— R TO Cisco ISE DFXE 164
a7 4 Xalb— gy BT E— RKTO Cisco ISE DFRE 165
CLLay 7 4F¥al—yay avwy ROF 740 F&E 166
backup interface 167
cdp holdtime 172
cdprun 173
cdp timer 174

clock timezone 175
Cisco ISE / — RO & DEITT 176

HIBOREME 176
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F—=ARTZ VT DLA LY =2 AT
TITDEA LY — 118
conn-limit 179
do 180
T 184
exit 185
hostname 186
icmp echo 188
interface 189
ipv6 address autoconfig 191
IPv6 EEIEREDRRE 191
7T A N —JLRBERE O RS 192
ipv6 address dhcp 193
ip address 194
ipv6 address 196
ipv6 enable 198
ip default-gateway 200
ip domain-name 201
ip host 203
ip name-server 206
ip route 208
ipv6 route 210
kron occurrence 212
kron policy-list 215
logging 217
max-ssh-sessions 218
ntp 219
ntp authenticate 220
ntp authentication-key 221
ntp server 223
NTP Y —/NGRREDFHHF — DRIE 225
RO 2T — 2 ZOHERE 226
ntp trusted-key 228
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rate-limit 229
password-policy 230
UARY MY 232

service 235

shutdown 237
snmp-server enable 238
snmp-server user 239
snmp-server host 242
snmp-server community 245
snmp-server contact 247
snmp-server location 248
snmp-server trap dskThresholdLimit 249
snmp engineid 250

username 251
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CiscolSEaT >S4 AR —DxA
A

ZOETIL, Cisco ISE DX EFR L OEELIZMEH T& % Cisco Identity Services Engine (ISE) @
avV RIA4 v A H—T A A (CLD) (ZOWTHHLET,

« CLI Zf#i [} L 7= Cisco ISE OEH B L ORE (2 2—)

+ CiscoISECLIEBIE T v v b (43—=2)

*CiscoISECLI =—% 7 H vk (53—)

e Cisco ISECLI =—% 7 7 > b DR (6 X—)

*CiscoISECLI THHR—FENDIN—RV=2TBIRNY 7 V=T DOTT7y b7 4—4 (

7 =)

Cisco Identity Services Engine ') 1) —X 24CLl Y 77 LR HA F .



CiscolSEaTY FSAv Av2—Tx(R |
B cu =6/ ciscoISE RS L URE

CLI Z{EFE L71- CiscoISEDEEL L UERTE

CiscolSEa~> RKI A4 A Z—TxA A (CLI) TiL. EXECE— R TV AT AL LD
E, 27 4FXal—i gy ET— RTEOMORENRE (—IEBIX Cisco ISE FHE R —Z )L H>
BETTXFERA) #FET L, NI a—FT 4 TODORET V2 EKRTXET,

Cisco ISE BEHHE R —Z )V EZITCLI ZHEH LT, CiscolSET7 7'V r—vay VT h =70
RyFE@HAL, NTT Ny a—T 4 7ODOEER 7% /ERR L, CiscolSE 77V 77—
varyT—HENy T v 7 TEET, £/, CiscolSECLI ZfEH LT, CiscolSET 7'V r—
var V7 T EESBIOMEILL, TV = ary T —HE RNy I T v I MhBET
L. 77V r—2ar V7 02T %27 977 —FRL, NNy a—T 4 T DEHITT
RCOVAT LT 77TV r—varaZxzRRL, CiscolSET A A% U o— REIX
x v MU UTEET,

av U RV Ey I A AMERITA RT A BIZHONWTIE, TEXEC E— R® Cisco ISE CLI
o< F) . [EXECShow F— R®D CiscoISECLI =2~ K] | vy 4ol — g
F— D CiscoISECLI =<2 K| #BB LT 7E X0,

A—AIIL S RATLZFERLCiscolSECLI~NDT7 Y X

A —Hn V7 3y hU—2 (LAN) ([ZHit 3712 Cisco ISE & 7 — B /VIZRET H L E

NHHIEERIE, XIVET L r—7%FEH LT, AT L% CiscolSE T/3 AP —)L

A= Jirﬁafé‘iﬁ‘o ST ALY axs R (FeP) 1k, vV — Fe b o

RaePgid 52 & T, CiscolSECLIICR—H /L 7 7B ARREIZLET, WRIL, #F—I L
TIal—vary Y7 MU= T EXASCH MR EZ RITTH VAT LTYT, T2/ —/bR—
& (EIA/TIA-232 FE[AIH) CTHERDIL, XVET A T —TNLDOHKRTT,

cH—IFNEIal—var VT N =TERITTHVAT Ak ar Y —b R— NI
T B2, DB-9 X A% _DB-9 XA AFBD X )LET A Fr—T )R L FET,

« ASCIL ¥R & 2 v V) — /L iR — NMIEEHG T 2121X. A A2 DB-9 A A TH 9 — 55 DB-25 4
ADARML— K —T)L L DB-25 A ANDHDB25 A ANDEWT X7 X2 AL £,

A )V IR—=RDT T4V N RTA—=HL, 9600 K —, 8 T —H v ~h, NUT 1721,
1Ay 7 EYy b, BEUON—FTx=7 7u—f#R LT,

\}

GE)  BEREOM TN Cisco Switch D5, AA > F 7R— K % duplexauto, speedauto (7 7 #+ /L 1)
WICHELET,

AT Y T1 CiscolSETNRA APy ) — L FB— R AT LD COMAB— hEXNVEF A Fr—7 VTS LET,

ATV T2 CiscolSEEHETALIICH —ZIFTNZIaL—FE2BRTELET, F—IF /L 2 L—F O TIX
9600 R —, T—HX v b8, NV T 4L, Ay 7T By M OREEHEHALET, A~b?m7®7
o —HEE A LT,
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| CiscolSEaY>Y RS Av8—Tx4R
%27 YTz B CiscolSECLL~ADT 22 [

ATYT3 Z—3IF N oI L—2NEE LS, Enter ¥—%H L F9,
ATy T4 2—V4% NS L, Enter ¥—%ZH# L E7,
ATwTE RRAU—RF&EAS L, Enter ¥—%H L F9,

X217 ox)LIZEK B CiscolSECLINDT7 I X

CiscolSEldty T v 7 2—7 4 U7 412XV, CLIFBEEZZITAND LD ITFARRE S
NTWET, (Windows XPLBEDONR—Y a VEFH LTV AT LAZ N LTAERIA R T
F v hU—27 (WAN) 28t LCW5) SSHZ A4 7 haflifiL T A 45121, &
HELLTus A LET,

JR 8O HHEIIZ

CiscoISECLIIZT 7B AT AI121%, SSHV2 2V AR —b+T5EF%=27 =/ (SSH) 7747
VREMEALET,

ATV TNV EEDOSSHZ 747 e LTSSHEy v a v EIALET,

ATv T2 Enter ¥—F 1T ANR—AN—Z ML CHFELET,

ATV T3 FANL, 2—V4, F— &S, BIOWEHESFREANLET, EZIE, UE—F KRR LD 1P 7
FLRERIFRRX bE Tise] #AHNL. 2—H 4RI Tadmin] . R— +ESIZ 22) #AHLT, BE
ARXELTRRYTSADY YREMD [/NRT—F (Password) ] ZEIRLET,

ATy T4 [##5 (Connect) 1% 7V v 79257, Enter ¥—%H L E9,
ATy s BOLTCONEERERSAT—REANLET,

ARTv7T6 (LE) 7a7r7AN4%E [7a 77 A OEM (AddProfile) 1V 4> RUIZASL, [Fa7 7 A ZiE
- (Add to Profile) 1 %272 VU v 2 LE7T,

RT9T1 [Ta77A400EM (AddProfile) 1 V4> RUT[HLS (Close) 127V > 7 LET,
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CiscolSEaVY KSAv A48 —Tx42 |
B ciscosecusmzaTay -

Cisco ISECLI SHEF7HH Y |+

Yy T TR, CLIBEET DT> bEERT 2=/ E R —READNTDH IO
&4, PIHREZICROICHERTH L EIZ, 20T Uy h&EFH L TCiscolSE ¥ —
Niea A4 LET,

CLIEHET T O LT oy VEFIHEEL, ZOT7 vy M LT, CiscolISE
P —R~DT 7 ¥ ZAER AR OBINERET H v hea—F T o FAPTRIICER L.
BEHITHIVLENDY 9,

CLI EHE I T X Coa~vr F&afH LT, CiscoISE +—/3STEXEC £— R TDY AT A L
NULDRE Ob— " ~DT 7 ER) BIORar 7 4 Fal—yarE— RTOZEOMORTEN
REFITTHENTEET, BHHEIL, CiscolSET 7V r—vay V7 v T ORMGE
{1k, CiscoISET7 IV r—>a v =20y 7T v 755, CiscolSET 7V r— 3 v
VI NT 2T ~DNRXyF T T —RO#EH, T XTOVAT L a7 T ) r—a v
07 PDFR, CiscolSET A APV v— RELFV Yy N T U EFETTEET,

BT E— RICBGRRL , BHET Y Ty P NOKRBIZERY RiEiE (#) BRERIN
\i—aqo
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| CiscolSEav> KSAv A28 —Tx42R
CiscoISECL1—47ho> + [

CiscoISECLI 21— 7 hH™H > k

Cisco ISE FREE R —H )VInDT 1w > M a{ERKRT % 2 — WX, Cisco ISE CLI [ZBEIfJIZ 1 7
A TEERFA, CLIEHET AU FEFEHALT, CLIWLT 7 BEATE 52— T7H Tk
EHRIIHER T 24BN H Y £,

Cisco ISECLI .—H 7 hHo > FDYERL

CLl=—¥% 7h oy F2EHRT AT, =227 40X 2 L—3 3 F— R T usernameusername
avy REFETTHMLERDY £,

RTYT1 CLIEHET v M&H LT CiscolSECLIIZR 7 A > LET,
ATYT2 avr74X¥alb—var E— &t LT, usernameusername 2~ > N& LT L E T,
ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config)# username duke password plain Plain@l23 role user email duke@cisco.com
ise/admin (config) # exit
ise/admin#

AT T3 CLI2—% 7 h 7 haH L TCiscolSECLIIC 7oA > LET,
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CiscolSEaTY FSAv Av2—Tx(R |
B ciscosecua—4 7y rotER

Cisco ISECLI .—H% 7 hH > FDIER

=T HT MUE, WOa<vr FeEgTe, BRESNTZED A~y RADT 78 AMERH Y
‘i‘a‘o

* crypto

* exit

* nslookup

* ping

* ping6

* show cdp

* show clock

* show container
* show cpu

* show disks

* show icmp_status
* show interface
* show inventory
* show logins

* show memory
* show ntp

* show ports

* show process

* show terminal
* show timezone
* show udi

* show uptime

* show version

* ssh

* telnet

* terminal

* traceroute
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| CiscolSEaY>Y RS Av8—Tx4R
Cisco ISECLl THHR— h&hdN— KO 7ELUY T hoz70T5y b7+—L4 |

Cisco ISECLI THR—FENEN—FDOTT7ELVY T
cOITDTSY R T+ — L
Cisco ISE ¥—/ Nkt L, IR LT CLIICT 7 B ATE £,
* Microsoft Windows XP F 7213 Vista & FEATT 5 v AT A,
« Red Hat X° Fedora 72 £ @ Linux #3179 5 v AT A,
« Mac OS X 10.4 LIFED Apple = > B2 — 4,

« VT100 % 7213 ANSI A D5GKT /A A, VTI00 Z A 7 T /34 AL L WVANSI 7 /34 AT
X, EREL AREL. ERE]. FREL Delete 33 X Of Backspace & — & & Te 1 —  LHIl{H
F—BIOI— Y VBEF—%2FH X £9, CiscolSECLIIE, I — YV /Ll — DA
R L, BEWICRER T S ALFEFEHLET,

T RTOWRDTERRY A MMIOW T, /ust/share/terminfo/ */* @ terminfo 7 — & ~— &
CiAMEET — 2 X—R) ML TLEEV, a2 3A )L EZ 7 terminfo 7 7 A /L IXIR
DIGEIZH HAIREERH D F
9, /ust/lib/terminfo/v/vt100, /ust/share/terminfo/v/vt100. /home/.../.terminfo/v/vt100, F7=i%
Jetc/terminfo/v/vt100, terminfo (X, 77U r—a 7 u s 7 ALEBETHEARDT T
DFET IV A RE/R R RIERET — X RX— A TF, ZHUE, I— YL ZH LW B E)
T5, WEO—HENET. BEE A7 a—LT5, F— RELEETH, 48 (A, 5
S, ORI, TR EBRTRRE) 2ETT5H L0Vl BEE EIT T 25 AIDmARICERET
DA —T =l A (FTITHEESCT) iR L 9,

7= & 21X, v— N5 "ocatevt100" & AT B L FEHL TV AEKRICET A EHRVBFER
HET,

Cisco ISE CLI IZ1F, IRDBRRIGRE A ThDT 7B ATEET,
+ 1178
* 2621
* 5051
* 6053
+ 8510
* altos5
* amiga
* ansi
« apollo
* Apple_Terminal
* att5425
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CiscolSEaTY FSAv Av2—Tx(R |
B ciscorsEcl T R— R ENBN— YT FBEVY T FITFOTS Y hTF—L

* ibm327x
* kaypro
* vt100
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EXEC E— K@ CiscoISECLI o< > F

ZOETIE, EXECE— FTHEHENS CiscolSEa~y R A v f ¥ —T7 =4 A (CLD) =
<Y FIZOWTCHHLET, Z0ETIE, a~r NI LIZ, ZOMATEOHEZHH, =<
Y ROWX, EH EDOTA RT 4 BROMERAGIZRLET,

« EXEC E— FCBA% 415 CiscoISECLI £ v 23 > (11 X—)

« application install (12 ~X—73")

» application configure (14 ~X—73)

« application remove (27 ~<X—)

» application reset-config (28 ~X—3")

» application reset-passwd (30 ~<—71”)

» application start (31 ~X—73")

« application stop (35 ~X—1)

TN = a DT T L — K (37T X—Y)

* backup (40 =X—7)

s backup-logs (43 ~<—)

s clock (45 ~—Y)

s configure (47 ~X—)

s copy (48 ~—2)

e crypto (54 ~—2)

«debug (57 ~<—7)

« HIER (63 ~—)

odir (64 X—7)

e exit (66 ~X—73)

s forceout (67 ~X—73)

s halt (68 ~—7)

o« LT (69 N—)

e mkdir (70 ~—)

s nslookup (71 ~<—73°)

s password (73 ~X—3)

s patch install (74 ~X—73)
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EXEC £— K CiscoISECLIaZ > K|

* patch remove (76 ~X—3)

s ping (78 ~X—7)

e ping6 (79 <—2)

e reload (81 ~<—2)

» reset-config (83 ~X—17)

s restore (84 ~—73)

e rmdir (89 ~X—72)

essh (90 ~—7)

stech (92 X—Y)

s telnet (95 ~X—3)

+ terminal length (96 ~X—73)

» terminal session-timeout (97 ~<—73”)
s terminal session-welcome (98 ~X—1)
s terminal terminal-type (99 ~<—1”)

s traceroute (100 ~X—3)

« undebug (101 ~X—77)

s write (105 ~<—73)
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| EXEC £— K CiscolSECLI 27> K
EXEC £— R TBISA S5 CiscolSECLI £ v~ a> [

EXEC E— K THIeEMN 5 CiscoISECLI v 3 >

Cisco ISECLI Tt v ¥ g v 2t T 5384, EXEC E— R7vbagd £4, EXEC E— FTIL,
Cisco ISE 4 — DT RTCUZT IV EA LTV AT L LYLDOBREEEIT L, BlEa V& 4/kT
HIERRDRH Y £,
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. application install

EXEC £— K CiscoISECLIaZ > K|

application install

Y

GE)

Cisco Identity Services Engine (ISE) 7 7'V 77— g X, 9 _XCOVHR— " IROT 774 T
> 23 LUV VMware (2 Cisco I0S A A —T & L BIZHFANIA VA b—/b SND T2, BF O
ECida~>r KoM A #—7 =4 A (CLI) » 5 application installapplication install =2 ~ >~
REFATTEEH A,

Cisco ISE LINDEFED T 7V Ir— g VA A h—/F 5|21, EXEC *£— KT application
installapplication install = ~ > &l L £9°, Cisco ISE LSO T 7V Fr—3 a U ZHIfRT 5
21X, application removeapplication remove =~ > RZfH L £ 97,

application [ install {application-bundle} {remote-repository-name}]

BX DA

ARV R TIHIE

AR E—F

FEREDHA FS1 Y

install BEDT SV r—varkA A=V LE
—é‘o
application-bundle TV — g XU RLDT 7 A NVE, &%

K255 XFOFEH T2V HR— M LET,

remote-repository-name UE—bF URY U, K255 LFDOHEEK
FEYVR—-FLET,

T 7 4V N OEMERMEIZH W FH AL

EXEC

BELET )V r—a XU RVETTIAT VAL VA=V LET, 7Y r—3
VORURIL T AME FBELEZEY RS MY S EGENET,

TV r—varief A M=) )L EIFHIER L TWAMIZ, application installapplication install
o< R application removeapplication remove =~ > RZRIIZHITT 5 &, IROEEHE A v &—
VIRERRENET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

1

ise/admin# application install ise-appbundle-1.1.0.362.1i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...

Saved the running configuration to startup successfully

Initiating Application installation...

Extracting ISE database content...

Starting ISE database processes...

Restarting ISE database processes...

Creating ISE M&T session directory...

. Cisco Identity Services Engine ') 1) —X 24CLl J 77 LR HA F



| EXEC £— K CiscolSECLI 27> K
application install .

Performing ISE database priming...
Application successfully installed
ise/admin#
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. application configure

EXEC £— K CiscoISECLIaZ > K|

application configure

EXEC “E— KT application configure =~ > N&ffH L T, ROBIEEZITWET,
* M&T #AFED FAT
707 7 A TIZEET D EHE RO & FoR

*CiscoISECAFFAE L X —%2 NN 77 v 7BIWELT A0 DOT ) AR—F LA VR —
coAF g

e THEBEA RN v A (KPM) #EHEHRDO AR
«ISE B v v Z BT — & DINEDH R & ERhL
s U A ¥ LUABREDAIL & L

cUATYVLARED Y v b

application [ configure {application-name} |

B DEREA

AR TIHIE

AR E—F

FEREDHA FS1 Y

configure BEDODT IV r—a s HRELET,

application-name TV r—va s, R 255 LT OB
YA —FLET,

T 7 4V N OEMERMEIZH W FH AL

EXEC

Zoavwr REFEHALT M&T T —XRXR—A LA T v 7 ADBHDITN, CiscolSE / — K
T® Cisco ISECAFFHE L F—D T 7 AR —FBLIBA VR — b, FHEHEHA N v 7 R
(KPM) #EHEROAR., BIOISED 7o # @hsT — 2 OWNEOHFL L 21T 2 &
NTEFET,

il

election ISE configuration option
]Reset M&T Session Database
JRebuild M&T Unusable Indexes
]Purge M&T Operational Data
]Reset M&T Database

]Refresh Database Statistics
]Display Profiler Statistics
]Export Internal CA Store
]Import Internal CA Store
]Create Missing Config Indexes

0]Create Missing M&T Indexes

1]Enable/Disable ACS Migration

2]Generate Daily KPM Stats

3]Generate KPM Stats for last 8 Weeks
4]Enable/Disable Counter Attribute Collection
5]View Admin Users

S
[1
[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
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| EXEC £— K CiscolSECLI 27> K
=gy 7—a~—z208% |

Get all Endpoints
Enable/Disable Wifi Setup
Reset Config Wifi Setup

1
1
1
JExit

(16
[17
(18
[19

EZRY T T—ER—ADHRE

I L& BHIIC

Cisco ISE & — SN EAIZEEFNTWRWEEEITE=X ) 7 T—2_X—=2% kY 95
WVERH Y £97,

CE) nl/ 77 ANVDOAR—FEEMETHZDIC, 794/~ )VBLOeh o F)VoE=2K) 0 ) —
KT = _R—=2 &RV By b T2 & E2HELELFT,

TRV T T IR AHEDO X AT R ET HITIL, application configure iseapplication
configure ise =~ > R CIROA 7+ 3 &M Li@“o

cE=H N Ty gy T —AR—2 %)y NTAILE, AT a1 2 EHLET,

A

GE) Vey b AT varvaEldse, FiEdhd5FE T, ISEV—¢F
AN RITE 72< 720 £,

T X VT T E R ZADMHRAREIRA T v 7 AR LT HITIE, A a2
L ET,

cE=Z Y U TENET —F AR N—TUTDIE, AT a3 EERLET,

NR=TF T add, T—F07 V= T v IR LET, /-, T2 #2530
L7 NeRRLET,

cET= XN T T ER=2 5 )y bTBITE, ATV a4 EHLET,

Uty b4 a2 5 k T _X— 2N TG REOWREEIC U By F &Sy
étw TRCOT—FPERIHIRENET, 77 AR T 7 AV VAT Lk %8
ICHEHEBE L TWALES, 57— _X—2%2 Uty A ENTEET,

N

G¥) Vty b AT varvafdsde, HEHTHLET, ISEV—F
AN—BEICRI & 22 < 720 £,

cE=H VT T AR ADHERE ST DI, AT va s EFHLET,
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B ==svv7—s~—2z0%

1
TRV T By var TEAR=2A% kY MHITIE, AT va 1 2 EHLET,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

1

You are about to reset the M&T session database. Following this operation, an application
restart will be required.

Are you sure you want to proceed? y/n [n]: y

TimesTen Daemon stopped.

TimesTen Daemon startup OK.

Restarting application

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

iptables: No chain/target/match by that name.

iptables: No chain/target/match by that name.

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.

2

You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes

Completed rebuild indexes

3
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Inarqusd 4xy 051 IR [

Enter number of days to be retained in purging MnT Operational data [between 1 to 90
days]

For instance, Entering 20 will purge MnT Operational data older than 20 days

Enter 'exit' to return to the main menu without purging

Enter days to be retained: 20

You are about to purge M&T data older than 20 from your database.

Are you sure you want to proceed? y/n [n]: y

M&T Operational data older than 20 is getting removed from database

4

You are about to reset the M&T database. Following this operation, application will be
restarted.

Are you sure you want to proceed? y/n [n]: y

Stopping application

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting Database only

Creating ISE M&T database tables...

Restarting application

ISE M&T Log Collector is not running

ISE M&T Log Processor is not running

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

ISE Application Server process is not running

ISE Certificate Authority Service is not running

ISE Profiler Database is not running

ISE M&T Session Database is not running

ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

5
You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y

Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........

Gathering Operational schema (MNT) stats ....
Completed Refresh Database statistics

TJOJ7A4) 205 4R FDS A4 THistHER

TaTZy A VT AR IR T =T LA T TIA THEHERE R TT D121,

application configure = ~ > KN ® Display Profiler Statistics 47> a2 V& H L 9, ZDOF—#
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EXEC £— K CiscoISECLIaZ > K|
B sscazx 7oz o 2K— rBEEUA UK—

X, RV —H—bR J—=REFTRESIN, TE=XV T /) —RTIEIOT =X IIFRE
NEH A

ZoaTy RO, MANEBEAIC L — b oSy FEREL LTORBHED IMX 77 > 4 £
(IS5 JConsole ZIEMH T H720, DT —F X ¥ TF X HI20I— b Ny F T
BULETD Y EHE A,

1

ise/admin# application configure ise

Selection ISE configuration option
[l1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

Create an RMI connector client and connect it to the RMI connector server
Get an MBeanServerConnection
Retrieve MXBean

Press <Enter> to continue...

Timestamp, Elapsed, EndpointsProfiled,NetflowPacketsReceived,
EndpointsReProfiled,EndpointsDeleted. ..

Press Ctrl + c

WECARFT7DIYAR—FEXVA VR—F

T4~ VEI — K (PAN) 75 CiscoISECAGEEFR L OF—% 7 7R — F LT, PAN
ICPEERBE LGB HXVER ) — R/ VAR — P TEH L 01CTDI2iE, EXEC
<& — T application configureapplication configure =~ > K& H L £,
EHFVER ) — T I~ VER ) —F (PAN) IZA& S EL5E1L. 7LD PAN 2D
T/ AR — b L7 Cisco ISECA FEHEL L OF—% A VAR — T H20ERH D 7,
* Cisco ISE CA FEAERL L OF—Da b —%x 7 AR — N3 5HIZiX, application configure
iseapplication configure ise =~ > RDA 7 a7 &AL £7,
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| EXEC £— K CiscolSECLI 27> K
mEcAx 70Ty 2 k— Lo vR—+ [

* Cisco ISE CAGEEB L ONF —Da ' —% 1 »7"— M § %5IZ1X. application configure
iseapplication configure ise =~ > RKDA 7 3 8 AL £,

511

CiscoISECAFEHER I UNF—D ot —%2 T/ AKR— 1 T5120F, A7 a7 EALE
7,

ise/admin# application configure iseSelection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes

]Create Missing M&T Indexes

]JEnable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1

i
[1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ Exit

2
3
4
5
6
7
8
9
1
1
1
1
1
1
1
1

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7

7

Export Repository Name: sftp

Enter encryption-key for export: Testl1l234
EXport on progressS............o...

The following 4 CA key pairs were exported to repository 'sftp' at
'ise ca key pairs of ise60':
Subject:CN=Certificate Services Root CA - 1ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20f£700b-d5844ef8-a029bf7d-fad64289
Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed
Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60

Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

512
CiscoISECAFFHHER I VF—Dabt’"—%2 A VAR — T A1, A7V a8 &AL ET,

ise/admin# application configure ise
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B xczLrqo7v0 2068

Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

JExit

LU WN R O e e e

Import Repository Name: sftp

Enter CA keys file name to import: ise ca key pairs_of ise60
Enter encryption-key: Testl1234

ImpOort ONn ProgresSS.........eeee..

The following 4 CA key pairs were imported:
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20£f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed
Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

Stopping ISE Certificate Authority Service...

Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

RELIZA TV ADERK
AT T ADREIZLDT v 77 L— RORMZEELEET 511X, EXEC “E— KT application
configureapplication configure =~ > N&fHEH L £,

e RIELTZCEPMT — X X—A A T v 7 AZVERTHIZE, A7 ar9xALET,

R\ LT =Z Y T TR AT v 7 AEERTHIZE, 7310 %HH
Lij—o
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& LA o7y o 20tk [

11
CEPM T — % RX—A A T v 7 AEAERT DI, A7 ar9x2iHLET,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

9

You are about to create missing config indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing config indexes
Completed creating missing config indexes

51 2

RELT-EZRZY VT F—ER=2 T v 7 ARERT DL, A3 102 LE
ﬁ—o

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit
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EXEC £— K CiscoISECLIaZ > K|

B rcsoniszr—Inizys

10
You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to create missing MnT indexes
Completed creating missing MnT indexes

ACS D#1THA +—TILIZT B

\}

ACS 27 4 Fab—ra & ISEIWCBITT 121X, EXEC & — KT application
configureapplication configure 2~ > RZ{EH L £9, ISE~D ACSKEDKEITEZ A X — TV E
T 4 =7 T I, A7 a1 #ERHLET,

G¥)

CiscoISEV U —Z 13141FACS VU —A55BLV5.6 260872 R—FLTWET,

451
ACSREZA X —T M T BT, A7 a1l 2R LET,

ise/admin# application configure ise

election ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks

]Enable/Disable Counter Attribute Collection

]View Admin Users

]Get all Endpoints

1

S
[1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ Exit

2
3
4
5
6
7
8
9
1
1
1
1
1
1
1
1

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7

11

ACS Migration is currently disabled. Are you sure you want to enable it? [y/nly
ACS Migration enabled. Please make sure to disable it after you complete migration
process.
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rERT+r—vorAEEEonHT—2 |

FENTA—T U RAERERORAT—4

FEHERT —<  AREREE (KPM) =453 5I121%, application configureapplication configure
=< K® Generate Daily KPM Stats 4~7"3 a > % 72 1% Generate KPM Stats for last 8 Weeks 4"~
varEEHLEYT, ZOT7T—XITE=F VT bl ET, Z0avr RT
L RBBICHESR L TV D= RARA o FOFEHEFRASH ) S E S, AEACEZITRE MM
D KPM FEFHERD LR — MERZBRIRTE £, LAR— MIn—DLT 4 27 IR FSNLE
7

KPM B R EZ AR T AT =X D v 7 T—4_—=2&2Vkty N LIEHE (A7 a v
4) (A TvarREBEHEFHALTLT—XILRSNEY A,

1

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

12

You are about to generate Daily KPM (Key Performance Metrics).
% Warning Generating KPM stats may impact ISE performance during the generation of the
report. It is suggested to run this report during non-peak hours and when not

conflicting with other scheduled operations of ISE.

Are you sure you want to proceed? y/n [n]: y

Starting to generate Daily KPM stats

Copying files to /localdisk

Completed generating daily KPM stats. You can find details in following files located

under /localdisk

KPM_onboarding_results_ 27 MAR 2015.xls

KPM trx load 27 MAR 2015.xls

ho v IREDIRE

ISEX D 2%, SESERBEMEOLEWVEZIELET, INLORMEOEIZELDHE (5
L 5 A D) TIESH, 7—ZIXISEN T ¥ LR— MIFRRSINET,
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EXEC £— K CiscoISECLIaZ > K|

CiscoISE1ZT 74/ FTINHDOBEMEOEZINEE L 7, application configure ise =~ > K%
fEF LT, CiscoISECLIN S ZDF —HINEZ T 5 LN TEET, B ZEMEDIL
HEADETTEDICT DT, AT a v 4 ZBIRLET,

451
B R BEDINE LRI T DI, A7 ar 4 &2 FERLET,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database

2]Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
l]View Admin Users

]Get all Endpoints

1Exit

L OO W O e

14
Do you want to Enable(e) or Disable(d) counter attribute collection? [e/d]d
Completed disabling counter attributes. It will take at the most 30 minute to get effected.

_,-L,-l-|
ax A&

T A ¥ L ARE (Wifi 3%E) ZAEITmENIZT 51T, application configure =~ > T
[Wifigk & D f %h/#5h{. (Enable/Disable Wifi Setup) |47~ ay (7T a17) ZEHLE
ﬁ—o

Wifi 3% E% U~ F95IZ1%, application configure =~ > R T [WifiiX €D U &> b (Reset
Config Wifi Setup) 147 av (F7var18) ZEHALET, ZOF 7 ai%, ISEE-
TWLC&REZ Yty hLERA,

511
Wifi REZENCTBHIE, A7 a 17T EFEFALET,

ise/admin# application configure ise

election ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

S
[1
[
[
[
[
[
[7]Export Internal CA Store

2
3
4
5
6
7
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nqsvrzie ]

Import Internal CA Store
Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]Enable/Disable Wifi Setup

JReset Config Wifi Setup

JExit

O 0 Joy U b W EFE O——

17
Wifi Setup is currently running. Are you sure you want to disable it? [y/nly
Stopping container wifisetup-container

512

Wifi 5% E 2 [#%) (Disabled) 1iREED & X2, A7 a > 17 2 LT Wifi §
IZTEET,

EHERR)

2
&l

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]Enable/Disable Wifi Setup

JReset Config Wifi Setup

1

[1
[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1
[1
[19]Exit

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7
8
9

17
Wifi Setup is currently disabled. Are you sure you want to enable it? [y/nly
Starting container wifisetup-container

513
Wifi X Ex Vty 212, A7var 18 &FEHLET,

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics

[
[2]
[31]
[4]
[3]
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Display Profiler Statistics
Export Internal CA Store
Import Internal CA Store
Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]Enable/Disable Wifi Setup

JReset Config Wifi Setup

JExit

O 0 J o Ul WNEFE O« — —

18

Starting Reset Config Wifisetup

Stopping container wifisetup-container

wifisetup-container

Untagged: wifisetup:0.0.15

Deleted: dff12613ae85e7a4689f48c12b05b4d3cf597£3f2ca58e942de468e8ca75bf3c
Deleted: 95fb5a455840ef26a745846736536877939¢4c666751116928346d5d3e758db3
Deleted: fc3f8168728e933f353adfed0ad45114682fcab3d2add7549f1855alf7cf56451
Deleted: 4cdca485c0858£f964de66979c2df213832e64a£92fb6ddf923c84£668£041036
Deleted: £2a5326a7£662739242bf2581leedaled1d407£92054b947187bfe01e8e0d0710
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| EXEC £— K CiscolSECLI 27> K

application remove .

application remove

Y

GE)

T v 77— RICBET 2RI ER A R OIR Y | Cisco ISE ZHIFRT 57202, 2w KT
A A H—TxAA (CLI) /5 application removeapplication remove 2~ > R & %79 % =
LITTEER A,

Cisco ISE LIANDFFED T 7'V r—3 a U &HIBRT 5121%. EXEC E— R T application
removeapplication remove =~ > &l H L 97,

application [ remove {application-name}]

Cisco ISE LA DD T 7V ir— a U EHIBE LI RWEAE., 2o~ RO no B A6
HALET,

no application [ remove {application-name}]

B DEREA

AR TIAIE

ATV R E—F

FRLEDODHA KS1 Y

remove TV = a Y ERIBREIET A A b=
NMLUET,
application-name TV = a vt R 255 SUTF O BT

wHR— b LET,

TV = a CEHIBRERIET A A h—
LLET,

77 4 /v bOBEREIZSH D EE A
EXEC

TV =y a v EHIRERIET A A =L LET,

il

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|
. application reset-config

application reset-config

CiscolSET7 7'V r—vay ar7 4 Xalb—ya vz Lo gikecy ey v 5
. BETFEO T RO E 2 R FF 3 5 121, EXEC “E— K T application reset-configapplication
reset-config=~ > N2 LET, ACEAAEIINA T, —NiEHEZ VY L1
0. BEFEOY— NFEREARFF LIV T2 TEET,

application [ reset-config {application-name}]

*%K@Eﬁﬂﬂ reset-config CISCOISE77QU e aL 74 ol —
ar#xYEy hL, CiscolSE 7T —#~X—2

27 VT LET,
application-name Vey b4 577 ) r—vararyzs¥a

L— g D4R, K 255 LFORBT %
YR—FLET,

ARV R FI4NAL  T AN FOBEREIZH Y EE A,

avURE—FR EXEC

FELEDHA K54 > application reset-configapplication reset-config= ~ > F 2]+ & CiscolSE 7 774 7 A
& VMware % A A — AL 312, CiscolSEa > 7 4 ¥ =2 b—a O Yy b&, CiscolSE
T—=HNX=ZADY T RARETT, Uy FTiE B LW Cisco ISE 7 — & ~N— X FHH 5 L
Va—W N2T—=RFEANTLH0ERHY £,

)

(GE)  application reset-configapplication reset-config=~ > KiZJL V| CiscolSE 2> 7 4 ¥ L — 3
NI TR OIPRIEBIZ Y £y b SLE T, AXb—F 1 7 X7 A (CiscoADE-OS)
AT A4 X2 b= g NIEOFEEITRY ET, CiscoADE-OS =7 o F 2 L—3 3 T,
Ty b =ZE, CLINATY—=RR) — BLONy 77 v TEEREOHEANGENT
WET,

CLI/5 CiscoISET 7'V r—>a VtEE Uy 25 &, T TITRHEA L TV DHAEIT Active
Directory N A A /5 ISE / — R & YIkrd 2 BB ET SV E T, 7272 L. CiscolSE / —
ROT 73D ME, Active Directory KA A N HHIBREAVER A, Active Directory D7 L7
¥ ¥ /LT CiscoISEFERE RN —Z b ORI A FATT 5 Z L AR L 3, DR L,
Active Directory R A A )b /) — ROT o MEHIBRLET,

1

2—PFNRNo AT a v EBRLIEES, o~ Fid— NiEHEZHIBRL, B B4 GEHE
DHEHERLET, 2—FNYes A7 a VBRI LTSS, o~y FIFTEDSRFTICT
AR—=FTDHZ LI Lo THAEO— GEELAREFLE T, —GEEIL. ZO%H»16
AR —FENET,
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| EXEC £— K CiscolSECLI 27> K
application reset-config .

Initialize your ISE configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI
Retain existing ISE server certificates? (y/n): y
Reinitializing local ISE configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled

PassiveID API Service is disabled

PassiveID Agent Service is disabled

PassiveID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

Stopping container irf-core-engine-runtime

Stopping container irf-rabbitmg-runtime

Stopping container irf-mongo-runtime

Stopping VA Service...

Stopping ISE VA Database...

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Enter the ISE administrator username to createl[admin]:
Enter the password for 'admin':

Re-enter the password for 'admin':

Extracting ISE database content...

Starting ISE database processes...

Creating ISE M&T session directory...

Creating ISE VA timesten database...

Performing ISE database priming...

Starting ISE Indexing Engine...

TimeoutStartUSec=20min

TimeoutStopUSec=20min

Cleaning up TC-NAC docker configuration...

Starting docker daemon ...
irf-core-engine-runtime is not running
irf-rabbitmg-runtime is not running
irf-mongo-runtime is not running

VA Service is not running

ISE VA Database is not running
Stopping docker daemon...

Calling wifi setup reset-config
application reset-config is success
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. application reset-passwd

EXEC £— K CiscoISECLIaZ > K|

application reset-passwd

MES 7oA T — RINAS SN DICEEE T v v MBS 72 5721, Cisco ISE T
ESNTca—F T Ho b (BFIEIBEFOEHRET WU N OFBER—Z L a s AN
AT — R&Uty 9 5121%, EXEC &— R T application reset-passwdapplication reset-passwd
a~vy REHLET,

application [ reset-passwd {application-name} {administrator-ID} ]

BX DA

aAavU R TFI4ILk

aAvU R E—F

FEREDHA K42

reset-passwd EBHET I N NATU—RE2Y ¥y LE
j—o

TV = a4, K 255 LT O T
Y HR—KMLET,

application-name

administrator-ID NRAT—=R&EVEy b TBT 4= 0I5

TEHET T D4R,

F 74 FOBEEZIHMEIZH Y TH A, CiscolSE TEHET IV b aT 4 B—7 T
HVLERHY £,

EXEC

Cisco ISE BFELE R —H NVDINAT—R&EV vy bT5 L EITROBHLTE2HEHTEET,
~ ! @ $ & * -

+ = \ " ; < =

> >

BFEHEOZ—FIDIZX LT, fEESNEEEBL CRHESTZ AT —REANTHE, &
HER—ZNMILSoTVRATLAND Ty 779 b SvET, CiscolSEiL., FOEMHE 2 —
P ID BT DNz XA T — KR &y FENDETEOERIERE —FHEIE LTS, &
FISE / — RO CLI TOREEENRAT—RE2 YUty N TXFET,

UTF-8 & Hi#& = — 1%, Cisco ISE BEHER—ZNANEDHIINAY — RELEETEET,

il

ise/admin# application reset-passwd ise admin
Enter new password: ***x*xx*

Confirm new password: *****x*

Password reset successfully.

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

application start .

application start

BT 7Y r—ya vk A 32—7MIT 5I21%,. EXEC & — K T application start application
start2~ > REFHALES, 77V r—varoiR#hzET 1 v—7 sy Hicid, Zoavy
ND no IERAMHEHL E,

application [ start {application-name | safe}]

no application [ start {application-name | safe}]

B DEREA

aAvU R TFI4ILE

AU kRE—F

FEREDAA RZA4 Y

start TV — g0 N RLEAR—T VL
E I
application-name A FZ—TNICT B, FHINCERZSINT-T 7V

r—3a D4R, K 255 WFDOFET %
YR —FLET,

safe t—7 E—RFRCT 7V r—varElRELE
TO

77 AV s OEIERIEIL D D EH A

EXEC

TV r—va kA X =TV LET,

o<y REHH LT, CiscolSEZBAT 22 &I TEERHA, AL LS &35 &, Cisco
ISE 3T TIZFEITEINTWAD EEREINET,

application startsafe 2~ > K%l LT, CiscolSExZ ¥ —7 T— N CEHTEET, ZDE—
RTIE, BHER—ZNTHT DT 78R3y bao— L& BT 1 E—7 M2 LT, SE
BRER AT RIS, 77V r—va vy aBEBHTEET,

ZOREF T a s E, EHE L L TR T Cisco ISE HEEER—FIVLDT 7B AINHT T
Da—HEny 7T R LIEEDO) BN FIEICR £9, 2 ORDUL [EPE (Administration)]
> [EEE T 7 7 A (Admin Access)] > [7% iE (Settings)] > [7 7 & A (Access)] ~*— ¥ CE > 7=
MP7 27k A] VANERELEGARIEELET, F, [ZEe] 7 aickv, §iEH
FR—ZDOFBFENR /A /XA Z 4, Cisco ISE EHER—F a7 A4 T 572DICT 7 40 b
Da—HFAE L OIRT — FERIEICREY £7°,

i1

ise/admin# application start ise

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Indexing Engine...

Starting docker daemon ...
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EXEC £— K CiscoISECLIaZ > K|
. application start

38a408c9alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...

Starting ISE EST Service...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 17893
Database Server running 62 PROCESSES

Application Server running 21962
Profiler Database running 19443
ISE Indexing Engine running 23331

AD Connector running 24955

M&T Session Database running 19351

M&T Log Collector running 22096

M&T Log Processor running 22010
Certificate Authority Service running 24759
EST Service running 891
SXP Engine Service disabled

Docker Daemon running 24000
TC-NAC Service disabled

Wifi Setup Helper Container running 24465
Wifi Setup Helper Vault running 41
Wifi Setup Helper MongoDB running 14
Wifi Setup Helper Web Server running 213
Wifi Setup Helper Auth Service running 123
Wifi Setup Helper Main Service running 159
Wifi Setup Helper WLC Service running 197
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

t—7 E—KFT®ODCiscoISE7 7Y H5r— 3 oDEH

(4] A7 a OBMIL, Bo CHREISNTZAREUERH DT 7 & AHIREZ A R FT 52
LT3, CiscoISEV—ERFBIETAT-DICE—7 T— REFEH LSS, ROBENRRS
nE7,

EBENBRS>TCHE R 7 LTEESIE. FLWIP 7 7B RHIRICu A TEX5 LD
WZIP 7 7 & AHIRN T 4 B—7 2720 £,

cFIPSHA R—TILDHRANT, [BE) 7 a N7 AU r—aryOREBECESR
723546, FIPS AT = v 7 NI T 4 B—7 2720 97, @5, FIPS A
F v ZNEMLTEEIE. CiscoISE v —E R FBGENEH A, 2—F T T 7Y 7 —
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| EXEC £— K CiscolSECLI 27> K

\}

application start .

Va rOREIRIC (%4 7Y a LU TFIPS BEMF = v 7 24 RATEE
ﬁqo

FIPS A X —T7/LDHRARNT, R 7 a N7 AU r—a ry OREICESR
T2HE. "R =T AR =R =2 BENETF = v I NT =TT £,

 SEAENR—ZAORGEEM AT 2546, 77V r—va VEEIREO 124 A7 a T
B 22— L RA T — R R— 2 OFFERMEA SN E T,

G¥)

INODOEEIT IR LD THY . CiscolSET TV r—= g 0DA v AR AT
LEd, CiscolSEV—t 2% A 7L a2 L CHERTSE, 740 FOBEREN
TRTETINET,

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

PassiveID WMI Service is disabled

PassivelID Syslog Service is disabled

PassiveID API Service is disabled

PassivelID Agent Service is disabled

PassivelID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service

Error response from daemon: no such id: irf-core-engine-runtimeirf-core-engine-runtime
is not running

Error response from daemon: no such id: irf-rabbitmg-runtimeirf-rabbitmg-runtime is not
running

Error response from daemon: no such id: irf-mongo-runtimeirf-mongo-runtime is not running

VA Service is not running

ISE VA Database is not running

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ise/admin# application start ise safe

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Indexing Engine...

Starting docker daemon

38a408c9%alcs8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...
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EXEC £— K CiscoISECLIaZ > K|
. application start

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

Starting ISE EST Service...
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| EXEC £— K CiscolSECLI 27> K

application stop .

application stop

KeEDOT 7V r—va kT 4 8—7MIT 521X, EXEC *E— R T application stopapplication
stopa~> FEFEALET, 77V 75—y a v OFEIEE2T =TT 521k, Zoa~vy
ND no IERAMHEHL E,

application [ stop {application-name}]

no application [ stop {application-name}|

B DEREA

AU R TIHIE

aAvU kR E—F

FEREDHA R4

stop TV =y arET 42— NI LET,

application-name F A=W T S, HEICERINLZT
Ur—3a vy D4, K 255 SUFOFET
Y HR—FLET,

T 7 4V N OBEWERMEIZSH W FH AL

EXEC

TV r—varET 4 =7 M LET,

BENTHR 7 2 — LA — N—BENA X —T N5 TNB & IROELE X b — DN HER
ST,

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

AT T 2% EE Tyl . M 256813 ) ZADLET,

il

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

ise//admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener not running
Application Server not running
Profiler Database not running
AD Connector not running
M&T Session Database not running
M&T Log Collector not running
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. application stop

M&T Log Processor

Certificate Authority Service
pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager

pxGrid Controller

Identity Mapping Service
ise//admin#

not

running

disabled

not
not
not
not
not
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running
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| EXEC £— K CiscolSECLI 27> K
7Iur—varvoryIisi—+ I

IV 5r—o a3 D7y IFL—F

Y EDT TV r—2a N KVvaET v 77 L— K3 5121d, EXECE— K Tapplicationupgrade
application upgrade =~ > K2 H L 7,

application [ upgrade {application-bundle |remote-repository-name} |

HXOBH upgrade YE— |k UEY BYNOREDT 7Y -
YR RNVET ST L—RLET,

application-bundle TV = a A, R 255 T OB
Y R—FLET,

remote-repository-name UE—F URY FUS, &K 255 LFOFH
FhYR—bNLET,

cleanup DIRNCH i ST v 77 L— R N KLk
HIBRL., BTLWT v 77 L— R N R La i
fifLE9,

prepare Ty T L= RN RV EXT e — L,

WEREQ—IN T 4 AZITHR LT, T
TVL—RTDH7 7V r—va e iELET,

application-bundle TV r—va s, K255 T-OFEET
Y R—FLET,

proceed B—=HN T ANEENLTT v 77 L —F
ZRATLET,

ARV R FI4NAL  T AN FOBERMEIZH Y EE A,

ATy R E-R EXEC

FEREDHA KSq4y 77V r—varv a7y 77 Lv—FRL, 77U r—Yaryrary gy falb—var 7—4%
BRAFLET, FEMIZOWTIE, [ Cisco Identity Services Engine Upgrade Guidel %2/ 1L T<L 72
I,
R LG ARRBNDON— a AT 258 IMOT v 77 L— R N Rz
%, cleanup 47> a U EMHHL FI,
e B—HNTT T T — RN N EF Ty rn— LTIl 2I21%, prepare 77 =
CERMHLET,
sprepare =7V a CHIH LT v L — R N RV EER LT CiscoISE %27 v 77
L— R9 %1213, proceed 47 = &l L £ 7, [E4E application upgradeapplication
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EXEC £— K CiscoISECLIaZ > K|
B 7vr—avoryrsL—r

upgrade2~ > REEHATHROVIC, Ty 77 L —FARXURFLEHELTHLZOLY
VarEHTEET,

T T L — BRI LTSS, ZOF T a i 7T v S — R A RAEHIRL
*7,

T T L — R OB TRILIZSES, 20Xy a iiT7 v 77 L— RN
v RVERREELET,

TV r—varkET v 77 L—RLTWAMIZ, applicationupgrade =~ > R & BINZHITT %
L RDEE X v —UNFERENET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

FE Ty L — ROEITHIE, backupbackup F 72 | X restorerestore 2~ o K& FIT L 72\ TL 72 &
Vo ZOT I araedTToL, T AN—ARBHET LR H D £,

(G£)  Z®applicationupgrade =~ > R &+ 5AMZ, £OFHLWI V—ATREINTND Y U —
A )= DT v 7T L— RFREZHRT OLERHY ET, VI —X /— MIFEHF I
HERFIENRGENTEBY . LU RERH Y £7,

511

ise/admin# application upgrade prepare application upgrade prepare
ise-upgradebundle-2.3.0.x.x86 64.tar.gz upgrade

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Application upgrade preparation successful

15 2

ise/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing
indexes after upgrade using app configure ise cli
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| EXEC £— K CiscolSECLI 27> K
7Iur—varvoryIisi—+ I

STEP 6: Running ISE configuration data upgrade...

Data upgrade step 1/14, UPSUpgradeHandler(2.3.0.100)... Done in 53 seconds.

- Data upgrade step 2/14, UPSUpgradeHandler(2.3.0.110)... Done in 1 seconds.

- Data upgrade step 3/14, NetworkAccessUpgrade(2.3.0.145)... Done in 0 seconds.

- Data upgrade step 4/14, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 5/14, IRFUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 6/14, UPSUpgradeHandler (2.3.0.158)... Done in 0 seconds.

- Data upgrade step 7/14, NetworkAccessUpgrade(2.3.0.178)... Done in 0 seconds.

- Data upgrade step 8/14, NetworkAccessUpgrade(2.3.0.182)... Done in 0 seconds.

- Data upgrade step 9/14, CertMgmtUpgradeService(2.3.0.194)... Done in 3 seconds.

- Data upgrade step 10/14, UPSUpgradeHandler (2.3.0.201)... Done in 0 seconds.

- Data upgrade step 11/14, NSFUpgradeService(2.3.0.233)... Done in 0 seconds.

- Data upgrade step 12/14, ProfilerUpgradeService(2.3.0.233)... Done in 0 seconds.
Data upgrade step 13/14, GuestAccessUpgradeService(2.3.0.233)... Done in 7 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T database upgrade...

ISE M&T Log Processor is not running

ISE database M&T schema upgrade completed.

Gathering Config schema (CEPM) stats

Gathering Operational schema (MNT) stats .....

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.
warning: file /opt/xgrid/gc/pxgrid-controller-1.0.4.18-dist.tar.gz: remove failed: No
such file or directory

% This application Install or Upgrade requires reboot, rebooting now...

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW
The upgrade is now complete.
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. backup

backup

EXEC £— K CiscoISECLIaZ > K|

CiscoISE & Cisco ADEOS 7 —# 2 5e/\wv IV T v 7B FITL T, ZORy I T v TR VKRY
U IZRAFT 5 121%. EXEC & — RC backupbackup=~ > RZfH L 9,

GE)

EXEC & — R Cbackupbackup = ~ > R & H 9 5 HilZ,

ETary 74 X2 b—varE Ry b

U— 7 Y=g PRGN 2 —3 50, CiscolSEV— RN RZ— T v a7 4
Fal—alrbt L TRETDHAIVERHVET, ZTORF— T v Far7 4 F¥al—av
. NI T v TBINVATLA BT CiscolSEXELERIZI N T TN a—TFT 4 7

LEICHEHTE £,

backup [{backup-name} repository {repository-name} ise-config encryption-key hash| plain

{encryption-key name}]

backup [ {backup-name} repository {repository-name} ise-operational encryption-keyhash| plain

{encryption-key name}]

BXDEREA

backup-name

Ny I T w7 77 A NVDOL4H, K100 LT
DFHFZ IR R—F LET,

repository

N T T T7ANERETDHIRT MY
ZIHEELET,

repository-name

TrAINENy T T T LR, BR800 3L
FOERTFZYR—F LET,

ise-config

Cisco ISE #% &5 —# (Cisco ISE ADE-OS % &
o) 2RI T T LET,

ise-operational

Cisco ISEEMET — X 2w 7T v 7 LET,

encryption-key

Ny 2Ty T elkiT 22—V E
F—2fELET,

FEOKE AL

hash

BEHT AR (LS Ny aSn) B
FX—EHE NI T v T REDTDD/ N
Valfsd—) LEd, 40 XFETTHEL
*9,

plain

AT AR LSRN TV RN L —r TF X
MESF—Z4EE (N 77T v T IREDTD
DTV—rTHFAMESX—) LET, 15X
FTECTTHELET,

encryption-key name

Ny T v THONy v 2T = T —
~ v DK E ¥ —,
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| EXEC £— K CiscolSECLI 27> K

AR R TFIHILE

AR E—F

EREDAARZA

CiscoISEETF—2 013w 27y 7 |

774N b OBERERSH D EH A,
EXEC

Wb &l (hyva &) ARV = RELEF S LS T RN T L—r T F 2 hOsX
AT — K &ise-configlZ > T, UARY b U ~DCiscolSE & CiscoADEOS 7T —% DNy 7 T
THEFTTHERC, 2P EROESF—ZEH L TRy 77 v 72 S b L OE (LT
5 & D127 £ LT, CiscoADEOS 77— Z @ 72\ CiscoISET 7 U r—3a v 7 =2 DA
DNy 7T T FEITT DHITIL, ise-operationalise-operational =~ > K2 L F 9,

TIA=VERITEI L FY T=F YT ) — RS DI Cisco ISEEET —H 2y 7T v
TTEET,

-3

Ny T o7 EEILETIEE, BXTIE, =7 NV AT LAOEHETE H5EHEDO Y A b
WY —A VAT AOFEAEDO Y A R CEEXINET, Ny 77T v 7B XOETHEEEICNERR
FER (CA) OFEAEICBEEM T ONTEMEX—RNEENR N EICERETDH I ENIEFICE
T,

1 DDV AT ENBHIDOT AT NNy 7T v T EETEITOGEIL. =7 — %[BT 5729
W2, ROF T2 a OWTIPERINT H20LERNH Y 77,

Y PR

CAREMIFEZ Y —RAISE / — F L CLIZH L T2 AR —F L, #—=F v F VAT A
CCLI Z#fEH L TA AR —FLET,

R V=AYV AT AL RiRA » MIRITENTZT X COFEHEN G S HEEHE &
NET, =7 b VAT AL > TRITSINZH LWIEAZEIL, FUXF—I2X > TE4
INnET,

AT B SFEHT AR — Sy F VAT AL o TRITEINTEEAEIZEE SN
RWTeH, BRITTAMLERH Y FT,

N W EPYE

EITMBLDO% ., WNESCA DT _XTOHFH LWEEHELZ AR L ET,

R 2037y a MRS YR FIETT, T Y —ADOFEHEL TO X —7 v
FOEFBAELFHINERA, TTO Y —RA VAT ML > CTRITSN A E|IE | 2 x
BN ET,

AT B RFEHT ARNC Y — Sy F VAT AT L o TRITENTEEAEIZEE I
RWTeH, BRITTAMLERH Y FT,

CiscoISEERET—2 DNV I T v T

Cisco ISERRET —H &/ \y 7T v 7T 5I20x, kOa~<r FaEHLET,
backup mybackuprepository myrepositoryise-configencryption-keyplain/ablab12
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B ciscosenter—s0 9797

1

EXEC £— K CiscoISECLIaZ > K|

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

Starting Backup...1l0% completed

backup
backup
backup
backup
backup
backup
backup
backup

ise/admin#

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Validating
Backing up
Backing up
Completing
Backing up

ISE Node Role...15% completed

ISE Configuration Data...20% completed
ISE Logs...45% completed

ISE Backup Staging...50% completed
ADEOS configuration...55% completed

Moving Backup file to the repository...75% completed

Completing

Backup...100% completed

Cisco ISEENMET—R2 DNy I T v T

Cisco ISEEHET — X /N 7 7 v 79 5120&, kOa<r REHALET,

backup mybackuprepository myrepositoryise-operationalencryption-key plainlablabl?

1

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress:

backup in progress:
backup in progress:
backup in progress:
backup in progress:
ise/admin#

Starting Backup...10% completed
Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

starting dbbackup using expdp....... 20% completed
starting cars logic....... 50% completed

Moving Backup file to the repository...75% completed

Completing

Backup...100% completed
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| EXEC £— K CiscolSECLI 27> K
backup-logs .

backup-logs

VAT A BT ENy 2T v F5HITiE, EXEC E— KT backup-logs backup-logs = = > R Z{
FLET, —OBEEERTSI0E. —0avy Ko ne BAZHM LET,

N

(G¥)  EXEC “*E— KT backup-logsbackup-logs =~ > FZfEHT 51z, Ff72> 7 4 Falb—a v
Ry NI =27 =g EORRRGHICa e —3 250, CiscolSE—/N 24— 7 v a
V74 X2l —var bl LTURGTARERHD T, ZORZ— LT v ar7 4 Xal—
Yaviid,. Xyl T v T RBIONVAT A BTG CiscolSEZEILELII N T TN a—T ¢
VIT LB TE £,

backup-logs backup-namerepository repository-name {public-key | {encryption-key { hash | plain }
encryption-key name} }

T ERER backup-name Ny J T TPTH1O2FI1TEHROT 7 AL
DA, HK 100 LFOHEETF A2 YA — L
i‘a‘o
repository VR R a<w K,
repository-name T ANENy T T T DB, K803

FOEETFEYR—FLET,

public-key i 5-{b.0> 72 $1Z Cisco ISE 23 Cisco PKI ZABH % —
AT EEELET, 20X TV a
NI, F T TN a—T 4 7 FHIZ CiscoTAC
WY R— b N FLERET5GIT®RR L
FT, EX—ZMHEHLTHR— b S R
Z18 5L TE % DI Cisco TAC 7217 T9, A
VTV IATHEAE R — AN N T TN a—
T4 7T DAL, encryption-key 47 =

CEIERLET,

encryption-key WEXx—2fMELT, Ny 27T v7 nr ik
ELET,

hash Ny 2T 7T Al RS 50Dy

SN ¥%—, BT DR bShe Oy
vafbahio) Bafbd—2HEL 7, 40
XFETTHRELET,
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. backup-logs

—_

AR TIHIE

O R E—F

FEREDAA RZM4 Y

EXEC £— K CiscoISECLIaZ > K|

plain

Ny 2T o7 alefi#ET57b07L—r
THXRAMESX—, RIS bsnT
L—r T X2 MO S —%2fEELET,

15 XFETTHELET,

encryption-key name

Ny aFEEIE T L — B OB R —,

77 AV s OEIERIEILDH D E A

EXEC

Bafbaniz Oy o &) o FREES LS TR L —r T F X FO/NRAT— R
FERALT, AT L0l %2007 v 7 LET,

11

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234
Creating log backup with timestamped filename: Test-141006-1351.tar.gpg

A0 00 d° d° d° o0 o0 o

oo

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

ise/admin#

151 2

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying database config files...10% completed

Copying debug logs...20% completed

Copying local logs...30% completed

Copying monitor logs...40% completed

Copying policy xml...50% completed

Copying system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

ise/admin# backup-logs test repository disk public-key
Creating log backup with timestamped filename: new-pk-160520-0259.tar.gpg

o0 A0 00 dP d° d° o0 o0 oP

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying database config files...10% completed

Copying debug logs...20% completed

Copying local logs...30% completed

Copying monitor logs...40% completed

Copying policy xml...50% completed

Copying system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed
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| EXEC £— K CiscolSECLI 27> K

clock .

clock
VAT A vy ERET HIZIE, EXECE— RTclockclocka~ > REfEALES, VAT
LI ay I OREET A =TT 512, Z0a~vwr Rone BREZFEH L ET,
clock [ set {month | day | hh:min:ss | yyyy}]
B DERA set VAT LIy 7 EHELET,
month BEDH O4HT, 3FE TORFZYAR— b
L7, 72& %0E, January (% Jan EfREL &
To
day BUEDO R (B o ARZREIE 0~ 31 O
TY, RR2HOEFEYR—FLET,
hh:mm:ss BfEOReH 4 Rl | 0. BR O,
vy BUEDE (MR LRV

AR R TFIAILE

AT R E—F

FRLEDHA KS14 Y
A\

T 74N b OBEREIZSH D EH A,

EXEC

FE

CiscoISET 7T AT Vv ADYV AT LA L ES DL, CiscolSET XV r—va v &2ffT
TR FET,

VAT A Oy 7 ERELET, BEEANIT DI, 7uev s %) By MEIT Cisco ISE
P —NEZHEBTALNENDY 9, VAT LAEMEZLEE L-BE. BADRA S Cisco ISE
J— R 2 AT BEE 2 FT,

BN OEET 51213, ROFINEZHEHN L £,

AR F7OVERIETSZA4<)ISE/ —F

GE)

A VA NN EDOUAT AEFHNOEE L, AX L RTarE£2377 4~V ISE /— KT
A—=hFZINTWEHFA,

o TUAT LA ZEE LI GE1E, ROFIEZETLET,
« LDV AT LA (EESNDHRTOEA]) ICRLET,

« £® /— K@ CLI 7% application reset-config ise 2~ > NZ 3T L £,
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EXEC £— K CiscoISECLIaZ > K|

. clock

« FD /) — RTHANEBINDHIO, EFRBEMOREN Y 77 v 7 bETLET,

tHOSYISE/ — K
~

G ®HFY J—RTUVRT AR EEET DL, BAEATE <720 £7,

TIA~Y )= RER®IHD )= ROVAT AR ZRMT 5120, ROFIEEZETLE
R

« & H VU ISE / — REXREMRRL £3,

« 774~ VISE /— KERAWIT DLV AT ARLIZEIEL £,

« 774~V ISE /— F® CLI 7% application reset-config ise 2~ > NZ 3T L £7,
« 774 ~VISE /—RIZEHZYISE /—RELTISE /— REFEEELET,

~

GE) AV AP—HHIERESNIZELWY AT AR HEEICRE S
NnNaHE, By Ty U4 F—=RZLoTRy U= X
A4 h7a ban (NTP) — _OFEENER SN, ZOPh—E
OENFITINE T, By 87 v 7 HICERE SN2 NTP - —
NEICBEARETHY . VAT AELNEICERS 2oL 91
TOHMENDY 7, Tk, FFC, BROEEFESL CMOS Ny 7
U DFFEFIC L - T BIOS REZIDMEE T 5 &9 NPz W
THETYT, ZOHAE, V7 — MEEZ Cisco ADE-OS D v A7 A
RZIDHET 2820 nHY £3, By 87 v FHIINTP #—
EERE L7eWIGAIE. [ Cisco Identity Services Engine Hardware
Installation Guidell \ZFE&HENTWA X H1Z, AT LD BIOS K
IR EH R (UTC) W2 I L TRESNLTND Z &
EWERTHOMENRHY T,

il

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

configure .

configure
AT 4 FXab—raryE— REfMHT 521X, EXEC £ — R T configureconfigure 2~ > K%
A LET,
configure terminal
B DEREA terminal arv 74 Fal—varavy REWEND
FATLET,

AR R TFI4ILE

ATk E—F

EREDAARZA4

T 7 4/ hOEBERLHEIZDH U AL

EXEC

a7 4F¥alb—aryE— RERBETHICE, Zoavr RefFEHLET, ZOF—RD=
< R, ANTHETSIC, BTy 74 X2l —3 a3y T A N~DEXALEITH L
B LTLIE&EW,

a7 4 X2l —ya3rEF— REK T LTEXECE— RICESIZIX, end £ /-1 exit & A ST
50>, Ctrl+zCtrl-zZ LU E 77,

AT A4 FXa b= a VMR EERNR 2R %1213, EXEC £ — FT show
running-configshow running-config=~ > NZ{#FEH L £ 7,

ZDaxr RTreplace 77 a il T oL, VATACVE—F a7 Falb—s
yhRav—ash, BFoar7 s Falb—va PN EEIINET,

1

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) #
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. copy

copy

EXEC £— K CiscoISECLIaZ > K|

Ty ANEaA—Ehb a2l a bt —3 52i%, EXEC T— KT copy copy 2~ > K&

}EH I_/\ij—‘O

GE)  copyecopy~ 2 NiZ, =/ T4 AR LTETFIR—- ST, VAT M ITx

LTI R— SN THEEA,

copy 2~ R&EMHATHE, a7 7y At —7 X 7% CiscolSE nH Y ET— | URY
MZabv—T&Ed, FMZONWTE, »Y Ty A LDabt— (52°—=2) ITHLHHI3 %

ZRL TS,

B Dk

ul
&

running-config

HIEOFEfTa Ly 74 F¥al—Tary 774 L
wFRLET,

startup-config

T (AZ—FT7 ) BFEA SN2
V74X al—ary T AN ERLET,

Za ko

I B —M3%EE, protocol DF—TU— R F 7 g
NZOWTIE, F2-1 2B LT &N,

hostname

Qb —EDFR A M,

e

2 =S DEET,

HEODETa Ly 74 X2 —Yay 77 ()L
##RLET,

logs

AT LADOua g Ty A,

all

T _RTPDCiscolSET 7 7 7 A )V 2 AT B
DRIDBPATIZa ' —LET, TXTHu 7L,
iselogs.tar.gz & LTy r—If k&, UE—
N AR MOIRESNZT 4 L7 NV ITHRES
nET,

filename

H—OCiscolSEn 2 77 A VEat’—L., %+
D7 7ANETE—F FANMDDIIEBETEIN
727417 FUIZ, TTOLBITTCIRETE E9,

log filename

show logsshow logs 2~ > RIZ L » TERI N
% CiscoISE v 77 7 7 A L DA (255 3CFLA
M) .
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| EXEC £— K CiscolSECLI 27> K

AU R TIFIE

AR E—F

FEREDHA FS14 Y

copy [l

mgmt Cisco ISE FET /N 7" 1 /' L Tomcat 1 7' %
VAT LB — L, mgmtlogs.tar.gz & LT
N RVLTZ) 2T, UE— K RA B Lot
ESNTT 4 L7 MUICHEEELET,

runtime CiscolISET7 VXA LT Ny T al ey AT A
b 2B — L. runtimelogs.tar.gz & L C/N R
NLTZH 2T, UE—FNFANEDIREIN
274 V7 FUITERE L £,

T 7 4 v N OEMEREIZSH W FH AL

EXEC

CiscoISE @ copyeopy 2~ > RiX, VAT ADFETaA L 74 Falb—TarERFAXY— T v
T arZa4Falb—ary, BIUOrY 7y A NVEROLGFTIIZaE—LE T,

copyeopy 2~ > ROEEANHERE L LT, 1 2DOGEFNLOEHTNC, 77 AN (VAT LA
A=Ay T 4 FXal—ary 77ANARYE) 2ab—TxFE4, EELE7 741D
B — B LN B —EICIE, CiscolSE7 7 AV VAT AEFEHA LT, R — I TWNHa—
HINEZITVE—F 77 A NVOEHERECEET, FHSNTWVWDI 77 ANV AT A (B—
I AEY V—AFFIVE— N VAT L) [ZEoT, a~vy FCHEMINDECBRES
nET,

VERTXTOabt —jbat—kolfR, BIOMEHT 22—/ LAY —REAT)TE
F9, E£72IEL copycopyr ¥ FEZ AN LT, RRERP DD LA — T 07 ek
RIEDLHZELTEET,

A= EEANERIIGE T T HETITIE, BOM»N2ZEnHY 4, Ziud, EHLT
WA halexy NI —7 10k oTRARY £4,

T 7 AREIZIE, T L7 B USRS A T s ANV L E T,

EZONDHT T —IMEARET 7 A VLT e ha)b (FTP) £/-idk*%27 =2t™— (SCP) O=
F— A vE—UTT,

£ 1:K 2-1protocol DTL T 4 Y X F—J—F (%)

F—J—F QE—TFEFIE—E

ftp FTP %X v hU—7 —ROat—xEi-itx
B —%ED URL, ZDxTA U T ADOREL :

ftp:[[[//username
[:password]@]location]/directory]/filename

scp SCP Xv NU—7 —N_pat—FE- itz
E—%E D URL, 2D A U T ADORE :

scp:[[[//username
[:password]@]location]/directory]/filename
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EXEC £— K CiscoISECLIaZ > K|

| EEGEPE2E LI

F—J—F aF—xFEkFar—%

sftp SFTP %y hU—7 =R ab—gEzida
B —%D URL, ZDxTA U T ADREL :

sftp:[[//location]/directory]/filename

tftp TFTP X v U —27 — RO a b —xF 2%
ab—SEPDURL, ZDxTA U T ADHEL :

tftp:[[//location]/directory]/filename

EFavIq«X¥alL—ay

CiscoISE DT 7/ F 4 7 Rary 7 (Xal—a Tk, FOar7 4 X¥ab— g AR
CiscoISERAM IZRfFENE T, ANTEH TN THOar 74 Xalb—rar avy NE, E#7
a7 4 K2l —a N EENET, CiscolSEV— %2 7T —hF5E, F{fTar7 ¥
L= a YRRDET, MATEERZRGFTLIEEIF, FTar 7 Fal—Tarzry
NI —2 =R EORERGICa—F 50, CiscolSE—_"DAX— T v a

T4 X2l —val bt LTRETDINERDH Y £,

Ffrar 7 4 Xab—ra VERFLROVES, RIAICiscolSEY— %2 U 77— b LIz L &2,
AT A4 X2 b= a VNIMATEENTXTRbLET, BHEDOa 7 4 Falb—a R
ELWZ EFERTE -5, copyrunstartcopyrunstart 2~ > RZ2HEH LT, a7 4 ¥ L —
VAVEAZ— Ty ar7 4 Xalb—valart—LET,

GE)

TA VT RuMERT 2 & BB AT LCFHRBY £, 72& 21X copyrun & AJ) LT Tab
F—ZM L, start & AJJL T Tab F—F# L £ 7 (copy running-config startup-configcopy
running-config startup-config =2~ > ROHIKE)

A= T T a7 4 Xal—arez2Ff7ar7 4 FXal—va VITEESHZ DI, K
Do RaEFERALET,

copy run start

FETa 74X a2l —a v EARAA— Ty ary7 4 Fab—ralat—3310F, &
Da<wy REEHALET,

copy running-config startup-config

FIFAL T4 K2 L= a v O ECASY— T v 7 ar 7 Fal—varkv—UT 510
X, koa~vr REERLET,

copy start run

11

ise/admin# copy run start
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| EXEC £— K CiscolSECLI 27> K
YE—F OF—YavA0EFarIsFal—vavnac— |

Generating configuration...
ise/admin#

512

ise/admin# copy running-config startup-config
Generating configuration...
ise/admin#

JE—FAOS5— a3 oANETAV I« FaL—3rNDaE—
ETar 74 X2l —2alFYE—RN VAT AR A —T 5T, Roawr REFEHALE
T,

copy running-config [protocol://hostname/location]

JE—FAOSy—23 UMD ETIV I FaAL—3vDaE—
FEITar 74 X2l —2 gl E— R 77 A B at— L C~v—9 31213, koa~<wr R
EEHLET,

copy [protocol://hostname/location] running-config : E/72 7 4 X2 L — g IV E— K 77
ANEar—LTv—YLET,

ARA— K7y T a4 FXalL—3Yy
AB—= R T o ar74Xalb—va TEHERECTCEERA, ANNTHTXTOa~v K
X, ST7ar 7 4 X2 b—va YIRS, S Tar7 4 X2 b—valEBARAX— T v
a7 4 Xal—valabt—F AT LR TXET,
DFEVY ., CiscolSEV— N7 —hd5L, AX—F T v a7 4FXalb—2a U RNifld
FATar 74 FXal—rarkhhVEd, a7 Xal—va B2 EETLHE, FiTas
TAX 2l —va V3B HEINFETITNAX - T v 7 ar7 4 Xalb—va IEREINLN
720, 20o0ary 7 4 X2 b— g IERNEUET, BEEZKEARLOICT AR, #
Tarv74FXal—yag a2 AR — Ty 7 a7 4 FXFal—ailat®™—TA530ENRHY
ij_o
AF—F T a7 4 FXFalb—var28Ff7ary7 4 Fab— a0l ab =795, &
Da<wy REFEHALET,

copy startup-config running-config

511

ise/admin# copy start run
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|
B /= ror—vavanrs—r7yTarrs¥al—vavoae—

15 2

ise/admin# copy startup-config running-config
ise/admin#

JE—F A= a30ADRE— Py T a0 T74XalL—3rvDatE—

A=K7 T a7 4 FXal—rard)E—hF VAT AZa—352F, ROa<
REMFEHLET,

copy startup-config [protocol://hostname/location)

JE—FOS—S 3 UL DARE— Py T aAVT4XaL— 3000 —
V- TI77ANEARAZ— K T v T a7 4Fal—agilat—LThv—Y LW
Elx, Woa~r REfEHLET,

copy [protocol://hostname/location] startup-config : VE— h 77 A LV EZRAZ— T v a7 4
Fal—rvaila—LETNR, v—YLEHA,

A J274)LODaE—

Cisco ISE ¥ 2T LB RIDLGETIZ R 7 7 7 A )V a B —F 5121, RO copycopy 2~ >~ N%&
HRALET,

copy logs [protocol://hostname/location]

11
oy 7y ANEa—HITF 4 AZICa—T A2, kOavy REFHLET,

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

2
n7 77 ANERNOBENI 2 =3 51i%, ROoa~vy RefALET,

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:

ise/admin#

1513

Cisco ISE T, BN Ta T 77 A Ve —T X270 haritmp T 4 V7 S UG

disk:/corefiles 7 4 L7 M VICBE)LET, copy 2~ FEMEH LT, ZhborrErn—0L
TAAIZNPBVE—RN URYMNIZabt—T&ET, a7 7rAee—7F X 720E, 7
7 v v a DFRROREICESDEBERIGRNAGENTWET, ZhborZiE, 77V 47—
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| EXEC £— K CiscolSECLI 27> K
ny 774 rnac— |

varNrIyvatAeEREnNET, dravr REEHLT, e—h L F 4 X7 Tay
T7ANERRITDHIENTEET,

ise/admin# copy disk:/corefiles ftp://192.0.2.2/
Username: ftp

Password:

ise36/admin#

ise36/admin# dir

Directory of disk:/

70 May 20 2016 00:57:28 1
4096 May 20 2016 06:34:49 corefiles/
0 May 20 2016 00:57:28 err.out
4096 May 20 2016 00:57:28 lost+found/

Usage for disk: filesystem
51474489344 bytes total used
123938643968 bytes free
184807632896 bytes available
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. crypto

crypto

EXEC £— K CiscoISECLIaZ > K|

FLOWARF— X724 L CHEOARY—%2 VAR RV IZ=7 AR — KL, AFF—%FF
"X — U R MIA AR — bT5HI2iE, EXEC E— R TCeryptoerypto~ > REHEHALET, &
X —fEREfR L, HELEX—%2HIRTH b TEET,

crypto key [ delete {hash | authorized keys | rsa}]
crypto key [ export {filename | repository}]
crypto key [ generate {rsa}]

crypto key [ import {filename | repository}|
crypto ntp_import_autokey nipkey

BXDEREA
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key B — MR AT X £,
delete INBR % — B — T AR L £
Ny Nyl 80 XFETTHELET,

authorized keys

PRl — 2 HIBR L £

rsa RSA F— X7 ZHIkR L £,

export URY M VICARF—/Ex— T 2T/ A
F—PLET,

filename NAF—Z2 T AR— T 57 7414, 80
LFETTHEELET,

YR RY AHF—% I AFR— THIVRT LY,

generate ANBRRE X — _T RAER L ET,

rsa RSA F— X7 %4 L ET,

import ABX— /B — T A AR — N LET,

filename NRF—% A FR—F T D77 A%, 80 L
FETTHELET,

UARY R NBF—2A K= T BIRD Y,

host_key RA N XF—BEEZFATTEET,

add FBHETELRA POF—2BIMLET,

host RA M ERELET,

delete FHETELRA MOFT—Z2HIBRL £,




| EXEC £— K CiscolSECLI 27> K

AR R FIHILE

AU kRE—F

EREDAARZA4

crypto .

ntp_import_autokey NTP H— SIS AERR SN AR F—% A R —
FLET,
nipkey NTP H— 37 6 A S LT A ¥ —,

77 4N FOBEREIZH D EE A,

EXEC

CiscoADEOS Tli, BHEB LR —HFDID~DSSHT 7 EZAD=DIZ AT — R LOA
B —3ar AR —FLE T,

BIEDO—FHIZ 2048 By N EDOHT LWAR N —/FbE F — X7 24T 5 121E, crypto key
generate rsacrypto key generatersa= ~ > R L 3, F—BMEIIEET, RSAF— 2 A7
EYR—FLTWET, F—T NI TIZHLHEEIE. ~AT7 L —X%MH L THATT DRI
EEZXLZFTLEIICA v E—URERRINET, NATVL—XEANTDH L, AR
F—ZT 7 BATHLEWNCANAT =X ANT LIRS NET, ~AT L —=ARZEDY;
Bl FNLIEE, R2ATL—XZ2ANTHEORENERTA,

crypto ntp_import_autokey =~ > RZfEH LT, NTP y— "\ OBARK I NI ARF—% 1
A—FLET,

11

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£1:6£:45:0d:99:d7:0£:50:9£:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#

ise/admin# crypto key delete rsa

ise/admin# show crypto key

ise/admin#

ise/admin# show crypto authorized keys

Authorized keys for admin

ise/admin# crypto key delete authorized keys

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#
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. crypto

15 2

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#

1513

ise/admin# crypto ntp import autokey ntpkey repository nfs
ise/admin#
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debug .

debug

FiTLlca~vy RO T —F i34 X M &R AT 5I21E, EXECE— R Tddebug=~ > N%
AL ET,

debug allapplicationbackup-restorecdpconfigcopyicmplocksloggingsnmpsystemtransferuserutils

X DEREA all TRCOT Ny T oA F—T M LET,
application TV r—va VO T —F A N

NOT Ny T A X—T M LET,

call : TRTOT TV r—2 a3 0 DF NNy
T A FX—T NI LET, 0~T D/
TULLERELET, 0IFEKR, 7137
RCERLET,

sinstall : 77V r—2a DA A h—jb
DTNy TN EA =T M LET, 0
~TOMTLVEFEELET, 013E
K. 71ET_XTERLET,

s operation : 7V r— 3 VEEDT Ny

TN EA =TI LET, 0~7DH
TV ERELEY, 0FEKR, 7137
_CERLET,

suninstall : 77U —a DT A A
= DTNy T A F—T ML
F9, 0~TOMTLVLEFHELET,
0ZEKR, 71FTXTERLET,
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. debug

backup-restore Ny 7Ty T EEIEEOT T —F 7 iFA R
Y EDOTNy T F—=T M LET,

call : Ny 7T v TEBIOEILT, T

DTNy TWHNEA =TV LET, 0
~TOMTLVEFEELET, 01FE
K. 7ET_XTERLET,

backup : /N 7T v FEBIWETLT, Ny
T T DTy TN A T —T T
LET, 0~7DOHTLLERELE
T, 0FEK, 7TIET_XTERLET,

backup-logs : /N> 7 7 v 7 E I UMEIL T,
Ny g Ty alor Ny THNEA
F—=TNZLET, 0~TDETL~L%
RELES, 0IFEKR, 71335 TERL
7

history : /N 7 7 v B L OMEITL T, EE
DTNy THNEAF—=T M LET, 0
~ 7 DR TLLZFELET, 0IFHE
K, 7TiET_XTERLET,

restore : /N 7 7 v B IOMEL T, HL
DTNy WA X =T M LET, 0
~TDOMTLXNVEHRELET, 0ILE
K, 7HEHT_NTERLET,

cdp Cisco Discovery Protocol % iEBH#H D= 7 —F 7=
FANR FDOT Ny VoA R=T I LET,

s all : T Cisco Discovery Protocol = >

T4 X2l —2a 07Ty T EA
=T M LET, 0~TOMTL L%
RELET, 0FEKR, 7135~ TarRL
£7,

config : Cisco Discovery Protocol ® =1 777 ¢
Fal—varor Ny Z7HhEA x—
TMILET, 0~TDRTL L E2RE
LET, 0IFEKR, 71 3T XTERLE
R

infra : Cisco Discovery Protocol DA > 7 <
ANTIF DTNy TN A T—T
NMZLET, 0O~TORTLULEREL
£, 0ITEKR, 7TIETXTERLET,
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debug .

config Cisco ISE R ERHHED =T —F/=iTA X bD
TRy Tl X —T I LET,

all : ¥ _XCoary74Falb—a D
TNy TN A F—T M LET, 0~
TOMTLVERELET, 0IFEK,
7T _TERLET,

backup : N /T v AT 4 Fal—
arDTF Ny TN EAFR—T ML
F94, 0~TOMTLINVEZRELET,
0FEKR, 71FTXTERLET,

clock: 7y av74¥al— g
DTNy TN %A X—T M LET, 0
~7DORTLLZFELET, 0IFE
K, 73T _XTERLET,

infra: a7 4 Falb—var 4077
AT I F DTNy T A X —T
MILET, 0~TOMTL_VEFEL
F9, 0OIFEKR, 71 3T _XTERLET,

krton: I~ R AV a2—F a7 4

Xalb—arOTF Ny THIE A R—
T LET, 0~TDBTL L ZHE
LET, 0IFEKR, 71 3T _XTERLE

7

network : 2 hU—27 a7 4 ¥ a2 L —
alrDOT Ny TH T EA =TT L
T, 0~TOMTLLERELET,
0IFER, 7IZT_XTERLET,

repository : UARY Y a7 4 Falb—
aroT Ny TMIEAF—TIZL
9, 0~TORITL~LaHELET,
0IFEAR, TIETRTERLET,

service : —tE R a7 4 X2l —T3
YOT Ny TN A R—=T M LET,
0~7DMTL~VERELET, 0XE
K, 7THEHT_XTCERLET,

copy copy A~V RDT Ny T AR —T /I LE

R
K.

0~7DMTL_AERELET, 0ITE
T _TERLET,
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. debug

EXEC £— K CiscoISECLIaZ > K|

icmp

A H =3y Ml A =Y 7 han
(ICMP) T a—REDOREICEEST LT —
FINIARY NOT Ny T A X—T ML
*7,

all : ICMP = a— 5D 7 4 X alb— g
YOTRTOT NNy T EA F—TIZL
F9, 0~TOMTLILERELET, 01X
HR, 7TIETRTERLET,

locks

VY —z2ny @0 —F£77-13 140 b
DF Ny Tl F2—T W LFET,

call: TR_RTHOV Y —RA vy X IDF
Ny TN A F—TMZLET, 0~7
DETLLEFRELET, 0ILEKR, 7
XTI _RTERLET,

ofile: 77 AN yX 70Ty 77
BAF—=TMILET, 0~TORTLNR
NEBRELET, OITEK, 71 LT XTx
RLET,

logging

oX a7 4 ¥al—a BEEOTT—
FHRFARV DT ARy T A X —T NI L
*9,

all : ¥ _XToueFXF oV a7 4 F¥Fal—3
YOTNRy TN EA RX—T M LET, 0~
TOMTLLVEFRELET, 0IFEK, 71%
T_RCTERLET,

snmp

SNMP FREBED T T —F 72134 X hOF
Ny Tl F—=T M LET,

all : T XCOHOSNMP 27 4 Fa2lb— g
DTNy T A =TI LET, 0~7
DO TLULZFRELET, 0IFEK, 7137
_RCERLET,
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debug .

system

Cisco ISE VAT AHEO =T —B L X
NOT Ry T F—T M LET,

call: TRTDOVAT A T 7 ANVDT Ny

THI A X—T NI LET, 0~TDH
TULULERELET, 0IFEKR, 7137
_CTERLET,

id: VAT ALAID DT RNy TH %A 31—
TMCLET, 0~TDRITL~ILEZERIE
LEd, 0IXFEKR, 713+ _XTE2RLE
KR

info : Y AT AEROT N T EA
F—TWZLET, 0~TOMTL~L %
HELET, 0IFEK, 71T XTERL
£7,

init : ¥ A7 LOFHULDOT Ny 7 %
AF—=TNMZLET, 0~TDOMTL~L
EELET, 0IFEKR, 7139 XTER
LET,

transfer

Ty ANERIEDT Ny T A X —T NI LFE
T, 0~7TDOMTLULEZHRELET, 0IXE
K., 71EI3_TERLET,

user

Z—PEHDOT Ny T F—T M LET,

call : TRTOZ—WFEHOT v 7 HH

A FR—=TNIZLET, 0~TD/ETLNR
NERELET, 0OIFEK, 713+ T%
~LET,

* password-policy : /XA T — KR Y 2 —D
2—PEIOT Ny TN A F—T L
ICLET, 0~TORTL VL EZRELE
T OITER, 71T _RTERLET,

utils

2—7 4 VT 4 HEFEDO T —F A~
VDTN T X =TI LET,

all: T_RTCHO2—FT 4 VT AT 4 X2 l—
arOTFT Ny TN EA R—T MILET,
0~7 DRI TLVZEFRELET, 0IFEK,
TIET_TERLET,

AU R TIHIE

T 7 4V FOEBHEEIZH D FH AL
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. debug

aAvU R E—F

EREDAARZA

EXEC £— K CiscoISECLIaZ > K|

EXEC

Ty b Ty IR ar 7 4 X2l =3O T 72, CiscolSEV—"XNOXFIEHhT—
FoF3A X b EFRRT BT, debugdebug= <> K& LET,

il

ise/admin# debug all

ise/admin# mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh_root stubs.c[2742] [admin]: mkdir operation success
ise/admin$# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command

6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#
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Hill bR

wrz W

Cisco ISE #— 6 7 7 A L ZHIBRT 5121%. EXEC E— KT deletedelete =~ > K& L
F£9, CiscoISE =360 7 7 A )VOHIERZED ETIZIE, 203~ Ko no B A
l_/iﬁ‘o

delete [filename disk:/path]

BXDEREA

AV R FI4ILE

O R E—F

FEREDAARZA4 Y

filename [7 7 A N4 (Filename) ] : fik 80 LFDH
HraYR—bhLET,

disk:/path URY MUND T 7 A VOB,

77 4V FOBIEREIZH D EE A,

EXEC

a7 4K 2= a T ANVERIFIAA—VFEIBRLL Y T2, HIREZHERT A0
DT T IRFRRENET, T, RITOFN R AT LA A—VEHIBRLEL D & LGS
b, HIRAEHRT -0 T a7 MRERINET,

151

ise/admin# delete disk:/hs err pidl9962.log
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

CiscoISE &= ED 7 7 A V&2 —EHERT 521, EXEC E— R Cdirdira~> R&2EHA L F

dir

dir disk:/logs

dir recursive

=1

j—o Z 0)*%%%\5

B 51CiE, 2o~y RO no EREZHEHLET,

B DEREA

aAavU R TFI4ILk

AU kRE—F

FEREDHA K42

directory-name

T4 L7 N4, K 80 LR BT A
A—hFLET, 74 L7 FUAORNTIL disk:/
ZRETOLERDHY 3,

recursive

HFE) . a—HNV T 7 ANV AT LDT 4
L7 "N T AN E—ERRLET,

T 74N FOBERERD D R A,

EXEC

72 Lo

11

ise/admin# dir
Directory of disk:/

2034113
4096
4096

16384

2996022
4096
4096

Aug
Jun
Aug
Jun
Aug
Aug
Aug

Usage for disk:

ise/admin#

151 2

05 2010 19:
:34:
04 2010 23:
:59
11:
:20
:55

10 2010 02

09 2010 02

05 2010 19:
04 2010 23:
05 2010 12:

filesystem

58

14

15
25

:39

03

:53
:34

16

ADElogs.tar.gz
activemg-data/

logs/

lost+found/
mybackup-100805-1910.tar.qgz
target/

temp/

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

ise/admin# dir disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log
Usage for disk:

ise/admin#

filesystem

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
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151 3

ise/admin$ dir recursive
Directory of disk:/

2034113

4096

4096

16384

2996022

4096

4096

Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Usage for

ise/admin#

of
of
of
of
of
of
of
of
of
of
of
of
di

Aug 05
Jun 10
Aug 04
Jun 09
Aug 05
Aug 04
Aug 05
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
sk: fi
8

6

15

2010 19:58:39 ADElogs.tar.gz

2010 02:34:03 activemg-data/

2010 23:14:53 logs/

2010 02:59:34 lost+found/

2010 19:11:16 mybackup-100805-1910.tar.gz
2010 23:15:20 target/

2010 12:25:55 temp/

/logs

/temp

/activemg-data
/activemg-data/localhost
/activemg-data/localhost/journal
/activemg-data/localhost/kr-store
/activemg-data/localhost/kr-store/data
/activemg-data/localhost/kr-store/state
/activemg-data/localhost/tmp storage
/target

/target/logs

/lost+found

lesystem

076189696 bytes total used

371618816 bytes free

234142208 bytes available
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. exit

exit

CiscOISEVV— "m0 ua 77 U ML TCT VT 4 TR A —IF vy a & 7450,
AT 4 F2l—ary EFT— 05120 F— R L-ULIZBITT SHI21E. EXEC E— R T
exitexitZ~ > K& L F9,

Zoavwy FiZiE, F—U—FBXUGEITH Y XA,

exit

ATV RFEIFIRN T 7N NOEEREITH Y EEA,

AvURE—FR EXEC
151

ise/admin# config t

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # exit

ise/admin#
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forceout .

forceout
2 —H% CiscoISE VM —\Mbual 7y NSRBI ET, 777472 —3IF kg
Z RIS T &8 5 121%. EXEC &— K T forceoutforceout =~ > R & L £9,
forceout = — 4
RBX DA username =L, K3 LFOFETEFR—FL
\i—a—o

AR FIHILE

avU R E—F

EREDAARZM4

77 4V FOBEREIZH Y EE A,

EXEC

2—YOT T 4 Ty a EBEIRNCKR T &8 512X, EXEC E— R T forceoutforceout
a~wy REFEHLET,

il

ise/admin# forceout userl
ise/admin#
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halt

AU R TIHIE

AU RFE—F

FEREDHA FS14 Y

EXEC £— K CiscoISECLIaZ > K|

VAT AV Yy AU LTUAT AOEREZYHIZIL, EXEC E— KT halthaltz< > K
A LET,

Zoa<wy R, F—U—FBXOBIEITIHD T A,
halt

T 7 4V N OEMERMEIZH W FH AL
EXEC

halthalt= < > R & E{T3 BRI, Ciscol[SER, Ny o777 Hix, A1 A—, T/
T L— R, EITHIGREEEZ BT TRV & 2R L ET, CiscolSEN 25 OEEE{T -
TWAMIZ halthalt=~ > REFEITT L L, ROWTNDLOELERX v —URERINET,

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

INHDOWTINODOEENFIRENTIGE., FIEBEEZFEITT DI Yes E AL, EiEE
Xy oBATHIZIEINo EATILET,

halthalt =~ > ROEARFICMMD 7 0 ARFEITEINTWRWEES, FREERINLIESE A v
=G U T Yes EAD LIS EIL. WOBRNISETALENRH Y 97,

Do you want to save the current configuration?

Yes # AJJ U TCHEfFD CiscoISE 2> 7 4 X a b — 3 VERGFETH L. IRDA vE—UnE
RENET,

Saved the running configuration to startup successfully

1

ise/admin# halt
ise/admin#
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~NILT

AR TIHIbE

AR E—F

FEREDAHA RS2

wa.

Cisco ISE = "D&FE D~V T V2T W KR HIZ1E, EXECE— RThelp 2+ R%
EALET,

Zoawy RZE, F—U—RBXUSHEIIHY £HA,
help

T 74 N OBERCEIESH Y FE A,
EXECBLPTRTOar 7 4 F=b— 3 (config) .

helphelp=~ > RZFEITT 5 &, RIURIGF~NLVT S AT AOBBRFHANRRINET,

cHEDaw L R E— R THATRR TR TOavy RE—EBERTHIZIE, V2ATL6 T
o7 MTEME () AN LET,

cHEEDOLTFHITIHES A~ FOY A NERISTHI21E, AEOa~v R=> hY EE
BIZIEANLET, ZO~NT ORI, A ENTZABETIHELIF—TU— FEIX
SIBIET—EERTHOT, V=R~V T EMEINET,

« gy RIZBEEMST ORI —U— FBLOSI KO- EE2FRTHI2E, F—U—FEk
FEIEORDVIZ?Za~ Y FIAL VAN LET, ZOo~NTORAIX, AW Liza~
YR, F—U—F, BXOBIEICESWTHEHA SN X —Y— RELE5 152 - BEERT
HDOT, avy KX~V LI E T,

1

ise/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

ise/admin#
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mkdir

EXEC £— K CiscoISECLIaZ > K|

Cisco ISE r—ZH LW T ¢ L7 b U Z1ERKT 5 121%, EXEC & — R C mkdirmkdir=2~ > R
A LET,

mkdir directory-name

B DEREA

directory-name

BT 57 4 L7 b O4HT, HK80LFD
g EY AR — N LET, disk:/directory-name

ZHALET,

ATV R FI4NN T AN NOBEBERMEITH Y A,

ARURE—F EXEC

FEREDHA KS4 > disk/directory-name i LT 72S vy, M LR\ & | disk:/directory-name % & 8 2 B2 73 &
52 LR T =PRI NET,

1

ise/admin# mkdir disk:/test

ise/admin# dir

Directory of disk:/

4096
4096
16384
4096
4096

May
May
Mar
May
May

Usage for disk:

ise/admin#

06
06
01
06
07

2010
2010
2010
2010
2010

13

12

filesystem

:34
13:
16:
13:
:26:

40
07
42

:49
:59
127
:53

04

activemg-data/
logs/
lost+found/
target/

test/

181067776 bytes total used

19084521472 bytes free
20314165248 bytes available
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nslookup .

nslookup
Cisco ISE =22 U E— F Y AT LADOKRA M EHRHT 5121, EXECE— R T
nslookupnslookup =~ > K& L £,
nslookup {ip-address |hostname}
nslookup [ {ip-address |hostname} name-server {ip-address }]

nslookup [ {ip-address |hostname} querytype AAAA]

EX DA ip-address JE—h AT ADIPv4 7712 IPv6 7 R L
A, K64 TFOERETFER—FLET,

hostname UE— KT AT LDRA N, K64 TFED
W T EVR— M LET,

AAAA Web %1 FAITHHIST D IPV6 7 RLADA
H—Fv b AL F—LF—R"ERE L%
ﬁ‘o

name-server KRB =2 P —REHEELET, HK64LFE

DI F Y R—FLET,

querytype UE—F VAT LD IPv4 £72131Pv6 7 R L
A, HOWIFA M EWEDEET, =
AZiZ. PTR., A, AAAA, SRVD L H 7/ —
V=2 A7 bEENET, K16 TFOIK
FTEVR—-FLET,

AT VR FI4NN T ANV NOBEERMEITH Y A,

ARV FE—F EXEC

511

ise/admin# nslookup 1.2.3.4

Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms
Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found: 3 (NXDOMAIN)
Received 127 bytes from 171.70.168.183#53 in 1 ms

ise/admin#

15l 2

ise/admin# nslookup ipv6.google.com querytype AAAA
Server: 10.106.230.244

Address: 10.106.230.244#53
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. nslookup

Non-authoritative answer:

ipv6.google.com canonical name =
ipvé.l.google.com

Authoritative answers can be

google.com
google.com
google.com
google.com
nsl.google
ns2.google
ns3.google
ns4.google
ise/admin#

.com
.com
.com
.com

nameserver = ns4.
nameserver = ns3.
nameserver = ns2.
nameserver = nsl.

internet
internet
internet
internet

address
address
address

address =

ipvé.l.google.com.

has AAAA address 2404:6800:4007:803::1001
found from:
.com.
google.
.com.
.com
= 216.239.3
= 216.239.34.
= 216.239.36.
216.239.38.

google

google
google

com.
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password

)

password .

CLITHD Y FO/RAY— REHEHT HI21L, EXEC E— KT passwordpassword =2~ > N % fiff
HALET,

password

G¥)

CLITA A M=V ETA VA M= VRZITEREDNAT — FEERT HBRIZ, AT —
ROESEDLFOHEEERNTLT 18] ZHEDRNTLEIN, T OXXFNEYE I
XFOMICH D & NAT—=REIZTFANLGNETR, CLI~Or 7 F I3 TE 8
Ao

arvy—=piun 74 LCCL 2wy Refifild %20 ISECD £72i31SO 7 7 A /L& iF§
HZLICE-TINEEETEET, ISOZHHLTRAY—F&2 Uy M2 FIEIT, RO
R = A2 h TR E L CTUVET,  https://www.cisco.com/c/en/us/support/docs/security/
identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

BXDEREA

avU R E—F

Enter old password BED CLI XA — RKEZ AN LET,
Enter new password BLWCLI AT — RE2AHLET,
Confirm new password BLWCLI SR T — REfERLET,
EXEC
151

ise/admin# password
Enter old password:
Enter new password:
Confirm new password:
ise/admin#
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. patch install

patch install

EXEC £— K CiscoISECLIaZ > K|

patchinstallpatchinstall= ~ & RZfEH L TNy F oA A b —/LF DN, D Ny FITHE
THVIV =R ) =" TRyFOA AN LFIEEZZRLTLZIN, VU —X /7 — MTIE,
BEEALATFHFIENREENTEY, HHMERH Y £7,

FED /) — R CCLINDLT 7V r—ya DXy F N RvieA v A =T 5121%, EXEC
“&— KT patch installpatch install = ~ > R &2 H L £,

patch install patch-bundlerepository

Cisco ISE B BARE ClX, Ny F N RARTRTOE LI H Y J— KR THHEIZA A
f—L &b X T, BHER—ZNLNENF RN KVE A A =L LET,

B DEREA

aAavU R TFI4ILk

aAvU kR E—F

FEREDHA R4V

install TV —a L DOREED/ N T R NLE
A A =N LET,

patch-bundle Ry F N RVDT 7 ANV, BK 255 0F
DI T H PR — N LET,

repository BELEUHEY P YA Sy FEA VA h—
U ET, K255 LFOREFAE AR — b
LET,

BENTT 74~V EH/—F (PAN) OHB) 7 = — LA —N—FEZ A R2—7 /ML TND
BaiE, RNy FEA A NATLHRNIT 4 E—7 ML TLEE N, BENOTXTO / —
RTCRyF AV A=A TLIESL, PANOHBN 7 2 — LA —R—3REE A X —T ML
£7,

VDY =220y FEA A N—=NTEHEZIZ, RvTFDA A =N TBEATIE, V7
NI =T Oy V2R THLIIESINERA, VU —R20LBETIEH, RvTFDA
ARN—IV T NT2TNTPHANEBLEFERALC, Ny F V7 by =T OEAMEE BB
s L £ 9, patchinstall =~ > ROV 7V ZONTIE, UTFOFEZSRL T 7ZE0,

77 a v FOBIEREIZS Y FHE A,
EXEC

TV =2 a yORFED/NyF N e A =V LET,

BEFONRyFOHENNN—=T g 0 THH Ny TFEA A= LLIETDHE, ROTT— Ay
t—UNERINFET,

% Patch to be installed is an older version than currently installed version.
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| EXEC £— K CiscolSECLI 27> K
patch install .

CLI?DB Ry F A VA RN—)VDAT —HF A%ERT D56 1E. Cisco ISE al— k /X2 KL
adelog 7 7 A W AZRL T ZE VY,

EENTPAN OBHE) 7 = — LA — R—BENRA R —T N2> TNB L. RO A vE—IN
FRENET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

PAN OHE| 7 = — VI —NN—REZT 4 E—7 M LT, BENOTXTH /) — R TRy F
A VAR=NAMET LA X—T VIR LET,

1

ise/admin# patch install ise-patchbundle-2.0.0.306-Patch2-164765.SPA.x86 64.tar.gz disk
%Warning: Patch will be installed only on this node. Install using Primary Administration
node GUI to install on all nodes in deployment. Continue? (yes/no) [yes] ?

Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...

Saved the ADE-0S running configuration to startup successfully

Initiating Application Patch installation...

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Patch successfully installed
ise/admin#
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. patch remove

EXEC £— K CiscoISECLIaZ > K|

patch remove

patchremovepatchremove 2~ > K& L T/ Xy F &2 — /"y 7T 5HIZ, ZD/3y FITf
T2V —R ) —=FTRyFOr—ANy 7 FAZSRL T ZIN, VI —X J— N
X, BEREHFENGENTEY, HEHMLERH 7,

TV =2 a Y ORFED /SNy F N KD AR—Y g U EHIERT 521X, EXECE— K Tpatch
removepatch remove =~ > R & H L £,

patch [ remove {application_name | version}|

GE)

Cisco ISE S BUBBABREE Tl BHER—Z ANy F N NLEHIRTLE, B A
J— b HEIC Ry F IR S E T,

B DEREA

AR R TFIHILE

aAvU R E—F

EREDAARZA4

remove TV — a3 VORED Ny F RN KD
N—2 g VEHIBRT D a~ v K,

application_name Ny FRHIBRSND T 7Y r—3 3 D4,
K 255 LFOFBTF 2 R— b LET,

version HIREND /Ny F R—=V g &5, BN 255
VFEORK T2 Y R— M LET,

BEANTT 74~ V&M — K (PAN) OB = — VA —N—FREEA X —TMIZLTND
WAL, Ny FERHIRTARNICT 4 B—7 M L TLEE W, RNy FOHIBRMNET LZb,
PAN DH#EN 7 = — VA —N—REE A F—T NIRRT ENTEET,

T 7 AN E OBIERIEIZS D EH AL
EXEC

ALVAR=ILENTWRWyTFEZHRLEY ET5HE, ROTT— A v bE—UNRERINE
ﬁqo

% Patch is not installed

BN TPAN OHE) 7 = — /L F— RN—BENA FT—T IR o TNDHE IROA v E—IN
FRENFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

511

ise/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] y
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| EXEC £— K CiscolSECLI 27> K
patch remove .

Application patch successfully uninstalled
ise/admin#

512

ise/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] y

% Patch is not installed
ise/admin#
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B ving

ping

EXEC £— K CiscoISECLIaZ > K|

UE—h VAT A EDOIEAKRIZRIPvA % v U — 7 Bt 224 51215, EXEC & — K C pingping
o< REFEALET,

ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount|

B DEREA

AR R FIHILE

AU R E—F

EREDAARZA

ip-address PING #E{TT AV AT LDIPT RL A, &%
K32 LFOFEFZYR—FLET,

hostname PING ZE{TT A AT LDKRA NG, BK
32 LFORKTEYR— M LET,

df (L) . vk 7T AT — a0
B9 2 HEE,

df Ry N T I TRAUT =Y a v EEIET DY

Al EZ 1IZHEEL, a—a sy b
77 A NTHGEIL2, DF 2 E L7
WEASIT3ICEEELET,

packetsize (fEE) o PING X7 > hOH A X,

packetsize PING /37 > b DH A X% 0~ 65507 DFEiPHT
BELET,

pingcount (fEE) . PING == —ZRDE,

pingcount PING = =2 —ZLRDOHE A 1 ~ 10 OFaPH THE
L%,

77 4N FOBIERLEIXH Y EE A,

EXEC

pingping =~ > RiX, =a—ZR A7y &7 FLRIZEE L UNELHFDHET, ping H711E,
RARASDORAOEREME, /SADIRIE, KA MIEIERTRENE D 1 E il 5 DL S F
T

1

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2

PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.

18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms

18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

ping6

ping6 .

UE—F VAT L LDOHARNRIPV6 X v bV — 7 A 2Wr 51213, EXEC E— KT
ping6ping6 =~ > F&EH LE 3, Ziuid IPv4 @ pingping=~ > R EFHEI L TWET,

ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}] [pingcount {pingcount}|

B DEREA

AR R TFIHILE

avU R E—F

EREDAARZM4

ip-address PING #E{T4T AV AT LDIPT RL A, &%
K64 LTF-OFE T2 R— b LET,

GigabitEthernet (EE) « /=Ry P AU F—Tx=AA,

0-3 A —PHy M B =T = AEERLET,

packetsize (&) . PING N7y hOHA X,

packetsize PING /N7 v F DY A X% 0~ 65507 D#HiH T
RELET,

pingcount (fLE) . PING == —ZRDEL,

pingcount PING = 2 —ZROH %A 1 ~ 10 OFiFH TR E
LET,

77 4 FOBEREIZH Y EE A,

EXEC

pingbping6 =2~ > NiX, = a—ZR/NT v 2T RLURICEFE L TUNEZHFBE T, ping 7]
I, BRSO ZOEHENE, NADBIE, A MIENEWRENE D e i g 2 DITRILD
ij‘o

ping6ping6 =1~ > Ri%, BEFED ping ping =~ > FIZHEEL L CWE 4, ping6ping6 =~ > KX,
IPv4 D/ N 75 T A T —3a (pingping2~> RCHBINTWAA) A7 a %
PR—=FLEEAN, REIS LTSV F—T oA AEBETEET, /A F—T A AT
vaslt, BAVE =T = AA AFHEDOT RLATHDL ) v 7m—HLT RLREDE - Hi
IZH&SLH E 9, packetsize 47T 3 > & pingeount 47T =3 &, pingping=2~ > KOEA L [F
FRICHERE L £77

51

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal05

PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 eth0O: 56 data bytes

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.599 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=2 ttl=64 time=0.070 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seqg=3 ttl=64 time=0.065 ms
--- 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---
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. ping6

EXEC £— K CiscoISECLIaZ > K|

4 packets transmitted, 4 received, 0% packet loss, time 3118ms
rat min./aft/max/endive = 0.065/0.221/0.599/0.220 ms, pipe 2
ise/admin#

512

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from

3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.073 ms

--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rat min./aft/max/endive = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

reload

ARV R TIFIbE

aAvYU R E—F

FEREDHA FS1 Y

reload .

ZOa<wy RiZii, ¥—UV—FBILO5IEIIH Y ¥ A, CiscolSE FXVL—F 4 T VAT
L&Y 7 — 43121, EXEC £— KT reloadreload 2~ > & L ¥4,

reload

T 7 4 v N OEWERMEIZH W TR AL
EXEC

reloadreload 2~ > RIZT AT L%V 7 —hMLET, 2074 F2b—a U ERET 7 A VI
AL, ijﬂﬁ%ﬁ25_%7/73/74%;V—75/V£ﬁ2/74#nv—
varERF L, CiscoISE FHER—H )L v a VIR EZIRMG L2 T, reloadreload =
~U REEHLET,

reloadreload = < > R & EATF BRI, CiscolSERS, Ny 77 v HIT, A v A =L, T
T L— R, EEHIBREEE ET R TRV L AR L E T, Cisco ISE R b 0 EL
1To> TV AT reloadreload =~ > K& FEITT D L, IROWVWTINNOEE X o —UNRFEIRE
nEd,

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

INHEOWNWTINOOEENKIRENT-IGE. Ve — FEEZHITT DI Yes E AL, Fv
AT BHIZIE N E AT LET,

reloadreload =~ > RO O 7 0B ANRNFEITINTWRWES, FIEFEREIN 55
A =N LT Yes E AN LTESHAETR. WOBRIISETHVLENHD £77,

Do you want to save the current configuration?

Yes Z AT L CREFD CiscoISE 2 7 4 F a2 b —2a VERFETLE. ROX v B—UNE
RENET,

Saved the running configuration to startup successfully

BNTHE 7 2 — VA — =0 X —T I >TDb &, IROEERX o —UNEREN
\iﬁqo

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

BATT 2% EE Tyl o HIET 25813 ) Z AN LET,

1

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully
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EXEC £— K CiscoISECLIaZ > K|

. reload

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):
The system is going down for reboot NOW!

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

reset-config

AR TFI4ILE

aAvU kR E—F

FEREDHA KS4 Y

N

reset-config .

IPT7T RLAREYRT LT =T =A RA I, FAA %, DNSH—s3 NTPH— 3 &

ADE-OS* > NV —7 a7 4FXalb—vara Uty M 5I21E, EXECE— R Treset-config
av REERLET, 260N T A—21%, RERICERIND/RT A —& & R[]
CTY, HHEIL, ZOCLINDLERENSAY - REERINLGZ LTHY EHA, F2, 2
DA~y NEIBIED ISE X EE 2 ITEET —4% % Uy b LEH A, application reset-config

a<wy REHALT, 2NHDH AT ZFITTEH1HTT,

reset-config

T 7 4 v N OEMERMEIZH W FH AL

EXEC

SETHICT R T —E2ARFEH SN ET,

GE)

RARNGEEFTDL L, HORRA ML ZHEH L TOLIEHERNEDNI ARV £, HrLOLAA k
AEFEH L TODH LW E CBAGEAEN AR I, HTTPS/EAP CHEMAINET, 20/ —
RT CABAMNEAMELZHEHTHHEAE, ELWVERR MAABRERE SN LWGEHELZ A~
AR—=hLET, £, 2O/ —FKNBAD RAAL O THDHEE. HITTHEIC, AD A
N—=y THHIRELET,
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EXEC £— K CiscoISECLIaZ > K|

. restore
restore
VAT LDOLURFION Y 7Ty P EEITET HIZIE, EXEC E— K T restorerestore 2~ > K % {# ]
L ¥, He#lElX Cisco ISE 35 X O Cisco ADEOS BN T —# #1Ht L 77,
CiscoISE7 7'V r—3 a & Cisco ADEOS I 57 —# 21T 51213, Roa~r R
HEHALET,
restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}]
restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}
include-adeos]
BXDEREA filename URY FVITHHET 2w 7T v 77 A
DT 7 A N, FR 120 LFOFHTF % R —
I\ l_/ i ﬁ‘o
GE) 77 AL DHEIT, targpg &V I L
R 2T DMENDH Y
(myfile.tar.gpg 72 &) ,
repository repository =~ R,
repository-name Ny 77 v 7w d 5 U RY b OARI
120 LFETTHELET,
encryption-key (EE) o AT v T REET B

BOESX—ZHELET,

hash Ry I T v T EEILTDEODO NNy 2 &h
T —, AT ARSI vy va
fbEanr) Wb —2ELEd, 40 X5
ECTTHELET,

plain Ny T v THEEILT HEDOTL—2 TF%
A NOK; ¥ —, AT LN L —
VT XA MO B —FfREELET, 15X

FETTHELET,
encryption-key-name hash | plain JE:UCTHE 5 — 248 E L £ 7,
include-adeos ADE-OS BRET —# W/ 7 T v TIAFET
%6, Ny 77y 7 &I L, CiscoISE &
U7—hRrLET

BENTTY 74~V EH /) — K (PAN) OHBI 7 2 — LA —R—REEZ A X —7 ML TW5
e, Nl 7 v BETTORNIZORTEET 4 =7 M LTL &N, HInmET L
7256, PANOBHE 7 = — A —NR—FREE A X —TNWIETZENTEET,
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| EXEC £— K CiscolSECLI 27> K

R

aARETI7HILE

AR E—F

EREDAARZA

\}

Rys7 v Ihb0 tiscolSEREF—20Ex |

77 4N FOBERLEIZH Y EE A,

EXEC

Cisco ISE C restore 2~ R&fEHT 5 &, Cisco ISE — )3 HEWICHEE LFET,

F—Z DETTFLT, B —IA4 7T a T, BaXx—%2Ri+ 250y 77 v 7%
T AL, e X —Z2EEY T restorerestore =~ > K& H L 97,

BN TPAN O HE) 7 = — /LA — =R ENA F—T Mo TND E, RO A v E—TN
FRENET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

GE)

\}

Cisco ISE Release 1.0 33 L O} Cisco ISE Release 1.0 MR DX 7 7w 7735 OiE 6%, Cisco ISE
Release 1.2 TiXV A — FINEH A,

G¥)

CiscoISE VU —Z 1413V V—R12UBETHEE LNy 7 7 v IhbDEia AR —F LT
b\\i‘a—o

INYD T THhE5D CiscoISEERTET—42 DIETT

Ny 7T v T h6 Cisco ISERET —Z # BT HITiE, ko=a~y ReELET,
restore mybackup-CFG-121025-2348.tar.gpgrepository myrepositoryencryption-key plain lablabi?2

1

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

Leaving the currently connected AD domain
Please rejoin the AD domain from the administrative GUI

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed
% restore in progress: Adjusting host data for upgrade...65% completed

UPGRADE STEP 1: Running ISE configuration DB schema upgrade...
- Running db sanity check to fix index corruption, if any...

UPGRADE STEP 2: Running ISE configuration data upgrade...

- Data upgrade step 1/67, NSFUpgradeService(l1.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/67, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.
- Data upgrade step 3/67, GuestUpgradeService(l1.2.1.146)... Done in 43 seconds.
- Data upgrade step 4/67, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.
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EXEC £— K CiscoISECLIaZ > K|
B 79 TronciscoisEzET—20ER

- Data upgrade step 5/67, NetworkAccessUpgrade(l.2.1.150)... Done in 2 seconds.

- Data upgrade step 6/67, NSFUpgradeService(l.2.1.181)... Done in 0 seconds.

- Data upgrade step 7/67, NSFUpgradeService(1.3.0.100)... Done in 0O seconds.

- Data upgrade step 8/67, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.

- Data upgrade step 9/67, ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.
- Data upgrade step 10/67, GuestUpgradeService(1.3.0.194)... Done in 2 seconds.

- Data upgrade step 11/67, NetworkAccessUpgrade(1.3.0.200)... Done in 0O seconds.

- Data upgrade step 12/67, GuestUpgradeService(1.3.0.208)... Done in 2 seconds.

- Data upgrade step 13/67, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.

- Data upgrade step 14/67, RBACUpgradeService(1.3.0.228)... Done in 15 seconds.

- Data upgrade step 15/67, NetworkAccessUpgrade(1.3.0.230)... Done in 3 seconds.

- Data upgrade step 16/67, GuestUpgradeService(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 17/67, NetworkAccessUpgrade (1.3.0.250)... Done in 0 seconds.

- Data upgrade step 18/67, RBACUpgradeService(1.3.0.334)... Done in 9 seconds.

- Data upgrade step 19/67, RBACUpgradeService(1.3.0.335)... Done in 9 seconds.

- Data upgrade step 20/67, ProfilerUpgradeService(1.3.0.360)... ...Done in 236 seconds.
- Data upgrade step 21/67, ProfilerUpgradeService(1.3.0.380)... Done in 4 seconds.
- Data upgrade step 22/67, NSFUpgradeService(1.3.0.401)... Done in 0 seconds.

- Data upgrade step 23/67, NSFUpgradeService(1.3.0.406)... Done in 0 seconds.

- Data upgrade step 24/67, NSFUpgradeService(1.3.0.410)... Done in 2 seconds.

- Data upgrade step 25/67, RBACUpgradeService(1.3.0.423)... Done in 0 seconds.

- Data upgrade step 26/67, NetworkAccessUpgrade (1.3.0.424)... Done in 0 seconds.

- Data upgrade step 27/67, RBACUpgradeService(1.3.0.433)... Done in 1 seconds.

- Data upgrade step 28/67, EgressUpgradeService(1.3.0.437)... Done in 1 seconds.

- Data upgrade step 29/67, NSFUpgradeService(1.3.0.438)... Done in 0 seconds.

- Data upgrade step 30/67, NSFUpgradeService(1.3.0.439)... Done in 0 seconds.

- Data upgrade step 31/67, CdaRegistration(l1.3.0.446)... Done in 2 seconds.

- Data upgrade step 32/67, RBACUpgradeService(1.3.0.452)... Done in 16 seconds.

- Data upgrade step 33/67, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 34/67, NSFUpgradeService(l1.3.0.461)... Done in 0 seconds.

- Data upgrade step 35/67, CertMgmtUpgradeService(l1.3.0.462)... Done in 2 seconds.
- Data upgrade step 36/67, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 37/67, TokenUpgradeService(1.3.0.500)... Done in 1 seconds.

- Data upgrade step 38/67, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 39/67, RBACUpgradeService(1.3.0.509)... Done in 17 seconds.

- Data upgrade step 40/67, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 41/67, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.

- Data upgrade step 42/67, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 43/67, NSFUpgradeService(1.3.0.554)... Done in 0 seconds.

- Data upgrade step 44/67, NetworkAccessUpgrade(1.3.0.561)... Done in 3 seconds.

- Data upgrade step 45/67, RBACUpgradeService(1.3.0.563)... Done in 19 seconds.

- Data upgrade step 46/67, CertMgmtUpgradeService(1.3.0.615)... Done in 0 seconds.
- Data upgrade step 47/67, CertMgmtUpgradeService(1.3.0.616)... Done in 15 seconds.
- Data upgrade step 48/67, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.
- Data upgrade step 49/67, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 50/67, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 51/67, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.

- Data upgrade step 52/67, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.
- Data upgrade step 53/67, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.

- Data upgrade step 54/67, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 55/67, NodeGroupUpgradeService(1.3.0.655)... Done in 1 seconds.
- Data upgrade step 56/67, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 57/67, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 58/67, ProfilerUpgradeService(1.3.0.671)... Done in 0 seconds.

- Data upgrade step 59/67, ProfilerUpgradeService(1.3.0.675)...
................................... Done in 2118 seconds.

- Data upgrade step 60/67, NSFUpgradeService(1.3.0.676)... Done in 1 seconds.

- Data upgrade step 61/67, AuthzUpgradeService(1.3.0.676)... Done in 20 seconds.

- Data upgrade step 62/67, GuestAccessUpgradeService(1.3.0.676) ... ....... Done in 454
seconds.

- Data upgrade step 63/67, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.

- Data upgrade step 64/67, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
- Data upgrade step 65/67, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.

- Data upgrade step 66/67, CertMgmtUpgradeService(1.3.0.727)... Done in 0 seconds.
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- Data upgrade step 67/67,

seconds.

UPGRADE STEP
% restore in
% restore in
Stopping ISE
Stopping ISE
ISE Identity

Ry o7 v Ihb0 CiscolSEBETF—s0Ex |

ProvisioningUpgradeService (1.3.105.181)... .Done in 103

3: Running ISE configuration data upgrade for node specific data...

progress: Restoring logs...75% completed
progress: Restarting ISE Services...90% completed

Monitoring & Troubleshooting Log Collector...
Monitoring & Troubleshooting Log Processor...
Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.
% restore in progress: Completing Restore...100% completed
ise/admin#

N O ~ - — ps —
INY DTy T D Cisco ISE BET—42 DETT
Ny 7T T hG Cisco ISEBIET — X ZE T 51213, kDA~ FEfHLET,
restore mybackup-OPS-130103-0019.tar.gpgrepository myrepositoryencryption-key plain/ablabi?

1

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...40% completed
% restore in progress: Extracting backup data...50% completed
Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

% restore in progress: starting dbrestore....... 55% completed
% restore in progress: ending dbrestore....... 75% completed
checking for upgrade

Starting M&T DB upgrade

ISE Database processes already running, PID: 30124

ISE M&T Session Database is already running, PID: 484

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Collector...

ISE M&T Log Processor is already running, PID: 837

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
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B <v97 97550 ciscoISE &EF—4 & &£ U Cisco ADE 0S F— % DT

% restore in progress: Completing Restore...100% completed
ise/admin#

INY DTy Thhi5D CiscoISEERTET—42 5 & U CiscoADEOS T—42 D
&t
Cisco ISE ADE OS 7 —# % & ¥¢ Cisco ISE i ET — X Z1HIL T HIZi%, ko a~<> R&EEHAL
32‘3‘0

restore mybackup-CFG-130405-0044.tar.gpgrepository myrepositoryencryption-key
plainMykey23include-adeos

1

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos
% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.

Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed

% restore in progress: Updating Database metadata...70% completed

% restore in progress: Restoring logs...75% completed

% restore in progress: Performing ISE Database synchup...80% completed

% restore in progress: Completing Restore...100% completed

Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

ise/admin#
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rmdir .

rmdir

BEfFEDOT o L7 B ZHIBRT A121%, EXEC £— FC rmdirrmdir=~ > R&2fEH L £,

rmdir directory-name

X DA directory-name F oLy R L, Bk 80 ORI A
H— R LET,

ATV R FI4N T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
151l

ise/admin# mkdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
4096 May 07 2010 12:26:04 test/
Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#
ise/admin# rmdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available
ise/admin#
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. ssh
ssh
UE— R VAT L LD FbENTE Yy g &M T 5I121E. EXECE— R Tsshsshzr~ o
REfHLET,
)
GE) EHEE L Fa—Y R ZDavr RefEHATEET
ssh [ {ip-address | hostname}] [username] [ port {port number | version {1 | 2}]
ssh delete host {ip-address | hostname}
X DA ip-address UE—K AT LDIPVE T LA, K 64

LFOEBFEYR—FLET,

hostname JE—h VAT ADHRA M, BK64STFED
AR — N LET,

username SSHENLTrZAf L Tnba—FDa—
P4,

port () . U % ho— FER T

Lij—o

port number

AN— N OERNEPHIL 0 ~ 65,535 T, T 7+
JU R R— K% 22 TT,

version

EE) « N"—VarEsanrLET,

version number

SSH =Yg v &FE1BLO2, 7411
® SSH N—2 3 %2 T,

delete BEDKRANDSSHZ 4 H—71V > F&H|
B/%Li—a—o

host BA N F—0NHIRENDYE—F VAT LD
KA N,

ip-address VE—K AT LDIPVE T RL A, K64
XFOFEETEYR— b LET,

hostname VE— K AT LADFRA NG, K 64LFED
YR FE AV R— M LET,

ARVRFIALE TAET
EXEC

AR E—F
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ssh .

FEREDHA KS4 > sshssha~ Bk, P AT ANBHIOY E—F AT LEZIT =T, Rk fbIni
P el L E T, 2 OERIE. RS BL I NS AR T Telnet 7 7 k3T 2 REEE
ERIBROBEREZ TR L 9, SSHZ T4 7> M, FBiEB LU B{kic kv, X772
Fv hT—7 FCheF a7 RBENTEET,

511

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host
ise/admin#

512

ise/admin# ssh delete host ise
ise/admin#
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. tech

tech

WIRLERY NV = A B —T 2 A A D NT T 4 v 72X 745213, EXECE—RT
techtech=~ > R&FEH L E 7,

tech dumptcp {interface-number | count | package-count}

XD dumptcp TCP Ry r—Tkhkay ) — WX P LUET,
interface-number FHEY hA—V Xy b AV X —T A AD
F (0~3)
count RN r—VBERELES, T 7401
IR T (IR L) .
package-count 1 ~ 10000 ZH#HR—F LET,
iostat 3R HT Y OTRIBLEE (CPU) DFTFHE B

BLOT AL RENR—=T 4 a OAHTIHE
HFHwEz o — X 7 L Ed, Linux D
jostat 2~ FEZML T 7Z XV,

iotop ISE / — R Eo 7 mt 2 Z & I\ZEMEZ VO 8
FAREHEL ET
mpstat Ay Y= MIEESND T ety TR

A7 UET, Linux O mpstat 22 K%
ZRLTSIES N,

netstat 3B Daryy— IR EEND R Y b
U— 7 R AE X7 L E T, Linux ©
netstat 2~ RZZM LTI E3V,

top FITHDV AT LOXAFI v 772 ) TIVH
ALEa2—%X T LET, NyFE—FKT
SHTELICETSNET, Linux D top 2~
RESM LT ZEN,

. Cisco Identity Services Engine ') 1) —X 24CLl J 77 LR HA F



| EXEC £— K CiscolSECLI 27> K

aAvY R FI4ILE

aAvU kR E—F

FEREDAARZM4 Y

tech .

support-tunnel CiscoISE I, CiscolronPort h > /L A 75
ANT I F &R LT, BN ISE ¥—
NI LTV AT LAOMEEZ b T TNy 2—
TATTHIDD, AT =J)v Y
R—=bhz o P=THDOEX2T b RVEAE
L E9, CiscolSEIXSSHAZMEAL T, hv
INRRE O X = 7 A ER L ET, &
HELLT, P 77025 TEE
T, PR—bh V=TT AL
TOHR M A RIRTE £, v RAa h R
HZw— PR — ML, =2—FOH A LIZ b
FNVEMHNLTEEHA, P—ER BT A
B4 2@meEZELET, (LEORETHY
N T 4B — T NI TEET,

vmstat 3IWHIFYVDOAFEY, TaRLX—=
P~ —1FRE X 7 LE7, Linux ® vmstat
avry RESRLTIEIN,

FA4E—TN,
EXEC

tech dumptcp @ Hi /) C bad UDP cksum O &N FR S E 1%, BEOFKE T WigEEn
&V F£¥, tech dumpteptech dumptep =2~ > N, FE T > MR A—V Xy h v/ m7'nm
By PNOHDIENIZNERELE T, &RIOA—Y %y N FyFERERT Y hOF = w7
VEAEHELETH, ANV —T VT VAT A YT R T DAL v 7I3FATLER A,
L7eRo T, BIE/N7 > 3 bad UDP cksum & L CEHSE IND I TR ETIEH Y THA,

11

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on eth0O, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0O, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6),
length: 40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum 0xelO5 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6),

length: 200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win

12096

ise/admin#

151 2

ise/admin# tech iostat
Linux 2.6.18-348.el5 (ise) 02/25/13
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. tech

avg-cpu: %user %nice $system %iowait %steal $idle
7.26 0.73 4.27 0.77 0.00 86.97
Device: tps Blk read/s Blk wrtn/s Blk read Blk wrtn
sda 16.05 415.47 1802.16 3761049 16314264
sdal 0.01 0.23 0.00 2053 22
sda?2 0.02 0.22 0.04 1982 354
sda3 0.01 0.29 0.02 2626 152
sda4 0.00 0.00 0.00 14 0
sdab 0.00 0.16 0.00 1479 0
sda6 0.49 0.24 7.45 2189 67400
sda’ 15.51 414.27 1794.66 3750186 16246336
ise/admin#
13
ise/admin# tech mpstat
Linux 2.6.18-348.el5 (ise) 02/25/13
02:41:25 CPU Suser Snice $sys $iowait $irg $soft %steal %idle
intr/s
02:41:25 all 7.07 0.70 3.98 0.74 0.02 0.14 0.00 87.34 1015.49
ise/admin#
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telnet .

telnet
Telnet Z ¥ AN — b I 2R A MZu /A 4556, BHELLOA N1 —ZIFTEXEC £— KT
telnettelnet = ~ > R & fli [l T& 9,
telnet {ip-address | hostname} port {portnumber}
X D ip-address YE—h VAT LD IPVE T KL A, Sk 64
LFOFEHTFEYR—FLET,
hostname VE—h AT LDKRA N, HK64LFED
YT EYR—FLET,
port SE5ED Telnet N — M ZFEE L £,
portnumber (FE35) . UE—h KA FOK— FESER

LET, 0~ 65,535 DEFETIEELET,

ATVRFEIFIR T 7N NOEEREITH Y EEA,

AvURE—FR EXEC

il

ise/admin# telnet 172.16.0.11 port 23
ise.cisco.com login: admin

password:
Last login: Mon Jul 2 08:45:24 on ttySO

ise/admin#
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. terminal length

terminal length

BUEDE v 2 a » TOBUED AR M O1T A @ E T %1213, EXEC £ — R T terminal
lengthterminal length=~ > R&ZfEH L ¥,

terminal length integer

XD EHEA length BIEOSARBEIZFE RS D, BEOE Y v 3
COITEEEELET,
integer B O, 0~S1ATOHPEATHELET,

0 ZfET D E. HITEEHE TO—EHZ1EN
Fo—T N £,

ARV EFIAINL T AN NOTRITBIEOE v g LT 2 BEDS KB 2K LT 24 TT,

ATy R E-F EXEC

FEREDHA KS4y VAT Al length DEZMH LT, BEE@EHEO H IR —FifF Ik 52 4 I 72 RELE
‘j’_‘o

il

ise/admin# terminal length 24
ise/admin#
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terminal session-timeout .

terminal session-timeout

TRTCOE Yy a N TDBIET VT 47 XA LT U MERET HIZIE, EXECE—FT
terminal session-timeoutterminal session-timeout =~ > K2 L ¥ 9,

terminal session-timeout %7

EXDEREA session-timeout FRTCOE YL g kLT, T 4T
HALTDU NERELET,

5 T I T 4T EALT T OS5 EOH
1£0 ~ 525,600 T3, o (0) #f5ETHL
BA LT RNTF =T 220 F9,

QTR FIFNLR TIANIDEY I A LT T ME305TT,

ARV kFE—F EXEC

FERELEDHA K54 > terminal session-timeoutterminal session-timeout=~ > K& €1 (0) IZRETDH L, XA LTV
FERE SN EH A,

il

ise/admin# terminal session-timeout 40
ise/admin#
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. terminal session-welcome

terminal session-welcome

VAT TA T HTRTCOZ—FICEREINDIPA v =T % AT AIHET HIC
1Z. EXEC *&— R T terminal session-welcome terminal session-welcome =~ > RZ&{#HH L £ 9,

terminal session-welcome string

BX DA session-welcome N N e e S o
RENDIWA v =TV HB AT AITREL
£77,

string WA v —, FK2023 LT ORI T AW
A=k LEF. XML TTH SN 72 3CFERF A
SIEHE A,

ATV RFEIFIR T 7ANNOEEREITH Y EEA,

AvURE—F EXEC

FEREDHA K54y CLIKRIZ A Lict & la~vy Ry MEEO EFICERSNDPA v — V& HEE
LET,

il

ise/admin# terminal session-welcome Welcome
ise/admin#
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terminal terminal-type .

terminal terminal-type

BUEDE v ¥ 3 o OBUEDRIBUCHEERE SN DMARD ¥ A 7 2HHET 512iE, EXEC E— FT
terminal terminal-type terminal terminal-type 2~ > R&ZfEH L £,

terminal terminal-type #ype

BX DA terminal-type B SN TWAEIRDZ A 7HIBELET,
T 7 F IV hOERRH A 71X VT100 TI,

type WARDAHIE XA T HERL, TOY—E R
DEATHEHT HHRA M DmERT Y
T—a Y EFFAILET, BR80T DOHEL
FTEVR—-FLET,

ATV R FI4 L VIO

ATy R E-F EXEC

FEREDHA KS4 > VTI0 ERLD5E, kS A 7 2nRLET,
il

ise/admin# terminal terminal-type vt220
ise/admin#
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traceroute

EXEC £— K CiscoISECLIaZ > K|

Iy RSSO T R UARIZIEEEIND & X IZERRICE S L — M EMRHT HI21E, EXECE—
R C traceroute traceroute =~ > K& {# L £,

traceroute [ip-address | hostname)

B DEREA

AU R TIHIbE

AR E—F

ip-address JE—h VAT LD IPv4 T KL A, &K 64
XFOFHFE SR — M LET,

hostname UE— K AT LDRA N, K64 CFD
FF Y R— N LET,

77 4V h OEBHEEIZH D FHAL

EXEC

1

ise/admin# traceroute 172.16.0.11

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/admin#
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undebug

undebug .

TNy THEER T 4 B —7 IZ T 5 1ZiE. EXEC & — K T undebug undebug =~ > R&fH L

\ij—‘o

undebug allapplicationbackup-restorecdpconfigcopyicmplocks loggingsnmpsystemtransferuserutils

=340

'_E_Iu“:I

B

all

FRTOF Sy I ETAE—T M LET

application

TV r—vary Ty A,

call: TARTOT TV r—va D7 Ry
THHET =TI LET,

einstall : 77V r— a3 DA A M—)L
DTNy TN ET 48— Mz LET,
e operation : 77V r—3 3 VEMEDT Ny
THHETF =T M LET,
euninstall : 7V r—ra DT A A
M= DFT Ny TN ET 4 B—T NI
l—/i‘d‘o

backup-restore

Tr7ANENNy I T v TBLIOETLTLET,

call : Ny 7T v T BIOEILT, T
DTNy TN ET 42— Mz LET,

ebackup : N 7T v TEBIOEILT, Ny
2T T OT Ny TN ET 4 8—T L
WZLET,

« backup-logs : /N 7 T v 7 EB I OMEILT,
Ny T o7 alZor Ny 7HheET 4
=TT LET,

e history : /N> 7T v TR IOMEIL T, BEE
DF Ry PN ET 4 =T M LET,
s testore : /N 7 T v B I OMEILT, HL
DTNy TN %ET 4 B—7 M LET,
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EXEC £— K CiscoISECLIaZ > K|

cdp

Cisco Discovery Protocol (CDP) 1> 7 ¢ ¥ =
L—yay 774,

e all : 3~T® Cisco Discovery Protocol = >/
T4 X2l —a DTNy TH T ¢
-7 LET,

» config : Cisco Discovery Protocol ® =2 2777 ¢
Xal—varDFRNy ZSHhET 48—
T LET,

« infra : Cisco Discovery Protocol D1 > 7 Z

ANTIF DTNy THNET 4 B—
TN LET,

config

a7 4Falb—rary IZrA,

call: TRTOIAL T 4 F2Lb— 3D
TRy THNET 4 =T M LET,

ebackup : Nv /T v 2T 4 F¥Falb—
varOT NNy M ET 4 B—T NI
LET,

eclock: 7wy /7 a7 4F¥alb—v g
DTNy TN ET 42— Mz LET,

einfra: 27 4 X2l —ar 7T
ARNT I F DTy THNET 4 &—
T LET,

ekron: I~V R AFYa—T a7
Fal—arOFNyITHNET 4 &—
T LET,

snetwork : Xy NU—27 a7 4 F a2 b —
arOT Ny T ET =T MZ
LET,

erepository : UARTY MY a7 4 Fal—
varDT Ny THITET 4 =TT
l—/i‘d‘o

eservice : —ERX a7 4 Fal— 3
YOT Ny TN ET 4 2—T M LE
‘a‘o

copy

ab—av R,
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undebug .

icmp

ICMPa— 5D ay 7 4 Fal— g,

all : ICMP =2 —5&0ar 7 4 X2 l—3i 3
YOFTRCOT Ny TN ET 4 B—TIC
LET, 0~7DOMTL_AEREELET, 0
FEK, 7T RTERLET,

locks

UY—2ayFxr s,
call: TRTOY Y —RAryX U TOT
Ny JWHNeT 42— M LET,

efile: 77 A2 yX 2 TOTF Ny THT
AT 4 =TI LET,

logging

X s a7 4 FXal—aryZyrAIl,

all: e F o7 a7 4 F¥alb— g 0DF
TOT Ry TN ET 42—V LET,

snmp

SNMP 2> 7 4 Fal—ay 774/,

all: SNMP 27 4 Fal—va vrDF T
DTNy THH & T 4 E—=T M LET,

system

AT AN T A,
call : TRTDODVAT L T7ANDT Ny
THA%ETF 4 E—T I LET,
eid: AT AID DT Ry TN ET 4
=TIz LET,
sinfo : VAT LEROT AN THNET 4
=TIz LET,

init : AT LAOPEMLOT S T T E
Fo4E—7 M LET,

transfer

7 7 A JVERIE,

user

call : TRTO—PEFIHOT Ry FH
Pr 4=z LET,

s password-policy : /XA T — KR U o —D
2—YEHOT Ny TN 2T 4T
M LET,
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. undebug

utils a—T 4 VT4 a7 4 FXFalb—var Iy
A I,
all: TR CHO2—FT 4 VT a7 4 Fa2l—
arOT Ny TN ET 4 =TI LE
7

AT VR FI4NN T AN NOBEERMHEITH Y A,

ARV FE—F EXEC
15l

ise/admin# undebug all
ise/admin#
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write

write .

CiscoISEV— RN a7 4 Fal—varzabt— For, £REMEET LI, #2512
ZF57E L T EXEC E— KT writewrite=2Z~ > FZ&#FEH L ¥4,

write erasememoryterminal

B DEREA

erase AR =T v T a7 4 Xalb—a Ei
FLET, ZDOA 7 3%, CiscoISE TiL
F A4 =T NTT,

aAavU R FI4ILE

aAvU kR E—F

FEREDAA RZM4 Y

memory FFar T4 Xal—y gk, AFX—KT vy
FarJ 4 Fal—aricar—_LET,

terminal EiTary7 4 Fal—raregarsy—il
:[ [:Q"—‘Lij—o

T 74 E OBIERIEIZS Y EHE AL
EXEC

Cisco ISE T, writewrite=X~ > R Terase 77> a V&35 Z LI TEXEHA,

erase 47 T a & write A~ REELIEHAT AL, CiscolSEIFROTT— A vbE—T%
FoRLET,

% Warning: 'write erase' functionality has been disabled by application: ise

511

ise/admin# write memory
Generating configuration...
ise/admin#

512

ise/admin# write terminal

Generating configuration...
|

hostname ise
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. write
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EXEC Show E— F® CiscoISECLI a7 > F

ZDET(E, EXEC E— FT Cisco ISE REDFRITHMT 2 bER a2~ FD15TH
% showshow =~ > FIZOWTHHAL £, ZOFETIE, a~vr FI L, TOMEHAGIEOMH
BB, a~r RO, H EOTA FI4 0 BLOEABZRLET,

s show (109 ~X—7)

« show application (110 ~<—3)

s show backup (113 ~—73")

s show banner (114 ~<—)

s showedp (115 %—Y)

s show clock (116 ~X—1)

+ show container (117 ~X—73)

s show cpu (121 X—7)

s show crypto (123 ~X—73)

s show disks (124 ~=—7)

s show icmp-status (126 ~<—73")

» show interface (128 ~<—73”)

+ show inventory (130 ~X—73")

e showip (132 ~<X—2)

* show ipv6 route (133 ~X—73°)

» show logging (134 ~<X—71)

s show logins (137 ~X—7)

+ show memory (138 ~X—73)

e showntp (139 ~X—7)

» show ports (140 ~X—3)

* show process (142 ~—737)

» show repository (144 ~X—1)

+ show restore (145 ~X—3)

+ show running-config (146 ~X—73")

+ show snmp engineid (148 ~X—73)

« show snmp user (149 ~<X—3)
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EXEC Show E— F® Cisco ISECLI 2 < > K I

s show startup-config (150 ~X—<)
» show tech-support (151 ~<—71”)
s show terminal (153 ~X—73")

+ show timezone (154 ~X—)

» show timezones (155 ~X—7)

s show udi (156 ~X—72)

s show uptime (157 ~X—737)

* show users (158 ~X—1)

« show version (159 ~_—7)
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show .

show

FEITV AT LOERAEFE T 5121%. EXEC E— RN T showshow=~ > R&H L £,
show keyword (F—7— )

ATVERFIFILR T IANNOBECHEITH Y EHA,

ATV R E—F EXEC

FEREDHA KS4> T3TDshowshow=~ > Fid, HEET 702D L b 1 DOF—TU— FBRLETT,

1

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#
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. show application

show application

EXEC Show E— F® Cisco ISECLI 2 < > K I

VAT UL VAR ALINTWET SN = a s Ry =V R RRT D121, EXECE—
K -C show applicationshow application =~ > N & L £,

show application > file-name
show application [status {application _name})

show application [version {application name}]

BXDEREA >

HhxE77A MV FAL L7 FLET,

file-name

CiscolSET U or—3 g UEREFAFTH T 7
A VDL,

status

AVAPR=ILENTWBT TV r— g0
AT =R ABFRLET,

version

AV AP—LESRNTNET T r—a
(CiscoISE) D7 7Y r—a "=y a
BFRFLET,

application_name

AVAPR=NLENTWBT TV r— a0
£ i,

HE 254K

e begin : —FHT DK —1, K80 LTFD
wHFEEYR— N LET,
count : HITDITEE= I M LET, H
7 count DR IZETFZBIML 77,
| © count D S ERGF 4L,

end : —ETAITTKTLET, K80
NTFORETEYR— N LET,

exclude : —ET 2172 LFET, &K
80 XFDFETFTHEFAR— M LET,

include : —E& 3 2172 &8O FE T, wK 80
WFEORETEYR— N LET,

last : HI1OwBEOEATEE R LET, H
F5 last ORICHETFEZBINLE9, 801TF
THERTEET, T 74/L ME10TT,

| : last D H IJER 24K
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show application .

ATV R FI4NN T ANV NOBEBERMEITH Y A,

ARURE—F EXEC

FERLEDHA KSA4Y VAT LA VA= VENTOD Ny r—=VIClT 27 7V r—vay A7 —H AL~
¥ a v EFRT HITIE, show applicationshow application =~ > K& fifl L £,

511

ise/admin# show application

<name> <Description>

RootPatch Cisco ADE Root Patch

ise Cisco Identity Services Engine
ise/admin#

15 1

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#

15 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.3.0.672

Build Date : Thu Jun 19 19:33:17 2014
Install Date : Thu Jun 19 21:06:34 2014
ise/admin#

15l 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.4.0.205

Build Date : Tue Mar 3 05:37:10 2015
Install Date : Tue Mar 3 21:06:34 2015
ise/admin#

11 3

CiscolSETIFA v ay (LY FR—R) TTREADAT =X ANFRINET, pxGrid,
Certificate Authority, M&T. Identity Mapping Service 72 £ D7 1 & AL, IROIKFED T I
0 ES,

« 3179 (Running) : Cisco ISE ¥ — & X [I8{# T
« FATL T2y (Not Running) : Cisco ISEH—E R [T v v b ¥y S TWET

7 ¢tt—7/L (Disabled) : CiscoISE #—b R |TF 4 &—T L TF
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. show application

ise/admin# show application status ise

ISE PROCESS NAME

EXEC Show E— K CiscoISECLI a7 > K |

PROCESS ID

Database Listener

Database Server

Application Server

Profiler Database

AD Connector

M&T Session Database

M&T Log Collector

M&T Log Processor

Certificate Authority Service
pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager
pxGrid Controller

Identity Mapping Service
ise/admin#

51 4

running
running
running
running
running
running
running
running
running
disabled
disabled
disabled
disabled
disabled

ise/admin# show application status RootPatch

Root Patch installed, and enabled
ise/admin#

1515

ise/admin$# show application version RootPatch

Root Patch VERSION INFORMATION
Version : 1.3.0

Build Date
ise/admin#

March 21 2014 13:04PDT
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3688
41 PROCESSES
6041
4533
6447
2363
6297
6324
6263

Vendor: Cisco Systems, Inc.



| EXEC Show E— K ® Cisco ISECLI 2T > K
show backup .

show backup

VAT LDy 7Ty TRBEEIZIANY I T v T DAT —F AR T HIZIE, EXECE—F
C show backupshow backup =~ > FZfH L £9,

show backup historystatus

XD EHEA history VAT A LDy 7Ty TIZET D IR
ERRALET,
progress VAT ALEDNY IT T AT —H AR KR
]\_/i‘j_‘o

ARV EFI4NAL  T AN FOBEREIZH Y A,

AvURE—FR EXEC

FRLEOHA KSAY YATLONRNy 7T v TEEE AT —2 Z%FRT %121, show backupshow backup =~ > |
AL ET,

11

ise/admin# Show backup history

Wed Apr 10 02:35:29 EDT 2013: backup mybackup-CFG-130410-0226.tar.gpg to repository
myrepository: success

Wed Apr 10 02:40:07 EDT 2013: backup mybackupl-OPS-130410-0239.tar.gpg to repository
myrepository: success

ise/admin#

151 2

ise/admin# show backup status
%% Configuration backup status

% backup name: mybackup

% repository: myrepository

% start date: Wed Apr 10 02:26:04 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackup-CFG-130410-0226.tar.gpg to repository myrepository:
success

%% Operation backup status

% backup name: mybackupl

% repository: myrepository

% start date: Wed Apr 10 02:39:02 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackupl-OPS-130410-0239.tar.gpg to repository myrepository:
success

ise/admin#
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. show banner

EXEC Show E— F® Cisco ISECLI 2 < > K I

show banner

o s A RN T8l A BN —2FE T HI21E. EXEC “E— K T show bannershow
banner=~ > NZ&HEH L £9,

show banner [ post-login | pre-login ]

BXDEREA

aAav> R TFI4ILE

aAvU kR E—F

FEREDHA KS4 Y

post-login BAEDCLI® >~ > 3 > ® Cisco ISE $— /3 TE&%
EFEINnTWabda A BOERPEFERINE
KR

pre-login HAED CLI & v 3 »® CiscoISE Y—/ 3N Ta%
EINTWba s A U HioBERNREREINE
‘d‘o

T 7 4V F OEBHEREIZH Y TR AL
EXEC

77T 4 772 SSHY v I 3 T showbannershow banner=~ > R&fEA LES, 77747 7%

SSH = 3 = > 73 Cisco ISE FHLFE R — X )L CERE SNz [ KEIRFE » v 2 % (Maximum

Concurrent Sessions) | Z#B 2. 726, 145 . & K777 47 SSH & v ¥ g U EICEE
(WARNING: Maximum active ssh sessions reached) | A v —UNFERINET,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show cdp

show cdp .

A F—T 72> T DT Cisco Discovery Protocol (CDP) A > ¥ —7 = A AT %
&9 5121%. EXEC & — R T show cdpshow cdp=2~ > R&fEfH L7,

show cdp all neighbors

B DEREA

AU R TIHIE

AR E—F

FEREDHA FS1 Y

all A R —T W72 > TV D FXTD Cisco
Discovery Protocol f > % —7 = A A% FK R L
\i —g—o

neighbors Cisco Discovery Protocol %1 /N—Z7/R L E T,

T 7 4V N OBEWERMEIZH W FH AL

EXEC

A F—T 7% - T 5 Cisco Discovery Protocol A > % —7 = A A3 L UNCDP R A /N —% KR
95121, show cdpshow edp2~ > R&HH L 9,

11

ise/admin# show cdp all
CDP protocol is enabled...

broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.
CDP is enabled on port GigabitEthernetO.

ise/admin#

151 2

ise/admin# show cdp neighbors
CDP Neighbor: 000c297840e5

Local Interface : GigabitEthernetO
ISE-1141VM-K9

Device Type
Port : ethO

Address : 172.23.90.114

CDP Neighbor: isexp-eswb

Local Interface : GigabitEthernetO

Device Type
Port
Address

: cisco WS-C3560E-24TD
: GigabitEthernet0/5

172.23.90.45

CDP Neighbor: 000c29e29926

Local Interface

Device Type
Port
Address

: GigabitEthernetO

ISE-1141VM-K9

: ethO

172.23.90.115

CDP Neighbor: 000c290fba98

Local Interface

Device Type

Port

Address
ise/admin#

: GigabitEthernetO

ISE-1141VM-K9

: ethO

172.23.90.111
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amsmW%—Pwmmuﬁcu:7>F|
. show clock

show clock

VATAY 7 =T Z7uy7OER, A, BfF BEEL BEREE. BLOEEFRRT DI
EXEC “E— K T show clockshow clock=~ > RZ{#HH L%,

Zoawy FiZE, F—U—FBIUGIEIEH Y XA,

show clock

ATV R FI4ILL T 7 AN DOBERHEIZH Y EH A,

avURE—FR EXEC

FERLEDHA RSq > ROBIO show clock DT, WHEMRE (UTC) | 7'V = VIRHER: (GMT) | Z[ERf
., E723 A= —RHREENET,

1

ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show container

Threat-Centric NAC 7 ¥ 7' % & Wifi i EIZBET B 2 £/r7T 51214, EXEC E— KT show

container =~ > RZfEH L £7,

show container .

Zoa=y ROMNE, Wb A % v o, 727 BMERSNIZ B, 7 X 7% OFATH
W, 7 ¥ 72 OBUEORBICET D MEHERZ R L E T, 27 TR EITDITESNT,
BT E T AT DRMERE TR T O LN TEET,

show container {tc-nac {adapters | all | inspect {container-id container-id | container-name
container-name} | stats {container-id container-id | container-name container-name} } | wifi setup all}

BX DA

te-nac Threat-CentricNAC 7 # 7 Z |23 A i & &
ZT—\‘ l_/ i ﬁ‘o

wifi setup Wi-Fi 27 i ElEME R LET,

all TC NAC & BT % &, Cisco ISE THIH A HE
BRIRTCOTHETE (2T F4RIDEED
T) 2—EFRTLET,
Wi-Fi g% E L AT 2 L. Wi-Fi 2o 7 &% E
HHharFrLET,

adapters Cisco ISE THREESN TS TCNAC 7 & 7 X4

FEFRRLET, a7 FIDBINa T
T THETEBERENTARE, TH TS
DFATHE, 7T X T X DBAEDIRIER —EFK
A~LET,

inspect{container-id container-id |
container-name container-name}

FrE DT 247 2 (2B DRrifl e — 5 FoR
L\ij—o

stats {container-id container-id | container-name
container-name}

FrE DT 27 2T DmaHE et L%
j‘o

>

Hhz7rA ) #4127 P LET,
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. show container

AU R TIFIE

AR E—F

FEREDHA FS14 Y

EXEC Show E— K CiscoISECLI a7 > K |

HEE A%k

s begin : —HT B/ NF— 2 K80 LFD
TR AR— N LET,

count : HIJDIT8E= o FLET, H
78 count DIZIZE T2 BML F9°,

| © count O HAERGT- %L,

end : —ET AT THRTLET, K80
WFEOFERTEYR— M LET,

exclude : —EHT 21T L E T, &K
80 LFDOHEMTFH#YFR— N LET,

include : —E 3 2172 &EHET, &K 80
WEFEORETFEYR— M LET,

last : HOORBEOEITZRRLES, H
it last DRITHT 2B L £, 80 1T
THRRTEET, 774/ MI10TY,

| = last D HTHERGT- 25K,

T 7 4V N OEMERMEIZH W FH AL

EXEC

Threat-CentricNAC 7 & 7 # |23 5 1 #H & /"7 5 121%, showcontainer =~ > RZ&EH L &

B

11

ise/admin# show container tc-nac adapters

CONTAINER ID IMAGE
STATUS PORTS

63b8904f41co irf-adapter—-nexpose
Up 19 hours

8389f7e249cf irf-adapter-tenable
Up 2 days

ise/admin#

151 2

ise/admin# show container tc-nac all

CONTAINER ID IMAGE
STATUS PORTS
63b8904£f41c6 irf-adapter—-nexpose

Up 19 hours

. Cisco Identity Services Engine ') 1) —X 24CLl J 77 LR HA F

COMMAND CREATED
NAMES
"/opt/CSCOcpm/vaservi" 19 hours ago
nexpose
"/opt/CSCOcpm/vaservi" 2 days ago
tenable
COMMAND CREATED
NAMES
"/opt/CSCOcpm/vaservi" 19 hours ago
nexpose



| EXEC Show E— F® CiscoISECLI o< > K
show container .

8389f7e249cf irf-adapter-tenable "/opt/CSCOcpm/vaservi" 2 days
Up 2 days

41921c1539bf irf-core-engine:2.2.6 "/bin/sh -c 'npm star" 3 days
Up 3 days 127.0.0.1:3000->3000/tcp

irf-core-engine-runtime

c4f6f£f3cf628 irf-rabbitmg:2.2.6 "/docker-entrypoint.s" 3 days
Up 3 days 4369/tcp, 5671-5672/tcp, 15671-15672/tcp, 25672/tcp

irf-rabbitmg-runtime

e682a5ab5ad69 irf-mongo:2.2.6 "/entrypoint.sh mongo" 3 days
Up 3 days 27017/tcp

irf-mongo-runtime

ise/admin#

1513

ise/admin# show container tc-nac inspect container-name nexpose
[
{
"Id": "63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21le0ab36alba3044"
"Created": "2016-09-22T11:38:03.1461413162",
"Path": "/opt/CSCOcpm/vaservice/nexposeadapter/bin/nexposeadaptercontrol
"Args": [
"start",
"http://irf-core-engine-runtime:3000/api/adapter/instance/register",
"07bcbaee-fb9f-4845-86cb-886c7c095188"
1,
"State": {
"Status": "running",
"Running": true,
"Paused": false,
"Restarting": false,
"OOMKilled": false,
"Dead": false,
"Pid": 23433,
"ExitCode": 0,

"Error": "",
"StartedAt": "2016-09-22T11:38:05.6094396452",
"FinishedAt": "0001-01-01T00:00:00z"

I
"Image": "06ba3230bd64872b988f4506e7fffddc8c6374c7ece285555eelcc57743ea’
"ResolvConfPath":

""/opt/docker/runtime/containers/6308904£41c6ce2a58660d38e03500104038e650e4e3365e21e0a536albal3044/resolv.conf",

"HostnamePath":

" /opt/docker/runtime/containers/63p8904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536albal3044/hostname",

"HostsPath":

" /opt/docker/runtime/containers/6308904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/hosts",

"LogPath":

"/opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536albal3044/

63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21le0a536alba3044-json.log",

"Name": "/nexpose",
"RestartCount": 0,
"Driver": "devicemapper",

"ExecDriver": "native-0.2",
"MountLabel": "",
"ProcessLabel": "",
"AppArmorProfile": "",

"ExecIDs": [

ago
tenable
ago

ago

ago

’

.sh",

eQ",
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. show container

EXEC Show E— F® Cisco ISECLI 2 < > K I

"d76578aa48118167d9d029037£fcb2e56aa7dce8672b8991a736617a6d6879750"

] r

"NetworkSettings": {
"Bridgell: ""’

"SandboxID": "9873fb92£86e665039%9a6delb5bfe057bc3fd341f7b3%acedee57chbd89b3£f56ce0",

"HairpinMode": false,
"LinkLocalIPv6Address": "",
"LinkLocalIPv6PrefixLen": O,
"Ports": {1},

"SandboxKey": "/var/run/docker/netns/9873fb92f86e",

"SecondaryIPAddresses": null,
"SecondaryIPv6Addresses": null,

"EndpointID": "",
"Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvo6PrefixLen": 0,
"IPAddress": "",
"IPPrefixLen": 0,
"IPv6Gateway": "",
"MacAddress": "",
"Networks": {
"irf-internal-nw": {
"EndpointID":

"8999c12319144cfd66ad4e99ped0f7fbc228779e43f2a7£20c48867b8b3ca7a49",

"Gateway": "169.254.1.1",

"IPAddress": "169.254.1.6",
"IPPrefixLen": 24,
"IPv6Gateway": "",
"GlobalIPv6Address": "",

"GlobalIPv6PrefixLen": 0,

"MacAddress": "02:42:a9:fe:01:06"

51 4

ise/admin# show container tc-nac stats container-name nexpose

CONTAINER CPU % MEM USAGE / LIMIT MEM % NET
I/0 BLOCK I/O
nexpose 0.07% 327.9 MB / 12.43 GB 2.64% 4.501

MB / 2.446 MB 106.4 MB / 21.27 MB

1515

ise/admin# show container wifi setup all

CONTAINER ID IMAGE COMMAND CREATED

STATUS PORTS NAMES

d51711744e7c wifisetup:0.0.12 "/sbin/tini -- /usr/b" 6 days ago Up
6 days wifisetup-container
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show cpu .

show cpu
CPU &%= £~3 HI2iL, EXEC E— KT show cpushow cpu=z~ > RZHH L 9,
Cisco ISE 2 R—x > s T & @ CPUEHFEOWE 2 F/R¥ 5 121X, EXEC E— KT show cpu
usage 2~ FEMEHLES, Zoa~vr RO, o~ RRFEIT SR RO CPU ]
BOAF vy Tay Mt LET,
show cpu > file-name
show cpu statistics
show cpu usage
BX DA > HAe7 7 AN HZA VT P LET,
Sfile-name VXA VI N 27 7 A O4TH,
statistics CPU #iaHE Iz R R L £,
cpu usage A LAPR=NLENTWET TV r—g
(CiscoISE) d=mvAR—x f T LD CPUME
MRZFRLET,
H A%

e begin : —HTH/NF— 1 K80 LFD
P TEYR—NLET,

count : tH1DITHAE I T M LET, H
75 count DIZIZHFZBML £,

| = count D SERfFZEHL,

end : BT AT THRTLET, HK80
WTFORETEYR— N LET,

exclude : —ET 2172 LFET, K
80 LT DI T H VKR — b LET,

include : —& T 2172 &HFE T, K80
LFOHRETEIR—MLET,

last : I DORZEOEATEFR R LET, H
75 last D IZEFTHBM L ET, 801TF
THERTEXET, T 741 ME10TY,

| : last D H JHERGFZ4K,

AT VR FI4NN T AN NOBEBERMEITH Y A
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. show cpu
aAvU R E—F
FRLEOHAA K1Y

EXEC

EXEC Show E— F® Cisco ISECLI 2 < > K I

CPU ff#ht & = DO HEH A KT HI2IL, show cpushow cpu=~ > REMEH L ET,

511

ise/admin# show cpu
processor: 0

model Intel (R) Xeon (R) CPU
speed (MHz) : 1861.914

cache size: 4096 KB
ise/admin#

11 2

ise/admin# show cpu statistics

user time: 265175
kernel time: 166835
idle time: 5356204
i/o wait time: 162676
irg time: 4055
ise/admin#

113

ise/admin# show cpu usage

ISE Function

E5320 @ 1.86GHz

Profiler Database

M&T Session Database
Certificate Authority Service
M&T Log Collector

M&T Log Processor

ISE Indexing Engine
Database Listener
Database Server

processes

Admin Webapp

Profiler

NSF Persistence Layer
Guest Services

Syslog Processor

Quartz Scheduler

RMI Services

Message Queue

BYOD Services

Admin Process JVM Threads
Miscellaneous services
Identity Mapping Service
SXP Engine Service

Threat Centric NAC Docker Service

Threat Centric NAC MongoDB Container
Threat Centric NAC RabbitMQ Container

Threat Centric NAC Core Engine Container

Vulnerability Assessment Database
Vulnerability Assessment Service

O O O OO OO oo oo

. Cisco Identity Services Engine ') 1) —X 24CLl J 77 LR HA F

O O O O O o o o

.04
.00
.05
.00
.00
.05
.00
.00
.00
.19
.17
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

CPU Time Number of threads
1:26.27 3
1:23.06 18
6:57.38 31

20:29.75 7
15:44.23 60
21:34.76 75
0:53.18 2
62:48.64 64
6:46.68 53
0:02.94 26
8:09.70 46
0:00.32 5
0:12.79 3
9:08.80 29
0:05.98 10
0:43.99 4
0:00.00 1
32:50.67 10
30:30.47 3557



| EXEC Show E— K ® Cisco ISECLI 2T > K
show crypto .

show crypto
07 Ay L TWAEHEE L 2—TFOARY—B X O X —I2BT 2R 2 FRT DI,
show cryptoshow erypto 2~ > K& L £,
show crypto authorized keys

show crypto host-keys

show crypto key
X DA authorized_keys WHER 74 L TWA—F DL F—DE
WEFRLET,
host_keys HEa 74 LTS —FDRA N F—%
FKrRLET,
key BfEa 74 LT D2—FOXF—DiER%E
KRLET,

ATVERFIFILL T IANNOBECHEITH Y EHA,

avURE—F EXEC

FHEDAA KSq4> BUER A LTS —HFOFFAF—L F—%2&/R7T DIT1E, show cryptoshow crypto =~ >/
Rz L ET,
B

ise/admin# show crypto authorized keys
Authorized keys for admin
ise/admin#

151 2

ise/admin# show crypto key
admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise

ise/admin#
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EXEC Show E— F® Cisco ISECLI o< > F |
. show disks

show disks

TFTURATDT 7 ANV AT LMEREFRTT HI121%. EXEC E— R T show disksshow disks = <~ >~
REfAHLET,

show disks > file-name

RBX DA > Hhza77A M) 2 AL 7 P LET,
file-name VEA VLT N 5D7 7 A NVD4HI
| e 1255

e begin : —HTH/NF— 1 K80 LFD
P TEYR—NLET,

count : H1DITHAE I T M LET, H
78 count DIZIZE T ZBIML F7°,

| : count D H SERFZEHL,

end : BT AT THRTLET, mK80
WFORETEYR— N LET,

exclude : —E I BHITEBRAA L ET, K
80 LFDOHH T H Y HR— b LET,

include : —& 3 2172 &HFE T, K80
LFOFEH TR —F LET,

last : I DORZEOEIATEFR R LET, H
75 last D IZEFTEEBMLET, 801TF
TRRTEET, T 74/ MI10TT,

| : last D H JHER 24K

ATV R FI4N T ANV NOBEERMEITH Y A,

ARV FE—F EXEC

FEEEDHA KS4 > showdisksshow disks=~ > Ni&, 74 X7 77 A ) VAT L&Al 7T v b7+ —LTD
HYPR—bFSNET,

1

ise/admin# show disks

disk repository: 24% used (3325484 of 14877092)
Internal filesystems:

/ : 5% used ( 24124436 of 540283556)
/storedconfig : 7% used ( 5693 of 93327)
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| EXEC Show E— F® CiscoISECLI o< > K
show disks .

/tmp : 2% used ( 35960 of 1976268)
/boot : 4% used ( 17049 of 489992)
/dev/shm : 0% used ( 0 of 1943756)
all internal filesystems have sufficient free space
ise/admin#
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. show icmp-status

show icmp-status

EXEC Show E— F® Cisco ISECLI 2 < > K I

Internet Control Message Protocol (ICMP) T a—8& D a7 4 X b—ra VIFREFR T D
\Z1%. EXEC “E— KT show icmp_statusshow icmp_status 2~ > K& H L 97,

show icmp_status > file-name

BX D > Hhe7 7 A M) F A4 v FLET,
file-name VEA VI T D7 7 A VO4T,

MO EMF =~ R

s begin : —HTH X — 1, FK80LTFD
PEHTEYR—FLET,

count : BI04 E B M LET, H
78 count DIZIZE T ZBIML F7°,

o | : count D HIES -2~ K,

end : —EBTDHITTHKTLET, K80
EOERFEEYR— M LET,

exclude : —ET HITHFRIN L ET, K
80 LT DHH T HYR— R LET,

include : —E T 172 &HFET, K80
LFOFEH TR —F LET,

last : I DORZEOEIATEFR R LET, H
75 last D IZEFTEEBMLET, 801TF
TRRTEET, T 74/ MI10TT,

o| @ last DHIMER T2~ R,

ATV R FI4N T ANV NOBEERMEITH Y A,

ARV FE—F EXEC

FEELEDHA K54 > Internet Control Message Protocol (ICMP) T3 —IG&D a7 4 F a2 bL— a UMEREFRT D
{21, show icmp_statusshow icmp_status =2~ > R&2fEfH L £,

511

ise/admin# show icmp status
icmp echo response is turned on
ise/admin#

. Cisco Identity Services Engine ') 1) —X 24CLl J 77 LR HA F



| EXEC Show E— K ® Cisco ISECLI 2T > K
show icmp-status .

15 2

ise/admin# show icmp status
icmp echo response is turned off
ise/admin#
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. show interface

EXEC Show E— F® Cisco ISECLI 2 < > K I

show interface

PIZRESNTWAEASL L E—T oA ZADa2—WF YT 4 2T —F XA F£ T 5HI121%, EXEC
£ — R C show interfaceshow interface =~ > K& L =9,
show interface > file-name

show interface GigabitEthernet {0-3}

BXDEREA

AU R TIHIbE

AR E—F

FEREDHA FS1 Y

> HhuE77 AN HEAL L7 FLET,

file-name A B—=T A AEREVFXA VI T DT 7
A VDL R,

GigabitEthernet BEOXITEY hA—HV Xy b ¥ —T =
A ADEREFRLET,

0-3 XAy b A=Yy bEH, BHTELT
REMEDH 5% 0. 1. 2, 3.
HMEA 1225k

e begin : —HTH /X7 —, FK80LTFD
PR T EYR—FLET,

count : HAIDITHAE I NLET, B
#& count DT ZEML £,

end : —ET AT THRTLET, K80
LFOREFEY AR — N LET,

exclude : —E 3 BH1TEBRALET, K
80 LFDHEMFH# Y R—FLET,

include : —E T AT &EHET, &K 80
WFEOFERTEYR— M LET,

last : I DHRZEOEITER I LET, H
75 last DZICEFTZEMLEF, 801TE
THERTEET, T 7410 ME10TY,

T 7 4V N OEMERMEIZSH W FH AL

EXEC

show interface GigabitEthernet Oshow interface GigabitEthernet 0/t /) DA > % —7 = A 21X, 3
DOIPV6 T RLARH Y £, %@®4y& Fv b7 RV Gffe AKE) 13, A7 — R L
AHBREZEH LR TT, AZICT DI, £V TRy FTIPV6 /L— bk 7 32 A
AR NIRA R—=T VT fcﬁOTb\éJé\EZP&J@ EFT, ROT FLA (fe80LARE) 1L, A LD

. Cisco Identity Services Engine ') 1) —X 24CLl J 77 LR HA F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show interface .

AN A T —TNFEEL2WY v a—H)L 7 R ATY, IPv6 HEEYE F 7-1% DHCPv6 3%
EIZERRK V7 v— v T RUARFIZEREINET, &HEOT RLZX (2001 LAFE) 13,
IPv6 DHCP $— "\ 5 BfS L= fE R ¢,

11

ise/admin# show interface

ethO

lo

sit0

ise/admin#

512

Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4

inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:48536 errors:0 dropped:0 overruns:0 frame:0

TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
Link encap:IPv6-in-IPv4

NOARP MTU:1480 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

ise/admin# show interface GigabitEthernet 0

ethO

ise/admin#

Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05

inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link

inet6 addr: 2001:558:££f10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:77848 errors:0 dropped:0 overruns:0 frame:0

TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000
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amsmW%—Pwmwmﬁcu:7>P|
. show inventory

show inventory

CiscoISET 7' FAT U AET ARV I TNEGRE, "—F0U=7 L X0 M VICHET 51
WA FoR"T HIZI1X,. EXEC “E— R C show inventoryshow inventory =~ > K& il L £,

show inventory > file-name

RBX DA > Hhza77A M) 2 AL 7 P LET,
file-name NN=RT=T A X NVIEREV XA L
N2 7 7 A DA,
B 25 5

e begin : —ETH/ K —1, FK8OILFD
YT R AR— b LET,

count : HATDITHAE I T M LET, H
7 count DRI TFZBIML 77,

end : BT AT THRTLET, mK80
WFORETEYR— N LET,

exclude : —E I BHITEBRAA L ET, K
80 LFDOHH T H Y HR— b LET,

include : —& 3 2172 &HFE T, K80
LFOFEH TR —F LET,

last : I DOHRZEOEKITEFR R LET, H
75 last D IZEFTEEBMLET, 801TF
TRRTEET, T 74/ MI10TT,

ATV R FI4NN T 7AN NOBEERMHEITSH Y A

ARV FE—F EXEC

FEEDHA KS4 CiscolSET 774 7 2ADIE#RZFKIRT %IZ1E, show inventoryshow inventory =~ > N % fi ]

LET,

£l

ise/admin# show inventory

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis™"
PID: ISE-VM-K9 , VID: V01l , SN: H8JESGOFHGG

Total RAM Memory: 1035164 kB

CPU Core Count: 1

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda
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| EXEC Show E— K@ Cisco ISECLI a7 > K
show inventory .

Disk 0: Capacity: 64.40 GB

Disk 0: Geometry: 255 heads 63 sectors/track 7832 cylinders
NIC Count: 1

NIC O: Device Name: ethO

NIC O: HW Address: 00:0C:29:6A:88:C4

NIC 0: Driver Descr: ethO: registered as PCnet/PCI II 79C970A
(*) Hard Disk Count may be Logical.

ise/admin#
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. show ip

show ip

EXEC Show E— F® Cisco ISECLI 2 < > K I

IP )L — hMEH % £R$ 5121, EXEC &— K C show ipshowip=~ > FZ&H L £,

show ip route

B DEREA

AR TFI4ILE

aAvU R E—F

FREDHA KS1 Y

. Cisco Identity Services Engine ') 1) —X 24CLl J 77 LR HA F

route

IPL— MEREFRRLET,

T 7 X/ N OEBMERLHEIZH Y AL

EXEC

COa<wy RXIPAN—T 4T T =T N EERLET,

il

ise/admin# show ip route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.21.79.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
0.0.0.0 172.21.79.1 0.0.0.0 UG 0 0 0 ethO
ise/admin#



| EXEC Show E— K ® Cisco ISECLI 2T > K
show ipv6 route .

show ipv6 route

IPv6 /b— MMEHZFK/RT H121E, EXEC £— K T show ipv6 routeshow ipvé route =~ > N % fiff
HALET,

show ipv6 route

ATVERFIFILR T IANNOBECHEITH Y EHAL

ATV R E—F EXEC

FEEREDHA KSAY O RE IV NV—T 47 T—=TNeFRLET,

£ 1

ise/admin# show ipv6 route

Destination Gateway Iface
2001:DB8:cc00:1::/64 2001:DB8:cc00:1::1 ethO
ff02::1:2/128 ff02::1:2 ethO
ise/admin#

{51l 2

ise/admin# show ipv6 route

Destination Gateway Iface
2001:db8::/64 HH ethO
2015:db8::/64 HH eth3
2020:db8::/64 2001:db8::5 ethO
default 2001:db8::5 ethO
ise/admin#
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. show logging

show logging

VAT L aX U (syslog) OIEBIOEEO AT LA aX 7 Ny 7y DANRERRT
51Zi%. EXEC “&— R T show loggingshow logging=~ > R&{FEH L £,

show logging > file-name

show logging application application-logfile-name

EXEC Show E— F® Cisco ISECLI 2 < > K I

show logging container tc-nac {container-id container-id [log-name name-of-log-filetail] |

container-name container-name}
show logging internal

show logging system system-logfile-name

BX DA

> MhzEZ77AMZIEA VT FLET,

file-name VAT A uIIEREVEA VT ST LT A
IV D4Rl

application TFVr—varaliEzFRRrLET,

application-logfile-name

TV r—ar a7y A LOLH

container tc-nac

Threat Centric-NAC =2 > 7 F 2 E R LET,

container-id container-id [log-name
name-of-log-filetail]

BEIN=arTF (TC-NAC T X7 H) I
BhEd 2507 77 A Vv E2FRRLET,

container-name container-name

feESNT=aTF (TCNAC T EFH) I
#2207 77 A NV EERLET,

internal syslog DAY 7 4 Xalb—vaazRRLE
R
system VAT LD syslog R RLET,

system-logfile-name

AT A al Ty A IO

system-file-name

VAT A ad Ty A VDL,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

avy KT+

AR E—F

FEREDHA K54V

show logging .

H A EE A%k

s begin : —HT B X — 2 K80 LFD
T A AR— N LET,

count : HAJDITEE=h o FLET, H
78 count DIZIZE T2 BIML F7°,

end : —ETHITTHRTLET, K80
WFEOFRRTFTEYR— M LET,

exclude : —EHT 21T LT, &K
80 XF- DT A Y AR — M LET,

include : —E9 2172 & ET, &K 80
LFEOER T R—FLET,

last : WO OEEOEITEE R LET, H
75 last DRI TABIMLE T, 8017
TERTEET, T 74/ MI10TT,

T 7 4V h OEHERAEIZH Y TR AL

EXEC

ZDawy R, syslogm 7 —BLOA Ry haX o/ oREEZFRLET, ZOREIZE,
AARNT RLRA, aX o B, 32— NIl hoTWAuaXr Vot (avy/—n, =4,
Ny T7. FFHIIFRADN BDEENFET,

i1

ise/admin# show logging system
0 Feb 25 2013 15:57:43 tallylog
1781 Feb 26 2013 02:01:02 maillog
4690 Feb 26 2013 02:40:01 cron
0 Feb 25 2013 15:56:54 spooler
0 Feb 25 2013 16:10:03 Dboot.log
0 Feb 25 2013 16:00:03 btmp
38784 Feb 26 2013 02:19:48 wtmp
16032 Feb 26 2013 02:19:47 faillog
32947 Feb 26 2013 00:38:02 dmesg
63738 Feb 26 2013 02:19:49 messages
146292 Feb 26 2013 02:19:48 lastlog
13877 Feb 26 2013 01:48:32 rpmpkgs
129371 Feb 26 2013 02:40:22 secure
27521 Feb 25 2013 16:10:02 anaconda.syslog
345031 Feb 25 2013 16:10:02 anaconda.log
0 Jul 28 2011 00:56:37 mail/statistics
1272479 Feb 26 2013 02:42:52 ade/ADE.log
567306 Feb 26 2013 02:40:22 audit/audit.log
24928 Feb 26 2013 02:40:01 sa/sa26
0 Feb 25 2013 16:01:40 pm/suspend.log
ise/admin#
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EXEC Show E— K CiscoISECLI a7 > K |
. show logging

2
CiscoISE /= ROT 7V r—=rar ul 7y A )VeFRd D103, ROa<vy FEEHALE
h@‘o

ise/admin# show logging application
61 Oct 07 2016 03:02:43 dbalert.log
4569 Oct 07 2016 03:21:18 ad agent.log
0 Oct 07 2016 03:13:18 ise-elasticsearch index indexing slowlog.log
0 Oct 07 2016 03:02:59 edf.log
124 Oct 07 2016 03:21:59 diagnostics.log
8182 Oct 07 2016 03:26:45 caservice.log
426 Oct 07 2016 03:19:17 redis.log
1056 Oct 07 2016 03:13:07 caservice bootstrap.log
49637 Oct 07 2016 03:27:40 passiveid-mgmt.log
0 Oct 07 2016 03:02:59 passiveid.log
0 Oct 07 2016 03:13:18 dise-elasticsearch index search slowlog.log
14152 Oct 07 2016 03:26:03 collector.log
0 Oct 07 2016 03:02:59 idc-endpoint.log
134 Oct 07 2016 03:22:34 ocsp.log
0 Oct 07 2016 03:02:59 dbconn.log
0 Oct 07 2016 03:02:59 idc-kerberos.log
100958 Oct 07 2016 03:24:43 crypto.log
0 Oct 07 2016 03:02:59 idc-syslog.log
0 Oct 07 2016 03:02:59 replication.log.2016-10-04.1
10394 Oct 07 2016 03:24:01 guest.log
0 Oct 07 2016 03:02:59 guest.log.2016-10-07.1
0 Oct 07 2016 03:02:59 wvcs.log.2016-10-04.1
288624 Oct 07 2016 03:27:25 ise-psc.log
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show logins

show logins .

VAT A u s A rOREREFERT HIZIL, EXEC £ — R T show loginsshow logins =~ > N % fiff

}EH I_/\ij—‘o

show logins cli

X DEREA cli

civn A VEEe—HERLET,

ARV R FI4AL  T AN FOBERLEIZH Y A,

ARV FE—F EXEC

FEREDHA KSqy diX¥x—U—FEHETINLERHY £3, HELRVGA.

il

ise/admin# show logins cli

admin pts/0 10.77.137.60
admin pts/0 10.77.137.60
admin pts/0 10.77.137.60
reboot system boot 2.6.18-164.el5PA
admin ttyl

reboot system boot 2.6.18-164.el5PA
setup ttyl

reboot system boot 2.6.18-164.el5PA
wtmp begins Thu Aug 5 16:05:36 2010
ise/admin#

Fri
Fri
Fri
Thu
Thu
Thu
Thu
Thu

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

U O Ul U U oYy oY O

09:
:56
07:
18:
18:
18:
17:
16:

08

45

17
17
15
09
43
05

TT=DEELET,

still logged in
:33)

09:30
08:43

down

18:07

(00
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. show memory

show memory

TARTOETT 2RO AT VMHELZRRT 521X, EXEC E— F T show memoryshow

AR FI4ILE

O R E—F

FEREDAA RZA Y

memory 2~ > REMHLET,

Zoawry NI, F—U—FBIXOEIEIEHY A,

show memory

77 4 FOEEREIZH D EE A,

EXEC

EXEC Show E— F® Cisco ISECLI 2 < > K I

fEfH A€V 23T 51201E, show memoryshow memory =1~ > Rz L F7,

1

ise/admin# show memory
total memory: 4394380 kB
free memory: 206060 kB
cached: 1111752 kB
swap-cached: 9072 kB

output of free command:

total used free shared buffers cached

Mem: 4394380 4188576 205804 0 147504 1111748
-/+ buffers/cache: 2929324 1465056

Swap: 8185108 192728 7992380

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show ntp

AU R TIHIE

AU RFE—F

FEREDHA FS14 Y

Network Translation Protocol (NTP) BHEEA}IT DA T — 4% R % FKRT HITIL,

show ntpshow ntp 2~ > K& L £,
Zoavwy RIZE, F—U—RBIUBIHEIEIH Y EH A,

show ntp

T 7 4V N OBEMERMEIZH W FH AL

EXEC

show ntp .

EXEC £— R T

Network Translation Protocol (NTP) BH#f}1FZ#&K<9 % IZ1%, show ntpshow ntp =~ > K% fiff

MLET,

1

ise/admin# show ntp
Primary NTP : ntp.esl.cisco.com
Secondary NTP : 171.68.10.150
Tertiary NTP : 171.68.10.80
synchronised to local net at stratum 11
time correct to within 11 ms
polling server every 128 s
remote refid st t when poll reach delay offset jitter

*127.127.1.0 .LOCL. 10 1 9 64 377 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 11 64 0 0.000 0.000 0.000
171.68.10.150 .INIT. 16 u 11 64 0 0.000 0.000 0.000

Warning: Output results may conflict during periods of changing synchronization.

ise/admin#
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EXEC Show E— F® Cisco ISECLI 2 < > K I

. show ports
show ports
TIT 4 TRR— b E) v AT HT_RTOTa AT 5 EREERT 5HIC1E, EXEC
& — KT show portsshow ports 2~ > K& L £,
show ports > file-name
X DA > HHE7 7 AN FA LT P LET,
file-name VEA VLT N 5D7 7 A NVD4HI
| e 1255

AR R FI4ILE

ATV R E—F

FRLEDHA KS1 Y

e begin : —HTH/NF— 1 K80 LFD
P TEYR—NLET,

count : H1DITHAE I T M LET, H
78 count DIZIZE T ZBIML F7°,

| : count D H SERFZEHL,

end : BT AT THRTLET, mK80
WFORETEYR— N LET,

exclude : —E I BHITEBRAA L ET, K
80 LFDOHH T H Y HR— b LET,

include : —& 3 2172 &HFE T, K80
LFOFEH TR —F LET,

last : I DORZEOEIATEFR R LET, H
75 last D IZEFTEEBMLET, 801TF
TRRTEET, T 74/ MI10TT,

| : last D H JHER 24K

77 4N FOBERLEIZH Y EE A,

EXEC

showportsshowports 2~ > R&FEITT 286, R— NR3T7 77 4 7t vy a VBT
NTWDHRERDH Y £77,

1

ise/admin# show ports
Process : java (22648)

tcp: 0.0.0.0:9024, 127.0.0.1:2020, 0.0.0.0:9060, 0.0.0.0:37252, 127.0.0.1:8
005, 0.0.0.0:9990, 0.0.0.0:8009, 0.0.0.0:8905, 0.0.0.0:5514, 0.0.0.0:1099, 0.0.0
.0:61616, 0.0.0.0:80, 127.0.0.1:8888, 0.0.0.0:9080, 0.0.0.0:62424, 0.0.0.0:8443,
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show ports .

0.0.0.0:443, 0.0.0.0:8444

udp: 172.21.79.91:1812, 172.21.79.91:1813, 172.21.79.91:1700, 0.0.0.0:48425
, 172.21.79.91:8905, 172.21.79.91:3799, 0.0.0.0:54104, 172.21.79.91:57696, 172.2
1.79.91:1645, 172.21.79.91:1646

Process : timestenrepd (21516)
tcp: 127.0.0.1:56513, 0.0.0.0:51312
Process : timestensubd (21421)

tcp: 127.0.0.1:50598
Process : rpc.statd (3042)
tcp: 0.0.0.0:680
udp: 0.0.0.0:674, 0.0.0.0:677

Process : ttcserver (21425)

tcp: 0.0.0.0:53385, 127.0.0.1:49293
Process : timestensubd (21420)

tcp: 127.0.0.1:51370
Process : redis-server (21535)

tcp: 0.0.0.0:6379
Process : portmap (2999)

tcp: 0.0.0.0:111

udp: 0.0.0.0:111
Process : Decap main (22728)
—--More--
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show process

show process

TIT 4 Tt AT A 1ERE R R T 5121, EXEC E— K C show processshow process
ax s RaHLET,

show process > file-name

BX D > Hhe7 7 A M) F A4 v FLET,
file-name VEA VI T D7 7 A VO4T,

| (EE) o HEMiF25K

e begin : —HTH/NF— 1 K80 LFD
P TEYR—NLET,

count : H1DITHAE I T M LET, H
78 count DIZIZE T ZBIML F7°,

end : —ETHITTKTLET, K80
LFEOFEH YR — b LET,

exclude : —ET 2172 L FET, K
80 XFDOHHFTHE Y HR— b LET,

include : —E9 2172 & EI, &K 80
XFOFET =Y R—FLET,

last : HI1OWBEOEITEE R LE T, H
75 last D IZEFTEBMLET, 801TF
THERTEET, T 74/L ME10TT,

SR E TR T AN FOBEREES ) E A,

AvURE—F EXEC

GERELEDHA KSA> % 2: show process D 7 1« — )L K DEREA

J4—ILK EBA

USER arA v Liza—,

PID 7'rm& X ID,

TIME A RS T S 7Rzl

TT 7'ak 2 & HIET D AR,

COMMAND I RXERiTa~vr KO¥ A7,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

1

ise/admin# show process
TIME

USER
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
rpc
root
--More--
ise/admin#

PID
1

2
3
4
5
6

7

10
11
170
173
175
239
240
458
488
489
492
493
500
509
536
569
1663
1664
1691
1693
1695
1697
2284
2286
2318
2350
2381

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
132
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00

02
00
00
00
00
00
00
01
00
00
00
00

00
00
00
00
00
00
00
07
00
00
00
00
00
00
00
00
00
00
10
00
00

3
3

R S e B S R I S S R S S R I S S R I R I S S S S S R S I I IS IV AR

COMMAND
init
migration/0
ksoftirqgd/0
watchdog/0
events/0
khelper
kthread
kblockd/0
kacpid
cqueue/0
khubd
kseriod
kswapd0
aio/0
kpsmoused
mpt_poll O
scsi eh O
ata/0

ata aux
kstriped
kjournald
kauditd
udevd
kmpathd/0
kmpath_handlerd
kjournald
kjournald
kjournald
kjournald
auditd
audispd
debugd
portmap
rpciod/0

show process .
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show repository

show repository

VARY NI DOT 7 A NVORNEEFKRT 5121, EXEC E— KT show repositoryshow repository
avy REEHLET,

show repository repository-name

BX DA repository-name NEZFRT DU RY Y OXAREL, K303
FORBF oY R—FLET,

ATV R FI4NN T AN NOEERMEITH Y A,

ARV FE—F EXEC

FEREDHA KSq4> VAT FIORNEELFRT HITIE. show repositoryshow repository =~ > RAfEH L £7,
451

ise/admin# show repository myrepository
backl.tar.gpg

back2.tar.gpg

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show restore .

show restore

BB L8 TDO AT —H A FKRT 5HI121%, EXEC &— K T show restoreshow restore =1 < .~
RZ2fEHALET,

show restore historystatus

B DEREA

aAav>U RTFI4ILE

AR E—F

FEREDHA K54

history VAT LOETEEE R LET,
status VAT LADETOREEFERLET,

T 7 4V h OEBHEREIZH Y TR AL

EXEC

1

ise/admin# show restore history

Wed Apr 10 03:32:24 PDT 2013: restore mybackup-CFG-130410-0228.tar.gpg from repository
myrepository: success

Wed Apr 10 03:45:19 PDT 2013: restore mybackupl-OPS-130410-0302.tar.gpg from repository
myrepository: success

ise/admin#

ise/admin# show restore status

%% Configuration restore status

% No data found. Try 'show restore history' or ISE operation audit report
%% Operation restore status

No data found. Try 'show restore history' or ISE operation audit report
ise/admin#
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EXEC Show E— K ® Cisco ISECLI a7 > K |
. show running-config

show running-config

BUEDFATA L T4 Fal—valr 7rANVERFar 74 Falb—a VONEEERRT S
121X, EXEC &— R C show running-configshow running-config=~ > N Z i L £ 9,
Zoavy R, ¥—U—RFBXUBIHEIEH Y £H A,

show running-config

aATYRFI4LE AL

avURE—FR EXEC

FELEDHA K54 > showrunning-configshow running-config= ~ > Fi&, T TDITa 7 1 F = b—a ANFHR
R FLET,

1

ise/admin# show running-config

Generating configuration...

I

hostname ise

I

ip domain-name cisco.com

I

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

I

ip name-server 171.70.168.183
I
ip default-gateway 172.23.90.1
I

clock timezone UTC

|

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$xMZ/XL4tH15Knf.FfcZZr. role admin

|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet O
I

icmp echo on
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| EXEC Show E— K@ Cisco ISECLI a7 > K
show running-config .

ise/admin#
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amsmW%—Pwmmuﬁcu:7>F|
. show snmp engineid

show snmp engineid

T AN RO, FRIFHEE LT =PV ID 2 F AT 5HIZ1E,. EXECE— K T show snmp engineid
av Y REFEHALET, Z0a~vr R, T ATHRESNTZe—A/LSNMP = U B X
RTRTCOYE—F =D ID 2FRLET,

show snmp engineid

ATV R FI4ILL T 7 AN DOBERHEIZH Y EH A,

avURE—FR EXEC
151

ise/admin# show snmp engineid
Local SNMP EngineID: 0x1234567

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show snmp user

ERIANTND snmp = —H DY A MEFERRT HIZIE, EXEC E— KT show snmp user =~ >~

ARV R TIFIbE

aAvYU R E—F

REfHLET,

show snmp user

77 4V F OEBHEEIZH Y TR AL

EXEC

1

ise/admin# show snmp user

User: snmp3
EngineID: 80001£88044b4951504a375248374c55
Auth Protocol: sha
Priv Protocol: aes-128

ise/admin#

show snmp user .
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. show startup-config

EXEC Show E— F® Cisco ISECLI 2 < > K I

show startup-config

AU R TIHIE

FEREDHA FS14 Y

AR =K Ty T ar7 o Fal—vary Z7rAFERiFar7 4 Xal—va r ONKEE
R BHI21E, EXEC E— K C show startup-configshow startup-config=~ > R & L £,

Zoa<wy R, F—U—FBXOBIEITIHD T A,

show startup-config
2L

show startup-configshow startup-config=~ > NI, T X TDRALZ— T v a7 1 Fal—
vaUslFmRERRLET,

1

ise/admin# show startup-config
I

hostname ise
I
ip domain-name cisco.com
I
interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig
I
ip name-server 171.70.168.183
I
ip default-gateway 172.23.90.1
I

clock timezone UTC

|

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$xMZ/XL4tH15Knf.FfcZZr. role admin

|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet O
|

icmp echo on

|

ise/admin#
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show tech-support .

show tech-support

BFA—NREDT 7 =00 B R— MEWEZ LR T 5I21E, EXEC & — KT show
tech-supportshow tech-support =~ > N&ffH L £,

show tech-support > file-name

show tech-support file file-name

X DA > WhEZ77AMZV XA 17 NLET,
file EBEOT V=NV R— T —FET 7 AL
ELTr—HN T 4 ATIRIFLET,
file-name TNV R— N T =2/ 7T D57 74
Nhe BR800 LF-DFHTFH VAR — b LE
7

AR R FoIAN R SAT— RREOMOEF 2 U T ¢ fERIE, HAICEERSHEE A

ARV kFE—F EXEC

FEEEDHA K54 > show tech-supportshow tech-support=~ > R, F 77V a—7 ¢ 7 OHBYT, Cisco ISE
P —NICEHT D2 RKEDOHERENET L2DIELHLET, MEEZHRETDHEEIC, 77201
A— hoHYFICH I ZREL ET,

1

ise/admin# show tech-support
Ak Ak hkhkhkhkkhkkhkhkhkhkhkhkhkhkhkhkhkkhkkhkhkhkhkhkhrkhrhkhkhkhkkhkhhhhhhxxkx

Displaying ISE version ...
khhkkhkhhkkhkhkkhkhkkhkhhkhhkhkhkkhhhkhkhkhkhkkhkhhkhkhkhkhkhkrkhkhkhkhhkhx*k

Cisco Identity Services Engine

Version :1.3.0.862
Build Date : Tue Oct 14 19:02:08 2014
Install Date : Wed Oct 15 09:08:53 2014

R R R S

Displaying Clock ...

R T R S

Tue Oct 21 11:24:08 IST 2014

R T R S

Displaying UDI ...

R T R S

ISE-VM-K9

R T R S

Displaying ISE application status ....

R T R S

ISE PROCESS NAME STATE PROCESS ID
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. show tech-support

. Cisco Identity Services Engine ') 1) —X 24CLl J 77 LR HA F

--More--
(press Spacebar to continue)
ise/admin#

1

ise/admin# show tech-support
R R R R R R R R R R R R R R R R

Displaying ISE version
R R R R R R R R R R R R R R R

Cisco Identity Services Engine

Version : 1.4.0.205

Build Date : Tue 03 Mar 2015 05:37:10 AM UTC
Install Date : Tue 03 Mar 2015 08:25:37 PM UTC

R R R R R R R R R R R R R R Rk

Displaying Clock

R R R R R R R R R R R R R R R R

Mon Mar 16 03:51:35 UTC 2015

R R R R R R R R R R R R R Rk

Displaying UDI

R R R R R R R R R R e R R R R R R

ISE-VM-K9

R R R R R R R R R R R R R R R R

Displaying ISE application status
R R R R R R R R R R R R R R

ISE PROCESS NAME STATE

—-—-More—-—
(press Spacebar to continue)
ise/admin#

EXEC Show E— F® Cisco ISECLI 2 < > K I

PROCESS ID



I EXEC Show E— K ® Cisco ISECLI 2T > K

show terminal

R 7 4 Fal—a NI RA—HD

show terminal .

B AR A BS T 5121E, EXECE— KT

show terminalshow terminal =~ > &/ L £7,
Zoa<wy L, F—U—FBXUSIEIEEHY T A,

show terminal

ATV EFI4NA L T AN FOBEREIZH Y EE A,

ATy R E—F EXEC

FEHEDAA KS4 > KOEXTIE, show terminal (11 /jD 7 4 —/L FIZHOWTHBILET,

%= 3:show terminal 7 4 — )L K MDA

J4—ILF

B

TTY: /dev/pts/O

TARDZ A TN HDIEHEDOH N 2R L E
B

Type: “vt100*

HEFHIN TWAEED X A7,

Length: 27 lines

WRT 4 AT LA DREE,

Width: 80 columns

KT 4 AT LA DILFEH T LONE,

Session Timeout: 30 minutes

Yty a T, AR T T 5 E ORI (H
L 53)

il

ise/admin# show terminal

TTY: /dev/pts/0 Type: "vtl00"

Length: 27 lines, Width:

Session Timeout: 30 minutes

ise/admin#
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amsmW%—Pwmmuﬁcu:7>F|
. show timezone

show timezone

VAT DIRE SN TV A R 2 3Rk 9 5 121%. EXEC £ — K T show timezoneshow timezone
o< REFHLET,
Zoawry NiZiE, F—U—FBXO5IEEHY A,

show timezone

Zoawy RiOE, F—U—FBIXUSIHITIHY T8 A,

AT RFIAILR T 7 4V h OEHEEIZH D FHAL

AvURE—FR EXEC

FEREDAARS1> f

ise/admin# show timezone
UTC
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show timezones .

show timezones

AU R TIHIE

AU RFE—F

FEREDHA FS14 Y

BRI ATRER IS DO Y 2 M ZEUET 5 121%,. EXEC “E— K T show timezonesshow timezones = <
Y REMEHLET,

Zoavwy FiZE, F—U—FBIUGIEIEH Y XA,

show timezones

7T 7 4V FOEBHEEIZH Y FH AL

EXEC

Cisco ISE $— X Tffi Al e B O iz > T, Tclock timezone| OIEA SR L TL 77
S,

il

ise/admin# show timezones
Africa/Cairo
Africa/Banjul
Africa/Nouakchott
Africa/Gaborone
Africa/Bangui
Africa/Malabo
Africa/Lusaka
Africa/Conakry
Africa/Freetown
Africa/Bamako

—--More—--—

(press Spacebar to continue)
ise/admin#
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EXEC Show E— F® Cisco ISECLI 2 < > K I

B showudi

show udi

Cisco ISE 777 A 7 ADEH T /34 ZikHl+ (UDD (2R3 215 @®EFRRT HI2iL, EXEC
F— R C show udishow udiz~ > R&Z{#HF L £,

Zoa<wy R, F—U—FBXOBIEITIHD T A,

show udi

ARV EFI4NAL  T AN FOBEREIZH Y EH A,

avURE—FR EXEC

FEREDHA R34 fHi1

ise/admin$ show udi
SPID: ISE-3415-K9
VPID: V01

Serial: LAB12345678
ise/admin#

512
wOH %, VMware —/3C show udishow udiz~ > FEZEIT LI ZICEREINET,

ise/admin# show udi
SPID: ISE-VM-K9
VPID: V01

Serial: 5C79C84ML9H
ise/admin#
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show uptime .

show uptime

CiscoISE V" — "M E%12 U 7' — h SN TH B OETHM 2 F 74 5121, EXEC £ — K Tshow
uptime =~ > REFEHLET,

show uptime > file-name

BX D > HhaE7 7 A M) FA4 v FLET,
file-name VEA VI 8T D77 A VDA,
| H e T 255

s begin : —HTH/NF— 1 K80 LFD
TR — N LET,

count : HAJDITE A= Z o FLET, H
78 count DIZIZE T2 BIML 77,

end : —ET AT THRTLET, K80
WFEOFRETFEYR— M LET,

exclude : —EHT 21T L3, &K
80 XLF DT H AR — b LET,

include : —E9 2172 & ET, &K 80
LFEOER T E Y R—FLET,

last : HADEEDOEATEZRRLET, H
it last ORRIHT 2B L EF, 801TH
TERTEET, 774/ MI10TT,

ATV RFI4ILL T 7 AN NOBERHEIZH Y £H A,

ATV RE—F EXEC

FEREDHA K54 D showuptime % L T, CiscoISE ¥ — "ME4IZ ) 7 — b ST 6 O FEITRERM 4 ffg7d
L/i‘é—c

1

ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#
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. show users

show users

EXEC Show E— F® Cisco ISECLI 2 < > K I

Cisco ISEV—Njca 7/ Af v L TWAba—YD—E2E£ T 2121, EXEC FE— K T show
usersshow users =~ > RZ2fHH L9,

show users > file-name

B DEREA

AU RTIAIE

AR E—F

FRLEDHA KS1 Y

> MhaE77 AN HZAL LT FLET,
file-name VEA VLT N 5D7 7 A NVD4HI
| H I E A1 255

e begin : —HTH/NF— 1 K80 LFD
P TEYR—NLET,

count : H1DITHAE I T M LET, H
78 count DIZIZE T ZBIML F7°,

end : —ET 2T THRTLET, HK80
WFEORETEYR—FLET,

exclude : —ET 2172 L FET, K
80 LFDIEFH R — M LET,

include : —E9 2172 & EI, &K 80
XFOFET =Y R—FLET,

last : HAOOEKEOEITEF R LT, H
75 last D IZEFTEBMLET, 801TF
THERTEET, T 74/L ME10TT,

77 AV S OBIERIELDH D EE A

EXEC

Z @ show usersshow users =~ > N|%, CiscoISE — R ica /4 v L TWBa—TD—E %
BTG EIERHLET,

£

ise/admin# show users

USERNAME ROLE HOST TTY LOGIN DATETIME

admin Admin 10.77.202.52 pts/0 Tue Feb 26 20:36:41 2013

USERNAME ROLE STARTDATE
% No disonnected user sessions present
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show version .

show version

VATALDY T 2T N= g VT AERBLIOY T U =T DA VA MR E R
7T 5I21%. EXEC E— KT show versionshow version=~ > K& {# ] L £,

show version > file-name

show version history

BXDEREA

AR TFIAILE

aAvU R E—F

EREDAARZA

> MhzE7r7 AN ZA L7 FLET,
file-name VEA VI T DT 7 A VDL,
history VI U T RN—=T a3 COEREIERE R LE
o
e 1255

e begin : —ET H/F—, R8O ILFD
YT EP R - LET

count : tHHDIT8AE D M LET, H
F5 count DL FEEML £,

end : —ETAHITTKTLET, K80
WTFORETEYR— M LET,

exclude : —E T 2172 LFET, &K
80 XFDFETEHFR—FLET,

include : —E 3 2172 &HFE T, K80
WFORETEYR— N LET,

last : HI1OwBEOEITEE R LET, H
35 last ORICHETFEZBINLE9, 801TF
THERTEET, T 74/ ME10TT,

77 4N FOEERLEIZH Y EE A,

EXEC

Z Pz~ RN, Cisco ISE H— S THEIEL TV 5 Cisco ADE-OS V7 h 7 = 72T % 8—
CaEREERRL, CiscolSEDNN—T g b RRLET,

511

ise/admin# show version

Cisco Application Deployment Engine OS Release: 3.0
ADE-0OS Build Version: 3.0.3.030
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amsmW%—Pwmwmﬁcu:7>P|
. show version

ADE-0S System Architecture: x86_64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
All rights reserved.
Hostname: docs-ise-23-1nx

Version information of installed applications

Version 0 2.3.0.297
Build Date : Mon Jul 24 18:51:29 2017
Install Date : Wed Jul 26 13:59:41 2017

ise/admin#

512

ise/admin# show version history

Install Date: Wed Jul 26 19:02:13 UTC 2017
Application: ise

Version: 2.3.0.297

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos
ise/admin#
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avJ4FXalb— 3> E— KD Cisco
ISECLIa< > F

ZOETIE, CiscolSEa~r FIAf v A2 —=T =X (CLI) Dary74F¥alb—i g
(config) E— FRTHEHTLa~ FIZOWTHHLES, ZOETIE, a~v FTLio, £

OEERMFEDOERRHH, a2~ FOREL, A LA RIA4 0 BIOEERMIZRLE
7

*EXECE—RTOar74F¥al—ral E—RK~OU0Ez (163 X—)

eIV T7 4 F a2 lb— g EF— FTO Cisco ISE DFE (164 ~<X—)

c AT 4 Fal—ra HTE—RTO Cisco ISE DFE (165 <—)

cCLIaZ> 7 4FXalb—va avy ROT 74V Fa&E (166 —)

* backup interface (167 ~X—737)

» cdp holdtime (172 ~X—)

scdprun (173 ~X—7)

e cdp timer (174 ~—72)

s clock timezone (175 ~X—17)

s conn-limit (179 ~X—7°)

edo (180 ~X—)

T (184 =)

s exit (185 ~—)

* hostname (186 ~X—3)

e icmp echo (188 ~<X—73’)

« interface (189 ~—<)

« ipv6 address autoconfig (191 ~—2)

* ipv6 address dhep (193 ~—2)

s ip address (194 ~X—7)

* ipv6 address (196 ~X—7)

s ipv6 enable (198 ~X—737)

* ip default-gateway (200 ~X—73)

« ip domain-name (201 ~~—2)
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VT4 FaL—Y3av E—FDCiscolSECLI I K |

*ip host (203 ~X—)

* ip name-server (206 ~<—717)
*iproute (208 ~—<°)

*ipv6 route (210 ~<X—37)

» kron occurrence (212 ~X—7)

« kron policy-list (215 ~=X—3)

* logging (217 ~X—)

* max-ssh-sessions (218 ~X—)
entp (219 ~X—7)

« ntp authenticate (220 ~X—73)

* ntp authentication-key (221 ~X—73")
s ntp server (223 ~X—73)

* ntp trusted-key (228 ~X—7)

s rate-limit (229 ~X—73)

« password-policy (230 ~—<)
cURT U (232 7=

s service (235 ~X—7)

e shutdown (237 ~—72)

« snmp-server enable (238 ~X—1)

s snmp-server user (239 ~X—737)

« snmp-server host (242 ~<X—3)

« snmp-server community (245 ~X—73)
* snmp-server contact (247 ~X—1)

« snmp-server location (248 ~X—73)
» snmp-server trap dskThresholdLimit (249 ~~—3)
* snmp engineid (250 ~—1)

e username (251 ~_—7°)
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| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

EXECE— KTOav T4 ¥aLb—vavE—r~ogyuiEz ]

EXECE— FTODaYI74XxalL—ay EF— KA

V&R

EXEC & — KT configureconfigure ¥ 72 | configure terminal (conf t)configure terminal (conf t) = <~
VREFTTAHE, a7 4 F¥alb—Tary T REHBTEET,

CiscoISECLI 725 EXECE— R Carv 7 4 Xal—yay avwr REESEANTTLHZ EIXT
XFEHA, —HOIL T4 Fal—aryav KT, avryrRary7 4 Xalb— g
EETTHEDIC, av 7 FXal—ary B 7E— RE2HBETALERHY £9,

AT 4K a2l —ra T — REKTT DL, exitexitE 7= endend 2~ > K& AS19 50,
Ctrl+zCtrl-z =~ > RZH L £9,

a7 4F¥alb—ay avw RZIL, interfaceinterface, Policy ListPolicy List,
repositoryrepository7s E 23 H 0 F 9,

a7 4 Fal—arE— R CREFEELFTTEET, a7 4 F2lb—ral OEFEN
ReRIFLT, VAT ADY B— ROEERHIEFNEN KON WE I ICT2HERSHY F
@—O

AT A K2l =g B RETDHE, INbDavwy R, kOWTRhDa~ L REEST
L7=BEIZBRY . CiscoISEV— DU 7' — "L ZDOE AR TT,

* copy running-config startup-config

* write memory
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B -o%2a—vare—ronciscoSEn

VT4 FaL—Y3av E—FDCiscolSECLI I K |

&
filt

AV J4FXalL—> 3> EF— KTDCiscoISE DEETFE

a7 4Fal—YaravwryRBItar7 s ¥al—yagryr 7 E—Ravw s RE AN
LT. CiscoISE V— RO EBOHEELZ AL T 4 X2l —ay T— N TEHETXET,

ATy T

ATy T2

ATvT3

ATy T4

configure terminal # A ) LC, 27 4 X2l —Ta v B— FEBLET,

ise/admin# configure terminal

Enter configuration commands,
ise/admin (config) #

one per line. End with CNTL-Z.

(configuration mode)

SERE () ZANLT, av 74 F¥al—YaryEB—RNpavwy FO—EE2FRELET,

ise/admin (config)# 2
Configure commands:

cdp

clock
conn-limit

do

end

exit

hostname

icmp

interface

ip

kron

logging
max-ssh-sessions
no

ntp
password-policy
rate-limit
repository
service
snmp-server
synflood-limit
username

CDP Configuration parameters

Configure timezone

Configure a TCP connection limit from source IP
EXEC command

Exit from configure mode

Exit from configure mode

Configure hostname

Configure icmp echo requests

Configure interface

Configure IP features

Configure command scheduler

Configure system logging

Configure number of concurrent SSH sessions
Negate a command or set its defaults
Specify NTP configuration

Password Policy Configuration

Configure a TCP/UDP/ICMP packet rate limit from source IP
Configure Repository

Specify service to manage

Configure snmp server

Configure a TCP SYN packet rate limit

User creation

a7 4 X alb—Yar T E—RERHEBELET, a7 40Xl —2 g B— FEEEEOa 7 4
X2l —ar P TE—FRRHYET, EVTE—RNIIAD L, e 7 MEREO I LIZEN LUV THR
YECEET, ZOL~ULE, CiscolSEay 7 4 Fal—y g lEHFEa~ L RE AN TEET,

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

a7 4 Fa2lb—rvaryE—FRKEEXECE— RO HFEKTTHITIE, a~r K 7rr 7 FTexit Z)A
WA LET, exit EASTDHE, CiscolSElTa—HFDL~Ub%m | BERL, fioL~VICRLET, b
9 —BF exit & AJ1 9B L, CiscolISE I —H% % EXEC L~VLIZEL £,

ise/admin (config) # exit
ise/admin# exit
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2L T FaL—v3 HIE— LT CiscolSEDBE

A4 FxXalL— 3 TE— KTOHDCiscolSENRTE

AT 4 X2 —va VTR RTREDORED I~ REANTEES, 207 a7k
ERERTLCarZ4¥al—yay 7ar7 MIRDBEIL., exitexit=~ > KE 7213 endend
o<y REFEHATEET,

AT 71 configure terminal Z AJJLC, 2> 7 4 FXalb—ar T— e LET,

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL-Z.
ise/admin (config)# (configuration mode)

ATFwT2 a7 4 F¥Fal—yary 7 E— RERBLET,

ise/admin# configure terminal

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# 2

Configure ethernet interface:

backup Configure NIC bonding feature

do EXEC command

end Exit from configure mode

exit Exit from this submode

ip Configure IP features

ipvé6 Configure IPv6 features

no Negate a command or set its defaults

shutdown Shutdown the interface
ise/admin (config-GigabitEthernet) #

ATFYT3 awo R 77 Cexit# AN LT, a7 4 Fal—ar$r7E—Rbar7 4 Xal— g
E— FOMEFEKET LET,

ise/admin (config-GigabitEthernet)# exit
ise/admin (config) # exit
ise/admin#
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B ocu-ooixa—vavar koo tgE

CLila>74%alL—v 3y RO TIAIEE

CLIZV 7 4 Falb—yaravy R, default BRANSHDZ EndY £9, 20BNk
:v/b&ﬁ%77ﬁwbﬁ WRLET, FEAEDa< L RIIT 74V TTF 4 B—T7 1
REINTWAET=D, DEEIFa~ RCdefaut IEXZHH L TH no EXEEHA L THIHE
URERIZR 0 £77,

72720, T4V P TAF—TIICREENTNT, BRBOOEENEFEDT 7 4 /v MEICER
ESINTWbHa~vwry FEHYEd, ZOX I RERIC default XD a~ > REHEHT L L&,
AR RRA R =TI . BEDT 7 /0 MEICRES N E T,
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backup interface .

backup interface

E A AEDOTZDICH—DIIEA VX —T = AZ20DA —HhFy hA v H—T = A A%HE
(NIC R T 4 FHEREE 72I1INIC F— 2 U JHBE L LN D) T212F, 27 4 ¥ =
L—3 3 % 7% — T backup interface 2~ > R&H L EJ, NICKRLT 1 > V3% EEH|
g picid, Zoa~vr Fon BEXEFEHALET, 2004 v F—T oA AR T 47
5L, 2O0ONICIE1I 2DOMACT RLVAZFSH DTS AL LGRS ET,

(hmBE@MCT/T%/ﬁ% X, =R ARG TERRY o TS =g
FBEAZYAR—bFLTCWEHA, CiscolSEliZ. NICKR VT 4 > 7O E ] e T 2R — R L

iﬁo
AVEBE—=T 2 A ADRT 4 27T, IRORPLTH Cisco ISE — EADBEEELZ T /202
EERRIEL T,

cWH A R T o — ADEE
« AA v F HR— MEROTER (Vv v MU UFETIREE)
s AA vTF TA U H— RDOREE

20ODA VB =T 2 ARER T AT TDHE AV E—T A AD—FNT T4~ A
H—=T oA AR, I —FHIINRNw I T T A H—T oA ARV ET, 2004 X —
T2 AEBRT AT TDHE, TRCONT 7 4 v 7 T@F, 774~V A F—T AR
FZEBLET, T4V A F—T oA APMBPOEBATRITHE, NI T o7 A
VHE—T 2 AANTRTDO RN T 7 4 v 7 EZF|ESHNTUELES, RoT 4 7I2ET 74~
VAL A =T A AZADIPT KL AL MAC T RLUADBKETT,

NIC R T 4 v IR A 3R E T HBRIZ. Cisco ISE IX[E EWH NIC & #5HH T NIC DR
FUUVTEERLET, RoT 4P A A —T oA AT HEDICR T 452
EMTEDLNICIZOWT, ROFITHEARLE T,

Cisco ISE D¥IENIC O |Linux WIEE NIC DERT |FRoTavFEshtz |[RoTa T Ehni-
Z2x:D) NIC D &E| NIC (D% if
XHEy b A —H % |EthO 7Z A4~ (Primary) |[R> KO0

kO

XAy b A—H%x v Ethl Ry 727 T

M1

FHEw b A —Y 3 |Eth2 7JA~V (Primary) |HR> K1

k2

XHEw b A —Hx% |Eth3 Ny I T T

~3
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Cisco ISE D¥IIENIC O |Linux ) NIC DEZFHT |FRoT 1T ESht=z |RoTaorFant=
e NIC D&E| NIC @ & Ril
FHEy b A—% x> Ethd 774~V (Primary) | K2

k4

XHEy kA —H % |Eths

k5

Ny 7T v

NICHR T 4 THEREIL, PAR—FEINTWDBTRTCOT Ty N7 —b L ) — KLY FT
PR—FENTWVWET, PR—FENDETT Y b7+ —LFRDEBY T,

¢SNS-3400 > U —X T FIF3A4 T A : R FOBLO1 (CiscolSE3400 > ) —X 7 F 5 A4
T ATR K 4O NIC Y FR— 1)

©SNS-3500 U —R T IF3AT LA R R0, 1. L2
e VMware B~ > : R RO, 1. BELU2 (625D NIC 2MRAR~ & o Tl I FTREZ22 338

eLinuxKVM / — R : AR R0, 1. BLU2 (62D NIC MR~ > v THEHTTHREZRIBE)

BX DA

backup interface NIC R T 4 THERE AR E L £,

GigabitEthernet NI T 9T AV H =T AL LTHRES
NOFXHEY hA—Y Xy b A F—T = A
AERELET,

0~ 3

NI T 9T A B—T = AL LTRET
BEAE Y b A =%y b F— bOK,

AT RFIAILR T 7 4V F OEBHEEIZH D EH AL

a<vY R E—F AVH =Tz A AT 4 X2l — 3 %7 E— K (config-GigabitEthernet)#

FEREOHA KS1> * Cisco ISE 13K 6 DDA —Hh Ry A L F =T = A Z&YR—FF5DT, R FiE3

2 (R K0, R F 1, R R2) ORFRETEET,

ARV NIZEENDA LA —T oA RABERELIZD, R ROA U H—T A4 ADOKE| &I
HLDTAZELIETEEYA, RUT AT TELNIC ERY RTOHRENZDONT D
WICHOWTIE, EFROEREZBBL TS,

¢BthO f > X —T =2 A AT, BHA L X —T A AL TUHEA LA HE—T A ADE N
CLLTHRELET, 20D A 2 —T x4 R, T EA LA B —Tx A AL LT
BELET,

e Ry REAERT DENC. 794~V A2 —TxAfRX (FF7A4<VUNIC) IZIP7 RL R
EEIV Y THMENHY £T, A2 K0 E{ERT HHEIIL, Eth0 A > X —7 = A AT IPv4
T RUVAZE DY CHLENHY 3, FFEIC, AR 1 L2 E2EMRT HEIIE. Eth2 &
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backup interface .

Ethd A 2 —7 = A AT IPv4 £7213IPv6 7 RL A2 TN ENE O B TAHMLERH D £
@—O

e Ry FEERRT BN, Nw T v A2 —7 x4 X (Ethl, Eth3, BXWEtS) I
IP7 RLAREID LB TOHNTWDIEEIR, NI T v T A F—T oA ADLEDIPT
RUAZHIBRLET, Xl T v T A0 X —T A AXIP T FLAZE Y HTHRNT
<TEEW,

AR RE12ODH (R F0) /ERL. BOVDA v X —T 2 A AZZFDEFIZTHILED
TEET, ZOHE. RUFOUIBREA L EZ—T oA AL T EA LA LB —T oA AL
LTHSREL . BBV DA B —T oA RITF L EA LA E—T oA AL UTHRELF T,

ARV FRTIE, TI9A~V A EZ—T A ADIPT RLAZEHRETXET, 'SA4~<V A
VHE—T 2 A ADIPT RLVAEBEENDEZDT, FTILWIPT RLANRRUT 47 &N
oA A —T 2 A ACED Y THENE T,

2D0DAUHE—T A AMDOR Y REHIBRT DL, AT 4T ENTA 2 —T AR
BB THENTWEZIPT RLARILZ, 794~ A2 —T 24 ATHRE VY THR
7,

« BBIICE EN S CiscoISE / — RTNIC RUF 4 V7 HBERRET DI, TD /) — &
JEBDDBEERR L, NICAR T 1 72 E LT, BEICHERGT 2MLERH Y £
7T

« R K (Eth0. Eth2, F72IXEthd A v X —T =2A R) DT TA <) f L H—T xR
L THRET 2B v 7 —T = RAITAZ T 4 v 7 — b BRE SN TV DHHEIL. Pt
AVE =T 2 A ATIEBRLR T 4 T ENTA U E—T oA ATEHMETH L HICAH
T4 w7 — P ABBICERINET,

BI1:NICHKR>T 4 VT DERTE
WOFINETIE, EthO & Bthl £ > ¥ — T = A4 AR FOEZRETHHEEZRALET,

G¥)

NPT T AE—=T oA AL LTIMET WA % —7 =4 X (Ethl, Eth3, Eth5 A1 >
H—T A ARE) IZIPT RLARRESNTWDIHEAIE, NI T v T A F—T A A
MHZDIPT RUVAZHIBRT Z2MERHD ET, Nv T v T A F—=T A AIXIPT N
VAZED S TRNT I,

ise/admint# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.
Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled
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. backup interface

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #

Bl2:NICRYT 1 2T DEREDHER

NIC AR T o o THEREDSRRIE SAL TV D2 E 9 D& fgad 9 2 121%, Cisco ISE CLI 7> show
running-config =~ > FZFT L LT, RO X 5> R NPERESNETS,

interface GigabitEthernet 0
ipv6 address autoconfig
ipvé enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

RO ) TIE,  [backup interface GigabitEthernet 1] 1X, ¥ v b 4 —H% x> K 012 NIC
RETATBRRESNTOT, FHEY b A=y FOBTIA~D A F =T = AR,
XHEY P A=Y Ry P IPARAY I T T A F =Tz A AL EINTNDHZEERLET,
£72. ADE-OSEETIE, 7ITA R VBLONRNY I T v T DA U H =T = A ATHRAICF L
IP7 FURAZEELTWTH, runningconfig TRy 7T v A L F—T x4 ADIPT RLXA
IFFRRSNEEA,

F7-. showinterfaces 2~ RZFEITL T, Ry T4 v T ENTA v F—T =2 A%FE/RTX
F9,

ise/admin# show interface
bond0: flags=5187<UP,BROADCAST, RUNNING,MASTER,MULTICAST> mtu 1500
inet 10.126.107.60 netmask 255.255.255.0 Dbroadcast 10.126.107.255
inet6 fe80::8aba:92ff:feB88:4aea prefixlen 64 scopeid 0x20<link>
ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame 0
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0O dropped 0 overruns 0 carrier 0 collisions O

GigabitEthernet 0
flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST> mtu 1500

. Cisco Identity Services Engine ') 1) —X 24CLl J 77 LR HA F



| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K
backup interface .

ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)

RX packets 1726027 bytes 307336369 (293.0 MiB)

RX errors 0 dropped 844 overruns 0 frame 0

TX packets 1295620 bytes 1073397536 (1023.6 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6147<UP,BROADCAST, SLAVE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0O dropped 0 overruns 0 frame O
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfaa00000-faafffff
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cdp holdtime

ZA5 T /XA AN Cisco ISE H— 375 @ Cisco Discovery Protocol /347 v ~ & BEHET 5 F TOLR
FRRE 2R E T 212X, 27 4 ¥ =2 L—3 3 » E— R T cdp holdtimeedp holdtime =~ > K
ERERALET,

cdp holdtime >

F 74N MREICETIZE, Z0oa~vy Rono JBEREAHFHLET,
no cdp holdtime

BXDEREA

AV R FI4ILE

O R E—F

FEREDHA K54V

holdtime 7 R/R%& A XX {7z Cisco Discovery Protocol @
RFFIFH 248 E L 9
# FHENLOT RN A XSV ARFFREE R, 8

O#HIPHIZ. 10 ~ 255 T,

CDP REFE DT 7 v MEIX, 180 T,
av7 4 ¥ 2 l— 3 (config) #

Cisco Discovery Protocol /3%~ Z f#fe ATREIRFRE] . D F O (REFRFE OE & & HITEE L £ T
ZAGT NA AL, RFFRERE O % 12, Cisco Discovery Protocol /3% k@ Cisco Discovery
Protocol [t A FEH L £,

cdp holdtimeedp holdtime = ~ > FIZFEETE 5518L 1 7213 T, BEIREL LA, —
T—NREELET,

1

ise/admin (config)# cdp holdtime 60
ise/admin (config) #
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cdp run .

cdp run
T _RTCDA ¥ —7 = A AT Cisco Discovery Protocol & A F—7 /2T HITIL, 27 4 F =
L—y3y F—RTcdprunedprun=2~ > R&EMHL £,
cdp run GigabitEthernet

Cisco Discovery Protocol #7 4 E—7 MZT HI2iF, ZDa<w> RO no BXEFEH L ET,

no cdp run

BX D3R run Cisco Discovery Protocol % A *— 7 /LIZ L &
3, cdp runedp run=~ > R no JE A
L7-¥&1%. Cisco Discovery Protocol 737
=T MR £,

GigabitEthernet (f£&) . CiscoDiscovery Protocol & A % —=7
JVIZF % GigabitEthernet f % —7 = A A%
BELET,

0-3 Cisco Discovery Protocol & A *— 7 /LIZT 5%
GigabitEthernet f > % — 7 = f AFKZFHIETE L
i ﬁ‘o

ARV R FI4NAL  T AN FOBEREIZH Y EH A,

ATV R E—FR a7 4 X2 lb— 3 (config) #

EELOHA RKSAY OIS RTE 12037 varvoblft (¥ —7xAA4) ZEELET, A7 v a
YDA H =T 2 A A{E/E LRV E, ZOavy Rk, $RXTOA ¥ —T =2 A A LT
Cisco Discovery Protocol % A % —7 /LIZ L E T,

\)

(B ZoavryFo7F7xn T, $TREETSN TS, U F—T oA ATEIELET, 1~
H—T = A ADEERFIZ, HAMIT Cisco Discovery Protocol & 15 1k L 9, ¥IZ. Cisco Discovery
Protocol % EL#E) L £ 97,

il

ise/admin (config)# cdp run GigabitEthernet 0
ise/admin (config) #
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. cdp timer

cdp timer
Cisco ISE #—/3723 Cisco Discovery Protocol 7 77— N & X E T 2 HEZEET DX, a2
74 ¥ 2 b— 3y F— KT cdp timeredp timer 2~ > K2 L 9,
cdp timer £

FIHNVIREBICETICE. Z0a<ry Fone EREFEHLET,

no cdp timer

WX OHRH timer FRE LR CER S hET,
¥ Cisco ISE #—/37% Cisco Discovery Protocol ¥

HakEToMEEEREMTHEELES, |
DAL, 5~ 254 B TT,

AT R T4 EHREEOT 7 40 M 60 BT,

AT R E—R a7 4 X2 l—3 3 (config) #

FEEEDHA K54 > Cisco Discovery Protocol /37 v b ZA7fe AlRERFH], D F 0 IRFFRFHIOM L & HITHEFE L ET,
ZAET A A, PR ORI %12, Cisco Discovery Protocol /X% k @ Cisco Discovery
Protocol ¥R &= FEFE L £7,

cdp timeredp timer 2~ > RIZIEECTE 251 80% 1 721 ©F, HEEELZHAIE. =7 —0

1

ise/admin (config)# cdp timer 60
ise/admin (config) #
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clock timezone .

clock timezone

S ZRET HICIE., 207 4 F 2L —3 3 F— T clock timezoneclock timezone = < >
REFITLFET,

clock timezone % A LY —
R 2T 4 B—7 T 5103, Zoa~vr Fone BERXEFEH L ET,

no clock timezone

BX DA

aAvU R TFI4ILE

aAvU kR E—F

FEREDHA K4V

N

timezone VAT LAOKTERE L E T,
RA DS — FEAERF IR T DR O4 I, K64 LT

DI F Y R—FLET,

TS5 A= UEE ) —F (PAN) OHE 7 = — 4 —R_R—FEE A F—T I L TNBEAIT,
BRI AR ET AT 4 =7 LT FEE N, H#EE2RE LB TS X—7VICET
TENTEET,

e SR RE (UTC)
av7 4 ¥ a2 lb— 3 (config) #
VAT LAONEHIZIE, UTC TORZIBMEFF SN E T, FEDORBHER DB WA, #

e, [E, ARz AN TEET AT ALCANTLHEORFHFL LA —A N Z VT LTV
T OEFHAFTICOWTIE, K 4-1, 42, 43 220

GE)

ZUISMT & FTRE 2R BRI 23 < o0 dh 0 £97, show timezones 2 A /145 & i Al BE
I d T ORI D U A k23 Cisco ISE H— SRR SHVET, 3% Ml O R HHC e b L
TR A2 R IR £ 77,

EENTPAN OB 7 = — LA —R—BENRA R—T N2> TWNB L. IRDA vE—IN
FRENET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

1

ise/admin (config)# clock timezone EST
ise/admin (config) # exit

ise/admin$ show timezone

EST

ise/admin#

Cisco Identity Services Engine ') 1) —X 24CLl Y 77 LR HA F .



VT4 FaL—Y3av E—FDCiscolSECLI I K |
. Cisco ISE / — KO BT DET

Cisco ISE / — FDEIHDETT

e {2 F—/L1%IZ CiscoISE T 754 7 v A L CHM# A2 EFT+ 5L, 0/ —FKET
CiscoISE 7 7'V r—y a v aMHTE R0 9, =720, WIEREY « ¥ — N CREREHY
DFEERD LT 7 MRFREINTZ D, BET HEERE (7 74/ FUTC) A VA h—
NHZERETEET,

BRI OETIT, BADE D CiscolSE / — N X A Sl Bh 5 %2 ¥4,
WENLEET 12, WOFIEZHEHLET,

ARAUR7OVFERIFITSA<TYISE/ —FR

A VA NV DOBOIFREOLEE L, AFZ L R TarEX 774~ VISE/ — RTHAR— K
ENTVWERA,

Mo TR 22 E L7 Hald, ROFIEZETLET,
cBFRIHFICR D £9, (BRI DAETORFHEE)
« Z® /— K@ CLI >% application reset-config ise =~ > K& 54T L 7,

« FD /) — RCTHMENER INDETD, EFRBEMORKE NNy 7T v 7FMhoETLET,

thUFVJISE/—F
A ZY) )= FTHRR#EZEE S5 L, BAEHTE 280 £,

T4 J—ROREMHFHELERICICRD L2 X Y /) — RO 2EETH546.
WOTFNEEFAT L ET,

e HFY ) — ROBEEMRL T,
« 7T A4~V J—REFEUIZRD XD IR EZEELET,
s Z® /— F® CLI 75 application reset-config ise 2~ > N&Z /T L £ 7,

T4~ =Rk HFY J—FELT/— FaidgEklL £,

HBDOBMS
£ 4R GILEBOBES W)
EEIEARE FrfEH 4
RN
GMT, GMTO0, GMT-0, GMT+0, UTC, 7 = VEEHER: (UTC)

Greenwich, Universal, Zulu

GB 4[]
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A=z rs5urns1sy—> |

BREEF f= (L AR LSk T

GB-Eire, Eire TANT R

WET 73 —w oy SEFH (UTC)

CET e g — o SEEUERE (UTC + 1 FERE)
EET Wa—u yEH (UTC + 2 BEfH)
KEE AT H

EST, ESTSEDT HOERYERF . UTC - 5 IRefH

CST, CST6CDT AR ERF. UTC - 6 Ief]

MST, MST7MDT HIHEARE YERE . UTC - 7 B[]

PST, PSTSPDT RVPEERYERF . UTC - 8 FRFfH]

HST ND A FEHERE . UTC - 10 B

F—RALSUTDRALT—2
A

GX) A=A FZ V7 ORHEETIE, iz ATva () TRO>TADLET

Australia/Currie) .

RE:R42F—ZA ST ORRET EE)

F—RESU7T

Australian Capital Adelaide Brisbane Broken Hill

Territory (ACT)

Canberra Currie Darwin Hobart

Lord Howe Lindeman Lord Howe Island Melbourne

(LHI)

North New South Wales Perth Queensland
(NSW)

South Sydney Tasmania Victoria

West Yancowinna
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B 70510y

FOTDRA L =
%,

GE)  TYUTOHMEIIE, RTUT. EBTYT. KET YT, BTYUT. BIOHRRT T NRH Y
F9, I EHHFEFAIXEEZ AT v a2 (/) TREUI->TASLET (B : Asia/Aden) .

R6:R43T7OTDOHERT (BE)
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conn-limit .

conn-limit

HMEILIP T LA DOFHEE TCP Rt OHIIRZRET 2I121E, 274 Falb—Ta s F—
R C conn-limitconn-limit =~ > R&EH L E¥, ZOMELZHIRT 512X, 203~ RDno

EREFEHLET,
EX DA <[-2147483647> TCP £kt D%,

ip (L&) . TCP £ #ciilfR % @ H 3 5 2515 ¢ 1P
7R A,

mask (EE) . TCP B R4 4 % %1570 1P
<~ AT,

AR—k (£8&) . TCP el BR & 3 5 5606 AR —
I\%%O

ATV R TFI4NN T AN NOEERMEITH Y FEA,

ATV R E—R a7 4F¥ 2 b— 3 (config) #

EEALEDHA RS54 > O conn-limitconn-limit=~ > FiE, TCPHEGA 99 &M 2 D HAITHH L £3, 100 A0z
FOHEIEL, ROBENRREINET,

% Warning: Setting a small conn-limit may adversely affect system performance

1

ise/admin (config)# conn-limit 25000 ip 77.10.122.133 port 22
ise/admin (config) # end
ise/admin
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AT 4 Fal—ary EF—NEFIIEEO2 T 4 Falb— gy 7 E— D EXEC
VAT A LD avy REETTHIZE, WInhoary 7 X2 lb—v a3y E— T

dodo=r~ > Rz LET,

do EXEC commands

X DEREA EXEC commands

EXEC AT L L~-UbDavwy RaeE(T74 5
ZEEREELET (FET:F44doavr FD
av U R AT var (k) =228K)

R7:K44doa<R > FDAT YR A T3y (HFE)

a<v > K (Command)

aiBA

application configure

BMEDT 7 r—a U EHRELET,

application install

BEDODT XY r—arvif A= LF
7

application remove

BEDOT 7Y r— a3 U EHIRLET,

application reset-config

TV rr—y gy ary 4 FXal—arE
T T 7 4L FREICY Yy FLE
ﬁ—o

application reset-passwd

BELZa—YOT7 7 r—a NAT—
F2Uty FLET,

application start

BEDT 7Y r—3 g UERREIE IR k—
Tz LET,

application stop

BEDT 7 ) r—s 2 v gk £ 1137 1
T LET,

application upgrade

BEDOT SV r—arvh T v XL —RL
ij‘o

backup

X+ 77 w7 (CiscoISE & Cisco ADEOS) %
FEITLC, FORy I T v THIRY FUIT
,f%ﬁl/jz—g—o

backup-logs

Cisco ISE = NITFER SN TN DT X Thr
JTaUE— FOGBFIINYy 7T v T LET,

clock

CiscoISE— DI ATF A7 av 7 2HBEL
F9,
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a<v > K (Command)

B

configure

WREE— FEBMmLET,

copy

A =N A= RIHEED T 7 A E A
to‘_‘ L/jz‘@ﬁo

debug

IFIFhavr PR e xiX, Ny 2
Ty EIT, a7 4 F¥al—vay, o
B—, UY—RADuv 7, 77 A )Vlngk L—
PEHR L) T, 2T —F AR b EE
ARLET,

delete

Cisco ISE — N D7 7 A LV EHIBEL E T,

dir

CiscoISEV— D7 7 A N —ERKRLET,

forceout

¥ 7E D CiscoISE / — K 2—H#F D+ ThHt v
T rERmEINIce ST R LET,

halt

Cisco ISE — % T 4 ©—T /LT DD,
x v MUV LET,

mkdir

LT o L7 bYEERR L £,

nslookup

UE—h VAT LD IPV4 721X IPV6 7 KL
A, HDHINVIHRAR " ERIWEDEET,

password

CLI7H T s RAT— REFEHLET,

patch

Ny F N RV A A N—LT 5, 71T
TV r—va DNy FET A VA N—
NLET,

ping

VE—F AT ALDIPVAT KL AETZITHR A
N EETELET,

ping6

YE—KRATLDIPVET RLAZEBELE
j—o

reload

Cisco ISE Y — "ZFiEHE L £ 7,

restore

BEIXEFEITLT, VRS FIMmBERy I T
TERELET,

rmdir

BAFEDOT 4 L7 FY ZHIBRLET,

show

Cisco ISE ¥ —/ NZBT Sz 2 L £,
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a<v > K (Command)

B

ssh UE— |k VAT AL LENTEEY V3
CERBBLET,

tech Technical Assistance Center (TAC) =~ K%
L ET,

telnet JE—F AT LD Telnet #ife 2 L L £

R

terminal length

UAREIRRD /ST A — 2 B E L ET,

terminal session-timeout

FTRTCOF—IF Nty a s LT, &
EIXA LT NERELET,

terminal session-welcome

TRCOX—IF )Ny gLy TEREIND
A v E—V % AT AICHRELET,

terminal terminal-type

BEDOY v a OBIEDRBICER ST
WARRDOZ A T HEELET,

traceroute

JE—RIP7 RLAD)L— 2 L —ZALFE
TO

undebug

IFEIFEhhavr PR (e xiX, Ny 72
Ty, a7 4 X2 b—var, 2
v—, YUY —R0uvy s, Ty A)EE 21—
PEHR L) T, debug a2~ KOHS (=
T—FIIA R NDOER) BT 4 E—T L
WZLET,

write

BRIy 8T v =T 4 VT ¢ B AT
LCHxy hU—2 a7 4Fal—a %k
Tar SN TARE = NT S arT 4 ¥a
L—yaryaHEL, a7 ¥ alb—
VAV EARFI—RNT vy ar7 4 X2 lb— 3
NZabv—L, aryY—UIFETar 7 ¥
L—ygraRrnLET,

aAvY R FI4ILE

avY kK E—FK

77 4 FOEEREIZH Y EE A,

a7 4F¥alb— a3 (config) # FLIMMEEDaA LT 4 Falb—rary B TE—R

(config-GigabitEthernet) # & (config-Repository) #

FEREDHA K4V

Z ® dodo=~ > Ri%. CiscoshowISEclear¥— XDF&EHIZ, EXEC =2~ K (show. clear,

debugdebug =~ > R72 &) ZFEITTHELAEITMHEH LE T, EXEC 2~ ROETR, VAT A
AL Ty T 4 X2 — gy B— RIZEY 9,
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1

ise/admin (config)# do show run

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183

|

ip default-gateway 172.23.90.1

|

clock timezone EST

|

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$SxMZ/XL4tH15Knf.FfcZZr. role admin

|

service sshd

|

backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

--More--

ise/admin (config) #
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BIEO2 L 7 4 Fal—aryktyia 28T LT, EXECE— RIZEAIZIE, =27 4
Fal—I g F—FRTendendz~> REHEH L ET,

Zoa<wy R, F—U—FBXOBIEIIH D T A,

end

ARV EFI4NL T AN FOBEREIZH Y EE A,

avY KR E—F a7 4 Falb—3 3 (config) #

FERELEDOHA KSqy ZOaxr RE BHEOar 74 F¥alb—vay £— ROV 7E— FIhnbbd, EXEC
T RICBATLET,

ZIoawr RE, VAT AREEZKT L, EXECE— FIZR-> T, MiFFIEL ETT 5581
EHLET,

1

ise/admin (config) # end
ise/admin#
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exit

AU R TIHIE

AU RFE—F

FEREDAA RS>

exit .

a7 4 Fal—i gy ET— REKT LT, CLIE— FlEE T®RICEWE— FICBITT5IC
X, a7 4 ¥ a2l —2 g F— FCexitexita~ > FEMFHLEI,

exit

Zoa<wy FiE, F—U—FBIXUSIEIEHY FHA,
T 7 4V N OEECMEIEH D A,
2y 7 4 F¥alb—v 3 (config) #

exitexit=~ > F|&. CiscoISE ' — " THEDa~ L FE— 2K T LT, CLI&— FEED
RIZ@Wa~vy K E— NIBITTHA25EAIEHLET,

7-& 21X, EXEC E— RIZEDIZIE, a7 4F=2b— 3 F— FTexitexit2~ > N&{f
HALET, a7 4Fa2lb—var$7E— FCexitexit2~ > REMHHTLE, 207 1K=
L—varE®—RIREY F7, K ELOEXECE— K Texitexit2~ > R&fif4 % &, EXEC
F— R&2#& T L, CiscoISE V— "\In bkt S EJ,

il

ise/admin (config) # exit
ise/admin#
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hostname

VT4 FaL—Y3av E—FDCiscolSECLI I K |

VAT LADKRA MG ERETHIZIE, 27 4 F 2 b —3 3 F— KT hostnamehostname =
~ U REMEHLET,

hostname hostname

B DEREA

AR R FI4ILbE

avU R E—F

EREDAARZA4

\}

hostname RA NDLH], 19 LWFEFE TOTRBFLE TR
() ZYAR—=FLET, FAMIFA—Z
VSN D SLFTHRD DMNENRH Y £9°,

77 4N FOBERLEIZH Y EE A,

a7 4 X2 b—3 3 (config) #

GE)

lhostname] =~ ROCLIRELEPIZ ICul+C) #FITT DL, FAMELEHETIHIHEE.

—W DT TV =gy ariR—3r MIHEWERA MEREDL, oo R—x2 MIHE Ly
RA NG BT DRI DAREERH Y £9, 2T XY, Cisco ISE / — RIFIHEHE L T
WRUVIRRBIZ 72 D F 97,

I EERET SIS, B Thosthame] =7 4 ¥ 21— 3 CLIZRITL T, SA N %E
HEOMEIZERE L F9,

HAAEDKRA N ZEFE T 5121%, hostnamehostname=~ > R&ZfEHALEd, 7L A AH
VA HRA T DA< R THDhostnamehostnamelL, AT LADREFFIC—EZITEITLET,
KA RLIZIZ 1 OB 8EEDLVLENRH D £3, 51ENWGE, =7 —08ELET,

DA<y FIZE o> TCiscolSE v —"DRA MG ETHT DL, IROELE X v —UNER
ENFET,

% Warning: Updating the hostname will cause any certificate using the old
hostname to become invalid. Therefore, a new self-signed
certificate using the new hostname will be generated now for
use with HTTPs/EAP. If CA-signed certs were used on this node,
please import them with the correct hostname. In addition, if
this ISE node will be joining a new Active Directory domain,
please leave your current Active Directory domain before
proceeding. If this ISE node is already joined to
an Active Directory domain, then it is strongly advised
to rejoin all currently joined join-points in order to
avoid possible mismatch between current and previous
hostname and joined machine account name.

00 A0 00 dP d° o OO ° d° e o

il

ise/admin (config)# hostname new-hostname
% Changing the hostname will cause ISE services to restart
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Continue with hostname change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping

ISE
ISE
ISE
ISE
ISE
ISE

ISE Database

Starting
Starting
Starting
Starting
Starting
Starting
Starting

Note: ISE Processes are initializing. Use

ISE
ISE
ISE
ISE
ISE
ISE
ISE

Application Server...

Certificate Authority Service...

Profiler Database...

Monitoring & Troubleshooting Session Database...
AD Connector...

Database processes...

processes already running, PID: 9651

Monitoring & Troubleshooting Session Database...
Profiler Database...

Application Server...

Certificate Authority Service...

Monitoring & Troubleshooting Log Processor...
Monitoring & Troubleshooting Log Collector...

AD Connector...

CLI to verify all processes are in running state.
ise-1/admin#

'show application status ise'

hostname .
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. icmp echo

icmp echo

A H—Fy Ml A v E—Y 71 hai (ICMP) O a—SEE2HJRETHITIE, a7 4
¥ L— 3 F— KT icmp echoiemp echo=~ > RZ{EH L £,

icmp echo {off| on}

X DERHA echo ICMP = a— & 2R ELET,
off ICMP = a— 5% %5 & —7 /M LET,
on ICMP = a2 — &% A F—7 MILET,

ATV RTFIHNE TATAFICMP T2 —EENA Y (R —TV) OBE LRRICEIEL £,

ATV R E—F ary7 4 F¥alb— 3 (config) #

EELEOHA K542 O icmpecho |X, ICMP =2 — W& AE A4 L 734 7ICT 25 EIMEA L ET,

1

ise/admin (config)# icmp echo off
ise/admin (config) #
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interface

interface .

AVERE—T 2 A A BATEREL ALV E—T A A AL T (Fal—ary E— Nk
THICE, 27 4 F 2 Lb— 3 F— FTinterfaceinterface=~ > REZFEHALET, 2Dz
< RiZiZne BRI H Y A,

GE)

VMware (AR~ > o CEMARE/R A LV X — 7 = A4 2D, (B~ BN EShb %y b
U—02 f B —T A A (NIC) OEIZL>TERLDLZZLENHY £T,

interface GigabitEthernet {0 | /|2 ]| 3}

BX DA GigabitEthernet EHE Y A —FFy hA VX —T o f A
0~ 3 HETHXATEY M A—P Xy N A—FD
ﬁo
A\
GEX)  interfaceinterface=~ . R TX A by b A —V Ry F R— FOFEATITH L,
config-GigabitEthernet T2 7 4 ¥ L — 3 > 7 — RNBBINET (kD THEXOF
H) &) .
B DA backup NIC R T 1 v VHEREZ R E LT, WFiag v
A —T A ATE AR L ET,
do EXEC =2~v > R, ZOF— RTEXEC 2+
K&ESFLTTEET,
end config-GigabitEthernet % 7 & — R & T L |

EXEC £— NIZEY 7,

exit config-GigabitEthernet 7> 7 4 ¥ = L—3/ 3
BT E—REKTLET,

ip XFAEY hA—Y Xy b A F =T = ZAD
IP7 FLAERY b~ A7 ZRELET,

ipv6 DHCPV6 % — 37205 IPv6 7 K L A HEIRR ER
FOIPv6 7 RLAZHRELE T,
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. interface

no IDEFE—RDavw s REEELET, 250D
XF—U—FNEFEHTEET,

cip: AU H—T A ADIPT KL AL Ry

h~RA7EFRELET,
cipv6 : A U H—T A ADIPv6 T KL A
ERELET,
eshutdown : f v X —7 A A% % v b
2 LET,
shutdown fVEB—=T 2 A ATy hE T LET,
ATV R TFI4NN T ANV NOEERMEITH Y FEA,
ATV R E—F AV H—=Tx2AfA A7 4 X2l — 3 (config-GigabitEthernet) #

FEELEOHA KS5q> interfacea~ > REFEHLT, A V¥ =T =AM ZAEHREL, SESEREMFEZFR—FTDHZ
ENTEET,

1

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #
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ipv6 address autoconfig .

ipv6 address autoconfig

ARV RTIHIE

ATV R E—FR

FREDHA KSA4 Y

AH =T 2 A ADAT— ML ZAHBRELZMHM LIZIPv6 7 FLZADO BERRE L A X —7 /b
WL, A v Z—T 2 A ATIPVOILERZ A F—T MZTDITE, A1V F—T oA AT 4 Fa
L— 3 ¥ E— KT ipv6 address autoconfigipvé address autoconfig=~ > K& L F7,

IPv6 7 KL A HEhR @&, Linux TIXF 7 4V F TA 2—7 /L T9, CiscoADE2.01%., 1 Fr—
TN TWAEEDA v H—T 2 ADETAL 7 4 X2 l—2 g TIPv6 7 KL AH
R EZ R LET,

ipv6 address autoconfig

A B =T 2 A ATIPV6 7 RLADHBIRERT 4 —7NMIZT5I2F, 202~ D no
A2 HEHLET,

77 4 /v OBEREIESH D EE A
AV H =Tz A a7 4 X2l — 3 (config-GigabitEthernet) #

IPv6 A7 — F L AHBREEICIEL, THAEERIP 7 RLAZFFOL NI X2 U T 4 HOEE
LARBHY 3, ZOHE LRIE, TTA N —OIRIC K > TR S E T, show
interfaceshow interface 2~ > RZEHT 5 & 7T A N —JRBREREDN A R — T /LIZ 72> T
LT LEMERTEET,

1

ise/admin (config-GigabitEthernet)# ipv6é address autoconfig
ise/admin (config) #

IPv6 BEIERE DK TE

IPv6 A7 — b LAABREL A X—T W TDHITE, A v F—T xR a7 4Fal—T3
> &— RT interface GigabitEthernet 0 =~ > RZ{HH L £7,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 0

ise/admin (config)# (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config)# (config-GigabitEthernet)# end

ise/admin#

IPv6 BEIRRENA 2 — T VDOGFE, FITar 74X —va 3RO EHI A v X —T = A
AREEFRRLET,

|
interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipvé address autoconfig
|
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B 75 o—nmmeom:

B

AH—T =2 A AFREEFAT HIZIE. show interface GigabitEthernet Oshow interface
GigabitEthernet 0=~ > R T £9, ROPITIE, A Z—T =A AZ3EHDIPV6 T F
VARRESN TV D Z ERDMNY T, BAOT RLA (ffe THEDT LX) iE, A
T ML AHBEREZEMN L TGS ET,

AT — N ABEREDEET DI, ZDOV T Xy FTIPV6L— b 7 RARX A XA R
A R—=T IR S TWARLENRHD 9, (ROT FL A (fe80 LAKE) 1%, A hDAERIZ R
O—7WNFELRWY v a—h0 T KL ATY,

IPv6 HEN% € £ 7-1% DHCPv6 a&ﬁ WCERR Vv a—h 7 RLUARFICEREINET,
BHBEOT KLA (2001 LAKE) 1%, IPv6 DHCP — "\ S HESG S E T,

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#
73’(/‘:/_:]7‘.[\%5*% @EE:"L,\
T T AR —DPLIEMEREA X — T NV Th D Z & LT HITIE, show interface GigabitEthernet

Oshow interface GigabitEthernet 0~ > N & fli ] T& 9, 2 DOHERET RLUANRRRS
NET, 1207 FLRIT ITAN—IRR LT, b9 1 2E T TA N —ILkH Y TH,

W DOETIE MAC 13 3ffe:302:11:2:20¢:291F:feaf:da05/64 T, FE RFC3041 7 K L Z1213 MAC 235
FNTWET, T4 —PET F L 21T 302:11:2:9d65:¢608:59a9:d4b9/64 T4,

HANIRD L S IcFRENET,

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:€608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:O0
TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

ise/admin#
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ipv6 address dhcp .

Ipv6 address dhcp

aAavv R FI4ILE

aAvU kR E—F

FEREDHA K542

Y

IPv6 (DHCPv6) #—/3¢ Dynamic Host Configuration Protocol 7>& A > % —7 = A A LT IPv6
T RUVAZRET DT, /v X—T 2 A AT 4 Fal—3 g F— FTipv6 address
dhepipv6addressdhep =~ > REMEH L ET, A Z—T = A ANBT FLAZHIBRT HI12IE,
Zoavy Rone BAEFEHLET,

ipv6 address dhcp
T 74N FOBERLERSH D EHA,

A B =T A A A7 4 Fa2lb— 3 (config-GigabitEthernet) #

1

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ipv6 address dhcp
ise/admin (config-GigabitEthernet) # end

ise/admin#

IPV6DHCP 3 A 2 — T IV DOPEE, FElTar 7 4 Xal—2a i3k L IR, v B —T = A A
WEEFRTLET,

|
interface GigabitEthernet 1
ipvé address dhcp

ipvé enable
|

G¥)

IPv6 A5 — N L A HEEEE LONIPv6 7 KL A DHCP I AICHELP Tl H v T8 A, FL
A H—T A AZIPv6 AT — h LA HBEIRRER L VIPv6 7 KL A2 DHCP D 5 2 57 & T =X
F9,

EDIPV6 T RLARKEDA L E—T 2 A ATHEH SN TWANEFERT HITIL, show
interfaceshow interface =~ > NZfEfH L £,

IPv6 A5 — ML ZHBIEREB L IPv6 7 KL A DHCP O 53 A X — 7 /DA, FE7a
T4 X2l —vaIRkOE I A v A —T 2 AREEERLET,

|

interface GigabitEthernet 1
ipvé address dhcp
ipv6 address autoconfig
ipvé enable
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Ip address

VT4 FaL—Y3av E—FDCiscolSECLI I K |

GigabitEthernet f > % —7 = A ADIPT RLVAE Ry N AT ERETHIZIE, A F—T =
AA AT 4 X2 b— a3y E— KTipaddressip address =~ > R&EHHLET,

ip address ip-address network mask

IP7 RLVRZEHIERT DM, IP7atvy v 75T 42— N2 TBHI21F, ZDa<2 KO no B
KEFEHLET,

no ip address

GE)

DAL A =T 24 AT, ALIPT FLRAZHRETEET, TORTEICEY, 20501
H—T o2 AFOU Y BRI NE a7 X alb—a VFEEHIETE £47,

BXDEREA

AR R TFIAILE

aAvU R E—F

EREDAARZA

A\

ip-address IPv4d 7 R LA,

network mask BT DN IP TRy FDY AT,

TIA4<VEE) — R (PAN) OHB)7 = — A — S—EE A F— 7 M LTV 5
IP7 RLAZRETHENCT 4 =TI LTLIEEN, IPT FLADORERIC MN@E@
TV —N—REEAR—TNVICRT N TEET,

A3 =TI,

A H—T 2 A AT 4 Fa2lb— 3 (config-GigabitEthernet) #

GE)

lipaddress] =~ RO CLIGRELEHFIC [Cul+Cl 2RITTH L, IPT L AEZEET L
B, —HoOT IV =gy arR—%r MIEWIP T RLAZFEHL, oz R—x
MIBLWIP 7 FLAZFEHTBREEICARDAREERH D 7,

ZAUZT LD, CiscoISE / — RIIMEEE L CWRVVRBEIZ AR Y 97, T Hx BB 5i12i%, Blo
lipaddress] 2> 7 4 F 2L —3 3 U CLIZFEITLT, IPT FL2AZ HMOMEICRE L ET,

T RUVAEXR Y bR BLT1IOTORETILERNHY £, HELRWEE, =7 —N0
BELET,
EBEINTPAN OB E) 7 = — LA —R—BENA X —T Nl 72> TWND e, RO A vEB—T0N
FREINFET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.
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ip address .

1

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that ISE processes are running, use the

'show application status ise' command.

ise/admin (config-GigabitEthernet) #
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. ipv6 address

Ipv6 address

VT4 FaL—Y3av E—FDCiscolSECLI I K |

IPV6 D—RIIIR T VT 4w 7 AZHEASNWCAXT 4 v 7 IPv6 T RLAZHRTEL, A1 F—T =
A ATIPVO LB A A 2 —T T BT, A v H—T A A a7 4 Fal— g F—F
T ipv6 addressipv6 address =~ > RZfH L £,

ipv6 address ipv6-address/prefix-length

IPv6 7 R L AZHIBRT 20, IPV6 L AT 4 v —T N2 T51I2iF, Z20a<wr RO no B %
EARLET,

no ipv6 address ipv6-address/prefix-length

BXDEREA

AU R TIHIE

AU R E—F

HEREDAA K1Y

ipv6-address IPv6 7 R L A,

prefix-length IPv6 7L T7 4 v 7 ADRE, V7 4y T A
(7T RLADFR Y NT—27E8%y) KT 5
7 RUAD EALEREE > MEERT 0 ~ 128
D10EHE T, 10EEDORNIZA T » ¥ =Gl
BT HERH Y £,

TS5 A< VEM ) —F (PAN) OH8) 7 = — /LA —R_—FBEX A F— 7/ L TWBESIT
IPv6 7 RL ZAEZBETHHNCT 4 E—7 NI L TL X, IPv6 7 FL ADRERIC WN®
HE) 7 o — VA —R—REEA X—TIWVIIRERT I ENTEET,

BN TPAN OHE) 7 = — /L F — RN—BENA F— T IR TNDHE, IRORA v E—IN
FRENFET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

77 4V P OBEREIZH Y EE A,
AV H =Tz A A7 4 X2l — 3 (config-GigabitEthernet) #

PR—FENTWSIPv6 7 FLAERITKRDO LB T,

A an L TRUILNTZ 40D 16 HEEHTD 8 DI N—TF, =& 21T,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

SEMERTE 1 DD T N—TNIZH DT B idRkEEd, Ernolr—7%2 SOEkET
HanZEEiz £9, B 2001:db8:85a3::8a2e:370:7334

e Ny MXEID KL (IPvd ~ v B 7B IO IPv4 B IPv6 7 KL A)  : ffff:192.0.2.128
A

80 L7 4 v 7 ABFERALTCY 7 u—hV T RLAZEOYCTEST, A F—TxAA
27— 7T RLAZEDYCEHE, Vo rsu—hL 7 RUADRHBIRIIERENE T,
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\}

ipv6 address .

G¥)

IPv6 7 R L A AT T 545 ipv6 addressipvé address =< > K T?D CLI % EAF HZ Ctrl+C
P L. VAT AO—HOT Y r—ay aryR—3y MIHWIPV6 T RLZ &2 L.
oz AR—22 MIFTLWIPVG 7 R A ZHT DIREIZR D /RN H D £,

ZHUT LY CiscoISE / — RITHRE L TRV IREBIZZ2 Y £97, Tz ELEET 512i%, Blo
ipv6 addressipv6 address 2~ > R & LT L CTIPv6 7 KL A% HIDEIZERE L 9,

11

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ipvé address 2001:DB8:0:1::/64

Changing the IPv6 address may result in undesired side effects on any installed
application(s) .

Are you sure you want to proceed? Y/N[N]: y

Note: ISE Processes are initializing. Use 'show application status ise' CLI to verify
all processes are in running state.

ise/admin (config-GigabitEthernet) #

151 2

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ipvé address fe80::250:56ff:fe87:4763/64
ise/admin (config-GigabitEthernet) #
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. ipv6 enable

Ipv6 enable

D

aARVETIAHILE

AR E—F

FREDHA FS14 Y

VT4 FaL—Y3av E—FDCiscolSECLI I K |

AV B =T 2 A ATIPV6 A X—TNWICT DI, AV F—T A A AT Fal—T3
> % — KT ipv6 enableipv6 enable 2~ > Kz L £7°,

ipv6 enable
AV B =T 2 AA ATIPV6 5T 4 =T MITHITIE, ZOavy ROne BERXEHEHLET,

no ipvé enable

77 4V P OBEREIZH Y FE A
AH =T 2 A A AT X2 b — 3 (config-GigabitEthernet) #

ipv6 enableipv6 enable=~ > Kif, £ > ¥ —7 = A ATIPV6 A F—7MIL, f > F—T =
A AMACT RLAIZHESNWTY v ora—h0 7 FL A2 BBAERT 25 GICEA LET,

511

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ipv6 enable
ise/admin (config-GigabitEthernet) #

15 2

T 74 E T, ipv6 ¥, TRTDOA U H—T oA ATHDI > TOET, ipve & Hhizd
HIZiE, Zoa~r Ko ne B AEHEHAL £,

ise/admin# show interface gigabitEthernet 1

GigabitEthernet 1

flags=4163UP, BROADCAST, RUNNING, MULTICAST mtu 1500

inet6 fe80::20c:29ff:feB83:a610 prefixlen 64 scopeid 0x20 link
ether 00:0c:29:83:26:10 txqueuelen 1000 (Ethernet)

RX packets 11766 bytes 1327285 (1.2 MiB)

RX errors 0 dropped 13365 overruns O frame 0

TX packets 6 bytes 508 (508.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface gigabitEthernet 1
ise/admin (config-GigabitEthernet)# no ipv6 enable
ise/admin (config-GigabitEthernet) # exit

ise/admin (config) # end

ise/admin# show interface gigabitEthernet 1
GigabitEthernet 1

flags=4163 UP,BROADCAST, RUNNING,MULTICAST mtu 1500
ether 00:0c:29:83:26:10 txqueuelen 1000 (Ethernet)

RX packets 64 bytes 5247 (5.1 KiB)

RX errors 0 dropped 13365 overruns O frame 0

TX packets 3 bytes 258 (258.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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ipv6 enable .
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. ip default-gateway

VT4 FaL—Y3av E—FDCiscolSECLI I K |

ip default-gateway

IP7 FLVAZIELTCT 74NV M= b = A ZERECEIRET DI, 207 F2b—
v 3 v F— R T ip default-gatewayip default-gateway =~ > R & L £,

ip default-gateway ip-address
ZOBHEETENICT DT, 20wy RO no BREMH L £,

no ip default-gateway

BX DA

ARV KR TIAINLE

AR E—F

FREDHA FS14 2

default-gateway IP7 RLVAZRELCT 740 F— U=
A ZERLET,

ip-address FIANME =R T =2ADIPT FL 2,

TAE—T I,

a7 X2 b— 3 (config) #
HEOBIBERE LTIZGE, S35 EEREL CWARWEEIF= T —nBAELET,
451

ise/admin (config)# ip default-gateway 209.165.202.129
ise/admin (config) #
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ip domain-name .

Ip domain-name

Cisco ISE =D ARA M ZFERSELTeOIMEHT L2774V D RAL B EBERT D
IZIL, 27 4F 2 b —3 3 F— N T ip domain-nameip domain-name =~ > RZ{HEH L £
T

ip domain-name domain-name

ZOMREE NS T HIZIE, Zoa~vwr RO no BREHEHLET,

no ip domain-name

BX DA

AR FI4ILE

aAvURE—F

EREDAARZA Y

A\

domain-name TITFIVEID RAAL U ZETERLET,

domain-name KA NG EFEREEDT-OHEHT T 7
JVRD RAAL K, 2~ 64 LFOFERF T
ELET,

A X —T )b,

a7 4 X2 b— 3 (config) #

G¥)

lip domain-name| =~ > RO CLIZEZLHLHFIZ [Cul+C| #RITTDHE, IP RAAL VA4 EE
T 285E. —wOT 7V r—var ariR—3r MIEWRAL VA4 E2FDL, oo R—
2 MIF LN RAAL A E T DIRREIZ R D FTREMENH Y £,

ZAUT LY, CiscoISE / — RITHERE L TV RVMRREICZ2 W 97, T a2, Blo

lip domain-name] =27 4 ¥ =2 b —3 2 CLIZFITL T, FAA 4% BROMHEIZHRE L
i‘é‘o

AN LTSI BT E0HAERIEIAR LTV L5E, =7 —RRAELET,

Z DA< RTCiscoISE H— 3D RAA U ETHT HHEEIT. WOEE A »&—URHFR
EhExd,

Warning: Updating the domain name will cause any certificate using the old

domain name to become invalid. Therefore, a new self-signed certificate using the new
domain

name will be generated now for use with HTTPs/EAP. If CA-signed certificates were used
on this

node, please import them with the correct domain name. In addition, if this ISE node

will be

joining a new Active Directory domain, please leave your current Active Directory domain
before

proceeding.
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. ip domain-name

1

ise/admin (config)# ip domain-name cisco.com
ise/admin (config) #
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Ip host

ip host .

ethl, eth2, eth372 EethOLISNADA —H Xy b f L H—T =2 AZKA A VT A LRERE
fii KA A 4% (FQDN) SCFEF|ZBEAF T 2121, Ze—bar 7 4 Fal—va e —K
Tiphost =~ RA&MHL £,

CiscoISEIFFBFET 7 7 A VDU XA L7 NURL ZET 5 L X2, ZDIPT KL A% Cisco
ISE /— K® FQDN [T E & #iz £,

ip host [ipv4-address | ipv6-address] [host-alias | FODN-string]

BRA L =AY T AL FQDN OREMNT ZHIERT 21213, Zoa~r RO ne JEAZMH L %
R

no ip host [ipv4-address | ipv6-address) [host-alias | FODN-string)

BXDEREA

AR R TFI4ILE

avU R E—F

EREDAARZA

ipv4-address Iy NI—= 2 —T x4 ADIPVAT R L
A

ipv6-address Xy NO—= B —T A4 ZADIPV6 T KL
X0

host-alias RAMDZA VT AL, Xy b= A& —
T oA AZEIY Y THARTTT,

FODN-string Xy NI =2 A2 —T A ZAD5EEEHM
AA %4 (FQDN) ,

T4~ VEH ) — R (PAN) OHB) 7 = — /LA —R"—FREZ A F—T I L TWDEHEAT,
4—ﬁ*yb%y&~7l4x®$xbi%U?%kioﬂmN%%ET6%K?4t—7

LIZLTL &, BRA N =AU 7 ABILOFQDN OF%ESE T #%ICPAN O HE) 7 = — /LA —
/\_E)rz“m%:/l’Z TVZRTZENTEET,

BEANTPAN OHE) 7 = — VA — = ERA R —T /IR oTWNDB E, KD A =N
FREINET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

T 7 4V FOEHEEIEH D EH AL
a7 X2 b— 3 (config) #

PR—=FENTWBIPV6 7 RLAERITRD EEBY T,

EAARET  au L TRYILNE 4 0D 16 EEAMHTD 8§ DI NV—TF, =& 21,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

EET 1 OO NA—TNICH AT e RE T, Pun s/ r—7% 2 >OHkEd
HonlEEHz 4, 72& 2I1E, 2001:db8:85a3::8a2¢:370:7334 T,
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o Ky NRUINWFK:E (IPvd~ v B 7B IO IPvE BE¥LOD IPv6 7 KL A)  : ffff:192.0.2.128
A

iphost 2~ REZMAL T, IP7T LAy BT HICKRA R =g U T A LEZREM AL
>4 (FQDN) XFHZBMLUET, ethl, eth2, eth3 2 DA —H Ry b f X —T A A
\Z—%7 % FQDN # R T 25 GIA L ET, AA N A VT RAOEEERTT HITIL,
show running-configshow running-config=~ > R & L £,

RA R A YT Z)FQDN L], F3ZOWM G A2ETEET, WMGTOMEAIEET 5%
AL, FA N =AY T AL FQDN LFHNDREYD 2L R —F 2 MR L T DLLERH D
£, FQDN XFH DA AIEET D &, Cisco ISE X URL WD IP 7 K L A % FQDN [ & X #i
ZFET, RAN AV T AOHREFRET H &L CiscolSEIIHRA N =g U T R LFEEINLTH
HIP RAA VL EMBEDETCHEERFQDN 2 L, URLNO Xy N —J L H—T =
AADIPT KL A% FQDN [CEE#zx £9°,

11

ise/admin (config)# ip host 172.21.79.96 isel isel.cisco.com

Host alias was modified. You must restart ISE for change to take effect.

Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #

151 2

ise/admin (config)# ipv6é host 2001:db8:cc00:1::1 isel isel.cisco.com
Host alias was modified. You must restart ISE for change to take effect.
Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

Starting ISE Database processes...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Monitoring & Troubleshooting Log Processor...
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ip host .

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
ise/admin (config) #
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. ip name-server

Ip name-server

NAA > F—=LH—s3 (DNS) 7= U —DFEITRHIMEN 25 DNS 2B ET 51213, 27«
F =2 L—1 3 » F— KT ip name-serverip name-server 2~ > K&l L £7°, 1 ~4 H? DNS
P—NERETEET,

ip name-server ip-address {ip-address*}

ZOMREEINCT HIIE, Zoavwr RO no BREHEHLET,

no ip name-server ip-address {ip-address*}

G Zoa<wrRFonXzdifldse, 2074 Fa2 b —2arNLTRXTOR—L F— 308
HIREnET, 20a~vr FOonBEREPLD I SEFEHTHE., ZOR—0 F—_FF0n

HIfr SV ET,
T DA name-server ERT 2R =L P —"DOIPT FLAZREL
*9,
ip-address =AY —OT FL A,
ip-address* (EE) , BIMoRr—L Y —"DIPT KL
Ao

GE) HX—ALH—iZ32DIPv47 FL
AL 1DODIPV6 T KL RAEHRETE
£

RN TT 74 < VEH ) —F (PAN) OBV = — A A —R"—REZA F—T ML TS
Y&, ip name-server 2~ RZFATT LHRICT 4 E—7/LIC L, DNS #—"EZE L%
TAX—TMIZRLTLES N,

ATV R FI4IAL T AN FOBESEIZH Y EH A,

AT R E—FR oV 7 4 ¥ a2 b— 3 (config) #

FELEDHA K54 > ipname-serverip name-server =~ > N ffi [l L TEM S N2 OF — b — NI OALE
WCRESNES, VAT HIZOF—"ZRIMMBEM LT, IPT7 FLRZMRLET,

IPv4 £721XIPv6 7 L AZFEHA L TV AT AR —L b—R_"EZEBEMNTEET, 1 20Da<x
KT, 1~32DIPvd7 RLAZERETEET, VAT AIZTTIZ3I BEDOR— L F— 3038
EINTWAEE, Dt 1 B2HRTAIETER—A —ZEBINITEERA,

1 BEDOX =LY —RERPOMNBEICEHE LT, Y7 VAT LARNETZO—"E2EHT5 L)

W51, Z0oa<r Ron BEREHERAL TT_ToOx—0 3 —_"ZHIBR L THLAE L
EDDHNERH Y F9,
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\}

ip name-server .

G¥)

ADBHG D Z ORELAEL LI2Gh, BEREZHNNTT 5729012 CiscoISE % FEL BT~ 5 LEEN &
D E9, F7z. CiscoISE THE I TS TXTOD DNS — R TORET %5 AD DNS
La— RERTEDLMENH D £79, DNSRENEE SNT-th, sEFHDADSINAA
RANIE U <R S W GE . BLRAEEZ FE)CTHEITL TN L, AD BIIARA v hEHESINE
TAOMLERHY FT,

BB TPAN OBEI Y = — LA — =R ENA X —T M >TWVWBHE, IROXA =N
FRENET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

11

ise/admin (config)# ip name-server ?
<A.B.C.D> Primary DNS server IP address
<A.B.C.D> DNS server 2 IP address
<A.B.C.D> DNS server 3 IP address
<X:X:X::X> 1IPv6 DNS server address
ise/admin (config)# ip name-server

512
IP f—2 Y= NERE LRI, WOBIIBEREINET,

ise/admin# show run | in name-server

ip name-server 171.70.168.183 171.68.226.120 64.102.6.247
ip name-server 3201:db8:0:20:f4ld:eece:7e66:4eba
ise/admin#

13

ise/admin (config)# ip name-server ?

ip name-server 10.126.107.120 10.126.107.107 10.106.230.244

DNS Server was modified. If you modified this setting for AD connectivity, you must
restart ISE for the change to take effect.

Do you want to restart ISE now? (yes/no)
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. ip route
Ip route
ABT 47 — FNERET HITIE, 27 4F 2 b—3 3 F— RN Tiprouteip route 2 < >
REMMLES, A4T 47 A—bFZHIBRTZI2E, Zoa~r PO ne BEAEZMH L E
j‘o
ip route prefix maskgateway ip-address
no ip route prefix mask
BX DA prefix SESED P L— N LT 4 7 A,
mask WhOT VT 4 AT AT,
ip-address Xy MU= ZIZEET DO TR 22 1

aAavY R FI4ILk

AU kRE—F

FEREDHA K54V

JANKRyTDIPT RLZA,

77 4V b OBEREIL D D FH A
a7 4 X2 b— 3 (config) #

ART 47 —MIFEHTHRESNET, ZHCE- T, FHEMELS 20 E9 (v b
U—7 hRaYOERICEICHEIG TE EHA) B, BEMEIIEFICEI RV ET, A¥T v
7 — N T, #HEFFT 272010V —T 4 T OFEF & EE SN DMEN W8, s A
ERfElbSINET, £, =T 4 VT R U—ORBBPEZH TR0 T,

ip routeip route =~ > R{X{#l % @ CiscoISE / — R TDOAX T 4 v 7 )L— FNDERIEHTZ D
TR, BAVE—T 2 A ADT 7N KN V= EEHZLT, vAFA L F—T xR
IP / — RIZEA DOIEFR IP RE DB L BT 5 T2 DITIR SN E T,

H—DT 74NV NV— BN TFA L Z—T xR ) — RIRESNTWDHEHE, /— KD
WTNDDIP AV F—T 2 A APHZELIZTXTOIP b7 7 4 v 7%, FERFRIPERIEA L
KTDT 7NV =02 ADEXT ARy FIIN—T 47 SN ET, CiscolSE / — K
WCHEEOT 74V b V— hERET D &, FENRIRE OB N 2720 £7,

ROBENZ, BEOT 7N b Nv— FERET D HEEZRLET,

CiscoISE / — K ethO, ethl., eth2, BXReth3 A v X —T = A ZADIKRDA HF—T = A ARE
IZOWTENENE Z THATL I,

ISE InterfacelIPNetworkGateway

192.168.114.10 192.168.114.0 192.168.114.
192.168.115.10 192.168.115.0 192.168.115.
192.168.116.10 192.168.116.0 192.168.116.
192.168.117.10 192.168.117.0 192.168.117.

e e e

iproute 2~ R, ZZCHEEA X —T oA ADT 74/ ks b— hNEERT HT-OITHEH
SNET,
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ip route .

ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.114.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.115.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.116.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.117.1
ise/admin (config)# ip default-gateway 192.168.118.1

\}

G¥)  EFo Tip default-gateway] (X, T XCTHOA X —T =2 ADT A K UV — kD)L — K TT,

show routeshow ip route 2~ > K CiX, iproute =2~ > FZFEH L TIER L7ZAX T 4 v 7 )L—

N (T74NVE =T 740 RSO NL—F) | BEO lip default gateway] =2~ > KD
I L VRES NN — FEEDL Y AT MMERONL— SO BERENET, Ziud, %
N—RNDORFEA v H—T 24 AEFRLET,

G AF—=TxAADIPT FLRAZEELIZGE, BERERT — MY =A ODIZW
DAZT 4 7 o= "BEIERREIC R D L, ZDALT 4 v b— MNIFfFar 7 4 Fal—
varmbHlBRENET, BIERREICR o7 — Mz v Y — LR RINET,

512

ise/admin (config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ise/admin (config) #
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. ipv6 route

Ipv6 route

IPVv6 AXT 4 v 7 L— b E2FETREL, 2BDF Y NU—F 7 T34 A OYREY 7R3
ABEFRT DI, ZTo—r9L a7 4 ¥ a2 b—3 3 F— KT ipv6 routeipvé route =~ >~
REMEHLEST, A¥T 4 v 7 b— MIHBBWICEHRFINRWOT, Xy hU—2 bFRrY
DEAL LT GEIEFERTAE T 4 v 7 — N HRET OLERD Y 7,

ipv6 route ipv6-address/prefix-length gateway route-specific gateway

IPV6 AXT 4 v 7 L—bEHIRT2ICE, Z0avr Fone JERAHEHLET,

no ipvé route ipv6-address/prefix-length gateway route-specific gateway

IPv6 7 FLAZIEELCT 74NN AZT 4 v 7 — b ERETDHITIE, Zo—rUr 3y
7 4 ¥ 2 L—1 3 ¥ E— KT ipv6 route ::/0 gateway route-specific gateway 2~ > R&fiH L &
T IPV6 7 RLAZIBELTCT 74NN AET 4 v 7 V= T 4 =T /MZT2ITF, 2
Da<vry ROono I EFEHLET,

X DEREA ipv6-address IPv6 7 KL A,

prefix-length IPv6 7'V T7 4 vV ADRE, VT 4y T A
(T FLvRAOxRy NU—2E5)) M 2
T RLAD EALERE > MMEART 0 ~ 128
D10 EHAETY . 10EEDRNIZA T v 2 257

GFERATDUHERD Y £7,
route-specific gateway TRy NI =7 \ZEET DDA TE

HFRT AN KRy TDIPV6 T KL A,

ATVERFIFILL T IANNOBECHEITH Y EHA,

Av R E—F Jua—sb ar7 4 Xalb—3 3 (config) #

EELEOHA KS4Y FPA—RERTWDIPv6 7 KL ABRITKRD LBV TT,

CSERFF  an s TRUISNZ 4 oD 16 EEHTD 8 >D I N—T =k ziE.
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

HEHMERT 1 DO N—TRNICH LT EeitkEEd, Tuoo s —7%2 Soikid
HonAlEEHZ E T, B 2001:db8:85a3::8a2¢:370:7334

e Ny FRUIV L (IPv4~ v B 7B IWNIPvE HID IPv6e 7 KL-A) @ «ffff:192.0.2.128
e

ipv6 routeshow ipv6 route =~ > NiX, BEFAD IPv6 /L — M &R R T HGEITHEHR L E T,
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ipv6 route .

511

ise/admin (config)# ipv6é route 2001:DB8:cc00:1::/64 gateway 2001:DB8::cc00:1::1

151 2

ise/admin (config)# ipvé route ::/0 gateway 2001l:db::5

0T 7NN —b VLT 4T AR LET,
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kron occurrence

VT4 FaL—Y3av E—FDCiscolSECLI I K |

1O EDa~vwy RAFYVa—F avy RPFFEO HRFETLIZI—EMRBCTEITEIND L HIZA
o a—0 A, a7 4 X 2 b—3 3 F— KT kron occurrencekron occurrence =
U REEHLES, ZORXAT YV a— AV ZHIBRTHIZIZ, Z0a~vr Rono BREMH L E

ﬁ‘o

Kkron occurrence occurrence-name

X DERHA occurrence

A< RAFVa—TF avwy REARFrY 2—
Vo7 LET,

occurrence-name

TV ADLHL, FK80 LT OFE T A Y
A—FLET, Ko 7FE) & SO
%%ﬁ.\g\) o

(G¥)  kron occurrencekron occurrence =~ > KT occurrence-name % N713 % & | config-Occurrence =

Y74 Falb—vary B T7E— RSN ET (RO HEXOBA] 228

BX DA at FBELEZARRICA I LU ARNFITEND LD

WZHEE LET, BERH T © at [hh:mm)]
[day-of-week | day-of-month | month day-of-month)

do EXEC 2~ F, Z®OF— KTEXEC 2~V
REFITTEET,

end kron-occurrence 2> 7 4 ¥ L — g YT
EF— REZHKT L, EXEC E— NIZREY £7°,

exit kron-occurrence 2> 7 4 ¥ a L — g v F—
RE#KTLET,

no IDOE—KRDavy RERELET,

3O0F—U— L TEET,

o at : #1795 : at [hh:mm] [day-of-week |
day-of-month | month day-of-month]

e policy-list : A H L > AL > CTIIT& N
LRV = URANERELET, HAK80
LFOFHFEIR—FLET,

s recurring : AR Y >— U A NOFE[TEMED
ELUET,
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aAav> R FI4ILk

aAvYU R E—F

FEREDHA FS14 Y

\}

kron occurrence .

policy-list ARV ALK THEITEIND I~ R AT
Va—T R —VJVRANERELET,

recurring B IRLCTEITT DALV AERELET,

G¥) kron 44 L v AR IR I 70
E AT a— L Xy T T D
kron A7 L > A DR E N FELTH4IZHI
PrELET,

T 74N FOBIEREIZSH D FHE AL,

a7 4 ¥ 2 b—3 3 (config-Occurance) #

kron occurrence kron occurrence = ~ > N5 J U policy-listpolicy-list 2~ > RZfEH LT, 1 2L
FEORY — VA BRI UM E IR TETINDLLOICA TV a— 7 LET,

EXECCLI 2~ R&&Ehra~y R A7 Y a—7 KU —&2/Ek LT, F8E L7ZIZIC Cisco
ISE —NTHETIND LAY a—1 7§ 5IZ1%, kron policy-listkron policy-list =~
vREEBIZclidizvy REFEHLET,

GE)

kronkron =~ > R ZFAT4 5 &, —EOLHT (XA DAL TOBIMIEY) TRy 7T 97
N RAMER SN DT, 77 ANVPEWVI EEZ SN2 EFIHY £H A,

G¥)

GUI @ ["&# (Administration) ]>[Z A7 A (System) |>[/Nv 277 v 7 L4750 (Backup and
Restore) ]Administration > System > Backup and RestoreX— 2 L T, RE L /-ITE=X
VT ORI T T A a—Y v 7 T5Z Ea#RLET,

Bl BrRINOT T

ise/admin
ise/admin
ise/admin
ise/admin
ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence) # at 14:35 Monday
config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence) # recurring

config-Occurrence) # exit

config) #

Bl2: BRINVHT YT

ise/admin (config)# kron occurrence DailyBackup
ise/admin (config-Occurrence) # at 02:00

ise/admin (config-Occurrence) # exit
ise/admin (config) #
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. kron occurrence

B3 BRANYHT T

ise/admin
ise/admin
ise/admin
ise/admin
ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence) # at 14:35 Monday
config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence) # no recurring
config-Occurrence) # exit

config) #
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kron policy-list

kron policy-list .

aAv U R ATV a—T7 KU U—DARIT%EFEE L, kron-Policy List 27 4 ¥ o L—3 3 H
TE— REMGT BT, 27 4 F =2 b—1 3 > F— KT kronpolicy-listkron policy-list = <
YREMEHLET, avr R A5V 2a—F R —ZHIBRT2I2IZ, Z0a~vr RO ne B

AL ET,

kron policy-list /ist-name

BX DA policy-list

av Y RAF Y 2—TF R) —D4HIRTEE
L\iﬁ‘o

list-name

AU v— U R NDOATN, K80 LT D FHT
Y R—FLET,

\}

(GE)  kron policy-listkron policy-list =~ >~ K C list-name % A /9% &, config-Policy List 2> 7 ¥ =
L—=yary ¥ 78— NS nEd (RO HEXOBMA 228) .

X NN cli

Al a—FIlLoTEITENDa~ U K,
K80 LT OFH T oY AR — b LET,

do

EXEC 2> K, ZOF— R TEXEC 22+
FEEFTEET.

end

config-PolicyList 2> 7 4 ¥ o L— 3 %7
F— RFEHET L, EXECE— FIZRY £7,

exit

OV TE—REETLET,

no

IDEFE—FRDavwr RERELET, kD1
ODF—U— RNEEHATEET,
ecli: ATV a—JIl Lo THEITESND 2
< K,

AT VR FI4NN T ANV NOEERMEITH Y A,

ATV RE—F a7 ¥ 2 b—3 3 (config-Policy List) #

EELEOHA K54 EXECCLIaZ~vYy RE2GTa~vy K A7 Ya—7 KU U—%ER LT, $8E L72REZIZ ISE
Y= RTIATIND LAV a—1Y 73 25I21E, kron policy-listkron policy-list=~ >
L& biZclicizm~y RZ#H L EJ, kron occurrencekron oceurrence =~ > KI5 JL OF policy
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. kron policy-list

listpolicy list=~ > RAEMH LT, 1 DLLEDORY >— U R k& [6 UK £ 72 X MR T S
NHEICATFPa—L LET,

(GE)  kronpolicy-listkron policy-list 2~ > RZfEH LT, CLIDOREBLOEET =X DRy 77T v
TRy a— 735 LIETEEE A, CiscoSEEHER—ZANLZNHDNY 7
Ty T AT a—) I TEET,

1

ise/admin (config)# kron policy-list BackupLogs

ise/admin (config-Policy List)# cli backup-logs ScheduledBackupLogs repository
SchedBackupRepo encryption-key plain xyzabc

ise/admin (config-Policy List)# exit

ise/admin (config) #
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logging .

logging
0y LAVEBRETDHICE, 27 4 ¥ 2 b— g v F— FTlogginglogging = < > K% {#i [
LET,
logging loglevel {0|1|2|3|4|5]6]7}

COMREA N T AIZIE., Zoa~vry Fono X AEHEHLE T,

no logging
BX DA loglevel logging I~ > ROBu 7 LUV ARET Ha~
‘\/ ]\\‘O
0~7 ns Ayve—Ety NTOENOT T A A

U7 4 Lk, T4 F VT 4 LoYLTLLT
DEBYTT (F—U—FDFSEAL) ,

«0-emerg (BRAFRE) AT ABMEHAR

ﬂ‘o

e l-alert (7T — k) : 7272 BICALED
EO

o 2-crit (Z VT 4 HN) T VT TR
IRAE,

*3-err (=7—) =T —RAE

«4-wamn (&)  EEREE,

e 5-notif (A1) @ [EH THDHA, HERK
e,

e 6-inform : (T 74V N) [FEWA v E—
:/\\O

«7-debug : TN T A yk—,

ATV RFI4ILE T 7 AN NOBERHEIZH Y FH A,

Q9T R E—F a7 4 ¥ 2 L— 3 (config) #

FRLEODHA KSqy ZOa~r FiZidloglevel F— U — RBMLETT,

1

ise/admin (config)# logging loglevel 0
ise/admin (config) #
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. max-ssh-sessions

max-ssh-sessions

DHEBRD ) — R tica~vry R4 A —T =4 A (CLI) OKFERY Y a
RETAHITIE, a7 4 X 2 b—3 3 F— KT max-ssh-sessionsmax-ssh-sessions =~ > K%

AL ET,
max-ssh-sessions {0 |1 |2|3|4|5|6|7|8]9]|10}

=340

‘E-IDII:I

£ 1~ 10 R SSHE v a0k, 74/ KME5T
—a—o

ATV RFI4 R RSN DSEKER CLIE Y v a VDT 7 40 MiE, Cisco ISE HFHE R —FZ L5 5I1T5%
ESNET,

QTR E—R av7 4 X2 l— 3 (config) #

EELEDOHA K54 > maxsshsessions/ N7 A —H|Za~v KT A ¥ =T = APHREFRETIEH Y A,
TIT 47 CLIEy Y a2y ORREIF, 7T~ VERISEFHER - L blilsnE
ﬁ‘o

CLIlty Y a v ORR¥ERADE, 2Oy arZLTWLavr RIM v f o2 —
TxA A IR RT 7T 47 SSHE v 3 U #IZH)E (Maximum active ssh sessions reached) |
Ay —UNRFRS I, FTEIC RESRE : %177 21213 Enter £ 7213 Space 2 L £9 (Not
connected - press Enter or Space to connect) | &9 A v E—UBRERINET,

oY —) B CLIIZ e 7 A > LT forceout usernameforceout username =~ > N & 92 & |

a—HEu T NIETT VT 4 7R SSHE Y v a VOB EHIHTE £,

av RIA v A v H—TxzAA (CLD) By arORRKEERETDHEOOFESF— 3

> RAL, Cisco ISE HFEER—Z LD [ 3 (Session) | % 7 DIRDBATICH Y £,

[E3 (Administration) |>[>XT L (System) |>[EEET VX (Admin Access) | > [FXTE
(Settings) |>[7 27 X (Access) |,
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ntp

np [

NTP REZRET HITIE, 27 4 F =2 b — 3 F— KT, authenticateauthenticate 1~ >
. authentication-keyauthentication-key =~ >~ K| serverserver=2~ > K, BI W
trusted-keytrusted-key =~ > K& & & {Tntpntp=~ > REEH L £ 7,

ntp authenticate

ntp authentication-key <key id> mdShash | plain<key value>
ntp server {ip-address | hostname} key <peer key number>
ntp trusted-key <key>

no ntp server

B DEREA

aAavY R TFI4ILE

AU kFE—F

FEREDHA K542

authenticate FT_RCOFZNREORGEE A F—T W LET,
authentication-key BT AR ORGEY — 2 EE L 7,
server FHHAT 25 NTP — "2 ELET,
trusted-key FBHEH T 2L OX —FSE2HELET,
L

a7 4 X2 b— 3 (config) #

ntpntp =~ > NIENTP REZEET 2% GIHEH L ET,

TNA A EONTP H—E A% #& 77 5HIZ1%, authenticate, authentication-key. server,, 135X

W trusted-key 72 & DX — U — F5| 5% f5E L C, nontpnontp2~ > K& ASJT HME N &H
D F9, 7=& z1E, AR ntp serverntp server =~ > K & 1T L7=8A1%. server & & H1Z no
ntpno ntp=~ > RZfEH L £ 77,

1

ise/admin (config) # ntp ?
authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use
trusted-key Key numbers for trusted time sources

ise/admin (config) #

ise/admin (config)# no ntp server

ise/admin (config)# do show ntp

% no NTP servers configured

ise/admin (config) #
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. ntp authenticate

ntp authenticate

T RTCOREMIROFRFEE A 2 — 7 /WIZT HIZI1E. ntp authenticatentp authenticate 2~ > R % fiff
MUET, NTPRBREF — D22 WRZIFIZRY S EE A,

COMREE NI T DICIE, Zoavwr Rono BEREFEHLET,

ntp authenticate

BX DA authenticate FTRTOREZNRORFEE A X —T M LET,

aAvYRFIANE AL

AavY R E—FR a7 4 X2 lb— 3 (config) #

FEEEDHA K54 > ntpauthenticatentp authenticate = ~ > NI, T X TORMIROFRFEL A X — 7 WM DH5EIT
HEHALET, Zoa~vr NIEETHY, Z0a~vy RERE LR THRAFIHIEL 7,

#ﬁﬁmﬂ—_/ﬁ@#ﬁ)uuni%z\gt‘j—é{rbf% }‘Tuunftﬁ—éﬁm N DFY #ﬁBO)ﬂ-»—/\\O)]}?g
FEHICRESIN TV AF—PNUERGAIT, Z0a~vr REETLTUIRD A,

il

ise/admin (config)# ntp authenticate
ise/admin (config) #
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ntp authentication-key .

ntp authentication-key

H#Fﬂ/ﬁ@nunﬁ“‘% ZAL:?ET‘E‘?‘Z) j: a7 4 ¥ V*‘I‘/E/:E‘*‘]‘VC#E@nﬁk/DJIJ%ij:U
X —fHEZf5E L T ntp authentlcatlon—keyntp authentication-key =~ > R& i H L £,

ntp authentication-key key idmdS hash | plain key value
ZOBHEETESNICT DT, 20wy RO no BREMH L £,

no ntp authentication-key

BX DA

AR R FIAILbE

avU R E—F

authentication-key FHETE DANIRORAEF — 2 E L £,

key id ZOF—ITEID Y TAHID, 175 65535 £ T
OBAER YR — FIhET,

md5 AL — DR LS A 7,

hash FRED /Ny v 2 ENTeF—, BE{bF A 71T

BT, BERfbanz Oy v &nfz) F—
FHRELET, 40 LFEETTHRELET,

plain HAHOTL—r THF R NOF—, BFELF
A AT T, B fbEhTcninr L—r
THEAPNF—ZBELET, 15LFETTH
TELET,

key value 520> md5 plain | hash DWW i —E3 %
ﬂ:/_t@ f\”“fﬁo

L

a7 4 ¥z lb—3 3 (config) #,

FEEEDHA K54 > ntpauthentication-keyntp authentication-key = ~ > Fi&, WZIJEIZ NTP SEREDFRREF — & &R E

\)

L. THIUCEET 5% —ID, ¥—ME{b¥ A7, BLOX— Ml ELHETH2HEICHEAL
9, ZOF—IIEFEETELY A MIEMLTA2 6, ntp serverntp server 2~ > RIZEN L T
<TZE,

EEHY A MBI TV D NTP 3REEF — D 2 WIGZITFII R S E A,

GE)

show running-configshow running-config=~ > Ni%, EX% = U7 1 D72, Message Digest 5
(MD5) 'L —r A TANENTeF—aFIIAy VaBRUTEHR L TRRLET, 2L %
/&, ntp authentication-key | md5 hashee! 8@{07608ac7ecdbeefc535 ladl18bc9celef3 TT,
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. ntp authentication-key

511

ise/admin# configure

ise/admin (config) #

ise/admin (config)# ntp authentication-key 1 md5 plain SharedWithServe
ise/admin (config)# ntp authentication-key 2 md5 plain SharedWithServ
ise/admin (config)# ntp authentication-key 3 md5 plain SharedWithSer

151 2

ise/admin (config)# no ntp authentication-key 3
(Removes authentication key 3.)

513

ise/admin (config)# no ntp authentication-key
(Removes all authentication keys.)
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ntp server

ntp server .

NTP Y=L DTV AT LDY 7 vy =T 70y 7 ORMZFFT 51, :1/74 Fal—
= E— R Tatpserverntp server 2~ > K& LEJ, THZNBIEDOIT ﬂ? ZHRE L
TeRR3BOY—"EFA LET, =357 a s NI A=ZTENR, NTP ARREIC I —
DILEETT,

Cisco ISE (%, NTP ¥ — SOARAF—FEFEL ¥R — F L TWEF, NTPv4 [E, dFx—iE 51k
ZREA L, A —K 5 LIic S < H L Autokey HUH ML L 97, AR F—KB5(kiX
W, B — N Lo TR ESNAB SN2 WIEABIDIEIZIES W TV A T2, iﬁ’fﬂﬁ—ﬁ e
IEEDHEETHDH EBZZBNET, Autokey TlE, T TOF—FlAfik L OEFEEREICIZA
BIED AN EENTWNHT2D, T — Ol & RENPRIFIZR LS vET, IFF (ldentlfyFnend
FE 7213 Foe) il 7 =Udsx & JA < éh“@ﬂéjﬁﬁiﬁ@f\ ZOHFREMEHT D L e
LET,

Cisco ISE 12 WCHZh CRIFERRER NTP v — "3BT,

F—I3A T v a r NTA=F TN, NTP b — LG D0 ERH 55 E1E. F— 2k iE
TOLERDY £,

Z OMREA RN T 2121E, NTP Y —ANZHIER L TR —ZBINT 255607, Z0a~
Y RO no JBAZEHLET,

ntp server {ip-address | hostname} {autokey | key <peer key number>}

B DEREA

server VAT AL ST, FREI NI — N L [E
INFET,

ip-address | hostname a7 ORMAET O —30 IPvd 721X
IPv6 7 R LA, FIoIA R M, 51H0E 255
XFETOEBEFTHREL LT,

autokey NTP $— NZxf L CTARF —7GE 24 %
VENODLZEEBELET, ZOF T3
VEBIR LIZ8E . erypto 2~ REMHH L
T, CiscoISE / — RIZNTP % — SR —
AR — P NTOHVLERDY 7,
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aAavv R TFI4ILk

aAvU R E—F

FEREDHA KS4A4 Y

VT4 FaL—Y3av E—FDCiscolSECLI I K |

key UER) . 70X —F 5, K 65535H#iF
THHR— P LET,

Z O —|%, ntp authentication-keyntp
authentication-key =~ > RZ&{#FEH L Cx—fE
TEXRTDOVLENRDY T, 7. ntp
trusted-keyntp trusted-key =~ > K& f L T,
FETELXF—LLTENTO2NERDHY
R

AEE FATT D721, F— L& F— DT
BRONTP ¥ —NZER SN TV HF— LA L
EIZTHHERDHY £,

T 74N P TRESINTODIF—NEHY A,
a7 4 ¥ b— 3 (config) #

Z @ ntp serverntp server 2 . Nid, Y AT LAEZIEE LT — AN ERERBSEL5EIC, BT
ELF—ZEELTHEHLET,

F =347 a TT, NTP FBGECITMETT, £, I DF—% ntp authentication-keyntp
authentication-key = ~ > N CiE#% L. ntp trusted-keyntp trusted-key = ~ > RIZiBIN L7, ntp
serverntp server 2~ > KIZIBAI L £9,

show ntpshow ntp =~ > RIXRIIOREA F R L EF, BEINIZWT IO NTP H— 3¢ Bz
AHETIZR < BIES N TV RV (NTPRGESRE SN TV HHE) . Z0a~vy R
Ko TRNDANT Z L%mFFOR—IN~DRMINFRRENET,

NTP P — "R FZEFRETIZ RV, USRI SN TV ARWES, Zoa<wy FEEEHZ W T
OBEEIT Y o272 £9,

Cisco ISE FHHRH R —H /VINH NTP h—/N a7 4 Fab—a UV ERAEF— 2 EET DI
&, [ Cisco Identity Services Engine Administration Guide)] @ [System Time and NTP Server Settings |
DEEAZZBLTLIEEN, 207 4 F 2 b— 3 E— KT CiscoISE CLI 25 NTP #—/3D
1T Autokey 7% ETE £9, NTP % — 32 Autokey 7% & L7z, NTP H— b AER I
TeABRF—% A VAR — M HMERH Y £, FEMIZ OV T, crypto 2~ FEZHL TS
ZE,
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\}

nte 4 —nzitoEEs—ozE [

G¥)

)

NTP H— 2% U CAB S —BGEE2 AT 258 1%. ROFHNPHLETT,

e X b U — 27 THEFHATHEZR NTP ¥— 38 Autokey TR E SN TWNDH Z & &R L ET,
NTP % —/ NI DNSE /2 IR A AT FLARH CTRIEMRE THHLENH Y £, NTP
B — 2%k L C Autokey % f% ET D FTIEIC DWW TIEL,  NTP Support Web] % &R L T<
f;éb\o

* ntp-keygen-T =2~ R&MH L T, NTP #— "Tx— X7 &4k L, NTP — D154
TELAF—2EE L ET, erypto 2~ K& LT, ABI%—% Cisco ISE (21 >
A—hrLFET,

G¥)

NTP H—/\&%

oIy RE AT m e AR E L lE R R LE S, A7 ee i3, BT ETIC
MR 2050302 ERHY T,

1

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# ntp server 209.165.200.225 autokey

ise/admin# show running-config

interface GigabitEthernet 0
ip address 209.165.200.225 255.255.255.0
ipvé address autoconfig
ipv6 enable

|

ip name-server 209.165.200.226

|

ip default-gateway 209.165.200.227

|

ip route 2.2.2.0 255.255.255.0 gateway 127.0.0.1

|

!

clock timezone Asia/Kolkata

|

ntp authentication-key nn md5 hash XXXXX
ntp trusted-key nn

ntp server 209.165.200.228 key nn

ntp server 209.165.200.229

ntp server 209.165.200.225 autokey
|

SIDEFEFTF—DHRTE

NTP Y= NCLD VAT LADY 7 by =T 7 vy 7 ORMZFTHI21E, 27 4 Fab—
= ¥ “E— KT ntp serverntp server 2~ > RAEFEH L ET,

ise/admin (config)# ntp server ntp.esl.cisco.com key 1
% WARNING: Key 1 needs to be defined as a ntp trusted-key.
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2

b

B esoxs—sz0m

ise/admin (config) #

ise/admin (config)# ntp trusted-key 1

% WARNING: Key 1 needs to be defined as a ntp authentication-key.
ise/admin (config) #

ise/admin (config)# ntp authentication-key 1 md5 plain SharedWithServe

ise/admin (config) #

ise/admin (config) # ntp server ntp.esl.cisco.com 1
ise/admin (config)# ntp server 171.68.10.80 2
ise/admin (config)# ntp server 171.68.10.150 3
ise/admin (config) #

ise/admin (config)# do show running-config

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.21.79.246 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183

|

ip default-gateway 172.21.79.1
|

clock timezone UTC

|

ntp authentication-key 1 md5 hash eel8afc7608ac7ecdbeefc5351adll8bc9celefl
ntp authentication-key 2 md5 hash flef7b05c0dlcd4cl8c8b70e8c76£37£33c33b59
ntp authentication-key 3 md5 hash eel8afc7608ac7ec2d7ac6d09226111dce07da37
ntp trusted-key 1

ntp trusted-key 2

ntp trusted-key 3

ntp authenticate

ntp server ntp.esl.cisco.com key 1

ntp server 171.68.10.80 key 2

ntp server 171.68.10.150 key 3

|

--More--

FIHEAIED R T—52 A DFER

RIHAD AT — 2 A % HMeg® 9 % 1Z1%, show ntpshow ntp =~ > R&fEH L £,

511

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.80

Tertiary NTP : 171.68.10.150

synchronised to local net at stratum 11
time correct to within 448 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000
171.68.10.150 JINIT. 16 u 47 64 0 0.000 0.000 0.000
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#
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oz 7—2 20wz |

15 2

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.150

Tertiary NTP : 171.68.10.80

synchronised to NTP server (171.68.10.150) at stratum 3
time correct to within 16 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
127.127.1.0 .LOCL. 10 1 35 64 377 0.000 0.000 0.001
+171.68.10.80 144.254.15.122 2 u 36 64 377 1.474 7.381 2.095
*171.68.10.150 144.254.15.122 2 u 33 64 377 0.922 10.485 2.198
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#
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. ntp trusted-key

ntp trusted-key

KR Z (B CE 5 U X MTBINT 212i%. —E ORI+ % 457E L T ntp trusted-keyntp
trusted-key =2~ > RZfEfH L £7°,

ntp trusted-key key

ZOBREER TN T AL, Zoawry RO ne B AMHLET,

no ntp trusted-key

X DERHA trusted-key ZOXF—ZH Y KBTS ID,
key BT A2y —F 52 EL T,

ZAUE, NTP #iEF— & L TEHRT HHLEN
H0FET, K535 ETHR—-MLET,

ARVEFIALE AL

AavU R E—FR a7 4 X2 lb— =3 (config) #

FEREDHA KS4Y ZOF—%NTP H— NBMT HRNC, Z0OF—% NTPiE¥—& L CERL, Y 2 b
WZZOF—%BMLET, E#EHY 2 MBENESNZF—1X, VAT ATNTP H— N2k »T
R TE2LODOMEHTE £9,

511

ise/admin# configure

ise/admin (config) #

ise/admin (config)# ntp trusted-key 1
ise/admin (config)# ntp trusted-key 2
ise/admin (config)# ntp trusted-key 3
ise/admin (config)# no ntp trusted-key 2
(Removes key 2 from the trusted list).

512

ise/admin (config)# no ntp trusted-key
(Removes all keys from the trusted list).
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rate-limit

rate-limit .

EETLIPT FL AL OTCP, UDP, E£72IXICMP Y v FOfIRZFRET HITIE. :/74
¥ a2 L —3 3 2 F— N TCrate-limitrate-limit=~ > RZFEHA L E4, ZOEELXHIBRT A2
Zoa<wr RO B EFEHALET,

rate-limit 250 ip-address net-mask port

B DEREA

aAav> R TFI4ILE

aAvU kR E—F

FEREDHA FS14 Y

<1-10000> 1B & 7= 0 DI TCP/UDP/ICMP /347 3%,

ip-address Ny b b— MillRZEH T 2XECIP T R
LA,

net-mask Ny b b— MR ZEH 3 2 #{E TP~ A
7,

port Ny b b— MR EE AT 5580 — N E
%O

77 4V hOBEREILSH D A
av7 4 X2 b—3 3 (config) #

L,

1

ised49/admin (config)# rate-limit 4000 ip 20.20.20.20 port 443

% Notice : Actual rate limit rounded up by iptables to 5000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #

ised49/admin (config)# rate-limit 6000 ip 10.10.10.10 port 443

% Notice : Actual rate limit rounded up by iptables to 10000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 10000 ip 10.10.10.10 port 443

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #
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password-policy
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VAT BT HNAT — R A X—T L E TR ET DI, a7 Falb—va v
& — KT password-policypassword-policy =~ > K& H L 9, Z OMEEE BT 5120,

Zoawry Fon B EERALET,

password-policy 47> = >

(GE)  password-policypassword-policy = v > RIZiE, RV ¥ — A7 v a URRLETT ( XD
BH] #2%M) . password-policy password-expiration-enabled = ~ > KX, {1 password-expiration

A~y RORNZANT 208 H Y £,

(GE)  password-policypassword-policy 2~ > K% A )9 % & config-password-policy 2> 7 4 F = L —

var ¥ 7E—FEmTEET,

X DA digit-required

=Y R2AT— RIZHFEET & 2 NAIC
]\_/i‘j_‘o

disable-cisco-password

NAYU—RIZ,  [Cisco] % [Ciscol Z&ETeak
FEACTERVEIICLET,

disable-repeat-chars

FUXFENSOUEEEFNTNERAT— R
T4 v—T M LET,

do EXEC =2+ K,
“wT Ay 74 Xal—varE—FREKTLET,
exit IOV TE—FREKTLET,

lower-case-required

Z—Y NAT— RPN TFREEN TN DN
ERHY FT,

min-password-length

B2 RA Y — ROE/NUFE, 40 XLFET
THRELET,

g REEBICTH, 23T 740 1
EEZRTELET,

no-previous-password

AIEIDO/RAT — RO—Hz=FEH Tk
HZLET,
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password-policy .

no-username

NAY = RNZa—Phaednd e atiihL
=7

password-delta

LFENE NN AT — R H L5 LE
ﬁ—o

password-expiration-days

INAT— ROBFZH K, 3650 F TOELE T
A—rLET,

password-expiration-enabled

NAT— ROEIMIRE A =T /U LET,
(6=3)) password-expiration-enabledpassword-expiration

o< Nk, flLod password-expiration 2~ > |

ANTHRERH Y £7,

password-expiration-warning

INAT— ROHEIE > TWA D & ZwmaT
HEEEZBAAT B TO R, 3650 £ Tk
¥AaAVR—FLET,

password-lock-enabled

FE L2 BB ORITR R LIS, AT —
Raeoy 7 LET,

password-lock-retry-count

PATEIEEZRELE T, ZOEEORITHNE
b Ea—P AT —R Koy 7 SNFET,
20 FTCOEHEYR—FLET,

password-time-lockout

THAU Ny TN YT TAETO
R 2 E LET (HALD) o 59005 1440
DE CORREZ Y R—FLET,

special-required

Z— NRAT — RIS TEREEN TN D
VBN H D F9,

upper-case-required

2= NRRT — RIZKXFENEEN TN D4
ERH Y F7,

ATV R FI4NN T AN NOEERMHEITH Y A

ATV R E—F a7 4F 2 b—3 3 (config-password-policy) #

FERALDHA RS> 2L,

1

ise/admin (config)# password-policy
config-password-policy) # password-expiration-days 30
config-password-policy)# exit

(
ise/admin (
ise/admin (
ise/admin (config) #
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Ry T TEBRETAHEDIZIVRY N 72— REBBT AT, =20 74 F21—33

> E&— K Trepository 2~ R LET,

repository repository-name

BX DA repository-name

URY MY OL4HIL, K80 XLFDOIET% Y
A—=rLET,

(E)  repositoryrepository2~ > RTURY U OA4HIEZ AT % &, config-Repository 2> 7 f F =
L—yar 7 E— BB IhET ( (HEXoOHP] 2281) .

X DERA do

EXEC=2~> K, ZOF— FTTTDEXEC
o< ]\\‘%gﬂ%??/c% jz—g‘o

end

config-Repository %7 & — K& #& T L, EXEC
E—FIZRED £,

exit

ZDE—RZR&TLET,

no

COE—FDavr REHELET,
2ODF—U— REfHATEET,
eurl : UARY MY ® URL,

euser: VAR RNVICT 7 BARATA-HD
WL E NI T — R,

url

UARY FU @D URL, K 300 LFDORET-%
PAR—PFLET (F45%5250]) ,

user

T IBATAHFEDOZ—YFL LA T— K%
BELET, 2—FLITITHRK 30 LFOTE
T NAT— R K 1S LT O T2 fE
ATxET,

INAT— RIZHHTEDCFIE, 0~9, a~

2 AT @B S % N &
() + BEO=TT,
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A\

JECTUN

GE)  server [TV — 34 T3, path (X /subdir/subsubdir Zf§ L £9°, NFS %> hU—7 H— "D —

NELDBITIE, ary () BDULETT,

K8:K45URLF—T—F (fg=)

F——F

AE—RTFERIFIE—E

URL

P—NEBLOARE#RE ST, VR NI D
URLZ AJJLET, K80 LFOFET %Y
A=k LET,

cdrom:

7 —#/1?D CD-ROM K74 7 (FiHED &
DI

disk:

g—h) A RL—,

2—H) VR NYNOTRTOT 7 A V%
#1935 IZ1X. show repository repository name
BIATLET,
GE) FTRTCOr—H)V UKRT R
1%, /localdisk 7N—7 1 > =3 U IZAERL
EnFEd, VAT MY DURL T
disk:// ZIHETH & VAT 4
1%, /localdisk (Z%f3 2 FHxf/ XA T
TALZ MY ERERLET, &%
X, disk://backup, & AS1T 5 &,
7 4 L7 K VI /localdisk/backup |2
ER s V£,

ftp:

FTP % v NU—7 H—_"pab—jrEiid=
v —/ 5 URL, ftp://server/path &9 URL %
fERHLET

http:

HTTP %> bU—7 H—Dat’—xFE =ik
a v —E® URL (GEAED HA) ,

https:

HTTPS * v hU—7 r— "D a v’ —rE =L
o B —4E URL (FiAHY BH) |

nfs:

NFS v hU—7 H—Rpav—rEida
v — 5 URL, nfs:/server:/path &5 URL %
ERLET
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F—J—F aF—xFEkFar—%

sftp: SFTP X v hU—27 $—_"Da v —rEiziia
v —%® URL, sftp://server/path & 95 URL %
AL ET

tftp: TFTP x> hU—2 $r— D a—E7oiX

2 B —5ED URL, tftp:/server/path & 9 URL

EEHALET

(G¥)  CiscolSET v 77 L— FDIFATIT,
TFTP VU Ry VIR TE EHA,

AR FI4ILE

O R E—F

FEREDHA K42

77 AV b OEEREIZH D TR A
a7 4 X2 b—3 3 (config-Repository) #

BT — R Curl sftp: 2% ET DAL, RSA 7 4 H—7 VU (AKA host-key) % % —
77> R SFTP AR A R 2B ISEIZ R — R 5058 H Y £9, Ziud, CLI T crypto host_key
adderypto host_key add =~ o A L TEITTE £9, FFMICOWVWTIL, crypto 2~ &
SZHLTLIZEN,

Z DOHRE R 502 HI2iX. 7 — KT host-key hosthest-key host =~ > K™ no £ % f# H
LET,

Cisco ISE HHH R —4 /LD [ (Administration) ]>[> AT A (System) ]>[A > T A
(Maintenance) 1>[VY A Y b U (Repository) 1>[V AT kU DiEN (Add Repository) ] Tt
FaT 72 FTP VARY b Z%ET 5 & Cisco ISE 1EFICKOEEZFR L ET,

ZOVRY M) EFHTEALSI2TAHITIE, SFTPV—"DAHFA N F—%2FKA N F— 47
varEHEALTCLL 20 L CEBMNTA25ERH D £,

RAR F—ZHERTTIZ, EXa2TRFIPYVRS IR I T F L LD &5 8, 5bin
$TAHTT— Cisco ADE D iz Aa—IXE1,
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service .

service
BHTALIT—ERAZEETICE, a7 4 F a2l —3 32 F— R Tservice 2~ R&HH
LET,
service sshd
COMREERZT A —T M T A, Zoavry FOne JBRAMHLET,
no service
X DA sshd Secure Shell Daemon, SSH »F —%€ . Fua /'
Z LTY,
enable sshd F—E 2% A 2—T7 W2 LET,

key-exchange-algorithm

sshd  —EACTHATHXF—H|T L ITY X
LEHRELET,

diffie-hellman-group14-shal

W7 N TY X L%
diffie-hellman-group14-shal (2[R L £ 7

Loglevel

sshd?HEFa T AT L7 IZxtT 5 Ay
t—You s LV EEELET,

<1 ik

<2 B

3. T —

4 fFHR (FT7H 1)
<5 UK

c6: TN

T TNy
*8: T N2

9T Ry T3

aAavY R TFI4ILk

AR E—F

FEREDHA FS1 Y

7T 7 4V N OEHEREIEH Y TR AL

av7 4 X2 b—3 3 (config) #

L,
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. service

1

ise/admin (config)# service sshd

ise/admin (config)# service sshd enable

ise/admin (config) # service sshd key-exchange-algorithm diffie-hellman-groupl4-shal
ise/admin (config)# service sshd loglevel 4

ise/admin (config) #
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shutdown

AU RTIAIbE

ATV R E—FR

FRLEDHA KSq4 Y

shutdown .

AVH—T 2 Af A ¥y NI THINE, A v F—Tx2A AT 4 Fal— g E—
K C shutdownshutdown =2~ > F&2fEA L9, ZOWELENTBHIZE. Zoa<w Ko
no B AEHLET,

Zoavy RZE, F=U—FBLUBIEITH Y HA,
77 4 FOBEREIESH D FE A,
27 4F 2 b—3 3 (config-GigabitEthernet) #

Zoavwy REERA LA v E—T x4 Ay NEDUUVTHE, FOA L H—T oA A%
BEH L72 Cisco ISE 77T A 7 o A~OEEFEN Kb E T, 2T, 77747 v ADER
NEAINTWHWTHEDY FH A,

72770, T7I9A4AT7 A RICHOIP Z#FERALTC2EBHIDA X —T oA AEBREL, TDA
VHE—=T 2 A ANT v R T UENTWRITIUL, TO2EHDOA X —T = A AEMTT
TIAT AR TEET,

A B =Tz ATy NEU T LHOTEE LT, ONBOOT /87 A —X Zffifl L
C. letc/sysconfig/network-scripts (28> 5 ifcfg-eth[0,1] 7 7 A VE AR TH I L L TEET,

e A HE—T 2 A A%T 4 B—T /T HIZIE, ONBOOT="no" & HE L 7,
A UE =T 2 A A% A F—TWITT HITIL, ONBOOT="yes" L& L £7,

no shutdownno shutdown=~> R&FEHL T, /1 X —T oA ABAFX—TNIITDHI L
HTEET,

1

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# shutdown
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. snmp-server enable

snmp-server enable

Cisco ISE T SNMP H—R_"EZHH+5121F, Fue— L ar 7 4 F¥al— a3 E—RT
snmp-server enable =~ > RZH L £7,

snmp-server enable

SNMP $r— _ZHEGT AL, ZDa<wy Rone ERAHEHLET,

ATV RTI4I R SNMP H—NF A R—=T /WIRE SN TVET,

Q7o RE—R a7 4 ¥ a2 lb— 3 (config) #

1

ise/admin (config) # snmp-server enable
ise/admin (config) #
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snmp-server user .

snmp-server user

B LWSNMP 2 —HZRETAHIZIE, Ju— a7 4 Fal— g F— R "C snmp-server
user 2~ R&EfFHLET,

snmp-server user usernamev3 {hash | plain} auth-password priv-password

\}

GE) o<y Rt SNMP S—2 3 0 3 OIS L THERATAMLERH Y £,

EE L7 SNMP =—H & HIfRT 2121E,. Zoa<wr Ron BEXEHEHL T,

BXDOHRH user LV —F2BELET,
Z—F4 SNMP =— x> MZBTAHFRA N EDa—
F DL A,
v3 kT FOEEITHEHT S SNMP DN— 3
:/o

priv 38 L Wauth ¥ — U — RE2GhCT 512X
SNMP N— a2 3tvX=2UT 4 £TNV5F
HTo0ER NHLZ L ERELET,

{hash | plain} NAT— R, Bt EZ 7T —
KTd, WEfbahniz 22U — KL, 16 #E%
DX THLIVLENDY £,
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. snmp-server user

auth-password FEF— Y R ZA T — REEELET, A T—
ROFNRIZ T XFTER, EXFalT 4%
PRI D721 8 UFLLLICT 5 Z & 258D
HLET,

GE) RRU—FREENZEAEIE, \ET
TRV, 22— EHRET DM
ENHVES, TL—2TFAMD
NAT— RERIZe—h T4 XEhN
XA ANERETEET,
n—HTA RINTHFA T A
I, =PIk LTI L7 3BRE T
AT Y XL (MDS £721% SHA (27
HIEWTEEY) IT—FT H0HE
BHYET, 2—FRENTL Y —
JVICRRSNDGE. £ 7 74
NV (A= T wvF ar7 4 Xa
L—ar 77 AR E) ITEXA
EFNAHEE. u—T T4 XRENTZFR
FEXA V2 ARNET T AN —H A
VA MBNEICT L= THRRAMD
NAT— ROV IR RINE
7
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aAvU R TFI4ILE

aAvU kR E—F

FEREDHA K54V

snmp-server user .

priv-password

e —Y AU — R&HEE

LEd, RT—

FORNIRIZ1I XFTTN, B2 T4 %

MR35 7201

8 LFLULIZT D Z L2 df

HLET,

GE)

NAT— REENTEHEX, FIET
ERNAVEIN na%%ﬁ R E T D
ERHVET, TL—rTHFAID
NRAT—REFn—h 74 &N
A A T2 A NERETEET,
n—HTA RINTHFA T A
I, =PIk LTI L7 38RE T
AT Y X5 (MDS £721% SHA (27
HTENTEET) IT—HTHHME
75>&b@iff Z—PRENT L —

§§7T‘é§ibz5/lﬁt3\ FE T A
w(2&~b7/7:y74¥1
L—ya 77 ANRE) IEEIA
ENLGE. v— T4 XINTFR
FEXA 2 AN T T AN —F A
A MNBREICT L= TFRARD
NAT— ROV IZERREINE
7

FALE—TN,

a7 4 ¥ 2 lb— 3 (config) #

a—PEHRELZHE, SNMPX—V 3 V3DARRA MNERETALERHVET, T v IR

E SN Tea—H7ET

1

WCEEESND D, #—=7 v FIPT FLREEBIC
HITiE, 22—V AR ERETDLENDHY 7,

ZDORANERET

ise/admin (config) # snmp-server user testuser v3 hash authpassword privpassword

ise/admin (config) #
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snmp-server host
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SNMP + 7 v 7 &ZEHITEETHITIE, 27 X2 L—3 3 F— KT snmp-server host
a~<  REFEHLET, 7740 FTiE, SNMP + 7 v i3 A =T il >TWET, T

7 %)L b Tli%, UDP A— hiX 162 T9,

snmp-server host {ip-address | hostname} trapversion {{I | 2c} community | 3 username engine ID

{hash | plain} auth-password priv-password}

N7y FHREEHIRT DI, Zoavr RO no BRXEHEH L ET,

GE)  SNMP R"—T 3 3 DA A MM Cisco ISE TRRE SN TWDOIEHE, 7 v T IERES N2 —
PIZFICEESNDHT2D, 2 —FE2Z DA A MIBEMIT 202 A % Y £7°, snmp-server host
a~wY REBMLIER, b7y 7 %2%ET 51213, CiscolSE TRESNTWDHZ LT iy
NERILZ LT vy VEEST, NMST2—H 7 LT VU Y VERET HLENH Y 7,

X DEREA host SNMP it & ZETHHRA M aRELET,
ip-address SNMP IR A RO IP 7 R LA, firk 32 3C
FORMFEYFHE— N LET,
hostname SNMP i#@HIE A b DA R, HK 32 LFDIEK
FhrYPHR—FLET,
trap NI T OHREZETH L OITNMS ZHI[R L

iﬁ—o

version {/ | 2c| 3}

(EE) . b7 vy 7OXREIHEHT S SNMP
D=V g, T74/NMEI1TT,

version ¥ — U — R&EHT 2551, ROF—
U—FRFoWTnnzfEEe L7,

*1: SNMPvl,
* 2¢ : SNMPv2C,

3 : SNMP v3,

community

Cisco ISE & NMS & ORI TOIGRE X —%
BELET, BRIDEKRI2LFORILF LN
LFNER S NT M, AR—RIEHTE E
Hh, 774N a3a=7 4 ALY T

lpublic] TJ, CiscolSEILZ DF—%fEH L
T, &6 SNMP ZLRDBHN TH DN E S 0%
Hibr LES,
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snmp-server host .

a—H4 (A7 g, SNMP A—V 5 03 28R
2B AN D IHMEE) Cisco ISE T SNMP 23—
Tay3IDKRARPHEESNTWDHEHE, 22—
AR 2 N BT R D = S I

engine_ID (A7 ar, SNMP X—T g 03 38R L
TS ARICDHRNE) JE— P rDID,

auth-password (A7 ar, SNMP X—U g 03 IR L
A OHME) FBREL—H RAT— K%
fBEELET,

priv-password (F7> a5 SNMP S— = v 3 2580 L
BB OBME) R —F 2T — R %
BELET,

ARYRFIALE A ETT

AavV R E—FR ar7 4 F¥alb—v a3 (config) #

FEREDHA KS4 > SNMP BT TICERESNTWDOHE. CiscoISE TIET 7747 A0KE) (Jr—1F) K
lcoldStart(0)] ~7 v 7 %% LEJ, CiscolSE Ti, mUNIEEIT 2 & =T TcoldStart(0)]
N7 v T HFET D Net-SNMP 7 T4 7 > bl L, 135 &SR EAFDO T v 7
InsNotifyShutdown| #fE/H L £,

snmp-server hostsnmp-server host 2~ > R & {li [ L T SNMP % Fia% & L7-121%, B DA,
fEHED [coldStart(0)] b7 v 7 CTH [warmStart(l)] b7 v 7 Tha<, REHRAONT v 7
msNotifyShutdown] % 4% L F£9°,

1

ise/admin (config)# snmp-server community new ro
ise/admin (config)# snmp-server host 209.165.202.129 version 1 password
ise/admin (config) #

ise/admin (config) # snmp-server host isel version 2c public

ise/admin (config)# snmp-server community public ro
2012-09-24T18:37:59.263276+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:44474]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (29) 0:00:00.29, SNMPv2-MIB: :snmpTrapOID.0
= OID: SNMPv2-MIB::coldStart,

SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10
ise/admin (config)# snmp-server contact admin@cisco.com
2012-09-24T18:43:32.094128+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:53816]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (33311) 0:05:33.11,
SNMPv2-MIB: :snmpTrapOID.0 = OID: NET-SNMP-AGENT-MIB::nsNotifyRestart,
SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpNotificationPrefix

ise/admin (config) # snmp-server host a.b.c.d version 3 testuser 0x12439343 hash authpassword
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. snmp-server host

privpassword
ise/admin (config) #
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snmp-server community .

snmp-server community

fli >y hU—27EH T 0 kL (SNMP) ~DT 7 L AE#HATHAI 2= 4 TV EARA
N VT ERETDHICIE, 27 4 F a2 b— 3 2 F— FTsnmp-server communitysnmp-server
community 2~ > RZHEH L E7,

snmp-server community community-stringro
ZOMBEE TN T HICIE, Zoavr RO ne EREMHEH L ET,

no snmp-server

X DERA community SNMPa R 2=F7 4 AN U7 HRELET,

community-string INAT— RO XS IHRET D7 7 & A S,
ZIUT K 5T SNMP ~D T 7 & ADFFAl K 41U
F9, ERIIMEHTEER A, &K 255 XF
DIHFH R — N LET,

ro MO EHT 7 AR ELET,

ATV R FIHILL T 7 AN NOBERHEIZH Y /A,

AT R E—FR av7 4 X2 lb— 3 (config) #

FELEODHA K5 > snmp-server communitysnmp-server community =~ > N T, 2I=2=7 1 A MU 7 L58
ro ZHRETOHENHY EF, BELRWEGE, =7 =R AELET,

CiscoISE @ SNMP =— = > MM, FEAHD HHDO SNMP vl 77 7 A & SNMP v2¢ 7 7 & A
Z RO MIB IZH L U FE 4,

* SNMPv2-MIB

* RFC1213-MIB

 [F-MIB

« [P-MIB

* [P-FORWARD-MIB

* TCP-MIB

« UDP-MIB

* HOST-RESOURCES-MIB

« ENTITY-MIB : /R ® 3 2D MIB £ D 747 ENTITY-MIB TH AR — F &N E1,

« #5, ID : entPhysicalModelName
« /X3—37 =2 > ID : entPhysicalHardwareRev
« U 7L : entPhysicalSerialNumber

* DISMAN-EVENT-MIB
* NOTIFICATION-LOG-MIB
* CISCO-CDP-MIB
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. snmp-server community

1

ise/admin (config)# snmp-server community new ro
ise/admin (config) #
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snmp-server contact .

snmp-server contact

SNMP #£ft D BE A — A (MIB) & 2 A7 MIRET 2IIF, a7 1Falb—var
& — K "C snmp-server contactsnmp-server contact 2~ > K& L E5, A7 AEKEERE
B 221X, Zoa<wr Rone B ZHEMA L £7,

snmp-server contact contact-name

X DA G S OIS ) — FOHYEEZRELET,
K255 XFOFHTFTEYR—FLET,

contact-name J— RO AT NEAE G A £ T CTF5,
K 255 LFOFHF 2R —FLET,

ATV RFIHILE T 7 AN NOBERHEIZH Y FH A,

9T R E—F a7 4 X2 b— 3 (config) #

FERALDHA K54 2L
1

ise/admin (config) # snmp-server contact Luke
ise/admin (config) #
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snmp-server location

SNMP 17— 9 D MIBEZ Y A7 AMIRET HICE, 2074 Falb—var T—FT
snmp-server locationsnmp-server location2~ > R&fH L £3, VA7 AL nr—v a UERE
BB 2121Z, Zoa~<y Rono JBEREMH L £,

snmp-server location 3777

¥ EREA location ZOEBRIG ) — ROWBHI RS AR T L
F9, K255 XFOFETEYR— N LE

7
il VAT LAY n r—y g AERERT T

B, K255 LT DHETHEYR—MLET,

ATVERFIFILL T IANNOBECHEITH Y EH A,

AT R E—FR a7 4 X2 lb—3 3 (config) #

FEHEEDAA KS4 > word LFHITIE, HEEORIZT 2 2a7 () ElidnaAa 7y () 2#ERT22 L2580
LEd, word XFF| THEEOMIZZEAZMEMT 256, XF80 %2 —EaI A (") CTHTWME
BV ET,
i1

ise/admin (config) # snmp-server location Building 3/Room 214
ise/admin (config) #

512

ise/admin (config)# snmp-server location “Building 3/Room 214"
ise/admin (config) #
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snmp-server trap dskThresholdLimit .

snmp-server trap dskThresholdLimit

Cmdﬁﬂ%?4VaV@Dfﬁ#ﬁ?%Z&ﬁ%ﬁ@b%wf@@ﬁ:th%’\WMP
P— SN N T v T EZETDHEIRETDHITIE, 27 4 F = L—3 3 F— R Tsnmp-server
trap dskThresholdLimit =~ > F&f#H L £,

snmp-server trap dskThresholdLimit value

TAATERRPLEVEICE LRI b T vy TOREEZFILT 5I21E, Z0a<2 FDno
BREEHLET,

BXDEREA

AR TIHIE

AR E—F

FEREDAHA RS>

value FHATREI R T 4 A Y ArS— AD R A F /i,
EOFPHIZ 1 ~ 100 TT,

T 74 FOBEREIESH D EE A,
a7 4Fab— a3 (config) #

Cisco ISE DT _XTDO/NR—TF 4 v a3 VNIHEHETHHRETT, LIVEDIEREZ 40 IZRET 5
&\A_T4/5/®T4X7Eﬁ#w%%ﬁméﬂ D 40% (272 o TR TN T v TR
ZELET, 2FV, EEEEPRESINMFEICELZ SN T v IREEINET,

CiscoISECLI 72b 2D a~ 2y RERETDHE, kron ¥ a 75457 EICFEITI N, Cisco ISE

DIR—=F 4 aZ1OFTOEHRLET, WD RR—F ¢ 23 N LEVED FIRICET
%L CiscoISE TR ESNTWD SNMP H— NI b T v T EFEELET, T4 AT D/RAEB
FOLEVMED EIMESIEEFELET, HEON—T 1 a B LEWED ERICET D &, #
BONTZ v TREEFESNET, MIB7VI7UFDORT 7 Ly —R"EHHLTSNMP F7 v
ERRITEET,

1

ise/admin (config) # snmp-server trap dskThresholdLimit 40
ise/admin (config) #
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snmp engineid

BEFOT P IDZFH LWVMEICER T 5I21E, 27 ¢ F 2 L—1 3 > %F— KT snmp engineid
command ZEH LES, Zoavxr ML, BFEOT_ATO2—FEH/ERTLILERHD L
WO BELEZFRLET,

snmp engineid engine ID string

BELE-Z P ID #HIRT A1I21E. 2oa~vry Fono BN AHEH L £,

BX DA

AR R TFIAILE

ATk E—F

engineid WFOT P IDERRE LR LUVMEICE R
Lij‘o
engine_ID_string TP ID BT B Bk 24 SCFEDLFF,

A~ ROTFT 73V MEIZH Y E8 A,

a7 ¥ 2 b— 3 (config) #

1

ise/admin (config)# snmp engineid Abcdefl129084B

% Warning: As a result of engineID change, all SNMP users will need
to be recreated.

ise/admin (config) #

. Cisco Identity Services Engine ') 1) —X 24CLl J 77 LR HA F



| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

username .

username
SSH i L T CiscoISE T 7' T4 7 L AIZT 7 B ATE 2 a—F 2B 5121, 27 4
X2 L—3 3 F— KT usernameusername 2~ > R&2H L 9, 2—F NI TIZIFET D
Laid, Zoavr FaER L TARY— R, BEL~L, ERE3mF2ZEELEd, VAT
AP Ha—FEHIRT5I2E, Zoa~vr Fone Bz LET,
username usernamepassword hash | plain {password} role admin | user email {email-address}
BEFO2—PFITH LT, koa~>r R A7 a v 2HLET,
username usernamepassword role admin | user {password}

BX DA username 5% username | 21% 1 DO HFED A EFFETE
F7, EAL CHGIAM () IFEHTE R
hoo BRI LFOIKTHYR— M LET,

password NAT— RERELET,

password NRAT— R, 40 LFETOREFTHELE
T NAV—=FE, TN TOFH2—VITHE
ETOMEND Y £77,

hash | plain NAT—=RDIA T RIALT O T %

AU R TIHIE

AU R E—F

FRLEDHA KSA4 Y

FE— b LET,

role admin | user

a—HFDa—HF a— L LEEL L EERTE L
£7

disabled 2—YPDEAFA—IL T KL A>T, =—
YE2F 4= LET,
email 2—YDOEF AN T RLAZRELET,

email-address

a—YPDBEFA—NL T RLRAEZEELET,
7= & 2%, userl@mydomain.com D X 5 |ZFRE
]\_/ i ‘é—o

RIERF DI~ — P TT,

a7 4% 2l —3 3 (config) #

username =~ > N CiX, username 33 & N password FF— 7 — RDZIZ,

luser 7> a VEABRET HDHLERDH Y FF,

hash | plain 35 & OF admin
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. username

511

ise/admin (config)# username admin password hash ###### role admin
ise/admin (config) #

151 2

ise/admin (config) # username admin password plain Secr3tp@swd role admin
ise/admin (config) #

513

ise/admin (config)# username admin password plain Secr3tp@swd role admin email
adminl23@mydomain.com
ise/admin (config) #
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