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e Windows 7 7 A 7 U A— )L L—VIZKITHIN—F R v—F7 V=7 F(GPO)EF =
V74 R —%2FER LT UE—F Py —Y% a—L(RPC) = RARA k= v 3—
P—EA~DA RN R Ry NT—T T T7 4 v I RFAENDEOICLET (NI
DT IE Microsoft TechNet Tt SN CWET),

e Windows 7 7 A4 7 U4 — )L L— LT HGPO X =2 VT 4 KU —%fERLT. 74
LARPCHR—HEDA N R R T T7 4w 7 BRHFRSNDLE T LET(ZHRITHONTIE
Microsoft TechNet TitBH S CTWE ),

VT NE A DLEROZEMIZ OV TR, = — % =— 3 = > @D Active Directory ¥ — EHi D% E

(224 ~=V) SR LTI EENY,

gupdate /force o< %if:&ilﬂ’%?@ﬂ‘f U “/”—75_’1%)% L/T\ 7\/1/_‘70 Zl_f U Dl j_77‘/3:7 k

(GPO) &= ® AT L £ 7,

RAAL v 2—FIRENRFFHEEZ N ET D (RT vy T 2T v T OH)

IITH 2 2=V bEFEITTARMNBORHELY KA AL v =TI 5T DA77
NARAT T OB ERLET,

TR aryOFEICHEIICIF.THEHDOV AT ARREFEHL TWDZ L NEHE T,

e Windows Server 2012

B _Ffirepower 1—F -V b a7 Xalb—vary V(4 F


https://technet.microsoft.com/en-us/library/cc771551(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/jj717250(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/jj717250(v=ws.11).aspx
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o a—HY x—Txr h 2 —V LI linited. ua,
o RAA VAT sesame.example.com,

o —H = —T x> FH 120D Active Directory $—~3 & 1 -D? Firepower Management Center
\ZHERE L T D,

o a—H = —Tx 2 R Active Directory h— 3B A XU N A2 U TV A ATREEL TN 5,

2 —H~ Windows Management Instrumentation (WMI) R D £+ 5-

2771
A7 T 2

A7 o7 3
AT 4

AT/ 5

2797 6
2771
A7 o7 8

AT 9

277 10

277 1

2T w7 12

277 13

I T R ALY 22— WMI Fi#E % Active Directory % — 3 E®D root > cimvz / — FIZfI 5L
T a2—PRRAA v a v Ea—2nb0ur A7 5BETE5 L3I0 T 5 HEICONTHALET,

RA A v 2—FiIZ WMIAERR % 1 53 5 121X R D FIBIZREVE T,

Active Directory —/3{Z Domain Admins 7 /L —7 DA v x—L LT/ A LET,
a—HPF -V b 2—HFEROTNAL—FITEMLFE T,

o SHECOM = —¥

e ARV IusY)—F—

[BA%A (Start) ] 227 U » 7 L C wmimgnt .msc Z ASJ L ET,

[Z> Y — L )b— | (Console Root) ] > [WMI = > s @ — L (m—% /L) (WMI Control (Local))] &
K27 Vv 7 L. [7as$T ¢ (Properties) ] %27 U v 7 LET,

[WMI 22> ka— L (a—Hv) ®7 1357 ¢ (WMI Control (Local) Properties) | %4 7 2 778 v
JAT [EXx=2UT 1 (Security) | ¥ 7 %27V v 7 LET,

[/— b (Root)]> [CIMV2] %7 U v 7 L¥9,
[ =VUT 1 (Security) | 227 Vv 7 LET,

[ROOT\CIMV2 D& % = U 7 ¢ (Security for ROOT\CIMV2)] # A 7 1 7' R v 7 AT 1B (Add) ]
7y LET,

(BIRT DA77 A AT L TL 72 &0 (Enter the object names to select) ] 7 4 —/L KT,
limited.ua & AJJ L C [4RIOHEFR (Check Names) ] %7 U v 7 LE7,

Windows {2 & W 2—HF LB I, 7 4 — /L FIZRREINET,

[OK] %7 U v

2 —PFIZRDOHERZ A5 LET,

o RAYVvy ROET

o THUYFDERME

o VE—LOFHL

o EXaUT 4 DFEHEY

[Root\CIMV2 O+t % = U 7 ¢ (Security for Root\CIMV2)] ¥4 7/ Ry 7 AT [OK] &7 VU v
7 LET,

[WMI = > h r— b 7 1357 ¢ (WMI Control Properties) | # A4 72 7 R 7 AT [OK] %227V v
7 LET,

Firepower t—F = —Y Vb ar 74 Fal—vary 4 F R
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WMIHERDT 2 K

2—H T— = > MT Active Directory Y —/ N2k 9 5 WMI MR & f1 5 L7 6 |  F DOHER % |
A—HP =V hEA VA= LTEa L Ea2a—INET AT ALERDHY £,

WMI DR ZT R b T35 ROFIEZETLET,

2791 2P -T2 e LA NLTERALDayEa—Fiius A LET,

AT v S 2 FRET 4 —/ RIZ woemtest & AJTLE T, (Windows D/N— =5 AT K o TE [A X — I (Start) |
ET 7V I THMENRHY £T,)

27 w7 3 [Windows Management Instrumentation 7 A ~ (Windows Management Instrumentation Tester) ] 4
Tay Ry 7 AT [#(Connect) | 227 U v 7 LET,

27 v & [k (Connect)] XA T 07 Ry 7 A ROEREADTLET,

o [4HIZEM (Namespace)] 7 « — /L K : Active Directory ¥—/SDLRij & /R R % |
\\namespace\root\cimv2 DERTATI L ET, Z DHITIL,
\\sesame.example.com\root\cimv2 EANILET,

. [%%‘rﬁi& (Credentials)] 74—V R :L*"]j‘% % domain\username @ﬂ%KT [:L*"BS(USGI')]
T 4=V R BEO2—F DAY — % [2SA T — K (Password)] 7 4 —/L RICA T L
To Z O)WJ"Cbi\:L*"‘j‘%li sesame\limited.ua '(‘\To

o WME.ZOXAT RS Ry I ADMDA T v a v EELTLZ0EITH Y 8 A,

2F w7 5 [ (Connect) ]| %7V v 7 LET,
BRI T 5 & IR D L H 12 [Windows Management Instrumentation 7 A ~ (Windows
Management Instrumentation Tester)] 4 7 2 27 Ry 7 ANRFKRINE T,

B _Ffirepower 1—F -V b a7 Xalb—vary V(4 F |
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Windows Management Instrurnentation Tester EF_IEI_'
Mamespace:
Wsesame.examplecomiroothcimw2 Exit

r IWbemServices

Enum Classes ... Enum Instances... ‘ Cpen ﬂamespace...‘ Edit Conted... |

Open Class... Open Instance... | Motification Oger{,r...|

|

Create Class. . ‘ Create Instance... ‘ Query ... | Create Refresher... 1
|

Delete Class. .. ‘

Delete Instance... ‘ Execute Method... |

Methed Invocation Options

" Asynchronous [~ Enable All Privileges
" Synchronous [ Use Amended Qualifiers
{* Semisynchronous [ Direct Access on Read Operations

[ Use NextAsync {snum. only)

10 Batch Count {enum. onby) R000 Timeout {msec., -1 for infinite)

TT—NEREINDIGEFIULTOZ 2R LET,

o [RpC P — "ZfHTXEHA(The RPC server is unavailable) [IX.ZABTZEBAIEL L W nE
721% Active Directory 4 — N7 7B ARETH L L (Fry NT—F . P — "R E T
LTWE2RE)ZRLTWVET,

o [7/vATIEEFENE LI (Access is denied) [T 22—V L FIFTNNAT—RRELL RN &
R LTWET,

TANPKBILIZH . [Z7=Y) (Query) |27 Vv 7 LET,

[Z7=V (Query) | ¥ AT Ry 7 A RKDOEITATILET,

select * from Win32 NTLogEvent where Logfile = 'Security' and (EventCode=672 or
EventCode=4768 or EventCode=538 or EventCode=4364 or EventCode=528 or EventCode=4624 or
EventCode=4634) and TimeGenerated > "date-code"

A £ = — i Microsoft Hf = — N T, yvyyYMMDDHHMMSS . fractionalSecond-utc_timezone offset
DA TT,

To & ZAITOKET RS A L Y — 2 (UTC - 6 D IZFWTL2017 425 A 1 HIRRKRIZZ = U & 54T
OO REATLET,

select * from Win32 NTLogEvent where Logfile = 'Security' and (EventCode=672 or
EventCode=4768 or EventCode=538 or EventCode=4364 or EventCode=528 or EventCode=4624 or
EventCode=4634) and TimeGenerated > "20170501000000.000000-600"

[7 =V OFE¥E (Query Type)] UV A F 225 [WQL1 227 U v 7 L1,
GEH (Apply) |22 U v 7 LET,
T VFHL WA AT e s Ry 7 ATERINET,

T T —Imgh72 7 5 2ATF (Invalid class) ] F72ILMEH7/4 2 =V ©F (Invalid query) | NERINDHE
.2~ FEEZER L CTHARITLE T RRBRRIN WAL, Bffa— N2 L ET,

Firepower t—F = —Y Vb ar 74 Fal—vary 4 F R
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ATy 70 BT DERRPIET LI2H LS (Close) ] 227 Y v 7 LET,

277 11 [Windows Management Instrumentation 7 A I (Windows Management Instrumentation Tester) ] & A
TRZ Ry 7 AT T (ExiN]EZ7 Y 7 LET,

2—YP -V MISEaVR—R U b ATV =7 MEEDCOM) ~DT 7 & A %7
A5

DOk V T arTIE.DCOM 77 B AZFFA LT, 2—H% =— = h Active Directory H—
NEDFT V=27 MZVE—NMIT 7 EATED LT DHIECONTHRHLET,

2 —FIZDCOM 7 7 ¥ R &t 5§ 2 ITIX ROFIEEZEITLET,

25 w7 1  Active Directory #—/NZ Domain Admins 7 /L —7 DA —¢L L Ta /A4 LET,

AFv 72 [AFZ—F(Start)]>[7 7 ANV Z2fREL TFEITRun)]Z 27 Y v 7 L. deonentg & AJJ L Enter
EFLET,

27 v 73 [BrAR—F2 b P —E X (Component Services)] V 4 > KU T [T HR—F> F B—E X
(Component Services)]|>[2 > B = —4 (Computers) | %7 UV v 7 LE T,

2797 b4 [vA At =2—4 My Computer)] %47 Vw7 L [ a7 ¢ (Properties) ] %27 Vv 27 LET,

AF v 75 [ a2—XDT T ¢ (Computer Properties) | ¥4 7R 27 Ry 7 AT [COMEtF=V T 4
(COM Security) | # 7% 27 U v 7 LET,

2776 [EEhET 7T 4 7 DT 27 & AF A (Launch and Activation Permissions) ] C. [l R DO #F4E (Edit
Limits) ] 227 U v 27 LET,

2571 [BEVET 7T 0 7D T 7 = AFF A (Launch and Activation Permissions)] # A4 7 1 7 Ry 7 A
T EmAadd]1 =27V v 7 LET,

27y 7 8 [BINTAHALT V=7 b E AT LTL 72 X0 (Enter the object names to select) ] 7 1 — /L KiZ,
limited.ua & AJJ L T [£AHTOMET (Check Names) | 227 U » 7 LET,

27979 HEIN BT HLEIX 0K E27 Y v 7 LET,
2Fv 7 N0 =PI CVE— " hbDEBBL NV E— o077 5 4 TLHEREZ 5 L £9,

277 N [BENVET 7T 4 7LD T 7 & AFF Al (Launch and Activation Permissions)] %4 7 12 7 7K v 77 A
T OK] %7 U > 7 LET,

A7y 12 [2E2—% 7 us37 ¢ (My Computer Properties) ] ¥4 72 7Ry 7 AT [OK| %7 Vw7 L
EJ AN

Active Directory X =2 V7t B/ ~DT VR EZHFNTEHIIN—T A7V PRI V—%2EH TS
WX RO FIRIZRENE T,

2F v 71 [AHX— b (Start)] > [T XTDTF 177 A (All Programs) ] > [& # Y — /L (Administrative Tools)] >
[Zv—7 RV 2 — 2 (Group Policy Management) | &R L £7,

2Fw S 2 FEHF—ar U4 RUT [Z4+ VRN TR DA X 4 (Forest: YourForestName) | % 5B
L.[ R AA » (Domains)]> ZEHDHZ p£>[7V—T K v — 47T =2 b (Group Policy
Objects) | Z BB L £ 7,

2RF v 3 [T74/N D RAA L R 2 — (Default Domain Policy) | #4727 U v 7 L. [#w# (Bdit) ] Z34R L F 9,

Firepower 1—F = —Vx v b a7 4 Fab—va vy H(4 F
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[2 2 ¥ = — & Ok (Computer Configuration) ] > [ U 2 — (Policies) ] > [Windows D&% iE
(Windows Settings) | > [ % = U 7 ¢ OF% & (Security Settings) | > [2 —# /L 7" U 2 — (Local
Policies) | > [ — W #EF] D E| V) 24T (User Rights Assignment) ] 28R L £,

FROD 4 RyT [ERAEEEX= T ¢ a2 OEH (Manage auditing and security log) | % 4 7
N7 Vw7 LET,

WROBIHI 2R L TWET,

8 Group Policy Management Editor it i -
File Action View Help
es| 2@ XE 2| H=
4 & Computer Configuration ||| Policy = Policy Setting ~
4[] Policies Create permanent shared objects Mot Defined
I [] Software Settings | Create symbolic links Mot Defined
4[] Windows Settings Debug programs Mot Defined
b [1] Mame Resolution Policy Deny access to this computer from the network Not Defined
=l ScaptsStain/Shiddown) Deny log on as a batch job Mot Defined
“ B Eicunty Settings. 22| Deny log on as a service Mot Defined
4 “_d foconnt F‘?Imas < Deny log on locally Mot Defined
g "E ;C.al\lupdolthl?:lslcy = Deny log on through Remote Desktop Services Mot Defined
E - 5 | Enable computer and user accounts to be trusted for delega.. Mot Defined
I f User Rights Assignment
b j Security Options Force shutdown from a remote system Mot Defined
b 3 EventLog .| Generate security audits Mot Defined
b & Restricted Groups Impersonate a client after authentication Mot Defined =
I [ System Services Increase a process working set Mot Defined
b [a Registry . Increase scheduling priority Mot Defined
b [ File Systern u| Load and unload device drivers Mot Defined
3 i;j Wired Network (IEEE 802.3) Policies 1| Lock pages in memory Mot Defined
I ] Windows Firewall with Advanced Sec | Log on as a batch job Mot Defined
_ Metwork List Manager Policies /| Log on as a service Mot Defined | |
[ RUE N E R (2 AR LLTE R anoge auditing and securitylog. Mot Defined |
I (] Public Key Policies Modify an object label Not Defined
b [ Software Restriction Policies .| Madify firmware environment values Mot Defined
b [ Network Access Protection || [ Perform volume maintenance tasks Not Defined |+
< w | L > <[ [T 53

[ZNHDORY > —DRE% EFT 5 (Define these policy settings) ] 4 12 LE T,

[—V F 7L 7V —T%EM (Add User or Group) | 27 UV v 7 LET,

[=—H & 7 L—74 (User and group names)] 7 4 —/L R T a—H ==Y x> hOa—F4 %
ANT B0 E721F [ Browse) | 227 UV v 7 LTENERDITET,

[BEELEX= YT 0 27 OEE (Manage auditing and security log) ] 7R /X7 4 XA T a7 Ry
JAT[OK] =7 Y v LET,

Windows 7 7 A 7 74— NADIN—F RY o — F T =7 F L—ILOIERR

ok va i, a—% = —Y = M3 Active Directory h—/ 3D U T )L X A A A R NLEL
EEHT DD BETT VT AT A DDA Xy MUEOFEMIZ OV TR 22— ==Y =
I~ @ Active Directory — 3R DX E (2-24 ~— V) B L T E S0,

AR R YE—F Py —% a—LVRPC)DFR Y NU—7 " T T 4 v 7 BFFA[THIT
T N—T R o—EH X2 )T 4 Nk EN7= Windows 7 7 4 7 U 4 —/b J — R&ff
AL T 220077 AT 74 —)L )b—LEERR L £9,

o EHION—/ILTIZRPCZ RRA LV N v X— Y —EZA~DEENT T4 v 7 HZTFA L
FT, NI TA T IR —E R L OEFEICEATLIXLENS Z2EHIZE D Y THNTE
R— b EFTIELET,

e 2EFHDONL—ILTIZ.HICEI VY TOHNTER— FEBFICEEENDI XY N TI—F T
T4 v I EHFRILET,

200N —NEMATSHERPCEMNA—F VXA LY baZfELicarBa—XDhEERE

JE.RPC =2 RARA U F v o= Lo THV Y TONEAR— FEBFOALEEEFELELTEH Y

NO—2 NI T7 4 v 7RIS, 2 Ea—FERETIET,

Firepower 1—F =—Y =z b arv 74 Fal—var A F .m



28 2 VPV rOREFEER |

B = FxVzrbarvva—SoRE

BIEDOFIMECTHAT 2 X A7 1T, 2= 2=V =V IRT 7R TDILEDOH 5T RTD
Active Directory #— 3 ECEITL T 72 &0,

RPC FT7 7 4 v 7 BN TEDIZGPO 77 A4 T U+ —/L —ABIERT DI KROFIEEZITL
%9,

AFv 71 EFEZEH LT 7RWEA L, Active Directory #— /32 Domain Admins 7 /L —7" D A L /3— & L
TunsArLET,

25w 2 [AX— b (Start)]> [ Y — /L (Administrative Tools)] 23R L £ 7,

27y 7 3 [EHHY —/b (Administrative Tools)] 7 4 & R 7 T [Z/V—7 KU > —4 P (Group Policy
Management) | 2 X 727 U v 7 LET,

2FvF 4 FEF—ar UL RUT[74 VAN THEHD N A A 4 (Forest: YourForestName) | % &
BIL.[ KA A > (Domains) | > ZRHD FAL2EZ>[7N—T KRV — 47 =7 bk (Group
Policy Objects)] Z# BB L A H 925 GPO #4527 U v 7 LT [ffE (Bdi)] &#27 U v 7 LET,

BEIL[BEED KA A > R Y — (Default Domain Policy) | ZfR&ET D2 LENH Y 7,

A7y 75 EROT v KT [2 e =—F ORAK (Computer Configuration) | > [4R U 2 — (Policies) ] >
[Windows D% € (Windows Settings) |> [ ¥ = U 7 « OF%E (Security Settings) | > [E ¥ = U T 1 2358
ft & 472 Windows 7 7 4 7 7 4 — /L (Windows Firewall with Advanced Security) | > [& &% = U 7 ¢ 2378
{b & H7= Windows 7 7 A 7 ¥ 4 —/ L (Windows Firewall with Advanced Security) | & & L £,

ROXIP| 278 L TWET,

[

£ Group Policy Management Editor \;‘i-

File Action View Help

e znE = BE

4 || Policies ~ ||| Mame
I || Software Settings - o o
4 [ Windows Settings There are no items to show in this view.
|| Mame Resolution Policy

|l Scripts (Startup/Shutdown)
A i;l Security Settings

I j-_—:_| Account Policies

I _:E] Local Policies

I> j Event Log

I+ [z Restricted Groups

I [ System Services
b 4 Registry
I+ & File System
[ i%-.' Wired Metworlk (IEEE 802.3) Polic
4 || Windows Firewall with Advanced
4 g Windows Firewall with Advar
&3 Inbound Rules
&% Outbound Rules
:i_, Connection Security Rule
| Metwork List Manager Policies
I -;'LE Wireless Metworlk (IEEE 802.11) Pu
[ Public Key Policies
B || Software Restriction Policies
B || Metwork Access Protection

W
< m > <m >

Firepower 1—HF =—Vc p a7 4 FX¥alb—var H(4 F
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27w 7 6 [%(5DHA|(Inbound Rules)] 2427 U v 7 LT [#H LWHHAI(New Rule) | 227 U v 7 LET,

27y 71 [FHHOZE OB Y A % — K (New Inbound Rule Wizard)] # A 70 2 R 7 AT [ AKX L
(Custom)]Z 27 U v 7 L [IR~Next)] 227 V27 LET,

A7y 8 [ZOT 1T L /XA (This program path) ] 2 7 U 7 L $systemroots\system32\svchost.exe
AN LET,

AFvF 9 P—EADE{T.[HAHX~A X (Customize) | 7 Vv 7 LET,
RO 27 L TWET,

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
Fule Type Dioes this rule apply to all programs or a specific program?

Program

Protocol and Ports ) Al programs

- Rule applies to all connections on the computer that match other rule properties.

Action
(®) This program path:

“zystemroat 3 system 32 s wchost exe| || Browse... |

Example: ¢ \path“program exe
%ProgramFiles % \browser\browser exe

Profile |

MName

Services
Specify which services this nule applies to.

27y 10 [—ERREDN AKX <A X (Customize Service Settings) ]| ¥ A 70 Ry 7 AT [ZDOH—E
A\ 9% (Apply to this service) ] %27 U v 27 L EWARTRpeSs D [V E—F mi—Ty
=— /1 (RPC) (Remote Procedure Call(RPC))] Z N L. [OK] =7 U v 7 LET,

277 11 [R~Next) [ &7 Y v 7 LETMIROMERI KD HILET,

27y 12 [Fa bhais LR — k (Protocol and Ports) | XA 72/ Ry 7 AT [ v ha/LofE
(Protocol type) ] (Z [TCP] %227 VU v 7 LET,

27 w7 13 [m—H /b R— b (Local port) ] T.[RPC = R A > = v 3— (RPC Endpoint Mapper) ] % %47
LT &k~(Next) ] &7 Vv 27 LET,

Firepower 21— =—Y v b a7 4 Fal—var HA K
|
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A7 w7 14

AT v 7 15

AT 7 16

27w 11

277 18

ATF A1

A7 T 2

277 3

2T 4

AT v b

AT 6

2771

277 8

A7 o7 9

AT w7 10
277l 1

27 w7 12

277 13

[A=—7"(Scope) | X—T D [ZDN—/WEIEDY E— FPT KL AT H & E 3> (Which
remote IP addresses does this rule apply to?)] &7 > a2 > T [ZH 5 DIPT K L A (These IP addresses) |
ZL.EMAA)] 227 ) v/ LT a—H o=V harvta—2ZDOPT7 FLAZ AN LET,

[R~Next)]Z27 Y v 7 LET,

[7 7 v a > (Action) ] ~— 3 T [#kt & 77 7] 9% (Allow the connection) ] % i8R L, [k~ (Next) |
27V w7 LET,

[7'v 7 7 A /L (Profiles) ]| ~— Y T, [ KA A » (Domain) | D FH % F 2 LT[R~ (Next) ] &2 7
Vv 7 LET,

[4 81 (Name) ] X— T T, Z DO/ — VBT 54802 A LT [T (Finish) ] 227 Vv 7 LET,

Blc~ v FENR— FEFAT B GPO L— LB ERT BAICIZ ROFIEEZ EFTFLET,

Windows 7 7 A 7 T A — VDI NA—F R — F T =7 b —LOERK (2-15 X—) D 1 ~
4DFIEEET SHET,

T D5 DA 7 A ¥ — R (New Inbound Rule Wizard) ] # A 7 0 7 R v 7 AT [ B AHX A
(Custom)]Z#27 VU v 27 L [IR~(Next) ] &2 VU v 27 LET,

[ZDF 1 F . 73 A (This program path) | %27 U v 7 L %systemroot%\system32\svchost.exe &
AN LET,

P —ERDOR T [ AHF~A X (Customize) | 7 Vv 7 LET,

[V —ERAEEDH AKX~ A X (Customize Service Settings) | ¥4 722 KRy 7 AT [ZDOH—E
A2 9% (Apply to this service) ] 227 U > 7 L B\ 4 il Eventlog @ [Windows 1 Xk 1
(Windows Event Log) ] ##R L \[OK] %7 U v 27 LET,

[R~(Next)] 27 U v 7 LET ORI KO BN ET,

[7'2 b 23 LR — b (Protocol and Ports) | ¥ A 70 2 7Ry 7 AT [7'v b a/LOFEE
(Protocol type) ] (Z [TCP] 227 U v 7 LET,

[m—1/L 7R — b (Local port) ] T.[RPC #fJA — k (RPC Dynamic Ports) ] & 27 U » 7 LT[R~
(Next) 1227 Vv 7 LET,

[A =2 —7(Scope) ] X—T T [ZNHDIP T KL A (These IP addresses) | =7 U » 7 L [GE
AdD)] %27 Vv 7 L a—H 2=V b arva—XDIPT FLAZANLET,

[R~Next)]Z227 Y v 7 LET,

[7 7 2= v (Action) ] ~~— 3 T [#6t & 7F 71 9% (Allow the connection)] &7 U v 7 L [k~
Next)] =7 Vw27 LET,

[7'a 7 7 A )L (Profiles) ] — T [ KA A > (Domain) ] D F % A2 LT, [K~(Next)] & 7
Vw27 LET,

[4#i (Name) ] X— T, Z DO/ — LB+ 54002 A LC [5€ T Finish) | 227 Vv 7 LET,

Firepower 1—HF =—Vc p a7 4 FX¥alb—var H(4 F
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GPORY —%EATHITIX KRDFIELETLET,

H LW GPO R U v —% gpupdate /force I¥ ¥ RETIIFAEDA Y v ML CEMALET,
GPO AR U v — DM DOFEMIC OV T KDOBHE R 2B L T E S0,

e Microsoft TechNet ™[ GPO Policy for Beginners |

e Microsoft TechNet ® [Policy Processing |

%‘*ﬁéﬂfl*éﬁﬁ%1%ﬂq Lf\gpupdate /force AV k%%?ﬁ‘?é%‘gﬁ)&) ) iﬁ—o Active
Directory —NIZEFHEZE L L TR T Hm a~vr R a7 haEBE L LTHEITLE
T (avr N 7aer7vaehA7Y v 7 LT [EHE L LTHEIT(Run as Administrator) | 2 7 U v
7 LET),

22— - NREDNN I T v/

i

AT v

AT 2
277 3

AT o7 4

AT v b

2P =V FDEARA=T g U BA AP L ENTWEAERIT. 22— ==V bD
MLWA—=T g a2 VA =T 5 L BEHFEOREPHIER SV E T BEAFOMAGR E & RFF T
B, 2= 2=V FOFHLWWAR=V g EB A VA=V T AN T —FRX—ZA %y
IT v LET,

N=Va 22 ED2—Y 2=V 2V RS VAP L ENTVDOHRIX T —FN—A %
Ry 2T v TTALEIHVER A 22— =22 FOFLNWAA—V 3 0% A VA F—JL
T EEITMEHRENBICAS VA —bENFT , 2V 2=V FDA A b
(2-21 =) IZEHRE T,

R E R T DI ROFIEEZETLET,

TV IRA A=A ENTWNWE AL Ea—F T [AX— M (Start) | > [T 027 T A
(Programs) | > [Cisco] > [Active Directory /1 ® Cisco FirePOWER = —# T — = > N DK E
(Configure Cisco Firepower User Agent for Active Directory) ] %27 U v 7 L ¥,

T—Vxzr b P REERT DI LR (B2 ) vy 7 LET,

TV MRA VAP ENTWVWHI L E2—HT CiscoUserAgent.sdf & A DI, 2D
TrANEu—ALTat—LET,

~

® 22 VIHID/N— g b BT LTU\é%é\fi\SourcefireUserAgent.sdf EROFT, 2
B — Li'@’«o Ty AI)ND= Eob‘%ﬂzﬁk L\%ﬁﬁ% CiscoUserAgent.sdf LCBKE Liffo

Cisco 1 —V = —V =z & [ b —/ 3%/ (Control Panel) | D [ 12 77 ADIBAN L Bk
(Add/Remove Programs) | A7 > a v ZHL T A v A =V LET, =—T = N EHIR
Liﬁ‘o

AP TV FORHIN—Va rEA A M=V LET IOV TR, 22— = —
VU RDA VAR (221 X=D) B LTL SN,

Firepower t—F = —Y Vb ar 74 Fal—vary 4 F R


https://technet.microsoft.com/en-us/library/hh147307(v=ws.10).aspx
https://msdn.microsoft.com/en-us/library/aa374370(v=vs.85).aspx

F2E a2 F -V bORESuER |

M - Fx—D-LFarra—F20RE

AFv 76 TV EIRAAR—LEINTNDEI L Ea—F T [AX— (Start) | > [T 7T T A
(Programs) | > [Cisco] > [Active Directory /i @ Cisco FirePOWER == —¥% = — = > FNDRE
(Configure Cisco Firepower User Agent for Active Directory) ] % &R L £ 97,

A7y 71 =V b P RAEELTHFAFLER ()22 ) v 7 LET,

2F9 S8 T—x MNOERFNR—a DAV A=A ENTWAa LB a—HFT CiscoUserAgent.sdf
EROTETBED7 7 AN E 2=V FOBEANA=Y a UNBER LI =T Ry 7
Ty AICEE A ET,

2F9F 9 KHNA—Ta DTV IR VAR LENTNDS I E 2 — X T [AHX— b (Start)] >
[7'v 7' F A (Programs) ] > [Cisco] > [Active Directory J ® Cisco FirePOWER & —#% = — 3 =
k D F% 7 (Configure Cisco Firepower User Agent for Active Directory) ] Z34R L £ 9,

279710 Dl &2y 7 LTH—EAZBMLET,
A=Y 2=V DA AP (2-21 R=D)ITHERE T,

Firepower 1—HF =—Vc p a7 4 FX¥alb—var H(4 F
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| 2% =¥ V=L rOBRES2ER

2P z—VzrrtofrAr—n B

2—Y T — DO VA F—J)L

Active Directory t— ST HHERZHE LB . BLOT A RVREOVE—F By 3
YOEALT U MR, 2=V 2 b U ARV LET,

A
e

2771

AT S 2

AT w7 3
AT v 4

=P T =TV FDANR=T g UNA VAR L ENTWAESIX KR ELIRFFT 572
D AVABN—IVDRNIT —FR—=ZADNRNy 7T v T e FTTHLENRNH Y 3, 5> T
. a— P 2= MREONRY 7T v 7 (2-19 X—) B LT IZEW,

TN TR =Y NI eV VRTFA T Y P EMAET 2h— e & LTEME
LET, ==Yz PRFEITEIN TS Windows T Ea— X B Ry N —ZIZHER ST
DA =R A Ca— R T/ T 4 7ICun s A LT ThH, 20— Ta—W
T=HDOR=Y L REERT ET,

T—Vx h T2 1 DL ED Active Directory H—/3 & iz K 5 -2 Management Center ~ D
foi 2 @ E T & £ 9, Management Center D #2f5¢ 2 1B 5 AN . ¥ Management Center D FXE Z
T—=Vxzr bBML TS ESVGEMICOWTIZ U FZ2RLTIZE N,

o I—WIT—Vx NIRRT IHEODONR—Y 3 6.2.3 LUK Management Center D% 1T
(2-3 X—V)

12U EDa—Y =—2 2 PORBBEOFEMICOWTIT. EHD2—Y =—T = FDJERH
(1.5 RX—=V)ZZR LTI,

= A A Ak T IE, W 7 O Management Center & =— 3 = > MIZIBML T, 774~V kb
ZYOWMFIRTL2a—F ar A0 FT—=FOEHFEZARICL . WMFOT — 2 BNEHZRD LD
WZLET,

22— 2=V b VA M=V TBITIE ROFIEEZETLET,

a—HP 2=V FOZ—FDOERQ2-9 X—V) Tk L2 —F e LT a—HF = —T =

FaeA YA =25 Windows 2 E=a—ZiZua /A4 LET,

s HNA=YVarpDa—H 2=V a7 v 77— R85 3 Alaryta—2icn
JA L LET,

o (#%E) Active Directory V— L FhlOoay Ba—H | la—HF =2 —Y =2 a2 A VA F—/L
FTHIF FDarEa—FicasA4r LET,

e Active Directory — N |Z2—% =—V = b & A A h—/LF 521X, Domain Admins 7
N—7 BLOMNETHIVREHE 7V —T D A /3— L LT, Active Directory ¥ —/N|Z &
74 LET,

A—P—2—Vxz by T YT T AN

(CiscoiFirepoweriUseriAgentiforiActiveiDirectory72.5—148.zip) ZHR— M A b 7\7)%5'7

»m—RFLET,

)
B VRPNV A IO EE Y -V Oy N T T A VB G

T—HAT XAy — RRLET HETIAREERS LD, 7 7 A WVITE T A—/LT
ITHEE L2V TL E &0,

2ip 77 ANERZ Y v 7 U [T CEB (Extract All)] Z3&R L £,
T ANEREATA 7 A VE R LET,
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https://software.cisco.com/download/home/286261239/type/286271057/release/User%20Agent

F2E a2 F -V bORESuER |

M - Fx—D  FDA R

T—Vxzr e YA N=ATHITEF N FT7 47 EIZ3MB OZ%E X HENMLETT, =—
Vb= T ER=2ZHI N—RF RFATT4GBEZHIVYTHZ L EHMRELET,

AT w7 b 77 A IV E R L/7LC721‘/1/§7\"C“\setup.exe R TIT Y v 7 LET,
N

P setup.exe XTI T Liﬁa(setup.msi Tlxd v f#ﬁ)osetup.msi o —
TV bOA A N—VENCHTRSEEY 7 N =T 2B LEFAR  ZHICLY
TV bDA AN NVETITFETNR T IR DAREENH D 7,

;D

b b FBHEINL—T DA LNR=TIERNWT H T ML TEY  Windows = F 2 —
BIZH LWT YU r— g VA M= VT BHEREZE > TWRWESITZ. A v X
=V EBIET D72 O MR R > TWAEHE 7V —T IR T 52— WFIZH
BEEAVLERLYET AL — g F T Va7 7 AT A0,
setup.exe 77/])/1/7%/1457 Uy bf\[%IJOD:l_']j_k bfgﬂéﬁi(RunAS)] 7 Vw7 L
FT YT AT EEIRL . ZDO2—HFDRRAT— K& A LET,

2F9 L6 A LAN=NEFITTHICIETA B AZNICEET A LEND D £1,

2FyF 1 T—VxrbhEALAM—/LTD Windows = > B = — & EIZ Microsoft .NET Framework /\—
Yar40r7 747~ 7 a7y AL SQL Server Compact 4.0 Dl 523 A A F— /L &4 T
WRWGHRIZ S T 7 AN EX T e — RT 57070 P ERRRINET . 77 A V%
Ao —RLTA VA M= LET,

2FvF 8 4P —FANOTa T M- 2=V 2 b2 VA =NV LET,
A a—ZTCa—YF ThUy MR EDI 2> TOWDEE EFEEITHIF AT 2RO 5T
TOTa 7 MIX LT TN (Yes)] EIRETHILENHD 97,

27y /9 TVl hOREEZRBETIHCIF. 22— ==V FOBRE Q23 =D)LL
Sy,

Firepower 1—HF =—Vc p a7 4 FX¥alb—var H(4 F
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| 2% =¥ V=L rOBRES2ER

a—Fxz—vzriore N

22— = —T = NOERE

AT 71

T—V =z heA A R—/L L7256, Active Directory — NIn5 T — X 255 LT ZDIEFHR%Z
Management Center [Z#5 L, LA — b BREDOZ—FLH L IP T RLAEZRIL T AT —X
AA =V hEOo—NA Xy baFZE1E Windows 77 ) r—r a2l d oL o0
=V MERELET,

T—VxzV M ERETDHICIXKROFIELETLET,
7 7R ALE (Any)

TV IR AR LENTND AL Ea— T [AF— K (Start) | >[7' 127 T A
(Programs) | > [Cisco] > [Active Directory 1 ® Cisco FirePOWER == —# = — = > F DK E
(Configure Cisco Firepower User Agent for Active Directory) ] Z 3R L £ 7,

WKORIZ, 2=V =2 "R TETIHAICETARRBEL—V 2 VORTESATOMAZ
~LFET,

# 21 Z—F T —r > DFERRIE

HE e

TV NOERE AT Fev 7 [ (General) | ¥ 7 &7 Y v 7 LETEMIC
DOIEEDOER H—E RO EEIE Ay DWW, 22— ==V = ORI RET
Vo — VBRI DORGE DR (2-33 X—=V) 2B LTI ZE 0,

Active Directory ¥ —/ 30BN, 285 F 72 1%  |[Active Directory — 3 (Active Directory Servers) | %
HIB®, Active Directory h—/N 7 —% O U7 | 7% 7V v 7 LET M ONTE, = —% =—
IVH A B TOERSDAH . Active Directory | = > b @ Active Directory B — /B D% E
P—=ROR—=V TR ERRE—Y 7 (224 =D)L TS,

REfE D2

Management Center OB E 72 1XHIER, £7- |[Firepower Management Centers] ¥ 7 % 7 U v 7
IX Management Center /XA U — RZEH LEJT Ml VWi 2= ==V = D
Management Center #f5¢ D% & (2-27 ~X—) &
ZHRLTLLIEE,

LAR—= Mo 2 —F 10BN ZE | [BRS = — 4 (Excluded Usernames) ] % 7 % 7
B E IR Uo7 LET MW, 22—V =—V =
¥ ORI — PR E DORERL (2-29 X—) &
ZHRLTLLIZE,

LiR— M BERINT D IP 7 FL2DEM,  |[BR#F 7 K L & (Excluded Addresses)] % 7 % 7
I F T ITHIBR Uy 7 LET GOV, 22— =—V =
¥ MOBRINT R LA E DR (2-30 X—) &
ZH LT &N,

ARV N B TORR =T AR—K 7 (27 (Logs)| %7 %7 Y v 7 LET, Gz
7 Windows 7 U r—y g a7 ~0i Wt a2—V -z FOoaX U TR ED

bk, A v — Y ORI 0L T AR (2-31 R—=) S L T &0,
Cisco TAC " BHE/R SN F T 7y a—  ([B7 (Logs) ] # 7 HIEBIRL C (B Z7HNDT /Ny

TAVITBIOA T F A BRI DFET |7 A v E—U % KR (Show Debug Messages in
Log) ] Z AL ThE [A VT A
(Maintenance) | # 7% 7 U v 7 LET,5E/MIZD
WTIE 2= ==V NDORA TS AR
EDRERK (2-35 X—V) 22 R LTI EE0,

Firepower t—F = —Y Vb ar 74 Fal—vary 4 F R



28 2 VPV rOREFEER |

B == roFE

# 2.1 2 —F T —x 2 f DRELRIE (FEE)

BEY HiE

T—Vx )y MREDELDRT [fR17(Save) ]2 7 U v 7 LET, RERGFDOETEN
HOIBZAIIT.ZDOZ L EZRT A vE—VRE
REINET,

TV FREICKHTHIEEEZBEFEET [[Fr o B/ (Cancel) ] 227V v 7 LET,

==Y = bEHLD

2 —H% =— = b D Active Directory J— N EF DR E

a—H T—T =z b 1 DLl ED Active Directory H— N~ 2 BN L IR 2R TE £,

o TV IR TNANEALLTRIAVEBIORIA T T—2 520G T 50, £121F
Active Directory % — "D F — & Z @MW AR—Y 7T DD,

o TVl IRA—WTIT 4T 4 T—HER—V T T HHE, RS Kb
Y&l Active Directory h—s3& D U TV 2 A NEEREOMESL F 72 XN 2 38 T3 2 ML,

e T— = B Active Directory ¥ —/NHIKIZ B 7 A U3 D 72DICHETHIP T FL A,

e Active Directory —/ 3N & OO F T2 IXHMNVFIC=—Y = NPARGT a7 1 v
Bluersr4+7 5—% D&,

2= 2=V MRV TNAEALTT =2 EZRETHEIICRESN T T YT AHZ A A

F=F VPR TERWERIZ YT LA LTS Y T RHOFAFREIZ 25 £ T,

T —x v MIRD Y IT Active Directory 4 —XOF —Z R —V 7 L K95 ELET,

by h YZ2aTCR - MR REBEOZ—F T 75T 4 BT 4 BT A58 YT LEA
AT —=EEEORDOVICR—=) VT E2RTETHIEEZHRE L CWEST . T/ T 4 BT 4 DEB VR
BT R—) U IRIEEZ 1 SR ELRRR—Y V7B Z 10 2L IR EL T EEN,

VT INHEA N FT=HY T 2MHT 5HI21E, Active Directory ¥—/3 T Windows Server 2008 LA
METSNTVARERSY £,

w |2

a—H = — = b & Windows Server 2003 F 721X FNLRTIOA XL —F 4 T AT AITA
VA N—=NATBGA 22— = — = NI Active Directory I E o — X 5D Y TIVH A L
WEtEINETE EHA,

a—H ==V h T, X T EIREEO Active Directory — SOEHFH DR —V o F AT —H
A Z—Vxr MIHESINTREZEOR 74 BLORT—T = FDVE%IT Active Directory
Y= NER—Y 7 LR 2R T £,

Firepower 1—HF =—Vc p a7 4 FX¥alb—var H(4 F
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| 828 =—F V=V bORES2ER

V4

ATFv7 A1
AT T 2

AT o7 3
A7 v/ 4

AT/ 5

a—Fz—vzrioge N

T—x ¥ MW Active Directory r— %2 U T VX AL A TEHR—V T LTNENE I N X TR
PED VTN EA LT —ZORBFAT —Z AR TEET V= "DRT =X ZDFEMIZD
WTIEROEZSIRL T EEW,

7 2-2 Active Directory 3—/ DX 7 —4 X

Active Directory

P—RNORAF—F R | R—Y T OEH UTNEA SO0 A

available P—=ROR—=V ITRFIHT (=D TIVZ A LT —ZEEGRF]
=FE9, ATEE£9,

unavailable P ROF—Y L I RFHT | — DY TIH A BT — 5 ISR
XFEH A HATERW P —R_"NR—=V T HIZ

HEESNTWET,

pending P—"FERITBEMENE L (=2 BENL TRELTMD
NEEFELFRBLTVE oa—Y o=V FEOWEERMET
A, HETITIE WL HOOREBI N3N0 F

R pending AT — ¥ A DM < AT,
2—HF ==V =D D
BEEZHERLTIEEN,

unknown T—Vxzr MIEHINATY ==Yz MIEBI SN THETR A
EFTN AT —FREZETRSG | T—F A2 EFERETEETA EFLIT
TEFEHAFRIT. ==V |=—T = b)Y Active Directory —/
' 73 Active Directory %— N |27 F = v 7 LTWERA,

EERT v LTWHERA,

Ka—HP 2=V NP AEVOERERTNT 5T RD R A URREINDLT-D H LT
Active Directory RA A > a2 b —J | ZHEO2—F 2=V =V " E2EHR LRV TIIEE N,
BEO2—Y =—T = N EERT 5855 1.7 U Active Directory h— 3% R —U 7 LT
‘éiw‘/“:/l %%f?b“(b\éﬂﬂ@ﬁ“/\f@d‘x FOIPT RLAEZ—U x> ha /A R

AT 22— A %R T DL 91 %\:’-*—“f TV hERELTLIEEW FEMIZOW
T 2= ==V = FORNT f\ L AR E DK (2-30 X—P) B MR L TL téb\

Active Directory H— S DOEHRZRET DICIX ROFIEEZETLE T,

VBEIIELTC 2= 2=V MRS VA= LENTWDL Ay Ea—Hilrn /(4 LET,

[A % — | (Start) | > [(FT_TD) v 7F A ((All) Programs) ] > [Cisco] > [Cisco Firepower Agent for
Active Directory ® % i& (Configure Cisco Firepower Agent for Active Directory) | %27 U v 7 L £,

[Active Directory ¥— /3 (Active Directory Servers) ] ¥ 7 &7 U v 7 LE 7,

ROBRIEDRH Y £7,

o F— D LW B jm“é . OEMAdD 227 U v 7 LET,

o BEFEOHRAELET T LT V=" HE XTI v LET,

o ORI ZHIBRT DI P —%% 27 U v 7 LT [HIFR(Remove) ] 27 U v 7 LET,

[T—/"4&/IP 7 F L A (Server Name/IP Address)] 7 4 —/V K T, Active Directory ¥ —/NFE 721 F
A v ary ha—7OREEMY— NG ETZIXIP T KL A% AJ) L E9, Active Directory —
Ne~pua 74 v ERBTHIIEIP T RLRAEZ A LET,

Firepower t—F = —Y Vb ar 74 Fal—vary 4 F R



28 2 VPV rOREFEER |

2—HF V= FORE

AT/ 6

A A |
AT/ 8

A7 o7 9

A7 v 7 10

T—x ¥ MW Active Directory r—/ M2 A VA P — LSRN TWALEEIZ. =— V= FBA
A= ENTWAEYT—REZEBINTH720 2 — "4 & LT localhost ZATILET MLEIC
JELT 2=/ L RRAT = REBNMTEET, O DEREENET H L ZD Active
DWMW#~A“M£%HOT% Ha—Vou st 7 EmHETEErA, 2 —TH LA T—
Ra AT LTeinE D BB =" a2R - 7 TE T,

~

& Active Directory Y A7 AMIEED RAA v ary he—I03bH 5515, 22— —Ux
FEBEEED RAS Y ar br—FDKRA M EIZIP T FRLAEZANLET
(Active Directory KA A > 2 b —J 320X 2 V74 v 72 HFL2VOT &
ay b=~ D=V =T = NERNMLETT) OB AT AEZIT b
TITA4 VI WENVAT ATIE MBS LTCI DU EDa2—F 2= 2 FE A VR
F—ATEET, ZHICHOVWTIER BEREDO 22— = — T = F DR (1-5 ~—) T
LTWET,

[7F 7] & 72— (Authorized User) ] 38 L OV [/$A U — K (Password)] 7 - —/V K2, Active
Directory — D2 —¥ s o BI0nr 47 F—4 %7 ) T 5HERERFFOL—F4 &
INAT— K2 ANTTLET,

TuxvEfH L CRET 2 12 meElia— 42 AT LET,
77jwaii—yi/hﬂ4/xh~wéhf“é:yfn~&m@nﬁ4yﬁmﬁﬁ
LT Ao bORAAL B[ RAAL 2 (Domain)] 7 4 —/V RICHBIMICA I SN TWVET,
N

H P RRTU—RFIZEENDLFN 65 LFEULDOBEE LN — AR ETE
FHA, COBEAEHTED LT DI ANAT—RFE2ELS LTLLIEEN,

[ KA A > (Domain)] 7 4 —/b FIZ, Active Directory RAAL v O&BTIEZANDLET,

Active Directory —"~Dnu 7 A V2R T HIZIT [(m—H N 2l AP T ]\‘ L Z (Local
L%mmAme]74wn+ﬁ%ﬂP7%vx%%mbi#;_®74%WB I[P —A&/1P
7 K L A (Server Name/IP Address)] 7 « — /b NIZHE S AL — NI B {1 %%L“Cb‘%f)ﬁ“f\
TOIPT RLARZ—Vxr MZEoTHBMWIZA SR TWET,

[Pr— 34/IP 7 R L X (Server Name/IP Address)] 7  — /v RNZETH H 0>, £ 721 1ocalhost &
.z./yfu\'éia/\ I.r =B RA MIBEEMTOENTNDETXTOIPT RLARZDT 4 —)b
WA S TWET,

2—HF == x> T D Active Directory =302 U T XA A TR I A 2 A R_2 M AR
BTEDLHIICTBITE [V TIHEA L A2 b & AHEE (Process realtime events) | & 7 U v 7 L
i‘j‘o

GEM(Add) 2727 VU v 7 L CHBRY—REBINT 50 7203 [R1FE(Save) ] 27 U v 7 L CEESF
DY —R~DEEZRIF L ET,

Z DY — R EFE DY Active Directory h—/3D U A MIFRR S IVE T, EE OV — B R E

STV DIGEIT [ A B (Host) |, [Hc#& s (Last Reported) | [7R— VU 2" A7 — & Z (Polling

Status) |, [ #& AR — Y > 7 (Last Polled) |.[V 7 /L& A I A7 —4 A (Real Time Status) |, £72 1L [V T

VB A L (Real Time) | DFI~Ny X —% 0 V) w735 & FNENOFHTY — M TEET,

~

& RRERHZ=Z—Y =— Y = b2 Active Directory T — NI EEE TX WAL E DT —

iﬁMT%iﬁﬁzi—Vz/F#%—A&TGWPTT&?XT%%:&«@%L&?
LT U vy VTR CE 5 2 & B KUY Active Directory H— S ~D i 4 IE L < % E L
TSI L &R L T EE W, FEMIIZ DUV Tlid, Active Directory H— SO E
(2-4 XR=V)EZHLTITEE N,

Firepower 1—HF =—Vc p a7 4 FX¥alb—var H(4 F
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277 1

27 w7 12

AT w7 13
A7 v/ 14

a—Fz—vzrioge N

(A7 v av)xz=—T = M Active Directory r— "D —W 0 7 A v F—X & ABEIICHR—
V> 73 BMEEZE T3 5121, [Active Directory —/ 3D 7R — 1V > 7 [{][# (Active Directory
Server Polling Interval)] U A k72> 5 R 2N L £ 7,

RERAFT D & ORI L 120 B el L 72 % CIRDOAR— U 7 05 Es S 4L, Z OMIFE THR v ik
SNET A=V T LRHNERLIZHBE LD BRWIEE ROKR— > 73RO R —
U TRHET LI OROER TGS L E T,

Active Directory — M2k F 2V T X A L A X2 MUEEREHIZR> TN 22— =—
VxV hEY—ROERNRKDNNTWASAE . =— Vo MNISEEZHFE LTI T AEA A
T DORENARERIZR D ETAR—V 723 T LR ET BBl LD e VT A
L TF—=2ORENRHEHESNET,

(A7 ary)m—T = M Active Directory r— "D —W v /A v F—2 & RK—V 74
% T2 8 DRt & e AN HENL (E T2 IXFHIENL) T2 & EO/RRA—V VA EE T 51T,
[Active Directory ¥ — /XD KA — U > 7' (Active Directory Server Max Poll Length)] U & b
DO 2 @I L £ 97,

S
B a2 -V TR ER—V T O~ T I T4 T 4 T—FEAF Y T
DRI & -7 T & 4 A, [Active Directory B — SO KR — 1 > 7B (Active
Directory Server Max Poll Length) ] ¥ A MZ{RFF7 51l % | [Active Directory $—/ 3D 7R —
Y > 7' [E1ka (Active Directory Server Polling Interval) ] UV A R HBIRL7ZE L W /&<
LT EIFTEERA,

REDER ZRfF L Ta—Y = MIEMT 213 [RFSave) ] 27 U v 7 LET,
ROBIREAH Y £,

e Management Center D¢ 2 B F 72 1XHIBR T 5 (213 [Firepower Management Centers] 4~
I L ET, 535z TCiE, = — % =— 3 = > @ Management Center $5t D% E
(227 ~=) &R L TIIZE N,

a—HFurZArBl0nr47 FT—F2ERETHIIE. =T MIAR<EL 12D
Management Center Z BT 2 LERH Y 7,

o T—Ux U FNERETHHEAIT.F 2-102-23 =) TBHEN TV A WNTF N DO HEMEE FE
TLET,

2 —H% = — = ® Management Center 5 DX E

Active Directory 2 — %7 — % % 2 —HF = — = b LK 5 D0 Management Center (Z25(F
TEFET ., ==V x> F T, ¥ 7EREEDO Management Center D A7 — X A (= —T = h 3K
jﬁ)ﬂx’-ﬁ@] L7=& % @ available,unavailable, i 7= {iunknown) ’?3‘ T— Ty f\ IzZko “Ciilﬁ;ﬂ:: é j/b
TelBon 74 R T 5L TEET,

Bt 2B INT DI, 7 Management Center DX EIZ 22—V T —T x> hEZBILTLZE
WEERIZ DN T 22— o=V = v MIERT D720 D /3= 5 > 6.2.3 LI O Management
Center DX E (2-3 X—) 2L T E 30,

1 A PR AR C U, 7 © Management Center % =— 2 = > MIBIML. 7T A~V LD ¥
VOMFIZRTra—Ya s B8l r4 77 —2OREH % H M LT W5 o
T PMRFFSND LT LET,
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B _Ffirepower 1—F -V b a7 Xalb—vary V(4 F

2—HF V= FORE

AT v/ 1
A7 T 2

A7 o7 3
AT v 4

AT/ 5

2797 6

2771

A7 o7 8

Management Center DG Z R ET DI ROFIREETLET,
7 7 2 ZALE (Any)

MEGLC 2= 2=V 2V PR VA= ENTWDarEa—Hiiun /74 LET,

[A % — b (Start) | > [(FT_XTD) 7' v 7 Z A ((All) Programs) ] > [Cisco] > [Cisco Firepower Agent for
Active Directory D% i€ (Configure Cisco Firepower Agent for Active Directory) ] %7 U v 27 LE 7,

[Firepower Management Centers] ¥ 7 % 7 U v 7 L£ 7,

[Y— 4 /IPT K L A (Server Name/IP Address)] 7 « —/V FIZ,iB/17 % Management Center 7~
APMLERIZIP T FLRAZASLET,

[/3A T — K (Password)] 7 4 — /L RIZ, = —H% = — = o kA Firepower Management Center |Z &
TA T HDICRELTENRAT—REANNLET NAUY—FERELTWRWEEIZ. 2O
T4V REEAOEEIZLET,NAT — ROREIZEET 2552 DWW TlE. [ Firepower
Management Center Configuration Guide]® [ Firepower Management Center CLI Reference ] D & % £
LTS ZEN,

22— T =T FONRNAT— FEARTHIE, 22— ==V 2 F RAT—RROEH
(229 XR—=V) EZH L T TEE W,

LEM(Add) ] 227 Y v 7 LET,

Management Center ##t DX E D BMENE T AR M ETILIP 7 F LR EEEKELENT 5 =
LIXTEERANRA M EIPT N ADWMJ5 Z{f - T Management Center Z B/l L 72 T <
72 &\, Management Center (ZEE DRy NT =T T X T EZ NG LHGEIL RSP T L A%
FER L THEBEEREI L 72T 230,

#%57 Management Center #2235 & AL TV DAL [ A b (Host) [\ [ AT — 4 A (Status) ], &
7o0E [ iRss (Last Reported) | OFN R LE 7 U v 7§25 &  ZNENDFITY — N TEET,
)
& EFFICZ—Y=— = b Management Center (58 T 2 WAL £ D
Management Center % 1B )1 C& £ A, =— = > ;7 Management Center |~ TCP/IP T7
JHEATEDLZ LR LET,

REDEHEZFAF L To—V = MIEMT 21T [RF(Save) ] 227 U v 7 LET EH SN
CRENT—V = MIEH S VET,
ROBRENRH Y £7,

o (AT va)BMa—HLHY A NO—FLEBMEZITHIBRT 512X, R 2 — T4
(Excluded Usernames)] % 7 # 8 L £ 9 sl DWW Tk, =2 —H =— Y = > ORI = —
PLHREE DO (2-29 X—) ZHM L T IES W,

o (AFVa)BRANIP T RLA UARDIP T RLAZBIFEIZHIRT 2IE BRI T R
L A (Excluded Addresses)] # 7 Z @R L £ 3, MOV TE, 22— % =— 2 = & F DR
7 R LU ABREDORER (2-30 X—)ZBR LT FEW,

o (AFvav)nl AykE—VERRLIEYD vX U EFRELZY T 5HIT1E.[2 7 (Logs) ]
R2TERNLET MWL, 2 —F = —V 2 b Oa X VR EORER (2-31 ~<—
DNVEBRLTLLTEE N,

o (AT va)EZ—Vxr NOBRNRETE R T 2120, [ (General) | ¥ 7 &2V U v 7
LET MWL, 22—V =— T = F ORI R E DR (2-33 X—) 2B L
TLTFEEWY,

o T—Url  MNERETAEAIT.HR 2-10223 R=I)THBA I TWANTRhOEELE
TLET,




| 2% =¥ V=L rOBRES2ER

a—Fz—vzrioge N

22— -V P RRT—RFOERE

ATy
AT T 2

AF v/ 3
AT v7 4
AFvT 5

AT 6

a—P =V h NRAT— NE, 2—HF T —T = b 2.5 LIRS X O Firepower Management
Center 6.5 IS ZfEH L CAE TX £7,

T TN NERIFHONRAT = b a—Y 2=V b NRAT— REER LA D
FIEZETTOLERNHY £,

VBT 2= ==V 2V "R VA =L ENTWbharyEa—Hical A4 LET,

[A % — |k (Start) | > [ (T~ TD) 7' 77 A ((All) Programs) ] > [Cisco] > [Cisco Firepower Agent for
Active Directory M#% i (Configure Cisco Firepower Agent for Active Directory) | %27 U v 7 L £ 7,

[Firepower Management Centers] ¥ 7% 7 U v 7 L &7,
2 —Hx— = F) 5 Firepower Management Center % HIFk L £,

FMC TR E L7232 U — RZ&{fi ] L T Firepower Management Center Z 1801 L &£ 97, A1 DWW
TE D7 v ara2ZRLTIESN,

22— -V MY —EREFBEBHLEST, 22—V =— T = OB TE DK
(233 ~=V) S LTSN,

a—Y =T = ORI — TR BRIE DHERL

2771
AT 2

AT w7 3

A7 v/ 4

RIAERER T FT AR NOR—Y T RICRANT D2 — AR K S500 FERTEE
TSNz -V ILDde S v FE el T 7 AV ERELESAE. ==Y b
L% DA X | % Management Center (2355 L 8 A,

=YL ERNT DRNICHRE SN /A BRI F 7 A X MIEEEZZ T EH AR
Ha—FLH{ YA NP2 EEIRT D L. ZO%OZO—F Lo s o BXUOn 74
7 A X b X Management Center (Z¥75 S E T,

HBHI—WIZLDTRTOuT A BT FT7 ARV e TXTORAL UNLERINT D
DNETATRFED RAA VinBBRAT 20 EBINTE £7, 2~ XKUY (CSV) 7 7 A MRS
ENDL2—PHERAAL LDV AT AR—FBIOAS Vv AR— T2 TEET,
Management Center (T CIZHE SN2 —FEZEAN LIZGE T —F X—ANDHERA &/ —Y
LABWNEYD 202 —FETRARMNLYy BRI NABNZ EIZERLTLESN,

7= & %213, Active Directory — X L3Rl a s a—H | la—HF =2—V = bE A VA M=)
LGB . o7 va vzl 2—% =— Y= b =—¥4 % Management Center (212 2
AV LBRNE TR TEET,

A2 —FLERET D TIT ROFIEELETLET,

VBEIGL T 2= 2=V IR VA =N TWDHaryBa—Zite /A4 LET,

[A % — b (Start) | > [(F_XTD) 7' v 77 F A ((All) Programs) | > [Cisco] > [Cisco Firepower Agent
for Active Directory @ % i€ (Configure Cisco Firepower Agent for Active Directory) | %27 U v 7 L &
9, [FR4h = — 4 (Excluded Usernames)] % 7 & 3&4R L £,

AN EBEZR R DT D [ — V4 (Username) | SN2 BRI 5 22—V 4 2 A L ET,
BRAL L — 4 RAGLESCF () RS/ FE (M 2505 2 LIFTE ERA,
a—HPHICEET ST FA A % [RAA 2 (Domain) | FIIC AT L E T,

ITZLICLI DDA VDR ERTEET, FALS UV ERELRVGG . TXTORAL D
=PRI SN ET,

Firepower t—F = —Y Vb ar 74 Fal—vary 4 F R



28 2 VPV rOREFEER |

B == roFE

2F 75 aA—PLZEILIZEBMNTA AR ATy F3IBL04 280 RLLET, EEORN 22— 4255
EINTWAHEAI [ — V4 (Username) ] £721% [ KA A (Domain) ] DS~y X —% 7 U v
IFTBHEFNEFNDSITY — NTEET,

27w 7 6 TEHIRT 256 ROBEBRERH VD £,
o [TZHBEMF/RL T Del F—%H L ET,
o A—WHDOEKEIZHRA U FEENT, 2—FLIHIER S5 F T Back Space ¥ — 2 L 77,
TIHRHIBRS N ET,
BEDITZHIBRT 511X . Ctrl F—Z M LR THEEDITZ 27 ) v 7 LTERL, Ehnb
Delete X — % L £,

AFyF 1 Z2—PHLERAAL DY A Near~<XUVECSV) 7 7 A WZT 7 AKR— T DI [V A D
T AR— k (ExportList) ] 227 Vw7 LET, 7 7 A VDBRIFHD T 7 A )V RAZFTR L E T,

T ANDRGEINET, T 74NV DT 7 A V4L Cisco_user agent excluded users.csv T,
A7y S8 a—VHELERAL DY A NEar~<~KEVECSV) 7 7 ANANEA VAR — M5 [V A
FDA R —F(mportList) ]2 7 Vv 27 LET . 7 v 7 u—RTL57 7 AV EBRLET,

BMEOZ—PFLANR 7 VT EN. 77 ANVNO—FL R — FENET  BEETL22a—F4 %25
D77 ANET v O — RTAHZ LTI TEERA T 7 ANELT—RNHLBE 7714V
T v 77— RRT&EFEHA,

<XV ECSV) 7 7 A NVADOTY F VIZ RO > THEHERH Y 9,

"username", "domain"
RALOEIZA T ar TERN. T L—RARNAE L LTI AGENLETT,
27979 [RfFSave)] 27V v/ LTHEDELZRF L. =—Y = MIEHLET,
2597 10 WOERENH Y 9,
o BRAIPT KL A URXEDIPT RULARZBIEITHIFRT HI21E, BRI T R L & (Excluded
Addresses) | % 7 #IBIR L E T 58I O VWX 2 —H ==V = U FORAT R L AFRKED
iR (2-30 XR—) SR LT E S0,

o T—Uxl MNERETAEAIT.F 2-102-23 =) THA SN TWANFRhOEE4L %E
ITLES,

=P =Tz FORRINT FURRE DB

0y Ay AN MOR=Y U TEIZERNT D IPvd BLXOVIPV6 7 R L 2 &2 K 100 3R E T=
FT A ENTZIP T FLRZ2Eha A £330 474 FERE LSS 2 —W
T—x ¥ MEZE DA X % Management Center |25 LA,

IP7 RUVRAZRRITDRIICHRESNzu /A Bl 47 A X0 NMIEEE2Z ITERA,
ROV T RL A VRGP T RLAZHIRT 5L 20RO ZDT FL2ADOR T A B LTR
A7 A X ML Management Center (22 SV E T,

7o & 21X Active Directory F— & FRlDa Ly Ea—Fila—HF =—V 2 a2 A VA h—)L
LEEBAE. Cor 7y avrazHL T 2—3 =—Y x> b =—+ % Management Center (22 7/
AL E S ITBATEET,

i

MUxy hU—=INTCa2—H ==V b TSZ—V v hOM G EHEHT HHEEIT. ELRT
%72 = 7 — 77 Firepower Management Center [ZFREk SAVRWK D IZT H72DIC TS =—V =
FOIP 7 FVAZBAIT 2MER DY ET, TS ==V = bea—F =T = FORGR
FLa—HorrAf 2T sE ERTIERVWZ T —Rr ZIZEZAENET,

Firepower 1—HF =—Vc p a7 4 FX¥alb—var H(4 F




| 828 =—F V=V bORES2ER

ATFv7 A1
AT T 2

AF v/ 3

AT v 4

AT/ 5

AF o7 6

AT 1
ATF v/ 8

a—Fz—vzrioge N

B IPT FLREZRETAICIIKROFIEEZEZTLET,

VBEIIELTC 2= 2=V 2V MRS VA =L ENTWDH Ay Ea—Hilrn /(4 LET,

[A % — b (Start) ] > [(F_TD) 71 7 A ((All) Programs) ] > [Cisco] > [Cisco Firepower Agent
for Active Directory D&% i& (Configure Cisco Firepower Agent for Active Directory) | % 27 U v 7 L &
9, [BRFL 7 K L A (Excluded Addresses)] % 7 &38R L £ 97,

ATIATREIRIRDATD [7 R LA (Address) | FNZ BRAMNT 2 1P 7 RLAEZ AT LETJIP T FL X
EILIZBMTBIZIE. ZOFIEEZZEYIRLET,

BEDOBRINIP 7 FLARKES N THELEEIL.[7 FL A (Address) ] DA~ ' —Z 27 Y v 7
THE.ENENDOHITY— FTEET,

M /2IP 7 KLU AZ AN LIZGARIZATONy X — TG T A a2 (@) NERINET B
fj]f£7 RLAZEELRWE, ﬂﬁODT FLREZATITEEREA,

IP 7 RLUAZHIBRET DITIEATE2MHERL T Del F—%H L FET,

IP 7 FLUADRHIBRSNE T EHEOITEZHIBRT 21213, Ctrl F— 2 L7 IREECHEEOITEZ 7
Uo7 UCTEIRL ., 21D Delete F— 2 L £,

IP7 FLADY A hZar<XKE0E(CSV) 7 7 A /It s AR — b5 [V A DTy
AR— R (ExportList) ] 27 U v 7 LET, 7 7 A VDORIFHRD T 7 AV N AZRIRL £7,

Tr7ANVNREINET . T 74V D7 7 A4 V4T

Cisco_user agent excluded addresses.csv TFﬁ‘

IP7 RLVADUA Raar~<RXEDME(CSV) 7 7 A b A VR — T B2 [VA DA
A—hKmportList) |27 Vv 7 LET . T v 7/ m—RT57 7 A VEEIRLET,

BEOIP T RLARZ YT EN. 7 7A/VHNDIP T RLARe— RENET HBETHIP TR
LARER 77 AN ET v 77— Rt A2 LIXTEERA 77 A ML T — 2 D55,
Ty ANET v 7Ta—RTxEHA,

[(RfF(Save) | 227 Y v 7 LTREDEL ZRfF L. =— V= MIEMH L ET,
WROBIREA DV £,

e NV Ayt —VERRLED BX T EBRTE LD TBHITE.[m Y (Logs)] ¥ 7 &I L
IOV TIE 22— 2=V O VEORHRK (2-31 R—)E BT
TEEWY,

o T—Url MNERETAEAIT.HR 2-10223 =) THBA I TWANTRhOEELE
TFLET,

a—P -V houX o SREDOHER

[m 27 (Logs)] # 7. ==Y = M Lo TR ZICREBINTZAT —H A X v —URKEK
250 EFERENET . ==V 2 MIKRDA R RRAELEEZIWIAT—F A A vE—V%
a—h Ay s a IRkl ET,

o T —x ) A Active Directory =" H DT —Z DHR—Y  ZITRRI LT,
o T —x M Active Directory H— S ~DOHEEREIZ R L 7=,

o T —x ) N Active Directory H— 3D D7 — X BRI L7,

e T —x Y kY Management Center ~DHEHEIZ AN L7z,

e T —x Y k) Management Center ~DHEHEIZ KA L 7=,

Firepower t—F = —Y Vb ar 74 Fal—vary 4 F R



28 2 VPV rOREFEER |

2—HF V= FORE

i

AT vl
A7 T 2

A7 o7 3
AT v 4

AT/ 5

AF o7 6

TV MIAALDARAZ L TBIVEKREL NN E L BIIEARAT—HRA Ayv—V%0n 7
Wk LE T RORIC.ERKED L)L EERN T SIEICR L ET,

F 2-3 22— T PDRF T DEXE L~

LL 7 — |3
TRy T T L— |ZOAXR NI, TR TOEDICIe JIZREINNET,
INBEDA Y=V, T7FNFTIERRINERA,

15 o) TDOARY NI, ==V FOWEEOEBEL —FH L ET,

gl A ZHIETHLULARNWA R FTER, ==V = FO@EE OEEIILT
L EnEREA,

7 — i) ZHITTFH LA THY, =—V = bOBEE OEEITH R
EhET,

T—Vzr MIr—HNV A X h BZICINAT Windows 77U r—a >y n Il AT —4
ARAyE—VEEEKTEET, 2V NI a— ANV AR s g TONEE L~
fE(CSV) 7 7 A NMIZZ I AR— T HZ & HTEET,

AT =B A A=V ERFETINE )N AT —H A A v —VORGFHIMZHRE L
N FTRCDAT—HARAyE—=VDAXR N T 27 VT L) TEET, . T307 X
T—HA A=V DRRL[A T F A (Maintenance) | ¥ T ~DT BRI ED A T T
VA FTvarbRETEET,

TRy T AT =R Ayt —13.7 ARREFE SR AN b m 7 bHIBRS L E S, A
T—H AR yE— /@%ﬁ@ﬁ% RELTIZD AX a7 )7 L) LTHL Ty
AT —=HA Ay =V ORIFICITBELEEA,

a—F -V bORF U TRELERT DT ROFIREZETLET,

VEZIGE LT 22— 2=V 2V RS VA =L ENTWHarvEa—Fica s LET,

[A % — b (Start) | > [(FT_XTD) 7w 7 Z A ((All) Programs) ] > [Cisco] > [Cisco Firepower Agent for

Active Directory D% i€ (Configure Cisco Firepower Agent for Active Directory) ] %7 U v 7 LE 7,

[ 7 (Logs)| ¥ 7 %7 Vw7 LET,

Cisco TAC B fRSNTH BT AN N 0 ZNDOT Ny 7 AT —=F A Ayt —V%EFRRT
LD [mTNOT Ny 7 Ayt — T % KK (Show Debug Messages in Log) ] #3&IR L [ A T
J > A (Maintenance) ] ¥ 7 # B L ETX—,

>
T ZOAFT v a i Cisco TAC O EZHER SN HEDOHRIRL TS 2S00,

Windows 7 7' U 7 — /a/ nJyita—ha) ARy aZO@BGIZT NNy TLUNDO AT —H
A=V EFEKT DX [Windows 77U r—vay a ZIiZ A v — V&g (Log
Messages to Windows Application Log) ] % &I L £ 7,

Windows 7 7V 7r—3 3 > a /&R T HI21E,. Windows £ X b Ea—7 & ET,

AT —=BAAyE—=URa =0 Ay F o JIRESNTHDL HEIICHIBREN D £ TOD
MM ZFRTETDITIE [ A vE—VDF ¥ v 2 %A X (Message Cache Size)] Ka v 7F 7 U
A MO HIHZEIR L £7,

Firepower 1—HF =—Vc p a7 4 FX¥alb—var H(4 F
[ 2-32 | |



| 2% =¥ V=L rOBRES2ER

AT, 1

A7 o7 8

AT 9

277 10
27y 7 1

~

a—Fz—vzrioge N

B—HhL AR N B IR ESNTZAT —H A A v E—VE [ AvE—VDF Yy va A
A (Message Cache Size)] Fr v 7 &7 U X M CERINTHBZ T RESZZ HIBRS U
i‘j‘o

B [AvE—YDOXv v a YA X (Message Cache Size) | D% EIT. B —H /L 4 X2k 1
TIWZDOFHFEEL [Windows 77V 7r—3 3 > v 7IZ A vi—T %506k (Log Messages to
Windows Application Log) ] &R L7285 TH Windows 77U r—3 3 > v JIZiEE
HBLEHA,

BGEOEHFBICO ZICHRERENTZH LNVAT —F A A vt —T%FRd 5I12IE [FH (Refresh) ]
27V v LET,

BEBEOEHRBICH LWAT —H A Ay —URNa JICEESNEZE/RIT. T LVWAT —Z R
A=V NHDILERT Ay E—VUNEREINET, EHOMBR 250 2 B2 DA vE—
UMEFERENDIBE BRLHE VAT —F X A v —U0 [0 (Logs)] 7 _R—UnbHIBEN
FT.250 2 B2HA v E—VEFRTHINF. e E T AR— K LET,FEMITOWTIHE,
AT v 8 EZBRLTLIIEZN,

=N AR N BT ORNEE L~ RKEIDE(CSV) 7 7 A MZ= 7 AR — M 5I2iE [v 7
Dx 7 AR — bk (Export Logs) | &7 U v 7 LE7,

a2V (CSV) 7 7 A NMTIFE. . TRTOAR N BT AT —F A Ay E—ULF Ny )
A= NI ET,

B—HN AR N Bl T Ny TUNDT R TORT —F A A vt—T%HIBRT HI121E, [
Ay b Z®27 YT (Clear Event Log) ] %27 U v 7 L7,

TV MR AYE—VEAIRLIEZLERT AT =X Ayt =V % RE m =L A
IRV TESNET,

REOERZRF L Co—V =2 MEHAT AT RTF(Save) | 227 U v 7 LET,

WOBRE R H Y £,

o T—Uxr hOERNIRRTEEMERT DI [ (General) | ¥ 7 &R L 97, I
WX, 22— ==V = F ORI TEORERK (2-33 X—V) E SR L T EEN,

. m—;‘;‘/ NERETHHAITE 2-12-23 X—=) THH I T D WT IO #EE5E
TLET,

a—H —T = N ORI E DK

ATFv7 A1

AT T 2
AF v/ 3

[&#% (General) ] # 7iZiE, 22—V = —V 2 PORERARKRENGEFNLTVET ., =—V 2 b2t
TA v T —H ERAET % L &I Management Center [ SNH=—V 2y MAEAETTE F
T E . ==V NP RADRBEFILE 0 AT Ty 7 OBEEDOER B IUBED
P—ER AT —=HADERbTEET,

a—¥ =Yy N OSRIRRERMRT 5 I KOFIRE ETLET,

TV IRA A=A ENTWND I B2 —F T [AFX— F(Start) | > [T 07 T A
(Programs) | > [Cisco] > [Active Directory fl @ Cisco FirePOWER == —¥% = — = > FNDERE
(Configure Cisco Firepower User Agent for Active Directory) ] % &R L £ 97,

T—Vxr b b= RERIGT OIEBEAR Y (DD E 2 Y v LET,
TV b b= REELT LI FELERF (B E 7Y v 7 LET,

Firepower t—F = —Y Vb ar 74 Fal—vary 4 F R



F2E a2 F -V bORESuER |

a—HF -V FORE

AT v/ 4

AT v b

AT/ 6

2771
277 8

(A7 vay)[—Y =z M (AgentName) | T—V =V MMEEELELET . T 74/ O
T—Yxr MMilE cisco Fuatap TT . XFEHF. MR BIONA 7 (D) EBANTEET,
(A7va)Z—Vzr b3a AT T R T OMEEEERE L (v T U MEREE
(Logout Check Frequency)] UV A MmO HIARINL ET . 0 /47 F—X2DF = v 7 Wiz
THITIF0 =R L E7,

(A7va)m—V = NDATY 2 — )VOEIE R T HI2IE, [ (Priority)] U A b
MDHL_XVERRLET, ==V MR KREOZ—FT /T4 €T 0 Z2E=X LT L, S
T~ AN B 52 TV D IGE O [m (High)] @R L £,

REZ AT T DITIE PR (Save) | 227 U v 7 LET,

T—Vxr hERETIHAILE 2-12-23 X—) THHIN TV D WT N O#EEL EIT L
\ij_O

B _Ffirepower 1—F -V b a7 Xalb—vary V(4 F



| 2% =¥ V=L rOBRES2ER

a—Fz—vzrioge N

=P 2=V FDRA T F U AR E DR

TV MIEERREICMZ T . 2—FLIPT FLAD~ v B 7 FER . a— L A X2k
07 BXOLR— MREK#HREZ SQLCET — 4 RXR—AMRELET . ==V = FD[A VT
> A (Maintenance)] Z 7 TlX AV T TV ADEDIZT —FRX—2D—E% 7 V7T TEXET,
FroviaEd8NTWVEI2—HFLIPT RLAD vy U IHERBLI O —Dh1 4 X b v 7
a7 V7 TCEET LR MREOF Yy v 267 U T TEETH ZOLERITRESNT
Active Directory ' —/ SO FHyR— U VNG| FEI TS NE T,

ATF A1

A7 T 2

A7 o7 3

AT 4
AT v b

2797 6

A7 o7 1

ATF v/ 8

2779

PR=FDOIFRENRNNEY [A T F 2 A (Maintenance) | ¥ 7 N— VY ORTEITET L2
T TEE N,

2 2=V MDAV T FURAREEERT AL ROFIEEREITLET,

IT—Vx VIR A VA=A ENTWNDE AL E2—% T [AFX— F(Start) | > [T 07T A
(Programs) | > [Cisco] > [Active Directory 1 ® Cisco FirePOWER = —# = — = > K DK E
(Configure Cisco Firepower User Agent for Active Directory) ] Z 3R L £ 7,

[m 7 (Logs)| ¥ 7 %7 Vw7 LET,

(v Z7NOT /Ny 7 At — % KR (Show Debug Messages in Log) | %27 U v 7 LT [A YT T
> A (Maintenance) | ¥ 7 BN LET,

[A T F > A (Maintenance) | ¥ 7 &7 U v 7 LET,

BEENTVETRTOL—YLIPT RLADY Y BT T—2 %27 ) 745 12% [2—V
<~y BT T =4 ¥ v v 2%7 Y T (Clear user mapping data cache) ] %27 U v 7 L £,

TV FOBR=N T —=ERX=ANE RIFSNLTNLT X TO—HFLIPT FLAD
~ v BT TR ENE T, o=V 2 hOR— AN T =A== %7 YT LThH,
Management Center D7 —Z X— A ZRFSINTNWDH2—YE P T RLADVY vy BT T —X
TR EEZ T EY

REFEINTWELITRTOR T A AR T2 ) T7TH I (vl dr A X ay
X v 2% 7 U7 (Clear logon event log cache) ] %27 U v 7 L ¥ 7,

T—Tx N DR ER D Management Center (212 7 A B XN 74 7 WA KL ICHE L
TR T 5T — 4% 27 VT T2 [VA—F AT —hK v v =% 27 U7 (Clear
reporting state cache) ] 27 U v 7 LET,

T— Y x v MIFEEE D Management Center (212 7 A B X0 74 7R Z KL ICHRE L
RIS 2T X TOFEHRZHIBR L E T ROR =V > FRHIROBMGIFIC = — 2 = MEIR
iE ST T X TD Active Directory h—/ % FH)TAR— Y 7 L [Active Directory I —/SD K
AR— U > 7K (Active Directory Server Max Poll Length)] 7 4 —/L R CEFR I L= HIFNOE &
ZRASLETEMICOWTE, 22— =— Y = b D Active Directory ¥ — /3855 DR E

(224 X=V)EZH LTI EE VY,

2RSS NDT Ny T Ay E—V DML ANV ERET DI [T Ay e s Lr
(Debug Log Level) ] U A b ¥ 7 DM L~V 2RI L £,

Ty hERETIHAILE 2-12-23 X—) THHIN TV D NT N O#EEL EIT L
ij_o

Firepower t—F = —Y Vb ar 74 Fal—vary 4 F R



F2E a2 F -V bORESuER |

B = SV DI TAY2—T g

2—Y =T NDSNT TN a—T 4T

< WL oot rvarTli.a—Y o=V O HARFCRET D AN D 5 RO
fRILRICOW TR L %9,

o Z—H—T =TVl EA VA=A TERN(2-36 2—)

e Management Center |28t T & 72\ (2-37 X—2)

o —HP =T FRRELRN(2-39 =)

o AW TV MR ORI A L ERRLRN(2-40 X—)

o Z—HYW—T—TV x> MR A L NI Active Directory (ZH£#i T X 7200 (2-40 =X— )
o I—HF =T MRUT LA L AR FNELBLZ2(2-41 RX—2)

o A—H TV M-V st T AR ERERENLN(2-4]1 =)

e FILFXy hU—FJNOZ—HF ==V 2 FETST—TV = b (2-42 X—7)

e T7—1001:%—E A AgentService Z B TE THA (2-42 X—)

e A VA M=/ =7 — System.I0.FileNotFoundException (2-42 ~—3")

2—HP—x—Tz A VR L TERND

a—P—z—Tx hDA A h—/VIFIZ Microsoft SQL Server Compact Edition [ZBH# 7% —
T—IRRENDGERHY T,

L) Error ==

Setup has detected that the file

B\ C\Users\LIMITE-1\AppData\L ocal Termp\VSD868A tmp\Microsoft
SQL Server Compact Edition 4.0 SP1\SSCERuntime x64-ENU.exe' has
changed since it was initially published. Click OK to retry the download,
or Cancel to exit setup.

o) [ o

TT—DTFAMIKROLIIZRY ET,

SSCERuntime x64-ENU,exe has changed since it was initially published. Click OK to
retry the download, or click Cancel to exit setup

CORMEZ MRS DT KROFIEZETLET,

27y 71 [FrEiA(Cancel) | Z#27 Vw7 LTy hT v 7 E2&TLET,

A7 w7 2  Microsoft %71 k72> Microsoft SQL Server Compact Edition 4.0(SP1 x64 £ M) X 7 o — R
LTA A= LET,

AFyFS 3 2P =Tz h DA VA =L (221 =) OB STy NT v T EFEEITL.
setup.exe TiEi< setup.msi %gﬂ%ﬁi Liﬁ—o
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[ 2-36 | |


https://download.microsoft.com/download/F/F/D/FFDF76E3-9E55-41DA-A750-1798B971936C/ENU/SSCERuntime_x64-ENU.exe
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Management Center [ZH5#57 T X 720>
ot rva Tk, 2—% =—Y = h® Firepower Management Center ~®D it & 1511 % Af
BEMED H DR OMBIZSOW TR L £ 7,
o AV TV MRTAT T 4T 4 Y= ATIERN(2-37 ~—)
e RIEZ: Windows D5 (2-37 ~—)
e DNS #— M TE 20 (2-39 =)

2P T2V NBTAT T 4T 4 AT

a—H% =— = kD [Firepower Management Centers] % 7 ~X— T, Management Center ¢ A

T — & AW [ A 7] (unavailable) ] T& 2554 1%, Management Center C7 A T 7 47 4 J —
2L TCa— P 2=V MBEMLEZLEZERL TSN, 2= 2= 2  FRED
PRI OWTIX, 2> Ty Fa =g U FEBRLTIEE D,

RX— 36X ® Management Center T2—Y = —VPx 0 b TAT U T 4T 4 V—RAEHERTBITIL,
ROFIEEFEITLET,

27 v 71 EEFHF L L T Management Center (12 7 1 > LET,

AT w7 2 [V AT A(System)]> [# 5 (Integration)] 227 U » 27 LET,

ATy 7T 3 [TAT T 4T 4 DE[F I (Identity Sources) | ¥ 7 %27 Vv 7 LET,
27y 4 [2—V =—T = h(UserAgent) |27 Vv 7 LET,

2Fy S5 A=Y =T U MREZEINTNWEZLEMR L. EDOIP T FLAZHERLET A THD
BEEITHIZGEIL RTFE(Save) | 227 U v 7 LET,

27 v/ 6 22— T— = b [Firepower Management Centers] % 7 ~X— T Management Center (> A
T AL HERRLET,

Management Center 23 1E L < BRE SN TN T ZNTHEHM TE WS RO Z EEHK LT

HET,
o a—H = —Tx 2 N THIE L7 Management Center DR A M E7ILIP 7 N L A % R
LEd,

e Management Center |Z7R A 4 CTT 7 AL TWAHEE L nslookup hostname 2 v & RN & fii
LT HRARMNIP T RLRAZREND Z L 2R LET,

e Management Center |Z IP 7 KL ATT 7 & A4 54 ping ip-address 2~ R&MAL
T FhNa—HY 2=V 2 DAV Ea—F TV 7R THHZ & 2R LET,

ARIE72 Windows OS5
2—HF = FBRA VA R—LEN TS Windows ¥ 3 NI EI RIS 25 14 A h—)L
SNTWRWGEEIX ROBIGENIEAELET,

o a—HW -V MI, 2—% =—T = D [Firepower Management Center] % 7 ~\—3
C.Firepower management Center % [f#i 1]~ 7] (unavailable)] & L TE/R L £7,

* Firepower Management Center (%, Active Directory KA A > a2 hr—Inhba—H L7
N—THF Ty rm—RTEET,

ZOWRBIT I £ T Windows ¥ VU DIESEFIRB L TWABEAICOLBEH S NET,

Firepower 21— =—Y v b a7 4 Fal—var HA K
|




F2E a2 F -V bORESuER |

B = SV DI TAY2—T g

ATFv7 A1

AT T 2

AF v/ 3

A7 v/ 4

AFvT 5

FEAPIRERREFD Y R FZ2RTT DI ROLITLET,

a—HP -V b wiiu s A4 LET,
o~ K 77 b Togpedit.msc & AL Enter F—Z# L FE 7,

[2 B 2 — & O%E (Computer Configuration) ] > [ #H 7 > 7 L — b (Administrative
Templates) ] > [+~ k7 —2 (Network) ] > [SSLA# 5% i& (SSL Configuration Settings) ] DIHIZ 7
Uy LET,

[SSLA# k7% 7 (SSL Configuration Settings) ] C.[SSLiF 5 A A — bk DJEAT (SSL Cipher Suite Order) | %
EIRLET,

BEYURARNERELTIEKOEZ > a  irxd 1 DU EOREE2EDET,

Firepower Management Center TR — F STV LS

Firepower Management Center %, 22— = — x> F EEH T A2 OICIROBE S 2R — ML
TWE T, K513 OpenSSL B T/ 4L TV E 97, Windows D513\ RFC B CTRidi S
TWET BS54 2 EHT 5I1C1T nttps: //testssl.sh A ks OFRFC mapping list]% 2 L T <
ZE0,

FTRTOMGRNLERDT TR RWZD, EOM 52 @R T 502 RET HBICITER L TL
72V BEREE B OFEMIZ-DUV T, Open Web Application Security Project (OWASP) 72 XD U
V—RA&ESHH LTS, 72 & 21X [TLS Cipher String Cheat Sheet]72 ¥ # ST £ 7,

PR—= PRGOS HRTRO LB T,
AES256-GCM-SHA384

AES256-SHA

AES256-SHA256
CAMELLIA256-SHA

DES-CBC3-SHA
ECDH-ECDSA-AES256-GCM-SHA384
ECDH-ECDSA-AES256-SHA
ECDH-ECDSA-AES256-SHA384
ECDH-ECDSA-DES-CBC3-SHA
ECDH-RSA-AES256-GCM-SHA384
ECDH-RSA-AES256-SHA
ECDH-RSA-AES256-SHA384
ECDH-RSA-DES-CBC3-SHA
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-ECDSA-AES128-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA384
ECDHE-ECDSA-DES-CBC3-SHA
ECDHE-RSA-AES128-GCM-SHA256
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https://testssl.sh/openssl-rfc.mapping.html
https://github.com/OWASP/CheatSheetSeries/blob/master/cheatsheets/TLS_Cipher_String_Cheat_Sheet.md
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ECDHE-RSA-AES128-SHA
ECDHE-RSA-AES128-SHA256
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-DES-CBC3-SHA
EDH-DSS-DES-CBC3-SHA
EDH-RSA-DES-CBC3-SHA
PSK-3DES-EDE-CBC-SHA
PSK-AES256-CBC-SHA
SRP-DSS-3DES-EDE-CBC-SHA
SRP-DSS-AES-128-CBC-SHA
SRP-DSS-AES-256-CBC-SHA
SRP-RSA-3DES-EDE-CBC-SHA
SRP-RSA-AES-128-CBC-SHA
SRP-RSA-AES-256-CBC-SHA

DNS J—"MERTE 2

RANGEFEAL C2—Y o= NDOTAT T 4T 4V —AERE LG AIL.FMC Ok
A NG B fRYE TR B - OIS AIBEZR DNS — SEET A MERH Y T, KRR "4 %
MR L. FMC TR A M ZBRTEDINE I DEZMER L THO. 69 —ERLVE LT EE N,

T—HF =TV FPIRE LR

ATF A1

A7 T 2
A7 o7 3

AT w7 4

A—HF T =2V ML T EARELNTE TRV E BN AEAIT. RONTHNDOEE

BITH ZENTEET,

o T— W -V DAL 2—F T AL L FOAT—F AZFERLET, MO
WTHE 22— ==V = FOEKRI 2R EDRERK (2-33 =) 2B LT EE,

e Management Center CL—% =—V = hOIEFHER) o —%Fy T v 7 LT ZDA
TR AEE=A LET, ZHICOWTIERE FIEHTHBA L TWET,

=W =V POEFHEARY I —{2 X Y Management Center 28 L —% =— = > ki
HA—hE— FEZELR2VWEAICFEMAH I E T FEMc VWX, 27 X
L—ay A RESRLTITEIN,

6.X © Management Center C—H# =— =L FOEFEHRY O —2BET AT KROFIEEZETL
£,

Management Center |2 EERERFMEE 21T A T F v A 2 —HFHEREZFFOa—FL L TrT A
L\i—é’_‘o

[Z AT A (System)]> [1IEH % (Health) ] > [R U ¥ — (Policy) | 27 V v 7 L ¥ 7,
[V > —D{ERL (Create Policy) | 27 V v 7 L%,
[ U > —DfERK (Create Policy) ] # 7 C R DIE#®E AT LET,

o [KUT—dat’—(CopyPolicy)] Y A . T 74N OEEMR) V=2 EDEEORY ¥ —
BN E T,
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o [HHARY > —4% (New Policy Name)] 7 4 —/L K: Z DR U o —%# B3 24012 A LET,
o [HIHAY > —dFiH] (New Policy Description)] 7 4 —/V R: A 7> a »OR Y v — O] %

AT LET,
FRARY v—NERINET,
27v75 © (WR)EZZ Vv LET,
AT v 6 E{iﬂ?ﬂﬂ“@\[n»—ﬂf T—Vx NDAT—H A FE=4 (User Agent Status Monitor)| %7 U v 7
L o

27971 AUOFIT (A On]%E227 Y v LET,

2FyF 8 RX—=VUDFEHT R v —%&R{F L THK T (Save Policy and Exit) | 227 U v 7 L7,
A7y 79 RUT—%ORIIHL I GEHEZ27Y) v 7 LET,

2Ty 710 B OHRICHE > TUEERGT SA RCKRY — %A L ET,

277 N AEBEORFRTa—Y = —V v hEE=X T 51203 [IEF M (Health) ] > [£ = % (Monitor) ] & 7
U w7457 £7-1% Management Center ® BA(F=%)7 A4 a I RENDA v —V %
L ET,

A=Y ==V b N— hE= FREHHRT AL R Lo TR S RWEE RO X5 72
Ay —VRERINET,

—HO2—Y =T FREFHTTIEH Y A (Some user agents are not up-to-date)

L—F =Pz FR—EOB T A U EFR LR

A—F 2= MIIP T PV AT LICa2—PAZBHLET A C2—¥RELCIP T FL
AR AT HELTH . ZO2—YD2—F 1/ A( > A k) Management Center
WCERENDDE 1 EDOHTY,

ROTFVAE N 2= LD2EHE O —F v 7 A X FERLTWET,
o I—HNRRILADIPT RLA(TRY by S LB )b s 40795,
o 2 —W patricia.nolan BDIRDIP 7 RLANBIODIEFEBY v /A 45,

- 192.0.2.102
- 192.0.2.210
- 192.0.2.102

patricia.nolan W THNNDIP 7T RLAnHur 77 ML THMEH Y /A,
Management Center (ZEH D IP 7 FL AT LI 1 2T o bRt 220740 AR
rEHE LET (V25 & Management Center (3ixEZE DT 7 A V% ENRRANDOH D
ERICIPT RLANDL THLEOWELETA),

a—P—xz—T = "R YA L MZ Active Directory (235 T 22\

Active Directory — N—D a2 —H —Z /72T AT — RZES>TAN LIEEE £-id2—
P—xT—T x> b VT T =TT Active Directory % — 3— T 5+ I MER D 7o W& B2
Bl A Lo MCKRMLET, CnERT M0 FiEF. 2 —F—x2—Y = br 7 %2R
T5H5Z LTI ([T (Logs)] # 7 —),
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FEAIZOWTIZ L F 2SR LTS E S0,
o 2—Y—xT—T = FOHRIZONWT: 2—PFHERDN 5 (2-9 X—2)
o a—HP—xT—TxrbaFIONT: 2P ==V bOBF U TEEDOHERK (2-31 <—)

22— =T IRV TNEAL L AR AL R

ATFv7 A1

AT T 2

AT w7 3
AT 4

A7 9T 5

AF o7 6

A7 o7 1

UTIWHA LA % Active Directory ' — NI BABETE 2 L5 1T 5701, 2—% =—
¥z v Mi&, Active Directory —/X~DVJE— K i —Y % a—/L(RPC) 7T 7 A& LH L

LETIEERHBOU TV E A LB O AT — & AN 22— = —3 = > F D [Active Directory

H— /3 (Active Directory Servers) ] % 7 ~X— T unknown ¥ 721% unavailable & BRI NDHGE,
a—HP -2 bl T =L TC. 20873 U THASN TW Ao EZHA L
THTLTEEN,

VTPNEALMBORELZ S TNV 2—F 4 T AR KROFIEZETLET,

VBEIIELTC 2= 2=V 2V MRS VA =L ENTWDL Ay Ea—Hilrn /(4 LET,

[A % — b (Start) | > [(3=TD) 7 & & F .. ((All) Programs) ] > [Cisco] > [Cisco Firepower Agent for Active
Directory D 3% E (Configure Cisco Firepower Agent for Active Directory)1 227 U v 7 L ¥4

[m 7 (Logs) | #7 %27V v 7 LET,
(BT NDOT /Ny 7 A vt— % 57K (Show debug messages in log) | #4212 LT,

0y Ayb—VEERLC (2T DTS AKR— K (Exportlogs) |27 Vv L. vl Ayt—
BT 7 ANMIT T AR—=FLET,

ROEOIRA =TV ERDTET,

[N Z—r,712317] - Ak VRF—%FAMEEIT IP 7 RL ARG CTE £H A, Cerror”,”[2317] -
Unable to attach event listener to host or IP address.)AD W — D77 AT U+ — VX EEMERLT
{72&Vy, (Check firewall settings on AD server.)RPC ¥— NIfEHAT& A, (RPC server is
unavailable.) |

RO A v —T1F, Active Directory 4 —/SD 7 7 A4 T U 4 — )LD EICMENH D Z & &R
LCWET , 2—F ==Y MIHa R —x b 77 V=7 MEE(DCOM) ~D 7T 7 &
AGFFAT 5 (2-14 X—) ICRRHEEN TV D FIEZHERE LT H 9 —ELVE LTSN,

T AT U r—VEBEET L U THBET 21213 % EITE T Active Directory #—/30D 7 7
AT VA= NEBFEEHNL T 2= 2=V = PR T AT L AN FERFTE D
ME D MEMER L TITIZEN,

a2 —H% =— = T Active Directory T — RO HIER & FRHEMZ AT L T &0,

a—HF -V Ma—F ulF7 AR FRRRINBND

Management Center CL—% 1 747 4 X MRFREINZWVEEIX WML IZTXTO RAA
Y Arta—Z 077 AT U O@EEmETHF L TND 2 E 2R LET EMICONT
. RAL Y A Ba—2OREQ2-6 X—V) 2L T EE0,
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28 2 VPV rOREFEER |

B = SV DI TAY2—T g

FICRXy NhU—7HODa2—HF 2—V L TS —T 2 b

T 7 —1001:

H—=IF NP —ER(TS)=—V v hla—HF -V VOB GFEERT HHE, 22—V
T—Vx2 R TS =—V 2 FOIPT RLAZBRATEZ LI » C.HRTIEAR WS
S—pulhkEEcExEd, TIST—Vxr bea—F o—Txr FOBHIZE > TR L2—F
PEHEND L BERATEARANZ T =R SIcEXAETNET,

HANZOWTIE 22— ==V = FORIT R AR TEDOHERK (2-30 =) 2R LT 72
0,

P — X AgentService ZBRETEX EHA

TOZFT—F NAN—TUa 2402 2 —V 2 NEAL VA=A LTERIINN—U3 2230
A—P -V FEEHLEY L LERAICERENET. 2T =3I A=V 324 Da—
Y- b T—HAR—RC A=V 3230 —HF ==V "B T 7 RBATERND
ZEEERLET,

ZOMBEERIT 21T . 2 ==V 2 PO NI TN a—T 0 T (2-36 X—) BB
LTL7E&EN,

TRIZ,. =T —%2R L TCWET,

i) Cisco Firepower User Agent for Active Directory =N (51

Installing Cisco Firepower User Agent for
Active Directory

Ciecali ! } for Active Disecloasis b ol
s Cisco Firepower User Agent for Active Directory

A A h—)L =7 — System.l0.FileNotFoundException

2771
A7 T 2

setup.exe DDV IZsetup msi ZHEH L Ca2—HF ==V =2 2 A R—LTBH L FTXTOD
KTEBRNA VA M= END DT TEAWnEd 2—Y ==Y v MIBB IR EEA KD
WTNODHETT I — %R T £,

o TV r—varORMICKRLELGA =7 —A vt —VEREETL L,
System.IO.FileNotFoundException ﬁ)ﬁﬁémij—

e Windows 1 X F Ba—TO7 7V r—rvaru il a—F -V MNIE#ET LT
T FEREINET

T T — Z R T DI RO FIRIZHE N E T,

Windows D 2> ha— /)L RRAVEHFH L. 22— 2=V " 2T A VA =L LET,
setup.exe ZHAL C.2—V =2—V = FEFEAS VA P—LLET,
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N v 2 UEDa—Fr—Jzr he"n—Var23icBxhzs B

N—T g 24 EOa2—Yo— 2 =T g
23 ICEEHZD

V4

ATFv7 A1

AT T 2

277 3

RIENRBEL 22— ==V h N—=U a3 V24 UBEEZEHTERWEAIX ZOHETHA T
LFEZHGTEZ N L TAN—Ya V23 ICRTIENTEET,

ZOFHCEY 2=V 2=V PREVPHIRSINET A=V a 230 - 2—T =
A A b=V LT 22— 2=V FEBERET ODLENH Y £7,

NR=Tar2 s "—Varv23TBEHBI AT ROFIEIZENET,

Windows = > b B —/L /X)L D [F1 7T I L BERE (Programs and Features) ] 7 7'V 7r—3 3
EHEALC . 2—H ==V FET U A VA=V LET,

CAMBIRD T 7 A V& FETHIBR L 9,

® (CiscoUserAgent.sdf

® UserAgentEncryptionBytes.bin

User Agent N— =323 (CiscoiFirepoweriUseriAgentiforiActiveiDirectory72 .3-10. Zip) %

A VA R=NLLET,
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