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Cisco Secure Firewall 3100

Cisco Secure Firewall 3110, 3120, 3130, B8X 03140 NEASINFE L2, 77
AT A= NVDERBASTND EXIZ, BREEITLHZ LR, MELEXAT
DXy NT—IEVa— &Ry NAT 7 TEET, fDOEY 2— L%
BT HHACIL, FERBEIASLETY, Secure Firewall 3100 25 Gbps A > % —
7 = A A%, Forward Error Correction &, - > A h—/L X3 T % SFP (2K
HEMEAZIR—FLET, SSDITACHK Z{E T4~ (SED) T4, SSD
R20b5%E. Y7 MU =T RAID K L £7,

B LV VAR S L7z : [Devices] > [Inter faces)

HLVWWAEE I FTD =2~ K : configure network speed. configure raid.,
show raid, show ssd

ASA 5508-X 3 L TN5516-X D AR— |k
T LET, YAR— b EINBRED
Y Y —X|{XFTD7.0 TV,

ASA 5508-X ¥ 7212 5516-X [IZ FTIDFTD 7.1 13 A > A h— A TEx FH A, 205
DETNTHREIZTR— NSV UV —RAXFID 7.0 T,

T7A T 94—ILE IPSDHEEE

Snort 3 DK v b U —7 HTAHY —

(NAP) #HiE,

Snort 3 DEATIFZ, FDM ZfEH L TRy hU—27 534 U o — (NAP) %@
ETEET, 2y NU—I5WR) =X b T 7 ¢ v 7 BT 2 51 L
FT, AARIHE, NI T4 v EIESIEL, 7 b Lo AR
THIET, NTT7 47 REILICHRESIND LI LET, TXTO
N7 4y 7T HONAPZEIRL, Xy NU—Z7 DT 7 v 7 T
RREENAZ~A XTEET, Snort2 DFEITHIINAP ZRETE EH A,

[V — (Policies) ]>[ZA (Intrusion) | DREF A T O TRy 7 ALK v
NI =2 5HARY —RNBMEE L, Zulid, BEEOETNAIHE/ K
FIAHISONTT 4 Z & LEXEZT v Ta—RNLEY, ERLEbDEX Y
vua—RL7ZVT5200F0MOERHY £3, >

Rtk DFEd & L COEEEM KA A
>4 (FQDN) 47 v =7 NOFHE)
NAT H 7R — k,

www.example.com Zf§E T2 FQDN %> NV —27 47T =7 %, FH) NAT
N—NVDEBZEOSEET L AL LTHEMTEEY, A7 ATIX, DNSH—
N=NHIRENIZIP T R U AESWTA— A BREISNET,

WEINZT 7T A THAET AT
T AT 4L,

IDRY =)=V DT 7T 4 TR EHEL T, 22— —DOkiE T 1 A
WCANTEAL 2 =T 24 ZADIPT RLATIERL . TREHi KA A 4

(FQDN) [Za2—H—0DiFE% Y A L7 hT&E3, FQDNIL, T/31 A |
DOWTNINDA o H—T =2 A ZADIP T RLURITHRENDVENH Y £7,
FQDN Z {425 &, 7947 "RGRT 27 7 7 « 73iEHOGERN E %
BIDYBCTAHZENTEET, THICED, IPT FLRIZUXA LY FEhvz
EEIC—P—ICEREINHEHETE VI EOESE 2 AR CE 9, FE
B ClX, FQDN, U1 L K& — FFQDN, F7/I3#EEDFQDN 247 =7
MUEA (SAN) ICHEETE £,

ID ARY T —EIZ[HRA MAIZY X4 L7 & (Redirect to Host Name) | 4~
TarpBEMsivE L,
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VPN ##8E

YA FE VPN O 77 v 7 F—
FET

VE— MR I T 7T E2EDDLL YA M VPN 2R ETE F
T, 774~V IVE— b ETHEATE WS, VAT EIRv I T v
T D1 2% MH LT VPNERAFMHELLE ) E LET, Ny 2T v 7EeT
T L@ OFERIIA X —FIGEAELERETEET, Ny T v TET
I, RY = R=Z2DRE TOHRY R — &, L— b= (R Fx
NA B =T A R) OFEFETIIMHEHTEEREA,

NI Ty TETREEELE IS, A MAVPN Y 4 P — FEEHLEL
1z,

VE— 727 EAVPN (MSCHAPvV2)
DINA T — REP

VE— 77 HEAVPN ODNRAY— FEMREZEMITEET, Z4UTLD,
AnyConnect |E2—F—ITHIRUIND/NA T — ROEEZRDDHZ LN TEE
o NAT— REENR2WGE, 22— —IZAAA T — N—% i L THIFRY)
NWONRAT — R EEEET H0LENH Y £7°, AnyConnect (T —H —(2/%
AT — ROERHZZRLEHA, LDAP Y ——DEEIL, /RAY— ROER
HIRAESNTND Z &k a— P — (il 2B EMMERETL2LH T
xET,

VE— M7 7 EAVPN R T 07 7 A VORIEREIC [/SAV — REHREZA
29 % (Enable Password Management) | 473 3 UGBS iVE LTz,

AnyConnect VPN SAML #M#~7F 7 W

VE— T 7 RBAVPNER TR 7 7 A NVDT T4~ Vi3 LT SAML
ZEMAT 284 1%,. AnyConnect 7 7 A 7 k3 AnyConnect i iAZ 7 7 & 4

TR, 7 74’7/ cor—HNT T UM LT Web 3872 EITT 5
IR TEET, ZoF 7 v aid, VPNRRIEEoOE¥Ee 7 A > o/
DTN A A (SSO) AN LET, MAIALT T TP TIHFEITT
%fcﬁb\webwunftjit (éE{$wunE7tﬁk) %"j‘/—ﬁ*‘ ]‘ Lf:b\i}%/ﬁ\%)\ :@j—70‘:/5
VEBRINLET,

VE—R T Z7RHAVPNER T 7 7 A VT 40— RBREH I N, SAML B4
AVIDARYIVARABRETEDHXEOITRVEL,

ERBLIUVMI T a—T 1 VT DHEE
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VAT IA U HE—T = A ADEEE
KA A% (FQDN) MBHIPT KL A
NV TERHTHEODL A
FTIvT ALY RF—A VAT A
(DDNS) OHHR—k,

BAFI v T v TF— & DNS —N"—ZKET D LDIC, VAT LADA
VH—=T 2 A AZDDNS ZHETEET, ZHITED, A1 ¥ —T = AT
EFSHIZFQDN BELWT Rk SN, 2—F =2 IPT N AT
RRAMEEA L CHEICSV AT AT 7B ATE S L9120 £17,

ZAUX, DHCPZMEH LT RLVRERET 54 v ¥ —7 = A ATFIESL D
FIR, BHICT FLREBESNEA v —T oA ATHHEILHLET,

7 v 77 L— R1%IZ FlexConfig Z{f /] L C DDNS # & & L= Haid. AE%E
PRI 5A1C, FDM £72 (X FTDAPI i L TREZCVE L,
FlexConfig 78 U 3/—7>5 DDNS FlexConfig 47 ¥ = 7 N ZHIBRT 2 ML E 3 B Y
7

FDM %{# ] L C DDNS #3%E L. FMC &HIc8I 0 B %2 % & . DDNS #ak 2
REFESH. FMCOADNSAAZHEH L T AT AEZRBTELH L5120 £,

FDM T, [System Settings] > [DDNS Servicg] X—20EBMM & E L=, FTD
API T, DDNSService 3 & O DDNSInterfaceSettings U  — A 28BS4 E L
7=

T /3A A CLI C, dig=a~y KR
ndookup 2~ > RIZEZ#abo ) £,

F A A CLI CEaaERMi R A A >4 (FQDN) DOIP7 R L 2 & BT 5HI1T1E,
dig =~ F&MHA L E£9, ndookup =~ RIZHIBR SN £ T,

FDM % {# i L 7= DHCP V L —#&5k,

FDM Z i/ L CDHCP V L' —Z i C&E£¥, 1 ¥ —7 A A TDHCP Y
L—%fHT DL, oA X —T = A% LTT 7 & AAHE72 DHCP H—
N—|ZDHCPERZHEFETEET, MPA L A —T =AM A, BT A X —T =
A A, EtherChannel, 3 X ONVLANA > #—7 = A A TDHCP YV L —%Z&KET
XFT, WO A v Z—T A A FIZDHCP —_"—%HE LTV 55
4. DHCP V L— IR ETE EHA,

=N
[V AT LFRE (System Settings) ]>[DHCP]>[DHCPYU L — (DHCP Relay) ]
N—T%BMM L, DHCP #—/S—%F L\ DHCP A LD FIZBEI L £ L

oo > >

FDM O HE B4 EAED T —X A 7
A

FDM THi LW A B4 N L OWE CA GEAEZ Ak 5 & xilc, ¥—%
ATV A XEFETEET, F—% A 7I2i%. RSA, ECDSA, ¥ JU'EDDSA
BHOET, FAINDITARXIF—FA TSI L-oTERY T, #EZIh
HRANELD b/ NF— A XOFEAEET v Fu— K5 &, BEREK
IREND LT E LI, £, WREARLGRILE XX 2 NN H 5 Mads
TRREEE RO 570 DI D, FATER SNIMEHF—HRE 7 4 L& b
HoFET,
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EHETX 5 CA GEBEDOM FIMEEDH|
R,

EHETE L CAGFEAM I L CHBED X A TOBRARIETE 5089 gk

fREc&Ed, SSLYp—1— (¥4I v 27 DNSTHEM) . SSLZ F7A4 7T >~

N (VE—HK727EAVPN TEM) | IPsecZ7 747> & (4 R VPN T

i) . £721ZLDAPS 72 & D Snort iAE =L P T Lo TEE S LTV 2R

ZOMOEEORGEZFF A £/ IETE £, ZhooF 7 a xR

E%i FEEDOFEHEICH U CTHEECTE 5720, VPN 55 23N S v/ &
2352 ETY,

B TE 25 CAFEAEDO T v 37 ¢ & LT [RAEDfEA  (Validation Usage) |
NBMEnE Lz,

FDM CTOEEE AT — RDAR,

FDM TOWIHY AT LR ER;. £7-1X FDM CEEHE NIRRT — K2 LHET D
LXK, RE U E IV LTI A AR 16 LFDONAT— REERTX S
Lo FE L,

EEHHER] & tmatch =2 > /XA L AT — &
A,

showversion =~ RiZiZ. AT AORE) (F— F) (220 IS
HIERNEEND LIV ELE, & E#ﬁ%wik\/XTA@t@K
B3 2A Z LIZEE L TLIE &N,

LV show asp rule-engine =~ > Ri, tmatch 2> /SA VD AT —HF A%
RLUZET, Tmatch 2234 VF, T/ R®ATNL—T NATT—7 /L, BIO
ZOMDN DO E E LTHEHINSG T 78X A MIEHENET,
i, FEFICRKRE 2R ACL & NAT 77— 7 A0 H 55511, CPU U Y — A
ZIE L, EITHhONRT —~ U AT 5 X DA REMENH HNE T 1t
ATT, TUNANERNEL, 778X AR, NAT 77— N7 EDY A XIZ
Lo TERY EF,

show access-list element-count H ) D¥E
BIEO

show access-list element-count =~ > FOHE AR EEENE LT, A7 V=7
NTN—TRBEADMCLUTHEAT S &, HAQITEREEOA T V=7 N7
N—T OB T DN E ENE T,

S 512, show tech-support 17712 1% show access-list element-count & show asp
ruleengine o OB EENET,

FDM ZfEH L7 FMCIC L 2 &H D7~
»OD FTD ORERL

FDM ZfEH L CHIRR EZ FATT 5 &, BEHEB LU FMC 7 7 & AR EITN
T, BHEHOEDIZFMCIZUIV Bz /- L X2, FDM T T L7273 _XTHOA
VHE—T 2 f AERPRFEENE T, T/ A ar - R —=k
X2 VT 4 =R EOMDT 7 4V R EITRFFS NN LIZER LT
<TEEW, mmcu%ﬁmfék BHLE FMC O 7 7 & AR E DB D MR &
NET (L& 2E, 774NV NORNEA 7 —7 o A AMERITHRF SN EE

) o

FMC IZHI W # 2% L, FDM 2 L CFID 2 EH T& 2 <2V 7,

FIR/ AT INT-MWmE : [ AT LAFXE (System Settings) |, [EFFt ¥ —
(Management Center) ] >
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HEEE 38R

FTDRESTAPI "—> 5262 (v6) , |V 7 b7 =7 /3— 3271 HH®O FTD REST APl |[Z/3— =3 > 6.2 T, API

URL O v6 23 50>, BRI latest/ ZF A LT, T34 A THHR— &
NTWEEHFD APIN—Va U EFHL WD Z Ea2ntdET, 6.2 URL
NR—=T g URABEREIT, 6.0/l EFILv6 THHRIZEE L TLLIEE,

FHLTHND Y Y —RAETMCEERNMZ LN TV AREENS D720, BE
FOTRTOMROHLEFHHMEL T 7ZE, VY —RAEFK/RTESH APl
7 AT —F %<2, FDMICa 7' A > LT, [##4 72 a2 (More
options) JAR& > (i) 27U w27 L, [API=Z 27 11— (API Explorer) ]
IR L FT,

N—Ua3 2 T1M0DFHLWLWNAN—FHY 7 EREBT7ITISAT7UR

R1:NR—=23V 710DFHLWN—RO 7 EREB7 TSA4T VR

HaE

Bl

Cisco Secure Firewall 3100

Cisco Secure Firewall 3110, 3120, 3130, B L3140 NEA I E
L7,

T7AT A= IVOERNBASTWND &I, BE#MTLHZ &2
AU EATDOFYy NT—0Fa—)LERY AT v 7 TX
F9, MOEY 22— VOEFEZIT I IGAEITIE, HREINLETT,
Secure Firewall 3100 25 Gbps 1 > % — 7 = A A|X, Forward Error

Correction &, A > A h—/LEFL T\ % SFPIZFES < AR HI % 4
AN—hrLET, SSDIFACK 5L FT 47 (SED) TY, SSD
20oH5%E, Y7 by =T RAID K L7,

GE) RN=Ua3r710V Y=L, TNBEDTFTNA ADF
VIAUANIVTREENTOERA, KDV,
Cisco.com IZHBEH I N TWVWAD R¥ a2 XA 2R L TL
72EWN, fERONRN Y FICH L TA o~ VT ED D TIE
<7,

INHDFETIVICHEET HEE & CLI =~ > RiZ2W T, FDM
N—9 0 7.1.0 DFERE (1 2—2) 2BRLTLTEE N,

AWS ] FMCv300
OCI /{ FMCv300

AWS & OCI O IZ%kH3 5 FMCv300 VB A S vE LT,
FMCV300 1%, £ K300 BOF A A &A@ T E 1,
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AWS H] FTDv DA » A Z
A,

AWS I FTDvIZ LD, IRDA 2 Z L ZDHR— FBRBIMENT
WEF,

* cSa.xlarge, c5a.2xlarge, cS5a.4xlarge

e c5Sad.xlarge, cS5ad.2xlarge, cS5ad.4xlarge

* c5d.xlarge. c5d.2xlarge, m c5d.4xlarge

* i3en.xlarge, i3en.2xlarge, i3en.3xlarge

* infl xlarge. infl.2xlarge

* m5.xlarge, m5.2xlarge. mS5.4xlarge

* mSa.xlarge, mb5a.2xlarge, mbSa.4xlarge

» mS5ad.xlarge, mb5ad.2xlarge, m5ad.4xlarge
» m5d.xlarge, m5d.2xlarge. m5d.4xlarge

* m5dn.xlarge, m5dn.2xlarge, mS5dn.4xlarge
* m5n.xlarge. mb5n.2xlarge, m5n.4xlarge

* m5zn.xlarge, m5zn.2xlarge. m5zn.3xlarge
e rS.xlarge, r5.2xlarge, r5.4xlarge

o rSa.xlarge, r5a.2xlarge. r5a.4xlarge

o r5ad.xlarge, r5ad.2xlarge. r5ad.4xlarge

o r5b.xlarge, r5b.2xlarge, rSb.4xlarge

» r5d.xlarge. r5d.2xlarge, r5d.4xlarge

* r5dn.xlarge, r5dn.2xlarge. r5dn.4xlarge

* rSn.xlarge, r5n.2xlarge, r5n.4xlarge

* zld.xlarge, zld.2xlarge, zld.3xlarge

Azure HH FTDv DA A X
VA,

Azure HIFTDVIC LD . t(RDA A Z L ZADHHR— FBRBIMENT
WET,

* Standard D8s_v3
* Standard _D16s_v3
* Standard F8s v2
* Standard F16s_v2
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N—a3VIN0TCEIEENIEEN—RY 27 ERB7 TISAT7 VR

R2:N—2 3V IMO0TELEINFEN—FKY T T7ERB7P IS4 TR

tHaE B

ASA 5508-X 35 L 1UV5516-X | ASA 5508-X F 7213 5516-X TlI/N\— 2 > 7.1.0+ ZFATTE £H

/\/O
N—2 32100
FDM /N—2 3 > 7.0.0 D e
HEHE EL:L
TS5y b7+ — LR
ISA 3000 DRAE/L— X R — k ISA 3000 7 /31 AZITEK 10 DR —FZ A3/ ETE £,

AWSIZBIFDFTDVOH LT 7 4 /L | AWS TiE, #IHRERRHIC2—Y —FT — X AL TT 7 4/ FD/RATU— K
hRAT— R % E# ([Advanced Details] >[User Data]) L C\\7eifiLiX, FTDv OF 7 4 /v
rDOEFEFERAT — KT AWS DA LV AZ A D TY,

T7AT794+—IL& IPSDH#EEE

AT NEFRDONAT L— LD LW | FLWEZ 232 008 NAT L—LF— 7 CBMSE L, —0O% 7 s
tr7var0 I, VAT LAOMERIZRE SN E T, VAT A IEFITHEEET 572 DIT4
TR T RTONAT L= AR Z D& 7 v a ABIME, 2 b0 —ViEfE
FRLIZV— J 0 bR SN ET, HANT, Y AT LAEEBOL—ANE S Ve
VGBS L, 22— —FFRDOIL— LN AT LD 7R 5 15T A 1]
BEMER DD E Ui, £7 3 a2 0 OA—AZIBN, fi, E7EHIRT 5 2
LIXTEXEHAN, shownat detail =~ R DICFERENET,

Snort 3 D A& MG AL—)L 7T A4 —EMEH LT, Snort3 THEHT 50 A% AMRANL—ILEAERR
L, BARY =27 v 7 m—RCT&Ed, MAOIAZ LV—NTN—T
\CHAH D=L AR LT, MBS U CREICERH C¢& £9, FDM CH
BNVL—IVEAERT D22 b TEETN, L—AORRILT v 7e— ik
=)L ERI L TY, FDM IZiE, V—AERDO T A X A3 0 A, HL
VMEAL—LDOIFEL LT, VAT AEZDONL—NLEEDLHEDONL— L EE
exET,

BARY > —OfRERIC, [Policies] >[Intrusion] X—IZH AX LT —T L
=L DY R— RGBS IVE Lz,
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FDM &FR%t52 S 25 A D Snort 3 OB
FHE

FDM BB Y AT A TSnort3 Ao P LTHEAT 254,
IHSREZRETE D L9 F LT,

o BRI R— 2 DT 7 & ZFfEAL— (FTD API O#&)
o BEDOBAENL—
¢ SSLEZRY > —&fEH L7 TLS 1.1 LA T O 018 51t

w8

«SSLEBRY —%HH L7712 F 2 /LFTPS., SMTPS. IMAPS, POP3S
D1,

URLA T IV L L aTFr—3 a1tk
S DNSERO T 4 Y T

URLZANEZ Y T HT IV L 2T —2 3 )L—)LEZDNSILY I T v
FORIGEHATEET, vy 77 v TEROTEREM N A A 4 (FQDN) (27
Oy 7 L TWALTI)RLEaT—arRnNhiEs, A7 AIZDNS S
Buwruayr LET, 2—HF—XDNSHEREZZE L=, 2—WF—38
e T CEEFA, HEWeb 77 4 v ZIZURL I T AV BLOLE 2T —
vary 4 NE )T ERERTAIE. ZoF T varEFERALES, 20
EREZ ] 51213, URL 7 AV Z U U T4 & ANKETT,

TR 2y ha—/L R —OFKEIC [Reputation Enforcement on DNS Traffic]
FT v arBBMENE L,

VPN ##8E

UVE— 7 27 & A VPN ® FDM SSL

=1 =g

TR E

FDM TVUE— k7 7 & A VPN 8@ 2325 TLS X— 3 > LiFB(LORE
BHEREHZTEXET, LIENE. FTDAPI i L T SSL 2% ETDMLENH Y
F L7,

WDOR—VRNBIE L E L7z : [Objects] > [SSL Ciphers]. [Device] > [System
Settings] > [SSL Settings].

Diffie-Hellman 7' /L — 7" 31 @YK — b

IKEv2 7 2 R—H% )3 LR Y o—C Diffie-Hellman (DH) 7 /L—7" 31 &1{#
FATEDLH120FE LI

FNA A LR b FRNA 25—
7 = A ADF KR 1024 TF

VB TE DRI N VA B —T =4 A (VTD) OEREIT 1024 T, LU
BIDONR— g 0Tl BETA VE—T oA AbT- 0 OFREIT100 TLT-,

YA FNEVPNEX2UT 0 TV
T—3 g D IPsec TA T HA LRIE

X2 VT TV a URERI T N EiL D E TITHERTT D B
DT TNV FRECEHTEET,

H 4 b VPN @ ¢ ¥— RIZ [Lifetime Duration] 4~7"3 3 > & [Lifetime Size] 4
TarpiBmshE Lz,
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Ha X k< )LF /A (ECMP) /L—T 4
N/

DA L B =T 2 A AZEGLEIICECMP N7 7 4 v 7 = BRETE
FT, ZHICEY, VUV NOEEDA VX —T = A AT, BAFOHRD b
T 74 v 7 ISFIDT/NA AZHAD TEH X D270 3, ZOKREICLY .,
FID 534 A2 L TO%a X < /LF /% (ECMP) D/L—F 4 7=, FID
TNRAAND NT T 427 OBEDOA X —T oA AT bIMe— Kk
TV TINARRIC /e ) ET,

ECMP NI 7 4 v 7= 3N —T 4 U 7ICOMEMESNET, Zhbidt
X )T g/ —r b FB R0 £,

[Routing] ~X—/|Z [ECMP Traffic Zones] % 7 3B & 4vE L7z, FTD API (2
ECMPZones U YV — A GBS vE LTz,

P AP EE P

HLWT 74 NOREIP T FLX

192.168.1.024 @7 F LU AN DHCP Z#FEH L THEA v & —7 = A RIZHEID 4
THONTWAEGE, IPT FLADOEEERETH7-0I12, WEA v X —T7 A
ADF 74V KRIPT RL AN 192.168.1.1 775 192.168.95.1 IZAEH T\ E
R

T 7 4 EOAEIP T R L AT IPv6
HEIRXEN AT/ £ L1z, EEHHA
DOHF LT 7 4L K IPv6DNS H—/3—
22T

NEA B —T = A ADT 7 )V FREIZIL, IPvdaDHCP 7 4 7 M
Z T, IPv6 HERRENR G ENTWET, 7 74/ hOEH DNS H—/3—|Z
1%, IPV6 Y— 33— :2620:119:35:35 5 FENH Lo F LT,

ISA 3000 @ EtherChannel 74— k

FDM % i f§ L C ISA 3000 C EtherChannel ##%ECT& 5 X 512720 £ L7,
HHR/ZEH X 7-EE : [Devices] > [Interfaces] > [Ether Channelg]

At U THEE

FTDv D/X7 4 —~<  AREEH T A &
VA

FIDvIE, A/L—7v FE{EL RAVPNE v ¥ g COFIRIZESWNT, 74—
VU ABBAIDOAY— N T AU RAEYR— T DI F L,
ARER N T =~ ATA B ADWTNMNTFIDVD T A ¥ A& FiG+ 5
EL2DODTERBELET, T, TAAMRADAN—T v MERBEIN LV
SUZHIRBT AL — R U 2 v ZNRA A b= ENET, KIZ, VPN 3
YOBIE, TABUVATIHRESI N L-ULZHIBR S L E T,

EBBIUVNITILYa—T 1 0T DHEE
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FTD API ZAfi /] L 7= DHCP U L —&%
‘_‘/]:30

FTDAPIZffiH{ L CDHCP Y L' — %R ETEXE T, ¥ —7 = A A TDHCP
VL—%2iHT5E, thoAf ¥ —T7 A A% LTT 7 & AAHE7: DHCP
P — N—|ZDHCPERZXETCEES, WA L F—T A A, BT A X —
7 = A A, EtherChannel, 3 X XVLANA »Z—7 A ATDHCPVJ L—%
ETEET, WINroA X —7 x4 A EIZDHCP h—"—%E L T\
54, DHCP U L—|I@RETE EH A,

PARii® U U — AT FlexConfig Zffi ] L T DHCP U L — %% 7E L7235 1%
(dheprelay =~ > R) | 7 v 77 L— RZIZ APL 2 L CRE % B IAT
L. FlexConfig &7 ¥ =7 M&HIRT 20N H Y £,

FTD APLIZIRDET /L% B L E L7z : dheprelayservices

7 — M A T v TRBLO EEL & FDM
~OFHu r4 v

FDM BHG R AT LRI T — A N T v 7T 57w ARSES N,
XEHEIZRYE L, LEER->T, TS AZEEB L TS FDMIZ e 7 A
VTAETRETAMEITIH Y EHA, T, T— A NT v T OEITHIC
N7 TEDHEINCHRVELE, 77— FANT T NET LTWARWEA
X, 7B RADOAT —F AEFERNFREIND 2D, T8 A THNFEAL T
WABDRDMND F9,

Zxt 1 BL W1 k2D CPU i H
RERTr—<o2ANMELE L,

ZAF w7 NAT/PAT B LA X v VBRI &R A MG Z & Teis
FeabRE, VAT AIEROERIFIZ, a—B VKRR NFT V=7 N EER
BT, vy 35280V ELE, K Y, 2o ER CY—
NR— (= RRT PR Web Hh—r3—72 &) 1Tk L THENL T D40, 12
DT RRA LV RSOV E— MR A MIERT 25T, N7 +—~v
AL CPUERZEN M L ET,

WD o< RINEEINE L= : clear local-host (BE1E) . show local-host

FDM B RT NA ADT v 7T T L—
R¥EfFRI T = > 7,

77 ua—RKLEFIDY 7 N7 Ty 7 b—RK X —V% A VA R—
NTDHENS, 7 v 77 b— REIRIT = v 7 2 FITTEET, HEERD
F v 7T, VATAIKH LT v 77 L—RBNEHHTHY ., VAT LN
N =V DA ANV BE M OB AT L TnD Z & AR L E
T, Ty 7T b — ROERIRNT = v 7 2FETT5H &, 4 A M—LDRIK
ZHERECE £,

[Device] >[Updates]-*— < ® [System Upgrade] =7 > a 2, 7y 77 1L— R
DRI T = > 7 ZFETT2Y 7 PBEMSVE LT,
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FTD REST API X— = > 6.1 (v6)

VT R 2T A= 5 27.0DFTDRESTAPLIZ/N— 5 6.1 T%. APIURL
Dv6 T 20, EEEMIC Natest/ ZfEH LT, T34 ATHHR— ST
WAHRHTO AP N—V g V2 L TWnWA Z & & REE 9, 6.1 D URL /S—
Va RRAHEHEF, 60:v6 ERILTHDZ LIZHEELTLEEN,
FHLTWDY Y —RETFIVZEERNMZ SN TWDAREERH 5720, BE
FEOTRTONOHLEZFIMEL TS 7ZEW, VY —RA&EFRTEH APl
7 AT —F %<2, FDMICa 7' A > LT, [##4 72 a2 (More
options) JAR& > (i) 27U w27 L, [API=Z 27 11— (API Explorer) ]
EIRLE T,

FDM /A—< 3 2 7.00 THRIE S -#EE

R 3:FDM/N—2 3> 700 THRIE S I-H#EE

HaE

Ty I L—F0D | A

By 488
4l

dhcprelay

77T L— Rt |23 — 3 2 7.0.0 TiX, FDM % f# H 9% Firepower Threat

FlexConfig =~ > [ |Z BN T 72\ | Defense DR D FlexConfig CLI =~ > RIZFEIE S £,

]\\\O

oL, « dhcprelayFTD API {1 L T DHCP U L — % & E
Ty L— Rtk TEXAHEIICRVELE, /1 V¥ —T =2 AT
IR EERCD BT DHCP Y L—%fEHT 5L, T34 A EDORIDOA >~
VERH Y £, H—T 2 A ATHRITEIN TS DHCP H—/3—,
FrdMhoA v H—T oA AENLTT 7R
AE72 DHCP % —/X—|Z DHCP R A XE T& £,
WA B =T A A, BT A H—T = A
EtherChannel, B3 XX VLAN £ > X —7 = A AT
DHCP U L— % ETE £,

BEELLT I 541 TV B FlexConfig 47 2 = 7 b &2 HIFRT
HET, T 77— FRIZEHTAZ LT TEEH
Po
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N—U32100DFHLWLWN—FHY9 7 ERBT7ITISAT7UR

R4 N—3 2 700DFELWWN—FRY 27 ERB7 ISAT7UR

ke 58

VMware vSphere/VMware | VMware vSphere/VMware ESXi 7.0 {2 FTDv {RIET 77 A 7 A %
ESXi 7.0 D AR— | REATE DL HICR E LT,

N— 32700 TH VMware 6.0 DV R— MMIK T LET,
Firepower ¥ 7 N =7 %7 v 77 L — KT BRI, TAT 4T
BELZTR—PFENTNDIARA=Va T v 7L —FRLET,

# L WMHBREE W OEEEZ FMCy 3 X OVFTDy 2V EA SV E Lz,
* Cisco HyperFlex

e Nutanix T X —7FF3 A4 X7 5K

N— 32100 THEIEESNF-Nn— FY 17 ERET TSA 7R

REN—3 2V I00THRIESNEN—FIZT7ERB7 IS4 70R

T RE £ EA

VMware |73=¥ 3 7.0.0 THL, VMware vSphere/VMware ESXi 6.0 T O AHE

vSphere/V}\/Iware ESXi | piop 4 — b 23E 1L STV ET, Firepower Y7 b =T &7 v

6.0 DY A= b T L= R DM, RAT 4 v VBB EYR— R SR TS/ A=V 3
NT T T —FRLET,

N—326.70

FDM /x—< 3 > 6.7.0 O i ae
K RE SiRER

T3 v b7+ — LA

ASA 5525-X. 5545-X. 5555-X TOH |FTD 6.7 & ASA 5525-X. 5545-X. 5555-X IZA VA h—/L$HZ L3 TxEH
R—FBPETLET, HBICYIFR—F| A TNHDOET A TEREICTR—FENTW2Y U —RIZFTD 6.6 TY,
ENTWEY U—RITFTD 6.6 T,

T7AT94+—IL&E IPSDH#EEE
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T 7 AL — LV ORRE DT DD
TLS ——=T AT T 4T 4

TLS 1.3 fiEBEIIRF Bfb S £, TLS 1.3 THiB{bEhi= T 7 4 v 7 T,
77)&~vaitimu74w&)Vﬁ%ﬁ%#é?&ﬂx»—»ﬁﬁ
JET BT, VAT ANTLSI3GEAEZE ST HALERNH Y £7, Kk
AT Y 72 7 7 & AHIA—UZEAE L TWD 2 &%%;?5#
[TLS Server Identity Discovery] Z# 202 T 5 Z & 2 HERE L £, ZORET &i
FEAEDORBE T SNVET, BRI S Iz E IR £7,

[Access Control Settings] (%) K% > & #4711 77K v 7 273 [Policy] > [Access

Control] —JiziEMEnE L,

HNEDOEFETE D CAFEHED 7 L—

—

SSLIEEAR Y > —CHAINAEECTEX L CALHED Y A NE D AF~v A X
TELL2C0FELE, 7740 FTIHE, RV =3 T_XRTCOVAT LE
FHOBHETEXDHCATEAEZMEH LE TN, DAY LT N—TZ{ERR L TREH
EEBNMLEZY, T4V INA—TEMEDOLVHIRES N7 V—TICE
XWZ D ENTEET,

[Objects] > [Certificates] ~— VIZFEHE 7 /L — 78BS4, SSLEZRY
VREEER L GEAES VT EBIRTE L5 LE L,

X 37 1D JL—/L @ Active Directory
LIV —r A

Active Directory (AD) $—R—LZD RKAA L DFSG(EVANTHD LIV
Ly —lr  ABER L, RNy VT RFEID V= LV CHEATEE T, LAY —
AL, DO AD RAAL U EFR—FLTOHHRRT, 2—HF—_—2
DT 7 AGIEHEFITTDHEXIHELHET, % AD KA A OEB DL —
NIRRT HRDVIC, TRTORAL AR LT HE—-OL—LE1ER
TXFET, =L ANDAD LIV ADNEFIL, ID DS NIEAE LT-REIT
ZOBEERIT DDA INET,

[Objects] > [Identity Sources] ~X—IZ AD LV A =V A F TV bH
BMEn, ZOFT V=7 Ve v TRIET AT VT 4T A —LD L)L
LAELT®RINTZ DX 912729 £ L7, FTD API IZ RealmSequence V » — A
fﬂi_b[lé?hi L7-, F£7-ldentityRuleV Y —A |21k, 77 ar LT Rvy

TRAEEFEHT L=V DUL VAL LTCULIVA = VAT V) | aiE
R DHEED BN S IVE LT,

TrustSec t¥ =2 U T 4 I NV—T% T
(SGT) /' N—T7H7 =2 h®OFDM
PR— &, TR —LTD
oo H

FID 6.5 Tit, SGT /N —7FT7 V=7 FEREL., TNHET 7 & AHlH
N—NDO—FIEREL L THEAT 7200 R — N FID APLIZBMINE L
7o EBIT, ISEICLE>T T Y vy a&/ZSXP Y752 v RT3
EVCISETAT o T 4T 4 A7 V27 F2ERETEET, ZN5OHRE
FDM CHEHEERE TEDH LI £ LT,

HLWA TP b THDSGT Z—7NBINEN, 262 BIRBLOFE
IRTCEDLEDIET 7 BAGRY o—DEHFINE L, £/, TR F
ATTH Iy OFRMERZETDEIICISES TV 27 FE2EELE
L7z,
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Snort 3.0 DY HR— k

F LWV AT AT, Snort3.03 7 7 4/ FOBRET YT, HWnY J—
AMB6TIT v T T Vv—RLIEHE, 7277 4 7 mAT 2 13 Snort 2.0
DFEFETTA, Snort3.0IHIVEZ L ENRTEET, 2DV U —ATH,
Snort 3.0 1X., RAB/L—% | BEfl_—2D7 7 & 2 Hlf#L—/L F7-1% TLS 1.1
UTFo#mOE S LAY R—F L TWEREA, 2O DOMENVERWNES
IZDH Snort 3.0 Z AN L TL 7Z &V, Snort 2.0 & Snort 3.0 D% HHIZH)
DWRZDZENTE DD, BWBEIULL T, BREETICERTIENTEET,
N—=g vV EZ LN N T 7 4 v 7 3l SN E T,

[T/314 R (Device) 1> [E#H (Updates) ]-=— @ [{2 A/L—/L (Intrusion
Rules) ] 7 /V—71Z Snort D/X— g &Y Bz DHEEEN BN SV E Lz,

FTD API TiZ. IntrusionPolicy Y Y — AT 7 I =1 /toggleinspectionengine 7318
maiE L,

X HIZ, Snort3 — LNy =V OEFTEM, HIFR, FLREEINR
ANNV—IVERTHLWEREA X b, V= VEHA X I3 £,

Snort3 DA AH MIEARY v —

Snort3 ATV E LTHALTWDIEAIE. WAXLMREARY > —%
EC& 9, Zhucxt L, Snort2 2 AT HHAICOA, FRIEHE SN
RY—ZHATEES, WAZLRARI —2RT2E. v—nrDr
N—TZBMEIFHBRL, ZJ—7 L0 TEXa T 4 L-ULELEFE L
T, INV—THNONVL—= VDT 7 )V T 7 ary (Bhie, 77—+, £
ERe ) ZRRNICERETEET, Snort3DRARY O—ZEHT 5 &
Cisco Talos fRHEDIEAR Y > —%fftE T 5 Z £ 72 < | IPS/IDS ¥ AT LDOEE
Z XU FERCHIE & 9,

BARY > —% —FEH£KRT 5 L DI [Policies] > [Intrusion] _— Y NEHE S
FLl, FILWRY—%ERL720, BEFEORY > —%RRE13mE (7
=T OEMEIR, X2 T 4 LLOEY YT, —LDT 7 ardD
BHERE) $H2ENTEET, BHOLV—NLVZERL, TNHDT 73
VEERTLHIEHTEET, EHIC, T ERFIHNL—LTHAZ AMRA
RY —Z@IRNTEXET,

BAA X2 N HOEED syslog —

IN\—

RARY > —HIZHEED syslog h—"—%2RETEET, RALNY MK
syslog h— _"—IZXESNET,

RARY V—REXAT A TRy 7 R, BED syslog —/"—FT V=7
b & BRI SRR BN S vE LT,

URL L ¥ aT— g U HBAEIZLE
T—va VB AR A NEEDDH
EFERETT

URL BT AVD T 7 47 —BHEZREL, L a7 —a i
RTL2LGEIT, LEaT—va UBRAPIZRURLZ L E 27— 3 VIREICH
HHZENTEET,

77 AR —L & SSLIE S —/LDURL L E 25— g VEMEIZ[LE 2
T—a VR AP Y A FEE® 5 (Include Sites with Unknown Reputation) ]
Frv 7Ry 7 APNBMEE L,
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VPN ##8E

AR B> R B —T = A A (VTI)
L— h_R—2DY A FE VPN

VPNt 7 a7 7 A NvOa—hA o H—T A AL LTRB N R A v
B—T oA ZEFH LT, L— F_"—2DH% A "] VPN 2k TX 5 Xk 91
e ELE, V= bRX—=2D% A FNEVPNZHEHTH &, VPN 12 7 7
ANE—GERT Lol V=T 4 I T—TNVEERTLHIZT T, FF
JED VPN #f CiRiES e xy N —s #FTc&Ed, VE—hFxv b

T — 7 OB AL L, BTN OIS KHE LT VPN #5710 7 7 A L& B
THLEIHY FHA, TORR, 77T RV —ER Tu g F—okm
@ VPN FHNEHF SN ET,

A B =T 2 ADY A RDR=VIZMRIB h A o Z—T =4 A (Virtual
Tunnel Interfaces) |1 % 7 2MEME i, VIIZ o —vA v H—T =4 AL LT
ERCTE5X 912, VA FEI VPN U 4 P — KR EHF SN E LT,

FID UV E— ~ 7 7 & 2 VPN 845 51T
I 7= DHostscan B L OF AT I v 7
78R RY — (DAP) @ API %
R—k

Hostscan /X 77— L XA F v 778 AKY »— (DAP) /L—/L XML
TrANET v 7 r— KL, XML 7 7 A )VEAERT D K 95 DAP L—/L &8k
ETHZ LT, B oxTy RiRA > hORAT—X ZCHES 25 Bk
WCTN—T R —% Y E— ha—WF—ZHD Y THHEELGRETLZ &
A CX F£J, Ciscoldentity Services Engine (ISE) 72WEE X, 2D OFRE
L CER A A E 29247 C& £9°, Hostscan D7 v 71— K& DAP OFRE
IZFTDAPI Z AL CORTZET, FDMAZHEHA L CHRETHZ LT TE
A, Hostscan 35 & TN DAP O i FIEDFEMIZ DWW TIE, AnyConnect D~
=27 NVEZERLTIEIN,

dapxml, hostscanpackagefiles, hostscanxmlconfigs, ravpns ™4 FTD API 4~
Vx/ METNEBIMEIFERELE L,

SR CA REHE DOREAE RN T = v 7
DAL

FTDAPI ZfEH LT, FEDIMNBCAFEHEDIEHER T = v 7 2 H T
HIEMTEET, KT =v 7L, VE— T Z7EAVPN CHHINDFE
HEICHICE Y. B ET, FDM 2 L GEHEORGF = v 7 2R ETHZ
LixTEEHA, FIDAPI 2T H2XLENRH Y £,

External CACertificate UV / — AT revocationCheck, crlCacheTime, 3 XN
oscpDisableNonce B BM I E Lz,
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HEME DK Diffie-Hellman 7 /v — 7,
BIOREAT LI XLy o
TN ZLOYR— B3 72<7xh F
L7z

6.6 THEIL SN TWELL T OBRENHIBRSILE LTz, 6% IKE 'rAR—%
JVEFIEIPsec AR Y ¥ —TH|EFEHEHL TWDEARIX. 7T v 77 L— RRIC
FNHLEEESWHIWE RELET X EMTEEHA, VPN AIEL < HRE
HEC, YR=FSNDEDHBLOK ST VIV ZANZT v 77 L— R
THHNE VPN REXEE T L 2 BEIO L ET,

« Diffie-Hellman 7 /v —7" : 2, 5. BL U 24,

o WD) el BAL OB H R 2 72 T — Y — [T OB B LT LY XA
DES. 3DES. AES-GMAC. AES-GMAC-192. AES-GMAC-256, it
i L TR N ——oi4 . DESITSEmE v R—rENET (2
NRME—DF 7> 9 o TY)

ey aT)LTY XA MDS,

VE— 77 EAVPNHDOL A Z A
A=k

UE£— K7 27EAVPN (RAVPN) #HilEATHHR— FERETEET,
RAVPN IZEHENTWAS A » F—T7 = A AT FDM \Z#6i 3 5 BN b 5 55
A%, RAVPNESROR — FEEEZAEH X E3, FDMBEAT 58— K443
X, 57 #/VFDORAVPN R—FTHH Y F9°,

RAVPN W 4 F— RO a— " LRERAT v IREH S, A— FEEEM
NF L7,

JE— 7 27 &A VPN 23T 57~
D SAML H— _—DH R — k

SAML2.0 %—R_R—%VUFE— 727 A VPN DRIV — AL L THETEF
I, A= PN TWVD SAML Y— =3k D & 58V TJ : Duo,
[Objects] >[I dentity Sources] X— CTOT A T T 4T 4/ —AL L TSAML

P =B EN, ENEFEHTE L5V E— T 7 A VPN £k~
vy ANBEHFINE Lz,

AnyConnect &Y = —/L 707 7 A LD
FTD API %7 — b

FTD API ZfEfH L C, AMP A %*—7 7, ISE’RAF ¥, Umbrella &\ > 7=

AnyConnect CEA ENDEY 2a— AT BT 7 AV ET v 70— NTEET,
o7 a 7 7 AViE, AnyConnect 7R 7 7 A )L T 4 K Xy — UMb
AVAM—NTEDLFT I TR T 7 AN TT 0 X &ML TERT 22
ERHY 9,

AnyConnectClientProfile &7 /L{Z anyConnectModuleType BN BN S 41E L
oo ANFEY 22— N7 077 A NVEMHT 5 AnyConnect 7 74 7~ 7'
Tr7ANF TV =7 MEAERTEETA, FDM CE s A 7V =2 b &
ERLTIELWEY 2=V 2 A TZ2fET D123, KRE LTAPI 27
LHRERHY F7,
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A~— bk CLIIZ X% EIGRP O —
K

LLRTD U Y —ATiX, FlexConfig Zff L C. [Advanced Configuration] ~<—"
TEIGRP Z % L £ L7=, 4. [Routing] ~*— TA~— b CLI % E#{EH
LTEIGRP #HET D LI TR LT,

FlexConfig Zf#i /] L TEIGRP Zi% & L7=HA1E, VY —R67I2T7 v 77 L—
K9 % & %12, FlexConfig A~ U > —» 5 FlexConfig 47 ¥ = 7 M & HIBR L THh
b, Av—hFCLIA 7Y =7 N CREXFIERT OILERHY T, A~v—
N CLI OFHR5%E T4 % % Tld. ZHHIZ EIGRP FlexConfig 47 ¥ =7 M &
REFCEET, REFHBNICEBRINET A,

[Routing] ~X— |2 EIGRP A~— h CLIA 7Y =7 FRBIMESE LT,

A8 —T 14 AEE

ISA 3000 /N— Ko7 = 7 /3 A /R A DFifE
P

Kigifb A7 a v EFEH LT, ISA3000 f > X —7 = A AT DON— K7
TRANRAEHNCCTEDL LI E L, BESEELZE, ~— Ky =
TSANRNAIFE TENCT HETHNOE LR 3, FHtED RV N—
R =7 NA RRAEFNCT D &, BRBEE L72RICN— R =7 /3 R
ARNHBNIEN 2D FF, N— R =T S, RAPRERHZ 72> TND L
WO N F 7 ¢ > 7 RS BAET HRREMER H Y £9, KiikA 7> a v
EERTLE. VT T 4w 7 OFEREROREINRET H XA I T EHIET
xFET,

B/ S U7 EiE : [Device] > [Interfaces] > [Har dware Bypass] > [Har dware
Bypass Configur ation]

Firepower 4100/9300 (2331} % FTD &iff
Uy IRBE L ERY v 7 RRED R

Firepower4100/9300 3 ¥ — 3 Cl&, FIDEMEY 7 RkEE T —H A L X —T =
A AOYBLY 7 REEL R CE D X H1272 0 & Lz, BIfE, FXOSE LKL
BT v T, MBI IWRERT v S THHRY, A F—T A RIT v
TIREBIZRV E3, FIDT SV r—vav A 2 —7 oA ADEHIRIEITS
BENEtA, FIDDOLORMBWGEAEIE, 72l 21X, FIDT 7V r—va
UMGERIIA Y TA NTRDHNS, T—HAE—T = A ARYERIINTT v
TRAEIZ IR 5720 FTID DY ¥ v b F T VBIGH NS LIXG L ORIET v 7
WRROEFIZRDAHREERH Y £3, ZOKEEIXT 7 4 /L b TEIZ/2 - T
BY . FXOS OFELT WA AT LA TEET,
GE)  ZOREREIX. Radware vDP 7 =2 L — ¥ Zffi {95 FTD TlI ¥ AR — h
SNEHA,
FT/ZS B X7z Firepower Chassis Manager [ (fi : [fifET /31 A (Logical
Devices) 1>[V & 7 IRBEDHZ){t. (Enable Link State) ]

/AT SN 7= FXOS =2~ > K : set link-state-sync enabled. show interface
expand detail

PHR—FEINTNWDET T v N7+ —24 : Firepower 4100/9300
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Firepower 1100 33 JX U8 2100 SFP 1 >/
2 —T7xA AT, HEIx I =— 3
COENMENY AR — D LTk
DELZ

HEhr 2 o— g 2824 % K 912 Firepower 1100 3 X T8 2100 SFP A
VH =T 2 A AEFETEDL LR E LIz, 10GBA X —T = A ADH;
A, BEixrI v —2 g VR L THESY IGB ICRETE £9, #ED 10GB
WCRESNTVWAAS U H—T oA AOHEI R T — 3 VidEcTE %
NEUR

BT/ 28 B
[Speed]

[Device] > [Interfaces] > [Edit Interface] > [Advanced Options] >

PR—bhENDTT v b7 4 —2L : Firepower 1100 35 L X 2100

TEBLUV NS TN a—TFT 4 T DHEE

LW LZFIDY 7 v U =T DT v 77
L—FR&EFy L, Baiol U—
(2RI RE

FIDDAY Yy — V7 " =T T v 77 L— RBNEKRT 5D,
WEEAIE, Ty 77 L— KA R F— L OFEITHREOIREE
EMTEET,

FDM @ [System Upgrade] /1T v 727 L — R JulZ I BERED BN S 4L
FL7z, 7771 —FRKIZ, FDM 1 7 A ‘/ ﬁ LTSI —RAT—4
AMERISN, Ty 77— R LTEGEICF vy oA LD BI R
T-ODOF T a rNEREINET, FTDAPI &_ CancelUpgrade, RevertUpgrade,
RetryUpgrade, 35 X O UpgradeRevertlnfo U ¥ — AN BN S L E Lz,

IEH IZHERE L7
T NS A RS T

FTD CLI (Z show last-upgrade status, show upgrade status, show upgrade
revert-info, upgradecancel. upgraderevert, upgradecleanup-revert, ¥ L0
upgraderetry =< R BIMENE L7,

F— B AR —T A4 A FEOFDM/FTD
API 7 7 & 2D H A% ,AHTTPS R—
IS

T—H A H—T = A ATFDM £721X FTD API 7 7 & A2 {92 HTTPS
R—heBEETEET, F—F 2T 74NV OMINLERETDHZLIZLD,
BHT 7B ALRUT =4 A B —T oA ATREISHTWDZF DOk
(VE—FT7Z7EAVPN 2 Y) OFAGEERECTCEET, HHA L FX—T A
AQEBT 778 A HTTPS R — MIZFETE VI LICHEREL T EIN,

[Device] > [System Settings] > [M anagement Access] > [Data I nterfaces] ~4—|C
R— b EETTHHERESEBMEE LT,
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Firepower 1000 35 L Tr2100 > ) — X 7
/34 A _E® Cisco Defense Orchestrator
ou—FyFraerla=rs

Cisco Defense Orchestrator (CDO) Z{#ifi L TH LWFTD 5 /31 A2 EHT 5
TERDHDGE, TXAARYy NT v o4V —ReETT52 L7, £
TIEFDMIZa VA U352 L &2, TA AZBNTEH XL 510720 %
L7,

#1 L\ Firepower 1000 33 KX T8 2100 >V — X 734 A%, HHIZ Cisco Cloud
(2R ER S, CDO THICER TX £9, CDOICAL &, CDO b7 /3 A
2P CIERTEEY, Zon—FyFruneda =7 TiE, META
A ALEHERD & T HUBEMENR/NRICIHZ biv, Ry NT 7 T8 T
BT 2BBRMDNEVEEB D EET DV E— A7 4 R EOGFTICE - TH
BRI T,

Firepower 1000 33 X TN 2100 > U — R T34 ZOHM T m €Y 3 = FHER
EESHE LT, £72. [System Settings] > [Cloud Services] ~<— |12 H Bl &4
MBMENE Lz, 2k, FDM ZfiH L CURNCEHEH L T\ T v 7
T — RBELT A ABIREDOMOT A AT vt X% FEICRIBTE
£,

SNMP #%E @ FTD API %73~ — b

FTD API Z{#H L T FDM £ 7% CDO & %% FTD 7 /34 Z T SNMP /X —
a2 FRIEIEARECEET,

API Y ~/— A @ SNMPAuthentication, SNMPHost, SNMPSecurityConfiguration,
SNMPServer, SNMPUser, SNMPUserGroup, SNMPv2cSecurityConfiguration,
5 & O SNMPv3SecurityConfiguration 2381 S 4V E L7,

() FlexConfig Z i/ L C SNMP % % /& L7-#4 1%, FTD APISNMP VU
V=AML TREZLY BT LENDH Y £9, SNMP 2R ET
D12 D < RiZ, FlexConfig CIFfEHTE 2220 E LT,

FlexConfig AN U 2 —7>% SNMP FlexConfig 47 ¥ = 7  ZHIBRT 5
ZTT, BEAZRERATEES, £0%, API 2/ L THlRE 2 Bk

ETHEEIL, ENHDOFA TVl FEBRELTHEHTEET,

VAT AMREBEENAE NN I T v
77 A NDOERED 10 225 3 12D

VAT LTI, 10fH TR ERIMONY 7T T T 57 A VN AT AT
REESNET, LAY 7T v 7B ER D & bWy 7T v
T ANVPEIRINET, LDERGEICVAT AERET 572D N —
VarEAFTEDLEIC, NI T T T AMIRRD VAT MK T
= RLTL7EENY,

FTD API R—0 5 > D% 5 A HuE

FID N— 5 2 6.7 LI, & HMEEED APL Y Y —AEF AN U — A TL
FEN2WEE, FID APLIZH W API N— 3 3 23 a— L &% A
LHZENRTEET, BETTADLLTINTELETH, GWETAEZH LV
BT ICEBT HinB e FIER I, v a— AR LET, X
X VAT =V ENVS VAT ATZIFANDZENTEET, 23— LDONR—T3
V& FE LT Natest (H | AT 2546, Hy) a—uE, Zov
FTUATE VS a— Ve LTHREND T, MUABREEZFIFT 20895 7
IX. APl 2 —/LORFEEHIEIC L > THRED £,
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FTD REST API X— = > 6 (v6)

NTW5D

VTR 2T "= 3267 O FTDREST APL (33— = > 6 TF, API
URL O v6 23 50>, BRI latest/ ZH A LT, T34 ZTHHR— &
HOAPINR—Va Uy EHEHL WD Z EErttET,

FHLTHND Y Y —RAET MEERMZ LN TWS A NS D70, B
FOTXTOMFOH LEFEL T ZE0,
7 A7 —F %<2, FDMIZu 7 A > LT, [#MA4 7> a2 (More

options) JAR¥# > (i) 27U w27 L., [API=Z 27 11— (API Explorer) ]
IR L FT,

VY —=AZFRTE5H APl

FDM /Nx—< 3 > 6.7.0 TREIE S -#EE

*6:
HEEE 7w ITL— KD | 5RBA

2E
LD T v T T L— R | IRDOWT LD Firepower Threat Defense F§HE % 1 F L C
Diffie-Hellman 7 | IZEFANTERW | WAHEEIEL, 7Ty 77 L — FRIEATERWI 013
N—" BEEET | Kol LET, nET,

a3y XA, BX
DNy a7
2N

« Diffie-Hellman 7 /v —7" : 2, 5. BL 24,

« 58 72 W B L OsE L] A 356 72 97— — 1A O
Bt 7= Y XA DES, 3DES., AES-GMAC,

AES-GMAC-192, AES-GMAC-256, i #i i 41
LTV —P—niA . DES 35| &k
R—branEzdT (InBME—DAF T 2 TT) |

ey 2T I Y XA MD5,
IKE 7' v AR —H /L E 72 1L IPsec R U ¥ —"TZ b DOFERE

FHEALTCWDEHEAIE. 7Ty 77 L— N4 5REiIZ VPN
BELET LU CHERLET,
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FlexConfig ==~ >/

T v 7T L— R

/N—30 5 6.7.0 TiL, FDM % f Fi 3~ % Firepower Threat

N \ZIEBHZY T & 72\ | Defense DR D FlexConfig CLI =< > NiZFEIE S uE T,
£ oI LET. s router €igrp : [/V—7 « 7 (Routing) ] X—TD
Ty T L— R [T/34 R (Device) ]>[IL—F 1 >4 (Routing) 1>
ICRREARLVET [EIGRP] CE#2A~— k CLIEIGRP 4+ 7 ¥ =7 b
WEDRH YD FT, ZAERL LT, EHTE X7,
« snmp-server : FTD APl Z i/ L T SNMP /X—2 5
V2 FTT3EHRETEDLL IR E LT,
BEELAT I 541 T3 FlexConfig 47 2 = 7 b ZHIFR
HET, 7o 7 7 L—FRIZEBHTLZZLIFTEEYE
/\/o
NI Ty T Ty |lel, Ty 7T |NX=Ua 670 TiE, RETLH2Ny I T T 774V
A IV DERFF L—RIZE-T, |OFE 107205 3126 LET,

a—H VD7
T LI E

TR E—bar— g iy s 7y L, EEIC
R TOND Z L2 HET A E2RBEIO L ET,

SNETS Ty T T L= RIZkoT, v—AVRIEFES NNy 7
7y I ESNET,
Microsoft Internet | 7' 74 %4J] Y # | Microsoft Internet Explorer % {# fl L C Firepower Web
Explorer ZBUERHVE |V H =T 2 A AT ARTHILIFRARVE L,
ERS Google Chrome, Mozilla Firefox, ¥ 7213 Microsoft Edge
WOV B2 L aBEIOLET,
Firepower Threat | 7 v "7 L— K% | ASA 5525-X, 5545-X, X O5555-X DT /3A A TlE
Defense Z 54 L | #5 1 X)L CUVE | Firepower Threat Defense ¥ 7 R 7 = 7 D/8N— 5 6, 7 0
7= ASA 5525-X. |, LBIZT v 77 L—RLE0, 20— 3 U EHiA
5545-X. BE T VA= NATHILIITEEEA,
5555-X 7734 A
N—23 2660
FOM /83— 3 > 6.6.0 DFTHEAE
T RE £ EA

T3y b T+ — Lk

AmazonWeb Services (AWS) 7 7 K
B+ 5 FDM OY R — k,

H FTDv |

FDM Z{#H L CAWS 7 7 K FTDv CFTD 2% ETX £,
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Firepower 4112 f§ FDM

Firepower 4112 ] FTD A & E L7z,
() FXO0S28.1 R4 TT,

T7AT94+—IL& IPSDH#EEE

T 7 AV FTIEERZ > TN D, 2
ANV—)L =TT D HRE,

BUAT DEBDRARY —I2iE, T 7 40 FTED > TN D IL—)L
BN OBV EF, Daid, 2hoor—nNoT7 7 varw27 77— E
IRy FICEECEERATLE, BUETIL., 774/ hCEIZR ST
WDN—VDT 7 va BB ETELEIITRDELE,

(2 AR Y > — (IntrusionPolicy) | =—INEHL I, 7 7 4/L TR/ -
TWANL— L HETRTERRINAEIICRVELE, /2, ZRHD—b
DT 7 varbimETEET,

BARY > —DRAR S AT I
(IDS) E— K,

RABEI AT L (IDS) T— RTEET L L OICRARY U —2RETE D
£ E L, IDSE—RNTIX, 7277 4 TREBALV—IVIE, V—LT T
AN Ry ThHoTHT 77— bOAREFRITLET, LIEn-T, RA
RV =%y NI—=INTT 77 4 7TRRPERY 2 —I2F HRNI2. £ DR
ARY —OBEEE=F Y VT ETET AN TEET,

FDM TiX, [RY — (Policies) 1>[&A (Intrusion) | X—YOHKFARY
=2, BET—FOERMBMENE L, £-00WE Edit) 1V 7 NEB
mEi, E—REZEETELHEIICRD ELE,

FTD API TiZ&, IntrusionPolicy Y ¥ — AT inspectionMode JE MM EM L E L
7o

faggte 7 — % ~—2 (VDB) . HiFRfr
BIERT —F_X— 2, BLOREAL—
IVORFNRN o r—2 B FETT v
B— KB OYF— |,

VDB, MIFELEE#RT —H X—A, BIMBAL—IVOET » 7T — K3y
=V TFEICTHRE L, FDMEZH L CTYV—2 A7 —3 3 VINHLFTID T /3 A
AT v Fa—RT&5L91270 F L=, 7=& xiE. FDM TCiscoCloud 7>
OEHERETERVWT Xy v Xy NI RHLHEATH, NERE
Ay r— VB AFTEET,

T—J AT —=arnb 7 7 ANVERINLTTY v a—RTE5X5, [T
N R (Device) 1> [E#7 (Updates) | <—UWNEH SNE LT,
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FTD FFfIC IS W THIBBE S CTWAE T
7 R — LD API AR — k,

FTD API 25 L C, BM#HA 7V =7 F&ECTE £, 2047V
7 hCIE, 1 EIBR Y ORFRIFF £ 72 1340 I L oA Z e L Ed, 47
Y7 NMIT 7 AR —ZET L ET, RREIFEHZER TS & F5E
ORI EIE—EMRICDTE > T T7 7 4 v 7127 7 & Al — V%
HALT, Xy NI —7 ZFIMHEHCTE £J, FDM & L CHREM®PH % {F
L2V, WALEVIZTEERA, £/, 77 8 AL — VIR S
DA SN TWDEAE, FDM IZFERINERTA,

TimeRangeObject, Recurrence, TimeZoneObject, DayLightSavingDateRange, 35
X O¥ DayLightSavingDayRecurrence U >/ — A7 FTD APLIZEBIN S v E L7z, W
P2 7 7 & AL — VIS 3 5 72912, timeRangeObjects JEPED
accessrules U ¥V — X |ZIEMENE L7z, S HIZ, GlobalTimeZone ¥ L Y
TimeZone U YV — R ZEENMZ BN E LTz,

TR aryirue—)LRY—DF
7\“‘/“:1:7 ]\7/1/‘—70@7’320

F{EF. FIDT A AT, T/ EAL— L THEHAEINA XY NT—2 4T V=
7 NOWNFIZEDSNT, 77 BRI — V2B OT 7 AH# Y 2 SO
T MVICERALET, A7 V=27 NIV —TRRBEFEDNCTHZ LT, T
7% ABINL— L OMBICHER AEY) M5 ENTEEST, 79
I N IN—TRBEADC LTSS, VAT AL > TRy NUV—I 4TV
7 MIMESNERAN, A7V 27 NI NA—TDERIIESNT—EHT 5
TR AN—ABPRBENET, A7V NIA—THRRIZ, T EAL—
INEDLIITERSINDD, FEIXFEDMIZED X D IZERINDNITITE
BLETA, 77 BAGIHL— LV EEHRERET 2L X, TN ANRT Y
T ARG — VB L CUBET D HEORICEELET, ATV N
N—TWRIET 7 5V F TERNZ 2> TOET,

FDM Ti%. FlexConfig % ffi f L T object-group-search access-control =~ > K
EANCT DRERHY 7,

VPN #8E
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YA RN VPN DRy 7T v T
(FTD API ®Z)

FTD API ZfEf L C, A FE VPN Iy 7 7 v 7 ET #BINTE £
T, e E 20D ISP R H LA, BAID ISP ~DHEg Ml T & 72 <
Rol-B8lc, Ny 77 v FISPIZT = — IV F——15% L 5T VPN ki &
WRETEET,

Ny T 7TETOEH 1 DOFERMARIT, TI7AINATONw I T v
NTIRE FURADE D =TT DRI 2DDRIR DT A ARBLEETT,
WE. SATAITTASINT D RV EFESL LE T, VPN #5055k
T DE, VAT ANI NI T v TINT L OREGE BB EMNL TX £,

SToSConnectionProfile U / — A T outsidelnterface (2% L THE DA ¥ —7 =
AAZERETEZDHEHIZ, FIDAPI AEH S vE L7z, F£7-. BackupPeer U
Y — A & remoteBackupPeers JE ) SToSConnectionProfile V > — R (ZiBHN X4
F L7z,

FDM 2 LTy 7 7Ty 7PETERE LTV, NI T v 7T OEER
FDM IZER LD ITTExEHA,

Y E&— h7 7 & A VPN T® Datagram
Transport Layer Security (DTLS) 1.2 ®
PAR—F,

VE—F7Z7EAVPNTDTLSI2AZfHTEL L DTV £ L, T,
FTDAPI DA% L TRETEE T, FDM AL TRETHZ &ILTE
FHA, 7L, DTLS 12 1ZF 7 4/ D SSL =7 L—FDO—EIT - T
720, JN—7R Y 2 —0 AnyConnect J&EC FDM % i f§ L T DTLS ®—#%
BOZRE 2N ATBEIC 72 W £ L7=, DTLS 1.2 [Z, ASA 5508-X F£7-1% 5516-X &5
LTIETR=FEN TRV LIZERELTLEE N,

DTLSVI 2 ZFIZ&fi & LT3z AdL 5 K 9 I ssleipher U Y — & & protocol Version
RPES R S E L,

2242 DKV Diffie-hellman 27 /L— 7,
BLOWSET AT by
TN TY XDV R— FZFEI,

WORREITFE L SN TEY | ROV Y —2TIHHIBR SV E T, VPN T
T 52D, IKE 7 0 R—Y /L E72 X IPSec R U o —TI b DREREZ R E L
RNTLIZEN, ZNHOEENOBITL., EMFEREICR 7269 <ITLY
BRI AT a VEERA LTI EE N,

« Diffie-Hellman 7/ — 7 : 2. 5. BX 24,
o SR 2R AL O R &2 7 T — AT OB B LT LT Y XA
DES. 3DES. AES-GMAC. AES-GMAC-192. AES-GMAC-256, i #i]

PR L0 na——o4E . DESITSIEmE Y R—rEhET (2
NME—nF 7 g T

ey 2T )Y XA MDS,

N—F 4 LT i
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48— % & Virtual Routing and
Forwarding (VRF) -Lite,

BHORBEN—Z ZER LT, A v F—T = A AT N—T DB ON—T 4
YIT—=TNEFRTEET, L FIIREDON—T 4 v T T—T
ANBDHID, FAL AETIND T T 4 7 LRI E £,

R AB— & 1L, Virtual Routing and Forwarding @ [Light] /X\—Y 23 > Th 5
VRF-Lite 252 L £33, Z ® VRF-Lite (& Multiprotocol Extensions for BGP
(MBGP) ##&H—FLTEEA,

[V—7 47 (Routing) | ~—YNERI, HELV—FZAMMETEDL L
TRV FEL, AT DHE, v—T 17 (Routing) |~<— AL —
DY ANNRERINET, FEAL—F T LIZBEBDOAZT 4 v 70— &
N—F 4 T T ut AERETCEET,

£72. [(vrf name | al] ¥—Y—F&vy F&RO CLI 2~ RIZEML,
B U CH AR — 2 il E R R T 5 L OEE L E L7z, dear opf,
clear route, ping. show asp tablerouting, show bgp. show ipv6 route, show
ospf, show route, show snort counters

showvrf =< RAEBMEHE LT,

OSPF £ L U'BGP D% E % [Routing]
N=UICBEHLE LT,

PIgio U J—RATiE, A~<— b CLI Z#H LT, [FHiRE (Advanced
Configuration) ]~~—TCOSPF & BGP AR EL £ L1z, TNHDL—T 1
rratAE., INFECLREEICA~Y—NCLIZFE->THRELETN, 20
ATVl N V=T 17 (Routing) | X— YV TCHEHBEMHATES LTk
DE L7, ZhICkD, (REEL—Z 2L iIc7 o A2 BHEICRETE £,

OSPF B L U'BGP A~— h CLI A7 Y =7 MM, [F#MRE (Advanced
Configuration) |"_X—Y TIIMEHTE <RV £ L7z, 6617 v 77 L— T
DHIC, INHDOFT V=7 NEBRELELER. 7Ty 77— F&iZ[v—
747 (Routing) |"X—VTENLDAFT V=V "NeROTFAHZENTEE
R

SR EL 1

EAHE (HA) ST DR K oS4
w7 A T DARRIEL— Y — D
il R % Fll B,

PIRTIZ. AMEBERAES NIz — P —I T HA XT DAZ 8, =y MNIEFER
TA L TEERATLE, AF UL 2=y h~Da A U RAREIC 7 DRI
W, 2=V —FBRYNCT 7T 4 7B A LT, REXEMTS
VERHDFE LT,

ZOHFNIHIBR SN E LTz, ANRRIES iz — Y — X, B —Y—4/
NAT— RERBELTWDBIRY . 7277 4 7HE@EIZ0 7 A4 LT 7RWGEE
TH, A UAASEFIZa /A TEET,
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FTD API ® BreakHAStatus 1 ¥V — & |2
o T AV E—ToAAABREDLH
WCALER S D DI,

LLANZ, cearintfs 7 = U /RXF A—F &2&H T, St (HA) FREz W9
DBTNAALEDA B —T 2 ADFHEAT — X A& TE £ Lz,

N— 3 6.6 LIETIE, clearlntfs 7 = U RXT A =2 DROVIHEHTLHH L
WEM: interfaceOption 2860 £4, ZOBMIX, 727747/ — R CHAT
LDYGENEA T a TR, 77T 47— RTHEAT5EIIHAETT,
WD2ODF Ty arDNTNNEBRIRTE £,

* DISABLE_INTERFACES (774 /LK) : AZ U NALTNRA R (X2
DT NRAR) EOFTRTOT—H A H—T A ANEH/20 E7,

« ENABLE WITH STANDBY IP: A > #—7 = A AZAHX L NA TP T R

VAZRETDE, AFZUNATNRA A (FRILZOT N R) EoA
VH—T 2 A APAB UL T RLAEFHT L OERESINET,
AR UNAT RV RAEBRERWA VF—T 2 A ATTRTEHICRD
7

TNNARAWIEFRT 7T 4 TIAZ R ARIEIZ IR > TWDHEXIIT VT 47
J — RTCHADOHK (BreakHA) [Z#fEHAT 5 &, ZORENAX 34 ) —
RDOA U H—T oA AR ENET, T2 T 471777 4 7 £
72 EOZDOMOIRRETIX, ZDOBEMENFW 2B T 5/ — RIS E
R

clearntfs 7 =V /3T 2 — X 29 5354, clearlntfs=true | interfaceOption =
DISABLE INTERFACES O X D [ZEMELE 3, ©F V. clearlntfs=true D7 7
T A TIARZ N NXT il d 5 & Wl DT A ABRENIT 0 5722 < 72
D, REUNA TN ZADBPERZ 2D £7,

FDM Zfi /L CTHA 2§25 &, A X —T A AF T 9 JITITHIC
DISABLE_INTERFACES "RESNFE T, AZ U NAIPT L AZBEH LT
AVHE—T 2 AAEFNCTDHZEITTEERA, BEDERDMERGES
X, API=7 27 a—F /5 API 2 — L&A L E7,

5 AT AP OO RRE O BT O S fER &
[ AT (High Availability) ] ~<—3
(ZFR,

EA M (HA) M0 50 0BE TRIKLIESA (727 4 7531 A
TERLRY, RABUNAALTFNRSL AT = — )V F—_"—FFH73p L) | EHED
KDEHEN T TA VT NNA RV FE YT NA ADAT — X ZANEHRO
TICRRINET, ZOFRICIE, A X FDOUTC N EENE T,

A8 —7 x4 AHRE
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PPPoE O R— |, N—T v KA v Z—T A ADPPPOE R ETEH X HI2720 F L7, PPPoE
X, M T ATV T 4 2=y FTIEYER—FEINFERHA,

FR/EE SNl : [T/8 X (Device) [ >[4 3 —T AR
(Interfaces) | > [#w% (Edit) ] >[IPv4 7 KL X (IPv4Address) |>[42 4 7
(Type) ]> [PPPOE]

P/EE X2~ K : showvpdngroup. showvpdnusername, show vpdn
session pppoe state

T 74V N TIEDHCPZ A4 7> b & |EBA X —T = A AL, 192.16845451P 7 RV AEMEHT R0V IC, T
L CHERET AR v X —T = A4 A, |74/ N TIZDHCP 26 P 7 RLZZBATH L IICRESNTWVWET, =
DEFICLY, BFEOX Y FU—2Z|ZFTD ZfiHICEATE 2 Lok %
L7z, ZOFEREIX. Firepower 4100/9300 GREET /NA AZEBAT 25 & ZIT 1P
7 RLAZRET D) & FTDv BLOISA 3000 (BIfED 192.168.45.451P 7 K
VAEFER) #BR<TRTOTTy b7+ — A SET, FFA 04—
72 A A L@ DHCP r—_"—b G o< L1,

F 74/ (192.168.1.1) Tid. T 74/ FOWNEIP 7 KL AIZB| & x4
TEET,

FDM & BREEE O HTTP 7' 12 % AR — |FDM B3t CEM 2729012, FHA X — 7 = A4 AO HTTP 7' 0 ¥ v &% E
[ TEHEHRVFELE, FHBIOAFr Va— N ENET —H_X—2DH
FEELT X TOFRERIL, YeXvz@mmL 7,
WETDHDD [V AT LERE (System Setting) > [HTTPFAF (HTTP
Proxy) | —YmiBMEE Lz, S 562, HTTPProxy U Y — A7 FTD API
WZiBmEihE Lz,

EHA L H—T 2 ADMTUDRE, |BHA X —T7 =2 AD MTU ZH K 1500 XA MIERETE 5L 91220 %
L7z, 7 74 /v MEIZ 1500 /34 R T,

/AT I 7z 2~ K : configure network mtu, configure network
management-inter face mtu-management-channel

ERSNZHEEITH D FH A,

|
A
Ny
\l
\' .
\:
\y,
2
e
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2Aw—hrIA4 B TETTTR
PR DOBGRIT B S, ek A
BN & AT EE

A —=bTAB AT T FTEHRL, X2 VT 0TIy FE2ERHL
T, 777U R —ERZRETELHLHIT7 Y F L7, CiscoDefense Orchestrator
EERLTCT A REERTHHEAIE, X277 Wy ML T
BT DL aMRLES, A~— T A B IO BEMRERE T,

777 R —EANOREMRT 52 L TEET,

[ RATLERTE (System Settings) 1 >[2 5 KH—E X (Cloud Services) ]
R=VOEEELEE L, 7T 7 R —E R0 0BT 264 BN L %
L7z, BT, TOX—=U 0D Web pHiBE S HIBR S AL E Lz, Z ORREIT.
[ AT LERTE (System Settings) ]>[Web% 4T (Web Analytics) ] ~<—2Ic#
B LFE L7z, FIDAPI TIL, #H LWEIEZ XKBT 5 X 9 12 CloudServices Y » —
ANEFEINE L,

W= R b TA B ATRIOT AR—
Fo

AUH =Ry EADRARRNET X v v 7Ry NT—I 3B LG, A
~— T A2 AD7=HIT Cisco Smart Software Manager (CSSM) |Z [H B2
FTAZLITTXFERHA, ZOEAIT, 2=R_R—P )L R—<w X F TR
T (PLR) E— RZEHTEL L5V L, ZOE— RNTIEL, CSSM
LOEBEBEANEL LRANWTIA B AZEATEEST, =7 Xy v P2y
N = BHDGEIEL. T U MEYEIZHNEDE T, CSSMT AT 2 R
Ta=R—P L PLR T— REHH L THRERTIA v A ZEBSGT5 2 L 23
AT DXL TS ZE0,

[T/31 R (Device) | >[AY—F5 42 R (Smart License) | =X—IT,
PLR E— RIZUIV 2720, 2=N"—HLPLR I/ B A% ¥y LI
Y L CERERER T DA AEANBAN S AUE L7z, FTD APL Tl
PLRAuthorizationCode, PLRCode., PLRReleaseCode, PLRRequestCode D1 L\
U v —AX & PLRRequestCode, InstallPLRCode, 3 & T CancelReservation D7
7 varypnBmEhE L,

TEBLUV NS TN a—TFT 4 T DHEE

ISA 30007 /34 A D EREER 7 2 k
=)L (PTP) &M FDM [E#EY R —
I\O

FDM % f L C, ISA 3000 7 /34 A CEMEERM 7 1 k=21 (PTP) %iXiE
TEET, PTP X, Ty hR—ZARXy NU—TNOIEIERT A ZAD
syl RS LDICHEBEENEERNRH e hartd, 2o b
Nt Ry NI L ENTEEHORITEL KOHIEI A7 AT & LT
FpllZiGt SN TWEd, LATO Y U —X T, PTP ZRET D7D
FlexConfig # i 2 LEE N H D F LTz,

[ U [ AT LE%E (System Settings) |~— @ PTP & NTP & 7 /L— 7k L,
[ AT LEE (System Settings) | > [NTP] ~— Y DA4HTE [# A AP —E R
(Time Services) JIZE®E LE L7=, £7-. PTP U Y — AN FTD APIIZ:BINE
nE Lz,
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