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. Firepower Management Center ~() 0 %' >

FIDv Z & B4 21203, MDY — " ETEITIND TIMBRED I NVTF T NRA A X =T ¥ Th
% Firepower Management Center (FMC) Z i L E3, FMC DA > A h—/LOFEHIZ DUV T
I%. [FMCgetting started guide] ZZM L T 7Z X0y,

FTDv i%. FIDv{RAE~ S B B THBEHA v X —T =24 A LOFMC %8 L ClfE LE
-éAO

NNy a—TF 4 TORMT, BHA L X —T =4 A LD SSH #fifl L CFTIDCLIIZT
AT HZ L, Firepower CLI 5 FTD B2 Z L T £,

Firepower Management Center ~D O 4 A >

FMC ZfEf L, FID &R EBLOEHL £7,

1R8O BRI

FR=FENTNDT T TFOFEMCONTE, FHTEZ A=Y a 0 J—R/—h
(https://www.cisco.com/go/firepower-notes) ZZH L T 72 &0,

FIE
ATV T PR=FENTWDHTFZ UV EMEN LT, RO URL ZASLET,

https.//fmc_ip_address
«fmc_ip_address: FMC D IP 7 RL A E7Z1FA A M2 EL £,

ATY T2 a—VHLLERAT—-REANLET,
ATFv T3 [vr A4 (Loghh) 1227V v7 LET,

Firepower Management Center ~M T /\ 1 A D& %

4RO HREIIC

FTDv (AR~ N, EFIZERINTW T, BENA /IR TEY, YO 7— K FlEE
FATEHRTHD Z EEMER LT EEW,

FIE

ATV 1 [T/IA4 R (Devices) |>[T/\14 REHE (Device Management) | Z#IR L £7,

ATv 72 B (Add) | ey 7 X0 U R ING, [T34 AOBN (Add Device) ] ZRIL, KD
INTA=Z AN LET,
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Add Device (7]

Host:t

‘ ftd-1.cisco.com |

Display Name:

‘ ftd-1.cisco.com |

Registration Key:*

Group:

‘ None v |

Access Control Policy:*

‘ inside-outside v |

Smart Licensing
Malware
Threat
URL Filtering

Advanced

Unigue NAT ID:+
| natidse|

Transfer Packets

s [ARA K (Host) 1: BT LBET A ZADIPT RLAZASHLEYT, FID 7— A k
Sy THETFMCOIPT RL 2L NATID O 52 ELT-BE8IT. 207 41—V %
ZEOFFIZLTBLLZENTEET,

o [ (Display Name) ] : FMC (ZERT DmELT SA ZAD4HTZ AN LET,

o [B§%F— (Registrationkey) ]: FTDv 7 — h A2 v T v 7RE CTHE L7z b O L [F UBek
F—Z AN LET,
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s [RAA Y (Domain) ]: ¥v/TF RAAL VEREZEH L TCWD5EEIL. T4 A& —T R
AANTHY Y TETS,

o [Z—7" (Group) |: I N—T%FEHLTWDLEAIL. T3 AT —72EID B4 CTF
R

[T7 Az hr—/LRY ¥ — (Access Control Policy) ]: #IHIAR U o —& IR L £,
FERTOIVNERD L ZEDRDNS TWNDENAZT A RFHLDRY —RNTTIZhHHGE%E
BRNT, [T LW U 2 —D1ERL (Create new policy) ] Z&IRL, [T_XTHO T 7 4 v 7
Z7nm v 7 (Blockalltraffic) | ##IRLET, B TCINEEHLLTCRNT T4 v 7 ZFFA[T
HIENTEES, 77 EAMBEORE (15~—) | 2ZRL TSN,

New Policy
Name: ftd ac palicy|
Description:
Select Base Policy: Mone S
Default Action: © Block all traffic Intrusion Prevention MNetwork Discovery

Save | Cancel

¢ [A~¥— KT A A (SmartLicensing) |: BT DHEREBICHLE R A~V — T/ AL L
T, [ =7 (Malware) | (AMP~/1V U =7 A LV AXT v a AT D TEDY
) . [B (Threat) | (RAB#EIZHERT 2 TEOHE) . BLO[URL] (BT TV _—
ADURL 7 4 N2V o T2 FET D PEOYR) 280 S TET,

« [~E®D NATID (Unique NATID) ]: FTDv 7— h A 7 v 73 E CTHE L7 NATID %
fBELEY,

« [ v b D#EE (Transfer Packets) ] : 7 /3A A5 FMC ~D /8y MRk &2l L%
T, ZOF T arEAEMTL TIPSR Snort R EDA Ry b Y H—ENTHBEIT.
TNAAPRERE LTA XY MAZT—HERE Ny 8T — 2 ZFMCIZEE LET,
ZDOF T a v EEHIZUIZGEAIE, AR MERIZITIBFMCIZEGE S, 7y b T —
HZITEE S NEHA,

ATw T3 Bk (Register) |27 Vw7 L, EFICBRERINTZILE2MRLET,

BERBNT D &0 TAALANY 2 MBMahET, KRLESAIE, =7 —AyE—UN0
FoRENE T, FTDv NGRS KIG L7258013, ROER 2R LT 72 &0,
e ping : FTD CLI ( [Firepower Threat Defense CLI ~®D7 7 & A (17X—Y) | ) 177 +&
AL, kDa<y REFEALTEMCIP 7 R L A~O ping #F/TLET,
ping system ip_address
ping 23 Eh L2 WA, shownetwork 2~ K& L TRy U — VR EZ MR L E
o FIDIP 7 RLRAEZEET 5 0LENH 55615, configurenetwork {ipv4|ipv6} manual
avy REFEITLET,
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gxmntra) 7oy o—ngE ||

« NTP : NTP #— 3 [ R T L (System) ]>[EXFE (Configuration) ]>[RZIDRIES (Time
Synchronization) | X—Y® FMC — kv b & —8$ 52 L 2R L £,

« BEEF—. NATID, BLOFMCIP 7 RL A : i i dDOF /34 2T UBERF—2 A L T
WHZ L EMER L, AL TCWAHEAIEINATID AL TWAZ L2l LET,
configuremanager add =~ > RZfEH LT, FTDv THEF —& NATID #XET H 2 &
NTEET, £/2, ZOa~<w 2 RTFMCIP 7 RLRAEZEETTHZ b TEET,

EXMGEXIVT 4RI O—DHRE
ZITIE ROREZMHEH L TEANR X2 T4 RY —2RET D HIETOVTHHAL
£,

A v H—T 2 A ALHEA L H—T =2 A NEA L HZ—T =2 A RAZAXT v 7 TP
T RLURZE O YT, AL X —7 = A AT DHCP L ¥4,

*DHCP H—/3: 7 747 NOWNEA % —7 = A ATDHCP h— %2 H L £7°,
T T HN =R A E =T 2 A RENLTT TV bb— b EBINLET,
«NAT : SN A v 2 —T 24 ATA U H—7 = A ZAPAT M L £7,
TR hua—b WD ~D ST T v 7 EFALET,

FIE

ARTYFTN A H—=T A ZADFE (5 5—)
AT w72 DHCP — D% E (9 4—)
ATV T3 T4 bb—bOEM (10 5—)
ATY T8 NAT OFE (12 3—)

ATv IS 77 EAHEORE (15 X—)
ATv 76 HEDRER (16 <—)

A3 —T 4 ADRTE

FIDv A V' Z —T7 = A A& HMZ L, Tnbatxa )T 4/ — B0 ST, IPT RL A%
WELET, BEIX. VATLATEROLL N7 74 v 7 2@miasE5X 512, bie<td 2
DDA VB —T 2 A AEFRETHLENDHY ¥, BT, Ty T AN —LbN—FFEITA
VE—=Fy MIE LTINS A v —T = A R JEOR Y FT—2 D1 DL EONERA
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H—=T A ZAEFHLET, ZNHDA L H—T 2 A ZAD—HEIEL, Web— 72 DT
TT R ANERERT By MEEET D FEEE ] (DMZ) ERAGBENRHY 7,

— R =T 4 T OARTE, NEA A —T 2 A ATAET 4 v I T RV AR ERH
T 5 LA, ISP 226 DHCP /M L CAMI A v X —T = A4 AT RLAZEET 52 & T,
WO TIE. DHCPIZE A AR T 4 v 7T KL AEA—F v RE— RONEA v X —T =4 A
PHEAHLT, =7 v RE—FROWNFA v H—T =2 AEERELET,

FIE

RAT9T1 [T/ R (Devices) | > [T/ 4/ REHE (DeviceManagement) | Z#RIR L, T /34 AD %7
Uy 7 LET,
ATFY T2 [A v H—T A A (Interfaces) %27 Vv 27 LET,

Overview Analysis Policies JeILEN Objects  AMP  Intelligence Deploy % System Helpv admin v

Device Management NAT VPN » Qos Platform Settings FlexConfig Certificates

10.89.5.20 8,Cancy
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing l==m Inline Sets DHCP
, Search by name & Sync Device | | @) Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical E< &
BB Ethernet1/3.1 Sublnterface & p
Ethernetl /4 diagnostic Physical [E] &
Ethernet1/5 Physical E /

ATvT3 TNE ICERTHIA v H—T A 2D %7 ) v LET,
[ (General) | ¥ 7 RFERSNET,
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A8 —T 14 RADRE .

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 = = R,

QK Cancel

a) 48 LFETO 4 (Name) |2 AL ET,
Lz A F—T x4 AT indde £\ S &4ETEITET,

b) [H%) (Enabled) | F=v /Ry 7 A%F NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
V= BIRT o0 [ (New) 1227 Uy 7 LTHLWEX 2T oY —r B0
£7,

7= & 21X, indde zone E W HLHTDY —r EBIMLET, KA X —T =/ AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, X —

TxARE, 100X 2 VT 4/ —VIIORBETLZ L, BEOA A —T A AT
N—TWETAHILEHLTEET, V= FHEIN—TZESINWTEXR 2 T 4R v—
FEMALET, 2L 2R WA v X —T = A ABWNE — 28 4T, A v H—
T oA AN —AZEID B THZENTEET, ZOHE. NI 740 v 7 BNEND
BB CE DL HWCT 78R avrbu— L R V=R ETHI LILTE LT,

AE P SEWNENZANT TR E TE FHA, IZEAEORY) v—iFkFxFa2 T4 V=0 DR
PFAR—=FLTWET, NATARI >— TV 74 ¥ KU — BLOQoSHY v —T,

= ETFA A =T 2 A AT N—T M TEET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7Y v 7 LET,

c[IPv4]: Ry X7 YR RND [AEZT 4 7IPEMEHT 2 (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v aRLTANLET,

7o & 2%, 192168112472 8 AT L ET,
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Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| ig;ﬂeg.q@g;zsa255.255.:28 ar

o [IPv6] : A7 — M LV AHERREDH AL [EEFERTE (Autoconfiguration) | F = v 77K >
J A& A N LET,
f) [OKlZ27VUvyZ L%ET,
ATy T4 THE IERATAAL A —T A ADE T Y v T LET,
[£f% (General) | ¥ 7 HRERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

a) 48 LFEFETO [4H] (Name) |2 AN LFET,
72 ziE, A v F—7 A AT Toutsidel] &\ D &RETEMITET,

b) [A%) (Enabled) | F=v /Ry 7 AaAt A LET,

c) [F—F (Mode) Jix[7/eL (None) JIZFZEL-FFIZLET,

d) [BEXx=VT 4= (SecurityZone) | R v 7 X7 ) A MO BFEONSEX2Y T 4
= EBRIRT 0, [ (New) 127 Vv 7 LTHLWEX2 YT oYy —rZBINL
£

7= & Z21%. Toutside zone] W) LEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, E3W 04 7% 70 v 7 LET,
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pHep 4—rosE |

* [IPv4] : [DHCPOfEM (Use DHCP) ] #&IR L. IROF T a L D/RT A —HF Zi&iE
L\ij—o

« [DHCP ZfifH L CF 7 # /v b Jb— k ZHf5 (Obtain default route using DHCP) ] :
DHCP % — 657 7 4L b b— R EBG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX=A b —7 47 7 1 A
B REEE LT b— MCED S TET (1~255) , FHLIZA—hOF 74
NEDT RI=A RN =T 4T T4 AX AT TT,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — b L AHBREEDOL AL [HEEYE (Autoconfiguration) 1T = v 7 7R v
g AEA AN LET,

) [OK]Z27 Vw7 LET,
ATY TS5 [R1FE (Save) 1227V v LET,

DHCP H—/\MDEX7E

27547 NCDHCP ZH L CFIDV S IP Y RLAZEET A L 51T 55415, DHCP
=N/ LET,

FIE

AT9 1 [TINA R (Devices) | >[T/31 REHE (DeviceManagement) | #®INL, T34 AD &7
Uy 27 LET,

AT v 72 [DHCP]>[DHCPH—/\ (DHCP Server) | Z#R L £,

ATY T3 [H—/\ (Server) 1=V T, [0 (Add) |27 Vv 27 LT, ROA TV a 2R ELET,
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B 7o 1rr—roem

Add Server ? X
Interface* inside w7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

(M #—T7xAA (Interface) |: KRy T XTI YR INHA L E—T 2 A AZFINLE
R

«[7 KL 27—/ (Address Pool) ]: DHCP — "REAT 5 IP 7 KL ADHK FLH Bk
RO O#EPAZRELET, IP7 FLAOHFHIT, BIRL2A X —T A ZLFETY
Tx oy b EIFIETAHERHY, A VX —T A ZAAHDIP T RLAZEHHZ LI
TEEEA,

« [DHCPH— "% %029 % (Enable DHCP Server) | : i#R L7+ > ¥ —7 = A A @ DHCP
P—=RERAMZLET,

ATy T4 [OK]Z27 V7 LET,
ATY TS5 [R1F (Save) 1227V v LET,

FI74ILMIL— FDIEM

F T F I b — MIEHE ., INA B —T A ANSBETRERT v S A N —LL— & &R
LR LET, SMBA v % —7 = A AIZDHCP - T 2561X. 75 AR$TIZT 74 /L b
N—REZELTWAHAEMENRH Y £3, FEITL— N EBMT20ERHL5LH1E. ROT
IlB% 34T LE 9, DHCPH— 67 7 4L bb— b &[G LTS ATE, [T/31 X (Devices) 1>
[T/34 REH (DeviceManagement) |>[JL—T 4 >4 (Routing) |>[RET 14 v IL—Ft
(Static Route) ] ~—? [IPv4)L— bk (IPv4 Routes) ] £7-1% [IPv6/L— k (IPv6 Routes) ]
T T NMCERESNET,

FIE

AT9T1 [T/IAA R (Devices) | > [T/ 14 REHE (DeviceManagement) | Z#RIR L, T/ ZAD %7
Vw7 LET,

RAT9 T2 [—T 4247 (Routing) |>[RE2 T4 vY)L— bk (Staticroute) | Z&R L, [b— hZEEM
(Addroute) J#7 Vv Z7 LT, ROLHIIZHEELET,
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Fornti—roen [

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v

Available Network (5 & Selected Network

E.._° Search | == any-ipv4 &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

[ZAT (Type) 1: BT DHAZT 47— DX A TG T T, [IPv4] F 721X [IPv6]
FTFariRFE U EI VI LET,

e[ H—T x4 A (Interface) |: HIA v H—T = A A&EIR L E3, @FEIIINHA
H—T A ATT,

« MEFABE2 R v F U —2 (Available Network) ]: IPv4 5 7 /L b /L— h DEEIT
[any-ipv4], IPv6 T 7 A+ /L h/L— K DA [any-ipv6] Z 3R L 97,

*[F—F7U A (Gateway) ] £72IL[IPv67 — F 7 =1 (IPv6 Gateway) ]: ZD/L— F DX
JANRYy T THLT— bV 2 AN—F 2 ANELITRRLES, IPT FLAELITIXR Y
NTD—=Z/RANFT V27 NEBETEET,

[ARU w27 (Metric) ]: %55y N =27 ~DkR vy FO¥ZE AT LET, ARMEOH
X1 ~255T, 74/ MEIZ1TT,

AT9F3I [OK] %7 U7 LET,
N BART 4 I — T =T VBEMENET,
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B wozz

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence Deploy % System Help v admin v
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
1089520 You have unsaved changes B Save Q Cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Interfaces Inline Sets DHCP
OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [{#fFE (Save) 127V w7 LET,

— XA 72 NAT L—/L Tk, NET RV AZANEHA v X —T = ADIP T RLADKR— MNIE
Bl EdT, ZOFATONATL—ILDZ bZ AL HZ—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/314 R (Devices) |>[NAT] %27 U 27 L, [#LLAKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RATw T2 KN v—ZARTEMT, R —%2EHT 7354 A&V, [fR1F (Save) 1227 U v L
£
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NAT D& E .

MNew Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

521192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AU =R EMCIZBEMENET, IERE, N = — A ZBMT 508 H Y £7,

ATv T3 [—n?EM (AddRule) 1227 VU v LET,
[NAT/L—/LDiENI (AddNAT Rule) | ¥ A 70V Ry 7 ANFKRINET,

ATy T4 EARLV—NDOF T g ZHELET,

Add NAT Rule
MNAT Rule: Auto NAT Rule hd
Type: Dynamic hd

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&IR L £,
o [# A7 (Type) ]:[#AFIv7 (Dynamic) | Z&EIR L FET,
AT TS A H—TxA A4 7= b (Interface objects) | 2— T, [HHAGERA X —T =1 A

F 7Y x 7 & (Available Interface Objects) | fEIKMN D [FB806A v H¥—T = A AF TV =7 b
(Destination Interface Objects) ] fEIBIZAME Y — 2 2B L £,
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B wozz

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| _}, Search by name | ei‘outside zone ]
u:—.i‘inside zone
moutside_zone | Add to
¥ Source
Add to |
Destination |
QK | | Cancel
= ; AP i L
ATvT6 [£H: (Translation) | X—T T, ROA v araFELET,
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic v

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Translated Source: Destination Interface IP

Original Source:*

Original Port: TCP

« [JEDiE(EJC (OriginalSource) |1: 227 Y w7 LT, #XTCDIPv4 b7 7 4 7 (0.0.0.0/0)
DFAYy NI—IF 7=y bEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Cancel |

| Save

HEINAT V— L idA 7 V=7 NEZRO—#E L TNAT ZBINT 5720, VAT
LAEFZD any-ipvd 47 =7 b EFHATHIZ EIETEERA, 2. VAT AE
BOF TV NeiRETDHZEITTEEEA,

GE)
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7oezsimnzE [

o [ D E(E T (Translated Source) | : [#E551 > % — 7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATwT1 [IR1E (Save) 1227V v 27 LCL—LZBMLET,
L=V’ Jb— b (Rules) | 7 — 7 WAERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence Deploy % System Helpv adminv

Device Management = NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ € cancel
[ Po
B Fiiter by Device @  AddRule :
[s \ \
# Direction Tyl ‘Source Destinati Or 1} Original 1] Original 1} Translated Translated Translated Opti
erface Objects rface Objects rees estinati Services  Sources  Destinaions  Servi ices
v n
* au
»  Dymamic @ & al-ip @ Inte @ &

ATY T8 NAT X—TU T [RfFE (Save) |27 U v 7 LTEREEZREFELET,

792 RHHDBTE

FTDv % FMC IZ8Ek LT & X2, EAD[TXTONT 7 4 v 7 %717 (Blockalltraffic) ]
TR arta— R —FERLTEGEIE. TN AZEMT D NT T 4 v 7 &R
THEOIZHRY ==V EBMTI2LENHY £9, WROFNETIL, NE — 2 MBI
V= ~DNTT 4 T EHFATHAL—IEBIMLET, M2y =R 25EE. )
Xy NI—=I~D T T4y 7 HFAITHL—NEZBIMLTIEIN,

FVmEREXF 2V TAREENV—NVERET DHAE. FMC ORENA FE2ZRL T2
0,

FIE
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