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Z DI A RTIE. Secure Firewall ASA & Secure Firewall Threat Defense ([H Firepower Threat
Defense) [EIDFA A—IAbDTE, BIOH LA A — /38— 5 %] L7z Threat Defense
DFA A =MD FIEIZOWTHHALET, ZOHETT v 77 b — NEFEZ2 Y | Threat
Defense % T HIIRFDT 7 4 /0 MREEBICE L E T, ASA Off A XA —I{KIC OV TIE, ASA
DA BNEDORETA REBR L TLEE N, ZOHA RTHE, ASADFHA A —I1hici
BoOFEEBHTEET,

HR— b ARODETIL

ASA Y7 b U =7 7L ThreatDefense ¥ 7 b7 = 7 ODWTnzEH AR — T HET VI, K
D ERY TT, ASAFE I N ThreatDefense 73— g > DH7R— MOV TIL, [ASA compatibility
guidel]] F721% [Cisco Secure Firewall Threat Defense A0 A K] 2S5 L T 7ZE0,

* Firepower 1000

* Firepower 2100

* Cisco Secure Firewall 3100
* Cisco Secure Firewall 4200
» ISA 3000

* ASA 5506-X, 5506W-X, 3L T5506H-X (Threat Defense 6.2.3 LART, ASA 9.16 LLA()
« ASA 5508-X (Threat Defense 7.0 LLET, ASA 9.16 LLA()

+ ASA 5512-X (Threat Defense 6.2.3 LAfil, ASA 9.12 LART)

+ ASA 5515-X (Threat Defense 6.4 LLRi, ASA 9.12 LLRi)

* ASA 5516-X (Threat Defense 7.0 LLR(l, ASA 9.16 LLAi[)

+ ASA 5525-X (Threat Defense 6.6 LLRij, ASA 9.14 LLF()

+ ASA 5545-X (Threat Defense 6.6 LLRij, ASA 9.14 LLA()

« ASA 5555-X (Threat Defense 6.6 LLRi]. ASA 9.14 LLR(T)
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. Firepower & 7= (3 Cisco Secure Firewall DFE A £ —2 1k

A\

(GE)  Firepower 4100 3 £ 19300 T% . ASA F721d Threat Defense DWW F 0z aAR— kL E T35,
IHDEGET NA AL LTA A b= ERTHES, FHIC OV T, FXOS O A
FaZRBRLTI7ZEV,

A\

GE)  ASA 5512-X ~ 5555-X @ Threat Defense OH&E. > Aad Vv KR A5 —k RIA4 7
(SSD) ZZFHEETHZMENH D 7, FEMIZ OV TIX, ASA5500-X DN— R =7 HA K&
ZILTLZEV, ASA DB AL, ASAFirePOWER £ ¥ = — /L Z{li[9 25 72012 SSD 28
T (ASA 5506-X, 5508-X, 352 N5516-X (21% SSD AHEAETT)

Firepower & 7= (& Cisco Secure Firewall DFH A A — 1t

Firepower 3 X O Cisco Secure Firewall €7 /Lid, BB T 205 £721XASA Y 7 b o =7
OWTNNEYFR— N LET,

V7Y =TOFYrr—F (2°=Y)

» ASA—Threat Defense : Firepower & 72 (% Cisco Secure Firewall (5 ~—1)

» ASA—Threat Defense : Firepower 2100 77 v h 7 4 —AFE— R (9 ~—)
» Threat Defense—ASA : Firepower & 721% Cisco Secure Firewall (13 ~~—2)

« Threat Defense—Threat Defense : Firepower % 72 1% Cisco Secure Firewall (3100 ZFr<) (17
)

* Threat Defense— Threat Defense : Cisco Secure Firewall 3100 (17 ~2—3)

YI2b+bkozT7DAIA—FK
Threat Defense ¥ 7 bV = 7 F721ZASA VY 7 b =T 2 AFLET,

Y

GE)  Ciscocom D 7 A U BLOY AT —ERAZHNNETY,
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3 1:Threat Defense M) 7 k=7

votyzrosgsra—F |

Threat Defense €5 /L

Ao O— FOGAE

Nolr—o

Firepower 1000

Z MG © https://www.cisco.com/go/ftd-software

Threat Defense package

fifF L T\ % &7 /L > [Firepower Threat Defense
Software] > /N— 3 U OJEIZERIN L 97,

Ny lr =N, cisco-ftd-fplk.7.4.1-172SPA
REDT 7 ANAPMTT HENTWET,

Firepower 2100

Z:BRSE ¢ https://www.cisco.com/go/ftd-software

Threat Defense package

il L Cu% &7 /L > [Firepower Threat Defense
Software] > /N—7 3  DIEIZEIN L E 7,

X =X, cisco-ftd-fp2k.7.4.1-172SPA
REDT 7 ANLPMTT HERTHET,

Cisco Secure Firewall 3100

ZHRJG : https://www.cisco.com/go/ftd-software

Threat Defense package

i F L T\ % & T /L > [Firepower Threat Defense
Software] > /X— 3 V DNEIZEIR L £,

¢ 73 LIRE - RN =TT
Cisco FTD SSP FP3K. Upgrade-74.1-172shRELtar
DX I T 7 ANEBPTNTNET,

$ 72 RNy =R, ROLIRT 7
ANZBPFTENTWET
cisco-ftd-fp3k.7.2.6-127.SPA,

Cisco Secure Firewall 4200

Z: IR ¢ https://www.cisco.com/go/ftd-software

Threat Defense package

] L Cu% &7 /L > [Firepower Threat Defense
Software] > /N—7 3 V DOIAEIZEIN L E 7,

I =TI,
Cisco_Secure FW_TD 4200-7.4.1-172.sh.REL.tar
DEIBRT 7 ANBRONTNET,
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ASA ETIL

S92 0— KOS

Nor—o

Firepower 1000

S
https://www.cisco.com/go/asa-firepower-sw

ASA /Ny —

fifEF L C\ 5T )L > [Adaptive Security
Appliance (ASA) Software] > /N\—3 = V' DJIRIC
EIRLET,

Ny lr =2, ROE D7 7 A VAR
fFironTnEd
cisco-asa-fp1k.9.20.2.2.5PA, T D/ X r—
IZIZ ASA & ASDM BEENTWET,

ASDM Y I b7 (7 FoL—FK)

BITED ASDM F 721 ASA CLI % > T ASDM
DLFEDNN—2 g N T v T T L— R4 5|
1L, A L TW5ET /L > [Adaptive Security

Appliance (ASA) Device Manager] > /73— 3 >
DNEIZZIR L E9,

ASDM V7 N7 =7 D7 7 A MZIE
asdm-7202.bin @ X 5 A IR VTV ET,

Firepower 2100

S
https://www.cisco.com/go/asa-firepower-sw

ASA NNy —

i LT\ 55 /L > [Adaptive Security
Appliance (ASA) Software] > 73— =  DJIEIZ
BIRLET,

N lr—VIE, ROX D7 7 A NAR
fHFeinTnET :
cisco-asa-fp2k.9.20.2.2.5PA, Z DXy Fr—
121X, ASA. ASDM, FXOS. ¥ X Secure
Firewall Chassis Manager (IH Firepower Chassis
Manager) 25 £V TWET,

ASDM VI b9 x7 (FyvFo9L—FK)

BIfED ASDM F 721X ASA CLI % fii > C ASDM
DLBED N N—=T 2 T v 77 L— KT3I
I, fEH L TW5ET /L >[Adaptive Security
Appliance (ASA) Device Manager] > 73— 3 >
DNEIZERN L £,

ASDM V7 N7 =7 D7 7 A MZIE
asdm-7202.bin D X 9 724 7 CunET,
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ASA—Threat Defense : Firepower & 7= (& Cisco Secure Firewall .

ASA ETIL

Ay 0— FDIEF

Nor—o

Cisco Secure Firewall 3100

Z M . https://cisco.com/go/asa-secure-firewall-sw
B

ASA Ny —

i LT\ 55 /L > [Adaptive Security
Appliance (ASA) Software] > 73— =  DJIEIZ
BIRL £,

N =V, RO XD 7RT 7 A NVAD
fHFoinTnET :
cisco-asa-fp3k.9.20.2.2.SPA, Z DXy —
IZIZ ASA & ASDM A EENTWET,

ASDM VI b9z 7 (7T L—K)

B(ED ASDM 71X ASA CLI % fif > C ASDM
DUBEDAN— g T v 77— R 5|
%, M LTV 5AHET /L > [Adaptive Security

Appliance (ASA) Device Manager] > /3—3 3 >
DNEICEIR L FE T,

ASDM V7 N =7 D7 7 A VIZIX
asdm-7202.bin D X 9 724w CunET,

Cisco Secure Firewall 4200
==X

P& . https://cisco.com/go/asa-secure-firewall-sw
B

ASA IRy Hr—o

flifl L T % E 7 /L > [Adaptive Security
Appliance (ASA) Software] > 73— 5  DIJIAIC
BIRL X7,

R lr =%, ROL 727 7 A VAN
fFiF s TnET
cisco-asa-fp4200.9.20.2.2.SPA, Z D/ r—
VITIZ ASA & ASDM & FENTWET,

ASDM Y2 b9 x7 (FyvF5L—F)

HBIfED ASDM F 7213 ASA CLI % > T ASDM
DLNEDNN—2 g T v F 7 L— R4 512
I%. fH LT\ 5ET /L > [Adaptive Security

Appliance (ASA) Device Manager] > /73— 3 >
DINEIZEAR L FE T,

ASDM V7 N7 =7 D7 7 A VITIX
asdm-7202.bin @ X 5 22 A IRV TWET,

ASA—Threat Defense : Firepower & 7= [ Cisco Secure Firewall

ZDH AT TIX, ASA V7 NU =T )b Threat Defense 4 A — Y & REIT25 Z LI2 K- T,
ASA 75 Threat Defense (Z Firepower ¥ 7213 Cisco Secure Firewall 7 /3 A A & A A — AL T&
i—a‘o

188 BRI

« 7w a— KT B4 A=V FTP, HTTP(S), SCP. SMB., F7-i% TFTP H—/\—7n,
EXT2/3/4 %7213 VFAT/FAT32 CT7 +—~ v F&1172 USB RI 4 7 T mfieCh 2 = &

R L £,
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. ASA—Threat Defense : Firepower & 7= (& Cisco Secure Firewall

\}

GE)  ASAITEBAZREEEALT A B ANRNES (28 21, &L T
WRWES) X, SCPRoHTTPS £ XDt X727 n halLsk
HHCTEEEA,

CASAA VA =T 2 A AN L TH— N~ |ZHETEDLLEHRLTLIEEN, T 741
FRTBIZIIRONEBENEGEENFET,

* Ethernet 1/2 : 192.168.1.1

* Management 1/1—Firepower 1010 : 192.168.45.1 ; ZDMOET /L : DHCP B LT 7 +
Jb hb—k

* Ethernet 1/1 : DHCP 3 X OYF 7 4 /L hL— |
configure factory-default =~ > K% f#H L C, Management 1/1 (Firepower 1010) F72/%

Ethernet 172 (ZDMDET V) OFIIP 7T RLAEZRETHZ L TEEd, L— %
J|ETBHITIT, route =~ REZRB LT &0,

(Firepower 2100) 9.12 LI TlE, T v F 74— LT — ROHLEMHATE £, 9.13 L
BeClX, 77 I9A TV AE—RBRT 74NV NTT, 779 b 74 —LF—RDT A A%
GI3LIRICT v 77 L —FRT5 L, ASAIZT 7y b 74 —LE—FROEFICRY FT,

F— F&MER9 5121 . ASA CLI Tshowfxosmode =2~ R&EfEHA L £4, fhoeF /L
X7 7 I7AT VAE— ROHLETR—NLET,

7Ty N7 A —LF— RO ASA DD LA TE, FXOS ZEH L TA A=V % F{ERT
PENH Y £9, [TASA—Threat Defense : Firepower 2100 77 v b 7 +—ALF— R (9
N—=) ] ZZRLTLEE N,

(Cisco Secure Firewall 3100) Cisco Secure Firewall 3100 'C ASA 7> 5 Threat Defense 7.3 LARKE

ZFFA A=V bEAT HI2IE, BHINCASAZ 919 LUIRRICT v 77 L— R LT, 7.3 THAZ
NIEFT LA A=V 2 A TP R— 925 K5 IZROMMON D= g & BT 5005
Nd 0 9, [ASA upgrade guide] 22 L T 7ZE0,

FIE

2T w1 ASACLLIC#H: LE T,

ATw 72 ASACLVASDM £7-13A~— K VY7 NT =7 S4BT == ZAv—hK V7
FY =T TABL LT B —N—D ASA DB ATRR L £,

license smart deregister

1 -

ciscoasa# license smart deregister
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ATvT3

ATy T4

ASA—Threat Defense : Firepower & 7= (& Cisco Secure Firewall .

Threat Defense f A— % 7T v 2 AFVICAF T a—RKLET, ZOFETIZFTP 2 v°—
R LET,

copy ftp://[[user @]server[/path]/ftd_image name diskn:/[path/]ftd_image name

USB KT A4 7 &EHT HI21E, diskl/ #ELET, 7272, disk2:// Z#H 9 % Firepower
2100 13pRE £97,

i :
Firepower 2100

ciscoasa# copy ftp://dwinchester@l10.1.1.1/cisco-ftd-fp2k.7.4.1-172.SPA
diskO:/cisco-ftd-fp2k.7.4.1-172.SPA

1 -
Cisco Secure Firewall 3100

ciscoasa# copy ftp://dwinchester@10.1.1.1/Cisco FTD SSP FP3K Upgrade-7.4.1-172.sh.REL.tar
disk0:/Cisco FTD SSP FP3K Upgrade-7.4.1-172.sh.REL.tar

Threat Defense 4 A —3 (HjZT vy 7a—RLibo) 2E#hLEd,
a) Zue— L ar 74 Xal—varE—RIT7EALET,
configureterminal

i

ciscoasa# configure terminal
ciscoasa (config) #

b) RESNTWDBEDT — b A A=Y BNIFELTVWAEE, ZNEFrLET,
show running-config boot system

REIZbootsystem =< > RBFELARWIEENH D Z LICHEE LTS, =& 23,
ROMMONMNBITEDASAA A—V% A4 VA R—=)L LTEEE, FTILWLWT A 20D 54,
o~ FEFEICTHIR LGSR X T,

&1

ciscoasa (config)# show running-config boot system
boot system diskO:/cisco-asa-fplk.9.20.2.2.SPA

c) bootsystem =~ RBREINTWELELEEIL, HILWIT— MM A—VEANTEL LI
o< FNEHIBELES,

no boot system diskn:/[path/]asa_image name
boot system =1~ RRRE SN TWAWEAILX., ZOFIEAAX Yy 7 LET,
1 -
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. ASA—Threat Defense : Firepower & 7= (& Cisco Secure Firewall

d)

ciscoasa (config)# no boot system disk0O:/cisco-asa-fplk.9.20.2.2.SPA

Threat Defense { A — & E L £7,
boot system diskn:/[path/]ftd_image name
Jr— 55T RkRO6NET,

&1
Cisco Secure Firewall 3100

ciscoasa(config)# boot system disk0O:/Cisco FTD SSP FP3K Upgrade-7.4.1-172.sh.REL.tar

fxos set boot system image(filename: Cisco FTD_SSP_FP3K Upgrade-7.4.1-172.sh.REL.tar)
fxos_get current bundle version(instance 41)
The system is currently installed with security software package 9.20.2.2, which has:

- The platform version: 2.14.1.131
- The CSP (asa) version: 9.20.2.2
Preparing new image for install...
| T I O O

Image download complete (Successful unpack the image).
Attention:
If you proceed the system will be re-imaged and reboot automatically.
All existing configuration will be lost and the default configuration applied.
Do you want to proceed? [confirm]
Finalizing image install process...

Installation succeeded.

11
Firepower 2100

ciscoasa (config) # boot system diskO:/cisco-ftd-fp2k.7.4.1-172.SPA

fxos set boot system image (filename: cisco-ftd-fp2k.7.4.1-172.SPA)
fxos get current bundle version(instance 41)
The system is currently installed with security software package 9.20.2.2, which has:

- The platform version: 2.14.1.131
- The CSP (asa) version: 9.20.2.2

Preparing new image for install...
EEEEEEEEEE RN

Image download complete (Successful unpack the image) .
Attention:
If you proceed the system will be re-imaged and reboot automatically.
All existing configuration will be lost and the default configuration applied.
Do you want to proceed? [confirm]
Finalizing image install process...

Installation succeeded.

ATYTE Uy —UNEHEERTASETHELET,
FXOS DN Fon S E 2%, Threat Defense BFE R IN D £ THOMLERH Y £,
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ASA—Threat Defense : Firepower2100 75 & k 7+ —LE—F .

TIYr—varyPNREBL, 77—y a s cEikit 5 & EULA ICRE L, CLI THIMI%
EZFATT DL IITROBIET, Secure Firewall Device Manager (IH Firepower Device Manager)

% 721% Secure Firewall Management Center (IH Firepower Management Center) VN 417 % i
LTS AEEHRTEET, By M7 v &L, http://www.cisco.com/go/ftd-asa-quick

TIHEHOETN LR =YD I A v 7 AX—K A FREZRLTLITEEN,

1 -

[...]

KKK KKKK KKK KK Attention KKK K KKK KK

Initializing the configuration database. Depending on available
system resources (CPU, memory, and disk), this may take 30 minutes

or more to complete.

KKK KKK KKK KKK Attention KKK KKK KKK

Executing SO09database-init
Executing Slldatabase-populate

Cisco FPR Series Security Appliance

firepower login: admin

Password:

Successful login attempts for user 'admin' : 1

Copyright 2004-2024, Cisco and/or its affiliates.

[...]

User enable 1 logged in to firepower
Logins over the last 1 days: 1.
Failed logins since the last login: O.

Type help or '?' for a list of available commands.

firepower>
firepower# connect ftd
You must accept the EULA to continue.

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

[...1]

ASA—Threat Defense : Firepower2100 75 h 7+ —LE—F

All rights reserved.

OK ]

ZDE A TIE, T v b7 4 —L5F— KD Firepower 2100 % B9 5 Pl (IZHA A —

AT LN TEETS,

\}

GE) ZoOFIEEZEITTHE, FXOS FHE AU — N Admin123i2V vy h&h x4,

4R8O HREIIC

« ZOFNETIZ, FXOSCLI 2R T2 MLERH Y 7,

CODRUEITIE, 77 v b 74 —LT— FDLEMHATEET, O.13LETIE, 777947
VAE—RWNTFTIHININTT, T N T+ —AET— ROTF A RAE 13T v 7
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. ASA—Threat Defense : Firepower2100 75 v k 7+ —LE—F

FIE

&R

ATy T2

ATvT3

RATv74

L—R325L, ASAIZT Ty b7 4—2F—FROFEFIZARY F£9, ASA CLI T show fxos
mode =~ RZMH LT, 9.13 IEDOE— R2HEZR L £7,

TTIAT UV AET—FRDASANSDHHE. TNHDOFX0S a~ > RIZT7T 78 A 452 &
IXTEER A, BIBICKT D5E ~DOF A A —{kiZ ASAOS TiThivE7d, ASA—Threat
Defense : Firepower ¥ 721% Cisco Secure Firewall (5 X—) &ML T30,

7 w7 a— K954 A—H FXOS Management 1/1 A > % —7 = A ATEEHGE S LTV D FTP,
SCP. SFTP. F72i% TFTP $— X—0>, EXT2/3/4 £721% VFAT/FAT32 CT7 x+—~ v h &1 7=
USB RIA T CHATEDZ L 2R LET,

FXOS Management 1/1 D IP 7 R L A Z B E 72 13ZL 3 5H121E,  [Cisco Firepower 2100 Getting
Started Guide] ZZM L T2 &V,

ASA CL/ASDM /23 A~— K VY7 vy =T A48T H—_—inb Av—k V7T
FT =T TART T PR —D ASA DBERE R L £,

Ay Y= R— b L) £721X SSH DWWz LT, FXOS CLI % Management 1/1
A B =T AEHLE T, Y —LR— h TR 58 A1%, FXOSCLLICT <IcT
JEALET, FXOSRIZA L 7 LT vy Ve AJILET, 774/ hOx—HF—%(Ladmin
T, T 74N FO/SAT— KX Admin123 T,

SSHZ#fEH L TASAEHIP 7 KL R ZEERT 25613, FXOSIZT 7 & A3 57212 connect
fxos E AT LET, £/, FXOSEHIP 7 RL AICEBESSH BT 22 &b TEX £,

Ty —NIRNw =R a— R LET,
a) 77 —ALvu=T F—REANLET,
scope firmware

1 :

firepower-2110# scope firmware
firepower-2110 /firmware#

b) Ny r—vEFyrua—RFLET,

download image url

RONTNPEHA L TA R —1F2577A4/0D URL ZHE L £,
« ftp://username@server/[ path/limage_name
* scp:/lusername@server/[path/]image_name
» sftp://username@server/[path/]limage_name
« tftp://server[:port]/[path/]image_name
* UsbA:/path/filename
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<)

ASA—Threat Defense : Firepower2100 75 & k 7+ —LE—F .

1 :

firepower-2110 /firmware # download image
scp://admin@10.88.29.181/cisco-ftd-fp2k.7.4.1-172.SPA

Password:

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

Froa—RFatrrE=F—L%FT,
show download-task
5 -

firepower-2110 /firmware # show download

Download task:
File Name Protocol Server Port Userid State
cisco-ftd-fp2k.7.4.1-172.SPA
Scp 10.122.84.45 0 admin Downloading
firepower-2110 /firmware #

ATYTS HLnSyr—yoFyra— RRRET ([(FUra— REh (Downloaded) ] OKRE) L7

5.
a)

b)

Ny r—YriE#LET,
LWy r—=VDON—=Va rFgaFrl, 2 —LET,

show package

i -

firepower-2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.20.2.2.SPA 9.20.2.2
cisco-ftd-fp2k.7.4.1-172.SPA 7.4.1-172

firepower-2110 /firmware #

W=V A VA=V LET,
AR ZOFIETHREZHELET,
scope auto-install

install security-pack version version

show package ® {77 C, security-pack version %5 @ Package-Versfiiz = &' — L £,
VX —UIEFA A=V A A=A L, BEBILET, 20Tt RTINS 200D
BRHY ET,
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. ASA—Threat Defense : Firepower2100 75 v k 7+ —LE—F

GE) RO T —NERENTZHRIT. N r—0R—=2 g 0Tl Nubr—I0
ZEIDATI STV D RIREMERH V F 57,

Invalid software pack
Please contact technical support for help

51

firepower 2110 /firmware # scope auto-install
firepower-2110 /firmware/auto-install # install security-pack version 7.4.1-172

The system is currently installed with security software package 9.20.2.2, which has:

- The platform version: 2.14.1.131
- The CSP (asa) version: 9.20.2.2
If you proceed with the upgrade 7.4.1-172, it will do the following:
- upgrade to the new platform version 2.14.1.131
- reimage the system from CSP asa version 9.20.2.2 to the CSP ftd version 7.4.1-172

Do you want to proceed ? (yes/no): yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no): yes

Triggered the install of software package version 7.4.1-172
Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
firepower-2110 /firmware/auto-install #

ATYT6 Uy —UNEHEESTHETHELET,
FXOS Wi ANCEEE) L 323, BRI xtT 200 45 £ TROMERH Y 77,

TV r—varyBEBHL, TSYr—va UICE#RT 5 L, EULA IZ[FE L, CLI THIHIER
ExEFITTDHEIITKRDHIET, Device Manager ¥ 72 1% Management Center % ffi [ L C7 /N
AREBERTEET, By N7 v FICH#ETRITIE, http://www.cisco.com/go/ftd-asa-quick T Z 1 ]
DETNESR—=TXDIA v AZ— K A RESRL T I,

1 -

[...]

kkkkkkkkkkk* Attention *¥*xkxkxkkx

Initializing the configuration database. Depending on available
system resources (CPU, memory, and disk), this may take 30 minutes
or more to complete.

kkkkkkkkkkk* Attention **xkxkxkkxk
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Executing S09database-init [ OK ]
Executing Slldatabase-populate

Cisco FPR Series Security Appliance

firepower login: admin

Password:

Successful login attempts for user 'admin' : 1

Copyright 2004-2024, Cisco and/or its affiliates. All rights reserved.
[...]

User enable 1 logged in to firepower

Logins over the last 1 days: 1.

Failed logins since the last login: O.

Type help or '?' for a list of available commands.
firepower>

firepower# connect ftd

You must accept the EULA to continue.

Please enter 'YES' or press <ENTER> to AGREE to the EULA:
[...]

Threat Defense—ASA : Firepower & 7= (X Cisco Secure Firewall

Z DX A TIL, Firepower % 721 Cisco Secure Firewall 7 /34 A % Threat Defense 7>5 ASA |Z
A A=A TE £, Firepower 2100 D7 7 4 /L F TlX, ASA LT /747 AE—RT
To BAA—VLIZRIT, 7Ty b 74— L E— RIZEETEET,

\}

GE) ZoOFIEEZZFEITTHE, FXOS FHE AU — N Admin123i2V vy h&h x4,

FIE

ATY TN 7y 7 r— K954 A~ Management 1/1 A > ¥ —7 = A A, F 721 Cisco Secure Firewall
4200 D35A 1L Management 1/1 F 7213 1/2 (IZHEE S 40TV 5 FTP, HTTP(S). SCP, SFTP, 7=
X TFTP Y—/3—2>, EXT2/3/4 ¥ 7213 VFAT/FAT32 T7 4 —~ v h &N/ USB K7 A 7 Cffi
AT LR LET,

Management A > ¥ — 7 = A AREDFEMZOWTIX,  [Cisco Secure Firewall Threat Defense =
~ KU 77 LA T Threat Defense @ show network =~ > K35 J. U configure network =
~V REZRLTIZIN,

AT 72 Threat Defense DT A & A &R L £,

« Management Center 7> 5 Threat Defense % & HL L T\ 5841, 7 /34 A % Management
Center 7" HHIFR L £97,

* Device Manager % fi#i | L C Threat Defense & 2E L T\ A5 1%, £7. Device Manager
FRFAS— YT Ny =T TA BT =D T NG, Av— K Y7 b
VT FARV T = N—DT A RAEBERR L TLIEI 0,
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ATvT3

ATvT4

ay Y —)LR— b (#HELE) F7/2E SSH OWF Nz LT, FXOS CLI % Management - >
B —T oA ATEERH LET, 2V — /L R— FTERT25A1E. FXOSCLIIZTIZT 7 &
ALET, FXOSRTA v Z VLT oYy VvaE AN LET, 77440 hO2—H—4 1% admin
T, T 74/ O RAT— Kt Adminl123 T,

SSH % ] L T Threat Defense FELIP 7 N L X |\ZHk4 B4 13. FXOSIZT7 7245470
IZ connect fxos & A L £,

Vr—UINRNy =V EF Ty m— NLET,
a) 77r—ALUxT E— R ANLET,
scope firmware

&1

firepower-2110# scope firmware
firepower-2110 /firmware#

b) Ny r—vEFyE—RLET,
download image url
ROWVWFTNPEHH LTS > RN— 4577 A/LD URL ZfEL £,
« ftp://username@server/[ path/limage_name
« http://username@server/[path/]image_name
* https://username@server/[ path/]image_name
* scp://username@ser ver /[ path/limage_name
« sftp://username@server/[path/]image_name
- tftp://server[:port]/[path/]image_name

* uUsbA:/path/filename

1 -

firepower-2110 /firmware # download image
scp://admin@10.88.29.181/cisco-asa-fp2k.9.20.2.2.SPA

Password:
Please use the command 'show download-task' or 'show download-task detail' to check

download progress.
c) ¥vru—RKR7pkwReE=4—LFT,
show download-task
1 -

firepower-2110 /firmware # show download

Download task:
File Name Protocol Server Port Userid State
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Threat Defense—ASA : Firepower & 7= (& Cisco Secure Firewall .

cisco-asa-fp2k.9.20.2.2.SPA
Scp 10.122.84.45 0 admin Downloading
firepower-2110 /firmware #

AT s HLWWyr—UoFyra— RBRKET (¥ 7 ra— g (Downloaded) ] DIRAE) L7z

5.
a)

b)

Ny =B LET,
LNy = ONR=Va rFioaeRRl, a—LET,

show package

11

firepower-2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.20.2.2.SPA 9.20.2.2
cisco-ftd-fp2k.7.4.1-172.SPA 7.4.1-172

firepower-2110 /firmware #

Rolr—2k A VA M=V LET,
FE O OZOoOFIECTHREEMEELET,

scope auto-install

install security-pack version version

show package D77 C, security-pack version %5 @ Package-Versfiiz = ' — L £,
VX —VBA A=V EA ANV LTHESLET, Zo7rERX (Vur— KE2ET)
21K 30 325G o0 £,

GE) ROTT—=PRFRENTHET. Ny r—VONRN—=2a yTliEkl, Ny Fr—Yo
AHIAAT) SN TWD AR & D £,

Invalid software pack
Please contact technical support for help

1 -

firepower 2110 /firmware # scope auto-install
firepower-2110 /firmware/auto-install # install security-pack version 9.20.2.2

The system is currently installed with security software package 7.4.1-172, which
has:

- The platform version: 2.14.1.131

- The CSP (ftd) version: 7.4.1-172
If you proceed with the upgrade 9.20.2.2, it will do the following:

- upgrade to the new platform version 2.14.1.131

- reimage the system from CSP ftd version 7.4.1-172 to the CSP asa version 9.20.2.2

Do you want to proceed ? (yes/no): yes
This operation upgrades firmware and software on Security Platform Components

Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults
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(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no): yes

Triggered the install of software package version 9.20.2.2

Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
firepower-2110 /firmware/auto-install #

ATYT6 Uy —UNEEETHETHELET,
ASA913LIEE (FIAIGMTIETISAT7UoRE—FK)
ASA NS L7256, CLI T2 —H¥—EXECE— N7 7k A LE9,
% -

[...]
Attaching to ASA CLI
Type help or '?' for a list of available commands.
ciscoasa>

ASAQ12 LRI (FIAIMTIETSY b ITH—LE—F)
FXOS DI PNCEE L8, ASA DEENTA2FE THEOLENHY 3,

TV =y arnEgiL, 77U r—v g SR LTS, CLI T2 —Y—EXEC E£— KiZ
TrEALET,

B -

[...]
Cisco FPR Series Security Appliance
firepower-2110 login: admin
Password:

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2024, Cisco Systems, Inc. All rights reserved.
[...]

User enable 1 logged in to ciscoasa
Logins over the last 1 days: 1.

Failed logins since the last login: 0.
[press Enter to see the prompt below:]

firepower-2110# connect asa

Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
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ciscoasa>

Threat Defense—Threat Defense : Firepower & 7=(J Cisco Secure Firewall

Cisco Secure Firewall 3100 D& DI, FA A — L IFIEITBREONN—V g ko TERY
F7,

Threat Defense—Threat Defense : Firepower & 7= (& Cisco Secure Firewall (3100 Zfx<)

IHNHDETFTIIL. T AE TIEHFEOT 7 40 s ORBEICHE TTT B T2 D DR ED D
EDDA A=V OEBICEDL ETHEELXVOFA A=kt LET,

FIE

ATY T FHAA—=VIEOFINEIZSWTIL,  [Troubleshooting Guide] &M L T 7Z& W,
AT T2 L=V arru— KT 55A1L.  [Reimage the System with a New Software Version] ¢
FIEAEH L £

HEICTEXRW, RRAT—FZ2 Uty hTE525O NI TN 2a—T 4 7120, OFA A —
A FHEEERALET,

Threat Defense—Threat Defense : Cisco Secure Firewall 3100

Cisco Secure Firewall 3100 (%, fREDHDIEENG A A—TVOEHL, T /5 A0 T HMEED
T 7 IV MIREE~DETICEDLFE T, SEFIFERLNVVTHA A—VLERELEd, HA
A =T ONTIE, B NN—T a KT A=V a S L TROA T v a v 2SR L TL
7230,

FIE

ATV TN 12~ADEA A—Dib, FRIETI3UBMNS 7T3UBADEA A —Jk : A A —I{LOFIEIC
DWW TIE,  [Troubleshooting Guides] ZZ ML TL 72 &0,

LW AR—=T g vEr— KT 5541E,  [Reimage the System with a New Software Version] @
FIEAAEH L £,

BEHCTEX7W, NAT—REZVEy hTH5RED NI TN a—T 4 o 7I20E, MOFA A —

N FEEER L ET,

ATFwT2 7TUT2HE T3LUBADEA A—J1E - 7.1/72 36 7.3 UUBE~DOEHA A —{bE21T 5 HE 1L,
BAINZ ASA9.19 LAREICFFA A — kA FAT LT D T3 LIEICHA A — k&2 1T 9O LERH Y
9,
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T3LETIZH LWEA DA AT 7 ANANEFEHLETR, ZOAL A= T 74 V5
T HI21%, FANZROMMON Z B L TEB MERH Y £9, TDD, T3LE~DFHA A —
A ZAT 9 BiIlC ASA 9.19 LIFE (V) ROMMON TH AR — F ERTWETA, —HI2H Ly
ROMMON ~7 v 77 L— RENET) IZHA A =2 FEITL T LERH D 9, @5
® ROMMON 7 v 75 —213H 0 A,

GE) 7.1/72 076 73 LUFE~IZ. @HEDOFIETT v 77 1L — K T&%d, ROMMON (X, =D
Ty —RFatRA0—RBELTESINET,

a) Threat Defense 7> ASA 9.19 LIBE~FFA A — b Z1TU\ £ 9, Threat Defense>ASA :
Firepower F 721% Cisco Secure Firewall (13 X—) ZZBL T LI,

b) ASA >5 Threat Defense 7.3 LARE~FFA A — AL & 1T\ £ J, ASA—Threat Defense : Firepower
% 721% Cisco Secure Firewall (5 <—3) Z#ZMHLTI7ZE0,

ASA—ASA : Firepower &5 & U Cisco Secure Firewall

T—=h Ty TORMBE NI TN a—T 4L, SNAT— ROREIEEZFTTHITIE. ASAD
HAA=ERLEIZRDEERH Y £, @HOT v 77 L — FTiE, HA4 A =2 FT
TOHLETHY FHA,

FIE

ATY T FHAA—=VEOFINEIZOWTIL,  [Troubleshooting Guide] &M L T 7Z& 0,

RTVT2 LW T Ry =2T A A—T%kr— RT5100E, A A= TiE72 < [ASA Upgrade Guide]
ESRLTLIESN,

ASA 5500-x E =X ISA3000 DEA A —T1k

ASA 5500-X > U — XFE 721X ISA 3000 > U — XDEF )LD X, Threat Defense VY 7 7 =
TEASA YT b= TOWWTNNEYR—FLET,

s B — )L IR—F T A (19 =)
VT RT 2T DA T a— K (19 2—)

«ROMMON A A —2D7 v 77 L— R (ASA5506-X. 5508-X. 5516-X. 33 TVISA 3000)
(23 ~—)

« ASA—Threat Defense : ASA 5500-X £ 7-1% ISA 3000 (25 ~<—<3°)
« Threat Defense —ASA : ASA 5500-X £7-1% ISA 3000 (32 ~<—<%°)

» Threat Defense —Threat Defense : ASA 5500-X F 7213 ISA 3000 (44 ~=—)
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pEGaVY—L K-+ 7ot |

WELaOVY—ILIR— TR
BHAA—=MbZ2ETTAIC0L. ava—FE2ar ) —)LiR— MNMIERTAINENRH Y F9,

ASA 5512-X, 5515-X, 5525-X. 5545-X. BELU5555-X Tid, r— K =7 o8 71
USBEMW r — 7 WV EHEH L TR T D ERHHLERH Y £7, oET /MIZIX, I =USB
HATBarY—)L A= "B I TND720, I=USBYr—7 LV EliHTEET,
Windows Cl, software.cisco.com 705 USB 2 U 7/ KT A /XD A A h—)LBYEERGE )
HBOVET, ar V= R—hMF T a BLORT A ANEEEOFEMII OV T,
http://www.cisco.com/go/asa5500x-install T/~— R =7 A RESHRL T ZE0,

9600 R —, 85 —Z By b, RNUT 4L, 1AMy EY M, Zu—filfllzLICREENT
HA—3IF ) I —FE2FHLET,

VI rozT7OEoA—FR

Threat Defense 7 b7 =7 F7-1% ASA, ASDM. B L ASA FirePOWER ¥ =—/L Y 7 k
VT HZAFLET, ZTORF2 A FOFIEELFETTHITE, MIIF DY v— NHO TFTP
Y= R=Z VT N 2T HRET HILERHY £3, thoA A—1F, oA~ (HTTP,
FTP 72 &) OH%— b X uro— RTCEET, EMeY 7 T Ny r—vbd—n X
A 7IZONTIEL, FIRZZR LT EI 0,

GE)  Ciscocom D7 A U BIOV A2 —EAZHNMETT,

B ThreatDefense D7 — b A A=V LI RT AR =%, X—=Ta VBIOETVZEAT
T, T b7 —LWHY R T — P A AT AT A NN —URBHDH L EHERLE
T, 7= M AA—TEVAT AR T —VDOMICAR—ENHH &, 7— MNEENBAET S A
BEMERH D F9, —FHLARWESIE. FTLWS AT A RNy A= THWT — b A=)l
HaihvEd,
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3 3:Threat Defense M) 7 k=7

Threat Defense €5 /L

A rO— KOG

Nolr—o

ASA 5506-X. ASA

5508-X, B LU ASA
5516-X

http://www.cisco.com/go/asa-firepower-sw % 2 iR

LTLZENY,

GE) 77 ANBDOEEN sh D3y F
TrANVEFREINET, Ny TF
T oI L— K a2 T
L, ZORFa2 A N TIFFRBALE
A,

T—h A A=Y

ffiFl L T\ % &7 /L > [Firepower Threat Defense
Software] > /N—3 3 U OJEIZERIN L 97,

T—=hrARXA=TDT7 7 AT
ftd-boot-9.6.2.0.Ifbff D L 9 72 A4 RN T
b\iﬁ‘o

VATLYITRITTA VAR M=)LINYr—
:/\‘

fEFl L TV % &7 /L >[Firepower Threat Defense
Software] > /N—37 3 ' DOJAIZEN L E 7,

VATAY T NI 2T A A=y
= D7 7 A WVIZIX ftd-6.1.0-330.pkg D
O AT NTVES,

ASA 5512-X ~ ASA
5555-X

http://www.cisco.com/go/asa-firepower-sw % £ i

LTLZENY,

GE) 77 ANBDOEEN sh DRy F
Tr7ANVEERINET, NvTF
Ty T L—F 7 ak A ZonT
X, ZORFa2 A N TIFFRBALE
A,

T— bk A A=Y

ffiFl L T\ % &7 /L > [Firepower Threat Defense
Software] > /X—30 3 U DJEIZEIR L 77,

T—hARA=DT 7AW
ftd-boot-9.6.2.0.cdisk D X 9 22 L FIHF T
b\iﬁ‘o

VATLYITRITTA VAR M=)LINYr—
:/\‘

fEFl L TV %<& 7 /L >[Firepower Threat Defense
Software] > /N—3 3 U OJEIZEN L £,

VATA T 2T A A =)L Xy
T = D7 7 A M ftd-6.1.0-330.pkg D
£ RABID VTN ET,
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votyzrosgsra—F |

Threat Defense £ 7 /L Ay O— KOG Ny lr—2
ISA 3000 http://www.cisco.com/go/isa3000-softwareZ Z /i | () 7 7 A VA DREDS sh DNy F

LTL7ZENY,

TrANVERRINET, Ny F
T TL— K Fat Ao T
L, ZORFa2 A M TR LE
A,

T—h A A=

ffEFl L TV % &7 /L >[Firepower Threat Defense
Software] > /N—7 3 V DJEIZEIN L E 9,

T—h A RA—=DT 7 A4 U1
ftd-b0ot-9.9.2.0.I1fbff D k. 9 72 & RIAMFUNT
WE,

DRATLYITIERDTTA VAR M—=ILINyH—
:)

ffiFl L TV % &7 /L > [Firepower Threat Defense
Software] > /X—30 3 V DOJEIZEIR L £77,

VAT YT 2T A VA M=) Ry
r— 07 7 A M2 ftd-6.2.3-330.pkg D
£ RARTNFIWNTWET,

R4:ASAV T kT

ASAETIL

Ay r0— KOG

Nolr—o

ASA 5506-X. ASA
5508-X, B LU ASA
5516-X

http://www.cisco.com/go/asa-firepower-sw

ASA YT +H 7T
i LTV 5 E T /L > [Adaptive Security

Appliance (ASA) Software] > 73— = > DJIAIC
ERLET,

ASA Y7 N =T DT 7 A MIZiE
asa962-Ifbff-k8.SPA d X 9 e A4 HiH T
WET,

ASDM VI b7
M LT\ A E7 /L > [Adaptive Security

Appliance (ASA) Device Manager] > 73— 3 >
DIFIZEIR L £,

ASDM V7 N T =7 D7 7 A MIZIE
asdm-762.bin ® X 9 72 A HiHMPV TV E T,

RESTAPI Y7 box7

flil LT\ % E 7 /L > [Adaptive Security
Appliance REST API Plugin] > /3 — 5 > DJIA
(R L £

AP1 V7 o =T DT 7 A NI
asa-restapi-132-1fbff-k8.SPA ™ kX 9 724 Hij )
P TCuWEd, RESTAPI ZA > A h—/L
T 512k, T[APLZV A w7 AE— K JiA
K 2L TLEEN,

ROMmon Y7 o x7

T D7 /L > [ASA Rommon Software] >
N—=V a3 VOIEISERLET,

ROMMON VY7 7 =7 D7 7 A I)WIZIE
asa5500-firmware-1108.SPA @ X 5 72 £ Hij N
O ANEAE: 3
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ASA ETIL

Ao 0— FOGRT

Ny r—o

ASA 5512-X ~ ASA

http://www.cisco.com/go/asa-software

5555-X

ASAYT +ox7

ffEF LT 5 E T /L > [Software on Chassis] >
[Adaptive Security Appliance (ASA) Software] >

N— 3 VONRICERIN L E T,

ASA Y7 b =T DT 7 A M
asa962-smp-k8.bin ® KL 9 7244 Hi MU T
EJpe

ASDM Y7 k7

fEFI LT\ 5 E7 /L > [Software on Chassis] >
[Adaptive Security Appliance (ASA) Device

Manager] > /N—3 =2 U OJIEIZEIR LU E 5,

ASDM V7 N7 =7 D7 7 A MZiE
asdm-762.bin ® X 5 BRAFIB N TVET,

RESTAPI Y27 b7

il L CV»%E 7 /L > [Software on Chassis] >
[Adaptive Security Appliance REST API Plugin] >

N—= 5 VONEITEIR L ET,

AP1 V7 b =T D7 7 A NI
asa-restapi-132-Ifbff-k8.SPA @ X 9 724 Hii
TV ET, RESTAPI %A > A h—/L
T512%,. T[APL VA v A% — | HA
Kl #Z LT 7EE0,

Cisco Application Policy Infrastructure
Controller (APIC) M ASA T/\A R\ ir—
fEF LT\ 57 /L > [Software on Chassis] >
[ASA for Application Centric Infrastructure (ACI)
Device Packages] > /N\— 3 2 » DOJIHIZER L £
‘d_o

APIC1.2(7) LB TiX, 777V v 7 Al
LRV v—F—Fr AL —varEiid
T7 7y THRANDID Sy iy — 2 A 8 IR
LES, ARV T hT=2T DT 74 )L
(213 asa-device-pkg-1.2.7.10.zip D & 5 724
AN TUWE T, ASAT /A A8y r—
VhA VA M=/ T 5T, [Cisco APIC
Layer 4 to Layer 7 Services Deployment Guide ]
@ [Importing a Device Package | D% 5[
LTL7EEN,
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ROMMON A A —2 D7 v F4 L— K (ASA5506-X, 5508-X. 5516-X. 35 & X ISA 3000) .

ASA ETIL

Ao 0— FOBFR Ny r—>o

ISA 3000

http://www.cisco.com/go/isa3000-software

ASAYV I +ozx7 ASA V7 b U =T DT 7 A ML
. - - R A 2X=TINIYR
i LTV % E7 /L > [Adaptive Security iS\a;:ilfbﬁ KBSPA D& D TR
Appliance (ASA) Software] > 73— 2  DJIHIC °
BIRLET,
ASDM V7 b x7 ASDM VY7 b7 =7 D7 7 A WMIZiX

~ -762.bi 5 A A AN
1 LTV % E 7 L > [Adaptive Security asdm-762.bin ® X 5 A FIAMFVNTWET,

Appliance (ASA) Device Manager] > 73— 3 >
DIFISER L £,

RESTAPI V7 k7 APLY 7 F U =T D7 7 A MTIE
asa-restapi-132-1fbff-k8.SPA ™ kL 5 724 wij A3
fPTuEd, RESTAPI 24 A h—/)b
THIiE. TAPLZ A v 7 A% — 1 HA
Kl 2L TIEEN,

i LTV % E T /L > [Adaptive Security
Appliance REST API Plugin] > /N\—3 =2 V' DJIA
(IEIR L7,

ROMMON A A —2 D7 v 745 L—F (ASA5506-X. 5508-X. 5516-X. & &k UXISA3000)

ASA 5506-X U — X ASA 5508-X. ASA 5516-X. 35 L TNISA 3000 ® ROMMON A 2 —%
T ST L— KT AICE. WOFMEIZHENET, ASA EFALOHEE. ¥ AT A ROMMON
N=T g I 118U ETHAMNERLD ET, HIN—Tar~DT7 v 77 L— Re#lEL
ij_o

HNR—=2a o ~DT w7 T —RKOARARETT, FULr 7 L—RKITEEEA,

A

FE ASA 5506-X, 5508-X. 5516-X @ ROMMON 1.1.15 ~D7 » 77 L— K B L UVISA 3000 D

ROMMON 1.0.5 ~D7 v 77 L — RiZiX, LAET®O ROMMON /X— 3 > D 2 {E DR D303 D
FT V155 . Ty 77 L—FRFET A A AOEREZBRALLBEVWTLEZEWL, Ty 7 s
L— R 30 3 INIZTE T LAaWn sy, EIZRL72Sa1E, A2 727 =1 %R — MOE
LTS, TS ZAOBERAEFREALIZD, VEy FLEY LBEVWTLIEELY,

1R8O HHEIIZ

Cisco.com 7> 5 LVVROMMON A A — Y ZHfG LT, — "—EIZEWNTASA|IZaE—LZE
¥, ASA X, FTP #—/3—_ TFTP #—,3—_ SCP #— 3—_ HTTP (S) ¥— 1 —_ BLW
SMB #—"—%H R —KFLTWET, ROURLNHA A—TEX U a—RRLET,

* ASA 5506-X., 5508-X. 5516-X : https://software.cisco.com/download/home/286283326/type

* ISA 3000 : https://software.cisco.com/download/home/286288493/type
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B rommoN 4 2 —SD7 v THL— 1 (ASAB506-X. 5508-X. 5516-X. & o U ISA 3000)

FIE

ATy

ATy T2

ATvT3

ATy T4

Threat Defense ¥ 7 b7 = 7 DAL, ZW CLIZ A LT 6, A — REZMmLET,
system support diagnostic-cli

enable

NRAT—=ROANERDONTZEH, AT — K& AJ7E$I2 Enter F— % L £,

il

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable
Password:
ciscoasa#

ROMMON A A=V % ASA 7T v AEVIZat—LET, ZOFNETIE, FTP 2t —%
FoRLET, OV —_"—2 A TDL B v ADEEITcopy? E AT LET,

copy ftp://[username: password@]server_ip/asa5500-fir mwar e-xxx.SPA
disk0: asa5500-fir mwar e-xxxx.SPA

Threat Defense ¥ 7 b7 =7 DAL, T—F A X —T oA ARKEINTND T & ZiER
LET, ZBICLIIL, EHOEHEA X —T7 A AT 7 BATEER A, £z, CSCvn57678
12X V. copy =~ KX Threat Defense /X— 3 3 > DilH, ¢ Threat Defense CLI ClIf%HE L 72
WIBBRH LT, TDOHIETHENOEIRA L H—T7 oA AET 78 ATEEH A,

BEDONR— g U EMERT AI21E. showmodulez<~ > K& AT LT, MACT KU A&7 —
TIDMod 1l DHIITFEwW A= g U E TS,

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

ROMMON A 2= %7 v 77 L—RLET,
upgrade rommon disk0:asa5500-fir mwar e-xxx.SPA

1 -

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHAZ2: d824bdeeceel308fc64427367fa559%e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%e9
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eefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton_ ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

AT TS a7 IREREINES, L TASAZ ) o—RFRLET,

ASAROMMON A A=V %27 w77 L—KRKLT, FOB%IRXL—T 4 VIV AT %) a—
FLZET,

ASA—Threat Defense : ASA 5500-X Z 7= (3 ISA 3000

ASA % B3I A V7 b = TICEA A =T 521X, ROMMON 71 v 7' MZ T
B ATHMERHY £9, ROMMON Tix, EHA ¥ —7 = A A TTFTP ZfH L T &R
WZXIT DB 77— N A A=V X T ra— RTRERHY ET, FAR—FINTWDLOE
TFTP DA TY, TD#%, 7 — kA A—1%, HTTP £IXFTP 2 MH L C. &RBUK 5B
B AT A YT RT2T DA VAR— N Ry r—V%k Xy a— RTEET, TFTP DX 7

Y u— RIZIEREA 20 ZEBH Y £3, N7y hOBKEP T-0HIZ, ASA & TFTP ¥ —
N—DEOBHENLE L TWD Z & 2R LT E &N,

b8 BEII
BAA=VLTASAIZRT 7o RZRHICTH10IC, ROFIEZETLET,
1. backup 2~> REMHLTREERVAT ANy I T v T HEITLET,

FEHIB LMoy 7 Ty FHIECOWTIE, BRI A FESRL T EEN,

2. BUEOT V7 4 _—vary¥—%abt—LTHREFELET, Tk, showactivation-key
av REMFHLTIA B AZHA A =L TELEII2RD 7,

3. ISA 3000 T Management Center Z i L CWAHAIE, N— R T =T A RAZELHIZ L
F9, ZOREIX, /N— 3 > 6.3 LI T Device Manager % L CW D I5AIC O HRFET
TZET,
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FIE

&M

ATvT2

ATvT3

ATV

ATvTh

BHA VA —T A AD ASA BT 7 B ATRREZ R TFTP Y — R —IZ & B4 B85 7 — b
A A=Y (V7 T OFra—F8 (1935—-) 22M]) 24 v— KL%,

ASA 5506-X. 5508-X. 5516-X. ISA3000 : B I/1 R—FE2fFHLTA A—VE X0 — R
THMERDY £, hOETLTIX, EEOA X —T = A AZFEHTEET,

BHA LB —T 2 A ADASANDLT 7 2 AR[GEZR HTTP £ 721X FTP % — " — |2 BRI x T 5
it S AF N VT R T =T DALV A= RNohr—rF T oa—RLEST (V7 b7
DETE—F (192—2) ZBR)

ayY—)JLIR— 06, ASAZ Y —RLET,

reload

£
ciscoasa# reload

77— 7 v 7HIZROMMON 7 u 7 N aFRTDHLHIERINZS, Bse 2L ET,
T X EERLET,
1 -

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

Z DS T, Esc L ET,

WD A E—URFoRENTHAIE, BRI T2 CF, EEOK T%. FEE ASA % 1
o— RTA0ERH Y £,

Launching BootLoader...
Boot configuration file contains 2 entries.

[...]

KO ROMMON 2w REFHL TRy NT—V R EZEEL, 7—F A A—TEr— KL
S

interface interface id

address management_ip_address

netmask subnet_mask

server tftp ip_address
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gateway gateway ip_address
filepath/filename
set

sync
tftpdnid

BRI D0 7 — b A A=Y RF T ru— RS, 77— FCLIKT — M7 v 7ENET,
ROEHREZSRL T IZEN,

einterface: (ASA 5512-X. 5515-X. 5525-X. 5545-X. BXWU5555-X DH) £ X —T =
AADERELET, MOET VTFHICEB I A v X —T oA AERALET,

eset: Ry MU= RELXFRLET, ping 2~ R L TH— "~OE 2 i1
HZEHTEET,

esync: v hU— I REERFELET,
e tftpdnld : 7— bk 4 A—T &2 —RLET,

&1
ASA 5555-X D :

rommon O > interface gigabitethernet0/0
rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.255.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file ftd-boot-latest.cdisk
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=ftd-boot-latest.cdisk
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon 7 > sync
Updating NVRAM Parameters...

rommon 8 > tftpdnld

ASA 5506-X Dl :

rommon 0 > address 10.86.118.4
rommon 1 > netmask 255.255.255.0
rommon 2 > server 10.86.118.21
rommon 3 > gateway 10.86.118.21
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ATvT6

rommon 4 > file ftd-boot-latest.lfbff

rommon 5 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
VLAN=untagged
IMAGE=ftd-boot-latest.lfbff
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon 6 > sync
Updating NVRAM Parameters...

rommon 7 > tftpdnld

H—N—~ADEHRE LTINS 2a—T 42T BIZIE, PingEERTLET,

rommon 1 > ping 10.123.123.2

Sending 10, 32-byte ICMP Echoes to 10.123.123.2 timeout is 4 seconds
BEREREERE

Success rate is 100 percent (10/10)
rommon 2 >

setup EASILT, BEA VX —T oA ZADX Yy NT—IREZITV, VAT LY T =T
Noylr—C% K7 —RUTA VA M=)V TED X IICHTTP £ /21X FTP — N—~D—[Ff
FORASE S R AVAIDE= e B

(GE) DHCP % — _—0% 5554 . ThreatDefense IXEHEMIIC K v U — 7 REZEITLET,
DHCP Z{FEM+T5581T. ROV TADEEIRA v —V2BRB LT EE0N,

Configuring network interface using DHCP

Bringing up network interface.

Depending on your network, this might take a couple of minutes when using DHCP...
ifup: interface lo already configured

Using IPv4 address: 10.123.123.123

Using IPv6 address: fe80::2a0:c9ff:£fe00:0

Using DNS server: 64.102.6.247

Using DNS server: 173.36.131.10

Using default gateway: 10.123.123.1

&1

Cisco FTD Boot 6.3.0
Type ? for list of commands
firepower-boot>
firepower-boot>setup

Welcome to Cisco FTD Setup
[hit Ctrl-C to abort]
Default values are inside []
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Enter a hostname [firepower]: example.cisco.com

Do you want to configure IPv4 address on management interface?(y/n) [Y]: y

Do you want to enable DHCP for IPv4 address assignment on management interface? (y/n)
[Y]: n

Enter an IPv4 address: 10.123.123.123

Enter the netmask: 255.255.255.0

Enter the gateway: 10.123.123.1

Do you want to configure static IPv6 address on management interface?(y/n) [N]: n
Stateless autoconfiguration will be enabled for IPv6 addresses.

Enter the primary DNS server IP address [64.102.6.247]: 10.123.123.2

Do you want to configure Secondary DNS Server? (y/n) [y]l: n

Any previously configured secondary DNS servers will be removed.

Do you want to configure Local Domain Name? (y/n) [n]: n

Do you want to configure Search domains? (y/n) [yl: n

Any previously configured search domains will be removed.

Do you want to enable the NTP service? [N]: n

Please review the final configuration:

Hostname: example.cisco.com

Management Interface Configuration

IPv4 Configuration: static
IP Address: 10.123.123.123
Netmask: 255.255.255.0
Gateway: 10.123.123.1

IPv6 Configuration: Stateless autoconfiguration

DNS Configuration:
DNS Server:
10.123.123.2

NTP configuration: Disabled

CAUTION:

You have selected IPv6 stateless autoconfiguration, which assigns a global address
based on network prefix and a device identifier. Although this address is unlikely
to change, if it does change, the system will stop functioning correctly.

We suggest you use static addressing instead.

Apply the changes?(y,n) [Y]: y

Configuration saved successfully!
Applying...

Restarting network services...
Done.

Press ENTER to continue...
firepower-boot>

RATFYT1 BEICHTHH AT L YT NI 2T DAV A =L Ry r =V kAT ra—RLET,
ZOFNETIE, HTTP DA > A h—V &R LET,

system install [noconfirm] url
R A v —ITSE LR WAL, noconfirm 47> g &2 EE L £,
i

> system install noconfirm http://10.86.118.21/£ftd-6.0.1-949.pkg

WENZ 7 vy a RIATHHEETLETROONET, yLANLET,
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ATvT8

FHEF A AR WARNING ### 444444444444 H 444444
# The content of diskO: will be erased during installation! #
0

Do you want to continue? [y/N] y

A UVAR=NL TRRBRIZIL ST T Tvva RILTNRHESIN, VAT LA A—VURTT
P—RENFET, A VA= NEFITTDHIIIICKROENET, yEATDLET,

Erasing diskO0

Verifying

Downloading

Extracting

Package Detail
Description: Cisco ASA-NGFW 6.3.0 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: ¥y

AVAM=APET LIS, Enter F—2MLTTNA 22 7—FLET,

Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.

U7 — MZIiFI30 0000 £925, L0 B2 AIEEERH 0 £9°, FEEIREC, Threat
Defense CLI BAFE RSN FE T,

Fy NI —J8GE N T TN a—T 4 7T HI20F, ROFIESZHRL T ZEN,

B -
FYRT—D A VE—D A ADKREDRT

firepower-boot>show interface
ethO Link encap:Ethernet HWaddr 00:a0:c9:00:00:00

inet addr:10.123.123.123 Bcast:10.123.123.255 Mask:255.255.255.0
inet6 addr: fe80::2a0:c9ff:fe00:0/64 Scope:Link

inet6 addr: 2001:420:270d:1310:2a0:c9ff:£fe00:0/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:522369 errors:0 dropped:0 overruns:0 frame:0

TX packets:2473 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:42120849 (40.1 MiB) TX bytes:170295 (166.3 KiB)

H—/N\—[Zx LT ping ®ZETLET,

firepower-boot>ping www.example.com
PING www.example.com (10.125.29.106) 56(84) bytes of data.
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seg=1 ttl=42 time=28.8 ms
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64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seqg=2 ttl=42 time=28.1 ms
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seq=3 ttl=42 time=28.1 ms
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seg=4 ttl=42 time=29.0 ms
~C

--— www.example.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 28.159/28.549/29.022/0.437 ms

firepower-boot>

traceroute # AL T, Ry FIT—UEHZEEZTAMNLET,

firepower-boot>traceroute -n 10.100.100.1

traceroute to 10.100.100.1 (10.100.100.1), 30 hops max, 60 byte packets
1 10.123.123.1 0.937 ms 1.078 ms 1.154 ms”C

firepower-boot>

AVARN—NVDORE T TNy a—T 4 7T 5121, ROFIZBEL T EEN,
B -
[Timed out] TS5 —

Zyrm—REET, 77 ANV —"—IZEETERWEGEIE. 24 57 7 FRRETREL
£,

Erasing disk0 ...
Verifying

timed out

Upgrade aborted
firepower-boot>

ZDLGEIE, ASANDL T 7 AN P —R—|CRERETHI I AR LET, 774V —
N|T ping ZFAITTHZ & CTHERTEET,

l'Package not found] T35 —

T AN Y= ZHEAETH > TH, 77 A0 NAXRCBAHIBFES TOLHEIE,
lPackage not found| &£ \V9 =T —TA A Fh—ABKMLET,

Erasing disk0 ...

Verifying

Package not found. Please correct the URL, which should include the full path including
package name.

Upgrade aborted.
firepower-boot>

Z DA, Threat Defense /Xy 77— D7 7 A VR AL LFINIE LW & 2R L E1,
AR M=ILOFRALGZIS—TRELE:
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ATy 710

VAT HY T R =T DX T = FRICA A b= ThID & JFRIZEE ., (nstallation
failed with unknown error] & FREINET, ZOZT—0NEAELTLAIE. A A —L ol
ERRLTKRBE NT TN a—T 4 VI TEET,

firepower-boot>support view logs

===View Logs===

Directory: /var/log
—————————— sub-dirs----------

2015-09-24 19:56:33.150011
2015-09-24 19:46:28.400002
2015-09-24 19:45:15.510001
2015-09-24 19:46:28.400002

102668 | install.log
292292 | lastlog

250 | ntp.log

5760 | wtmp

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)
> install.log

Thu Sep 24 19:53:44 UTC 2015: Begin installation ...

Found hard drive(s): /dev/sda

Erasing files from flash ...

F72. 7— b CLIES#EOMBEIZK LCRILa~y R&afH LT, /var/log/cisco D FIZH 5
upgrade.log, pyos.log. commandd.log # & R~THZ L HTEET,

Device Manager % 721X Management Center # /] L TTF /A R 2 EFHTEET, By M7 v
WZHETeIZIX, http://www.cisco.com/go/ftd-asa-quick TZHEHDET NV E~vRX—V ¥y DI A v J R
Z—h A FEZRLTIEEN,

Threat Defense —ASA : ASA 5500-X = /=1 ISA 3000

B KET D5 2 ASA V7 R U = TIZHA A—UfbT%5121E, ROMMON 7' 7 MZT
JEATLHMLENSH Y £9, ROMMON TlE, 74 A7 ZHEL, A L H—T A AT
TFTP ZHH L CTASA A A—T 2 X v u— RTH50ERHY £9, PR— SN0,

TFTP DA T9, ASAZVu—RNL7hH, HAREZIEEL, FirePOWER €Y 22—/ V7 |
U7 hu— RCTExET,

1R BHEIIZ

e Xy FOEREB T2, ASA & TFTP — _X—DBOEFRNLZEL TWD Z & a2l
BLTLEE N,
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FIE

ATv 71  Management Center 7> 5 HBIZxT D85 ZEH L TV DHA1L. 7 /341 A% Management
Center 2> HHIPR L £7,

ATw T2 Device Manager il LT &EIZx3 205 2 &8 L TV A8451%, &7, Device Manager
FFIAS— NI T N 2T TAR VT == WVT NG, AF— N YT MU
T IA T PR DT S AR L T RS,
ATV T3 FEHALUE—T oA 2O BBUIKT D58 TT 2 A AR TFTP $— /S —IZ ASA A A —
(Y7 hov=zT0FTra—F (19°—=) 238) 240U n—RKLET,

ASA 5506-X. 5508-X. 5516-X. ISA3000 : B /1 R— r2FEH L TA A—CE2F T a— |
THILERSHY T, MOETATIE, EEDOA LV H—T = ABERATEET,

ATy T4 3V —)ViR— T, BB T L8 T34 A FHiEE L ET,
reboot
yes E AJJLCHEBI L ET,
Bl -

> reboot
This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

ATFvTS5 T—hrT7 v 7HICROMMON a7 " aERTHLIBERINZS, Esc ZMLET,
T EERLET,
5 -

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

ZOWE T, Bsce ML ET,
WD A =V NFoR ENTZIBEIIREEN 00 T D720, 7 — MR TIRICHEE BRIk
LB 2V n— RTH50ERH Y F9,

Launching BootLoader...
Boot configuration file contains 2 entries.

[...]
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ATvT6

ATy T17

BT B DT _RTOTFT 4 A7 ZHELET, WE7 7 v 3 =213 disk0 & FEEN £,
SN USB K74 7035356, €D K74 71X diskl T,

1

Example:
rommon #0> erase diskO:

About to erase the selected device, this will erase
all files including configuration, and images.

Continue with erase? y/n [n]: y

Erasing DiskO:

COFINETIZ, ASADBST-RET 7 ANDE— RERLLZ L TEROT T —NEELRN
Xolz, BRI DB 7 v ANV EHELET,

KD ROMMON i< REHERAL TRy NU—JHREZIEEL, ASAAM A—Y%ua—RNLE
7,

interfaceinterface id

address management_ip_address
netmask subnet_mask

server tftp ip_address

gateway gateway ip_address
filepath/filename

set

sync
tftpdnid

ASA A A—=URF D a—REN, CLILT— T vy 7E3NET,
WOIERESI LTV,

einterface: (ASA 5512-X. 5515-X. 5525-X. 5545-X. BXU5555-X DH) A v X —T =
AADEEELET, MOTTVITHICEH I A v X —T7 A AERLET,

eset: Ry U=V REEFRLET, ping 2~ FaH L TH— S ~DOHi % ek
HZEHTEET,

esync: v FU— I REERGFELET,
e tftpdnld : 7—h 4 A—T &2 —RLET,

51
ASA 5555-X Dl :

rommon 2 > interface gigabitethernet0/0
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rommon
rommon
rommon
rommon
rommon
rommon

0 J o U W

vV V.V V V

>

Threat Defense —ASA : ASA 5500-X = 7= (3 ISA 3000 .

address 10.86.118.4
netmask 255.255.255.0
server 10.86.118.21
gateway 10.86.118.1

file asalatest-smp-k8.bin
set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asalatest-smp-k8.bin

CONFIG=

LINKTIMEOUT=20
PKTTIMEOUT=4

RETRY=2

0

rommon 9 > sync

Updating NVRAM Parameters...

rommon 10 > tftpdnld

ASA 5506-X Dl :

rommon
rommon
rommon
rommon
rommon

~N o Uk W N

rommon

vV V. V V V

>

address 10.86.118.4

netmask 255.255.255.0
server 10.86.118.21

gateway 10.86.118.21

file asalatest-1fbff-k8.SPA
set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
VLAN=untagged
IMAGE=asalatest-1fbff-k8.SPA

CONFIG=

LINKTIMEOUT=20
PKTTIMEOUT=4

RETRY=2

0

rommon 8 > sync

Updating NVRAM Parameters...

rommon 9 > tftpdnld

&1

Y—N—~ADEJE LTINS 2a—T 12T 9 BICIF, Ping®EITLET,

rommon 1 > ping 10.123.123.2

Sending 10,

32-byte ICMP Echoes to 10.123.123.2 timeout is 4 seconds

Success rate is 100 percent (10/10)
rommon 2 >
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ATvT8

Xy NI =V OREEHR L., T4 A7 Wi LET,

ASA DU 7 — T v 7L, ASADRRESINTWERA, A1 X T 7T 47 T 7 MZ
E->TASDM 7 7 B AHICEHA L X —T =2 A ZAERET L. RESNERERAY 1T
B, BRIESNIZRED WIS ITHLERE (Z0%E2R) ZA0 0252 N TEET,

REISNT-HENR S ASA FirePOWER £ 2 — LV OEHZ TELTWAS & X%, #i4E
REXEEOMTAZ L 2BEIOH LET, ASA FirePOWER 2 2 —/LjT, B A L4 —T A
ATHEBEN, WHOLDIA v —Fy MIT 7R ATELLENH Y £F, v Tk
Ry MU — 7 BlEIZIEL, Management (FirePOWER OFBRELH) | NEA 2 —T = A4 X

(ASADEHBIXONI T 7 4 v 7 H) | BIOEBLPC 2[R LN v b U — 7 IR

HIZODOWNEHAAL v FNEGENET, Fy NI BEOFEMIZOWTIE, ROTA v A
H—hK A REZRLTIZZN,

* http://www.cisco.com/go/asa5506x-quick
* http://www.cisco.com/go/asa5508x-quick

* http://www.cisco.com/go/asa5500x-quick

a) ASAarY— ) 7uarF T, BHA LU =T oA AORED AN ZRDOLNET,
Pre-configure Firewall now through interactive prompts [yes]?
REZEM VAT D00, TNl Ry MU — 7 BlE OHEREEEE 2 ERT D5 51E, no & A
JILT, FlEZKITLET,
ASDM Y —NNIZEf CE D L H)ICEHA v X —T oA AZRETHHEITL. yesE AL,
a7 MIEWET,

by 2 Y= FrrT NT, FHEEXEC E— NIZ7 7 EALET,
enable
WROT a7 MINFERINET,

Password:

¢) Enter ¥—%HLEF, T 74/ FTIE, AU — RILEHTT,

d) Z/m—rLar74Xal—aryET—RIT7278ALET,
configure terminal

e) AVHTIT 47 TurT L TWRWESIE, Yo7 FTRELE 2B — LT
DT £

BEMRGFEINTELT, 74 v 7 XX — | T4 RiCiE#H SN BAREEHEHT 25
HlE, Ta T R TROREEZ AL — LT, BRBEIZSLTIP T RLRAEA U Tz —2R
IDEEFELET, Va7 e L%, ZOREEZRDOVICHERTHICE. £ dear
configureall 2~ > REHEH L TRELZZ V7 THLENRH Y £,

interface gigabitethernetn/n
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ATvT9

Threat Defense —ASA : ASA 5500-X = 7= (3 ISA 3000 .

nameif outside
ip address dhcp setroute
no shutdown
interface gigabitethernetn/n
nameif inside
ip address ip address netmask
security-level 100
no shutdown
interface managementn/n
no shutdown
object network obj_any
subnet 0 0
nat (any,outside) dynamic interface
http server enable
http inside network netmask inside
dhcpd address inside ip address start-inside ip address end inside
dhcpd auto_config outside
dhcpd enable inside
logging asdm informational

ASA 5506W-X DAL, Wi-FiA v Z—7 = A ZFITU T ZEML £,

same-security-traffic permit inter-interface

interface GigabitEthernet 1/9

security-level 100

nameif wifi

ip address ip address netmask

no shutdown

http wifi network netmask wifi

dhcpd address wifi ip address start-wifi ip address end wifi
dhcpd enable wifi

) TAARVEH/TA—~vv FLET,
format diskO:
format disk1:

W7 7 v v =id disk0 EFRIENE T, B USB KT7A4 TR H D556, DO RTA 7
diskl T4, T4 AV EH 74—~y hLARWEAIZ, ASAAM A—Vhabt—L L9 &7
L, WMOTT—NEREINET,

$Error copying ftp://10.86.89.125/asa971-smp-k8.bin (Not enough space on device)

g) HLLREEMRIFLET,

write memory

ASA A A=Y L ASDM A A=V %A A =L LET,

ROMMON £— R/ 5 ASA #EENITHHE, VAT L A A—=VF Y n— FETHR-BEER 0D
720, REFVAA—TVET T a2 AV yu— RTH30LERHY £9, £72. ASDM
7T v va ARV e—RTA0LELH Y 7,

a) ASADLT 7 EAFRERT—/NZASAA A=Y L ASDM A A=Y (VY7 hT =T DX
ve—FK (19%=) 22M) 24 vra—RKLET, ASAIIZED X A T DOH—/—
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ATv 710

b)

d)

EHAR—FLET, FFHIZOVTILcopy 2~ R (
http:/Awvww.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref 1 /c4. html#pgfld-2171368)
EHRL TN,

ASAA A=V HASAT7 Ty va AEVIZat—LET, ZOFIETIXFTP a8 —%25R 1L
£7.

copy ftp://user:password@server_ip/asa filediskO:asa file

51

ciscoasa# copy ftp://admin:test@10.86.118.21/asa%961-smp-k8.bin disk0:asa96l-smp-k8.bin

ASDM A A=Y % ASA 7T via AEVIZat—LET, ZOFINETIEFTIP 2 ¥ —%R
L/\i‘é—o

copy ftp://user:password@server_ip/asdm file diskO:asdm file
151

ciscoasa# copy ftp://admin:test@10.86.118.21/asdm-761.bin diskO:asdm-761.bin

ASAZVUBr—RNLET,
reload

ASA N disk0 IZHDBHA A—VEFEHAL T a— RKRENET,

({£7%) ASAFirePOWER EVa— L V7 h T =T %A VA R—A LET,

ASAFirePOWER 7 — bk f A—V % A A h—/L L, SSD Z[X3{b LT, ZOFIHEIZHE- T
AT YT =T A A= VT HRERDHY ET,

a)

b)

T—hF A A=THASAIZZE—LET, VAT A V7 MU TIFEEELRNTLLEE
VW, ZHUIETSSD I Y re—RENET, ZOFATIEFTP 2 —4%2RrLET,

copy ftp://user:password@server_ip/firepower _boot_file diskO:firepower _boot_file

1 -

ciscoasa# copy ftp://admin:test@10.86.118.21/asasfr-5500x-boot-6.0.1.1img
disk0:/asasfr-5500x-boot-6.0.1.1img

A X —T 2 A ADDT 72 AHEE/2 HTTP, HTTPS, F 7oL FTP H—/3—|Z,
Cisco.com 75 ASA FiretPOWER ' —EZADT AT A VT " 72T f VA RN—)L Xy r—
VEHZUa—RLET, OV T MU =T % ASA LD disk0 IZF T m— RL2RWNWTL
7230,

ASA disk0 T ASA FirePOWER £ 2 —/L 7 — h £ A=V OEFTARELE T,
sw-module module sfr recover configureimage diskO:file_path

51
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d)

a)

Threat Defense —ASA : ASA 5500-X = 7= (3 ISA 3000 .

ciscoasa# sw-module module sfr recover configure image
diskO:asasfr-5500x-boot-6.0.1.1img

ASA FirePOWER 7' — ks f A=V &2 u— RKLFET,

sw-module module sfr recover boot

51

ciscoasa# sw-module module sfr recover boot

Module sfr will be recovered. This may erase all configuration and all data
on that device and attempt to download/install a new image for it. This may take
several minutes.

Recover module sfr? [confirm] y
Recover issued for module sfr.

ASAFirePOWER & ¥ = — /L3R8T 5 & THFE- Thvh . BIFESETTH O ASA FirePOWER
T—hr A A=V ~Daryy— Ly raryziEEd, tyvrvarzilnwiesr 7
0y NEFORLIZ% T, Enter F—2 X0 0ER R 0WEERSHY T, T 74
F D2 —H 4T admin T, T 7 4/ hDO/XZA T — Rid Adminl123 T,

&1

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

asasfr login: admin
Password: Adminl23

TV 2= DT — FRET LRWVIEAIE, tySIZ N L TR TERNEWNI A v —UN
FRE N Tsession 2~ RNRERLET, LIESLFoTOLHEFRITL T ZEN,

VATAI T NI 2T A VAN—I R —DEB A VAN L TELLICV AT L%
RELET,
setup

ROTw T IPRFRSINET, BHT FLRAEST— U= A, BLUDNS fHFRPEE
RBEETHDZ EIZERE LTSN,

» Host name : fx K 65 LFDOFH T T, ARX—R[IMHATEETA, N T INIEAT
% \ij—o

« Network address : A% T 4 v 7 IPv4d 721X IPv6 7 L A 2R E T 575, DHCP (IPv4
D) . ETILIPv6 AT — ML AHEREAHEHALET,

* DNSinformation : »72< & H 1 DDODNS Y —NERETHMENDH Y T, RAA v
LEBRELTCRAA VERRTHZIELTEET,

« NTPinformation : > A7 AL 2R ET 57212, NTP A0 L TNTP — 32 3%
ETEET,
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)

1 :

asasfr-boot> setup

Welcome to Cisco FirePOWER Services Setup
[hit Ctrl-C to abort]
Default values are inside []

VATAIT RN T A A=Y Ryl —V %A ANV LET,
system install [noconfirm] url

WegB A v B — IS LR WEREIE, noconfirm 473 3 245 L £9, HTTP. HTTPS.
F/IZFTPURL 2 L4, 22— —£4 L3R U — RRMLERIEEIT. ThbE2 AN
THEIRENET, ZOT77ANMEHA ZIDRKRENVTZD, Xy NT—JIZX->Tik, #
v — RICEBBR PN EEERDH Y £7,

AVARN—NNRETTHE, VATLARFEBLET, 7TV r—Tarari—x
DA A h— L& ASA FirePOWER H— B Z 3 BHAAT 5 £ TIOME 2R BRI ERIFIC R 22 0
FT, MU R T Ty b7 —LATIHI0 U EDLDLDEAERHY FTHB, v—x=2 K
7Ty N7 —ALTIH60~80 LA ENNEZ ENHY ET (showmodulesfr DT,
TRTCOTOVANT VT 4T THDHERTREINDILERNHY T, )

1 -

asasfr-boot> system install
http://admin:pa$$wd@upgrades.example.com/packages/asasfr-sys-6.0.1-58.pkg
Verifying

Downloading

Extracting

Package Detail
Description: Cisco ASA-FirePOWER 6.0.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system. [type
Enter]
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2016) :

The system is going down for reboot NOW!
Console session with module sfr terminated.

Ny F VYV —=R%&A A N=LVTHLERDLHEE, R T2 —Y v (ASDM E721%
Management Center) 75 EfTCTX E9,

ARTFYTN TIT 4= a3y F—%RFELRDST2EFED ASA DIRIIREBALT A v A & Z Do
T4 AERSLET, http://www.cisco.com/go/license B L T X\, [BE
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Threat Defense —ASA : ASA 5500-X = 7= (3 ISA 3000 .

(Manage) |>[54 >R (Licenses) | EZ7 v a T, 74 AaHF v n—RT& %
kR

ASDM (35 L MO L OKERE) 4RI 5121, EER 51k (3DES/AES) At 2% A
VA=V BNENDY £, LARTOFNE T Threat Defense 7 /31 AZHA A — b4 5 i
2. ZOASAMBTIARV AT I T 4 _R—=V gy F—&RELESREE. TOT 7T 4 X—
VarXF—FHFA AN —ATEET, 777 43—V aryF—%REFELTWVRITEH, 20
ASADTA VL AZTA L TWAEAIL., T4 A2HFA U a— R T&Ed, HLVASA
DEAIE, FTLWASA T4 B REZERTHMENDH Y £7,

HLWASADT A B AZTELET,
a) WOa<wr REAHLT, ASADY ) TLESZEELET,
show version | grep Serial
ZOVITNEGIE, N R =T OIMUICHIR SN TWD Yy —2 DT U TEG LT

Bp0FET, Vr—vDOVITNEZFE, T/ =N R—FTHEHAIN., 7148V RIZ
IEH S EEA,

b) Hittp://www.cisco.com/go/license ZZ M L, [fLd T A & 2 X Z K45 (Get Other Licenses) | %
7V w7 LET,

14051+ XADOEGF

Tools & Resources

Product License Registration L v

il

iew in French ContactUs ™ Feedbach Help My Profie  Rel

Did You Know? Syslem Messages 2 Suppored Browsars
LS

Get New Licenses

Enter 1 to 10 PAKs or token IDs, separated by commas
Get Other Licenses «
Manage
PAKs/Tokens LiCenses Devices Transactions History

c) [IPS. Crypto., Z®fhi (IPS, Crypto, Other) ] Z iR L 7,
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d)

f)

B 2:IPS. Crypto. = Dith

Get Other Licenses v
Demo and Evaluation..

TelePresence Software Release Key.

TelePresence License o Resend...

PS, Crypho, Other,
Share License Frocess

Main to Backup
Register ROSA HA as Pair.

Migration...

[ — 7 — Rk (Searchby Keyword) |17 4 —/L KiZasa & AJJL. [Cisco ASA 3DES/AES
License] Zi#R L £7,

3:Cisco ASA3DES/AES 5 1 > R

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Options | Jeview and Submit

Search by Keyword m

Make a selection from this list of progucts

Product Family Product
Network Mgmt Products - L =
Security Products {Cisco ASA JDES/AES License
Wireless

| Cisco ASA 5500 series AIP-SSM

[A~— "7 A7~ (SmartAccount) ], [/X—F ¥ /L7 A7 | (Virtual Account) | % 3
KL, ASAD [V T /) 73— (Serial Number) ]2 AJJ LT, [IR~ (Next) |27 VU v
7 LET,

$:AR—bTFAI b N=FvILTFTHIV . VUTLES

Request Crypto, IPS and Other Licenses

| 2. Specify Target and Options

Smart Accoun
Vir 4

{equired with Smart Account

Selectone... -

Cisco ASA 3DES/AES License

= Serial Numbes |FCH1T1406HH | 0

BEROEBFA—NT FLRALZy Fa—PF—2ZEBMICA I S ET, LEIISTT
BEMOEFA—NVLT RLRAEZANLET, [FETSH (TAgree) | T =y IRy I REF
2L T, [3X(E (Submit) 127V vZ LET,
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5:3%18
Request Crypto, IPS and Other Licenses
| 3. Review and Submit

Recipient and Owner Information

Enter multiple email addresses separalad by commas, Your License KE_.' will be emailed within the hour to the specifiesd email addresses

Send To: Ade
End User: - Edit

License Request

SerialMumber

FCHAT14J6HP
Smart Account SKU Name ity
» Cisco Internal ASASS00-ENCR-KS 1

g FTOH%, TI/T 4 _X—vay XF—ORHMINTETA—ANEEETRH, [BEE
(Manage) |>[Z4 >R (Licenses) | =V 7 b xd—% 3 I vran— K752 L1

TEET,

hy BEAT A& ADS SecurityPlus 74 £ A~DT v 77 L— ., £721% AnyConnect 7 A
YU ADEAEFHLT HA01E. http://www.cisco.com/go/cew SR L TL 7Z&W, T4 %
Y ADIEAZIZ, http://www.cisco.com/go/license TA ) FIREZR B MFRGEF — (PAK) 723FLak
SNTEBFA—NADELNTEET, AnyConnect 71 B ADEGEH, 22— vy g
DR CT =N 58D ASA ITEH TE D5~/ F2—A PAK % ITHD £9, I
BLIET 7T 4= ay F—TiE, kit 7 1A (3DES/AES 7 A k> X agie) H
ICFENFE TICBER LIZERENT R TCEENTWET, BlR—X T4 XDGEIZ. T
AR ARZEE@NDOT 7T 4 N=2ar F=NHVET,

TIT4_—vary d—mmHALET,
activation-key key
11

ciscoasa (config)# activation-key 7claffd4f e4d7db95 d5el9lad d5b43c08 0d29c996
Validating activation key. This may take a few minutes...

Failed to retrieve permanent activation key.

Both Running and Flash permanent activation key was updated with the requested key.

COASAITELET 7T 4= ay F=PNA A F—=/LSNTHRWZD,  [Failed to
retrieve permanent activationkey.] &9 A v —URFIREINFET, ZORA vE—VFEHET
TET,

KX —% 12T &, HEORER—AF—% A VA =L TXET, HILWLKEF—2 A
HUTEA, TTICA VA P—IVFELDOF—N EEX SN ET, 3DES/AES 71 L A% A
AR —=VLIZRICEBMDO T A v A2 EL LTGEE, MARbyT 77 "=V g v F—
T _RTDT A AL 3DES/AES 74 B ANEEN 5729, 3DES/AES i —% L& X
TEET,
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ATv T 14 ASAFirePOWER E ¥ = —/LiX, ASA LIIBIDTA VL A A= AL EHEHALET, T4
AET VA A=V ENTWEEALR, XIS T, ROTA B ADTA AT T
TANR—T 3y F—F G TED PAK BNV v T T EBR Y 7 AR S LT
WALGERH Y 77,

« Control # & U Protection : Control /£, [Application Visibility and Control (AVC) | 7=
X 77V r—yar) ELMEENET, Protection (X, [IPS] & HIMEEINET, 2 b
OHREZ HEIICHE 21213, IA4 B AT 77 4 _R—vard—2ma, A
M) y7 27 0Ty a b REICRY T,

Control (AVC) OFEHIZIL, v A2 a B R— MR EEN T,

Protection (IPS) ®OFHTIZIL. http://www.cisco.com/go/cew 225 IPSH T A7 ) Fa v %
AT DZMERHY T, OV TRAZ VT g iliE, =, =rvr, Mtk B
FONLEERZ EHT DMERNE ENET, 5 COBHAEY 7227 Y 7 a id, ASA
FirePOWER €2 22— /LD PAK/ T AL A TV T 4 _X"—va v F—2AMbERE LE
A, Ziux, EHEERT RN ZRMET 57210 T,

ASA FirePOWER #—E 2 &2 &T¢ ASA 5500-X ZJEA L TV WAL, 7Ty 77 1b— K v
RLVEBAL TRERTA B AZRGT 5N TEET, FMIIONTIE, [Cisco ASA
with FirePOWER Services Ordering Guide] ZZf L T 72X,

EATEALZDOMDT A 2T, ROLDOBH Y £,
« Cisco Secure Firewall Threat Defense DI IL I = PSS A U X
« Cisco Secure Firewall Threat Defense  URL 2 4 LA YV TSL VR

INHDT A AL, ASAFirePOWER £ 2 — VD PAK/TA BV A T 7T 4 _—a v
F—ZAERLET, BEHFRITOWTIE,  [Cisco ASA with FirePOWER Services Ordering Guide.
ML TL 72 &V, Cisco Secure Firewall Management Center #$6E7 A £ A B LT 72
S,

Control & Protection DZ7 A EZ> A, BIORZEOMDA T a DT A% A LA N—)LT
HHFEZONWTIE, FEHLTWDETIAVHDASA 7 A4 v I AX—F HA RESR LTS
AN

Threat Defense —Threat Defense : ASA 5500-X Z /-1 ISA 3000

ZOFIATIE, ROMMON % H U CBEfFD ZBUIxt 3 2868 28 Luws—2 3 0 BEIC
KT DHEH Y 7 T = TIZHA A—ALT B HIECOWTHALET, ZOFIETIE, T340
2% TR DT 7 40 MREBIZEITC LE T, @07 v 77 L— RE2FETT2581%. R
LOIZT 7T —R A REZRLTLIEIN,

ROMMON TlE, & A L Z—7 = A A TTFTP 2 L TH LW &Ik 285 7 — h A
A—=VEFUE— RTHMLERSHY T, R — SN TWDDIETFTP DA T, ZD

%, 77— b A A—=T0%, HITP E2IIFTP 2 LT, BEICHT A AT A Y 7 by =
TDOA VA= RNyl —%Fya— RTCEET, TETP OF 7 2o — RICIEE2 D)
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FIE

ATy T

ATy T2

ATvT3

ATvT4

ATvTh

ATvT6

Threat Defense —Threat Defense : ASA 5500-X 3 7= (3 ISA 3000 .

HERHY FT, 7y FOBEE TS, EBIIkHT 858 & TETP — " — D[ D
BHENLZEL TNWAZ EHMERLTLITIEEN,

Management Center 2 F} U C &R KT 285 288 L TW A5G, 7731 A % Management
Center 2 HHIFR L 77,

Device Manager Z i ] L C BRI T 2854 28 L TV 2 551%, &7 Device Manager %
TIFAS— R YT vy =T T4 T —N—=nb A=Y 7 N =T T4V
T = R—=DT S, A BRI LT IS0,

EHA S =T o A AD BREUKT DB 7257 7 2 A AHER TFTP H—/S—IZ FRUTK
LI 7= A A=Y (Y7 b =TOF T ra—K (193—Y) 28M) 247 n—FK
LET,

ASA 5506-X., 5508-X. 5516-X. ISA3000 : BEH /I R— "2 L TA A—V &2 F D a— K
THMERDY £, MOET LTI, TEOA X —T = AZFEHTETET,

BHA B —T 2 A AD BT D5 225 7 7 & AA[FEZR HTTP £721% FTP ¥ —/3—(C
BT A S AT L T " T2 T DA LA =N RNy r—T% Xy oa—RUET (VY
ThuxTOX TR (19X—2) #Z5H) |

=1 —)LiR— ¢, Threat Defense 7 /3 A ZHiELd Lx9,

reboot

B -

yes & AS L CHEE L £,

B -

> reboot
This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

7 — 7 v 7HIZROMMON 7 u > 7 N aFRTHLH)ERINZS, Bse 2L ET,
T X EEHRLET,
B -

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.
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ATy T17

ATvT8

Z OIS T, Esc 2L E9,

RO A v —VRFRSNIHEE, BP0 T TWET, EEoK 7%, FEHBIC
OB 2 n— R T 50ENH Y £,

Launching BootLoader...
Boot configuration file contains 2 entries.

[...]

AR T B EOTRTCOT 4 A7 2HELET, N7 T v v 2id disk0 &ML E
T, M USB K7 A4 703b 56, =D K74 71 diskl T,

&1

Example:
rommon 1 > erase diskO:
erase: Erasing 7583 MByLesS ittt ittt ettt ettt

rommon 2 >

ZOFETIE, HWEBICHT I 77— A A= LV AT AL A=V EBEELET, &
AT A A A=V EBEELRWGEIL, WOFIETT—h A A—V%r— NLIZHZIZ, 7—h
TRt AE T AT =TT AHULERS Y T, TAT—T U 4 RURERINLWIGE, B
WK AR T BB KE T AR S AT A A A—TDr— REFATLET, T
MR DZENBY, ZOHAF., ZOFIEEZHERGTILEND Y £,

RO ROMMON =< > RZMEH LT, v V=R ELZEEL, HLOT— b A A=V %
n—RKLET,

interfaceinterface id

address management_ip_address

netmask subnet_mask

server tftp ip_address

gateway gateway ip_address

file path/filename

set

sync

tftpdnid

Threat Defense 77—k f A—UYNX¥ U v— K&, 7—hCLIIZTZ— T v 7anET,
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GE)

V)\i—a—(}

Threat Defense —Threat Defense : ASA 5500-X 3 7= (3 ISA 3000 .

HIDOFIETT 4 A7 ZWHE Lo T1285E81%, Bsc L T7— b CLIICA D LE R H

Use ESC to interrupt boot and launch boot CLI.
Use SPACE to launch Cisco FTD immediately.
Cisco FTD launch in 24 seconds ...

Launching boot CLI

ROFHRESZRLTIIZS0,

1 -

interface :

(ASA 5512-X. 5515-X. 5525-X. 5545-X. BL5555-X DH) A o H—T =

AAIDERELET, MMOFETMTFIZEHR L A o F—T = A ZAZEHLET,

eset: Xy hU—7Z
HZLbTEET,

esync: xv hU—7

ASA 5508-X Dl :

rommon
rommon
rommon
rommon
rommon
rommon 5 >
ADDRESS=10.86.118.4
NETMASK=255.255.255.0

S W N e o
vV V.V VvV V

set

address 10.86.118.4
netmask 255.255.255.0
server 10.86.118.1

gateway 10.86.118.21

file ftd-boot-latest.lfbff

GATEWAY=10.86.118.1
SERVER=10.86.118.21
IMAGE=ftd-boot-latest.lfbff

CONFIG=
PSl1="rommon !

rommon 6 > sync
rommon 7 > tftpdnld

IP:

ADDRESS:
NETMASK:
GATEWAY :
SERVER:
IMAGE:
MACADDR:
VERBOSITY:
RETRY:
PKTTIMEOUT:
BLKSIZE:
CHECKSUM:
PORT:
PHYMODE :

Detected unsupported IP packet fragmentation.

> n

10.86.118.4
255.255.255.0
10.86.118.1
10.86.118.21

MEEZFRLET, ping 2~y REH LT — " ~O8 %2 s

RIEZRIFLETS
e tftpdnld : 7— b £ A=V % — RLET,

ftd-boot-latest.lfbff

84:02:61:b1:92:e6
Progress

40

7200

1460

Yes

GbE/1

Auto Detect

Try reducing TFTP_BLKSIZE.
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ATvT9

IP: Retrying with a TFTP block size of 512..

ASA 5555-X D4l :

rommon 0 > interface gigabitethernet0/0
rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.255.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file ftd-boot-latest.cdisk
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=ftd-boot-latest.cdisk
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon 7 > sync
Updating NVRAM Parameters...

rommon 8 > tftpdnld

Y—N—~ADE{KE LI TN 2—T 12T BICIF, PingZEITLET,

rommon 1 > ping 10.123.123.2

Sending 10, 32-byte ICMP Echoes to 10.123.123.2 timeout is 4 seconds
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 2 >

setup EASILT, BEA UV H—T oA ADFy NT—IVBREETV, VAT LAY T U7
NRolr—ThEFA 70— RLTA VA =)L TE5EHIZHTTP £72IEFIP Y — " —~D—HF
M7t 2 MeSL L E T,

(GX£) DHCP Y — X—23% 2334 . ThreatDefense 1XHEANZ Ry U —V REZFITLET,
DHCP Z 4 2581, ROV T LDEEIA v —V 2SR LT IEEN,

Configuring network interface using DHCP

Bringing up network interface.

Depending on your network, this might take a couple of minutes when using DHCP...
ifup: interface lo already configured

Using IPv4 address: 10.123.123.123

Using IPv6 address: feB80::2a0:c9ff:fe00:0

Using DNS server: 64.102.6.247

Using DNS server: 173.36.131.10

Using default gateway: 10.123.123.1
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Threat Defense —Threat Defense : ASA 5500-X 3 7= (3 ISA 3000 .

1 :

Cisco FTD Boot 6.3.0
Type ? for list of commands
firepower-boot>
firepower-boot>setup

Welcome to Cisco FTD Setup
[hit Ctrl-C to abort]
Default values are inside []

Enter a hostname [firepower]: example.cisco.com

Do you want to configure IPv4 address on management interface?(y/n) [Y]: y

Do you want to enable DHCP for IPv4 address assignment on management interface? (y/n)
[Y]: n

Enter an IPv4 address: 10.123.123.123

Enter the netmask: 255.255.255.0

Enter the gateway: 10.123.123.1

Do you want to configure static IPv6 address on management interface?(y/n) [N]: n
Stateless autoconfiguration will be enabled for IPv6 addresses.

Enter the primary DNS server IP address [64.102.6.247]: 10.123.123.2

Do you want to configure Secondary DNS Server? (y/n) [yl: n

Any previously configured secondary DNS servers will be removed.

Do you want to configure Local Domain Name? (y/n) [n]: n

Do you want to configure Search domains? (y/n) [yl: n

Any previously configured search domains will be removed.

Do you want to enable the NTP service? [N]: n

Please review the final configuration:

Hostname: example.cisco.com

Management Interface Configuration

IPv4 Configuration: static
IP Address: 10.123.123.123
Netmask: 255.255.255.0
Gateway: 10.123.123.1

IPv6 Configuration: Stateless autoconfiguration

DNS Configuration:
DNS Server:
10.123.123.2

NTP configuration: Disabled

CAUTION:

You have selected IPv6 stateless autoconfiguration, which assigns a global address
based on network prefix and a device identifier. Although this address is unlikely
to change, if it does change, the system will stop functioning correctly.

We suggest you use static addressing instead.

Apply the changes?(y,n) [Y]: y
Configuration saved successfully!
Applying...

Restarting network services...
Done.

Press ENTER to continue...
firepower-boot>

ThreatDefense AT L V7 " 2T DA VA=)V R —Th Ay a—RKLET, 2D

FNETIX, HTTP O A VA b— L xR LFET,
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system install [noconfirm] url
B A~ B — VIO L WEA T, noconfirm 47 v a v &2EL 1,
1 -

> system install noconfirm http://10.86.118.21/ftd-6.0.1-949.pkg
WESZ 7 vva FIATEMHETLE RO ONET, yLANLET,

HHEHHHH AR A4S WARNING #4444 44444444 4444444444
# The content of diskO: will be erased during installation! #
FHAF AR R

Do you want to continue? [y/N] y

A VAI=NL TRRBRZIL ST T Tvva RILTNRHESN, VAT LA A—URTT
n—REnEdT, A VA M—AEFITTLII kRO ENET, yEADLET,

Erasing diskO0

Verifying

Downloading

Extracting

Package Detail
Description: Cisco ASA-NGFW 6.3.0 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: ¥y

AVAM=APET LIEL, Enter F—E2LTT NS 22 7—FLET,

Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.

7 — NI 30500 F40n, LY EH?FF’a%Vﬁ)éﬂﬁE‘ﬁ?ﬁ% D FET, ﬁj@@ﬁ%}ﬁ:\ Threat
Defense CLI NE/RINET,

ATFYTN Xy NT—28REZ NI TN a—TFT 4 7T 51213, ROFIZBER LT IFEN,

B -
FYRT—D A VE—D A ADREDRT

firepower-boot>show interface
ethO Link encap:Ethernet HWaddr 00:a0:c9:00:00:00

inet addr:10.123.123.123 Bcast:10.123.123.255 Mask:255.255.255.0
inet6 addr: fe80::2a0:c9ff:fe00:0/64 Scope:Link

inet6 addr: 2001:420:270d:1310:2a0:c9ff:£fe00:0/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:522369 errors:0 dropped:0 overruns:0 frame:0

TX packets:2473 errors:0 dropped:0 overruns:0 carrier:0
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Threat Defense —Threat Defense : ASA 5500-X 3 7= (3 ISA 3000 .

collisions:0 txqueuelen:1000
RX bytes:42120849 (40.1 MiB) TX bytes:170295 (166.3 KiB)

H—N—IZw LT ping®ETLET,

firepower-boot>ping www.example.com
PING www.example.com (10.125.29.106) 56(84) bytes of data.

64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seg=1 ttl=42 time=28.8 ms
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seg=2 ttl=42 time=28.1 ms
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seg=3 ttl=42 time=28.1 ms
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seg=4 ttl=42 time=29.0 ms

~C

--- www.example.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 28.159/28.549/29.022/0.437 ms

firepower-boot>

traceroute #EAL T, 2y bIT—UEHKETAMLET,

firepower-boot>traceroute -n 10.100.100.1

traceroute to 10.100.100.1 (10.100.100.1), 30 hops max, 60 byte packets
1 10.123.123.1 0.937 ms 1.078 ms 1.154 ms"C

firepower-boot>

AVAN=NVDORRE VT TN 2—T 0 7T HITE, ROFIESIRL T IEEW,
1
[Timedout] T5—

FUra—FREET, 77 AV —"—ZEZETERWGEIE. 21057 7 FRFEKRTREL
=7,

Erasing diskO
Verifying
timed out

Upgrade aborted
firepower-boot>

ZOHATE. ASADDL T 7 AN P —N"—ICRIEARETHDLI I 2R LET, 7740 ¥ —
T ping ZFITTHZ & CHERTE LT,

l'Package not found] TS5 —

T AN =N =IZHEARETH - Th, 77 A/ NRAFFAFINHE > TOD5EEIE,
[Package not found] &9 =7 —TA A M—/L BRI L ET,

Erasing diskO0
Verifying

Package not found. Please correct the URL, which should include the full path including
package name.
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Upgrade aborted.
firepower-boot>

Z DA%, Threat Defense /X7 — DT 7 A U ANXELFINIE LT L 2R LET,
AR =)L FRALGIS—TERELT

VATAY T N2 TOX T a— RRIZA VA M—AMTER D & FIRILER ., [nstallation
failed with unknown error] & FEREINET, O T—NRELEHEIF. A A —1rad
ERRLTERE NS IV a—F 4 v TEET,

firepower-boot>support view logs

===View Logs===

Directory: /var/log
—————————— sub-dirs----------

2015-09-24 19:56:33.150011
2015-09-24 19:46:28.400002
2015-09-24 19:45:15.510001
2015-09-24 19:46:28.400002

102668 | install.log
292292 | lastlog

250 | ntp.log

5760 | wtmp

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)
> install.log

Thu Sep 24 19:53:44 UTC 2015: Begin installation ...

Found hard drive(s): /dev/sda

Erasing files from flash ...

F7/2. 7— b CLIES#EOMBEIZK L TR L a~y> RafH LT, /var/log/cisco D FIZH 5
upgrade.log, pyos.log. commandd.log # &R~ HZ L HTEXET,

Device Manager % 7-(% Management Center # /] L TT7 /A R A EFHTEET, By M T v
WZHETRIZIX, http://www.cisco.com/go/ftd-asa-quick CZEHDET NV ERX—V X DI A v 7 A
Z— b A REZHRLTITZE,

ASA—ASA : ASA 5500-X = 7=[d ISA 3000

FIE

EEITEZRWIEEAILZ, ROMMON 2 L CA A=V EEITE £, TD%. ASAOS D
T a AV IH LWA A= T AV EBRA T a— RTEET,

AT 1 ASA DEFEZT > THb, HFOEREZT IZLET,
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ATFwT2 AX—F 7 v 7 ORIZ, ROMMONE— RIZAD X HIc7 a7 hERRINDH, Escape¥—
EALET,
ROMMON £— RT, IP7 FL A, TEFTP YV —X_T7 KL A, = U= T RLA, Y7 b

ATvT3

ATvT4

ATy TH

ATvT6

ATy T1

T A A

— T AN, BIXOR—125T, ASAICKTHA v Z—T = A4 AREZIRD

FIOICEELET,

rommon #1>
rommon #2>
rommon #3>
rommon #4>
rommon #5>

GE) x>

interface gigabitethernet0/0
address 10.86.118.4

server 10.86.118.21

gateway 10.86.118.21

file asa961-smp-k8.bin

U — 7 ~OHHEN T TITFET D 2 E MR L TS,

AR —T A4 R a~v2 RiZASAS5506-X, ASA5508-X, ASAS5516-X, 3L TVISA 3000
7Ty h 7 — LA THEHEINDLTZD, ZNHDT T v N7 4 — 25T Management 1/1 1 &
B =T 2 A AND TFTP U N 2 FATT 20 ERH Y £,

BE & REE L £,

rommon #6>

set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961-smp-k8.bin

CONFIG=

LINKTIMEOUT=20
PKTTIMEOUT=4

RETRY=20

TFTP —/3—|Z ping Z%E LT,

rommon #7>
Sending 20,

ping server
100-byte ICMP Echoes to server 10.86.118.21, timeout is 4 seconds:

Success rate is 100 percent (20/20)

Fy U=V REZ, BTHEMATELLITHRE L TBEET,

rommon #8>

sync

Updating NVRAM Parameters...

CAF LY

rommon #9>

TZhI 2T A A=V Eu—RFLET,

tftpdnld

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
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PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=

LINKTIMEOUT=20
PKTTIMEQOUT=4

RETRY=20

tftp asa96l-smp-k8.bin@10.86.118.21 via 10.86.118.21
Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

VTR T A A=VUNREFICe—REND &, ASA IZHEIIIC ROMMON £— R&#& T L
\iﬁqo

AT w78 ROMMON E— K5 ASA ZRENT 5568, VAT A A A—I3 ) v— R CHRESZD

RODATyT

2, REFVAA—TVET Ty a AEVIZF V= R O0ERHY T, TERRT v
7 L— ROFNEIZSWTIE,  [Cisco ASA Upgrade Guide] ZZ&M L T 72 &0,

THEROETNVEERT TV r—va DA vy A4 —F HA FeZRLTIEZS0,
* ASA 5506-X

+ ASA 5506-X Y — X Firepower Device Manager
» ASA 5506-X 3 Y — A Firepower Management Center

« ASA 5506-X U — X[ ASA

* ASA 5508-X/5516-X
* ASA 5512-X ~ ASA 5555-X
+ ASA 5512-X ~ ASA 5555-X U — A H Firepower Device Manager
* ASA 5512-X ~ ASA 5555-X 2 U — X H Firepower Management Center

« ASA 5512-X ~ ASA 5555-X ¥ U — X ASA

* Firepower 1010
* Firepower 1100
* Firepower 2100

* Cisco Secure Firewall 3100
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* Cisco Secure Firewall 4200

* ISA 3000
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