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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[..
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Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **x*kxkkx

Your password was updated successfully.

[..

-]
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HErizkwohEd, 2O%, CLIEYy "7 v 7 A7V P IREFRINET,

T 7 AV MEETZIFLAENC AT LTZER T v aNICE RSN ET, PENCA LIZEExZF 0 F
FHEHT 861X, Enter #H L 9,

RDOHA RT7A4 2L TIIZSN,

[(BHA L H—T 2 A ADIPVAT 74NV 87—~ =A% AJJLET (Enterthe [Pv4 default
gateway for the management interface) |: F#E)IP 7 N L A Z 3% E L2 HE 13,

ldata-interfaces) £7-137—h Y =AL—FDIP T KL ADOWTE AT LET,
data-interfaces #f%ETH &, TV MUV REENT 7 4 v 70BNy 7 7 L— 4%l T
EESN, T—HA =T oA ABRKTLET, ZORET, A ¥ —Fy MZT 7 &
ATXDLEBIOERR Y T =7 BN WGEICENHET, FEA VX —T oA ADBH
BENDET 74w 7I2E, AV F—Fy NT IV BREMBELT LT AREGKET —
B R—ZDEFNEGENET, data-interfaces 2T 254, FER Y U — 7 [CEHE
P L CUOIVIEE BA o ¥ — 7 = A AT DeviceManager (F721XSSH) %5l &f& M T
TETN, FFEORY NI =7 FFHA DY £— MEBELOEA X, configurenetwork
gtatic-routes =2~ RZMEHA L CHL— hEZEBMTA20ERH D £3, T—H A ¥ —
7 = A ATO Device Manager DEHUL, ZOREDEELZ TRV LITHEELTLE
SV, DHCP ZEM T 28A. A7 AEDHCPIZ Lo Tk s s 7 — b = A 2
LEd, DHCP 27— h U = A ZRAELL2WEAIT, 74— ANy 7 AV y FELT
data-interfaces il L &7,

Ry PU—ZIEHRNER SN HE IS LB IC 72V £9° (If your networking
information has changed, you will need to reconnect) ] : SSH T7 7 4/ D IP 7 K L AT
FBLTWADIL, Uiy R T v FTEDIP T RLAZLEETLH L Bkt
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. ~QM B4 4 >Device Manager

T, FHLWIP T RLRAERRAT— RTHEER LTIV, ay Y — LRI ELY %
TJEEA

[T R —J )V TEB L E7 ) (Manage the device locally?) ] : ¥ 7213 Device Manager
ZRERATHIZE TV (yes) 12 AN LET, [V 2 (no) ] &M% D &, Management
Center 7 /3 ADEHIZIIA VT VIREIIZ T U REGEEZHEMATLHIZ LI £,

1 -

You must accept the EULA to continue.

Press <ENTER> to display the EULA:

End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

ATy T4 FHLWEHEIP 7 KL AT Device Manager (2127 4 > L TL7ZE0,

~M0O%5 4 >Device Manager

Device Manager (21 27 4 > LT &Rk 285 Z5%E LE T,

1R BRI
« Firefox, Chrome, Safari, Edge. 7213 Internet Explorer D/ N— a &2 H L £,

FIE

RTYT1 77 UHIZKRO URL # AN LET,
o (7.0 LAB®) W (A —H %> b 1/2) : https://192.168.95.1,
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omzzozT [

o (6.7 LABE) NES (A —H > K 1/2) : https//192.168.1.1,

« (6.6LMK) & HL : https://management_ip, E#A % —7 = A ZAIXDHCPZ 7 A4 7 T
HDHH, IPT FLUAXDHCP — =X -oTRAVET, CLIky T v 7 CTHEH
IP7 RVREER LIEGAIZ, TOT7 RLVAEADLET,

« (6.5 LLET) &H : https//192.168.45.45, CLIt v F7 v 7 CHEBIP 7 RL A& EH L=
BElX, T0O7 RLRAEZ AN LET,

ATFw T2 2—HF—4 admin, T 7 4/ XA TU— K Admin123 # AL s/ 14 LET,

RDBERY

* Device Manager &> b7 v 77 4 F— RZETLET, HIHIREDTET (13 3—) &
S LTI,

HIRTEDTET

WIIRGE 2258 T3 2121d, Bl Device Manager (2R 7  LIc & Z iy b7 v 70 4 —
REABALET. By F7 v 0 P FOR T, W< OHOEAR Y o — I RE S
NIHHEL TV BT /A ARBETT,

o #NEE (Ethernetl/1) B X OWHERA % —7 = A A (Ethernetl/2) .
cNESA v H—T 2 A ALHNHA L —T 2 ADTX2 )T S —,
s WIS BEHNERA~ADT R TDONT 7 4 v TV HEHT DT 7 AL—)L,

s N DAMBA~DTSTO M T 7 v 7 &SI 2 =T = A AD TP T KL ADREAD
N— b ~EHS DA X —T =14 ANAT /L—/L,

« NERA o Z—T = A ATIFITIAL TS DHCP H—/3—,

N

G¥) ({FE) CLI COEH Ry hUY—IZREDET (10 2—) OFIEEZET LRSI, 2
DX AT DO—ER, BARINIIEBEE SAT — ROEE, BLOSERA o Z— 7142&£@
A E =T 2 ADEENT TIZE T LTWABIZTTI,

FIE

ATFYvTl =2 Ra—YP— S4B ABHELFATHREL, BEHERRAUV—RE2LEFETDLLIITKD
LNET,

BATT DT, ZNOLOPFIEEE T T2LERH Y £7,

Device Manager T @ Threat Defense O & .
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ATV T2 WA H—T 2 A ABLOEHA VX —T 2 AR L TROA T > a v EREL, R~

ATvT3

ATy T4

(Next) 1227 VU7 LET,

G¥) [k~ (Next) |27 Vv o THE, BHEDT A RAERINET, 1 ¥—T7 =
A ADLHENE (9835 £ 720, Toutside zone] BF¥ =V T 4V —ITBMESNE
T, REMWENELWZ E&2MERLET,

a) [FMHAA > H—7 A A (Outside Interface) |: ZAUX, F'— TV = A L—FIZHRT HT2
DOT—=F K= TE, T35 ZOHMRRERHI DI A 7 —T = A Za@IRT 5 Z
LIXTEEHA, BHIOT =L AL H—T 2 A ABRT 74V hOIWRA v H—T =24 AT
7

[IPv4D%E (Configure IPv4) ]: #MiA > X —7 = A AHD IPv4 7 KL A9, DHCP %
T2, FRETEHTAYT A7 IPT RLA, 7Ry h~RA7 BIOF—h
VA B ANNTEET, 47 (Off) JZBIRL T, IPv47T RLAZFRE LRV E W) 38R
KbV ET, By b7 v 7Y 4P — RZHEH L TPPPOEZFHET D Z LILTEEH A,
AU B =T 2 A ANDSLET A, 7F—TIVET A, FTIXISP ~OMOBEGIZHEE S LT
B, ISPAPPPOE i L CIP T L AZEM L T 541X, PPPoE BN I|Z /2 585
EVRHVFET, U4 — ROFETHIZ PPPoE A ETE £ 7,

[IPv6 D% E (Configure IPv6) ]: /MiA > ¥ —7 = A4 AHD IPv6 7 KL ACT9, DHCP %
FHT D0, FEEFFFHTRAEYT 4V IPT RLVA, L7497 A BLOWY—Fo=x
AZANNTEET, 47 (Off) 1ZBIRL T, IPv6 7 RLAZHE LR E WD BT
%@iﬁ—o

b) [BEA 42 —T x4 X (Management Interface) |

[DNS#—/% (DNS Servers) |: A7 LADOEHT L AHOD DNS H—/3, £ FifiERHIC 1
DOLLED DNS —"D7 RL2&E AT LET, 7 74/ hE OpenDNS /37 V 27 DNS
=TT, T4 =V REREL., 774/ MIELZWEAIEL, [OpenDNSZ £ (Use
OpenDNS) %227 Vw7 325E, 74— /L NIZHEERIPT FLARY B — RRINET,

[Z77 AT U4 —/VRA 4 (FirewallHostname) |: VA7 AOEET RLADKRA ML T
hd‘o

VAT LA ERRE L, [k~ (Next) 1227 U v 7 LET,

a) [ZA LY —r (TimeZone) |: VAT LADH A LY/ — U BFRINLET,

b) [NTP# A L#—,3 (NTP Time Server) ]: 7 7 4/ h®O NTP h— & HT 50, AL
TWAHANTP Y —"DT L2 ZFEHTANTLEINERRLET, Ny 77 v 7HICERD
P REBITEET,

LE) VAT LDASY— "I BLUAEZRELET,

Threat Defense 7 /31 AZHEATH &, BEIFNZHEART S B AR WTEET, T XTHIE
MoA v RIAT g T,

A= IABVVADT OO FEREL, VAT ABNELTET A AT 205
NHYFET, HBPIL0 AEOFM A B A2 EHL, B TCAY— 74 BV RAEZRETE
i‘a‘o
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ATy TH

sttvzoiz |

TNA AT BET HIZIE. V27 %27 Y v 7 LT Smart Software Manager D7 7 7 > K
WA LET, 748 RA0RE (15—Y) Z2ZRLTIEE,

P T A 2 A BT DI, EEETTI290 H ORI 2 BA469 5 (Start90 day evaluation
period without registration) ] %&£ 7,

[#T (Finish) 122V v 27 LET,

RDBERY

cTHET A B A EGIEREMMATHZ L TEETN, T/ ALREL, T/ 2%
BRI Z ez LET, 2ZRLTKESVTI A B RADKRE (15 3—Y)

* Device Manager ZffH L TT7 A R&ZHRETHZ L TEE7, [Device Manager TP
TrAT A= NORE 21 =) ] ZBRLTIIEI,

SAtE U RADETE

Threat Defense 1%, 74 B ADBALB LRI A v ATV O— BN ARER A~ — b Y
ThU 2T IA VU T EERALET,

Uy — T EBET S L. Smart Software Manager [Z 3 ¥ — 3 & Smart Software Manager [ D i&(5
AOIDAEAEEZFHITLET, £/, WUREET I Moy y—URED Y THORET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide Z &M L TL 72 &1,

Essentials 7 1 £ A XA EENE T, A~v— T4 B ZATIE, FEWAL T RNE
mDORERE % H T £ 97, Smart Software Manager IZ%8k 35 &, T <IZTIA4 B ADEM%
BRI CE T, F/o, BTIA BV AZWMATLHZ L TEET, ZHITK-> T, e
BROMEHNFEEICRY | BEEOKBICK DBIEN 2L RV £, ROTA B AZHERL
T,

IPS: tX 2T 4 ATV V2 AL R IPS
e I T T v = TR
sURL : URL 7 4 L& U 7

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN O 7~

15 H B HIIC
* Smart Software Manager (2~ A X —T7 U hEFEHLET,

ERETAT MERHLTRVERIEZ. Vo227 Vv 7 LTHLWT AUy MEREL
TL 2 &V, Smart Software Manager Cl&, MO~ A X — T ho v b EERTEET,

Device Manager T @ Threat Defense O & .
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AU ADEE

e o TIAT AT T TEMERA L TAIMEEND) BEEAHFEHT AT, JFEHO
A —h VT T2T T4 LT T HT L STl RE S/ (3DES/AES) T4 &
VAEBFHATEAMNENH Y 97,

FIE

ATVl BEVWOR—K T4 BV T TATY ML, WEBERIABUVAREENTND L 2
LT EEN,

TAB AT, VATETIFREREIENLT A ZAEEA LRI, A~— Y7 by =T
TARL T TAT MY 7 SRTWES, 2L, BETIA v AT 555
MBI HYE1E, Cisco Commerce Workspace C [ & Y U o —3 a D% (Find Products and
Solutions) [ ~7 4 —/V REHEHLET, KOT A& APID 2B LET,

K2:54 U RABRE

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID 2 RONERWEEIT, HESUZTFETPID 2 BIMTEET,

«IPS, ~ /L7 = TR, BELOURL 74 &2 2ADMAE DY :
« L-FPR2110T-TMC=
« L-FPR2120T-TMC=
« L-FPR2130T-TMC=
+ L-FPR2140T-TMC=
EREDPID DWF N EESNTBINT D & ROWT DO PID TG 2 W~ —A D
TR S a o EBEINTEET,
« L-FPR2110T-TMC-1Y
« L-FPR2110T-TMC-3Y
« L-FPR2110T-TMC-5Y
« L-FPR2120T-TMC-1Y
« L-FPR2120T-TMC-3Y
« L-FPR2120T-TMC-5Y
« L-FPR2130T-TMC-1Y
« L-FPR2130T-TMC-3Y
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* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y
* L-FPR2140T-TMC-5Y

* Cisco Secure Client : [Cisco Secure Client 381EH A R 2B L T E0,

AT 72 Smart Software Manager T, Z DT /A AZBIMNT BT B> hOBGEN—27 v &2FRL
Tav—L%7,

a) [Inventory] #7 U v 7 L7,
Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) [General] # 7 C, [New Token] #7 V v 7 L7,
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&k h—72 > &1ER (CreateRegistration Token) | %A 7 0 /Ry 7 AT, L FOREME
A LTS [ h—27 »%{/ERk (Create Token) 1227 VU w27 LET,

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

Device Manager T @ Threat Defense 0 & Fd .
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Device Manager T Threat Defense D &R |
AU ADEE

« [EBA (Description) ]
o [HZhIBR  (Expire After) ] : #ELE{EIX 30 H T9,

[ZD b= TGRS LT B Tl A PRBERE 2 FF T 9% (Allow export-controlled
functionality on the products registered with this token) | : &R 5{L3FF AT S LTV B [EH
DGETWE 2 T IAT AT T T EENILET, ZOWEEZENT L TEDY
B IOF T arE I I TERTOIMNENDY T, B TIOMEEZANICT 55
EBliE. TARALAEZH LW o F 7 hX—THEHEEL, 730 A& U e— KT 508N
Y ET, ZOFT v a URERINRWGE. T U s NI BHIERE A AR —
FLTWERA,

F—=2 3 A X P UIZBIENE T,

d) b= OFEMZHIRAITA 2% 2727 LT[h—2 2 (Token) | XA T RI ARy
JAERE, b= rvID%EIZ VT AR—RNIabt—T&25 X9 LET, Threat Defense
DBGENV B L S ICBOFIETHEMAT A, 2O =7 U Z#HFLTBEET,

3: b=V VDORT
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to registar new product instances to this virtual account

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
M]MEZJIhYTITZGOdOSDOYJKZL@ 2017-Aug-16 19:41.53 (in 30 days) ASAFP 21101 Allowed Actions ~

4: b—HmaE—

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

AT w73 DeviceManager C, [T /31 A (Device) ]2 U v 27 L, [A~— kT A2 A (SmartLicense) ]
DO~ —T[EEDFR (View Configuration) | %227 U v 27 LET,

[A<— K TA A (SmartLicense) | X—TNFRINET,

ATy T8 [T3( 2Dk (Register Device) | %7 UV v 27 LET,
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Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

REGISTER DEVICE
69/90.... K

WIZ, [A~— T A B AD%Ek (Smart License Registration) | ¥4 7 &2 77K v 7 ADFERIC
WEsT, M= ICAE0 I ET,

Smart License Registration

)= (m) (=)

“(a)

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
to create token.

Copy the token and paste it here:

Select Region

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware
of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATY TS [T/ AD%Ek (Register Device) ] %7 UV v 7 LET,

[A~—h T4 A (SmartLicense) | S— IRV £4, T3 ZBETIIRDOA v b—
MFERINET,

Device Manager T @ Threat Defense 0 & Fd .
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Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APEFIRER S, N—VREHFIND L, ROEIITFKRSNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

ATV T6 LEISUT, TRENDOL T gy T4 v 2D (/L (Enable/Disable) ] = b
a—/Ex7 Yy 7 LET,

'SUBSGRIPTION LIGENSES INGLUDED

IPS ENABLE Malware Defense ENABLE

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion paolicies in access rules. You also must have this that detect and block malware in files transmitted over your network.
license to apply file policies that control files based on file type.

Includes: Uy File Policy
Includes: T Intrusion Policy

URL Cisco Secure Client Type Advantage v

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

« [%h{t (Enable) ] : Cisco Smart Software Manager 7 7 7 > MI T A B A &% ek L, Hl#H
SNTHEREDANCR D FT, T4 BV AL THIBHENSZRY o—%FREL, BT
TET

o [#55h{k, (Disable) ] : Cisco Smart Software Manager 7 5 7 > b DT A & 2 R & B ExfiRkR L.

I S AV ARRE N ESNIZ 22 ) 7, T LWAR Y — DEREORE S . T OREEZENT 5
RU—DREAL TEEEA,

* [Cisco Secure Client] [RA VPN] 7 A B 22 G LT GEIE. T 748204
4 7" ([Advantage]. [Plus]. [Premier]. [Apex]. [VPNELFA (VPN Only) . F72i% [Premier
& Advantage (Premier and Advantage) ][Apex and Plus (Apex and Plus) ] 3R L F 9,

VPN Only

Premier

Premier and Advantage
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Device Manager TD 7 7 1 7+ —ILDEEE .

BREA AT DL, TAHT Y MITA B ADBRWEEITAN— T % B LI Z IR OIFTEL
AyE—VRFRINET,

Device Summary

Smart License

LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM
OUT OF COMPLIANCE Next sync: 10 Jul 2019
There is no available license for the device. Licensed

GO TO LICENSE MANAGER Need help?

continue to work. However, you must either purchase or free up additional licenses to be in compliance

ATy 1 WERay X7 U2 RS [BEHEOFFY (Resync Connection) ] &38R L C. Cisco Smart
Software Manager & 7 1 & A @A [ <& £ 7,

Go to Cloud Services

Resync connection

Unregister Device

Device Manager TD 7 74 77+ —ILDEXTE

WOFNETIE, BIMEREORTEOMELHA L 9, SFINEICOWTHFHMREREFRTDHIC
X, R=CDO~NVT RE (?) 7V w7 LTLTIEEN,

FIE

AT T MDA v H—T = 4 ATHMEERT 2% A 1X, [T 34 A (Device) |#RIRLT[A ¥ —T =
4 A (Interfaces) |OWED IV > 7 %27 Vv 7 LET,
B =T 24 2DMET A3y (@) 22U v s LTE—FE2REL, IPT RLARY
DREETEFTLET,
DB TIL, Web — =72 DT v 77 7 v ARREREFEAEIE T 5 [FREHHE )

(DMZ) L THHAT 0D v 2 —T7 oA AR LET, 58T L72b [fR1fF (Save) ]
7 Vv LET,
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATy T2

ATvT3

B5:423—7 x4 ADRE

Edit Physical Interface

Interface Name Status
o @©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static ot

IP Address and Subnet Mask

192.168.6.1 ! 24

LA H—T 2 AT HEEIE. [ 7P =2 b (Objects) [ZFIRL., BRI H[E
*= U7 ¢ —> (Security Zones) | Z#IR L 7,

MEETIIMLEIS U TH LW — AERR LE T, A X —T = ATIERL, BEFX=2V

T4 =TT V—E R T B, KA A —T 2 AT =B LTV B
ERHVEST, A X —T oA AEERT HEE. V= F—T oA A% E ZEILT
XFHA, 20D, LA E—T x4 ZAEER LR, TR GEOA L ¥ —T A A
DODEMEEFR LIF-BIZITEICY — A7V NERETHLERHD 3,

WDOBHTIL, DMZA VA —T =2 A ADT=DIZH LWDMZ Y — B ERT B EEZ R LET,
R6: X574 IV—2FITPzH +

Add Security Zone

Name

dmz-zone

Description

Interfaces

+

(] dmz

Wik 94 7> R TDHCP Zfi [l L TF A A B IP T RLRAEZEST AL, [TNA R
(Device) > [P AT LEE (System Settings) ] > [DHCPH—/3— (DHCP Server) ] % #4R
LT/ 5, [DHCPY—/3\— (DHCP Servers) | # 7 & 3R L £,
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ATvT4

Device Manager TM 7 7 4 7+ —LDEETE .

TTICHNE A v F—T = AR SN TS DHCP - —"—NH Y £, 7 RL A T—
NERRELZY, THEHIRLEDTHZENTEET, MONEA v ¥ —7 = A A& L
AR, TNODA v H—T 2 A4 A EIZDHCP Y — =%t v b7 v 7T 5DN < —fEH
T, [HEZV w7 LTERNEA v F—T 2 ADP—N"—LT KL AT — Va2 L E7,

[#%5k (Configuration) | ¥ 7 T2 74 7 > Mt i) WINS B L ONDNS D U A k Z a4
TAHZLELTEET, ROFITIZ, 7 L2 77—/ 192.168.4.50 ~ 192.168.4.240 T inside2
A B —TxA A LD DHCP y—N"—%RET D HEERLTHET,

7:DHCP Y —/\—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[7/34 A (Device) ] #ZIR L Th D, b—T 1> 7 (Routing) ] 7 /NV—7"T [%EDHER
(View Configuration) | (E72IL[FAID AKX T 4 v 7 — hZVERK (Create First Static Route) )
IV L, T4 —REMERLET,

T 7 A b b— MEIEE, INRA BT oA RUSINFET DT v A MY — A E I ISP
N—HERLTOET, T 74/ FO IPv4 L— MIEED ipvd (0.0.0.0/0) . T 7 4/ bD

IPv6 /L— MIFEED ipve (::0/0) T, HHTLDHIP A= g ZLio— MefEliLE7,

GNERA B —T 2 A ADT KU ADORSHZ DHCP 2 H T 2546, MEReT 74/ k L— b
BT TICE>TWHZERnH Y £9,

(=3 ZOR—VTERLIEAN— M, T2 A2 =T =4 ZA[DOHTT, EHA
B —T 2 A RITELER A, [T/NM R (Device) |> [P AT LEE (System
Settings) 1> [E#A 2 —7 =4 X (Management Interface) | CEHEHS — U =
AERELET,

ROFNZ, IPv4 DT 7+ b v—barRmLET, ZOFITIE, isp7—rT = AIXISP 77— b
DA DIPT RLAZBHT D0y hU—2 A7 2 bTT (7 RLALISP 225G
HHENRHY ET) . [F— b xA (Gateway) | D FEED [HLW Ry b T —7 Z{EKT D
(Create New Network) | ke vy 7# o VA &7 ) v 7 LTCZOAT V=7 NEERT 5
TENTEET,
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATy TH

B8: T+ FIL—F

Add Static Route

Protocol

@ 1Pva O mve

Gateway

isp-gateway

Interface

outside

Metric

1

Networks

:.CJ any-ipvd

[ Y — (Policies) | #FIRL Ty hU—27 DXV T 4 RN —EHRLET,

FNRAA VY N T v 7 74P —FRit, WY —r 0By = oD N T 7 4y 7 7u—%
B LET, £, AMBA v F—T =2 A AZHERTLHEI, B4 0 F—T A RIHKHT D
AV HE—T A ANAT AN LET, HILWA v F—T oA AEERLTHAETH, NE
V= ATV e MGENT ABEIEFNHICT 7 A HEL— S BEIREH S E T,

72120, BEROWEHA V¥ —T =2 A AR DEEIL. WY — o NE Y —~D N T 7 4 >
770 —%FRT 5T 7 AL — A BMETT, ot U T 40 V= EBINTA5E
X, #N6DS—2EDNT T 4 v 7 BHFATHL—IIRNMNETT, ZIOIIRIEROEEIC
AL/ = I

IHIC, BN LT ARERES LD, FOMORY) > —%2FELT, BIIF—E2D
P, NAT B X7 78 A L— L2 HFRETEET, RORY O —2RETXET,

«[SSL# % (SSLDecryption) ]: BA, ¥/ 7 =772 EIZOWTH S S - #f: (HTTPS
728 ERET LA, ERAE LT ONERH Y £3, FOPRAE ST D NER
LM EHIWTT HITIESSLE SR Y —Z2 A LET, A7 LE, AR ICH 4« B
L ET,

[TAT T 47 4 (dentity) ]|: fHlxDZ—H—IZxy NT—27 T 7T 4 ©F ¢ ZBE
J5, TV —FHF =N —T DA Ry SIS FR Y FT—7
T U AT HEAIE. BED Y —RA P T RLACEEMNT O TS 2—Y —%
HETDTDIITAT T 4T 4 R —2 ML ET,

[BEX=2 VT 44T Y T A (Security Intelligence) |: 77 v 7 U A MERIEHD 1P
7 RUAEZIT URL OB 212 BIC Ry 795100, X2 )74 AT V=
ZRY =% LET, BBMORERYA b7 T v 7 U X MOBERTE, 778X
Ay hr— R —TENLEZEET DUENRL 2D £7, CiscoTiE, BX=2U T o
AT VY2V ADT Ty 7 U A SBBICETRTSND L5, BEMORERT RLAL
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ATvT6

ATy IT1

Device Manager TM 7 7 4 7+ —LDEETE .

URLDOEME T 7 + — P&t L CWES, 70— F&il+5EL, 77927 U A DH
HZBMEITHIRT 272D Y — %2R T 20BN H Y FH A,

*[NAT] (Ry FU—27 T RLRAZEH) NPT RLAZIRONL—T ¢ 7 W[ReR T R
U AT D12 DIC NAT R Y — & L £,

o [7 7 &AMl (AccessControl) ]: F > NV —7 ECHFA[T HEEHOIEICT 78 A a2
ra— AR —2FHALET, EX=2VT 40 V=2 IPT RLVR, 7u hai, Fm—
N, 77V —var, URL, 22—V —Fida—H— 7N —F 2L > TT 4 VHIET
XFET, F, TIZEBERAHEL—AEERALTRASLTZ 7 AL (A0 =T) R v—%
WHLET, ZORY —%FHLTURL 74V H Y 7 2FEELET,

s [{2 A (Intrusion) ]: BARY —ZHEH LT, BERMOEREZRE L £, 7 7 & A4
N—NVEFEHLTRARY —ZEALETH, RARY —%HE L TREDR AL —
VBRI H N FE 13N cx F9,

WOFITIL, 727 AHBEIRY & —CTHEY —> & DMZ V=2 DORIO N T 7 4 v 7 a4
LHHEERLET, ZOBITE, [#OHR% T (At End of Connection) | 23EER LTV 55
A, [BX 7 (Logging) | 2N THOWTNOX 7 THA T a VTR ESHEE A,

K9:7otRarra—)LKRYI—

Add Access Rule

Order Title Action
2w Inside_DMZ B slow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Metworks +*  Pos +  Zones *  Networks *  Pons/Protocols +
B inside_zone ﬂ LI

[7 /34 A (Device) | Z#BR L T2 H, [BH (Updates) | 7 /—7 T [REDET (View
Configuration) 1% 27 Vw7 L, VAT LT —HRXR—AQEHFAT V2 —NVERELET,

BARY —ZFH L TWAHEAIL, L—/ & VDB OF —F X— 2 & EMI e EH 2 iR E L
EFT, EX2 VT4 ERT7 4 — REFEHTLIHEE. TNUOOEHAT V2 — L EHELE
T, —EHEHEL L TEX 2V T 4R Y - CHIBN EFERAEERT 2581, 0T —Z—
ADEFHAY P 2 — LV EHELET,

A=a—0 A (Deploy) |RZ %27V vr7 L, [59T<EHATS (DeployNow) | HR¥

B
(@;)%7UV7LT\%EW§%?N4ZK%%LiTO
EHEIZ, FNOEEBRTL2ETT A A THDTRY £HA,

Device Manager T @ Threat Defense 0 & Fd .
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

Threat Defense 5 LU FXOSCLI ~ADT7 o X

avw L RIA A F—T x4 A (CLI) AL TYRAT LDy b7 v 72TV, FEARK
WYATLDRNT TNy a—T 4T EITVET, CLITy v a bR v—2FRETHZ
LITTEFERA, CLIWICIE., v Y — A R— R NIEEFELTT 78X TEET,

NIV 2a—T 4T DEHIZEH FXOSCLIWZ T 7B AT £7,

Y

GE)

F 721X, Threat Defense 7 /XA ADEBA ¥ —T7 = A AZSSH THfi CExF§, 2V —/b
tyvarid®ERY, SSH Y g LT 7 # /b b T Threat Defense CLIZ72Y . connect
fxosa~ o RZfiH L TFXOSCLIICHH CE £, SSHEHD A v 4 —7 = A4 Z &N T
WHBE, B TTF— A —T A A LOT LA TE XY, T—F A L8 —T A
ASDSSHT 7B AXT 7 4V hTHEHIZIR > TWET, ZOFIATIL, 7 7 4/ FTFXO0S

&M

ATy T2

CLI ¢ 7bay Y —)LiIR— 7 72 RIZOWTIHHLET,

FIE

CLIIZn 7 A ¢ 510, Hlas Ba—F &y —)LR— MIE#HE LET, Firepower2100
IZIZDB-9toRI-45 > U TV F—T AR L CWBHTmd, BT 7201213 — R =7 ¢
DY TV 1oUSB 7 —7 BB TT, BHEWDOARL—TF ¢ TV AT ATV USB
VUTNRIANRELTA A=V LTLEE, a3 Y —/LiR— MMIT 7+ /L b TFX0S
CLIIZR 0 £3, ROV I TAREEMEHLET,

* 9600 7R —

8T —X ¥k

NUT 472

1Ay 7 EY b
FXOSCLIIZ#fe L £9, =—HF—% admin &, ¥ty b7 v 7RICRE LI NAY— K%
EHLTCLIICr A LET (F 740 M Adminl23) .
i

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 & A LEd,

connect ftd
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ATy T3

Device Manager 2R L7774 7 U+ — LD ERDUIER .

1 -

firepower# connect ftd
>

77 A %I, CLI CEREEZ 2 a2~ FOIEFREMERT HITIE, hdp 2222 AT LE
T, FHJTEEIC OV T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L Al &
LT 7EEN,

Threat Defense CLI ##4& T3 51213, exit ¥7zidlogout 2~ FEZ AN LET,

“Oa~r Rick v, FXOSCLI 7u > 7 MIEY £3, FXOS CLI T TR/ 2~ RIC
SNTIE, 22 ASLTLEEN,

&1

> exit
firepower#

Device Manager L= 74 7 04— ILDOEIFREDY]

I*J?

ATy T

ATy T2

Device Manager #fEH L TV AT A&#UICY v v NE D TEET,

FIE

Device Manager #fEH L C7 7 A T U4 — V& v ¥y T LET,
G¥) 6.4 LIRT DA 1%, Device Manager CLI C shutdown =~ > F&Z AN LE7,
a) [T/5A % (Device) 1527 U v 7 LTHE, [V AT LF%E (System Settings) ]> [FEALH)/

¥ v h# 2 (Reboot/Shutdown) [ U2 %27 U w2 LET,
b) [¥ v h¥ DY (ShutDown) %7V v LET,
A=A T AT U AR L TCWAEAIE, 7747 U= AR Yy hE T
THLEWIVAT AT e he®E=4—LFET, ROT a7 IRERINET,
System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

a2 Y= BEERE L TR WEERIE, RI3AHMF TV AT AR Yy y MU Ll &%
e LET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

Device Manager T Threat Defense D &R |
B xozx727

ATY T3 VEIUSUTERAASL v F 2472, BRI T 72RO Ty v — LI ERZ2 Y
NN TEET,

. —_ o
RDAT T
Threat Defense DFXEZ i1 521X, [Cisco Firepower R = A 8| |ZH HBHEVD
VIR 2T NR—= g0 D=2 T VEBRLTLLIEE N,

Device Manager O FIZRHT 2 1EHIZ D\ TlE, T [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | &ML T 7230,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



