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¢) [JL— kIL—ILDEM (AddRouteRules) | Z7 V v 27 L£7,
d) [F—HvbrE2A47 (Target Type) | K v 7 X o ring, [A 8 —%y hF— DA (Internet
Gateway) | #i®IR L £,
e) SSEDIPVACIDR 71y 7 2 A LET (fi : 0.0.0.000)
f) %D IPV6CIDR 7 v v 7 & AN LEST Bl : /) .
g [F—H Y bk A=Yy T —FrITA (Target Internet Gateway) | K v 77X 7 unb . fERL
77— U oA IR L ET,
h) [JL— kIL—ILDEN (Add RouteRules) 1 %27V v 7 L%,

H I3y FDERK

ZVCONIZIX, D &b 1200 7%y bRHY £9, FFHVCNOEHY 7Ry b &2ER L
F9, £/, B VCN OZE 7 Ry b, NELVCN OREY 7 % v b, BILOYMNE VCN ©
7 Ry N HHETT,

ATy [y F7—F 2% (Networking) 1> [REY 59 Kxv kT—% (Virtual Cloud Networks) 1> [{R#E5 5
D R3y FT7—Y DM (Virtual Cloud Network Details) |>[% 7+ b (Subnets) |Z=IRL, [HTHv
FDERL (CreateSubnet) 1227 U v 27 LET,

RT9T2 3732y FOLNYRLTWERIZ AT LET (i : Management)

AT9 T3 [HITRy bR AT (Subnet Type) | ZiBIR L £9 (HERESN ST 7 4L o [ (Regional) | D F FiC
LET) .

ATw 74 [CIDRZ a7 (CIDRBlock) |IZfEZ AN LET (i :10.10.0.024) ., 73y hOWNE GEAR) IPT
RL AL, ZOCIDR 72y 7 b EGSNET,
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ATy TH

ATvT6

ATy 71

ATvT8
ATvT9

559 Ry LEEALEIPG S — ko7 LR |

a) IPv6 ZHINZT 86 1%, [IPv6 CIDRY 1 v 7 #4%hiZ9 % (ENABLE IPv6 CIDR BLOCK) ] 5 = v
TRy I AEF T LET,
b) [IPv6 CIDRZ =y 7 (IPv6 CIDR Block) ] T, IPV6 'L 7 1 v 7 R§iHZE AT L £ T,

[JLb—kT7—7JL (RouteTable) | Ku v 7 &7 inGg, PARNZIER Liz/L— T — 7 OV i % 31
LET,

7 xRy FO[H TRy bFHERX (Subnet Access) | ZiER L £,

BHY 7 Xy hOEE, ZHIEFNRTV I TRy b THLIRLERH Y £7,

[DHCP # < 3>~ (DHCP Option) | Zi#R L £,

DRIMER L= [E¥ 2 )T 4R (Security List) | Z84R L E 7,

[Ty FDYER (CreateSubnet) 1227V v 27 LET,

RDEZRY

VCN (&, ZWr. WE. M) ZfRE T2 L. Threat Defense Virtual % L3 2 {23380
¥ 9, Threat Defense Virtual VCN X DO FNZ DWW TIL, IROKZSH L T 72 &0,

2: Threat Defense Virtual {x189 5 Ky k7 —4

Virtual Cloud Netwarks in ftdv Compartment

Dracle data cerders Ii ciosely resembles a iradional nehwerk, with frevwall nules and specific types of communication

Hame State CIDR Block Defaull Route Table DNE Domain Hame Created -

959 Rz )ILEFERLEZIPES— o947 FLR

&

ATy T2

ATvT3

OCI CiE, £V 73y MZ—BDIPV6 =T xA T RLANHY, IPv6 b T 7 1 v 7 D%
BE9" A L 9 IZ Threat Defense Virtual CERET AMENRH D £, ZDF—by=A7T KL AL,
75 Rz TOCLa~y REETLTWAY Ty hOFEMNOEE S E T,

[OCI] > [CloudShell ZBi< (OCI% 57 K4 —=3+)L) ) (Open CloudShell (OCI Cloud Terminal)) Ji%
#LET,

WDa<y REFITLT, T7 Ry bbb IPve OFfEMZ S L E7,

oci network subnet get —-subnet id <subnet OCID>

a< I\@%%ﬁ‘% ipvé-virtual-router-ip j?‘—%ﬁ/)“‘iﬁ—o
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AT T4 ZOF—DEErar—L, LEIZLCTHEALET,

0CI ~@) Threat Defense Virtual O E

ATy T

ATy T2

ATvT3

RTv74

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

ATv7T1N
ATvT12

ATy 713

Oracle Cloud Marketplace @ Cisco Firepower NGFW {487 7 A 7 © +—/L (NGFWv) Hfh % ff
HLT, arvta—T 420 4L AX 2 A% LT OCI |Z Threat Defense Virtual %2 &3 L %
T, CPUDH, AEVDR, *v hT—2 U Y =R EORHEICHESNT, i~y v =
A TEEIRLFET,

OCl R—Zniza 7 A4 LET,
HUskiE, BEEoOA FBBICEREINET, BROHIRPIZHEIE L TWA Z 2R LTI,

[R—4% v hTLA4R (Marketplace) 1>[7 74— 3> (Applications) [&i&R L E7,

~—%w N7 LA AT [Cisco Firepower NGFW virtual firewall NGFWv)] %53 LT, 828R E

R

RGN 2 iR L. [Oracle ORI B & X— N F— O F M2 MR L TRELE 9,  (Ihavereviewed

and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = v 27 R 7 A% A2 LET,

[ > AX > ADLHE) (Launch Instance) 1% 727 UV v 7 LT,

(471 (Name) ]2, A Y AZ L ADDNYLT WARTEZ AT LET (B : FTDV-6-7)

[xA4 TDZEHE (ChangeShape) 1 %7 Y v 7 L. Threat Defense Virtual (2% 72 CPU O%, RAM O

B, BIOAS X —T oA AOEPHRES NV =47 (VM.Standard2.4 72 &) Zi&R L E7 (B
2~—=2) 2ZM]) .

RS 59 KFxvy k7—2% (Virtual Cloud Network) | Fe v 7% o o inn, [EE VCN (Management

VCN) | Z@RL £,

HEIATI SN TORWEAE, [Ty b (Subnet) | Ky 702G Y7 %~ b (Management

subnet) ] ZEIR L E T,

Ry bD—Y X2 )Ta FIL—TEFERLTES T4 v Y 5T S (UseNetwork Security Groups

to Control Traffic) | IZF = v 7 Z AL, HWEVONIZRE LTt X =2V T 4 7 —T 2 @IRL 7,

[/XTUyDIP7 FLADEY KT (AssignaPubliclpAddress) | A7 v arvRi¥ %270 v 7 LET,

[SSH +—®m3EN (AddSSHkeys) | D F T, [ABF—DREY F1+ (PastePublicKeys) | 47> a AR

&7 Vw7 LT, SSHX—%Z0E0 £,

Linux X—ZADA VAR AL, NAT—RORDOVIZSSH F—_T7 2FEHL T E— hax—HF—%G

AELET, F—_TEL, WEX— AT —CHlSNET, A U AZ U AEENT D & EIT, WEx—

ara—2hkFL, AF—ZRMELET, T4 R 1250 T [Linux A S AF 2 TO

X —_T OER (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/

Compute/Tasks/managingkeypairs.htm % 2 L T 72 30,

[¥#iA4 7> 3 > DFRR (ShowAdvanced Options) |V v 7 %27 U v/ LT, A7 v a v ZREHLET,

. 0Cl ~ Threat Defense Virtual D& A
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48— 14 ADERK .

ATy 14 [WIHHEAZ U7 K (Initialization Script) 1D FC, [7 77 RFIHHEAZ U7 R DALY 115 (Paste Cloud-Init
Script) | A7 > a v AR¥ %2 U w2 LT, Threat Defense Virtual @ day0 #% % f5E L £9°, day0 #%
IZ. Threat Defense Virtual ORI FEEIRF 2 H SV E T,

Wiz, [2572 F¥#ER S 1) 7+ (Cloud-Init Script) 1 7 4 —/L RiZa =L CREV AT A Z LN T&
% day0 HERK OB % 7R L E T,

{

"Hostname": "ftdv-oci",
"AdminPassword": "myPassword@l123456",
"FirewallMode": "routed",

"IPv4Mode": "dhcp",

"IPv6Mode": "dhcp",
"ManageLocally":"No",

"FmcIp": "1.2.3.4",

"FmcRegKey": "ciscol23reg",
"FmcNatId": "ciscol23nat"

« FmcRegKey : Z#LlL, 7 /34 A % Management Center |28 &k 572 DI H 405 1 [HIR Y DXk
F—TY, BEF -3, 2P —ERORK 37 LTFOFEETFHTT,

e FmcNatld : ZAUZ 1 BEIRVFEHIND —EOXLFHNTT (22— —NEK) . 7L, T A R &
Management Center 73 NAT 7 /3 A A KD SEES VTV D EEIT. ZO—EOXREY — L [FRFZ—
BEONATID Z AT H0E N H D £7,

ATFvF15 1B (Create) 1227V v 7 LET,

RDBERY

[ERk (Create) |ARZ %22V v Lictk, KEH[FrE T3 =27 (Provisioning) ] & LT
Fon X315 Threat Defense Virtual f v A X LV A ET=H—LFET,

| o

BER AT HAEE=H—FT5HZ EPEETY, Threat Defense Virtual 1 > A X ADIREED [ 12
vy g =7 (Provisioning) 1775 [E1TH (Running) ] 21T L7- 5, Threat Defense Virtual
DOEEENTE T T D RN LEEITIE U T VNIC 26T 2 B ENH Y 77,

A28 —D 1A RADIE

Threat Defense Virtual 1, 1 -2 VNIC 2385 S LR CTHRITIRIEIC A2V £ ([AvEa—
T4 2% (Compute) >[4V RAB VR (Instances) | >[4 Y RAB U AMEEH (Instance
Details) |>[#Efi SN = VNIC (AttachedVNICs) 1ZZ&M) , ZHiI7 T A~V VNIC & ’E
., BEVCNIZ~Y v B 7 &3 E T, Threat Defense Virtual 235 #] D7 — b &5 T 3§ BRI,
VNIC 73 Threat Defense Virtual C1E L < #{H &5 L 512, BARNC/ERR L7aftho> VON 7 R v
L~ (ZWr, WER, 4N @ VNIC 8T 246N £,
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B sssn-vweor—ri—roem

ATwT1
ATvT2
ATvT3
ATv74
ATvTH
ATvT6

ATy 17
ATvT8

ATvT9
ATv 710

3 L < & &) LU 7= Threat Defense Virtual f > A% > A& 8R L F 9,

[ S hf= VNIC (Attached VNICs) ]>[VNIC D{Emk (Create VNIC) JDJEIZER L £,
(48 (Name) 112, VNIC @) LT WARIZASILET (B : Inside) .

(A2 77 K3 v b7 —2% (Virtual Cloud Network) | K2 v 7% 7 )v5 VON 28R L £9,
[V7 %> b (Subnet) | FrRy X oo nbH 7Ry haBEIRLET,

[y b= X2 YT FIL—TEZFERLTES T4 v EHliH1T 5 (UseNetwork Security Groups
to Control Traffic) 1 # 4 CL T, BRL7Z VON HICRELIEX 2V T 4 V7V —T %R L E 7,

[EEL 5D F = v 7 % A% v 7 (Skip Source Destination Check) ] 24 12 LE7,

(A7 vay) [FT7A4—=KIPT KL A (Private IP Address) | #5E L £7, 4L, VNICIZHK LT
FRED IP 2 BIRT 2G5BT DOHMEETT,

IP Zf5E LRWGE, OCLIZH 7Ry MIEID Y THNICIDR 72y 7 b IP 7Y RLA&EI ) Y TE
R

[ % OFRTF (Save Changes)] &7 U v 7 L, VNIC Z1/Ek L E7,

JEBA CHELE 72 545 VNIC IZ2OW T, ZOFEEZMEV KL E T,

EfHEENT=VNICDJ)L— FJIL—ILODEN

ATy T

ATvT2
ATvT73
ATvT4
ATvT5
ATvT6

ATy 17

2. NEE. BLXUOSAETOZ L — T —T I — T —T I — L& BINL £,

[y kT—F>% (Networking) 1> RS 52 K2y k7—2% (Virtual Cloud Networks) 1% 84R L |
VON ([ZBHERF BN TWAET 7 40 bb— v T —7 0 (NERETI3MR) 220 v 27 LET,

[JL— kIL—/LDEN (Add RouteRules) 1 %7 VU v 7 L%,

[#—%5 v b¥ AT (TargetType) | Kr v 77X rnG, [FT7A4~X—KIP (Private IP) | &R L ET,
[56%¢ 4 A 7 (Destination Type) ] K1 > 7% 7 /5, [CIDR 7 v v 27 (CIDR Block) | Z#IRL 97,
[#65C CIDR 7' & v 7 (Destination CIDR Block) ] Z A/ L£3 (f1 : 0.0.0.0/0) .

[#—7% > PR (Target Selection) ] 7 4 —/LV KIZVNIC DT Z A X—KIP 7 KLAZANLET,
VNICIZIP 7 KU A ZBRIGICEID BT T RWEAIE, VNICOFEM (v Ea—F« 245 (Compute) 1>
[41 > RAA 2R (Ingances) | >[4 Y A2 > ADEEHM (Instance Details) | > [#&# S iz VNIC (Attached
VNICs) |) THEHEIV Y TENZIPT RLUAZERTEET,

[JL— FIL—/LDEM (Add RouteRules) 1 &7 VU v 7 L%,

AUH =y M= Uz A BN LTIPV6A VX —Fy N7 7B AZRERT H2561X, IROTFIREZFEITL

£7

a) [2—4v r24A4 7 (Target Type) | Ka vy 7HForhb, [ 3 —%2y b5 — D4 (Internet
Gateway) | #i®IR L £,

b) [46JcCIDROD 7 & 7 (Destination CIDR Block) ] T, IP 7 RL AZFREL £,
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Auto Scale V') 2 —< 3 VD ER .

¢) [¥—F# v b ¥ —Fy F— DU xA (TargetinternetGateway) | Ku v 7 X7 vinG, BEFEOA v
H—Fy N =R TxA 23— KA FNERIRT 200, FBlICER L 7,

ATy T8 BETHELARDLE VNICIZOWT, ZOFIEZBY KL ET,

GE) DHCP £7-1XIPv6 7 RL AT L7 4 v 7 AKX HI—F 4 7 IV— )L THERINTZIPV6 7 R

L AW /128 DA . Threat Defense Virtual /L — b7 — 7 LIZIR D — kS Z BT 5 LERNH Y
iﬁ‘o

ipv6 route <interface name> <interface subnet CIDR> <ipv6_virtual router ip>
B
* ipvé route inside 2603:c020:5:5800::/64 £e80::200:17ff:£e9%6:921b

®* ipv6 route outside 2603:c020:6:ba00::/64 £e80::200:17ff:fe21:748c

Auto Scale V') 11— 3 VD ER

ROIATIE, Auto Scale ¥ U 22— 2 D3 R—=2 kA OCI @ Threat Defense Virtual T &
D X D ITHERET D DT HOWTELA L £ 9,

Auto Scale ) E A {5

OCI T® Threat Defense Virtual Auto Scale Y V =2 —> a3 VOB AMZ KO R LET, £
Z—F v MaFOBR— AT i, VA= =7y NI =T OB EDEEMH L
THR—=IREDINR> TNBERT Y w7 IPT RLARH Y 97,

77 4w 7k LTHR—= FR—=ZADFIENRARETH Y . NATLV— %N L CTERHATEET,
ZHAZOWTIIROETIA L E 9,
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. 2a—7

3: Secure Firewall Threat Defense Virtual Auto Scale D& A 5| M

Instance Pool

I
! Repty of Outbound Traffic Reply of Inbound Traffic : -
FTDv 1

Iy

Inside M;I,\,m Outside

ILB

User H FTDv 2
Applications |

] Fieply of Outbound Traffic Reply of inbound Traffic

ide Mgt Outside

Z

A

FTDv N

Reply of Outbound Traffic Reply of Inbound Traffic
| gd Inside 5 Outside i 1
1 Mgmt 1
1
Outbound Traffic
— Inbound Traffic

Z D R¥ 2 AL T, Threat Defense Virtual Auto Scale for OCI VY V = —3 3 U ZE AT 5
DFEM72FNEIZ DV TE L E T,

(&

X3 e AZBIATARINC., REXFa Xy FERE2RHALI I,
B ZBHAET BENC, BIRGMEEZmIZ L CWD Z & 2R LET,
c ZIZICHHE SN TWAFIELE FEITNEFICHE > TWVD I L 2R L ET,

B S1F

MR XURY O—
VY a—a BB ATHEDICNER OCI DR ERY —iTkD LB TI,
1. A—H¥—FLUIIL—7TF

N

GE) a—P—L I N—TE2ERT AT, OCla—Y —F 3T F oo —EHETHLLENH Y
9,

Oracle Cloud Infrastructure D+ —%—7 h o & FO—HP—=THh o " RNET 5T
N—THEER LET, 2= =T Ao FaRoB# 7/ L — 7 BIEET D51, 1ERT
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HZUHEIHY A, =P —L TN —TDERFIEICHONTIE, [T r—TF L a—P—
DAERL] 2B L T I,

2. TI—T Ry —

RV =R LG, ZNEITN—TICv v B TTHXLERLYET, AU —%1E
R 5I2iE, [OCI > [PATYT4T4&tF2) T« (Identity & Security) >[4
< — (Policies) ]>[H1) > —®DYERL (CreatePolicy) JICBEI L £4, ORI > —Z2{Ek
LT, B Z v—Fl28mL £,

« 7 L—7 <Group_Name> 732 73— [ A | <Compartment_Name> TA bV v 7 %
R L&A LET,

« 7L —7 <Group_Name> 731> 73— k A >k <Compartment_Name> C7 7 — L&
BITLHZ LEFFILET,

« 7L —7 <Group_Name> 73 = > 73— K A >k <Compartment_Name> T ONS k& v 7
EHT L ETFALET,

s 7 L—7 <Group_Name> 732 73— [ A > s <Compartment_Name> TA hVU v 7 %
MRAETDHZEEFATLET,

« 7L —7 <Group_Name> 73 =1 > /3— k A > <Compartment_Name> TA U v 7 %
BAD T E AT LET,

7 )—7 <Group_Name> 731> /3— k A >k <Compartment_Name> T ¥ 7 D4 fijZE
MEEHT2 22T LET,

7 N—7 <Group_Name> 73 2 > 73— k A > h <Compartment Name>Cw 7 7 )L — 7%
FAHAID 2 E HFFA I LET,

« 7 L—"7"<Group_Name> I3 A A K AT — L a2 73— Kk A | <Compartment_Name>
AT 2T LET,

« 7 )L—7<Group_ Name> 37 F > b T/ 70 Ry = VAT L2 L 25 LET,

« 7 L—"7<Group Name> 37 F > hDOAT V=7 N A ML —UA4RTZEME AR D 2
LA LET

« 7 L—7 <Group_Name> 75 FND U RY Y 28452 L 27 LET,

N

GB) TFU LA TRY—Z2ERT 52 L b TEET, 22—V —OFMLLHWOL LT, T
TOMHERZ BRIZHEETE LT,

3. Oracle % DR

Oracle B84 53 8] @ Oracle Cloud Infrastructure V) V' — A2 7 7B A T&E 5 L 21235121k, B
BETATI v I ITN—TIZEDTHE, TDN ) —RA~DEAFTI T TA—F T
TRAEFAITHRY U—EER L ET,

0Cl ~ Threat Defense Virtual D& A .
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4. FAFIVITIN—TDERK

AT w7 IN—T%EkT 5121, [OCI>[FAToT4T4 X1 T4 (dentity
& Security) > %4+ 32 v Y5 I)L—T (DynamicGroup) |>[FA4F I v I T IL—TDk
BX (Create Dynamic Group) JICB8E L £,

BAF v 7 T —T OIERRFCR OV — LV EfRE L £,
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
HAFI v I TN—TDEEMICHONTIE, RESBRBLTL XN,

* https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm

* https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm

5. FA4FT IO TNL—TDRY) >—DERK

AU —%BIT DL, [OCI> [TAToT14T4E2F2 )T« (Identity& Security)
1>[RY 2 — (Policies) 1>[R1) >—®D 4R (CreatePolicy) [ICBEN L E3, KOKY > —
I N—TIBIMLET,

Allow dynamic-group <Dynamic Group Name> to manage all-resources in compartment

<Compartment OCID>

GitHh M5 D77/ IILDA > O—FK

FTDv : OCI Auto Scale Y V = —< 3 %, GitHub UARY MUY EAXATEHEAINET, VAT b
VNS T7 7 ANE T NVERIIE T e — R TEET,

Python3 IZ15

makepy 7 7 A Wit HEINT VAR NINIZHY £9, 207 v s T AL, Oracle BI% &
TV —= T 7 ANEIIP 7 7 AVIZEMLE T, TNDEX—F v N7 4 F—|Za—
LET, INHDOX A7 ZRITT5I21E, Python 3 BRENHE SN TWDILERH Y 5,

)

(GE)  Z®Python A7 U7 Fd Linux BB COAMHTE £,

AVISAMSYFETE
WERETHVLERHY £,
1. VCN

FIDv7 7’V r—3a VOBEMFIEC CVCNZER LET, £ X —Fy h~DL— kiR
HY o7 xy "R 12OUESHDL A v F—Fy b — U = A B 272 VPC Z{E
E‘Zl./iﬂ—o

VCN OAERIZ DU Tik,  Thttps://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm] ZZH L T3V,
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2. 7V —savyIry b

FIDv7 7'V r—ya U OBERIS LT 7 Ry hEERLET, ZO2—RA 7 —RIZHE->
TV VY a—var&28AT A%, FIDVA VAZX UV ADERIZ 4 2OV T Ry MANEE
-(“jqo

BT H v FOFERRIZ W T,
https://docs.oracle.comven-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview of VCNs and Subnets.htim#
AL TLTEEN,

3. MY TRy b

BTy ML, A V2 =%y FF— T = A ~D [0.0.0.0/0] O/L— FRMLETT, =
DY 7R v MZlE, CiscoFTDVDAERA o H —T = AL A L F—F v AT — RAXF
VHNEENTWET, TU MUY RET 7 4 v 7 HIZNAT 7 — FU = A BB
TWAHZ LafEd LET,

FHEHIZOWTIE, RO~=2T7 VEZRLTIZEN,
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managinglGs.htm

* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To_create a_
NAT gateway

4. WNEH TRy b

. NAT/A v B2 —F%y P — T = A OFEIC D OT, T r— g %7
Fy MLl ThET,

N

GE)  FIDvEFHETve—T7 084, F—F80 2N L TAX T —X P —s3— (169.254.169.254) (%
ETEET,

5. BEY IRy b

YT Ry NI, FIDv ~® SSH ¥ 2Y R— 5 L 5127V v 7 12T 25BN H
Diﬁ—o

6. HEEEH TRy b
ZOY T % M. Oracle #EEED BB T4,

A\

GE) IOV TRy MZiE, NATGW (1 F—% v b GW TIEARW) ~0 0.0.0.0/0 /b— FAMIE
‘/C“ﬁ—o

ZOY TRy NONATGW O/37 Y » 7 1P X, Management Center Virtual 33 J2 U" Threat Defense
Virtual DNSG (> V=27 ¥xa VT 4 J—7) THATILENDY £,

7. EF2UTA4 =T  FIDVA VREAVADFY bT—9 X2 )74 JIL—T
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https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NATgateway.htm#To_create_a_NAT_gateway
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. Secure Firewall Management Center (D BiT#2 &4

Oracle B9%% (JFIU VCNN) 23FTDv DEFHET R L A~ SSHEEm TE 5 L 912, FIDv A
VAR UADE X2 T 4 IN—TERELFET,

8. #IPxY FRFL—PDEHIZERM

ZDFT Tl FA ]\ L — U DAETZEM X, configuration.txt 7 7 A /L & FF D5 Web A
FEBRANT 57D SN E T, configuration.txt 7 7 A /LD FHFGFRFEF A Y 7 = A K
EERT DL ERH Y £4, ZOFRRIESNIZ URL (X, 7 7 L— b OREBIRHIAEH]
SNET,

A\

GCE) 7y m— RENTEROBEIC, HTITPURL ZS L TCFIDV A Y A B U AMDLT VB ATE 5
— k %Eﬁﬂlh\ L/ij—o

FTDv %j@@]j‘é &\ $ copy /noconfirm <configuration.txt file’s pre-authenticated request
URL > diskO:Connfiguration.txt I~ ]\ﬁ3£ﬁiéﬂiﬁ‘o

Zoawr RIZXY, FTDv OfLH) % configuration.txt 7 7 A L T ETE 5 L 12720 77,

Secure Firewall Management Center D RII3Z 54

Threat Defense Virtual 7 /34 2 & EET H121E, 7IUEKRED VLV TFTNAL AKX —V ¥ ThbH
Secure Firewall Management Center % {1 ] L % 9", Threat Defense Virtual |Z, Threat Defense Virtual
A~ > NZEI) Y CHREBA VX —T oA A LD FMC 2548 L CGEfg LE T,

BEDOT N, AR —%RBE LT, BHxd A A b—/17 5(Zi%. Threat Defense Virtual
ﬁﬁkﬁﬁ WCHFERT NAATN—THFI LD ETIAT V27 bEERLET, T34 &
TN — 1A E T2 TR T OB ED Threat Defense Virtual f > AKX VAL v v =2 SNVET,

DI TIX, Management Center % {3~ 5 72O O IR e FIEOME 2 L £ 3, FIA
DOFEHIZ DWW TIE,  [Firepower Management Center ConfigurationGuide] #Z L T 72 &0,
Management Center % #E{ii 3~ 2 BfI%, IROIEHREZ LT FEL T ZE 0N,

« Secure Firewall Management Center ®/X7' J > 7 [P 7 KL A

e A—P—Z L RAT =R (AR YR=ADRT—U T RHEHR>TODEHEIE, 2o
Da—W—n A MNEREFFET DLERDH Y £7)

X VT 4=
« Secure Firewall Management Center D7 27 E AR Y > —4

» Secure Firewall Management Center @ NAT 7~ U 3 —%4,

* Device Group Name
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Secure Firewall Management Center T 1—H—0D & .

Secure Firewall Management Center TD 1 —H —D{ERK

Auto Scale Manager 72 \F 23 197 % & B MERR 2 7D Secure Firewall Management Center "CHT#
a—HP—2fER LT,

\)

(X)) MOFMC Y ar DBt zbi<7-®IZ, Threat Defense Virtual Auto Scale ' V = —3/ 3
B @ Secure Firewall Management Center =—%—7 1 7 > &2 FFOMLERH D £7,

B P HENR % £ Secure Firewall Management Center CHT L\ 2 —H —ZAEk L9, [ A T4 (System) |>
[1—Y— (Users) | DIEIZZ U v 7 L, [2—H—DFERK (Create User) | %7 Vv o LET, =2—F—4
1. MOE DI Linux IZXH LTHEITHLILERZH Y 7,

BT, AT () L BROT Y H—2aT () BMERART, &K 32T

s FRTIIT

ATy () DHIBDDHZEIFTEY, WFEEME, EVAR () Tybh~—7 (@) . AT v
T () AR

BRI N E o —F—F T > a VA AT LET, FEMIC OV TiX,  [Firepower Management Center
Configuration Guide]] Z#ZMB 1L T &V,

TINAR TIL—TDIERK

FRARATN—FIZL0 BET A ZA~DRY > —DEIY YT L AR M—/VEFNHEIC
TEET, TS AT NAN—TEEHFK L, V= NVEHEATHILERNSD ET, T XA AT N—T
I 72T RN TORRED Threat Defense Virtual f v A X L AT v a2 SRET,

ATFYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | DJIEIZER L £,

ATY T2 B (Add) | Fay 7 H o A=a—nb, [Z—70BN (Add Group) ] &R L F7,
ATV T3 TARARTN—TZEANSLET,

AT T4 [OK]%E227 U7 LTTNRA AT N—T2ER L ET,

2YRIT—DERANAT O FOERL
Threat Defense Virtual D2 EZF AT AU TOL TP =7 FEER LET,

2Ty 1 4Hi 2 oci-metadata-server T IP 2% 169.254.169.254 D7 A k& {ERE L £ 37,
AT v T2 4HIH health-check-port THEAY 8080 DR — F Z{EAL L £9, SHEIE U THIZH AR — FZ21ERLET,
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| DY

AT9 T3 WA v ¥ —T7 A A%ERL, [41 22— 4 X (nterface) |>[F¥a )T« Y—> (SecurityZone) ]
ZBRINLET, =7 v K Routed) 24 A FELTEIRLET, A F—T7 =1 A4 (inddesz’z E)
EHRELET,

ATV T8 WA H—T oA ZEER L, [ 32 —T 4R (Interface) 1>[EF¥a )T« J—> (SecurityZone) ]
BEIRLET, V=7 v R Routed) 12X A 7L L TEIRLET, A ¥ —T A A% (outside-sz 7z
L) #EELET,

NAT R & —DER

NAT RYU > —%ERR L, AEA V Z—T 2 A AT AU r—a il VT 7 4 v 7 hliik
T HTDITHE 72 NAT V— VB L £9, RIZ, ZTOKRY 2—% Auto Scale FHIZ/ERK L7
FTNRA AT N—TIZT X v F LET,

ATY 1 [T/N4 R (Devices) |>[NAT] DNEIZEIR L 9,

ATY T2 [HLWAKRY — (NewPolicy) | Ku w7 &> U A KT, [Threat Defense NAT] % E&{R L £,

ATv 73 [4A] Name) I —BDOL4RIZANLET,

ATy T4 VEIZE T, [#i8 (Description) 1 2 AL ET,

AT v TE NAT L— b i E LE T, NAT b—/LOERES LONNAT R U 2 — O HEDTA R T4 1220 T
1Z. [Secure Firewall Management Center Device Configuration Guidel] @ [Configure NAT for Threat Defense |
BTSN, [JEEE] RO, V=V ERET HEOERNRT e —F 2R LET,
4:NAT)L—)L

- Dirsctisn Typa Baairos Dastinstion Originsl Original Original

Tranststed optians
Interface Objects  Interface Objects  Sources Destinations Sarvices Sources

¥ HAT Rules Bafore
r “ic 1, cutaide- mane 14 Pade-pone . it @ trinstace @ Orpinal a @ or
& ik by Walde-sens §, cutiida-cons i) oo @ trisriace gorwns 1 8 oo
& B, Waide-20ne [P —— & trtnrtace a - & on
r 2ot Lu intide. pene 14 comnidegonn S el markatpnace-ute-subm ) Intertace 1 B @ on

v Auto NAT Rules ATEr,

¥ HAT Bules Aftar %

ATYT6 [fRTF (Save) |27 U7 LET,

NAT JL—ILDERL

— A2 NAT L—/L Tk, WERY RLRZHRA v H—T =4 ADIP T RLADKR— MIE
BLET, COXATDONATV—NDZLaAf L F—Tx A A R—F 7T FLRAZEH (PAT)

ERFOVET, FEHIZOWTIX,  [Secure Firewall Management Center Device Configuration Guide ]
@ TConfigure NAT for Threat Defense] #ZM L T &V, [HFE

NAT R Y 3 —|ZMBERRD 2 SOMENL— NV EZRELET,

ATFYT1 AT RALVAF =2y 7 TiE, IRONAT L— L EZHRELET,
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NAT JL—ILD1ERK .

s {575 — 2 (Source Zone) : FMHY —
584c> — 2 (Dest Zone) : NERY —
* JLOEIEIC (Original-sources) : any-ipv4
« TLO%ESE (Original Destinations) : EF7EA > ¥ —7 = A AD IP
« SLOEIFEILAR— K (Original source port) : 7 7 4 /b k
« JLDO%ESEAR— I (Original-destination-port) : health-check-port
o WA DiE(FTC (Translated-sources) : 38551 ¥ —7 = A AD IP
o M A58 (Translated-destination)  : oci-metadata-server
o ¥R A5G 0 — b (Translated source port) @ 7 7 4 /L b
o BB H5EEAR— b (Translated-destination-port) : HTTP

WOKIL, AN RAVAF = 7 DONAT b—L &R L TOVET,

5:4 2182 EAJLR NAT JL—)L

Interface Objects lm::n PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd v @ Translated Source: Destination Interface 1P o
i) The values selected for Destination Interface

e e Objects in ‘Interface Objects’ tab will be used

Original Destination: Source Interface IP v A - 2
i'§ T™he values selected for Source Interface
Objects in ‘Interface Objects’ tab will be used Translated Destination: oci-metadata-server v

Original Source Port: v 9 Translated Source Port: v W
Original Destination Port: oci-health-check v Translated Destination Port: HTTP v 2

RTYT2 7O MY RAVAF =y 7 TE, RO NAT b=V EFRELET,
« %576 — 2 (Source Zone) : WY —
« 5855 —2 (Dest Zone) : NIV —
« JLDF(EIL (Original-sources) : any-ipv4
« JLO%ESE (Original Destinations) : PE{Fi0A % —7 = A ZAD IP
s LOFEFILA— F (Original source port) : 7 7 A4 /L b
« TDO%ESEAR— b (Original-destination-port) : health-check-port
o BB HDE(EIC (Translated-sources) : SE5GEA % —7 = A AD P
o B A 5550 (Translated-destination)  : oci-metadata-server

o LU A E(E AR — N (Translated source port) : 7 7 4 /b k
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B 7rex®uo—otm

o MK H5EEAR— b (Translated-destination-port) : HTTP

WKORIE, T RART L RANLAF 2y DONAT L—LERLTHET,
6:7IRINIU AR FYID NATIL—IL

Interface Objects Truul.ll:inn PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd v Translated Source: Destination Interface 1P v
&j'n"! values selected for Destination Interface
Original [ it Source Interface TP i Objects in Tnterface Objects” tab will be used
u."nﬂ walues selected for Source Interface

Otgents Ia “Taseriaoe Objects” tab Wil be 1ed Translated Destination: oci-metadata-server v
Original Source Port: v Transiated Source Port: b+
Original Destination Port: oci-health-check v Transiated Destination Port: HTTP bl +

FIAEIZ, Z DR ED Threat Defense Virtual 731 AT v a2 Xb X HIC, 28O NAT V—L &5 —X
N7 74w 7IBINTE ET,

T AR —DERK

WHESISBINEA~D N T 7 4 v 7 B T57 7 v AHEEZRELET, LERTITORY
V—EELT VAR V—EERTEET, ZTOR—FD T T 4 v I BT AL RZHET
EHE0IT, ERMR— ATV MR T OMERHY ET, TI/ER A be—b
RUT—NTIE, 7278A2A 3y br— L b= L > TEEOEHHRT A A TRy U —
7 N7 4 vV BT DM TEN RS E T, SERAREAEZER T 5, —b
DY) 72 AE R E NPT 23R " K T3,  [Secure Firewall Management Center Device Configuration
Guide] T [Best Practices for Access Control Rules] OIEZ B L T 728V, [35E]

[N Y2 —ED YT (Policy Assignments) | &M LT, 734 27 —7 (FEERMFDO—HR &
LR 27 78 AR Y —icHl0 4 TE T,

ATw 1 [[R) >— (Policies) |>[7 Y XHl{#l (AccessControl) | Zi&R L £ 7,
AT9FT2 [HLWAKRY— (NewPolicy) 127V v7 LET,
RATv T3 [4H1 (Name) | IZ—EDA4RIZAN L, A7 3 T (Description) ]2 AN LET,

ATV T4 BAOEX2 )T A REELN—NVERELET, FHMIZOWTIE,  [https:/www.cisco.com/c/en/us/td/docs/
security/secure-firewall/management-center/device-config/720/management-center-device-config-72/
access-overview.htmI#ID-2176-00000005Secure Firewall Management Center Device Configuration Guidel] @ [Access
Control] ZZM L T Z&V, [HGE
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html#ID-2176-000005b6
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html#ID-2176-00000005
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html#ID-2176-00000005
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html#ID-2176-00000005
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
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rzo—rorst [

INAT— FDOEE1E

ATv 1

ATy T2

A\

GE)  ZOFIEOFEMHIZIOWTIZ, Vault &> —27 Ly FOERR 28R LT FEEN,

FTDv OD/XA T — RiX, HEAZ— U 7 HFIZEHENDTXTO FTDy A VA X 2 A& IE
FTAHEDIERAEINET, £/2. WL OO E BHITRest APIFFON 97720 O 2 1ER
HlbIERESNET,

L7=NoT, AT — RERFARTF L CABETILERH D 7, HERET LMEHED
D, TL—rT XA MEXTO [RATU— RORESCHRITFIITEERYA, AT —RITIL, K
B ENTEROLEFHT 20BN’ £7°,

WAL SNTCERDARAY — R BS54 512013, ROFIEEZFTLET,

Vault Z1ERk L £ 7,

OCIVaulti%, ¥ AH —K S b ¥ — 2R RIMERB I ORET 20— 2L, 2O E2HHAT 5 BICR 51k
BIOWER LT HHERRELEST, LN ->T, Vaultid, BEIR 7 —L Y U 2—2 3 VO O L
Ry =k A MIERTAHERD Y £ (E72/EHR L THARWESR) |

[OCN>[FATYT4T4&EF2) T« (Identity & Security) 1> [Vault] > [FriRVault &R F 7= E4ERK
(Choose or Create New Vault) 1128 L £,

<~ AX—ES bR —ZER L £,
T =0T FAMDORAT — RER ST 5101, v~ A X —i B b —0 1| DS TY,

[OCN>[FATYT4T4EEF1 )T 4 (Identity& Security) ]>[Vault] >[F—DEIRFE = (F/ERK (Choose
or CreateKey) \ZBBEHL £,

EEOE Y hET, ESNEZT ALY XAOWTNIDHEEOF— 2RI L 7,
1. AES: 128, 192, 256
2. RSA :2048, 3072, 4096

3. ECDSA : 256, 384, 521
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. Threat Defense Virtual DR 7 7 1 L D EfE

7: % —DER

Create in Compartment

<>

Protection Mode @

Software v
Name

My_key
Key Shape: Algorithm () Key Shape: Length

AES (Symmetric key used for Encrypt and Decrypt) 4= 128 bits e

Import external key
Create a new key by imperting a wrapped file containing key data that matches the specified key shape. For more information, see Importing Keys

=& Show Advanced Options

RATY T3 B LENT XA T — REERLET,

1. [OCI]>[ Cloudshell (OCI Cloud Terminal) ZF< (Open CloudShell (OCI Cloud Terminal)iZf#) L
£9

2. <Password> #BFEVD/RAT— RIZEZHZ T, ROa~r REFETLET,

echo -n '<Password>' | base64
3. BIRL7-Vault 705, ek FRA v b E~RAZ =5 bF—DOCID Z#a ' —LET, KDL
WEZE S ThE, Bafba~r FEFEITLET,

*« KEY _OCID : &—® OCID
» Cryptographic_Endpoint URL : Vault ®k55{t—=> KA > s URL
s Password : /XA U —

EEILaT UK

oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

4, FERoa<xr FOHIINLREEXEay— L, LG CTERLET,

Threat Defense Virtual D1ERL T 7 1 L D #E i

TV = a URERENTWAY, T r—2a ORI URFIHTHETH B L
NHY ET,

ATy T BT DN, ROATINRT A =2 ELET,
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Threat Defense Virtual D8R 7 7 1 JL D% .

INT A=A —B 54T Bl

9

tenancy_ocid sl ThHU Y NBBTHTF L RO OCID, TF vk
@D OCID % JBOlF 2 HEIZHOWTIE, 2bbias
LT EN,

7> h® OCID I%
ocidl.tenancy.ocl..<unique ID> @D X RIS

7,
region pacl U —2%ERT 5 Y — 3 v O—E O F.

f : us-phoenix-1, us-ashburn-1

Ib_size ST FANZ T B EY 3 =2 7T 508 L OWE e —
FARZ Y OEFHHEE (AR XIOHD) &k
ETDHTTL—h,

HAR— b ZAAMHE : 100 Mbps, 10 Mbps, 10
Mbps-Micro, 400 Mbps, 8000 Mbps

%1 : 100 Mbps

availability_domain pre] % : Tpeb:PHX-AD-1, Tpeb:PHX-AD-2

(%) A 2T LD KA A 4 ZEET
HIZiE, THHESBLTLEEN,

min_and max_instance count B < XYY fE A VAR VAT =TT HA LV AZ L ADE
NS B KRB

Bl : 1,5

autoscale_group_prefix peE T 7= AL TERLIEY Y — A D4
a7V 74w s A, e E Y Y—RT
L7 4 w7 AL LT lautoscale] ZFTT D &,
3 TP Y YV — A(Xautoscale resourcel,
autoscale_resource2 @ L D IZ4 BIAHT HILvET,

mgmt_subnet_ocid S {4 % B~ % » ko OCID,

inside_subnet_ocid padl 9 2 NE 7k v k@ OCID,

function_subnet_ocid S| {4 AH8EY 7 %~ H @ OCID,

outside_subnet_ocid CFH 3 24887 % » k@ OCID,

mgmt_nsg_ocid el FERATHIEHY T2y bORy U= X2V
T4 7 —70 OCID,

0Cl ~ Threat Defense Virtual D& A .


https://docs.oracle.com/en-us/iaas/Content/General/Concepts/identifiers.htm#tenancy_ocid
https://docs.oracle.com/en-us/iaas/api/#/en/identity/20160918/AvailabilityDomain/ListAvailabilityDomains

. Threat Defense Virtual D& 7 7 1 LD #fiE
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NS A—%H T—RE84 7 Bl

inside_nsg_ocid pasl ERT2NEY 72y hOFy hU—7 X2
F 4 7 —7® OCID,

outside_nsg_ocid pac=l T 7 %y bOFy hU—7 X2V
T4 7 —70 OCID,

elb_listener port 1~ X0 A NEa — KT oY ZF—O@ER—FD Y R
]\O
% : 80

ilb_listener_port H = K81 fE N — KT 23 ) 2 F—Di@ER— FD Y 2
}\O
%l . 80

health_check port pac=l NNVAF =y 7 HFETTHr— KT U —0
Ny 7oy RF— S —R— |,
1 : 8080

instance_shape pacl ERRTAA AR ADY = —F, A ST L
D, A AZ L RZEID B THND CPU DEL,
AEVOE, BLOZEOMDU V) —ABRE I
*7,
HPAR—FENTWEL=—7 : [VM.Standard2.4|
B L' TVM.Standard2.8 ]

Ib_bs_policy pasl WNERR L OSNT e — KT ooy 7 R
vy MFEHT 22— RT3 oY RY —, m—
RANZ B R Y =D DOV TEEL < 1
IHLESBLTLEEN,
PAR—hSHNTWDIE : TROUND_ROBINJ |
[LEAST CONNECTIONS| . [IP HASH]|

image name pasl A VAL ADIERIHEHT~—r >y LA

ADA A=,

77 4 /v M# :  TCisco Firepower NGFW {5 7 7
A7 74—/ (NGFWv) (Cisco Firepower NGFW
virtual firewall (NGFWv)) |

GE) TAL IA A=V E BT 5813,
custom_image ocid /X7 A — X & IE

TORENRDHY £7,
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https://docs.oracle.com/en-us/iaas/Content/Balance/Reference/lbpolicies.htm
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Threat Defense Virtual D8R 7 7 1 JL D% .

INTGA—4H

T—84847

Bl

scaling_thresholds

H = XYY A

A=A A=)V T 7 N THEHT 5 CPU
FEAEO LEVWME, AT—NA U ERT—LT T
FOLEWHEEZ D ~TRE>TANLET,
%1 : 15,50

ISIZFAT—N AL DLEVHE, 501 ZAFr—1T
7 RO LEVWETY,

compartment_id

pad

VY —25 e+ 52 %— kX2 F® OCID,

f : ocid1l.compartment.ocl..<unique |D>

compartment_name

pas 2l

L R— KA 4

custom_image ocid

pa2 Tl

<= N A AL A=V EEA L WES
W2y A VAR ARERIAEAT D AKX LA A—
2 ® OCID,

GE) custom image ocid (34T 3 T
A—=HTT

ftdv_password

padl

Threat Defense Virtual Z 1% 3% 72 (2 SSH #t
T AEED ., Threat Defense Virtual DIEE{LIE =D

NAT— R, NATU— REEST 2 HEICON
TiE, 274 FXab—ar A REHHT5
N, ZTHLESRLTIZEN,

ftdv_license_type

pa2 Tl

Threat Defense Virtual 714 &> 2% 147 (BYOL
F£ 721X PAYG) , HfE, BYOL 3R — k& T
l/ \ \i —g—O

cryptographic_endpoint

pa2 Tl

b RaRA > M, AT — ROEB(IZ
EH &35 URL T¥, Vault TMETXET,

master_encryption_key id

pas2 i

/NAT — RORFFALICHEH S 7z % —d OCID,
Vault TR TE £7,
GE) master_encryption_key id &
cryptographic_endpoint D i 5 23[F] U
Vault (ZJ8& L TW O RERH Y £,
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INT A=A —B 54T Bl

9

fme_ip ST Secure Firewall Management Center @ IP 7 F L &,
71 A X~ —7> Threat Defense Virtual 1 > A % > A
ZE T 5 72 I 9 % Management Center 0
1P,

GE) Management Center @ IP [, Threat
Defense Virtual £ [RI Y7 % v MZdH
LDHENDHT T A N— | IP &fEH
TEEd, TS OGEEIE. T
Vo 27 IPEZERTL20ERH Y F
R

fimc_username P Management Center 7 4 7 > h D 2—H—4 Z D
Z—H—4 X, Management Center (212 71 > L
C. 31 L Threat Defense Virtual f A% A D
EBE)DOTZ NI E THEH SN ET,

fme_password pa2 Tl 55k X 472 0 Management Center 00 /3 A 7 —
Ro NRAU— RaBESAbd 5 FIRICOVWTIE, 2
LHAEZBRLTLIIZEN,

fme_device_group_name pe Management Center (27 /XA A7 /L—TR3H Y |

Z @ Auto Scale Y U =—3 3 DT TD Threat
Defense Virtual 5357723 % D 7 — 7B S LT
WARERBD ET, kv, RUARY —
EHRRZ TN DT NTUTHEHA TE £,

enable_memory based_scaling Bool Secure Firewall Management Center Virtual 7> & Threat
Defense Virtual A€ VEHELZARLET, ZD

TITEAMITHI LT, AEVMHARICHE
DNWTART =V T FITTEES, 774
TlE, CPUEREMMER S NE T,

fimc_metrics_username pee2 enable memory based scaling 7 7 7 & H I LT
A VAR EZRIN UGS, FTPOTRTO
Threat Defense Virtual f > A X% AE A€ U fif
MEZ T VT 572D Sh D 720,
1B/ Management Center =—H— 7" 71 7 > K3
BT,

fmc_metrics_password SCFH 5D B N D Management Center 7 4 7 >
FNOIRAT — R, RRAT— REW5{6T 5 FIEIC
DONTIE, 2THHEZRLTIEEN,
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https://docs.oracle.com/en/database/other-databases/essbase/19.3/essad/create-vault-and-secrets.html
https://docs.oracle.com/en/database/other-databases/essbase/19.3/essad/create-vault-and-secrets.html
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Threat Defense Virtual D8R 7 7 1 JL D% .

—_

NS A—4H T—

2847

Bl

v 7 7 A V4 (Profile Name)

OCIDa2—HF—DT a7 7 A VATT, 2—F—
DTaTFANEIVarOTFICHYET, i
loracleidentitycloudservice/ <user>@<mail>.com ]

FTV s FA L —Y D4R

ZEMH

T I b OERRRRZ R S D — B Ok T
4, [OCI]>[&# (Administration) [>[T7F+ >
DM (Tenancy Details) I8 L £,

FBFE h—72 > (Authorization
Token)

ZHuE, OCl =7 LA KV IZ Oracle BI% &
Ty adH T EEFFAIT D Docker # 7 A 2 H
DRAT—RELTHEAENET, [OCI>[7A
ToT4 T4 (dentity) |>[1—H— (Users) 1>
[A—H DM (User Details) |>[ER5E k—2 >

(Auth Tokens) |>[b—2 DA R (Generate
Token) JIZBEHL 9,

ATw T2 ROWNED Configurationjson 7 7 A /L& 1ERL L £3,

{
"licenseCaps": ["BASE", "MALWARE",
"performanceTier": "FTDv30",

"THREAT"],

"fmcIpforDeviceReg": "DONTRESOLVE",

"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "<autoscale-access-policy-name>",

"fmcNatPolicyName":
"fmcInsideNicName": "inside",

"fmcOutsideNicName": "outside",
"fmcInsideNic":

"<autoscale-nat-policy-name>",

"GigabitEthernet0/0",

"fmcOutsideNic": "GigabitEthernet0/1",

"fmcOutsideZone":
"fmcInsideZone":

"interfaceConfig": [
{
"managementOnly": "false",
"MTU" : "1500",
"securityZone": {
"name": "inside-zone"
}l
"mode": "NONE",
"ifname": "inside",
"name": "GigabitEthernet0/0"

"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "outside-zone"
}l
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetO/1"
}
]l
"trafficRoutes": [

"<outside-zone-name>",
"<inside-zone-name>",
"MetadataServerObjectName": "oci-metadata-server",
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"interface": "outside",
"network": "any-ipv4",
"gateway": ""
"metric": "2"
}I
{
"interface": "inside",
"network": "oci-metadata-server",
"gateway": ""
"metric": "1"

1
}

AT 73 Configuration.json % #ki% € CHEH L £,
ATYTE 77 ANEF T2 N ARL—Y AR—2ZT7 v Fu—RFLET,

configuration.txt 7 7 A /Lix, = —HF—=IMER L7=AT V=7 h A ML= A=A T v 7 a— KT 54
R, Ty Fa— N7 7 AT D HERRAEY 7 = A M EAERT A ERH Y £,

GE) A&y 7 DJERT, configuration.txt D FHIFBFEH A Y 7 = A N URLAMEH S TW5D Z & & hfe
RLET,

GE) OCI THAIFERER 2 URL 2B % & SICADMIRZ ERTDLEN DY £9, YV a—a
YOFATRICHIRGINIZ 2 620 E 912, ZoHMZ 7k LTSN,

RTY TS Zip 7 7 A VEERLET,
makepy 7 7 A /WL, HEEHZYAY FYANIZHY £F, pythons make.py build ¥ REFEITLT,
7ip 7 7 A NVEERLET, IR 7+ NV ZIZUFOT7 7 A Vi3 £7,

Wed Apr 21 09:35 AM [sumis@SUMIS-M-41KG target]$ tree -A
Dracle—Funct%ﬂps.zip
README . md .

asav_configuration.txt
deploy_oracle_functions_cloudshell.py
templatel.zip

template2.zip

Auto Scale V') 21— 3 > D ER

JERBHORTHESMEE R A FIELZ T L=6, OCILAZ v 7 OVERREZ MG L9, FEIEEE 1T
TEHN, VTR VB LEEA () ZFEITTEET, Z4TH53—Ta UHORA
7YV FRETUTFL— R, GitHub VARY UM AFTEET,
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zoEn

FEIRE

T2 R —= 2 KD Auto Scale Y Y = — 3 U OREREIZ, RO 3 DO FIETHEEINLET,
Terraform Template-1 A % 7 OJER | Oracle BIZ D JBH, ¥R\ T Terraform Template-2 @ Ji& B

Terraform Template-1 X %2 v &~ O EFH

2T T1 OCl R—FZ a4 LET,
Hilkix, EimoA LIRS ET, BOHIBNICGHEEL TS I E 2R L TS 7EE0,

RATv T2 [TROY/IA—H—E X (Developer Service) | >[J Y —AXI*—T+ (ResourceManager) 1>[R2 w5
(Stack) ]>[R%# v DERL (Create Stack) [DIEIZER L E 5,

[ A& (MyConfiguration) ]Z#IRL, ROMIIRT K DIT, W57 +/LZNITH 5 Terraformtemplatel.zip
7 7 A V% Terraform DFXE Y —A L L CEIRL ET,

Stack Configuration (T)

Terraform configuration scurce

Folder @ .Zip file
¢t Drop a .zip file] Browse

ternplate.zip

Working Directory

Mame Oobtion

templatei-202 10420223815

Description

Create in compartmaeant

Manual_Test

L& ]

Terraform varsion

0.13.x

L]

Support for Terralorm version 0.11.x ends in May 2021.
ATY T3 [N TV AT —23—T 3 (Transform version) | K2 w7 Z 7 U 2 R T, 0.13.x 7213 0.14.x Z3%#R

L%,
ATy T4 WOFIATIE, A7 v 7 ITIE LIZFME®RE T X TASLET,
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. Oracle BE5D FERA

(6= ARHIRATINTG A—=B 2 AT Lno TS 280, £ Ligne | LIBEOFIETA Y v 7 ORI
KRBT D AREMED D VD £,

ATv 75 ROFNET[Terraform7 Y < 3 > (Terraform Actions) [>[&A (Apply) 1Z23&IR L £,
EFICEBEINT- 5, Oracle BIE D BB HEA F 9,

Oracle A%y EFH
A

GE)  ZoOFNEIE, Terraform Template-1 O AN L7 ZICOBFATT 20 ERH Y 7,

OCI TlE., Oracle B%%i% Docker f A—2 ¢ LTCT7 v 7ua—R&h, OCL=2>TF LY AR
WZPRAFSAVE T, Oracle BA%UE, HAREZ OCL 7 7V r—3 3 > (Terraform Template-1 CTIE
) D12 T vy adTHUNENDY £,

ATYT1 OCIDI T Ry = /VaF&E £7,

ORACLE Cloud

Get Started Dashiboard

Quick Actions

AT w72 deploy oracle functions cloudshell.py & Oracle-Functions.zip 27 v 72— KL £7,
JI79 Rz VDN N—=Jf—= A =a—nb [T v 7 r—F (Upload) | ZIERL £,
= Cloud Shell

+ Download
T Upload
[ File Transfers

+!) Restart

=5 Settings »
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Oracle B3 & BA .

AT T3 Isa~vr REHEHL T 7 A V2R LET,

Deploy_Oracle_Functions.py

ATFvT4 python3 Deploy Oracle Functions.py -h ZETLET, UTOXIZTRT LI,

deploy oracle functions cloudshell.py A 7 U7 MZiE, WS OO ATIINT A —ZBHBETT, 3
help 51 A L TR T £7,
$ python3 Deploy_Oracle_Functions.py -h
usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t
4 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seek
Instruction to find values of required arguments:
Application Name: Mame of Application created by first Terraform Template
Region Identifier: OCI —> Administration -> Region Management
Profile Name: OCI — Profile
Compartment OCID: OCI -> Identity -> Compartment -> Compartment Details
Object Storage Namespace: OCI -> Administration —> Tenancy Details
Authorization Token: OCI -> Identity -> Users -> User Details -> Auth Tokens —> Generate Token
optional arguments:
-h, —help show this help message and exit
-a MName of Application in OCI to which functions will be deployed
Region Identifier
Profile Name of User
Compartment OCID
Object Storage Namespace
Authorization Token for Docker Login (#Please Put in Quotes)
27 VT M EFATTHITE, ROGIEEELET,
% 3:51% &£ H
518 LEEGE 3]
FrVr—ay Terraform Template-1 D& A TYER L7 OC1 77V
r—3a YOLEITT, I OfEIE, Template-1 TfF
H.&17- Tautoscale group_prefix] %7 1 v 7 A
[_application] Z#AHDOEZLDTT,
1)—< 3 V#RF (Region Identifier) U— 3 VBT IE, & F & A o OCI CREE

Shi-Hlia— FU— e,

Bl 7 ==y 7 ZADEAEIE Tus-phoenix-1] . A /LR
VDAL Tap-melbourne-1]

TRTCOY—Vartznl)—Va VilfBlTo) A
R 2 EST 5121, [OCH] > S

(Adminigtration) 1>[J—2 3 VEE (Region
Management) [IZ&E) L £7,
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518

LEEGE AL

Jo7r74IL%

OCl DY I Nipga—HF—=T a7 7 A4 N4 TT,
f5] . oracleidentitycloudservice/<user> @<mail> .com

ZENE., 22— —DFa 77 AT g DFI
HYET,

J2/8— kA2 OCID (Compartment OCID)

ZhiE, ==k X2 D OCID (Oracle Cloud 7%
BlF) T, 22— —NOCIT 7V r—=a ik
ML TnDar — k22 o OCID,
[OC>[7ATT14T 14 (dentity) 1>[3 /13—
A2k (Compartment) |>[T2/8— kA2 D
S0 (Compartment Details) JI2&E L £,

Iz FRFL—PDERIZEM

T2 N OVERRIRFIZAERR S 4L B — B OB - TF,

[OCI]>[&E (Administration) 1>[T7F > DA
(Tenancy Details) I2fEh L 9,

BEE —% > (Authorization Token)

ZiE, OCl 27+ LA kU IZ Oracle B%c %
T aTBHI L EFFAT 5 Docker 2 7 A DR
ATU—RELTHERHESNET, SARZ U T KT
=27 v EBIRACHATEELET,

[OCI>[7AT>T4T« (dentity) |>[1—H—
(Users) 1>[2—F DF#M (User Details) |>[523
k—% > (Auth Tokens) |>[b—% U DAERK
(Generate Token) JIZB@E) L £,

Al SO HE T —F—DFMRF TR ENRVEES
1%, [FAFEBEY—EX (Developer services) | > [#AE
(Functions) 1% 7 V v 2 L%79, Terraform
Template-1 TIER L7=7 7V r— a BB L £
9, [FIHZBALAT D (Getting Started) 1 %227V v 7
L. [Z7 77 Rz /VOFXE (Cloud Shell Setup) %
BT 2L, FlEEZED THHFT, BLFICRT X
INIFRFE h—27 U H R T D720 7 PERRE
WET,

Generate an Auth Token

Z7_"‘Jj°5 ﬁ?jjfﬁj\jj’glik%/ﬁ LT, python3 Deploy Oracle Functions.py a~ ]\%iﬁi Li‘jao ?AVC@%‘%@E%%
BRI BT 23000 £5°, £D%, 77 ANLVEHIRLTZ 70U RV VEALD Z ENTEET,
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Terraform Template-2 ) & .

Terraform Template-2 M E 5

ATy T

ATvT2

ATvT3

Template-2 (%, 7 7 —24, BAEAZMOHTZHDO ONS M 778 77— AERICEDE# 9
5V Y —2A%ER L E£9, Template-2 DJER L, Terraform Template-1 DRI TV E T,

OCI R—Fnizca 74 LET,
Mg, WEoA FMICEREINE T, BRORBNIZTFEEL TWAZ L 2R L T 7ZE0,

[TAOw/S—H—EX (Developer Service) 1>[1) V—RAIFx—T+ (ResourceManager) |>[RA v
(Stack) [>[R#%& v DERL (CreateStack) [DIEIZEER L £,

Terraform X ED Y —A L LT, #—45 v N7+ /X IZ& % Terraform template template2.zip &R L £ 7,

WD AT 7T, Terraform7 4 <3 > (Terraform Actions) |>[@MA (Apply) 1227V v 27 L¥ 7,

59K ILEFERLEZEA

ATv I

ATvT2

BADF— =~y FEERET 7202, iR RY—2 0 ROBEARAZ Y 7 N EFEOH
LT, HEIA S —) Y Y 2—3 3 (terraformtemplatel, template2, I35 WNOracle BI%r) %3
ATEET,

R T WV HENIZH % ftdv_autoscale deploy.zip 7 7 A V%27 70 Ry =Wl T7 v 77— RKLT, 774V
R L E T,

= Cloud Shell

sumis@cloudshell:~ (us—phoenix-1)% 1s -ltrh
total 152K
-rw-r——r—. 1 sumis oci 151K Jun 9 @7:25
sumis@cloudshell:~ {(us-phoenix-1)$ unzip ftdv_autoscale_deploy.zip
Archive: ftdv_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip
inflating: oci_ftdv_autoscale_deployment.py
inflating: oci_ftdv_autoscale_teardown.py
inflating: deployment_parameters.json
inflating: teardown_parameters.json
sumis@cloudshell:~ (us—phoenix-1)% 1ls -ltrh
total 344K
-rW-r—r—.
—rW-r——r—.
—rw-r——r—.
—rW-r—r—.
-rW-r—r—.
—-rw-r—r—.

oci 2.7K
oci 5.0K
oci 70
oci 133K
oci 7.1K
oci 25K

a7:
87:19
87:19
:19
)

Jun 19
Jun
Jun
Jun
Jun
Jun :19
—IrwW=r——r——, sumis oci 2.8K Jun H ]
—MW—-r—r—. sumis oci 151K Jun 125

sumis@cloudshell:~ (us—phoenix-1)%

sumis
sumis
sumis
sumis
sumis
sumis

teardown_parameters.json

oci_ftdv_autoscale_teardown.py
oci_ftdv_autoscale_deployment.py
deployment_parameters.json

T e

python3 make.py build 2~ R&FEITT BHH1IZ, deployment_parametersjson O A S /8T A — & NEH S
TWAHZ EEHERLTIEEN,
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ATYT3 BEIRS =YY 2—va VOBAZRIGT 21C1E, 77 U R =/ C python3
oci_ftdv_autoscale deployment.py 1< &/ FEFITLET,

YU a—a YORBNTETTHETISK 10 ~ 1550000 £7,

VUa—aryORMPICZS—NEELFES. =5 —u VMR ESRET,

REDIRL

TRTOY Y —ANEB I, Oracle BN T 7 — AL LA XV MIER SN TWANE 5 vE
BFELET, T 74V T, A VAF VAT =D, VAL ADR/NEE KBTI E e T
7, OCIUI TA Y AHX VAT —)VEfRtE LT, LB/ RREICRETEET, I
12XV, #H LU Threat Defense Virtual £ ' A X VAN R B —ENFE T,

1 ODA VAR ADLEEE LTV —27 7 —%R L., TOA L AZUARMEREBYIC
FIEL TCWAMLE I NERIET A2 Z L2 MR LET, ZOMKiEE R A 95 L. Threat Defense
Virtual D FEEEOEFZ B TE E T,

\}

G¥) OCI A/ —1 v 7R o —IZ L DHIBRZ AT 5 72D, /NI Threat Defense Virtual 1 >
AR AERT—ILA REL L THRELET,

TyvIIL—Fk
AutoScale RA Y DT7 v T L—F

OV —ATIET v 77— RiFHR— SN TWERAL, AX V7 BFEATILEND
nET,

Threat Defense Virtual VM D7 v 749 L— K

Z DY U —ATiL, Threat Defense Virtual VM O 7 v 77 L— RiZH$ AR — F ENTWEH A,
Vo327 Threat Defense Virtual f A —V 2L CTA S v 7 ZFHEATHLERH D 97,

AVRRZVRT—)L

1L ALV AZUAT—=NVNOA AL ADE /NI E KRB EETT HI20E. ROTFNEEELT
LET,

[FAOw/S—H—E R (Developer Services) | > [#BE (Function) |>[7 FTUH r— a3y
£ (Terraform template-1CERFE#)  (Application Name(created by Terraform Template
1)) 1>[8&%E (Configuration) 1%~V v 2 L%,

min_instance_count & max_instance count % ZILZEAEHL L E T,
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2. ALAZUADHIBRMETIXZ. ATr—A L ERETIEHY F8A, AV AZ AT =L
DWTINDA VAR AINAT =LA T 73 g TR LSHET 73 3 D=yl
BRI T SN E. A VAX AT VIZHEIICHT LA A X A RBIMG L CEIE L
i—a_o

3. Max instance count CiX, A7 — /AT U K727 v ardOLEZVMERKIREZERLET 2, U
ENLTCA ARG AT = NDA VAL A aEETH L TLEVEE RFD Z &R
TEET, ULDA U AZ AR, OCLT 7Y r—3 a3 » Ci%JE 4172 max_instance_count
K CTHDHZ 2R LET, ZNLUANOLAIE, WY L X VEICHES L ET,

4, TFVr—a UNBEEA LV AE AT —VNDA AR ADEERL L TH, Fn
TIATRESNTZ I V=0T o7 T oy a 3BT ENETA, MO — RT3
BNy 7T RS R LA UBLOHIBRS L7202, Threat Defense Virtual |2 it 5- X 11T
WAHT A A TRbNET,

5. {5230 FH T, Threat Defense Virtual f > A Z o AZHE RN H 0 InEET ., —EHIN SSH
RHETEETERWES, AV AF LV ANAL VAR AT — )L BHIICHIR S, T
A ANKDONDAHEENH Y £77,

Oracle BE#x

* Oracle P%KIE. FEBRITIE Docker £ A — 9, Docker £ A —1%, OCl 2T F L IR
MY DNL— T 4 L2 b UITBRIESAILE T, Docker 4 A —ITHIBRL 72N T 230,
Auto Scale YV =— a U CHEHINOEELHEIBRINLET,

s Terraform Template-1 {2 & > THER S 4172 OCL 77U & —3 3 >1Zi%, Oracle BAZNIE L
EMEST DO EREERBREEARNZENTWET, BHTRVIRY, ZhbDBR
BREBDOHES 74—~y FHEELRNWTLZIN, MALNIEERL, LA RF
YAZDHBRE N FET,

O— kNSO I I FEY bk

OCI TA v AR U AT — iz a— RANT 4 BT 5354 . Threat Defense Virtual T/ Bl
AUE—=T 2= AL L THRESINTCTIA~IVA L E—T =2 —ALMWH LT HIEOHZY R — b
SNTWET, LEER-T, WEA v X —T7 A RINEa— K RXZ DNy 7 Ry
MIFESIT BIVET, INBA o F—T =4 A, e — KT ooy 72 Ry M
MOToNET, ZTNHOIP IRy 7 Ry MZHBMIGENINZD ., HIFRSNTZY

LEHA, AutoScale Y U =2—3 a3 > Tk, TNHWFDOX AT #7077 A TUELET,

L ANET 2 vay, AVTFYAL NI TN a—T 4 T OEAIE, FEITIITTS
VEPENAET D Z ERNHY 97,

FIRGEUT, YR T =Ny 72 Ry FEEHALT, B— RT3 —TENDOFR— K
R ZENTEET, 5BOA L AFZ AP IINNYy 72 Ry MCHEBIMIOBEME N E
T0, BEFEDOA U AX AP IZFFHTEMTALERH Y £7,

A— kNS B TOY R F—0DEM
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B oo oAt scale E IR

0— RNRZ Y TR— b2 U A F—L L TGBEBMNTSHI2E, [OCH>[Ry hT—F24
(Networking) ]1>[B— KF/\5 >4 (Load Balancer) 1>[Y) A+— (Listener) 1>[') RF+—D
{ERX (CreateListener) JIZBENL £,

NYDITURENYIIY Ry M2EER

Threat Defense Virtual { v A X > A& 11— KN W8GR T A2, Threat Defense Virtual 1
VAR ADHERA o HF—T 2 A AP B — RANT DNy Ry NTAY S
TURELTCRETHLENHY T, N A F—T7 =4 AP 1L, NEia— KT P —
DNy 7T Ry TRy IJ2 FELTRETAVLENRHY T, FHLTWAFR— 2
UAF—IZBIMENTWNWEZ EEMHERLTLIEEN,

0CI ) Auto Scale % E D HIf&

Terraform Zffifl L TEA S L2 A ¥ v 71X, OCI ® Resource Manager Z{#H L C, [A U5k
THIBRCTEET, AF¥ v 7 ZHIRT DL, ZORZ v 7ICE o TERENTZTRTOY VY —R
DHIBRES, ZnoD ) Y —AZBEEMIT O TV DT X TOFRNERICHIFRSIVET,

\)

GE) AZ o7 %BIBETAERIE. AVAZ VAT —ILDA LV AZ L ADE/NEE0ICZ LT, A A
HUAPNKTTHETHLOIEEMRELET, 99252 LT, TXTHOA AKX ZADOHIER
MBI, AV AZANRFKRD FHA,

FENC L DHIRT B0, 770 Ry = /L& L7- Auto Scale DI 2 T& £,

FEHIZ KL HHIE

T RY—x 2 D Auto Scale VY U =—3 2 OHIFRIZ., KD 3 S>OFIETHR SN ET,
Terraform Template-2 A % v 7 OHIER, Oracle BIEDHIFR, ¥\ T Terraform Template-1 A %
7 DR

Terraform Template-2 X % v & D #l ik

HEIA r— ViR EZHIERT 5121, &HNZ Terraform Template-2 A % 7 & HIFRT 2 LERN H
= B

ATFYv 1 OCI R—&Znica 714 LET,
HIRi%, EEofA EBIcERENET, BROHIBNICHEEL TWAZ 2R LTI F XN,

ATv T2 [TROY/INA—H—E X (Developer Service) | >[) Y —AXI*—T+ (ResourceManager) 1>[R2 w5
(Stack) JDNEIZER L E,

AT 73 Terraform Template-2 (Z X > THER SN/ A Y v 7 ZBINL, ROBKNIRT X 51T [Terraform 7 7 & 3 >
(Terraform Actions) ] KB v 7% 7 A = o2 —"TC [FE (Destroy) | Z#INL E7,
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Terraform Actions + Add

Plan

Apply

Import State

Destroy

EEY a TSN ES, U Y —ADINERHIFRS D £ TRMA2 D £, RED a 707 T LIEb,
TORNIRT L IICAZ v 7 ZHIBRTE £,

Plan Apply Edit More Actions.

Import State

Stack Information Tags
Run Drift Detection
Description:
QCID: .. kujpug Show Copy
Craated: Mon, May 10, 2021, 09:56:4 Download Terraform State
Time of Drift Detection (Last Run):
Maove Resource

J ObS Add Tags

: Delete Stack L :
A job is created when you run a Tertaror[ - ]erraform actions tcj
\

AT 74 Oracle BEDHIBRICHEA £ 5,

Oracle BIZL D HII B

Oracle BA# D 2B 1% Terraform Template 2 % v 7 RO —{ & LT TR, 77U Ry =)L
AL TENCT vy 7 e —RLET, Lo T, HIBRS Terraform 2 % v 7 OHIBRTITH
R—FENTWEHA, Terraform Template-1 |2 L > TER I 7= OCI 77U r—3 3 Y IND
J_TD Oracle B AHIBRT 2 LERH Y £,

ATYv 1 OCl R—=4uica 714 LET,
Hsix, BmiEmoh FICERINET, BROHINICEEL TWAZ 2R LTI,

ATv 72 [AREEY—EX (Developer Services) |>[#8BE (Functions) JDNEIZER L E 7, Template-1 2% 7 TE
WENEZT 7V r—va v AERRLET,
ATV T3 ZOT7 TV r—a VINTEEREICT 7 EA L THIBRL 7,
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. Terraform Template-1 X 2 v & DB

Terraform Template-1 X 2 v - D lfx
A\

(GE)  Template-1 A% w7 OHIFRIL, TXTD Oracle B A HIR L 7= B ICOHRRH LET,

Terraform Template-2 D H|FRk & [ U T,

ATvT1 OClAR—=Fica /A v LET,
Misix, WA LRI RSN E T, HORIBNICHFEEL TS 2 EE2HR LT IEE0,

ATv 72 [TRAYN—H—EZX (Developer Service) 1>[!) Y —RATRx—T+ (ResourceManager) |>[RZ v ¥
(Stack) (DNAIZER L ET,

AT 73 Terraform Template-2 |2 & > TERR SN/ A X v 7 28I L, [Terraform7 7 > =2 > (Terraform Actions) ]
Ru w72 A =a—C#E (Destroy) | &R LE4, BEY 2 70MERSE T, U Y —ADEK
HIBR S 415 F TR D000 £97,

ATV T4 WEEY a 7RET LS, FORIIRT LI, [ZOMOEIE (MoreActions) | KRy 74T A=a—
MHBRALE 7 ZHIRTE £,

Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

: Delete Stack L -
A job is created when you run a TerraFcur[ * ]erraform actions tcj
L

Terraform Template-1 2 % » 7 OIS L2 b, $_XTD U Y —=2ARHIERS L, ELTVWD Y Y —A
DIRNT L 2R T H0ENRH Y 3,

257 kY )LZEERL 7= Auto Scale D HIIFR

A7 VT hefHLTRAY v 7047 7 VB ZHIBRT 51213, 2= P2 = /LT python3
oci_ftdv_autoscale teardown.py =¥ REFITLET, AZ v I RFHFTEBAINTWHDEE
i, stackl & stack2 DA X >~ 7 ID ZHEH L, teardown_parametersjson 7 7 A LD T 7Y fr—
varsIDEEHLET,
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SSH #{# F L 1= Threat Defense Virtual 1 > X 2 > A ~ DR .

SSH Z#{& 3 L - ThreatDefense Virtual 1 > X 2 > XA ~DEE
ot

UNIX A& A LD AT LB Threat Defense Virtual A > A % o AZHET 511X, SSH 2 {#F
HLTA 2R 2 WZal A LET,

ATy TN WOavy REFERLT, 77 A NVOHREREL, BRETR 7 7 A VEGABRND LI LET,
$ chmod 400 <private key>
ZZ T,
<private key> L, 77 BATHA L A X L ATEHEMIT ONIMEF—Z2EZLT7 7 A VDTN L
AHTTY,
RTYT2 A AZLRLT 78 AT HITIE, RO SSH 2~ FEEHLET,
$ ssh -i <private_key> <username>@<public-ip-address>

<private key> L, 77 EBRATHA L AZ L AICEHEMIT ONTMEXF—2EFLT7 7 A VDTN L
ZHITT,
<username> I, Threat Defense Virtual A > A % o A D —HP—4 T9,

<public-ip-address> i, TV Y — NG LEA VAZ U ADIP T RLATT,

OpenSSH % {#F L 7= Threat Defense Virtual 1 > X2 > X
~ D

Windows 3 A7 75 Threat Defense Virtual A > A % o A2k 5121, OpenSSH &1 L
TA L AZ L RZu A LET,

ATYT1 ZOXF =T E2UDTHERT25H61E. BTN T 7 A NVEZAIID X977 A VOHERAZ & ET
LMD FT,
ROFNEZETLET,
a) WindowsExplorer C, fAEX—7 7 A MIBEIL, 77 A V&4 27V v 27 LC[FTR/ST 4 (Properties) |
Vv 7 LET,
b) [EF¥a) T« (Security) ] # 7T, [FHERE (Advanced) 1 %7 VU v 7 LET,
¢) [#—F— (Owner) | NAZDOZ—H =T BT M ThHDHZ LEZHERLET,
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ATy T2

d)

e)
f)

2)

[#r A& DESNIE (Disablelnheritance) |27 U v 7 L, [MEASNE=EREZDA TS Y FOBRMA
MEFRIZZ#2 9% (Convertinherited permissionsinto explicit permissionson thisobject) ] 4R L £,
BOOa—%—TH 7 b TIHERWEHERT hU 23R L, [BIF& (Remove) |27 Vv 7 LET,
HoDa—H =T hOT 7 AMHERN [Z)La> a—JL (Full Control) | THDH Z & ZHER L
£,

ERERMELET,

A VAR AT T A 121X, Windows PowerShell #Bi %, ko a~r REETLET,

$ ssh —-i <private_key> <username>@<public-ip-address>

Z Z T,
<private key> |, 77 EBRATHA L AZ L AICEHEMIT ONIZMEXF—2EFLT7 7 A VDTN L
AHTTT,

<username> I, Threat Defense Virtual A > A % o A D —H—4 T9,

<public-ip-address> X, TV —ANLEE LAV AX L ADIP T FLATY,

PuTTY Z{#E A L = Threat Defense Virtual £ > X 3 > AAD

i

PuTTY Zf f L C Windows > A 7 A7) 5 Threat Defense Virtual f & A # » A8+ 51204,
WO FNEZEFEITLET,

ATwF1 PuTTY ZB& £,
ATw 72 [ATTY) (Category) | A>T, [Evyi 3> (Sesson) | Z&EIRL, KONEEZANLET,

ATvT3

cRRAMBFELFIPT LR :

<username>@<public-ip-address>
ZZ T,
<username> [, Threat Defense Virtual A > A X A D 2—H—4TJ,
<public-ip-address> |, TV —=ANOLHRG LA L AZ L ZAD/NRT Y v 7 IPT FLATT,
e R—bk: 22
< #2147 . SSH

[A7 3" (Category) ] A > C, [Window] % &R L, [Z#: (Trandation) | &R L 7,
ATy 74 [VE—FXFEtY + (Remotecharacter set) | kv 7 &7 A M T, [UTF-8] 2R L £,
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P r5TLva—7105

Linux X—ADA VAKX L ATT 74/ bOar— ViR EIXUTF-8 TY, ZiUZL V., PuTTY ZRI U o —
NEFHTBEIICHRESNET,

ATv 75 [hFT3 (Category) | ~2A > T, [##E (Connection) ]. [SSH] DNEIZEEI L. [EREE (Auth) 1 %27 U v
7 Lij"o

ATv76 [BB Browse) |27V v 7 LT, MEBEXT—ZFRLET,
ATv 771 [ Open) 227 Vw7 LT, ByarafthLET,

A URB L AHD THRT DHA1E., (= "—DFRA FF—RNL I ARV IZF vy v aShLTHARD
(the server's host key is not cached in the registry) | &9 A v —UBRERINDEZ ENRH Y 9, [IELY
(Yes) 1 &7V w7 LT, #hafit LET,

IPV6 D CS I a—TFT 428
RS%E SSH : IPv6 % {#if L 7= Firewall Threat Defense Virtual 23HE L TV 72U

cfZRE AL H—FX Y M= T2 ABREADIPV6 NT Y v 7T 7B ZAD)N— FRNBIMEH
TWAHZ xR LET,

o f2iRE IPv6 DA NI, Firewall Threat Defense Virtual O FEAERK THRE TE £9°,

o #2235 BB &7z Firewall Threat Defense Virtual (2 IPv6 BEED T 72 U 2 RNEBIME
TWAHZ LaERLET,

c fRRE EHA X —T oA AT, IPv6 ZHERKT D72 9IZ Tipv6 address dhep default] 73
HEnTnanE s e LEd, [lipvoaddressdhepl DA ZEFEHT 25E61E, LLTFD
N— R ERIREBMLUET, [ipv6 route management ::/0 <IPv6 Gateway address> |

« RRE U2 ssh A T LVABRFRA SN TNDEINE I DEHERBLET, ROa~v> Rafl
AL T, 3XT® Tlssh::/0 management] (X L Cssh 7 7 ¥ AHFAIZHELET,

5 O H 7 Xy MTIPV6 7 RLAZRE DB TAZ LA TXEHA,

cBRE TRy FBBET D VON B IPVE IZOWTT TIZENT AR > TWANE S Ik fk
BLET,

o fBiRiZ IELWIPV6 CIDR BAfEA I N TWAH Z L &R LET,

o fBikE Y7 %y ML [/64] IPV6CIDR L7 4 v 7 ADHEEdHI ENTEXET,
FIRE AKEHMDO N7 7 4 v 7 BFEEE L Ty,

cERE UTONL—FRIELBMENTWDLZ EE2MHRLET,

fi#iRi% ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>

fERs% i . ipv6 route inside 2603:c020:5:5800::/56 £e80::200:171f:fe96:921b

o fBiRiZ IELWIPV6 CIDR BAfEA I TWAH Z L &R LE T,

0Cl ~ Threat Defense Virtual D& A .



0CI ~0) Threat Defense Virtual D& A |
B reorsina—s5009

« fBFE IPVO I 7B A Y XA PIRRESNTND Z & &R LET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



