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#0A0av T+ ¥aL—var 771 00%E [

D—9AR—R | FIE

(a) Management Center | Management Center % fifi ] L 7= Threat Defense Virtual 0% B

FORANDOA T4 FxaLl—2ay T7M4ILDEE

Threat Defense Virtual ZEE) 3 2F7Z, FHOHHOa 7 4 X2 b —ay 77 A NVE T
XET, ZOT7 A NME, IR~ U OEARHCHEH SN AR ET — X 25T F A b
T ANTT, ZOYMEEIX, [day0-config)] &I T HA K 77 AL LTHREDIEE
T4 L7 bPVIKMISh, S % day0O.iso 7 7 A /L~ ERPRI L E T, T D day0.iso 7 7 A /L
NERPDEEIRFIZ~ T > SN TiAR LN ET,

| &

BE  day0iso 77 A NME, BHIOT— MEIEHTEALERH D 7,

HOARFIZ Day 0 DAL T 7 A V&35 &, A7 1% AT Threat Defense Virtual 777 A
T UADYIEREE TR TCIEITTEES, REBETLHZENTEET,

e T KN a—¥— F 1k 2AR8KFE (EULA) DKR,

« VAT ADFRA N,

BHET DU FOFH LWEBE /SAT— R,

EHLE— K, Secure Firewall Threat Defense Virtual 7 /31 ZADEH HFEZBHML TLEE
Uy,

[2—H VB H (ManageLocally) ] % [IX\ (Yes) IZERET 572>, F721% Management
Center 7  —/V K ([Fmclp]. [FmcRegKey]., ¥ OF[FmcNatld]) (2158 E AT13 52 &
TEFET, FALTWRWERE—RTIE, 74—V FEZEOFEFIZLET,

BIDOT7 7 AT U=V E—K, BRHADOT 7 AT U=/ E—K (Jb—Fvy FEiTk
SURRT LU M) ZRELET,

11— 7 /L ? Device Manager Zffiff] L TRAAZEHT L5 PEDOHLEIL. 77 AT U4+ —/L
E— FIII—T Y FOLERETE LT, DeviceManager ZfEH L THT7 L AT L
FNT7FAT U= FT— KD U H =T 2 ATRETE EE A,

T TIAT UANEHR Y PU = TCBETLZEE2HATIRY U —TRRIE,

s Threat Defense Virtual % 7 7 A ¥ &— R CEHTH NAZ > K7 e T— NCRET I
HIREECEHEAY AT,

B AFEIZ Day 0 DL 7 7 A WV EFEH L7 WEEE, BEIRICV AT LAOMEREEZRET D
PVERH Y FT, FEMICONTIE., [HoOHDay 74 Xalb—ar 77 A AEFERLRN
EE (20 —) | BB LTLEI,
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B zoe00 7 %a—var o7 ok

A\

6= Z OB T Linux 2MF I S TWET 2, Windows DS ICHLEO2—T 4 VT 42350 £

@—O
FIEDHE
1. [dayO-config)] & V)97 F A Kk 7 7 A JLIZ Threat Defense Virtual ® CLIGXE ZFEA L £ 77,
F v NU— 27 F%E & Management Center OE FRIZB 3 2 1FH 2B L £97,
2. TXALT77ANEISO 7 7 A MTEH L TRAIECD-ROM %4/ L £ 77,
3. FlEZ#VIKL T, AT 2 DeviceManager = & IZ—FH DT 7 /v ha% €7 7 A V& VERK
L/i‘j‘o
FIEDFHH

AT w71 Tday0-config] &\>9 7 F Ak 77 A VT Threat Defense Virtual ® CLIFZEZFLALET, *v hU—7
A% & Management Center OE BLIZ BT S 1F# A2 BN L £7,
i

#Firepower Threat Defense

{

"EULA": "accept",

"Hostname": "ftdv-production",
"AdminPassword": "r2MS$SO"Uk69##",
"FirewallMode": "routed",
"DNS1": "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "M,

"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.44",
"IPv4Mask": "255.255.0.0",
"Ipv4Gw": "10.12.0.1",
"IPv6Mode": "enabled",
"IPv6Addr": "2001:db8::alll:b221:1:abca/96",
"IPv6Mask": "",

"IPveGw": "",

"FmcIp": "",

"FmcRegKey": "",

"FmcNatId": "",

"ManageLocally":"No"

11— 71 /L @ Device Manager %4 21213, Day0 DK ~7 7 A VAT [r—B/WIZEH (ManageLocally) ]
WRFL T (Yes) 1&E AN LET, F721X. ManagementCenter ® 7 ¢ —/L K ([Fmclp]. [FmcRegKey].
F LU [FmeNatld]) (AN LET, EHLTOWRWERF T a VORAIE, ZbD7 4 —/L RE2EH
DEFIZLET,

RATYT2 THAL 77 A% ISO 7 7 A /WS L THARCD-ROM Z Ak L £,

&1

/usr/bin/genisoimage -r -o day0.iso dayO-config
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Threat Defense Virtual (D FCEf .

EJ S
1 -

/usr/bin/mkisofs -r -o day0.iso dayO-config

ATy 73 FlEEZMEYIKL T, AT S Device Manager = & Z—E DT 7 4V b€ 7 7 A WV EVERK L £,

RDZERY
o virt-install 2 L T\ 28561, virtdinstall =< > FIZIROITEEMLE 9,

--disk path=/home/user/day0.iso, format=iso,device=cdrom \

« virt-manager % ffi ] L TW 554, virt-manager @ GUI % /] L T/4E CD-ROM % 1Ei% C
FET, (Vo974 a—P— A F—T 242 (GUD) OEE (17—) | &%
LTS IEEN,

Threat Defense Virtual DC &
BARXRYVY T rE2FERLEES

virt-install ~<X— ADEAAZ U 7 | &{# ] L T Threat Defense Virtual Z&Z#) C¢& £9°,

BRBICKEZRZ AN Y v 7 T— REBRINL TR T —< AR TE 5 2 LITiE
BELTLEE&N, fHTFOF Y v 2 T— R, T—XHEEB/BETINE I D EL S
Z. XY vy a BT—RET A ARTDONRNT 3 —< AT HEE L £9,

HFKVM T AR TART A B =T =2 AT, HEINTEZVTNNOF Yy v 2F—R
(writethrough, writeback, none, directsync, F7-iXunsafe) #f5E T £J, writethrough €—
RIZFEARY ¥ v v 2 2846 L £, writeback [ZFiAH 0 /EEiIABLT v v 2 4L F

9, directsync [ZIHFA =V F ¥ v 2B NA NZALET, unsafe TT X TOa TV E

Fyrvval, FANNDLDT T vy 2 8RABEST NN H Y 7,

« cache=writethrough (%, R A F CZRDIEBENRELIZGEDOKVMZ A h <> v EO7 7
A VAR 2K C & £ 97, writethrough & — RO %2 BEID L £,

« 7272 L. cache=writethrough /%, cache=none £V 7 ¢ A7 1/0 EXIALNZ W=D, T «
ARG RT f =< VR TETHAEELH D 77,

o« -disk &7 2 D cache N T A —Z HHIRT D56, 7 7 4V MME writethrough (272 0 F
R

Xy v a AT arEBRELRWVE . VM EIERT D 72 DI MBI & RIE I e S
nNa2%abH0E9, 2k, HVRAIDZ Y Fa—F (21X T 4 A7 F % v THENIN
BNbORHLZ ENRKTT, ZOD, T4 AV v v 7 HEGHICLT (

ache=none) . writethrough% 7 7 4+ /L MIRRET D &, T — X OEEMEZ R TEET,
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B s xou7rzEmLrED

» Threat Defense Virtual /38— 2 & 6.4 LAFRIL, FREEFIREZ vVCPU B L AEY U VYV —R %
ERA L CEB SN ET, 6.4 L VAETD/N— g > ® Threat Defense Virtual 1%, [ EHEK D 4
vCPU/8 GB 7 /3A A & L TR &4 TV E L7z, % Threat Defense Virtual 77~ b7 % —
LA XD -—vepus B L W -ram /X7 A —Z THHR— F STV HHEIZONTIX, IROEZ
ZHRLTLLIEEN,

% 4:virt-install THR— R ENBvCPUB KUV AT INSA—4

--vcpus --ram Threat Defense Virtual 7’5 v b 7+ — LD A
x

4 8192 4vCPU/8GB (77 # /v |)

8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

ATw 71 lvirt install ftdv.sh] &9 virt-install 227 U 7 k& ER L £9,

Threat Defense Virtual VM D4 FiIL, 2D KVM R Z k EOMOFEE~ » (VM) 2KICBNWT—ETH
52 EMNMETY, Threat Defense Virtual X K 10 HOFR Y hTU—F £ VA —T = A AP HR— b TxF
T, ZOFITIE, 40D v F—T A ZAZFEHLTWET, KA NIC IX VirtlO I T2 MLERH Y £9°,

G¥) Threat Defense Virtual 7 7 # /L & EIL, BEA VX —T =2 A4 A, BWiA L X —T A4 A, B
FONEA v Z—T =2 A ZZR LS TRy b FICHETHZ L 2FHREELTCET, VAT LT
H Db 400 S =T 2 A APEFICEB T OMERHY £, Ky RT—T~D
AVE—T 2 A ZADEN B TIX, KOIRFETHDHZ ENRMETT,

() EBA v H—T AR (W)

s Q) BWiA v H—T A A (WH)

BV A v H—T = A A (WFH)

(@) NEA B —T = A A (WZH)

c(5) UER) T4 A H—T A A kK6

[N

[N

51

virt-install \
--connect=gemu:///system \
--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
--name=ftdv \
--arch=x86 64 \
--cpu host \
--vcpus=8 \
--ram=16384 \
--os-type=linux \
--os-variant=generic26 \

P
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7574 a1—H—428—7z4% @) oen [

--virt-type=kvm \

-—import \

--watchdog 16300esb,action=reset \

--disk path=<ftd filename>.gcow2, format=qcow2,device=disk,bus=virtio, cache=none \
--disk path=<day0 filename>.iso, format=iso,device=cdrom \

--console pty,target type=serial \

--serial tcp,host=127.0.0.1:<port>,mode=bind,protocol=telnet \

-—-force

ATFw T2 virt install A7 V7 N EFETLET,

5

>

51

/usr/bin/virt install ftdv.sh

Starting install...
Creating domain...

T4 RURHE, VMO Y —ARERRENET, VMREEBIFTHD I AR TEET, VMO
BB FE TS0 D F4, VMABAEEBLZH, 2 Y —/VEEHNS CLI 2~ REETTEE7,

RDRARY
WOFNEL, BN LZEHE— NIk TRRY £9,

o [R— A VIZEEL (Manage Locally) ] C[WWh 2 (No) ] #32IN L72346 1%, Management

Center % fifi F§ L C Threat Defense Virtual & ¥ L £, [Secure Firewall Management Center
%fdi fl L 7= Secure Firewall Threat Defense Virtual DE L] &ML T E S0,

BHA T g v OBEIRFFEOHEEEIZ DWW TIE,  [Secure Firewall Threat Defense Virtual 7 /34 A
DEIHE] 2R LTIEEN,

TJ4hIL1A—H—A23—Txz4X (GUI) DOEEH

GUI ZfEH L CKVM R~ v VA FHT 5720 D4 =TV —=AF T v 3 Uit Db b
F9, LFOFNETIL, virt-manager (Virtual Machine Manager & & FEE41 %) %4l L C Threat
Defense Virtual Z f2#) L £ 9", virt-manager |Z, 7" A MR~ v U ZEREB L OVEBT 57200

75T 4 Y — )T,

\}

GE)

KVM (F, SFEIFERMEOCPUZTI 2L — FTEET, VMOEFE, @EITHFA N AT
LD CPU IZHHEIZ—ET 57 a vy ¥ A4 TEERTLHIMLERHY 7, XKD, FA
h®D CPUEHRE (CPU 7 Z 7 L b ENET) BRVM CTHEHATE XL 51272 £9, CPU XA
THERAMIFETOILERHY £3, TOHE, VMITAA M AT AEFE 572 < [H T CPU
77T ERHLET,
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B /5o rra—v—vgos—7:42 GU) oew

AT 1 virt-manager ZEE L £9 (FTU4r— 3> (Applications) 1> [ AT LY—IL (System Tools) ] >
MR~ U< HR—T ¥ (Virtual MachineManager) ]) .

INAR=RAPFDORIR, BLOL—F RRAT— RO AN ZRDLNDAHEENH O 9,
ATFwT2 EEMORZ %2277 L, [VMOBFHAIERK New VM) 17 4 — R&2B& £,
AT T3 T OFEMEALET,

a) AXNL—T 4T VAT LAOEE, [BFEOT 4 AT A A—T %A R — K (Import existing disk
image) | ZI®IRL £7°,

TOFETTFAAT A A=Y (FRICA VA M=V ENT-, T — MNABEREASXL—F 4 T 2T
LEEATNBEHLD) A v AR—FTEET,
b) [k~ (Forward) 1% 7 U v 7 LTHATLET,
ATYTd TAAT A A—=VEu—FLET,
a) [ZM.. Browse..) |27 Vv 7 LTA A=Y 77 A VEERLET,

b) [0S% A 7 (OStype) 1iZiX [ILH (Generic) | #ERL £,
c) [k~ (Forward) 1 %7 Vv 27 LTHATLET,

ATFYTE AEFVBIVRCPUA T a v EZHRELET,

BE Threat Defense Virtual D, EEIELFIZIESWTER B X L—""v F L~L & VPN B[R
PR TONNT v ARG A2 AR — N L THVET,

% Threat Defense Virtual 77 v k7 4 — A --vepus 3 LW --ram /X T A —Z THHR— h I
TWDHNT f—~ 2 AMEE L EICOWTIE, ROEXEZBRL T EEW,

KBTI UIR—C XY THR—LEINDBVCPUB LU AT INTA—4

CPU AEY Threat Defense Virtual 75y k 7+ —LDHY A X
4 8192 4vCPU/BGB (77 # /L )

8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

a) ThreatDefense Virtual "7 > F 7 4 — LA XZxHET 5 AEY) (RAM) RIA—ZEFELET,
b) Threat Defense Virtual 77 > b 7 4 — L% A XTKkHET 5D CPU RN T A —F R ELET,
c) [k~ (Forward) 1 %7 Vv 27 LTHATLET,

ATYT6  [A VA N—IVHNIHEE AKX~ A XF 25 (Customize configuration before install) | F = v 7R v 7 A%
A LT, [4ET (Name) (2 EELCHH [T (Finish) 1227 UV v 7 LET,

ZOEEERAITO L. O T 4 = RRHE, B~ D= R = TRELIBIN, IR, RETDHZ
EMTEET,

ATYTT1 CPUMHAERD L HIZEFLET,
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ATvT8

ATy

ATv 710

ATvIN

7574 a1—H—428—7z4% @) oen [

FEA D SB[ at ¥ (Processor) | #83ER L, [E&XE (Configuration) ]>[ KRR FCPURERL®D 3
E— (Copy host CPU configuration) ] Z##R L £,

THUCE ST, MERAA MO CPU BTN EHZEN VM IZEA S NET,

BT 4 A7 R ELET,

a) LMD FNG [T 4 A271 (Diskl) | #BRLET,

b) [FEMIA 7L 3 (Advanced Options) 1 %27V v 7 LE7,

¢) [T 4 AZ /XA (Diskbus) ] % [Virtio] IZFXEL £,

d) [A L —UBA (Storage format) | % [qeow2] [IZFRE L E T,

VUTN Ay —LEHRELET,

a) DS F)E [22 Y —/L (Console) | 3R L E£9,

b) [HIFR (Remove) | ZEIRLTT 74/ b 2V —LEHIFRLET,

¢) [~ R7 =7 %8/ (AddHardware) | %27 Vv 7 LTY U TV TNA AZBMLET,

d)y [T/ A¥ A7 (Device Type) ] T. [TCP net console (tcp)] ZZR L E 77,

e) [E—F (Mode) 1T, [r—/3—F—F (/1K) (Server mode (bind)) ] Z R L £,

f) [FAADF (Host) ]I ifooom EATIL, IPT RLRE—BOR—bESEZ AT LET,

g) [TelnetZffifH (Use Telnet) | R~ A% A LET,

hy TNRARANRTA—ZEFZELET,

KVMZ A RSN TEITI Ty v a LI L EIUTEnDT 7 a U HNEBITRI T—SND Lo v+ v
F Ry TNARERELET,

a) [/»N— KU =7 %M (AddHardware) 1 %27 Vv 7 LTUFvF Ry 7 T4 A&BMLET,
b) [EF /L (Model) ] T, [T 74/b bk (default) ] Z3EIRL F,

¢) [77ar (Action) | T, [ A ME@EHIFICY &~ b (Forcefully reset the guest) ] ZER L £ 77,

DI EbADDIIER Yy N =7 A U F—T =2 ZAEFRELET,

[/N— KT =7 OB (AddHardware) |27 U v 27 LTA X —7 A A%BI L, macvtap #i%&RT 5
n, AT AL ZABERELET (T v UAEMER)

G¥) KVM | ® Threat Defense Virtual TlZ, &3 CI0HDOA v X —T = A 2% P R—FLET (&
PIA L H—T A4 AX1H, 2 UW/& T2AAXIE, T—=H T T4 v I XY FU—
JAVE—=T 2 A AXKKSE) o XY NT—=T~DA L H—T A AZADENY Y TIL, RO
EETH D Z & BMNEETT,

vnicO : A X —T = A A
vnicl : ZWiA v X —7 =1 A
vnic2 : AN A o H—T = A A
vnic3 : WA v & — T = A A

W2

ti

e
D :
vnicd-9 1 T—HF A B =T A A (XS a )

BE vnicO, vnicl, BELWvnic3 1L, LTECHF 7Ry MZvy 7 THLICL TSN,

(WZH)
(K ZH)
(ZH)
(K ZH)
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B zo50a 7 %1—vay 7 LemALEVE

ATvT12

ATy 713
ATy 714

BORDar74F¥alb—vary 774 VE/MALTREMT 2546, 1SO O] CD-ROM %Ak L %

j—o

a) [—RU =7 %BI (AddHardware) ] 22 U v 27 LET,

b) [A FL—2 (Storage) ] TR L E7,

c) [EHEXRELITZDOMBEFEDA L —U %8R (Select managed or other existing storage) ] %7 U >
7 L., ISO 7 7 A VOEFTE SR L E T,

d) [7/3 A% A7 (Devicetype) ] T. [IDE CDROM] Z &R L £,
FA~ o DN—= Ry =7 2 E LTk, [EH (Apply) 1227V v 7 LET,

virt-manager D [ > A h—/LDBAtA (Begininstallation) ]2 UV v 27 LC, f8E L7z — RV = TRET
A~ BB L £,

RDBERY
ROFML, FIRUIEHE— NI Lo TR £,

o [R— A VIZEEL (ManageLocally) ] T W 2 (No) ] 2R L 72413, Management
Center % i |} L C Threat Defense Virtual Z%& ¥ L £, [Secure Firewall Management Center
% {# ] L 7= Secure Firewall Threat Defense Virtual D& B # S L T 7Z S0,

AT T a OB IFTIEOMIEIZ OV TCIL,  [Secure Firewall Threat Defense Virtual 7 /31 A
DOEIHE] 2R LTI,

FOHDOYIA4FXaL—2ary IJ74IILEFERALAZVES

Threat Defense Virtual 7 7' F A 7 2 A2 iE Web A X — 7 = A A7, Day0 DR T 7
ANEFERETITEA LS AIZIE, CLLZEH U CIRET AN, AEZRET HMLERSH Y £
‘d‘o

FLLEHEIN T AL R Ta A o35 &2, EULAZBATCRETHAHLERH Y
9, RIZ, By T v TR T MO TEEASRAT—REET L, T34 ADF v b
U= REBIO T 7 AT 04— NE—RERELET,

Ty N7y 7T a7 MRS BRI, BEOBRIIN & 58 Tld, B (yin) D L5 I
Il CHEN TORSNET, ?7¢wbﬁ ESN K2R SN kﬁ/ﬂmmwééhiﬁoém
ZHEE T HITIX. Enter F—%# L £,

N

CE) ity b7 v 7O TRIHBT S A ZIZET L N6 ORELZLET 5121, CLI Z ]
TORENDHY £,

27w 71 Threat Defense Virtual T2 Y —/L & X £9°,
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r3ILva—7425 |

AT w72 [firepower 17 7 A > (firepower login) | 7’1 > 7 FC, =—H—4 admin &£ /XA 7 — K Admin123 OF 7 +
VRO LT vy TR I A LET,

AT w73 Threat Defense Virtual > A7 ANEEIT5 L, ¥y N7 v 7 74— R TU AT LADORTEITHLERKRDNF
WMOAND RO BILET,

o fFHFFERNORE
I LWEHE AT — R
« IPv4 F 7713 IPv6 DHERL
« IPv4 £ 7213 IPv6 @ DHCP & &
EHR—FDIPVAT RLRLES TRy h~RA7 FIEIPV6 T RLAL T LT v T A
o« VAT KA
A W Al Ny
*DNSty b7 v
«HTTP Fu %3
cEHE—F (m— b /VEBENNLIE)
ATYTE ¥y N T v T4 P —RORELMRLET, T 74/ MEEZIZLENC AT LTAER D » aNIZFRR S
NET, URHCAD LTAEZFOE FMHHATHEE1E, Enter ZHF L F 5,
ATV TE Fur T M- T AT AREEXITWVET,
ATYT6 I V=R #ETa P MIRED LI, BRENEFIITbNIZZ L 2R LET,
ATvTT1 CLLZAUET,

RDBRY
WOFNEL, BIRLUTEHEHE— ML TR 7,

s [R—HN<F—T ¥ EAZNZT S (Enable Local Manager) ] T [\ %2 (No) ] &L
7= %561, Management Center % il L "C Threat Defense Virtual 2 & # L £9°, [Secure
Firewall Management Center % {# ] L 7= Secure Firewall Threat Defense Virtual D& ¥ | % ZH
LTLIEENY,

BWHA T g v OBEIR FIEOEEEIZ DWW CIE,  [Secure Firewall Threat Defense Virtual 7 /34 A
DOERTE] 2L TITEE0,

— ANY ~ — ~ AN
SOOI a—Tq4 T
ZIZTIE, M ~O KVM ENIZBET B AN T Ty a—T ¢ T FNEIZ O
THBALET,
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Threat Defense Virtual ® KVM ~DER |
ST a—Fa2T

BTN KYM ZETLTVENE S M EHER
WDOFET, FHE B KVM ZFEITLTWENE I DEHERLET,

elsmod =2~ REFEFFL T, Linx I —FRVDEV 2 —LDO—E5F R LET, KVMNBE
ITENTWBEAIE. ROBIRERENET,

root@kvm-host:~$ Ismod | grep kvm
kvm_intel 1236750
kvm 257361 1 kvm_intel

o Is-l /[devikvm <> RABRERO VM ITHEE LR WEEIE, BE5< QEMU #FE(TLTHE
D, KVM—RT =77 MERZFIFHLTOHET A,

root@kvm-host:~$ Is -l /dev/kvm
Crw------- 1root root 10, 232 Mar 23 13:53 /dev/kvm

DA REFEITLT, RAFSVURKVMEZTFR—FLTWENE I b IERLE
j_o

root @kvm-host:~$ sudo kvm-ok

KVMT7 /787 L —arZfifl+a2 b TEET,

Threat Defense Virtual DEBARICT— ML—THHEET B

B~ o TT—= M= RRAELIGEIT, RO L 2R T HILERDH £7,
cHASD VM A SGB LU EDAEY 22 TV DENEHERLE T,
cHAD VM N4 OULEDA v H—T =2 ZEAEZ T D0 EMHERBLET,
< EAJD VM M 4 DL ED vCPU Zff 2 TV D E R L £,
« QEMU 't & A3 —,3—2 5 Z® CPU (SandyBridge. IvyBridge, Haswell 72 &) %]
LCWENEERLET, ps-edaf [grepgemu =~ REHH L TT R ADNRT A —X
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