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virtual firewall NGFWv)) | ZfR%E LT, ®GARIRLET,
ATy 74 [{EK (Launch) 1% 27V v 27 LET,
a) [EFR4% (Deploymentname) |: A v AZ L AD—EDL4RIZHELET,
b) [V — (Zone) ] : Threat Defense Virtualz BRI 5 ' — 2R L £,
¢ [¥¥2B4 7T (Machinetype) 1: v A7 LEff 2 X—) ITESWTIELWS YU ¥ A 758
LET,
d) [SSH ¥— (SSHkey) | (AT 3>) :SSHF—TnOAMF—%E0 (T £7,
F—_T71X, GCP BMRAFT HLF—&, 22—V =D RETIMEX—7 7 ALV THEEINET, 2
No&E—MIEHNT L, A AZ AR TEET, F—"TIIA VR F 2 ADHREIS
B L2570, BTBEAMOGHNIIAE L T ES N,

) ZDA VAR LRALT VAT HEDOT Y =7 hEIKD SSH F—42 [T 57 0y 750k

BEINLET, Google KF = Ak [Allowing or blocking project-wide public SSH keys from a Linux instance/]
ZZRLTIEEN,

f) [BERY YTk (Startupscript) | : A Y AX U ARKRET - WNNCHEML SN X 27 25473 572
®IZ, Threat Defense Virtual A > A ¥ ADFLENIA 7 U 7 N BERTE £77,

W, [EBENRS 1) T+ (Startup script) | 7 4 —/L RIZ =2 B — L CTHE Y 417 % day0 Rk Dl 2~ L %

j‘o

{

"AdminPassword": "Cisco@123123",
"Hostname": "ftdv-gcp",

"DNS1": "8.8.8.8",
"FirewallMode": "routed",
"IPv4Mode": "dhcp",
"ManageLocally": "No"

}
vk FATE T — %P5 <ITiE, JSONRRGEY — /L Zffi ] L C DayO H§ R A fRAET D L2203 V) £7,

g [FYbrI—U428—T 4R (Networkinterfaces) ] : 1) &HL, 2) 2. 3) PWHE 4) SMEOA >~
B—T o AEHELET,
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys

Google Cloud Platform ~® Threat Defense Virtual 0 & fd |
. 5488 IP % {3 L 1= Threat Defense Virtual 1 > X 2 > X ~DEHE

G¥) A VAR ABER LI TR, A VAR LRIV E—T 2 AEBINTXEHA, R
WY A B —T = A AERTA VAZ ABER LTS EE, AV AX U ARHIBRL,
WY A v X —T = A AER CEAER T A LERNH D 3,

1 [#vy F7—% (Network) | ka vy 7 &7 U & b, [VPCnetwork (VPC %> b7 —7) ]
(vpc-asiasouth-mgmt 7¢ &) 2 @R L £,
2. [SMEBIP (External IP) ] ey X7 U R Minh, Jblied 7y a 2@ R £,

BHEA B —T oA A2, PN IP 257 = A T /L~ (External IP to Ephemeral) ] %38 L &
T WEB LOWMNIA v 4 —T7 = A AT, ZHEA T >3 TY,

3. [587T (Done) 127 Vw27 LET,

hy [Z7A4F794—IL (Firewall) 1: 77 A 7 U4 —/Lb—LZ@EHALET,

(A BA—RY FDEDTCPER—E2D 574 v %EAITSH (SSHT7 Y +EX) (Allow TCP
port 22 traffic from the Internet (SSH access)) | F = v 7R v 7 A% A LT, SSHEZFAILE
R

A A—2Y LD HTTPSD F35 74 v %595 (FMC access)  (Allow HTTPStraffic
from the Internet (FMC access)) | 7= v 7 7R v 7 A%z 4 2 L C, Management Centerds & OVE £
KGET S A AMMIT6)1D SSL B 5{Vid1E F v 1/ (SFTunnel) AL CGEETE 2L oL E
7,

i) [F¥# (More) 127 Vv 7 LCt=—%EML, [IPEE (IPForwarding) ]23[# > (On) JITRRE X
NTWNWDLZ EEfERLET,
ATv 75 [JEB (Deploy) 127V vZ7 LET,

G¥) BRI, U Y — 20 MR S, SEIEFRERICL TR Y £3, WIHHER%ETT5
FTIZT~8 022 Emb o 3, MIHHLIZFE LT Zan, s &, 777
AT U AEHIBRLT, AN LRDEIRITNIERLRNWZ ERnHD 9,

RDZRY

GCP 2>V — /LD [VM A ' AH A (VMinstance) | X— UMb A VAKX V ADFEMZ FoR
LET, AV AZ L AEEIEBIOBBT272D0ONEIP T LA, AP T LA, BX
Rary be—ARERINET, WETILEIT. AV AZ L AZEILTOILERH D 77,

S ER IP Z{E B L 7= Threat Defense Virtual 1 > X &% 2 XA
D ik

Threat Defense Virtualf > A % ZZi%, WNEFIP AR IP B0 4T HNEJ, FERIP & 1#
F L TThreat Defense Virtualf v A X L AT 7B ATEE9,
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ATv T

ATy T2

ATvT3
ATvT4

SSH % {# 8 L 1= Threat Defense Virtual 1 > X % > X ~DE#x .

GCP=2» Y/ —)VC, [AYEa—T42J TP (ComputeEngine) 1>[VM A VX4 X (VMingances) ]
IR L ET,

Threat Defense Virtual D ' A X VA4 %7 U w7358 VM A VA2 U ADE M (VM instancedetails) ]
N=UnHEET,

[5¥#0 (Details) 1| # 7 C, [SSH] 74—V RO Ku v FE I A=a—% 27U v LET,

[SSH] Rry 7 X T A=a—hb, BHOA TV a v 2®iRLET,

R D J5 ¥ % 4d F L C Threat Defense Virtual-f > A ¥ o 2T Cx £ 97,

« ZDMDSSHZ 747 v MEIFY— RAN—F ¢ Y — b I DWW T, Google R¥F =2 A h D
[Connecting using third-party tools] &M L T 72X,

SSH % {# 8 L 7= Threat Defense Virtual 1 > X 2 > A ~DIEHE

ATy T

ATy T2

UNIX A% A )LD AT L5 Threat Defense Virtual £ > A % o 22t 51213, SSH A4
ALTA v AZ A IZa A4 LET,

ROaA~ REMALT, 77 A NVOHREREL., BRTETNT7 7 A Vv EGHARNLD Z I LET,

$ chmod 400 <private key>

ZZ T,

<private key> X, 77 BRATHA L AZ L AICEHEMIT ONIMEXF—2EFLT7 7 A VDTN L
AT,

A VARG LRZT 7B AT HITIE, RO SSH A~ FEHHLET,

$ ssh —-i <private_key> <username>@<public-ip-address>

<private key>lI, 77 BRTHA L AZ L ACEHES T ONTMEX—2EZLT7 7 A VDT NN L
ZEITT,
<username> I¥. Threat Defense Virtual A > A X » AD—H —4 T9,

<public-ip-address> &, T Y =AML LAV AZ L ADIP T RL AT,
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

Google Cloud Platform ~ () Threat Defense Virtual 0 &R |
B o U730 U— L EER LT Threat Defense Virtual  © 2 % 0 X~

D) 7ILay—I)LE{ERA L 1= Threat Defense Virtual
VRB U ANDIER

ATYF1 GCP=2 Y — )T, [AVEa—T4YF TPy (ComputeEngine) 1>[VM 4 X2 VX (VM ingances) ]
IRIL E77,

AT T2 ThreatDefense Virtual DA L AKX L A% 7 Vv 735 L [VMA D RZ XD (VM instancedetails) ]
NR=UNRHEES,

RATv 73 [ (Details) | ¥ 7T, [VUTILIALY—ILADHEH (Connecttoserialconsole) [ %7V v 7 LEd,
FEMIZOWTIE, Google RF =2 AL hd T U7 aryy— Loy | 28BLTLIEEND,

Gcloud Z{$ FH L = Threat Defense Virtual f > XA 2 XA~
D

ATYF1 GCP=2 Y —)C, [AVEa—T4 5T Py (ComputeEngine) 1>[VM A > XA VX (VM ingances) ]
EIRL E7,

AT T2 ThreatDefense Virtwal DA Y AX L A% 7 Vv 735 L [VMA U RZ XD (VM ingancedetails) ]
N—=UNHEET,

ATv T3 [## (Details) | # 7T, [SSH] 74—V RO Ry FE DI A=a—%27 ) v 7 LET,
ATv 74 [gloud a7 FEFRT (View gcloud command) ]>[Cloud Shell ©%4T (RuninCloud Shell) 1272 U v 7
LET,

[Cloud Shell] #—XF /D 4 > RUNRHE ET, FEHIC OV TIE, Google R¥ = A hd Tgcloud 2~ >
RZ7 A4y —nofE | | 3L Tgcloud compute ssh] Z#ZH LT 72 &0,

GCP THOZLMA 32— 4 A &E{HEAL AL Threat
Defense Virtual D EBHIZDULNT

Cisco Secure Firewall /3—< 5 > 7.3 LLHICiL. Threat Defense Virtual 1340 72< &6 4 2D A
=Tz A IDOOEFFAS L H—T 2 A, N1 DOBMA L X —T A A, 2DDT —HX A
H—T A A) TEREAINET,
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
WA % — 7 4 X%{EMA L% Threat Defense Virtual DEBD A FS5 4 > LHIBEIE .

Cisco Secure Firewall /S— 2 > 74,1 UIBRIL, @2liA v 2 —7 =4 Z&HIRL, 272 &b 4
DDA VE—T 2 A (1 ODOEFEHA L F—T 2 A A3 ODF—FZA L FZ—T A RAX) T
Threat Defense Virtual Z BB C& £9, ZOEREICED, AL~ & A FEBNOT—4 A
VB —7 = A A% 2 7= Threat Defense Virtual % B TX ¥4, 72 & 2L, c2-standard-8 ~
VEATTIE, 1DODFEHA L H—T oA A 1 ODOBWIA L F—T oA A, BIR6HDDOT —
KA B —T A A% 2 7= Threat Defense Virtual # /BT 2D VIC, 1 DOFHA & —
T2 A AL TODT —H A H—7 x A A% 2 7= Threat Defense Virtual % JEFH T £,

Cisco Secure Firewall /S—37 3 o 7.4.1 IR TliL, WA v ¥ —7 = A A & HAE 32 Threat
Defense Virtual 2 GCP CTREBIT 5 Z 3 HERILET,

Z OFEEEIX. Google Cloud Platform (GCP) _|® Threat Defense Virtual f > A % > ADH LV V&
Bl COALYR—FIhET,

\)

() VPER—-—PEINDIA L HF =T oA ADRRBIIE THDH-D, ImeK4ODDA L H—T oA A%iB
MLT, K8 ODA ¥ —7 = A X% 27z Threat Defense Virtual % BT F 9,

ZWA 23— 4 XA Z{EA L7 ThreatDefense Virtual
DEADAHA K54 2 L FHIREIE

PWrA v H—T = ADHIBREND & syslog B LOSNMP (X, A v H—T = A AD
3> V12 Threat Defense Virtual A > X —T = A ZAF 137 — %A o Z—7 = A AfF
LCHAR—brENFET,

ZORBETIR, 7T AZ Y 7 Auto Scale NV IR— F ERNTWET,

ZWrA v H—7 = A AR — k& FD Threat Defense Virtual f v A X L A & WA v X —
7 = A AR — k& EF72 720 Threat Defense Virtual DA > A X o AD 7 —T{LIZ R — b
INTWERA,

\}

(G¥)  Z ZTO Threat Defense Virtual f > A % > AD 7 )v—7kix, GCP
EDALARB AT N—TNDA AL AD T N—TbER L
¥, Z#uE. Management Center Virtual C Threat Defense Virtual
A AL AD T N—TEITITBR L E A,

cCMLIFHR—F SN THEEA,
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. GCP TO# WA >4 — 7 = 4 A% {E A L4 L) Threat Defense Virtual DRBEADF-HDT—2 A V2 —T 4 A~DNICITVEVYS

GCP TOZMA 3 —TJ 4 AZ{HEAL 7L Threat
Defense Virtual D BFED =D T—2 A 3 —T 24 A
DONICTvE>Y

ZWiA v Z— T = A A Z{#HFH T Threat Defense Virtual Z BB 57200 F —Z 4 L X —7 =
AA~DNIC v B 7T E2LFICRLET,

Net-Interface VPC Port

NICO outside-vpc Gig0/0 FTDv-3-NICs
NIC1 inside-vpc Gig0/1

NIC2 mgmt-vpc Management

GCP TOEMWA V23— 4 AZ{EA LU Threat
Defense Virtual @) E G

ZWrA v H—7 = A A %{# FAEC Threat Defense Virtual Z B9 5121, RO FIEE E
F9,

AT FHEBICER S5 Day0#m A2 V7" b (GCP =2/ — /L@ Sartup script) CX— & EDX7 Diagnostic:
OFF/ON ZfEF L C, ZOREEZ AN LE T, T 74/ hTiE, F— EfEDL7 X Diagnostic: ON [Z7%
EINTWH T\ B o H—T o ANEE LT, F—LEDXT A Diagnostic: OFF IZFRE SN T 5
B, BEIERWEA v —T oA AR TICRE L E T,

RIZ, Day 0 KA 27 U 7 SOz~ LET,
{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",
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ATy T2

ATvT3

7vFvL—ravFrut |}

"Diagnostic": "OFF"

}
G¥) ¥ — L EDLT "Diagnostic": "ON/OFF" Tld, KICFE/NLFNRBIEET,

MBI/ NI DO NIC (480 w8 LE7,

GCP |Z Threat Defense Virtual % B3 2 58/ 72 FIAIZ DWW TIX, Google Cloud Platform <~ Threat Defense
Virtual D] ZZRL T2 S0y,

A B =T A4 ZADFEMZOWTIX,  [nterface Overview] ZZM L T 72 &,

(f£&) = Y —/LCshowinterfaceip brief =2~ REMFHAL T, A ¥ —7 =A ADFFEMEE R L
9, WITREN TS L 912, Management Center Virtual TA % —7 = A ADFEMARTRTHZ & HTX
i‘j‘o

A 4 —7 = A A[X, Management Center Virtual [ZIRD X ) ITR RS NET,

Interface Logical Name Type Security Zones
® Management0/0 management Physical
GigabitEthernet0/0 Physical
GigabitEthernet0/1 Physical
Interface Logical Name Type Security Zones
@ GigabitEthernet0/0 outside Physical
@ GigabitEthernet0/1 inside Physical

7y FTL—RDOYF T

Threat Defense Virtual £ > A% AL, ATO T FI(-~TT v 7T L — RTEFET,

o 7T D Cisco Secure Firewall X—T 3 > BliA v X —T7 = A A &AL TR SN
Threat Defense Virtual f > A ¥ > A% #ZWiA v % —7 = A A% #7325 Threat Defense
Virtual f V' AH AT v T T L— RTEET,

* Cisco Secure Firewall /X"— g 74 LI : WA v X — T =4 AT TICREM I
Threat Defense Virtual 1 > A X A% WA ¥ —7 = A A%fEH L7\ Threat Defense
Virtual £ VAKX AT v 7 L— R TEET,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-ifcs-overview.html

Google Cloud Platform ~® Threat Defense Virtual @ FERA |
. WA VB — 7 A A%HMA L% L Threat Defense Virtual 7 5 X # F71=(% Auto Scale ¥V ') 2. —> 3 VD ER

RIRTT v 77—y F U FTHR— SR THEREA,

» 3_T D Cisco Secure Firewall /N— 3 >t BWiA v X —7 = A=A L TEBINE
Threat Defense Virtual - > A % > A%, WA v ¥ —7 = A A% #H L72\> Threat Defense
Virtual f &~ AF LV ANZET v 7L — R TEEH A,

« Cisco Secure Firewall /X—3 3 > 741 LIR: : B A v X —7 = A A& HETICE SN

7= Threat Defense Virtual A > A X AL, Z2WiA v X —7 = A A% 9 5 Threat Defense

Virtual f &~ AF LV ANZET v 7L — R TEEH A,

\}

GE)  NICOBENEFIX., 7y 77 L — R bR SN ET,

2l 32— A4 X% FHL %Ly Threat Defense Virtual
S5 AR ET-IFZ AutoScale V') 1 — 3 DER

Threat Defense Virtual 27 7 A% . £7-132WiA o % —7 = A A%&{#H L 72\ > Threat Defense Virtual
AUAZ L ATHERR S D AutoScale VYV =2 —2 a3 VOF LWERZFEITT AHI21%., F— kfﬁ

?~X7 Diagnostic: OFF/ON 73 Day 0 fi% A 7 U 7" kT OFF IZEXE SALTWD Z & A ffad L
-éAO

cS IO aA—TFTa Y

Threat Defense Virtual D EBIFFIZZHMA ¥ — 7 = A ANHIBR SN2 WEESIE, F— L EDO
7 Diagnostic: OFF/ON 78 Day 0 fffiX A 7 U 7 kT OFF IZF%E STV D B L7,

Auto Scale V') 21— 3 >

RO TIE, AutoScale YV = — g D aiR—% 2 b GCP @ Threat Defense Virtual T &
DL ITHRRET DOV TR L £ 9,

M=

Threat Defense Virtual Auto Scale for GCP 1%, GCPIZ k- Tt s y—R—L A A T T R

N7 Fx (7T 0 FBE. m— R8T 4 Pub/Sub, A VAKX AT N—T T2 E) &R
L7 'iﬂ/\/-ci-}j-—/\*— VX%)\Tj—

Threat Defense Virtual Auto Scale for GCP 3 A D E72 KUk D & B Y TH,
+ GCP Deployment Manager D7 7 L— h B _— 2 L L7z#E A,

. Google Cloud Platform ~ @ Threat Defense Virtual 0 & B



I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
sesrcsnss [

* CPUMEHZHR EIZESS AT —V 7 A N v 7 B R— |,
« Threat Defense Virtual BBl & < /L F w8 MY — 2 O HR— |,
» Threat Defense Virtual ™ B 88 &kF L OVBEAEER & V7R — K,

s ERICHEL SR EE A7 —/VT U b Z L7z Threat Defense Virtual f > A X 2 AIZH
Bt

e NAT R > —, T ARY —, BLUOIL— k% HEIHIZ Threat Defense Virtual (218
Ho

s B — RRF B VTR HEY — O R— |k,
s io>7"Z ~ b7 4 — AT Management Center Virtual % %748 — b,

e VR TIL, BAEZRLGITT B80T, AutoScalefor GCP DE AR o — D Z#LL Tuy
\i‘g_c

FESIEEHINEIE
cIPVA 2N AR— b ENET,

¢+ 74 L R BYOL DA %Y HR—FLTWET, PAYG 714 B ATV AR—FZNTWE
A,

« TN AT T — I r JICERRENEE A,

c AR—FINDT A ADEKRENL25 TF, 4L, Management Center Virtual f > A &
Y ADERRTT,

« 37T D Cisco Secure Firewall /3S— 2 T, it St Cn o7 7 L— M &2 L T,
Threat Defense Virtual Auto Scale Y V = —3 3 & B T& ¥ 9, Threat Defense Virtual
VAR VAT, ot 40D HF—T A A (1 ODEHRA L HX—T A A, 1D

DA =T A A B2 ODT—H A X —T A R) TRERHASNET,

Cisco Secure Firewall /X—30 = > 7.4.1 LI TlX, WA > ¥ — 7 = A X% A+ 91T Threat
Defense Virtual Z B4 52 LT Ed, 2OV F VA ThH, BRRIIDARLEB 400
A HE =Tz A A (1 DOEFBA L F—T 2 A AL 3 ODT—H AL F—TxAR) TH
TaNET, ZORMEFETTDHICNE. AJINTA—% (29 X—) OFBIHES T,
T — hoXT A—% (diagFirewallRule, diagSubnetworkName, diagVpcName, 5 &
withDiagnostic) #ZA % L £7,

« A — LT 7 MM A BT A a— L FRAZ UL ERITZA T gy B A Yy RigY
A= FENTWERHA,

ATV a— NV R—=ADAT— LTI AR — FEINTWEREA,
A VEHRICEKSS BEIA S — Y U IR —FS N TWERA,

Google Cloud Platform ~ @ Threat Defense Virtual 0 & B .



Google Cloud Platform ~® Threat Defense Virtual 0 & fd |
. Auto Scale D& A i

« A=A VIAT—=NT T RMZED . AV AZ L ADEDR 1 K0 b L BN 55
G dH Y F95, Management Center Virtual T Threat Defense Virtual f > A Z > A DX §k
RERBRFRITNAR 1| DT OFITSNET,

« A=A URRIZ 300 DR R LA RN H D F3, R LA IR A LB AR RIS
BTRETDHILHTEET,

AN E— RART U, BftEN TV AT UL — Mo ko TERENE T, u— AT
VY DORTY 7 IPODNS B E AKX A XFTBHZ LIFTEERA,

ca—P—iE, WHEOA LTI ANT I F BEAOY L R v FEFMHE SEDLE
B ET,

P ATAT T MBRORT A Y OF m AR LI T — ORI OV T, 7
T4 MO B 7 2 H LTS,

e NAT., TA AT N—TIMENT=EF 2 T 4R —, BIXUOFHHL— ME, #L
HERG STz Bkt 2858 7 7 A MicEA S E T,

o VU 2—3 3 & fE D Threat Defense Virtual |Z%F L CHEBH9 %54 . Management Center
Virtual (3—FEIZ 1 DOBERER LV CE 202, BRFRAES 2V 3, X7 —
VT M K o THEL D Threat Defense Virtual 4 > A X U ABIIES N5 &, BRI
E< R 9, BIE, T XTOREE BEMRITERE L CFRITSNET,

« HENA 77—V > 7 % BAtA7 D HilZ, Management Center Virtual C7 /3 A 7 )L—"7" NAT
=, BEOXRY NIV —=0 ATV =7 FNAERT 20ERH Y ¥, ILBIS L ELBIP
i, VYV a—TarEREALTHODAEHTEDLZ LIZERLTLIEIY, LEno
T A3 —FT V=27 FE2ERL, EEOIP ZBELIZBICAT V27 FEEHTE £
R

Auto Scale )& A {5

Threat Defense Virtual Auto Scale for GCP IZ. Threat Defense Virtual f > A & A 7 )L— 7" % GCP
DO — K37 >4 (ILB) & GCP DANHin— K3Z 4 (ELB) ORICEE 3 5 /K FH7 M)
ODHFAr—D TV ) a— 3T,

*ELBlX, A1 VX =Xy "INBD T T 4 v %A AH AT )L—TFND Threat Defense
Virtual A > A X A58 ESEE£9, £ D%, Threat Defense Virtual 37 7V r—3 39 v
WChT 7 4w HHEELET,

CILBIE, 77V —2arnoDAH =Ry N NT T4 v T %AV AF AT N—TH
@ Threat Defense Virtual £ > A Z o AT S £ 9, £ D%, Threat Defense Virtual 231
VE—FXy MR T T 4y 7 BERELET,

s X NI =Xy "B, B—OEFETHT (NHB LUSNE) or— R3T %2 @il
THZLITIHY A

o Z/r—)L¥ v NN Threat Defense Virtual £ > A % A DL, AREEICESWTHE)
FINZAr—) v B XOBRESNET,
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2: Threat Defense Virtual EEIR 7 — )LD 1—R 75— R

Instance
Management PRE— Group
Center Manager
Instance Group Instances P -
(1GM ) . -
s -
Threat defense .........vveeiueeeieeeeiseeieeeee » -
virtual : : - <
para——— Inside Subnet e
Subret 1 : inside outside g = "
R : Threat :
esource
= defense = =
< virtual 1 |
Application s H
: " .
Subnet 2 Outbound : mgmt dmz : Gk
Resource —‘ Initiated flows : : Initiated flows
Routed to ILB § _— 3 Load Balanced
o inside outside
il 8 = . —  Threat L —
Application sl T P defense o ¢ ELB £
Subnet 3 - : ¢ - -
< »| virtual 2 : e
Resource < :
mgmtl dmz
Application
SubnetN
Resource —{
inside outside
Threat
defense
> . <& >
P virtual N [¥ >
< > <
<
memt dmz
Flows that are initiated from inside toward internet: Flows that are initiated from outside toward backend resources:
-Inside subnets route internet traffic to ILB -Threat defense virtuals are the backend pool for ELB
-Threat defense virtual — Source NAT internet bound flows so they can NAT to public IP of -Threat defense virtual — Source NAT internet bound flows so packets return to same threat
each threat defense virtual defense virtual
-Threat defense virtual — NAT probe packets back to threat defense virtual management -Threat defense virtual — NAT probe packets back to threat defense virtual management

Inbound traffic (Internet->ELB->Threat defense virtual->Application)
Outbound traffic (Application->ILB->Threat defense virtual->Internet)

9T D Cisco Secure Firewall 73— 5 T, #fi&h b7 7L — M &fH LT, Threat
Defense Virtual Auto Scale ¥ J = —3 3 %2 T& £ 4, Threat Defense Virtual - > A & > A
X, ARt b 4o B —T oA A (1 ODERA B2 —T oA A, 1 ODLMA v 5% —
Tz A, BLOR2ODOT—H A F—T A R) TEBAENET,

Cisco Secure Firewall 73— 2 > 7.4.1 LI TIL, WA > ¥ —7 = A A% HE 312 Threat
Defense Virtual # BT 22 L b TExEd, 2OV F VA TH, BEIIDARSEB 40D A
B—TxA A (1 DODOFHA L H—T A RAEIODT—H AV H—TxAR) TETINE
T ZORBAEZFEITTOICE. AT A—Z (29 2—) OFBHHIZES>T, T 7 L—Fh
/XF A —% (diagFirewallRule, diagSubnetworkName, diagVpcName, 35 L OFwithDiagnostic) %
EELET,

Z D R = A K TlL. Threat Defense Virtual Auto Scale for GCP V' J =2 —3 3 » OP— — L
AV R—x NIRRT DEOFEMRFIRICOW TR LET,
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BANRYT—OOHovA—F

BER AL BIAET BENC. F¥ o AL FEREBELL XN,
« BAZPMGT DA, RS EmIZ LTS I 2R L ET,
s T ZICREHEH INTWA RIEE EITIEFICHE S TWD I L 2R L E T,

BANY—ODEHoO0—FK

~

v

Threat Defense Virtual Auto Scale for GCP %, GCPIZ Lo TRt 2y —N"—1L X A T TF X
N7 27 Fx (/77 FEERE, v — KXZ 3 Pub/Sub, A VAKX AT N—T72 ) ZFIH
L 7= GCP Deployment Manager O7 > 7' L — b _X— 2 DE AT,

Threat Defense Virtual Auto Scale for GCP Y VU = —> g VOREENINER 7 7 A VA2 X T o —
RFLET, 3%%479 5 Threat Defense Virtual S— 3 VHORERZ U F T o7 L— NI,
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Management Center Virtual 4 > A% > A : LT OA 7V =7 M {ERK L £7, Management Center Virtual
THT V=7 FEERT D HEOFEMCONWTIEL, 47 V=7 MER] 2R TS0,

* ELB-IP

 ILB-IP

* Application-IP

« VAT oy 7 O IP HiH (4)

o A X5 —X4 (Metadata)

object network hcl
subnet 35.191.0.0 255.255.0.0
object network metadata
host 169.254.169.254
object network ilb-ip
host 10.52.1.218
object network hc2
subnet 130.211.0.0 255.255.252.0
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https://console.cloud.google.com/security/secret-manager
https://console.cloud.google.com/security/secret-manager
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-intro.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/710/management-center-admin-71/system-users.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/get-started-device-management.html#ID-2242-000007cf
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-policies.html#ID-2176-00000240
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-policies.html#ID-2176-00000240
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/objects-object-mgmt.html#ID-2243-000000f2
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object network elb-ip

host 34.85.214.40
object network hc3

subnet 209.85.152.0 255.255.252.0
object network hcéd

subnet 209.85.204.0 255.255.252.0
object network inside-linux

host 10.52.1.217
object network outside-gateway

host <>
object network inside-gateway

host <>

A7 715 Management Center Virtual f > AX VA 1 ¥ X2 VT 4V~ (A F—T A AFT Vs V) #EK
L%, [Creating Security Zone and Interface Group Objects|] ZZ M L T 723\,

* inside-security-zone

* outside-security-zone

AT w716 Management Center Virtual f > A% > A : NAT 7R U 2 — & NAT V— L &EAERR L £9°, FEC OV T,
[Network Address Translation] ZZM L T 72 &0y,

nat (inside,outside) source dynamic hcl interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic hc2 interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic any interface

nat (outside,inside) source dynamic hcl interface destination static elb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc2 interface destination static elb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc3 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc4 interface destination static elb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (outside,inside) source dynamic any interface destination static elb-ip inside-linux

Source Destination - 2 .
R Birection Type | iaeriace bty grlglna\ Original Original Translated Translated Translated Options
- Sources Destinations Services Sources Destinations Services
Objects Objects
o1 X D..  inside-zone outside-zone By het R ilb-ip VO;’ iginal Interface Ry metadata Qriginal Drsfalse £ W
o2 X D inside-zone outside-zone g hc2 B ilb-ip 70"3."‘31?", Interface Ry metadata Vor‘gllﬁ‘?'P Dnsfalse W
M) 3 X D... inside-zone outside-zone B any-ipv4 Interface Dns:false W
o4 X D..  outside-zone inside-zone [ hel Ry elb-ip 70”3‘12?;', Interface Ry metadata VO.’ iginal Drsfalse £ W
s X D outside-zone inside-zone b hc2 B elb-ip 70”3";% Interface R metadata VO'E.‘IC‘?'D Dnsfalse W
s X D..  ouside-zone inside-zone B he3 R elb-ip VO'E#F', Interface Ry metadata 70"3#}, Drsfaise £ W
7 X D... outside-zone  inside-zone &g hca & elb-ip 70”3‘1’1?,', Interface B metadata 70.”3‘19?[', Dnsfalse W
| 8 X D... outside-zone inside-zone g any-ipv4 g elb-ip Interface By inside-linux Dnsfalse 4 W

AT v P11 EARTE X O Threat Defense Virtual Auto Scale 3 A ® Jinja 7 7 A /L & YAML 7 7 A VDT A —H %
BHRFLET,

a) ftdv predeployment.yaml 7 7 A /LEZHE, IRONTFA—=ZEZHEHLET,

 resour ceNamePr efix: <resourceNamePrefix>

* region: <region>
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/objects-object-mgmt.html#ID-2243-000009db
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
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* serviceAccountMaill d: <serviceAccountMailld>
 vpcConnector Name: <VPC-Connector-Name>
* bucketName: <bucketName>
« fmcl P : <Management Center-IP-address>
* reglD : <registration-ID>
* natlD : <unique-NAT-ID>
* grpl D : <device-group-name>
* policyl D : <acl-policy-name>
* licenseCAPS : <licenses>
 fmcPasswordSecret : <Management Center-password>
» newFtdPasswordSecret : <new-Threat Defense Virtual-password>
« fmcUsername : <username>
« ftdvPassword : <password>
+ outsideGwName : <outside-gateway-name>
* insideGwName : <inside-gateway-name>
* outsideSecZone : <outside-security-zone>
* insideSecZone : <inside-security-zone>
* sshUsingExternall P : <true/false>
b) ftdv predeployment.jinja ” 7 A /LiL, ftdv predeployment.yaml 7 7 A /LN H/NT X —
Z & T £97,

c) ftdv parameters.yaml 77 A NVEBE, ATONRT A= 2 HLET,
VPC and Firewall Parameters

» mgmtVpcName : <mgmt-vpc-name>

« diagVpcName : <diagnostic-vpc-name>

+ outsideVpcName : <outside-vpc-name>

* insideVpcName : <inside-vpc-name>

» mgmtSubnetwor kName : <mgmt-subnet-name>

« diagSubnetworkName : <diagnostic-subnet-name>
+ outsideSubnetwor kName : <outside-subnet-name>

« insideSubnetwor kName : <inside-subnet-name>
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» mgmtFirewallRule : <mgmt-firewall-rule>
« diagFirewallRule : <diagnostic-firewall-rule>
» outsideFirewallRule : <outside-firewall-rule>
« insideFirewallRule : <inside-firewall-rule>
* healthCheckFirewallRule : <healthcheck-firewall-rule>
« adminPassword : <initial-Threat Defense Virtual-password>
« deployUsingExternall P : <true/false>
Instance Template parameters
» machineType : <machine-type>
* sourcelmageURL : <source-image-URL>
FTDv Health Check
« ftdvHealthCheckPort : <port-number>
« ftdvCheckIntervalSec : <interval-in-seconds>
« ftdvTimeoutSec : <timeout-in-seconds>
« ftdvHealthCheck ProtocolName : <protocol-name>
« ftdvUnhealthyThreshold : <threshold-count>
FTDv Autoscaler
« cpuUtilizationTarget : <percentage-in-decimals (5] : 0.7) >
« coolDownPeriodSec : <cooldown-period-in-seconds>
» minFTDReplicas : <min-number-of-FTDv-instances>
» maxFTDReplicas : <max-number-of-FTDv-instances>
EL B Services
« elbPort : <port-number>
+ elbPortName : <port-name>
« elbProtocol : <protocol-name>
+ elbTimeoutSec : <timeout-in-seconds>
+ elbProtocolName : <protocol-name>
 elbUnhealthyThreshold : <threshold-number-for-failed-health-checks>

* elblpProtocol : <IP-Protocol>
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ATy 719

ATy T2
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Auto Scale V') 2 —< 3 VD ER .

« elbPortRange : <port-range>
+ elbFePorts : <fast-ethernet-ports>
ILB Services
* ilbProtocol: <protocol-name>
« ilbDrainingTimeoutSec: <timeout-in-seconds>
* ilbPort: <port-number>
« iIbCheckI nterval Sec: <interval-in seconds>
* ilbTimeoutSec : <timeout-in-seconds>

* ilbProtocolName : <protocol-name>

ilbUnhealthyThreshold : <threshold-number-for-failed-health-checks>

GE) Threat Defense Virtual Auto Scale D334, cpuUtilizationTarget: 0.5 /X5 A — X D% E 1
TEY ., BEISUTRETEET, ZOEIE. $TO Threat Defense Virtual 1 > A ¥
VAT N—TD CPUEH N 50% ThDHZ LarLET,

d) ftdv_template.jinja 7 7 A /LI, ftdv parameters.yaml 7 7 A /LINDH/NT A —F 25 T
V) \i—é’—o

EOAHTO YAML ARk % BB L £,

gcloud deployment-manager deployments create <pre-deployment-name>
--config ftdv predeployment.yaml

1

gcloud deployment-manager deployments create demo-predeployment
--config ftdv_predeployment.yaml

The fingerprint of the deployment is b'9NOy0gsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979¢c5b6-66d1025¢

completed successfully

Threat Defense Virtual Auto Scale @ BB 2 {Epk L £,

gcloud deployment-manager deployments create <deployment-name>
--config ftdv parameters.yaml

1

gcloud deployment-manager deployments create demo-asav-autoscale

--config ftdv parameters.yaml

The fingerprint of the deployment is b'l1JCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5¢c55e51d79d01-1a3acf92-4£f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3daflé

completed successfully.

WET 7V r—a inb A 2 —xRy MIART y Mkl d 5 ILB Ov— b & fERkk L £,
gcloud beta compute routes create <ilb-route-name>

--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>
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gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-ilb].

Auto Scale O < v %

A= R AT=TX, A=y F CPUHRBLNLVE, A LV AZ AT N—TNO—EH
RZ 72 %5~ TD vCPU O ED — & L TRV ET,

« BEFVCPU O FARN H — 7y MERAREZBZ DL, A— AT —F1 2k >TVMA
VAR ANBIMENE T, BFF vCPU OEBFEHRN L —F v MEHR LD IRV
B, A= AT —FIA A ATHIBRLET,

e ZIE, 075D =7y MEARERTETDHE, A— MAT—TFA LV AZ AT )L—
THROTRTD vCPU DOEBIFHRE 75% 1[CHRi4 5 K o I RENE T,

c A — VU U T OWRETIE, CPUEHEA N v 7 OABMEHINET,

cZu Yy 7k, vB— KT P34 _T O Threat Defense Virtual (2355 2 2512458 L
X9 &L, ¥EHLTT TP Threat Defense Virtual 232512 n— K& 5 L0 9 BIRICE
DWNTNET,

Ox> 5T /\v s
TR TEXB7 T Nisgeoa 13T B Y T,

« A —)VT 7 MEREDO R 7
K6: R5—ILT ) hggeED O

Function execution started

saaanwar-new-ftdv-scaleout-action  1p58rbbtmlww

FTDv Name: saaanwar-new-ftdv-instance-vxtc IP for Login: 10.4.2.217

saaanwar-new-ftdv-scaleout-action  1p58rbbtmlww

First run of function

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww

saaanwar-new-ftdv-scaleout-action  1p58rbbtmlww Trying to Login to FTDv

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Policies deployed on cisco-ftdv-vxtc

saaanwar-new-ftdv-scaleout-action  1p58z4quilsd Response body(rest_get): {"links":{"self":"https://34.86.149.90/ap

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Configuration is deployed, health status in TG needs to be checked

saaanwar-new-ftdv-scaleout-action  1p58z4quilsd Deployable devices:{'links': {'self': 'https://34.86.149.90/api/fmc

Function execution took 346329 ms, finished with status: 'ok'

ol

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d
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EEOR—T T MERED 7 7T, Function execution started & Function execution
took 346329 ms, finish with status: ‘ok’ ™= > b Ui, #AE /' ORMG L& T 2N Fhor
LTCWET, FIEIOMARESEST, Threat Defense Virtual ~D 12 7' A ' R T —D R L,
OEMEEZ BT b TEET,

« A=A UERED R T

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = |Function execution started
saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 = |Deregistration of FTDv: cisco-ftdv-vxtc
saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = Getting a new authToken
saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = Response Status Code(rest_get): 200
saaanwar-new-ftdv-scalein-action 9d572q7v16f4 = Response body(rest_get): {"links":{"self":"https://34.86.149.9(
saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 = |Deregistration Successful of cisco-ftdv-vxte
saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = |Function execution took 56852 ms, finished with status: 'ok'

bR —LT 7 MERED 1 7 ClE, Function execution started & Function execution
took 50852 ms, finish with status: ‘ok’ O k UL, ¥EBET V' OBtA & & T 22 NEhoR
LTCWET, BEAERT 1 2OBMG, BEMRDO AT —2 2 F LWGREE b —72 Ol
e MMOBEZ BT TEET,

— N ~ — -~ »
kST a—Fq428
KIZ . Threat Defense Virtual Auto Scale for GCP D —#¥f) /2= —>F U A LF Xy Db vk

R LET,

smain.py DEOML2W : Zip X T —U N T 7 A NVDOHZEDPOAERIILTND Z L5
BLET, 77U MERBIIBEIL T 7AWV — 2R TEET, 74N FTBH-TIE

Wi EH A,

T UL — b OREFPOTT— T<>] NOTRTO/T A —FfEN Jinja & YAML TA
NEINTNDZ EEfERLET, £k, RIUEBADBBRICHEET 20 el LE
‘j‘o

Google BA%17° Threat Defense Virtual [ZE[ZE T X720y 1 VPC 237 Z BMER S TEY |
YAML /X7 A —%27 7 A )L CR CARIDEE SN TWD Z L 2R L E T,

* Threat Defense Virtual {Z SSH #5f5¢ FIZRRREIZ AR « AR F— MBI —DOXTNIELWZ
LEMRLET,

.

RORE R —27 UNEOM B ¢ 22— 7 Ly k@ Management Center Virtual 23 A U — K73 1E
LWZ &2l LET,

« Threat Defense Virtual D&H & T 7 40 v 7 OME : 77 A T U+ —b—)L & )L— R
FEMN 72N 2B L ET,
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« F-#)C Threat Defense Virtual (217 74  CTER2 W0t FTLWSAT—REZFHEHL TWH 0%
MR LET, A7 —T7 U MEREBIZLZVIANRNAT— RFEFE I ET,

« Management Center Virtual |27 /31 A & % §k T X 72\ : Threat Defense Virtual 73 Management
Center Virtual 2> HRZEFBE T o 5 & a8 L £ 9, Threat Defense Virtual & Management
Center Virtual DEHA > ¥ —T7 = A ANFE LY 7Ry NNITGFETHIHLERH D £,

o REFEN =855 L W ILB & Threat Defense Virtual DO/ — 7N SN A 7%, IEFME
Tu—T7ERNBM SN D E CPUMAHERNEL 20 7, &V CPUMHAEE FTIF 51T
X, IROWTNILOA T g B FERATEET,

F7°> = > 1 : Management Center Virtual C7—# A V& —7 = A4 A& MWL, EFHET
0—7DONAT L=V EBREL T, T—HA L H—T 2 AEHHNLET, T—H A
B —T x4 AL NAT OFMZHONTIL, Ao F—T A 2O & Txy hT—7
T RUAZE #ZRLTIIZIN,

F7 a2 IEEMEY v —7 O NAT /L—/L % Management Center Virtual 7> 53 H L 7=
% . Threat Defense Virtual D 2> Y — v iza 74 L., clearconn =~ > R&HEHLE9,
7 ARN T ERELTWAEEIL. cluster execclear conn =~ > RAfH L £,

Threat Defense Virtual ® = > Y —/L"Cshowcpu 2~ > R&FEH L T, CPUMFHELEZMRAL
\i‘a_c
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-ifcs-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



