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ZOREENEA o F—T 2 A ZALHBA o #—7 = A AZEHESTET, ARMT 7 L— |
DIEFMET 0 —7R— b 443 ([ZEETLHENH Y £3, HTTP 7 27 & A DL DOFEMIZ D
WL, [Configuring HTTP] Z#ZM L T 723V, [JE5E

NAT D& E

NAT R Y —%ER L, HEA v X —T =2 A AMNBT TV r—2a i T 7 4 v 7 ZlRik
T A DITHER NAT L— L 2B L. Z @R Y 2 —% Auto Scale HIZIERR L7=F 314 2
N—TWTH o FLET,
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AT T1
ATvT2
ATvT3
ATvT4 ¥
ATvTH

rnis2—5 I

A\

GE) B Py F MR L THEIRA S — V2T 258120, NAT 2T 2 %2
BV ET,

[T/84 R (Devices) ]>[NAT] DIEIZEN L £,

[F LAY > — (NewPolicy) | Ka w7 & 2 U X T, [Threat Defense NAT] % &R L £ 7,
(47 (Name) | IZ—EBED4AIZ AT LET,

MEZIGE UC, [#B (Description) | Z# A LET,

NAT L— /L& GRE LE T, NAT L—/LOAEREIS KONNAT RV =D HFEDO T A R7 A4 220 T
%, [Cisco Secure Firewall Management Center 7 /NA Af A K] @ TConfigure NAT for Threat Defense |
OFNEEZZR LT EEW, ROMIZ, ERAWRT Fn—F 2R LET,

B 9: NATKR ) > —Dl

ENSPRN Cijects | AMP Intelgence

Devie Marsgemert AT  VPN® Q5 Platiorm Settngs | PewConfsy  Cartfcates

autoscaleNAT St B D caneni

L s ™ § o 3
= 9 i e & g0 3
S,
& Py :

G¥) BHOMERL N T TNy a—T 4 T BRREERRNZRET D720, — I TE LT T
WZT 52 L2 L £97, NAT 252389 DaNEERS Bl 5 Z ENEHETY,

ATv 6 [fR1F (Save) 1227 U w7 LET,

ABNT A

—45

ORI, 7o T — "N TA=FBIOGIEZRLET, F/ T A—FDEEROHTL, Azure
PTAZ YT a N ARM T S L — MEET D & &I, BN T A= %M H L T Threat
Defense Virtual 7 /34 A Z{ELTZ £9, [Auto Scale ARM 7> 7 L — FhDJER (54 ~—
D) ] EBRLTLEEY, Azure GWLB Y U =2 —3 3 & L 7= Auto Scale TiL, 77
L= FTBMDANNT A—=Z R ET DUNERH LD, Xy NI—T AT TANTY
Fx bIERSNET, NTA—FZOERIT—HERZ2O THHEZERK L ET,
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R2:TVITL—bNRFA—4

Azure T O Threat Defense Virtual DB |

INSA—H %

ERTE 1B/
247

Bl

1)y —ZD1E
a4 7

resourceNamePrefix

LFHIE (3~
10 XX5)

FTRTOY Y —RF, 2O
VT 4 v AEETe LRI CTE
REIFET,

o INCFEOREFEHA L TL

B ftdv

HRERR

virtualNetworkRg

pa2l

RIEZY NU—27 DY J—R
T N—T DA,

f : cisco-virtualnet-rg

BETF

virtualNetworkName

pa=ll

ARy N —2 %4 (fERE
7*)

5 : cisco-virtualnet

BE17

virtualNetworkCidr

CIDR B

X.X.X.X/y

A8 > h U —2 O CIDR (1E
B H)

BETF

mgmtSubnet

pa2

BEY T Ry b (TR
)

i : cisco-mgmt-subnet

BE17

diagSubnet

pa2l

BT Xy M (R
%)

i : cisco-diag-subnet

BETF

insideSubnet

padl

WEY 7 x> M (TR
7r)

5 : cisco-inside-subnet

BETF

internal LbIp

pa2

NEY T R b OREE— K
NTUHDIPT RLA (B
#H)

5] : 1.2.3.4

BE17

insideNetworkGatewaylp

pa=ll

WNER 7 %y hDOF—FD =
AIPT FLA (fERHE )

BE 17
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Anrisx—4 |

RS A—H% EATE 5iE/ | 38 ) Y— RO
H84F a4
outsideSubnet o W7 % M (ERE | BT
%)

5] : cisco-outside-subnet

outsideNetworkGatewaylp ==l NI T Ry NAA— T = A | BEAE
P (fERH 7)

deviceGroupName pl Management Center D7 /34 A | BEAF
TN—7 (fERE )

insideZoneName pa==ill Management Center D NE > — | BEAF
4 (TERE A7)

outsideZoneName b=l Management Center D/ — | BEAF
4 (TERGE A

softwareVersion S| Threat Defense Virtual /X—< 3 | BETE
v (BRI Fey 7 H o v
M5 EER)

vmSize pac=il| Threat Defense Virtual £ > A% | %2472 L

VADH AR (BB R
0y T E T H IR

ftdLicensingSku pac2l Threat Defense Virtual 7 A &> |#%%4 72 L
Z%E— K (PAYG/BYOL)

£ : PAYG 13/ ¥%—Y 3 > 6.5+
THFR—FEINTWHET,

licenseCapability # o~ XE]Y |BASE. MALWARE, AP
pac2l URLFilter, THREAT

ftdVmManagementUserName SCEEA| * Threat Defense Virtual VM & ¥ | Bri/ERK
DEFE 22— —4,

ZHX Tadmin [ZIXTEFE
Ao VM B HF 22— —4 D
HA KT A DWW TH,
[Azure] Z#ZM L T2
VY,
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IND A=A ERTE 518/ |5k )Y —XD1E
247 REA7
ftdVmManagementUserPassword | 5z 5241] * Threat Defense Virtual VM ‘& FE | BriR{ERR
DEHH 22— —D /AT —
K,

NAT— ROEIT 12— 72

T, MR, RFE K

T RS E AT DM

N ET, £lo, LTFOM

DIELIZ2 BIETIZT HHE

NHYET,

GE) T L— RZ
X, ZDORT A—
ZDaryTI3AT
VAF = v U HERE

TH A,
ficIpAddress pa=v| Management Center /37 VU + | BEFF
XXX 7 IP7 R A (fERGHE7)
fmcUserName pac=l EHLMHENR % FF> Management | BETF
Center = —H'—4  ({ERE )
fmcPassword bl Hij3k @ Management Center = — | BE7F
' —% ™ Management Center /¥
AT — K ({ERkE #)
policyName el Management Center CTERL = 41 | BEAE
TeX=2VT7 AR — (1E
J¥H )
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Anrisx—4 |

NS A—H %

ERTE 5B/
847

B

)Y —XD1E
BaA7

scalingPolicy

POLICY-IPOLICY2

POLICY-1: & S 7= #ifH
12, W U2 Threat Defense
Virtual OB RFI A 7 —)L
T MLEVEEZEZ D EA
T=NT T RN T—E1
=R

POLICY-2 : 3% I 7= H#ifM
({Z. AutoScale 7 /L — 7 NDT
~C ® Threat Defense Virtual
INA A DR A A — )L
TURNLEVWEEZBEZD LA
=T T ER RN T—EN
£7

ELHLDOEESL, AT —nA
va Yy 7R CEETT,
RE S NHIMIZ, $XTo
Threat Defense Virtual 7 /31 A
DNYEJRRFN A —A > L
EVWEZ TS & A —A
UMY T —SET,

BALP

scalingMetricsList

pedl

A=V 2 7 ORENEH S
NoAMY>7,

Al CPU
CPU, AE
T 74/ bk : CPU

ML

cpuScaleInThreshold

pa2l

CPU A RNU T DAT—)vA
YLEWE (RN—tr M
{j-) o

F7FL k10

Threat Defense Virtual £ kU v
7 (CPUEHIZR) 2N Zfa%
THEIS &, A —nA D0 |
UH—SNET,

[Auto Scale ¥~ 7 (70
N=) | EBRRL TS
AN

B
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INTGA—BZ ERTE 5B/ |H5HA 1)V —ZAD1E
247 BaA7
cpuScaleOutThreshold bzl CPURXRNU YT DA —)LT |47 L
URLEWE (=t hH
i) .

T 74K 180

Threat Defense Virtual £ kU
7 (CPUEHIR) 28 ZDfE%
kEIDE A —T T R
MY H—ESNET,

lcpuScaleOutThreshold] (%,
W12 TepuScaleInThreshold] <
DRELTOHMERHY F
j—o

[Auto Scale =7~ 7 (70
N—=) | EBRRLTLLEES

7AW
memoryScaleInThreshold S| AEFYARN) T DOARAIr—) L Y71
A LEVE (S—kr FH
L)
FT7F) k0

Threat Defense Virtual £ kU v
7 (CPUEHIER) 7" ZofE%
TEIS &, AT —bA DR
U —SNET,

[Auto Scale ¥~ 7 (70
N—=) ] EBRRL TS
AN
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Anrisx—4 |

NS A—=5% ERTE 5B/ |5RHA 1) — 2D
847 47
memoryScaleOutThreshold SCEEA| AEFY AN ITDORr—)L |47 L
TURLEWE (S—E2 b
HAL) .
T7FNNR 0

Threat Defense Virtual £ kU
7 (CPUEHIR) 28 ZDfE%
kEIDE A —T T KR
MY T—ESNET,

l'memoryScaleOutThreshold |
ES A
l'memoryScaleInThreshold] J:
WRELTOHULENDHY F
R

[Auto Scale m ¥~ 7 (70
N—=) | EBRRLTLEE
Uy,

minFtdCount Eic2q TEOHETAr—LEy b |47 L
Cffi /AT RE 72 /% /)> Threat
Defense Virtual £ o A ¥ &

@O
Bl -2,
maxFtdCount R Rlr—ty NTHFRESND [#%47e L

B¢ K Threat Defense Virtual A >

AL A,

%l : 10

GE) Z O

Management Center
DRI L > THI
[REAET,

Auto Scale & v
7 TIXZ OEHD
%ﬁ(i?‘l D S
nigni=o, HE
ICAJILTL 2
AN
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Azure T O Threat Defense Virtual DB |

D

ZORIEIE, A Y v
PIHL SN HRER (H0D) %
KLUET,

ZOEBOMENRS (557) DY
& . Auto Scale Manager 73 A 7
Va—nshdbeE, ANy
7 DWE 5 sy EOFE0
Fxw 7 It ZORERITE
DNT AT =Y 7 OHWrA
1ThinEd,
GE) Azure ORI KL
0. BRI BUELE
1. 5. 15, BID®
30 7217 T,

INTGA—=5% ERTELfE | HA 1) — XD
847 a4
metricsAverageDuration #t Fey T UoMB@INLUE (35957 L
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Anrisx—4 |

INTGA—RZ ERTE 518/ |H5HA 1) — XD
247 BaA7
initDeploymentMode BULK/STEP
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NS A—B% ERTE 5B/ |5RHA 1)V —ZAD1E
247 BaA7

FITHRA ORI, £7213A
r—)L%& v FZ Threat Defense
Virtual 4 > AX  ANEEN
TWeWEEICHE Sh E
R

BULK : Auto Scale Manager
1Z. TminFtdCount| f#®
Threat Defense Virtual A & A &
CAZFIRFICEB L L9 & L
EJean

GE) EENTIAT L TYT
DIVET N,
Management Center
~DEERIX
Management Center
DOHIFRIZ L 0 A
FEITSNET,

STEP : Auto Scale Manager /3.,
AV a—)VENTEI &
{Z TminFtdCount] f{i& @ Threat
Defense Virtual 7 /3 A% 1 D

TORMALET,
GE) STEP 47> a3 v
T,

‘minFtdCount) {#
DA AL AN
Management Center
TEBIB L UORE
ST, BhfERTEE
(272 % £ TR A
ARV S NN
Ny ZIRAL S %
B

BULK # 7' = >
Tix,  QEATHEAT
DI=)
'minFtdCount] 1
9T D Threat
Defense Virtual %
EBET 501215
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Auto Scale V') 2 —< 3 VD ER .

INT A=A FERTE5E/ A 1)y —XMD1E
247 2

@ Threat Defense
Virtual &) & [7] U
RFE 32300 £
73, Management
Center D EKIFNE
WIATSINET,

'minFtdCount] 1
@ Threat Defense
Virtual % J&BR9 %
7o DDA FHREH] =

(1 2@ Threat
Defense Virtual @
ELENREE + 120D
Threat Defense
Virtual ki L
B EREH *
minFtdCount) ,

*Azure |[ZiE, BT LWY Y —ZADOMARANCEE T SHIRAH Y £97, HIREZERT 20, £
FTRTPCFEEH L TLEENRAR=—ZPZOMDFH/RXFFIFERALLGENTLEEL,

Auto Scale V') 12— 3 > D ER

BANY—OOAHYO—F
Yo KA v F hanm V& H L7z Threat Defense Virtual Auto Scale for Azure V' VJ = —3 3 i3,
Azure DRET 5 — =L 2 4 T F X NT 27 F ¥ (Logic App. Azure BA%, v — K F
W, R~ A=ty N ) ZfEHT % Azure Resource Manager (ARM) 7 > 7 L —
r_R—Z2 DR TT,
Azure GWLB YV U = —3 3 % {# ff L 7= Threat Defense Virtual Auto Scale iX. GWLB., x> b
J—27 47T A KT 7 F %, Threat Defense Virtual BEN A 7 —V 7 7 —7 P —_—1
AaR—%v b, BIXOMMONERY) V— 252 EETH ARM 7> 7 L— h_R—Z DR T
-éAO

MDY Y 22— 2 v ORBEFRTIZER T,

Threat Defense Virtual Auto Scale for Azure Y V = —3 3 U ORENINER 7 7 A VA X7 0 —
RLET, 4 TH5X—=Va VHORERAZ V7 T o7 b— M, GitHub U RY R UMb
AFTEET,
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B Avoscalearm 7> TL— o EE

)

B  AutoScale HO VA aEHOBAR 7 U S BIOT U L— NI, A—T Ly —2DHE L
THREINTEBY ., @ O CiscoTAC R — hO&HNTII I NA—ENnRWnZ LizrEE L T<
77&V, HH & ReadMe OFNEIZ-DWTIE., GitHub ZEMANCHER L T &,

ASM_Function.zip /% » o — Y OAERIEIC OV THL, [V =2 20— K150 Azure BIEO 4
(74 X—2) | 2L TLTESN,

Auto Scale ARM > 7' L— kD ER

YU A yF RO E[HER LT Azure A Threat DefenseVirtual AutoScale : ARM 7 > 7 L —

I azure ftdv_autoscalejson % fiffl L C. Azure H Threat Defense Virtual Auto Scale {Z 472 1
V—A%RBEHLET, FFEOY Y —ATNV—TATIE, ARM7T 7 L— M RATH5ZLT
RONEPMERL S E TS

v A=ty b (VMSS)

S — RNT

« N — RN Z 4

» Azure Function App

* Logic App

X2 VT4 IN—T (T—HA A =T 2 A ABIOEHRA 2 —T =4 A )
Azure GWLB #{# M L 1= Threat defensevirtual Auto Scale : ARM 7> 7' L — h
azure ftdv_autoscale with_ GWLB.json ZfE ] L C, Azure GWLB ' U = — 3 2 /|2 & 5 Threat

Defense Virtual Auto Scale |24 872U VY —2A B LET, BFEDY V—RA T NL—THNTIL,
ARM 7 7' L— N & BT 5 Z & CIRONEIMERR S IVE T,

Al (VM) E7idfifi~ v Ay —nt v b (VMSS)
N N E AR N 2 i

*» Azure Function App

* Logic App

Xy NIT—=F T A TTANT I F %

BENCKE R X2 VT 4 I N—TBIOZOMD a2 R—x 2 b
1ash BRI

+ GitHub Y AR R U (https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure) 7>
5, ARMT7 7' L—haZvrn—RLET,
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Auto Scale ARM 7> 7 L— 0 EE [

AT 1 BED Azure V' — /1T Threat Defense Virtual £ ' A ¥ A BT AMNERH DAL, BEHY —a v
THEATRE/R Y — ST, ARM T 7 L— hZfRE L £,

1

"zones": [
nyw,
nom,
n3m

1,

BN, 3 oD — & [CentralUS] UV —Y 3 &R LTWET,

AT9 T2 HHu—RKRTUoYTUER N T 7 4 v 7=V ERELET, 2D ljson B ZIETSHZ & T, £
BEOBONL—VEBMTEET, 2 R4 v F hARa UE M L7-AutoScale DE AR TOHENTT,

1 -
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables ('elbName')]",
"location": "[resourceGroup() .location]",
"apiVersion": "2018-06-01",
"sku": |
"name": "Standard"
}I
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"

:I ’
"properties": {
"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/"',

variables ('elbPublicIpName'))]"
}
}

}
:|I
"backendAddressPools": [

{

"name": "backendPool"

}
:|I
"loadBalancingRules": [

{

"properties": {
"frontendIPConfiguration": ({
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"
}I
"backendAddressPool": {

"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
' /backendAddressPools/BackendPool"') 1"

}I
"probe": {

Azure T Threat Defense Virtual O & RH .
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"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
'/probes/lbprobe') 1"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I
"Name": "lbrule"
}
]I
GE) ZDT 7 ANERE LR WEAIE, BAKIC Azure R—F AP LRETHZ b TEET,

ATv T3 Microsoft 7 1 7Y hD2—H—4 LA T — K& LT, Microsoft Azure R —# /a7 A > LET,
ATy T4 [V J—AZN—7 (Resource Groups) ] 7 L — RIZT 7B AT HI2IE, P—EADA=a—nb[U /—
A7 N—"7" (Resource groups) | &2 U7 LET, W7 A7 VT a b NOTXTDY Y —AT—T
N7 L— RIC—ERRINET,
FLWY Y =2 T N—T2AERT D, BEFDZED Y V—AT7N—T% IR L ET, =& 21X, Threat
Defense Virtual_AutoScale,

10 : Azure R—% )L

RT9Ts  [UY—ADERK (+) (Createaresource (+)) 1% 27 U v 27 LT, 77 b— NERHOH LN V—2
PERRLET, [V Y —ATNV—TDIER (Create Resource Group) | 7 L — RBFRINFET,

ATV T6 [v—F v T LA ADKFE (Searchthe Marketplace) 1 C. [T 7L —FDRE (WAX LT T L—
k&M L7=J2B)  (Template deployment (deploy using custom templates)) | & AJJ L. Enter L &
R
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Auto Scale ARM 7> 7 L— 0 EE [

M:WRELTVTL— FDOERM

H Template deplayment idepiay using custom templates)
Templak deploymﬂ!i {deploy using custom templates)

Template deploy t (deploy using custom templates) <.

P

(W}
m
Creats

MM Plars
Applcations nuseng i Micredeh Azere usually rely on 3 combinabon of nesowce 5, W dakabases, SHrvars. and wel apps. Azure Resource Manager bimplates snable you
o deploy aad manage theds MSOUNES i B Gronp, mam-ua erption of B4 fesouetes and Thes deplyment semngs.
£ your template with intelkSente and deploy & 10 8 new Of exiiting resource Foup

Usetl Links

ATw 71 [fEk (Create) 1227V v 7 L%,
AT9T8 TUTL—REAERT 720D FT v a IERHY T, [T 4 X THMADT T L— FEAERT S
(Build your own template in editor) ] Z3#&R L £,
12: BT TL— FDER

e

Je > New > Template deployment (deploy using custom templates) > Custom deployment

Custom deployment

Learn about template deployment
0 Resd the docs ot
& Build your own temgplate in the editor

Common templates

Create a SOL database

AT T [Tr7L—bOfFEE (Bdittemplate) 17 4 > R T, $T_XTOF 74 harToyZEIBRL, BHL
7~ azure ftdv_autoscalejson /25 T oV A a bt — LT, [ (Save) 1 227 VU v 7 LET,
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B Avoscalearm 7> TL— o EE

ATy 710

ATvIN

13: Edit Template

i L - - m

N

WDE 7 a T, TRTONTA=HEANLET, KT A—=FOFEMHONTIE, [TATIRT A—
Ao (43— | 2R TSN, wiZ, A (Purchase) 227V v 7 LET,
X 14:ARMT> T L— kNS A—4

R I
E==n
GE) [XT A =% OfEH (Edit Parameters) ] 42 U >~ 27 LT, JSON 7 7 A V&FRET D0, Fio

THEANSNT-2 T oY E T v u— RTCXET,

ARMT 7L — DO ASTTRGEREIZBE SN TWAE =D, ANTZRHREET 2 02— —DEHE
*(“TO

T L— FORBEMNET S & Threat Defense Virtual Auto Scale for Azure V' U = —3 3 VLB RT
RTOY Y —=ABPMERENE T, ROKDY Y =2 B LT IZEWN, [#A4 7 (Type) 15IZiX. Logic
App., VMSS, B —RKNF o4 RTU 7 IPT RLAREDK) VY —ANRENET,
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15: Threat Defense Virtual B/ X 77— L7 > T L— F D ER

IOV atoScale

4| FTOV_AutcScale

Azure Function App 0 E B

ARMT 7' L— N ERT 5 & Azure 2 &> TAZ /L k> Function App BEKESNET, =
D7 7 UIE, Auto Scale Manager © ¥ 7 [T 2 H L CTFEBI CHEIIB LORET D
dz‘gfﬁé?) @ i‘@—o

LY o RsY- 1] b

« ASM_Function.zip /X 77— % ENV R LET, [V —223— b0 Azure B ORELE
(74 ~—=2) | ZZRL TS,

AFYT1 ARM T 7L — b Z R L7 & & IC/ER L 72 Function App (CB8E) L. PIEAIEIE LW T L 2R L £
T, 7TV TIROURLIZT 7 ALET,

https://<Function App Name>.scm.azurewebsites.net/DebugConsole
[Auto Scale ARM 7 7' L— R DEB (54 <—2) | OBIOEE, kO X HIZRD £,

https://ftdv-function-app.scm.azurewebsites.net/DebugConsole

AFYvT2 Ty AN A7 10— T, sitelwwwroot [CBEI L £,
AT w73 ASM Functionzip s 7 7 A VT AT 0 —FOLEBIZRT v 7T KRkaey 7 LET,
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16 : Threat Defense Virtual Auto Scale #8ED7 v 70— K

/wwwroot + Oitems & @ &

Hamer Madfed Sao

to upload
ard unzip

ATYT8 7o Tu—RREAT L, TRTOV— "=V ABHNRERRENET,

[ 17 : Threat Defense Virtual 0D —/3— L X #45E

~.Iwwwroot + 21items & @ A

Name Modified Size

L9 — 812472019, 12:19:56 PM
L9 —§ 8/24/2019, 121

ey — 8/24/2019, 12:20.08 PM
19 — 8/24/2019, 12:20:08 PM
49 4 8/24/2019, 12:20.06 PM
e — 8/24/2019, 12:20:08 PM
19 - 8/24/2019, 12:20:00 PM

Use old console

ATy TS5 PUTTYSSHZ 9A4T7 v b2 X ra—RLET,

Azure B%E. SSH #56: %4/ L T Threat Defense Virtual IZ7 7 £ AT 2AMLENH Y £9°, 7=72L, ——
VAa— RCTERENDA—7 2V —AF A7 F U iL, Threat Defense Virtual T &35 SSH F—A5#4
TNTY XLEHR—=RLTOEFA, LEB-T, FRNCHESNTZSSHY 74T v M e gy ra—R

jﬁéﬂ‘gﬁs‘&)@ jij‘o
www.putty.org 7> 5 PuTTY a2~ > KT A VA4 X —T7 = A A% PuTTY /Nv 7 =2 K (plink.exe) (24 7
n—RKLET,
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gromz ||

18:PUTTY DA D A— K

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty.exe (or by ETP) (siznature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: RECR.exe (or by ETP) (s1znature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)

32-bit: reftp.exe (or by ETP) (siznature)
64-bit: peftp.exe (or b ETP) (siznature)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel exe (or by ETP) (signamure)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit: plink,exe (or by ETP) (siznature)
64-bit: [ link.exe | (o by FTP) (signature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

ATV T6 SSHZ 747 hDFEIT7 74 /L plink.exe D4 i % ftdssh.exe (CZEH L £,

ATy T ftdsshexer 7 7 A V=7 A7 0 —F DM (FiD AT~ 7 TASM_Function.zip 27 v 7 1 — R L7=357T)
WCRZ w77y RRay 7 LET,

ATV T8 SSHZ 747 b FunctionApp & & BICFET HZ L AR LET, REIE L TR—U2EHLET,

RTE DWERE

Auto Scale Manager ZFHIE L7V, Ty 7 THEH LIV T 572D TX 558 EN NS
OBV ET, ZN6DAF T aiE, ARM T U7 L— MIEERRINFEHEAD, Function
App CHRETE 7,

188 BRI

\}

GE)  REFVOTHRETEET, RELZHIET 2HE1E. WOFIMHIIENET,
» Function App % E2hl2 L ¥ 9,
WEFDART Y 2= VIERB AT PET T HETRHLET,

RELWEL TRIFLET,

» Function App A ZhZ L ¥ 9,
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B zcomsm=

AT v T 1 Azure ;R—# )LC, Threat Defense Virtual Function App Z 5% L CER L £,

[ 19: Threat Defense Virtual #4857 7)) 55— 3 >

e 0 Bdv-funcion-app
ftdv-function-app

195 Pt o oo st spati

Mtressh Anee Enterpise

Overview Flattorm featuted

L™ Ukt & Gopsshpoti 0} hustpoblichpoctis ¥ Cownicatappoontet 8 Dalste

80T -S4 ERE0BALBARITES  Coneral US

Configured features

b f DiableealthProbe

ATFYT2 ZZTE, ARMT 7L — b2 N L CESNERELRETE £, 2841F. ARMT 7L —hET
WIDEGENSH D T2, 250 BRIZARINGEIZERC& 7,
B20: 77 )5—2 3 DBEE

--------

Application settings

Appbcaton seitings ane encrypied at rest and ransmitied cver an encrypied chasnel, Tiu can chodss 10 dapéay hem i plain et n your browser By wsing The consrels bekow, ASpRcaion Settngs we expased 45 SwTAEnt varabies lor 0ess by your appbcation # runtime. Leam mane

Homin Daplopnnt it sy

R OR R R R R R R B B R @ ?

W% %% OB %W RN A% N F

FEEALDFT v a d, ARTEANTHD»Y £, RIHEZRLET,

o [f#p%4 (Configuration Name) ]: [DELETE FAULTY FTDJ ([7 7 4 /v M#] (Default value ) ] :
YES)
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mET R —Lty oM a—LoRE [

Ar—)v 7 7 MHIZ, #H1 L\ Threat Defense Virtual A > A 2 > A )3 L#) L, Management Center, %58k
DR LTZGE, 20472 a ISV T, Auto Scale Manager 73 % @ Threat Defense Virtual A > A
B RALRFFT D0, HIBRT 2002 ELET,  ([IFW (Yes) |: FEFE D % Threat Defense Virtual
ZHIFRLET, [\ %2 (No) ]: Management Center |28k T X 72V 34 T4, Threat Defense Virtual
A AZ AR LET) |

BN

* Function App X ETIE, Azure Y 7 A7 U7 a7 7 8ATE b 2—H—L, T XTOEHK
( Tpassword] 72EDEF 2 TR LFHEELTVWIEREET) %7 VT T7FHF R MR TERTX

£
ZORIZETI X2V T 4 EOBENHIHE (T 21X, Azure Y7 A7 U 7V a UMD
RVHERZ FF oo — Y —[TIF SN TV D5E) | = — % —I13 Azure D Key Vault F—E X 2] L
THRAV—RZ2R#TEET, ZOREEXTDILE, BEORETZ VT TF A D [password] & A
TR0V, 22— =T, NAT— FBMREFESI TV D Key VaultiZ Lo TER S L2, BEF =27
IS 2 AT MR DY £7,

GE) Azure D RF¥F 2 AV "NERBRBLT, TV r—a v r— R 52 R#ETH-ODORA NS5
TT 4 ABE RO TLLIZE0,

RETUAS—I)ILEy FTOIAM O—)LDETE

Azure Identity and Access Management (IAM) |%, Azure Security and Access Control D—# & L
TSN, 2=V —D D ZEHBIOHIE L £7, Azure V) Y —ZAD~ 33— FID I3,
Azure Active Directory CHBIf{JIC~ F— R ID 28 Azure —E A IZHRft S v E 3,

ZHUC KD BIRZeRREER 7 A 2 2 < T, Function App MEE~ R — Lt
~ (VMSS) ZHl#ETs £,

ATw 1 Azure R—% /)L T, VMSS IZBE L £,
ATv T2 [77 A HI#EH TAM) (Access control IAM)) 1 %27 U v 27 LET,
RT9 T3 EM (Add) 127V 7 LTr—/LOF Y TEBEMLET,

ATy T4 [m—/LE Y TOENM (Addrole assignment) | K2 w7 & 2ot [FEVERE (Contributor) | % B3R
LET,

ATY TS [7T72ADE Y BT (Assignaccessto) ] K2 w7 & 7 /5 [Function App] & EE4R L £9,
AT w 76 Threat Defense Virtual Function App % #4R L £ 97,
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B e txau5 o0 —JoES

21:AIMO—)LDEIY 4T

% Ovenies Checkacess Role assignments  Deny avsgrements  Classit sdminstratoes Rk

.
CEreT N o
‘

it e b 0 300413 8 WSk, (PO, Service principal
LA o5 managed ibestity Rt 10 the pHowTE, Lo r

ATv Tl [1R7F (Save) 227V v 27 LET,
GE) % 77 Threat Defense Virtual £ > A X  ANEEH L TWARWI & bHERTILENHY £9°,

Azure EX ) T4 IL—TDEH

ARM 7> 7 L— b, AL H—T oA AFLT—H A F—T 2 A ZAHD2 OO X =
V74 I N—T%ER LET, BEYEX=V T ¢/ /L—7X, Threat Defense Virtual EF 7 7
TAET AR E IR NT T 4 I OBREHFALET, L, T4 A X —T =AD&
F2 T4 T N—TIIT_XTCDOINT T 4w 7 BHFTLET,

EEO MR 7 PV r— a3 D=—R2HENWTEeX a2 VT 4 T —T DO/ — )L 2R £,

Gx) Fe BB =T 2 A ZADEX 2T 4 TNA—T1%, Dl tbu—RRZ Y0350 SSH
T4 T ETATAMLENRDHY 7,

Azure Logic App D E#7

Logic App IX. Auto Scale #HE D Orchestrator & L TH{EL £9, ARMT7 7' L — MI L > TR
sV kv Logic App MERSNET, ZOT7 7V r—va & FETEH LT, Auto Scale
Orchestrator & L THERET 2 72 OIZ LB IF R A f2 it 3 2 LB H V £,

ATYT1 VAT MU, LogicApp.txt 7 7 A Va0 —H )V AT MBS L, RO LI ITwRELET,
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a)
b)

d)

Azure Logic App D E .

FMEZ T THA THAEL THOHHATLTIIZEN,

FHOFIEIZ, ARM 7 7' L— FTIIHB L S22 728, Logic App DA% CTRBNZT » 7
71— RT&xET,

WZH: T TSUBSCRIPTION ID] ZfFE L, $7 A7 V7 g IDHERICESHZ FT,
W TXTO [RGNAME] ZBE L, VY =R N—TAITEESHZ ET,
WZH: 9T [FUNCTIONAPPNAME| % %% L. Function App 4 (Z (& & # 2 £,

WORFNE. LogicApp.txt 7 7 A VDITDO—ERZ R L TWET,

"AutoScaleManager": {
"inputs": {
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/AutoScaleManager™

}

}I
"Deploy Changes_to FTD": ({
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTICN ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPENAVE/ functions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/DeviceDeRegister"

}
}I
"runAfter": {
"Delay For connection Draining": [

(EE) MU AT—HRERET D50, 774/ ME (5) OEFITLET, T, Auto Scale BEREN
EHIMNC b U A — SN2 IEEBRE T, ROBIE, LogicApp.txt 7 7 A L DITO—¥Z R L TWET,

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

b
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. Azure Logic App D E

e) (LE) NLuA T aWMERET SN, T 74V ME (5) OFFICLET, ZhiE, AF—iA v
BETIZ T A 2 ZHIBR4 A RMIZ. Threat Defense Virtual 22 HEEF O Z KL A ¢ AR T
T, WOHIL, LogicApp.txt 7 7 A VDITO—FiZ R L TWET,

"actions": {
"Branch based on Scale-In or Scale-Out condition": ({
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

) UER) Z7—AXUURHERET L0, 7740 ME (10) OFFICLET, ik, AF—A7
U RFE T #IZ NO ACTION % F4T 9 2 M5 T, IROBIIL, LogicApp.txt 7 7 A /L DIT Dz~ LT

b\\i‘a—O
"actions": {
"Branch_based_on_Scale-Out_or Invalid condition": ({
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"
}
GE) ZNHOFIEIL, Azure R—F A6 HIATTEET, FHEMIIOWNTIE, Azure® R¥F =2 A2 b

ZZRLTTEEN,

AT w72 [Logic App=— Kt =— (Logic App code view) JIZBEIL, T 74/ hOWNELZHIFRL T, fWEL:Z
LogicApp.txt 7 7 A LV OWNEZHE D fFiF, [#-1F (Save) 1227V v 7 LET,
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Azure Logic App D E .

K 22: Logic App 13— FE 21—

« - Rubrlage-agn | Logk spp cosde vew
¢f» fidv-logic-app | Logic app code view ®

* g
o Diagrae and sohve protiems
evriopment Tosh
A Loge mop deiigrar

nesisns
Jrp—
i ok sart graces
B Rreane motes
Setings
@ woation seting:

[

AT F3 Logic App #{R17F9 5 &, [ME%) (Disabled) ]IRAEIZ72 Y £9°, Auto Scale Manager Z BT 251X, [H
#h{t. (Enable) 1% 2 U > 7 LET,

X 23: Logic App DAL

+ © Novlogeae

&) fedv-logic-app
) b B chre @ wpor

1o 1 igger, 34 csns
[y + Cantral US. tates * Drsalbded

i @ Anse Enterp i 10 setorsih, O laded

[r—
5 60 Te- aat-dad -Bad-DL IEDAREITES

# T x
¥ Diagrone and solee problems Summary
Deveiopment Baok Trigger PR
& Logc agp designer RCURRING o]

o L 5 i
o Loge agp code vew i i L A

W P ey 3 it

AP connuctions DLNTION
@ Cick o rides Erauated 2 bmes, bre | mes i th lact 24 s
Wi Release scoes

ATYT4 FIT DL, ZATOFATRMBEINET, [FITFH Running) |AT7T—X A% 7 Vv 7 LCT /T4
T A4 ERALET,
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. Threat Defense Virtual 7 v 74 L— K

24: Logic App DEFTAT—R X

2, Runs history % Logic app nan
4 -
E Eacumenoe L]
J' -]
n e 1
-~ - |
¥
W L
[as s ™
l’ °
) L L
\L o
| [ &
J .
B o rscmes s et )
.
-] ("
|-~ — DUl - Ly "

AT w75 Logic App BEEENT 5 &, BABEEOT X CTOFIENZET LET,
R % 76 Threat Defense Virtual £ > A Z > ARERR SN TWA Z L & VMSS THER L7,
25 : 28 O Threat Defense Virtual £ > A3 > R

e > fidv-mas | instances

0 fedv-vmss | Instances

---------
T Owraen
B aiyiog Hame Status Halth state
‘Access control QAMY 0 e @ Creating (Rusning)

# ng O ram @ Creating (Runring)

o
L]
i

£* Dugnose and sohve problems
Sattings

B insunces

i Mstworking

4 Scaing

= sworage

ZOFITIEE, ARMT 7 L— FORERT MminFtdCount'] 7% 3] IZERE S 4, [initDeploymentMode] 7%
[BULK| IZRESINTWAHT=®H, 3 DD Threat Defense Virtual f > A X ANEB S E T,

Threat Defense Virtual D 7 v 745 L— K

Threat Defense Virtual 7 > 77 L— KL, (K~ v 27—ty b (VMSS) OA A =TT v
T L= RFOEXTORYR— I Ed, L7=MA - T, Threat Defense Virtual % Azure REST
APIA VB —T 2 A RN LT v 7 7L —RLET,

)

GE) {EEDREST 7 74 7 > k%M L C Threat Defense Virtual 27 v 7 7' L — R T& £,
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Threat Defense Virtual 7 v 745 L— K .

188 BRI
« i CAFAJEEZR HT LU Threat Defense Virtual £ A —3—2 3 U ABGLET () :
650.32.0) .

s LD A —)bt >y FOREBICHEH T2 SKU #H45 L E7 (f : ftdv-azure-byol) .
s U =2 N—TF LR~ A — Ly M EBRIGLET,

AFYyT1 TP TROURLICT 7B LET,

https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0

ATw T2 [/XF A—4 (Parameters) | &7 > a NIFEME AT LET,
26 : Threat Defense Virtual D7 v 745 L— K

imeters

: Body

v bl Msich o e ok

AT w73 #H L\ Threat Defense Virtual f A —/3— 3 > SKU, kU #—RUN %% 12 JSON AJ1% [AX (Body) ]
7 va it AN LET,

{

"properties": {
"virtualMachineProfile": {
"storageProfile": ({
"imageReference": ({
"publisher": "cisco",
"offer": "cisco-ftdv",
"sku": "ftdv-azure-byol",
"version": "650.32.0"

ATY T4 VMSS WEEZZIFTAND L., Azure BRI DISENIE > T&E £,
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. Auto Scale O >y &

HLWA A—=TL, Ar—T v MEEO—B & L CRE X715 #H LV Threat Defense Virtual 1 > A % 7
ATHEHEINET,

o BE17 D Threat Defense Virtual £ > A X > A X, A7 — )by MIFELTWAR., WY 7 o =7
A A=V EMGEH LT £,

« iR OEERZ EEE L, BEAED ThreatDefense Virtual f A X L A& FETT v 77/ L— R T&x £,
INEITHITIE, VMSS D [T v 77 L— K (Upgrade) | R¥ %27 U v/ LET, #R L7z Threat
Defense Virtual f > A X V ANRFEB SN T, Ty 77 b—RanEd, 7 v 77 L— K&z Threat
Defense Virtual £ > A X VA X TFE THEFRB L OHRET HILENH Y £3, CORETHERINE
A,

Auto Scale A<~ v 4

A=A r)wy
ARM 7 7 L — b X, Threat Defense Virtual Auto Scale YV = —3 g VITHER Y VY — A& B
BT a7-dlicfEHsSNET, ARMT U7 L— rOREBFIZ, A=V 7 X RNY v 72RO
FTarnbn 9,

« CPU

+CPU, AEVU (NRX—Tar 67l .

N

G¥)  CPU A MV v ZiZAzure 205, AE YU A MU v 7 (X Management
Center 2> HIUEE SN ET,

RF—IL7orOTyY
¢« POLICY-1: ®E SN-HREIC., LI Threat Defense Virtual D SEH GRS 2 o7 — LT o7
FLEVMEABXD EAr—NT U NN M) H—ENFET, [CPU, MEMORY] A/ —
Vo7 A NY w7 B ERTIEE. AZr—AT %k LEWVEIL. A7y —1tvy NNOEE
@ Threat Defense Virtual ™) CPU £ 1= A F UV EHEKTT,

+ POLICY-2 : % 3N 7-HIMIZ. § TP Threat Defense Virtual 7 /341 R DA A A
#—wTW%L%wﬁ%ﬁzékxﬁ—wYWF#b)ﬁ EnEd, [CPU, MEMORY
A= Tk M) w7 2T %6, A7—AT U FLEWEIZ A—Aty A
DG R T D Threat Defense Virtual 7 /31 A D) CPU £z X ATV FEHETT,

RF—=A2BTYY

o« RTE INT-HIMEIZ, T D Threat Defense Virtual 734 A2 D CPU fEHR N R E I iz A
&~w4/bgwf%TEotﬁmoFam‘Mmmqub')/ﬂx%J/a%ﬁ
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Auto Scale DEF T ETF Ny Y .

AT 54, 2 /r—ty RRNOT T O Threat Defense Virtual 7734 2D CPU B LU A
T UHHARR, RESNEHMICHRESNIZATr— A v LEVWEEZ TES &, CPUDOEA
TR /N Threat Defense Virtual 23#& 7T HICEIR I £

EE
o Al — A AT — LT T NI 1 OToToNET ((0F D, —FIZ 12D Threat Defense
Virtual 72 WA — LA VEIIA T — AT U hEET) |
* Management Center 72535 L7z AE U HEED A MY v 73, BREFICEIE Sz
BT, BN A Ty 7Y ay NPT IUETT, LEER->T, Ar—J 7%
RETDHEECAETY AN w7 RTEZETHZ LT TEERA, BHIFIZAETY OHD
AN I EREATIZE T adb ) £HE A,

Auto Scale DAX 5 &TF/\v 5

P—N—L 23— DK R—R MIE, HAORX U T A=A LNHY £, £7-.
aZEZT ) = ar A YA MIT ) v ENET,

o & D Azure B DO v JHFIRTE E T,
X 27: Azure B8O 5

P [ ——
fedhe-function-app - AutoScaleManager

* Logic App & XD x DAL R—% FOFETTLICFAKOR V2 FKRTEET,
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. Auto Scale D1 F5 41 > LHIHEIR

28: Logic App DETO Y

2ory Lokt app nn

.| Runs history < % Logicapp run

r > = g -
= : [ [ .
a \
L]
EC'\«- # Scabng s Reguired or Not o
—
L] o
[ P B || Wk S e &

o 0o 0o 00 0 0 0 0 0 0

« BRI, LogicApp TEIFTO X 27 o THIEILEFIHE T T EF, 1271,
HAEFEFTH O Threat Defense Virtual 7 /3 ABNEENE/ZI1ZK T 5L, —EMED RV REE
2720 9,

s BFEITETNIME 2 D F AT ThDdo T2 FEfi]IZ, Logic App THERR CTX £,

e FunctionApplE, ¥iL\zipZ 7 v /e —RT52 L TWHOTHLT v 77 L— RTEET,
Logic App ZfF1E L, T XTDOX AT DFET ZfF->TH b, Function App 7 > 77 L —
]\‘\[_/i‘j‘o

Auto Scale D HA K54 > L FHIFIEIE

Threat Defense Virtual Auto Scale for Azure B AT BLEIEL, ROTA RT7 A > EHIIRFHEIZIE
BELTLEEN,

o (RN—=Ugr6.6LlH) Ar—1U T OPEIL, CPUMHARIZESEFT,

o (N=Tar 6Tl AF—U T OPREIZIE, CPUDAHRDOMEHARE, F7215 CPU & A
TV OEHAEEHEHTEET,

» Management Center D F B33 C9, Device Manager 1V 7H— s I TWEHA,
» Management Center (213737 U » 7 IP 7 KL ARME T,

s Threat Defense Virtual ¥ A X —7 = A A1X, TV w7 IPT KL RAEZEFDOL I ITHE
INFET,

cIPVA 2B AR— s ENFET,

» Threat Defense Virtual Auto Scale for Azure iX, 7 /3 AT NV —T|ZHWH I, Ar—1LT v
| & 317~ Threat Defense Virtual f > A X > AAciESINDET 7B ARY > — NAT RV
V. TT Y N7 A AREREDHREDIHZ Y AR — b LE T, Management Center % fiff
ALTT AL AT V=T DREOHERCTEET, 7/( AFEOREE YA — b ST
WEH A,
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r3ILva—7425 |

cARM 7 7' L — F D ANBIHEREIZR SN TV A=, ANEZIELLBIET DIz —
PF—DELTT,

* Azure FHEF X, Function App BREENOIEE T — & (FEE 1 7 A AFRO/NA Y — R
E) 7 —r 7 XX MNEATHERTE £7, AzureKey Vault —E 2 ZfEH LT, B
VT T T A RETEET,

BEDEHE T, TTICETHOAL LV AZ L ATITHBRIC KB S N E A, ZHETH LWL
THNA ANZDB KBS IVET, ZO LI REHIL, BEFOT A RZFH TS v 27D
VENRHY FT,
BEEDA VAR ADREE FETHEHRL TV D & X ICRERRE LESGAIE. 2 b0
A VAR U ABRT =V T T N—TNBHIBRL, FTILWA VAZ U RAICEEHZ D L
EHLEL £,

kSOOI a—TFTa Y
KIZ . Threat Defense Virtual Auto Scale for Azure D— ¥R —>F U F EF Ny T vk
R LET,

« Management Center ~D eI Z T 5 : Management Center O IP £ 72131 71 1 % He
7 LT 72 &V, Management Center 23 fEFERAE F 721X BERBRIRIETH 2 0ER L £ T,

Threat Defense Virtual |2 SSH 855t C& 72\ 1 MR RAT— KRBT 7L — R &N LT
Threat Defense Virtual [ZJE SV TCWAMER LET, BX 2 U T ¢ Z/L—7 T SSH #55H°
HFAIEN TV DR L £,

o — RART YDA~V AF = v 7 5 — : Threat Defense Virtual 357 —H A X —T = A
ADSSHIZSEL TV O MR LET, EX a2 VT 4 7 —TORELXHERLET,

K774 v OFEE : 52— K/3F 3 /L—)L Threat Defense Virtual CTi% & S 4172 NAT
N=IVBIOAZT 4 v 7= EERLET, 707 b —betFa T4 7 —7
=)L TRME SN D Azure (JIER Y NU—27 /T Xy MNP — NU = A OFMA R L £
R
Threat Defense Virtual % Management Center |Z%$§% T X 72> @ 7 L\ Threat Defense Virtual

T NA AT T D 7291 Management Center DX B R L E T, 74 B AZMERL
%9, Threat Defense Virtual /N\—3 = > O HHaVEZ MR L £ 97,

Logic App 78 VMSS IZ7 7 £ A T&E 72\ : VMSS @ IAM 2 —/LagE M IE LW )iEsd L &
T
Logic App DEATRFEIN KT & 5« A —/L7 U k Z417z Threat Defense Virtual 7 /31 AT

SSHT 7 & A Z i L £ 7, ManagementCenter T7 /31 ABERORE AR L £, Azure
VMSS C Threat Defense Virtual 7 /34 A DARAEZ fER L £ 77,

e T A7 VT aIDEED Azure DA —T— . T AT NTT 7 4L FOY
TAZ VT arPERINTWDLZ L 2R LET,
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. Y—RX3— KM 5D Azure BAFIDEE

o 27— A VEMED KL : Azure TDOA A X ZAOHIRICIZERB2 D 2 EnH 0 £
To TOXIRIRWTIE, AT —NA VEERZ A LT 7 ML, =7 —NHESNET
D, FHENIFA VA X ARHIBRSIVET,

WEX AT T HHENT, Logic App ZENZ L, FEITHOTXTOX AT NETT 5HE TH
%\iﬁ—o

Azure GWLB & Z{# [ L 7= Threat Defense Virtual HE) A 77—V o I EN A L2856
DRI TN a—T 47D MIROERBY TT,

*ELB & GWLB O BHEAfT I /58 L £ 7,
«GWLB CEFMTa—T7 DOATF —X AR LE T,

o Threat Defense Virtual DA o X — T 2 A AB L OGHREA L X —T =2 Af ATRT 7 4 v
7 7ua—%R LT, VXLAN % EEMERLE7,

X2 UTF A TN—TFDON— VAR L ET,

> ~ 3 o
Y—RXO— KH 5D Azure B DIEE
SRTLEH
* Microsoft Windows & A2 kv 717 v~ v/,
« Visual Studio (Visual Studio 2019 /X—< 5 > 16.1.3 TT A ML)
A

GE)  Azure PAEUL C# 2 L TRtk s E 97,

o [Azure BR%] UV —2 o — K% Visual Studio |24 > 2 b —/L T B UERNH Y £,

Visual Studio ZfEA L=EJL F

1. lecode) Z7ANFru—HN~<wLAlFyrn—RLET,

2.  [FTDAutoScaleManager| 7 #+ /L& IZBEI L 7,

3. Visual Studio T7’'m2 =7 k7 7 A /L [FTDAutoScaleManager| % B & £9°,
4. 27V —=r7 v 7L TEN R LTI, Visual Studio DEEHEFIRZ MM L £,
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Y —R3O— KM 5D Azure BB DIEE .

29: Visual Studio £ )L K

O Fe Edt View Project | Buid | Debug  Test Andye  Took  Edensions  Window Help  euch el P FiDAutoScaleMansger ® - o x

Rebwild Sohition
Clean Sohution
| Run Code Analysls oo Solution AlsF11
&y Buld FTDAwtoScalehanager Shift+F6

using System.Threading
using Microsoft.Asphel Rebuild FIDAutoSealeMarager
using Microsoft.Azure) Chean FIDAutaScakiManager

using Microsoft.Azure,
using Microsoft.spue] "ok FIDAUScaleblanager
using Microsoft.Exteny &  Publish FTDAutoScaleManager

using Microsoft.Rest.d

using Microsoft.Azure) i ©* Arure Opérations.cs
using Microsoft.Azure, Configuration Manager_.. £ FMC_Operations.cs
VSR -HLE S ribRe LR Configure Continucus Delivery to Anue. O fidsshaxe

using Microsoft.Azure &7 hostjson

using Microsoft.Azure. Managesent.Monitor; b€ Managercs

using Microsoft.Azure.Management .Monitor.Models; P e (e

using Microsoft.Azure.Management . Network;
using A ntClient = Microsoft.Azure.Managesent Network.Netw
using facAuth;

=/* Scaling Logic:-
* If current Scale set capacity = 8, Start Scale-Out (increase VM count by 1 or by "MIN_FTD_COUNT' duration based on "INITIAL
* POLICY-1 : ScaleDut : If any VM's average usage goes beyond 'SCALE_OUT_THRESHLD' for ° _TIME | ration and curr
* POLICY-2 : ScaleDut : If average usage of scaling group goes beyond 'SCALE_OUT_THRESHLD® for "SAMPLING_TIME_MIN' duration
* Srale-Tn = Tf all the VM's averase usare enes helow “SCAIF TN THRFSHIN® for ‘SAMPI NG TIMF MIN' duration and current scale
No issues found v v

BV RABIEFIZa /31 L S7z 6, \bin\Release\netcoreapp2.1 7 + /L 7 I8 L 7,

TRTONEZRINL, FEIESL (Sendto) |>[EHME (ZIP) 7+ LA (Compressed (zipped)
folder) | DNEIZZ U » 2 LT, ZIP 7 7 A /% ASM Function.zip & L C{R7F L 7,

[ 30 : ASM_Function.zip D E )L K

» ThisPC » Mew Volume (0) » gt repo » cloud autoscale » Azure » FTOV » Code » FTDAutoScaleManager » bin » Debug » netconappll »

Name Date modified Type Size
L2
I m AutoScaleManager 13-05-2020 07:56 PM File folder
bin 13-05-2020 0756081 Filn fnildae
4 o CenfigureFtdinterfaces 13-05-202007 Pin to Quick access
* CreateStaticRoutes 13-05-202007, & Add to VLC medis player's Playlist
* DeleteUnRegisteredFTD 13-05-202007) & Play with VLC media player
DeplayConfiguration 13-05-2020 07, o Move to OneDrive
SealeMana DeviceDeRegister 13-05-2020 07) 7-Zip 5
DeviceRegister 13-05-2020 07, CRC SHA >
DisableHealthProbe 13-05-2020 ; -
i n:;; = L b= : e @ Cisco AMP For Endpoints >
al 05202007 :
FedSeakiOut =i Sendto > 9 Blutocth device
GetFtdPubliclp 13-05-200000  Cut 1 Compressed (zipped) folder
MinimumConfiglerfication 13-05-202007  Copy I Desktop (create shorteut)
WaitForDeploymentTask 13-05-2020 07, Paste [i Documents
05-2020 0T, =3 Fax recipi
= | WaitForftdToComelp 13-05-2020 07 e =] . wm
[ FTDAutoScaleManager.deps.json 13-05-2020 07, Dot 4 Mail recipient
& j 09-05-2020 02 T
e L,.flwﬁ.gwn 3
4 Properties
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. Azure Virtual WAN ~ () Cisco Secure Firewall Threat Defense Virtual 0 5

Azure Virtual WAN ~ @ Cisco Secure Firewall Threat Defense

Virtual ) & RH

Azure Virtual WAN T @) Threat Defense Virtual D&

Microsoft Azure Virtual WAN TlX, [T 7TV RAR—7 | 7T—F7 7 F ¥ BPEHINLTEY,
SEIERFEARY NV =2 T T TFur—aBRKONT T 4y I EEBRTEET,
Azure Virtual WAN PN Cli3., Threat Defense Virtual & Azure Virtual N7 & #E&9 25 2 & T, Mk
DA TVIRA (RR—2) Ry bU—2 (Ktt, 77 0F, VE—ha—HF—7RL) hbHH
BENTZNT T4y I PNTEHBEEL, Azure %> b U —7 ED VnetlZ7 7 & 2T 5RO
M7 E A NR S T 0 £9°, A L. Threat Defense Virtual #AE% 7 7 4 7 U 4 —/L &
LTHEHTHZET, EHOBERT v XV EN LRy NU—2 N T 7 40 v 7 OFHE R,
TUNEN T BXOVL—F 4 U IBRESITR0 £,

)

=)

R—FSNTWET,

Azure Virtual WAN Tlt, 4 > ¥ —7 = A AN 3 -2721F @D Threat Defense Virtual iE A E 5 /L7935

Azure Virtual WAN /~7'|Z Threat Defense Virtual 7 B35 & D X 9 flmiz G o E T,
TR SNIEE AR T 7 AT U — Y U a—a 2T H0ENRR,
« Wiz — R3Z >4 (ILB) @ Azure DFFAAFLKEREZTEA CT& 5,
c EBARFOHEMERSNTCREICL DA VAF U ADA =T V7,

1A WAN /N7~ Threat Defense Virtual D BRI DUV TiX, [ Azure Virtual WAN ~~@ Threat
Defense Virtual D] 22 L T 7230,

Azure Virtual WAN _t ) Threat Defense Virtual Z* L= 574 v 2 IL—F 4 2%
AzureVirtual WAN TD bS5 74 v I DIL—T 4« VT Fik

Azure Virtual WAN 1%, V—T 4 V7T —T NV EHICEFBIOEF LN S, BirD Azure
Iy NT—=JWITRI 7 4 v BRETHI2DOEM RN — FERET DOIHELSZ AT
ST N=T 4T TR AL THLR—F— = U =A 7 u hair (BGP) afeftl %
T AR WAN T, BGP =2 KR > b (WA HTEM) &AM 27 L% 5 (ASN) O
oy FEEMLLE9, ZiuHI1E, Management Center C Threat Defense Virtual ® BGP A /73—
ELTRETDLEND D £,

ART 4 I N—T 47 )& FH LT, Threat Defense Virtual T/V— b & FECHRET D
ZEHTEET,

Azure TON—T 4 > T OFEMITOWTIE, Azure ¥ = A2 F® [BGP 3 &L Y VPN Gateway
(ZoOWNWT) ZZRLTIIZSN,
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FEIX TN |

W—Ta2T42T2k

=T 4 T AT ME, MEDOZDIZNTIZEE] & 117z Threat Defense Virtual 7 7 1 7
A=AV E =R MO " T T 4w 7 T TAR—= N T T 4 v 7 Bk T H TR
ZFET 5. Azure Virtual WAN N7 D JL—TF ¢ o THERE T,

FEAN 2DV TIE, Azure R = A > h® Routing Intent [#35] # 2 L T &V,

DATLEH

ARbr—1) U Bk

I RANVN—T" NEEERT 70N A7 — U 7%, Azure Virtual WAN /7 TO JEBH
BFIZIRIR F 72 135X €7 5 Threat Defense Virtual £ A% A (NVA) OV A XLz L > THR
e FET,

f5l : D3 V2 1 X ® 2 > Threat Defense Virtual £ > A % > AT 2.8 Gbps AR — K T&E 55
A, NVA A2/b—7» b Scale-Unit-4: 28 Gbps & L CEF SN E T,

R3I:A VAR UARE A TIZE D Threat Defense Virtual A)L— T kLR JL

Rir—)VEHL Threat Defense Virtual |4 X4V ZX 84T |ZRI—TF v FOHHR—
AVARE VA FLARJL
4 2 Standard D3 v2 3.2 Gbps
10 2 Standard D4 v2 4.8 Gbps
20 2 Standard D5 v2 12 Gbps
40 3 Standard D5 v2 18 Gbps
60 4 Standard D5 v2 24 Gbps
80 5 Standard D5 v2 30 Gbps

HIREIR

A7 —T14R

NVA CHR—=FTEDZRXY VT —F S X —T 2 A ATHKIDETEVN D Azure DRI
X v . Azure Virtual WAN /~7 D Threat Defense Virtual Tix., EBBEAIC3I 2 DA v F—T = A
ARV R—FENFET,

A\

GE) 350 F—7 A ZAEF/)NE YR — T B Threat Defense Virtual /S— 30 = > 7.4.1 DLFEIT.
Azure Virtual WAN O JEBH & A HMERH Y £97,

Azure T Threat Defense Virtual O & RH .


https://learn.microsoft.com/en-us/azure/virtual-wan/how-to-routing-policies

B sm=s=

Azure T O Threat Defense Virtual DB |

Threat Defense Virtual x> "V —27 f V2 —T =24 ZAD 3 OOH T Xy MIKOLEBY T,

BB UA—TIAR: X7V v T IPT KL A% LT Threat Defense Virtual %
Management Center |28t 3 2 RADA V> FZ—T 4 X TT,

e S\ ERA R —T A4 R (WhZE) : Threat Defense Virtual Z 8 CTX 27 Y w7 [P T K
VAT 2 2BBDA 3 —T (4 R TY,

cRERA B2 —T AR (Wh7B) : Threat Defense Virtual & {RAH WAN N7 (#1248
TEDLTTAR—FIPT RLALEDOFRA MRy NT—T7NIZHHiT 5 3BBDA 32—
JxARTY,

2y b= RETTS54F X (NVA) & L TO Threat Defense Virtual

WIZ . Azure Virtual WAN @ NVA & L T® Threat Defense Virtual D% v 7 — 7 ¥k B4
DEEREE R LET,

« Azure Virtual WAN ~® Threat Defense Virtual O ERHEFIZ . Azure DNES T VNet & V7 % v
FOMERR SN A0, BEOZBTHIZVNet ¢V TRy hE2EELZD, {ERRLTZDIXT
TEHA, L, BEARICA VAZ ARSI NTODTXTDOIP T R A ZRR
T&FET,

A B —T 2 A RATLIWZR Y NI — X2 VT 4 TA—TDOR— MIBIRCTXEFA
N, ZTILHDOR— MIBBRFICHENEEZINET, BEA VA —T A AT, U H—Fy
MZBEE TE D%, TCP AA— |k 443, 8305, BL 22 DA TT,

e NERA B — 7 = A ATIL, Azure Virtual WAN N7 & ZHIUCER SN TWARERE v b
T — 7 NOBEDOHRTF T ENET,

Azure Virtual WAN /\ 7' 0 Threat Defense Virtual ~® 7 % + X §IRE

BHSRY) ) =R T N—T kT H R = KT 7 r—a & LTIATICEENTWS
Threat Defense Virtual £ > A Z L AT 78 AT A0 OEKBNMLETY, EEHEIL. 0%
B Y — AT N —T~OREETIIHIBAE T 7 B AR5 TEET,

Azure ¥ X — KT Y r—a i, ~%—C RT7 7V r—2 g0 ~DT VB AR ERTE
DYXA N EAL (NT) 77w ARREZ T2 L 4. JIT OFFMIC DN T, Azure O F
X2 AL MD TAzure ¥~ % —Y R7 7 U A —2 a0 OE ] BIWX IPv A M U E A0 &
ZH LT EE,

IP 4 HR— bk

cIPVA 12BN AR— s ENET,

HR— b SN HERE
e Day 0/ A4 LF—HIZ X 5T — F A KT v FEHHF— kSR TOEEA,

* Threat Defense Virtual %, Azure ~D A MY v 7 DA Y —3I T &P HR—FLTWNER
/Vo
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ETCRY ANV |

AR =T N T VAT AT A AT ORI LD~ DT v 77— KRR —
FENTWEH A,

¢ Threat Defense Virtual ~® SSH ¥ —~_X—20a 7' A |IHFR— SN TWEHA,
*PAYG IV R— F SN TWERA,

SAtoIUY

VA Av— K FGABLATH T NEFEHT S BYOL,

v cJ—5 kAROD

Threat Defense Virtual 1. Azure Virtual WAN N7 DO NVA & LT, AV F—F v b, TTF
(A F) . FEEFVNETREDEESERA VT LIARY hT—F (RR—2) T
FRBTOIRY NT—T NI T4 I N—T 4 T ERELET,

Xy MU= T T4y I RERTDHRT T 4y 7 — ME RO PR DIIHEHENET,
*East-West : 77 FnbH 77T
* Bast-West : VNet 7> 5 VNet
e North-South : 77 U F b A U Z—F - b

* North-South : VNet 254 X —% v k

() ThreatDefense Virtual 2 /t L724 2 —%y kHh B VNet FIETSoFAD T 7 4 v 71,
Cisco Secure Firewall /¥— 3 > 741 TIXVAR—F IR TWET A,

GE)  Azure ) —2 a ARICEBEO N7 2R L, A8 WAN ICHi CE £9°, F7-. East-West
L OXNorth-South b T 7 ¢ v 7 2 Ol B @ Threat Defense Virtual 28> X 9 IZENT R E
TEFET,

B —{x*8 WAN /\ 7 TO Threat Defense Virtual IZ & % North-South k5 7 1 v &&E FARAD

O MR UNE, ROMEBINTS 3%y NU—2 NT T (v 7 ZRAET 5 Threat Defense Virtual
PR LET,

IR WAN N T IZEER SN TWA 7 Z o F & VNET., BLOZF D,
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B < ro—5 rkoe

31: Azure Virtual WAN 7\ J 0 Threat Defense Virtual North-South 5 7 14 v 2 & RO

North-South (Branch to Internet)

2 Internal Load
@ Balancer (ILB)

reat Defer eat Defense
Virtual instance 1 instance 2
1 (VA T) (NVAZ) (\5
& y s T,
. ’ Site-to-Site IPSEC, ExpressRoute or Peer-to-Site .
4
7
H

Virtual WAN Hub Web Server (Internet)

On-Premises Network Azure Gateway

WOFNETIL, North-South N T 7 4 v I7MED T 7 4 v 7 70 —7a v A ZOWTHH LE
—é—o

1. A7 VIAXY NT—=7TAzure 77— bV = AT 7 4 v 7 BFEESNET,
2. F—FrUoAn5ILBIZEESNET,

ILB 7> 5 Threat Defense Virtual (NVA) 2855 S E T,

NVA SNATS (2 &V PIP 284 A X o 2L S, A F—Fy MIKEShET,

o > W

Web H—/X—73 1 L A & A PIP Threat Defense Virtual (NVA) 1Zin&9 5 &, SNAT 23HX
DI, F— MY oA IZERESNET,

6. F—hUzAMNBLA LT VIARy N —=ZIZHERRSNET,

B —{x48 WAN /\J TO Threat Defense Virtual [~ & % East-West k5 7 1 v 7 #&Z&E +/RO

IO RRa DN, WOMEBI TS5y NU—2 NT 7 4 v 7 A7 2 Threat Defense Virtual
EERLET,

o AR WAN NTIZHEERE S CWAH 7 T o F & VNET, BLUZE D,
o (AR WAN T SN2 7 T T £ 721X VNET ~DA V4 —F v b,
32: Azure Virtual WAN 7\ D 0) Threat Defense Virtual East-West 5 7 « v 7 & RO

Z @ kAT P, Threat Defense Virtual 220 L, KA WAN N7 ICEH S L TWAD A R
(70 F&T7T0F) MeE VNETHMEZRBEIT 5%y NU—27 NI 7 4 v 7 2ELET,
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rvto—s r#os I

East-West (VNet to VNet)

Internal Load

Balancer (ILB CA)
2

Public NIC [o EI Public NIC

Threat Defense Virtual Threat Defense Virtual
instance 1 instance 2
(NVA 1) (NVA 2)

Virtual WAN Hub

WO FNETIL, Bast-West N7 7 4 v I EBED T 7 4 v 7 70— B8R ZOWTHBHLE
7

1. VNetl 25 ILBIZ N T 7 4 v 7 REESINET,
ILB CT 277477124V AZ U ANRERRINLET,
Threat Defense Virtual (NVA) 2>5%85% (VNet2) IZEBERE SN E T,

VNet 2HILBIZ R T 7 4w 7 NEEESNET,

o~ WD

ILB 75, #Y]72 Threat Defense Virtual (NVA) JRBEBIC R T 7 ¢ v 7 N5ERICHiRESNE
T

6. Threat Defense Virtual (NVA) 736 VNet 1 IZ T 7 4 v 7 BREVIRENE T,
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. Azure Virtual WAN ~ () Threat Defense Virtual O &5

Azure Virtual WAN ~ @) Threat Defense Virtual ?) E i

Azure ~—/47 v LA A TAFAREZR Azure Virtual WAN [A]1F Cisco Secure Firewall Threat
Defense Virtual %"— " 2 2 {#H L T, Azure Virtual WAN ~~7'|Z Threat Defense Virtual % JEB T

EEN

AR &
* Microsoft Azure 7 %7 7 > I, https://azure.microsoft.com/en-us/ C 1 DEHRTE F7,

« AEWAN I T ZAER L E T, Azure TORIEANT DIERIZ DWW TIL, Azure D R ¥ = A
VRO AT EEKRT D] EBRLTIEEN,

A WAN T DT FLAZEMBS 23 LT TH D Z L 2R LET,

Y

Note  Microsoft Azure Ti&, 7 KL AZZ[H3 /24 O WAN /7 W33
A ENFET, 7277 L. Microsoft Tid, 5% OEREILRICE D, =
DEIBRATORZHLEL TOEEA, T KL AZERN 24 D
AR WAN /N7 C® Threat Defense Virtual D EBHIZ VAR — F X
TWEHA,

* Cisco A~— h 7 H 7> bk, Cisco Software Central CTIERL T F97,

A\

Note  Threat Defense Virtual f > 2 % > ZADRBHL, A LV AZ LV ATHEREESNTNETXTONRTY v
TJIPETTAR=KIPHZERTEET,

$EAETAVS
« HPLA B —7 = A A : Threat Defense Virtual % Management Center (289~ 5 72 9 12 H
INET,
« NHA > % —7 A A (#ZH) : Threat Defense Virtual & PNER7AR A ML 5 72 0I12f#
HEnEd,

gtz

e NNERA v H—T = A A (WZH) : Threat Defense Virtual Z /37 Y v 7 %> MU — 7 [T
THEOEASNET,

IVRY—IVFDOFIE

wo7a—Fy—hE, YVa—var7r7b— &AL T Azure Virtual WAN (2 Threat
Defense Virtual 2 B4 2O T —27 7a—% 7 L COVET,
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1

rvrv—zvroFE [l

2 Create 3 4 5

Vﬁf[edw a Resource Group Configure Configure zes’ie“r
rom the irtual » registration ———p  and deplo)
Azure Cloud Azure af'_‘d hub\f"nrrt TI':rr:at FMCcewgauts 1 Threat D:Te:se
Marketplace Managce(:ﬁn.i?;ﬁ;ations Defense Virtual Virtual
|
I
6 Register 7 8 Cont 9 B gﬂﬂggL;TQ 10 Config
real nfiqur onfigure order Gateway onfigure
Mancaagn?::em Defe‘:;e Vlwrtual e ﬁ?erlf:cei — ll:l"lot::?;cgjsl ] pm::jrcgtl;t?fp] — ';?jtljlg
Instance Routing
J—HZRR—Z |FIB
71" |Azure Cloud YV a—ar7 7 L— b LK Azure Virtual WAN ~0
— Threat Defense Virtual O BB : Azure ~—7% > b7 L' A4 AT [Cisco
Secure Firewall Threat Defense Virtual for Azure VWAN | #8538 L F
7
(o) |Azure Cloud V) a—va 77— hE#H L Azure Virtual WAN ~0
Threat Defense Virtual D ERH 1 V VY — R T L—T%EL L., =X —
CRTFN = a VERELET,
(3 |Azure Cloud VY a—ar7 7 b— MafEH L7 Azure Virtual WAN ~0
s Threat Defense Virtual DR : IKAB/ T & NVA OFEMIZ R E L £
‘é—o
(4) |AzureCloud YV a—var7 o7 L— i L7 Azure Virtual WAN ~0
— Threat Defense Virtual O BB : EMC Bk DM A2 R E L E7,
() [Azure Cloud VY a—a 77— N L7 Azure Virtual WAN ~0
— Threat Defense Virtual O JEBH : Threat Defense Virtual % 58 L TJ&
B L £,

g |ManagementCenter| Management Center C ¢ Threat Defense Virtual 2 2 & & Z DX -
F 7213 Device Threat Defense Virtual £ > A X L A=Kk L E T,

Manager

2 |Management Center | f > 5 — 7 = f ADRE : SEIA 2 B — T = A R LINHA v 5 —
F 72 1FDevice T ABBELET,

Manager

g |ManagementCenter | > & —7 = f AD/L— FOFIE : 7= b7 = A IPT FL A%
F72dDevice BL, AMA v =T 2 A ALRHA v =T = A ADL— N &
Manager e LET,

9 ManagementCenter | k5 7 ¢ w7 )L—F 4 VT DORE : R—F—F—+rTxA 71k
% 723 Device 2L (BGP) 73 AET 4w I N—TFT 4 T ERELET,
Manager

10 Management Center | {F 4 7" 17— 7 D% i : Threat Defense Virtual A > A% A D EH)
& 7213 Device (I 7p VAT = v 7 B FITT 5120 ILB 24400 T 5 & 5 ICIE
Manager WS — 7 AT LET,
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. Yya—>3avFrFL— h%{EMA LTz Azure Virtual WAN ~ O Threat Defense Virtual O BB

J)a— 3T T L— hE{FERL = Azure Virtual WAN ~ @ Threat Defense Virtual 0
& B

WOFIAIL, Azure~—727 v h T VA ATHEHATEL Y Va— a7 7 L— MR LT,
Azure Virtual WAN |Z Threat Defense Virtual % J&BE3 2 HiEZ R L TWE T, ZiiE. Microsoft
Azure Virtual WAN B85 CThreat Defense Virtual =~ 7~ 79 5 FNEOMENE T9,

Azure DE v 8T v T OFEMICOWTIEL,  TAzure DEHZ BT 51 2SR LTIV,

AT w71 Azure Resource Manager (ARM) R—#lza /A4 LET,

Azure N—Z VI, T—H B X =GR, BIEDT AU MW T A7 ) 7y g U ZEHE
T N EENERINET,

ATv 72 [Azmure~—%7 v b7 LA A (Azure Marketplace) ]>[{KAE~ > (Virtual Machines) ] ZJEIZER L £,

ATFvT3 ~—4 v N7 LA AT Cisco SecureFirewall Threat Defense Virtual for Azure VWAN Z 2 L, ¥ —E X
ZB®IN L, [1ERK (Create) 1 %27 YV v LT [HEA (Basics) | X—V%2FE R LET,

= Microsoft Azure £ Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © | cisco-secure-fw-virtual-dev v I

Resource group * © | g l

Create new

Instance details

Region * O East US 2

Managed Application Details

Provide a name for your managed application, and its managed resource group. Your application's managed resource
group holds all the resources that are required by the managed application which the consumer has limited access to.

Application Name * | |

Managed Resource Group * © | mrg-test-cisco-tdv-vwan-nva-preview-20231207100744 v |

[ Previous ]
ATw 74 [Basics] X EEMERK L ET,
a) VT RIZUTvarEBERLET,
by #HLW[Y Y —AZ)L—T (Resource Group) ] Z{ERK L FT,
c) ARAH WAN N7 OB 72507 E 72 1T IR A BRI L £, ZoRETHEASNLTXTDY VY —2
(A2 WAN /~7 | Threat Defense Virtual, %> NV —27 A RL—UT7 U2 hpd) IZBL T,
W U E 2T CTH L MERNH Y 7,

RT9TE  [vX—Y RT TV —ra Ol (Managed Application Details) | DF%EZ 52 E L £7°,
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https://azure.microsoft.com/en-us/get-started/
https://portal.azure.com
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ATvT6

ATvIT1

ATvT8

a)

Y1 )ya—3>FoFL— EEHLT- Azure Virtual WAN ~ 0 Threat Defense Virtual O B .

Threat Defense Virtual f > A X A% NVA & L TEBALTWAIEEXNRY V—RA T NL—T D~ X —
CRT TN r—va rOL4HTIEANTILET,

b) Threat Defense Virtual f A % » A& BT 5B ALY VYV — A7 N —T %@L £7,
[k~ (Next) 1% 7 VU v 7 L. [Cisco Secure Firewall Threat Defense Virtual - NVA] " X— 2 % KR L £7°,

Microsoft Azure 0 Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA  Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create
VWAN Hub @ ( V]
Cisco TDv NVA Name * © [ ciscoTDvNva ‘
Scale unit * © [ 4 Scale Units - 2.8 Gbps (2 x Standard_D3_v2 instances) v ‘
Virtual Appliance ASN * © l 65222 I

AR NT L NVA OFE &R E L £,

a)

b)
¢)

d)

[VWAN/NT7 (VWANHub) | Ka v 7Z U 2 R B WAN /N7 %38 L C, Threat Defense
Virtual f > A% v A% ERLE7,

JBA L T\ % Threat Defense Virtual f > A % > A DY) 724 mi 2 AT LET,

J2BH3 A Threat Defense Virtual £ > A ¥ ADEE EFRT A A — /VHEAMAZEIR L F T,

B2 NVA A)V—"T" h L L EBT 572 DICLE R Ay — VHEN 2R T 9, 72 & 2,
4 DMRr—)LELL - 2.8 Gbps (2 X Standard_D3 v2 instances) Zi®INT 5 &, [RT—)LELID
B:RAL—=TY LRI (A VREVREA THEHSB 2 DDThreat Defense Virtual) 2373712 S L%
R

Note A — VBN TIX, N7 IZER] LTV 5 Threat Defense Virtual A > A X o AD¥ & . BE
ffiFoniA v AZ AL T2 ERLET,

AR T 7 A4 7 > AASN (Virtual Appliance ASN) ] &Z A L £,

Note AS1$ % ASN L. 64,512 ~ 65,534 OFIPANDIE T H LR H Y £,

[k~ (Next) ] %2 VU w2 LT, [Threat Defense Virtual - Configuration] ~— Y %2R L 77,
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. Yya—>3avFrFL— h%{EMA LTz Azure Virtual WAN ~ O Threat Defense Virtual O BB

= Microsoft Azure £ Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration  Tags  JIT Configuration Review + create

NVA Software Version * © | 7.4.1-139 v ‘

Admin Password * © l l

Confirm Admin Password * O | ‘

Do you want to enter FMC registration @ Yes
information * © O No

FMCIP* O [ ]

FMC registration key * © | ‘

FMC NATID © [ |

ATv 79 [NVAY 7 b7 =7 /38— 3 (NVA Software Version) ] Kz v 7% 7 U A Rnb, WY HHMED H
HN— g EERNLET,

Note DT 44— NI, B LT\ A %7 5 Threat Defense Virtual /S— = o & AHMEO H 5
NVAY 7 R T7 R_—=a DY A NBRERINET, VR ILEERN—T 9 &%
LTWAZ LaMERLET,

AT w710 Threat Defense Virtual 4 > A X U A& G LEERIG Y V—RA T NV—TIZT 7 8 AT 5O LB EHE
INRAT— REAER L, R L ET,

ATy TN [TV (Yes) 127U v LT, [FMCEELE#H (FMC registration information) ] # AJJ L&,
a) [FMCIP] 7 KL AZ AN LET,

b) Threat Defense Virtual A A ¥ A & X8k 5 72 D [FMCE k% — (FMC Registration Key) ] % A7)
L%,

Note « FMC %8k — 13, 1~ 37 XFORBF LTI THLLERH Y £9, ZOF—IF,
Threat Defense Virtual Z18/17" % & % (2 Management Center TAJJ L £,

c) (EE) A AH U AOAEFRFIZMHE H <415 Management Center NAT ID % A ) L7,

Note * NAT ID I 1 ~ 37 LFEOFIFILFH|TH 05735 ¥ . Management Center & 7 /3
A AW OREET o ARIZ, —FTIP 7 RLABEE STV RWEAIZ O HE
SIET, NATID [ TEARMIZTY F A LXAT — RROT—ETHLULERDHY |
BEREFHE L TODMMOT AL R Lo THERAINAAWEIIZTHHERDH Y 77,
Bk A R Th & 5 121%. Threat Defense Virtual 218014 5 & %12, FMC T[E U NAT
ID Z4EE L TLEEW,
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YYa1—v325 T L— kEEA L= Azure Virtual WAN ~0) Threat Defense Virtual DEE ]

AT F12 [k~ (Next) 1227 U > 7 LT, [#7 (Tags) | ZixELET,

= Microsoft Azure L Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same
tag to multiple resources and resource groups. Learn more about tags

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name © Value ©® Resource

l : | Microsoft.Network network virtue

ATV T13 [k~ (Next) 1&27 U 7 LT, [NITOFKE (JIT configuration) | X—T & FRLET,

= Microsoft Azure R Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration ~ Review + create
Enable JIT access O ® Yes
O No

Customize JIT configuration

Previous Review + create

Azure T® Threat Defense Virtual D ERf .
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. Yya—>3avFrFL— h%{EMA LTz Azure Virtual WAN ~ O Threat Defense Virtual O BB

T 7 N TE, [NTT 7 '8 ADH%Ml (Enable JIT access) ] 473 = L% [1TV (Yes) ] IZERE ST
WA 728, Threat Defense Virtual f VA X LV AZEBBI RN I TN a—T 4 0 7 T572007 ot
Ca=my TR AONT AN F1,

ATy 18 [k~ (Next) 1527 VU v 7 LT, [HERENER (Review+Create) | X— V% FK R LET,

= Microsoft Azure

£ Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Cisco Secure Firewall Threat Defense Virtual - NVA

VWAN Hub hub-eastUS

Cisco TDv NVA Name ciscoTDvNva

Scale unit 4 Scale Units - 2.8 Gbps (2 x Standard_D3_v2 instances)
Virtual Appliance ASN 65222

Threat Def Virtual - Configuration

NVA Software Version 7.4.1-139

Admin Password ~ ekkkkkookkkionk

Do you want to enter FMC registration i... Yes

FMC IP
FMC registration key Xyz
FMC NAT ID 651234

JIT Configuration

Enable JIT access Yes
JIT approval mode Automatic
JIT maximum access duration 8 hours

=

ATy 15 BT AHETIC, 7 A2 U a2 NVA. Threat Defense Virtual, 35 KX ONJIT O E DM AR L.
FIFHBFICRIE LTS [1ER (Create) 127 U v 7 LC, 42 WAN »~7'|Z Threat Defense Virtual (NVA)

ZREAT D LERDH D £,

ATvF16 [(R—L (Home) |>[tF*xaUT4 (Security) 1> [HY— F/N\—F 4« F0/\4 & — (Third-party providers) ]
DIAIZIRIR L, [*y hT—7{RBT 7 Z A4 7 A (Network Virtual Appliance) | %27 U v 27 LT, N7

TIER SN 7= NVA ZFE R~ LET,

. Azure T Threat Defense Virtual 0 R
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ATvT11

Heme » gpatward-wWan-Demo- o,

Overyienw
Conmectivity
F VPN (Site to site)
£ ExpressRoule

& User VPN (Paint 1o site)

Routing

B Fouting Intent and Routing
Palicies

) BGP Peers

&

Route Tables

EE Effective Routes

Secuity

o Azure Firewall and Firawall
Manager

Third party providers

g Metwork Virual Appliance

Management Center T O Threat Defense Virtual (%5 .

AM | Hubs » gpatward-wWan-Demo-HUB

W gpatward-vWan-Demo-HUB | Network Virtual Appliance  #
firtusl HUE

t Add Meswerk Virtual Appliance
Metwork Wirtual Appliances
Mame Prowisianing State Offering Imstance

Bl dsco-ngfe-mea-ea TGETjkpusiac Suocceeded ciscofidtest

INVA] 227V > 27 LT, BB & 729 XTo Threat Defense Virtual > A X VA% FRr LET,

A VAR ADEENRT Y v 7 IPT KL A% L T Threat Defense Virtual (27 7 & A L. SSH % {# [
LCues A CEET,

Note INTIZRBE T 5 4 Threat Defense Virtual £ & A X L AD/37 Y w7 1P T KL A%, Management
Center TDA 2 AKX L ADBEITHE T S E T,

What to do next

Management Center >~~~ |Zf&FH L 72 Threat Defense Virtual A & A ¥ A &%k L Tk E L £

‘@40

Management Center T @ Threat Defense Virtual D% &

INTIZEBR & 7245 Threat Defense Virtual f & A % > A%, Management Center % /1" L Ti% & L

£,

TNA AT N—"T"% 5, Threat Defense Virtual DFEE & FIICMERTRTOF TV =7 K
RS D & BEOT A RTRY —2MBEICRA LT, Bz A A b= TEET,

TN AT N—TIZH S T2 TR TOFED Threat Defense Virtual £ A X L AT v a
ShET,

Z Z Tl&. Management Center C Threat Defense Virtual f > 2 % > A Z X ET 5 128 D TR 72
FIEOWE 2R L £ 7,

FEABIZ DUV T, Cisco Secure Firewall Management Center 7 /3 A 227 4 Fa b— 3 4
A F[FERZZR L TIZE0,
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Azure T O Threat Defense Virtual DB |
. Management Center T Threat Defense Virtual 1 > X 2 > X D&%

Management Center T ) Threat Defense Virtual 1 > X 2 > X D& %

{RAE WAN 7 IZJEBR &4 TV 5 97X T D Threat Defense Virtual A > A % > A % Management
Center DIHEDT NA R T N—T RGBT DNERH Y £3, BT DL, KA UV AF AT
RY T —EeREZTITORATE X,

Before you begin

« Azure Virtual WAN /7' |2 BBBH & 21TV B 45 Threat Defense Virtual A > A ¥ A DEFL/ T
Uy Z IPT7 RUARMETYT, ZO7T KL AL, Management Center (27 /A A% +& > |
Ty LTRETH-ODIEHINET,

* Management Center T7 /3 A7 =T %A LET, [FA AT NV—TDEN] %%
LT 7EEN,

TR A b=V R —FERLET, [HEARNRT 7R a2 ha—L R
O] BT ZE0,

» /N7'|Z Threat Defense Virtual % BB /B S 72 FMC Bék % —,

AT w71  Management Center (212 7 A > LET,

AT T2  [T/A A (Devices) |>[7 /31 A& (Device Management) ] 3R L 7,

ATFv 73 [BM (Add) 1>[F/ 1 R (Device) |DJEICZ V27 LET,

ATy T4 ATITEB &I TV S Threat Defense Virtual f > AX LV AD/RT7 Y w7 IP T RLAZASNLET,
AT w75  Threat Defense Virtual f > A % > ADFKRL ZHRE L 9,

ATwT6 /7T Threat Defense Virtual % B HIZ{ERk L 72 Management Center D& ¥ —4 A )L £ 7,

ATy F1 [ —T (Group) | Kr w7 &) A hH 5, Threat Defense Virtual A A% 2 A& BT 5T /3 A
AT N—T mEIR L £,

ATv T8 [Tr/EvAI hu—LKRY T — (Access Control Policy) | K1 v 7" # 7 A k)b, Threat Defense
Virtual > AKX 2 ZZHEAT 5 R Y —2@RL £,

ATYFT9  MESUT, TOMOFEME AT LET,
ATY 10 [BFk (Register) |27 U v 27 LET,
2T w71 {fi® Threat Defense Virtual f > A ¥ v A5 BT AHITIE. AT v 1~ 1050 ELET,

What to do next
Threat Defense Virtual f > A X L ADA o BZ—T = A AZRELET,

=R o
A 23— 24 ADETE
Threat Defense Virtual 1 > A % > X % %4k L7 &, Management Center TE DA  AZ L ADA
V=T 2 A ARRET DMERH Y £,

. Azure T Threat Defense Virtual 0 R
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AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1
ATvT8
ATv7T9

ATy 710
ATy TN

ATvT12
ATy 713

1v8—7z1200—troEE |

Azure Virtual WAN TlE, RO LS IZTHKESINTZ3 DDA v F—T =2 ADIHYER—FINFE
7,

c RTV T IPEFIDOA B —T oA AL LTHEHATAEHEAAN L X —T = A A,
XTI IPE2FBDA L H—T 2 A AL L THATIHNEBA X —T = A A,

SBFHDODA L H =T 2 A A (TTAX=FIP DHEFD) L LTDOTSTAX—F1IP 2§
ONEA VHE—T = A A,

Management Center |22 71 > L £,

[7 /34 & (Devices) | X—ICBEL £,

gk L 72 Threat Defense Virtual (259" % [#ate (Edit) 17 A 2227V v o7 LET,

AV H—T A AZxHET D e (Bdit) 1742227V v 7 LET, B : GigbitEthernet0/0,
WDA B2 —T 2 A A DAFTE LT outside Z AJ L E T,

[£%) (Enabled) | F =y /Ry 7 R4 NI LT, A X —T oA ZAEHMMLET,

[E¥= VU7 1Y —r (Security Zone) | K>y 7 XU A kit [FMil (outside) | I L £,
[[Pv4] A=a—% 27Uy LT, £ F =Tz RIZIP DX A TEEY LB TET,

[IP% A7 (IPType) | Kr >y 7 XU A M)ni, [DHCPOER] (Use DHCP) | iR L T, DHCP 2>
LIPT RLVAZEFT LA v F—T =2 AZRELET,

[DHCP #fEH L CTF 7 4 /L hb— h ZE45 (Obtain default route using DHCP) | F = v 7Ry 7 A&
IZLET,

[7 74/ hb— kA MY > 27 (Default route metric) 1121 & AJJLFET,

[OK]#7 Vw7 L Car74X¥alb—rvayaRfFLET,

AT w71 ~10 &ML T, WA v 2 —7 oA A& ELET,

What to do next
A B =T ADN—  NERELET,

AR —T A ADIL— FDKE

Fy NI—=IF T2l NEAER L, = T =A P T RLAZE YL TT, HEBA X —
T2 AELENHA L F—T oA ADAZT 4 v I —  NEZBELET,
HNEA L H—T 2 A ADN— FRETIE, TXTONRNTy bOT 74 hL— R ELT
F—=b T xzAIPT FLUARERHINET,
cWN¥A v H —T 2 A ADN— FRIETIL, EFHETo—T7 by "BLUOANT Ry hU—
PGB CONRT Y hDOT 74V bL—ELTHF =T IPT FLANEHINE
_a_o
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B ioss0msr 8- 0205~ FY A IP7 RLRDHE

= T2 IPT FLRE, EA LV EZ—T A ADIPT L ALY TRy h~RAI T KL A
EHALCHESNLET,

NEBEUVRAEAS V3 —T A ADTF—F+ 924 IPT7 FLADEE

TITIE, BIEERAL THNEA v A —T 2 AN A A —T =2 ADTF— T = IPT
KL Z2&HET 57t ROV THALET,

AT 71 Management Center |22 74 > LET,
RAT9 T2 [TIAAL R (Devices) | > [T/31 REHE (DeviceManagement) ] ONEIZER L E 7,
AT w3 NTITJER L7- Threat Defense Virtual f ' 2% L AZT 78 A LET,

ATv 74 [> Command] 7 4 —/L F|Z, show interface GigbitEthernet 0/0 & AJJL CHEA v X —T = A
ADFHE G T D), show interface GigbitEthernet 0/1 & AJJLCHEA v X —T = A AD
BRE DRI A B L £,

ATYTE AT v T 1 ~4%ZBVIRLT, AA v X —T =4 ZAERIEINMFA L Z—T =24 ZADIPT LA LY T
Xy MY RAI7T RUVAZERFLET,

ATYT6 Av L FOFRENPOIPT FLAEYF TRy b= AT FLAZAELET,
ATY T ROFUHEST, NEBLINEDOS — U =4 IPT7 FLRZFHELET,
A B =T 2 A ADT— T2 A IPT RLVAZHET LIZIE, ROFIAZFEITLET,
fl : GigabitEthernet0/0 (SMEA 2 —7 = A X)) DHHE
IP7 FL % :150.112.136
[¥7 %> k<227 (Subnet mask) ] : 255.255.255.128

LMo T, =1 U=/ IPT7 FLRIZ (ZOV T Xy hOKEPIOIP T FL-A) 156.0.112.129 & LT
R EINET,

WNERA > H—T 2 A ADF— U= A IPT KL AZFHET HIIE, ROFIEEFETLET,
{5l : GigabitEthernet 0/1 (NEBA v ¥ —7 =4 R) OGE

IP7 RL A :150.112.10

[7 %> b A7 (Subnetmask) ] : 255.255.255.128

LERST, A=A 1PIE (O Ty hOBRYIOIP 7 RL-Z) 15601121 & LTEHE SN FE
7,

What to do next

WEA v B —T 2 AL E—T 2 A ADFT T H IV L — NEBRELET,
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g v a—7x4 207740 b—toiE [

BNE A B —TTARADTIAILMIL—FDETE

ATvT1
ATvT2
ATvT3
ATy T4
ATvTH
ATv 76
ATvT1

ATvT8

Management Center (272 71 > L £ 7,

[T/34 R (Devices) |> [T/31 REHEE (DeviceManagement) ] DNRIZER L £ 7,

Threat Defense Virtual f > A% > A% 27 UV v 7 LET,

[JL—T 4 >4 (Routing) 1> [RE2 T4 v I)IL— bk (StaticRoute) | DIEIZZ U v 27 LET,

[V— K %EM (AddRoute) 1227 U w7 LET,

[ % —7=AZ (Interface) ] Ny X7 U A Rpb, S (Outside) ] Zi8IRL £7,

[ FTEEZ2 v R U —72  (Available Network) | THMIA > ¥ —7 = A AT [any-ipv4] ZEIR L. [EN
(Add) 1227V vZ7 LET,

=R 7z ADIPT RLAZATILET,

a) [H7A=ar%2 )y 7 LT, Ry NU—=0F TV MaiBIMLET,

b) Xy NIT—=U ATV FOARTERHEZATLET,

¢) [FALFX> hU—2 (HostNetwork) %7 U > 27 LET,

d FELANEA XY —T 2 A 2D = U= A IPT RLRAEZATILET,

e) [f*fF (Save) 127 U v 7 LET,

REA VB —TTARADTIHIL FIL— FDERTE

AT T1
ATvT72
ATvT3
ATv74
ATvTH
ATvT6
ATvT1

Before you begin

Threat Defense Virtual ® CIDRIP 7 RV ADBATIZEBEIN TWAXLELRH Y 4, ZDOT K
VAX, WA U F—T 2 A AZRIET DT OIZMETT,

Management Center |22 71 > L £ 77,

[T/34 R (Devices) 1> [T/ 34 REHE (Device Management) | DIHIZIEIR L E7,

Threat Defense Virtual f ' AX L A% 7 U v 7 LET,

[IL—FT 4 >4 (Routing) 1> [RET 4 v I)L—F (StaticRoute) | DIAIZZ V v 7 LET,
[V— b %&iEM (AddRoute) 127V v 7 LET,

[ #—T7=AA (Interface) | Ry X7 U Rnh, [NE (Inside) ] 2R L E£7,
Fy NI —0FT V2l NiBIMLT, N7 DCIDRIP 7 KL AEMHH L THEA v 4 —7 = A A%5
LET,

a) [N 7427y 7 LT, Xy MV—2IFT7V =7 FEBINLET,

b) Xy NIT—IFT V= bOARTERHAEALET,

c) [FAARRy FU—7 (HostNetwork) | %27V w7 LET,

d NTDCIDRIPY RLA (FFAX—=F7 RLURAZER) # AT LET,

e) [RTE (Save) |27 Vv 7 LET,

e
it
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B rsovon—svome

ATYT8 Xy NUV—I ATVl b&BMLT, B— RRATZ UV OEEET 2 —TDIPT KL RAZMH L THNEA
VE—T oA AEFEELET,
a) [N 7A4arv&7)y 7 LT, Xy "V—2IFT7V=2 FEBIMLET,
b) Xy NT—IFT7 V=l NOARIEHAEZATLET,
¢) [RA KXy FU—2 (HostNetwork) ] %2 U > 27 LET,
d) B—RRTUHVDOEFETe—T7DIP T RLAZASLET, il 168.63.129.16,

ZOIIPT FLAL, Y RUVAEIZEET FLATT,

ATV F— b Uz ADIPT KLAZANLET,
a) [HT7Aar&22 )y 27 LT, Xy NI —0 ATV =2 FBMLET,
b) A7V FOLAHTERAEZ AT LET,
c) [FAFFXy hU—2 (HostNetwork) |27 U v 27 LET,
d HELENEHA L =T =2 ADF = U= IPT RLAZALET,
e) [URfE (Save) 1227 U v 7 LET,

— XY —— > L=
S J249II—T 4T DERE
Threat Defense Virtual f > A X VAL NTWOT —Z M T, AXT 4 v I NV—T 4T F
TPiEAR—F— = o=A v bzt BGP) ZRETEET, INbi, KB WAN T
DFy NT—7 KT 74 v 7Tk L TRETE DEANCERLRD 2 5OV —T 4 T HIET
@—O
BGP I%., »~7 & Threat Defense Virtual 7 77 A 7V AMD U T NVEA LD ST T 4 v 7 ZTHIT
HANWTN— NERETDIAA T IV I V=T 7T a haLTd, —FH, AT 47
N—T 4 7T, FRREFRHSON—T 477 ha Lz lHL TR 7 4 v 7 PRHE

nET,
Azure Virtual WAN O FEHIIZ DU TlE, Microsoft Azure Virtual WAN O K% = X 2B LT
<TEEY,

AREATFAYI I—TF 4 T DETE

AT 71 Management Center {212 74 > LE T,

RATv T2 [T/IAA4 R (Devices) |> [T/31 RAEHE (DeviceManagement) | OIEIZER L £,

AT 73 [Threat Defense Virtual] f > A ¥ v 2% 7V v 7 LET,

RTv T4 [Jb—T 4247 (Routing) 1> [RE T4 v¥I)L— b (StaticRoute) | DIEIZZ U > 7 LET,

ATw 75 b—bh%BEM (AddRoute) 1527 U v 7 L%,

ATYT6 [AZ—T A A (Interface) | R vy 7 X7 U A2 b, [FME (Outside) ] Z1EIR L £,
WA & —7 = A AR ET H5E1E. [N (Inside) | 218N L £ 7,

ZATFYT] Xy NT— ATV FOIPT RLAZBIMLET,
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a) [N 7A42r%227 0y 27 LT, Xy NI—=UFT7 V=7 bEBEBMLET,
b) A7V FOLAFIERHEATILET,

c) [ARA Xy hU—2 (HostNetwork) |27 Vv 27 LET,

d) IP7 RLAZANLET,

e) [PR1F (Save) 1227 U 27 LET,

BGP )L—T 1« 7 DEMIE

AT 71 Management Center {212 74 > LE T,

ATY T2 [T/314 & (Devices) > [T /31 AEH (Device Management) | 23R L £9°,
AT 73 [Threat Defense Virtual] f > A% v 2% 7V v 7 LET,

ATy T4 =7 47 (Routing) | A==a—%27 v 7 LET,

AT w5 [&%%E (General Settings) ] CT[BGP] %2727 VU v 7 L%,

ATv 76 [BGPOEL (Enable BGP) | T = v/ Ry 7 A% A iz LET,

ATV T1 JHENTDASEEEZ AT LET,

ATv 78 [R#E (Save) 127 Vv 7 LET,

What to do next
BGP A N—%&ELET,

BGP A /N\—MDEFE

AT w71  Management Center (2127 A > LE 7,

ATw 72 [BGP]>[IPv4] > [Neighbor] DIEIZEIN L £,

ATw T3 [IPvADARNME (EnableIPv4) | F v 7Ry 7 A% F A2 LET,
ATvT4 (HEATOHBEVAT A (AS) HBFEANLET,

ATYTE  FANR—=THEM (Add) 1227V v7 LET,

ATYT6 AELZBGP TV RRA Y hOBAIIDOIP T RLAZ AL LET,
ATy T1 [A#77 RL A (Enabledaddress) | F = v 7Ry 7 A& F 0 LET,
ATy 78 [UVE—HFAS (Remote AS) | 7 4 — /L NIZASEFEEEZ A LET,

BeP L—7 1 vy oaEME [

RATY 79 [FEM (Advanced) | A == — 0 [BHGMAEO ML (Disable Connection Verification) ] = v 7 R v 7 A

A AT LET,
ATy 710 [R7E (Save) 1227V w7 LET,

ATFYTN ATy 1 ~8ZMOVELT, BGPZV RERA U FD2FHBHDOIP 7 FLAEZBIMLET,
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B sor i —rozrors

What to do next
BGP /v — FeXEx R LET,

BGP )l/_ I‘ 0) -QEODEEHIL\

Before you begin

BGP = RARA > M %% E®. Threat Defense Virtual & E WAN /N7 D] T BGP = KR A
VREN LS NS S N TWA D ERT HZLERL Y £17,

AT 71 Management Center {212 71 > LE T,

AT9 T2 [TINA R (Devices) |>[T/34 REH (Device Management) |DJIEIZER L £,
AT 73 [Threat Defense Virtual] f > A% v 2% 27V v 7 LET,

ATY T4 [T/A4 R (Device) 1> [£f% (General) | V4 Y=y hT[CLII &2 VU v 7 LET,
ATw 75 [> Command] 7 4 —/L NiZ showroute & AL, Bt AT — X A& Fon L CHER L £,

Note 21— K B X, Threat Defense Virtual & @ BGP = R A v "MEFAT —Z A )k LE T,

ple I o S N =L =
EEETO—TDHRTE
Threat Defense Virtual D AT — & AWNEE L TWA D k%ﬁ%ﬁ#é X, NEie — RS
(ILB) LT DN A X — T A A (GHEEH) ZRETLHLENRH Y £9, ILBIXTCP

“— b 443 2 L CEMW N AT 2y 7 T a—T %%ﬁ L. Threat Defense Virtual 7> 5 O
mé%ﬁ%;h\ Lij—o

ATw 71  Management Center |21 7 A > LE T,

ATy 72 [TNAR (Devices) 1>[TF v b7+ —LERE (Platform Settings) 1>[# L L K1Y &— (NewPolicy) ]>
[Threat Defensef% 7€ (Threat Defense Settings) |DNEIZEIR L £,

AT w73  Threat Defense Virtual {22 — RNNT U T 5720 DFH L WVERY S—28BMLE7,

ATy BHLEH LAY o —%mELET,

ATy F5  [HTTPY—_—DA%NE (Enable HTTP Server) | F = v 7Ry 7 A% 4L, [R—F (Port) 1 7 4 —
JVRIZ 443 E AL ET,

RAT9T6 [+BI (+Add) 1%27 Vv 27 LT, HTTP7 KL AZREL 7,

ATy Tl EFMToa—70IPT7 FLALEZERLET,

ATy T8  [EHARESRY — /A % —T = A A (Available Zone/Interfaces) ] 7> H MR IP 7 KL AZEINL, B
M (Add) 1227V 7 LTE&EIRL V—2/Af ¥ —7 A A (Selected Zones/Interfaces) ] (ZiBAI L F
R

ATvF9 [OK|EZ7 Vv LET,
ATY 10 [T/A4 R (Devices) 1> [T/31 AEHE (Device Management) [DJEIZEIR L E 5,
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r3ILva—7425 |

ATy TN [EAFEHARY > — (Applied Policies) |V 4 Y=y NOMRET A 2 %27 V) v 7 LET,
ATV T2 [T v b7+ —LFRE (Platform Settings) | K2 v 7 XU U A RNLZORY —%RIRLET,
RT9T13 MEOELTEXF 2V T AR —2 8L GaALET,

HTTP 7 7 & A D% EDFEAMMIZ DU TIL, Configuring HTTP Z# S L T 7230y,

SO a—TFT4a429
wIZ, AR WAN T Threat Defense Virtual O — 2= —2F )V F 5y O v b
RLET,
e b7 7 ¢ v 7% Threat Defense Virtual (Z/V—F 4 7 SVER A

« Management Center O 1E M7 11— 7 F = » 7 |Z%}4 % Threat Defense Virtual D& %
R LET,

NI A A =T 2 A RAEHNA L H—T 2 ADPRESF— T =A IP T KL ANIE
LW g LET,

s ANT 4 v I N— NEERLET,
« JERFC 1918 7° Threat Defense Virtual ICBIZE L2\ : —FT 4 T A T N TT T A R_—
F7 RLU A& L THRAICHEE SN TUWAIEREC 1918 OFPH AR L £,

o Threat Defense O BB = < — : Threat Defense Virtual D BEITIZ, WNTTLA T4 v I RE
[Z23LTTHAIHEMNBHSD (HubPrefix Length should belessor equal to23) L9 =T —
NERENTZHAIE. AT DOT FLUAZEMO CIDR 8 23 FTHHZ &R LET,

Azure TO) IPv6 Y 7R— k xt 2R Secure Firewall Threat Defense
Virtual ) B8

ZDFETIX., Azure IR—HF )LD IPv6 H R — M %5 D Threat Defense Virtual % BB 95 J71EIC
DWTEALET,

Azure TD IPv6 ZH7Rh— b9 BERIZDULNT

Threat Defense Virtual #5413, 7.3 DA, IPv4 & IPv6 Ol 5 & AR — ks LEF, Azure Tit, K
By U — 7 AR E 72136 3 % Marketplace ¥-— £ A 5> 5 Threat Defense Virtual % 5. £
BIC& £92%, BEE, Azure DHI[RIZ L U, Marketplace 77U 7 — g VLRI, IPv4X—X
D VNet/t 7R v b OB EERE2IMER T 5 KO ICHIRS AL TWET, IPv6 7 KL X ZREAF
D VNet [IZFETHRET D Z LT TEETA, IPv6 7 R b TRE SFLI VNet (ZH LW
Threat Defense Virtual 4 > A% » 2% BT 5 Z L 1LTE E£H A, Azure TIL, Marketplace %

Azure T Threat Defense Virtual O & RH .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-platform.html#task_2133E7672043462081102935A3042AB3

Azure T O Threat Defense Virtual DB |
B rwe co P EyR— b 2RBIZONT

MLTY Y —2ZRETHHEUNORET o —F 2L — R A—F 4D VY —R%
BT AL 01, —TEOHIBZEL TWET,

VA THALE, IPv6 T Ly v 7 &SR — N3 5 7-IZ Threat Defense Virtual % BB 95 2
OOFEERM L TWET,

WD 2ODEIHH AHZ LIPv6 T 7 L— R E N E T,

s [BAH LIPv6T 7 L—F (ARM7 7' L— )  (CustomIPv6template (ARM template)) ] :
Azure |0 Marketplace 4 A — 2 WHIRIIZZ T % Azure Resource Manager (ARM) 7
7' L— b & LT, IPv6 3% E D Threat Defense Virtual % R4 5 7=t S £,
ZOT 7 L— M2k, IPv6 AR — F xR O Threat Defense Virtual 2 BT 5 X 9 1T E
AREZR U Y —RENTG A —=FFEREEZLISON 7 7 A AREFENTWET, ZDOT
L— F 2T 512X, Marketplace f A — Y& MBEGTeh AZ LIPV6 77 L— b &
M L7z Azure 705 O JEBA, on page 991 # ML T 7Z &0,

7'a 77 MK DRI, PowerShell, Azure CLI, ARM 7> 7 L — | £721X APL 4
LCHAZ LT VT b— NE BT 572912, Azure Marketplace 0D VM A A —T~D 7
IR AEHATLHTHEATY, VMADT 7B X ETIC, ZNODAAZ LT
L= M VMIZERT 2 Z SIFHIREINTHWET, ZOXIBRDAZ LT T L— %
VMIZER LIS ET5E, ROZT—AvE—UNRERRINET,

Legal terms have not been accepted for this item on this subscription. To accept legal terms ....and
configure programmatic deployment for the Marketplaceitem .....

WONT IO FEEER LT, Azure TOT' 17T K XD EZHZNT LT, Marketplace
A A=V HBBIT B AL LIPV6 (ARM) T 7L — 2R TE £9,

cAzure R—HF )L WAXLIPV6 T 7L — bk (ARMT > 7 L—h) ZETHED
2. Azure Marketplace CHl|Hl FI#E7% Threat Defense Virtual DFEfIIxfInd 27 v 75
LM DEBA TV a v EAENCLET,

e« AzureCL| : CLIZ~ > R&FEITL T, WAXALIPv6 (ARMT 7 L— ) ZERT
Hi-oD7Ta 75 ML HBRBEEANCLET,

cHABLVHD A A= EIPV6 T TL—F (ARM T JL—F) : Azure T VHD A
A=V EARM T 7 L— b EFEA L TEHMNRA A—VEERLET, ZOo7rER
. VHD &V YV —RA7 7 L— k%A [l L7z Threat Defense Virtual D EBHIZEL TV E T,
ZOT T L— ME, BPICERGSRA A=V ESR L, IPv6 B AR — R x5 Threat
Defense Virtual % BT 572012 Azure 127 v 72— RLTHETEHARM T 7 L —
FefEHLET, VHDBIOOAZ LIPv6 T > 7 L— FZfEH L 7= Azure 2> 5 D JEB, on
page 1062 ZH L TS 72 &0,

T AL BIPV6 T > 7 L— b & ] L 7= Marketplace £ A —Y £ 721X VHD A A —Y 2B ML T,
AL LIPVE6 T L—F (ARM 7 7 L— k) %{#H L T Threat Defense Virtual % B3
H7ak &,

Threat Defense Virtual D BEIZE 5 FIRITKRD LBV T,
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Table 4:

F |Process
g

1 |1IPv6 ¥ 7R — %52 D Threat Defense Virtual O ERH Z 31 L C\V% Azure T. Linux VM %
ERE L E 9

2 |Marketplace f A — B TH AKX L 1IPv6 7 > 7 L — k% f# ] L C Threat Defense Virtual
ZEMAT LG AICDIA, Azure R—F )V E721% Azure CLI TV’ R 27 T AT X 5 EEAT
./H /%ﬁ)‘j] LL/i‘d‘o

3 | BBEOXA SIS U T, WOBAZ LT T L— e Xmora—RLET,
* Azure Marketplace ZfA A =V ZEH LI A Z L IPv6 T 7 L— |,
HAEZINIPv6 (ARM) T 7 L— h&{H L7- VHD A A —,

4 | HAZLIPv6 (ARM) T 7L —hDIPv6 /8T A — X 5 FHH L F9,

Note Marketplace £ A =" —=2 g NIMHY T LY T MU =T A A=V "=V g
Y DRT A —HfEIX, Marketplace £ A — VS TH AL LIPV6 7 7 L—
% f# ] L C Threat Defense Virtual BT 2 5EICOHMETT, V7 b
U T N—Va Y OHMAERST DX, 2 REFEITTHALERH D F
D

5 |Azure R—# )V F721Z Azure CLIZfEHA L CTARM 7 7' L— M2 BB L £7,

Marketplace f A — SR ESTCHRAALIPVG T T L—
k% {EF L 1= Azure H 5 ) BB

Marketplace f A —Y 2SR L, WAX LIPV6T 7 L—F (ARMT 7 L— 1K) ZFEHALT
Threat Defense Virtual % &R 325 7 vt X,

ATV 1 Azure R—Zica 74 LET,

Azure IR—H )WL, T—X 2o X —OEFHCERRL, BIEOT DT NV T 2RI Y Ty g A
FoNT-IREEEAERRRLET,

ATY T2 ROFET, Azure R—FILFEFIT Azure CLIZEHA L T e /S LM X 2 RBEEAENICZLET,
Azure R—F VT DOA TV a U EH T HITIE. WOFNEEZFEITLET,

a) [Azure (—ER) (Azure Services) | C[¥ 7 A2 U 3 (Subscriptions) | %27 Vv 27 LT, H
TAI VT vary TL—RKRX—=U%FRRLET,
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b) LMD A T, [RE (Settings) [ A7 arD[FT7 7T LK 5ERE (Programmatic Deployment) ]
Vw7 LET,

VM IZEB SN TR TCOEXATDY V—AR3, BET IV T A7) Foa ML EBICERSH
7,

¢) [AT—XF A (Status) ¥ T, WAZLIPV6 T > T L— DT 100 T AL DREMOTZODICEET S
Threat Defense Virtual 854 1Z%HE T 5 (A2 (Enable) | ARZ %27V v 7 LET,

ER S

Azure CLIZfF L CZOA T v a U EFHMIITHI2IE,. WOTFNEEZFEITLET,

a) Linux VM IZ&EIL £9,
b) WOCLIZ~ REFATL T, WAFZLIPV6O (ARMT 7' L— ) ZERTH7-ODOT 17T AL
LIEMEZAMILET,

aw Y ROEITHIZ, A A—VOVT A7 Y Ty ar T EICIBETRNCEETZLERH Y 7,
# Accept terms
az vm image terms accept -p <publisher> -f <offer> --plan <SKU/plan>
# Review that termswere accepted (i.e., accepted=true)
az vm image terms show -p <publisher> -f <offer> --plan <SK U/plan>
ETNENOFRAITRO L FBY T,
« <publisher> : 'cisco',
« <offer> : 'cisco-ftdv'
* <sku/plan> : 'ftdv-azure-byol'
LRI, BYOL Y7227 U7y a 7T o CRAT 27007 1 75 AT K % Threat Defense Virtual
BRZAMCTD2a~v RRA7 V7 FoBITY,

« az vm image terms show -p cisco -f cisco-ftdv --plan ftdv-azure-byol

RATY T3 kDa~r REFEITL T, Marketplace f A— 3= 2 VNS T 5 Y 7 b =7 3—2 3 U OREME L
BLET,
az vm image list --all -p <publisher> -f <offer> -s <sku>

ZNZENOBIIR DO LB TT,
* <publisher> : 'cisco',
« <offer> : 'cisco-ftdv'

* <sku> : 'ftdv-azure-byol'

LUFUX. Threat Defense Virtual f1 Marketplace 4 A — U/ N\—2 3 NZHHYETHY 7 My =27 =23 D
M ERSE T a v RA7 U7 hoflTT,

az vm imagelist --all -p cisco -f cisco-ftdv -s ftdv-azure-byol
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ATY T4 FoRINDMHHFEEZ Marketplace £ A —U/N—2 g DU ARG WT A0 D Threat Defense Virtual

N= g VEERLET,

Threat Defense Virtual @ IPv6 7R — MEB D5E 1%, Threat Defense Virtual /3—3 3 > % 73% DL & L CE

RIDBERDHY £,

AT v F5 Cisco GitHub U 7K + U /35 Marketplace 7 A X L IPv6 7> 7 L—F (ARM 7> 7 L— k) X7 n—

FLET,

ATFYT6 RNTA=Z T FL—hk 774/ (JSON) TEPMEAZIEEL T, NTA—Z T 7 A L EZUEHE L F7,

& >FC, Threat Defense Virtual 7 A % LAEBBAF DO N A X L IPv6 70 7 L— s XT XA—H T ANF1§ 5 58
N D EIMEIC W T L £,

NG A—B A

HAIEN BB/ A T DB

B

vmName

csf-tdv

Azure T Threat Defense Virtual
VM ([Z4 R Z T £,

softwareVersion

730.33.0

Marketplace f A — /38— 2 o
DYT RT =T R=T 3,

billingType

BYOL

T4 2 RIEIBYOL £ 7214
PAYG T,

BYOL 7 1 & > AL PAYG & b
5 L CRRBR D m 2D,
BYOL %7 22 T4 7/RB %1%
RIDHZLzBBOLET,

adminUsername

hjohn

Threat Defense Virtual (22 7' A
I hHa—Y—4,

BHEITE D Y THND T4
ladmin| (FEATE EEA,

adminPassword

E28@A40iUrhx!

FEHET DT FNOIRAT —
K,

INA T — ROfAAEDEIL, 12
~ 72 LFDOFHF T %2
WY ET, INLF, RILF
B, R T E A S T
INAT — RIZTHMERH Y E
R

vmStorageAccount

hjohnvmsa

Azure A L —T o0 b
BAEDA L —UT v b
EHT 2130, FHUERT 2
ZEHTEET, AML—UT
HU RN, 3~24LFORE
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NS A—H %

A ENBIE/Z A TDH

B

ST LHRENRDHY £, /X
F-L BT DI a A DRI
AU—=RICTLBENRDH Y F
—é‘o

availabilityZone

B O Y — o 2FET S
&L FBRE LAY — oo
7Y w7 1P AR~ T U HME
RENET,

A AME Y — 2 DR TEN LB T2
SBtix, [0 ICRELET,

BR L 7o s s e — v %
PAR—=FLTEY, AEhiz
ERTELWZ 2R LT
E, (EIZ0~3DEHTH
HRERHY ET)

customData

{\"AdminPassword\":

\"E28Q@40iUrhx!\", \"Hostname\":\"cisco-tdv\",
\"ManageLocally\":\"No\", \"IPv6Mode\":
\"DHCP\"}

% 0 HA%RL C Threat Defense
Virtual IZEREND T 4 —)b
Ko T 74/ b TlE, RERSR
EIRDBIRDIDODF— LED~
THRHY ET,

o ladmin] =—H—,32
7—FK

» Management Center Virtual A~
A N

« ‘& # Ffl © Management Center
Virtual 78 A M4 F 7203
CSF-DM,

[ManageLocally : yes] : Z#U
{Z& Y. CSF-DM 73 Threat
Defense Virtual ¥ %—3 % & L
THEHIND LY ICRESNE
R

Management Center Virtual %
Threat Defense Virtual <~ % — 3 %
& LT E L, Management
Center Virtual Clf] LEREAZ T 5
DIZHEIRT 4 =)V RIZATE
HZEHTEET,
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NS A—H %

A SN BB/ A TDHI

B

virtualNetworkResourceGroup

cisco-tdv-rg

ARy NU—2 &) Y —
AT N—T DL,
virtualNetworkNewOrExisting 73
new DG, ZOMEIET 7
L— FOREBAMISERENTZY
V=2 N—TLELCTdH D%
EndHY £7,

virtualNetworkName

cisco-tdv-vent

BAEFR > U — 7 D4,

virtualNetworkNewOrExisting

new

ZDONRTA=RZE T, #HL
VMRARR » b U — 7 BERT 5
. BEFEOEAER Yy NU—2 %
T B0k E D £4,

virtualNetworkAddressPrefixes

10.151.0.0/16

AU E v R U —2 D IPv4
T RVARTFVT w7 AT,
lvirtualNetworkNewOrExisting |
2 Tnew] ITREINTWDHE
BICDHBETT,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

AU v BT — 2 DIPV6
T RLVRATVT 4T AT,

lvirtualNetworkNewOrExisting |
25 Tnew| ICRESNTWDHY
B DHBMEETT,

Subnet] Name

mgmt

EHY TRy MM,

Subnet1Prefix

10.151.1.0/24

ZHUFEEY T Ry b IPv4
V74 v T AT,
lvirtualNetworkNewOrExisting |
2 Tnew) IZRRE STV DY
BIZDHMEETT,

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

ZHUFEEY T R > B IPve 7
V74w AT,
lvirtualNetworkNewOrExisting |
2 Tnew) I[ZRESNTWDY
BIZDHMLETT,

subnet1StartAddress

10.151.1.4

BHA X —T A AD IPv4
T R A,

subnet]1v6StartAddress

ace:cab:deca:1111::6

B, A —T = A AD IPV6
T KRR,
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NS A—H %

A ENBIE/Z A TDH

B

Subnet2Name

diag

FeB N B—T o A1 DY
7%y MM,

Subnet2Prefix

10.151.2.0/24

ZNET—FA B =T = A A
172y FIPVAT LT 4 v
AT,
l'virtualNetworkNewOrExisting |
23 Tnew| IZRRESNTWDHY
B DHMEETT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

ZNET—FA B =T = A A
1V 7Ry FIPV6 T VT 7
AT,
lvirtualNetworkNewOrExisting |
2 Tnew) IZRRE STV DY
BIEDHMETT,

subnet2StartAddress

10.151.2.4

TR A HE =Tz A1 D
IPv4d 7 R L A

subnet2v6StartAddress

ace:cab:deca:2222::6

T—HAE =T 2 A1 D
IPv6 7 R LA,

Subnet3Name

inside

Fe B B—=T A A2 DY
T MM,

Subnet3Prefix

10.151.3.0/24

ZNET—FA B =T = A A
2T Xy FIPVAT VT 4 v
AT,
lvirtualNetworkNewOrExisting |
2 Tnew) I[ZRRESNTWDY
BICDHMEETT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

ZHUET—FA B =T = A A
2B TRy FIPVO T VT T
AT,
l'virtualNetworkNewOrExisting |
2 Tnew] ITREINTWDHE
BIZDHMEETT,

subnet3StartAddress

10.151.3.4

TR A HE—=T 2 A2 D
IPv4d 7 FL A,

subnet3v6StartAddress

ace:cab:deca:3333::6

Fe BB =T 2 A2 D
IPv6 7 KL A,
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INSA—B % RSN BE/I S A4 TDH S5ER

Subnet4Name outside F—HB A —T A A3DY
7 F v MM,

Subnet4Prefix 10.151.4.0/24 T —HF A =T A R
3V Ty NIPAT LT 4 v T
AT,

l'virtualNetworkNewOrExisting |
2 Tnew] IZREINTWDHY;
I/fl\ a\: 0) J}" ﬂ\g T‘a—o

Subnet4IPv6Prefix ace:cab:deca:4444::/64 ZHIT—EA L E—T (A
3V TRy RIPVO S LT 4 v T
AT,

lvirtualNetworkNewOrExisting |
2 Tnew) (ZRRE STV DY
I/fl\ a: D Jfﬁl\é\g "C“‘a‘o

subnet4StartAddress 10.151.4.4 F— B AR —T A A3D
IPvd 7 KL A,

subnet4v6StartAddress ace:cab:deca:4444::6 F— B A H—T A A3D
IPv6 7 R LA,

vmSize Standard D4 v2 Threat Defense Virtual VM ® -
A A, Standard D3 V27237 7
VL RTT,

AT T ARMT 7L — F&2iH L T, Azure R —Z /L £ 721 Azure CLI T Threat Defense Virtual 7 7 A 7 7 %+ —
NEBRBLET, Azure TO ARM T 7 L— FOEBIIOWTIX, KD Azure R¥ = A > &SR L TL
2S00,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

What to do next
WOEIE T, BIRL-EHE— NICL>TERY 7,

s [R—IN=R2—T ¥ —%HFNZT S (Enable Local Manager) ] T [\ 2 (No) ] &R
L7-%& 1%, Secure Firewall Management Center % fifi H L "C Threat Defense Virtual % & ¥ L
¥ 9, [Managing the Secure Firewall Threat Defense Virtual with the Secure Firewall Management
Center] #ZMHL T 7ZEW,

Azure T Threat Defense Virtual O & RH .


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html

Azure T O Threat Defense Virtual DB |
B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

s [B—IN=R2—T ¥ —% BT S (Enable Local Manager) ] T [IZ\> (Yes) ] &3 IN L
7o 55 & 1%, Secure Firewall Device Manager % i L C Threat Defense Virtual Threat Defense
VirtualThreat Defense VirtualThreat Defense Virtual # &2 L £9, [Managing the Secure
Firewall Threat Defense Virtual with the Secure Firewall device manager] Z#ZM L T 7230,

BEA T a EBRINT D HEOWMEIZ OV TCiE,  THow to Manage Your Secure Firewall
Threat Defense Virtual Device] &ML T 7230,

VID EXUHRAZLIP6 T T L— kZ&ERLT= Azure
s DR

A aPRREET AEM VHAD A A —T &AL T, MHE DB A Z L Threat Defense Virtual 4 A —
CEERTEET, 2D rtvR X, VHD £V V—RF 7 L— h&{fif L7z Threat Defense

Virtual D BRI TV E T,

IR HEIIZ

« Github ® VHD ¥ L. OV ARM O &7 7 L — h % L 7= Threat Defense Virtual @ JEER I
1. JSONT v 7L — FBLXOSHINT D ISONRT A —2 7 7 A LN TY, 2 Z T,
T L— R ENRT AR T 7 4 VOVERR T IE R TE £9,

e ZDOFNETIX., Azure |Z Linux VM DMFE L TWAXENH Y £, —BEAY72 Linux VM
(Ubuntu 16.04 72 &) ZFEH L T, Azure (IZJEMEVHD A A—2 %7 v/ u—RK$5Z L%
BEIDLET, Z0OA A=V FFHETHI21E. FIS0GBDO A ML —UBNMLETT, £z,
Azure @ Linux VM 725 Azure A L — A~ 7 v 7 a— REEMNEL 720 47,

VM ZERRT 2 BN B 555015, IROWT O FEEZFEH L ET,
e Azure CLI |Z X & Linux (A8~ > OERL
o Azure IR — ¥ JL|Z £ 5 Linux (AR~ o~ DIERL

o Azure 7 2 7 Y 73 3 |Zi%, Threat Defense Virtual % BB 2 AT T A AlgER X |k
L—T 0 BRLBETCY,

ATYT1 vAa ¥y ra—FR V7 k=7 =5 Threat Defense Virtual [£f§ VHD A A —3 (*bz2) &4 7
r—RFLET,
a) [#4 (Products) 1>[EF¥=Y7 ¢ (Security) |>[7 74 7 U A4—/L (Firewalls) |>[KHt7 717
74—/ (NGFW) (Next-Generation Firewalls (NGFW)) ]>[Cisco Secure Firewall Threat Defense Virtual
77 AT 74— /VEE (Cisco Secure Firewall Threat Defense Virtual) | DNEIZEEI L £,

b) [Firepower Threat Defense 7 7 =7 (Firepower Threat Defense Software) | %7 U v 7 LE 7,
FIEIZE S TA A=V X 7= RFLTLEEN,
7o & 21X, Cisco_Firepower Threat Defense Virtual-7.1.0-92.vhd.bz2 T,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
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ATy T2
FITLET, .

VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

[VHD BLQRY V—RAF oL — 2 L7 Azure D DORER | ODRXRTFY T 206X TFYyT8DOFIEL

AT9 T3 [H AKX LER (Custom deployment) | X—Y Dfx BEICH D [/3T A —F OfftE  (Edit parameters) | % 27
Vo2 LET, DAEZZAXTEDLNRNTA=ET 7 L— MPMERESIET,
a) [Z7Ar®Or—FR (Loadfile) 127V v 7 L, B AX~A X L7 Threat Defense Virtual /X7 A —% 7 7
ANEZWLET, VHD BLOHIAZ L IPV6 (ARM) 7 > 7' L — k&[] L7z Azure ~® Threat
Defense Virtual D B FIIL, Github ZZH L TS 7EEW, ZI T, 77 Vb —hEeRTA—ET 57 A4
NDVER LR TE T,
b) WAZ~AAXLTISON /NT A —Fa— &7 02 RUIZAEY fH1F, [R1F (Save) 1227 U v 7 LE

TO

kDT, Threat Defense Virtual BERFI DN A Z L IPv6 T 7 L— " XT A—Z I AT T HHERD DR

FAMEIC DWW TR L £

INSA—H %

A EnBE/5 A T DB

Bl

vmName

csf-tdv

Azure C Threat Defense Virtual VM
IZA T EMTET,

vmImageld

ey ] ot

Microsoft.Compute/images/ { image-name

BRI &S A4 A=Y DID,
Azure DNERTIZ, HHDBH Y V—
AU Y — A IDIZEEAT T ST
WET,

adminUsername

hjohn

Threat Defense Virtual (22 7 A >3
Ha—Y—4,

BEHEIZEID Y CoND T4
ladmin] XFEHACTEEHA,

adminPassword

E28@40iUrhx!

BHET D FDONRAT— R,

INAT — ROFMBAEDEIL, 12~
2 LFDFHFTHLHLERNH D
FT, INLF, RICFE, BT FF
BT EMABBE DR NAT— R
T HHERH Y T,

vmStorageAccount

hjohnvmsa

Azure A N L—UT v b, BEE
DANL—=TT AUy ST
DIED, FHIERRT 52 & T
XFET, ANL—=UTHTU L
X, 3~24 XFOREIICT HHE
N ET, NNUFEHFOHLE
ALY ARAT— RiIZT 5%
ERH Y ET,

Azure T Threat Defense Virtual O & RH .


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-ftdv-azure-gsg.html#id_82702

B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

Azure T O Threat Defense Virtual DB |

NS A—H %

A ENBIE/Z A TDHF

Bl

availabilityZone

0

RO R MY — o 2IEET D
L BE LAY — oY
U w7 IP LR~ v U BMERR S v
£7

A MY — v OB EP LT\
AlX. T0) ICRELET, BIRL
7 kS Y — AR — b
LCEL, ANESNTHENIELNY
ZEERERL TSN, (HIX
0~3DEKHTHLIVENDD £
T) .

customData

{\"AdminPassword\":
\"E28@40iUrhx!\", \"Hostname\"
:\"cisco-tdv\",

\"ManageLocally\":\"No\", \"IPvoMode\":

%5 0 B % C Threat Defense Virtual
WCEREND T 4=V, T74
VBT BREFIRERDIRD 3
DDF—ELEOTRHY F,

\"DHCP\"}
 ladmin) = —H#—/X2AT—F
+ CSF-MCv R A 144
« BELH® CSF-MCv R A M4 F
721% CSF-DM,
[ManageLocally:yes| : Z#UiZ &
Y . CSF-DM 7> Threat Defense
Virtual v % —Y v & L THEHIN
LEITRESNET,
CSF-MCv % Threat Defense Virtual
3=V ¥ E LTREL,
CSF-MCv TR Lk Ex T 5 DI
Eﬁ74%Wb_lﬁfé_k%
TEET,
virtualNetworkResourceGroup | csf-tdv REx Yy NU— 27 &t V—2R

T N—"T DA,
virtualNetworkNewOrExisting 73 new
DOGE. ZOEIZT T L— D
ERAICGER N VY —R 7
N—=TF LR THDUERD ) %
R

virtualNetworkName

hjohn-vm-vn

AR v U —27 DA,
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VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

INTGA—BH HAI SN BB/ A TDH Bl

virtualNetworkNewOrExisting | new TDIRTA—HIZLH-T, FHLW

B > U — 7 R D7,
BEAF DRy b U — 7
DMPRED £,

virtualNetworkAddressPrefixes | 10.151.0.0/16 TR Yy RT—27 DIPV4A T
NVAT VT 47 AT,
lvirtualNetworkNewOrExisting | 73
mew] ITERXE SV TWVDGAEIZD

HILBETT,

virtualNetworkvoAddressPrefixes | ace:cab:deca::/48 THIFRER Y FU— 2T DIPV6 T
RVAT VT w7 AT,
[virtualNetworkNewOrExisting | 73
new | (ZRRE SN TV DHAIZD

;}‘%‘gfﬁ—o
Subnet]Name mgmt-ipv6 B Ry N4
Subnet1Prefix 10.151.1.0/24 ZHTEHEY T xy N IPvd L
T4 AT,

l'virtualNetworkNewOrExisting] 73
Mew] IZFXE SNV TVDGAIZD

%‘%‘g‘(—g—o
Subnet11Pv6Prefix ace:cab:deca:1111::/64 THITEEY TRy N IPv6 L
T4 T AT,

lvirtualNetworkNewOrExisting | 73
mew| IZFXESILTWDELAIZD

%L‘/[Z‘%:T—gpo

subnetlStartAddress 10.151.1.4 A R —T 2 ADIPVET K
LA,

subnetlv6StartAddress ace:cab:deca:1111::6 B A L HZ—T 2 ADIPV6 T K
LA,

Subnet2Name diag Fe R A —T A DOYT
T v MM,

Subnet2Prefix 10.151.2.0/24 ZHET A B =T oA A
7%y NIPvA T VLT 4w T A
\—(“\

lvirtualNetworkNewOrExisting | 7)§
mew] IZRRE SN TWDEHLEI
%‘ ‘/[Z‘ g T ‘j—o
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NS A—H %

A ENBIE/Z A TDHF

Bl

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

ZhET—H A E—T A A
BT Ry NIPV6 T LT 4 T A
<.

l'virtualNetworkNewOrExisting] 73
ew] IZFXE SNV TWVDLAIZD
BT,

subnet2StartAddress

10.151.2.4

F—R AR —T A A1 D IPv4
7 RL A,

subnet2v6StartAddress

ace:cab:deca:2222::6

F—R A B —T A X1 D IPv6
7 RL A,

Subnet3Name

inside

FeB N B—=T A X2 DY
T b,

Subnet3Prefix

10.151.3.0/24

ZUIT—HA B =T A R2
BT Xy NIPVA T LT 4 T A
SN

lvirtualNetworkNewOrExisting | 7%
ew| |ZFXESILTWVDLAEIZD
BT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

HET A A =T 2 A2
PT Xy NIPV6 T VT 4w T A

<.

lvirtualNetworkNewOrExisting | 73
lew] IZREINTWDEHEIZD

& ‘/IZ‘ g T j‘o

subnet3StartAddress

10.151.3.4

F—R AR —T A A2 D IPv4
7T KUV A,

subnet3v6StartAddress

ace:cab:deca:3333::6

F— B AR —T A X2 D IPv6
T RV A,

Subnet4Name

outside

FeR AR —T 2 A3DYT
v N,

Subnet4Prefix

10.151.4.0/24

ZNFT A F—T = A3
PTxy NIPVA T LT 4y T A
<.

lvirtualNetworkNewOrExisting | 73
Mmew] IZRRE SILTWVDHIEEIZD
BT,
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Threat Defense Virtualf * — X+ v T3y bk .

NG A—HF Al SN BIE/ 2 A TDF £ A
Subnet4IPv6Prefix ace:cab:deca:4444::/64 ThET— A A X —T A A3
BT Xy NIPV6 VT 4 v T A

lvirtualNetworkNewOrExisting] 73
ew| IZEXESILTWDLAIZD

%‘%‘gf —gao

subnet4StartAddress 10.151.4.4 F—H A B —T A A3 D IPv4
7 R A,

subnet4v6StartAddress ace:cab:deca:4444::6 F—HR AR —T A A3 DIPV6
T RV,

vmSize Standard_D4_v2 Threat Defense Virtual VM @ %A
A, Standard D3 v2 237 7 /L b
b(‘\—g_‘O o

ATy T4 ARMT 7L — 2R LT, Azure AN—#Z /L% 7213 Azure CLI C Threat Defense Virtual 7 7 A 7 7 +—
NEEBLET, Azure TO ARM 7 7' L— FOREFIZOWTIE, RO Azure ¥ = A2 2SR LTI
7ZEW,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

ROARY
« Azure T Threat Defense Virtual @ IP 3% 7E % FH L £,

Threat Defense Virtual f A — X F v T 3w bk

Azure R—H )V TAF w7 ay b A—T%fH LT, Threat Defense Virtual & {ER IS S OVE
BICEET, A ATV RF v T gy bMi, WET—X D7, i X7z Threat Defense
Virtual f A —3A VAKX ATT,

Threat Defense Virtual X v 7 3 v D=

Threat Defense Virtual f > A X L ADAF v 7T a v bA A=V 5AERT 2 7 v & 1%, Threat
Defense Virtual 33 X OVFSIC (2K} L CEITEN DA O T — M FlREAF v 752 L2k 0,
WIS 2T 2 OYMUEREE & B/ NRICIZ D DICENL L E T, ATy vay b A=V
FRNZAS S=T —Z _X— R L Threat Defense Virtual #]i#17'— b 7’0 XA THL SN E 9,

Azure T Threat Defense Virtual O & RH .


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

Azure T O Threat Defense Virtual DB |

. B E A A —TH 5D Threat Defense Virtual R+ T 3w b A A—CDER

ZHUZ XY, A A—1X Management Center £ 72 (XE OMOEFEEE o # — D v A7 A ID (ZBE
T5—EOID (UUID, v UTER) #BAEKRCTEET, 207 rtERL, BBHRATF—/ILE
BAIZ AR W] K 72 Threat Defense Virtual O EL BN 2 85535 DICENL B F 7,

EIBEWNERA A —TH 5 DThreatDefenseVirtual R v 73w A A —
T DERL

ATy T

ATy T2
ATvT3

ATy T4

ATy T5

Threat Defense Virtual DA A — A+ w72 9 v FOVERIL, Azure 78— ¥ /L C Threat Defense
Virtual f > A% > ZADPEAFOEBRRRA A —V BRI 5 7 a2 T,

Before you begin

Azure IR— % /L CLinux VM @D Azure A b L— 7 B0 2 MNOD 3 7 I A AL H L= VHD
A A=V %7T v 7 r— KLT, ThreatDefense Virtual /N—37 5 > T2 IO EFHRRA A —T %
ERL L TR BERH Y £3, A AEE L2 VHD A A —TVOERIZOWTIE, [VADE X
WY Y —RAF 7 b— N L7z Azure 75 O JEBH, on page 19] ML T &V,

A A=V AF w7V a vy O E LT 5 Threat Defense Virtual > A % A % Management
Center X° Device Manager 72 £ D~ 31—V ¥ [ZHEE L7 TL E 30,

Threat Defense Virtual f > A% ADEFEIRRA A — T HVEK LTz Azure R— X VBB L £7,

Note #3892 T @ Threat Defense Virtual f > & & > A 5% Management Center {28k AL TV 722
&L FRIFMMOR =N TR =V ITRESN TRV & ERERENBEH S LT
ZLEMRLET,

[V Y —RZN—7 (Resource Group) ]ZFHE) L. Threat Defense Virtual f > A ¥ > A %8R L £ 7,
Threat Defense Virtual f & A X L ADF 47— g3 0 _X—U T 7/ar Y —/)b (Serial Console) ] % 7
Vw27 LET,

WKDAZ )T FafEH LT, X AR— bz BT LA Ty T vay N 7rEREFTLET,

> expert

admin@FTDvbaseimg:~$ Sudo su
root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

A7 )T I T prepare_snapshot =¥ FEFEHTDE, A7V 7 NOFEITOMRERDDZFMA v E—
BDRREINET, A7 VT MEETTHITE, [Y]IEHLET,

F721F, rootefirepower:/ngfw/var/common# prepare snapshot -f @D X I, Zha<w RiZ - #BNL
T, 2= F—DERA vt —VEAXFy T L TAZ VT NEEEET T2 L b TEET,

ZDOAZ Y 7 M. Threat Defense Virtual A o+ A X > ZZBBEATIT SN~ T X TOEGRHRTE. B IR
Jo—, REINZ~3—V v, UUID 28I LE4, WHENR5E T35 L. Threat Defense Virtual 1 > A X
VATV MU ERET,

[¥x¥7F+ (Capture) |27 V27 LET,
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ATvT6

ATy T17

ATvT8

ATvT9

A FA—

A A= RF v T3y FEFEA LT Threat Defense Virtual 1 > X4 > X D EE .

[f A—YDFERK (Create an image) | X—C, BEFD YV VY —A 7N —T % EIRT 50, [V —AT)L—
7" (Resource Group) ] KR v 7 X7 UARNLH LNWY VY —RATN—T%ERk L E7,

[f > AHZ 2 ADFEH (Instance Details) |27 > a > TWW 2, BHENRA A—TDHEXYy TF ¥ LE
7 (No, capture only a managed image) | %7 Y > 7 LT, HEHEA A=V DHEERLET,

Threat Defense Virtual £ & A % ADEIXGA A —T 2 HEH L THERTH ATy T ay hA A=V D4
iz EL £,

[LE=— LR (Review+Create) 1% 27 U » 7 L C, ThreatDefense Virtual £ > A X L ADH LWVAT > 7
vav b A=V EERLET,

What to do next

2F T vaw bA A= %fEH LT Threat Defense Virtual £ > A X AZREEALET, A
A=V AF T g &EH L7z Threat Defense Virtual A > A% ZADRER] #2B L TL
72 &0,

ORFw T3y hEHERAL = Threat Defense Virtual 1 > X 4

> A DR

&
ATvT2

ATvT3

Before you begin
RDOZ L HERLET,

e Threat Defense Virtual f > AX LV ADAF v TP g v hA A=V 0MEHFRETHDHZ & %
S =

Azure R—Zuica 74 LET,
FRUER LA T v v ay M A—TDY Y —AID&E#abt—LET,
Note Azure TiX, HHPH VYV —R (RF v FTay MM A=) BNY V=X IDIZEEIT 5T
WE9, #H L\ Threat Defense Virtual £ > A X LV AZRETHI01E, AF v 7T ay A A—
TOU Y —ZID BPHETT,
a) Azure R—Z /LT, [f A— (Images) | Zi®R L E 7,
b) FEHBRAA—TEMFEALTCERLIEZAT YT v ay b A=V EBRBINLET,
c) [MEZE (Overview) 1227 Vw7 LT, A A=V DT T 4 R RLET,
d 7V TR —RIYY—RIDEat—LET, UY—RID ¥ v 7 RIROERIZERINE
9, /subscriptions/'<subscription-id>/resour ceGroups/<resour ceGroup>/provider sMicr osoft. Compute/<container >/
<vhdname>

AF T gy A A= % LT Threat Defense Virtual £ > A%  ZADO R ZHITLE9, VHD B XL
W) Y =277 b— b & L7z Azure 7> 5 O JEBH, on page 19 # M L T 72 &0,
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B #2972 3y F&ERA LI Threat Defense Virtual 1 > 2% > X DR

Note Threat Defense Virtual = > > —/L'7»5 CLI =< > K show version 33 X OF show snapshot detail %
FATT D &, Fr L < BB S 7z Threat Defense Virtual 1 > A X AD/S— 3 2 L FE % R
T&EET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



