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12| Local Machine 7%1’?@% LR— R AT on— RUFSEFICBE L. L F— 2T
BLET, FEHARFIEIZOWVTL, TBITHRLEA— NOWHER LR
ITOET ] BB L TLLEEN,
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MZRFNEIZOWNTIX, BITHR LA — NOMREBITORT ) %
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BHIorL, vr VY—R BLXOZOMTRTOTZ 7 ANNBZO7 +VFITEESNET,

GE) Cisco Secure Firewall 1T — /L DRF/NN—T a v & Xy rn— RT L5581, 3LV +
WEEVERR L. BEED 7 A W HIEA LRV T IEE 0,
AT w72 https://software.cisco.com/download/home/286306503/type = 2 L, [Firewalll£{7> —/L (Firewall Migration
Tool) 1227 Vv 7 LET,

FRoV 7% 7Y w74 5L, [Firewall NGFW/N—F ¥ /L (Firewall NGFW Virtual) ] @ [Cisco Secure
Firewall’517> —/L (Firewall Migration Tool) 1 (ZBEI L £, ZEIZxT D05 T34 ADX 7 m—FK
FEIE ) B Cisco Secure Firewall 817 — L& F o — RR$52 L4 TEET,

X T 73 Cisco Secure Firewall BTV — L OEHNA—Vavr, ERRLE 7+ A0 FI2F 7 u— RLET,
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FLET,

Fortinet 7 7 A 7 94— IO S DEBD LTI XAHR— b+

Fortinet 7 7 A 7 U 4+ —/VORRKIT, ROFET=I AKR— N TXFET,

Fortinet 7 74 794+ —JL GUI AN 5O Fortinet 7 74 7 94— ILERROITHY AR— b+
Fortinet 7 7 A 7 W 4 —/L GUI LAk 2 351213, ROFIEEZFEITLET,

AT 71 FortiGate VM64 GUI 725, [BEHE (Admin) ]1>[#mK (Configuration) ]>[/N\v 49 7 v 7 (Backup) ]%i#{R

g

o 0 0 0 0

£ r 3 3

| H

LET,
RATY T2 v—HNVPCEIZUSBT 4 AV I T v T HEELET,
GE) VDOM RN 72 > TWDEAIE, Ny 7 7 » 7O FortiGate fpk 221K (/' v —s3L) %

72134 E D VDOM Bk D4 (VDOM) OWTNTh A1 ERLET,

AT9 T3 Ny T 7N VDOM R OEA L, [VDOM] U A k5 VDOM 4 & 3R L £ 77,

GEx) Cisco Secure Firewall 817> — /L CiL, Nv 77 v 7 7utv R E2ED D=0 SIS TV
W 7 A IVHBLETT,

ATw 74 [OK] 2R L £,
Web 77 UWIZX Y, BT 7 A VORGEGHIEZRET DL OITkbonET,
Werk 7 7 A L OYEEF1Z .conf T,
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REE 35 7 /3 AHERK % FortiManager 7> Sl CT& F97,

AT w71 FortiManager (212 74 > LE T,
RT9T2 RNyl 7T v 7 eFITT 50BN H 5 IE LU Fortigate 7 /3 A& 4E L 97,

ATY T3 ML A A M—LDAT—H A (Configuration and Installation Status) ] C. [£V B2 = > (Total Revision) ]
DEUZH DT A A @R L TRFO Y BV a v ERGELET,

ATy T4 [FUrm—F (Download) 127 Vv 7 LT 7 7 A VX rn—RLET,
Hooa—RKLiETZ7ANVDT 7 A NE AT VX, JE8EF conf TT,

RDHBERY
Fortinet # 7 7 A L DT v 7 — K

BITDRIT
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TDRATIE, TAT Ny I N— 5 D Cisco Secure Firewall 217> — /L ZfHH L T\ 58
BIZORBEAENET, CDO THEA FEINTWERBITY —LD I T K= a UaRFEHRL
TWAHEEIE,  [Fortinet i 7 7 A VDT v 7' m— RN (TR ET,

)

(3F)  CiscoSecureFirewall BTV — VA BT H L BlOU 4 Ky Taryy—AnEEd, BT

DT DI /T, CiscoSecure Firewall 17 — /L OHAED AT v 7 OHEEITIRILN 2 > Y —
JVICRRSIVET, BHEIZT Y — /L RERR SR WEGE L, Cisco Secure Firewall 17> — /L
DOBERIZHHLAEEERH Y 77,

188 BRI
* Cisco.com 7> 5 @ Cisco Secure Firewall 7Y — /LD X v o — R
PR—FENDIBITROEHR Y X — (148—Y) ¥7 v ar TEAEEHRALET,

» Cisco Secure Firewall F417> —/L % 179 5 729D, HKH/N— 3 > D Google Chrome 7' 7
TR Ea—HIZAf VA =L ENTNDZ & 2R L E T, GoogleChrome %7 7 +
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EZRILTLLEEN,
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ATFvT2 ROWTHNEETLET,
« Windows ~ 3 C. Cisco Secure Firewall 817 —/VDOFEITREET 7 A NV E X T NI v 7 LT,
Google Chrome 7 7 7 ¥ Ciiz#h L £ 7,
Ta s IRRRINTZL, [TV (Yes) 1227 VU v 7 LT, Cisco Secure Firewall 17> — /L7232 X
TAIEFEEMZ B ENTEBLLHITLET,

Cisco Secure Firewall 17> — /L%, T XTOR#H T 7 A /L& ERL L. Cisco Secure Firewall 17> —
NOFETH 7 ANVZIRGFELET (BITBLRNY Y —RAOT7 4+ VH 5T |
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SFNAT Y r— g & BN LT, CiscoSecure Firewall 817 — /L3 A VA F—)LENTWA T +
NEEZRL, kOa<r REFTLET,
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# ./Firewall Migration Tool-version number.command

Cisco Secure Firewall 17> — /L%, §_XTORH T 7 A /L ZER L. Cisco Secure Firewall 47> —
NVOIFEST D7 A VA ICRFLET (BT BIR) Y =207 4 VX & EE)

Ev bk Cisco Secure Firewall BTV —/VZBZ 5 LT 5 &, BEXA T I/ RERESNET, 2
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B EHITRDBIFET, CiscoSuccess Network |IZHEFF A IXE LW Z E 2RI LEZGAIR, v—d s
A U EHRZ# LT Cisco Secure Firewall {7 —/LiZa 74 LET,

AT w4  Cisco Secure Firewall 1TV —/Loa 7' =T, ROWTNNEFETLET,

» Cisco Success Network & #atZILFH T 5HI121%, [CCOTrZ A > (LoginwithCCO) (V> 27 %7 U v
T, YUY A A ra A U AEREH LT Ciscocom 7 BV MZur s A > LEF, Cisco.com
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R TIERRBOME 2N T X 2THEFEENT, TAC K u 7 A UEREZRITE 5 Z L ICEREL TS
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GE) NAT — REENTHGET, BEFOT X TOT —# % <migration_tool_folder> 7> S HIFR L |

Cisco Secure Firewall 7Y — V&2 H A A b—L L ET,
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KR

Fortinet R 7 7 /LD F7 v JA—FK

ATy I

ATvT2
ATFvT3

ATvT4

I 17V — L %R L= Fortinet 7 7 4 7 ™94+ —J)LH > Cisco Secure Firewall Threat Defense ~ D17

I H BRI
{3 € Fortinet 7 /34 AMBIERL T 7 A V% .cfg £721F .txt £ LT 7 AR —FLET,

N
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Y RUTHERTEET, [2 T F X MOEIR (Context Selection) |7 T a T, 7Tvru— KNI
A3~ LF 27 F A b Fortinet (ZX 9™ 2 23 AS ikl SV E T,

[Z22 7% A FDER (Context Selection) |7 v a » ZHEiR L, %477 5 Fortinet VDOM % 3R L £,
[f#HT 2 B4t (Start Parsing) 1 %27 U v 27 LET,

[f##r %~ U — (Parsed Summary) | &7 3 a VTR 2T — % ANFRENET,

Ty Fu— RENT-HERK T 7 A /L C. Cisco Secure Firewall 1T — /L 23 H U CTREAT U 72 B OB A4 e
BLET,
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ATV TS5 [k~ (Next) 1227 Vw7 LT, #—Fy bRTA=FEBNLET,

RDZERY
Cisco Secure Firewall 1T — /L DFEFHE T A —2Z DF5E (25 ~—)

Cisco Secure Firewall $21T'Y — L DIEHRIL/INST A —F DIETE

1R BRI
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j—o

» Cisco Secure Firewall 17> —/L 3.0 AR CiX, 4> 7 L I A D Firewall Management Center
F72137 7 U R4 Firewall Management Center % 38R TX £,

s 77 7 RIRALA Firewall Management Center D354, U —a & APl h—7 VA2 1EET
HUENHY ET, FEICOWTIE, [HFR—FINOBITEDE#EE L ¥ —) 5L
TLTEEN,

o ER) AV F—T A ARN— Mg L DTS, AEA O EBITT 25613, 2 —
7y b B3 B 5 2 Management Center (23BN L £9°,  [Adding Devices to the
Firewall Management Center| ZZM L T 7230,

o [FEFR & FRAE (Review and Validate) ]-X— TIPS 72137 7 A AR U ¥ —% ACL (23
THMEND LA 1E. BITHIIC Management Center TRV o —Z21EkT 25 Z & 270 B
B LE¥, Cisco Secure Firewall 47T — /L3 44#¢ & 7172 Management Center 7> 5 78 U 3 —
RG220, RURY —2EHLET, LAY —2Ek L TEEDOT 7B X
Y 2 MCEIV YL TEHE, RT3 =< ZAMET L, 7y aNEWRT 5N S Y
*7,

ATY T [#—F v FORP (Select Target) | HEH D [7 7 A 7 7 4 —/LEEE (Firewall Management) ]2 ¢ 3 &
T, WOFIEEZFATLET, AT VIROT 7 AT U —NVERE X —F72137 70 R 7 5
AT T4 —NVERE X —~DOBITERIRTE £,

AT VIRADT 7 AT U — VERY X —ITBATT DITIE, ROFIEEZFATLET,
a) [ 7L IZXFMC (On-Prem FMC) 1 A7 v a R 2o z27 Vv 7 LET,

b) BEHEL X —DIPT RUAELITZEREMNA AL 4 (FQDN) # A1 LET,
¢) [Domain] Km >y XU A NT, BITHED RAL U ZBTIRLET,

BRICHRT DI 73 ZZBATT 28813, IR U 72 B A A o THEMATRER BB DB 7
NAAZDHBITTEET,

d) [t (Connect) 1% 7V w7 LT, FIE2IZHEARET,
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« 77 7 REEHA Firewall Management Center (2179 5 121E, RO FNEEZETLE T,

a) [7 77 A FMC (Cloud-delivered FMC) | A7 v a v ARA %7 U w7 LET,
b) U—Ta s &®IRL, CDOAPI h—7 U &ZQLD 17 £ 7, CDO S API h—727 V&R 5720,
PUF OFNUZAENE T,

1. CDOR—Zniza A LET,
2. [XE (Settings) ]>[2fRRTE (General Settings) JICBEI LT, APl h—27 v % ab— L%,

c) [##t (Connect) %7V v 7 LT, FIE2IZHEARET,

[Firewall Management Center~~® = 77 f >~ (Firewall Management Center Login) | ¥4 7 2 7R 7 AT,
Cisco Secure Firewall 1T — VEHT H U v FOa2—H—4 L X2AT—REANL, [BZ A (Login) ]
7Y w7 LET,

Cisco Secure Firewall 17> —/L|% Management Center [Z 2 27 > L, % ® Management Center (= J % & Bl
KRBT DT AN, ZAD ) A FERSLET, ZOFIHOETRIIEa Y — L THATEE
7

[%efT (Proceed) 1 %27 VU v 7 LET,
[Threat Defense @R (Choose Threat Defense) |27 v 3 T, ROWTINNEFEITLET,

« [Firewall Threat Defense 73 A A D3&4R  (Select Firewall Threat Defense Device) | Ku v & 1) X
F&27 Y w27 L, Fortinet ik x BT 57T A A%A NI LET,

P L 72 Management Center KA A INDOT/NA AR, IPFT FLRAEZRITY A FENET,

GE) L &b, BIRT DA T 4 7 BEICKT DB 731 212X, #4795 Fortinet 1
RERUEOMELA o X —T 2 A AFEITR— b FX RN A VX —T = APNLET
T, Dlel b, BBICKT DB T A ADa T A AR AL, R UEOY)
AR —T oA AETIIR— P F N A B —T 2 A RV T A B —T = A AN
VB TY, Fortinetlfk LRI U7 7 A4 7 U4 —/LE— RTT A AZERT DLENDH
FT, L, INHLDA v F—T =2 A A X, WIHFDOT A AT CAFTITH D MET
HhEEA,

GE) PR—hENTWDHH—7% > b Threat Defense 77 v b 7 4 — A8, FHiE L ¥ —/—
¥ a 6.5 LIz i 2 72 Firewall 1010 T 512D A, FDM 5505 AT AR — M 3df
R =@ EN, T AFEADORY —2iddH S EH A, Threat Defense 72 L
THefTT 2 &, Cisco Secure Firewall 17 — VIR F 721X U 2 — % Threat Defense |Z
T2 lLERA, L7723 T, Threat Defense DT /3A AEADIER THDHA v X —
TxAAL— b, BEIOYA FEVPNIIBATSNEE A, 72720, NAT, ACL, &—
NAT7T Yz bl $AR—FENTHAHMOTXTOML GEERY v —L ATV =
7 R IBITENEY, YE—FT 7R VPNITHARY —TdH Y. Threat Defense
RLTHBITTEET,

U £ — RGN 72 - TV % Management Center & 7213 B %9~ 2 BAH 6.7 LAFE~ FortiNet
T 7 AT U+ —/LDOBAITIL, Cisco Secure Firewall 7Y —/L CHHR— I TWWET, 7Z7ZL, A
=T 2 A ALN— FDOBATIZFETIT O BERH D £,
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* [FTD % ¥ 9%¢1T (Proceed without FTD) 1% 7 Y v 7 LT, ##/ik% Management Center [ZF51T L
e 8

AT B 72 L THiAT9 % &, Cisco Secure Firewall #8477 — Vi & B2 %4 2 B (A% A%
FRRV O —%2T v va LERA, LERo> T, BRIIKIT D85 OF A AFEBFEOKIETH 5
AH =T A AL — b, BIOYA M VPN BT &9, Management Center C T8 CHERL
TAHRLERSHY 7, 72720, NAT, ACL, R—b+AT7 V=7 vl PR—FENTWAHDT
RTCOERR ARV =LA77 b)) IS ET, VE— N7 78X VPN IZHAHRY
=T Y, Threat Defense 72 L THRBITTE £,

[%¢1T (Proceed) | %7V 7 LET,
BATHEIZ)5 U C. Cisco Secure Firewall B17Y — /L&A L CTBITT DM REA BIRTX £17,

[HERE DB (Select Features) | &7 v a a7 U v 27 LT, BATHRICBITT 2B A MR L TGRRL £
R

« LI BB DB T3 A ZZBATT D56 Cisco Secure Firewall 17 —/Lid, [T /34 A
DOHERL (Device Configuration) ] &7 a3 v & [HifHERK (Shared Configuration) ] &7 3 »C,
Fortinet {7 H AT CX HHEA AEIICERIR L 57, BHHITS LT, T 740 FOBRERE X5
EHETEET,

* Management Center |Zf1T79 5454 . Cisco Secure Firewall 17> — /L%, [#A 4% (Shared
Configuration) ]2 3 2 > T, Fortinet {7 51T TE HHREZ BEIAGITEIR L £3°, BEfRITS
LT, 774NV FOBREILICERETEET,

GE) [7 /314 ZADO#EK (Device Configuration) &7 33 ik, BT BREUIKT 2B 73
A ZZBIR L TORWESIIEHNTE £t A,

s Fortinet 7 7 A 7 U 4 — /LN LR EEBITT %546, BE WNFortinet 7 7 A 7 7 4+ —/LC VPN BN E
ENTWHEAIL, [HEEDEIR (Select Features) | 1 » TROFIEEZEITLET,

cBATY — LD [TI84 RERE (Device Configuration) ] 124 ~ VPN BEEENF RSN E T,
TSN T, R I—AR—=X (BEIV ) 03— ER—=X (VTI) ZERLE7,

« BATY — /LTl [EARE (SharedConfiguration) ] FiZ VU E— K7 7 & A VPNEEBE N F R
SNET,
GE) SSL VPN %7213 IPsec VPN & SSL VPN O 5 % 8 L £ 9, Management Center C
XV E— 727 & X VPN REHOFRILA ¥ — (PSK) E7ITFEHE—Z DG
MY R—FENTHWRNTZD, IPsec VPN OAZEIRTHZ LITTEEEA,

Forinet 7 7 A 7 U 4 — /L% EIZV A R VPN & U E— h7 7 & A VPN 3% E SN TV DAL,
[#EEDEIR (Select Features) | A > TENLNT 7 4/ h TEIRS N TCWET, BEHIDE T T,
Tz IRy 7 AL CTRREMREERL T ES0,

« Cisco Secure Firewall 81TV — /L. BITHICACL D56 —r O~ v B A2 TARRICT 5, 5ikE
X2 VT4 —rEYR—FLFET,
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EEILBIOEREOR Y NIV =0 3T V=l VERRIFIINV—T, BIOY—EAF TV =7 b F
72X 7 N —T OMEIZ X - TiL, FortiNet 7> 5 Management Center ~DFATHRHZ, Z OHBIEIZLD
ACLV—NAREHTHZ N £,

« Cisco Secure Firewall {7V — /Ui, Z—4~ v NEEY L Z—RN 12 UBOEAITZVE— T 72
VPN OFfT&# % AR—hLET, VE— LT 27 A VPN X, Threat Defense 72 L TBITTX 544K
J 2 —"C7, Threat Defense % {9 21T % =N L7254, Threat Defense D/3— = >% 7.0 LA
ThHHVENRHY £7,

+ ({EE) [Optimization] 2 > = > C, [Migrate only referenced objects] # R LT, 727 A 2> |
B/ R —=ENAT RY —=TERENTNW DA T V27 FOHBEBITLET,

GE) DX T arEFERTH L, Fortinet i NOZRINTWARWA T V=7 MIBITS
NFEHAL, ZHICEY ., BITREBNRE(L SN, REAOA T V=7 MO HIEE
INET,

ATvFT  [#ifT (Proceed) 1227V 27 LET,
AT w78 [Rule Conversion/ Process Config] =2 + = > C, [Start Conversion] %27 U v 7 L CEMZBME L £9°,
AT wF9  Cisco Secure Firewall {7 — /M Lo TEMEIN - BEOME LR L £,
W7 7 A VBIEFIZT v 7 a— REBIOMNT SN2 E 9 D EERT 511X, BITZ2HTT 20128
TARLR— b2 & o— N LTHERLET,
ATYv 710 [LFR—FDFX v a—FK (DownloadReport) | %7 U w7 L, BITRILAR—FZ2REFLET,

BITRILR— b =¥ —1% ., Cisco Secure Firewall %17 —/L & [6 UEATIC & % Resources 7 # /L&
RIS ET,

BTRILAR— FORESR
BITHICBITRIVAR— "2 X v on— RULENEEEE, kO v 7 2FHLTHF Y a— K
LTLIEEY,

BITRIL AR — hOFX 7 a— R KARA | : http://localhost:8888/api/downloads/pre_migration
summary html format

)

GE) LR — K&, Cisco Secure Firewall 1TV — /L OFEFTHICOHRE T a0 — R TEET,

ATV TN BATHILAR— bEX U rm— RLEEGITICBEE L E7,

BITEILAR— b2 v¥—1% . Cisco Secure Firewall 17 — /v & [E CHATIZ®H D Resources 7 /W& (4R
FanEd,

ATv7T2 BITHILA— &, TONEZEEICHER LT, BITHKRRT 2RIR L 2 5MEEZRE L £7,
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BATHI L AR — MZiE, ROEHEPEZENTOET,

o BT BB ICEFIZBATCTE 59 R — M XI5 Fortinet L ER &, BITRZHE L TEIRENE
¥ 7€ O Fortinet FEH @“j"? U—,

s [T —DH HHERAT (Configuration Lines with Errors) ] : Cisco Secure Firewall 517> — /L 23Mi#AT C & 72
Do T2 T2 OITIEFIZBAT T & 720 Fortinet DFERLE SR OFEAM,  Fortinet K TN H DT 7 —ZEIE
L. BILWER T 7 A VB AR— K LTHoH, # LW 7 A /L% Cisco Secure Firewall #£17
V=T vy Fr—FRL, FAITLTLESN,

[ER453 729N — M A#RL  (Partially Supported Configuration) ] : #8473 I O 21T Al BEZR Fortinet A ik 2
FOFM, ZNOOMRERICIT, ATV a v a2 G- ATVl EREEN TN
AT Y a VAT TIOL— L E I A T U2 FEBITTE R, IO DITEMER L, B
47" 3 ) Management Center THAR— K ZTNENE I D EHERLET, PHR—FINTNDHY
A&, Cisco Secure Firewall 7Y — VA H L TRBATEZE T LI2RIC, 26O AF T v a U2 FET
WRT 5 Z L &G L ET,

[RY AR — b DOHERL (Unsupported Configuration) ] : Cisco Secure Firewall #5177 — /L3 Z 4L 5 OFEHED
BATH AR — R L TR, BT TE 7220 Fortinet iR S8 OFEMl, ZH b D72 R L., SR
75 Management Center THAR— F INTWDHNE I DEMRLET, AR — M TWHEAEIL, Cisco
Secure Firewall 817 — VA L CRATASE T LT-12IC, BEREA TENCRERLT 52 Z L 23 L £ 9,

[ <41 A (Ignored Configuration) ] : Management Center ¥ 7213 Cisco Secure Firewall 17> — /L
THR— FSINTORNT DTS S5 Fortinet R E S8 OFfAl, Cisco Secure Firewall 17> — /L
IZINODITEMAITLERA, ZNOLDOITEMR L, &H%EED Management Center CTH AR — b Z4L T
HMEIMEMHERLET, YAR—FSNTWDLEEIT, WL FEICHKT 22 L Z25HE L £,

Management Center & ZEUZ kT 25 THAR— F SN HEREOFEMIZ OV TIL,  [Management Center
Configuration Guidel [J55E] 22 L T 7E 30,

ATw 3 BITREILR— F TIEEHENI R I TV B -A1%. Fortinet f % —7 =41 X TEIELZ5E T L. Fortinet
W7 7 ANEFEZI AR—FLTHhE, BEHSNTHEBELT7 7AVET v 7 r—RL, $ifTLTLEE
/AN

AT T4 Fortinet i 7 7 A VN IERIZT v 70— KB XU & 7= 5. Cisco Secure Firewall B1TY — /LT D |
[k~ (Next) 127V v LTBATEZRITLET,

RDARY
Fortinet 7 7 A 7 7 #—/L ffk & Threat Defense f > X —7 = AD~< v L7

Fortinet 7714 794 —JL #&m & ThreatDefense 1 23— 4 XD
TvETY
BTk B T34 A1Z1X. Fortinet #E T SN TWAELL Lo, v H—T = A
ALIR—FF¥ XN AL EZ—T oA ADNETT, ZN6DA L HZ—T A A%, WHTOT
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NAATHE LA THLLETH Y FHA, A F—T A AD~V Yy B T HIEZEINTE E
TO

[FTDA 2 —7 x4 XM<Yy 7 (MapFTDInterface) ik C, Cisco Secure Firewall 17> —
M, BB T DB T AL 2 DA =T 2 ZADY A P ERGLET, T 744 T
IZ. Cisco Secure Firewall 147> —/L{Z Fortinet DA % — 7 = A A & BB DB 7 /34
A A B =T 2 A AIDDIE>Tv BT LET,

Fortinet f > % —7 = A AND BBIIHTT BB A X —T 2 f A~D~< v B 7%, BT
KD TN AE A T LS THRRY £,

« =0y b BT D R A T 4 T I A TOBEITROL DR ET,

o BBk D5 121X, 95 Fortinet f > ¥ —7 = A AT AR— b F ¥ v
(PC) F—HZA & —7 = A ZANFEHLLESLETT (Fortinet K DB FREEH & 4~
A —=T 2 A A%RL) o FHERBOGEIZ. #—7 > N BBUSKT 55 1284
BREATDA B —T oA AZBIMLET,

TN H—T 2 AF, MEA L H—T 2 A AETIAR— N TFy Rr L~ v BT
FH-SU T Cisco Secure Firewall 17V — Mz L > TER S ILE T,

« X—=0y N BBITKT D BT F A TORRITRO K D1 £,

« BT BB 121X, 35 Fortinet f > 2 —7 = A A, WY T A L H—T =
AR, R—=bF xRN, FlEIFR—F TN BT A0 F—T = A APRFEELL
#CJ (Fortinet K DE B ZFR<) o FERBOEGEIL. ¥ —F > b BB
THHENCMEE R Z A T DA B —T = A ZAEBINMLET, 72& 21T, F—F v M
BT B OB A X —T oA A EYEY T A U H—T = A ADHIA Fortinet
TOHEY 100 D2WGEE. Z—5 v N BB 2 Bl [ZEMOWEE E 7= (348
YT =T A ZAEERTEET,

e T A B —T = A A, CiscoSecure Firewall 217> — /L CIIfERL SN E ¥ A,
AH =T oA A, FR—= b+ F ¥, FRFVTA o F—T =2 ADA X —T =
A Ay BT ORNHFTEINET,

1R BRI

Management Center (ZH2ft L, #fgise & L C ZBUCKIT D058 28R L TWDH Z & MGl L
I, FEANZSUWTIL,  [Cisco Secure Firewall 1T — /L DEEGEH/NT A — X DFRE (25 _—
V) | EBRELTIEZN,

N

GE)
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A,
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BE2YT 4= A YB—T A RT—T ~D Fortinetf >4 —7 1A DT v ELY [

AT AV F—T A Ay B T EEETILEAIL [FTDA 22— x4 X% (FTD InterfaceName) ] ® K

ATvT2

nyFHETYANEZ Yy L, £O Fortinet f VF —T = A RIS TTHAUE—T oA A%
BIRL £,

BHA LA =T oA AD~ vy BV TIIEE T A, BIBITKT D8 A > % —7 = A A9 TIZ Fortinet
A B =T 2 AZEID L TOENTWVWEIEARIE., Fay XX A NNLEDA X2 —T A AZER
TEFEHA, BFIVYUTHELDTRXTOAL L H—T oA ATV —FREN., HHTEEEA,

VTN =T oA A~y B T T HMEIHY £ A, Cisco Secure Firewall 17> —/Li%. Fortinet
HEANDOTXTOYT A 2 —T 2 A ZANTDOWT BEICKT L T A0V T A B —T x4 X%
~ v LET,

% Fortinet f > # —7 = A A% BBIIKT B A v X —T =2 A= 7 Lzb, [k~ (Next) ]
27V v LET,

RDBRY

Fortinet £ > % —7 = A A&7 BRI T ABE A L B —T =2 AF TV r +, X2
Vra ) —r, BEOA v EZ—T oA AT N—TIC~ v B 7 LET, FEMICHOWTIE, (&
Fa2 )T 4= A H—T oA AT )L—" ~OD Fortinetf v Z—7 = ADS v E T | &
ZHLTLIIEEN,

X1 YTF4 =AU B—T A RT)IL—T ~D Fortinetf >3 —
T4 ADIvEVSH

Fortinetf§ il 3 1E L < BTSN D X 91T, Fortinetf > ¥ — 7 = A A %) 7e BB x5 2 B
AB=T2AAFT V=V b, ¥F2 VT4V =0 A F—T A AT N—TZv v
Y7 LEY, Fortinet R TIL, 77 A avrbr—LRY —L NATRY & —FA v ¥ —
7 xA A% (nameif) %ZfFH L E£9, Management Center TlX, TN HDKRY —{FA ¥ —

Tx2AAFTV =7 M LET, & 512, Management Center 78 U & —|3A V¥ —7 = A
AFTO 2l NERD I DI N—TILLET,

X2 VT4 = A I =T A RF 100X 2T 4 V= ICDRETH L
NTEET,

Cisco Secure Firewall 547 — /L Cid, ¥ ¥ 2V T4V~ A X —T x4 A% 1%1 Tvv
U TEET, X2 VT4 Y =P X =T oA ATy BT SN TV A %E, o
AUE =T 2 A ZA~D~Y v B TIZIEHTE £H AN, Management Center Tl rl S E
9, Management Center® X% = U7 ¢ ' — L OFEMINZ 2V TIE,  [Cisco Secure Firewall
Management Center Device Configuration Guidel] @ [Security Zones and Interface Groups] % ZJ#&
LTL7EEn,
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ATYT1 ¥X2 VT 4= BIOAS V¥ —7 = A AJ)L—"7"7) Management Center ([ZTF/ET D6, Fizidkd=
VT g V= BAT F T2 he LTHRERT 7 A MTAFEL, Fry 7 ¥ 00U X M CEMAREZR S
B INDBICA UV E =T 2 A~y 7T 5I2F, ROFIREZFATLET,
a) [EF¥aUF4Y—2 (SearityZones) 15T, A X —T =2 A ADEFa T 4 — 0 ZERLET,
b) (M3 —T x4 RYIL—T (nterfaceGroups) 15T, A v H—T A ADA L Z—T 2 AT )b—
TEREIRLET,

AT 72 Management Center |ZfFET D2 8F 2 VT 4V =LA VA —T oA A~y 7T 520, [EF=2V
7 4 Y — 2 (Security Zones) 5T, DA X —T A ADEF2 T 4V —ERIRLET,
RT3 ¥Xa VT4V —iE, FEHHTYy LI T L2 bHBTERTLIZELTEET,
Txa T4 S BTy EL /A, KOFIREETLET

Q) [ExaUs 4V — 0l (AddSZ) 1%2 Y v 7 LT,

b) [EX=UT 4V =B (AddSZ) (¥4 T7u Ry 7 AT, EM (Add) 127U v 7 LTH LW
X VT 4= EBINLET,

c) [EXx=UTF 1Y —> (SecurityZone) [FNZtFX=2UT 4V —HEANLET, HTELHRKRIT
% 48 TV,

d) [FALCD (Close) 1227 Vv Z LET,

X2 VT Y= ABERIC L > Ty Yy B 732103, ROFIREZFETLET,

a) [HBEMER (Auto-Create) ] %727 VU v/ LET,

b) [BEIER (Auto-Create) | XA T RV Ay 7 AT, [V —r~y L (ZoneMapping) %4 I LFE
D

¢) [HEMER (Auto-Create) 1 %27 VU v 7 LET,

[HEMERR (Auto-Create) (%27 Vv 7T 5H&, BELT7AT VA—IVY —UPRHEBMNICY Yy EY 7 &

F9, [FUAHID Y — 5 Management Center (23 CIZFEIET DA, TOY —IIFMHINET, v v

BT R=iE, AR =z LT A nFE R ENE T, 728 2, indde"(A)" L T,

AT Tl TRCDOA v H—T 2 AW eX2 VT 4 =iy B 7 Lizb, [k~ (Next) |27 Y w7
LET,

L., BRDMER &R
47 L 7= Fortinet % % Management Center (27~ ¥ =4 A HiZ, WA EEICHR L, Th

DT BB DB 73 ZAOREENA E —BT 5 2 LR LET, AL TW5
Z7NE, WO—HEDT 72 a e FATTDRENRDH D EERLTVET,
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siat. #rowzesi [

\)

GE) [k O L, MERF X OMRFE (Optimize, Review and Validate Configuration) | & C Cisco
Secure Firewall 17—V AP U2 &, TR RIFS L, B TBITZHEMATEET, 20
][ DT Cisco Secure Firewall 17—V AL 5 & EITIRIUIIMRFE SN ET A T
\CEENEAE LGS, [ ¥ —T7 =4 A<y 7 (Interface Mapping) ] i/ 5 Cisco
Secure Firewall 17> — /L% FiL#h L £,

Z UG, Cisco Secure Firewall 17> —/Li%, Management Center (23 CIZIF(ET DR ABLHEI T
AT (IPS) R =T 7ANKR) =2 WG L, BITTL7 78R3 hr—L—u
WZENDZEEF T2 &N TEET,

T ANKY —id, VAT LARRENRT 7 AR EO—ERE LT, Xy NU—27DF
Eip= v = Tl E 7 7 A VA Z FAT T 572045 —#HORE T, Z ORI
WX, 7R3 v — =V DOFEGEE BT H N T T 4 v TND T 7 AV S
HENS, VAT IS T 7 7 ANERET DI I/ £97,

RIS, ST 7 4 v 7 BEEEICHD D Z L ZFFA[THHIIC, VAT LAORKE#EZ A L L
TIPSHRY o —ZfFHTEET, BARY O —1F, EF2 VT ERICETAS T 7497 D
BREFEERE L, A T4 VBT, BEOHD N T 7 v 770y 7 $I3ETT5H
ZEMTEET, VATLABRRARI O —2FEHL TN 7 4 v 7 25T 556, VAT A
B DTSy FEERALET, &y PNOKRESOZEEIL, BAL—/L T
WA ENAEEFRL, FMETBIOSEEDIPT FLAER—FE2EMILEST, BARY > —
WZHHEEEFH LT, — AWMl X O —REIZHH P T RLAZRTZEHLT
xFE7,

X T TCHEORRIER 2 RET AI120%, o ESichsd 74— RICEBL4E AN LET,
T =T IWVOITIET 4 VAP, BREBEREIC BT 2HEOANRRINET,

)

GE) T 74NV ETHE, [ T4 27—t (Inline Grouping) |47 a Y ISENI/> T E
R

(MR D Feifl, MERRIS L UMRAE (Optimize, Review and Validate Configuration) | i C Cisco
Secure Firewall 17—V AL 5 &, EITIRWBIREFES N, B TBITZHMATESET, 20
B OFNIPA T 5 &, EITRDUIRFE SN ET A, ITZICEENBE LSS, (15—
7 xA A<y 7 (Interface Mapping) | B 2> 5 Cisco Secure Firewall 47> — /L % L #)
LET,

ATy 71 [REDRBEIL. R, 8L UHREE (Optimize, Review and Validate Configuration) ] HiE T, [72 X
#l#EIL—)L (AccessControl Rules) 1 %7 U > 7 L, ROFIEEFEITLET,

a) T—7ILANOET FVIZONWT, v v BT E2ERL, TRONELWI L EMELET,

BATENTZT 78 AR = —Nid, TV 7427 AL LTACLAZMEM L, £HIZ ACL A Y
—ID #7552 & T, Fortinet #p. 7 7 A MZ~ >y B 7 LT < LET, 72& 2L, Fortinet
ACL O£ HiAN "inside_access" DA, ACL D fID/L—/v (£721X ACE) 1T D4l "inside access #1"
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b)

d)

I272 0 ¥£9, TCP/UDP O#lAGbt, HEEV—EZXF TV =7 b, E-ITFOMOBEETL—1L %
PR T D EEN B D556, Cisco Secure Firewall 1T — VA FNCE S &7 0 v 7 AZEIL
F4, L 2E FANL—ADBBITO D22 DDA — L~ JEESNABE, ZNHDL—/IiT
"inside access #1-1" & "inside access #1-2" &\ A RIBHT HIVET,

BR— I TV WL TV 27 FEETL—/LOE4E . Cisco Secure Firewall 47 — /LT & FilZ
" UNSUPPORTED" &\ 57 7 2 %M L £,

12 EOT 78 AU A MRV =BT LARWESIE, R —DORy 7 A% LT TR
HIRL, [72 23> (Actions) |>[#1TL7%AEL (Donot migrate) |# IR L T, [R7F (Save) | &
7V w7 LET,

BT LN EARBIRLETRTONAL— L, T—T N TTL—FrmInNET,

Management Center 7 7 { VAR U ¥ —% | DU EOT 7R 2 bu—L R —|Z#EHAT 556
. AT HITORy 7 A%F L, [T22 3> (Acions) [>[Z 74 ILKR1) >— (FilePolicy) ]
ZIERL £,

[Z7 7 AWK — (FilePolicy) | #A 7w/ T, @77 ANVKRY —2FIRL, BRNLIZT 2
2 aryire—L R —IZEH LT, #F (Save) 1227V v 7 LET,

Management Center IPS AR U & —% 1 DL EOT7T 78X av hun— R —IZEAT L%, %
MIDITOR Y 7 AA L, [FP 3> (Actions) 1>[IPSAHKRY — (IPSPolicy) ] ZiR L
ESC AN

[IPS A U >»— (IPSPolicy) 1% A 7 v 2/ T, Wb/ IPSHRY o — 3T 2488t v MBI L, &
WUIeT 78R a2y ba—)L R —IZ#HA LT, [fR7F (Save) 1227V v 7 LET,

XTI NENCR S TWAT 78R ay ha—L—1ouX o 747y a o 2EETHIESIT.
AT BITOR 7 A A AL, [T a3y (Actions) >[4 (Log) ] ZiER L £,

[2 2 (Log) | XA 7 02Tk, BGOSR E-ITK TR, $7-1320W TRy hoaXr s
ERPCTEET, n XV E2AICT DAL, Bl X M EARY Ea—T £721% Syslog
DWFRA, ERBFEHICRET D 2 L aBIRT 50N B Y £, BEfiA > b & syslog $—
\CEET 5 2 & 28N L7284, Management Center T CIZAEAL X4 TU 5 syslog A8 U 3 — % [Syslog]
Ry P AT A= a—nERIRCx ET,

[727&Aa>r hr—/ (Access Control) | 7—7 /VNOBITENZT 78 A3y ha—/LL—1LD
T varEERTLHGAT, BUTAITORy s Ak AL, [FY 3 (Actions) |1>[IL—
L7532 (RuleAction) | ZiIRL 7,

Ex b T 7R AKIENL— T X FENTWSLIPS BELRT 7 A VDAY —i%, [FFA
(Allow) 147 a v &R TRTON—LT 7 v a A2 L THEICHIBR S E T,

ACE # vy M, BIE, BIE, Z L\, K20, BIXOVNR0oT7 402 ) o IE/FY—/7r 2 AT
T4 IVENBETE £,

TUYNEY TR VT T 510, [F4 V2D 2 VT (ClearFilter) 1227V v 27 LET,

GE) ACE (232 ACL @ Y — MERFIZ. EROHEZEHFE LTWET, ACL I, BAL
FREREEIC ST vy v &hE 1,
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ATy T2

ATvT3

ATy T4

ATy Th

ATvT6

siat. #rowzesi [

KOXTHT Yy 7 L, WREB 2R LET,
« 79t R
AT H b (RYLT=9FTSzH b R—+FITSzHH)
« NAT
o[> % —7 A A (Interfaces) ]
«[/v—F (Routes) ]
o [%4 hF VPN ko /L (Site-to-Site VPN Tunnels) ]

«[VE— K7 Z7EA VPN (Remote Access VPN) ]

Gx) YA PEIBLRY = KT 7 EBRXAVPNDOERIETIZ, VPNT 4 L ZRE L ZNHIZEEET A1
BT 7 BAV AN T V27 bRBATSN, TNENDOX 7T THERTEET,

1 DU ED NAT V— Vv ETiFV— " U F—T = A ZAEBAT LR WG AIE. 8T DITOR v 7 AE 4
AL, [72 23> (Actions) [>[#1T LA LY (Donotmigrate) ] &R LT, [1R7F (Save) |27 VU v
& L\ij—o

BITLAWVWI EABRIRLETRCTOAL— T, T—T AT L—FrmInEd,

(EE) WHOMGRTIZ, A7 V=7 FERBIRL [T 3> (Actions) | >[RRINOZEE (Rename) |
EBRINTHZLTC, Ry hT—94TP Y b (Network Objects) | # 7 £ 72X [(R—bA TPz o b
(Port Objects) | # 7 T1 U LEDFR Y NTV—20F T V=7 bERITIR— T T V=7 FOLRTELER
TxET,

LHINEEINTAT V27 Ve T D57 7 BAL—LENATRY o—4, LA TP M4T
R SNET,

T MY ABEIRL T[TV 23> (Actions) | >[#4TL7% LY (Donot migrate) 4R+ 252 & T, [IL—
b (Routes) 1 B2 v avmbil—haRRL, BITLZRVWL— &2 1 DL E@RIRTE £,
[¥4 FEIVPN k> )L (Siteto-Site VPN Tunnels) 1 27 v a 1, AR — F I TW5HTXTD VPN
FRBRUNERINET, TRXTOITOFEFEEXF—DEEZANTLILERHY £7,
[UE—F7Y+EAVPN (RemoteAccessVPN) |27 v a v Tlk, VE—FT7 27 A VPNIZHIGTHT
NRCOAT Y =7 FiA Fortinet/» HLEH L U # —ICBIT SN, RO LY ICFEREINET,
<[RS —DEIY BT (Policy Assignment) | : #ki 72 77 AL, FOVPN 71 bz, Z—4Fy
FTNA AL BEOVPNA ¥ —7 = f ADLRTEMRBLIOMIEL ET, #7077 A LD4
FIZEET 581, = FUEZERL, [7Y2 3> (Acions) |>[RBINDZEE (Rename) %7
Vw7 LET,
«IKEV2: IKEv2 7’1 h 2 VGE (FET245EG) & TNBICvy B 7 ERTWHIEETA v —
7 = A A& RIS LOMGEL £7,
« Anyconnect /N 47 —< : AnyConnect /N v 77— 3736 JLUF AnyConnect 7' 12 7 7 A /L&, 23T
ASAFortinet 7 /34 AN T HME R H Y . £o, BATICHEATE 2RERH Y £75
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BATRIOT 77 4 7 4 O—Bg& LT, 93T AnyConnect /N> 77—V EEHE L X —12T7 v
72— RLZEJ, AnyConnect 7’1 7 7 A /UL, HEE L ¥ —|ZEHT v 72— KL7 Y, CiscoSecure
Firewall 81TV — b7 v 7 ua— K L7 TEET,

B X —0 B ES L7 REAF O Anyconnect, Hostscan, FE7213MNET 7 0¥y r— U %R L E
T 1-DLL ED AnyConnect /¥ 77—V Z B IRT LM E R H Y £, FME O THEH RS G
I%. Hostscan, dap.xml, dataxml, E721I4MNH7 T U ZRINT 502038 Y £3°, AnyConnect 7' 1
T ANEAT T 8 TT,

dapxml (T, EETLDOT 7 AT VA —NINORRFLIEIELWT 7 AV THLHMBENRH Y £3, HREE
I, W7 7 A )V CEER FTREZR dap.xml THEATENE T, BEECKLERTXTOT7 7 A NVET v
n— RLTERIRTLZMERNH Y £3, THICKRKT D ERERE ~—2 S, Cisco Secure Firewall
BATY — VTR HE A E 4 A,

[7 KL A7 —/L (Address Pool) ]: 3XC?D IPv4 7 —/L & IPv6 7 — /LN Z ZIZF RSN ET,

[ V—T7R Y v — (Group-Policy) ]: 2Dk 7 v a ik, 7747 v a7 r7 A0, EHTn
T7AN IITAT LV REVa—b, BT 0T 7 A VDIRNTN—TR) v—kEFLe /S NV—T
R —NRRINET, 71277 A /L) [AnyConnect 7 7 A /L (AnyConnect file) | &7 3 (2
BMSNTWAEEIT, BRI NTERETERENNET, 22—V —Tvr7rA L, HFHT 0
TrAN, BEIOIITAT v b T 2=V Fu7 7 A VEEREITEBRTEET,

[#%#i~7" 1 7 7 A /L (ConnectionProfile) | : T XTOEH 707 7 A W/ N> RNT N—T N ZITF#
IRSNET,

[FS R RRA > b (Trustpoints) ] : Fortinet?» b & Bl o % —~D T A FARA » M E 721X PKI A
TVl NOBATIZ, BATHIZT 77T A ET 4 D—ETHY ., RAVPN OBATAE IEFIZFEITT H720
WICARBRTT, [VE—FT IR A Z—7xA A (Remote Access Interface) 1 &7 2 T/
7 —/3LSSL, IKEV2, BEIOA VX —T =2 AD T A RRA U b~y B 7 LT, BITORD
FlEICHEA E T, SAMLA T ¥ =7 MBMFET 535G, SAMLIDP & SPD kT A hARA > k% SAML
v varCey s TEET, SPIEREIIA T a v TE, FFED MU RA T IL—TITONT
I, FTARKRA LV FEA—NR_R—TF A FTLHZLETEES, 4——TF 14 FS#7ZSAML T A
NARA 2 MERKHIE(E IC Fortinet TEH ATREZR A 18, [SAML DA —/A—5 4 K (OverrideSAML) ]
F T a s TEIRTE T,

ATvT1 (EE) 7V vy FNOKHMHEE OFEME X v oa— K3 5121E, (7> a—F (Download) %7 U >
7 LET,

ATwFT8 WEENTET L6, [MEE (Validate) 1227V v 7 LET, EEPMERVEAT 4 —/V KT, B2 AT
HETHPELET HZ EITHER LT ZS, [#&EE (Validate) 1A% 1E, T _XTOMHET £ —/L RIT
AN LTEBIZDBEMTIR D 5,
RAEH ., Cisco Secure Firewall 17> —/L|d Management Center [Z826i L. BEGFOA 7V =7 M &R L,
ENODF TVl NeBATHEA 7 V=27 FOY A MW LET, 7Y =7 FH3 7 TIZ Management
Center |Z/FET 5 4. Cisco Secure Firewall 17> — /WZIR OB % AT L £,

ATV NOLHTEREMNE UHA . Cisco Secure Firewall 47 — /VIZBEFOA T V= 7 M &
FIH L. Management Center (2 LA 7 =7 MEERL EH A,
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BITSNEHEBEOLUTA®D T Y < a2 . Management Center .

ATVl FDLAFINE U TR B 72 D54, Cisco Secure Firewall B1T7Y —/Wid4 7V =7 b
MAEEWME LET,

BAEOHEI TR 2 > Y — L THERTE £,

AT T KGEENTET L. [MFEAT —4 A (Validation Status) | A 72 7Ry 7 A1 DULEDA TV =27 D
BMENRRFINTEGEIL. ROFIEZFITLET,
a) [WiA DR (Resolve Conflicts) 1227 VU v 7 LE9,
Cisco Secure Firewall 2T —/Vid, A7 V=7 FOBENRESI NGNS C T, [Fy hT—7
+7 Y=/ (Network Objects) | # 7 £ 721X [FA— b4 7 =7 & (Port Objects) 1 % 7 DWFium
FITMFICEET A 2 2RRLET,

by ¥T7E7 Vv L, ATV=Y bEMERLET,

) BANDHHFEAT Vs bOZ N EHRL, [FY 3> (Actions) | > [HEDAER (Resolve
Conflicts) ] Zi®R L £,

d) [HEE O (Resolve Conflicts) 1V > R T, #ET 72 a LV &2FTLET,
7o & 21X, BEf£® Management Center 47 ¥ = 7 h & DG ERET D7D, A7V =27 MY
T4y AEBNT DRI KROONDGERDY ET, 77NV IOV T 4 v 7 AEZITFAND
P MEOY T 4y 7 ATESMAD ZENTEET,

e) [f#R (Resolve) &7 V7 LET,
) T LOTRCOFT V=7 NOBEEEMRLIZD, [fRIF (Save) 1227 Y v 7 LET,
g) [MFE (Validate) 1% 27V v 7 U CHRAFRGEL, X3 COFT V27 NOBEEMIR LTZZ L%
ERLET,
AT T KGEENET L, [MFEAT —4 A (Validation Status) | %4 7 1 778 v 7 AT [Successfully Validated] &
WIH A E—URERINTED, BITSNTMRKOLL T ~D 7 > = . ManagementCenter (37 ~X—3)
(R E T,

BITEIN-#EREOLTA®D T v 1 : Management Center
R OGRS, T _XTOFT V=7 FOFEEMRIE L TORWEAIX, Bifranh:
Fortinet /%% % Management Center (27 > ¥ =2 T& £H A,

BATT v ADZDAT v 7 Tld, BT ST HMER % Management Center (23515 L7, &l
xS DB 7S ZTHERL A R L ¥ A, 7o72 L, BRUSKT D05 LB FEORRIE
ZDAT v T THEINET,

\)

() Cisco Secure Firewall E17> — /L3 BAT S L7 BK % Management Center (2265 L T 5 I,
MRAZEE LD, T4 RCEB LD LN TS0,

ATy 1 [RAEAT —# A (Validation Status) | A 70 7Ry 7 AT, MiEOMEE MR L £,
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ATy T2

ATvT3

ATvT4

(4%~ >~ > = (Push Configuration) 1% 27 U > 7 LT, #47 L7= Fortinet # /%% Management Center |Z 1%
FLET,

Cisco Secure Firewall 517> — /L2, BITOMEITIRIOME N F RSN E S, 222V —/LIZ, Management
Center |27 v a2 SN TWDH AV R—F%2 bOFEMREI TR AT IR R TEET,

BATHRE T LD, [LR— DX 7o — K (DownloadReport) 127 VU v 27 LT, BiITHhLR— &4
rj\‘/m% F‘[/T’f%ﬁ Li—g«o

BIIHBLAR— O —%, Cisco Secure Firewall 17—/ L & [7 UHATIZ 3 5 Resources 7 4 /L& 1%
TFanEd,

BITBRRIG LTSGR IE, BITRV A= v 7740, BIORBIT Y 7 A V2 HEICHERS L T, KK
DRz L £ T,

KTV a—TFT 4 TIZONTE, PAR— b F—AICMWAbEL 2L b TEET,

BITOXBOYR—F

BATICRIT 2 8561%, R — MZBRWADbELZEW,

1. [B1776 T (Complete Migration) ] B[ T, [¥a— F (Support) | RZ %7 U7 LET,
ST PR — P R=URFRINET,

2. [YAR—hFN FL (Support Bundle) | F =V Ry 7 A%ANILT, Fvra— R 587 7 A
NWEIER L ET,

GE) ny 77 ANVEDB 7 AL, T4 R THE U E— FRIGERINLTWET,
3. [#vru—FK (Download) 127V v7 LE7,

PR—=FIRURLT 7 ANV, B—=B AR Zzipk LTH Y r— RENET, Zip 7 4/ F Zhi
LT, r7774/L, DB, BLOWER T 7 A VERRLET,

4. [Emailus] 27 Vv 27 LT, 77 =NTF—LIEEOFMEE T A— L THEELET,
Fyru—RLIEYR— b7 7 A VEEFA—MICENT 2L TEET,

5. [TAC ~—IZB#) (VisitTACpage) |22V v 27 LT, Y AadDHPR— k=TI TTAC 7 —A%AE
L ET,

Gx) TAC 7r— A%, BITHIZWHOTHYR— b_X—=U o4 —7 T T,

BiTHh LF— FORBEBTORT

BITHROLR—MIT, SFESEAHITITIDACL 7 b, ACL Fifb., BLUOMER 7 7
ANTEIT SN RELO BRI B o —ICET A ER RSN ET, Sz VT, &
Wi, fERROfER EmEE 32 —Y) LT IEEV,

ATV b EMEES L THREEL £,
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T EED
« ACL VAR (BATTEOMIR)
CSLELORR L B SNB ACL b — L OEFIL TR, v v FURYRHY £,

« kD ACL 1 w7 > b, BE(LORIBICA 7 b &2 ACL/V— VORI AE R L
7,

BAITHICBITHR LA — Fa X v rn— FLENCSEIE. ROV 7 2RLTHy v rm—R
LTLIEENY,

BATHLAR—FhOFZ > a— Rz RARA > b http:/localhost:8888/api/downloads/post_migration
summary html_format

\ )

GE) LR — KL, Cisco Secure Firewall 1TV —/LOFETHIZORL T o a— R TxFET,

ATV 71 BAELR—bE2X U m— FLESICBEE L E7,
ATYT2 BITRLAR— FEE, ZONELZEEICHE L T, Fortinethild & D X 5 ITBATE NIz h & B L
—g‘o

» Migration Summary : ASA Fortinet > 5 B9 2 Bh 5 1CBAT ST OMEE,  Fortinet A >
X —7 x4 A, Management Center 5 A "4 & RAA 2 X —50y N BRI 2858 731 2 (%
VI 256) . BROEFIIBAT IR ERICET 2E#RAEENET,

» Selective Policy Migration : F4TFHIZI8R S U7 FEIE D Fortinet BERE DFERNIL, [T /31 AAERAERE (Device
Configuration Features) |, [ 4#AFERE (Shared Configuration Features) ], 36 LU [k
(Optimization) 1 D3 >O A7 A YNTHEHTE T,

» Fortinet Interface to Threat Defense Interface Mapping : [EF ICBAT ST A v F — 7 = A ADFEM & |
Fortinet #pl DA o % —7 = A A% BRI T 2B T 3A ADA o =T = A ATv vy BT LIz
Fik, ThoD~vy B IR ERBY ThD Z 2R LE T,

GE) Zov s va i, BB T D T AN R M LW BAT, ERBATICA Y
B—T 24 ANBRES N TWVEWGEITITEH S EE A,

« Source Interface Names to Threat Defense Security Zones : 1E 7 (21T S 4U7- Fortinet s A > X — 7 = A
A LAHOFA, BLUOENLZ HEICHT 20 O F=2) 7 4y —vitwy e 7 LIcHikE Z
oD~y BV IR ERBY ThDHZ L 2R LET,

GE) TORRAGE) R b ENAT BBATICRIRS L TWVEWNES, Zotr va vid@EfshE
A,

« Object Conflict Handling : Management Center DEEAFD A7V = 7 b & i LT 5 LilkHll 117 Fortinet
F7V 2l NOFEM, ATV FOARTERRENR UYA . Cisco Secure Firewall 17 — /L&
ManagementCenter 47 ¥ = 7 &2 HHHL TWET, F7 27 FOAHINE U CHEEN R D56
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X, BEENETNOOAF TV =27 "OLHIZER L TWET, ZN6DF TV =y M EHEICHERL
AN I N2 EEHR L ET,

» Access Control Rules, NAT, and Routes You Chose Not to Migrate : Cisco Secure Firewall 17> — /L CEAT
L2V E D ITEIR L7z b— L DFEf, Cisco Secure Firewall 217 —/iZ K- TERML &, BITEN
IRIPOTZ IO D=V aEB LET, INODITEMEE L, BIRLIZT _XTONL—LRZok s g
VIZVAPEINTWDZ 2R LET, HEISUT, ZNHDNL— LA FETHEKTE £,

* Partially Migrated Configuration : #Efi4 7' a2 > 72 L CTHA— L EBITCX DA 7 > a U fFEr—
NEETe, RO IBAT S I Fortinet L—/LOFEM, ZHHOITEMEGE L, AT > 2 v
Management Center THAR— F N TWAENE I DEHERLET, AR —FINTWDLELEIE. Zhb
DAT v a v 2FETHRLET,

« Unsupported Configuration : Cisco Secure Firewall 17> — /L7323 6 DEREDO AT Z 7" — K LTV
Wesh, BAT 720> 72 Fortinet MR DOFEM, T 0 OITZ RS L, SHERED B RUT T 21
B THR—FENTWDLENE I DEMHRLET, £DYA L. Management Center T Z 4L 6 OREL F
B THERL L £

« Expanded Access Control Policy Rules : #47H# 2 Bi— @ Fortinet Point /L— /L7 S 880 x4 5 b5
1 V— AZHEIE &7 Fortinet 727 2 2 22 ha—/L R Y ¥— JL— L OFEH,

» Actions Taken on Access Control Rules

+ Access Rules You Chose Not to Migrate : Cisco Secure Firewall 517 — /L CRAT L 72\ K 9 1T IR L
7zFortinet 7 7 ¥ 23 b m—/L)L— /L DFEfl, T D OITE2MER L, IR L2 T X TO/L—/L)3
OB Va VA RSNTWADZ EEERLET, BHEIELT, ZNHDONL—/LEFET
MR TEET,

Access Rules with Rule Action Change : Cisco Secure Firewall 817V — V&AL T [L—1T 27 3
V] BNEFRENEZTRTCOT 7|8 A ar ba— LR — b— LD, V—1AT 7 ard
fE1X, Allow. Trust., Monitor, Block, Block withreset TJ, ZAL5HDITAHMER L. R L7239
TONL—NANZOEIva AV A MENTWD I LA LET, LEILLT, ZHD—
N FEI TR TEET,

Access Control Rules that have IPS Policy and Variable Set Applied : IPS AR U > —2 @ H I T\ 57
A TOFortinet 7 7 A 2> hr—/LRY >— L—/LOFEM, 5D — LA EEICHRE L
Z OBRED ZEUTH T A5 THAR— RSN TNDL0E I hEHERLET,

Access Control Rules that have File Policy Applied : 7 7 A /LR U > —03#H STV DT
Fortinet 7 7 £ X @ hm—/L RY > — L— LD, ZHHDNL—LEZEEICHRL, 2O
RES UK T D THAR—FENTOD0E I EHERLET,

.

Access Control Rules that have Rule ‘Log’ Setting Change : Cisco Secure Firewall 47 — V&l L C
(o 73%E] WEE Sz Fortinet 7 7 & A= b —/LL—/)LOFE, v 7 3% E DfEIL. False.,
Event Viewer, Syslog 9, TN OLDITEMER L, BN LTXTOAL—ANZDEZ v a izl

AREINTWDLZEEZMERLET, REITLUT, ZRHDNL— VA2 FE THERTEET,
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(6= PR— P SN TRV —VBBATSNRINSTRE, RBIRN T T4 v I BT 7 AT U4 —
NEBETOMERRELET, ZOMNT 74 v BNEBRICHT LI LT ry 7 Sh
5 X 912, Management Center C/L— /L& T 25 = & 2 HERE L £97,

GE) [f#e58 & #GE (Review and Validate) | ~— 3 CIPS £7213X7 7 A VAR Y > —% ACL IZEHT 5
VENH L5, BITRNCEE L 7 —CR Y —%1EkT 25 Z & 258 < BEID L £9, Cisco
Secure Firewall 17T — /VidfEf SN -EHE L ¥ —nbRY U —%2FET 5720, FLRY
VEMEHLET, HILWARY = EER L THEEORY —IZHIV Y TH L, N7+ —~v
APMKTF L, 7y aPNRITHAREERH Y £7°,

Management Center & B kT3 285 THAR— F SN HEREOFEMIZ OV TIL,  [Management Center
Configuration Guide, Version 6.2.3]] [#5E] #S M L T Z 30y,

RATv T3 BATRILAR— b EBE, BEICKHT 2858 7314 2 TRECTBATT 24823 % 5 Fortinet i§E H % A €
L/ij‘o
AT w74 Management Center C, RO FIEZEFITL ET,
a) BB T DB T3 AOBATENT MR AR L, WEEZDT R TOHMRFINLIL—LEBLIOE
DOMMOFERIEE DTSN Z L 2R LET,

« 77 AHI#EY A b (ACL)
« Xy hU—2 7 KL AZHHH]
A= FBEORY NU—=IFT V=T b
« /=K (Routes)
AU E—T AR
b) —ERYR— I TWND, $R—FERTWen, BRI, b, BLIOBITISNR
M2 T X TORRRAR L V— V2 L7,

INHDIER EN— NV EHERT B FEOFEIC OV TIX,  [Management Center Configuration Guide)] [#
FE] AL T IE S, PR LB H OFl 2RISR LET,

« PS5y N7 F—AHE (SSHT 72 & HITPS 7 7 & 2% &%) ( [Threat Defense 77 v
T A — LR E] BSMR)

* Syslog #% & ( [Configure Syslog] % &)

« @ L—7 1 >~ ( TRouting Overview for Threat Defense ] % £:ff1)
o —E AR Y y— ( [FlexConfig Policies] % %)

« VPN #% ( [Threat Defense VPN | % )

« B e 7 %€ ( IConnection Logging| % &)
ATv TS HERMNET L5, Management Center 7> 5 BB xS 2 Bl 7 /51 ZTBAT Sl mpk 2 BB L £,

PR— R EN TRV —L E =R R — R ENTWEL—ZONWT, T—ZN1BTHRLA— MIE
LS EMENTWDZ L E2MHRLET,
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. Cisco Secure Firewall 1TV —ILD7 o4 VX =L

Cisco Secure Firewall 17> — /L1, R U —% BT D5 734 AZEID Y CTES, BHENE/TH
DN INTWDEZ LR LET, BITSINDZRY =%l LT <3570, 20K
U ¥ — OB Fortinet #p DR X M EENTWET,

Cisco Secure Firewall 17V —ILDT7 A 2R —JL

FTRTOa R R—3x2 M, CiscoSecureFirewall 17 — /L E R U7 4 WV HITARIFSNE T,

AT T 1 Cisco Secure Firewall B1TY —/VEEE L7 VA ICBEI L £9,
ATvT2 vV ERAETLHHEIE. log 74NV F AV EY £72i3 = B — L THIOHATICAE Y 15 £ 37,

ATY T3 BITHILAR— F EBITHR LR — N E2REFET D581, resources 74X 200V EY £/ 1X= v — L TH
DGETNZAE Y i £,

X T 74 Cisco Secure Firewall 817V — LV Z2EE L= 7 + VX IR L £,

vk a7y ANy Y=y ¢ RoZBEAHT 530 CuvvE 9, Cisco Secure Firewall 17 —
DAL= 4y RURENTWAES, al 77 A NLE 7+ AKX IR ERA,

#1749 : Fortinet 5 5 Threat Defense 2100 ~
A\

CE) BITORTHBIIH =T v NT AL ATHEITTE LT A MHEEZERLET,
e AT ZAHIBIETIDO X A7

s AT AMEDH XY

AUTFUOREBEEIORRY
18 H B HEIIC
Management Center %1 > A h—/L L CTEH L TWDH Z L&A L ET, dEMlc o WTIL,

8)72 [Management Center Hardware Installation Guide)] [#:5E] 35 X OVt 72 [Management Center
Getting Started Guide) [#FE] 2 L TS 723V,

AT 1 BT DE(E5C Fortinet © 7 0 — N LK £ 7212 VDOM T & OO a B — 2R 1FE L £7°,
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ATy T2

ATvT3

ATv74

ATy T5

ATvT6

ATy T17

ATvT8

ATvT9

ATv 710

P s Lt |

v MU —7|Z Firepower 2100 > ) — X T NA ZAEEBFHAL, A VX —T oA AP LT S T4 T
ADEREA T LET,

FEAIZ DU TCIE,  [Cisco Threat Defense for the 2100 Series Using Management Center Quick Start Guide] [Z&
Rl AL TITES N,
Management Center {2 K > TEEE X415 Firepower 2100 2 U — X 734 R &Gk LET,
FEARIZOWTIX,  [Add Devices to the Management Center| % & L C< 72 &0,

(fLE) 51570 Fortinet MERRICHEKIA ¥ — 7 = A ANB H 1. ¥ —5" > | Firepower 2100 > J — X
TN A THR— T ¥ %/ (EtherChannel) Z/ERLL F9,

FEMILZ DUV TIE,  [Configure EtherChannels and Redundant Interfaces] Z &ML T 72 &0,
Cisco Secure Firewall 17> — /L D #i/3— 2 > % https:/software.cisco.com/download/home/286306503/
type PHA T E— KL TCTEITLET,
FEREIZ DU TIE, Cisco.com 75 @ Cisco Secure Firewall 217V — /1D X 7 m— K (19 X—) &M
LTL7EEN,
Cisco Secure Firewall 17> — V& @) L, #EFiL/3T7 A —X 2R ET 584613, Management Center (28
#% L 7= Firepower 2100 > U — X T34 X &8RN L F7,
FEHICOWTIE, Cisco Secure Firewall 17 — /L Ok Je /87 A — 2 DIFE 25 <—2) 2R LT
<TZENN,
Fortinet f > % —7 = A A% BRI T O A 2 —T7 =4 AT~ vy B T LET,

GE) Cisco Secure Firewall {7 — /L Z {42 & Fortinet f > % —7 = A AX A 7% BB

THEH AL Z—T 2 A AZA TSIy B T TEET,

7= & %13, FortiNet DELA o X — T = A A% BBIZT A0 oA o ¥ —T =4 A2~ BT
TEET,

FEANZ DWW TIL,  TFortinet 7 7 A 7 7 4 —/L §)k & Threat Defense f v Z—7 = A AD~ v B 7| %
ZRLTLEEN,

B VA =T 2 A Ak FXa ) T4 Iy vy BT H LIS, [HEWEK (Auto-Create) ] % 7
Y 27 LT, Cisco Secure Firewall {7V — /L CHLWWExXF 22U T 4V — U 2ERTE 5 LI LET,
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Fortinet 1% > Management Center ~DFATD AT — & A

Error Message

Cisco Secure Firewall B{TY —NMIZ Lo THERINATT— A |null
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Error Description

T T A LT BEERS KO 2 O D RAREICEES 258 | null
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"metadata": {
"contentType": "application/json",
"topic": "migrationtool.telemetry"
}I
"payload": {

"fortinet config stats": {
"Ipv6_access_rule counts": 3,
"Ipv6 _bgp count": O,

"Ipvé nat rule count": 3,

"Ipvé6 _network counts": 3,
"Ipvé_static_route counts": 6,
"access_rules_counts": 62,

"acl counts": 62,

"fqdn based access_rule counts": 2,
"nat rule counts": 27,

"network object counts": 59,
"network object group_ counts": 11,

"no of fqgdn based objects": 9,
"port object counts": 166,
"port object group counts": 37,
"timerange based access_rule counts": 0,
"total unparsed access_rule counts": O,
"tunneling protocol based access_rule counts": 0,
"unparsed config count": O,
"unsupported _access_rules_count": 0,
"unsupported nat rule count": 0
}I
"context mode": "SINGLE",
"error description”: null,
"error_message": null,
"firewall mode": "ROUTED",
"log info_acl_count": 0,
"migration status": "SUCCESS",
"migration summary": {
"access_control policy": [
[
{
"access_rule counts": 62,
"apply file policy rule counts": 0,
"apply ips_policy rule counts": O,
"apply log rule counts": O,
"do not migrate rule counts": O,
"enable hit count": false,
"expanded_acp_rule counts": 1,
"name": "FTD-Mig-ACP-1602513965",
"partially migrated acl rule counts": O,
"time based acl count": O,
"total acl element counts": 69,
"update rule action_counts": 0

] r
"interface counts": 20,
"interface group counts": 0,
"interface group manually created counts": O,
"ip sla monitor_ count": O,
"nat Policy": [

[

{

"NAT rule counts": 27,

"do not migrate rule counts": O,
"name": "FTD-Mig-1602513959",
"partially migrated nat rule counts": 0
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] r

"network object rename counts": O,

"network object reused counts": 37,

"object group_counts": 2,

"objects counts": 35,

"port object rename counts": O,

"port object reused counts": 10,

"prefilter control policy": [

[
{

"do not migrate rule counts": O,
"name": null,
"partially migrated acl rule counts": O,
"prefilter rule counts": 0

]I
"security zone counts": 19,
"security zone manually created counts": 0,
"static_routes_counts": 9,
"sub interface counts": 20,
"time out": false
}I
"migration tool version": "2.3",
"mtu_info": {
"interface name": null,
"mtu_value": null
}I
"rule change acl count": O,
"selective policy": {
"acl": true,
"acl policy": true,
"application": false,
"csm": true,
"interface": true,
"interface groups": true,
"migrate tunneled routes": false,
"nat": true,
"network object": true,
"policy assignment": true,
"populate sz": false,
"port object": true,
"routes": true,
"security zones": true,
"unreferenced": true

}I

"source_config counts": O,

"source device model number": "FGT80E",
"source device serial number": null,
"source _device version": "6.0.6",
"source_type": "FORTINET",

"system information": {
"browser": "Chrome/85.0.4183.121",

"operating system": "Windows NT 10.0; Win64; x64"
}I
"target device model": "Cisco Firepower 9000 Series SM-24 Threat Defense",
"target device version": "76",
"target management type": "6.6.0 (build 56)",
"target management version": "6.6.0 (build 56)",
"template version": "1.1",
"time": "2020-10-12 20:16:15",

"tool analytics data": {
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"objectsplit 100 _count": 0
}I

"tool performance": {
"config push time": 533,
"conversion time": 3,
"migration time": 1108

}

}I
"version": "1.0"
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