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AT Tl =7 AR—FHDISON &7 =7 NAREZER LET,
5 -
JSON 7Y =27 Ol Z IR LET,

"diskFileName": "string",

"encryptionKey": "*FAAkxxkkkm

"doNotEncrypt": false,

"configExportType": "FULL EXPORT",

"deployedObjectsOnly": true,

"entityIds": [

"string"

]l

"jobName": "string",

"type": "scheduleconfigexport"
}
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« diskFileName : (L&) =7 AR — bzip 7 7 A VD4R, Z4RIZHEELRZWESE, T 74/ FTUA
F I Lo TARMER SN ET, AMEEELESAE T, B E R 5 7 DI AR LR
s h 25601 H 0 3, ARTORKRI 60 LT TT,
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WX — RLERIC, =AU Tzip 77 A VAR BLERHY £9, =7 AKR—hZhic
R 7 7 AV TlE, FER#EE, AT — R, BIOZOMOEET —2 0N 7 V7 TXFA N TARSE
T (I LRNVE, AVR=FTEERA) . ZOBRA. BET—F 2 R#ET LD X —%
WHT2Z LN TEET, VAT A TIHL AES 256 B LM S v J,

* doNotEncrypt : (fEE) =7 AR— 7 7 A NVEBE ST 250 (false) E7IIHE AL LRND (true)
T 74V M false T, 2FE V| ETRWVESEX—RBYEZIEET H2LENSH Y 7, true ZIFET
L&, b — BT ERE S ET,
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« configExportType : #%. 7 7 A W EZ T AR — b T 572D, IROTT AR—FZ A TDONT ik
RTEET,

« FULL_EXPORT : =7 AR — 7 7 A VIR RAEEZEDET, TRIETIHIL DA T3y
THY. BIODEOICTERRT IVLENHYET,

« deployedObjectsOnly : (L) A7V =2 FREASNTWLGEIZOR, TNOLDOFT V=V M
T AR—=R T 7 ANVIZEDLNE DD, T 74V Mifalse T, ZiUE, T X TOREFOLEEN
T AR—MIGENDZ L ZEWRLET, RETOLEZRINT DT, true ZHEE L E 7

entitylds : [ 2] CHENT, —HOBMGARA V NAT7 V=227 hOID AW~ TRU 72U A |,

Z DY A NI PARTIAL_EXPORT ¥z 7 CIIMATY, VA NNOFIEEIZIL, UUID fED, £720X
"id=uuid-value", "type=object-type". "name=object-name" 72 & DK — 1 L —EF L @EMELEONT O
WTENNERRETEET, & 21F. "type=networkobject" 72 EZFFETEX £,

* type I%. networkobject 2 ED YV —T7 T 4T 4 FTAFT—HEDOY =T XA T DA YT ADU
TR F9, BED type =AU T ADH & LTIE, network (NetworkObject &
NetworkObjectGroup) . port (37T TCP/UDP/ICMP "— k., m baj BLIORITv—7 #
A7) . ul (URLAZ7 V=7 FBLORIV—) | ikepolicy (IKEV1/V2RY 2 —) | ikeproposal

(Ike VI/V2 7m0 AR—" /L) | identitysource (- XTDOT AT 7 47 4 Y —A) | certificate (3~
RTOFEAES A7) | object (THRAATX—TxD[A 7Y =7 kb (Objects) |<—IZV A K
INBTRTOFT V= MNINV—T%A4T) | interface (TXTDORYy NT—F f X —T =
A R) . 2svpn (T XTOH A M VPNEEH 1 ) | ravpn (X THORAVPNBE X 1 ) |
vpn (s2svpn & ravpn D7) 72 ERH Y 97,

ATV FEENLNLE SN DS RTHRIZT T, PARTIAL_EXPORT D)7 7 A /Wi
GENET, T AR— IARHERAT V7 MITRT, DEEELESATH, BB
ShENET, WYIRY V—AXATIZHLTCGET A Y v REFEHL, =47 v 47V bO
UUID, # A 7', i34zl L £,

Tl ZIE, TRTORYy NT—2FT7 V=2 hE | myaccessrule &L \WDARTOT 7 AL—/L BX
O, UUID THAISND 2 0DAT V= a7 AR— T L556, ROXIIHETEET,
"entityIds": [

"type=networkobject",

"id=bab3e3cd-8c70-11e9-930a-1f12ee87d473",

"name=myaccessrule",
"acc2e3cd-8c70-11e9-930a-1f12ee87b286"

] 4
«jobName : (fEE) =27 AR— b a TIZ4FIEfMiToE, PaTdDORT—Z 22 [GET 5L EITRD
FRT LR ET,

s type : ¥ 3 7 DX A 7L 1T scheduleconfigexport T4,
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curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{
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"configExportType": "FULL EXPORT",

"type": "scheduleconfigexport" \
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}' 'https://10.89.5.38/api/fdm/latest/action/configexport’

ATY T3 IEEEMWELET,

WG 288 =2 — RIi3 200 THLBENRH Y £, KIKROISON AT =7 F&RA b LIZGE, EW

RISEARSCIIRD X 512720 9,
{

"version": null,

"jobHistoryUuid": "c7a8ba6l-629a-11e9-8b8d-0fcc3c9dedob",

"scheduleType": "IMMEDIATE",
"user": "admin",

"forceOperation": false,
"ipAddress": "10.24.5.177",
"diskFileName": "export-config-1",

"encryptionKey": null,
"doNotEncrypt": true

"configExportType": "FULL EXPORT",

"deployedObjectsOnly": false,
"entityIds": null,
"jobName": "Config Export",

"id": "c79be920-629%9a-11e9-8b8d-85231be77de0",

"type": "scheduleconfigexport",
"links": {

"self": "https://10.89.5.38/api/fdm/latest

/action/configexport/c79be920-629%9a-11e9-8b8d-85231be77del"

}
}

ATY T4 KD 7 ZAR— N OWREEEZHER L £,

T AR— MPFET T DITILDREMDR D00 T, MERAREWIEE, ¥ a TICRERRFH R 72D
FT., VaTDARAT—HReTF v I L, TrANEF Y — FELHENZERICTETLTWD Z & &

WBLET,

AT —H ARG HI21E,. GET /jobs/configexportstatus % i 9~ 2 FiEN K b ¢34, 72 & 2L, curl

g NiEkD X H1270 £9°,

curl -X GET --header 'Accept: application/json'

'https://10.89.5.38/api/fdm/latest/jobs/configexportstatus’

EFICETLEY a3 7I2iE, ROAT—ZANRERINET,

{
"version": "hdy62yfSxp3vi",

"jobName": "Config Export",

"jobDescription": null,

"user": "admin",

"startDateTime": "2019-04-19 13:14:54z2",

"endDateTime": "2019-04-19 13:14:56Z",

"status": "SUCCESS",

"statusMessage": "The configuration was exported successfully",
"scheduleUuid": "lef502ad-62a5-11e9-8b8d-074ebc750708",
"diskFileName": "export-config-1l.zip",

"messages": [],

"configExportType": "FULL EXPORT",

"deployedObjectsOnly": false,
"entityIds": null,

"id": "lfOaad8e-62a5-11e9-8b8d-bblebb4d1300",

"type": "configexportjobstatus",
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"links": {
"self": "https://10.89.5.38/api/fdm/latest
/jobs/configexportstatus/1f0aad8e-62a5-11e9-8b8d-bblebb4d1300"
}
}

T AR—NT7ANVEH T ra— RRLET,

T AR=I P aTBRETTDE, TITAR= NI 7 ANNY AT LT 4 AT ICEEIAEN, WET 74
JVEMEENET, 2O AFR— h7 7 A VL, GET /action/downloadconfigfile/{objid} Z#fEfH L Cr—%
N Ax T ra— R TEET,

FERAEEZR 7 7 A LD U A N &EFFT 5121, GET /action/configfiles A Vv R&H L £7,

curl -X GET --header 'Accept: application/json'
'https://10.89.5.38/api/fdm/latest/action/configfiles’

INBEIZIZHEBDO Y A RBRERIIL, INBITENENDER T 7 ANVTT, 72E 2, ROYU A MI2o
D77 ANERLTVET, TXTOT77ANLDIDITT74NL R THY ., IDZEHL DY IC
diskFileName # {42 DN A N T 7T 4 A TY,

{
"items": [
{
"diskFileName": "export-config-2.zip",
"dateModified": "2019-04-19 13:32:282Z",
"sizeBytes": 10182,
"id": "default",
"type": "configimportexportfileinfo",
"links": {
"self": "https://10.89.5.38/api/fdm/latest/action/configfiles/default"
}

"diskFileName": "export-config-1.zip",
"dateModified": "2019-04-19 13:14:56Z",
"sizeBytes": 10083,
"id": "default",
"type": "configimportexportfileinfo",
"links": {
"self": "https://10.89.5.38/api/fdm/latest/action/configfiles/default"
}
}
] 4

diskFileName # 47 =27 FID L LTHEAL, 77/ v EX D a—RKLET,

curl -X GET --header 'Accept: application/octet-stream'’
'https://10.89.5.38/api/fdm/latest/action/downloadconfigfile/export-config-2.zip"

Tr7ANE, TIHNLIIDODE T a— R T IAICA T ua— RENET, APl 27 A 72— )5 GET
AV REBITLTNTC, Furue— RRGHEEETALIRDELHICT IUVFRREINTNDEE
i, 77 ANVERETLELIRDLNET,

GE) EEICFv a—FREnbdE, BV a—FRN20 &R0, JIREATRL 20 £9,
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TINA AR FZ—D v oD PKIEEAZED T Y R7R— k & Firewall
Management Center ~®D A > 7R— k

Cisco Secure Firewall 17 — /L%, FEHESN— R VPN OB HY o X —~DBITE2FHR— |
LCWET,

£ 2K b ST FDM B RS ARy R, b & b IR B m— R
7j§é\jzﬂv(ll\§£’9‘<o :n&i%fit“/&‘—‘G:% ?//—\KO*‘ }‘-’G%jﬁjﬂ

A R — NEDEBYE X —T, BITRIT 7 T4 ET 4 D—BRELT, PTAMRAS U ME
ILVPNREEZ PKI A7 V=7 N LTFEBITRBITLES, ZOT 277 47 11%, Cisco
Secure Firewall 17> — V&M Lo BT BT D RNCFEITTH2LERH Y £,

ATy T RS Funb, GEBHEAN A 72— K (-----BEGIN CERTIFICATE----- p— END CERTIFICATE----- DR
DfE) &% — (BEGIN RSA PRIVATE KEY----- p— END RSA PRIVATE KEY----- ODfE) Zavr—L
jzjro

1 -

wen

"type":"identitywrapper",
"action":"CREATE",

"data":{
"version":"girr7veykdjvx",
"name":"RA VPN Cert",
"cert":"————— BEGIN

CERTIFICATE-—---- ",

"privateKey":"--—-- BEGIN RSA PRIVATE

RSA PRIVATE KEY----- ",
"issuerCommonName":"mojave-rsa-root-2048-sha384.cisco.com, CN =

mojave-rsa-root-2048-sha384.cisco.com",

"issuerCountry":"US",

"issuerOrganization":"Cisco",

"subjectCommonName" : " fdm-ra-vpn-cert.cisco.com, CN = 172.16.10.50",
"subjectCountry":"US",

"subjectDistinguishedName":" C = US, O = Cisco, CN = fdm-ra-vpn-cert.cisco.com, CN =

172.16.10.50",
"subjectOrganization":"Cisco",
"validityStartDate":"Jan 1 12:00:00 2012 GMT",
"validityEndDate":"Sep 1 12:00:00 2034 GMT",
"isSystemDefined":false,
"keyType":"RSA",
"keySize":2048,
"allowWeakCert":false,
"signatureHashType":"SHAL",
"weakCertificate":true,
"id":"9d0a8efb-01fa-11ed-8d7b-1£4809c453ac",
"type":"internalcertificate"

}

RATv T2 PKIGEAEZEHE X —ZA v FR—FLET (TP P FEE (ObjectManagement) |>[PKIA T
x4k (PKIObjects) ]) .

FEAMZOWTCIE,  [Firewall Management Center Configuration Guide] [#E3E] 2 L T 72 &0,
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. AnyConnect /8w —> &0 T 7 A LORE

FHEYTIERR L7 PKI A7 ¥ = 7 M, Cisco Secure Firewall 17> —/L® [VPN k > /L (VPN Tunnels) ]
Y7 va o [#EREMEE (Review and Validate) | ~X— 3 Tl T F9°,

AnyConnect /Ny —2 & JO T 74 IILOEE

bneh BRI
AnyConnect 7’1 7 7 A JWIA T a o ThHY | BEE - Z —F 7213 Cisco Secure Firewall 1T
YN ENLTCT v T a— R T&EET,
EHE X —DYE— T 7 A VPNIZIZ, 1 2L E®D AnyConnect /X & — VN MELT
B
« {23 Hostscan &AM 7 7 YNy r — D TR SN TV D BB, bRy r—
27 v 7 u—RNTLO0EPDHY £T,
CHBATHIOT 7T 4 EF 4 D—EBE LT, TR_RTO Ay r— D5 &l o 2 — BT 5
R £9,

* Dap.xml & Data.xml |Z, Cisco Secure Firewall 47> — /L2t L CGEMT 20 E R H Y £
‘j‘o

FY A F— Dy T m— R RSy o — R L E T,

AT TN TRA A X =V ¥y TH U a— N[y r— VR L7,
GET /object/anyconnectpackagefiles API Z{EH LT, T/34 A LDy r— V%2 FRTXET,

curl -X GET --header 'Accept: application/json'
https://10.89.5.38/api/fdm/v6/object/anyconnectpackagefiles’

ZOavy RiE, 734 A — ¥ THEHAGEZ: AnyConnect /N> 7 — V2 B L7,
{

"items": [
{
"version": "gx5yk7xkdsosu",
"name": "anyconnect-win-4.10.02086-webdeploy-k9.pkg",

"md5Checksum": "63e4a86fc7c68d7769p6alb2976££a73",

"description": null,

"diskFileName": "12f0988e-01fb-1led-8d7b-07ecdd54c7bf.pkg",

"platformType": "WINDOWS",

"id": "133f2dbf-01fb-11ed-8d7b-89d64ab04el8",

"type": "anyconnectpackagefile",

"links": {

"self": "

https://10.89.5.38/api/fdm/v6/object/anyconnectpackagefiles/133f2dbf-01fb-11ed-8d7b-89d64ab04el8"
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ATy T2

ATvT3

ATvT4

ATy TH

AnyConnect /3y 7y —2 & 7077 1 LOWE .

JNE DD D diskFilename IL, AnyConnect /X7 —T %X U u— KT 57D INET,

AnyConnect /X 77—V &7 n— R LET,

GET /action/downloaddiskfile/{objld} ZfF ] L C, AnyConnect /X7 —T %0 — NN T —7 AT —/ 3
X va— RCExFET, FHSNDA 7Y =7 MID X, AnyConnect /X 77— D& O diskFileName
(12f0988e-011b-11ed-8d7b-07ecdd54cTbipkg) T3

curl -X GET --header 'Accept: application/octet-stream'’
' https://10.89.5.38/api/fdm/v6/action/downloaddiskfile/12£f0988e-01fb-11led-8d7b-07ecdd54c7bf.pkg’

TNA A H— T x TEHFEEZR AnyConnect 7' 1 7 7 A VA MR LE T,

GE) AnyConnect 7'7 7 7 A JLiE, Cisco Secure Firewall 817 — VI L > TT A A2 —T ¥ b
HEWICEE S ET, ZOFNEIZ, AnyComnect 7 12 7 7 A L& FE)TT v /' u— KT 5545
c:@#%‘g‘?ﬁ‘o

GET /object/anyconnectclientprofiles Z £ L T, 731 A~3x—Y ¥ THEMFEER T 1 7 7 4 VL E R T
TET,

curl -X GET --header 'Accept: application/json'
'https://10.196.155.3:12272/api/fdm/v6/object/anyconnectclientprofiles’

ROISENFIRENET,

"items": [
{
"version": "jgtwzirf3e6gke",
"name": "AnyConnect VPN Profile",

"md5Checksum": "e4ba581f84daec6£f24c209£f9f7£f9%e1fb",
"description": null,
"diskFileName": "1629395a-0384-11ed-8d7b-abla2ab5ad583.xml",
"anyConnectModuleType": "ANY CONNECT_ CLIENT PROFILE",
"id": "1754c10b-0384-11ed-8d7b-6b8e36ael285",
"type": "anyconnectclientprofile",
}
]
}

JSE NS D diskFilename |£, AnyConnect 7 B 7 7 A )V E X 70— RTH7-0ICHHINET,

AnyConnect 7’0 7 7 A V& XU —RLET,

GET /action/downloaddiskfile/{objld} Z{# L T, AnyConnect /X 7 —T & B —H )V T —J AT — 3
WA a— R CTEET, I objld id. AnyConnect 7' 1 7 7 A L DIGE N B D diskFileName
(16293952a-0384-11ed-8d7b-abla2a5ad583.xml) T,

curl -X GET --header 'Accept: application/octet-stream'’
'https://10.196.155.3:12272/api/fdm/v6/action/downloaddiskfile/1629395a-0384-11ed-8d7b-abla2a5ad583.xml"

Fyra—RNLieRyr—VrERe 2 —IZfFR— b LET (A TPx) EE
(ObjectManagement) ]>[VPN] > [AnyConnect 7 7 4 JL (AnyConnect File) ]) .
1. Dap.xml & Data.xml [X, Cisco Secure Firewall 177 — /LD [MEFR & #&5FE (Review and Validate) 1>[")

E— 72 tEAVPN (RemoteAccessVPN) ]>[AnyConnectZ 7 4 )L (AnyConnect File) ] £ 27 > =
MOEHEY X —IZT v T a— RTHUNERDHY 7,
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B ze0xs

2. AnyConnect 7’12 7 7 A /Ui, FHE ¥ —|ZEBET v 7 v — R34 250, F720% Cisco Secure Firewall £
1TV — O [HEREHREE (Review and Validate) 1 >[') E— ;72 £ XVPN (Remote AccessVPN) ] >
[AnyConnect 7 7 4/ JL (AnyConnect File) |27 v a v 20 L7 v 7 r— RKT&E7,

FEITT v T a— REN7Z 7 7 A LD Cisco Secure Firewall B17Y — /L CEHATE A L5 E L=

BITDRIT

Cisco Secure Firewall 217V — /L D2 &)

TDEATE, TAZ by T R— 3 D Cisco Secure Firewall 7Y — V&2 L T\ 58
AICORBEHENET, CDO THRAFENTWARBITY —ILDI T 7 RRA—g VAL
TWAEAE., [FDMRERENRY LD T v 7n— R IR ET,

\}

GE)  CiscoSecureFirewall B1TY — /L ZHEITH L RO T 4 RoTay Y —ARNHXFET, BT
DHETr DIZA T, CiscoSecure Firewall B1T7Y —/VDBAED R T v 7 OEITIRI N = > Y —
JVICHRRSIET, BHEIZT Y — /b RERR SR WEA X, CiscoSecure Firewall 517 — /L
DOHEZIZH D AREMENH Y £,

188 BRI
* Cisco.com 7> @ Cisco Secure Firewall 7Y — /L DX v o — R
e PR—FENDIBITHROEB YL X —F 7 v a o TEMEEZHRLET,

« Cisco Secure Firewall BT — /L& FATT 272012, FHi/3— 3 D Google Chrome 7 7
DR E 2= VA =L ENTWND I EEMERLET, GoogleChrome %7 7 4
VDT T WL UTEET D HIEICOWTIE,  [Set Chrome as your default web browser |
EERLTLIEEN,

o KW HERS 7 7 A NV ERBATT 25613, BT v o2y AT AR A Y —REEIC
LRWE DAY —TREERHER L ET,

ATy T 2 B2 —H& T, Cisco Secure Firewall {17V — VA XU a— KL 7 3 /VZIBEIL £9,
ATFvT2 ROWTHNEETLET,

« Windows = 3> . Cisco Secure Firewall B17Y —/VOFETRGETZ 7 A N E X TN U v 7 LT,
Google Chrome 7 7 U CEB) L £ 7,

7°El VT IRFEREINTEDL, [1FW (Yes) 1227 U w7 LT, Cisco Secure Firewall {7 — /L7232 A
MIEFEMZDZENTEDLEIITLET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool/m-fdm-managed-device-to-threat-defense-workflow.html#Cisco_Task.dita_19bd7cc5-a0ce-46b7-9057-9df67b1e057f
fdm-to-threat-defense-using-the-migraton-tool_chapter1.pdf#nameddest=unique_12
https://support.google.com/chrome/answer/95417?hl=en&co=GENIE.Platform%3DDesktop
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ATvT3

ATv74

ATy TH

ATv 76
ATy FT17

Cisco Secure Firewall #17"Y — L D EY .

Cisco Secure Firewall 1T — /L%, T+ _XTOEE 7 7 A /L% {ERE L. Cisco Secure Firewall #1T> —
NOFHET D7 HANZIRIFELET (B BLXQY Y =207 3 VE E2ET)

« Mac TlX. Cisco Secure Firewall 847> —/L® *.command 7 7 A VEZ BHIDO 7 LV ZICBE L, ¥ —
SFAT Y r— g & BN LT, CiscoSecure Firewall 817 — /L3 A VA F—)LENTWA T +
NE BRI, kOa<y REFITLET,

# chmod 750 Firewall Migration Tool-version number.command

# ./Firewall Migration Tool-version number.command

Cisco Secure Firewall BT — /L%, T X TOR#H T 7 A /L& ERL L. Cisco Secure Firewall 17> —
NOFET DT A NVFIRELET (BT BRIV Y —RAD T+ VX EFTe)

Ev bk Cisco Secure Firewall 1TV — /L& 5 L§ 25 &, EELX A T urhfRrahEd, &
FUZ, FITB S 7B 12 &> T Cisco Secure Firewall 517> —/L73 Apple (288 =
NTWRWIZD T, HIUAHORBEEICL DT 7Y r— a &< FEICOW T,

Open an app from an unidentified developer] # &ML T 720,

GE) MAC DX —F VD zip AV v REFEHLET,

[Ty Ra2—HT A& A% (End UserLicense Agreement) |-X—3 T, 7 L A hUfFHAE A a3 Lig
T 585 61%. [Cisco Success Network & {f#t 4 A4 25 Z & IZ[AE (I agree to share data with Cisco Success
Network) | #27 U w7 L, TNUUNDEEIX[LTITS (INldolater) |27 U w7 LET,

Cisco Success Network |Z#Eft #5925 Z LICHET S &, Ciscocom 77> hEFEHLTCr A 3
B EHITRDBIFET, CiscoSuccess Network |IZHEFF A IXE LW Z E2BINLEZGAIE, n—drua sy
A MEHZ T L T Cisco Secure Firewall 811> —/Lica 7' A4 > L4,

Cisco Secure Firewall {7 —/LDa 7' A =T, IROWTNHEFETLET,

» Cisco Success Network & #atZILH T 5I121%, [CCOTrZ A > (LoginwithCCO) (V> 27 %7 U v
L, I NYAUFra A o EREMEH LT CiscocomT v MMZa A LE T, Cisco.com
T T R WEEETE. Cisco.com D12 7 A U _X—UTERR L £97,

Cisco.com 7 AUV bEERA LT A L L TWAEAIE., AT v 7 8 IR ET,

A UH =R NIT IV BARATERVWZ T Xy v Ry N7 7 AT U —VEER LSS
X, CiscoTACIZHEME LT, BEHEDOR 7 A VERTIETHIENL REAFLTLLEZIY, ZOENL
R IR OB N 2 22 EF B ENT, TACHu /A UERARE TS L icEE L TL
72X,

[/SAT— KDY+ b (Reset Password) | X— T, HUWIRAT—REFB LUVWIRT—RE AL,
LWARZRT— REfERLET,

BLVWARAT — NI 8 FLLET, RIF LT, BT, BRORBELTEEZOLILERH Y 7,
[y F (Reset) 127 Vv o LET,

vz —KcrrsArLET,

GE) NRAT — REENTHEIE, BEFEOT X TOT —H % <migration_tool_folder> 7> S HIFR L |
Cisco Secure Firewall 17>V — NV &Z B/ A A h—JL LET,
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https://support.apple.com/kb/PH25088?locale=en_US
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. Cisco Secure Firewall #{TY—I/LTOTEE— FDOFEA

ATYT8 BITHITF v 7 VR MEMRL, #HIN TWATRTCOEHEHEZRETLTWAZ L 2MRLET,
Fxzyv 7 VARDHEBAZ 1 DUEZET LTWRWESIE, BT THETHITLRNTLZE N,

ATv7T9  [HHBIT (NewMigration) |27V v 7 LET,

ATFYFTN0 [VYT7 v U =T 7T v 7T — hOHEE (Software Update Check) ] i C. Cisco Secure Firewall #1717 — /L
BN —Ta rEBFATL TV DA N E S DB ARHREEIX, Vo7 %22 U v 27 L, Ciscocom T/3— =
ZHER L E T,

ATy TN [#ifT (Proceed) 1227V 27 LET,

RDERY
WDAT > ST Z ENTEET,

« FDM BHG SR T NA AR Z v B a—X o7 AR — bk LzEE1%.  [FDM RN
RADT v 7 a— K| ([ZEdHET,

Cisco Secure Firewall #2417V —I/LTOTEE— FDER

Cisco Secure Firewall 177 —/L & 1#) L, [FEETFHREDZEIR (Select Source Configuration) ]
R—UT, [BITORE (StartMigration) | M L TBITEMIET 50, [TEE—F (Demo
Mode) JIZAD Dz IR TE £,

TEE—RTIE, ¥I =T M RAZFEHLTTEBITEZEITL, EBEOBIT7e—RED LD
WD ERFECE T, BITY — /M, [BEXR 774 704+ — LR SH— (SourceFirewall
Vendor) | ey 77X 0 TORRIZESHNTCTEE—RNE NI T—LET, k7 7 AV %
Ty T a—RTD0, TATT A AR L TBIT281TT52 b TEET, 7F FMC
TNAARTEFIDT NA AR EDTED Y —RATNA AL Z =y bT A AERIRL T,
TEBITORITEEDONET,

A

AR [7EE—F (DemoMode) [ZEINT 2L, BFEOBITY —2 7 —RbiudiHEINET,
[#1TOEB (ResumeMigration) 1127 77 4 7 BITRH L & EITTEE— FEMEMT 2
LTI T4 T RBATII R DI, TEE—REMEA L RICENNOHERTOMNENDH D F
@—0

Flo. BBEOBITV—7 7a— LRI, BITRIVLA—ROX T ra— REfER, 457 —
T2 AD~VIEL T, X2 T 4 —0 Do T A B —T oA AT IL—T D~
BT REDTRTCOT /v a v FTT5ILbTEET, 2L, TEBITIEREDMKIE
FTOLDFETTEXERHA, ZHIETEE— NZTERWED, BIRLETEX—F Y F 7S
ACREET v aTHI LI TEEEA, MALAT — X AL BELZHRL, [TEE—FD

#7T (ExitDemoMode) 1 %7 U v 7 LT [ERETHREDER (Select Source Configuration) ]
N=VICHEBE L, EEOBITARGTEET,
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Y—RBEE TN R RS BiTA T a v oER

A\

GE) FEE—FTIE. REDT v =2 %< Cisco Secure Firewall 817> —/L DT _XTOMEEYR
MR LT, EBEOBITEITORNCZ Y RY—2 FOBITFIED b T A4 TNV E2EITTExE
j—o

Y—RETFETNARIRA—DFBTA T a VDEIR

RT9T1 Ky 7 HZ T VR NND [REILT 74T 74—/ % — (Source Firewall Vendor) | Z3IR L, [B1T
DOBHAA (Start Migration) 1 %72 U > 27 LET,

RATv T2 FDMEBMBT A ZAE2BITToBATA T > a V2 BIRL £,
R FREZR A7 Y a TR D E B Y TT,
» [Firepower Device Manager®F1AT (GLEMEAKDA)  (Migrate Firepower Device Manager (Shared Configurations
only)) ]

DX T aNlLD, TAL AR =V ¥ DOBITIHROER Y ¥ —~DOIHFREROBATH FHEIC
e F9, LEBERPRNIBITIN., BTT A, AEREBITTEZ D LI, 2047 v a i3k
BRI BATICHEAT O ERH Y £F, ZOZ—AF—RIX T XA MDD A,

[Firepower Device ManagerD 4T (7 /34 A% L OSLAEH kA &)  (Migrate Firepower Device Manager
(Includes Device and Shared Configurations)) ]

ZOF TV a kY WHERRE LT NS AR EBITROERE X —IIBITTEE T, 2D
BATO—BE LT, RELOBBEVIHNT S A=V y hOEEY v 4 —(CBBSNET, BT
WIEFIZET 5L, HH o =35 BRI T A AZEHLES, LT, 20—
A= AT, BRI EBATEILFE CEREBIET A 2T, ZOa—R 7 —2ATiE, HEY#ET A
A APEHY L —IIBEIT D700, XU FA LRRELET,

ZOFT v a v EHEHLTHERZBITT 2123 BITHIOT 77 4 €7 4 O—fL LTREZFATLE
j—O

L FALATF—DRERIA UL, AT V=2 b (Objects) [ €7 ¥ a ACBBLET.

2. [IDY—A (Identity Sources) ] %27 U7 L, [FVE&y F7 4% (Presetfilters) 1 7°5 [ADL /L
2 (AD Realm) | Z&IRL £,

3. [7Z7 3 ar (Actions) | T, WFE{b& A 77 [LDAPS] £721% [STARTTLS] TH D HED L /L LD
Mt (Bdit) 1 (#) %270 v7 LET,

4. [T 4 v 7 bU Y ——#p% (Directory Server Configuration) ] T, YV —_—ZOHIZH D Ka v
XU RHE7 V7 LET,

5 [Kf5{bt 27 2 > (Encryption Section) | T, K=5{b ¥ A 7% [/ L (NONE) ]IZZE®H L. [OK]
7 Vw7 LET,

6. KHZREBLET,
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B ovass s ko7 yTo—F

GE) BN EHE Y X —IIBITENEE, B X —0 AD LV A DK 5% A 7% LDAPS
F 721X STARTTLS IZRR T Z ENTEEF, FFMARTFIRICOWTIEL,  TBITHZ LA — L Ofik
WEBITOET ] 2L TIEIN,

« [Firepower Device Manager (7 /31 23 KO Z B 1) OFTD7T /3 A (FiLvwx— Ko =7)
~DAT (Migrate Firepower Device Manager (Includes Device and Shared Configurations) to FTD Device
(New Hardware)) |
ZOAT v a Ntk FDMEBMRT SA AR E, BITLOE#E V2 —IC TIDRES LT
LEBBEEATTEET, FIETCFDMEBRRT /S ADOHRIE, BITROEH Y & — T8RS
NTND =P =PRI =BAT RGBT ENE TS, 20— —RUIF T Z A LI
bV EHEA,

FIDM#EB/N\N> FILO7y 7Aa—FK

f

iR
5
Y
GE) FET7vu—FRI LFD2o0F 7L arTHR—NENET,

s [Firepower Device Manager (7 /34 A5 X OMGHEREETe) OFTDT /34 A (FrL v —
KT =7) ~Of1T (Migrate Firepower Device Manager (Includes Device & Shared
Configurations) to FTD Device (New Hardware)) ]

&

3
TT A A=V O FVE zip & LT AR —FLET,

Iz

o
=

paflls

» [Firepower Device Manager®O 1T (LA DA)  (Migrate Firepower Device Manager (Shared
Configurations Only)) ]

AT 91 [FDMEHROHH, (Extract FDM Information) ]#i& @ [FH)7 »~» 7' 17— K (Manual Upload) |7 v 3 > T,
[7v7v—1R (Upload) 1%7 VY v 7 L CFDMEBEIIGHMER N RVET v 7 r— RKLUET, ko R
IVBEE L STV B AL, Cisco Secure Firewall 817 — /L DT F A "R v 7 AZF—2 AN L, N
NVvEEs{b L ET,

AT w72 FDM EHXRT A AR T 7 A VOSGFi =SB L, [BH< (Open) 127V v 27 LET,
Cisco Secure Firewall 1T — /LM V2T v 7 a— R LET, KREERHER T 7 A VOES, =
DFMUNIRERI A0 F9, a2 —MIiE, N O FDM F BRI T /A AR & 1T 2 &2
TR O INFERENFET, oV —ANERINZWEAIL, Cisco Secure Firewall 47> — /L D #
WZHDHHDOT 4 RUTHRTEET,

AT w73 [N & BHAG (Start Parsing) ] %227V v 27 LE,
[f#HTH < U — (Parsed Summary) |&7 ¥ a VT AT — X ABRERSNET,
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Cisco Secure Firewall #17°Y —JLH\ 5 FDM EERR T /34 A~ DHE#HT .

AT T4 T oTu— RNENT-HERMRT 714 /LT, Cisco Secure Firewall 517> — /L 23 H U CTRENT LU 72 32 O 2L & Tife
WLET,

RAT9TE [k~ (Next) 1227 U7 LT, =5y "hRTA—ZEBRLET,

RDBERY

Cisco Secure Firewall #2617 — /L DEEGEHE /N T XA —H DI E

Cisco Secure Firewall 217V —/LH 5 FDM BB R T /84 ANDEEL:

B8 HHIIZ

Cisco Secure Firewall 1T —/LiL. B1TT 5 FDM EHG SR T N4 2128 L. LB RERE
WAEMHTE £9, EDMEHHRT A A~D T A THIL, 320D —RAr—AFXCTH
AR—FSNTHET,

« Cisco Secure Firewall B{TY— L& X v a— RRLTEELET,

* FDM BEHXRT NA ANLEE Y X —ICBITT D120 FITT 52— Ay — A& 3R
LET,

e FNARATRZ—T X OEBIP 7 R R, SHEEHRIEREELET,

ATw 71 [FDMIGEHOHH (Extract FDM Information) ] i o> [FDM~DO#E (Connect to FDM) ]2 v 3 T,
[#%ft (Connect) | &7 U v 7 LT, BITT 2 FDM HEHXRT A ATHHE L E T,
ATw 72 [FDMu 74 > (FDM Login) ] M C, OEHRE AT LET,

1. [FDMIP7 KL A/4 A h4 (FDM IP Address/Hostname) ] 7 ¢ —/L K2, FDM O FELIP 7 KL A F 7=
ERA NG EANILET, [T A4 (Login) |27 Vv 7 LET,

2. [—W—% (Username) ]. [/XA U — 1K (Password) |7 « —/V NI, @OIREHERA OO 74 V&K
HHaE AN LET,

3. [mZ A4 (Login) 1227V v7 LET,
Cisco Secure Firewall 517> — /L7 FDM EBEXI R T A AT 5 &, BIT2FITT 0, —#Eo
VITGAT VAT 2w I BNFDM BHXIRT AN A TIEITSNET, TNHDOF = v Z7ITHOWTIL, AifE

GMELRANTT 7T 4 A0 7 a T LTWET, Fx vy 7B T 5L, BITIIRORAT v
WCEARFE T,

Cisco Secure Firewall 17 —/L723 FDM BRI R T SA A8 L, 2T ITA T AF = v 7 BNkEhd
HE, WEREROMEOZGLET, MBS ERICE T T L, i SNBSSV RERINET,

[f##TH~ U — (Parsed Summary) | &7 > a3 VICHIT AT — X ANRFRINET,

AT v 73 FDM EH%ERT /N4 A5, Cisco Secure Firewall 47 — /L 23H U TR L7-EZOME 2R L E
@—O
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. Cisco Secure Firewall #8517V — L DIEFHE/NS A — 2 DIEE

ATV T4 [k~ (Next) 1227 Vw7 LT, =5y bIRTA=FEBNLET,

RDEZRY

Cisco Secure Firewall 17> — /L O de /3T A — X DIFTE

Cisco Secure Firewall $21T'Y — L DEHRIL/INT A —F DIETE

ATy T

1R BRI

« 77 I X Firewall Management Center ® Management Center @ IP 7 K L 2 ZHuf5% L %
j—o

« ({EE) #IR L 7=~ v —0 [Firepower Device Manager (7 /3o AR L OILAHEKZ & Tr)
DFTDT /XA A T LUWWN— R =7) ~DO#IT (Migrate Firepower Device Manager (Includes
Device & Shared Configurations) to FTD Device (New Hardware)) ] D54, % —7% » | Threat
Defense 7 /N4 A % EHt > % —|ZiBI L £ 9" Management Center 2B/l L £7, [Adding
Devices to the Firewall Management Center| ZZH L T 72 &0,

o [E7B & MAE (Review and Validate) ] ~— TIPS £721%7 7 A LR YU ¥ —% ACL |23
THMEND DAL, BITHIIC Management Center TR U > —Z21EkT 25 Z & 290 < B
B LEd, Cisco Secure Firewall #17 — /L (385t & 417- Management Center 7> 5 7R U 3 —
G T o7, FLRY =2 A LES, LAY =2k L THEOT 7 & X
Hg Y A MZEID B THE, RT3 —< U ANMET L, 7y aDNRd 2 /MR H 0
7

[#—% > F DR (Select Target) | EE D [7 7 A 7 7 4 — /L& (Firewall Management) | &2 2 3 >
T, ROFNEEZFEITLET,

cHUTVIADT 7 AT U r—VEEHE X —IIBITT DI, ROTFIEZFETLET,
a) [ 7L IAFMC (On-PremFMC) | A7 v arvR¥ &7 Vv LET,

b) FHELVX—DIPT RUAEITZEEEM NAA %4 (FQDN) Z# A1 LET,
¢) [Domain] K v 77X R RNT, BITHDO RAAL VEBINLET,

[Firepower Device Manager (7 /31 238 JOMEFERERL A B Te) OFTDT S A (FiLbhwN— R = 7)
~DA4T (Migrate Firepower Device Manager (Includes Device & Shared Configurations) to FTD Device
(New Hardware)) ] %R L7551, @I L7= KA A > CfEH AIHE 72 Threat Defense 7 /3 A A (2D A
BITTEET,

d) [#%¢ (Connect) %7V 7 LT, FlIE2ITH#ELET,
o 77 7 F{2fL7 Firewall Management Center (/T3 2121E, RO FINEEFEITLE T,

a) [7 77 FEEMHAE FMC (Cloud-delivered FMC) | A 7> a v ARE %27 U w7 LET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/device_management_basics.html#ID-2242-0000069d
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ATy T2

ATvT3

ATvT4

Cisco Secure Firewall #8217V — L DIERFK/NS A — 2 DIETE .

b) U—Ta &@LU, CDOAPI h—7 »ZRE0 fHiF £, CDOD APL h—2 U &HAERKT 5729
LUFOFNAIZHENET,

1. CDOR—Znizar7 A LET,
2. [XE (Settings) |>[2fR%TE (General Settings) JICB#EILC, APl h—27 v % ab— L%,

c) [##t (Connect) %7V v 7 LT, FIR2IZHEARET,

[Firewall Management Center~~0 12 7' 1 >~ (Firewall Management Center Login) | %A 7 2 77K v 7 AT,
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s [T —DH HHERAT (Configuration Lines with Errors) ] : Cisco Secure Firewall 17> — /L 23Mi#AT C & 72
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TNA AR T 7 AN EFHETT AR— KL Thb, BHFISNER T 7AVET v 7 r—RL, fifTL
TLTEENY,

AT w74 FDM EHRIRT NA AR T 7 A VRIEFIZT v 70— KB X UWT &472 5. Cisco Secure Firewall
1TV — IR . IR~ (Next) 1227V v 7 LTBAITEZHAITLET,

RDZERY
FDM & H5 7 31 AHERL & Threat Defense f v #—7 = A AD~ v B 7

FDM EIBXIER T/ X% & ThreatDefense €1 A — 2T T4 ADT Y
E> 5
AR T BB T 8 A A%, FDM BHERRT A 2R THEA SN T A 5L Loy
A B =T 2 ALPR—KFNF N A EZ—T A ANPUETT, ZT0HDA L H—T A

FOM S35 7 /34 R 5 Threat Defense ~07—4 70— [


https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63.html

FDM BHX R 7754 XA\ 5 Threat Defense ~D7—4 70— |
B rom Emsig /0 RHH L Threat Defense 1 © 2 — 7 T4 ADT v EV Y

2%, WG DT AL ATR AWM THLIMLEZH ) FEAL, A F—T oA ADT B T)
EEBRRTE T,

[FTDA 32— 124 XDy 7 (MapFTDInterface) ] T, CiscoSecure Firewall 17> —
M, BEICKTT AT AL 2 LA v B —T 2 A ZADY A NEEELET, T 74 FT
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TEBRRLET,

X2 VT 4= H =T 2 A RTN—TF, FEITY 7T HHEITERTAZI LD
TExET,
X2 VT4 A H =T 2 A AT N—THFH Ty 7T 51203, WOFIEEZEITLES,

a) [ExXaVT 4V —r A =T oA AT N—TDEN (AMdSZ&IG) 127V v 7 LET,

b) [EX=2VT Y=l A v F—T oA AT N—TDEM (AddSZ&IG) |4 A T u/ Ry AT, B
M (Add) 1227V w7 LTHLWEF 2T 4= FR3A v =T 2 A AT N—TZBIL £,

¢) [BEX=VUT 1 —> (SecurityZone) ¥t x=V T 4V —rZE AN LET, HTEDHRKLT
BL 48 T, FRRIC, A v F—T A AT NV—TRBIITEET,

d [PACD (Close) 1227 V> 27 LET,

X2 T4 = BT 2 A AT N—T HHIERIC L > Ty B 79512013, IROFPIAESE
ITLET,

a) [HEMER (Auto-Create) 1 %227 VU v 27 LE7,

b) [HEMER (Auto-Create) | ¥ A 70V Ry 7 AT, [ #—T A A7 )V—"7" (Interface Groups) ] £
X [V —r~ vy B (Zone Mapping) | DWTILNEIIIM G &2 A NI LET,

¢) [H#EMER (Auto-Create) 1227 VU v 27 L%,

Cisco Secure Firewall 17 —Vid, ZnbDk®F2 )5 4/ — | FDM BHXIHRT SIA A LV H—T =
£ AL UART (outsde < inside 72 &) & H1F, 4HiO %I "(A) %77 LT, Cisco Secure Firewall 17
V=X o TER SN E R LET, A V¥ —T =4 AT —T 1L, outdde ig < inside_ig 72 &
D_ig¥ 74 v 7 ABBMENET, e, ¥Fa )TV =l v I =T = AT V=T [E, FDM
BHINRT NAA AL B =T 2 A ALFELE—RRRHD £T, 72L& 21X, FDM FEXGT /34 R GRfla

. FDM EExt& T /34 X H 5 Threat Defense ~D T —4 70—


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-ifcs-overview.html#concept_689708A9F2844E37AEA2534F660C0074

| FDM BB R T /34 A H 5 Threat Defense ~DT—4 70—

BTy smmosEt, wRssogi [

VHE—T 2 A ANLIE— ROGH, TDOA X —T oA AHIHEREIN =X 2T 4= A0 X —
T2 A AT N—TH L3 E— RIZRD £,

ATFYTE TRTCDOA L F—T oA AW eXa2 VT4 = b A Z—T A RATN—T I BT L6,
[R~ (Next) |27 U w7 LET,

BITT HERDEEL., #EEE K UKL
FDM E PRI SR T A AR DA, WIS & E AR FIETHRIES ., EBRLEBIT 7o —
WL TRARYFI, FEA TV a v TITON AR OBIEIR D LB TY,

HBEBRDOREL.

« [Firepower Device Manager (7 /31 A3 K OUEARR A G te) OFTDT /S A (B L v—

Ko =7) ~OF4T (Migrate Firepower Device Manager (Includes Device & Shared
Configurations) to FTD Device (New Hardware)) |: 7 /34 A L FHROMH N 1 >O 7
0 — TR L UOMGES I E T,

» [Firepower Device Manager DT (GLEMEKDA)  (Migrate Firepower Device Manager (Shared
Configurations Only)) ] : IEHEHER DA A RIS L ORGEES L E T,

* [Firepower Device ManagerDF1T (7 /31 A8 L OMEAEHELZ & Tp)  (Migrate Firepower
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MESR & K UMHRELE

BAT L7~ FDM k2 B H L ¥ —107 vy 2T AR, HRAEEICHER L. FhNEy T
Threat Defense 7 /3 A DERNE & —ETHZ 2R LET, ML TWA X 7%, kD

)

WOT 7 v arwRATTHMENHD LR L TWET,

G¥)

(HERk D b, MR L OREE (Optimize, Review and Validate Configuration) ] [ C Cisco
Secure Firewall 817> —/V AL 5 & EITRUWBIRFS N, B TBITZHATESET, 20
B[ D FIT Cisco Secure Firewall BT — A &P L 5 & EITRIUIRFASNEE A, T
WPEENEAE LTSS, [V ¥ —7 x4 A~y 7 (Interface Mapping) | Hi[fi/> & Cisco
Secure Firewall 17> — /L % Fil®h L £,

Z T, Cisco Secure Firewall #5177 —/ L%, Management Center (23 CIZ{F(ET D12 ABSHEI >
AT 5 (IPS) WY =T 7ANRY)—=2liGL, BITT27 7822y buo—bb—
WZENLZEEIT L ENTEET,

T ANVRY —lF, VAT EAREER LT 7 ARIEREO—RE LT, *y NU—TDH
Ere~ T =T E 7 7 A VI ZFATT AT OIEHT 5 — @O E T, Z ORETT
W&V, 778 A ary b=V b=V DRELE—BTDL T T4 v VRO T 7 A VA S
HDHNT, VAT DIMT T 7 ANERET DRI £7,
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FIERIZ, T 7 4 o 7 BEERREIZIND D Z & 2GR T 50, VAT LORKIHZ A4 & L
TIPSRV v—%fHTEET, BRARY U—iL, EX2 V70 EXKICEATE NI 7 427D
BEFEEZREE L, AV I VERTII. BEOHL N T 74 v 2T uy 7 S35 ET5
TENTEFET, VATABRRARI O —%2HHL TN 7 4 v 7 23T 5546, VAT A
EREEH T Oy FEFEHALET, By NNOKESOEEIL, RALV—L Tk
W SN AEEZFR L, FETBLOSEDIPT FL AL R— 2@ LET, BARY > —
WZHDEHAEFER LT, A— il KO8 L — VIRIBICH A IP T RLAZRTZ L H T
xFET,

5 7 TREE DRI H 2 3R 51213, ﬁlJ@J:*fS D7 4=V RICHAAEA LET,
T NOITIRT A VRIS, RFEFRIC BT DHEAOBNFIRSNET,

MRk Diciifl, #ERRF L UMRFE (Optimize, Review and Validate Configuration) ] i C Cisco
Secure Firewall 17 — V& PHL 5 & | EITIRDBRIFS L, HTRBITZHMATEETS, 20
EE ORI T 2% &, EBITRWITRTF SN E A, BITRICEENRELZGA, [ ¥ —
7 A A~ 7 (Interface Mapping) ] Hifi 7> 5 Cisco Secure Firewall 1T — /L % FiEL B
LET,

Cisco Secure Firewall 17V —J/L M ACL =it DHEE

CiscoSecure Firewall 817 — /UL, Ry MU —JHEREICE B A2 52 52K, 7747 U4 —
b= _— 2 b il (BN E 72 13HIFR) T& 5 ACL 2Bl L O0BET 5 HR— b
PR L F T,

ACL ffbid, %D ACL A 7%V KR —FLET,

« TR ACL : 2 5D ACL Ok & L— L D¥ » F3E Ua . EALS O ACL 5% LT
bRy NT—JIZEEBIH A, EXE 2200 —ARRELERY hU—27 ET
FIPBLIONIP hT 74 v 75T L, T RAEZELTHL—LANEREI N TNV
G BAIONL—VEHIBRTEET,

% R ACL : & #]®D ACL 1%, 2 BZBHD ACL DREEEEICYY FuA 7 LET, 2
DON—)VIZFEED 8T 7 4 v 7 3B H5E. 2EBOL—IET 7 AU A NDOFHYIC
FREINDID, EONT 74 v IZbEHAINEREA, 2200V —NVB T T 4 v TIZ
KLTHRRDLT 7 a v #HBELTWDAEA, Y RUA Y7 ENTA—LE2BET5
Dy WTENDDONL— LV EFRE L TRERRY o—%2RETE T, Lz, BEOXE
JgTEIIEEICH LT, BRAL—ILTIP N 774 v 752 ERL, V¥ RuA sz
Jb—/VTCFTP N7 7 4 v 7 ZFFA[ CEET,

Cisco Secure Firewall 17> —/Li%. ACL i D/ —/L % LT DRI D /XT A —F ZA{f
ALET,

A\

GE) FDMEBET SA ATIZACP L— AT 7 a3 Ak L COLREELEFHTE F1,

o WA X372 ACL VL, EiEfb 7 n AFICEEINEE A,

¢ EETLD ACL 1L, Xfiad 2 ACE (£ T4 ME) IZEBEINZH%, RONRTA—=ZIZD
W S E T,
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cEfEm e Y —

7oV rOREE
ROF7T =7 ME, BIT7mEAPICAT V=7 FORBELIZOWTEEINET,

CRBROAT V=7 b BATORMIIC, RBROFT V=7 FEBIT L0 K 9 I1TER
TEET,

cHEHE LA T V2V N AT V=Y N3 TTIT Management Center [ ZAF(ET D84, BEHE
LicA 7 V=7 FEFERT 200 IC, R v—nEflHIhET,

AT (A7 ay) BEROREL, #MEEE X OMEE (Optimize, Review and Validate Configuration) ] & C,
[Ml@%Lk(quRAU)]%7997LT%EM:%F%£ﬁL\HT@ﬁW%iﬁbiﬁo

a)
b)

<)

FriE Sz ACL b/ — vz 4D o — R4 5120E, [V m— K (Download) %7 U v 27 L¥
ﬁ‘o

N—VERIRL, [72 3> (Actions) |>[#E3E LTHIT (Migrateasdisabled) | £7-1%[#4T L4
LY (Donot migrate) | #IRL T, WINhOT 7 varz@HLET,

[fR7F (Save) 1227 U v 27 LET,
BATERAED [B1T L7220 (Do not migrate) |26 [HE%h & L CTEAT (Migrate as disabled) | F721X% Difi
IZEDY £,

WKOFT > a v BERLT, L —LO—FERIRZFITTEXET,
« 4T (Migrate) ]: 7 7 4 /v FORETBITLET,
« [B47 L72\ (Do not migrate) |: ACL OFBAT% MM L £7°,

y

o [HE2h L L CRAT (Migrate as disabled) ] : [{RAE (State) 17 4 —/V K23 [HE%) (Disable) ] ITE%E S
TS ACL #BATLET,

s [B%hE LTHAT (Migrate as enabled) ] : [IKFE (State) 17 4 —/V K3 [F%) (Enable) JIZERE S
TS ACL #BATLET,

AT T2 fafh, [HERROMERR & MFE (Review and Validate Configuration) ] i C, [7 2 & A/l —/1 (Access
Control Rules) 1 %27V v 7 L, WOFIRZFATLET,

a)

FT—TNHNOEZET L FJIZDONT, v BT H2HRL, FRONELWI & 2R LET,

BITESNTET 7 8ARY O—— L, V747 AL LTACLAZEHL, Z4UZ ACL LV —/b
FeGaBINT 52 & T, FDM EBXANGT N, AR 7 7 A VI vy BV 7 LRI LET, THEx
£, FDM & B4 T /34 2 ACL D4R "inside_access" DA, ACL DD /L—/v (L7213 ACE)
1TDOA X "inside_access #1" (2720 9, Kmitimw@mﬁébﬁ\%%ﬁ—fxﬁfyia
b, FHREFOMOEE TL— LV E2HEET DM NH DG . Cisco Secure Firewall 17> — /L1344 Hil
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b)

d)

e)

WCHESAET T 4 v 7 ZBBMLET, T2& 2T, FFAL—ABBITOIZDIT 2 DD/N— L~ S
N3%5E. 6O/ —/UZiX "inside_access #1-1" & "inside access #1-2" &\ ) ZEINFFIT SN E T,

PR—=FINTWARWNWET V=7 FEETL—LDE4E . Cisco Secure Firewall 17> — /L1344 Rl
" UNSUPPORTED" & \\9 47 ¢ v 7 2 %ML £,

12U EOT 7 EAGEY A RRY —%BT LWL, 4T 21T0ORy 7 A4+ 0L, [7
223> (Actions) 1>[#1TL%ZLY (Do not migrate) ] %i%??)i' LT, [fr1F (Save) 1 &2V /7 Li
—g—O

BITLWVWI EABRINLETRTOAL—T, T—T AT L—FrmInEd,

Management Center 7 7 A VAR Y 2 —% 1 DL EOT 7 A a2y ba— K —IZEAT 25461
MU THITOR Yy 7 Rt AL, [T 3> (Actions) 1>[Z 74 ILR1) >— (FilePolicy) ] %1@
WLUET,

[7 7 AWK — (FilePolicy) 14 A 7 07T, W77 ANVKY I —2RRL, BRLET 7 &
Ay ba—)LRY—IZ#EH LT, [fRF (Save) |27 Vv 7 LET,

Management Center IPS AR Y > —% 1 DL EOT 78X a2 hu— R Y —Z#EHAT 55613, &Y
THITOR Y 7 Z%F AL, [F2 3> (Actions) [>[IPSHR 1) &— (IPSPolicy) ] Z3&IR L £,

[IPSAR U 2»— (IPSPolicy) ¥4 7 a7/ T, w7 IPSHKY v — X 5485 v MEZR L, 2R
LicT7 78X avybe— L RY—IZ#H LT, [(RFF (Save) 1227V v 7 LET,

0 X T REMC ﬁof“é?&ﬁXZ/Fﬂ—ww~w®m%/7ﬁ7/a/%ﬁﬁﬁéﬁA
MM TDITORy 7 Atz L, [F2 3> (Actions) |>[A% (Log) | Z#IRL E7,

[(m7 (Log) 1¥A 7 17 Tld, BiDOBIARFE 7 ITK THRE, ETZ2OWFTA X hor¥ o 7%
AN TEET, nX T 2FNTT 2EE1T, #6iA X a4 Ny MEa—7 £7213 Syslog D
T, FITWIGICHET D L 2BIRT 0N H D £, #5ki A X b % syslog H—/NIEE
95 Z & AR L7255 Management Center C9 CIZRERL S 4L TS syslog AN U 3 —% [Syslog] Kz v
THET A= 2= HRIRTE 1,

[77®Aar ha—/L (Access Control) | 7 —7 VNOBITSNIZT 7 A3 ha—Lb—1LDT
I va v EERTLIHEAR, SN THITORy s AR AL, [T 3> (Actions) [>[IL—ILT
233> (RuleAction) | #ERLE,

[V—T 7 ar (RuleAction) | ¥ A 7027 dD[7 273 ar (Actions) ] Ku v 7% 7T, [ACP]
X TENT [TV T 4% (Prefilter) | ¥ 7 28R TE F9,

cACP: 77k Aary ha—)LLb—LIliE, VATLN—EHTHINT 7478 EDI AL,
O CRET 2O ERETAT /v arynbET, TR u— A — IR LTH
", B, E=4, Tav s FREFVEy MET Ry 2 00T DOT 7 v a v EFETTE
F4, 20U Z M, ACLICEEMIT b~ LY 2T BLIRTZ 7 A AR —bEFENET,
INHOACL X, BT, WH, FREEE LW L ARIRTEET,

e Prefilter : L=V DT 7 aiNlL» T, —HLTENT 740 v 7 QUL o JREEOTIENRRED
9, 77 AMRRETuv I BETTEET,

ek TIREAI PR — L= UIIT XTI TWDHIPSBL 7 7 A DR Y —id, [#F
A (Allow) 1A 7Y a v 2R T _XTOA—ALT 7 a3 s LTHBIRICHIBRS N ET,
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2)

samoat. gRssvrid [

R —DF v /32T ¢ LHIROEY - Cisco Secure Firewall 217 — /Ui, B47 L7=L—/L D4 EF ACE
I e, X—F v s T Ty 74 —ALTHR— SN TWD ACE HillR & el L E 9,

Cisco Secure Firewall 1T — /VIZ b OFERIZE SN T, BITEINT- ACE OREN LXVMEEZB 2 -
BE, =7y b T AL ADH R — M ZINTOLHIRO L EVMEIZE SN TWAEEE, A v
= EE L — TR LE T,

J—/VIN[ACE 77 > & (ACE Count) (¥ &2 5541, KEbdT 52 b, BITLARWD L&k
ETHIEHTEET, BITZET LTHH ZOFEHMZEEM LT, Management Center T7° > ¥ = LT
NHREETSETOMIC, V=L ERELTHIE L TEET,

GE) Cisco Secure Firewall 177 — /WL, BERH>THLRBITEZ 7 n vy 7 LERA,

ACED 7 v M, HIE, BIE, 1L, KRV, BEXOVNROOT7 42 ) U TNEFY—7 A TT 4
NEY o TTELLIITRYEL,

TANE Y TR E 7 VT T DHIE, [F40ZD27 VT (ClearFilter) 1227V v 7 LET,

Gx) ACE 123 W= ACL @ Y — MEFFIE, EROALZHEJE LTCWET, ACLIEZ, BAELE
FEREIC RSN T Ty v a2 EnET,

[RAARY > — (Intrusion Policy) ] TiX, T XTORARY > — e T HHEARY > — FETDHH
AH BV F—="—=F f RE Tz —b RAE— R, BLXOACPOSBEAREREINET, £,
Snort3 @ Snort TV E NAP AR Y O —HFRLET,

BHY X —D APLHIRIZE Y, —2 EEX X7z Snort 2 AR U v — I3RS ET,
T 7N NEREORARY —iF, BEHE ¥ —THAHAINET,

Snort3 DA —/"—F A4 RENTZ)V—) U/ B A HZ L)L—)LF 77 1% Snort3/Snort2 DIE AT — i 25 ¢e2
ARY —DF LAY —1F, KU —4 <FDM HK A "> CTER S ET

ATFYT3 WOETE7 Vs L, MREEZMHELET,

« [NAT /L—/L (NAT Rules) ]

[TV =7 b (Objects) ] [TZ7EBAUARET =2 b (Acess List Objects) ], [~ hT—27 F 7
Y= 7 kb (Network Objects) ], [F— F47 =2 K~ (Port Objects) ]. [VPNA 7 =7 ~ (VPN
Objects) ]. BLO[EH/L— 472 =7  (Dynamic-Route-Objects) ])

o[ H—7 x4 A (Interfaces) ]
s /L— b (Routes) ]
« [#A R VPN k> %L (Site-to-Site VPN Tunnels) ]

«[VE— K7 Z&EA VPN (Remote Access VPN) ]

TI7RBAYRRNAET Y/ MZiX, BGP, EIGRP, 3 L (NRA VPN T X514 ACL & $55E ACL 28
ForEnET,

1 OLLEDONAT V=V FE 72T — b v X —T =2 AT LRWGAIE, YT DHITOR Y 7 AhF

Iz

L. [7Z 3> (Actions) 1> [#1TL%ALY (Donot migrate) ] Z34R L C. [fR1F (Save) 122V v/

LET,
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ATy T4

ATy TH

BITLANWI ERBINLZTRTOAL— T, T—T AT L —FrmInEd,

() MR OMERTIZ, [y NTV—2 47 P =7  (Network Objects) 1 # 7, [R— b4 7P =7 b
(Port Objects) 1% 7, F7/ZIL[VPNA T =7 k (VPN Objects) | ¥ 7 T[FU 3> (Actions) |>[4H]
NZEE (Rename) |ZRIRL T, Xy hIV—IF TP/ b, R—r A7 V=7 b, £72IEVPNAT V=
7 NOAHTIEERTDHZENTEET,

AHINEEINTZAT V27 VBT DT 78 ANL—LENATHRY >—%, HLWAT7 V=7 M4 TH
FahEd,

[VE—F7 27 EAVPN (Remote Access VPN) &7 > a2 Tk, VE— 77 A VPNIZHIET ST
TOFT V=2 RS FDM BB RT NA ANDEHE 7 —ICTBITS L, RO KD ICFRSNET,

« Anyconnect 7 7 4 JL : AnyConnect /N - —3’ Hostscan 7 7 { /L (Dap.xml, Data.xml, Hostscan
Package) . /M7 7 U Xy r— B IO AnyConnect 7' 12 7 7 A JLiE, 126(5 70 FDM B x5 )
A AMBEGT H0ERHY . £, BITIHEMNTE2LERDH D £,

BATHIOT 77 4 €T 4 O—B L LT, T3TD AnyConnect /X v 7 — V2 EH B L X —(2T7 v 7' —
KL%, AnyConnect 7' 1 7 7 A VL, HEE ¥ —|CEEET v 7' 1m— R L7 Y. CiscoSecure Firewall
BATY — A bT7 v 7a—RKLizh TEET,

BHY X =B EE U7ZBEFD Anyconnect, Hostscan, F 72137 7 78w r— U238 L £
7T, 1 2Ll AnyConnect /¥ 7 — V& @I 20BN H D £, EEICORER CHEHTRERGE
I%. Hostscan, dap.xml, data.xml, E72(3MNBT T U 2RINT D408 H Y £9°, AnyConnect 7' 1
Ty AMIA T a o TT,

dap.xml 12, FDM HHARTNA ZANSEFE LIZELWT 7 A L THLIMLERH Y £, Bk, %
7 7 A VT ATREZ dap.xml TEITSNE T, BREECHERTXTOT7 7 A VE2T v 7 r— KL
TERTHDMLENRH Y 9, BRI 5 & A58 b ~—7 Zdu, Cisco Secure Firewall 17 — /L
IIRRREICEAR FE A,

[AAA] : Radius, LDAP, AD, LDAP, SAML. B LR —H /L LV AK A T ORI —/ S —BFER S
NET, TXTDAAA V—X—DF—%HH L £9, Cisco Secure Firewall 177 —/L 3.0 LL%., Live
Connect FDM & HL 557 /34 2 DOFRTHA F—13 HEAICHEG S v E 9, moresystem: running-config
TrANEFERHLT, BLX—230EECOMKET v 7 —FF52 L8 TEET, AAARE
F—% 27 V7 7TF A2 MEATEAET 212013, ROFIEZFATLET,

GE) N HDOFEIX, Cisco Secure Firewall 17 — VOB TEITTHMLERZH Y £,

SSH = Y —/LZ& 4t L C FDM B G 7 /3 A A8t L £77,
more system:running-config =~ > K& AJJ L E7,

aaa-server and local user £ 7 3 g VIZBEIL T2 U 7T F 2 FEROTRTD AAA FERL &5t isd
HX—E%E RO E,

ciscoFDM#more system:running-config
|

aaa-server Test-RADIUS (inside) host 2.2.2.2

key <key in clear text> <----- The radius key is now displayed in clear text format. aaa-server
Test-LDAP (inside) host 3.3.3.3
ldap-login-password <Password in clear text> <----- TheLDAP/AD/LDAPS password is now displayed

in clear text format.
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username Test User password <Password in clear text> <----- The Local user password is shown
in clear text.

GE) 2 —H 2= —D/AT — RREE 5L SN TV DEHETE. /NA T — RE N Ceqd
T 25 7h, F721F Cisco Secure Firewall 217> — /L T LW A U — K&K CTX £17,

* LDAPS Tid, BBV X —IZ RAAL U BNETT, KE{bX A 7 LDAPS ® R A A & H T 558
NV £9,

« AD #—/3—® Management Center (2%, —EDAD 77 A4~ U FAAL VBRULETT, —EBEDRKAAL
MEERI S5 & . Cisco Secure Firewall B{TY —/MIZERENF T, AN RONoTHEE. 7V
J MEEFIZT vy atbiZiE, —BEDAD 774~ RAAL U EZANTIHIVERH Y 7,

B 5 LAY LDAPS IZF%E STV D AAA — "—D34 . FDM BB ST 3 AP LR A MM E
TPIERAA B R—=FLETH, BEEVAY—IIHRAMNMETLIEI AL L OHRESR—FLET,
FDM & B BT 3 A ARERRIZ R A A ETZIE R AL U EENTWDHE, %h%ﬁ“ﬂﬂ%éﬂf%@?
ENEJ, FDM EHGRT A ZHERIZ LDAPS D IP 7 RL ARG ENTWAEAIL, [VE—RT
72 AVPN (Remote Access VPN) D T D [AAA]EZ v a VIZ RAAL & AT] Liﬁ‘ AAA‘ﬁ‘—/\h
DIPT RVAZHRTED RAA VEATNTHHENRLY £,

S AT AD D AAA H— 33— (F—s3—F A 7L FDM E BRI T A Z4% % T Microsoft) @ﬁD\
[AD”'Z A~V KAA > (AD Primary Domain) | (X&8t > % —THRT 2 MHE7 1 — /L FTT, =
D7 4 —/v RIXFDM EHEX R T S A 2 TIIEBNAER S 3, FDMEEXIG:T /31 2 D LDAP-base-dn
R B S L E T

If the ldap-base-dn is: ou=Test-0Ou,dc=gcevpn,dc=com

[AD 77 A4 ~1U KAA > (ADPrimary Domain) ]i%., 774~ U KA A U &FKT 5 dc. de=gcevpn,
de=com TIHEDH 7 4 —/L RTT, AD 774~V RAA % geevpn.com (272 0D F57,

LDAP-base-dn D> 77 7 A )L :

cn=FDM, OU=ServiceAccounts, OU=abc, de=abc, de=com:

Z ZC. de=abc & de=com 7% abc.com & L CHEA I, AD 7T A4~ U RAAL USRS IVET,
cn=admin, cn=users, dc=fwsecurity, dc=cisco, dc=com:

AD 77 A4~ VU R AA X fwsecurity.cisco.com T,

AD 774~V RAA XHBICESF S 41, Cisco Secure Firewall 7Y —/VICER RS IVE T,

GE) AD 774 <Y RAAL L OfEIZ, VLA T V27 FIEICBTHLAINERDY £7°,
BRI SN2 A 0, F 7213 Firewall 81T — /L 73 FDM EEEXI T /34 A4k CE %
RO N WEEIE, BEDOYV—R—DAD 774~V RAAL U E AT H I HITKRD
bNET, ADT T4~V RAAL L EAS L CTHERERFEL £,

[7 KL A7 —/L (Address Pool) ]: 3 _XTD IPv4 7 —/L & IPv6 7 —/LN Z ZIZFERENE T,

[ZV—T KRV v — (Group-Policy) ]: ZD&Z v alid, 7747 vTa7rAL, F#H7n
TrAN, VIAT Y FNEVa—)b, BROT AT 7 A NVDIRNTNV—TRY) =% G 7 V—"T7R
U —DBERRENET, 7’07 74 /LD [AnyConnect 7 7 1 /U (AnyConnect file) &7 2 a ITEM
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SNTWABESIT, FRNCBEBR S RETRRENET, 22—V —Tur7rA 1, B 0774
N, BEXOIZIAT U N BV 2=V 7T a7 7 A VERIREZITHIBRCTE £,

s [B%i 7 v 7 7 A /L (Connection Profile) | : T XCOEEHR T 7 7 AW/ N RNV TN—T N ZITH
RENET,

*[FF A RARA b (Trustpoint) | : FDM E LT NA ZANLEHE L X —~D T A MRS M E
TIXPKI A7 Y= NOBATIE, BATHIT 774 ET 4 O—EBTHY ., RA VPN OBATAZ IEFICEIT
THEDICARAIRTY, [VE—FTZEBA A% —7 =A% (Remote Access Interface) |27 3 3
T/ ua—sLSSL, IKEV2, BLXUOA v X —T 2 A ADNFAMKA v hae~wv B 7 LT, BITOWK
OTFNEICHEAF T, LDAPS 7’12 b IV RNENT /2> T DS, 7 e—s3L SSL & IKEv2 h 7 A b
RA LV MIMHATT, SAMLA 7V =7 MBFET 535E. SAMLIDP & SP D R T A MARA U &
SAMLt7 v arTvwy 7 T&EYT, SPAFAEIIA 7T a o TT, FFED b RNV T N—FIT5
WTIE, FTAMRA UV b 2Ad—N"N—=F3 A FTHZ L TEET, A——F 4 RENTZSAML + 7
A NRA 2 MEDE(E TE FDM F B 527 A A CTHEMARER G A1, [SAMLOA—1"—F 1 K

(Override SAML) 147 v a v CERTE £,

FDM EHRI R T SA 206 D PKIGFHED = 7 2R — MMZHOWTIL, [FDM E 45T 3 A ARk
TrANDTT AR—F] ZBRL T EEN,

o [REBE~ > 7 (Certificate Maps) |: Z ZICFEAE~Y v 7BRERSINET,

AT w76 [SNMP] % 7 Clx, RDHX 7 %R, Wik, BLOBIETE £7,

ASA T /3A A2 SNMPVI1/V2 £ 7213 SNMPV3 i EN B D00 E 9 MW T, BEITL [SNMPV1/V2] ¥ 7
F2IE [SNMPV3] # 7ICFRrENET,

SNMPV1/V2 :
o [ A R —,3—4 (Host Server Name) ] : SNMP 78 A k D4 ij
«[IP7 KA (IP Address) ]: SNMP 7R A R®DIP T LA

c[2I=2=7 4 A Y7 (CommunityString) ]: FE)THETL2LENHLHSNMP 2 2=7 1 R b
Vo7, RAMERRL, [FPPaY (Acions) |>[AZa=F4 A MUY OEH (Update
Community String) JIZBEIL T, 232=7 4 A M) V7 Z2HBELET, ZhiL. SNMP ¥ —E R|Z
RESNCAI2=T 4 FRF2—FAHLFE L THLIRLENRD D T,

« [BRFEIRAE (Validation State) ]: #—7%7 v MNMEEE L ¥ —TIER SN D AR A M — R—DRFEIRRE
SNMPV3 :
o [—H%—4 (User Name) ]: SNMP 75 A fh D—H—4,

o [RFE/NA T — K (Authentication Password) ]:[7 7 > 2 (Actions) | %7 U > 7 LT, =—H—0D
BENAT — REfRE LET

o [B5 Bt/ AT — K (Encryption Password) ]:[7 7 v 2> (Actions) ] %7V v/ LT, 2—H—D7
TANY =AU —RERELET
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o [FRAEIRFE (Validation State) |: #—7%7 v MNMEEE Y ¥ —TlERK S5 = —HF —DRREEIRE

AUTFTUVADRIBEI R —D v DIEE

AR T vy adnNleb, Ry T T v T2 F ANTALTFT AT 4 RUICBEIT S
VERH Y £,

Start of the Maintenance Window
Manager will be moved from FDM managed to FMC lmanaged.
o This Step onwards should be performed in a maintenance window as there is a device downtime involved in
this migration process.
o Ensure connectivity between FDM device and FMC to move the device from FDM to FMC using FDM.
o FDM Devices enrolled with the cloud management will lose access upon registration with FMC
o Ensure out-of-band access to the FTD device is available, to access the device in case of accessibility issues
during migration.
o Itis highly recommended that a backup (export) of the FDM configuration is performed to restore the original
state of the firewall managed by FDM if required.
o FMC should be registered to Smart Licensing Server.

[v3—Y % DOBE) (Move Manager) ] X— Y Clid, ROFFEMZIRET 2L ENH Y 7,

* [FTDANATT /SA ADE#%128 5 (FTD is behind NAT Device) ], [FMCZSNATT /34 A D
H#%IZH S (FMC is behind NAT Device) ], [NATOERZIZT 734 ZAH3720 Y (No Device is
behind NAT) ] (77 4/L F&RE) OWTINERINL £3

+ [Management Center/CDO7R A h 4 £ 721XIPT R LA (Management Center/CDO Hostname or
IP Address) ]: T XTCOFEMNY —7 v hOF =Yy PO ESEINET, LEIZSLT
IPZAHETEET,

N

GE)  [FMCDINATT /A ADE#%128 % (FMC is behind NAT Device) ]
OHE. 74—V RIZEHE I ET,

+ [Management Center/CDO%5$% % — (Management Center/CDO Registration Key) ]: ¥R — ¥
OBEPIHEN SND —EORET —Z2HETLILENDHY 7,

*[NATID]: (A7 =3 r) , Threat Defense %7213 H & 2 % — NAT 7 /34 ADEHIT
&) 6%é\a:%‘gfj—o

s [Threat Defense (FTD) 75 A b4 (Threat Defense (FTD) Hostname) ] : Threat Defense IP/7~
A R4, FDM B R T /S A 2 OGS ES, 22— =3, LEIZECTIP
AR TEET, [FTDBNATT A ADE%ITH D (FTD is behind NAT Device) ] D5
By 74—V RidEA S ET,

FOM S35 7 /34 R 5 Threat Defense ~07—4 70— [



FDM BHX R 7754 XA\ 5 Threat Defense ~D7—4 70— |
B s6527 2 mosEl. RS &R

* [DNSH—,3—27")L—= (DNS Server Group) ]: 7 /3 A~ F—T ¥ L EFH Y X —R0D
BEREICHEH S5 DNS —"— 7 L—F

+ [Management Center/CDO7 7 ¥ AA ¥ —T = A A (F—#/%H) (Management Center/
CDO Access Interface (Data/Management)) |: ¥~ 31—V ¥ ZBENT H7-00OFT — X /EHA
=T 2 ADWTNPEBIRLES, T—F A X =T = RE, T—FA L F—T=
A A% LT 20— PR SN TV D HEICOHY R — hEhET,

[v3—Y % OBE) (Move Manager) | #38#R7 % &, Cisco Secure Firewall 17> —/LZ K-
T, T AR =Dy POFHE X —~Dv 2=V XY OBBN N H—SnET, vF—
CXEBETHE, TAALRATE—T X NOTNAAL RIT IV EATE R R ET,

BT 2T /M1 ABRORBEL, HRE K VR

AT TN ROZTHRIRL, WREH 2R LET
e[ H—7 x4 A (Interfaces) ]
+[/L— bk (Routes) ]

s[4 hE VPN k3L (Site-to-Site VPN Tunnels) ]

[Ef9L— A7 =2 b (Dynamic-Route-Objects) [ &7 a3 Zid, BITSNDHTXTOYR— S
TWAET V=7 MBRFRSINET,

e ARYT—U Xk

e TVT 4y AT AR
s )— b/
c32Ia=74 UAb
* AS /N R

T EAYUAK

ATv T2 [b—1F (Routes) | &7 v a ik, RONL— bRFREINET,
[AZT 4w (Static) 1: TRTDIPVEBEIOVIPV6 AXT 4 v 7 )V— "eFRRLET,
*[BGP] : X TC®»D BGP /L— hZFE R L ET,

* [EIGRP] : §XT® EIGRP /L— h %K/~ L £7, EIGRP TiX, more system:running #7237 v 7' 17—
REiv, F—RE S bINTWRWGS, Bl —20E3SnE T, V=AM X —D2nKs{bIi
TWAEAIE, EIGRP DA X —T 2 A A7 a3 THR—2FHTRETE 7, iy A 7 (K
T, IEMEBAb, FERE. EoiEAe L) ZBIRL, ZRIDS U THF—Z2HEECEET

ATV T3 WEEERET Lizb, [MEE (Validate) 1547 U v 27 LET,
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ATy T4

ATy TH

BITSNEHEBEOLUTA®D T Y < a2 . Management Center .

MiFEH . Cisco Secure Firewall BATY — /WX EH Y o ¥ — 1l L, BBFEOA4A TV 27 NalERL, F1ub
DATVxl NeBATHRA 7 V=27 bOUV R MR LET, 27V BT TIZEEE ¥ —I2FF
E3 54, Cisco Secure Firewall 17 — /VIZIR OB A E1T L F 7,
I TVl bOLRTERERDFE A . Cisco Secure Firewall 7Y — VIZBEFEO A 7V = 7 k2 HA
AL, Bt 2 —ICH LA TV =7 2B LEE A,

ATV =V FPOLREINFE U THERDN B 72 58546, Cisco Secure Firewall 17 —/WidA4 7 =7 F DRt
EERELET

WEEOE TR =2 > ) — LV CRER X 4,

MRFEDNTE T L. [BRREA T —4 A (Validation Status) | ¥ A 7 27 ARy 7 A2 1 DU EOF TV =7 SO
BNERINTHEIT. ROFIEZFEITLET,

a) [BiA OfER (Resolve Conflicts) 127 VU w27 LET,

Cisco Secure Firewall BT —/UiX, A7 V=7 FNOBEEPHRE SNIZHEINIIL LT, [y NUY—2F
7Y =7 & (Network Objects) | ¥ 7 £72lI [R— A7 =2 b (PortObjects) | ¥ 7 DWW nE Tz
Vi T DT/I’:I/%?ETL&?L

by ¥7EI7 VI L, ATV FEMERLET,

) WMANHLEAT V= bOx MY AR L, [FY 232 (Actions) > [HEDER (Resolve
Conflicts) | =N L E 7,

d) [BEEOER (Resolve Conflicts) | 7« > R T, #RET7T7 L a 2T LET,

7o & 21X, BEF D ManagementCenter 47 ¥ = 7 N & OFEEZRET D7D, A7V =7 MY T 4>
I AEBMTDHEINTKRDENDGERHY ET, T 741 ]\@‘9‘74’ /77\78%“7\2}%575\ ME
DY T 47 ATEEMADLZENTEETS,

e) [f#F (Resolve) %7V v 7 LET,
) 27 LEOTRTOFT7V =7 NOBEEMRILIZL, [BR(F (Save) 1227V v 27 LET,

g) [MFE (Validate) 1 &7 U v 27 L CHERR 2 BRGE L. T«f@ﬁ7/1&%@ﬁ o A Oy R
BLET,

FREEMSE T L, [MREEA T — & A (Validation Status) | %A 7 1 778 » 27 2T [Successfully Validated| &\
IAE—UNRRINTED, BTSN ZE#HE L #—I127 v 23 % (PushtheMigrated Configuration
to Management Center) ] (ZiEA % 9,

BITEN=-BHROLTADT Y a1 : Management Center

ERRDORBFEIZIE T, T COAT V=7 NOBEEEMHIE L TORWEAE, Birah:
FDM & BRI 57 /3 A A {5k % Management Center (27" > = TX 8 A,

BAT7 v ADZOAT » 7 TiX, BAT SNk % Management Center (2255 L £, &K
WX DB 73 RNTHERRZ B L EE A, 7272 L. BEUCKT D5 EOBEfF ORERIE
ZDOART v I THEINET,
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. BITSNIZBROLUTA~D T v 2 2 : Management Center

ATy T
ATy T2

ATvT3

ATy T4

\)

() Cisco Secure Firewall 1T — /L B3EAT S 4172 #5K 2 Management Center (2355 L CU 5 i1,
HRRAEELTZY . T/ RTRA LY LRNTLIZEN,

[MiFE A7 — % 2 (Validation Status) | %A 7 12 2R v 7 AT, MIEOMELHRLET,

(D7 > 2 2 (PushConfiguration) 1% 7 U v 27 LT, B4T L7Z FDMEEX G T /31 A #A % Management
Center |ZiX(5 L £ 7,

Cisco Secure Firewall 17 — /L O LW iU RE A fEHTD &, MBE 7 4 VX A L TRBITRE R Z R
HICRGECTEET,

Cisco Secure Firewall 17—/, CSV Ao n— Rafgdit L, X—Y b a— L I2E 33T
N— T 7 varEEfT 52 b TEET,

Cisco Secure Firewall 17> —/LiZ, BITOMEITIRIOME N F RSN ES, =2V —/LIZ, Management
Center IZ7' v ¥ 2 SN TND AL R—R Y NOFEMARETRR AT LICR R TEET,

BATHRET LD, [VAR—FDX 7 a— K (DownloadReport) 127 VU v 7 LT, BITHhLAR— &4
vrua—RLTRIFELET,

BITRLAR— O3t —% | Cisco Secure Firewall 17 —/L L [A] U5ATIC & 5 Resources 7 4 /LA TR
FINET,

BITBRIELTEEE1E, BITRV AR - v 77740, BIORBIT Y 7 A VA EEICHZE LT, KK
DIRINZ R L £,

FITNYa—=T 4 72OV TE, BR— FF—AICHVEPEDL ZEHTEET,

BITOXRBOYR— F

BATIZRIT 25613, AR — MTBRWEDbEZEE 0,

1. [B177€ T (Complete Migration) ] Ei[fiC, [¥A—F (Support) | RZ %7 U >y 7 LET,
ANIVTHR— FR—=UNFRINE T,

2. [YA—hF FL (Support Bundle) | F = v 7Ry 7 A%A T LT, ¥Uru— R OMRT 7 A
VIR L £,

GE) s 77A4NEDB 77 AN, TIHNRNTE T ya— RHIGERENLTOET,
3. [#v>m—F (Download) 127 VU v LET,

PR—=FINRNU RV T 7 AE, B—H N RR(Zzipt LTH T ra—RanEd, Zip 74 /X &4
LT, v/ 774/, DB, BLUOHK 77 A L E2FRLET,

4. [Emailus]Z727 VU v 27 LT, 77 =NV F—AEmEDOHMEB S A—NLTEELET,
Hora—RLEYR— b 77 ANVEEFA VIR THZELTEET,

5 [TAC ~<—\ZFB#) (Visit TACpage) |27 U 27 LT, Y AaADHR— FX—UTTAC 7 —A%AE
BLET,
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sirgLt—rorresroxT

G¥) TAC 77— A%, BATHIZW O TH Y HR— b _X—=U o4 —7 T ET,

= 3 £ = T\ =
BITELAR—FOEZRELEBITORET
BITHOLAR— ML, S8R ITIVDACL I b, ACL HFiEfb, BLXUOHER 7 7
ANTIEIT SN b ORI/ e o —ICBT 25 AR RSN ET, SElic VT, %
ZBLTLEEN, BITT AR ORE, R LOMAE 27 ~2—)

A7V =7 bEMER L THEEL £,
- hFIY
* ACL b — V5§t (BATILOHERK)
« BoB{L OB E T SN D ACL L—LOEFHR, TR, ¥ Rualindbv £4,
e Ji# ko ACL 71 w7 > MiE, I b ORI4ICH 7 v b &iz ACL L — VO A G AR L E
‘é‘o
BATRICBATHR L R— b 24 v rn— RLEREZSEAR, KOV 7 2EALTY Y =k
LTL7ZEuy,

BATHRLA—bOF 7 a— Rz RARA 2 b : http:/localhost:8888/api/downloads/post_migration
summary html format

N

GE) LR — K. Cisco Secure Firewall 81TV — /L OFETHIZOHRL T a0 — R TEET,

ATV BITRLR— 24U a— RLEGMCBEI L ET,
ATvT2 BITHLA— MRS, TONFLZEEICHE LT, FDM BFEXIGT A AERN EDO LSBT
Tema IR L 4,
« Migration Summary : ASA FDM E #5734 2 )6 BRI xES 2 B IEHICBAT S -tk ok
., FDM EHXRT NA A A X —T = A A, Management Center ;5 A h & KA A L X—4 v b
BT DB T3 2 (AU T55E8) . BLOIEFICBAT SNV SR ICET 2 ERNE £
NEJ,
« FDM Migration Path : LR D 3 D2OBIT7 0 —0DH 6, EOFT v a Vin@BIRsni=naE R LET,

* [Firepower Device Manager®#4T (FLEREKDA)  (Migrate Firepower Device Manager (Shared
Configurations Only)) ]

» [Firepower Device Manager®#AT (7 /34 AL L OSHFMRE ETr) (Migrate Firepower Device
Manager (Includes Device & Shared Configurations)) ]
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B sosLt—rorzesrOoRT

« [Firepower Device Manager (7 /34 A5 L LA &2 &Te) OFIDTF /N4 2 (HLWA— R =
7)) ~DOF1T (Migrate Firepower Device Manager (Includes Device & Shared Configurations) to FTD
Device (New Hardware)) ]

» Selective Policy Migration : 4T HIZ B8R SN/ FFE D FDM F BTG T A A BEEEOFEMIZ, [7 /31
AHERKFERE (Device Configuration Features) |, [H:AHERHEEE (Shared Configuration Features) ], 35 X O
[/t (Optimization) ] D 3 >DOH T T YN THEHATE £,

FDM-managed device Interface to Threat Defense Interface Mapping : [EFIZBAT SN A VX —T7 =4 A
DFEME . FDME BB T S AR DA v 2 —T = A A% BIBIKTT DB T34 ADA 4 —
T2 RV BT LR, IOy BRI ERBY ThD Z e AR LET,

GE) DT a i iE, s BB B T SA A B LA WBAT, EIERBATICA v
B—TJ A ANBREN TOWEWNESICITEA SN EEA,

Source Interface Names to Threat Defense Security Zones and Interface Groups : 1E 7 (ZF4T S 7172 FDM & B
KIGT A AGGHEA L F—T 2 A AL AFOFEM, BLOZENOLZ ERICHT 2 oEx 2V 7 ¢
S kA B =T 2 A AT N—T ey BT LI HE, T~y B IR ERBY ThD

ZEEMERLET,
GE) TOEAHEY R b ENAT DBATIORIREN TWVEWES, 2ok 7 v a il ank
A,

Object Conflict Handling : Management Center DREfF DA 7 2 = 7 kA LTV 5D LBl &7z FDM
BB T NA AT V27 NOFM, 7Y =2 OARTEFENF UYA . Cisco Secure Firewall
AT —/ViX ManagementCenter 47 ¥ = 7 b HAFA L TWET, 7P =7 FOLAHINFE L CTHEK
NELDGHRT, BEENRZENLDA T V2l FOLARIZERELTWET, ZhbDAT7 Vs b
HEICHER L., BEPEIICHREINT-Z E 2R LET,

» Access Control Rules, NAT, and Routes You Chose Not to Migrate : Cisco Secure Firewall 17> — /L CEAT
L2V K D ITEIR L 72— L DFEfl, Cisco Secure Firewall 17 —/uiZ ko TERL &S, BIT&EN
POl ZNGDN—VEHERLET, ZhoDITaiR L, BR LT X TOAL—ABZDEY v
VIZVAPEINTWDLZ 2R LET, HEISU T, ZNHDNL— LA FETHEK TE 7,

Partially Migrated Configuration : i£fliA 7> a L7 L CHA— L EBITTE D584 7 > a &1 —
NGt —HDORBAT ST FDM EH R T /S X )L— /L DOFE, 2 HDOITa MR L. FH A
7Y 3 73 Management Center THAR— h S TWENE I DEMEZRELET, VP AR— S TWa5E
X, T4 T v a v EFEB TR LET,

« Unsupported Configuration : Cisco Secure Firewall 517> — /L3 Z 1 5 OMEEOBATZ A — F LT\
W2, BATS o 72 FDM EER G T A X R ER OFEM, D DITE R L. Ailren
BEBUCKTT DB THAR— SN TWENE I DEMEZRE LET, £DO%E1X. Management Center C 2
o DORERER FEY CRERC L £,

Expanded Access Control Policy Rules : F4/THEHIH — 0 FDM EHX SR T /A R Point /L—/L 0> HEED
BN DB v — VZHEIR S FDM BB R T NA A T 78X 3 hr—b K ¥— b—
IV DFEH,

» Actions Taken on Access Control Rules
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GE)

GE)

sirgLt—rorresroxT

» Access Rules You Chose Not to Migrate : Cisco Secure Firewall 17> — /L CRAT L 72\ K 9 1T L
7-FDM EBXMRT A A T/ Aay ba—Lb— VO, O OiTEHRL, BN L=
FTRTONL—NANZDETZ L a NIV ARINTWD I EE2HERLET, LEISLT, Zb
DON— )V % FEI TR TE £,

» Access Rules with Rule Action Change : Cisco Secure Firewall 17—V &AL T [W—LT 27 3
V] MERINZTRTOT VA ary be—L R — b—LOFEM, V—NVT 73D
flX. Allow, Trust, Monitor, Block. Block withreset T9°, ZiLHDITA MR L., BIRL7=9
TONL—NANZDOEZ T a ) A RINTNDZ EAMERLET, HEIDS L’C\ nson—
N FEI TR TEET,

» Access Control Rules that have IPS Policy and Variable Set Applied : IPS R U > —2 5@ H ST\ 57
NTOFDMEHRRTNA AT 78X 3 ba—LRY — b—L DM, ZhbDL—1L%
TEEICHER L. ZOBEREN ISR 2858 THR— RSN TWEINE I DEHERLET,

» Access Control Rules that have File Policy Applied : 7 7 A VAR U & —REH I N TNBETXTO FDM
4@ﬁ%7h4x7&txz/hmwwfj/—w—wmﬁﬂo;h%@»—w%ﬁﬁ 7

L. ZOMBEN ZBITT L0 THR—FENTWHEINE I NEiHELET,

» Access Control Rules that have Rule ‘Log’ Setting Change : Cisco Secure Firewall 17> — /L& L T

o V3RE] DEFINT-FDM EHART AL A T 7822y ha—b—/LOEM, v /%

JEDHEIZ, False, EventViewer, Syslog T9, TN HODITZMERE L, BIR LT XTOAL—ANT
DI a IV ARINTNDZ EEARLET, HEH KELT\ B DN — )L % T THE
RCEET,

PR— F SN TORWL—ABBITENRDP ST HE, RER NI T4y IR T 7 AT Ut —
NaEE T HMENEELE T, ZO NI T4 v IR EBICHT DI o T ry 7 &0
% X 912, Management Center C/L—/L 2T 25 = & Z2HELE L 97,

[ﬁ%k&ﬂ(mmemwmm)yﬁﬁﬁnmiti774wij—%m1’ﬁ%#é
VEND DGEIT. BITANCE R v X —CR Y —%ER T2 Z & 2 BEIH LEJ, Cisco
Secure Firewall @TT/H/I/ RSN EHEY X =R ) =52 BT 5720, BEKRY
DHMHLET, HILWRY O—Z R L TEEOR Y > —ZHV Y THE, NT4—v
ABME T L, Py vaPDRBT 50 EHAIHY £,

Management Center & #EUZxd 5B TH AR — b SN DHHEREOFEMIZ OV TIL,  [Management Center
Configuration Guide, Version 6.2.3] [#55E] 22 L T &0,

ATv T3 BITEILAR— FE2BE. ZBICKHT DM 734 A CTTFENCTBITT 20N H D FDM EHART A A
HEREE 2 AE LET,
AT 74 Management Center T, KD FNEZFEITL 9,
a) BHITHT B T AOBATINTEREHR L, REGLT X TOHFEINEL—ALBLIOZE
DMORERRIEH PBITSINTZZ L 2R LET,

« 77 B AU A+ (ACL)
e Xy NU—27 7 L AZEHHIR)
s W= PBEVEKY hU—=2 4T V=2 b
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B sosLt—rorzesrOoRT

« L'— K (Routes)
A F—=T AR
«IPSLA A7 =7 b
cFT V= NI N—T DR
s B R—2 DA TV =7 b
e %A NE VPN b xov
cHHL— AT V= b
b) —EHAYR—FINTND, BAR— I Thin, BRI, EkIhz, BLXUOBITIN:
MOl T NTORRER L L— VAR L £7,

INHDIER ENV— NV EHER T 2 FEOFEICOWTIE,  [Management Center Configuration Guide) [#
Bl AL T IE S, PN LB H Ofl 2RISR LET,

« PS5y N7 F—AHE (SSHT7 72 & HITPS 7 7 & 2% & ¢e) ( [Threat Defense 77 v
T A —ALRE] BSMR)

* Syslog #% & ( [Configure Syslog] % £ M)

« @Y L—7 1 2 ( TRouting Overview for Threat Defense ] % £:ff1)
« —E AR Y 2 — ( [FlexConfig Policies| % %)

« VPN ##:% ( [Threat Defense VPN | % )

« $fin 7% E ( [Connection Logging| %2 M)

BATHNC AD LV LD BAL 2B E LI25a13, BUTFOFIRICHE > TH 5L ¥ 7% LDAPS £72i%
STARTTLS IR L ¥4,

1. [#4 (ntegration) &7 v a BB L, [ZDOMOHE (OtherIntegrations) %27 U v 7 LE T,

2. [Lbh (Realms) | 2R L, HED LIV ADORICH S [tk (Edit) 1 (£) 22U v 27 LT, K
FbE A TEEELET,

3. [74VvZ7 kU (Directory) ]&27 U > 2 L, WER{LS A 7% [LDAPS] %7213 [STARTTLS] (22 H
LET,

4, EREHRAFLUTEBALET,
AT w5 FERNSE T L= 5, Management Center 7> 5 Bk 2B 7 34 ZTBIT SNz B L £,

PR—FINTWRVWIL— L & =N R— SN TWVWBEL— DN T, T—XNBTERLKR— kZIE
LS EMENTWDZ EE2MHRLET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/vpn_overview.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/connection_logging.html
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Cisco Secure Firewall #1TY—ILD7 o4 VX =L .

Cisco Secure Firewall 47> — /L%, R > —% BRIkt 5 5 7 /34 2 12ED éfi*ﬁ BENFEITH
DORERICKE SN TS Z 2R LET, BITSNDIRY —Z2FAI LT 357201, ZhbHDR
U o — ORI X FDM BB R T S A 2 KD AR A MDD EENLTNET,

Cisco Secure Firewall 17V —ILDT7 A 2R —JL

T RTO R R—3x2 M., CiscoSecureFirewall 7Y — /L E R U7 4 WV HITARIFSNE T,

AT w1 Cisco Secure Firewall 81TV — V&2 EE L= 7 + VA IZBEI L £,
AT T2 vl RFTHHEE,. log 74V F &G0 Y £tk a v — L CHIOEATIZRE Y 15 £,

ATv T3 BITHILAR— L EBITHR LR — N EREFET D581, resources 7 4 VX 200 EY £/ 1X= v — L TH
DGENZAE Y i £,

X T 74 Cisco Secure Firewall 817V — LV Z2EE L2 7 + VX 2 IR L £,

Evhk a7 7y AMIary =y 0 RUIZEEM T 5TV E T, Cisco Secure Firewall 47> —
NDaAL )= 4 RUBRENTWNWAES, el 77 AT+ VA ITHIBE XA,

1T . FDM EEBxERT/\4 X H 5 Threat Defense 2100

~
\)

GE)  BITORTRIZH =7y h TN ATFEITTEX LT A MEHEEER L T,
e AT ZAHIBIRTIDO X A 7
s A T AMEDH A

AUTFUOREABEEIOR R Y
18 H B HEIIC
Management Center 1 A b—/LL TR L TWDH Z L 2fR L £7, FFMcoOnTIE,

Y72 [Management Center Hardware Installation Guide)] [#:55] 35 X OVt 72 [Management Center
Getting Started Guide] [HFE] #Z R L T 7E SV,

ATv 1 FDM BRI GHMERL A UG 3 57>, FDM FELXRT N A RZHfe L TR A 7 = v F L ET,
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