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Verson |HiR—bkEh |[RNusr—ST7 A4 IILDORRTER |5REA
BETIL =
1.0.19 Firepower 4150 | 7 » — AW = 7 )Xo Fr—30 GE) I DT =T T v L— RNiia
Firepower 4145 fxos-k9-fprd4k-firmware.1.0.19.SPA B S AT AL~ LDOT v 7 L— R
) ThHU ., 73 ZZFFED SSD a
Firepower 4140 | * ROMMON: by, 7 t?? < i;A,
. fxos-k9-fprak-rommon.1.0.15.SPA (Micron M500IT_* 72 &) 23 245512
Firepower 4125 . DHFATEINDTD, LD T 7— LT =
Firepower 4120 | f?“’k\;’if F‘Z’(S’S o TT YT L= REWRBLT, Ty 7Y
Firepower 4115 os-k-Iprék-ipga2 0.0 L— ROZBTIZEEBZ )0 9, 7 v
. P e Xy RT—JFETa—)L T L— R av A, BIETHRK20
Firepower 4112 S A MINDBEENRH Y F9,
Firepower 4110 | - ", « SSD # A 7'#% Micron MSO0IT * LISk,
75— =7 & FPGA 7% 1.0.18 T3 C
fxos-k9-fprak-ssd. MU03.SPA _
RO IZEITEN TS HA, FXOS 77— A4
fxos-k9-fprdk-ssd. MUO4.SPA YT DT v L— RIAF v TS X,
EOXEIZH Y £ A (No action
Firepower 9300 | 7 7 — A0 = 7 /8y fr— required) | WO A v E—URERRIN
fxos-k9-fprok-firmware.1.0.19.SPA F9. ZiuE. ROMMON & FPGA M\
« ROMMON : BHTHY, SSDETIANHWA I NN
frosk9-fprOk-rommon.1.0.15.SPA HTY,
o A —/3—/31 ¥ FPGA : ) )
fios-k9-fprok-fpga.2.0.0.5PA | E¥ & ROMMONIS LUFPGA 7 77— L = 77 & /3=
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GE) l'scope chassis 1] @ [show sup version] @ H
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FPGA :
ToskOprdm2x100zeumpea 20SPA

77123 % ROMMON/FPGA 7 7 — A0 = 7 73y
=Y ONR—Y a 0%, BEfFEO

ROMMON/FPGA X— g VinZ —4 v b A
A= LB~ g (LIRIONN—V 3
V) OERICEHESNET (e xiX, 77—
L =T 3= 321,019 & 1.0.17 LLED) .




Version

YR—rEN (RN T—CT 74 IILOAFERN | FA
BETI e
1.0.17 Firepower 9300 | 7 7 — A7 =7 /X v /r—3 ¢ |Firepower 2 78— b 100G F v b T —7 ¥ 2 —/VOEE
fxos-k9-fprok-firmware.1.0.17.SPA | (K TERE TN TWET, SEHNZHOWTIE. UTESR LT
+ ROMMON : MR
fxosk9-fpr9k-rommon.1.0.14.SPA | https://tools.cisco.com/security/center/content/
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* Firepower 4110
* Firepower 4120
* Firepower 4140
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J7—LoxT7 7vIJL—F Ny —I0 Cisco.com H DS
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FIE

ATFw 1 CiscocomT, HHLTWAT AL ZAHOY 7 N7 Xrao— R XR—U%2xF4,

* Firepower 4100 3V — X : Web 7 7 7% Z{# ] L T http://www.cisco.com/go/firepower4 100-software (Z 7
JEAL, FHLTWDHET LE LD (Select a Product) ] D T OAADFH BN L F 97,

* Firepower 9300 : Web 77 7 & L T http://www.cisco.com/go/firepower9300-software |27 7 & A L
ESr RN

AT T2 [V 7 bUxZT XA 7DEIR (Select a Software Type) ] C. Firepower Extensible Operating System % 3341 L
iTo

AT9 T3 [TRTDY'Y)—R (AllReleases) |>[Z7—L™ 7 (firmware) | Z#R LT, Cisco.com T 7 — LA
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AT w71 Firepower Chassis Manager £ 721X FXOSCLI #fifL T, 77 =AU =T 7Ty 7T L —RK X r—U%
Firepower 4100/9300 > v — 3/ IZH55 L £ 7,

Firepower Chassis M anager

a) Firepower Chassis Manager T, [ X T4 (System) ]1>[E#H (Updates) ] # IR L 7,

b) [ A—TDT7 v 7 u—FR (Uploadlmage) %7 Vv 27 LT, [A A=Y DT »7r—1F (UploadImage) ]
AT Ry 7 AxHEET,

c) [BM (Browse) |27 Vv 7L, Tv7u—KT577—L0=T 777 L—RKXyr—UFTH
BLTEIRLET,

d) [7v7u—FK (Upload) 127V w7 LET,
BRI T 77— 0T Ty 77 b— R Xy r—I7 Firepower 4100/9300 & ¥ — ([Z7 v 7' — R

EhET,
G¥) Ty =T Ty L— Ry —U, [EHAEE/REHT (Available Updates) ] U A
MZFERINEREA,
FXOSCLI

Q) 7r—AU=T T— REBBLET,

Firepower-chassis # scope firmware

b) FXOS 77 —A D=7 A A—T % Firepower 4100/9300 > v —3 ~X o ua—RKLET,
Firepower-chassis /firmware # download image URL

KONWTNPOHELEFEHAL TS AR —bEND7 7 A LD URL ZHEE L E7,
« ftp://username@hostname/ path/image_name

* scp://username@hostname/ path/image_name
« sftp://username@hostname/ path/image_name

« tftp://hostname: port-num/ path/image_name

) Furma—RKR7aeRE2E=2T554:

Firepower-chassis /firmware # show download-task image name detail

&1

Firepower-chassis# scope firmware
Firepower-chassis /firmware # download image tftp://10.10.10.1/fxos-k9-fpr9k-firmware.1.0.10.SPA
Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Download task:
File Name: fxos-k9-fpr9k-firmware.1l.0.10.SPA
Protocol: Tftp
Server: 10.10.10.1
Port: O
Userid:
Path:
Downloaded Image Size (KB): 2104
Time stamp: 2015-12-04T23:51:57.846
State: Downloading



Transfer Rate (KB/s): 263.000000
Current Task: unpacking image fxos-k9-fpr9k-firmware.1.0.10.SPA on primary (
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

ATFY T2 77— =xT T v 7T L— R Ry r—UMCIE#IZ Firepower 4100/9300 v — 3 I27 v 7' r— K&
Tl L EMRLET,
scope firmware

show package

1 -

firepower-chassis# scope firmware
firepower-chassis /firmware # show package

Name Version
fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10
fxos-k9-fpr9k-firmware.1.0.12.SPA 1.0.12
fxos-k9-fpr9k-firmware.1.0.16.SPA 1.0.16
fxos-k9-fpr9k-firmware.1.0.17.SPA 1.0.17
fxos-k9-fpr9k-firmware.1.0.18.SPA 1.0.18
fxos-k9.2.6.1.157.SPA 2.6(1.157)

firepower-chassis /firmware #

ATY T3 WOa~xy REANLT, 77 —Lbv=T Ry r—VORNFERRTEET,
show package image name expand
GE) T7— b =T Ny —=VNOAR—=R FON=Da VEFIT, T — LU =T Ny —
CHEKRON—=V g UFEELTLL B LERA, FEIZOWTUR, Ty AU =T T TS
L— R Ry —y BX=) L TIIEIN,

51

firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.l1.0.18.SPA expand
Package fxos-k9-fpr9k-firmware.1.0.18.SPA:
Images:
fxos-k9-fpr9k-fpga.2.00.SPA
fxos-k9-fpr9k-rommon.1.0.15.SPA
firepower-chassis /firmware #

27—LOxT7 7ITITIL—LKNYH5—DA4A R =)L
FXOS CLI Zfi 1 L T, Firepower 4100/9300 > ¥ —> O 7 7 — LU =7 %7 v 77 L—RLZE T,

FIE

AT F1 Firepower 4100/9300 & v — T, 77 —AW =7 T— R&EAHLET,

scope firmware

10



ATvT2

ATvT3

1 :

firepower-chassis# scope firmware
firepower-chassis /firmware #

RO~y REANLTCT 7 =L 2T RNy =V DONR—V g & SEFRLET,
show package

ZON=DarFEFIE UTDOAT v T TT7 =L =T Ny F—VkA A M= T 5 LIS H
=7,

i

firepower-chassis /firmware # show package

Name Version
fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10
fxos-k9-fpr9k-firmware.1.0.12.SPA 1.0.12
fxos-k9-fpr9k-firmware.1.0.16.SPA 1.0.16
fxos-k9-fpr9k-firmware.1.0.17.SPA 1.0.17
fxos-k9-fpr9k-firmware.1.0.18.SPA 1.0.18
fxo0s-k9.2.6.1.157.SPA 2.6(1.157)

firepower-chassis /firmware #

Tr—A =T Rylr—Vk A VA =T A
a) firmware-install — RIZA YD £7,

scope firmwar e-install

b) 77— xT RNy b=V A AR LET,
install firmware pack-version version_number

VAT LTI 7 =L 0T Ny r—UNERISI, R TR ANRETTLETIZEDD»NDZ &N
HHELBMINET,

c) yesEt AL, MEREHATLET,
Tr—AT =T Nolr—VORK, A A M= T avARETTHETEDTHNDAHEERD D
el VAT AREH T n AR TSN DH T ERBEMSNET,

d yest AL, £ A N—NEFITLET, 7 v 77 L— K 7 at& A4 Firepower 4100/9300 > ¥ —
¥ OEFEREZHEALLRNTIZEN,

1 -

firepower-chassis /firmware # scope firmware-install

firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.18
Verifying FXOS firmware package 1.0.15. Verification could take several minutes.

Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.14 to 1.0.15

FX0OS SUP FPGA: Upgrade from 1.06 to 2.00

FXOS SUP NM FPGA (slot:2): NM FPGA image not part of package

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.

11



The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.
Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.18

command executed

51

firepower-chassis /firmware # scope firmware-install

firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.19
Verifying FXOS firmware package 1.0.19. Verification could take several minutes.

Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.14 to 1.0.15

FXOS SUP FPGA: Upgrade from 1.06 to 2.00

FXOS SUP NM FPGA (slot:2): NM FPGA image not part of package

FXOS SUP SSD: Upgrade from MUO2 to MUO3

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.19
command executed

AFyTd 7T — R Fakv2xE2E=F—F500%, ROFIEEZETLET,
show detail

Tr—AU T Ty 7T =R 7t RATIE, TREARERICETTHE, Ty S/ L—RAT—4 R
2% Upgrade Complete Successful & R i E 7,

1 -

firepower-chassis /firmware/firmware-install # show detail

Firmware Pack Install:
Upgrade Package Version: 1.0.18
Oper State: In Progress
Upgrade Status:
Current Task: Waiting for Deploy to
begin (FSM-STAGE:sam:dme:FirmwareSupFirmwareDeploy:WaitForDeploy)

firepower-chassis /firmware/firmware-install # show detail

Firmware Pack Install:
Upgrade Package Version: 1.0.18
Oper State: Ready
Upgrade Status: Upgrade Complete Successful
Current Task:
firepower-chassis /firmware/firmware-install #
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top

scope chassis 1

show sup version
show nm-fpga-version

51 -

firepower-chassis /firmware/firmware-install # top
firepower-chassis# scope chassis 1
firepower-chassis /chassis # show sup version
SUP FIRMWARE:
ROMMON :
Running-Vers: 1.0.15
Package-Vers: 1.0.18
Activate-Status: Ready
FPGA:
Running-Vers: 2.00
Package-Vers: 1.0.18
Activate-Status: Ready
SSD:
Running-Vers: MUO3
Model: Micron M500IT_ MTFDDATI128MBD

firepower-chassis /chassis # show nm-fpga-version

Network Module Version:
Network Module Slot: 2
Running-Vers: 1.2.0
Package-Vers: 1.0.17
Activate-Status: Ready

firepower-chassis /chassis #
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