11l

TINA AREENDEH

[Device Management] ~<— < Cl&, ASA FirePOWER £ 22—/ DT NA ABILNS V¥ —T =
A ADRECEHTEET,

FE T A== X7 TASA ZE L725A . ASA FirePOWER O EIL, & U T
A A D ASA FirePOWER E ¥ = — /L & ITHEIICFES S EE A, ZEEZMx 572N, 7
7 A~ VU h5 ASA FirePOWER D% E%# FEI T/ AR — LTI U X VIZA VAR —F T 5
VERH Y £7,

o TNA AREDE (13—)

e ASA FirePOWER EY 22— )L f VX —T = A ADEMH (4 —)
o TNA ABRE~OEROWA (42—2)

e UE— NEHOBRE (6-3—)

— W E}'L | _—
TN AREDWwRE
[Device Management] ~X— "™ [Device] % 7'1Z1%, ASA FirePOWER & ¥ = — /L2 S iv7z &

EOFEMRT NA ARE EHFRPFRSNET, SHICINCEY, RS DHEY2—L4
REHREDET R L T ZAREDWNL DOPDOFFITERZMAL Z ENTEET,

—RRHITE TN REETEDIRE
T A AEE
[Device] % 7 0 [Generdl] £ 7 & 3 AT E Y a— LA RERENET, FVa—AAEETT
TET,
— MG TNA RAEEEZH/ET HICIE. ROFIEEZETLET,

A7 w71 [Configuration] >[ASA FirePOWER Configuration] > [Device Management] > [Device]l #7 V v 7 L £ 7,
[Device] X—YNFERENET,
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ATFw T2 [Generd] &7 v arTe (L) #2Vvr LET,
ATv T3 [Name] 7 4 —/L RIZ, BTV 2a—/WZEH VY THHLWARTEZAD LET, mEFEMRH T2 A TEE
T 7270+ () {L R &\ < > 2 BEOY OCFITES T,

ATy T4 [Savel 7V v 7 LET,

ZHCEY ., BENRPRIFEINET, TA ARELWMHT 2 F TlE, BEERNEVDFIRLR2NT &
WCHEBELTLEZEY GELLIEIT A ARE~DODEFEOWEA 4—2) 2L &)

FTINA R VAT LEBEEFEDRT
AR AR

[Device]l # 7 @ [System] &7 ¥ 3 1ZiE, VAT AMEROFLRY HHT — 7 ANERINE
9, LTFTORIC, rEIndfEHwz Y A MLET,

R1:[ATL (System) ][££ a3 T—TILDIT4—ILFK

J4—)L |E%ER

N

Model TNA ADET IV EFF,

Serial FNRAADY ¥ —2 DT IVES,
Time F XA ZDBUAED 2 AT LA,

Version ASA FirePOWER & 2 — )VICHEA VA P— L ENTNWA Y T T =T D/3—
Ja,

Policy ASAFirePOWERE ¥ = —/VIZHIEEH SN TWAH Y AT LR Y —~D Y 7,

SEETINA REREIZDONT
[Device] # 7 @ [Advanced] &7 3 3 U IZiE, IROFRITTRT L HIT, WERRFOFEMER ENFR R S
WET,

R 2:[FH%E (Advanced) |0 3>DT—TILDT4—ILK

J4—ILF ERBA

Application Bypass| & 3 = — /L ¢ Automatic Application Bypass MR EE,

Bypass Threshold | (@7 7V 77— a > RA AXADLEVE (R UR) |

ERROBREF, WL FElBE (Advanced) | &7 2 a AN L TRETE £97, dHMlliC
SWTIE, ROEEZRL T ZS0,
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Be7IUsr—vaviqiz |}

BEI 7 U T—2 32 N1 /3R

SAEA AR

Automatic Application Bypass (AAB) H&REIZ., 1 > X —7 = A A TO N7 v MLUBLRFEIZ IR
AT, ZORMEEE L72SE. Ty MCRIEOASA RZAZFFRLET, ZOMEBIMEER
OREBATHEATEETN, A T4 VBBTIEE DV DIHIERH Y £7,

Ny MLUBRORBEX, Ry NU—F THRETEDLI XSy M ATV ENRNT U AER->TH
FLFET, Snot NTOREERLT NA ADBLSTZRENRINT, T 7 4 v 7 OB
FREDLEWEEZBZS &, AABIZL Y, ZOREEIREAD S 1045 LLNIC Snort 2SR E) S,
NGTINY a—T 4 VT T —=EPERESNET, ZOT—FEoT 252 LT, WFl 7RIk
MoOFREZFHETEET,

TOF T a rNERENTWEEAIT, X RALEVWVMEALETE XY, T 74V MRE
1£3000 2 UM (ms) T9, Axh7#iPHIL 250 ms ~ 60,000 ms T,

GE) AABNT 7T 4 TALE N DL, BH— 37 v MBI 72 B 230352 TWAIBAE DK T
T, AABWRT 7T 4 712 b e, AT AETRTCO Snort 7k 22X L LET,

HEN 7 7Y r—3 g o XA RNRAEANI LT, NALEWVEEZRET D HFEOFEMIZOWT
L, FEZR T ANA AREORmE B—) 2L TIEEZN,

HHET NS RAREDHSE

ATy

ATy T2

ATvT3

ATv74

ATy TH

[Devices] % 7 @ [Advanced] £~ > = & L T, Automatic Application Bypass # 4 % T & £
—g—O

BELTNAAREEZEET BICE. UTETVET,

[Configuration] > [ASA FirePOWER Configuration]> [Device Management] > [Device] DJIEIZEIR L £,
[Devicel X—UNFERINET,

[Advanced] £ 7 ¥ a Y DRI H HIRET A 2> (&) #7 Vw7 LET,

[Advanced) N> 77 v 7 U 4 RURERRINET,

Fy NU—I B AT oD% TR T WA, LEIZE U T, [Automatic Application Bypass] % i
R FJ, AutomaticApplicationBypassiL, 1 > 74 VEBTE DV bF&YHE T, s VT, HE)
TFVr—vary NN (3RN—Y) EBRLTIIEEN,

[Automatic Application Bypass] 47" = %8R9 % & | [BypassThreshold] (231 /XA L EWME (X URD)
BANTEEST, T 740 FREIL3000ms T, AL 250 ms ~ 60,000 ms T,

[Save]l #7 U v 7 L&,

FrqzaeEnsE ]
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. ASAFirePOWER E2 2 — )L 1 V3 —TJ =4 ADEE

EEPRGFSINES, T AREZEHT 2 FTE, BERNENADCRSRN I EICERLTLEE

W GEL T AL ZARE~DEFEDEH (43—2) 2ZRLTIEZEW)

ASAFirePOWER €2 a2 — LA V3 —DJ 24 ADEE

ATy

ATy T2

ATvT3

ATy T4

7 A4 &> A : Control, Protection

ASA FirePOWER A > % —7 = A A ZHRET D121, ASA FirePOWER &2 = —/Lib A v
H =T 2 A ADEX2 )T 4 V=V DHRRETEET, FFMIOVTIE, X270 V—
COEE] ZBRLTLLEE W,

ASDM BELOCLI i L TA v Z—T =24 2 5HELE T,
ASA FirePOWER 4 V3 —J x4 RAZHmET HICIE. ROFIEZETLET,

[Configuration] > [ASA FirePOWER Configuration] > [Device Management] > [Interfaces] DJEIZEIR L £
D

[Interfaces] ~X— Y NF RIS ET,

WET DA L F—T =2 ADBIZHLWET A2 (&) 27V v 7 LET,

[Edit Interface] N> 77 v 7 7 4 v RURERINET,

[Security Zong] K v 7 XZ 7 VA NDLEBEFEOEX 2 U7 4 V' — 2 %BIRT 50, £7213 [New] %2R
LT, HLnvkx=aU7 0 y—r2iBiLEd,

[Store ASA FirePOWER Changes] #7 U v 7 L7,

X2V T4 V—URRESNET, T ARELWEHT 2 E TIE, BEENENADTRHRNT &I
BEELTIESY GELLBT A ARE~OEEDORM (4~—) 2ZRLTZaW) |

TINA REBE~NDEEDER

SAkELy R AE

F N A0 ASA FirePOWER R EICEEZ M 7-6, FTROOLEFEAZEHA L TEY 2 — L2k
WCERE MRS Z0NENHY £, T4 ANEHEEAFIORE TR TIE, 247 g
ITEERNIC A2 0 £,

A B =T 2 A AERELTCT A AR —2HEHATIE, MELIEA LV F—T (R
A VAR AT TR, TRAALEOTRTCOA v HZ—T 2 A A A AKX AT Snort B
EEITAZ LIZHEELTLLZEN,

EHET/INA RIZEART BICIE, UTETVET,

B 71 xgEogm


asafps-local-mgmt-config-guide-v66_chapter3.pdf#nameddest=unique_47
asafps-local-mgmt-config-guide-v66_chapter3.pdf#nameddest=unique_47

| 71 zx8E0EE
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AT w71 [Configuration] >[ASA FirePOWER Configuration] > [Device M anagement] > [Device] & 7= X [Configuration] >
[ASA FirePOWER Configuration] > [Device Management] > [Interfaces] DNIEIZERIN L F 5,

[Device Management] ~— U MNFER SN ET,

AT v 72 [Apply ASA FirePOWER Changes] %7 V v 7 L £,

ATy T3 Turreintanzs, EA (Apply) 1227V v 27 LET,
TR AOEEREH SNET,

Ev bk MEZSE U T, [Apply Device Changes] %1 7 v 778 v 7 AT [View Changes] 27 U v 7 L ¥ 7,
#r Lo ¢ K72 [Device Management Revision Comparison Report] ~<— U A& Rr SivE 4, afif
WZOWTIE, TS ZAEHOY BV g VLR — PO (5—) 2ZRLTIEIN,

RFyTE [OK]| %2 v s LET.
[Device Management] ~X—UIZRE Y £,

TNARABED)EDa B LKR—FOFEA

S4B AR

TN AEHOLEE L R— 2R LT, BEEHERL T, 7774 TV AZEATEE
T ZOUR— ML, BIEOT TI9A T ADREL . BEEHBOT T4 T 2 ADRE
LOMOERNTRTERENET, ZhICkD, REDEHEN R T —Z2RETHZENT
xF7,

EEEAMEERRED 7 T34 7V RELRET BITIE. UTEITVET,

AT w71 [Configuration] > [ASA FirePOWER Configuration] > [Device Management] > [Device] & 71X [Configuration] >
[ASA FirePOWER Configuration] > [Device Management] > [Interfaces] D JIAIZE& R L =9,

[Device Management] ~— UMM FER SN ET,
ATw 72 [Apply Changes| 27 U v 7 L %7,

[Apply DeviceChanges| iR 77 v 7 U 4 RUMMBRINET, 77747 L ANER#EHATORET
X, [Apply Changes] R % 3o £ 12720 £,

ATv T3 [EEDFKR (ViewChanges) |27 Vv 27 LET,
L\ ¢ > K72 [Device Management Revision Comparison Report] ~<— Y3 &R S v E 7,

ATy 74 [Previoug & [Next] Z#27 Y v 7 LT, BIEDT 7 I7AT LV ADOREEEETHEABRDT 774 T 2 ADKRE &
DEOT X TOERZHRLET,
ATy s MEIEL T, UAR— O PDF/N—Y 2 U &ARKT 521X, [Comparison Report] 27 U v 7 L&,
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FNAREEOER |

)E— FEEDERE

SAEU A AR

&% Firepower VAT LT T TA T VATRIOT 774 T U AZREHRTE DX HICTHITIL,
2ODT T T AT L ADRUIHIH O SSLEESALBIEF ¥ xvEty N7 v 7T H0ERH Y
TV, ZOF v FNEFEALT, WHOT T ITAT UV ARRE LA XY MEREILG LET,
NATRATEVT 4 BT, ZOF ¥ FAEFEHLET, ZOF ¥y FNE, T 74/ KT
AR — b 8305/tcp (ZhiE L £ 7,

BHXROT 74T A, >F D Firepower Management Center TEHLT 5T /34 2 EIZix Y
T— NEHERETILERHY T, VE— NEHARE LK, BEHMT 774 T AD
Web f v % —7 = A REMA LT, FEUNGET 7747 A% ERREIBNTE E7,

GE)

UE— MEPEZFE L, Cisco ASA with FirePOWER Services % Firepower Management Center |Z
ik L= 5. ASDM Dt v (2 Firepower Management Center 7> 5 ASA FirePOWER €3 = — /L
EEHTLIMNENHY £, 77T 4T A% Firepower Management Center |28 6%9 5 & |
ASDM = > Y — /L &{#i ] L C Cisco ASA with FirePOWER Services & V) &— NFHI9T 5 Z L LT
TEHA,

2007 FTAT L AMOBEEFREICT 2720I21E, 7774 TV ADENEZR#T 5 FB
iRt L2 il Ze 0 £ A, Firepower & A7 LA TIE3 DDA L CBEAZFFT L
-éAO

 BIEATENLT AN GEDT TIA TV ADKRANELZIZIPT RL2A
NAT BREE Tl V—T 4 VT HRERT RL AR S ) — DT TI7A4 T AIZRNELTH,

UE— NEHAZRETHEE., FHITEHART 74 T AZBNTAHBIZE,. AR N E-
ZIPT RLAZAOWTNNERRETHILERD D 9,

o P AT Ao DICH AR SN D, FeK 37 LT OFETIT L DB E T —
* Firepower 2 27 L3 NAT BREE CllE 2L 272 OICHIA TE 247 a v O—E D%
¥z X 5 NATID,
NAT ID 1Z, BEXNRT T4 7 ABBGET DO 3TV D TXTO NAT ID D]
T—EBTRINERY 8 A,

BRI G:T /3 A A % Firepower Management Center |2 86k 5 &, BIRL/-T7 72 ar bn—
VIR —NT AL RZEHEINET, 277, BRLET 7Aoo ba—L KU »—T
ERA SN AHEEEICNE R T A B ANT NA ZATHRI > TWRITFHIR, 778X a2 b
o—)L AR Y —OmE IR L9,
O—AILTITSAT7UVAD)E—FEBEZRET HICIE. UTEITVET,

T A B
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ATy T

ATvT2

ATy T3

ATvT4

ATy T5

ATvT6

ATy 17

I):E_

EDEE

ye—reEors ]

[Configuration] > [ASA FirePOWER Configuration] > [Integration] > [Remote M anagement] DJIE|ZE:R L F
ﬁ‘o

[Remote Management] ~<— U NFRINET,

[~*%—Y ¥ OB (AddManager) 1227V v 27 LE,
[Add Remote Management] ~<X— VN FR I ET,

[Management Host] (2, Z D7 7F'IFA TV AEEHT H1-DIMEHT L7 7747 ADIPT RLAE T
EARA N EATILET,

AR NG, BB RAAL 4 E7-13a—H /L DNS TERIVR IP T RL RIS ALETTT,

NAT BREETlE, BEHRT 77 AT U AZBMT 2B IPT RVAETIIHRA NERET 5 TEDY
Hy ZZTIPT RLAELIFIFA MERET 2L EIH Y A, FOYE ., Firepower & A7 AlXtk
THESNS NATID 24 L T, &% 45 ASA FirePOWER €Y 2 —/L f v ¥4 —T7 = A A LD VY E— |
Ry il LET,

EE Xy hU—=ZTIPT RLADEY Y TIZDHCP A L CWAEAIE, IPT RLATIEARL,
RANGEEHLET,

[RegistrationKey] 7 4 —/V RIZ, 77 I7A TV AMO@EEE Y T v 7T 57DICEHT 258 —%

A LET,

NAT BREE DAL, [UniQueNATID] 7 4 —/V RIZ, 77 I7A TV AMD@BEEZY Yy b7 v 7957201

AT D, BEFICLDZ—EDONATID Z A LET,

[Save]l 7 U v 7 LET,

TITITAT VAPHAIZEETCEL Z L 2RI L L, AT —H XL LTBEMRYE (PendingRegidtration) ]

MFEREINET,

EEWT TIAT U ADWebZ—HW A L E—T A ZAEFEH LT, ZOT T T34 7 > A% BEHEREIZBN

L\i‘a_O

(6=3)) TNAADY) T— MNEREANCTDHE. NATEZEHT 2~ NN T4 T80T 4 BT
I%. &> %V Firepower Management Center 2~ % — % & L CGEINT 2 MERNH A0 H D
F7, FEICOWTIEL, A= MZBHEWAEDbEL S0,

EEDRSE

S4BV ARE

BHRT STAT U ADKRA MELIZIPT RLUAZRET DIC1E, UTOFIEZEHNL £
T, Flo, BEHMT S IAT VAORRLEEETHI L TEET, KR4IL, Firepower
VAT LDALTHRAMNNTORMERNINET, RAMNET T ITAT o AOERHE LTHE
HAT52 b TEETN, IORTAZATILTHARA MIFEFEINEEA,

FrqzaeEnsE ]



FRq2gEE0EE |
. eStreamer 4 —/\ T eStreamer X TE

JE—FEEZHRET BICIE. UTEITVES,
T eA  EEE

AT w71 [Configuration] > [ASA FirePOWER Configuration] > [Integration] > [Remote M anagement] DJIEIZiEIR L &
D

[Remote Management] ~~— VN F RSN ET,

ATY T2 VE— MEHRELRET O~ — VY ORICHLWET A2 @) 227V vy 7 LET,
[Edit Remote Management] ~— V23 R AL E T,
ATw T3 [Nameg] 7 4 —/L R T, BET 7747 LV AORFAEERELET,
RATv T4 [Host]) 7 4 — /L KT, BHWT FI7A4 T ADIPT RLAZZIIHRA M EERELET,
RA NIE, SEREHM KA A VA E 21T — BV DNS THE 2 IP T R L AR SN D4 BT TT,
ATv75 [Savel 7 Vv 7 LET,
EEPRAFSNET,

eStreamer Y —/\T0) eStreamer D& E
Z 4% A : FireSIGHT + Protection

eStreamer — L L THHT BT 7T A4 7 AT eStreamer 1 XV DA T4 T 2 h~D
AN =2 &BMHT DT, FORNII, A XV 2T T4 T 2 MIEET B L 51T eStreamer

P—NEREL, 7747 MCETHHEHREZHFE LT, BELHNLT S & EITEHT 275

JVT UV VEERT DMERD Y £,

eStreamer 1 Rk 84 TOHRTE
R LT T4 T2 MZ eStreamer b — AR EETEDZARNV N XA TEHETEE9,

B GT /3 A A E 7= 13 Firepower Management Center D\ Tl ATREZR A X b A 7
U TR TT,

« BAAL B
cBAALRY R Sy b TS
cBAA Y BT —

eStreamer [CE D THEBEENDA AL LR A TERET BI2IF. ROFIEEETLET,

R T 71 [Configuration] > [ASA FirePOWER Configuration] > [Integration] > [eStreamer] DJIEIZEIR L £,
[eStreamer Event Configuration] ~X— U RN E R ST,
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eStreamer 7 5 1 7 > ~ OFBFEDEM .

AT w72 [eStreamer Event Configuration] @ T C, eStreamer 7" HERITTD Y T A T 2 MIHRET HA X DX AT
DRI DT =y IRy 7 A% A NI LET,

BRI T /A A % 721 Firepower Management Center TR D —ER £ 7213 T _RCEBIRT HZ N T £,
* [Intrusion Events] : R A1 N hEXELET,

s [RAA XY K2y b7 —4% (Intrusion Event Packet Data) | : R AA X2 MZBEAAHT Sz 37 »
FMeEELET,

» [Intrusion Event ExtraData] : HTTP 7’2 % > £ 7213 v — K /XF B H T Web — 28 L T %
7747 ROFEETLIPT FLAD &9 RMRAA Ry MEEM T bNIZBMT —# Z%xE L ET,

GE) I, eStreamer — IR EETE DA X FEFETLZ EICEBE LT EEY, 7947
M. eStreamer — NICEETAERRA v — D TRIETHA R N F A T h BARICERT 5
VENH Y £9, FEHIZOW T, Firepower > A7 L eSreamer AT A REBMLTLIEE
A

ATy 73 [Savel &7 Vv 7 LET,

eStreamer 7 54 7 > FDERIEDENN

eStreamer 737 7 A 7 MZ eStreamer A X2 N B E(ET HITIE, EDRHIIZ, eStreamer ~X— U
5 eStreamer — NDOET T—HR—RIZT TA T FEBMLTEBMLERXHY £, F

7= eStreamer —/ 32 iofﬁiﬁkéﬂf_nun nJ.T:Eﬂi%y FTAT L MIabt—72a20ELHY
i—aqo

eStreamer 7 7 A 7 > b EBIMNT B2, WO FIEEZFATLET,

AT w71 [Configuration] > [ASA FirePOWER Configuration] > [I ntegration] > [Remote M anagement] DJIEIZ&R L %
R

[Registration] ~X— YN FR S E T,
AT w72 [eStreamer] ¥ 7 &R L £ 77,

[eStreamer] N— U NEREINET,
AT w73 [CreateClient) 27 V v 7 LE7,

[Create Client] X— U NERENET,

RTw T4 [FA R4 (Hostname) 17 1 —/L RIZ, eStreamer 7 7 A 7> R & FEITLTNAHERA FDOKRA M ETZILIP
T RLAZ AN LET,

GE) AR MNEEHTIHEES. eStreamer — TR R R IPT R L AR T ZLERH Y £9,
DNSFRRZFRE L TWRWEE ., RANGERET D0, IPT RLUAZHGEHTIVLENHD £7,

ATw TS FEHETY 7 A LV EREET 5 I2iE, [Password] 7 o —/L RIZ/RAU— &2 AN LET,
ATvT6 [Savel 7V v 7 LET,
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. eStreamer 7 54 7 > FDEREEDEM

ATy 71

ATvT8

ZH T, eStreamer %— 3%, KA RS eStreamer —/N EDOFR— 830217 VAT HZI EEFFAIL, 7
TAT ¥ MY —NGRGERFIAE T 2 F8REREE AR L £ 9, L2 74 7 > h A3 [Hostname] & FIZ3
IREFUIZIRAE T, [eStreamer] N— U RFHRRINET,

IIGAT LV RDEAMORICHLE T a— T Aay (&) 22 vr LT, iFAZE7 7 AL EZ D
vu—KRLET,
SSLFREED =D FA T > bMERT 28077 0 L7 N VIGERAEY 7 A LV ERTFLET,

INT, 7 T4 7 it eStreamer Sh— N2 TE 9, eStreamer —E R EFHEET AL IIH Y F
A,

EYr 74T NOT 7 BAZRDIETIZIE, HIBRTHHEA NORICHDHIRT A 2 (B) 227U v
7 LE9, eStreamer —E R 2 FHEIHTHILEIHY A, 727 BRI EBICIRVEINE
7,
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