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B, Z7ANV R = @mER~L T 2 TESR LTSN,
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* [Analysis] > [Files] > [Malware Events]
E¥h AXRCVEDT=TNE2—TIE, —#HDOT 4=V FBT 731 FTHERRIZE T

F9, ARV Ea—IZERRT 4V RERRTDHITIE, MBEFOZRER L, [
T S iz 717 2 (Disabled Columns) |O D7 4 — )V K4 %&7 Vv 7 LET,

EYb REOT 7 AN SN e T ICETT DI, T—IATF =y IRy
AEMBEHLTT7 7ANVEZERL T, [Y¥ 7 (Qumpto) | Rry 77X o U R
kC [ <> (Connections Events) ] Z =R L F7,
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Tr7ANERHBLET 7 AN R — —UIEE LT 7Y ay, BIXOEETS T 74
VT Ivary AT a s,

AMP %~ 5 K (AMP Cloud)

AMP for Endpoints 1 X R 23FE[E Iz AMP 7 7 0 RO,

F7FUHr—ar J74)L% (Application File Name)

AMP for Endpoints & tH3M T2 L &2, VU =T Z7AMIT 7 8ALTWEZ T4 T
YETFVr—vay, IRLOT T Y r—va iRy U= RINERET ) =y
VL RS Y ER AL

77— 3> 774 )L SHA256 (Application File SHA256)

23T T & 12, AMPforEndpoints TR &7z, Foid@Bis =7 v A vic7 7+
A LT T 7 A VD SHA-256 D/~ ¥ =,

[ 74— 3> 7O ka)L (Application Protocol) ]

BERBT SA AN T 7y AN BRI LN 70 v 7 THERENDGT TV r—v a7 ba
o

FFUr—ary Fabka)l hT3) EfEH S (Application Protocol Category or Tag)
TV = a yORREEABIRET D DIKNLD, T r—a  ORME AR IETE,
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B TS hier 7V r—vay 77 0 v ZIZBEST S U A2 ¢ Very High, High,
Medium, Low, F721% Very Low, i CREN=T7 7V r—va o472 8, B
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NI 2T TrANBNEENTNWZT AT T A1 (HDEER) DL,

T—=HAT 77 ANVORNFER T HITIE, 8 (Analysis) 1 >[7 74 /v (Files) 1IZH D,
T—=NAT 77 AND—ENEREINDINTNNOT—TNWMIBEIL, 7T—hAT 774L
DT —=TNDITEHEZ VY7 LTaAary7THARN Ama—%20Thb, [7T—IATORAFD
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[SHA256 ® 7 —75 4 7 (Archive SHA256) ]

NI 2T Ty ANEEGLT —hAT 774V (BHDHEFE) O SHA-256 /~ 3 2 fH,

T—=NAT 77 ANDONEEEXRT HITIE, [FH (Analysis) 1>[7 7 A /L (Files) 1IZH D,
T—=HAT T7AND—ERNERENDINTNNOT =T NIBENL, T—hAT 77 AV
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BhE 9 5 B R AEMERH Y T, ZDOT7 4 — /L KT, ZNHD ) bigbEkunt o (B
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1 DORANTIETIN, 77 ANEFET DO —NIEKGFT D7 FA4T N T
r—3a
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TN = a COBREBRET D OISO, T r—va ORI R R,

A 2 /N—#1 (Count)
BEEOFR CITEERT 282 LB 0, FITOERIC—FT 514X D%,
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Fw NU—=ZET AMP I Lo THERENTZT 7 ANV ARV EE=LT 2T A X0 NOBEE
X, 77 ANVERBRE LT N AD4THI,

T RARA 2 MAT AMPICE > TAER SN~ T 2T A XU hE AMP 7 57 RIZk - T
ERENTZL AT T 4 T <=7 A2 hOAEIE, Firepower Management Center (D
A4 il

[&038/ 7 7 1 )LD%AE (Disposition / File Disposition) ]

77 ANVOMNE -

<IILH 7 (Malware)

AMP 7 5 RTCEDT7ANNNL T 2T L LTHEINTZ, n—FL <y =T 500
TNz T7T E LTI ENTZ, FHRIE7 7 ANV R o—TERINE~V T =T LEW
a2 77 ANVDOERA AT VDB Z LR LET,

2 1)—> (Clean)

AMP 7 5 RTEDT7ANNI V= LTHEEINTWED, 2—FRT7 71 0%
JV—2 URANMIEBNMLIEZZEEZRLET, 27— D77 AR~V 2T T—T )
WIZEDLNDDIE, TDT 7 ANNRT )= ANIEWENTGETET T,

e

VAT ANDNAMP 7 T U RICEIWEDLEE LR, 77 A VOB RE Y Y THILTVWE
FATLZ, SV 2L, AMPZ 29U KRR T7 7 A NVEZIELLSEL TWERATL,

HR4E Lt (Custom Detection)
YR AZ LMY A M7 ANVEBINLIEZ & 2R LET,
[[ExtAA (Unavailable) |

VAT LNAMPY T U RIZEWE DR TER ol b LET, ZOWEICET S A
R, bEWARRSFETIAHEENRDH Y F9, ZUTTFHINZ#ETT,

B9

[7 7 A 5t (Detect Files) 1 £71X [7 7 A/ 71 v 7 (Block Files) ] /V—/37 7 A
L MLER L, Firepower Management Center 25 AMP 7 7 7 RIZRiWAbE otz 2 & &
RLET,
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This field is only present if you have ever configured the Firepower Management Center for multitenancy.

AR b Y THRA T (Event Subtype)

<V = T RRHINS D723 > 72 AMP for Endpoints 7 27 2 2 > ([{ERK (Create) 1. [T
(Execute) ]. [F£E) (Move) ]. [AF¥ ¥ (Scan) ]72 &) |

AR+ 5247 (EventType)
NI 2T AR NDYTHA T,

[Z74)L% (File Name) ]

7 7 A VDL R,

774 )L /3R (File Path)

AMP for Endpoints I[Z X > TSN~V T =T T7 A NVDT 7 AV NA (T 7 ANKEE
ER2)

[J7 4 LK1 — (File Policy) 1

TrANERHELEZ 7 AL R —,

[Z74)L X bL—UHRTEFEH (File Storage / Stored) | (BEDH)
A2 MBI ONZT 7 A VDA R L= AT —H R
fR7F (Stored)
BT 57 7 A VRBIERFEEN TN DT RTOA Ry FEIRLET,
B:&{R7F (Stored in connection)

BT 25 7 7 A VDNBERIES N TN DA E I IR, BETL 77 AV E VAT
ARFX FF X BLMEFELETRTOAL XY 2R LET,

LBLZEL (Failed)
BT D57 7 A NE VAT APMRETERN 72T R TOAL R FERLET,

T7ANLDAA LARS 2T (File Timestamp)
AMP for Endpoints 235 H L7=~ /v 7 =7 7 7 A L HMER S U7 H B,

T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .
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HTTP [5% 32— K (HTTP Response Code)
77 ANVDELERFIZ 7 T AT 2 MO HTTP Z RIS U TEE SND HITP A7 — 4 A a— K,

[1]#

VN2 T AR IR, BERICBES LA A MR 2R AOER J0C) & KU H— L7
&£ 9 735 AMP for Endpoints 7 — % 73 I0C /b—/L % b U H— L1=84&. A 7 AMPIOC T, 5
BIRTNT =T AR RPRERESNET,

*wt— (Message)

N 2T AR MIBEEM T O EMNER, T ANV AR PBEXOR Y U — 27 WAF
AMPIZX o TH R ENT -~V =T A XTI, 207 40—V Rk, BRUBNEE I,
SFEYVEEMTONTZL AT T 4 T ARVEIRHDL T 7 A MVIH LTOAANTIZNE
@—O

Z{E@IDKFEE (Receiving Continent)

T 7 ANEZET DR A S OKEE,

Z{E@IDE (Receiving Country)
T 7 ANEZETHRA FDE,

{18 IP (Receiving IP)

T7ANARY PBEORFR Yy FU—Z [T AMPICE > CTERSNIZ~ LT =27 A X2 hDOH
G T T7ANEZETDHRANDIP T RLA,

TV RARA LV FAT AMP I X 5 TARISNIZY AT =7 DA XY ROFE, ax7 ZHRA N
VhEHE LD KRS RO IPT RLA,

ZIE@DFR— ~ (Receiving Port)

77 AABBRIERSE N T T 4 v 2 Is ko THA ShBs5EHR— b,

[E¥a)T 4 3>TFXF (Security Context) ]

N7 4y 2 NBE LTI 7 AT U4 — IV IN—T 5T DR T =4 o a T
AR E—RTETLTNS 1 ELLED ASA FirePOWER F /34 2 24 A4 AT A
X207 4=V FOHRERRLET,

EERIDKEE (Sending Continent)
T ANERETHRAFOKREE,

Z{ERIDOE (Sending Country)
Ty ANEFEETDHRA FOHE,
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iX{E4 IP (Sending IP)
T ANEEETHRANDOIP T RLA,

EERIDR— + (Sending Port)
T ANDBRHENTZ N T 7 4 v 72X o THEA SN EFETA— K,

[SHA256/~ 7 4 )L SHA256/ (SHA256/File SHA256) ]
7 7 A LD SHA-256 /v ¥ 2 i,
SHA256 fEZ 13 5121E, 7 7 A PR OWNTANIC L > TRHINTWLMENRDH D £77,

o [7 7 A VDORAE (Store files) | DA/ >TWDT 7 A T 7 AV L—)L,

o [7 7 A VORTE (Store files) | DA/ TWET 7 A Tyl Ty AL Ib—)l,

cINT =T VTR T T T Ty A L—)b

N 2T Tyl Ty AL — b

« AMP for Endpoints
o, ZOFNTERBICRIESNIZ T 7 ANV A XU EBIOT 7 A VOBRMEEZER L, F v b
V=0 Z7AN 7027 MUKV 7T Ry NI—=2 T7ANV bT7P=7 R T A
HERRINET,
[4X (KB) /Z774)LHA4X (KB) (Size (KB)/File Size (KB)) ]
T7ANDYFA X (A FHAL)
77 ANPEECRESNDHN S AT LR T 7 ANDIA TERFFELILHZRE, 77 Ay
AARHEENRZNGERHY T, ZORWTIE, 207 14—/ RIFZEETT,
[SSLOEMED 7Y 2 3 > (SSLActual Action) 1 (BRFRDH)
VAT AR S SN N T T v ZICHEA LT 7 va v,
[FEv% Block) | F=F [ty LTIFOYY (Block with reset) |

Ty ShcE e bR e £ LET,
[E5 (FBZE4) (Decrypt (Resign)) ]
BEAV—FEEZEN L CTES SN BEHERER L ET,

[BE (F—DX#) (Decrypt (Replace Key)) |

BEEHA DAY —L HOBEA T —FEHELMN L T b SR EE R E R L
£7,

[1EE (BRZND*—) (Decrypt (Known Key)) |
BERmowEF—2MH L TES SN A GEERER L ET,
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[T74IrT749 3> (Default Action) |
PN T 74V N T v a ik o TR SN L ERLET,
[€5 L7 LY (Do not Decrypt) |
VAT BB FAL LRI T B A R L ET,
74—V R, BT —27 7m— =D [SSL A7 —# A (SSL Status) ] 7 1 —/V Rk
RENET,
[SSL EFBAZ={%%R (SSL Certificate Information) ] (FBZEDH)
N7 7 4w 7 AT D 72D DR F—FEF IR SN D IRDIEHR -
TVl M TILHEA  (Subject/Issuer Common Name)
TV NAEATICHAR (Subject/Issuer Organization)
« 7T 7 NFITIOMME AL (Subject/Issuer Organization Unit)
« HEOIM DO BHAG/HE T (Not Valid Before/After)
« > U 7L B (Serial Number) . FEFAE” 4 > H—7U >  (Certificate Fingerprint)

« NBF— 74—V | (Public Key Fingerprint)

[SSL BRI (SSL Failure Reason) ] (&N H)
VAT AP FI RSN N T T 1 v 7 ORISR LT B,
« A
« ~—% (No Match)
* Success
e ¥ ¥ v o I TV v g > (Uncached Session)
s RNBA721E 5 A4 — I (Unknown Cipher Suite)
o FAR— F I TS A4 — & (Unsupported Cipher Suite)
o PR — R N TV SSL /N—37 = > (Unsupported SSL Version)
o ffi H} 4172 SSLJEAE (SSL Compression Used)
e Ry U7 E— R THEEILTE /W v 3 > (Session Undecryptable in Passive Mode)
e NV R¥ = A2 =7 — (Handshake Error)
« #i5- =7 — (Decryption Error)
s ROV — 417 TV OFFE (Pending Server Name Category Lookup)

R OIESL T Y OfFE (Pending Common Name Category Lookup)
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« A= — (Internal Error)
o EHARFEREZR Ry T —2 /3T XA—% (Network Parameters Unavailable)
o HEZN 70 Y — NGEHEOMLEE  (Invalid Server Certificate Handle)
o AR FREZR Y — NGEE T ¢ T —7"U b (Server Certificate Fingerprint Unavailable)
e HT7Vx s FDNZF ¥ v 2 T&E72 (Cannot Cache Subject DN)
« FE1TIL DN & ¥ ¢ v 2 TE 72\ (Cannot Cache Issuer DN)
« NB372 SSL 73— = > (Unknown SSL Version)
o [l AR FTREZRANERRERAE U A b (External Certificate List Unavailable)
o [ AR ATREZRANEBRERAE 7 « > H—7 Y > b (External Certificate Fingerprint Unavailable)
o MEZH 72 NERERAE Y 2 & (Internal Certificate List Invalid)
o AR ATREZR NEIRERE U 2 I (Internal Certificate List Unavailable)
o i AN FTREZR NESRERI 3 (Internal Certificate Unavailable)
o« AR FTREZRNERRERAE 7 « > B —7 VY > b (Internal Certificate Fingerprint Unavailable)
o (AR FIREZR Y — SFEEDOMGE (Server Certificate Validation Unavailable)
o — NGEEORMGEET 7 — (Server Certificate Validation Failure)
« 2727 7 > a2 > (Invalid Action)
74—V FEIE, BT —27 70 —0~X—T O [SSL AT —H A (SSL Status) | 7 4 —/V FIZ
KRENET,
SSLZF—4 R (SSLStatus)

5kt 2 1 7127k L7- [SSL DEBRDT 7 2 2 > (SSL Actual Action) ] (SSL /b—/L,
TI7HN DT 7 ay, FIFEFTERN N T 74w 77 ay) ICEEMT LT
WBTZvay, my s T4 ar () i, TLS/SSL M EOFMIC ) v 7 LTHET, FF
HELZFHATERAWES (& 21, TLS/ISSL NNV Ry zAf 7 =T =X VN T v s
EINDLEE) . BT TA L E T V—FoRITR £7,

VAT LSRR A S T ERD o oA, [SSL OEBROEE (SSL Actual Action) ]

(EITENTZEBEREDO N T 7 4w T2 ay) &, [SSLAMFEH (SSL Failure Reason) ]
DFEREINET, 72& 21, APAREEAAL — ML TR LSNTE N T 74 v 7 BV AT
LU, R EDA AR Vg v aETICINEFA LSS, 207 4 —/L FIZiE
[Do Not Decrypt (Unknown Cipher Suite)] 233F/RSiLET,

ZDT 44—V RERET DAL, [SSL OEEEOEIE (SSL Actual Action) ] & [SSL JREE
(SSL Failure Reason) ] D 1 DL EDEEZ AT L, VAT ABLBL L7z, F3E B2 L
T Fb b7 7 4 v 7 BRI LET,

| T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .



TFAIRILIZT AR RERY RT—=0 T7AL F52z 9+ |
B - rssvmnyz7arvr 70—

[SSL #442/317& DE (SSL Subject/Issuer Country) 1 (FRFEDH)
W5 BALRERA F 2 BT B AL 44 £ 721 3FAT e E D 2 350 1SO 3166-1 alpha-2 [EHFE 5,

[BEBD 4B (Threat Name) ]
B Sz~ <7 OL4TI,

[ZB A7 (ThreatScore) ]

ZDOT7 7 ANVICEHEMT OGN TV DERFTOEBA 27, Ziux, B HIcBlEZ I EE
N D AHENED & B ENEIZIES = 0 ~ 100 DE T,

BEA T TA 2%, [EHTER (Dynamic Analysis Summary) ] VAR— M2V > 7 &
Tb\ij—o

BEZ) (Time)
AR SPNERENTZBR, 207 40—V RiIBBTExFEH A,

(2417741524 F (TypefFile Type) ]
T ANDE A7 (HTML =° MSEXE 72 &)

[URI/Z 7 - JL URI (URI/File URD) ] (

Ty AN NT YT g SZBEMIT DN TV AEEROURL 72 21X, 22— N7 7 A L%
Zrvou— KL URL 72 &,

[2—% (User) 1]

AR IDFEAE LTAR R MCBER BT D 2 —54  (Receiving IP)

Tr7ANAR FBIXOR Yy NU—J BT AMPIC K o TAE SN~V T =27 A4 X0 O
Hy 20— EIRy MU= BRI E o THRBISNE T, —FIdgaeA A MCBhEMS T &
NTWNDH7D, WElARA BV =27 77 ANET v 7 a—RLivAh =T 4 X2 RZ
2 —FFEE T O ER A,

T RIRA LV MAT AMPIZ X » CTERKRENTZ~LV T 2T A X MOBE., = RARA 2 MA
i AMP R —HF4 &ML ET, ZNSO2—VEa—VRH £ I3 BEEM TS 2 b
ETEFERFA, TNHIE[2—Y (Users) | 7—7NMIZEENT. TNHO2—VFOFEMAEE
ITHIELTEERA,

[Web 7 7'1) r—<, 3 > (Web Application) ]

B CHIHENZZHTIP T 7 4 v 7122\ T, NIRRT EIZURLEZER LT 7Y & —
va v,

Web 7 74— 3 >DhTaY)E1=1&52 % (Web Application Category or Tag)
TV a COBREEBET 2 DIRNL D, T r— a v ORI A R LT,
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TILIIT AR DY TRAT

WRORIZ, SNT 2T AR INOVTHAT X2y hT—7[F AMP ( Ry hT—27 _—
ADNT 2T AN ) D RRA 2 MajlFAMP ( [y RiRA V PR—ZAD~< /LT =
TARCE] ) DELLTEOY T HATHIBETEDMNEIME, ZOVTE2A T HMEHL
TRy NU—7 740 b7V =7 NUDBHBEINLINE I e B TRLET,

RIILIZT ARV LDEAT

TILIDTT ARV DY T | Fy kT—YEIT AMP I KR4 v +@ElT AMP T7A4NL RS2 Y
524 TEF*RE

Xy NT—7 77 A VERIE | Yes No AJ
BRI R S 47288 (Threat
Detected in Network File
Transfer)

X NU—27 77 A )ViRi% | Yes No ]
Rl S (&%
#J)  (Threat Detected in
Network File Transfer
(retrospective))

i S 472 B (Threat No Af A
Detected)

BRAME H TR S U= g | No A W
(Threat Detected in
Exclusion)

Ry S 7= B (Threat No wJ [

Quarantined)

AMP 10C (125D JEf) No Yes No
(AMP I0C (Indications of
compromise))

Ty 7 S FAT No Yes No
(Blocked Execution)

Rt 7w K Ja—n  |No Yes No
(Cloud Recall Quarantine)

WaiED 7 7w KU a—Loik | No Yes No
ATIZ R (Cloud Recall
Quarantine Attempt Failed)
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IILIDIT AR DY T | Ry kT—H@EIT AMP I KR4 > FEIT AMP TJ74IL FSTH Y
A4 TIRFRIE

baEED 2 2o K ) a—no |No Yes No
BA%A  (Cloud Recall Quarantine

Started)

bR D2 70 K Y a— |[No Yes No

/LD L (Cloud Recall
Restore from Quarantine)

REE D7 Z 1 KY a—/1|No Yes No
DEITTIZHKAL (Cloud Recall
Restore from Quarantine

Failed)

Wi D7 Z o R 22—/ | No Yes No
D1E LD (Cloud Recall
Restore from Quarantine

Started)
fREE =~ — (Quarantine No Yes No
Failure)
Bl S n/7=7 A 7LD |No Yes No

(Quarantined Item Restored)

FRBE DR T I R/ No Yes No
(Quarantine Restore Failed)

WREE D1 T DBk No Yes No
(Quarantine Restore Started)

Ax ¥ U5%ET. R L No Yes No
(Scan Completed, No
Detections)

A2x ¥ RS Y TET [No Yes No
(Scan Completed With
Detections)

A X NS (Scan No Yes No
Failed)

A% % Bi%h (ScanStarted) |No Yes No
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TFALBEUTLYTT A~k 74— reRATeEsEs [

T77A4ILELUVTRILODIT AR+ T 4—)L KTHARRELIER

DRI,

VAT IANET FANBLIRNALT 2T A X h T 44—V ROEREERT DD
EIyMERLET,

###% T AMP for Endpoints 738 A 4L TWT, Z D8 % Firepower JEBH &t L TV 556
T ROE ST F9,

e T RARA V MAT AMP DR A VAR—F &N~ T =7 A X b EIRFEDOIME
(I0C) 1Z1E, 2T F A MERBERITEZENTOVETAN, ¥ U — RRFEITET
FRICEUG SNTZER (7 ANV RA, BRI L 94T v TV r—2ariily)
NEENTNET,

e 77 ANANR N T—T) Ea—2iF. = RRA 2 MalF AMP BEED 7 ¢ —/L R

FRSINEEA,

R TF7AILBEUVIILITIT ARV b T4 —JL KTHATTREARIER

Z4—ILF T7A4INL ARk Firepower 2> X 7 L[Z |Firepower 2> X7 L[Z | AMP for Endpoints [Z
EoTHRHESNETIL | EoTRESh=L M | Ko TERSNETIL
DT ARV AARGTFATARY | DT ARV L
~
#E (Action) aJ ] Yes No
AMP 7 77 | (AMP |No No No Ay
Cloud)
77V = a7y | No No No A
A V4 (Application
File Name)
T r—2 g 77 |No No No ]
A )V SHA256
(Application File
SHA256)
TV =gy S a | A Yes No No
=%
TV =g 7a | w] | Yes No
NSV A=) = el
% 7" (Application
Protocol Category or
Tag)
TV =gV | Ff Gl Yes No
A7 (Application
Risk)
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B o7 rs50mny7 ARUF 70— FCRIARRELER

J4—ILF

T7A4IL ARk

Firepower 2 X 7 L (Z
EoTHREShI=TIL

Firepower 2 X 7 L (Z
EoTRHEHEIN=L b

AMP for Endpoints [Z
Lo THERSNI=TIL

(Event Subtype)

DIT7 ANV ARRGTFATARY | DT AR L
<

T—hA TGRE Ay Yes No A

(Archive Depth)

T —H 4 74 (Archive | A] Yes No af
Name)

7 —7J1 A7 SHA256 | 7] Yes No Af

(Archive SHA256)

EUR AL OB M | ] ] Yes No

(Business Relevance)

BTV T AN E |H] Yes No Gl
AT 7Y

(Category / File Type

Category)

7747 b Gl Gl Yes No

(Client)

I AT N AaTAY | A | Yes No
F7213 % 7 (Client

Category or Tag)

A 3—4 (Count) | AJ Af AJ Af
Wit4 (Detection No Yes No No
Name)

TATIH No No No Af

(Detector)
Device ] A T "
MW7 7 A W8 AJ | Yes No
(Disposition / File

Disposition)

KAA > (Domain) |¥] Af Al Af
A N HTHALT |No No No Gl)
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(% 7

TFALBEUTLYTT A~k 74— reRATeEsEs [

Z4—ILF T7A4IL AR+ Firepower > X 7 L.IZ |Firepower > X 7 L[ | AMP for Endpoints [
FOTRHEINETIL | EoTHRESNT-L b | Ko TEFRENI=ZIL
DIT7 ANV ARRGTFALTARY | DT AR L
~

AR FAT No Af Af aJ
(Event Type)

77 AN4 (File Al Yes No Al

Name)

77 AL %Z (File |No No No ]

Path)

T AI)LRY — Yes No No No
(File Policy)

T ANDHEA LAH | NO No No A

7" (File Timestamp)

HTTP o2 — R EGl) Yes No No
(HTTP Response

Code)

10C (RFEFDJkfE) No Al Af af
(IOC (Indication of

Compromise))

Av— | Yes No ]
(Message)

=AM D K Al Af Yes No
(Receiving Continent)

ZIEMOE (Receiving | 7] Yes No No

Country)

ZfEM 1P (Receiving | ] Yes No T

IP)

AEMOR— K 1) Yes No No
(Receiving Port)

X7 arTXx A Al A[ o

Z |k (Security

Context)

EEMOKEE (Sending | 7] Af Yes No

Continent)
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B o7 rs50mny7 ARUF 70— FCRIARRELER

J4—ILF

T7A4IL ARk

Firepower 2 X 7 L (Z
EoTHREShI=TIL

Firepower 2 X 7 L (Z
EoTRHEHEIN=L b

AMP for Endpoints [Z
Lo THERSNI=TIL

Score)

DIT7 ANV ARRGTFATARY | DT ARk
~
EEMOE (Sending | ] Yes No No
Country)
EEMIIP (Sending | FJ Yes No No
IP)
EEROR— b ] Yes No No
(Sending Port)
SHA256/7 7 A )V \J Af ) -
SHA256 (SHA256/File
SHA256)
YA X (KB) /774 |H Yes No AJ
VA X (KB) (Size
(KB)/ File Size (KB))
SSLOEEDOT 7 g |7 Yes No No
> (SSL Actual
Action) (FRERD &)
SSL GEHIZEAE R (SSL | ] Yes No No
Certificate Information)
(FRFEDH)
SSL fEFOE M (SSL | 7] Yes No No
Failure Reason) (F&%
D)
SSL A7 —4# A (SSL | 1] Yes No No
Status)
SSL {44 /38478 DE | 7] Yes No No
(SSL Subject/Issuer
Country)  (FRER D)
T AL A RL—/ | H Yes No No
A7 7 (File Storage
/Stored) (FRFEDH)
g4 (ThreatName) |No Gl | T
B A 27 (Threat ) Yes No No
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(% 7

sirEnt77 LBy 2m0xs |

Z4—ILF T7A4IL AR+ Firepower > X 7 L.IZ |Firepower > X 7 L[ | AMP for Endpoints [
FOTRHEINETIL | EoTHRESNT-L b | Ko TEFRENI=ZIL
DIT7 ANV ARRGTFALTARY | DT AR L

~

5| (Time) [ Af wJ aJ

BATIT 7 AN ZA |7 Yes No AJ

7" (Type / File Type)

URI/7 7 4 /L URI ) Yes No No

(URI / File URID)

o —F (User) El) Yes No El)

Web 7 7V sr—3 3 | Yes Gl Yes No

(Web Application)

Web7 7'V r— g | H | Yes No

AT AV EFET

(Web Application

Category or Tag)

TR INT-

Je

274 IVICET 55D FERTR

Bk

BMOA 7y a v w#FRT2C0%5, AXVER=VDT—TNVTT7A)VSHA A7 ) v o
LET, FHMICONTIE, WebX—Z2D Y V—2AZFH LA X FOFELZBRLTLEE
Uy,

274 IIERLAR—

0—H T =T DT ETIZENI DT 2R ET D L. 7 7 A NDHHRIZT 7 A MR L
R— I RERENET, ZOLFR—F2FHLT, 7740 E2ELIH L, 77 AT~ L
T2 T PHBIAENTNDEINE I MR THZ ENTEET,

T ANER L R—FTX, 77400707 4, TZ7ANMIHABRAENLTNWDAL T V=P
b, BROBH SN VA NVABRENET, £72, 77 A VERKLAR—FTIL, 20774
VB A TIVEE OBIMERPIREINDGAERNH Y T, RESNTWDL 77 A VDT N—=
THHZ, BT 7 A MRV R— b T —= 7 EnE T,

T 7 ANMERDIERZ TR T DT, Ry =7 T A0 T V=7 U O
V) 2R LTIEEN,

(40 ~—

T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .
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TFARLITT AR REFRY kT2 740 +50z9 Y |
B s is5~x—t+v359rcT7 4 LoREORR

AMP 7S5 AR—FISO9KRTDI 74 ILOFHEHDERT

AMP 7T AR—K 750 REEALTWDALEE, 794 X— N7 RTHOTENTZT 7
AT 5 BMOFEMEFR R T X,
FEIZOWTIE, BEWOTTAR—K 7T RO=aT7 BB TL7EE,

FIE

AMP 754 RXR— K 75 ROay ) —VICEBEY A A4 LET,

BERAO7 EBHASTOY ) Lik— bk

ZHRAa7

RE5EEBARAT L—T42Y

217 8=l =
Low

Medium P

High eoe
Very High seee

Firepower Management Center (%, 7 7 A /VOME LR CHZT., 77 A VOBBEB AT %
FrYvvallANhET, ZhoD7 7 AABENGRESD & Cisco Threat Grid 7 7 7 N
F721% Cisco Threat Grid A 7'V I A 7 T4 TV A ) —E7 Y RIEITI DL Y
2, ¥ X vV a SNBBAITBRRENET, 77 A NVOBBAIT N, EREHD~ IV
U7 LEWEDOERA 3T #BADHEIE, £DOT7 7 A T~V =7 OMWE & A B E]
DYTHZ ENTETET,

Bsthoy<

BT OV~ U BAER ARG S, BRA T T4 avazs )y 7358 P URERS
NWET, BEOLVFR— bRFEET D56, 2O~ VIiE, BERA T LERT—BT 255D
LAR— MZESWTAERSNET, BRIC—ET2EBA TR RVGE. bmWERA =
TIWHTH VA= IRRRENET, BHEOLVFR— IR DLGEIE. BEA a7 28R T,
TNENDVHR—= M EeRRTHI LN TEET,
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Cisco Threat Grid /ST ) v & 5 koBmnHEEnx® [

= VI, BEA T 2L TIE I R—3 0 bOBENY A bEhEd, v FR—x
Y NOBEERRETOE, FOarR—3 bOEBIE#ET D T ek 2721 TR<. AMP
770 ROREER LY A NS ET,

Zat A Y —|ZiX, CiscoThreatGrid 7 7V RN 7 7 A VW EFEITL XS & Lz & ITHIG S
Niz7atvA0RENTWET, 2L, Ao =T 2507 7 A A0, BENADOT AL
VAT AN —ANT IREALELYIELTODENE I (7oL %X, Word R¥ = 2> h&5E
179 % & . Microsoft Word 73Bf &, ¥XIZ Internet Explorer 25 £ #E) L, & 5{Z Java Runtime
Environment 73 E1T S5 72 L) kil T 5 DITELHE T,

URARNEINBETaERCE, EBEOS o RA2RETAIDIERTXA a2 IDNEE
NFEY, 7oAV I —NOF /) —KiE, Bl A0RE L CHBESNZ7TnA2E L
F9,

BRI OV~ Vs [ERRLVAR— M &R (View FullReport) 127 U w7352 LIk
V. AMP 7 7 U ROERRSNTZ 7R T DB L AR — 2R R TEET, LR— M
iE. 77 AL RER. BMESNTTRTOT o AOFEMRFHE. 7 7 A VO O,
BLOZEOMOBEEEFRNZENET,

Cisco Threat Grid /N T ) v U 5 FOEISTIREDRT

ATy T

ATy T2

ATvT3

AY¥—hr 4t HEDSAEUR|YR—FENDET | R—FSNDEK | 7HOER

~ A AR A (Access)

~Nn =T N7 f£& (Any) 7'a—s31771F | Admin/Access
Admin/Network
Admin

Cisco Threat Grid /34T X727 7 A /LVIZBI L C. Firepower Management Center Tl CT& 2% L

R—FEYD b S HIZFEMZR LR — Fasgfit s EJ, Mk Cisco Threat Grid N7V v 27 7 5
T ROT H T SR BHIVUE, Cisco Threat Grid AN — X JVIZEEET 7 A LT, FEHXMRT A

ANB M DOTDITEEENTT 7 A VAT 2 BMOFEMERRT L2 ENTEET,

188 BRI

Firepower Management Center & Cisco Threat Grid /X7 Y > 7 757 K 7 1w > &R IT £
To NTV T 7T 9 RTOEBPYGITORRA~DT 7 ¥ ZADFHEZSZR LTI 7EI VN,

FIE

ThreatGrid K% = A > b THREEIN DT KL AT, CiscoThreatGrid /X7 U v 7 7 57 RDKR—
AT VA LET,

ZDH AT ~OEHREAN CEEAM T AAER T D72 DI LT 7 FOBKRIERZEHR L
T4 LET,

R Lo THEESNTE T 7 ANV ERRTEM, SHAZEA L THRED 7 7 A VERBELE
7,
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B =c77vshror700—vo0—0m

Xy ITFvEINt=-274I)L 07— 70—0NDFEH

\}

AHRERHD L6,

TFAIRILIZT AR RERY RT—=0 T7AL F52z 9+ |

Threat Grid R¥ = A F AL T30,

ARX—hk Z4t |[EDFAELVR | YHR—bENET | HR—FENE K| 7O LR

VR INA R ALY (Access)
FEREIZIG U TR/ (BBl U TR BB (Any) f£Z (Any) Admin/Any

% % Security Analyst

BHXMRT NA AL, Ry NI —7 "7 7 49 THRHEENTZ 7 7 ANV ES Y T T35 L,
ARy Mo SICEsRLET,

GE)

FRAANMSINA T 2T G T 7 AN EXR Y T F v 3T5L, FAL T, 774 VE2BRE L
BRE 77 AN AR, AT T ERI LS AIE~ LT 2T AR b O 2 O A X
YV RNEARLET,

ROFEEZFEHA LT, 7—TAANOX XY TF ¥ 77 A VDO EE2EK R L, HHrICBEET 5
WCESNWTARU N Ea—%2BELET, v 7T ¥ 77 A MIT 7 BRA LI L EICR RS
ﬂémej J—r7a—lkoTREVET, T— &7m . RENRE 22— biEH
REa2—IIBELTA XY MRl 2 72DIEHTE S, —#HON—UTT, o, FFED
:»—X‘%?ﬁﬁf:ff‘%i&fiﬁ%i‘%fﬁﬁ“é737«5'A U—r7 7u—&ERTHI L TEET,

Tr7ANERY) o —DORBRERELELRLIZRIZ, VAT AN T 7ANEHXY T v 358
G, FDOT7 7 ANDOBEGFOERBPEHTSNET,

e ZIE, [V =T 779 Ry 27T v (Malware Cloud Lookup) 17 7 v = V&AL
TITANEXXY T TF T 5L T7ANKRY U —2RELTELGAE, VAT AFIZEDOT 74
NE T AN EBBEA T 2 RGFELET, TO®%, 77 A VR —%HH L, H
LW[Z 7 A LD (DetectFiles) 1773 a v DIEDICY AT AN LT 7 AV EFHx v 7
FxTDE, VATAIT 7 AND [FHEEFRE] (Last Changed) | DfEEZEFH L ET, 7277
L. Mo~V =T 270 RNy 2T v T H2ETLRP-TE LT, VAT AMIBEFOMWL
HOGA a7 ZHIBRLERE A,

< VTF RAAL VBBHBRETIE. BIEO RAAL LV ETFRINAAL VDT — 2 2R THI LNTE
F9, HIL_XVDRAAL EFRIIRE RAAL DT —F TR T 52 LITTEERA,

FIE

[Analysis] > [Files] > [Captured Files] % i8R L £ 9,

. TF7ARIIIT AR bERYNT—D T7A4IL 3D Y



| 274MRLI T ARV RERYRT—=2 T7AL LSS MY
v IFvsnt774007—1F [

Evhk AXRVEDT—T N Ea2—TIX, —HOT7 4 —/V RBT 74/ M TIHERIZINTHD
FT, ANV Ba—ZIERRT 4 —L RERRTHICIE, MBI ZEHL, [
NZ S iz 717 2 (Disabled Columns) |O FDO 7 4 — )V K&4%&27 Vv 7 LET,

BELEYY
XY ST INTETFANLDT 4 —L K (27 2—)
ERFEHXXYTTF Y 77 ANVDU—27 71—
AR a2 —REDHRIE

XY ITFvENt=774ILDT4—ILK

FYTTFYENTLT7ANDT =T Ea—id, ERBEFALTTANANFDOT =7 TH0—
DEBDOR—UTHY, HAZ AT —7 7a—|0BINTEXFET, ZOTF—7 /L Ea—|T3,
Tr7ANT—=TNDEKT 4 —IL ROFIREGENE T,

ZOT—TNERET HEGE. REMEIL. MEBEMNGOA X NCHEHARERT —ZI2E T
WEDLHZLITEBELTLIESY, HHARERT —XI2X > T, MBEOFHFINEH I Nenws &
NHOET, ExIE, ZATI v IO OTEDIZT 7 A NVDEE I TV WA, B
TAEBA T NIRVEREMENH Y 3,
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. FrTFXENET7ANDTA—ILF

R6: XX TFYENEZIT7ALDT4—ILE

TFAIRILIZT AR RERY RT—=0 T7AL F52z 9+ |

T4—ILF

Bl

T — 51 A THAE AT —4 A (Archive Inspection Status)

T—=AT T7ANDT —hA THERAT —H A THY .,
WDONT NN F9,

o (R (Pending) 113, VAT LN T—HAT 77
ANEZORNREETLHRELTNDHI EERLET,
T 7 AINVNFHRV AT LAEi@imT 5 &, sEaRiEH
R 20 9,

o [ A~ (Extracted) 11X, 7—HF A 7 ONEZHH
L. BETEZZEE2RLET,

o [ (Failed) 1. e —A TN, VAT A
AR 2 U T E AR WIBAICRAE L T,

s [EEEIE (Depth Exceeded) ] 1. #Fr] STV D H
KRS HZHRXDAANEINIZT —NDAT 77 AR
T—AATICEHEENTVWDLZ L AR LET,

o [ 51t (Encrypted) 11&. 7—HA 7 77 A4 VDOW
BEREFALSHTHNT, BMETE o722 &&RL
7,

s [T (Not Inspectable) 11X, v AT LANT —h

AT ORNFEMB L THRELR)N -T2 EE2R LT
T, TORT—HXRAOERBEHRE L UL, AU —
N— T var, R —FE, WE7 741D
3ONRHY FT,

T=AAT T 7 ANVORNEEFRT HITIE, RTEYD
T2y 7 LTarTX AR A=a—%20NTRG,
[T —H A4 7T DORNEDFHRR (View Archive Contents) | % i3
WL EF,

T AN EATO— 727173 (Office R¥F= 2>
e T—H0AT, SAVF AT 4T, EITARET 7 A /L,
PDF 77 A/, Zoa— R T77A)N, TTF3T7 47, v
AT N T ANRE)

K4 (Detection Name)

B ENT-~L T =7 O4HEI,

. TF7ARIIIT AR bERYNT—D T7A4IL 3D Y



| 274MRLI T ARV RERYRT—=2 T7AL LSS MY

v IFvsnt774007—1F [

J4—ILF

B

{7 (Disposition)

TFAND X NT—7 [T AMP TOME -

o[ =7 (Malware) J1X. 77 A NDBE—H /LD
N =TTy 2T & LCERREN, 7T Y
RCvAo=T L LTHEESNTWDSZ L, i3,
TrFANDEEA TN, 77 A R —TEH
SNV T =7 LEWVEZBEA TS Z EERLE
7

[Z7V— (Clean) ]i%., 77 A /LB AMPZ 77 KT
7Y —rELTHEEINTWDZE, E2E, 774
NEaa—PRs ) —r JRANMIBNLEZ EERL
ES5 B

[RBH (Unknown) 1%, AT LS AMP 7 77 RiZ
VADEE LR, 77 A L OBMBEY YT Hh
TWRWZ &, 2FED, 77 A VB AMP 7 70 KT
FELL IR WAV EE2 R LET,

[# A% Lk (Custom Detection) 11X, 7 7 A V%
DR AL LRI A MBI Lz Z L aRLE
R

[ A 7] (Unavailable) ]I, AT A2 AMP 7 7
U RICWEbETE RN RLET, 2D
WHEEFFOA XL MIZTL DTN THLAREMERH Y
F9, I TS EETT,

INA] L. [7 7 A LV &EHIHT 5 (Detect Files) | 72
X7 7 ANVETry 2735 (Block Files) ]/L—/1IZ
Lo TT7 7 A NVPULER X HU, Firepower Management
Center 7 AMP 27 7 U RIZWEbERholzZ & %
RLUET,

K XA > (Domain)

FX I TF¥ SINTZT 7 ANV S RAA 2, This
field is only present if you have ever configured the Firepower
Management Center for multitenancy.
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T7ARLITT AR RERY FT—Y T4 +52z9 Y |
B =c77vsnto7q0070—08

T4—ILE 5

#1827 — 4 A (Dynamic Analysis Status)
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| 274MRLI T ARV RERYRT—=2 T7AL LSS MY
v IFvsnt774007—1F [

J4—ILE 55185
7 7 A IVREI S HT DT OIZEE ST E D D ERT S
DOTHY, WOHEDH> HLD 1 DL ERFREINET,
o [9#758 T (Analysis Complete) ]: 7 7 A VD3 Z A F
Y VT DIZOITEE SHL, BEA T BLOZ A
FTIv oo~ —LiR— R EZITRD £ L,

o [JLERTE DR E (Capacity Handled) ] : 2415 T& 72
Mmololzd, 77 ANDMMEESNE LT,

B TEOKE (R U —2 ORE)  (Capacity

Handled (Network Issue)) ]: % v b U — 7 #i O RE
NFERTEETE Rholzlzd, 77 A VBMREES R
F L7z,

e [T EORE (L— MlR)  (Capacity Handled
(Rate Limit)) ]: B REUTE L= 2 & AFIKTEET
oz, T ANVBRIESNE Lz,

[3ET VT 4 7727 /N4 A (Device Not Activated) ] :

FNA AINA LT L2 AD Cisco Threat Grid 7 77 A
TUVATT VT 4 72TV, 77 AN
EEEINFHA, ZORXAT—ZANRERINTZHE
I, PR — MEYICERKE LT EN,

o (R (oHr &4 57 7 F)  (Failure (Analysis
Timeout)) |: 7 7 A WD EEFEINE L7, £72AMP
MORERDIEINTOERE A,

o [KREYX (77 A WEITART)  (Failure (Cannot Run
File)) 1: 77 A ADBKESINE LT, AMP 7 F ¥
KRBT A MRECTT 7 A VEFATTEERATLI,

[ (v bU—Z7 ORIE)  (Failure (Network
Issue)) 1: *v NU—ZEROMBEDD, 77 AV
NEEINEEATLE,

s [HTDT=DiE(E72 L (NotSent for Analysis) ]: 7 7
ANDBERENEFHEATL,

BN T 7 A (GHTDOTDDEFERL)  (Not
Suspicious (Not Sent For Analysis)) ]: 7 7 A /L3~ /L
V=T TRV O E L THEANCHEI N TOET,

o [LARTIZ 34T # A (Previously Analyzed) ]: ¥ v =
SNTEBBA AT HBHD7 7 A4 Ve 2—FRHFOEE
LEo2&LELL,

o [T DT=HIZE(E  (Sent for Analysis) |: 7 7 A /LD
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. FrTFXENET7ANDTA—ILF

TFAIRILIZT AR RERY RT—=0 T7AL F52z 9+ |

J4—ILF

B

<N =T E LTHEANIOEINTEY, ¥4Iy
T DO dIZF a—IZ AnbhE Lz,

HAF I T AT —% ADZEH (Dynamic Analysis
Status Changed)

HilEl, Z7ANDEAF I v I DOAT—H APEEX
7= HiEE,

77 A V4

7 7 A LD SHA-256 /v 3 a fBICBIHEAT T STV A
DL L TREIIRH SN T 7 A4 V4,

AiiElDZE#  (Last Changed)

DT 7 A JAZBEHE T D IF WA R RIS HHT S TR,

I f&5{E BFF (Last Sent)

77 A VIREN ST DT HIT AMP 7 5 7 RICEBICEE
SN,

o—hL w7 =T oW AT —& A (Local Malware
Analysis Status)

O—H) <N =T R FETINTNE I DETRTY
DTHYH, WOWT NI £,

« [5#5E T (Analysis Complete) ]: 2 —H /L </L7 =
TR LT 7 7 A A A S, FEicoE
NnNFE L,

o [ZoHT B8 (AnalysisFailed) ]: 2—Hh /L ~/L7 =7 %y
el 7 rA v amiEL L L L, RIGLEL
7

o [FENC X D ERDEF (Manual Request Submitted) ] :
=R =N =T =T RO T 7 A v
EEELELL,

« [5H72 L (Not Analyzed) ]: v AT A TR—H)L <
NI =T ofEFEA LT 7 A NADPRESNERFAT
L7

SHA256

77 A IVDSHA256 v v afil &, GBI Enz7 7
ANV ARV EBLOT7 7 A VO EERT Ry NT—7
Tr7AN TV N TAay, Fy hNI—T T7 A
NV NIV N EFRRTHIZE, NIV RN 74
a7 Yy LET,

A K L—3 AT —H A (Storage Status)

T 7 ANVBEBHNRT NA ANRFEEINTWDINE I 0k
AL, ROWT N2 £7,

o 7 7 A NMEGFH A (File Stored)

RIEZR L (HEESHTOLRE)
Was Pending))

(Not Stored (Disposition

. TF7ARIIIT AR bERYNT—D T7A4IL 3D Y



| 274MRLI T ARV RERYRT—=2 T7AL LSS MY

grshcunzrrrnsyro—rk |}

J4—JLF B

# A 27 (Threat Score) DT 7 A NMIEEMT LN TWARFTOEB AT,
AT I v 7ot~ — LiR— h &R RT HITIE,
EAaT TAarEr7 Vv LET,

B4 F 77 ANDH AT (HTML X MSEXE 72 &)

REINLTWAI7A4ILDAEHO0—F

TNA R K o TRIFE T 7 7 A /Ui, Firepower Management Center /3% D7 /3 A A L i@f{F
ARETH Y. 77 ANADHEIRS I TWARWERY | BRHIFRFE LT 572012 — /LR A b
WZF e —RL, FEITTZ 7 ANV EoCEEd, BMET7 7 AV A XU, w07 A
NP FXTTFy Ty AN Ea—, FREFTFANDRINI V=T NN T ANET Y
Y= RTEET,

AT 2 TILKDWEELS 2D, T 74V M TE, 77 A VDF Y — ROTZNT
ITOMERDY 7, 72720, ZOMRIL[=—E (UserPreferences) | THEZNIZT
HTEET,

MWEPMERRAIO7 7 A VZIEY AT 2T REENTWDL AR S DT, T 7 A NVE X T
va—RT5HL VATAIETEDT 7 ANE 2ip /N T —VNIT—NIA T LET, .zip
TrANGBINE, T ANVOWEE T 7 AN 2 AT ((FET 25E) S HITSHA256 Ny v =
EREENET, BoTHEL TLEDLRNELIIC, 2ip 7 7 A NVENRAY— RTRETEE
T 2ip 77 ANDT T x /U k RAT— NiE, [ — V& E (UserPreferences) | CHREE £ 7-1%
HIfgCcE £,

VAT, AERMEBBET L ENHLTD, vV =T 24U rum—RLENEDIC
MSBEIOLET, 77 ANEF T o= FTLIE, VU =T REENTHWD AR S
LZOTHEELTLILEIN, Z7AEX T a— NI, ¥ ru— REzR#ET 25720
WCLERTUHEZIT > TV I 2R L ET,

PHEAI7AILDFETHDEE

SR 7 7 A NVEFITERETDIE, VAT LER—IASTEET LTS, FNHDT 7
ANEXAFTI v IHHRIRE LTI Y RICEELET, 275 L. a— AR 77 AL
RV —TEHEMNR->TELT, DWHO 7 7 AV EFECRETIHAIEL. 77 A VB EIN
SHTHAE LTLOEEESNEEA,

FATHRE Y 7 A L DfIC, HEREEICHEK TN T 7 ALV XA 7 (swf, jar 72 L) &%

TEET, Zhicky, 77 A VOMEICEDL T, SESERT 7 A& L0 I
L. MEOIEMZRFERNZRE LD D ENTEET,

I

il
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TFAIRILIZT AR RERY RT—=0 T7AL F52z 9+ |

B <or7—vo740 1502010

\}

GE)

ATy T

ATy T2

B ONTICHRE IR 7 7 A XA T DU A N ERERRERRNB L ORRKDT 7 4L YA R
BILCTHEFHNRWDD, AT ATAMP 770 RERELFET (ZomEIX, —HIZ 1 EZT
ThhEd) ,

TR 7 ANV ZEETDHEE RIUCEY, RO2FEEIH Y £

48 HHIIZ

INTRICR Yy T F ¥ L7 7 AV ETFEICEET IR, 77 ANVERGETDHEIICIDER
T D7 7 AV V=V EFRETHLENRH Y £, FMIcOVWTE, 77 AL R o—L
EER~ LT 2T iR SR L T E &0,

FIE

1 ODOGHRA T 7 A VERET DG
a) WROWVWTNNEBRLET,
s [43#7 (Analysis) | >[Z 74 JL (Files) |>[7 74 )4 X2k (File Events) |
o [7247 (Analysis) | >[Z7 7 AL (Files) | >[I 74 X2k (Malware Events) |

* [9#7 (Analysis) |>[Z 7 A JL (Files) |>[¥+ 7F+ 2774 JL (Captured Files) |

b) [ X NEATERITT 7 A/ (Bventtypeor files) | D [7—7 /L & = — (Table View) ]
z7 Y v 7 LET,
Q) T—TNNDT 7 ANELZ Y w7 L, [77ALD55H (Analyze file) ] ZEIN L £,

BEOX Y7 F ¥ LIEOWH 7 7 A0 (—EICTRKR25 77 A4V) 2EELLH5E

a) [/Hr (Analysis) ]>[7 7 A /v (Files) ]>[F ¥ 7F+ 7 7 A /L (Captured Files) ] %R
LET,

b) O T 287 7ANORIZHDT =y I Ry 7 AeA I LET,

¢) [Analyze (Z0#T) 1&227 VU v 27 LET,

2y RD—9 J7A4IL bSO R

PRy RT—=0 T AND TV UKL, Xy FUV—J 2K THRANREDL ST 7
AN (VT =T TrANVEET) ZikLErE~y V7 LET, T V=7 U,
Ty ANGIET —H, T7ANVOHE., 77 A NERERT v 7 SNTZnEID, 77 AN
WHES NIz E D a2y F 7IORLET, ZRICkY, v LT =T 2EELEBEROH 5
A PRBELOR2—PRY 27 BHDLEA SR ENTHIDEHE LY, 7 7 A VEREOH A %
BHILZY TXET,

. TF7ARIIIT AR bERYNT—D T7A4IL 3D Y
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| 274MRLI T ARV RERYRT—=2 T7AL LSS MY

gEgtEshETLY 7R UMES 5o~y ]

AMP 7 77 RTHENEID ETHNTND 7 7 A L ThHIUX, EDT 7 A /LVOEETHIEH
TEET, VAT AIE, Fv FU—Z A} AMP & AMP for Endpoints D i 512 K5~/ =
TORHBE T ey JIEREEH LT, TV =7 MU EERLET,

BREBRE EIN=TILD I T7EIUVSHEFA LSO RY)

*y kT—=7

[y hT—2 7740 7Y =2 kU UA K (Network File Trajectory List) ] ~<— 121,
Xy NT—7 THRAEBI SN~ AT =T ERBICER LI T V27 M) =T D7 7 AL
MERINET, INHDY A RNRL, Xy NT—2 THET 7 A VPRZICHE LI NTZOFN
D, T 7 ANDSHA256 DNy v afl, ARl XA T BUEO T 7 A LVOWE, NE (7 —
NAT T7ANDEE) . 77 A WVICEEMT N/ X MIEERTEET,

Flo, ZOX—VIZEENDOIMBER v 7 AZMH LT, SHA-256 Ny v 2 f0iE 72137 7 A V4
BRI, HBOWVE T 7 ANV EEREELIIZETLOIRAMDIP T FLRIZESTT 7 A V%
RAOTFHZEMTEES, 77 ANERDITI-%, [7 7 A /VSHA256 (File SHA256) |fE% 7
Vol F5E3MR o027 M) ~ v TRERENET,

TJ74IL bSO M)DEHME 12—

PRy NT—7 Ty AN 8TV NV EFRRLT, XAy NIT—I 2K TT7 7 AV %EBE
BicxEd, 77 ADSHA256 B RBETHM), [y hU—2 TZ7A40 FF7¥ =7 R
(Network File Trajectory) ] U A NND [7 7 A /L SHA 256 (File SHA256) (V> 7 %7 U v
J LT, EO7 7 AMIET 2582 R R LET,

Xy NT—=27 T7A4N sV =7 b OFEMN—IIZIE, 3 208G RHY £7,

eV —1FH : 77 AND TV =7 N X=VIZE, 77 A MZET Y~ U —IE#
(7 7 A NVEERIEH, v NT—27 ETT 7 A VPIROICER SRR L OWR%IC#
RSN ERR LTc2—H, 77 A WMICEH# LA R P BEX KRR Mo, 774
NOBAEDMWE R E) NFERENET, ZOv 7 arnh, FHHRT A ANT 74
NWERELIEZGARIL, TOT7 7 A VEa—MIA T ra— KLz, 77 A )VEBNy
WHIZEELRZY, 774V ET7 740 A NMIBILEY TEET,

TV N =T T FAND TV Y 2y SR Ry hU—7 TRANC
B SR SN OEEE T 7 A VERTIICEBILE S, 2O~y 7L, FAX MR
T ANEEEETIIZE LR, 77 ANEBELIEE, 77y AR T ey 7 Ei-
IRt S N F S 2R LET, T—X KA v FEOHERIZ, A MO T 7 A VREE R
LET, 7—F R A Mo X, FFEORBISCTEARA NOTZ 7 A VT 7T 4
vT 4 2R LET,

Flo, TDTFANTT 7 ANARY SRBELTHEES, VAT LNT 7 A MIHE F
TR 2B Y TSI OV T H R LET, v v 7 TTF—4 A 2 hERER
L. RARNREDT 7 A )VEMEE LTRHDA VAL AN H R AZEMRE R TE E
T, T, ZTONRRE, T ANVORERUELITZEME LTHEA NBBESTAE LI L
VAERELET, ZoRRZEY, BET -l s nE T,
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TF7ANRLITT ARV RERY RT—=9 T4 bS50z H Y |
B coro—v o700 5020 ruoTy—ESE

BNV R [ X2 b (Bvents) | T — 7S, Y TNDOET —X KA v MZET 5
AR MERBRVAMEINET, T—TNABLO~y 72 EHLT, FEDOT7 7 A/ A X
VM, ZOT7FANBREFFEIZE LRy NU—T EOFRA N aa—Y v THD
BE 54X b, BIRLIZMETHIBISN =T — 7 VNOMOBEEST 5 A X 2 REET
HIENTEET,

2YRT—0 T7A4I)L b2 FUDY T —I1ER

W— DD BRI ER SN ET

Evhd BETL 77 ANARS NEERTDHIE, T4V NEOV 7 &2 ) v LET, 77 A
NWNARY NDT T7HNV DT —7 70 —DERMADOX—UBH LY > R THE, @KLz
BEELTRTOT AN AR N FERINET,

R7:FZYNT—=D T7ANL b2 FUDYT)—FHRT 1 —IL KR

E2:) Bl
aLT Y DOT —HAT (Archive Contents) BMEINZT—IAT 774 NVT, T—hATIZEEN
TWB 77 A4 ILVDH,
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| 274MRLI T ARV RERYRT—=2 T7AL LSS MY

w2y kT—9 7740 r30z o ruodey—EE ]

Bl

B

BIEDM'E (Current Disposition)

WONWTNDD Ky NT—Z [T AMP 7 7 A L OME T
ﬁ—o

s[v/A T =7 (Malware) |: AMP 7 77 RCTZD T 7
ANBTNT 2T, 2T 2T IZL>TMBl S5
0=y 2Tt LTSN TSI L,
FETFANDEBEBAITN, 774N R I —
TERINEZYNV T =27 LEVWVEZBEI TWDLZ L%
RLUFET,

«[Z7VU—>2 (Clean) ]: AMP 7 7 U7 RCE*D7 7 A )V
NI V=2 E L THEINTWED, 2—FRT7 71
NaEZ V=2 UANMIBMLEZ L2 RLET,

« [~BH (Unknown) ]: > AT A2 AMP 7 7 7 RICRH
WEDEE LR, 77 A VOEEREY Y THNRT
WEHATLE, EWZDE, AMPZ 70 Rin7 7
ANEELLHGELTWEEATLE,

o AKX LK (Custom Detection) : —WNH AHZ LKk
HURARNMITZ7ANVEBIMLIEZZ EE2RLET,

« FIFIR T (Unavailable) : Y AT AN AMP 27 77 KT
Y EATZ DTl bR LET, ZOMEER
DA R MNITL TN ThHAREMERH Y £3, =
T T s -8fETT,

s [#ZH72 L (NJA) ]:[7 7 A Wt (Detect Files) ]
FX[Z7 74 717 (Block Files) ] /L—/LA3
77 A)VEMEE L, Firepower Management Center 73
AMP 7 70 RIZMWE bR olc 2 L AR LET,

AN

WitH4 (Detection Name)
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