WAL T—T)

WD RNy 7T, BAZLNT—TIAOFERFIECOWTEHRRA LT,

e WAL DT —TVOME (1 <X—)

s ETIHFAHADHARZ L T—T )L (1 X—)
e A—WERBDHAAL T—T )L (63—)
« AKX N TF—TNORE (10 2—)

WAL T—TILDOHE

Firepower > A7 AW F w MU — 7 12T 5 A I L. Firepower Management Center 73 %
iz —EOT —F =2 T =T IRFLET, fRE LTERSNDERERTT D0
WU —27 7ua—%fH3 584, Firepower Management Center (X241 5 D7 — 7 /L DUV U
MHT—F2EWMO M LES, 2L (U Mloxy NT—7 77U r—3 2 (Network
Applicationsby Count) |V —727 70 —D&~X—2DA T AL, [77 V7 — 3> (Applications) ]
T—=TNDT 4=V RO LEHAINET,

SFIERT—TNVDOT 4=V RERATDHZEICEY, Xy NT—T DT 7T 4 ET 4 DSy
Mrosml b3 286, DAZ L T—TNVEERTEET, &2 ERFEALD KA MNEtE
(Host Attributes) ] 7 —7 /L DR A NEKEFHRE . ERFAOD [HE#Hi7 —4 (Connection
Data) | 7—7 VD7 4 — /)L REFEALTHL, LT XA NTHERT — ¥ 2 RGETX
£,

EBBELDOT —TNVNELIIHAZLET—TLDOELEBIZONTE, DAXA T —7 TJa—%
TERRCTE £7,

— i: — N
EBEBEADARZIL T—TI
NAZ T =T )AL, 2DETNI3DDEREHT — T NDT7 4 —)V REEHE T, Firepower

System (X, W DIND Y AT LEFRD I AL LT —7 /) ERITEMEINETDH, FFED=—
R ET HIEROHEETBIMO N AL LT —T VEERTE ET,

HhRELT—TIL .



B oes7—oromsane

hRELTF=T1L |

7= & 21X, Firepower System (X, RAA XY MERA N T =X 2HET LV AT AERDO I A

B T—T N B RSN E T,
FNAWMBTE, 15D —F 7a—

FDID, T IVT 4 I AT BB E RIET AR
IZEDORBRERERRTEET,

~IVF RAAL VBT, CRELDDAL L T—T ML, Za—r9L RAL /L, F
MNRAAL L TERTLHZ LI TEEREA,

WDETIE, VAT LELTBEINDEI D AX L T =T WO TEBH LE T,

RIUVATLERBDARILT—TIL

F—I

B

A A k&Y —,3 (Hosts with Servers)

RARN T—TNVBIOY—NNT—=TNVDT7 4 —)V REE
I, Fv b= ETEITSNTW DB ENT=T 7V
r—va T AERSC I N LT Y r—va v EE
1TT5HRA MZETAERN ANV —FT 4 T VAT
MEHRERUE L E T,

BAA N - ESESEESE  (Intrusion Events with Destination
Criticality)

BAANRY N TF—TNERANTF—TNALDT 4 —L K%
G I, ARAANRY MIBET B ESBEAL NV MIEF
NDFENARANORA NEEELZIRMIEL I,

IOTF—TNEEHLT, AR MNREEDOS\SEHER A R
W5 2EAAL X BB TEET,

BFAA R N EEELEZEE (Intrusion Events with Source
Criticality)

BAARV N TF—TNERANTFT—TNLDT 4 —)L "%
G I, ARAANRY MIBETAERESBEAAL N2 MIEF
NADEEITEAMDERA NEEEZIRME L F9,

TDOT—=TNNEHHL T, AR MEEEOERWVEE LA A
MZBS5THRBAAL R FEREBETEET,

ARER T— I DA EHLE

AL LT =T NV ERT D86,
BOEZLENTEET, KOKIT,

BT — X O A ERBHDT —TND T —) REfH
LW RS LT —TIVENERT DI DICHES TE D IESR

BEHDOT—T N ) ANLTWET, 22U EOEBREFEADIAZ LT —T VDT —)V RE&
WA DOEDR AR T —TVEERTEXET,

. HhRELT—TIIL



| nran57—70
aienr—Iroashe [

R2:HNRIL T—TILOEAEDE

HABHERIRELGARZL T—TIL UTDT—TIDT 4 —IL R EFERTRE

TV r—=vay o fHBYA X b (Correlation Events)
o 2 AA X~ (Intrusion Events)

« GO~ U —F—# (Connection
Summary Data)

A A @Mt (Host Attributes)

77U r—a O (Application
Details)

s R A <> b (Discovery Events)
« $#5i( <> & (Connection Events)
« " A K (Hosts)

o P

e RTA F UAK Ak (White List
Events)

FHBEA Nk (Correlation Events) TN — g

AR MEMt (Host Attributes)

« 7R A (Hosts)

12 AA -~ | (Intrusion Events) T r—a

A MEME (Host Attributes)
« A I~ (Hosts)

A

PO~ Y —7 —4 (Connection Summary T TV r—=a
Data)

A A Mg (Host Attributes)
¢« R A I~ (Hosts)

o P—

HhRELT—TIL
I



hZReLF7—=T1 |
B oes7—oromsane

HABDOEARELRAREIL T—TIL LUTDT—TILDT 4—)L KEFEETTEE
ARA NDOREDIKEE (Host Indications of TV —Ta
Compromise)

« TV r—3 a3 OFH (Application
Details)

e X ¥ Fx 757 A/ (Captured Files)
o B X b (Connection Events)

« PGP~ U —5— 4 (Connection
Summary Data)

« #HBEA < I (Correlation Events)
« B4 X2 b (Discovery Events)
« AR A MEME (Host Attributes)

« RA I~ (Hosts)

« AL I (Intrusion Events)

X2 VT A ATV AL B
(Security Intelligence Events)

. "j“—-/{
e RTA F UAF A2k (White List
Events)
A NEME (Host Attributes) T U — g

o B X b (Correlation Events)
o (R AA X2 & (Intrusion Events)

« PGP~ U —5— 4 (Connection
Summary Data)

« TV r— 3 OFEH (Application
Details)

o A <> & (Discovery Events)
s Bt A <>k (Connection Events)
« " A K (Hosts)

o P

e RTA F URAK Ak (White List
Events)

. HhRELT—TIL
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maenr—Irodasht

HABDOERIRELGEHARZ L T—TIL

UTDT—TILDT 4 —)L R EFERTRE

TV —a OFER (Application Details)

T r—a v
o IR A MEME (Host Attributes)

« ;R A I (Hosts)

A~k (Discovery Events)

TTVr—=vay

A MEM (Host Attributes)

« ;" A I (Hosts)

SV

i X | (Connection Events)

TSV —a v

A MEME (Host Attributes)
e AR X I (Hosts)
° ‘Tj‘**/\‘

X2 UVT A4 AT IV A ARV B
(Security Intelligence Events)

TSV —a v

A MEME (Host Attributes)
e AR Z I (Hosts)
° ‘Tj‘**/\‘

A A~ (Hosts)

TN —va v
o FAREA Xk (Correlation Events)
o [ AA X (Intrusion Events)

s Pt DY~ Y —7 —4# (Connection
Summary Data)

A A @Mt (Host Attributes)

« 7V r—3a DA (Application
Details)

s fRHA <> & (Discovery Events)
o #2551 X (Connection Events)
. ‘]j‘*—/§

e RTA b UAF Ak (White List
Events)

HhRELT—TIL .




HhRELT—TIL |

B =—ezorzsn7-o0

A—FES

Je

HABDOERIRELGEARZ L T—TIL UTDT—TILDT 4 —)L R EFERTRE

P TTVr—=vay
e {FAA Xk (Intrusion Events)

s Pt DY~ Y —7 —# (Connection
Summary Data)

o« IR A NJEM: (Host Attributes)
« B56i A X+ (Connection Events)

« " A I (Hosts)

AUA N YARA2 T (White List Events) T r—g
o R A MNEME (Host Attributes)

« " A I (Hosts)

LT —TNDT 4=V KW, BIOT—TNVOEED T 4 — L RIZ~y T INH5ERH Y £
T ol X, EREHOD [RAA R N EFEHLOEME (Intrusion Events with Destination
Criticality) | 7 A% & 7 —7 %, [RAA X2 b (Intrusion Events) | 7 —7 /L& [RA b
(Hosts) 1 7—7 VD7 4 —/ R&EfEa LET, IRBAA XK (Intrusion Events) ] 7 —7 /L
DEARY ME, 220DIPT RLVA GEEILIPT RLALSEHIP T KL A) LEBEM T B
TWEJ, L2L, [FAA N (Hosts) ] 7—7 1D [ X b 1 ZFNEN, H—DKRAKIP
T RLAZRLET (KA MBEEOIPT FLABRFET H5E603H0 £9) . Lieh>T,
M2 AA X bk (IntrusionEvents) |7 —7 /L & [F A+ (Hosts) | 7 —7 WMIZEESNTH AKX A
T =T NVEERT 2% 51E. [ARA N (Hosts) | 7 —7 ANOERRTDHT—ZB[RAAL N |
(Intrusion Events) |7 —7/VDHREA NDEFITLIP 7 FUVAERITEHRA MOFEHXIP T KL AD
ELOHICHH SN DN EZRIRT HDLERH Y £,
HLWA AL LT —TNVEERTDE, T—T VDT RTCONT L E2FRTDHT 74/ D
U—7 7ua—pHBRICER SN E T, ERFEHOT TN ERICL I, Xy FU—2 04
THEHT LT —FENAZ LT =TV TRETLHZILE L TEET, ERFLOT T NVEMHEN
LTHRETHD L HIT, DAL L T—TMZHESNT LR — MR TEET,

DHRRAL T—TI)L

Bk

LA AE BT —TNEERT 50012, B0 Firepower Management Center 7> & 71 A 2 2
T —7 )%k xT AKR— kL, Firepower Management Center |24 > 7R— h 95 2 LN TXE7,

HAL T —TNEVERT HITIL, Firepower VA7 LMIfFR L TCWD EOEREFAT — TV
2. HAZ LT =T MHIAL T 4 —/V FIREEN TV L2 LET, 0k, HAA

. HhRELT—TIIL



| nran57—70

Je

2L 7—Inoks |

74— )L RZBIRTX 4, &6, HEISLT, 74—V RO 74—V Ry
THRBRETHILEHLTEET,

Bk

Je

[(FA F (Hosts) 17— NEEeT —XTiL, 12DIPT7 RLATIERL, 1DODFA DT
RTCOIPT RLVAICEE LT — X 2FRTEET,

fij& LT, [MEEEA Xk (CorrelationEvents) 17— /L& [ A & (Hosts) | 7—7 VD7 (—
WVREFREGTDNAZ LT =T NVIONWTEELET, ZOVAZLT—TNVEMEHLT,
FHBAR Y o —DERICBIRT 28 A P OFEMEREATS CTEET, HETNERE LT, [
B <> b (Correlation Events) ] 7 — 7 /VDEFEILIP 7 RLA LGP T RLADEL L &
—HFT D [FA L (Hosts) | 7—T N T —2ERRTINERETLHMLERNH D 7,

TOHAREN T —TADARY NDOTF—T )L B a—%Frmd 5848 FMEA Y 2B 14712
1 O>TOERENFET, ROEREZEDLIIICH AL T—TNERETEET,

o A R MPERR ST I

 JEN S IVIARBEAR Y — D4R

CERE R =& LT LB 04 R

« FREA R MCBIRT 2 METTA A N (BRAAR A B) ICBEAHT Bz P 7 K LA
« FEICA A kD NetBIOS 44

CEETRA IRIITLTND AR =T 4 V7 VAT ABLI U=V g

« EEILAHR A FOEKE

Bk

AR L T—

ATy T
ATy T2
ATvT3

SRR A N OSERA L) ORI UEREFRTFTDRROUV AL LT =T NVEERT LI L HT
TET,

TILDERL

AX—h 4 ¥ [ HEDSA VR |YR—brENET | HHR—rZhB K| 791X

R N R ALY (Access)
& (Any) {£E (Any) {£E (Any) {£E (Any) Any/Admin

FIE

[Analysis] > [Advanced] > [Custom Tables] % %R L &7,
[h A% LT —T/VOVERL (Create Custom Table) %27 U v 7 LE9,
(487 (Name) | 74—V RIZ, BAZ L T—TNLOLEIEATTLET,

HhRELT—TIL .




hRELTF=T1L |

B r=xs25-—oroz=E

ATvT4

ATvT5

ATvT6

ATy T17
ATy T8

ATvT9

ATy 710

ARAZ L T—

1 -

7= & Z1E. correlation Events with Host Information (Src IP)
[7—7/ (Tables) | Ky X2 URRMD,
RLET,

[7 4 —/V F (Fields) ] C [I¢fi] (Time) ]
Ny MNERESHZHEEEZBMLEY,
FIAS Z# 0K LT, [KRY— (Policy) [HBLO[L—/ (Rule) |7 4 —/v RZEBEIMLET,
Ctrll E721XShift ## LN 67 Vw7 F5Z L1280, BEOT 4 —/L FEZRINTE
FT, Fo, Vv 7 LTCKRI v 7 THZ LT, BT 285 0OMERIRTE £,
L, T VCEE LA R hDOT =T N Ea—T7 4 —/L RRERENDIE
FEEETDIHAE, 74—V Fe—ElZ1>T2BMLET,

) EASLET,
[#HRH ~> I (Correlation Events) ] %%
IR L,

GEM (Add) 1%7 U w27 LT, HHBEA

ek

[7—7 /v (Tables) | Ky 7H U A R)E [RA K~ (Hosts) ] Z1ER L £,

[IP7 KL A (IP Address) ]. [NetBIOS 4 (NetBIOSName) ]. [0S4: (OSName) ], [0S /3—
Y a (0S Version) ], [FAA MDEKE (Host Criticality) 1 7 4 —/V K& T AKX N T—T )b
WZBEMLE9,

[#HEH-1 >k (Correlation Events) ] DI
fE75 IP (Source IP) ] Z3&IR L £ 7,

FHBIA R MBS 28E AR A b BREAAR A B) JHICFIES TR L7 AR R ME#®EFR
TLHEOIC, DAZ L T—TREREINET,

FHREA X MBI T 25808 HR A K (BEFR A M) ICBT 256728 A ME#REZFoR
THEDAZ LT —TNVEERT 2856, ZOFIRICHENE TN, E(ELIP (Source
IP) ] Cix7e< ., [£fE%E IP (Destination IP) | Z I L £,

H5 B 4 —/L F (Common Fields) ] T. [

EVE

[#1F (Save) 127V v LET,

JILDEE

AYX—hr T4t |HEDSAEUR|HR—FENET | HHR—LENBE | 7OER
VR N R A (Access)
& (Any) & (Any) & (Any) L& (Any) Any/Admin

711/7’“ RAA VBT, BIED RAAL U TERSNTE I AZ LT —TARERINET, =

IRETEET, BH AL THER SN AZ LT =T AL FRENETH, 2R
%T%iﬁ/\/ THLD RAAL L DAAZ AT =T N ERRBIOWET HITIE, EDORAAL
OB ET,

. HhRELT—TIIL
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ATy

ATy T2

ATy T3

ATy T4
ATy TH

AARAZ L T—

ATy T
ATy T2

FIE

[Analysis] > [Advanced] > [Custom Tables] % %R L &7,
WMET DT —TNORICHDmRET A2 ) 27V vy LET,

ROVIZFTRT A7y () BEREINDHE,

EFDHERDR BV £H A,

nz28 8 7—ILobE |

REITEMH R AL TR LTEY, REEXZE

BRI D7 4=V ROBIZHDHIBRT A2 (O) 22V 27 LT, 7—TA0nH7 44—/ K
AT AL TEET,

GE)

VAR— b CTBHE AT O 7 4 = REHIBRT S5 L. ZNb07 4 —/L FEEH LT

b7 varEENLDOLR— MDOLRATOIVMRT L a7 MRFRINE

B

VEIZR LT, ZOMDOEFZFATLET,
[PrfF (Save) 127 U v 7 LET,

TILDHEI

AX—hk T4t |HEDSAEUR|HR—bENET | HHR—bENBL | 7HEX

R N R ALY (Access)
L& (Any) L& (Any) L& (Any) L& (Any) Any/Admin

TV T RAAL VEATIE, BUED RAL VTHERISNIZDAZ LT —TANEREINET, 2
FUTHIRTE ET, SH AL TER SN AZ LT —T A b FRINETA, T U
MRCExFEHA, TMDRAAL L DOBAZ LT —TIVEHIRT HITIE, TO RAAL ATz

\32—;«0

FIE

[Analysis] > [Advanced] > [Custom Tables] % 5% L ¥ -,
HIBRT 2 AZ T =T NDBRICHHHIRT A 2 (D) 227V v 7 LET,

gy b= RNRAEFITREN TV AEA,
FERRDS & D F 2 A,

REITIA R AL TR LTED

HREL T—

RER LTS %

T .



B »=x5.5—Jrzg50 -y 70—0%R

HARAL TFT—TIVZEDWN=D—H J0—DFRFE

hRELTF=T1L |

AX—b+ 54 € [ REDSA VR |BR—rENdT | HR—rZhd K| 791X
VR N R AL (Access)
& (Any) L& (Any) & (Any) & (Any) Any/Admin

HABZNT—TINVHEERTDE, FOFT TN DU —7 7a—RNY AT A L - THBIMIC
B ENET, 2OV —7 70 —DORPIOR—II2E, AR FOTF—T I Ea—NERIN
Ft, DAFZL T—TNVIBAALR FEEOIEE. V=770 —02FHDOR_R—I1F%

oy b Ba—lleh ¥4, FRUSOEEA.

=27 78—D2FHDOX—VFHRA RN X—=Y

WD EST, DAZLT—TIHESNT, MHDODHAZ L V=7 7a—%ERkTHZ L

TEET,

Bk

&M
ATvT2

HARDL T =TSN THRAZ L T—7 Ta—2ERT 554,

FIAN DT —r T7u—L LTHETEET,

ENEEDT—T LD

FIUFEEZFER LT, EBEELOT—TNMIHASANWEA R N Ea—IlERT AT AX LT —
TINTA R FEERTEET,
CAF RAL VIRBTIE, BIED FAL CTERENTZ A AY LT —TABFRRENET,

MFRETEET, Bl RAA U TERENTE I AZ LT =T A BFRSNETR, TR
HLTEEEAL, THD RAAL L DHAZ LT =T NEFRRBIOHRET HI21E. £DORFAA

WO BEAET,

FIE

[Analysis] > [Advanced] > [Custom Tables] % %R L 7,

FRT AUV 70— lETANAI L T—TNDRICHIERT Ay () 270y

7 LET,

WAL T—TILDERE

AX—b+ 541 | REDSA VR | HR—rESNDT | HHR—FSNBF | 7I€X
~ A INA R ALY (Access)
fEE (Any) fE& (Any) £& (Any) & (Any) Any/Admin

<N F RAA VEBTIE, BED FAAL VU THEREINTZIAS LT —TARERENET, 2
NIIRETE ET, BH AL TER SN RAZ LT —T A b FERENETN., 2L

. HhRELT—TIL
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nz2sa L 7—Inonk |

ETXFERA, TMDORAAL L DAARAZ LT —TNEERBIOWRET HIZIE, FORAAL
T B ET,

FIE

AT w71 [Analysis] > [Advanced] > [Custom Tables] % %R L &7,
RT9T2 RBTDHAZ L T—TNDOBRICHDLIERT Ay (%) 27V v 7 LET,

EVh HRFLU—ITn—E WOU—rT7a—EERTA0E. V-2 T7a—0XA
MO [ (V=27 7a—Dih%z)  ((switchworkflow)) 1227 VU > 27 LET,

ATw T3 [ (Search) 1227V v/ LET,

Evbk BIORED A R hRT —=HIZONWTT —Z RXR—=A 2 MRT H5EE1T, TOMEY
TN Fay XA MNLERLET,

ATYTE FETDHT 40— R, BMESREEZEATLET,

BEDT 4=V RIZEKEEZ AN L THRETDHE, TTOT 4 —L Rk L THRE SRR
LI —FTH L a— ROLEPERENET,

Evbh BRREELLTAT V=7 FEEATHE13. BT A=V FOBICH AT V=
JhTA= (T) 7Y vy I LET,

AT9 TS MBS T, MBERGTETDIHAIEL. [FT7A4X—F (Private) | T = v 7Ry 7 A%H 02
LT, 794 X—F e LTHRERZRTFT DL, TOMRRIZANDHNT 7 EATELL IR
DET, RANOHTERLITRTOZ—FEZR]RIITIHE8IE. ZOF v IRy 7 A%F T
DEFIZLTHRELRIFLET,

Ev b HAS AP R AOF— 2 OHIRE L TREZ AT 2 AL, BT T T A~
MRS L LCIRGET 20 ERH Y £,

ATYT6 BEIGEL T, B CHEMMTOIMREMRGFTEET, ROBRERH Y £7,

« [fRTF (Save) |27 U w7 LT, MBEFMERTFLES, [T X— (Private) [T = v
IRy I AF AT HE TOBBIIARNDT AT P TOHRFRTEDL LI E
B

B LWBRRZRAFES D00, LIRTRAF Lo 2 28 U CTHERR L 2R ICART 28D 4 TD
Wi, DIRUCORAT (SaveAsNew) 1227 U v 27 LET, [T A X— | (Private) | F = v
VR P ABFANTT DL, ZORBIEARNDT D S TOAMREBIOCRRTE D &
T FT

ATv T % (Search) 1227V v/ LT, MREZMHBEL £,
MR RIL., BEORMFEMIC L > THIR S TWD, BARAFZLT—T DT 7L DT —
77a—IlFKREINET YT HEE) .

HhRELT—TIL
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