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227 (Risk) | E2—IZRD 2 EITHER LT ZEN,

DT I7OT—2IEEIZ [TV r— 3 (Applications) | 7 — 7 /LRSS E T,

TV r—oa Vet X b

[7 7V r— a AE#H (Application Information) |27 v a  FilZFREND [T 7V r—
g UFEAY A & (Application DetailsList) ]1&, E=F%fZxy MV —7 THRIHSNDET 7
Uo—varOfE) 27 HECORAEE, 73V AR MOERERTERTT,
TV r—a ok, BEERA MIORIAETY A hIET,

[7 7V r—ya 7MY 2 b (Application Details List) | 7 —7 V& Y — b9 5 Z LIXTEF
AN, T—TNVRNOEBEZ 7Y v 7 LT, ZOHERTTIANEZY U TEIIZ NI AL T L
720, FETL2LGE) TV =2 a UEREFRRLIEVTHZENTEET, 207 —
TNDOT—HITFEIZ [T 7V r— a3 (Applications) | 7 —7 AL EEGESNET,

ZOU A MIHRHRICERA S, AR TR TOTF—F 2Ry 5 Z LICHEELTLE
E\, Explorer ORFHFIHZZE LT, U A MIZE(LLEFA,

[tx*a)T4 42T )R (Security Intelligence) 149 3>

Context Explorer ® [E¥ =2 U T 4 A4 27 U =X (Security Intelligence) |7 > a > IZi,
3ODA BT T4 TRET T TIRERINET, ZNHDT T 7ITE, E=FdR Ry b
U—27 LD, 7797 )ANMIBESNTND NTF 7 ¢ v 7 F£721E Security Intelligence |Z
FoTE=ZENTVD N T 74 v 7 ORKOBENRRINETST, OO T T7TIE VT
Y, EETIPT RLA, BEOSEEIP T RLAZESNTERLD T 7 4 v 7Y — b
S, bT 74 v 70 (KBE) LS T 2HMOBOMERFRINET,

[AT7T3VREX212UT AT )P UR ST 4974 (Security Intelligence Traffic by
Category) 157
(BT 2V T 4 AT VYA T 7 w7 (Security Intelligence Traffic by
Category) 17 7 7137 7 7T, E=FKRERxy NUV—F LD NT 7 4 v DX
TAAYT IV ADO OB T IVIZET S, XYy NUV—2 v T 7 4w 7 I b (KB/
W) CEEEREEF TR LET, VARNSINEITIV I LI, BROBIZIN T 74 v 7 T—
2 REOBRIIEERT — 2 2 LET,
777 FEOEEOEGZITHRA 2 EEL & FEERDER REINET, 7T 7 DEEOHSE
Vw7 FHE, ZOHERTRIALE Y SNET,
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\}

REETIPAHEXFIVTA AT UP TR 57499 (Security Intelligence Traffic by Source IP) 155 7 .

GE)

RAA R FOERTT AN ZRBEETTLH L, (AT VxR T4 ATV V=
A NZ 7 4 w7 (Security Intelligence Traffic by Category) | 7 7 7 (3IEERIT/R Y 77,

DT T ITDOT—HIFZEII[EXF2VT 4 AT VP2 A A2k (Security Intelligence
Events) | 7 —7 /Wb HEGINET,

EETIPAHEXFIUTAa AT YPT VR 5T 494 (Security Intelligence Traffic
by SourceIP) 1957

[EEXPHEF=2VT 4 AT VP2 X 8T 74 v 2 (Security Intelligence Traffic by Source
IP) 177713877 7T, F=4{Rxy b= ETEXa2 VT4 AT VPR
RO TE=HENTZ T T 4 v 7 DELORETIP T FLRAZHT S, Ry hU—2 T
T4 7 AU b (KBF) EEAEGHARRTLET, VA MW7) &2, H6
DI T 74 v T—4, REOBTHERT -2 &R~ LET,

777 EOEEOHDNIHRA U Z &iEL &, FFERDERTRINET, 77 7 DEEOEHS %
IV rFTBHE, FOHERTRIALFT L EINET,

G¥)

RAAXY FDIFRTT A NEZ ) TT 5L [EELPHOEX2T 4 ATV R
N7 7 ¢ w7 (Security Intelligence Traffic by Source IP) | 7 7 7 IXFERRIZAR Y 5,

DT T ITDT—HIEIEII[EXF2VT 4 AT VP2 A A2k (Security Intelligence
Events) | 7— 7/ EAESINE T,

BEEIPRIEXF22 )T AT R 574979 (Security Intelligence Traffic by
DestinationIP) ] 455 2

\}

BEEPHIEX 2T 4 AT VT2 A NF 7 1 v 7 (Security Intelligence Traffic by Destination
IP) 177 73#H7 77T, E=I/HERy NV =7 ETEF2 T4 AT VPR
RS TE=FENTZ T T 4 v 7 DENLOSEHEIP T FLACET S, *y hU—2 7
T4 7 AU (KBF) CEAEGEEARRTLET, VA NI TIT) L2, F&
DI NT7 747 T—5, ROOEIERT — 22~ LET,

777 EOEEOEGZITHRA 2 EEL & FEERDERINET, 7T 7 DEEOHSE
TV IFTBHE, FOHERTRIALFT L INET,

G¥)

RAAXR NOEFERTT 4N 2 ) 75D, BEPHOEXF2T 4 AT VP2 b
7 7 4 v 7 (Security Intelligence Traffic by Destination IP) | 27 ZI3FEFR/RITR D £,

IDTITIDOT—HEIEI[EXF2 VT4 AT VTP A A b (Security Intelligence
Events) | 7—7 Ao EGEESNET,
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. [BATE#ER (Intrusion Information) 145 > 3>

[ A1E$R (Intrusion Information) 145 < 3>

Context Explorer @ [{Z AfF# (Intrusion Information) |7 > a2 /X6 >DA 2T 7T 47
7771 00KRERY A MPRERRINET, ZNHDTTT7EURRNEL, E=Fx4x v b
U — 7 DIRAA R FOME (BAA XY MIBEEMNT O THDREL L BB, KE
R, =P BRIV BIO X2 VT 0 =k BALNRS NOSKE, B,
ATy MR IREMR Y A R) ZRLET,

[B2Z 512 A4 X2 & (Intrusion Events by Impact) 155 2

WAHRZAA X K~ (Intrusion Events by Impact) |1 77 7 ZM 7 7 7 TH Y, E=HF x5
Xy FUT—=0 DIRAA N FEHEERE L~V (0~4) DI NV—T L DEIEGTRRLET,

777 EOEBEOEHZICRA 2 2B & FFIERNARRSNET, 77 7 DIEEOES %
7V 3HL, ZDERTTANZ ) TERITIFIALFE T ENET,

ZOTZT7OT—HE, BIERABRE (IDSHEE (IDS Statistics) ] 7—7/V) BIO[RAA
~> bk (Intrusion Events) | 7 —7 A bEEGSET,
[EID ¥ EE (Top Attackers) 155 7

[ AL DX B (Top Attackers) | 77 7137 7 7T, E=4xfxy hUV—7 Lo (1R
AA R R EFREIET) L OFKETLHEA NPT RLADRAAL XY MIEFRRLET,

777 EOERBDOESIHRA 2 2B & FEMERPERTRENET, 7T 7 OEROEHS %=
IV w7 F oL, ZOHERTTANZI) U TELIFIRIANF T SNET,

DT T T7OT—HXE, EIZ[RAA X~ (Intrusion Events) | 7 —7 A mbEEINFET,

[EGIDa—4 (TopUsers) 1552

[EALD=—H (TopUsers) |77 7I1d3#7 7 7T, E=F%%xy NU—7 LORKIZA
ARy MRICEEM T D2 —F e A X MEEFRRLET,

777 EOERBOMBTTHRA L Z 2B & FFMERAERRSNET, 77 7OEEOE %
7V w735, ZOERMTTANG Y TELIZFI AT ERET,

CDTTT7DOT =%, FIRARE (IDS) @ [—¥#iEE (User Statistics) | 7 —7 /18 &

O [RAA Xk (Intrusion Events) | 7 —7 /A NLHESNET, ZDF T 720X, HROH

Ha—VoOTF—HRnERINET,
[BEERERAA X2~ (Intrusion Events by Priority) 155 7

[ EERZEAA X | (Intrusion Events by Priority) 177 7I1ZM 77 7 ThH O, £=F %t
Gy NT =T DRAA X M, #EEESLE LV (& High) 1. [ Medium) ], [{K
(Low) 172&) DI NL—FZTLDEIGTHFRRLET,

777 FOEBOEZITHA X wEL & GERERDNEREINET, 7T 7OEEOHS %
2V rFBHE, FTOHFRTTANEZY T ERFIRIALE T ENET,

SOOI T TDT—HIE, EIZ[IRAA X b (Intrusion Events) | 7 —7 A bHEG S ET,
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[EEDAZ—4"y + (Top Targets) 1952 .

[EGIDA—4 + (Top Targets) 155 7

[[EALD % —7% > & (Top Targets) 1 77 7137 7 7T, T=4%HBxy hU—7 ED
(BAA Ry P ERESE S CHBEG L o72) Fid X —7y FARA b (KBRS R
AR) DIPT RUVADRAA R MEFRRLET,

777 EOEEOHDIHRA 2 EEL &, FFERD R TR INET, 77 7 DEEOHS %
IV IFTBHE, FOFERTTIANZ I TERIZIRIAT T ENET,

ZDTTT7OT—2E, FEIZ[RAA N2+ (Intrusion Events) | 7— 7 A b EGSHET,

[AA/BAD ELLItEF ) T4 J—2 (Top Ingress/Egress Security Zones) 15 5 7
(AN Bt = V7 ¢ ) —2 (Top Ingress/Egress Security Zones) | 7 7 7137 7 7
BT, T=2Grxy hUV—7 ETRHRESNTWDLIEEX2 Y T4V —r (VT TREITIES
CTCANERFHA) ICBEE#EMTFOENTWAERAL N hOEERRLET,

757 EOEEDOHDICHRA 2 2EL &, FEFlERIPEFRINET, 7T 7DEEDOH %
2V rFBHE FOHFERTTANEZY T ERFRIAL T ENET,

Evh IZITICHKEZEMLT Bhtxa2V 74 V=0 DT 74 v I OBBRFERIND LT
DX, T 7R B REES, rEShd NIV RZ O[] (Bgress) 1227V v 7 L
9, 774NV Ea—ITETIZIE AT (ngress) ] %727V 2 LE T, Context Explorer 7>
AN ~DOBEN T, 77 70T 74/ FD[AT) (Ingress) |E =2 —IZK D Z LIZFERELTKL
720,

ZDTZT7OT—HIEEIZ [IRBAAL X b (Intrusion Events) [ XN OLEEINET,
ZOTT 7L, BEIELT, AN (TN BxX 2V T4 S ERERIIE R 2
V7 g4 V= HEROWT NN ERRTELIICRETEET,

BAARY NEEHY R B

[ZA1EH (Intrusion Information) |7 3 g o FEICER TR EI LD [ X2 iU A b (Event
DetailsList) 1%, E=#%xr > NU—7 TR SNTEBRAA N2 NOSFE, HEEEILE,
AR MO ERTT =T AT, AXV ML, ANV MOBEIETY 2 h3finEd,

[f <> FEEAMY A b (EventDetailsList) 17— 7 /WLy — F CEEHAN, 7—7/VOHEHA%
27Uy 7 LT, ZOERTTIANEZY U TELIZRIAZ T T HZENTEET, 207 —
TNDT —HILEIZ [IRAA X (Intrusion Events) | 7 —7 /Wb HEINE T,

[Z 74 JLIE$R (Files Information) ] 4 < 3>

Context Explorer ® [ 7 7 A /L1 (Files Information) ]2 = /G X, 6 ODA L ET T T 4
T ITITIREREINET, TNDHDT T 7E, E=XRRRy NU—T EOT s AL~ L
V=T AN FOMEERLET,

AVFFAMIVRTO-SOER .



VTR IHRTO—50EA |
B o740 547 TopFile Types) 1557

DB SODT T 72l (LA AMP for Firepower & FEIZALTUNZ) Ry B U — 7 [T}
AMP ([ZBHHES 5T —X (Ry hU—27 v T 74 v THRHENTZT7 7 A NVDT 7 A )V XA
T T FANL, AT 2T OME, N7 A NEEE (TyFe—R) BLO%E
(Fyrm—FK) LIEAN) BERENET, KEDOZ T 7121, * v T —Z7 [T AMP
% 7213 AMP for Endpoints @ £5H & TR S L7200 B3, RN TR S -3 T
DNV = T BB RRSINET,

)

GE)  RBAERTTZA4NZY 7T DHE. [77 A0 (File Information) &7 v a U RENPIEER
R T,

[EGEDT 74V 24 T (TopFile Types) 155 7

[EAED 7 7 A v Z A 7 (TopFile Types) 177 71Z R—F>Y I 7EXT, *v hU—7 b
T4 v RSN 7 74NV 2L TOFEEOE2— GMIlOY 7)) L. 774V 1T
FYDIN—FTLDELEDODE2— (RAIOY 7)) 2R LUET,

757 EOEEDOHZICRA 2 2EL &, FFRERIPEFRINET, 77 7DEEDOEH %
VI BHE FOHFERTTANEZY L ITERFIRIAE T ENET,

ZDTT 7T Fy NT—J T AMP T —X 2 FR_RT DI, o =2T 748 ARNE
THDHZEITHERELTLTEE N,

DT TDT—=HIIEIZ[Z 7 AN Ak (FileEvents) | ENDLEAEINE T,

[ERID T 7 A )L4% (TopFile Names) 1495 7

[EAZD 7 7 A w4 (Top File Names) | 7 7 7137 7 7T, Xy NU—2 "I 7 4 w7
TR SN ML O—BDT7 7 A VAL DB ERRLET,

777 EOEBOESIIRA 2 2@ & FEFERPFRINET, 7T 7OEREDE S &
7V $HL, ZOERTTANZ ) TERIIFIALE T ENET,

IO IT7TFy Y= AMP T4 2FKRTHI2E. v AT =T TA B ANLE
ThHIEITEELTIES,

CDTTITDT—=HITEIZ[Z 7 A/ A b (File Events) | E#HEAESNET,

[t£&RI =2 7 4 JL (Files by Disposition) 155 7

[EALD 7 7 A v 2 A (Top File Types) |1 77 713M 77 7 ThH v, (LLEIIE AMP for
Firepower & PRI TUNZ) Ry MU —Z 1] AMPHSRE TR SN 7 7 A VD~ LT =T O
MEOEIGDOE 2 —%FK Rk LE 7, Firepower Management Center 3~ /L7 =7 7 77 K%
T2 7 7 A NVICORMENRHEESND Z EICER LTSN, 797 FR#E M) H—1L
T 7 7 AT, v/a E WO MEDRE SN E T, vnavailable &9 PEEIL, Firepower
Management Center 23~ /L7 =7 7 T 0 NREFATTE RN 2 L 2R LET,

777 LEOEBOEZIIHRA 2B & FEMERPERSNET, 77 7DEREDOEHS &
7V w7 FHE TOHERTTZANZ ) TEREFIRIAVED SRET,

. AVFFRAMIVRTO-SOER



| 2v7¥2 92 T0-50ER

LEET 744 I ELDARR + (Top Hosts Receiving Files) 1455 7 .

DT T7IC Fy NU—=ZAS AMP T — X R d DI, AU 2T T4 ANNE
THDHZEITHERELTLITEE N,

IDTTTDT—HIIEIL [T 7 AN Ak (FileEvents) | ENDLREINET,

EET 7 A I ELDRR + (Top Hosts Receiving Files) 1575 7

[EE 7 7 A VB EALD AR A b (Top Hosts Receiving Files) | 77 7 13# 77 7 AT, xv b
U—2 hTT7 4 v THRHENTZ, EFRET 7 ANVEEIOBFA RO T RLAICHET S 7 7
ANDEEFRLET,

757 EOEEDOHDICHRA 2 2EL &, FFlERIPEFRINET, 7T 7DEEDOEH %
VI FHE FOHFERTTANEZY T ERFRIAL T ENET,

-

75 HEERA LT, ~ Y =7 ZRETARA MEIRERSND L ICT B, 7
FINRA B EEE RREND MV AL D[V T =7 (Malware) 1% 27 U v 7 LE
T TIANIDT 7 ANDE 2 —ZRETIIEL[7 7 AV (Files) 1227 VU v 27 LET, Context
Explorer 7 HANE~DOBE T, /I T7NTF T4V DT 7 A ADE 2 —ICFES 2 L ICEE L
TSN,

ZOTTZ7IZFy NT—=ZAT AMP 7T — 4 2R T HI21E, VT =T TA B ANKE
ThdZ iITEEL TS,

DT ZTDOT—HIFEIZ[Z 7 AN A b (File Events) | XL EEINET,

[ZIET 7 A I LELLDKRR + (Top Hosts Receiving Files) 175 7

[ZAE7 7 A VI ENLD AR A~ (Top Hosts Receiving Files) | 77 713427 7 7B T, *v b
U—2 hI 74y TRIHEENZ, ZET 7 ANVBMEMOFA RO T RLAICET 57 7
ANDE TR LET,

757 EOEEDOHDICHRA 2 2EL &, FEFlERIPEFRINET, 7T 7DEEOH %
2V hHE, FOHFERTTANEZY L ITERFRIAL T ENET,

-

77 7R EEA LT, v =T 2RETHHRA MEINFRSND L OICT DI, 7

TIZRA VR EBEE, FREND NIV AL D[~vVT =T (Malware) %27 Vv 7 LE
Fo TTANIDT 7 ANDOE 2—ICRFIE[7 7 A (Files) 1227V » 7 LE T, Context
Explorer 22 DAMB~DBETH, VI T7NRT 74NV DT 7 ANDE 2 —JRD Z EITERL
TLEEY,

DT T7IC Ry NT—=JANS AMP T — X R d D00, AU 2T T4 ANNLE
THDHZ LITEELTLLIEEN,

ZDTTITDOT—ZIEEIZ[T 7 AN A (File Events) | ENSHE&GINET,
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. [EfED<ILH = 7i&H (Top Malware Detections) 145 7

[ERID<IL) = 7H#H (Top Malware Detections) 155 7

[~ v = 7 i (Top Malware Detections) | 77 713#:7 7 7T, *v hU—7m
7 AMP & AMP for Endpoints DWW\ T HUZ & B b DR kot sz Lo~
N =T BBOBERRLUET,

777 EOEEOHDIHRA U Z &iEL &, FFERD R TR INET, 77 7 DEEOHS %
TV IFTBHE, FOHERTTANZ) U TERIZIRIALT T ENFET,

DT T 7 Ry NU—Z AT AMP T — X 2R DI, w27 FTA B UVANRME
THDHZ LIZHEELTLEEN,

IDTTITDOT—HIFTEI [T AN Ak (FileEvents) | £ & [vL 7T A~k
(Malware Events) | & HHfSFSVE T,

[#hIB B EER (Geolocation Information) 149 < 3>

Context Explorer @ [HERALE 1## (Geolocation Information) 127 > a L, 32D A ¥ F
IT 4TI R—FY TITIRFRENET, ZHOEDT T 71, T=F%Fy hU—27 DK
AN T—H BB L TCODEOME (f =y —FEE IV AR FET L O3
B, FHMELELIISEDEIT L DRAAL XY M, BLOEEMEZIIZEMNOEZ D7 7
AN AN M) BRLET,

[1 =T —2/LRKRADEGIES (Connections by Initiator/Responder Country) 145 5
T DRX

[f = x=—H%/L AR ZOERIBER (Connections by Initiator/Responder Country) |27 7 1%
K=t 757X THY, Xy T —7 ETOERICA=vx2—% (F7x/V ) 23V
AR HEELTHLLEORHED 2 —%2RK R LET, WD 7Tl Ziuh DOED Kk
BN N—T S TWET,

777 FOEEOEZTHRA X BEL & FERIERRERINE T, 77 7 DEEOEHS E
Vo 0FBE, FOERTTZIANZI L TERITIRIALT T ENET,

EXYb I 7ICHINEZBEHL T, SR CLARS X LR TWDEETNERIND LT DI
X, I 7ICRA A EE, FoREND NI NVEREZ D[V AR Z (Responder) %7 U v
7 LET, TN Ea—ZRTIE[A == —% (Initiator) %27 U v 27 L¥ 3, Context
Explorer > LM ~OBENTYH, 77 7N™T 74V bDO [ = x=—4 (Initiator) | E = — (IR
HTEITEELTIEEN,

ZDT T T DT —HITEI [~ Y — 7 —4 (Connection Summary Data) ] 7 —7 /L7256
IS ET,
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EET/FEREFIEA A X2 k (Intrusion Events by Source/Destination Country) 155 7 .

LEET/FEEERERA A N k (Intrusion Events by Source/Destination Country) 145 7

[I%15 Jo/5E e ERBIMR A A X & (Intrusion Events by Source/Destination Country) ] 77 713 K—
TV IR THY, Xy bU—7 EORAAL XY MIAXY FOEET (F74V8) £
7ol e LTHLAEOEIGZRRLET, WRIO Y > 7Tk, 2 b OEDNKERNZ 7
=TS TWET,

777 EOERBOMBITHRA L Z 2B & FFMERAERRSNET, 77 7OEEOMS %
7V w735, ZOERMTTANG Y TELIZFI AT ESRET,

Evb I 7ITHKEZBEA LT, BAALXRY FOSEIHEE RS> TWDEEZTRRRIND L HIZT DI
X, 77 7R A U X REX, %Téﬂ%’) N7 VR Z D55 (Destination) %227 U v 7 L
F9, T 74NN Ea—ZRTITIE [EEIL (Source) %7 U w7 LEF, Context Explorer
MO ~DOBETEH, 77 775§'?77j‘/1/ FD[EETC (Source) B2 —ITRD Z LICiEE L
TLTEEY,

ZDTZT7OT—HIEEIZ [RAAL X b (Intrusion Events) | 7 —7 Vb EEGENET,

LEER/ZEROERZ 7 4L 4 X2+ (File Events by Sending/Receiving Country) 145
7

[EER/ZE MO ER] 7 7 A v A4 <X (File Events by Sending/Receiving Country) | 77 7%
R=FY 7FI7ERTHY, Xy FT—=7 LD T 7 AN AR FTT 7 AVOEER (F7 5
VR EREFEEME L TR SZEOEEO Y 2 —2 KR LET, A0 7T, 2
o DENKEEINC 7 NV— TSN THNET,

757 EOEBOEMNIRA o FEEL &, FERNRFRREINET, 77 7OEBEOHD &
TV ITBHE FOBRTTIANZ) o TEREFIRINAT T ENET,

EXh IITICHIRKEZEA LT, 77 ANV eZETOELETREREIND LT HITE. 77712
KA B E@EE, TRIND NI NVHRE D [%ZEE (Receiver) |27 Vv 7 LET, 774
VR B a—ZRTITIE [1EEFH (Sender) 127 VU v 7 LE7, Context Explorer 7> 5 AMH~F
352 &TH, V77N T 74N D [EEE (Sender) B2 —IZEDZ LITIERLTLE
X,

ZDTTITDT—HIEEIZ[Z7 7 AN A XK (FileBvents) | 7—7 b ESILET,

[URL {58 (URL Information) 14~ < 3 >

Context Explorer @ [URL 1§# (URL Information) &7 > a3 2t 3 2D XT3 47
BT T INERINET, ZUHDT T 7L, =S MGERy bT—2 LORRA MRT —
& A D72 5 URL O2&EOZE (URL ICBEEMITONTWD T 7 4 v 7 &
A B 2% D URL, URL#7 FY | BLOURLLE 27— g TY—FL7EHOD)
PREINET, URLIERTT A NVHFUEEFETTHI LIXTEERA,
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. [URLBI 57 4w % (TrafficbyURL) 1557

\}

G¥)

RAA XY NOERTT 4 VHUHEZFEITT H &, [URLIEH (URL Information) &2 > = >
BIRNIERRITRD £,

IDJTT7TCURLAT AN L aTdT—yarys—HE2E0A20%, URLZA4NVE ) T 5
AL AEFIHELTWARLERD D Z LIZHEE LTI EEN,

[URLBI F5 24 w4 (TrafficbyURL) 1552

[URLBINZ 7 4 v 27 (Trafficby URL) |77 71387 7 7T, £=4%%Fry hU—2
FORLEREIND FMLISOURLO XY NU—2 v T 7 4w 7 B b (KBEY) &EARE
AR RLET, VARSI URL 282, HOOHEIINT 7 4 v 7 F—% RO
BT — 2 LET,

777 EOEBOMBITHRA L Z 2B & FFMERARRSNET, 77 7OEEOMS %
7V w7 dHE, TOFERTRIVE T SHET,

GE)

BAAXRY FOFERTT 4 VELEEEZFLTTH L, [URLBI ST 7 ¢ v 7 (Traffic by URL) |
77 ZIFIERRITRY 7,

IDJZT7TURLAT AN L EaT—raryay—H%2EG0A20k, URLZA4NVHZ Y T 5
AV AEFH L TWAMLENHD Z EIHEELTLIEEN,

DT T T7OT—HiE, EIL[#EFA < b (ConnectionEvents) 17— 7 /VinbEEGSVET,

[URLATTYRBI S 74 v% (Traffic by URL Category) 155 7

[URL 77 VB ~T 7 4~ (Traffic by URL Category) |7 7 7347 7 7T, £=4
ﬂ'%* v NT—7 L@%%g*éﬂé URL A7 =3V (Search Engines '?3 Streaming Media Vs
E) Oxy U — 7%574/7ﬁ?y$ (KB/#) LREFHEREEERLET, VA MSH
7ZURLA T IV ZLic, HROWIEINT 7 47 T—4, REAOWITERT — 2 2R~ LET,

777 FOEBOEZITHA X wEL & FERERNEREINET, 7T 7 OEEOEHS E
IV IFTHE, FOHFRTRINAVI T INET,

GE)

RAANR FOBFRTT 4 NVERMETFATTHE, [URL BT AURINT 7 ¢ v 2 (Traffic by
URL Category) | 7 7 ZI3IERRITRD £,

IOV T 7 TCURLAT AN L ar—arT—Ha2E505120X. URLZ 4 NAVA VT 5
AV AEFAHLTWARLERS D Z LITHEE LT EEN,

ZDT T T7OT—Hk, EIZ[URLHKF (URL Statistics) 17— /L & [##5i1 <> b (Connection
Events) | 7— 7 /b EASNE T,
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[URLLE 15— a>3 k5744 (Traffic by URL Reputation) 1557 [

[RLLEaT—> 3 il b5 74 w4 (Traffic by URL Reputation) 1455 2

\}

[URLVE 27— a3 Bld h7 7 4 v 27 (Traffic by URL Reputation) | 77 71347 7 7
Thy, T=2dGxy PV —2 EORBERINDURL LE 2T —var 74— (Well
known & 7= [XBenign sites with security risks) Oy 8T —2 K77 4 w7 Bk (KB/R)
BXOBEAEGEEZRRLET, VARSI URL LE 2T —Ya v 28l HEROEDL N
T4 v T4 ROEORITERT — 2R LET,

777 FOEEOEZTHRA X HEL &L FEIERNEREINE T, 77 7 DLEEOEHS %
IV IFTBHE, FOHFERTRIALTT L INET,

G¥)

BAAXRY FNOFERTT 4 VELEEZ I TTHE, [URL L E 27— a Bl N T 7 47
(Traffic by URL Reputation) ] 77 ZXFERRIT/RY £,

IOV T 7 TURLAT AV L EaT—varyT—HE25D521F, URLZANVE )T T
AR AEFALTCWDOMENRSD Z LICER LTS,
ZDTTT7OT—HE, EIZ[URLHKFH (URL Statistics) 17— 7 /L & [##5i1 <> b (Connection
Events) | 7— 7 Vb ESGENE T,

Context Explorer D E #

ARX—b 4t |REDFA LR | YR—bENBT | YR—bShE K| TIOER

~ A A% S ALY (Access)
FRABLCIS U CR/n | BRBICIL O/ | fERE (Any) & (Any) Admin/Any

g & Security Analyst

Context Explorer |3, /R L TWAIEHRZBEIMICEH LEFA, LT —F ZMAATeIC
I%. Explorer # FE)CTHEH T H2LE N H Y £,

Context Explorer H{£%# YV n— K95 & (77 UH 7'm s T AOFEH E 721X Context Explorer 7>
DAMRA~BE) L2 RICE D EER E) | TRTOFRRERPEHTSNET N, B7 v a VRE
(Ingress/Egress 77 70 [7 7'V -r— = UfE# (Application Information) |27 ¥ 3 72 &)
W6 LT T e B HE IR R ST, ETo. SRR Z Do 5 RICIEE L T

ZE,

TIVF RAAL VREBRETII, BIEO FAAL VB RNAL DT — A 2R RTHILENTE
9, L)L DRAALVFEREERB RAAL LV DOT —F2FRTAHZEIITEEE A,

FIE

AT w71 [Analysis] > [Context Explorer] 2% L £ 9,
ATy T2 FEICHDH[Vr—F (Reload) 127V v 7 LET,

AVFFAMIVRTO-SOER .



aAVFER M THRTO—50ERA |
. Context Explorer 0D B £ 5 0D 5% €

[VUr—F (Reload) | RZ %, P TTLE T L—FRRIIRY ET,

Frbe =L
Context Explorer M BFREIEEFH D X E
AI—b 54t |RHEDSAEVR | BR—bENET | R—bEShBF |7V ER
VR N R ALY (Access)
FEREICIN U T | BB U TR [1EE (Any) % (Any) Admin/Any
% % Security Analyst

WEIM (T7x0 ) POBEITFEECTCOYMEKBT S KL 512, Context Explorer 0 FFfH]
FHEZRECEE T, FHRIFFAZ AT L CH. ContextExplorer i3 HEIFIZ AT & K3 5 B 5T
LW EIZERE LT IEE W, B LRI 2 8 1 9 5 1213, Explorer 2 F&#) THHTT
HILENRHY £,

REM#IPH O B X, Context Explorer 7> HAMBIZEEN L= 0 |
D LThiERF S ET,

~ILF RAAL VIEBBRE T, BIEO RAAL LV E TR AL DT — R 2K R_THIENTE
T4, B~V D RAAL CERIERB RAAL DT —=H 2R T2 LITTEETA,

orsA4 ey aryk L

FIE

AT 71 [Analysis] > [Context Explorer] & 2R L £,
RATw T2 [VAFEFR (Showthelast) | KRy 7 XD U R Mt REIEPHZ BN L £,

ARTY T3 A7 a T, HLOEMEEOT — % 2FRk3 5120, [Ve—F (Reload) 127U 7 L
£,
ek [ZanZOuwH (Apply Filters) 1 %27 U v 2795 &, KEE&EHO A EH S E

j—o

Context Explorer D+ ¥ 3 U Dx/MEE K UEHEKIE

ARX—hk S92 |[ERDFAELVR | YHR— b ENET | HR—FENEK|7UER

VR INA R A (Access)
BEREITIN Uo7 | BEREICIGC U TR [ BB (Any) £i& (Any) Admin/Any

% A Security Analyst

. AVFFRAMIVRTO-SOER




| av7xxt 9270

ATy I
ATv T2

ATvT3

SDEMA
Context Explorer T—42 D K JLF 5> .

Context Explorer Ti& 1 2Ll bt 7 v a v /ML CIERRICTEET, ZUL, FFEDE
7 a P EBRTARAR. Ea—% Y AU LEWESIERITE, [F T4 v
BIOEAA X MHyFERE  (Traffic and Intrusion Event Counts Time) ] 7 7 7 i3f/Mb T& £
/L/o

ContextExplorer D& 7 5 U Tlk, X—=VZHH LD, TFXI3AT oAb s 7y LT
DLThH, FRE LTR/IMEE T IT R RIEDOREDHEFF S L E T,

T AL VBHBRE TIE, BUED RAAL VTR NAL DT —F 2 RRTHZ LN TE
FT, BV D RAAL CEITIRE RAA DT =2 2 FRmT 22 LITTEEEA,

FIE

[Analysis] > [Context Explorer] & ZR L &3,

Y varER/METDICIE, B a DX A ML R—ChDIRMET A2y (T) B
Vw7 LET,

Y varERMET AR, MEEnT=E v ar DH A FANR—IZHDIRRIET A a3
(B) 22V v LET,

Context Explorer T—2 D ) LA OV

AX—h 54t |HRDFAEVR | R—bSNET | HR—bSNEF|TIER
~ R AR Ay (Access)
FEREIIG U TR | BERRICS U TR £ & (Any) f£& (Any) Admin/Any
3 2 Security Analyst

Context Explorer CHA SALTWAHEEM L~ LD b é DICFEIC 7 T 720 T —52 %)
ZRL7Z0F 5120, YT — 2 DT—T N Ea—IC RUAET L LET, (BRIFENT 74 v
7B L OMRFAA X b (Traffic and Intrusion Events over Time) |77 7 Tl KUV X7 TX

RNZEICEBELTLLEE, ) e 2, BEIXIPHI T 7 4 > 7 (Trafficby Source IP) ]
JI7T7DIPT RVATRINVE T 5 & [#5iA -~k (Connection Events) ] [T
U /r—3 g VTG (Connections with Application Details) | B = —0NF RS EJ, ZD
Fa—Tid, BIRLERETIP T RLAICEET L7 —Z DORnFREINET,

HARDLET—=HDHA TS LT, AV THFAN A2 —LBMOA T > a VKRS L
NV ET, FFEDOIPT RLAZEEMNTONTNWDET —X KA bOSFE, BIRLZIPT
KL ZADEA MEZIIwhois B AE R TR T A0 TV a vRERENET, FEDOT 7Y
= a NIEEMTONTNDET —Z KA v bOWE, BRLET 7Y r—yva 1%
TFV = a EREFRTHODF T g UnFRSNET, BEO o — IR T
HBNTWET—F RA v hOBE, 2—HFDa—% a7 7 A )L X—V52FRT 520D
TrarREREINET, BASXRV FOXA v E—VIZBEMT N TWDET—X KA bD
Y. ZOA Xy MIBEETAERANL—VIZETEILV—LV KX a2 AV NERRTHS SV a v

AVFFAMIVRTO-SOER .



VTR IHRTO—50EA |

B -7xxr19270-50711%

ATvT1
ATy T2

NEREINET, HEDOIP 7 RLAZEEMTOENTWDLT —H KA > FOEE, ZOT K
VAZT T 7 VARNELIZIERTA MY A MIOEMNTAZDOF T a U NERENET,

~NVTF RAAL VRBABRE TIE, BUEDO RAAL LV EFHRNAAL VDT =2 2R RTHIENTE
FT, BV ANAD RAAL VETTRB FAA DT =2 2 RRTHILIITETEREA,

[Analysis] > [Context Explorer] %2 &R L & 9,

[—EHMDO ST 7 4 v 7 BLOIRAA X2 b (Traffic and Intrusion Events over Time) ] LA D
EEDOE I a T, HWETLHT—F RA L 27 v 7 LET,

ATYT3 BIRT LT —% RA L MUSL T, BRI T v a U RRRD £,

« T TN Ea—TIOT—FOEMAFRRT DI12IE, [FEMZR 0 23R (Drill into

Analysis) ] Z&ER L E 4,

HEEDIP T FURIZEEAMIT HNTWET — X KAV FEIEBIRL TWDEAIC, BET

HARA MIBET 25EMIEIRMAZ ST 2121, [AAX ME#ROFKR (View Host Information) ]
ERLET,

HEEDIPT RLADT —X "4 2 FEBBIRL TWBEHAIZ, DT KL AT whois 57

24T 95 121%. [Whois] Z IR L £,

HEEDOT Y — g VICBEEMAT SN TWAT—Z RA 2 NEEIRLTWAESIZ, #

DT TV = a BT DREMIEREZRT OIS, [TT ) =y 2 UEROFR
(View Application Information) | Zi#R L 5,

c BEO—FICEEMTIT DN TWAET —Z R A 2 FEBIRL TWAEASIC, FOa—|Z

BT 2 iR A SR 5121, [2—PHEHROE TR (View User Information) ] % 4R L &
‘é‘o

cFFEDRAA N b Ay E—VICHEMTETWD T —F RA» FE@RL TV L 5HE

2. BT 5RANL—/VICEAT 2FEMEREZ S RT 511, b— FF a2 A FORR
(View Rule Documentation) ] ZiER L E4, KRIZ, LEIISL T, Pb—/ R A b
(Rule Documentation) | %7 U v 2 LCX Y BRI — L OFEMZFR L ET,

cFEEDIPT RLURIZEEAMT BN TNDT —H RA v M ERIRL T 55512, Security

Intelligence 7 12—/ NV 75 v 7 U A NETFIARTYA YA NMIZDOIP T RLURAZBIT
520, [49<T7 7 v 7 U A NMIEN (BlacklistNow) 1£721X [543 <HAUA hU A RZ
B0 (Whitelist Now) ] OWT YT HA T T a v &2EIRLET,

AVTFRMNIVRTA—5DT 4 I)LA

AVTHFARN DT AT —TIHRANCE R IND RN TIRF R T — X7 4 VXY T L
T, XY NIV—2 LT 77 4 €7 4 DX VFEMRRNERET N TEET, 7414
I% URL TH# LIS DT~ TOFEFH D Firepower & AT L T —Z TG L, o EEERYR—

. AVFFRAMIVRTO-SOER



| av7*¥zx bt T0RT0-50EA

2yt zo270-5070% [

S THEY ., Context Explorer DV 77 7 —X IRA Y "l ) v 75720 T IZH#EMAT
. Explorer IRICKIRSVE T, —EIZHRRK20D7 4 V2 EEHHATEET,

AVTHRA I AT 0 =T F=RITT 4 NVZ & BINT D HETWL o0k D £,
s [7 4 VHZDIEM (Add Filter) 1 ¥4 7 a7 ZHT %,
cAVTHFA R A= a—EMEHTE (27 AT BT DOF—4 KA v NERIRT H5E)

 BREDOFEMERA—Y ([T 7V r—3 3 O (ApplicationDetail) ], [FAA k7 u 7 7
A /v (Host Profile) ]. [/L—/VDE#ll (Rule Detail) ]. [2—W% Z'u 7 71/ (User
Profile) ]) IZERSINDTHXFANY I 2T D, TV 2%7 ) w735,
AT HRA I AT =T PHBIICHE FERR -V OYET — X TSN T =
VIXANZ AT —TINRN T4 NE ) U TERET, 2L 2T, :L‘—"j:jenkins D —
PR —TT[arTH A =7 A7 82— (Context Explorer) | V> 27 %227V v/
Ll AT —=F 3 EOA—WICHET LT —F T RERSNET,

Ty ANEATORIE, HEICHEBER2WZ A TRH 0 £4, e 2E BAAL XY M
HOD 7 ¢ /L% (Device X° Inline Result 72 &) % #fc A X MHE T ¢ /L% (Access Control
Action 72 ) CIRFICEMAT 2 2 LITTEERA, UL, VAT ATIEBERA XV h T—
HERZANA R N T —=H LT/ —FTERWNWZDTT, BEHMEORNT VX ORI
IEV AT AT X o TRBNICHI SN E T, ABEOMENFET 256, LVRICEH I
DT 4 NE BATEHBNEOIRNZ A T DT 4 VH XTI LRI FT,

BEOT ANENT 7T 4 TE, RIUT—% A4 7OEIT OR MRS L L TfbitE
To DED, WINPT ODEE BT 27— NT X TCRRENET, BRrT7—F% 447
DEIF AND BRGMEL LTHRDNE T, 2E0, T— 23K TANE T—2 ZA T D158
FOfEE T AHINENDHY £9, 72L& 21E. npplication: 2channel, Application: Reddit.
B L Wuser: edickinson EWNI) 7 4 VX v M CERENDT—X X, 2 — edickinson IZ
BEAT SN TERY, MDT 7V r— 3 2channel £121ET7 7V 77— 3 U Reddit (ZBHHE
TN TWLIRERD Y £7°,

VT RAAL VBT, B RAAL > TarTHFA NI AT 0 —T7%2FRLTWDHGEEIC
BHDOTRRAAL LTI 4N HZ D T TEET, ZOYA, IPAddress 7 (V¥ HiBINT 545
AFEBELTLEE D, VAT A, V=7 RALAEABIOR Yy NU—2 < v T E/ERK
LET, EBEOIP T FLAZMH L CZOREZMHTH L. THILARWRERIZA S aTREM:
BHFET,

FRENDT— XL, BIRBET AL AD T A & 2B L OB HERCT — % 24 A ke
EHETHENE IR EOERIC L > TR 14,

GE)

T 4 VZE, B LT D IEMEZ: Firepower 7 — X 2T XA R E WO THLERIGTEX 570
DOBEIEICEN Y — L L LTHIE L £3, KBEIICRET 2 b0 TR, 20T F A K
T AT =T POINBIBE TS0, By arEKTTAEHESRET, BTHEMATS
2D T AN BBREERFET DL, 74 NVZURENT-a L TXFA NI AT B —F B a—
DfRfFE (28 =) ZZMML TSV,

AVFFAMIVRTO-SOER .



B 55177 —nrr70a>

—

RO,
7

R2:TANET—R 34T

T—R 34T J4—ILEFTLay

TANZELUTHERTEDT =X 247 KT —% XA TOHIEFHAZRLE

VTR IHRTO—50EA |

247 (Type)

EDH

EZ (Definition)

TR aryrsa—)LV 77 gy
(Access Control Action)

Allow, Block

N T4y AT Ry 7T
HDICT A ay har—L R
IRV FEATEINAT v a v,

TV r—=vary AT EY
(Application Category)

web browser., email

T — g O EEERED
AR TR

TN r—va v

Facebook, HTTP

7Y r— g D4,

TV r—a DU A7 (Application
Risk)

Very High, Medium

TV r— g OHEEX2 Y T 4
YR,

77U r—va A7 (Application
Tag)

encrypts communications, sends mail

T r—3a BT AEINE R,
TN r— g AT EBOBDZ T
EEACTEET (X7 EERLRZNC
EHAEETT)

7TV r—vay #A47 (Application
Type)

Client, Web Application

TINr—var AT (T r—
varZuaban, 7747 F
7215 Web 7 7Y r—va )

B R AL OREE M (Business
Relevance)

Very Low, High

(B TIER) EVRAT 7T 46
T AT DT TV r—a L OHEE
RE

Kz (Continent)

North America, Asia

FoAXE Ry NU— 7 TRt &N
=T 4 T RERERIP T KL A Z B
fHF BT 5 KB,

(Country)

Canada, Japan

FToXRHBRy NU—F TR SN
J—T 4 VT RRE/RIP T R L A2 B
o TnaE,

Device

devicel.example.com, 192.168.1.3

E=HRRER Y NT—T EOT AR
DAFTEZIZIP 7 KL A,

KA A > (Domain)

Asia Division, Europe Division

TII7ERTDFRY NIT—=T T 7T A
ETABTITNAAD ALY, T
DT =8 ZA FII~NTF RAA B
DY ENZDOHRFEL LT,
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| av7*¥zx bt T0RT0-50EA

785847 74—nt47v3> |

24 7 (Type)

[EX23Y]

E2 (Definition)

A X hD4FE (Event Classification)

Potential Corporate Policy
Violation, Attempted Denial of

Service

RAA X N OFERZRFHH, RAA N
VRERIF—=LTEA—L, Ta—
A FERITY ey L RE
SNET,

A~k AvE— (EventMessage)

dns response, P2P

AR MR TERESND A vE—
U, AR b MY A= LT—b,
Fa—X, £ ety ok
DIRESINET,

7 7 A WA (File Disposition)

Malware, Clean

Firepower Management Center (Z & 5~
N =T 7 T0 RBROEITHRT 7
A NV OWHE,

77 AN

Packages.bz2

Xy hU—7 vTT7 4 w7 THREEN
727 7 A VDA,

7 7 A L SHA256 (File SHA256)

5D 32 By N 3CEs

Firepower Management Center |~ X 5~
NI xT 7T Y RREDEITHE T 7
A /LD SHA-256 /~ v 2 =2 fH,

77 A 2 A7 (File Type) GZ, SWF, MOV Xy FNI—2 FT 74 v THRIHSH
277 ANDEA T,
Ty AN AT 7 3Y (File Type |Archive, Multimedia, Executables Xy NU—2 NF 74 v 7 THRIEHE

Category)

7 7ANDEAL T ORI T A,

[IP7 KL A (IP Address) ]

192.168.1.3, 2001:0db8:85a3::0000/24

IPv4d E7-1XIPv6 D7 KLV A, T KL
A, £7RET7T FLA Ty s,

IP7 RLAZRETLHE, £OT N
AMERFB I E IS EONT NI
o TWVDHARY FRRENDZ LI
HEELTLEEN,

WL ~L (Impact Level)

Impact Level 1, Impact Level 2

Fo A B Fy NT—7 TOA X |
DHEEEE L~

AT A4 FEE (Inline Result)

dropped, would have dropped

N7 4y N Ry 7XEnzn, K
a2y S ENTERREMEN B D, F2IX
VAT AIED NTT 4oy IS
TR DNT AN TT,

I0C &7 =Y (I0C Category)

High Impact Attack, Malware Detected

MU H—& LTHH SNZEED I
(I0C) A Xy v DOHT Y,

AVFFAMIVRTO-SOER .



B o 1s0@Em difiten 1912 KOB 07 1 L8 DR

VTR IHRTO—50EA |

24 7 (Type)

X3

E2 (Definition)

I0C A Xk # A7 (10C Event
Type)

exploit-kit, malware-backdoor

FrEDREDOIREE (I0C) (ZBEAHF
SNTWAID, FDJkfEa Y H—1L
AR NERLET,

<)V = T4 (Malware Threat
Name)

W32.Trojan.a6bl

<V = T D4 i,

= U (Security Intelligence Category)

0S 4 (OS Name) Windows. Linux AR —T 4 T VAT ADLE,

OS Version XP, 2.6 FR—F 4 T AT ADEED
N—T g

[7F A4V T 4 (Priority) ] high, low AR N DOHEEBRARE,

X2V T4 AT VP2 A BT |Malware, Spam X2 VT A ATV V=2 RITEDY

HIBISNDERR N T T 4 T DHT
j\UO

X274 V=

My Security Zone, Security Zone X

NI T4y I ENT A F—
Tz ADEY b, A T4 VERO
ald., o740y 7@l d 51 v
H—T A ADE b,

SSL yes, no SSLIE S b7 7 1w 7 £ 721X TLS I
LT 7 4w,
a—F (USGI‘) wsmith, mtwain :E:&;d‘gz* v RU—7 EOKRA R

a4y Liza—Y0ID,

[Z4)L2®D:ENM (AddFilter) 15« >

KOMSDT 4 ILREDIER

AX—b 54t | RHEDSAELVR | B R—bEINET | HR—rShDF | 7IEX

VA INA R A (Access)
FEREICIE U CHEZ | #ERRIIS U TR [{EE (Any) £E (Any) Admin/Any

% % Security Analyst

ZOFMEZMHEMRL T,

£

Context Explorer DZE EIZH B [7 4 V4 (Filters) |D FOF T AT A (1

[7 4 v Z DIEM (AddFilter) 17 4 > K7 TT 4V &N OIER L
(A THFARNA=a2—%HLT, 7497 74 VEEERTHZEHTEET, )

) U v IT

HERTEND [74NZDEM (AddFilter) 17 4> RUIZiE, RD 25D 7 4 —/v 72T
DERRINET,

. AVFFRAMIVRTO-SOER



| avs%zx o270

S DA
[74La0Em (AddFilter) 19 ¢ > kom0 7 4 Laotkm |

s [T—4% Z A7 (DataType) ] Ku > 7% 72U A MZIL, Context Explorer {Z il % i H
T D720 TE 58D Firepower V AT LT —H XA TREENTWET, T—H
AT ORIRZIZ, TDOXA TOEAFOEE [7 4% (Filter) 1 7 4 —/V RIZADLE
9 (7=& ziE. [KFE (Continent) | ¥ A 7 OJWHILMWE [T VT (Asia) | 72 E) o =—FX
BO=O, [7 4% (Filter) | 74—V FTlE, BRLI=T—% XA TOSEIFE70H
OBIN T L —FoRTRENET, (T4 — NV RIT—¥E2ANTHE, ZDIFHEESN
9. )

c[Z 4% (Filter) 1 7 4 —/L RiTid, A X0 MERERBEIC, « 01 2 EORBRE T
A—=BEANNTEET, TANARTA=HDORNC BB EMIT 5 2 & THHh 27 4 v
X EERTE £,

GE)

ATy I
ATy T2
ATFvT3

ATvT4

ATy TH
ATvT6

ATy T1

BIUL7E 7 4 V2 IXEEICIXEH &4 E A, ContextExplorer T7 o« /L X R4 5121,
[Z74Z O (Apply Filters) 1227V v 7 T 50ENHY £7°,

VT RAAL VEBHBRETIE, BUEDO RAAL Ve TR NAL DT =2 2 RKRTHZLNTE
FT, ELL_SAD RAAL VETIRS RAA DT =2 2R 7T HI LT TEEEA,

FIE

[Analysis] > [Context Explorer] %2 &R L &9,
ErRZHB[7 407 (Fiter) |OFT, 772 T7A4ay (Y) 2710 vr7 LET,

[T—% %47 (DataType) | Kr vy 77X UR NG, 74X ) TO%ME L THER
THT—H XA TEERLET,

[7 4% (Filter) ] 74—/ RIZ, Z4NVZ2 ) U TOFEMGEE LTHERT LT —% 44 TE%E
AN LET,

[OK] %227 Vw27 LET,

F 7 a T, RO FIRAMEYIRL, MERT A NVEZ By FRERESNDET, 74NV E %
BMLET,

[7 4% O (Apply Filters) 1227V v 7 LET,

EELEY D

TR HIANT T 4=V R F T ar (24 =2)
a2k DK

AVFFAMIVRTO-SOER .
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. AVFERAMAZaA—DEDIA4A YYD T4 ILEDER

VTR IHRTO—50EA |

AVTFRAMNAZa—DoDIA4 YT T14ILFDERK

ATy T
ATy T2

ATvT3

T4 I BENf-a0TXFRA NIRRT

AX—b 54t |REDFAEVR | BHR—bENET | HHR—FENEF|T7IER

VA INA R A (Access)
FEREITIE U TR | BEREICIS U TR [fEE (Any) & (Any) Admin/Any

% % Security Analyst

Context Explorer D77 7 L VA N T —HEZFELHARDEXIL, T—F FA L N2V w7
L, 3UV7FRA A== 2L TEOT —ZITHESNTT 4 v2 (WEEIIERIN) 2 fi
HIZ/ERRCXx E9, a2 TF AN A=a2—%#H LT, Application, User, F 72! Intrusion
Event Message 7 — % % A 7 DIEH, H 25 WVIHMEEOEBAA NTTZ 4 V2 ) 7T 555,
TANE T4V xy MIX, ZOT =4 XA TOFHKETLHM—Y (TTV r—vars—
X OEEIT [T 7V r— a VEEfl (Application Detail) (72 E) (U 7§50 4= v ME
WTA A NFERENET, URLT =X TIETANF Y T TERNWI LICERELTLEE
AN

BEDT T 7EITV A MDOT—2 %5 L<
xET,

TIVF RAAL VRERETIL, BIEO FAAL VTR AL VDT — R 2R RTHILENTE
9, LNV DRAAL VFEFRIINB RAAL DT — 2 52FRRmTHZ EITTEERA,

FETIHEBRICL I TFA N A2 —%fFHT

FIE

[Analysis] > [Context Explorer] % ZR L &3,

[~EHMDO NT 7 4 v 7 BLOMRAA X | (Traffic and Intrusion Events over Time) &7 * =
YEURLT—2%&Etet s v a SO Exploter 827 22> C, Z4NE ) T 5T —H
NA NI w7 LET,

WD 2 ODFAEDNH Y £,

s ZDT—HITT 4 NV EBINT DHITIE
ﬁqo

ZOT—=HIZBRI T 4 v F 2 BINT DI2IE, BRS¢ v Z DB (Add Exclude Filter) ]
%ﬁUyﬁbiTo:@74w&ﬁﬁméhé&\%%éhk@ﬁ%ﬁﬁf%hfh@b
TRCOF—ZNFRENET, BRIV 7 4L HZ TiE, 7 4 VA EORNTRER (1) 235
RENET,

L [ZanFZ o (AddFilter) (%27 Y v 7 LE

E1—DR%E

aAVTHARNIZI AT a—=TNOAEIIBEN LT2%, FoidEy v a U EKT LRI, ov
THXANZIATO =TT 4 NVERELRFFT DT, @7 s V2 E2EHA L2 7%
ANZIATO—=FDT IOV Ty rv— BERLET, BAHIND 7 4 VA TarTX
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N

TJ4IL3 T

TANLE T—EDERER .

AR AT —TF R=YURLIZHAAENTNDEDT, ZDORX=UDT v I ~—7 &FHHI
Atel . HINTEH7 4 NVE bEFAIAENET,

FIE

W7 4 VDN
L/\Ajz—a—()

A ESNZa T2 N2 27 0 —5—D7 59 Ty 7 ~—27 BVERR

— 3 DR

ARX—b 54t | RHEDSAELVR |V R—bEZNET | HR—rShDBF | 7IEX

VA INA R ALY (Access)
HEREIZIS U TRy | #eBITS U TR [{EE (Any) & (Any) Admin/Any

% % Security Analyst

~NTF RAAL VEBBRE TIX, BUEDO RAAL LV EF R NAAL VDT =2 2R RTHIENTE
F9, PNV D RAAL CETFRH AL DT —F 2 EKR"THZLIITEERA,

FIE

AT w71 [Analysis] > [Context Explorer] 2 %K L 9,

ATFYT2 BN TDHETANE T4y FOFRT A2 (

) 27 U7 LET,

7 4 L2 DHIK

AYX—bk 4t |[REDFAELIR | YR—bENET | HR—bENEHF |7 EX

VR INA R A (Access)
BEREIZIS U T/ [ BERBIDIC U TR |[fEE (Any) £Z (Any) Admin/Any

% % Security Analyst
FIE

AT 71 [Analysis] > [Context Explorer] & 3R L &3,

AT T2 EEO[7 4% (Filters) | D F T, [EEDOT7ANE U4T =2y hOI7 VT TAar (%)
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