BRAAANY

BAAANY MIET A5 ET 5 —+

WD Y7 T, BAAXY MIBETHMET 77— b ERETDHECONTHBHALET,
ARAA R NDOAERT T — MIZHOWNT (1 =)
AZAA N D SNMP 77— FOiRE (2 2—)
ARAA X2 hD Syslog 77— FDOFRE (4 X—2)
ARAA R MIKTDEF AN T T— FORE (63—)

FDSHNERT 5 — FZDWNT

EREAA R FBENZ, 2T ANV AT T=X Y o IS HE T,

*SNMP : RARY > —TLIZEREL, BEHHRT NA ABEEFELET, SNMP 77— M
IBANL—IV LB T D ENTEET,

esyslog : RARY =T LIZRIEL, BEXHRT NAADBEELET, 1DORARY v—
Dsyslog7 7— hMaAITHE, R —ICEENDLTXTONL—/MITHEHAINET,

e E LA/ TRTOBRARY —IZF%E S 4, Firepower Management Center 732515 L &
To BFA—NT 77— MIBAL—LVZTEIZHEMNTHZENTE, RS EHELHIRT
HTLHLTEET,

BAANR FOMFEIRP L EVEARET DL, VAT AL, L—ARN M) HT—EN5-NE
AAR "R L2 (LR TT 79— 2RME LR D) BERHHLOTIEE
<TZEV,

VN TF RAA VEARKETIE, EFORAAL L THUAET I—FE2RETETET, HHFEAAL
T, VAT AEFARBREEAA DODRBAA R FOBAEER L ET,

GE)

Firepower Management Center & SNMP, syslog, 3L UNE A —/ 77— MEEEHE > Thix
DHNERT 7 — b %1515 L £ 9, Firepower Management Center 7 7 — M & 2B L T &0,
VAT AE, xR DBRAANRY MIHT DT T — FNEEET LT 7 — MNREEEHLE
A,

BASRY b 25857 5—~ ]


fpmc-config-guide-v63_chapter112.pdf#nameddest=unique_492

BAARY T 204875 —+ |
B a1 <o roswmp 75— LomE

BENEYY
BARY —DIRAA R NEEID T 4 VX

BRAAANT RO SNMP 75— FDEETE

AT—k 54t |REDSA VR |[HHR— FENET | HR—FERBR|FHER

VR INM R ALY (Access)
=174 PR L& (Any) L& (Any) Admin/Intrusion
Admin

BARY O —THEESNMP 77— FE2EANC L%, FUH—BRICSNMP 77— & 3%(E7
L2 DI—VERETEET, ZHHDT 77— MIBEHLGRT AL ZANLEE SN ET,

FIE

AT TN BAR) =T 4 XDF S~ a7 RUT, [fEHIEEE (Advanced Settings) | % 7
Vo LET,

RATw T2 [SNMP 77—k (SNMP Alerting) | BWENZ/R>TNDHZ L 2R L, [fmfk (Edit) 1 %7
Uy LET,
R=UFHDORA vE—VF, REEZBFODRARY U—MEERLET,

ATV T3 SNMP R—V g UAEIRL, RASNMP 79— hDAF gy 25—2) OHAICHE-T
WA 7y a v EEELET,

ATy T8 Fesr—var v RyTPUL— Rules) 127V 27 LET,

AT9FTE5 b=/ (rules) 1A T, SNMP 77— b &R ET HNL—LEERL, [F5—b
(Alerting) |>[SNMP 75— kDB (Add SNMP Alert) | &R L E7,

ATYT6 HEORY V—fEERICZDORY > —TITo T2 EBEERTT DI, RV > —1F#H (Policy
Information) ] Zi#R L T, [EHEZEE (Commit Changes) %27 U > 7 LET,
EEEHETTICR) O —2ZOFEFICLEGAIE, MORY o—2wET L L. KEOHE
BOERIIWEINLET,

RDEZRY
RELHZREIALET, RELHFORMEZZML TS,

FBASNMP 75— kDA T3

F v U —Z B AT 5T Management Information Base (MIB) 7 7 A /LB /2541,
Firepower Management Center (D /etc/sf/DCEALERT.MIB 7> b UG T&E £77,
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| BAARY FIZET 20875 — k
gASNMP 75— totTa> [

SNMPv2 AT 3>

AIay £BA

A A T — MIFEREINAIPT RLRIERATA N v 2 A7,

Xy NU— BB AT KL > TINET IPV4A T RL A X A FRIE
WL H ) o7 ENTaiE, 23 7Y & LT (as Binary) ] %%
WLUET, ZRLUANOEAEIL, [SUF5E LT (as String) ] Z3#INL
F9, 7= & 21X, HP OpenView TIX [3LF4 & LT (as String) ] 234
BT £,

NZ w7 —sN (Trap |SNMP kT v 7 BHEZET 54 —3,
Server) BM—DIP7 FLRAEIIRR M ASETE £,

a3a=F 4 AN\ TIa=T 44,
7" (Community
String)

SNMPv3 A JL 3>

B BT NS, AL, =P ID OEEFEH L TCSNMPY3 79— Moo a—RLEd, 7
S— &2 Fa— RT 5121, SNMPH— N2 OENRMLETT, ZOEIE. EET AL ADE
WAL HZ—T A ADIPT FLAD 16 EH DO NA—T 3 T, 101 2MPIMEnTnET,

7-&21E. SNMP 79— h2EETHT AL ZAODEBEBA L Z—T 24 ADIP T RLANRN
172.16.1.50 TH DG, = 1D OfElL 0xAC10013201 T,

FIoay EL:L

A A T — MIFEREINAIPT RLARIERATA N v 2 A7,

Xy NU— BB AT ML > TINET IPV4A T FL A X A FRIE
WL Z ) o7 ENTegaiE, 23 7Y & LT (as Binary) ] %%
WLUET, ZRLUANOEAIL, [SUF4E LT (as String) ] Z3#INL
F9, 7=& zX. HP OpenView TIL [3LF4 & LT (as String) ] 234
G Nl B S

NZ w7 —s3 (Trap |SNMP kT v 7B E2ZET 5% —3,

Server) B P 7 FLREFIIRA A HEETE £

RIS AT— R FRAEIC M XA T — K, SNMP v3 [, 3% /T U T Message Digest
(Authentication 5 (MD3) Ny ¥y FERITEXaT Ny 2 7Y X (SHA)
Password) Ny vaBEBOWTILEFEHAL, ZORATY— REESLLET,

FORE N AT — RZRET D & WAENANIR Y 7,
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B ar <o rosysiog 75— roiE

BAA

ATy T

ATy T2

ATvT3

TF7oay ERBA

TTFAR—= K XRAT— | T Z A /3 —HD SNMP % —, SNMP v3 I Data Encryption Standard
K (Private Password) | (DES) 7Ry ZKEEZMHHL T, ZONRRY— &A1k Li?‘
SNMP v3 N2 T — R& AT 5L, N"AT— NIZHIRRERIC
L—2 7TF A PNTRRINETN, K %ﬂﬁﬁéiﬁfﬁféﬂiﬁ‘o

TITANR= I NRAT—=RERETDHE, TTANRNT—REIIY
PREENAT — RLRETHLERH Y £77,

a—H4 (User

Name)

SNMP = —H4,

N> k®DSyslog 7 5— FDERTE

AYX—hF T4t |HEDSFAEVR|HR—FENET | HHR—bENBE | 7OERX
R N R A (Access)

\l

)

Admin/Intrusion
Admin

23 PRk fEE (Any) f£& (Any)

RARY > —Tsyslog7 7 — FEFIZTDH L, FEMNLET SA AR ETITINTHR A - ED
syslog IZT X TORAA R FREFEINET, SMBARR MEFEE LTS E. syslog 77— b
ITEPLRI G T A A BIEFESINET,

FIE

BARY Y —x2TF 4 ZDFEr—ar 74 RUT, FEMERE (Advanced Settings) | % 7
Vw7 LET,

[Syslog 77— I (Syslog Alerting) ] 2372 > T\ 5 Z & & e
UwZ LET,

R=U DA v—IlL, HEZELRARNY U —REEEZ R LE T, [Syslog7 77—k (Syslog
Alerting) ] X— 28 [FEflE%E (Advanced Settings) | ~X— YO FIZBME L ET,

syslog 77— h&(ET50X 0 7 RARDIPT RLAZ AT LET,

[2¥ 27 ARA L (LoggingHosts) | 7 4 —/V REZEADEFIZLESGA, aX 7 AA D
FERIEBEM T BN TWD T 7 E AR Y —D [ ¥ 2 (Logging) 1 % 7 b EFFI i
£,

VAT AE, FV =T RALVIEBIOFR Y NI =7 v T EERLET, wLTF RAL
BB CIX, EEOIPT FLAZEH L TCZORELZMHIT L L. PHILZ2WEERICZ 5 ATHE
WRHY 9, EEEINEAT V7 NEFHTLE THRRNALCOERFIX, 7 a—1
a7 4 Fal—arrEAS0a—IVEREICHEE X T,

L. [ (Bdit) 1 %7
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| BAARY FZET 2087 5— +

ATvT4

ATy TH

BAsyslog 75— FDEKE .

R A syslog 77— FOEKE (53—) OFINHEST, [Z77 VT« (Facility) | & [E
KE (Severity) | D L~UL &R L %4,

BEDOR Y BRI DR =TT BB ERGFT DI, [V —1F#H (Policy
Information) | Z 3R L T, [ZH A4 MEE (Commit Changes) 1227V v 7 LET,
EREZEETTICRY O—%2ZDOFEFIZ LA BIORY o—%2ET 5 & REOMHEE
BOEBIIWEINLET,

RDBERY
REAFEZRALET, RELEORAZZML TIZEW,

ZAsyslog 75— FDEKXKE

BHIRT AN AT, BEOT7 7 VT 4 LEREZHEHL T, BAAL XL F&Esyslog7 77—
FELTHETEDLD, BX T RAMNT 7= e TEEd, 773074012, £
NEARLIZY T VAT LEBELET, TNbDT7 7 VT 1 LEREOHEITERD syslog
AvE—VIZRRINEREA,

THERORRICESWTERO S HEEZRIRLET, m—WARET 7 A /V (UNIX X—RZD
BX 27 RA RO syslogeonf 72 &) Tik, Eous 77 AV EDT7 7 VT 4 #RAFTD
MERTIENTEET,

Syslog 75—k 272 UT«

27T« FiBA

AUTH X2 VT 0 LARRICEE T D A v =,

AUTHPRIV X2 VT 0 LAGRICBEET DHIRTET 78X Xyt =, £<
DYAT LT, ZTNHDAyE—IdEXxaT 77 A VTHERE S
F7,

CRON sy T=FUICLoTEREIND A vE—,

DAEMON VAT AT R Lo TERIND A vE—,

FTP FTP 7 —E N Lo TAERIND A vE—,

KERN H—=F ML > TEREND A vE—Y, ZLDOVATATIE, Zh
LDOAyE—ViIRRIND LI Y= SET,

LOCALO-LOCAL7 W7 m A ko TEKRIND A vE—,

LPR FIRIY 7 v A F ML o TERESND A vE—,

MAIL A=)V VAT LTHEREND A v E—T,
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B e <o rnv28F 24— 75— roBE

BAARY T 204875 —+ |

27T+« EHEA

NEWS Xy NT— Za—ZA BT ATF AL > THERENDEA v E—,
SYSLOG syslog 7—F N Ko THERESND A vE—T,

USER =P LD T AL TEREIND A vE—T,

UuCP UUCP 7 VAT ML o TERSND A vE—,

syslog 75— FDEKE

IK#ERR BTLL]

EMERG TRCOL—H|ZTr—RFF¥ R T 5H3= v 7 IRKE
ALERT T IEET 20N H 5 IKHE

CRIT LI NASIN =

ERR B IN .-

WARNING BEA -V

NOTICE T T —REETIERWV, EEALERREE

INFO WA v E—

DEBUG TNy TEREGLA v E—Y

BAARNY MIHTRHIEFA—ILTZ7— FDETE

AYX—hk T4t |HEDFAEVR|HR—FENET | HHR—bENBK | 7OER

VR N R ALY (Access)

=174 PR L& (Any) L& (Any) Admin/Intrusion
Admin

BADEF A —/1/ T I NEAMNILIEGE, EOEBYRT NA ZELITRARY =02
AZBH LT BR R <L AT DFRAA N FOERIFICE T A — V&2 XETEET,
ZN B DT 7 — M Firepower Management Center 7> 5158 SV E 7,

1ash BRI

CETA—INTT—FEZETHLEIICA =N ERANERELET, A=V UL —FRAX L
BLOWHMT RLADEREESRL T,

» Firepower Management Center 23 EH D IP 7 KL A& Wifif ik C& 5 Z L A8 L E T,
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| BAARY FZET 2087 5— +

BAETA—LT75—totTvar |}

FIE

AT v 71 [Policies] > [Actions] > [Alerts] Z &R L £,
ATY T2 [[RAET A—/L (Intrusion Email) ] Z 7 %227V v 7 LET,
ATV T3 BAEFA—NTI— DL T ary (1=2) ORBICHE->T, 7TI7— baAEkT 5

ANV—=NVRBANITN—T%2Z0eT7 T— A7 a Ve @BRLET,

ATy T4 [fRT7F (Save) |27 U 27 LET,

BABFA—ILTI3— DA T3>

\}

On/Off
BAEBFA—NVTIT— MBI ERITENCLET,

GE)

HENZT DL, flx DL—ARNEIRENTWRWRY . T _XTOAL—ILDT T— F BRI
Diﬁ‘(}

7 KL RZEET /3% (From/To Addresses)
BT A—INDREELZEELZELE, SEEOH U~V Y X N2 ETEET,

&RKR7 53— h#ESEE (Max Alerts and Frequency)

Firepower Management Center 23FF[E[HfR ((BHEE (Frequency) 1) ZEIZHEET2EFA—L T
T — NOREKRE (K7 7— M (Max Alerts) ])

AR 7 Z— bk (Coalesce Alerts)

FUEEITIP EV—VID ZFDOT 77— ha —T T 5 2 LICLoTEEEINDT T—
DO EWS LET,

H<1)—H 7 (Summary Output)

TXAMARSNIZT AA RTE LIZENT 7— b2 AN LET, BT 77— MJE, BT
DIERPEENTVET,

* Timestamp
« 7w v
« EFEICLESEED IP & AR— |

cAvt—v
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B e zrx—n75—totTray

o [ UBHMETT IP ITKF L CTAER SN BAAL RV h ok
5] : 2011-05-18 10:35:10 10.1.1.100 icmp 10.10.10.1:8 -> 10.2.1.3:0
snort decoder: Unknown Datagram decoding problem! (116:108)

[~ U —H/) (Summary Output) ] Z AT 251, [&F7T 7 — K (Coalesce Alerts) |
AT L LML TLIEIN, THFRA MRy E—VORIREBL2NE ST, RKRT
Z7— % (Max Alerts) | %= FF5Z &b TEXET,

BALT—Y
TI7—hNEALARZ LT DEA LS —,

BEDIL—ILEREICEDCEFA—/ILELE (Email Alerting on Specific Rules Configuration)
WA= T 7= heRETHNV—VEBERRTE £7,
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