(E3]

PLFD My 7 TlE, BEOBREIZOWTHALET,

BEEOME (1 ~—)
BEEEY 2 — L OB (14 X—)
cMEEA AL L ADER (15 2—Y)

1l ODBEET 2—NVDA AKX ADER (16 X—)

BEOME

{E1H 1 Firepower ¥ A7 AMABAR Y o —E IS CCRENIT 571 7T ATY,

BEEZFEITTDHE, VAT AMEEBARAT —F A AR MEAERLET, BEAT—F A 4R

2 M, EEOAR, KD S Bl Y H— LI, T AT =5 A A
Ui L ORMBEENTOET,

VAT DIV TR T 5B OBEEEY 2 — v E2 R — L TWET,
« CiscoISED T KRR A o ME#EY—1r 2 (EPS) : fHEARY —ERICEET H R A B

Xy PI=I~EESND NT 7 4 v 7 i, WEHRER, £723s vy XU LE
B

« Cisco IOS Null /L— b : FARR Y ¥ —EKICEET AR A Rk y hT—7 ~EESN D
N77 4y &7y LET (Ciscol0S /N— 2 2 12.0 LIS L3

*Nmap AF v : IRA P &EAF Y LT, FTHPOARV—T 4 T VAT ABLOH—
NERELET,

s RMEEOBGE - BN Y —ERICEET DR A FOBRA MEMEEZERE L ET,

EYhr MOEZRIEFEITTIIAZL E2—VEaA LA M—NVTHIELTEET, Firepower

System Remediation API Guide# ZMF L T 7230,




B ciscoiseers i

e |

BEOERE

BEPFEET AT, FTBIRLEZ-E D 2 — K LTHORL LB 1ODA v AR AEVER
LET, T2 NI EITEBDA LV AX VAEBERTDHZENTE, KA AX L A TR
ICEVETXE T, =& 213, CiscolOSNull b— MEEEY 2 — L2 FER L TEKDOL—% &
BETAHICIE. FOED2— DA VAR AREEHRELET,

wIZ, RY —EBEREOBRICETTHT 7 a v ERAT2EBROEEEZ R A v AZ 2 ATE
LET,

BRI, HBEARY —IUL LTV AT ABMEB ZBMMT 2 L O IZHBEARY o —TEE L L —L
Z BT £,

BEBLUTILFTFoO—
ILF RAALVEBETIE, FORAAL DLV THHAZLDBEREE 2 —VE A A R—
NTEET, VAT ARBOES 2 — T a— 3L AL 2B LET,
TR AAL S TER LT A v AX AEEZBINT D Z LIXTE AN, REORER A
A VAR U AFEBIED RAAL IHER LT, ZOA VAX L AEBEZBMTHZ L3 TEE
T, Fo, TR AL U TERLZEEITZ. MBESELE L CHERATA ZELTEET,
EENEY D

Firepower Management Center 7 7 — h G2

Nmap A ¥ ¥

=L ERT A R A NMIREZBINT 5

Cisco ISE EPS {&18

ISE M AFREE T, =2 FARA » ME#ES—E R (EPS) DS E S, ADICAR>TWBEE,
Firepower Management Center ZaxE 3 5 Z & T, ISE Z i~ - EE# B S5 Z & 23 FTHE
7, ISEEPSEMEIX, FERICHEINTRETIL, HERY > —EREZREZ L7 EILELT
SEYETR A MZX L, IROFEFIT U 23 > (Mitigation Actions) # 3T L £7°,

« #%% (quarantine) : =V RAHRA Y hDRy N =7 ~DT 7B RXAEHIREIZITHES L
\i—a—o

- [@HEfZRR (unquarantine) : =1 RARA ¥V FORERAT —H AZfRL, Xy hU—7
~NDTNT I AEFATLET,

e vy kA ™Y (shotdown) : TV RARA L FDONASK—+ZIET T 47 L., Fv
rO—Z B8l LET,

F/m, 2y U= %EKRTA )R BZEEE (Whitelist) LT, AT ANYUHET FL A ITx
L CISEEPS IEEHZITHORWEIIZT B2 & L A[RETT,


fpmc-config-guide-v63_chapter112.pdf#nameddest=unique_492
fpmc-config-guide-v63_chapter97.pdf#nameddest=unique_354
fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623

| &

\}

iseeps somE I

GE)

ISEEPS (£ D& E

9 DISE/N— 3 > LHERRIZ. Firepower 3 A7 A CO ISE O i 7%l

7= & .

ISE-PIC Tl

FUoTF 4T 4 V—REBBLTLITFEN,

THEAEH 2 F4,
ISEEPS [EE #FIT T ¥ A, MOV TIE,

ISE/ISE-PIC 7 A

ISEEPS 7 7 3 3 > OISV TIL,

[ Cisco Identity Services Engine User Guide] %2 L C

<TEE,

AYX—hk 34+ YR—bENET | HR—FrENBF | 7o ER

VR HEDSAEUR|INL R AL (Access)

& (Any) & (Any) & (Any) L& (Any) Admin Discovery
Admin

EETLET TSR A N TISEEPS I #7352 Lick» T, HEKRY v —&

EE

ST IRET

GE)

ATy T
ATy T2

ATvT3

ISE-PIC {3 ISE EPS (E1E % EATTE £ H A,

1R BRI

« ISE — X | CEPS #fEZ R E L £7,

o — Y HIHE ] ISE/ISE-PIC &% & DA

FIE

[Policies] > [Actions] > [Instances] % iR L &9,

ISE EPS A > A& 2D

=7,

(42—

)

\Z5E > T ISE ~D#:

BELET.

DFFANZHE S T pxGrid FEFNA A X o A &BIL

ISE EPS (E1E DB (4 X—2) OFAIZHE-T 1 2LLED ISEEPS & ZEBM L £,

RDEZRY

e JL— L ERT A FY A RNIZ

TEEZE L TET,

BN 5 OFBICHE > THER Y O —@~DISE L L



fpmc-config-guide-v63_chapter100.pdf#nameddest=unique_632
fpmc-config-guide-v63_chapter100.pdf#nameddest=unique_632
fpmc-config-guide-v63_chapter100.pdf#nameddest=unique_642
fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623

B seers x5 zoEm

ISEEPS A >R & 2 AMIEMN

ATy T
ATvT2

ATv73
ATy T4

ATy TH

ISE EPS {&1E DB /N

e |

A¥—k 51t
V2

WEXDSA VR

HiRh—rEhdT
N R

HR—brEhBF
A

TR
(Access)

f£& (Any)

f£& (Any)

f£& (Any)

f£E (Any)

Admin Discovery
Admin

ISEEPS £ v AZ Vv AEERR L., aXo 7 24 FZLicfllx DEEEZ I V—7{L LFET,

FIE

[Policies] > [Actions] > [Instances] % 2R L £ 97,

[HTHlA A% 20801 (AddaNewInstance) ] U A R b, Y2 —/b Z A 7 & LT [pxGrid
Mitigation(v1.0)] Zi&R L, BN (Add) 127V v 7 LET,

[f A% A% (Instance Name) | & [tB] (Description) JIZ AL ET,
[2> 7 Df%Mt (Enable Logging) | 47> a v ZREL, VAT A XU 7240 F -1

AN LET,

[{EAk (Create) 1227 U v 27 LET,

RDEZRY

« by FEMEEE OB

BErEYY

Firepower ' A7 LD IP 7 R L AEKGLIE

(13 =—<) OFHBUTHE- T ISE EPS (18 & 1Ek L £ 7,

AY¥—h+ SM4 & YR—bENET | HR—brEnB K| 7oEX

VAR HEDSAEUR|INL R ALY (Access)

{£E (Any) {£E (Any) {£E (Any) {£E (Any) Admin Discovery
Admin

FERAAR Y O —ERICE ENDFEILEIFSEHA A N THEFIT 7 2 2 - (Mitigation Actions) ]
EEITT DO, AV AZ U ARNIZ 1 DL RO ISEEPS IBHE A {ER L £,

ST AL VRBATIR, Sl R AL TR S LA A2 L RER ZBINT 5 2 &3 T

TEFA

1R BRI

« ISEEPS A > A% AD;EN

L/\iﬁ—o

(4~=) ®

SLHAIZE > T ISEEPS A o A % o A ZERK


fpmc-config-guide-v63_chapter1.pdf#nameddest=unique_87

| %%
cisco 10S Null L— s [}

FIE

AT w71 [Policies] > [Actions] > [Instances] % &R L £,

RT9 T2 BEEZEBNT A4V AZ L ADREICHLIEZRT A2y (%) 270y 7 LET,

RTw T3 [BEFMEME (Configured Remediations) &7 v a > T, [FE5EDFEF (Mitigate Destination) ]
F 21T EE L OFER (Mitigate Source) | 2N L, [EM (Add) 122U v 7 LET,
ay bR ANREFRRINTVWDLIEE, REITEERAS VB LTEY, REXEET D
MHERR2N 8 0 FH A,

ATy 74 [(E1E4 (Remediation Name) ] & [#iPBH (Description) ]2 AL E T,

ATV TS ROWVTNNOREFT 7 2 a 2R UET, % (quarantine) ], [FEEEAER (unquarantine) .
[% > F&# v (shutdown) ] .

ATF9T6 (A7 ar) mUA M) ARMIAMOIP 7 RLAERIFFMEEZ AL, BEENOERI L%
bé‘o

ATy 71 [fEK (Create) 1227V v 2 L, WRIC[5ET (Done) 1527V 27 LET,

RDEZRY

AR Y B ADIGE E LTEEZEIV S TES b= eRUA P A MISEZE
BINT % 228

Cisco 10S Null JL— ~&1E

Cisco IOS Null /b — MEEE T 2 —/LTlX, A2 Tnullroute] 2~ R&Effio> T, f@5ID IP
T RUVAETIZIP T RLADOGFIHA 70y 7§52 NTEET, ZHICTEY, ARANER
IRy FT=ZIZEREENLTXTDO T 7 4 v 7 PV—FDNULLA » F —7 = A AT/b—
TAYTEN, Fry7ENET, EXFA MERITRY NT—I DL EESND N T 7 4 v
737 vy 7 SPLERA,

GE)  BHFERIEIFA PANA RS MZESSHBEL—LA~DIRE & LT, 5aeX—ADEHE 2 # H
LW TL7ZEN, ZnbDA Ry ME, BEITHA MIBEEMT LN THET,

x

'

Cisco IOS FEER SN TV AL, #4570 MIMIZH Y A, IPT RLAERITRY b
U—r 070y BfRGRT 51205, V=2 DL FETL—T 4 VIV ERT 27 )T T H0LEND
D E£7,



fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623

B ciscoros L —smiEED

B

X E

Cisco 10S JL—% FHIBEEDEKRTE

e |

AY—k 34+ YR—bEINBT | R—bZNBF | 79X

VR HEDSAEUR|INL R AL (Access)

& (Any) {-& (Any) & (Any) L& (Any) Admin Discovery
Admin

GE)  BHERIIFA BANA XY MZESSHBEL—LA~DIRE & LT, 58— ADEE 2 H
LZNWTLEEN, ZhbDA Xy M, HEILFA MIBEEM T LN THET,

A\

AR CiscolOSEENENTWAMIE, A L7 7 MHIBIZHY F¥A, IPT RLAEITRY b
U—r 070y BT HI1205, V—ZPOFETL—T 4 VIV ERE 7 )T TH0END
Diﬁ—o
Jheb BHEIIZ

* Cisco /L — 4 /3 Cisco I0S 12.0 I #FATL CVWH Z L AR L E T,
e L— B ADLNYL 15 DEBT 7B AMEEZE > TWAZ L AR LET,

FIE

RAT9T1 Ciscob—F E/ITI0S V7 bV = TITAED R¥ 2 22 hOFBIZHE- T, Cisco /b—H T
Telnet ZH N LET,

AT 72 Firepower Management Center ¢, ffi 3% 7 E D4 Cisco 10S /L —H (2%} 5 Cisco 10S X /b
N—h A A AZBMLET, CiscolOS A AKX U ADBEM (7TX—) 2B LT

<TEEV,
ATw T3 MHERY V—ICE X LEBEINV—F TERTDINEDZ A FITHSE, A RAF AT LT
EEEERLET,

* Cisco I0S 7' &2 v 7 3 DB DB (8 _—)
«CiscoIOS 7' 1 v 745653 v FU—7 OEEOEBM (9 2—)
* Cisco I0S 7' 11 v 7 EE 5 DEE OBEM (10 —)

*CiscoIOS 71 v 7 EET vy NU—7 OEEOEM (11 ~<—)




| &=
Cisco10S « 22 v 2oam [

RDBERY

AHBARY @ A~DISEE LTEEZHV S TET b—ERTUA FY R MOSEE
BT #2MR) .

Cisco10S £ > X4 > AMIEM

AY—hk 54t YR—bEINBT | R—bZNBF | 79X

VR HEDSAEUR|INL R ALY (Access)

& (Any) & (Any) & (Any) L& (Any) Admin Discovery
Admin

BEZFET V=2 DNE8ED D551, FA—ZITH L THlx DA v AR ZAEER L
j‘o
1R BHHIIZ

cN—HFEJUTIOS Y 7 MU =T O K¥ 2 X2 FOFBIIHES T, CiscolOS /L—# O Telnet
TR AEBRELET,

FE
AT 71 [Policies] > [Actions] > [Instances] % 4R L -,
AT T2 [HLWA AKX ZADIENM (Add aNew Instance) ] U A k75 [Cisco IOS Null /— k  (Cisco
10S Null Route) | Z#IR L, EM (Add) 1227V v 27 LET,
ATY T3 [ AX A% (Instance Name) | & [ (Description) ] & AL 7,
2Ty T4 [L—% 1P (RouterIP) ] 7 4 —/A RIZ. EHED T dIZHIT 2 Cisco10S L—F D IP 7 KL %
AN LET,
ATw TS5 [2—H%4 (Username) | 7 4 —/L RiZ, —& D Telnet 2—HFZ&E= AN LET, ZOx2—H
X, V—Z TLULISEET 7B 2 %> TV DARERH Y £,
ATYT6 [##i/ XA U — K (Connection Password) ] 7 4 —/L FIZ, Telnet =—H D/RAT— & AL
£7
AT9 1 [ F—T /82T — R (Enable Password) ] 7 4 —/L KIZ, Telnet =—H DA R—T /)L /XA
U—FREANLES, ZhiE, v—FDOREE— FICAD DI T 522U — R T,
ATw T8 [RTA U AL (WhiteList) | 74—/ RIZ, EENSERITDIP T FL A E7-13#HA 1
TIZH&E 1 DA LET,
GE)  YATAE BV =T FAAL @O R Y NU—2 =y Ta2fflLET, w/LF
RAA VRBATIE, EEOIP Y FLAZMEH L CZOREEZMHT L L. THLAR
WFERIZ2 D FTREMEDR & 0 77,
ATY T [{Ek (Create) 1227V v 7 LET,



fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623

B ciscot0s o ssEOEEDED

RDBERY

e |

* Cisco [0S 7' 12 v 7 55 e DEE DB (8 X—) | CiscolOS 71w 755y NV —

7 OEE OB (9 ~2—3) | CiscoIOS 7 1 v 7 HEETOEEOEMN (10 2—) |
BL O CiscolOS 71t v 7B E TRy NU =7 DEBEOEM (11 2—) OFBIZHEN,
MR o —TCHAT A5 EDEEZEMLE T,

EENEYD

Firepower 3 A7 LD IP 7 R L ZAFK Gk

Cisco 10S 7 OV SEEDIEEDEN

ATy T
ATy T2
ATvT3

ATvT4
ATy

AYX—hk 34+ YR—bENET | HR—FrENBF|7OER

VR HEDSAEVR|INL R ALY (Access)

£& (Any) £& (Any) £& (Any) L& (Any) Admin Discovery
Admin

Cisco I0S 7 1 v 7 5 Se B8 IZ, N—& 06, MR Y o —@RITEE L T\ D508 X T
REIND T 74y ru2Try s LES, ZOBEELZ, MIHEZIIHRA RATA N MK
SFEN—NVA~DIEEE LTHEHALZNWTLSEE D, ZIb0A Xy ME, #fETHA A M
BEAT T ST kg,

2 IVF RAAL VETIE, B KA A TR ENTZA VA X A EB A2 BINT 5 Z &3 T
T EH A,
1R HEIIZ

* Cisco IOS A AKX U ADENM (TX—) OFHIZHEV, CiscolOS A VAKX v A %8
MLUET,

FIE

[Policies] > [Actions] > [Instances] % 2R L £ 97,

BEZEMT DA AZ L ADRRICHLIRRT A2 (%) 270y 7 LET,
[BXE SN TWAHEMHE (Configured Remediations) | &7 3 > C, [FkdD~7 v v 7 (Block
Destination) | Z#&R L., [EM (Add) 127 Vv 7 LET,

oy b= ARREFRRINTWDBEE, HEITTEH AL ITBELTEY,
FEIRMR Y FH A,

RELLETD

[{&1E4 (Remediation Name) ] & [#if] (Description) 1 2 AL E 7,
[fERK (Create) 1227 U > 27 L, WIZ[5ET (Done) 1227V v7 LET,


fpmc-config-guide-v63_chapter1.pdf#nameddest=unique_87

| &=
Cisco 108 70w 384y k7—s nisaniem [

RDBERY

AHBARY @ A~DISEE LTEEZHV S TET b—ERTUA FY R MOSEE
BT #2MR) .

Ciscol0S 7O v U ERY FT—0 DIEEDIEM

AY—hk 54t YR—bEINBT | R—bZNBF | 79X

VR HEDSAEUR|INL R ALY (Access)

& (Any) & (Any) & (Any) L& (Any) Admin Discovery
Admin

CiscoI0S 7' v 75 F v b U —7EBIZ, V—F b, HER) —EKICEE LTV 5
SESERARNDFR Y NT—JIZEEENDH N T 7w xT7mny s LET, ZOEEEY, miliE
TIEARA FASIA Ry MEHESSHBEAL—A~DIEEE LTHEALZWVWTL I, Zhbo
ARy ME, BEEIEA R MIBEEM T S TnET,

ST RAAL VEBATIE, Bl FAAL TR S NIeA U A X U RAIEBZBINT 5 Z &1 T
TEHEA
1R HHIIC

* Cisco IOS A ' A X L ZADBH (7 X—2) OFBIZHEVY, CiscoIOS A V' AKX A& B
MLUET,

FIE

AT 71 [Policies] > [Actions] > [Instances] % 2R L £ 17,

ATV T2 BEEZBINT 54V AZ L ADRIZHLRRT A3y (%) 2270y 7 LET,

ATY T3 [RESINTWDHEHE (Configured Remediations) | &7 > 2 > C, BEhFry hU—2 D71y
7 (Block Destination Network) ] Z&#R L, B (Add) 1227V v 27 LET,
Ay FR—APNRERRENTVDIGEE, BREITEHANAAS VB LTEBY, REEZLEET D
MERR B 0 F 8 A,

AT w74 [fE#4 (Remediation Name) | & [aiP] (Description) ] # AS L E T,

ATY TS5 [y h~AZ (Netmask) | 7 4 —/V FiZ, 7 %v h ~2 7 % AT 5h, £721% CIDR #

REMHLT, NI 74y 2xT7vny 358y Y= &b LET,

72ExE, 1 DODORAIPIL— LB NI H—L L THALEZEZICITACK Yy hU—F 2K
~NDINT T 4T BT a7 TBHI0E, Ry b~ A7 & L T2ss5.255.255.0 F7ld2a AL
9,

BoOFE LT, FIFT—DIPT FLAZET30EOT NLA~D N T 74w T BTy 74
HIZiE, 2y h<vAZ & LT 255.255.255.024a £7-1% 27 &2 ELET, ZOHE. IPT FL
2101115 MEERZ FY A= LU CTfEHL, 10.1.1.1 £ 10.1.1.30 D DT XTOIPT KL

e I


fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623

B ciscor0s Tnv s ERoEEDED

ATvT6

ZRTay 7 ENET, FNIF—DIPT RLAOKRET T v 73 5T1F.

ZEOEFEITLT,

32 B AT B0, F721F 255.255.255.255 ZASI LET,

[fERK (Create) 1227 Vw7 L, WIZ[5ET (Done) |27 U v 7 LET,

RDBERY

e |

DT 44—V NiZ

AHBARY B A~DISEE LTEEZHIV U TET (b= &R TUA FY R MOSEE
BT 5 228) .

EENEYD

Firepower ¥ A7 LD IP 7 K L A Ktk

Cisco 10S 7 0wV E{ETTDIEEDIEM

ATy T
ATy T2
ATvT3

ATvT4
ATy TS5

A=+ 34t YR—bENET | HR—FrEhE K| 7HER

VR HEDSAEVR|INL R ALY (Access)

£ (Any) fEE (Any) fEE (Any) £ (Any) Admin Discovery
Admin

CiscoIOS 7 v v 7 HFHERIT. v—F D, HERY O —EKIZEE LTV AEF LA R
MIEEESND T 74 v %T7uy 7 LET,

wIVF RAAL VETIE, B KA A TERENT A VA X AEB A2 BINT 5 Z &3 T
TEH A,

1R BHEIIZ

« Cisco IOS A ' A X 2D (7 2—) OFBHIZHEN,
MLUET,

CiscolOS A/ VA X L A% B

FIE

[Policies] > [Actions] > [Instances] % &R L F 9,

BEZENT A4 AZ L ADRRIZHLRRT A2 (%) 270y 7 LET,

[BXE STV BIETE (Configured Remediations) |27 2 a »C, [FFxd7m v 7 (Block
Source) ] Z®IN L., 1B (Add) 1227 Vv 7 LET,

Ay FR—=ANRERRENTVDLGE, REITEH N AL TR LTEY,
MERRA B 0 F 8 A,

RELLET S

[f&#54 (Remediation Name) | & [FHA (Description) ] & A L E T,
[7ER% (Create) 1227 U7 L, &IZ[56T (Done) 1227V v 7 LET,


fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter1.pdf#nameddest=unique_87

| &

RDBERY

Cisco 108 IO »igfER® v h7—s osmnem [

AHBARY @ A~DISEE LTEEZHV S TET b—ERTUA FY R MOSEE
BT #2MR) .

Ciscol0S 7O v Y EETRY FT—DU DIEEDEM

&
ATFvT2
ATvT3

ATy T4
ATy TH

AY—hk 54t YR—bEINBT | R—bZNBF | 79X

VR HEDSAEUR|INL R ALY (Access)

& (Any) & (Any) & (Any) L& (Any) Admin Discovery
Admin

CiscolOS 7 v v 7 EETmFR y MU —JEEIZ, V—21b, FHERY —ERIZEES LT
DIEEFEILFRA DRy NU—JIZEBEEND N T T4 v 2Tyl LET,

ST RAAL VEBATIE, Sl FAAL TR S LT A VA X L REB ZBINT 5 Z &1 T
TEHEA

1R BHHIIZ

¢ CiscoIOS A VA Z U ZADBEM (7 =) DOFHIZHEV, CiscolOS A V' A X v A %38
jjl][_/gzj‘o

FIE

[Policies] > [Actions] > [Instances] % &R L £,
BEZENTEHA LV AZ L ADRICHLERT A2 (8) 270y 7 LET,

[BXE SN TWAIEIE (Configured Remediations) | &7 a2 T, [EELry hIV—7 D7 vy
7 (Block Source Network) ] 23R L, EM (Add) 127 Vv 27 LET,

Ay b= ARROAFITR SN TWDEE, RERLH FAAL VB LTEY,
MERRD & 0 E /A,

RIEEEET S

[f&#54 (Remediation Name) ] & [#iHA (Description) ] Z AJJ L E T,

[y h~AZ (Netmask) | 74— /VRIZ, "NTFTT7 4wl &Tav 353y T —27 DOfFH
ERBY TRy b~ A7 F2IXCIDR Fibx AN LET,

72 2E 1 OOFRA SR L—NLE N H—L LU THERALELEZICI TACK Y NU—T 2R
~NDRNTT 4T HBT a7 THIIE, Rry h~AT L L Tess.255.255.0 F72id2a ZEHAL
ij‘o

BoFE LT, PIH—DIPT RLAZEL30HDOT RLA~ND T 7 4 w770y 74
BT, Fv b~A 27 & LT2s5.255.255.224 £720F 27 ZfRELET, ZOHA. IPT L
A10.1.1. 15 MEBEE N U T—E LTEAL, 10.1.1.1 £ 10.1.1.30 DO TXTHOIPT KL
ANTa vy ENET, PIH—DIPT RLAORZT 0y 745120, 207 4 —/L R
ZZOFEFIZLT, 328 AT D0, F72id 255.255.255.255 # AJJLET,

e I


fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623

e |
RS

ATYT6 [{ERK (Create) 1227 Uy 7 L, RIZ[5ET (Done) 1527 VU7 LET,

RDEZRY

AHBARY v — B A~DIGEE LTEEZE DS TES b= &R T A MY R MONEE
BINT % 2ZH)

BErEYY
Firepower ¥ A7 LD IP 7 K L AEKGLiE

Nmap R & v &8

Firepower 2 27 AIZIE, Nmap™ &5, Xy NV =GR L OEF 2V T s EAEZ AL
LIeA =TV —=ADT 7T 47 AF ¥ TGN TWET, NmapfEEAHEH LT, tHR
RNV —ERICKIETEET, ZhiE, Nmap AF¥ v AMEEZ MY T—LET,

Nmap A ¥ ¥ & OOV TIE, Nmap AF v S LTI 7EE0,

v FREEERE

FUT—=AN FBRFEELTARA P THRA MRMEZRET D2 LICX D, MEARY —EK
WISETEET, 7F A PDORA MNEEOLGE, A X2 bOBAZEMEMEE L THATE £

T

vy FEHEEDERE
AX—hk 54t YiR— ST | HR—FESNB K| 7R
VR HEDSA VR |INA R ALY (Access)

£E (Any)

£E (Any)

£E (Any)

£E (Any)

Admin Discovery
Admin

FIE

AT 71 [Policies] > [Actions] > [Instances] % 3R L £ 97,

ATvT2 by FEMMEA A LZ L ADBN

TERL L £

(13 X—=2) OFHAIHKE-T, By NEMA v AX A%

ATv 73 v MEMEEEOEN (13 =) OBBICE->T, vy MEMEEZBNL £,



fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter1.pdf#nameddest=unique_87
fpmc-config-guide-v63_chapter97.pdf#nameddest=unique_354

| &5
v rEkES vz vz0en [

RDBRY
cFHBEAR Y S —ERA~DISE & LTEREZEID G TES (b= &R UA U X MISEE
BN 5 228

BE Rty
et S P N
L FEHOER RN

ty FBHIEA VRS ADIEM

AX—hk 54t YR—rENDT | HHR—bESNB K| 7R

VR WREDSA VR |1 R A (Access)

{£E (Any) {£E (Any) {£E (Any) {£E (Any) Admin Discovery
Admin

FIE

ATy T
ATy T2

[Policies] > [Actions] > [Instances] % EER L £,

[FrLnAg A% 20BN (AddaNew Instance) ] U A 226 [ MEMME (Set Attribute
Value) ] ZiEIR L, B (Add) 127 VU7 LET,

[f A% A4 (Instance Name) | & [t (Description) | Z AL ET,
[fERK (Create) 127V v 7 LET,

ATvT3
ATy T4

RDBERY

« by MRMEEEEOEN (13 =)

DHINZGE- T, By MBRIEEEZERL T,

v FREEEEDEM

AYX—hk 214 +€ YR—bENET | HR—FrENBF|7OER

VR HEDSA VR |INL R A (Access)

L& (Any) L& (Any) f£& (Any) f£& (Any) Admin Discovery
Admin

oy MEMEEEERITHERY O —EIEAE LA A MR MEEEZRE L ET, BrELH

ET DK BIEDMEICOWTEREZIER L T, 75X MEIEOSL S,

PEMEE L THERTEET,
< IVT RAAL VEBATIE, B RAA VTHEREINTZA VAZ L REBEEZBINT S Z E1ET

TEHEA

~U H—A X b O



fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter127.pdf#nameddest=unique_2680
fpmc-config-guide-v63_chapter127.pdf#nameddest=unique_2681

. BEE 21—

ILDER

ATy

ATy T2
ATvT3

ATy T4
ATy TH

ATvT6

ATy 71

B1EE

o~

P g B

e |

1R BHHEIIZ

ey MNEMEA AL v ADBN
AEERR L E T,

(13 =) OFHILHEST, By MEMEA 2 & v

FIE

[Policies] > [Actions] > [Instances] % &R L £,

BEZEBMT A4 AZ L ADMIZHLIRRT A2y (%) 270y 7 LET,

[F%E SN TV (Configured Remediations) |22 32 > T, [t v MEMAE (Set Attribute
Value) ] 38R L, [BIN (Add) 127V v 27 LE,

L b= ARNRER RSN TWDSEE, REIFEHENAAL B LTEY,
MERR H 0 F8 A,

RECLETD

[{E1E4 (Remediation Name) ] & [#ifH (Description) 1 Z AL E7,

BELT =%, AT =2 &b 24X F~DIREE LCZOBEEZFEHTHITIE, [
FRET DA A & EH (Update Which Host(s) From Event) ] 473 2 U AEIR L £,

TX A NBHEOLA . LRI JBMEEIZ A X b )b OF %2 (Use Description From

Event For Attribute Value) ] Z#f§ € L £7,

o AR NOFHAEREMESE LTEHATSICE, [ On) 1227V v 7 L,
MEAE  (Attribute Value) 1 2 AJJ L E 7,

AEHO [JEMAE (Attribute Value) |#%EZ BMMEE L CHEAT DT, 47
Vw7 LET,

RIET D IR

(off) 1&7

[ER% (Create) 1227 U > 27 L, RIC[5ET (Done) 127 VU v 27 LET,

RDZRY

AHBARY v — B A~DIGE L LTEEZR D L TET b= &R T A FY R MONEE
BINT % 228

—IJLOEHE

AR— b+ 24 €
VR

HEXDSA VR

YiRh—hkEhdT
N R

HHR—FEh5 E
A

TR
(Access)

£ (Any)

£ (Any)

£ (Any)

£ (Any)

Admin Discovery
Admin



fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623
fpmc-config-guide-v63_chapter108.pdf#nameddest=unique_2623

| &

s zavzoez [

~IVF RAAL VEBTIE, BUEDO RAAL LV TA VA =L ENTBEEETY 2 — RN FRENE
T TOFY a—/VFHIBRFTRETY, £/o, B RAASL U TA VA=A INTZEY 22—/ Y
FoREINFETN, ZHTHIBRTEEHA, A RAL VOBBEEY 2 — LV EFERTHI2T, £
DRAAL NG EZ FT,

FIE

AT w71 [Policies] > [Actions] > [Modules] Z &R L £ 9,
ATYT2 BEES2a—NLEERLET,

CIE BV 2 — VD[V 2 — /il (Module Detail) | X—YEFKRLT, TOEY 22—
NDA VAL ALBRAERET DT, BT A2y (%) 22V v 7 LES, vAF
RA A VB TIE, [BY 2 —/Lit#l (Module Detail) | ~—2 &AL T, Bl R A A~
TA VANV ENTZEY 2= VIZHIET DBIED KA A VNOA AL A ZB, H
bR, EIERET LI LIETEERA, RDYVIC, [ AZ A (Instances) ] ~—
([Policies] > [Actions] > [Instances]) Z{HH L E9, EEA A X ADOEH (15—
V) BEZRLTLEEN,

IR SN TWRNWI R Z L B 2 — L Z2HIRT 212, HiRT7T A=y (4d) 27
V27 LES, PATAMIBOEY 2 —VFHIBRTE £ A,

A VAN—I s HAB L FEV 2=V VA N—LTHITIE, [7 7 A VDER (Choose
File) 127 Uy 7 LTEYV2a—LE2ZRL, [ A= (nstall) 1227V v 27 LET,
FEAMIZ OUWNTIX, Firepower System Remediation API GuideZ 2/ L T 72 &0,

BEAAREIVADER

AY—F 314t YiR—bEINdT | HR—bShEF| 7O LR

VR REXDZA VR |4 R A (Access)

f£& (Any) f£& (Any) & (Any) £& (Any) Admin Discovery
Admin

[f > A% A (Instances) ] X—VIZiE, TRTOBEEET 2— DT X TORTEHFHA A
BUANY A NERRENET,

~NVF RAAL VEBATIE, BIED AL U TERSNTERA L AL U ARRRIINET, Z
DA VAL AIIREFRETT, £, B R AL U TIER SN A v AX AL EREINE
TN, ZHIIRETEEE A, FLRAAL LV OEEA LV AZ LV AZERT DL, FORAAL
AUV R ET,

T RAAL L TER LA U AZ VAIEEZBINT D Z LI TEEHAN, FREORER S
AVAR U AEBRIED RA AL HER LT, DAV AX L AEEEZBNTAHAZ LITTEE
T, Flo, T RAAL U TER LZEEIR, MBEREE LHERATL L TEET,

e I



e |
B ooeszvi-rorozsrr0EE

FIE

AT w71 [Policies] > [Actions] > [Instances] % =R L £,
ATV T2 BEA L AZ L AEZERLET,

’Lm ALAR L ATIBINTHI20E, AV AX L AZIBINTHEEEY 22—V &R L
T, BB (Add) 127V v 7 LET, VAT AFEOEY 2 — IO TIL, KEHMHR
LTL &N,

«ISEEPS A > A X ADIEN (4 =)

* Cisco [0S A AKX ADIEN (7 ~<—)

e Nmap AF¥ x> A AL L ADiENN

sty NBHEA AL 20BN (13 8—)
AAL DT 2= N ZBINTHEEONVTIE, ZEOFY 2—LD RFa A b2 LT
s (EMATRERGE) .

RE AV AX L ADFEMERE LT, AV AX L AEEZBNT 5, FRT A =
vo() B2 U LET,

cHIBR  EH S TW WA R Z A EHIBRT D11E, BT A= (8) 227V vy 2L
e

1 DDEEED1—ILDAVAZ VADERE

AX—hk 54 € YR—bEINBT | R—bZNBF | 79X

VR WHEDSAEUR |18 R A (Access)

L& (Any) L& (Any) L& (Any) L& (Any) Admin Discovery
Admin

[EY = —/LifHl (Module Detail) | X—II2iE, FFEDBEEEY 2 — VICRESNTA VA K

VAEBENT R TCEREINET,

~NVF RALVEBTIE, BUEDO RAAL LV ERMRAL A VA R—= VSN EBEEY 2 —
D [FY 2—/Li# (Module Detail) ] X—J 7 78 A T&E4, 2720, [FY2—/Vit
# (Module Detail) ] ~—TZHL T, B FAAL A VAR —=LENTWVDHEY 2—/b
WCHRHET DHAED RAAL VNDOA P AX o A a800, HIBREIIRET S Z LiIxTEEHA,
Kb iz, [f A% A (Instances) ]-3—3 ([Policies] > [Actions] > [Instances]) % f#fH L %
T, BEEA A AOER (153—) 22 LTI EE0,



fpmc-config-guide-v63_chapter97.pdf#nameddest=unique_2500

| &

1DDBEED21—ILDOA VALV ADERE .

FIE

AT w71 [Policies] > [Actions] > [Modules] Z &R L £ 9,

AT9 T2 BHIT LAV AF LV ABFFOBEEY 22— VORIZHLIEZRT A2y () 27V v 7 LFE
7,
ATV T3 BEALVAZ L AEERLET,

GBI A VAU REBINT A, B (Add) 1227V v 27 LET, VAT ATED
EV 2= /UZOWTIEL, RESHBRL T &N,

¢ISEEPS A > A X L ZADEM (4 =2—)

¢ Cisco [0S A ¥ A X > ZADBEM (7 ~=—)

*Nmap AF ¥ > A L AHZ L ZADIEMN

ety NEMAEA v 2 & 2D (13 <—)
HAL LTV 2= NDA VAL L RERINT DERO~VT L, EOFY 2 —/bD FFa A
VRESBLTLLEES RS TWDIEHE) |
CRE A VAF U ADFMEREL T, 4 AX L AEEEZBINTHIZF, BRT A2
V() 2w LET,

cHIR - A SILTORNA U RAZ L ZEEIGRT I2E, BT A=y (d) 22092710
F7,



fpmc-config-guide-v63_chapter97.pdf#nameddest=unique_2500

s |
B ooeszvi-rorozsrr0EE




	修復
	修復の概要
	Cisco ISE EPS 修復
	ISE EPS 修復の設定
	ISE EPS インスタンスの追加
	ISE EPS 修復の追加


	Cisco IOS Null ルート修復
	Cisco IOS ルータ用修復の設定
	Cisco IOS インスタンスの追加
	Cisco IOS ブロック宛先の修復の追加
	Cisco IOS ブロック宛先ネットワークの修復の追加
	Cisco IOS ブロック送信元の修復の追加
	Cisco IOS ブロック送信元ネットワークの修復の追加


	Nmap スキャン修復
	セット属性値修復
	セット属性修復の設定
	セット属性値インスタンスの追加
	セット属性値修復の追加



	修復モジュールの管理
	修復インスタンスの管理
	1 つの修復モジュールのインスタンスの管理


