{ZjFil U'ﬁ:’rnm» jEﬁL

WD My 7 T, X2 U7 (BTEHBICHEIT D LIV AT L EFRET D HIEIZONT
DEAE)% I_/i‘ﬂ—o

cbtXa VT A BEELOE—F (1 =)

s X2 VT g RREMEILRE (2 —)

e X a T 4 BEEMOHITEE (4 X—)
X2 VT A RBEITTAT L ADEMME (T =)

X2l T4 RBEEHNDE—F

BEROMEEN ., KEREB IO 5 — L REMRIC L > TS SNt X =2 U 7 ¢ i
eI g e Y 7 b =T R EEHATHZ L2 ROONDGENH Y 7, Firepower T,
UTOEXx a7 4 RBEEERMK~Da LT T4 T v A% R—FLET,

e I TIAT VT (CC) HEa®y 774 T VTHERT LI AL ML - THEST
SNz, EX a2 VT4 RO T o T 4 BERT DT 0 — N VIERERE

« Unified Capabilities Approved Products List (UCAPL) : KEELIE#H T A7 L5 (DISA)
(& o THSLENTZ, BX =2V T EffE AT /a0 Y 2 b

N

GE)  K[EBUFFIL, Unified Capabilities Approved Products List (UCAPL)
D4, 5% Defense Information Network Approved Products List (DODIN
APL) IZEBELE L7, 2D K¥ = A2 b L O Firepower
Management Center Web -{ % — 7 = A A T®D UCAPL D&%,
DODIN APL ~DOZ i e L THIRTE £,

o HFLHHALERAENE (FIPS) 140 : BF S LEY 2 — VO EHIZET 2 HE
X2 T4 HWEI LT TAT A E, CCE— REFITUCAPL E— RTHINZT A Z LA

TEET, X2 VT4 REAV T ITAT UV AEZEINILTH, BRLEEX=2UT 4 E—F
DT XRCOBEML DEEIRa L T T4 TV APMRESND DT TIEH Y FHA, BLFIEIZS

txaurREER ]



B o207 reemsn

WTORERNNE
A

. A ERB D HRHE S LTV AR,

t¥a) T REER |

BT TA RTA4 2SR LTLES

DEREZRFINC LTBIT, BN THZEIETEERA, T IAT A% CCE—REL

@UQWL%—%#%%%?%%Eﬁ%é%@@\ﬁ%%~9kﬁé%%ﬁ%@i¢o

tXal) T45%

I:llL.\

E EPLFFIE

WDFEIL, CC £7-1X UCAPL E— RZANC LI X OBEOLEF A RLTWET, v rAo

T AT ROEEINL, WebA v EF—T 2 A AT 7 EATILRL,

NT IR AEELET, )

av L RIA4AVFERET Y =

RTFLDEE Firepower Management | {f s £ &8t T/ \« | Firepower Threat
Center z Defense
CC E— K |UCAPL CC E— K |UCAPL CC E— K |UCAPL
E—F E—F E—F
FIPS =2 75 A4 TV A IEZ T, Yes Yes Yes Yes Yes Yes
R 2T o TEEFLVER— MOV TIE, U | Yes Yes — _ _ _
E—h A RNL—VFRFHATEEREA,
BINO Y AT MEET —F U RERG S ET, | X ° ’AVAY-4 ° Ay L
VAT AN T— =X EEESNATHET, | X © A1V © [A1AY-4 L
EMOEXa2 VT 40830 Ty MT|X o AIAY-4 o AIAY-4 7L
WH S ET,
HEEEhOx — v —74 A Crl+Alt+Del % %) | ° DD R ° A4 L
IZLET,
WKRKI0DRe 74 vy aB2FITLE | ° AYAY-4 ° AYAY-4 L
K
INAT— RRIEFDRE S 15 F T, RCF | X ° VAV ° A4 7L
INCFOFERTFAALHEDE T 1 DL Lo
FrEOLERHY £7,
02— )V admin L — WL BER /NS AT — | — — AY-4 2L Yes Yes

REZHETHITIL, v —H/L F 34 Z CLI
AT 9,

B tx2)T RBEER



| e%2u5ReEtn

X2 TARE

st ]

RTLDERE Firepower Management | ¢ SE B &8 xi % T/ | Firepower Threat
Center z Defense
cC =— K |UCAPL cC =— K |UCAPL cC =— K |UCAPL
E—F R R
NAT— RiE, FFEICHRTOHETH- T2 | X ° Y4 ° AAY-4 2L
D, EET AV IELLTFEFATNEZD T
LI ENTEERA,
3[EMERE L Tr 7 A KR L2 A, admin | X ° AAY-4 o AAY-4 2L
P DO2—FIe vy 7T hERET, IO
AT, BHEN R TU—FKE2 UV kY T35
MERNDHY F9,
T 7V M TIE, VAT AN AY— KR | % o AYAY-4 o AYAY-4 L
B LET
admin T —YIX, Web A ' Z—7 = A A THIE | Yes Yes Yes Yes — —
ARER R KR A 2 Tr 74 VT
KL%, v 770 NEET,
admint—H (X, B—H VT ST 4T ACLI|— — v (B[ (B | Yes Yes
THREMRERERKTERELHA T A Xl *=l
PATICRL7=%, vy 27U haSET, TARIE | T A RE
EIOR | HEILOF
SN | Zh/ AT
RVIRY s LS R BRViRY o5
T) . T) .
WA, VAT NE, 7794 T A2Ld |Yes Yes Yes Yes Yes Yes
SSHE v a r CHEBMIZFX—%2F4AERLE
SRR
kv ary T IT 4T 4 TR 1R
MFEH S =14
s % — &M L CHRET 1GB OF — 4 #Y5
LNtk
VAT AL, T— RFICT A U RT LB | Yes Yes Yes Yes Yes Yes
aMEF = v 7 (FSIC) Z#FEITLET, FSICH
I L7254, Firepower Y 7 ko = 7 [T HE)
w9, UE— b SSH 77 B ANEHI/2D
a—H)N A —NEN LTCORT IT7AT
VAT VRATEET, TR ELLEY
A% Cisco TAC 123G L T 72 &0y,

txaurREER ]



t¥a) T REER |
B v meenopssm

—_ =3 == 3 s=7
tXa ) T REENDHEREEIE
X2 VT AREAL T TAT LV ADEHADBAEND L X, WORA KT T 7T 4 R
L LaBEOLET,
 JBEARHICEX 2 U 7 ¢ EEILZ AT 5121, &I Firepower Management Center C
AL, KIZ, EHHROT XTOT A, ADFR LE— FTHDIILET,

A

EE WARECEF 2 U7 4 BEERE— FTEHEL TWRWERY |
Firepower Management Center | L& BEXI 27 /S A A5 A X2 K
T2 EZELEE A,

o =1 A] FIPERR IE C Firepower Management Center Z 9% &, WH DO EEITV, A L&
X7 4 REENE— REEHLET,

» Firepower 4100/9300 > v — T, CC F£721X UCAPL & — K CTEIET 5 X 5 IZ Firepower
Threat Defense % #% & L 7= 1%. Firepower 4100/9300 >+ — % CC &— K CEIET % &
INCRET DMENRDH Y F "9"0 FEHZ DWW T, [ Cisco FXOS Firepower Chassis Manager
Confguratzon Guide] #ZH L T E &0,

c ROBHEE BT D LIV AT LAERETEEEA,
BWIA—IWLVAR—F TT7—h T—FOT)V—=" T,
* Nmap Scan, Cisco IOS Null Route, Set Attribute Value, ISE EPS Df&7E,
Ny Ty TELIFVA-FHOYE—F A L=,
e —RKR—=F 4 FTTAT U NDVAT LT —HRXR—=ZA~DT 7R,
« BT A—/L (SMTP) . SNMP k7 v 7 syslog 7> Hik(E SN DM@ E, 77—k,
T TITAT ALY —"OMDTF v XNV Z RS L7012, SSL AERE 2 i3
(2. HTTP $r— "FE7oid syslog P —NICEESNEAR 7 A vy E®—,
«CCE— RZMHALTEMT 254X, LDAP 721X RADIUS % ffi [ L CTHMIRRGEE A %)
WL TL IS0,
«CCE— FZfM L TRITIZ CAC ZAIZTE A,

« CC £721L UCAPL £— RZAEH L7 BB TiX. Firepower REST API #H C Firepower
Management Center 33 KX OVE BERI R T SA A~DT 72 A WIHZ L ET,

* UCAPL £— R&FH L CTEMHPICCAC /I LET,

« Firepower Threat Defense 7 /3 AW 5 & B[R CEF =2 U7 4 BEEME— FEEH L T
WIRWERYD | NA TRATEY T 4 XTI L RN T ES N,

B tx2)T RBEER



| €%2u5 Bt
77547 208t ||

A\

GEX)  FirePOWER ¥ A7 A, RD CC £721Z UCAPL T— F& P R—F L TWEHFA :
¢« ALy T FETFIANA TXA T EYT 4 T ORERT RA A

« 7 7 A X ND Firepower Threat Defense 7 /XA A

* Firepower Threat Defense @ =1 > 7 J~ A 2 A & X Firepower 4100/9300

T7I54T7ADEIE

Firepower ¥ A 7 A DFELIZAE H ATHE B RE DFERIIZ DWTIX, efiN—2 2 > @ [Cisco
Firepower Mangement Center Hardening Guidell & [ Cisco Firepower Threat Defense Hardening
Guide] . BLUOAREOLED My 7 2B L TITEEN,

* Firepower ¥ 27 LD T A £ A
e =Y T HT L MIONT

» Firepower > AT Lh~D 7 A
=

o B o JRERRE

o FEAI 3 & ORI F1

« BB B Bl o0 7= 6 D NTP BEZ R O %
« BA AT T — MNREOVERK

BAAXRY MTHTDEFA—NVT T— D

R
it

* SMTP D% JE

» Firepower 2100 * U — X SNMP D% iE
« SNMP D& B %7 2 B O F% &

« SNMP 7 7 — NSEOIER

« DDNS D% iE

*DNSF ¥ vz

« VAT LD

TR YA
X2 U T 4 REER (13—2)

cUE—F XML —0 SSH DOHE

txaurREER ]


fpmc-config-guide-v63_chapter5.pdf#nameddest=unique_8
fpmc-config-guide-v63_chapter4.pdf#nameddest=unique_32
fpmc-config-guide-v63_chapter2.pdf#nameddest=unique_90
fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1403
fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1404
fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1418
fpmc-config-guide-v63_chapter51.pdf#nameddest=unique_1031
fpmc-config-guide-v63_chapter112.pdf#nameddest=unique_1542
fpmc-config-guide-v63_chapter113.pdf#nameddest=unique_1543
fpmc-config-guide-v63_chapter51.pdf#nameddest=unique_1510
fpmc-config-guide-v63_chapter12.pdf#nameddest=unique_446
fpmc-config-guide-v63_chapter51.pdf#nameddest=unique_1511
fpmc-config-guide-v63_chapter112.pdf#nameddest=unique_1544
fpmc-config-guide-v63_chapter31.pdf#nameddest=unique_1020
fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1409
fpmc-config-guide-v63_chapter130.pdf#nameddest=unique_1452
fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1402
fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1446

t¥a) T REER |
B <ro—vors

« A T JREE

« HTTPS FEH#

*Web A L H—T A ZAHOZ—YF B =L DHAL <A X
« N —HF T AT hDBENN

ety vary XA LT U b

* Syslog D% EHEE

ATV a— NNy I T T

* O A K] VPN Firepower Threat Defense

« @Y E— I 77 & A VPN Firepower Threat Defense

» Firepower Threat Defense ™ FlexConfig 78 U 3/ —

v kT —U DRGE

Py NT— 7 BARET DT DITHER T& % Firepower ¥ A7 ADHEEEIZ DWW TIL, RO FE
7SR TL &N,

T U EA Ay hu—L R —DRHE

X2 VT4 ATV AT T I U AR
RARY — DR EBLET 5121

= VEME LIZRAR Y o — ik
cBANL—IL T 4 H

cRAL—IL D T
RAARU E uX D7 a— U R

c NI UAR—IMEBIORY NU—2 7Y Tty
 FRE OB B O

TV r—varyETY) Tuk vy

E

e

« IPS 7 /3A ZDJEBH &
« VAT LD

S RAA RS OFRAE
o AR b O

e U—y 7 a—

« TN ZEELDFEAK

B tx2)T RBEER


fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1404
fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1411
fpmc-config-guide-v63_chapter4.pdf#nameddest=unique_86
fpmc-config-guide-v63_chapter4.pdf#nameddest=unique_26
fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1416
fpmc-config-guide-v63_chapter51.pdf#nameddest=unique_552
fpmc-config-guide-v63_chapter9.pdf#nameddest=unique_298
fpmc-config-guide-v63_chapter42.pdf#nameddest=unique_1251
fpmc-config-guide-v63_chapter43.pdf#nameddest=unique_1264
fpmc-config-guide-v63_chapter47.pdf#nameddest=unique_887
fpmc-config-guide-v63_chapter61.pdf#nameddest=unique_1279
fpmc-config-guide-v63_chapter66.pdf#nameddest=unique_1546
fpmc-config-guide-v63_chapter82.pdf#nameddest=unique_1547
fpmc-config-guide-v63_chapter83.pdf#nameddest=unique_597
fpmc-config-guide-v63_chapter87.pdf#nameddest=unique_1548
fpmc-config-guide-v63_chapter6.pdf#nameddest=unique_283
fpmc-config-guide-v63_chapter86.pdf#nameddest=unique_1549
fpmc-config-guide-v63_chapter93.pdf#nameddest=unique_1550
fpmc-config-guide-v63_chapter94.pdf#nameddest=unique_1551
fpmc-config-guide-v63_chapter91.pdf#nameddest=unique_1552
fpmc-config-guide-v63_chapter23.pdf#nameddest=unique_832
fpmc-config-guide-v63_chapter130.pdf#nameddest=unique_1452
fpmc-config-guide-v63_chapter125.pdf#nameddest=unique_467
fpmc-config-guide-v63_chapter120.pdf#nameddest=unique_1553
fpmc-config-guide-v63_chapter119.pdf#nameddest=unique_1554
fpmc-config-guide-v63_chapter12.pdf#nameddest=unique_407

| €%2u75sBEER
txayFREILTS17o20EHE [

= A
VAT ANV T N =T OWH

X7+

3~]
A AE.

TS5 ATUORADEIE

AYV—h+r Q4%

HEDSA VR

YR—bEh3T
INA R

HR—rEhd K

A2

TR
(Access)

S

Admin

L& (Any) L& (Any) L& (Any) L& (Any)

Z DFXEIL. Firepower Management Center ¥ 721X HXIRT /A A ZH#H S L E T,

« Firepower Management Center CiE, Z DFEEIX T AT AFED—HRIZ/2 0 £97,

EBAGT A AT,
B LT,

DOREET Ty N7 —LBERY v —D—H L LT FMC H»

WTNOEE L, VAT ARELEZRFT D0, AT Ty F 7+ —LRERY ¥ — % EH
THET, REFADTITRD £ A,

BT HZLITTEETA, TTIAT A% CCE— NERIX
I HAA=VTHRERDHY £,

DFRTEHFH I LTtk
lmmm%wbﬂaﬁ%ﬁé%gﬁ%é%éb

1R BHEIIZ
T IIAT UV ATEXFa VT AREI LT IAT U AZHNTTHENT., BEICHAIAT,
FEDDH DT R TDTNA A% FMC IZBERTDHZ L2 BEID L £,

« Firepower Threat Defense 7 /31 Al 7 A £ A2 CE £ A, WA REREL A
NZF HIZIE, Cisco Smart Software Manager 7 /1 7 > M &GN T HMERH Y 77,

» Firepower Threat Defense 7 /34 A{I/V—7 v K E— R CRMHTLILERH Y 7,

FIE

ATY 1 FMC #RETDHNEHANBET NA ZAZRETHINC T, ROBIEEZEITLET,

« FMC : [System] > [Configuration] % %R L &7,

« PERILT NA 2 [TINM R (Devices) |>[FTT v b7+ —LALEKTE (Platform Settings) |
3L, Firepower N U ¥ — & B E 7 13MmE L E T,

*FTD 7 /34 A : [T/Af X (Devices) |> [T T v b T+ —LEKE (Platform Settings) | %
R L. Firepower Threat Defense A8 U > — & /ERLE 72 ITMmE L £,

txaurREER ]


fpmc-config-guide-v63_chapter48.pdf#nameddest=unique_1414
fpmc-config-guide-v63_chapter6.pdf#nameddest=unique_35

t¥a) T REER |
B c=2v7 2earI507 20801

AT w72 [UCAPL/ICC =27 Z A 7 A (UCAPL/CC Compliance) 1 %7 U v 27 L&,

GE) UCAPL £723CCav 7oA TV RAEREMNITBE, TTIF3A T ANY T—hFL
*9, EMC %, VAT LAREZMRGFETHEV 7 — b L, BEHART A AL, &E
DEFZRERTHEY T—FLET,

RTVT3 TTIAT UV ADEF 2 VT ARBEIL T TAT VU AR KERINCANIT HITIX, 2 DDOEIR
hd v £,
s [2E 7 T47 VT (CommonCriteria) [ E— R CEXFa VT 4BELTITAT VR %
AT DIIE, FryTH T URRpE [CCl#BIRL T,
* [Unified #§REAGREL S U A~ (Unified Capabilities Approved Products List) ] E— R TE ¥ =
VT ARBEIL T TAT VAEHMNCTHIZE, Fay 7o U A R)»D [UCAPL] %
IR ET,

ATY T4 [I1FE (Save) 1227V v LET,

RDBERY
s FEHEHA L TOWRWEAIEL, W LB T At 2%, EBENOT X TORERIT A
AZEALET,
ARV T A T AL o TR SN D Z OO T A T4 2 OFBNINE, BIMOREE
BHEAEITUVET,

|

RELFEZRALET, RELHEDOREAEZZML TIIZEN,

B tx2)T RBEER


fpmc-config-guide-v63_chapter18.pdf#nameddest=unique_28

	セキュリティ認定準拠
	セキュリティ認定準拠のモード
	セキュリティ認定準拠特性
	セキュリティ認定準拠の推奨事項
	アプライアンスの強化
	ネットワークの保護

	セキュリティ認定コンプライアンスの有効化


