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R ET,
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%, 72 & ZI1E$SYS FTD ROUTED INTF MAP LIST ® X 512, MAP B4 ANCE TN DL T
To =T RALE =T 2 A XA~y I LFOLI T =4 %IBELET (bhhRd<
THEDITEATHREMENTWET) |

[{intf hardwarare id=GigabitEthernet0/0, intf ipv6 eui64 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipv6 link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6 eui64 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipv6 link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6 eui64 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=, intf ip addr vi4=,
intf ipv6 link local address=, intf logical name=},

{intf hardwarare id=Management0/0, intf ipv6 eui64 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=, intf ip addr vi4=,
intf ipv6 link local address=, intf logical name=diagnostic}]

EROHITIE, 4 0D F =T =2 A AZHTDIERPRSNATNVET, A F =Tz RTZ
LlZ, AR EEOT—T AREENTWET, =& 21X, intf hardwarare id|$1 v % —7 =
AAN—=RU =T OLRTT /8T £ TH Y., GigabitEthernet0/0 72 & DLFH| & L TIRSVE
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ZOXEIBRERT, BEEIRIVARETH LD, AT 2123 — TN Z T 54
BERHY ET, o, BISHEOMEERTI20DIC, BRI T v T 44 HBINT 24683 &
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7ol 2, ISASHEKTIE, A v ¥ —T =2 A a7 4 XFalb— a3y E— KT, w4 s Fi
DA U H =T =2 AT ASA Disis A7 FEZIBMTOM6ERHY £4, ZZL, ZOF—F
ZRMTOBRE, A v =T 2 AA ADNN— Ry =T /2 LET, Leh> T, s o Ff
DA B =T A ZAEBHLTHE, ZNHDA L E—T = A AT EENENDN— R =
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MDHE DI, #foreach A7 V7~ avwy RTEA L F—T oA A <y 7% Sintf BEUZFEAIA
ATEtR, #if A7 — R A2 T w7 (Sintfintf logical name) 7>5 intf logical name MDA % B
L, O isisIntfList EFRH AT F A PEAKMTERSNTND Y X MIEERTWDLEE
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#foreach ($intf in $SYS FTD ROUTED INTF MAP LIST)
#if ($isIsInthist.contains($intf.intf_logical_pame))
interface $intf.intf hardwarare_ id
isis
#if ($isIsAddressFamily.contains ("ipvée"))
ipvé router isis
#end
#end
#end

EENTNARICEHLTRIRNEEZRTY D&

DM 23S 2 il 2 B E 2 5iEIL, BROERM & U 2 M2 LT 27217 Offi 7
FlexConfig 777 ¥ = 7 b &2AFT 2 Z & TH, WIZ, B L7247 Y =7 k% FlexConfig 78 U
DZEID YT, R =T AN RZEDYTES, R —2RFELTNL, ZOT /A
ADRED TV E2a—% T L Ea—LET, MRESNTER T L E 2 —RRINET, T
Ea—0D7FAMEERL, Crl F—2MHLIRETCHF—2M L, HOEOHICTFA K
T AMIEVFTAZ ENTEET,

N

GE) 7272 L. FlexConfig \ZIZANAREE D~ v KRB —UIEEN T2, FlexConfig %7 /34
AZEF LT 2Ew, BT 2 LEI=7 =2 ELET, 7L a—0RfH%, FlexConfig
AU =5 FlexConfig 77> =7 FEHIFRL, RY U —%R7GFLET,

7= & 21X, D FlexConfig A7 Y =7 MaAERTHZ ENTEET,

Following is a network object group variable for the
IPv4-Private-Al11-RFC1918 object:

$IPv4 Private addresses

Following is the system variable SYS FW MANAGEMENT IP:
$SYS_FW_MANAGEMENT IP

Following is the system variable SYS FW ENABLED INSPECT PROTOCOL LIST:
$SYS_FW_ENABLED INSPECT PROTOCOL_LIST

Following is the system variable SYS FTD ROUTED INTF MAP LIST:
$SYS_FTD ROUTED_ INTF MAP LIST

Following is the system variable SYS FW INTERFACE NAME LIST:

$SYS FW INTERFACE NAME LIST

IDFTV2l "OTVE2—IZLLTFO LI ICEREINFET (BHMEIZT D 7-DII2dd o080 &
nNTHET) .
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B rexconfig iy o — 4700 bk

###Flex—config Prepended CLI ###
###CLI generated from managed features ###

###Flex—config Appended CLI #i##
Following is an network object group variable for the
IPv4-Private-Al1-RFC1918 object:

[10.0.0.0, 172.16.0.0, 192.168.0.0]

Following is the system variable SYS FW_MANAGEMENT IP:

192.168.0.171

Following is the system variable SYS FW_ENABLED INSPECT PROTOCOL_LIST:

[dns, ftp, h323 h225, h323 ras, rsh, rtsp, sglnet, skinny, sunrpc,
xdmcp, sip, netbios, tftp, icmp, icmp error, ip-options]

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

[{intf hardwarare id=GigabitEthernet0/0, intf ipvé6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipv6é link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipvé6é link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=},

{intf hardwarare id=Management0/0, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=diagnostic}]

Following is the system variable SYS FW_INTERFACE NAME LIST:

[outside, inside, diagnostic]

FlexConfig /R') — A TP FEH

RV —FT V27 MEHIT, #7727 b =X —V ¥ TREENTWDEEDRY o— 4
TV =7 MIBEEMT 5 ET, FlexConfigd 7 ¥ =7 MIR Y v —FT7 V=7 NEFEFA
T 556 BEICARTEAMT, ZHICEEMTONTWE ATV =7 FE2EIRLE T,

BEAT BN TWA AT V=7 b EFERICHE UARTZ AT TH, A% B, BEEfT
OGN AT7 V=7 FERIUTIEH Y 8 A, FlexConfig THIHTAZ U7 MIEKEZEML,
F 7TV N OBEMIT 2N T HITIE, FlexConfig 7Y =7 b =7 4 Z O [fEA
(Insert) |>[R)—F#TxH FDiEA (Insert Policy Object) |>/F Tz o b 24T
(Object Type) | A =2 —%HEHTLZHERHY £, HIZSELFICHRIT AT V=7 M %
ABDLTYH, R v— 4T V=7 NEBITER S ER A,
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I Firepower Threat Defense 0 FlexConfig 7K1) 2 —
FlexConfig R > —# T2 x5 FEH .

UTDSATDOAT V=7 baARTEBEERTEE T, SFEMTHED 2 F A TOAT V=
MEfERT 2 L 9IS LT &, A7V =y FEAERT BICE, A TSTY b (Objects) |>
[#7 2 x4 FEE (Object Management) | [IZBE L £,

¢« TXFANAT TV xr b (TextObjects) : 7 F A MXFHNOHE, Ziulid, IPT KL A,

BERO, A V=T A A, V= AR EOBREROT XA MREERET, 20T
Y 7 —T7 V5 [FlexConfig] > [THFRX AT 9 bk (Text Object) | N L, [7F
ARNAT V=7 FOENM (Add Text Object) 1527 UV v 7 LET, H—DOEEI13EEKD
BEEELEIIICINGDOF T2/ MERETEET, TNOHOFT V=7 MIFHEIEN
<. FlexConfig 7Y =7 MNTHEHTH L 2 FFAIICHEE I N TWET, FRMICONT
L. FlexConfig 7 ¥ A b A7 V=7 FORE (B43—=) LTI TEEN,

o Xy hU—72 (Network) :IP7 FLADFE, Ry NI —7 7V bEIFTNL—
TEFEHATEET, a7 Y T—TIADnG [y hTU—7 (Network) JZ®IRL, [RY
kD —% %ZBM (Add Network) |>[4A T2 x4 FDEM (Add Object) | £721X [Z/—
7 OB (Add Group) | Z&INLET, FNV—TF 47 V27 b2EATSE. B K
DT N—THNOEKEIP T RLAIEEDY A MRIRENET, TRLRL, A7 V=7 D
WEIC T, WA, Ry hU—27 37 FLAFHICTEEY, v hU—2 F
TVl MESZRLTIEEN,

s BX 2 UT ¢ V' —1 (Security Zones) : EZX =2 VT 4 V—rFEREFA L HE—T A AT
N—TNDA B =T 2 A ADYE, AT T—TNANb [ F—T xR
(Interface) ] N L. [BIN (Add) |>[EF 2T« Y—2 (Security Zones) | £7=
XA H—T7 AR 7 )N—"7 (Interface Group) | ZHER L ET, EX2 VT4 V=&
BT, REFOT AL ADY = EEITN—THNOA v B —T = ADY A R RIS
NET, AVEF—T2AARAFT T2 b i A B =T a2 AT N—T X2 T 4 S —
VEBBLTLIIEEN,

« fE%E ACL 47 2= 7 b (Standard ACL Object) : fE#T7 7 &2 2> hr—/L U X hDH
Ho BEHEACLEHKTIE, HHEACLA T V=7 NOARINRINET, 2TV 7—7
VNG [ A )AL (Access List) | > [f2# (Standard) | ZER L, [EHET 7 &R
VA NA7T =27 hOBEN (Add Standard Access ListObject) 1227 Vv 27 LET, 77 +&
A VAP EZRLTIZS,

« JEBEACL A7 Y =7 b (Extended ACL Object) : JLiE7 7 A 2 ha—L U A LD
B TLRACLARTIE, JERACLA 7 V=2 FOARINRENET, arT oY TF—7
IWInG [ RX )R b (Access List) | > [#h5k (Extended) | Zi®R L, [JLiET 7 & X
YA KN A7 V=7 OB (Add Extended Access List Object) 1% 27 Vv 27 LEd, 77
TR VAP EZZRLTIIEZSNY,

e b—h <y (RouteMap) :/V— b~ 7 AT V=7 FOPAHR, V—F vy TEHT
H. A—h vy T ATV NOLFIRESNET, arT LY F—TAnb [b— b
~ > 7 (Route Map) | #i&IRL, [v—F ~v 7 DB (AddRouteMap) | %27 Vw7 L
£, A= b vy TEBRLTREEN,
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B rexconfig o 257 Lz

FlexConfig > X T LZE#

Firepower Threat Defense O FlexConfig 7K') & — I

VAT DERUT, T ABERST A ATRESNIZARY = DB LT ERICE S A

bNET,

FlexConfig 47 =7 b =7 4 #® [#&A (Insert) |> [V AT LEHDIEA (Insert System
Variable) |>/ZE#%&] A ==2—%H L T, &YIDOZEE % FlexConfig DA 7 U 7 MIBIIL,
VAT LEREDT V=g RN LET, BTSRRI T AT AEHA B NT)
LT%H, FlexConfig #7227 hOIALTHFARNTOUAT AEBITIER S NER A,

RDOFNZ, HHATREZR L AT DEK OB 2R LET, BRaM A+ 501,
AR IS N DD E MR LET, BERT A R L ORTNEEZ R RS 51k

V) BRLTIZIN,

WE., TOEK
(11 ~2—

AR

Ll

SYS_FW_0S_MODE

FNA ADF RV —F 7 AT AFT— K, fEIZROUTED 7=
IZ TRANSPARENT T,

SYS FW_0OS MULTIPLICITY

TNNAAWL TN arTHRANE— RERIIYAVT ar7TF A
hE— ROWT N TEIWET 575, fEIL. SINGLE, MULTI, F721%
NOT_APPLICABLE T,

SYS FW_MANAGEMENT IP

FNRAZADEFIP 7 R LA,

SYS FW_HOST NAME

FONA ZADRA N,

SYS_FTD_INTF _POLICY MAP

F—NA L H =T oA AH T, EBRRY o —~ DS, ZD
BEIT., TARARACA LV E—T oA ZA_R—ZADY—E A RKY o —
MEZRSNTWRWEA, EZIKLEEA,

SYS_FW_ENABLED_INSPECT PROTOCOL_LIST

A VART G U RENI o TWA T haltnl Z k,

SYS FTD ROUTED_INTF_MAP LIST

FTNRAADN—T v RA LB =T 2 A A< TDOY AL, K~
I, =T v R A ¥ —T = A AR T 5 — D4 i
MEEPEENET,

SYS_FTD_SWITCHED INTF_MAP_LIST

TNAADAAL v F R ALV H =T 2 A AT DY AN, K<
FNNE. AA v TF R A ¥ —T = A ARERRICEET 2 —HEOL ]
frEEREENET,

SYS_FTD_INLINE_INTF_MAP_LIST

FRAZADA L FGA L A B —T 2 A A< TDY AL, K~
N, A TA 'Y b A F—T oA AERICEIE S 5 —f
DARITEENE ENE T,

SYS_FTD_PASSIVE_INTF_MAP _LIST

FNRAADNR T A B =T 2 A A~ TDI AL, K~/
Wi, RNy v T A ¥ —T o A AERICEET % —EO 4 R &
EREENET,
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E 2 FEHD FlexConfig =T x4 b .

Bl

Bl

SYS FTD INTF BVI MAP LIST FNAZADT Y o PRIA v B —T 2 A A~v v T DI AR, K<

ZNZiE. BVIERIC BT 5 — oA Fif S A G ENET,

SYS_FW_INTERFACE_HARDWARE_ID_LIST | GigabitEthemnet0/0 72 2. F/5A ADA 2 8 —7 = A ZAD/~— K1 =

THDY AR,
SYS FW_INTERFACE NAME LIST WEZR Y. TNAL ADA v E—T oA ADREL DY & B,
SYS FW_INLINE INTERFACE NAME LIST 2T EILZERSPAN S o7 L LTRESNIAA VA —T =

A ADFHEH DY A |,

SYS FW NON_INLINE INTERFACE NAME LIST |4 _Ch/L—F o K f v H—T o f A E. L2 T4y By FD

—H TR NWA B —T oA ADFHBL DY R |,

TEZ=FHD FlexConfig &7V b

TEFF 4D FlexConfig 47 ¥ = 7 M, BHUKBEICHRGERS A Of%E Z$efit L £ 9, Firepower
Management Center CHIID HIETIIHE TEXRWINLOMEELZRET D LEND H5HE1T.
INb0ATY= 7 VEERALET,

WORINZ, HHATEER A7 V27 VR LET, B#T 27 XA M FT7 V27 bEAELTL
ZEV, EFRFEHDFlexConfig 4 7P =7 NOBEEE W AL~ A XTHIT1E, ZhHEDTFA
NATV 2l NERETOIVNERHVET, TFANAT V=7 NMZEY, Xy T—2 8
FOTNA ATYURERIPT RLALZOMOBHEAZEHN LT, REEZ VAL~ A ATEET,

TEFRHEHD FlexConfig4 7 ¥ =7 NEERTHLENH LG, A7 V27 heabt—1LT
FNEEEL, FILWARTCRIELET, ERFEHSDFlexConfig 47 V= 7 b HERET D
ZEIETEEZEA,

FlexConfig ZfE ] L T, fthod> ASA N—ZADHREZ R E TE L9708, T DEEEDRRE TR
AESNTWER A, ASABEHEEDS Firepower Management Center 78 U & — Ta% i€ T & S H4HE & B
L CWAHE1E, FlexConfig 2 L TRRE LW T Z &V,

72 & 21X, Snort RACIZIZ HTTP 7’12 b a2 Vi3 & EN L7290, ASA AKX A )LO HTTP MEZH
MM LZRNTL 72EVY,  (FEBRIZ, enablelnspectProtocolList 47 ¥ = 7 N http ZBMN§ 5 =
LIXTEERA, ZOGA, TS AZBRSTHRETHZ ENEMEENET) ., RbVIZ, &
BISUT, 77V r—va v ERIFURL 74 VB2 VU T RFEITTHT 78R a2 ha—b
R —ZFRE L, HTTP A B2 325 L £,
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FlexConfig £ 7 x4 ~4

B

BEETATXA AT H b

Default DNS Configure
GEHELER ¥ o R)

57 #/V s DNS 7 V—7HERELE
9, 7 74/~ DNS 7 L—7"TClii,

T—HAUH—T = A ADELEENM R
AA BT fRRT DRI TE S

DNS h—"ZEHRLET, ZHITX
D, IPT RLATEHRS AR N &Af
LT, CLICpingZefpa~vy Nz
R ENTEET,

N— 5 6.3 LIBETIE, Firepower

ThreatDefense 7°7 v b 7 o — LR E R
Yo =TT —=F A B =T = AD

DNS ZRE L7,

default DNSNameServerList,
defaultDNSParameters

Default Inspection Protocol Disable

global policy” 7 /L b AR U I — <
T kAN LET,

disablelnspectProtocolList

Default Inspection Protocol Enable

global policy 7 7 + /L h ARV v — <
TOTa havERIILET,

enablelnspectProtocolList

DHCPv6_ Prefix Delegation Configure

IPv6 'L 7 4 v 7 AFAED 1 DDA
B =Tz AR (FVT 4 v T AE
L7747 8) &1 D2OWEHA >~

H—TxA A (FfEENET VT 4>
JADZEE) ERELET, 207
v — N NEFERAT A, T

L—haabr— L CEKEZETLE

R

pdoutside, pdinside

£l VAT AEH

SYS FTD ROUTED INTF MAP LIST
AR LES

DHCPv6 Prefix Delegation UnConfigure

DHCPv6 7'V 7 v 7 AFALERTE % Hll
ML E9,

pdoutside, pdinside

E7o, RT NEM
SYS_FTD ROUTED_INTF_MAP LIST
EEMALET

DNS_ Configure

7 7 %V LA DNS $—oN 7 —
T ODNSY—REHRELET, F—
TOLRIEERTHITIE, A7V
Feravr—LFE7,

dnsNameServerList, dnsParameters,

DNS UnConfigure

Default DNS Configure &
DNS_Configure TF{T S 415 DNS H—
NORER A HIFR L £9, DNS_Configure
AW L2512 DNS —" 71—
THEERT DL, ATV MR
ab—LE9,
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s #H0 FexConfig 7 75z + [

FlexConfig # 7 x4 h4

B

BETEHTXRAMNATOV b

Eigrp Configure

EIGRP V—7 4 V' T DF T A Rk
7. HEMER, L—HF D, eigrp A ¥
TERELET,

eigrpAS. eigrpNetworks,
eigrpDisableAutoSummary
eigrpRouterld, eigrpStubReceiveOnly,
eigrpStubRedistributed,

eigrpStubConnected, eigrpStubStatic,
eigrpStubSummary

Eigrp Interface Configure

EIGRP A v Z—7 = A AFRIFE— I,
FBEESF—. Hello f > % — 3L, 5R—
JV RIEfE], A7V > RART A A %5%
ELET,

eigrpIntfList, eigrpAS. ecigrpAuthKey,
eigrpAuthKeyld, eigrpHellolnterval,
eigrpHoldTime, eigrpDisableSplitHorizon
Flo, VAT LEHK

SYS FTD ROUTED INTF MAP LIST
2L ET

Eigrp Unconfigure

FONA A BEEY AT A D EIGRP 2%
Tx7 V7T LET,

Eigrp Unconfigure all

T XCOEIGRPETERXZ VT LET,

Inspect IPv6_Configure

global_policy RV & — < » 7 CIPv6 &
BEREL, IPvo~y X —ars Y
(ZHEDONWT T 7 4 v 7 it L O
Fa vy 7 LET,

IPv6RoutingHeaderDropLogList,
IPv6RoutingHeaderLogList,
IPv6RoutingHeaderDropList,

Inspect_IPv6_UnConfigure

IPv6 A7 UV 7 B X OMERIC L E
T,

ISIS Configure

IS-ISV—F 4 > 7 DT a—r3 )L X5
A= R ELET,

isIsNet, isIsAddressFamily, isISType

ISIS Interface Configuration

A B —T A A L-YUL® IS-IS %
s

isIsAddressFamily, IsIsIntfList

Flo. VAT ALK
SYS FTD ROUTED INTF_MAP LIST
ZAERLET

ISIS Unconfigure

FTNRAADISISNV—HREEZ T VT
]\_/i‘j—o

ISIS Unconfigure All

FORAL APG [SIS NV —FHEEZ T Y
TLET (GARA AL H—T A A
DIS-IS V—HE ) BThRE) |

Netflow _Add_Destination

NetFlow T 7 AR — b D565 % VERKL
L. %ELET,

Netflow_Destinations,
netflow_Event Types
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B

BETEHTXRAMNATOH b

Netflow Clear Parameters

NetFlow =7 AR — b T a— L5
T ANV NEREEHETLET,

Netflow_Delete Destination

NetFlow T 7 AR — b O%E5E 2Bl L
*7,

Netflow_Destinations,
netflow_Event Types

Netflow Set Parameters

NetFlow =7 AR— hDF 2 —s3)L N
FA—HEBRELET,

netflow Parameters

NGFW_TCP_NORMALIZATION

T 7 4V N TCP EHULAEEZ L E L E
7,

Policy Based Routing

ZOREGIZETT 51T, 2 8—L
TAE =T oA AL EEHEL,
r-map-object 7 ¥ A AT = b &
FHLTAT V27 F 3=V ¥ T
N—h~o T FTcl NEFFEL
7

Policy Based Routing Clear

TR ZAINBRY —=_—= 2 JL—F ¢
VIREREI VT LET,

Sysopt AAA_radius

RADIUS 7 H 7 T 4 v T IREN DR
AEF— & MR L T,

Sysopt AAA radius_negate

Sysopt AAA radius i & & fEG L E 7,

Sysopt_basic

sysopt FFH&IREfE], TCP /37~ M DK
TR AX, BN T T4 v
MEHEREELET,

tcpMssMinimum, tcpMssBytes

Sysopt_basic_negate

sysopt_basic #Efll N 7 7 ¢ > 7 FEEHE
W, FEHEIFE, TCPRKEZ A h ¥
A X% VT LET,

Sysopt_clear_all

TINA AW GFTRT D sysopt ik JE & 7
V7 LET,

Sysopt_noproxyarp

noproxy arp CLI Z# 3% 7E L £,

AT BB
SYS FW NON INLINE INTF NAME LIST
ZAERLET

Sysopt_noproxyarp negate

Sysopt_noproxyarp sX Ex 7 U7 LE
o

VAT NEEEK
SYS FW_NON_INLINE_INTF NAME _LIST
EFEALES

Sysopt_Preserve Vpn_Flow

syopt fR7E VPN 7 0 — &% E L £,
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s #H0 FexConfig 7 75z + [
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Sysopt_Preserve Vpn_Flow negate

Sysopt_Preserve Vpn Flow iZE% 7 U

77 L/iﬁ—o

Sysopt_Reclassify Vpn

sysopt FF73%8 vpn Z R E L £ 97,

Sysopt Reclassify Vpn Negate

sysopt FF70¥8 vpn Z4EE L E 97,

TCP_Embryonic_Conn_Limit
GEHELER Y » )

WP HIR 2 7% E L C SYN 7 7 v
R — b 2 E (DoS) B 514#
I/SETO

N=Ta 63 TR, Zhbok
e % Firepower Threat Defense #— £ A
RV —THRELET, ZORY —
E T RAZED G THERTNDT
JRAarbha—RY —0 [FEM
(Advanced) ] % 7 CHERR CTE $£7,

tcp_conn_misc, tcp_conn_limit

TCP_Embryonic_Conn_Timeout
GEHELE X >V R)

VIR 2 A4 57 7 FEFRTE L TSYN
77y R —bE21E (DoS) K&
HIREL £,

N—=T a3 63 UETIE, Zhbokk
HE % Firepower Threat Defense ¥ — B A
RY—THRELET, ZORY v—
I, TAALRZED G THERATWDT
s A aryha—/LRY —0 [FE
(Advanced) ] ¥ 7 CHERRTE £97,

tcp_conn_misc, tcp conn_timeout

Threat Detection Clear

FERETCPRATZEREEZ 7 VT L
iﬁ—o

Threat Detection_Configure

TCPRAITZEIC L > TIITRIES LD
KEDBE ARG A2 BOE L E
j‘o

threat detection_statistics

VXLAN Clear Nve

TN ANG
VXLAN_Configure Port And Nve 23
Mans%&. NVELREZHIBRL £
o

VXLAN_Clear Nve Only

BRI, v E—T oA ATHEIN
7-NVEREEZZ7 VT LET,

VXLAN_Configure Port And Nve

VLAN/KR— K & NVELZRELET,

vxlan_Port And Nve
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VXLAN Make Nve Only

NVEDHDA 2 —T = AZFHEL
F7,

vxlan Nve Only

T, VAT LAEEK
SYS_FTD ROUTED MAP LIST &
SYS FTD_SWITCHED INTF_MAP LIST

ZHEALES

VxLAN Make Vni

VNIA v Z—7 = A A&AER LET,
IERER L%, VNIA V4 —T
A RAEIEL BT 212, 754 A
DEERA SRR LT, FERET D 0EN
HoET,

vxlan_Vni

Weceep_Configure

ZOT T L — MIWCCPERTET S
Bl a2 L EJ,

isServiceldentifier, serviceldentifier,
weepPassword

Wecep_Configure Clear

WCCP##EZ 7 V7 LET,

READTERANAFTOH b

BEDOEREHDOT XA T T V=7 MRHVET, TNOLOFT V=2 MI EREHD

FlexConfig A7 ¥ = 7 M CHEH SN DEEICBEEM T SN TWET, 13 AEDEE, BlEf
i HLZFlexConfig4d 7 v =7 MR T 212136047 V=7 ML L TEEABINT
LDMENRHYET, 5 LRWEE, BEATICZI—ARRINET, ZNL6OF TV =7 b

DI

I7 7 0 MEBRZENTOET D,

Z Ot

TXAN AT V=T FOFREDFEMIZOWTIL, Flex
34 X—) B LTLITEEN,

B LR TNET,
Config 7X¥ A N A7V =7 FDOFRE (

Al

A

B89 % FlexConfig & 7> x4 k

defaultDNSNameServerList
GEHELE X Y~ R)

A==

7 %)L K DNS /L —7TCHET D
DNS #— 1D IP 7 KL &,

N— 3 6.3 LAKETIL. Firepower

Threat Defense 7°7 » K 7 o+ — LGRE R
Vo —TTF—=F A F =T = AD

DNS Z&E L £,

Default DNS Configure
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zgEH0rx2 b A70zs |

E:1] Bl B83¥ 9 5 FlexConfig & 7> x4 +
defaultDNSParameters 7 %/~ DNS —% 7 —7 |Default DNS Configure

GEEREX Y v )

DNSEWEAFIHT B/ NT A =%, FT
Y7 MIX, BT, XA LT T
M, AR U XA ~—, KR—
WEA<w— RAAL OO
NUDIEFICEENTHET,

N— 3 2 6.3 LIRS T, Firepower
Threat Defense 7°7 » K 7 o+ — LGRIE R
Vo—TT—H A HF—T A AD
DNS Z@E L £77

disablelnspectProtocolList

TN E R =S
(global policy) ®7'm | =)L % %)
WZLET,

Disable Default Inspection Protocol

dnsNameServerList L —WEFED DNS ZL—7F T E$ | DNS_Configure
HDNS r— "D IP T FL X,
dnsParameters 77 4 v hLIA @ DNS H—% 71— | DNS_Configure
7' ODNSENEZFIIT 53T A =4,
FTV el M, BT, XA LT
TR, RAAL A, RAL A, —
Y= H—T = A ZADERID
T MU NIEFICEENTHET,
eigrpAS HEV AT LFEF, Eigrp_Configure,
Eigrp Interface Configure.,
Eigrp_Unconfigure
eigrpAuthKey EIGRP 83 % —, Eigrp Interface Configure
eigrpAuthKeyld AL — L —H T A A — D, Eigrp_Interface Configure

eigrpDisableAutoSummary

true DA HEEN Z B2 35 7
77,

Eigrp Configure

eigrpDisableSplitHorizon

true DBFEIZATY v h AR TA X %
M5B 777,

Eigrp_Interface Configure

eigrpHelloInterval hello =& DR, Eigrp Interface Configure

eigrpHoldTime A N—=PME L L TWA & Iip S5 | Eigrp_Interface_Configure

eigrpIntfList EIGRP N L 51 o % — 7 = |Eigrp_Interface_Configure
AAZBDY A b,
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AT HoL:) BE5E 9 % FlexConfig 77> 4 k
eigrpRouterld IP 7 RL AKX TONL—% 1D, Eigrp_Configure
eigrpStubConnected true DA, eigrp stub OFXE T Eigrp_Configure

connected Z i T 5L 91T 57

77,
eigrpStubReceiveOnly true DIGE . eigrp stub OF%E T Eigrp_Configure

receive-only Z il T 5 L H12T %
777,

eigrpStubRedistributed

true D4, eigrp stub OFXE T
redistributed Z i T 5 L 91275
777,

Eigrp_Configure

eigrpStubSummary

true DA, eigrp stub DX E T
summary Z i C& 5 L 912577
7,

Eigrp_Configure

enablelnspectProtocolList

T7xNVE R =y

(global_policy) 7’1 k2 /L&HE)
WZLET, AL Snort fRAE L HEAT
H7v hankiBINT 52 LILTEE
A,

Enable Default Inspection_Protocol

IPv6RoutingHeaderDropList

Z—YREET D IPV6 V—T 4
Ny = BZATDY AR, ZTRHD
~y X =Ty MEIIPVO AT
FayFEza 7k Fic ke vy 7
ShET,

Inspect IPv6_Configure

IPv6RoutingHeaderDropLogList

—PFREL L, v 7T 5 IPv6
N—TFT 4T~y B—ZATDY A
Fe TNDD~Ny X —%ETr Y b
IZIPVORET Fr Yy 7S, ey
\ZB9 % syslog A v E—UEE I
£,

Inspect IPv6_Configure

IPv6RoutingHeaderLogList

PRI 508, v ZIZEEkd 5 IPve /L —
TAT Ny L —BATDY AR,
IO~y X =Gty M
IPV6 A CRFAT SN E TN, ~y & —
DAFIEIZEAT % syslog A v t&— U3k
FanEd,

Inspect IPv6_Configure

islsAddressFamily

IPv4 £721X1Pv6 7 L X 7 7

141

UO

ISIS Configure

ISIS Interface Configuration
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zgEH0rx2 b A70zs |

E:1] Bl B83¥ 9 5 FlexConfig & 7> x4 +
IsIsIntfList A LA —T oA RELDY A K, ISIS Interface Configuration
isIsISType IS #4147 (level-1, level-2-only, % 7= |ISIS_Configure

I level-1-2)
isIsNet Iy NT—T =T 4T A, ISIS_Configure
isServiceldentifier false DA 1T, FEUE web-cache $— & | Weep_Configure

AT 2 L £,

netflow_Destination

1 ->® NetFlow =7 ZR— LE5ED A
VE—T A A, B, B OUDP
R—rESEEELET,

Netflow Add Destination

netflow_Event Types

T AR— N ENDFIEDA X bD
5 A 7% all, flow-create,
flow-defined, flow-teardown,
flow-update DWVTNNADOY T kb
LTEHELET,

Netflow Add_Destination

netflow_Parameters

NetFlow =7 AR — FhDJ @ —/3)L%
EEBEELET, 777 4 7HHHRE
(7u—RHA X M OGE) | B
SE (7 v —{ERGEE (PHAAD) o 7
T FDOTIEavr REFERESN
FHA) | BEIOT T L— N FA A
7ok L—b (GHAD)

Netflow Set Parameters

PrefixDelegationlnside

DHCPv6 7'V 7 v 7 AFATL-ONERA
VHE—T A AERELET, AT
Tl M, A E—T oA R,
IPVv6 7 4 v T AET VT 4T A
E.BEOS Vv T4 v AT —NE4D
oy N BIERICEENTWE
R

A UN P
DHCPv6_Prefix Delegation Configure ?
ar—LEbIEATE T,

PrefixDelegationOutside

HNEDHCPV6 TV 7 4 v 7 AFAET T
ATV NERELET, A7V b
Wik, A ¥ —T A A4 L IPv6 7/ L
74w I AROER O N BIEE
WEENTVET,

2L, 272U
DHCPv6_Prefix Delegation Configure ?
ar—LEbIEATEET,

serviceldentifier

A AF v WCCP ¥ —t X IDH
o

Weep_ Configure
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Bl

B

B89 5 FlexConfig & 7> ¥ +

tcp_conn_limit

GEEREX Y v )

TCP ¥l R 2 53¢ 3 % 72 DI fiff
MEnB T A=4,

N=T a3 63 BT, Zhbokg
HE % Firepower Threat Defense #— B A&
RY—THRELET, ZORY —
E. T RZED Y THERTND T
7R A arbhu—)LRY —0 [FE
(Advanced) ] ¥ 7 CHERRTZ £97,

TCP_Embryonic Conn_Limit

tcp_conn_misc

GEHERR A 1)

TCP W HE R & A B E T D T2 DIl
MENDHNRT A=,

N—= 363 UBETIE, btk
Hie % Firepower Threat Defense — & A
RY—TRELET, ZORY v—
I, T RAZED B THENTNDT
A bha—LRY —0 [FEH

(Advanced) | ¥ 7 CER T £ 7,

TCP_Embryonic Conn_Limit,
TCP_Embryonic Conn_Timeout

tcp_conn_timeout

GEHELEX v » R)

TCP Wi e 2 A L7 7 M &RET D
IR SN DT A =4,

N—=Ta 63 URETIE. bk
Hie % Firepower Threat Defense t— & A
RV —THRELET, ZOKRY —
X, TAA AR ETEATND T
A bha—RY —0 [FEM
(Advanced) | ¥ 7 CER T £ 7,

TCP_Embryonic Conn_Timeout

tcpMssBytes HRETA N A X (N4 FHE Sysopt_basic
fr)
tecpMssMinimum T DT T TR true DEEIZ D IELE X | Sysopt_basic

NHERET A B A4 X (MSS) %
RETDHMWEI D EF =7 LET,

threat detection_statistics

TCP RAT3AE DB B HFEFHE HI A
MEhbo T A—=4,

Threat Detection_Configure
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zgEH0rx2 b A70zs |

Bl

B

B89 5 FlexConfig & 7> ¥ +

vxlan Nve Only

A > H#—7 = A AT NVE-only %%
THIZDDNT AL

e AU E—T o4 ADHHL

cIPVd T RLA (b—F v R A v
B—T oA ATIEA T a3 )

cIPvdfy hwRAT b=TFT v N A
VE—T 2 A ATEA T g )

VXLAN Make Nve Only

vxlan_Port And Nve

VXLAN DR — F B L UNVE 2R ET
HIEDIEHSNDRT A—H

e vxlan R — k

cEETA L E—T AR Ga
)

« X A7 (¥'7 F£721% mcast)

BT LRDIPT RLURAERIT
default-mcast-grooup

VXLAN_Configure Port And Nve

vxlan_Vni

VNI ZERR T B 7= DI S b 85
A—H
e AL H—T 2 A AFET (1~
10000)

* segment-id (1 ~ 16777215)

e nameif (1 V¥ —7 = A ADiHE
)

AT N—T v REEIZTFT
AT LY R)

*IP7T KL A b—FT v RE—KD
TNA ADEGEITER) F£7237
Voo I n—7%E (h7 AR
T Ly hE—ROF A ZADES
WZAEH)

e Xy RV AT (T /NA AP —
T v RE— ROLA) FoiRME
H

VXLAN Make Vni

wcepPassword

WCCP /"R T — N,

Wecep_ Configure
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. FlexConfig DX EEIE L HlHEIE

FlexConfig ;3 EF18 & Hl#9E18

* FlexConfig iR U 2 —|ZREV B3 H B &, AT AFR L 7= FlexConfig % & T BB ORIT
BENDTRTCOEEZr— Ly 7 LET, EBROKBBERTr —L "y 7IZERGE
JVTINEENDTZD, Xy MU — 7 | THEEZ KT T AR H Y £77, E-%ﬁf%]/ﬂ*@
FlexConfig DEH #&de, RO XA IV V&Kt LET, £7-. FlexConfig DEE 21T
NEENDIHIICEBEEDEEL., TOMDRY o —DHEFHMTONRNE I LET,

* VXLAN Make VNI A7 V=7 AT 2581E, 7 7 AZEE3A T4 T
T4 XT BT DENC. B U FlexConfig &7 7 AKX £1213 A T_XAFZE VT 4 T
DT RTOL= | %F’aﬁféb%#%@iﬁ"o BV A —TIL, 7T AZEIINA
TRXATZEVT 4 RXTERLTDHAN, TXTOT/NA ATVXLANA X —T = A%
BETIHIVNERDHY £7°,

s 77 4w V—r%#HH LT Equal-Cost-Multi-Path (ECMP) /v —7 ¢ > 7 &4 T 5
i, zone 2~ R, ASA THHEND LD L FID 734 A& TRV F5, 7277
LA%A@—ﬁ%ﬁ%ﬁﬁ4F@ﬁf%%%ﬁ%ﬂmfgi?<MAA*95V®2?

RO Y |2 zone name eemp ZEH L ET, 2N LSNOEGAEIL, ASA L FID O 7
74/7/ HEREDENEILIF LT,

A\

G

T, MDA H =T 2 ZAE RNy T E L TERET DR
I%. zonenamepassive 1~v 2 REREL Ty 7V — U BRIE
LET, ZhiE, ZEAOA F—7 = A ARERITESNTHS)
FINCALBESNE T, RN v T v I 7 4w 7 V=V EERT 572
»IZ FlexConfig Z i L 72T 7230y,

FlexConfig R > —[Z kBT /NA REEDHRITA X

AR—b 54t |[ERDFAEVR | HR—bENET |HR—FENEF|TIERX
VA INA R P (Access)
{£E (Any) AP Firepower Threat |{£& (Any) Admin

Defense

Firepower Threat
Defense Virtual

FlexConfig R Y v —ZH L C, FID T3 ADRELE DAL~ A AL ET,
FlexConfig % f#i FH 9" 2 AillZ, Firepower Management Center D% DM OEEEZHH LT, HEER

TARTORY = RELTHE L THET, FlexConfig i, HD&@E@%#%@# fthoo )5
1% Tl Firepower Management Center T &E T & 720 ASA N— X DIERE & B E T D 72 D D fihé
FETT,
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ATy T

ATy T2

ATvT3

FlexConfig K1) —I= & 357 /3 4 2BENH 2234 X ||

RIZ, FlexConfig RV v —%KEL, AT LHIoHODOTy RV —x 2 FOFEEZ R L ET,

FIE

RETAHCLIa~vw >y KR o—r U 2AE2ELET,

ASA TNA RTHEBET DRRTED H D55 1L. show running-config Z i L CHE/wa~< > R
D= U AERBHFLET, REIEL TS v ¥ —T oA A4, IPT RL A% EOHEAB % 4%
LET,

FLVEREDIG AL, TARDERETASA T3 AZHEEL T, a~vr K r—r U AREHEYT
HHI L EMERTHEeBEIOLET,

PRI, RO RE Y 7 EZSRLTLIES0,
* FlexConfig 7" U > —OHEEE SN HHE 2 ~—)

* FlexConfig 47 ¥ =27 h® CLI 2~ > K (3 2—)

[#72 x4 b (Objects) | >[F Ty FEE (Object Management) | Z3ER L, =7
Y 7 —7 L) 5 [FlexConfig] > [FlexConfig =72 £ - ~ (FlexConfig Object) | 3R L £,

FRIEFRFE #FlexConfig 47 V=7 MR LT, MB/ra~y REARTE D08 9 had
WiLEd, RT3y (%) 227V 7 LT, A7V=7 FONFERRLET, BFEOL

TV NRRER ATV 2 MIEWEAIE, BNCA 7Y/ hEae—LT, £0=
V—ERELET, TEFEHD FlexConfig 77 Y=/ b (158—=2) Z2BRL T &,

Fio, ATV FOERIZ L o T, FlexConfig 47 ¥ =7 FO#EdE, 2~ XX, BIO
FHIESHD = v T EERTE ET,

CE) T L2AT7 V=7 bERSTTEAIE, A7V 227 bOTO A% (Variables) 1V
APEZEHEELTAE-LTHRLET, SYSTHEDTRTRITOLSES (VA
T L) wRSTNTOESRAZRELET, ThbOEHIT, FHIT 7 4L M
DHTLTHT V=7 MERRNZ EDPRENTODHRIT, WEELITA— 13—
T4 ROERNDBEICRDATRERERH DT HFA N AT =7 b TT,

A O FlexConfig 47 ¥ = 7 N EAEKRT 2 HLENH DAL, BEREKERE L, B4~
:‘/“I 7 ]\ %{/EE‘Z L\ij—o

AT LZMENDH D CLICIE, R ORREE & HICHET HILERHDLIPT FLA, ¥ —
Tz A%, F—’EF, BIOZOMDONRT A= NEENTWIEERH D FT, b
T, RERENREENTWAEL T Vo7 MR TEARICRET 2 taBEiv LET, £/,
REDO—HTH DA, R ORE & & HIZET 5 FTREMED & D SCFHN O EEN MBI GE )
b FET,

EIHIE, RV —%2FD Y THET NA RANZERDERLENE ) DERFELET, X
1. 3 20DF A ZADOMEEZREL., ZNHDOT A AZFNEFNICHRESN-a~ L R TR
HA VA =T 2 A AL FEITIP T FLADIBENRMLENZRDBENHY £, HT A AD
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B Frexconfig KU L — 2 £ BF AL RBEDOHREIAX

ATvT4

ATv 75

ATvT6
ATy T17

ATvT8

ATv79

ATy 710
ATvIN

FT 2l NENAL A T BUERD DR, £7 V= bEMEkT 5 & X ich——
G4 REHDILT, FAL AL DF—N—F( NMEZEHLET,

EREOIFEIERIATBIOLBEIISUEEEA 7Y =7 FOREFETOWTEL, KO b
By 7 2SR TLIEEN,

* FlexConfig Z%t (7 ~—2)
* FlexConfig R U v — A7 V=7 NEF (12 X—2)
s FlexConfig & A7 A% (14 _X—7)
* FlexConfig 7% A N A7 V=7 FORE (34 3—2)
FRIEFRFE # FlexConfig 77 ¥ =7 MR T 25613, 2L L HEHINLDTFA N
TV MemELET,
FlexConfig 7% A h A7V =7 FORE (B4 ~—) ZZRLTIZIV,
(LERBA) FlexConfig 77 Y =7 FORE (29 2—) ,
HHIERBFALT TV =7 PBE L WGEICOR, 707 NEERTA2HLERH Y £
bﬂ‘o
FlexConfig AR U > —DFRE (36 X—)
FlexConfig N U > —D ¥ —57 v N T/ ZOFE (38 <—) |
AU —FAERT DL &I, TA AR —2FV B THZ L TEET, R —%7
LE2—F5121F, TORY —(Z1 2 EDOTANA ZARED B TEATHWEIHLENHY F
o
FlexConfig ") v —D 7 L Ea— (39—)
R =% 7L Ea—T 5Nl EELRGET DLERDHY £,
ERENTCa< Y FRENOLOTHLZ L, BLOTATORBENELIMHREN TS Z
LERMERLET,
A=a— N=T[EHN (Deploy) 1227V v L, K —IZHIVHATHENTNDT /A A%
HR LT, B (Deploy) | R¥ %27V v 7 LET,
JEBHSTE T T2 F THREL 77
JEBE S LA OMERE (40 X—2)
(W BE254A) FlexConfig i L 72X B AEEEDOHIER (42 X—) |

DK A TDORY > — LT8R | BIZT /A 2D FlexConfig 2 #1124 THERR L C & Bk
EIXHIBR SALEH A, FlexConfig TAR SN ZRE X HIFRT 511, 8RS FIRICHE O 24
ERbD E7,
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FlexConfig = 7 x4 FDHRTE .

FlexConfig & 7> x4 FDERTE

ZAT—h 54 |HEDTALUR | HH—FENET | HR—FShB | 7o€R

VR INA R A (Access)
L& (Any) ML Firepower Threat |{£-& (Any) Admin
Defense

Firepower Threat
Defense Virtual

FlexConfig 47 ¥ =7 A LT, /5 RCEHT 2R ELEFE L7, % FlexConfig
U > —I%. FlexConfig4 7Y =7 hDY A NTHRINDTZD, A7V =7 MIFEARIIT Apache
Velocity A7 U 7'k a<> K, ASAY 7 hu=T arv74Fal—vgr avwr R BIO
EECHEREINDa— K EY2—LTT,

B CTX 5 FAIEFRF A~ DFlexConfig 47V =7 bW OndH Y £7, ZbEHRET
HUMENRGLHAE, aE—TH B TEET, o, MADAT V=2 FEIZ LD BIE
K952 L TEET, FlexConfig A7 V=7 NONKFEOFFIL, H—OffiH/ra~ 2 KT
It ZEBIORAZ YT~ avy REEH LTI A, ZEIIREI IR N R 5 2
<2 REREETHEM CLI 2~ > FRESEICB L OE T,

%72, FlexConfig N U > —%EFKT H & ZIZ, FlexConfig RV > — A7V NEERTEE
jAO

1R BHHIIZ
WOREZBBL TSN,

* FlexConfig 47 ¥ = 7 MIT A RACEHEN D a2~y FITEfRENET, Zhboav
YRIE, e ar 7 4 Fab—va B RTTTIBTENTHET, Liedio
T enable =1~ > N & configure terminal ==~ > N % FlexConfig 77 V=7 h®O—f L LT
BHRNTLEE N,

« WERER DL A THFFEL, MBERFRY —FT7 V=V MafE L £ 7, FlexConfig 4
TV FNORERICEROA TV 27 FEERTDHZ LIXTEET A,

e AV KRWTFNRALZADO VPN F/RI1IT7 78X ary ha— LB ELFo-L S L TR
L EMRLET,

A E—T A ADav Ny MRIERDLIGEIT. ZEOa~vy Ny METHE
FlSNET, LiedoT, Btia~r FERTav U FEERL TS 0¥ —T = A A%
ELRWILEHELEST, A X —T 2 AERETHHLE LT, FHIEEFH
FlexConfig 47 ¥ = 7 ~® ISIS Interface Configuration 22 L T 72 &0,

FIE

AT w71 [Objects] > [Object Management] % 3% R L F 9,
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B rexcontig 705 romE

ATV T2 A7V =7 XA 7DV A K5 [FlexConfig] > [FlexConfig4= 7 < 4 k (FlexConfig Object) |
IR L ET,

RATYT3 WOWTNNEFITLET,

* [FlexConfig A7 = 7 F®iBMIl (Add FlexConfig Object) | %7 U v 27 LT, FHrLW AT
Y7 FERERLET,

cET A2y (&) BV v LT, BMFEOFT V=7 ML LET,
cFRTA A (%) B7Y v LT, FHIERFHAA T V=7 PORNBFEFRLET,

CEATERFE LA T Ve T SIE, ar— T 2y L) 22U vs LT, A
CRAEDH LA T D w2 kA Mk L ET,

ATvT4 ZEIE AL, a3 TEHITV=r FOBRHEASLET,
ATV TS ATV PARIKRERIC, RERRELZERT D00 a~vr Remars AN LET,

FT =l FORRIT, AR ASA Y 7 =T Davy R o—4 o A%EERT 25— 2
YT havwrs RRBIRary74F¥al—y gy avw RTT, FID T34 A TiL, ASA V/
TZhUxT avry REHLTHolEZRELET, A7V havr R 7 g
Xl —rgy avwy ROFEMIOWNWTIE, kESRLTLIEE N,

T UL —h AU (63—)

* FlexConfig A7 Y= 7 h® CLI 2~ > K (3 X—Y)

BEEEBN LT, 7024 DIOHBMINDEROT NA AT LICRRDHIEREEETE E
T, T ABEICAD LETA, A (nsert) | A==a—%FHLTC, RV —AT V=
7 NERITVAT AEBICEEMT SN TV D0, BEX—TCTHIEREZ BT 20N H Y
F9, BEOFEMIZ OV T, FlexConfig 4% (7 X—) 2L T EEN,

o VAT AEHERBAT B, A (nsert) 1> [V RATLEHDIEA (Insert System
Variable) |> [ZE#&] Z& IR L £T, 2O OEHDOFEMIZ OV T, FlexConfig > AT
AR (14 =) 2R LTIIZEN,

ARV —FT V7 NOEKEFAT S, #EA (Insert) |>[RU—FTPxH b+
MDfEA (Insert Policy Object) |>[A TPy b A4 T 2 RINL, @A77 b
AT ETIRLET, I, B4 T BEMTF oA o—F7 V=7 b &
FCARNCT 52 ENTEET) | BEICEEMT A7V =27 FEBIRL, (IR (Save) ]
7 Vw7 LET, INHLDOHA TOFEHIZOWVWTI, FlexConfigiRy v —A47 V=2 k
B (125—=) #2RLTLZE, FIHOFEMIZ DWW TIL, FlexConfig 47 ¥ = 7
FA~DORY =47 V=7 NEKDEN (32 —2) #ZRLTEZIN,

s M — DB EFHEAT 5I121%, [HEA (Insert) | > [MZEF— (Secret Key) | 23R L,
A LR EFRLET, FIEOEMIZOWTIL, EXF—0RE 33 2—) 22K
LTLEENY,
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FlexConfig = 7 x4 FDHRTE .

GE)  [#A (nsert) | A==a—ZHLT, LR —FT7 V=7 MEIITAT A
EREERT HMERDY £7, 727- L, TOEREHTHERHTLDIC, $E2ED
TANTAULERHY FT, it VAT LAEHCHLYTUIEV F4, VAT LE
BENDTHEHTE551E, A (Insert) | A=a—n5iBMLET, KIZ, B THE
BT 270 AN LET, 150 AT LDEHUICHRA (nsert) | A = = — & FEEIfH
AT 5L, AT DERN [Z5%% (Variables) |V A MMCHEEELEM &AL, FlexConfig
DEN TR D7D, BHEERGTE R RV ET, 7o ALE (KY v—F
TVl NRVAT MBS STV RY) DA, BEEATILET,
WEX—%2 BT 25681F,. FIZHEA (nsert) | A==a—2MHALET, WMEX—
DZEFNL 2% (Variables) | U A MZFERENEH A,

ATV T6 JEFHOBEEL LOX A T2 £,

* [JBH (Deployment) |: A7 Y =7 hMZa~> K& [1E (Once) |E7-iX[##E] (Everytime) ]
BT 52 L E2IEELET, WUIRA T g L EEIRT AME— D FiEIL, EBHOMELT
AT DHETT,

AN [HEE] (Bverytime) ]2 @R L E7, KIZ, FlexConfigR Y v —IZA TV =2 b&ET
oI LT, REXREBLET, BEIZHZ L25, FlexConfighs U 2 —IZFK Y . FlexConfig
R —=OT7 v Ea— (39—=2) OFMHES T, YV HTHATLONTANOT A
X®§£H/Eﬂ%7ol/b“1*‘b§5'§«o ###CLI generated from managed features ### D Z LD
P27 va s, A7V 27 PO I~ RO clear £7-1% negate =~ > RAzE £
TV, ###Flex-config Appended CLI #4#4# B 7 2 a VICHREAHRET A-ODa<w L K
MEENTHWDEE, [BE (Everytime) |3 HEIRA 7L g ThbH I ENb0 £7,

negate 1 ¥ RBRFIR SN TWRWEETYH, 73510 AREICD LEEZIMA T, HloR
PZSITLET, BENIEFICTE T LEL, BN 227 U7 Mg cE£d (R
SN RO (40~—2) ZZM]) . (A~ FRTTICRESNTHDIHETY)
Av Y PRI —REEITSNTVDDOEME TS5, [fEl (Everytime) D EEIC
LET,

VAT ANE TV 2 VNO ey RERIIZEDE L THLEIITL2WES, $7701%
EEOFERIZ, 2~ FICEADTZ T —RNHHBEICOH[11H (Once) JIZEF L £,
LAl ko Tid, REFAD A~ RORITEH A INBZNI ERH Y F3 0, FhiEdsl
SAE T,

EBmoe ko

s FlexConfig 7 2= 7 b3, Xy U= TV =27 MRACLAT V=7 MpED
VAT LEBMGEA TV 27 bEELTOHDSEAE, [ (Everytime) | & ER L %
To TOLRNE, ATV xT MIXT 2EHPEH IR AEEERH D 7,

e ATV NTATOBMENRED 7 V) T2 O%AIEL, [118] (Once) JZ2MHEHLET,
Z LT, ROEM%ZIZ FlexConfig NV v —nbH A7 V=7 MEHIRLET,
[ZA T (Type) 1: IROWTINERINL F9,

s[RI (Append) 1: (F 74/ L) A7 V=2 hda~> KX, Firepower
Management Center R U & — 7B AR S AVTCERE D Fct2 IChlE SAVE T, BRI RA
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B recofigr 705 baoRYL—FTO Y FEBOEM

ATy T17

ATvT8

TV MIRDERENTA TV 27 NERT R = AT V=7 NOERAEERT
DAL, [RISAN (Append) [Z2MEHTZ2MERNH Y £7, TOMDKRY > —[aF
AR SNIa~y RI3AT7 V=7 FTHRESNTWDL LD EEETLIHAIE. 20
FFva B R L Cavy FREFEXINRVWEIICTILERH D 7, ;ﬂbi
bR A T a3 TT,

o [ATZAEIN (Prepend) ]1: A7 Y =2 hd =z~ Ki&, Firepower Management Center 7~
Vo= BAERINTEREDRKINCEE SNET, B, REXZZ VT £33N
%~ RIZ [N (Prepend) | ZfHH L E9,

(FTvarv) A7V "RIKO EIZH 2 [FREE (Validate) | 7 A 2% 27U » 7 LT, A
707 NOREEEHARLET,

[RTFE (Save) 127 U w7 3T57-NC, A7 V7 FBPMGESNET, B4t T7 o7 M &
BFETHZLITTEERA,

[fR1F (Save) 122 U w7 LET,

RDEZRY

T I T4 TR —NA TV NESBTAEAIT. RELAFAREBELET, RELAH
DOEREZZML TIZSVY,

FlexConfig # 72 =9 bADRY) O—F TPy FEHDEN

&

ARX—hF Z4t |[EEDFAEVR | Y R—FENET | HHR—FENEF | 7O LR

VR N R ALY (Access)
f£& (Any) ML Firepower Threat |{£& (Any) Admin
Defense

Firepower Threat
Defense Virtual

FlexConfig ") v — A7 V=2 M, RV v —FT7 V=7 hOMO X A 7 L EREfT Hiviz
ERAFHATEET, FlexConfig 7 /A RZEFAT D L. 20 OEEIFRE ST bz 4
TV ROARIRA LT VIR TERESRET,

FlexConfig4A 7 ¥ =7 N THIOTRY o —FT7 V=7 NEEKZMED & X1, ROFNAIZHE- T
TSV, A7 V=7 FeBEZRTOILENELTDL, Gv—2%2G0TC) EHEANL
F9. BROMEMTEZHET 512013, BEOLHTTE @ ~—Y) 2ZRL TSN,

FIE

[#EA (Insert) |>[/RK)—FT x4y LDIEA (Insert Policy Object) |>/4 TPz hD A
14 7 (Object Type) ] 15, WU HATDOAT V=7 NEBIRL ET,
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I Firepower Threat Defense 0 FlexConfig 7K1) 2 —

nar—ont N

AT9 T2 BROARTI AL, EETHHAZAL LET,

ATvT3

ATy T4

£, FlexConfig A7 V=7 hOarTHFAMOHFT—EBRLDOTHIMNERHY 7, A
R=2AZEDLLILTEET A, BRICEEMIT LA TV =7 b ER—DOARTEZHHTE X
ﬁ—o

B L BT 24T V27 FERIRL, B (Add) 127V v 7 LTIhE EINEAAT
=7 & (Selected Object) ] U A MIBENL £,

BHEITIZ, 1 DDHDOFT =7 FeEEfIT 52 ENTEET,

GEx) TXARLET VY ML, BEIJSLTHIb 2 TERBINA TV FEERT
EFET, oL, 2o d 7027 hOELIZIET 740 MEZH Y ¥ A, 47
V7 NOBEFH T, MAOHEEEES 250, 72 LidFlexConfigh4 7'V =7 b &
BHTAET AL ADG—R—=F 4 RELTEHEZBZMERHVES, 2504 T V=
7 N & BEHE I FlexConfig DEFZFATL TH, Z< DEARERMOT 7 —{2-27 0
@ ij‘o

[fRTF (Save) 1227 U w7 LET,
ZHUL. FlexConfig 77 V=7 h2T7 4 XD TDOEHY A MIERENET,

AYX—b+ 4t |REDFAELIR | YR—rENET | YR—FENEF |7V EX

VR INA R r Ay (Access)
L& (Any) ML Firepower Threat |{£& (Any) Admin
Defense

Firepower Threat
Defense Virtual

WEX—L, RAU—RRED, NEE~Y AT HHE-UFHOEKTT, BEFWOILEZ
=, 2 HOEKICITY AT A L o TER AR LENThILE T,

FAEE % — 28U FlexConfig 47 ¥ = 7 FOEH I A MIERENEHE A,
FlexConfig 77 ¥ = 7 b TR — B8 A Fik. fA. BLOERT 2121E, ROFIEZ A6
LET, MoH A TELEITRRY | FEORE X —ZHAFHAT 2 0E R & 5 72N Insert

awy REEATEET, IOV, 2RO OEHITIHE EOT R A N LT V=7 b E
BEFRRICHEREL £7, B A% B X—) 2L TIEE,

GE)

WX —EHCERINTZT —F 1L, FlexConfig N ) v —DF L B2 —ERE, 2—F1bH
VA7 INET, 72, FlexConfig NV v —% 7 AR — T 5856, T XTOME X —E
OAEPHESNET, NI —% AV R— b 556, KRB —LBEFHTHREL T
TR EANNTLHMERHY £,
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Firepower Threat Defense O FlexConfig 7K') & — I
B rexconfig sz - 475 rowmE

FIE

AT Y1 FlexConfig NV v — A7 V=7 bERET DL, A (Insert) |> [#Z F— (Secret
Key) | Z&IRL £,
ATY T2 [WEX—OFA (Insert SecretKey) | XA TR IRy 7 AT, WOWTHNOFNEZETLE
—éqo
e LW —ZERT DI, [EX—0B (AddSecretKey) 127 VU v 7 L, IRDIE
WAEADLTCHEM (Add) 1227V v 7 LET,
o [FAEE % —4 (Secret Key Name) | : B O4EI, Z OL4RINIL,
FlexConfig 47 ¥ = 7 MIFRINET,

s [/XATU— K (Password) ], [/YA U — ROHEFE (ConfirmPassword) |: AJj & [RIFRFIZ,
TALY AT TR AT SNDHHEDLFHITY,

HilC @ BT BT

* FlexConfig "7 ¥ = 7 MIREX —EBEHFAT DI21T, BROTF = v IRy 7 AuF

IZLET,

« B —AROMEREST 21213, BEORET A= &) 27 ) v 7 LET, £¥z
Mz T, BN (Add) 1%227 Y 7 LET,
« B X —ARBEHIRT 210E BHOHIRT A2 () 227V v 7 LET,

ATY T3 [R1F (Save) 1227V v 7 LET,

FlexConfig T¥ XA A7 U FDEE
AX—b 54t (RHEDSFAELVR |V R—bZNET |V HR—rShDF | 7IEX
VR INA R ALY (Access)
f£& (Any) FAEAAD Firepower Threat |{£& (Any) Admin

Defense

Firepower Threat
Defense Virtual

R —FT7 V=7 NEKOXGE LTFlexConfig 47 Y= NCTXFARNAT V2V N
FERLET, ZHAMEHAL T, 7041 DCORBEMENDIHERCT A A2 L IR HIER
ZIRETEET, BEPIC, 7FA A7 V27 FEBIERIITFA N A7 V227 FOWN
Rz onE 7,

TXANAT V2l MIFBEHEROXTYINEGEENET, F—VU—FK, A X—T A A
&, FHIPT RLAREICTHZ EHA[RETT, WAL, FlexConfig A7 U 7 N NOIEH D
ERIEC L > TR £,
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I Firepower Threat Defense 0 FlexConfig 7K1) 2 —

ATy T
ATy T2

ATvT3

ATvT4
ATy TH

ATvT6

ATy 717

FlexConfig T¥ R #7219 FDHRE .

TXAN AT V=l FEARREIIRET DRI, RELRNEZRELET, ZhiidA T
Va2 FORBEHTENGENET, ThERODLZET, 1 DOXFINAT V=7 M EITHE
BOXFINAT P =27 FOWTNENERLT 2 EIRETDDIRILHLE S, RO MYy 7 2%
BLTIZEw,

* FlexConfig 2% (7 ~—2)

« BEOMNFETE (8 =)
FE

[Objects] > [Object Management] % 3841 L £ 9°,

TVl N HZ AT DY AR [FlexConfig] > [TXA R A T4 b (Text Object) | % i3
RLUET,

RONWTIINEFETLET,

[ THXFANAFT V7 FOENM (Add TextObject) 1227V v 7 LT, HrLWWAT V=7 K
IR L E T,

MRET Ay () 27V v LT, BMEOF TVl MafRELET, FRIEREHR
FlexConfig#4 7 ¥ = 7 N&fEHT 25 AICMEL R D, FHIERFAT XA NI TV
Mg CTEET,

BHIZ AN L, A F v arTHT V=7 FOBHAEZANLET,

HLWAT V27 FORHR) Fuy T Xy VA IDLERIA TEBRIRLET,

s [Hi— (Single) 1: A7 V=7 MIHE—OT X2 NUFHNEEOLLENH HGE,

« [#%% Multiple) |1: A7V x2 MITHFAMLTINDOI A NEEDHLENDDHHE,
FTV 7 NORGFHBRITERS A TEEETEEE A,
TR H A 7[5 (Multiple) [O%A1X, ETFRAIZHEHA LTI U b (Count) [ ZFHEL
iﬁqo
BEEFRTDLE, A7V bOITRRBEMENTZY ., HlRShizo LET,

FT7V = MTNEZBMLET,

EREEZEZODT XA N Ry 7 A% Vv LTHEEZEANIT DN, TRARNA TV
53 % FlexConfig A7 V= 7 R &EID YT HNDET A RZH LTT AL AD X 53
ETEET, MHITHI> L TEETN, ZOHA, X—AFT7 V=7 MTHELIZEIL, 15
ELTET ANA A EFEEDFIELBRWIGEICT 740 Ma & L THREL £,
FAERBEHA T V=7 NORERIIL, TAADLEXEZFEHT L 288D LET,
ZHE, BIO FlexConfig R Y v —TA T V= MaiHTL20ERD HMthO2—VHIZ, T
THN DD X HICT DD TY, FT7T567 e —Fid, MHEOBEFICE U TR £
o
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. FlexConfig K1) > —D%E

ATvT8

Firepower Threat Defense O FlexConfig 7K') & — I

Evb —EOFEAERFESAT V=2 ML, BENFED B2 2T 2 BEOESLE

TY, A7V =7 FOTRSNDMEERET 27212, HPT F A b &2 EEE 5
F9, FIETIE, baseEZ2AEETH5ROVICEEZZFEHTHILERH D Z L BEE
SNDYEDHY £7, enablelnspectProtocolList DFE X, A > A7 2 3 /1T Snort
A AR va v b OEHNERNT m harE A TEEE A,

TNAZAD LEEZEZHMT 25813, ROFIRZFETLET,

a)
b)

e)

[A—"—F 4 RZ&FFA] (Allow Overrides) ] Z 3R L £7,

[A—/3—=F 4 F (Overrides) ] Z/E L (WELREE) | BN (Add) 1227V vy 7 LE
ﬁ‘o

FHEENT AL AT TIEHL2GHIT. LEEORET A 227 ) v 7 LTERLE
R

[(FT7 V=7 FOF—3—F 1 ROEBI (AddObjectOverride) | XA T Ol Ry 7 AD[H—
7y h (Targets) | % 7 C, [HEERTHT /N AL, B (Add) 1227V 2L
T [BIRE 72T /31 A (Selected Devices) 1V A MZBEIL £,

[A—/"—F A K (Overrides) |7 %7 Vv 7 L, REILELTC[I Yk (Count) | %
TEL, BH 74—V KEZ V7 LT, T ADfEE AT LET,

GEM (Add) 127V w7 LET,

[fR7F (Save) |27 U w7 LET,

RDBERY

T IT AT R =B AT V=2 bR ET L5613, RELEZRALEY, BELR
DEMZZRLTIIZSVY,

FlexConfig 7R 1) > — DR E

AYX—b+ 4t |RHEDFAELIR | YR—FENET | HR—FENE R | 7O LR

VR INA R AL (Access)
{£E (Any) AP Firepower Threat |{£& (Any) Admin
Defense

Firepower Threat
Defense Virtual

FlexConfig /8 U 2 —IZi%, FlexConfig &7~ =7 h® 2 ODIEFD U A FIREFNTWET,
IDFEBICIEMENTZY A b, b O 12 RREICEMNEhZY A T, JelICBIN/REIC
EBMOFIZOWTIL, FlexConfig 7Y =7 FORRE (29 ~—) ZZHL TN,

FlexConfig AN U > —1%, HE DT NA RAZHI VYK THZ ENTELIARY o —TF,
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I Firepower Threat Defense 0 FlexConfig 7K1) 2 —
FlexConfig K1) & — DR E .

FIE

AT 71 [Devices] > [FlexConfig] % &R L £,
ATYT2 RONTNANEFATLET,
s [FrLWARY T — (NewPolicy) 147 U » 27 LT, # L\ FlexConfig " U > —Z{ER L £
T, AAiEANTLH T a7 ERERINET, LEIZLU T, EHFTRERT A A
(Available Devices) | U A N CTT A ZA&FIR L, [AR Y —IZiBM (Addto Policy) | %
7V w7 LTCT R AZED Y TET, [(R7F (Save) 1227V v 7 LET,

HRET Ay @) Vv LT, BEORY —ZHFELET, LT & RE
T— TV w7 L TERETEET,

cav—rqay H) 227097 LT MUABROHLOKY S—2 ERLET, 4
EANNTHTm T IRERENET, T AFD Y TEa B —IRFF SN ET A,
cHIBRT A 2 %27 ) w7 LT, AEZRo TR Y v—ZHIBR L £,
ATw T3 AU —ITWE FlexConfig 47 ¥ = 7 k% [f#i [ A BE72 FlexConfig (Available FlexConfig) ]
VARDPBEIRL, 1 &7 Uy 7 LTAHRY —IZBEMLET,

A7V =7 N FlexConfig4 7 ¥ =7 N THRE LIZEZ A 71220 C, LGB S T
U2 MEIFREBISEME Y A MZHEEICEINESNE T,

BIRULI-AT V27 FEHIRT2ICE, A7 V27 FORRICHLHIRT A2 () 2270 v
7 LET,

ATFYTE BRLI-AT V2 FTEI, ATV 27 bORICHHFERT A3 (b)) 22V w7 LT,

FT7V =2 NCHERSN TV AEHERELET,

SYS TIAE D VAT LR ZIRE, BEICEEMITONTWEIAT V=7 RRETRNI &%

ERTHLERDH Y £3, ZHELIFRICME2VAD vy X, ZOFT7 V=7 bR LE

T, RUT—%EHTIHANC, CNODFT V=7 FERETHILENRH Y £7,

GE) FTV 2l NOF—N"—=F A FEEHTLH5EG. ZNUOOEIZZOE 2 —IZ KRS
FHA, LIEEBoT, ZOT 740 MiE, T Lb A7 MBALEEfE TR
ENTWARNZ EZEWRTIDITTIELY /A, REEZTLE2—T D&, BN
FIEDT A 2% L TIE LSRR SN DD E ) 033 R E4LE T, FlexConfig AW YU
V=T L Ea— (393—) L TIZEN,

ATY TS5 [fRTF (Save) |27 U w27 LET,

RDBRY

IR —DH = N TR RAERELET, FlexConfig KU > —D X —4 > kT34
ADFEE 38 X—) EZMLTIIEIN,
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. FlexConfig K1) > —nD 4

Firepower Threat Defense O FlexConfig 7K') & — I

—By kTN RORE

REAFLZRALET, RELEORMAEZSRL TIZEN,

FlexConfig R >—D A2 —45 v b T/INA ADEETE

\}

ARX—hk Z4t |[EKDFAEVR|YR—bENET | HHR—FENEF| 7O ER

VR N R ALY (Access)
& (Any) BN AAD Firepower Threat |{£& (Any) Admin
Defense

Firepower Threat
Defense Virtual

FlexConfig N U > —%Ek+ 2 & &2, RY v—%2@HT LT A AEBRTEET, 20O
%, WOBPZE- T, RY —IZHTHT A ZADED Y TEERETEET,

GE)

ATy T
ATy T2
ATvT3

ATvT4
ATy TH

WE, T ANORY —DOFD B TEMERT D & KIEIORBRIC, > AT SZBEMT
DI EZ HBEICHIBR L E T, 7272 L. FlexConfig4 7 ¥ =2 MNIWAZ~vA A& Nic=
~V RERERETL72ODORA 7 )T N ThbHled, HIZT /31 A6 FlexConfig R Y & —DH| D
BTEMFRLTH, FlexConfig &7 V=7 MIXo THESNTZa~ Yy FIFHIBRSILEE A,
FlexConfig |2 X > TER I NIz a~ 2y RET A A0 GHIBRT 2 2 L BABEROSLA I

FlexConfig Z ] L 7R EH AEREDHIER (42 ~—) 2L T E SV,

FIE

[T/34 X (Devices) | > [FlexConfig] %8R L C, FlexConfig R U v — %k L £7°,
[V —DFIY 2T (Policy Assignments) | %227 U v 7 LET,
[#—7%"> b 754 A (Targeted Devices) | # 7 C, #—%7 v b VA MEERRLET,

SBAN 2 1 DL ED [EHAREZR T /N4 A (Available Devices) ] #3BIR L T, [K U T —ITB
S (Addto Policy) 1 %7 V v 27 350, [EIRL7=T /314 A (Selected Devices) ] DU A
IR TR Kay 7 LET, AU —iE, T34 A, @alHESXT, B0 7
AR ERERT DT A AZEID Y THZENTEET,

cHIBR : 1 2DT A ZADBIZH DHIRT A 2> (O) 22V v 7350, HEOT A A
ZBRIRLT, A7V v 7 LTHoE EIREE OHIER (Delete Selection) | Z 3R L 97,

[OK] %27 Vw7 L TEIRNEZRFLET,
[fR1F (Save) 1% 7 U v 7 LT, FlexConfig RV > —%RGFLET,

RDBERY
cRELRZRIALEYT, RELFORMEZZML TS,
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I Firepower Threat Defense 0 FlexConfig 7K1) 2 —

FlexConfig K1) S—n T LE 21— [

FlexConfig /R') >—D T L E 21—

ATy T
ATv T2

ATvT3
ATy T4

ZAT—h 54 |HEDTALUR | HH—FENET | HR—FShB | 7o€R

VR INA R A (Access)
L& (Any) ML Firepower Threat |{£-& (Any) Admin
Defense

Firepower Threat
Defense Virtual

FlexConfig "V v —% 7 L =2 — LT, FlexConfig 47 =7 F, EDLHIZCLIa~w KN
WCEMEN DD EMER LET, 'L E2—ITiE, FlexConfig4 7Y =7 NCHEHINDL AT Y
T IRBIOEENL, BIRLET A RS CTERSND vy RvRENET, BT T
N ZADFREICESNTIRR SN D T2, JBI SN DNEZPIEICHECE £7,

T a—%HT % &, FlexConfig 47 Y =7 s OEHERIZRRIEN o0 £4, #FSHh
HDRERN TV Ea—IlRSNDHET, A7V x7 MEEELET,

REIX, TAAAZ LI NI LV E2—FT 20BN H Y £9, U, BENT A AGRE
IZHEASNWT S F S E IR IND ATREMEN B 5 72D T,

FIE

[T/34 X (Devices) | > [FlexConfig] %8R L C, FlexConfig R U v — %k L £,
REEDEE N D561, [IRfF (Save) 15227V v o7 LET,
T a2, HEICRF LT AA—Ya v OR Y —IZE £ 5 FlexConfig4 7 ¥ =7 D

FEROBDNTRINET, HLBEMLEA T V27 O L a—%5ERT A0, R v—
PRETAHLELRS Y £,

[REDT L Ea— (Preview Config) 127V v 7 LE7,

[T /34 ADFEIRN (Select Device) | K v F XL U R RNLTANA AR LET,

VAT AE, TAAADPDOEREFEFHSOR Y —E B LT, KEIOT A A~ORERH
BFCAR T 2 CLL 2~ F2RELET, HOZEBRLTHODL Cul+ C 242 LT, ZOH
N7 )y THR—-Rlat—Tsxd, ZOMNE FEMROTOIDIZT A N7 7 A VI
B0tz e TEET,

T a2—IlE, ROBZ v a UREERLTVET,

* Flex-config |2 & W AICAIANE 415 CLI (Flex-config Prepended CLI) : FlexConfig (2 &> T
B END 3~ RTHY, REDHNIAIMENET,

o« EWERXF G OBEEE B AR S 172 CLI (CLI generated from managed features) : Firepower
Management Center CiX & SR U 2 —ITE CTERESND a2~ RTY, a~vr R,
T ZANDERBEDIERH RRIAGOFHAR Y > —FFEH SR Y —I2x LTAER
SNET, Ihboa<wr N, IV ETHEAORY > —2FET 5o DITM I d~T
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Firepower Threat Defense O FlexConfig 7K') & — I
B =ocnewronz

Da<wy RERLTWEIDITTIELY A, Z0®Z v a WOz~ Rid, FlexConfig
FT7V 2l NIPBAERSNTE DO TIEH Y FHA,

* Flex-config |2 & W & 1Zf i1 & 415 CLI (Flex-config Appended CLI) : FlexConfig {Z & » T
EfIh2a~vr RThh, REDRIZMAIMENET,

ATv TS5 [HL% (Close) | RZ %227V v /7 LT, YvtEa—XAT7u7%HlUET,

BB S NI 18R DHERR

A=+ 4t |RHEDFAELIR | YR—rENET | YR—FENBH |7 EX

VR INA R A (Access)
& (Any) ML Firepower Threat |{£& (Any) Admin
Defense

Firepower Threat
Defense Virtual

T /3 AIZFlexConfig R Y & — & B L 72, BRI L72Z L. BLOZ O #RF L
BOOLOTHLZI LaMBLET, £, T ALV ICHEEEL TWD Z & 2R
LEd,

FIE

ATy T BBV L2 2 & 2R T 2121%, ROFIEEZFATLET,
Q) A=a— N—DVATLAAT—HATAarur Vv 7 LET, ZOTA 2%, EH
(Deploy) ] & [ AT & (System) | DRIZH B, LHIDRNT A 222 TY,

TA AL, RONTINNT, T —BHLEREEMIK T ENHY £T,
O EET T TN AT ARV EERLET,
1O EOBEEE LI TNV AT ACHD I EERLET,
1O EDZT = LEBEOBOEENR AT MIHDH L ERLET,
b) [EBH (Deployment) ] %7 T, B L7z Z &L 2R L ET,
o) EMIZREHL, FRICRE LT EB OB A £ T B, [JBEED R (Show History) % 7

Vw7 LET,
dy EMOINZHDY a7 DY ARNTERYa 728N LET,

VaZldH LWIEIZFE RS, VA NO—FLCKRFTOY a TRFRINET,

e) HMDOINZHDT NAAD[RZ A2 U & (Transcript) [FITH 7 m—R 7 A a3y
Vw7 LET,
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I Firepower Threat Defense 0 FlexConfig 7K1) 2 —

Esnrgnowz ||

B NZ 22707 MIE, T RZEBFINEa~vy RBLOT A AnbHIRE T
ICENEENET, TNHOIREIL, BIMA -V T — Ay E—VOHERHY F
9, KREXL7ZJBBA TlE, FlexConfig N"HiEE LIza~vy FaEh, =7 —%R_T A vE—
VERELET, INHO=T—F, av U RERELL D & LTV FlexConfig 47 ¥ =
I NDRAZ VT NEAEET DDITENDGERH Y £,

GH EEHGHREICEEIND 3~ FE | FlexConfig NV v —nbAERK IS 2~
YREDOHMDRNTZ A7 YT MTUTBEWNTIH Y FE A,

T2 & ZIE, WO —4r 2 AE, GmER4 S outside O GigabitEthernet0/0 Z 5% ET 5 2~ N
% Firepower Management Center (FMC) 23%{E L7 2 & 2R L TWET, T30 A%, H
BICEX 2T LV R OICRE LI EZINELE L, FIDREXF=2U T4 L
NNV EFEHTHZ EIEIH Y FHA, FlexConfig IZEIHE L7z A vE—T01%, T A7 YT
RO [CLI#A (CLIApply) 1 EZ v avicdhv £7,

FMC >> interface GigabitEthernet0/0
FMC >> nameif outside
FTDv 192.168.0.152 >> [info] : INFO: Security level for "outside" set to 0 by default.

ATy T2 BESNIEERICKLERa~ RREENTWD I L 2R LET,

AU T ADEEIP T R L AD SSH Bt A ML T2 2 & TITH Z LN TEET,
show running-config =~ > FAfEH L T, REEZRRLET,

F 721%. Firepower Management Center N C CLI >V — /L &2l L £ 77,

ATvT3

a)

[ AT L (System) |>[~NJLR (Health) |>[E=%4 (Monitor) | Zi&RL, 7 /31 2D
iz r V7 LET,

AT =B AT =TND[HY >k (Count) 1FITHI/MLLRHZZ U v 7 LTT /AR
ERARTHIENPVLENIRDGERHY 7,

[FEMi72 N7 7 vy =—F 4 7 (Advanced Troubleshooting) 1 %27 V v 7 LE 7,

[Z @5t CLI (Threat Defense CLI) | ¥ 7 %27 U w7 LET,

a< 2 R& LT [show] #ER L, /X7 A—4% & LT [running-config] & AJ)LE T,
[534T7 (Bxecute) |27 U 27 LET,

FATHORERR R T A b ARy 7 ANZFRRINET, MRAESIRL, Cul F—Z# L7 kiE
TCHF—%MHLT, BTOMTZXDLIECTFARN 77 A NIRRT D ERTEE
D

TNAADRHFFEBVITHREL TWD Z L 2B LET,

PEREICBIE T2 show 2~ o R LT, FRMIfEMR & FGHE AR LE T, 22X, B
MoT7Tv han 4 AT v a rEGMC L84, show service-policy =~ > R4 %
L. TSRS N E T, TS EMR o~ RIIEREICIRIE L, BREDRE 1% %
HIHLEITHEH LI ASARRAT A FBEEOa~s sy F ) 77 LU AZE#BENTWET,
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B rexconfi £ L REEagLEOBIR

MEHEHRERRITHa~v 2 FTH (B vy ML 8 E) DEFEIN TRV ERREN
A, BRITENTH THEMRRRWZ ERHY £, FT 74 v 70, HEHERICFETR
ENDIETOTNA A&l L TWD I ERDs TWAEAF, MklcKamLTns 0%
MR LET, &2, T 70 w7, BENEHSNDHICNAT 720137 7 A2 Lb—L
Lo TRy PERRBEREINDLGERNDHY £7,

SSH & » 3 =1 % 721 Firepower Management Center CLI 7 —/L72 5 show =~ & RZ i T
£7.

722U, T A0 ERSH S show 2~ K% FTD CLI N CHEEAEH T Z2WgEaiE., T34
A~DOSSHEH A ML L Ca~y REFHTILERHY 7, CLINL, ROa~vy Ki—
o AR AT LT, ZWr CLLIN THiME EXEC E— FICHID X £4, 220D, Zhbond
A—hF 72 show 2~ RE AN TEET,

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> enable

Password: <press enter, do not enter a password>

firepower#

FlexConfig Z {58 L =% € FHHEBED EIR

AT—F St |HEDSA VR | HHK—FENET | HHK—FEhBR|TH+12

VR N R ALY (Access)
f£& (Any) e L Firepower Threat |{£& (Any) Admin
Defense

Firepower Threat
Defense Virtual

FlexConfig Z il L Ca% & L7z —HEORE 2~ > ROHIRNLELREEIT. TORELTFHT
HIBRT D20 E R H Y £3, 7351 A5 FlexConfig iR U 3 —DFEI D B TEMRELTH, 7T
DOFENHIBREINNZ ENH Y 7,

FERCREEHIRT AI12IE, B LW FlexConfig 4 7Y =27 MEIERK L T, #Ea~r N&EHE
FEoFENE L ET,

1R BRI

FTV 2V MR TAERESNTZRED —EITT R TEFETHIRT 2MERH L0 E D

MEERT DIE, WOFIEEZFATLET,

1. FlexConfig RV > —D 7 L Ea— (39 X—) OFBIZHEV, RED T L E 2 —%2
9, FlexConfig 47 ¥ =7 NNOTXTDa~vy REHIFRT 5729 O clear 721X negate

< R ###CLI generated from managed features ### 7 2 a VIZEGENTWBES
I%. FlexConfig RV v = HLHMICA 7T V=7 FEHIBRL, #EFE L CHERTE 7,
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ATvT1

ATy T2

ATv73
ATy T4

ATy T5

ATvT6

FlexConfig % L - #a st |

2. FlexConfig NV =647 V=2 FEHIBRL, ZEEZRFL T, &) —EREL T
Eo— Liﬁ“o ###CLI generated from managed features /A ‘/Llifi%\%iﬁ clear
Foldnegate 2~ RRFENTORWEAIE, ROFIAEFETL T, FETRELHIBR
TOMENDY £,

FIE

[ b (Objects) |>[A T4 FEE (Object Management) | %% L T, FlexConfig
FTV 2 NEERTHZ LT, REaI~YY FEHEELITMVIELET,
FEREICHERRIF DRREZ T X TCHIBR CTE D clear 2~ RBH AL, TDa~r REHEHAL
FT, 72 2R, FRIERE SN TV B Eigrp Unconfigure AllA 7Y =7 MZiE, WIRT LD
\Z, TXTO EIGRP DR Ea~ > REHIFRT 5 1 >Oa~ 2 RREENTWET,

clear configure router eigrp

Z DOHEREIZ clear 2~ o RRMFIE LR WEEIEL, HIBRT 2K a2~ RO no B AT 5 435
NHV FI, 728 21E, FRIEFE STV 5D Sysopt_basic negate 47 ¥ =7 bk, FATEFE S
FUTUVD Sysopt basic 47 V=7 hTCRELIZa~ Y REHIBRLET,

no sysopt traffic detailed-statistics

no sysopt connection timewait

. BXEZHIBRT 5 FlexConfig 7 ¥ = 7 M &RNENS -, 1 BIOARERINS AT
V7 hELTHELET,

[T/34 X (Devices) | > [FlexConfig] Z % L T, #Hr L\ FlexConfig 78 U ¥ —ZA{ERKT 5 7>,
BEAFORY v — %L ET,

E v R&ERET 5 FlexConfig s U o — %2 /FT 25813, 2~ FORYE LEHAOH
LWRY =% B LT, EORY —IZT A ZAZED Y TET, ZD% T, #H LV FlexConfig
F TVl NeRY U—IZBMLET,

FTRTCDT A AN 5B FlexConfig R EA TV = 7 F&HIFRT 58E81%. BEFED FlexConfig
RV =0 biEgST5a~vy REHIRLT, Zhb0avwy REFREZRVETA T V=7 K
TEIMWMIET,

[fR1F (Save) 1% 2 U v 27 L. FlexConfig RV > —%R7GFLET,

[XEDT LB 2— (PreviewConfig) 1227V v 7 LT, HEBIUCEWVIEL 2~ RRELIIC
ERENTWDZ 2R LET,

A=a— =@ & (Deploy) 1227 Vw2 L, 73 ZA%EIR L T [JBH (Deploy) ] H~%
vEIZVY I LET,

JRBADGE T T2 E CREELE T,

Sy RBHIR SN T & AR L £,
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Firepower Threat Defense O FlexConfig 7K') & — I

FNRAADFETaA L T4 X2l —aryaFRLT, a2 RBRHIBREN TS Z L 2R L
F9, FEMICOWTIL. B ENT-MROMR (40 <—) BB LTLIEEN,

FlexConfig ANV & —DfREHIZ, [RY > —DFID 2T (Policy Assignments) %7 U > 27 LT,
FNA ZAEHIBRLET, LEIDSU T, RY =5 FlexConfig4 7Y =7 F&HIBRL 9,
FlexConfig N U v — T HICARERHEa~2 REHIBRT 2D TH D=0, HIBROZETRIZT
INA ANZEND B TR ) o — 2RI 0ETIH Y $HA,

7272 L. FlexConfig NV > —IZT A ZATHRETDUEDH LA TV a Vo Bk-> TWLHGE
X, ZORV =05V LA 7V =7 FEHIBRLET, 2RO ARETT,

FlexConfig O & &

HaE

N—o3 v
(Version)

BLL

FlexConfig,

6.2

FlexConfig #%HE Ci%. Firepower Management Center % {# J L C
ASACLI 7> 7 L — b _X— 2 DHEHE % Firepower Threat Defense
T ANRATE LT, WL T 5 L. Firepower
Threat Defense CTHLZERE A T X 22 v iie b B E /2 ASA BERED—i
BT LN TEET, ZOMEET, AU —RNTHE#
THT7TT L —ReAT Vs FELTHEE LS TOET,
T 74N DT 7 L— F L Cisco TAC TARUZH A —FSh
TWET,

FOHRE N : [T/31 X (Devices) | > [FlexConfig], 7=, [4# 7
x4 b (Objects) |>[AT VU FEE (Object
Management) | @ [ ® [FlexConfig] > [FlexConfig4 7> = 4 k

(FlexConfig Objects) | 35 & OF [FlexConfig] > [TRX A TP
2 & (Text Object) ].

PR— b ENTWDT T v b7 4—24 @ Firepower Threat Defense
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FlexConfig O /& & .

N—23ay

HERE (Version) &5 EA

FlexConfig ™ %t 6.2(1) BUFIC K DREZMEINES T, WNAY— R, VAT ARl E 7
6.2(2) L2 —HYEFRKD FlexConfig 47> = 7 F DI F—7p KO

THEHITT T, M —EBEEH L T A7 T O8ERDHY
%9, Firepower Management Center & Z4L 5D U U — R |ZHHT
9% & Flexconfig &7 ¥ = 7 NNOT T O WA FLE
F—DOEHIEAEmE N ET,

E 52, OB LU FlexConfig7T > 7 L— hNBIMENET,

* Default DNS_Configure 7> 7' L — hTiL, T 74/ hD
DNS /' NV—7 %M & £d, ZIT—2 A4 —T=
A A& LCLARITE RS D a~ 2 REITHERED & A b
L fRRT DI S ET,

* TCP M EAEHHRE LUV A A LTI FRET 7 L— b
TiE, SYN 77 v K DoS W) HRi#ET 5 L 5 I8
BN/ 2 A 57 2 b CLI % ET& £,

cEBEBRHEOERESLUIUTT 7 L— KT, TCPRAT
ZAFNT Ko TEZ SN KB OB B EHE R 2 % & T
xE7,

cIPV6 JL—R N A —D®RET 7L — FTlX, SFEIF
B A T ORFED Ny X — @I E T e v s
THEIICIPVe AEE~ Y ¥ —ZRETEET (RH A
T2 EANANDOFR IR Y)

*DHCPV6 L 74 v REFET 7L — hTIL, IPv6 7
L7 4w 7 AFRAEICH LT 1 ODHNEA v X —T = A A
(VI U T ARET TAT b)) &1 OONEA
H—Tx A A (FHEENT-T VT 4 v 7 ZADZEE) w3
ELET,

PFR—FEINTWBTZ v b7 4+ —2A : Firepower Threat Defense
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. FlexConfig 0 &
N—o3y
HeE (Version) SR BA

FAT: S 4172 FlexConfig 7'V = 7 6.3

I\O

FlexConfig Z £ L CERE L7=LARTD U U — 2 D—EOHEEE
73, Firepower Management Center CEEE R — hIiLd L 51
70 FE LT, ZOFlexConfig4 7 ¥ =7 ML TWDH5E
FHIBRL, LA T V=7 bEEHT LK) ICREL AR
HRENSH Y ET, WKIZ, IEHELED FlexConfig 47 V=7 b
FOTFA N AT V=7 FERLET,

* defaultDNSNameServerList 33 & O defaultDNSParameters 7~
XA N ATV bEET Default DNS_Configure, 7
Ty RN T d—LBRERY —T, T—H A H—T=A
AP DNS ZRE LTS 7ZEW,

* TCP_Embryonic_Conn_Limit, tcp conn misc and
tep_conn limit 7% A b A7V =7 b, T OEREIL.
Firepower Threat Defense h— "2 7R U 2 — Ta&iE L £ 7,
RY —F, T ZZE B THENTNDT 7 Al
AU —D [FEMFETE (Advanced) 14 7 CTHER TE £97,

* TCP_Embryonic_Conn_Timeout, tcp conn misc 3 LT
tcp_conn_timeout 7 ¥ A b A7 Y= 7 b, Firepower Threat
Defense ' —ERX R Y I —TCTINOLOHEEERE LET,

PFR—FEINTWBT T~ b7+ —2A : Firepower Threat Defense

. Firepower Threat Defense @ FlexConfig 7R') > —



	Firepower Threat Defense の FlexConfig ポリシー
	FlexConfig ポリシーの概要
	FlexConfig ポリシーの推奨される使用法
	FlexConfig オブジェクトの CLI コマンド
	ASA ソフトウェアのバージョンおよび現在の CLI 設定の特定
	禁止された CLI コマンド

	テンプレート スクリプト
	FlexConfig 変数
	変数の処理方法
	単一値変数
	同じタイプの複数の値を持つ変数
	タイプが異なる複数の値を持つ変数
	値のテーブルに解決される、複数の値を持つ変数

	変数がデバイスに関して返す内容を表示する方法
	FlexConfig ポリシー オブジェクト変数
	FlexConfig システム変数

	定義済みの FlexConfig オブジェクト
	定義済みのテキスト オブジェクト

	FlexConfig の注意事項と制約事項
	FlexConfig ポリシーによるデバイス設定のカスタマイズ
	FlexConfig オブジェクトの設定
	FlexConfig オブジェクトへのポリシーオブジェクト変数の追加
	秘密キーの設定

	FlexConfig テキスト オブジェクトの設定
	FlexConfig ポリシーの設定
	FlexConfig ポリシーのターゲット デバイスの設定
	FlexConfig ポリシーのプレビュー
	展開された構成の確認
	FlexConfig を使用した設定済み機能の削除

	FlexConfig の履歴


