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eV —7FE () THELVANZUFUIE, a A MERREINET,

JA K= FYDOBREIZHONWT, ROBICEBFELTLLEEN,

«URL £721EDNS U X MZ LV BRI LA D KA A URNTFEET D54, VAT AEFN L
DIRNWL LD RAAL B —FE LET, 72& 21E,. DNS U R M example.com ZBINT
}:) cE N “/Z?A@i www.example.com clf test.example.com @ﬁﬁ%—ﬁk Liﬁ‘o

¢« VAT AIIDNS £/21ZURL Y A R = P UIZKHLTDNS Ly 27 v 7% (747 —R
N T T UNR=ZA )y 7T v FEHIT) [TVEEA, &R, URL U X MZ
http://192.168.0.2 ZiIBINIL., T 7 7 » 734U http: //www. exanple. com Tdh o
T LET, ZOHE, VAT Ald nttp://192.168.0.2 DEH—F L L,
http://www.example.com (L—E & 720 £/ A,

sURLVU A MIEKENRAT v = (/) 85 TKIPDDURL 2B LZHEA.
—HTBDIFREEBII—EHT S URL OB L7 7,

o U IZ

«URL £721EDNS U A MIKRBIZAT v ¥ ails D WURL # BN LI2GE, 20T K
YERUT VT 4w 7 A%FFOURLIEZ—EE 720 £9, 72& 21X, URL U X MZ
www.example.com %JEJJHT%) k N ‘\/7\7‘.&li www.example.com k www.example.com/example

DT —HELET,

FLWWvEXa)Ta 42T 1) X )R D Firepower Management Center ~MD 7 -
Jo—F

AX— bk 41 | REDFA VR | YR—rENBT | R—LSNDEF | 7UER

R N R A (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Access
Admin/Network
Admin

X2V T4 ATV V2 A VR NEERTLHITIE, V=R T7ANVEERLT, HrLn
aY—%7 v 7u— RTHUNENHY T, Webf v H—T =2 ZAZMEHLTT7 7 A VONE
EERETHZLIITEETA, V=R T FANNDT 78 ZENRWEEIT. VAT L0DH
P—& X —RLET,

FIE

AT w71 [Objects] > [Object Management] & 32K L &£ 3,
AT T2 [BXx=2UT 4 A7 U= A (Security Intelligence) | /— KZJEB L., VA DX A T %
IR ET,

arATesr Iz~ I}



BRAwTeELEF ISz~ |
B cs2v5c15700z02 uz r0ES

ATvT3 LROFIETER LY A ML T AT vara 7y 7 LET,

[y hT—=I DV AKNET 4 — RKDiBI (AddNetwork Listsand Feeds) ] (IP 7 KL A )
*[DNS JR k& 74— F®D3EM (Add DNS Lists and Feeds) |
*[URL YA r& 74— F®DEN (Add URL Lists and Feeds) |

ATy T4 Zuiz AN LET,

~ VT F‘)‘/l"/)ﬁf‘aﬁf‘i FTVxl MMk RAA VBN T—EBIZTORLERDY £3, &
AT ME, BUED AL U TEERTERNA TV =7 NOARTE DA ERIET HZ LN T
%i‘g—«ﬁ

ATFYTS [ZA4T (Type) | Fuv7F o JUA NS, [UABR (List) ] Z#IRLET,
ATvT6 [BE Browse) |27 Vv 7 LTCUARND .txt 77 A IVEMBEREL, [T v 7 r—FK
(Upload) 1227V v Z7 LET,

AT TT [#RT7F (Save) |27 U 27 LET,

RDZRY

T IT AT R =B AT V=2 heBRT L5613, RELEZRALEYS, RELR
DOEAEZZRL T ZSVY,

X)) T4 ATV VR )R MDEH

AX—h 41 | REDSFA VR | YR—rENBT | R—LSNDF | 7IERX

VR N R AL (Access)

5 (Any) 5 (Any) {17 (Any) £ (Any) Admin/Access
Admin/Network
Admin

SNVTF RAL CDOREFATIE, BUED FAA TR SN AT V=7 FRFRSNET, T0D
ATV MIRETEET, B AL P TERENAT V=2 PBFRENETN, 1F
EANEDHE ZNERETE EEA, FRIALSN VDDA TV =7 FaRRBIORET D
i, ZORAL ACH D BRX £,

FIE

AT w71 [Objects] > [Object Management] & 52K L £ 3,

AT T2 [BXx=2UT 4 A7 U= A (Security Intelligence) | /— KZJEB L., VA MDX A T %
HEIRLET,

ATYT3 BHTLIANORMIHLMET A2 (&) 27V v 7 LET,

ROVICFTFRTA 2 () BERRSNDEE, REFLERAAS IR/ LTEY, BEZL
BRI H D EH A,

| EEEEDE e R A
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| BREEaLA ISy k

vuom—nt7vzs+ ]

ATvT8 WETHIA MO C—RRERGES [V 72— K (Download) 1227 Vv 27 L, 77 UH
DT T MIESTIARETIFARN 774 0E LTIRIFLET,

ATFY TS MBS LTY A MEEFLET,

ATFYT6 [EXxa2VT 4 AT VY= A (Security Intelligence) | Ry 77 w7 74 RUT, [
(Browse) |27 Vv 7 LT, BREEINTLZVANERRL, [Ty 7 ue—F (Upload) %7 U v
7 LET,

ATy FT -7 (Save) 1227V w7 LET,

RDEZRY

T I T AT RN A T2 NEBRT 5T,
DOEREZZRL T ESVY,

REE T 2 R L £,

~ ~ ASRNENS
OO FR—=IL ATV
ST R—=IVF T2 FEE, T R—IVNDOTRTD RAA L LDIV—T 4 TARAT
KL A, = NICRE SR IP 7 KL AW EFT 535 DNS — %&£ L
9, DNSRY > — L—LNDOY L I R—NL FTVx7 FEaBRBLT, —HTH5F7 74w
D JR—Z ) ALY bTHZENTEET, 707 MIE, IPAT LR L
IPv6 7 RLADOEFEEID Y THMLENDY £9°,
UK=L AT FOER
AX—hk T4t |HEDSAEUR|YR—FENET | HHR—bENBF | 7HEX
VR IN R ALY (Access)
ik (it F5 ( Any) £ ( Any) Admin/Access
Admin/Network
Admin
Flig

AT 71 [Objects] > [Object Management] % 32K L £ 3,
ATV T2 A7V 8 ZATDOY R KD [ 7R —/L (Sinkhole) ] Z&IRL £,
RTFY T3 [/ hR—LDiEM (AddSinkhole) %27 U v 7 LET,

ATy T4 Zuiz AN LET,

VIVF RAAL VBT, #7720 MaE RAAL VEBEBNT—RBICTHIVLERHY £, v
A2TMI. BEDO RAAL U TIIERTERNWAST V=7 NOLRTE DS EIFET A ENT

TET,

arATesr Iz~ I}
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BHATRAT IS b |
B o-ruxr

ATYTE 7 R—/L®D[IPv4 7 KL A (IPv4 Address) ] & [IPv6 7 K LA (IPv6 Address) ] # A1 L
\iﬁqo

RAT9T6 ROBPRIENRH Y £,
IR RAND N T T 4 I HEVEA VLT N DAL [ A ~DHE
> 7 (Log Connections to Sinkhole) ] Z3#R L £,
CHEFRRIP T RLRIZ N T 74 w7 BV HZA LT NTDEEIE, [V 7 R—I~D8Ht
7 vy LTrZ (Block and Log Connections to Sinkhole) ] &R L 97,

ATy TT1 BADER (1oC) DX A T 7 Rm—ZE0 S THIZIE, [#A47 (Type) | Ka v 7 x
TUMBEWNTINDZ A FEER L9,
ATY T8 [R1F (Save) 127V w7 LET,

TJ74IL1JRX bk

X b =27 AMP AL TEBY, AMP 7 70 KRBT 7 A LOMWE - THE LT
UalEx, 2077407 740 ) A NMIEMLT, %I LIKRHTEET, 2077141
1L, SHA-256 "y v affizfliH L THREINET, 77 A4/ U R ML, —ED SHA-256
B HRK 10000 fHE CTEHEDLZ LN TEET,

T7AN VA MII2EHOFRCERFHAD T ) BHY 77,
20— )X+

TDYARNITFANEBEBINTAE, AT ALITAMP 757 RR 7 U — REEE2EY
WCTBA LRI 7 AV ERNET,

HRELEHY R -

CDOVARNITrsANEEBNTSEE, VAT ALIZAMP 7 70 KRR~V Y =7 OME % E|
DUCIGA LRI 7 A VERNET,

“AF RAL VBT, & RAL I V=2 U A R EHAZ DY 2 FBHIELET,
FRLAAD AL T, DY 2 NERFRTEETH, BETX A,

INHEDVARNIEENTND 7 7 A NVIFETT vy XU TEELZIRET 2720, VAT A
TINoDT7 7 A VOMWEIZOWTAMP 7 77 RIZELER A, 77 A /L0 SHAfEZ G5
THIE, [VvU =T 777 Ky 7T 7 (Malware Cloud Lookup) ] 77 > a v & [w/V
77 7uwvZ (BlockMalware) ]| 77> arDELLN, BLO—HTH77A40 XA
FHEALT, 774 KR) —HNONL—VERETIVLERH Y 7,

FE V-V UVRMITAT 2T EEHHENTLEEY, 7V —r URARMIE-T, AMPZ T U
REBXOAAZ 2BHY 2 SOW TR A—"—F 4 FEnET,

| EEEEDE e R A



| BREAaLA IO b

Jraruztov—27740 |

TJ7A4ILYJVAMDYY—RXR T7A)L

SHA-256 fED U A k L@z G~ XUV A (CSV) Y —RA T 7 A N&T v 7 r— R
HZEIZE o T, #E D SHA-256 6% 7 7 A /v U A MZIEAITE £9, Firepower Management
Center |3 DINEZIRGE L, H#N78 SHA-256 % 7 7 A /L U A MZANET,

VAT ANMEI, T ANVAIEET csv DM T XA N Ty AN THLILERNH Y £,
RHE LIRS Fie s (1) THEDIXLERAHY 34, A FE LTRSS, Ty
oD— RENFEHA, HFTo MV, 190D SHA256 [EOBICHAN G EN DL LERH Y | 1r
FIAXcRiLF BT FE CTRDODDZMERH Y £F, VAT A= NUANO Z DS OERE T
NRTEELET,

ROFITEBE LTI ES N,

e 77 ANV ARIDNEY—RX 77 A NVEHIRT D &, THUCEEMITOENTVAETRTO
SHA-256 "y a2t 77 A/ U R RDOLEIRENET,

o =R Ty ANDT v T — RIZHE L7ZFER, 10000 18 % 8 % 5 &5 0> SHA-256 E 3
T7AN IV ARANMIEENDIHER. HEROT7 7 ANVET 7 AN VANMIT v r— T
HIEITTEEREA,

« VAT ML, T v u— RIFIZ256 LTFEB2 DA Z BRI 256 LFETUIDHETET,
A~ 2G5 581E. T A7 —7XF (\) Z2ERATHILERSH D £3, FARN
SENTVRNES., RDVICY—R 77 A NEABMMERSNET,

« HE LRNTXTO SHA256 fEN D7 7 AL VA MZBMEnEd, ¥ TCIc7 7 A

U 2 MIAEET 5D SHA256 B A Bde Y — A 77 AN ET v 7a—RLTEEE, LT v
7' — RENTAEIZ L > TEEFD SHA-256 fANER S D Z Lidd D 8 A, SHA-256
EICEET XYy T TF LT 7 AN, T7AN AN b, FllF~Aro =T A X2 b
BT HE X, fHlx D SHA256 E) D EBA LTINS LNET,

o VAT ATV — A T 7 A NVHAOE T SHA-256 fE% T v 7 a— K LERA,

Ty Fu— RENTEHD Y —2 77 A4 VNIZFE U SHA-256 fHICEHT 5 U BREF
No%GE, VAT LI LI LWEERFEHR L £,

c1ODY—A 77 A NLHICHE T SHA256 fEO T N BEHEENAES. VAT AT
BEDOLDOEMEHRL £,

e F T2 PR =TV YHNTY—R T ANV EHERET A LI TEEYA, £FEL
T2, AN —A T 7 A NEBEBEERL, VAT AEOaE—%2HIR L%, £BF
BHR)—A T 7ANET v 7 a— RTHINLERHD FI,

o J— A Ty ANMZEEMSITONT= > MY E R, B0 SHA-256 fEOTT, 77 A

WAL =R T 7 A NEHIRTZE, 7740 U A NMIEEND SHA-256 =2 k
UDOEEIE. V—RAX T A NVNOEN T U TR LET,

arATesr Iz~ I}



BHATELA IO b |

B o vz 510 sHa-2s Eoiem

274U 1) X kRID SHA-256 {E DB

ATy I
ATy T2
ATvT3

RTv74

ATy T5
ATv7T6

ATy T17
ATv78

AX—h 54t | RHEDSAELVR|BR—bEZNET | R—+rSNBF |7V EX

VR N R AL (Access)

<)L= 2V =T Firepower f£& (Any) Admin/Network
Admin/Access
Admin

77 A NVDSHA256fE%EFE LT, a7 7 AV U A MOBITE £9, EHHET D SHA-256
EIXBMCTE 4 A,

VNVF RAA VDR TIE, BED RAL CTERSINT-AT V27 PREREINET, 2D
FTV el MIRETEET, B NAA U TERESNEA T V27 PO EREINETHN, 1T
LAEDEEZNIRETEETA, FRREALNICHEIFT TV 27 FEFRTBIUOWRET S
IZiE, ZORAAL AT B2 4,

48 HHIIZ

AR Ea—nb T 7 ANERIFIINT 2T AN A7)y 7L, 2T FAD
A=a—T[7/TFAMDFER (ShowFull Text) | ZEIR L, 7 7 A /LD SHA-256 {4
Hrar—L, 774U R MIAEVAITET,

FIE

[Objects] > [Object Management] % S8R L & 97,

FT I N EALTDYARNNL[Z77 A0 AL (FileList) | Z##IRLET,

Ty ANOBMGH LD 7V —r URANETIIAZ LRI Y A N OBORET A 2
&) 27 Vv 7 LET,

ROVIZERT A 2> (%) BERFENDIGE, REFTBEFANITBLTEY, A7V =
7 N EETLHERDPD D A,

GEASE (Addby) | Ky X U A Rovh [SHAMED AJ] (Enter SHA Value) | Z %I L
£75
[HA (Description) ] 7 4 —/V RIZY—A 77 A VOFHEZ AT LET,

[SHA-256] 7 4 —/V RIZ7 7 A VRIKDEZEZ AT L, F7FE0 T ET, VAT A TIHED
oW —BuI A — F SR EEA,

GEAN (Add) 1227V v 7 LET,
[fRTF (Save) 1227 U w7 LET,

| EEEEDE e R A



| BREEaLA ISy k
T7AIN YR ADBELZDT7AILOT Yy FTO—FK .

RDBERY

T IT AT R =N EAT V=7 FEZRT L5613 RELEZREMALET,
DEMZZRLTIZSV,

CE) REODLEEREEINTEZDL. VAT AIZFDODIVRARDT 7 A U2 T AMP 7 T 77 RIZRW

b2y 7,

T774IL VA MANDERDOD 774 ILDOT7y T7A—F

ATy I
ATy T2
ATFvT3

ATvT4
ATv TS5

ATvT6
ATy 71

AYX—h T4t HEDSAEUR|YR—FENDET | R—FSNEK | 7OER

~ A AR A (Access)

=T Ny =T £E (Any) & (Any) Admin/Access
Admin/Network
Admin

T7AN VANMIEMNTE7 7 A NVDat—ndb o556, HTHIZ T 7 A V% Firepower
Management Center |Z7 v 70— R CEE T, Y AT LI 7 7 A /LD SHA256 AR L, 77
ANz ) A MTBMMLUET, SHA-256 Z3tH T 5L & VAT AET7 740 H A X&HIRL
FHA,

~NVF RAALCORERTIE, BIED RAAL CTIER SN T Vo7 ERFRENET, 2D
FT7 V27 MIRETEET, A RAAS TER SN T V27 PEFRRENETH, 1Z
EANEDHE I NEIRETEETA, THREASNVICHDIAF T V=7 FeFRrRBLUOWRET S
WX, ZORAAL NIV BEX ET,

FIE

[Objects] > [Object Management] % 34 L % 7,

FT 2 N BEATDY ARG [Z7 A0 U AL (FileList) | &R LET,

T ANDOBIMGHTE 72D 7 )= VA RNEIIIAZ LMY A N ORBORRET A =2
() 27V v 7 LET,

ROVIZFITRT A7 () BERENDGE.
7 N RESDHRPD Y £ A,

RETHM RAA IR/ LTEY, A7V =

BN (Addby) | Ry & U X Kb, [SHADOFH (Calculate SHA) A& L £,
F 7 a T, [ (Description) 1 74—V RIZ7 7 A VO EZ AN LET, SiHEZ AN
LaWGa, 7y 7 u— RRHCT 7 A V40 e L TER S E T,

(2R (Browse) |27 Vv 7 L, 7v7ua—RT577 A VERRNLET,

[SHA OFHE LiBHN (Calculate and Add SHA) %2727 U v 27 LET,

arATesr Iz~ I}
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B ruzr~ov—

ATvT8

\}

ﬁﬂﬁﬂ%ﬁ#79:9h|
A I77A4NLDTyTA—FK

[fR1F (Save) 1272 Vw7 LET,

RDEZRY

T ITAT R =NAT V=7 BRI LEEIT, RELELRIALET, RELHE
DOEREZZRL T ESVY,

G¥)

REODLERELZBATILE, ZOBRIATAMIFOIVAIND T 7A)LE AMP 7 57 T/l
L7 2 E9,

TJ77A4IL YR RADY—R T7A4ILDFTyTA—K

ATy T
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

AYX—b+ 54t |[RKDFA LR | B HR—bENET |V R—FrESNEF | 7€X

VR INA R ALY (Access)

<~V =T N7 {LE (Any) {-& (Any) Admin/Access
Admin/Network
Admin

VIF RAL OREBTIE, BED RAL U TIERSNTZAT7T V=7 PREREINET, 20D
ATV MIRETEET, BHFAAL TEREINZAT V27 PEEREINETH, 1F
EAEDHEZNIIRETEETA, TREASVIZHDEAFT V27 FeRRBIOWET S
WX, ZDORAAL NIV BEZ £,

FIE

[Objects] > [Object Management] % S8R L & 97,

[Z77A4/0 VALK (FileList) 1227V v 27 L%7,

V=R Ty ANIPEDOEDBMEL 7257 7 AN VA NORICHLWET A2 (&) &7
Uy Z7 LET,

ROVICRRTA 2y () BRRINDGE, RETHMHFAS B LTEY, A7V =
7 NEBETHMERRH Y EH A

CEAAE (Addby) | Fey 7 Z o UART[SHA ® U A (Listof SHAs) | IR L
R

A7 a ¢, [#BH (Description) | 7 4 —/L RIZY—RA 77 A VOfiAE AT LET, #HH
EANNLIWGE, VAT A7 7 ANVAEEHALET,

[ZH Browse) |7 Vv 7 LTY—RXA 77 ANESRL T, [VAMDT vy T u—KE&
1BA0 (Uploadand Add List) (%7 U v 27 LE9,

| EEEEDE e R A
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| BREEaLA ISy k

ATy FT -7 (Save) 1227V w7 LET,

Y

RDEZRY

T I T AT RN A TV 2V NEBRT HGAT. BRE

DERZZRLTIIZEV,

T 74 )L )R 0 SHA-256 {EDHRE .

EAEH Z AL £,

GE)

Z274IL 1) R

ATy T
ATy T2
ATvT3

RYV—FRBEALEL, VAT AIFDOYARDT 7 A /UIZHONWTAMP 7 7 7 RIZIWED

Tl EF,

k@D SHA-256 {ED#mEE

AX—b 54t |REDFAEVR | YHR—bENET | HHR—FENEF|T7IER

VA INA R Ay (Access)

<~V =T N7 {LE (Any) {LE (Any) Admin/Access
Admin/Network
Admin

77 AN U A MO LD SHA- 26 EEFREEZITHIRT 22N TEET, A7 V=27 b =
F—=TUXYWNTY =R T 7 A )V EHPERETE RN L

BN —A T 7 A NVEEBEEEL, VAT A LEOav—2HIRL 7%,

ANET v T u— T LH0ENHD £7,

~IVF RAAL DT

EAEDGZE IR
Wi, €D RAAL U

FIE

IR ET,

[Objects] > [Object Management] % 341 L £ 9°,

[Z77 A/ VAL (FileList) 1227V v27 LET,
T ANDERNG L7257 ) —2 VA RNETIIH AL LR Y A NOROMRET A =
) 27V v LET,

ROVIZFETRTA 2 (5) BERRSNDEBE,
HEFESTDMERD DY A,

7 b

ATy T4 ROBEZFETTEES,

IHEE LTSN, BEEIT I,
BEFEHLY—A T 7

X, BUED AL TR SN A TV =7 EBRFRRENET, 2D
F7V=7 MIMETEET, L FAA CTERSNTZAT V=7 FBFRENE T,
ERETE LA, FREAS VICHLAT V=7 FeFRRBLIOWET D

[Es

RETHH R AL B LTEREY, A7V

arATesr Iz~ I}
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BHATELA IO b |

B - ruzrriov—xzs710089 00—k

ATy T5
ATvT6

« BHS 5 SHA256EORRIZH DfET A 2 @) 227U v L, LEIZL L T[SHA-256]
F 721X [P (Description) ] DEZZE L £ 9,

* HIBR 9% SHA-256 IEORIZ H HHIBRT A =2 (D) 227V v 7 LET,

[fR1E (Save) 1227 Vw27 L, VAMDTZ7AL= M) EFHFLET,
[fR1F (Save) 1227 Vw7 LT, 774V VA MERELET,

RDZARY

CTIF AT R BAT Vs MEBT AT, RELELEMLET, REAT
DEMEBBLT &L,

GE)

REDEENRERBEINTZE, VAT AIEIZFDY A RDT 7 A /WIZDOWT AMP 7 7 7 RIZHW
Eb¥Rlnn £,

T774ILYRAMMSDY—RX T7A4ILDA I A—FK

ATy I
ATy T2
ATFvT3

ATv74

AX— bk 54 € [REDSA VR |YR—rENET | HHR—rZhB K| 791X

VR N R AL (Access)

)T SOV & (Any) & (Any) Admin/Access
Admin/Network
Admin

<V IF RAAL ORTIE, BEDO RAAL U TIERSNTZA T V=7 REREINET, 20
FT7 V27 MIRETEET, A RAA TER SN T V27 PEFRRENETH, 1Z
EANEDHE I NTRETEETA, TREASNICHDIAF T V=7 FeFRrRBLUOWRET S
WX, ZORAAL NIV X ET,

FIE

[Objects] > [Object Management] % 3R L % 7,

FT 2 N BEATDY A NG [Z7 A0 U AL (FileList) | Z&#RLET,

V=R T7ANDE T a— NG LR57 ) —2r A NEIITAX LRHY A NORED
mET A2 (@) 27Uy 7 LET,

ROVIZRRT A 2> (8) BRRESNDGE, REFIEFASNTBLTBY, A7V =
7 N KESDHERPD Y £ A,

Foma—RFLY =X T7ANDRIZHLERT Ay (%) 227V v 7 LET,

| EEEEDE e R A


fpmc-config-guide-v63_chapter18.pdf#nameddest=unique_28
fpmc-config-guide-v63_chapter18.pdf#nameddest=unique_28

| BREEaLA ISy k
gsx—tuzt ||

ATwF5 [SHA U A FdF 7 a— R (Download SHA List) |27 Vw27 L, 7ar7 Mo TY—
ATy ANERTELET,
ATy 76 [HLD (Close) 127V vZ7 LET,

FEALA—F R b

AL — K UANIEBOWEBEAL— IO RDFT V=l N TT, ERELREHAAL— b
OfEIE, SSLEIXTLSK Sty aroxrITm— MUEDNAKEAAL — 2R LT
F7, AL — P BIUOEAAL—F URXAMESSLAV—/ATHERATHE, 7747 b

P —RNBEEAAL — FEf#ioTSSLEy v a v rayom—h L7anE ) DI TR 51k
Ko7 4w 7 BHIEITEE T, SSLL—LICKEAAL — R U X NEEBMTAE, UARADN
TNUDPDOREFZFAAL — P CRrITVT— I SSLEYy Vg rB—l—8HLET,

)

G¥)

WebA >4 =7 = A ZATEMZAA— T URBERUCBIT TR AA — b E2fHTE 925,
Wi A — b ziBN, ZH, HIERT 52 L3 TE EEA,

EEAA— bk JR FDER

AYX—hr 54t (HEDSAEUR|YR—FENDET | R—FSNDK|7OER
~ R AR A (Access)
£ (Any) £E (Any) J_T (NGIPSv [{EE (Any) Admin/Access
ZBr<) Admin/Network
Admin

FIE

AT w71 [Objects] > [Object Management] % 33K L F 9,

RTVT2 ATV b ZATDYARNNE [B5AAL— K U AL (Cipher Suite List) ] Z8R L 7,

AT9 73 [B5AAL— OB (Add Cipher Suites) ] %27 UV v 27 LET,

ATY T4 LRiEANTILET,
VI F RALVIEBATIE, A7 V=27 MMaE RAALVBENTRBICTO2XNERHY £7, v
AT ME, BAED RAAL VTR R TERWVWAT V=27 NOLARTE OBEERETHZENT
TET,

AT w75 [HHFTREZRHE 5 (Available Ciphers) ] U A hipb,

ATv76 B (Add) 1227V v7 LET,

1 DU LD A A — b 2R L £,

arATesr Iz~ I}



B sreroo-or

BHATELA IO b |

AT T 72 a T, [BIRENT-HS (Selected Ciphers) ]V A + T, HIRT D055 A A — F DREIC
HLAIRT A2y (d) 270y LET,
ATy T8 [fR1F (Save) 127V w7 LET,

RDBERY

T IT AT R =N A TV =7 NeBRT 51T,

DEAZZIRLTIZEVY,

HBAgA T bk

REER 2R LEd, AR

ZNTNORHNL ATV =2 ME, AREEEAFOY 7V =27 MERITFETLICY A FShik
s AR LEST, SSLA—AT#aA 7Yz N ZV—"%i1+5L, 7= |
FLFFEATLL LTHRA 2 G0 — A E 2> T 4T PP —"RSSLE v g
YEFALT—FLENE I PITHESE BEL T T 4 v 2T £

Ly B (CN) 25052 N TEET, lon=) 2L THE4
ZEMT DL, VAT AIAT V=7 NeRAFTDENT Ten=) ZBMLET,

S bz, WORITRTRELZGOBIAZ BT 52 L b TE T, BIEID o~ TRE-T

A4 AT = 7 BT,

EHLET,

= 3:#AB0REME

B (Attribute) s ER (EFREEEAE

C [El=— K (Country Code) 2 ODHF

CN Common Name K 64 SLFDORET, Ny T
AT yva () o "N T
() B (M) . TRH
URZ7 (¥) | AR—ZALF

0 Organization B K 64 LFDOYHT, Ny 7
AT wva () o M7V
() . 5lHFE (M) . TAH
URZ (%) | A=A

ou Ak BeK 64 CFOIEHT, Ny
AT vva () . "7
() . BIARE (M) TRH
JRAT (¥) | ANR—=AIT

TANKA—=FRELTIDUEDTRZ Y R (*) Z@MEICERETE £9, Tl mrETIi,
RAAL BTN IO DT ALY A7 Z#EERTEET, VAV N I—NEIEDOTA

| EEEEDE e R A
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| BREEaLA ISy k
e AN |

NATOHRESNETR, VANV FI—RFE2HLTEED T V2 ERTEE T, Flico
WTIE, UTFORZZRLTIIZEN,

R4HBREEDTAIL FH— LD

Bt (Attribute) B AN

CN="*ample.com” example.com mail.example.com
example.text.com

ampleexam.com

CN="exam*.com” example.com mail.example.com
example.text.com

ampleexam.com

CN="*xamp*.com” example.com mail.example.com
example.text.com

ampleexam.com

il

CN="*.example.com’ mail.example.com example.com
example.text.com

ampleexam.com

CN="* com”

example.com

ampleexam.com

mail.example.com

example.text.com

CN="** com”

mail.example.com

example.text.com

example.com

ampleexam.com

HMAEA T FDERK

AX—h 41 [ REDSA VR | YR—rENBT | HR—LZNDF | 7UERX
- A AR A (Access)
fEEL (Any) L (Any) F_T (NGIPSv |[{E:#& (Any) Admin/Access
<) Admin/Network
Admin

FIE

AT w71 [Objects] > [Object Management] % %R L F 9,

AT T2 [#A4 (Distinguished Name) |/ — RZEBH L, [fE5I4~7 =2 & (Individual Objects) | %
WINLFET,

arATesr Iz~ I}



B orxioozsr

ATvT3
RTv74

ATy TH

ATvT6

PKI 2

N

BHATELA IO b |

[#%514 BN (Add Distinguished Name) %272 U v 27 LE7,
ARIEANTILET,

NVF RAAL VBT, 7727 "B R AL VBEENT—RBICTAMNENHY £, &
AT BE, BEDO AL U TIIFRRTERWET TV =7 FOLRITE DA EHETDHZ ENT
xFET,

[DN] 7 4 —/V RIZ, @il £72i3db@m4 oEx AN LET, ROBRERH Y £77,

o HRRNAL T BN AEEIE. LA TV 27 b (66 X—2) ITRENTWAEMEE L
Y TCRY->TEDDLZ ENTEET,
@4 2B 28 81%., BEOT_VLETAL VR —RE2EZDLZENTEET,

[fR1F (Save) 1272 Vw7 LET,

RDEZRY

cTIF 4T R AT Ve BT RO, REAELER L ST, REAT
PEMEBBLT S,

o bk

SSL7 Uy —2avmPKIAToH b

PKIA T V=7 MM, BAZYR— T H72DICHERABREIERE, BLXOXTI22 o=/
BRERLET, WHCAT 7V =27 FEBLOMEHETEZSCAL 7 V=7 M, @&GER (CA)
SRR SNE T, £ WEHCAF T V=2 MOIE, SEHE L XTIChR - - SRS 5
ENFET, WEGEHES 7V =7 FBXOINTREEAS 7V =7 ME, —/GEE TR S
NWET, o, WEGEHEA 7 V=7 MIE, GEAEE XTI MER S ENE T,

BHETX /AT V=7 b ENFEEAEA T = 7 b & L T ISE/ISE-PIC ~D#fi &
RETHEE. ISENISE-PIC T AT T 454 VY—AEL L THEATEET,

WEGEFHEA 7 V=27 P2 L TR Y 7T 4 T R—Z NV ERETDHDHE. VAT LExF Y7
T AT HR—B )N TINAZANRZ—FD Web 77 U WFICHHRT DB, TXAADTAT T 4
T4 EREETE ET,

%ﬁf%émﬁEﬁ7/lﬁb%ﬁ%Lfva% NET HEE . LDAP £7-13 AD — 3~
DX TR ERETEET,

SSL/L—/VCPKIA T V=7 NefAT 256, UTOLOEMEH LTSS hT7 7 4>
JERETHILENTEET,

SNHFEEA T Y = 7 NNORERE

EHEHTEXACALT TV FOCAILEL > TELSNEAE, F-IHMEETX 5 CA
F = — L NTEL INT-FERE

| EEEEDE e R A


fpmc-config-guide-v63_chapter18.pdf#nameddest=unique_28
fpmc-config-guide-v63_chapter18.pdf#nameddest=unique_28

| BREAaLA IO b

maziERt Iz~

SSL/V—/VTPKIAT V=7 FaMHT 56, UTFTOLOEEFTTEET,

RGN T T AT WECAAT Ve s Mo T — SR ATEAT S Z LIk o
THELET

cZERNT T4y NEREHEA 7 V=7 MCh LMo E#RZMEN L TES LET

FEAE L X —DFERETEICTANIL, ZOFEREEL 77 ANVET v 7 ue—RRLET, HEIZ
LoTIE, HLVW CAGFHESCHME X —2 LR T2 ENTEET,

F T2l b Fx =V ¥ TPKIAT V27 FDOY A NERRTDHE, VAT LTIEAEOY
TV ML EA T2 MEE LTERLET, IEHEORERRY TV Nilki4 %
FoRT DI, EOLIZRA 2 Z2BE L T 72X, GEHEICBET 2MOFEME R RT DI
X, PKIA 7V =7 FafRELET,

GE)

Firepower Management Center 3 X OVE BRI R T /N A A 1X, W CA A7 ¥ =7 |~ & NHGEH
FT7V = MURFESNDT X TOMEF—% ., RIFANZT X DMTERSNIZF — %> T
Wb LET, "ATV—RREISNTWOIREX—EZ T v 7 e —RT5L, 77747 A%
A—PRUIDNRAT — Faflio THEF—ZEHE L, FUo X AERShF—2flioTER
EHESLLTHrOLREFELET,

SAZEDBEHROPKNA TSy b

RERAZEORERA 7 Y = 7 ML, GEEEA R (CSR) #ER L=V, HBES N CA D
TAT VT 4T AEHELZRSG L7203 5 72002 FEER (CA) P — NEROB GRS
TA—EREENTVWET, INOLDT 7T AT 41%, WEX— AV T7TANT VT ¥
(PKI) THAELET,

REEORERA 7V = 7 ML, AEERDEROBZEN TV DIEERH Y £7, PKI, T
HVEEAE B X ONEHEBOBRGEOZEMIZOW T, PKIA V7T A NT 7 F v &5 VX IVEE
HEZSHLTIEEND,

NERREE/A T2V b

WESNIEZZNEFNONERRGER (CA) A7V =7 M, Mk CHIE S5 CA D CAABR#:
GEAEARLET, oA TV MEL ATV ML CAGEHE, BLORTIZh 72
BN G720 £, SSLAL—/LTHREECA AT V=2 b N—T%MHT 5L, N CA
WL T —FEABICHEALT D LICLY, BETLIHEIL NI 74 v 7 2EETEE
7

arATesr Iz~ I}
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BHATELA IO b |

B craszcams—oromk—+

\}

G¥)

[1H 5 - FFE4 (Decrypt - Resign) ] SSL /L—/L T CA A7V =7 hABBTHHEE, LV—
AR by aic—%T 5L, SSLAY Ry = 7 DOFx Ty m— FIFEHELEET
EXRNENWHIBEEND—FOT T UFICRRINAZENHY £3, ZhEBEET I, 7
HCTELN—NEHEDIZ FA T VERITRAAL Y U A MINHCAL T V=7 MEHESL
BLET,

WOTETHNEECA T V=7 hEERTEET,
« RSA N— A F 721 3FE M HhRN— A DBEFD CA REE L X —% A VAR— 75
« HT LW RSA X—2 D HCES CAFERFH LB —24EMT 5
* RSA R—ZDRFA D CAFEHF L WEX—ZENT 2N CAFT TV =7 FEMT 2

BIZ, FERAEIZEA T D1 OICGERAESZSAER (CSR) 250D CAIZKETILERH Y
i—a—o

BN EEAEEZGDNHMCAST 7V =7 NeER L% T, CAREE L EHE X v o r—
RTEALE 72 ET, VAT AR, Frvru— RENEAEEME S — 2 2 —FR{ito
INAT— RCHE B L LET,

VAT ATERINTEAETH, 2—FICk o TERENTEHETH, NEHCAF TV =2 b
DLENIEETEETN, oA 727 N 7a XT38 E T A,

EHFORNE CA AT V=7 MIHBTEERA, 51T, SSLARY > —THEHINLNE
CAF TVl "NafREaEdTre, BETAT 7R ay ha— L RY o—RNEEhLET, £BF
EFRMEERICE,. 778RA 2y he— A R — 52 BHERBETAVLERH Y 7,

CARIBAZ L ME X —D 1M VR— b

X509 V3 CAGEELRIEX—2 A VAR — b THZ LICL-T, NECAA TV =7 NERE
TEXZET, P R—PFENBEXKONTNODOER Ty a— RENEZT7 7 A VET v 7Fa— KT
=F7,

« kB BL AT (DER)

o T ARV —FE{LE S A —/ (PEM)

MEX— T 7 A NVBNRAT— NMEES N TWDEAIE, HE AT — Raefgicx £4, G
ELX—NPEMEA T a— FENTWAEAIE, FRE2a— LTI T
xFET,

WY eREEE X —DEHREFA TS, HAIZRTIZR>TWAE T 7 ANDRET v
O— RCT&EFET, VAT AIA T V27 FEREFETARINCAT #REEL 9,

| EEEEDE e R A



| BREEaLA ISy k

\}

o R |

G¥)

=V 1875 - B4 (Decrypt-Resign) | 727 v a VERET HE, TDO/L—/LTIL,
SN TND =LA T, ZRENLWE CATEHFEDOR 5L T LTV X LD S A 7T
HEAONWT KNI 74 v 7 PRESNET, =& I,
NIEFRIE ST 74 v 7 21T DI,

NV ET,

iR X—2 07 /13 XA THE(LE
KM HiAR-X—AD CAFEHELZ T v /e — R 50 E

CAEIBAE L WEX—D 1 ViR— b

ATy
ATvT2
ATv7T3
ATvT4

ATy TH

ATvT6

ATvT1

ATvT8

A=
X IE

AX— b 41 | REDFA VR | YR—rENBT | HR—LSNDF | 7IERX
- A AR A (Access)
fEEL (Any) L (Any) F_T (NGIPSv |[{E:i (Any) Admin/Access
ZBr<) Admin/Network
Admin

ST AL L ORMTE, BHED KA TIERSNIAT V= s MBRFENET, 20
ATV w s MEIRETEE T, SR AL S TIERS AT Ve s NBRRSNETH, 12
L EDBRA T NIERETE EH A, TR AN VEHDFT V=7 P RFB LOWET S
i, 2O RAL DB ET,

FIE

[Objects] > [Object Management] % 341 L £ 9°,

[PKI] / — RZEB L. [N CA (Internal CAs) | Z&IR L £,

[CA DA > AR—b (ImportCA) 1227V w7 LET,

ZuiE AN LET,

VIUF RALVIBBATIE, A7 V=2 ME RAALVBEERAT-BICTO2MERHY £7, ¥
AT ML, BHED RAAL U TIREFRTERWAT V=7 NOARTE OB ERET D2 ENT
xFET,

[FERHEST — % (Certificate Data) |17 4 —/L KD _EIIZH % [BIE (Browse) (227 Y v 7 LT,
DER £721Z PEM T 22— RSN/ X509 V3 CAGEE T 7 A V&7 v 7 u— R LET,
[F— (Key) 1 74—V RO EEHIZH D [ZH (Browse) | %22 U » 7 LT, DER £721% PEM
Ty a— RENLEXRTOREX— 77 A NVET v 7 —RRLET,

T a—R 77 ANRNRAT — RMEEINTWAEAIEL, BB L ORO/NRAT — R
(Encrypted, and the passwordis:) T = v 7Ry 7 A% 4N L T, NAY—REZANLET,
[PR1F (Save) 1227V v 27 LET,

arATesr Iz~ I}



BRAwTeELEF ISz~ |
B craszssvnms—osm

RDBERY

T IT AT R =BAT V=7 bR ET L5613, RELEZRMLES, BELR
DEMZZRLTIZSV,

CAFIEAE S L UBME X —DEM

AX— bk 54 € [ REDSA VR |HR—rENdT | HR—rZhd K| 791X
VR N R ALY (Access)
& (Any) L& (Any) J T (NGIPSv |[{EE (Any) Admin/Access
%) Admin/Network
Admin

AR A RAET 52 LT, RSAN—RADHAEA CAGEAE L MBS — 24K T 25 X 51T
HCAAT V=2l NaRETEET,

ARk END CAFEHEO AWML 10 4T, [AHIHE OB (Valid From) ] @ BAHE, £
E‘Z@Qﬁﬁﬁﬁﬁﬁ.@ﬁ*o

INVTF RAAL DREBATIE, BUED FAA TR SN A T V=7 FRFERINET, 20D
F7V=7 MIMETEET, B FAAL TERSNTIZA T V=7 FBFERENETH, 1T
LAEDHE ZNITIRETE AL, FREAASNNZHLAT V=7 M aFoRB I OWET D
WZIiE, £ORAAL AT EXET,

FIE

AT w71 [Objects] > [Object Management] % 33K L F 9,

RATw 72 [PKI] /— RZEBA L, [N CA (Internal CAs) ] &R L £,

ATv T3 [CADEK (Generate CA) %227 U w7 LET,

ATV T4 ZRiEANTILET,
VIF RALVIEBTIE, A7 V=27 MME RAALVBENTRBICTO2MNERLY £7, v
AT A, BUED RAL U THEHFERTERNWA TV =7 bOLRTE OBEERET DI ENT
TET,

ATv7T5 IDEMEATLET,

ATv 76 [HCOE4 CA DERL (Generate self-signed CA) 127V v 7 LET,

FLWEAM SRS

BAEHAESL CADLORETAZLIZE-T. RECAA TV NERETEXET, =
L, RO 2ERENS72Y 9,

| EEEEDE e R A
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| BREEaLA ISy k

*2%0 cAiEE s csRois ]

W CAAT V=7 FEARETLHOOBHEREIRELET, ZT&Y ., READRE

HFERL LORT TR o e EEBAER S L, F8E L7 CAITKT 2

PERR S IVET

« CA X VBN EFEHELRITSNEO, TNEZHNEHMCAAT T V=7 MIT v 7 r—R
LT, READFEHAEL BB ET,

AERAESE 4 ER (CSR)

BN EFHAERGSEN TODIEAICDH, SSLIL—/LTHNECAAF TV =/ M2 TxE

B

REHL D CAZEEAE & CSR DERK

ATv T
ATvT2
ATvT3
ATvT4

ATvTH
ATv7T6
ATvT1
ATvT8

AX— b+ 54 € [ HEDSA VR |HR—brENdT | HHR—rZhB K| 791X
R N R ALY (Access)
& (Any) & (Any) 3 _TC (NGIPSv |[EE (Any) Admin/Access
%) Admin/Network
Admin

FIE

[Objects] > [Object Management] % 3841 L £ 9°,

[PKI] / — RZEB L. [N CA (Internal CAs) | Z3#R L £,

[CA DERY (Generate CA) &7V v 7 LET,

AHiEANTILET,

VIF RALVIBBATIE, A7 V=2 ME RAALVBEERNTRBICTO2MERHY £7, ¥
AT ME, BHED FAAL CTHERTERNA TV 27 NOLRTE DFAZRETHZENT
XFET,

ID @tEE A LET,

[CSR D1ER% (Generate CSR) %27 U v 7 LET,

CAIZEET HT-OICCSR a2t — L £,

[OK1 %27 U v 7 LET,

RDBERY

cCAIC L > TRITENABL B LM ELT v 70— FTAULERHY £+, kROR—
EHILTLLIEEY, CSRADIGE L LTRITSNEBAMEIEHEDT v 7o — K (
74 N—3)

arATesr Iz~ I}



B s~ oz LcarantEansEREOT v FO—F

BHATELA IO b |

CSRADEEELE LTRITEIN-ELAHZHAZEN7yTO—F

ATy T
ATy T2
ATvT3

ATy T4
ATy TH

ATvT6

ATy 717

AY¥—hk 4t HEDSAEUR|YR—FENDET | R—FSNEKF | 7OEX
~ A AR A (Access)
f£EE (Any) £ (Any) 3_T (NGIPSv |fEE& (Any) Admin/Access
ZBr<) Admin/Network
Admin

VNF RAL CDOREMTIE, BIED RAAL TR SN A T V=7 RERINET, Z0D
7V MIRETEET, BHFAL S TERINA T V27 b ERENETH, 1F
ENEDGEZNTRETEETA, THREANICHDIA TV NeFrnBLlUOWRET D
WZiE, FORAAL AT B2 F 5,

T v a— KT 5L, B EEVIEE SSL L — L TBRTE T

FIE

[Objects] > [Object Management] % 341 L £ 9°,

[PKI] / — RZEBI L. [INEF CA (Internal CAs) ] Zi®IR L £,

CSR ZFil L CW D REA DI EEZ G CAA T V=7 NORORET A 2> (&) &7
Vw7 LET,

[REBAED A > A h—/L (Install Certificate) 1 %227 V v 7 LE7,

[ZH (Browse) 1% 2 U v 27 LT, DER £72(Z PEM TxT > 2 — F 7z X.509 v3 CA GEHE
TrANET v I —RLET,

Ty T a—=R Ty ANPNRAT — MRS TN D55, [k, NAT—F:
(Encrypted, and the passwordis:) | T = v 7 Ry 7 A% F NI LT, RAT—RE AN LET,
(17 (Save) 1#27 Vw7 LT, CAZT7 V=V MIBAMNZENEELZTY v 7r—RLET,

RDEZRY

T I T AT R —NA TV 2 NEBRT HGAT.
DOEAEZZML TIESVY,

REEE & L £,

CAIRAZER L UBEXF—DF o O0—F

FEAEB I OBROEREZ G 7 7 ANENTCAA T =7 " E Ty —RF52 L2k
D, CAFEHEB L ONRT IR o e B E Ry 7 7 v S EITIRETE ET,

IE

Zyrm— FSNIEERIILTLERRGITRFELTIIZ S,

| EEEEDE e R A
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| BREEaLA ISy k

casELEs—osyoo—k ]

VAT LIE, WERCAA 7V =7 MIBEFEEN TV EMEHRE T 4 A7 IRET DRI, T
X LZERR SN 2> THESL LET, iEES L UOME#ENTCALT 7 V=7 Mnb
Foyra—R35E VAT AIETHEREZES L T b, GEFL L OWE#OFRE ST
TrANEERLET, ZO%, ¥Ura— R 77 A NVEE LT 1D AT A TEDR
HINAY — REET 50 ERZH D £7,

VAT LNy T T DO—HE LTH Y rn— RENOWMERIT, B S Thir6, L

Ny I T o7 774 MIRESNET,

CAFIBAE L WEX—DFYO—F

ATy T
ATy T2
ATvT3

ATv74
ATv75

ATvT6

AX— k54t (REDSAELUR|HR—FENET | R—rENBF | 791X
~A AN r A (Access)
fEE (Any) fEE (Any) F =T (NGIPSv [{E& (Any) Admin/Access
w#Er<) Admin/Network
Admin

~NVF RAALCORERTIE, BIED RAL CTIER SN T V7 ERFRRENET, 2D
I 727 MIRETEET, A RAA U TERENTAT V27 PEFRRENETH, 1Z
EANEDLHE I NTRETEETA, THREASNICHDIA T V=7 FeFrnBLUOWRET S
WX, ZORAAL NIV X £,

BEORAAL VBIXOEMH RAL Of GO CAFEAEEZ Y Y v a— RTEET,

FIE

[Objects] > [Object Management] % 34 L % 7,

[PKI] / — RZJEB L. [N#5 CA (Internal CAs) | Z 3R L E 9,

AEAER LOWEX—E2 X7 o n— R T 50RERDINIBCAFT V=7 NOMOTRET A =
v (@) 7Yy LET,

~NF RAALEATIE, RT3y (%) 220y 7 LT SBHEAS DT V=7 b
DFEAEL LB —2 X 7 a— RFLET,
[ u—FK (Download) %7 U v 27 LET,
[/SAT— K (Password) | B LW [/XA T — FORER
FNAT—REANLET,

[OK1 %27 U v 7 LET,

(Confirm Password) ] 7 4 —/V RiZ, HF

arATesr Iz~ I}



BHATELA IO b |

B csczemaptivzst

EETEHEAR/RAT IOV b

HELEH TX3EER (CA) A7V 7 MI, TNFNEFETE D CAILET S CANR
BEFIAEA R LET, 20X T V27 MI, A7V 27 M E CA ABRBIFAENS 2D £
T, MDOLDICHRESNTNMBCA ATV =2V Ve T N—T %X ET,

cFETE S CA, FLREET == NOVTINO CAIZ L > TEAH SNFENE THE
FAESNTE DT T 4 7 EHIET 272D SSLARY —,

« LDAP £721X AD V' — "D % 2 7 R A WL T 272D D L)L LA DOFRIE,

« ISE/ISE-PIC #%f5¢, [pxGrid %—/3 CA (pxGrid Server CA) |7 4 —/L K & [MNT #—/3 CA
(MNT Server CA) ] 7 4 —/V RCREBETE LRI A TV =7 FEBIRLET,

FBHTEL CAAT V=7 PERERLIZERT, TOAMTZEE LY GEWERD Y X b
(CRL) ZBML72D T LIETETETN, MOFT V=7 F 7 a7 1 2EE 5T LT
TEFEHA, A7V =7 MIBMTE S CRLOKITITHIBERH Y FHA, A7 V=7 MIT v
7a— REHRO CRL ZEE T HITIE, A7 V=7 e ol AHIBR L THRIERT 2 LR H
DET,

GE)

F 7Y =7 FINISEASE-PICHE AR E THA SN TWAEARIL, 7Y =27 MICRLAZBEIML
THLEREBIIHY FH A,

BHFPOEHETEHCAAT V=7 "EHIBRTHZ EIXTEERA, £o, FHATOEETE
LHCAFT TV befRETHE, BMEMTONTNWDET 7R a2 ba—L KR U—2
PRV ET, BEHEEADNCT DL, T78A arba— R o—2HERERM7T
DUBENHY FT,

E¥ETESHCAA TV b

NECAZAT V=7 ME, XS509Vv3CAGEAEARST v 7 — RTAHZ LI THRETEET,
WOPR—FEINTWHLEROWWTFIN T a— KL 7 A VE2 T v 7u— R TxE1,

« WA SAL Al (DER)

o T A N —il{bET A —/L (PEM)
T 7 ANPBINAT— RMRES LTV AL EIL. HEANRTY— RERETILERSH Y £9, iF
BENPEM BT a— FENTWAEGEEIR, FHReza— LTV TEE
j—o

7 7 A MCHE ZRFEAFEE RN G ENLHEICOR, CAFEHELZY v 7u— FTxEd, &
AT DEZA TV =27 b ERRAT DENCEEAEZMREEL £,

| EEEEDE e R A



| BREEaLA ISy k

ERETESHCAF TS Y FDEM

gEczscArIvzy toem [

AX—bF 541 | REDSA VR | BR—rSNDT |V HR—FSNBF | 7UEX
VR N R AL (Access)
& (Any) & (Any) $_T (NGIPSv |fE& (Any) Admin/Access
) Admin/Network
Admin

FE

AT w71 [Objects] > [Object Management] %33R L F 9,

RTw T2 [PKI] /— RZEEH L, [[ETEZ2% CA (Trusted CAs) | ZRINL £,

ATY T3 [(EHTE D CADENM (Add Trusted CAs) 1227V v 7 LET,

ATV T8 ZHiE AN LET,

INF RAAL VRBTIE, A7 V=7 Mz FAA CVBENT-RBICT2REND Y £3, &
AT ME, BUED ALV TIEEFRTERWA T V=7 FOAHTE DBEERET D LT
TET

ATv 75 [ Browse) | %7 U 27 LT, DER £7/2/X PEM Tx > 22— K &}72 X.509 v3 CA FEHHE
TrANET v 7 u—RKLET,

T 7 ANHBINAT — REGES N T LA, eIk, 2SXA T — K : (Encrypted, and the
passwordis:) | T = v 7Ry 7 A% A NI LT, RXAUY—KEAHLET,

[#1F (Save) 1&7 VU v LET,

ATvT6

ATy 717

RDEZRY

T IT 4 TR =N F TV NEBRTHEAIR.
DERZZHRLTIIEIN,

RERE 2RI LET,

EHETESCAF T FOFEAEERHY X b
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EEROBE LIEZNE I NCHESN T, BBk b7 7 4 v 7 &2l cE £9, PAR—h&h
HIRONTNNOEA T a— RSN 7ANVET v 7r— RTxET,

« WA AL (DER)
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G¥)
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R N R ALY (Access)
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VN TF RAAL UOREBTIE, BUED RAAL U CERSNAT V=7 RRFRRENRET, Z0
A7Vl MIRETEET, B FAAS CTERENTAT V27 FbERSNETR, 1F
CANEDEEZNITRETE FYA, FTREAASVIZHDIAT V27 FeRRBIOWET D
WX, ZORAAL NIV X ET,

GE)

ATy I
ATy T2
ATvT3

ATy T4
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F 7Y =7 RINISEASE-PICHERE THHA SN TWAEAIL, 7Y =27 MICRLAZEML
THLEREIHY FH A,

FIE
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[PKI] / — RZJEB L. [ T& 2% CA (Trusted CAs) ] ZER L £,

BHETEDLCAALT V=l NORIZHDLIRET A2 (&) 27V v 7 LET,
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CAGEFAZEZE > THRAET 2 Z LIXTEEHA,

X509v3 P —RNEEHELEZ T v e — R 52 LIk o T, AEGEEHES 7V 2/ M ERETE
9, YR—FENTVEDBROWVTNNDIERD 7 7 A VET v Fu— R TEET,
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o« T A N —i{bFEF A —/L (PEM)
WY — NFEHEB R A S A TWE 77 ANE T ET v e — R TEFET, VAT AIAT

Vxl NERETAHANI 7 7 ANVERIELET, EAZEN PEM AT a— RT3
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[FMEFERE OB (Add External Cert) 1227 U v 7 LE7,

AiE AT LET,

VLT RAL VBT, A7V =7 MME RAL VERBANTBICTO2RERHY £4, v
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Certificate) ] 7 4 —/v RHOWHGEHEA 7 V=7 FEBRIRL £,
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AY¥—h 4t HEDSAEUR|YR—FENDET | R—FSNEF | 7OEX
v A INA R AL (Access)
fEE (Any) £E (Any) T _T (NGIPSy |{£#E (Any) Admin/Access
w#Er<) Admin/Network
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FIE

AT T1
ATvT2
ATvT3
ATvT4

[Objects] > [Object Management] % 38R L & 97,

[PKI] / — Rz B L. [WHGEEFFE (Internal Certs) ] 2R L £,

[NERFEZ DB (Add Internal Cert) 1227 U v 7 LET,

AHTE NI LET,

YNTF RAAL VIRBTIE, A7 V=7 MiEk RAAL CVBENT—RBICTH2RERDY £3, &

AT LIE, BUED RAAL U CIIRRTERWAT V=7 NOLARTE OBEEFRET DT ENT
SET

RT9 TS [GEHET—H (CertificateData) |7 4 —/L RO EFIZH 5 [BH (Browse) 1227 U v 27 LT,

DER £ 721X PEM T 2 — RE 72 X509 v3 — NGEETZ A V&2 T v 77— R LET,
[F— (Key) 1 74—/ RO LEHIZHD [ (Browse) 127 Y v 27 LT, DER 721X PEM
T a— RENERTOWEXS— 774 VET v 7a—RRLET,

T o u—RTE5MEX— 77 ANPRAT — FREES N T DA
TU— K
HLET,
[fR1F (Save) 127 Vw7 LET,

ATvT6
25y T (R 2, /8%
(Encrypted, and the passwordis:) | F = v 7Ry 7 A% AT LT, NAT— K& A

ATvT8

AEEAZEDEHEA TV b

NI ARMKRA > bEMHTHE, CALIEHEDEHBINN T v 7 2172 %7, FT AR
A FEIE, CAFERIZIID T EZRKIALIZHDOTT, T AMKRA L FMIiE, CADID, CA
FHEDOaL 74 X2l —ar "I A—F BFEINTWLIDIEAELEDOT Vizm—a v
NEENTNET,

REEOREGRA 7 V= 7 ML, FEEEAER (CSR) ZfER LY | fEESI CArD
TAT T 4T AEHELZTRIS L7203 5 72O MEE R FEER (CA) P — NEROB GRS
TA—EPEENTVWET, TNEDT 7T 4T 41X, EX— ALV T7TANT I T ¥
(PKI) THAELET,
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ZNVGENE, B L OGEAEOBEOFEMICOWTIZ, PKIA Y 7T A M T 7 F v &7 VX VL
HE 2R LTSN,

MAEDERA IO ~ OFERAE

SEAEOREGA TV 27 ML, BEHHET ANA RAEZPKIA VT TA N T I FRITEEHE L, UL
TEFITTHZETVPNERGREZYR— T 5T XA AL TARRA U b (CAFTT V=7
N ZAERRT A0S ET,

1. FEAEORGFA T2 FO CAFRGELE BERONRTA—H B ER LET, TLHE T A—#
FREL, == FEREZMHEA LT, BR5T M RAZEEDF T2/ MNREE
HBELET,

2. TATUT AT AEAEENE LT HRKEBNRT AL A ZOA TV =7 b &A1
TA VA=V LET, TXAALT, ZOF T2 MIMTARKRA L NI E
ﬁ‘o

AEEOREEA T V= 7 N T AL AZEEAT DAL, TN RIZA A M= rEIND L
T ICIEHEORE T m ARG ENE T, rERIEL, BCE4. SCEP, BLW
PKCS12 7 7 A WEGES A 7 OGETHEINII T E T, 2%, BEFICLDEMD
T vaIMELH) FHA, FEEEAERE TR, S OICEHEETOBRENLEIC/RY F
7T

3. fERiEN R TARRAL L &2 VPN ORETIHEELET,

SEAEDERA IOV L OER

AEAEORGRA TV e 7 N BERT LTI, (A7 =7 b (Objects) >[4 7 V=7 MNMER
(Object Management) 1B L, FE/— a2 U v Ruhnd [PKI] > [FEFEO B
(Certificate Enrollment) ] Zi#R L £, IROIFWMPERINET,

« BEFOREAEORERA 7 Y = 7 M3 [4FT (Name) [ FIICFERISNET,
VAT 4 NVZ ) TS HITIIRET 4= K (ROPR) Z2HHLET,

BT NOBERS A TN XA T (Type) 1FNCF/RENE T, ROBGT %26 H
TEET,
«[B% (Self Signed) ]: BHEXGT /A A0V ME OB B4/ — hREBHEAE AR L £
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*[SCEP] : (57 /L ) Simple Certificate Enrollment Protocol IZ. CANSLT A T 27 4
T AGERAEEZREGT 7207 A ATHEHA SN ET,

o [FE) (Manual) |: B&EEO 7ot XL, BFHEICL> CFETETINET,

* PKCS12 7 7 A /b (PKCS12File) : VPN O#&gi % ¥ " — k3% Firepower Threat Defense
DEHGLT SA A TPKCS127 7 A VA »A— b LET, PKCS#I2 (PFX £72(
P12) 77 A n&iE, — NGEAE, FRGEEAE. BT —OT X TaiE kL Tk
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Vxl FPOF—=NR—=F A4 F (9=) ZBRLTLTEEE,
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c ATV = MERNSEHERL (A7 V=2 b (Objects) >[4 7 Y= MEFE (Object
Management) ] H[E T, [} E 4 —3 =3 > (Navigation) ]34 > @ [PKI]> [FEA & D&k
(CertEnrollment) ]Z384R L, [FEAZEDEEDIEN (AddCert Enrollment) ]2 L £,
o BRI RT NA AOFEFIZBL  [T/NM4 R (Devices) | > [EEBAZE (Certificates) | ik
T, B0 (Add) | > [F LULEGEBAZMEM (Add New Certificate) | Z73R L. [EEBAZ®
Z4$% (Certificate Enrollment) | 7 A —/LV KO ) 227 U v 7 LET,
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7
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GE)  HACBEAERAFZRERT L &I, GEAEAT A -2 T4 (CN) 2
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*[SCEP] : (57 #/V k) Simple Certificate Enrollment Protocol, SCEP {E# A 5/E L £,
REFAEOREEA 7 V27 R SCEP A7 v a v (853—) ML TSN,

« [F&) (Manual) ]: Hf5 L72 CAGER#E% [CAREM#E (CA Certificate) |7 4 —/L RIZHED
i Ed, CAGEEIIRIOT NA Apbar— L TS TEET,

« [PKCS12 7 7 A /L (PKCS12 File) ]: VPN i 77— K LT\ % FTD BEX LT /31
ADPKCS 12 77 AN A R—KMLET, PKCS#I2 7 7 A /b, E£TZIZPFX 7 7 1 /L
X, Y GEE. PREENE. BEX NS ENLIH -0 ST 7 A LT, Hi5D
72D [/XA 7 L—X (Passphrase) |fEZx AJILET,

ATy 74 (EE) [[EHED/RT X—4 (Certificate Parameters) | ¥ 7 2B &, iFHEZEONKEZEL E
T AEEOREA T VeV N FEHEDO/NT A= (86 X—) SR L TIEIN,
ZOERIL, GEAFEICEMNESIL. 2OV — 20 biEHEEZET LT X TORE=FENRRTE
e

AT 75 (EE) [F— Key) 1#¥72M&, F—0ONEFEZHBELE T, iEHEORFES T V=7 b O
FHRA T ary 87 X—Y) EEHLTIEIN,

ATvT6 (EE) [K%) (Revocation) | ¥ 7 %7 Vv r L, KRhoA7 v arz2RELET, sEHED
oA T b RA T ar 88 8—) ESZMLTIEIN,

ATy VEIEL, 2047 V=7 MZOWT [A—3—F A FZFFA (Allow Overrides) ] L CTH X
T, ATV NOFA—NR—=F 4 ROFEMII AT V=7 FOA—R—F 4 K (9—7)
EZRLTLLEEN,
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BENE YD

HOB4ABEEHEHN LsEHEOA VA h—b
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FEPSER A LZGEAEDO A X h—b

PKCS12 7 7 A /W& ] LIZREED A X b—1

STRRENZFA T FSCEPA T 3>

Firepower Management Center £~ — 3 > / X

[72 x5 & (Objects) |>[ATP x4 FEIE (Object Management) | DIXIZ, T B/ — 3
> U4 v Runb [PKI > [PKI Z$% (PKI Enrollment) | #3384k L £4, [ (+) PKI&HDIEB
A ((+) Add PKI Enrollment) | Z#f L C, [PKI%&DiEN (Add PKI Enrollment) | %A 7 1
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J4—ILE
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http://CA name:port DJEA.D HTTPURL ZfEH L £9, Z ZT. CA_name|% CA #—
DARAFDNSHE/IEIP T RLATY, A