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7 RUAZEH#H (PAT) BNEY —fxE9TT, PAT TlE, H—D X7 YV 7 IPT KL AL —ED
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192.168.45.44

Device 2 IP address: behind PAT

Register with FMC: 192.168.45.44
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NAT ID: griffontaxes2

Device 3:10.10.10.3
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HATE5, —EOEREA TV a v RERINET, TOX—2IE, BIfE Firepower Management
Center IZBIHEENTNDITRTOTFT A, ZAD—ENERENET,

Z O_X—ZIL, Firepower Management Center (Z & > TEEE SNV TV DR L7277 A4 2D %K
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FIE

AT 71 [Devices] > [Device Management] % 3R L %9,
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T RLATEHARLS, SAMNEFHLET,

NAT 525 CTl&. Firepower Management Center D EEXf Gt & L CT /N\A A EHET H & X
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THEZMENLT D E TIZ

EENEYD
AW T 782 2 ha—L RY O —DOFERK

Firepower Management Center 5 5> D T /\ 1 X D HI&
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TNA AL EHT 5 MEWN72 Tp > -84 Firepower Management Center 725 % DT /XA A%
HIfgCEEd, 731 AZHIRTHE, UTFTOL 1T 9,

« Firepower Management Center & Z D7 /3 A 2 & DRIOFT X TOBENTIRr S v E T,
o [T/3A A B (Device Management) | X— U057 8 ANHIBRSLET,

« 7Ty N7 A —LRERY —"T, NTP %/ L T Firepower Management Center 7> &> FEfi] &
ZETDEIECT A ARRESNTVDERIL, T3 AP a— B VRREHIZR S
\i—a—(}

TNA At B TEBET 521X, 7731 A % Firepower Management Center (2 FF BN L &9,

\}

GE) T AZHIBRL, HFOUENNT % &, Firepower Management Center Web 1 > % — 7 = A AT
FoT, 778Rarybe—nA R —%2HEHTLILIRDONET, 72720, BEKFIC
NAT & VPN AR Y U —Z2H@EAT 547 aiddb v A, DENSEH SN NAT 7203
VPN EILT N TREIFICHIBR SN D720, BENTET LICRICHEN T2 0ERH D £,

FIE

AT v 71 [Devices] > [Device Management] % 38R L ¥ 97,

ATY T2 BIBRT 57 A ZADBICH HBIRT A2 (H) 220 v 7 LET,
ATYT3 THAARAZHIRT D Z & 2R LET,

N N » > N AN —
TNA XA )4 Fa2aLb— 32 VNDERE
TTITAT LV ATT 4 XD[T /3 A (Device) [ X— VN2, G727 /A ZAFRER L OEH
DFERINET, o, TA AREDO—H (FA B ADHMEEENME, TNA ADT v
N LTS, EEOEE, HMA ST a v OBRERY) AEFETAHAILE L TEET,
~ —_ > E =
— RN T /N ADETE

[7 /34 A (Device) 1% 7 D[&f% (General) 127 ¥ a iZif, LFORICHREHEINIZREE

KRLET,
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.
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712 51ev20%z |

J4—ILF

B

%4 > REEXE  (Transfer Packets)

BEXGT NA AMA X Nedte Ry b
7 — 4 % Firepower Management Center |Z15{5
TLOMNEIMERRLET,

[E— K (Mode) ]

FRL ZADEA B —T 2 Af ADF— K
(=7 v F (routed) 1 £72IE[FT AN
7 L b (transparent) ) ZFRLET,

(G¥)  Firepower Threat Defense 7 /XA A D
I [EF—F (Mode) ] 74—V F
MEFREINET .

AT IAT A E—FR

T ADEF 2 ) T BERES R RSN
F9. A7aflIX, CC, UCAPL ¥ X U None
<7

FINARSA U RADERTE

[T/34 A (Device) | X7 D[T7A4 A (License) |7 2 a Tk, ZDOT /A AKX LT

BN TNWDTA BV ANFRENET,

EENEY D

Firepower 7 A & > A {22\ T

FINARVRATFLNDETE

[T /734 A (Device) | ¥ 7 D[V AT L (System) |E7 a3 AAlid, RORITRT LT, &~
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B

ET )L

BT RT NA ZADFTT N &K
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BRI RT NA AD Y X — DV Y T INE T,
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F IR ZADBED S AT KL,
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WAY T "2 T DR—T g
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—H DT Ty N T F— LDGHEIZOHRERS
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LET, ez, VYy—RTarv7r7A 1%
BHELUEBAIE, A 2 b OFE %]
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BELES, ZRLUSNOEE. ZOFERITRY
VOEREERT D EEHINET,
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FINA ZANILADERTE

EbTEET,

[7 /34 A (Device) | % 7D [~V A (Health) B2 ¥z 12id, L TFORICFEEH I -G #

EFRLET,

R 4:[~NVR (Health) J€9 23> T—TILDT4—IL K

J4—)LK Description

Status FRA ZADBIED~NIVA A F—Z A 5RTT
fay, 7TA4arvEr )y r3BhE, 77T
AT VADNLVA BT ERERINET,

AU — BAET NSA ATREBEEIN TS, HiARY
A= a VOEFEHRY v—~D ) 7,

77y AR [~VA 7F w27 X (Health Blacklist) ]
R=T~DYV T, ZOR—=ITIE, ~IA
7w UANEY2—VEANEITED
ICRRETE £,

EENEYD
TTTAT VA NVA T HDER
EFMERY > —ofHsE

EFEWR) O — D 2—1DT T v 7 U A N

B 7 rEBE0REK
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| FR1zxEBOEK
71 2ezae i

— N = |

TINA ABEHERTE
[T /34 A (Device) | # 7@ [E# (Management) | &7 v 3 Zix, LFoORICEHE I
T4 =NV eI LET,

= 5:[E¥E (Management) | t5 > 3> T—TILDIT4—ILF

J4—I)LK SiiER

ARA FORAZADIPT RLAETZIIARA M, RA
MG, BRERI R AL A FmiTe—
DNS THZI72 IP 7 K L AT S 5 4 i
(DFEV., FA ML) TT,

AT —HA Firepower Management Center & & B G5 /34
AMDBETF ¥ FNVDAT —Z A% T A

Ay, AT—HATAANIHRA X EESL
& . Firepower Management Center 23 fc 2 127 /3
AT 7 BA LK ZRRTH 2 &8 T

TET

— » E\ E ]

TN RDEFHMERTE
[T/34 A (Device) | % 7 D [ E (Advanced) &7 ¥ 3 i2id, AT T3 2 3EH0E%
EDT —TNVBRERRINET, EROBREIL. WINb FEMEETE (Advanced) (7 v a v %
FEHLCRETEET,

= 6:[FEHIERE (Advanced) ]9 a>DT—TILDT4—ILF

TJ4—ILF 5ER HR—brEhBdT/N\1 R

TIVr—ay SRR TS ATOHBT 7Y 77— 7000 & 8000 + Y — X
(Application Bypass) va v A IRZADIREE, NGIPSv

INANALEVME (Bypass HEY7 7V -r—3 3 > /31 23| ASA FirePOWER
Threshold) ADLEWNME (RUH) . Firepower Threat Defense

R—=AN V=B 8T T 4T | T/HRAAT, =T v K A2 [7000 & 8000 > U —A
Z A9 % (Inspect Local F—T A ATZEFELIEHL
Router Traffic) Rl ETDHNT T 4D
(ICMP, DHCP, X TUOSPF
N7 T 4w 7)) HRRAET
LHMEIMERLET,

Ei /XA sL—/L (Fast-Path |T /34 A CIERR ST\ 5 8000 >V — =X
Rules) 8000 3 U — X Eil /A JL— )L
Dz,

FnqszgB0EEx |



B 7 xEmoxs

_\\

ATy T
ATy T2

ATvT3
ATv74

V1 RIFEHRD TR

T4 REBOER |

AYX—hk T4t | HEDFAEUR|HR—FENET | HHR—bENBK | 7OEX

VR N R ALY (Access)

L& (Any) L& (Any) L& (Any) L& (Any) Admin/Network
Admin

ST RAAL CRETIE, L FAAL R FEREAL CHOTRTOT A AT D1 HR
ERRTEET, A REHmET DV —7 FALMEL TV DRERH Y £,

FIE

[Devices] > [Device Management] % &R L £ 7,
BT DT NNAADKIZHDMET A2 () 7 Vv 7 LET,

ST RAL CRIATIE, Bt FAAS VMEL TWDIEE, nT7Aar (8) 22707

T5E.

[T/34 & (Device) | #7 %27 Vw7 LET,
IKDTERNFRSNET,

o [&f% (General) ]:
V) W) .
«[FA4 A (License) ]:

1=

DEXTE

TN AD—

(11 =) =Z]) |

s [~V A (Health) ]:
N A NV ADRTE
« ¥ (Management) ] :

AR HHE— R THERRAAL VDTN, AR RTEET,

R E &R LR (AT A ZAORGE

TOHHREFRLET (T 2AFHHRE (13 =) 23H) ,
RERXEICPET DM E TR LET (T34 2OFEMRE  (

o [F£#0 (Advanced) ]:
13 =) 2#&H]) |

TN ABEEFRTEDRE

[RIERA

(10—

TNAZADTA B AFREFRLET (TAAAM A TR

(11 =) &) |,
s [AT L (System) |: THAZADV AT AERERTLET (TA R TAT ADFKIE

FNRA ZADBIED A~V A AT —Z AT A EREFERLET (F
(12%—=2) 258]) ,

Firepower Management Center & 7 /XA A D O{E T ¥ R /LB

A¥X—hk 54t
S

HEDSAE2R

HR—bEhBT
N R

YR—bEhB K
A

TR
(Access)

& (Any)

& (Any)

& (Any)

V—7DH

Admin/Network
Admin

B A REBEOER
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ATy T
ATvT2

ATvT3

ATvT4

ATvTH

TSPV LY T |

(FNRALAADCLL ZFEAT 5L LT) TAA 2% FMCIZBIMLTZRIZEDT /A ADIRA
MAFETZIZIP T FUAZRET H5A80F. WOFEEZFHEH L CTEEMO FMC DFR A N E7-
XIP 7 RLAZFEITEFTOILELRH Y 7,

FIE

[Devices] > [Device Management] Z 38R L ¥ 9-,

BEAT v a b EERTHT A ADRIZOD WET A2 (o) 227V vy 7 LET,
YNATF RALVRBTIE, V=7 AL VW RWES, VAT AL THO R L K91
ROBIET,

[7/3 A (Device) | #7427V >7 L, &8 (Management) | %A &K< LET,

Evb RS ITRROT SAADEE, TTITAT VA LT 4 XD [T /34 A (Devices) ]
N=UT, Hx DTN, ZAOERY T a v EERLET,

WmETA a2 () 27Uy 27 LTARAL (Host) ]DIPT RLAEIIHRA M EIREL
£7,

Management

Host: 192.168.0.158

Status: &

[F# (Management) | ¥ A7 027Ky 7 AT, [AA L (Host) ] 74—/ NOARITEILIP
T RUVAZEREL, [(R1F (Save) 227 Y v 7 LET,
(R VE— MEHEAENICLET,

2744 (@) %20 v 7 LTT N A AOEBREANE ML ES, FHEEHL
3% & Firepower Management Center & 7 /3 AW OGN 7 1 > 7 ZIVET A, Firepower
Management Center 2> 57 31 A THIFRENERF A, T A EET HLEN R Ieo728
#1&. Firepower Management Center 7> 5 D7 /31 ZDHIER (9 ~X—) ML T Z30,

RDBRY
REARZRMALET, RELEORMEZSZRL TIZS N,

FnqszgB0EEx |
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T4 REBOER |

B sus7 v xz2eomse

— BRI TN, RERTEDRE

ATy T
ATvT2

ATvT3
ATy T4
ATy TH

ATvT6

ATy 71

ATvT8

AYX—hk T4t | HEDFAEUR|HR—FENET | HHR—bENBK | 7OEX

VR N R ALY (Access)

L& (Any) L& (Any) L& (Any) UV—T70DhH Admin/Network
Admin

FgE

[Devices| > [Device Management] Z 88 L £ 77,

EEFTLTNA AR DmET A2 (&) 227V v 7 LET,

VT RAL VBT, V=7 RAAL DWW ESE, VAT AILE->THIWEZD LI
KOBILVET,

[T /34 A (Device) &7 U7 LET,

[—#% (General) |27 a>T, WmET A2 (&) 270y 7 LET,

(447l (Name) 112, BEGRT A ADOLFTEZANTILET,

EVh RE O IREROT AL ADGE, TTIA TV ATT A XD[AX v (Stack) 73—
T, RAE T TT AL RZH OB THONTWDLARIEmELET, 7774 TR
TTFT A4 XD [T A A (Devices) | X—T Tlt, fHx DT A ZZE Y LBTHIRTW
DT NA AL ERETEET,

[7%%7 > h D#E% (Transfer Packets) | X2 A F LFE 7,

Ny N T —H E AR k& —f#IZ Firepower Management Center [ZfR1FCX 5 X 512795
W2, [2N7 v b Oiigik (Transfer Packets) | = v 7Ry 7 A%k A2 LET,

« BHRRT ANA ZPA R D EFECAT y P T A 2R ETIRNEIICT LR, 2
DF v IRy I A%F7IZLET,

[ B (Force Deploy) 127 U w27 L, T3 RIZBUEDR Y 2— & T /31 AFKTE D B
ORI L E 7,

[*7F (Save) 127V v LET,

RDBARY
REARZRIALEY, RELEORERMZZML TS,

I

B A REBEOER
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| FR1zxEBOEK

_\\

FrqzgEnac— [

\f RERFOIE—

%ﬁbb\?/*%x%*/ N —ZIZRBT 256, HLWT A A& FETHRET 5D D
2, FHRESNTNDLT NS ZAORE LR O —%BHEIZa—F 22 LN TEET,

AYX—b+ 54t |[XDFA VR | B R—FrENET | HR—FENE R |7V ER

VR INA R A (Access)

£& (Any) £& (Any) Firepower Threat | J — > o Jx Admin/Network
Defense Admin

186 HHIIZ

ROEH ZfER LET,

* 25{5 7€ & %656 D Firepower Threat Defense 7 /3 A AR UET /L THY | RN N—T 3 D
Firepower ¥ 7 b7 =7 2 F(TL TV 5,

« E[FILN A X 2 K7 1 Firepower Threat Defense 7 /34 A & 721X Firepower Threat Defense
AT ERT TH S,

« SEHEDT SA AN A K L KT 1 Firepower Threat Defense 7 /31 2T %,

« &5 7T & 565D Firepower Threat Defense 7 /3 A AIZ[A U OWEA X —T = AN D
50

« {50 L FE5C D Firepower Threat Defense 7 /3 ANF L7 7 A4 7 U 4 —/L F— R (b—
Ty REIFZFT VAT LU R) 2725 T05,

* i%{57C & 585 D Firepower Threat Defense 7 /XA ANRFE L X2 VT 4 BEI LT T4 T
A F— RiZ->TCW 5,

« 55 7T & 565D Firepower Threat Defense 7 /XA AR[F U KA A 1ZH D,

« 5150 F 721358 5¢ Firepower Threat Defense 7 /34 A DT HL T § 5% E O EH 2N ESTH Tl
f(ﬁb \O

FIE

AT v 71 [Devices] > [Device Management] % 38R L 97,
RT9T2 BERTLHT A AORRICHHWET A2 (@) 27 Vv LET,

VIUF RAALVBETIE., V=7 RAAL WSS, VAT AICE>TH W25k 51T
ROLNET,

ATY T3 [T/3% A (Device) |27 Vw7 LET,
ATy T4 [2f% (General) 1 &7 v a T, ROWT NI OBEEEFEITLET,

FnqszgB0EEx |



FINA REEOREE |

B 5z 51e zx0amemmi

o [T AREDHEAS (GetDevice Configuration) |7 A = (“i') 7 Vw7 LT, Blo
FRA ZADTNRA AREEF LWT A A Zabt—Lx T, [T/ AREDOHE (Get
Device Configuration) ]-X—®D [7 /34 ADEI (SelectDevice) | Fr v 7 X7 J A K
T, EEILT A AR ET,

. o
« [T AFRED T 2 (PushDevice Configuration) |7 A 2> (=) %227 U > 7 LT,
BAEDT A ZADTNA AR EEZFHT LT AL AZab—LET, [T A AREDT
= (Push Device Configuration) ]-X—®[¥#—7% >~ & 7 /34 A (TargetDevice) | K& >

THEY VAT, RELAE—T D502 BIRLET,

AT9FTS (FTvay) HERY U —0ORELEZED S (Include shared policies configuration) ] F = v 7
Ry 7 AEBRLCT, RVv—%ar’—LFET,
ACAHRY >— NAT, 77 v b7 4+ —LiiE, BLO FlexConfig NV > —72 EOILAFRY o —
X, BEOT A A TIHRAETEET,
ATv7T6 [OK]Z#27 U7 LET,
THNAAREDAL— AT DAT—Z AL, Avb—T 8 H—D[F A7 (Tasks) | ¥ 7
TE=FTEET,
FAAARED A — FAIPRIASND &, F—F Y b TS AOREDBHIRS N, %
LT A ADBRENBHDOT NA Aat—shET,
A
BE TAAAREDAE— F AT DETHRIC, =7y b TAL AEEOREICRERT Z LT

¥ A,

FIAR 542 ADEMIE & EME

ATy T

A= b 51 |[HEDFA LR |FHK— FENBT | HHK—FENDE| 72

VR N R AL (Access)
£ (Any) £ (Any) £ (Any) J—7 D5 Admin/Network
Admin

Firepower Management Center CEFRIBE/R 7 A B AR D LG, T XA ATEDOT AU A
EENCTHZENTEET,

FIE

[Devices] > [Device Management] Z 38R L ¥ 9-,

B A REBEOER




| FR1zxEBOEK

=S iR

By 7 FUyr—ay

ATy T2

ATvT3

ATvT4
ATy S5

ATvT6

—

'T/\

swn 7 q xgEnme ]

TA B AEANETITEDZT DT NA AOBICHDWET A2 (&) 227V v 7 LE
R

TINT RALVEHTIE, V=7 RAL W R2WEE, VAT AZE>TH W EZXL L 51T
KOBIET,

[T/ & (Device) | #7 %27 Vw7 LET,

Evbh RE Y ITEROT NSAADEE, TTIAT VAT 4 XO[AX v (Stack) ]2—
DT, RAE IR LTTIA v RAEANEITENC L ET,

[Z7A4 &> A (License) | EZ > a > T, WET A2y (&) #227 Vv 7 LET,

B RT A A L THEDELTEHN T L2748 ADORICH LT =y IRy 7 A% A
CERIEATICLET,

[fR7F (Save) |27 U w7 LET,

RDH

Y
RELEZRIALEYT, RELEORMEZZML TS,

EErEYD
Firepower 7 A & > A|{Z2W\ T
=JL ==
ARTE DimEE

TINr—2 g NARA, a—H)V)v—F T T 4T DA AT gy, BLOEHR
INADN—)VEBRETEFET,

INT INADERTE
AX—b 41 | REDFA VR | YR—rENBT | R—LSNBF | 7IER
VR N R AL (Access)
& (Any) & (Any) & (Any) V—T D Admin Network
Admin

5%77)#%v§/ﬂ4ﬂx(mm)% X, A &— 7I4xf@A&/hﬂﬂﬁW
il R % % Z ORI EEE LG E . Ny MR OANA S ZAZFRILET, Z OKRE
Eﬁ@%%f@%f%i##\4/74/@%?ﬁkwbﬁﬁﬁﬁ%bi¢o

Ny MUBEORIEX, *y NT—F7 THRTEL NNy NbAT Uy ERT U A B - TH
B, F9, Snort N TOREERLT NA ZADFERST-RHENIRK T, bT 7 4 v 7 OAFRRFHEIAN
BEOLEWEZBEZ S &, AABIZE D, ZOREEFRENDS 1057 LANIZ Snort 23 FFELE) S 41,

NTZTNY a—T 4 7T PNERENET, ZOT—XE0NT 252 & T, w2 LR
MORKZHETEET,

FnqszgB0EEx |
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T4 REBOER |

. A—ALIL—% b3T74 v DBRE

—WIT, BIE L X VMEZ B X 2B, SN Xy Mk U TRARY 2 —0 [b— LISE
L &M (Rule Latency Thresholding) | ZfiH L E3, [/L—/LiIE4E L XV ME (Rule Latency
Thresholding) JIZ&L D, =P U By Yyy MAUINTD, LEWET—ZRERKIND Z
LiEHY EHEA,

BN AL RZRAEINDEE, TRAANRNIVA FT=X Y T 75— NE2AEKRKLET,
AAB LT 7 /L N CEGIZ/R>TWET, AAB ZERNCT A%, ROFIEEZEFTLET,

ATy T
ATvT2

ATvT3

ATv74
ATvT5

ATvT6

H— Ty MO 72 B 23 37> TWAEE, AABNT 77 4 712720 £9, AAB D
T 7T 4 7iE. WL 20Dy DA AT Vg kRIS 5 Snort 7 E A
ZESHNCHEB LES, ZOFWHRICN T 74 v 2R ey Sndmn, bl bAoA
7 v aryMTbTICZTESNDINE, =7y bTRAANRKNT 7 4 v 7 0BT 5 051k
WIS U TERZR Y £9, ZEMIESnort® OFEENC LD T 7 4 v 7 OFMEZZBR L T Z& W,

FIE

[Devices] > [Device Management] Z 88k L £ 77,

EETRT NA AREEMET DT NA ADRIZHDRET A2 &) 227V vy 7 LET,
SNANTF RALCREATIE, V=7 FAAL TR WEE, VAT AL TR0
KoL ET,

[7 /34 A (Device) | ¥ 7 (FTIEAH v VIERRDT SA ADGHEIL [AX v 7 (Stack) ] ¥
7) &7 Vw7 L, [§F (Advanced) 1B Z7 v a  DRET A2y &) 27V v 7 LET,
[BEV T 7V r—3 3 > /S /A (Automatic Application Bypass) ] &4 12 LE T,

[/3A /RA L &VME (Bypass Threshold) ]1Z 250 ~ 60,000 X VA AN LET, T 74/ bk
E1L 3000 2 VR (ms) T,

[fR7F (Save) |27 U w7 LET,

RDBRY

REARZREALET, RELEORMEZSZML TS,

A—AILIL—F S T4 9T DBRE

AY—b 54t |[HEDSAEUR | YR—bENET | Y R—bShBF|79EX

R N R AL (Access)

£E (Any) & (Any) 7000 & 8000 > | U —T D Admin/Network
J—Xx Admin
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| 71 zxEB20EK

ATy T
ATy T2

ATvT3
ATv74

ATy TH

EE/NR JL—ILDE

wiz L—rogE 6sy—3) [

nB—ANHNKINTT 4w 7PN AFYIRAOE=4 L—L L& — ﬁj—é%{:} 7C0) N7 T4 w70k
BEZNANATLENDYET, T 74 v 7 OREZHRET HITE, [m—HL —H
~NZ 7 4 v 7 OE (Inspect Local Router Traffic) ] ZH I LET,

FIE

[Devices] > [Device Management] Z 38R L ¥ 9-,
BEERT A AREZREST DT A ADRICH HMET A 2 (&) 27V v 7 LET,

CILF RAALVEBETIE, V=7 FALICWRWEESE, VAT AL TH 2D L91C
KOHNET,

[T/34 A (Devices) | X7 (AH v THERRDT /SA ZDEAIT[AFX v 7 (Stack) X 7) %

77U w7 LT, [FFfl (Advanced) 17> a v DWRET A2 @) 27V v 7 LET,
7000 £721% 8000 >V — X FTNA AN —H L L TRERBINTWAEAIE L [E=Fv =%
N7 4w OBE|EZF LT, BISNNN T T v I ERELET,
[fR7F (Save) |27 U w7 LET,
RDRERY

HEERHEEFREMALET, RELHFOREMAZZRL TN,

&E (8000 ') —X)
AX—h+ 54 F [REDSA VR |YR—rENbT | HR—rShB K| 791X
VR N R Ay (Access)
PP £ (Any) 8000 U — X U —7 D Admin/Network

Admin

cZ T 4 ZABOMEERE LT, 8000 U — X EH SR JL—/L TR, %huL@4yx
Ry g RuX e T ETFLTIZE000 ) — X FNAAL ZAENLTCRNT 7 4 v 7 A EEEET
EFET, Ry TEBETIL, 8000 ¥V —XEHENR JL— )/ WTHIZOTEEILELET) , &%
8000 'V — X EHE XA JL—LF, BTEDOEXF2 VT 4 V—rFERFA v T4 A v E—T =
AA Ty MZERAINET, 8000 2V —XEBH /XA L— UI/N— K7 =T LYLTHERET D
720, B/ R NT 7 0w 7TE, ORI~y X —DREO L EHEHTE £,

A =T EBIRNVARFIPT RLRAEFIEZT R X Ta vy

e 71 ha)L, BLOYTCP & UDP DA, REMR L OISERMOR—

*« VLANID (Admin. VLAN ID)

FnqszgB0EEx |
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T4 REBOER |

B =2 x1—romE @owsy—x)

\}

F 740 T, 8000 U — XEH/SZ L— VTHE LT REMD HIE LIS [~
B LET, W VORI T T X COERZ SE/ SRS 512, EBHHDKRRA
R ST DS BN BHR 22 <, =B BF RN TH 2 LM TEET,

G¥)

\}

FIEEDOHEREZ AT L £ 9728, 8000 v U —XFHHlNRA L— U ZF LT 4 VB R —TRET
DENENA NIRRT VT 4 VB J— VI L E R A,

GE)

ATy T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6

MEE (Any) 1 PISADKR— % TCP £721XUDP D F T 7 4 v 7 ITHRETH L., —HTH7 5
TRAUMERNT T 4 v T DEPIDOT T 7 A NOIIEEANZADONIERNFEITINET, Fofth
DFRTCOTZ 7 Ay MIEEI N, SOFLVBREMTPRET, Thud, @2 1—
MZ—ETDERERH DT XTOIP ~y X —FRPET T T AL FDIP ~y X —ITHENT
B, %07 T T A NMITER— NE#IT D7 4 — 1 RBREEN TN, 8000 v
V=X X7 T 7 A MUENTE N T 7 4 v 7 ORITEFENRANEEFITTH720TT,

FIE

[Devices] > [Device Management] % 38R L ¥ 9,
=V EBET % 8000 2 ) — R T AL ADRICH HRET A 2 (&) 27 Y v LET,

CILF RAALVEBETIE, V=7 FALICWRWEES, VAT AL TH 2D L91C
KOHNFET,

[7/3 2 (Device) | # 7 (ETTAEZ v VRO T A AOGEIL[AH v 7 (Stack) | %
7) 27U w7 L, [FFl (Advanced) |7 > a v DRET A2 (&) 270 v 7 LET,
[ L\ IPv4 /L— L (New IPv4 Rule) | F 7213 [# LV IPv6 /L— L (New IPv6Rule) %7 U v
7 LET,
[FAA Y (Domain) | Key 7 X UR NG, A TF74 vy bERBFIARNy T %
VT g V=V ERINLET,
EHNANIETH T T 4V ERELET, N T 74 v ZIEEEASRLE DI DT T D
REEMIZL TCWARENRLD £7°,
o [f = =—% (Initiator) JBEL N[V AR H (Responder) | (WZH) : FEMIF L UL
BMOIP T RVALZIET KL A Ty 72 A LET,
«[7m k= (Protocol) ]: 7’1 b LZEBINT H0, [T (All) | ZEIRLET,
o [f =v=—%A/— b (Initiator Port) JEB L[V AR Z AR — bk (Responder Port) ]: TCP
BEQRUDP F 77 4 v 7 OHEF, A =v2—F K- VARV R— 2 AN LE
T, 74—V KREZEAOEFEICTHH, Any EAS LT, T3THTCP £721Z UDP k7
TA 7T DHEIICLET, F—bDOD~KYD VA REANTEETN, A—
NEFHE AN T Z LIXTEEHA,

B A REBEOER



TNAREBEDEK

ATy 17
ATy T8

\}

R EIOFIC LI |

*[VLANID] : VLANID # A/ LET, 74—V RZZZHOEEIZT 57, Any E AL
T, VLAN # 71272 T RTCO RN T 7 4 v 72— TH XL ET,

(&) /v— L% [R5 (Bidirectional) ]
[fRTF (Save) | #27 U w7 LThbH, B9

Li‘a—o
—JE [fR1F (Save) 127 Vv 7 LET,

RDZRY
RIEARZRLET, &E

il

EEDORAAZZIRL T ZIN,

v kA UDEE

AX— bk 54t [ KEDSA VR |YR—bENBT | HR—FENBF | 791X
R N R AT (Access)
f£E (Any) & (Any) T T (ASA U —7 DI Admin/Network
FirePOWER % [%: Admin
<)

GE)

ATy T
ATvT2

ATvT3

ATv74

ATy T5
ATy T6

Firepower ¥ A7 AD2—H A X —7 = 4 A TlX, ASAFirePOWERD > v v M X T E701%
HEBITEEEA, TNENOT A 22 Y v b Z T T 5HEOFEHIC OV TIE, ASA
DERZZRLTIEE N,

FIE

[Devices] > [Device Management] % S8R L £ 7,

BT 27 A ADOBICHLMET (=2 &) 270 v 7 LET,

<N F RAAL VBT, V=7 RAL UICORWRE, VAT AL > T B X )1
RKROBINET,

[7/34 A (Device) 147 %27 V> 7 LET,

Evbh REOTIZEENDT A ADEE, TTI7AT VAT 4 ZD[T 734 A (Devices) ]
NR=UT, fxDT A A% vy b XU CELITHESHLET,

TFNRA A%y vy NE T HITE, [VAT A (System) 273 a > TTF AL ADY ¥ v b
Forr7A4ay (&) 279y 7 LET,

Tar T IREREINTED, TRAADY Y v MUV EHERLET,

FNRA AEFHEBT A2, T ZAOFEB 7T A2 (9) 2207 LET,

FnqszgB0EEx |
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FA REEOER |
B s—oz1x5-7rE2-

ATV Tl T T IRERINTZE, TS ALHEET 52 2R LET,

A 23 —TxARXRT—TI)ILEa—

N=RT 2T Ea—DFZHdA A —Tx2A AT =T/ Ea—|2iE, T/ A THEHHE
T RCDA B —T oA AN—EFRENET, T—TNANOF S~ a0V —%EH
THE, RESNTNDTARTOA U H—T oA ABRRTEET, A ¥ —T A ADRIC
HOIFRAT A2 w7 ) w7 LT, A£ ¥ —TxA AGM/NEZIIEBRTA LT, YT
K= NOHFIR/ETREZYOVEZ D ENTEET, 2O X —T 2 A AT —T )V Ea—
Wi, A v F—T oA AT LU T OENEFRPFERSNET,

REDTNNAZADA VB —T AR

[MAC 7 F L2 (MAC Address) ]#1& [IP 7 FL-& (IP Address) 4IRS 5 DIE, 8000
DY =X FNRA AT, IOV TIE, ROFXESBR LTI XN,

B A REBEOER
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RIMEDTNAADAHA—T AR T—TILE2—DT4—IL K

4v8—7z4257—Irt2— ||

T4—ILF

Bl

4481 (Name) ]

FnqszgB0EEx |



B s—oz1x7-onE2—

T4 REBOER |

J4—ILF

B

BEALH =T 2 A ZALTE, ZATLV
7 27—k (Z4T258) T EAEGOT
AaNlLoTERINET, AATEIEZTA
AP R A RS X ERBENTOE, A
VHE—T 2 A RABAT HE TaT Ly
2 E—F (Z4T258) BY—1LF o7
BRENET, /1 F—T=2A X T A AT
ONTHE, A/ H—T =2 A AT A a5 H
LTL7EE,

TAaLTH, AV F—T 2 A ADEIEDY
VI REEE RS R FIEMEH SN TWET,
WD 3 ODIREDONTNDNERINET,

x5 — (&)
e (8
R (@)

SPA VX —T 2 A ADY 7 IRBEIL. Bl
PIA L Z—T 2 A ZADY 7 IREEL R L TY,
ASA FirePOWER & ¥ = — /L3 U o 7 RHEA 32
RLERA, B v —T A A
. FEHOT A arTEINET,

TA A OEMCERINDA L H—T = A
AT EEVERSNET, 2L, M T Uy
RN A& —7xA AL ASA FirePOWER 1 >
H—T 2 ADLFNTZ—VFRER L E T,
ASA FirePOWER A > % —7 = A A|{ZOWNT
X, LRI ORTRBY, Vo BFof
Nig A v H—T oA ADBNBERIND Z &
WCHEBE LT &N,

WA v H—T 2 A ATIE, YA X —T =
A ADARINRRINET, A 4 —7 =
A AT, WAV F—T =24 ADL4HIE
EY B THNATWD VLAN ¥ I RERENE
R

ASAFirePOWER A % —7 = A A Tld, Bk
DEX2VT 4 aLTHFAINRD DL,
X2V T 4 arTHRANDOLRIEA LV Z—
T oA ADLHIBFTRSINET, BX=2U T+«
AT XA RNBIODOLDRWGAIE, A & —

B A REBEOER
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4v8—7x4257—Inta— |

J4—ILF

B

T A ADLETDINERINET,

¥ =V 7 4 V' —> (Security Zone)

A H =T oA ANREND LB TCHNTWDER=
Vg —r, ¥x%2 U540 V—r%BINE
TISmET I, META a2 (&) 27
Uy 7 LET,

i fH#E  (Used by)

A Z =T 2 A ARFDHETEATNDA
TA vy M ARBAA vF, 3L —
%, ASA FirePOWER & ¥ = — /L% [l &

(Used by) 18R ARLEREA,

MAC 7 F L2 (MAC Address)

AA T RHERER L OVL—T7 » NERECTHZ)
ICENTNWDA X —T = A ATH L THER
INBH MACT KL A,

NGIPSv 7 /31 ZADEE, ARSI MACT
RLAZEY | T3 R RICRESRIZ R Y
NO—o TETEE A F—T A A
(Interfaces) | N—IZRRIND A F—
T oA ARSI EDLZENTEET, ASA
FirePOWER & ¥ = —/L{ZI MAC 7 RL 2 %%
RLERA,

IP7 RLA

AUE—=T A RZHDVE TP T R
Ry RUADKRA X EIPT RLADEIZE
hab, ZOWPT RLART 7T 47 ThbH
MIET VT 4 T THINEWRETEET, I
TITFA4TRIPT RLAZS L —FRENE
4, ASA FirePOWER £ =2 —/LZIP 7 R L
AEFRRILEEA,

FDDA 23 —Tx4 A

REFIDDA VB3 —T AR T—TIE2a—DT1—ILF

TJ4—ILFK

B

A & —7xA A (Interface)

A B —T 2 A AID, 7 x=— LA —_"—1
JENZT TAZHIEY DA H—T =
A ADE . AV E—T 2 A4 ARTITETH
B4,

FEE4,  (Logical Name)

A B =T = A ZADRERA,
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FA REEOER |
B = zxon—ve=

Ta—IL K B

2 A7 (Type) A B =T 2 ZADEA T : [WFE
(Physical) ], [ 7 A v & —T7 = A X
(Sublnterface) ]. [EtherChannel], [JLE:
(Redundant) |, E£721X [V v ¥ I n—7
(BridgeGroup) ] (7> AT Lk 77

AT 4=V ET—FROHK) ,

A B —T A A LT b (Interface A HE =T A ARE D ETHNTWDHEF=
Object) V74 Y=V E3A =T A X T )—
7,

MACT FL 2 (MACAddress) (7275 47/ A v Z—T7 A ZADOMACT RL X, @&tk

AR INA) DA, TIVT A THMACT RL AL AZ
NAMEBOMACT FLADTEERFERINTE
j‘o

[IP7 KL A (IP Address) ] AE—=T A AZEIDHETHNLTWDHIPT

RL R, FEIMTRENDT RLREY B To
A7 [#H) (Static) ]. [DHCP]. F721%
[PPPOE],

TFTINARTI)I—TEE

Firepower Management Center C7 /NA A% 7 V—7{t 95 &, BEDOT N4 ZA~DKRY 2 —0D
BEACT v 7T = b DA A M=V EBRIATAET, JA—TBRT 57 A ZADY A |k
. B ELITN IR TR TEET, 7740 T 20U X MIfE IR ESET,

<V IVF RAAL VIRBTIE, V—7 RAAL VNTORT A AT N—T 2B T& £4, Firepower
Management Center &~ /VF 7 F 0 U —[WIFICRET D LBEFOT A 2 7T —F13HIFRE N
T, T/ ATN—=TFV =7 RAL L LYV THEBIMTEET,

FTINA R FIL—TDEM

AX—hF S92 |[EKDFAELVR | BHR— b ENET | HR—FENE K| 7O ER

R INM R ALY (Access)
£& (Any) f£& (Any) f£& (Any) J—7 DI Admin/Network
Admin

THRA AT N—=TIZEY | BT A A~OFRY —OFID BT LA A~ —VEFHHHIC
TEET,

AEy VNETNINA TRATEVT 4 XTHNDTTA <Y T, R T N—T1TBINT %
Ly T DT NAANTN—TITBIMENET, T/ ADRL y IR RRE T3 NA T

B A REBEOER
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71z in—70%% [

RATGEYT 4 XTEHRLTEH, ZHODTF AL AW T E b N —FIZB L EEITRY

£,

FIE

AT w71 [Devices] > [Device Management] % 38R L ¥ 97,
AT972 B (Add) | Re vy 7 X Ty A=a—n5, [Z—7DBM (AddGroup) ]ZER L ET,
ATY T3 Az A LET,

ATy T4 [EHATEEZ2T /314 A (Available Devices) ] 205, T35 A J—7

ATw TS5 EM (Add) 1227V v 27 LT, BRLET A, AT, R T )—

BT AT, A% ]
SOLLEEIN L E9, BEOT A AZBINT 55581%, Ctrl £7213 Shift ¥ —2H L7577
Uy 27 LET,

FIEMLET,

ATYT6 [OK] %227 Vw7 LT, T4 A 7 N—T%BIMLET,

FINA R TIL—TDHwE

AX— bk 54t [ HEDSA VR |YR—bENBT | HR—bENBF | 791X

VR N R AL (Access)

& (Any) & (Any) & (Any) U —7 DI Admin/Network
Admin

FEBDTNAATN—TICEEND —HEOT A ABERTEET, 77747 AL, HAT
®7w%7#%M%LT#%T&PE\ﬁbwﬁwaKEmT%iﬁho

TITIGAT VAEF LWITN—TIBENILTHL, TDT T I3A TV ADRY =0, #H LT
=T TIZED B TOHENTWVAERY U—IIEBEINDIRTIEH Y A, FL—TDRY
—EHLWT N, RZEY B TARLERDH D 1,

ALy INETZNIT NAADNA TRATEVT 4 XTNOT T4~ TR AT N—"
WZIBIT 25 &, WMTOT A ANTN—TITBMENET, T/ ADAL v 7R AR E
73N A TRATEVT 4 XTESBLTH, ZRHDT A ATl &7 L—TITE L
T2EFEITRD ET,

“F RAL VRETIE, T R T —
kT,

. FNEBMER SN AL VN TOIIRET

FIE

AT 71 [Devices] > [Device Management] % 3R L %9,

AT9T2 WETLT AR TN—T ORI LmMET A2 (&) 27V 7 LET,
ATFw T3 MBS LT, [4ET (Name) | 7 4 —/L FIZ, ZA—FOFH LWARTEZATTLET,
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FNAREBOREE |
. Firepower 2100 > ') — X ® SNMP D% E

ATy T4 [EHFEEZRT /31 A (Available Devices) 735, T /35 A Z—TZBINT 5T 31 A% |
ORI U ET, #HEOT A ZAEBIRT 2841, Cul £721% Shift F—ZfL2n 67
Uy LET,

RAT9 TS GBI (Add) 1227V > 7 LT, BIRLIET NS RETNA A 70— ZBEMLET,

RT9T6 LEIZEUT, T80 AT )N—TNET 3 ARHIRT 21205, HIBRT 2754 AOREIZH 5
HIBR7 A =2 (0) 227V w27 LET,

ATF9TT [OK] %227V v 27 LT, T AT N—FITMAT-ERE2HRFLET,

Firepower 2100 < ') — XM SNMP D&% 7E

fisty NU—2EP 71 ha/b (SNMP) (X, SNMP v X —Y ¥ &o— = M D@EH
Ay —VT7r—<y bt s 7V r—varA ¥ e FaA T, SNMP T,
2y b= RNDTNAZADE=H ) 7 LEHIHET 51EET L— LU —7 LHEEED
eI ET,
SNMP 7 L — AU —27 %3 DO#5y THER S E 1,
*SNMP~ R —% : SNMPZMH L TRy NU—2 TNRALZADT 77T 4 ©F 1 ZHIE L,
T=H Y TTHUAT A

* SNMP =— = > b : Firepower > ¥ — L D7 — X Zffii L, LBIISLTEDT —X %
SNMP ~ % — ¥ ¥ [T 5 Firepower2100 ¥ ¥ — WD Y 7 b7 =7 a LV R—32 h,
Firepower ¥ ¥ —IZiX, =— Y= hE&—EHDO MIB R EENTNET, SNMP =— =
YEEAHICL, vA—Vrx =V MDY L—va vy TERERT 51T,
Firepower Management Center C SNMP Z AL, #ELE T,

« HHFHAS—2 (MIB) : SNMP =— x> b EOFHNRA T V=7 by v a
“o

Firepower 2100 2% — /1%, SNMPvl, SNMPv2c, 3L TUNSNMPv3 2% AR — L E 9, SNMPvl
BLOSNMPV2 13 EBLL L, 2 a2a=7 4 "=2BAOEx2V T 1 2L ET,

Firepower 2100 ® SNMP O F 1L & SNMP Z'0/37 1 DERE
~

GE)  ZOFNEE, Firepower 2100 ¥ U — X DT /NA AOIHTHH I E T,

FIE

ATY 1 [T/NA R (Devices) |>[T/314 REE (Device Management) | % 3R L F 7,
ATY T2 [SNMP] ¥ 7% 27V w7 LET,

B 7 rEBE0REK
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ATV T3 ROT7 4 —ILRIZASHLET,

Firepower 2100 © SNMP 5 » 70 fers [}

Bl

B

[ BLRAE (Admin State) |
Frxy IRy 7 A

SNMP ZHZNZT B0 EIIBINNCT D0, T AT LT SNMP
=R DOHEENEGEENDHEICE T O —E 2 2HH
LET,

[K—F (Port) ] 74—/ F

Firepower > ¥ — A SNMP 7R A k EilET 572D AR — |,
T 7%V b A= MIEETEEE A,

[Z22 2=« (Community) ]
7 4—J)L R

Firepower & ¥ —378 SNMP AR A MIEETH T v 7 A v
= IEENAT 74/ FDOSNMP V] £/ v2 a3 2=
T 4 DL4HT. DT SNMP v3 D —H 4,

1 ~ 32 LFORBTFILTFINEAN LET, @ (Tv b ~v—
7) N RNy 7 RTyva) " (CZESIHAR) L2 (B
PR FTEEMAR—ZIEH LN TS, T 741
& public T,

[Z22=2=7 4 (Community) |7 4 —/V KRBT TICREZNT
WAHGA. ZEAT 4 — /v ROLHRIOT F A M [&E:mm
(Set: Yes) 1 &5 Z LICHEBELTLEE WY, [a3a=T4
(Community) |7 4 —/V RIZERA AT éé’bfb‘fcﬁb‘iﬁu\ ze
HY7 4=V ROLEMOT A2 MI[ERE : Wiz (Set: No) ]
L0 ET,

[ AT NEBE4  (System
Admin Name) | 7 4 —/V F

SNMP O S2HE4H 2 38 g G,

BT A=/ T FLA, AAl BIlESRLE, 255 LFETO
XA AT LET,

[Location] 7 4 —/L K

SNMP =— = >k (F—) BEMET DR R N DAL,

K510 XLFOHRBFTE AN LET,

ATV T8 [RF]EI Y v LET,

RDBERY

SNMP 7 v 7B L =2 —V Z21ERE L £,

Firepower 2100 @ SNMP ~ 5 v T DERK

Y

G¥)

Z OFJEIL, Firepower 2100 2 U — XD T /34 A D F|

JHEMAEhET,
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B rircpower2100 0 SNMP 5 v T teR:

ATv T
ATvT2
ATvT3
ATvT4

FIE

TRAAEBOEE |

[T/34 R (Devices) | > [T/\1 AEHE (Device Management) | Z 3R L 7,

[SNMP]| % 7 %27 U v 7 LET,

[SNMP k7 v 75 (SNMP Traps Configuration) ]fE T, [EAN (Add) 1227V v 7 LET,
[SNMP k7 v 7 3% (SNMP Trap Configuration) ] # A 7 1 7R 7 AT, IRDT 4 —/)L R

Ea2 AN LET,

ARl

B

[Host Name] 7 f —/L K

Firepower & ¥ —3 6D b T v 7% %(59 %5 SNMP AR A D
RANMGEIZIP T LA,

[Z22 2=« (Community) ]
7 4—J)L R

Firepower & ¥ — >3 b 7w 7% SNMP 7R A MIEET 5 & &
\ZE&HD SNMP vl £721Ev2 D a2 =2 =7 4 £7-1% SNMP
V3 Da—H4, T, SNMP —E R ICHRESNT-aI 2
=T 4 FRE 22—V H LR THLIMNERLY 7,

1~ XTFOFRFXTINEASILET, @ (Tv b v—
7) N RNy 72T yva) " (ZESIHA/) 2 (M
) FIITERAR— R IEH LN TL &,

[Port] 7 4 —/L

Firepower & ¥ — 78 k7 v 7D 72T SNMP AR A b Li@fE T
BE—k,

1 ~ 65535 DEHAE AN LET,

[/3— 3> (Version) ]
74—V K

Ny FIERAENSD SNMP X—2 g U BLIOET /L, RO
WEFNIZR Y £97,

* V1
* [V2]
+ V3

[#A47 (Type) 17 4—/V K

N—=T g LTIV2] £7201F [V3] 2R LI=5HEIT,
THRNT v TDEAT, ROWVTNNIRY 7,

* [Traps]

S )

[F#tE (Privilege) 17 4 —/L R

NR—=V g LTV Z2RIR LG, b7y ZICBER

T DR, WONTNNITRY T,
Rk Y | B ek L

o [¥FE72 L (Noauth) ]:

* [WERE (Auth) ]:
RARE7R L, WE S ke L

o [Priv] : FFEH D . B HLH D

B 7 rEBE0REK
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Firepower 2100 ® SNMP 21— DR .

ATv 75 [OK] %7 Y 27 LT, [SNMP 7 v 7#%E (SNMP Trap Configuration) ] %A 7 127Ky 7 A

ZHCET,

ATYT6 [R17FE (Save) |27 U w27 LET,

Firepower 2100 ® SNMP L —H5 D {E L

\}

GE)

ATy
ATvT2
ATv73
ATvT4

Z DFNEIL, Firepower 2100 2V —ZXDF A ZDIIT@H SVET,

FIE

[T/34 R (Devices) |>[T/34 REE (Device Management) | Z &K L F 7,

[SNMP] 27 %27 Vw7 LET,

[SNMP = —# 3% (SNMP Users Configuration) | fEIK T, BN (Add) 127 U7 LET,

[SNMP = —H % E
EANLET,

(SNMP User Configuration) | A 7 B 27Ky 7 AT, IROT 4 —/ RITfE

Al

A

[=—%4 (Username) |
74—V R

SNMP =—ZE| Y 4T Hb2—HF4,

RN XFETOXFERITHTEATILET, LRI TF TH
EBMERHY,  (Trx—2aT) .. (EVFR) . @
(Tyh~—2) - (A7) bIEEETEET,

[RRAET VY X H AT
(Auth Algorithm Type) ]
T A=)V

FFA 2 A 7 : SHA,

[AES-128 Z i/ (Use
AES-128) | F=v 7Ry 7 A

FAcTBH e, 2O —PIT AES-128 B LM & E T,

[RRE/NA T — R
(Authentication Password) ]
7 4 —)L R

a—HPDORAT — R,

[f#e78 (Confirm) 17 4 —/L K

MeGBD T2 D/RA T — RO A,

[ 5/ XA T — K (Encryption
Password) 1 7 4 —/V R

A—YPDT T AN — RRAT— K,

[#ez8 (Confirm) 17 4 —/LV F

HEERDT- DT 5 A N — AT — ROFAS,

FnqszgB0EEx |
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. Firepower 2100 @) SNMP 11— D{ERK

ATw 75 [OK] %7 Y v 27 LT, [SNMP =—H57E (SNMP User Configuration) ] %A 7 B 7Ry 7 A%
AL ET,

ATYT6 [R17FE (Save) |27 U w27 LET,
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