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%4 (When Host Limit Reached) ] % [ A k% K v~ (Drop hosts) ]JIZa%E L E T,

RRX MIOC EXFE

TDANRY ME, AR MIALTIOC (REDEW) NRESN., 77— MR EkEanizL &
ARSI ILET,

RALZALTDF

ZTDOANRY NI, Ry PT—IBRHERY U—TERINTEBBANTERANA N T 7 0 v 7 &4
LR ol272012, Xy N =7 <o TIbBARA MR Ry Tahiz & 2AEkESnET,
% DHEARNDIPT RLAEMACT RLAIZZENENT A LT U MDD EIZERELTL
7230, BEEMTENTHWDET RLANRTRTHA LT U MIRDET, FAMIRXY FT—
7 =y IO HEAERTA,

X M= BHARY o —CEMRT I XY N =7 2EFT 5L, Fy hT—7 <y T
HHWARR M EFEITHIBRL T, ZNHDORA R A FOFHIBRICAFICERALZ2WE S L
3

2y RD—H FINLAADKRA kB4 TOLEE

TDANRY NI, VAT AR, MHEENTEHRA NRERIZIXY NU—2 FAL A ThoT-Z b
R L& XITERENET,

FATUTATAHE

TDANRY ME, VATAN, LW —REIA RN —T 4 TV RT KK AEITO
TITATRTAT VT AT A4 EHEET D, TOV—NERFZARNV—T 4 VT VAT DT
ATFoT 4T 4R Lz e IR EINET,

EOFLNT 2T 4 TRTAT T AT 4 7T —FEWGETHEDITHEA NEHAX Y LT,
TAT VT 4T 4 OFEERT H85A 1%, Identity Conflict £ X2 k& H L C Nmap DIEHE
RUFT—T&EET,

FATUTAT4 B4ALTI b

ZDARY NI, TIT A TR —=ANBOY—RNELFTARV—TFT 4 7 VAT LD ID
T—=ENWEA LT U ML EITERSNET,

EOFHLNT 0T 4 TRTAT T 4T 4 7T —FEWMGETHDIT, FAMEHFAFY LT
TATT 4T 47 —8% ) 7Ly at5551E, Identity Conflict £ X bk Z i/l L T Nmap
DEREZ N H—T&EET,

MAC [F5RDEE

DAY NI BREOMACT FLURAFEFIZTILEICEEMT STV AIERT, V2T A
NEFEZBH L L&A EnE+,
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Feznny42vt 547 B

ZDANRY MIZLDGE, V=X EBUTC NI 74 v 7 B ETEHRA NV AT AR LT
EXWCRELET, ERANMIUIENENRRDIPT RLARHY ETH, ZNHLDOIPT R
L 2T RTC, —FIZEEMS T BN TS MACT RLAEZFH - TWA LR A2 ET, &
AT LMEIP T RURICEEMT G TWDEREO MAC 7 RL AT 5L, AA N 7'
77 ANVNTEDMACT RLAZKF TR AL, /X BEa—DA X2 MBI
[ARP/DHCP detected] D A vt—V%FRLET, TTLIZEDDA[REMERH D T2, i
TR 74y 7 PEEON—2 2B L TEISNDARERS LD TT, £, VAT ADBKE
A FDOFEBEDOMAC T RLAZBH LTZHBES TIL W EDL D AREMENH 0 £7°,

NETBIOS ZDZEE

TDANRY I, VAT ANERA RO NetBIOS LT H5EF 2 Lz & 2 ICERENnE
T, ZDOA X2 ME, NetBIOS 7’2 ha v zFHTHHEA MK L TORERSINET,

LW SATU R
TDARY NI, VATEABH LW IA4 T e Lz s &icgEmkasnEd,

G¥)

SR AT > b T =2 2 IEB I OEMNTHI2E, Fy N7 HBRERD >—DF 4 X
HRY =TT TV — g VOMEBENNZ/R>TWSZ 2R LET,

HFLLWKRZR F

TDANRY ME, VAT LEANRFR Y hT—7 ETEHEEILTWAH LWEA MR L7z & &4k
RENET,

ZOA R ME, T ABE LKA b EE T NetFlow 7 — & AT 5 L & bAERTE £
T, ZOARITA X b EAERT BITIE, NetFlow 7 — % 28B4+ 5%y hU—7HiHL—1
THRAMEHHTDIEIICHRELET,

FwLWLWRY FD—4Y JOrall

ZDOARY NI, RA BB LOWFR Y hU—27 ' hai (IP, ARP2Y) L@EELTHD
ZEEVAT AP L E X ICAERSNET,

#FLLOS

ZDARY MEI, VAT ANKRA OFHLWASNL—T 4 VT VAT AER LZ, 7203k
ARNDANL—FT 4T VAT ATERERM Lz & AR ESNET,

#HLULTCP R— K

ZDOARY ME, RARNETT 7T 4 7728 LW TCP — 3 iR— |k (SMTP %7213 Web H—
EATCHEHAEINTNDER— 12 E) 2 AT ABRRMH L EXICAKRESRET, 204 b
. 7V r—vary raban, FRETII A=y ary Fa bV EEMAT ST
D —_OBBNITEH S EF A, EHRIL. TCP Server Information Update £ ~X> h Tfaik S
nET,
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T4 RN AR bR |
B = xnnvarot 547

IDARY NI, THRAANR Y NI 2o ST TIFEL RV E= AR R Ry T —7
FOV— "% E T NetFlow 7 — ¥ ZUEET 2% L X AR TE ET, ZORWTA R M EAERK
T AI21%. NetFlow T — X #EHT 2%y NU—7 kL —LTT U r—> g o 2HiHd 2
LXoOIRELET,

FLWFSVRAR—F O Rl

TOARY ME, RAIBEH LWERF AR — K Fa hab (TCP, UDP 72 ¥) L#fEL T
WD EEBVAT AP LT & X ITERSINET,

%7 L LV UDP 7R—

ZDARY NI, VAT AN, BAPNETEHLTODH LWV UDP — N R— &2 L7
ARSI ET,

ZDARYMEI, TRAARF Y hT—7 <o PICT TIGEELRWVWE=Z LRy hT—7
EOY—REE T NetFlow T — X T 5 L X AR TEET, ZORWTA R MEARK
T 25121%, NetFlow T— X ZEFH T 51y hT—I7BHEL—LTT 7Y r—a U akHT 5
XolTwRELET,

TCPR— kY O0—X

TDOARY NI, VATAR, FARNETTCP R— M7 o —X L2 ERHLIEE I
ERENET,

TCPR—F BA LTIk

TDARY NI, VAT LADORy NI RHEARY U—ICERINTZHEAN T, VAT L0
TCP AR— IO T 7T A BT 4 2R Lo Te & XITAKRSINET,

TCP H—/\IEHROEH

ZDAXRY NI, FAMETHEEHLTEY, 35 TICHRBEENTWSD TCP — 3T AT LN
BREAEmE L& X2 AERINET,

DAY ME, TCP =B EH SN/ L ZIARESNIEERH Y £,

UDPR— b+ ¥ B—X

TDOARY ME, VAT AR, RARETUDPR— IR0 —X L7 taRHLIEE X
RS ET,

UDPR— bk ZA LTI+

TDOANRY NI, Ry FT—IRBRHERY —ICERBENTRIEAN T, A5 L UDP R— b
MHET I T4 ET 4 2B Lo ic & X ITERENET,
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Az rANAAU k247 |

UDP H—/\{EIRDEHT

TDARY NI, FANETEHLTEBY, 7 TIHRE SN TWS UDP %—/ ST X7 AN
TR Lz & X ITERENE T,

DA I, UDP = "R H SN & ZIERSNIGBERHY 97,

VLAN % 5 &R D E#H

ZOARY M, VAT AN, VLANZ ZNTHRA MOERT2EE 2 MR Lz & g4k S
ET,
BErEY Y

RAMANANS N ZAT (15 3—2)

Fy NI =7 RHOT —4# A FL—URE

T r—a v BLEOFNL—F 4 7 AT LD ID DL

Ty NT—=IRINT AT 2T 4T 4 BAORIE

RRAMAAARY N BA4T

TAAANY AR NDOT =T NaRKrTDHE, [AX b (Bvent) | T KITAN K ZA
TNEREINET,

2—YN (FEITHERA NZBMTDRED) ¥EDT 7 v a v mFT LI EIAEREIND R
ARNAIAR NEFERY, T ADNY) AR NI, VAT AN, BEfkSRry NU—7
TEEEZBHLEZEEX CENTREENRDST-ARARNTR S 74 v 7 2BE LT-8EER YY)

AR S ET,
Fy NU—Z AR =% ERB LT, VAT LADNGET DA MATAR NDOZ A T HFE
ETEET,

SFEIERFATDORARNANTANRNY NPEERTHEREPRET H L, EOA X2 N EFERE
LT T —FOXRIZTEH, HERY o —TINo6DT 7— 2 EDOLHIHEHRAT I ED)
RECHBTED LTV ET, T, ARV NEATOLFIRDLND L, XVIED v
AR MRBEAFKT 2 9 Z TRICIHET, KRIZ, FRARMANAXRV FNOSESERFIA S
WIZCHOWTEB LET,

92472 ®DEM (Add Client)

TDOANRY NI, =PRI T4 T MEBEIMLE &S ITAERENET,

RA DENM (Add Host)
SOA Ry M, A RER RSB E X IR SR E T

70 ka)Lmi:EN (Add Protocol)
TOARY NI, =R T o haEBENLE E X ICAERSRET,
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FA4 RN AR rOFRE |
B Axtancrvrs47

Ax v UHERDEM (Add Scan Result)
ZDOARY NI, VAT AR Nmap AF v COFERAERA MGBEM U & X 2AERSnET,

R— +DiEM (Add Port)
ZDAXRYME, =R =N K= 2B & EITAERSNET,

25472 FDHIER (Delete Client)
TDOANRY NI, =R AT AN TA T FEHIBR L & S ICAEKRINET,

KRR b2y ET7—%5 DHEIBR (Delete Host/Network)

COARY ME, 2 PRYRT ANE P T RUAEET T Ry b RN U & X AR
SNFET,

70 FaJLDHEIE (Delete Protocol)

ZDARY ME, =RV AT AL T ha L EHIBRLE E ZICERSET,

R— +DHIE (Delete Port)

ZOARY NI, =R AT LANSP— N R — hE I N R D T —T ZHIR
Lzl ARSI NET,

RA REMEDIEM (Host Attribute Add)

ZDANRY NI, 2—=YRFLWEA MNEEEER L & EICERIRET,

R FEHOHIRR (Host Attribute Delete)
ZDANRY ME, =P, 2—PEFEDORA MNEMEEZHIR L & &Ik snE T,

"R FEHEEDHIER (Host Attribute Delete Value)

DAY ME, 2—VR, AR NBHEIZE Y LY TONTWAHEEHIRLE & SICAR SR E
ﬁ‘o

RRA FERHEEDERE (Host Attribute Set Value)

TDOARY ME, 2—YRHRRA MG LTHRA NEHEEZERE L L XICEKRENET,

RRX FEMEDEH (Host Attribute Update)
ZOANRY ME, =R, 2—PEROFRX MNEMEOERELEE L L X ITERESLET,

KA FEZEEDERTE (SetHost Criticality)

ZOAXRY NI, 2—FRFRA ML THRA NOBEREEDOEEZRE L, FRIFEL L L
TR SNET,
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F4RNNY AR b ERR ARSI Ry LoETE [

ARL—T 4T SRTLEEDKE (SetOperating System Definition)

ZOARY ME, 2= FRRRA MR L TAR V=T 4 VT VAT DERE LT L ITEMRS
nET,

Y—/IN\FEEDERE (SetServer Definition)

ZOAXRY I, 2R =N L TR A =B LU=V a VOEREHRE LT E X
RS ET,

fisstER BB EDERTE (Set Vulnerability Impact Qualification)

ZOA Ry ME, WSO BOBENHRE SN E XITERINET,

MagatER . EBOREIIXT HHEH T a— L LAYV TN o7 & & E72 03 a5
=)L LUV THENI oz L &2, ZOA X bR ERENnET,

fES5 M Z |ANITERTE  (Vulnerability Set Invalid)
ZOARY M, =R 100 EOMEFEA SIS L (F72i3fR L) L EITAmIh
i —a‘o

fESEEZ B MITERTE (Vulnerability Set Valid)

ZDANY ME, =R DIANCENTH D &~—7 ShicfastE 2 A2 Lic & EITAR
SNET,

EELEY D
FURBAY ARU R FALF (10 2—)

TARANY AR FERRAMANARY FDORTR

ARX—hk S92 |[ERKDFAELVR | YHR— b ENET | HR—FENE K| 7O LR

VR INA R A (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst

TAARNY AR N U= T7a—TIL, T4 ANNY AR NERANATAXRY NS
MHEDT—HERRTEET, 2—WFIIMBTHHERITISC AR M Ea—28ETDHZ L
NTEFET,

VIVF RAAL VRERETIZ, BIEO FAAL VTR AL VDT —F2ERTHIENTE
F9, LNV DRAAL VFEFRIINB RAAL DT — 2 52FRRmTHZ EITTEERA,

I—PNA R MIT 7 ERATHEXIRRINDGN—VE, T2V —27 7 —28-T
B0 FEd, 2—PFEFFEMEROV—7 70 —5FHTEETN, ZHUET 4 AHNY A X
VRDTF—T NN Ea—b RAPF Ea—OFRER—IUNEENTWEST, 72, BED=—
REfl- TR T ERRTEINAZ L T—r 7 —45ElT52 6 TXET,
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T4 RHNY ARy b0t |
B = xr vtz —nk

FIE

AT 71 [Analysis] > [Hosts] > [Discovery Events] & 3R L £,
ATV T2 ROBRERSH Y £7,
s BFFEFO BT OFBIZE > T, FpfFuHZ T L £,

GE) AR Ea—ZRIIC Lo THIF L T DAL, (Fa— A Ry L
ADCERR L) T TA4T 2 RTRE S IV TV DRI O TR S L7z A X
YRR ARV BN Ea—ICERENET, TTITATARTHLTATA FT5
B2 R E LG ATH, ZOWRMMNETLHIZENHY 7,

c[(V—27 7r—DiIEZ) ((switchworkflow)) %7 U w7 LTCHAZ AT —7 T —%
GUHOU—r 7u—%HH L%,

AR = 7R FITLES (TAXINIBIOTAT T AT 4 V=07
n—OfEH (73—) 25]R) .

T —=TNDHTLDNFIZOWTHLLHRET (T4 AN A X FDT 4 —/L R
(18 =X—) &M |

EELE YD
TAAINIBIOTAT VT 4T 4 V=7 7a—0DfH (7—=)
TAARAAN) ARVEDT4—ILEK
UFIE, T4 ABNY) ARV T—T NV TERBIUOBRTEXDL7 4 — /L RIZOWTHAL
ij—o
Bzl (Time)
AT BINA R B AR U TR,

LRk
FUAAAY AR | A A TEERA RAIA S | AT,

[IP7 KL X (IP Address) ]
Ay MZB#ET AR AR MIBEM T LN THWAIP T KL A,

a—+4 (User)

AR IPERENDENT, A X b %M?éTXbC%% o s A v Lo —, %@®
»HDHL—FDHIZ %@@@w:~%@##m&4/bt . MERRDH B —FHKIT
AT HET, *%BEOD%ZD:L—%#EE??OD:L—%& LTT%T%%ME#O
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| T4zxH1Y AR DR

RA b+ T—4

w2zt 7—5 [}

[MAC 7 KL X (MAC Address) ]

FAADNRY) AR NI =L LU THERALEZRXY NU—F T 7 ¢ v 7 M4 5 NIC
DMACT RFL A, ZOMACT FL AT, A2 MIEHET AR A NOFEEDO MAC T L
ATHDIH), TN T 74y B @ER LRy NU—7 TAAALAOMACT KL R{IZ720 ¥
7,

[MAC X > %' — (MAC Vendor) ]

FTAUAAN) AR ENIH—=L LU EA LRy NU—2 bT 7 4 v 7 MERT A NIC
D MAC/N— R =7 R —,

ZDT 4=V RERKT DG, virtual mac_vendor # AJJ LT, fiAHA A MRS
AR hERELET,

['R— F (Port) ]
ARV PINE NI H—=E L THALE N T 740 v 7 MEATHR—b GE4T25HE8) .

SR BA
TXAMIEDA R NOFA,

ALY

RARNERH LT /31 AD KA A 2, This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

Device

A Xy NERER LT BRI T NA ZADL R, NetFlow 7 — Z IZESWEH LINWEZ MBI
HLNWT— DA R FOEA . ZHIFDOTF —F AR LT E R T N 20 £,

EENEYD
ARy N DORR

VAT LR A R ERH L, RN T 0T 7 A NVEAERT D72 R MY 2 R IR
Liz& Xz, A2 ML S E T, Firepower Management Center Web - & % — 7 = A A %
ML T, A F2FoR, BB, BIOHIFRTE £7,

BARDOFRFHFIZ, BIRLIZFA MIESWT R T 7 4w o707 a7y A 0, BLXOR= 7T
AT VADKRIA B YA REBERTEET, 72, (EVFAOHEBEELRTT D) mA LD
HEEOREDORA NEMEEHRA N =T ICEHY B Cro b TaEd, TodbHL T, M
BL—VEBIORY O —OHRTCINOOEBEDOME, FIA VAN BLXONT 74 v 7
Tu 7y ANEHERATEET,
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B +x+5—s0%s

FA4 RN AR rOFRE |

VAT AL, = AR— &N NetFlow L a2 — Fb Ry hU—7 < v FIZHRA R &IBINT
XFETN, INHEDORA MUEHATE 2ERIZBENFET (NetFlow 77— & L EEXIHRT A
AT —HDENEZR)
EENEY D

NetFlow 7 — # LB RT N, A 5 —H DjE

KA~ T—2DRT

AX—b 54t |REDFAEVR | BHR—FENET | HHR—FESNEF | 77X

VR NA R A A (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst

Firepower Management Center ZfifH L C, Y A7 APMRMHLIEFRA NDOT—T NV E2RRTHZ
LRTEET, 20K, LU TOHDIHFBRIZIS U TERRGELZBIETE 7,

VIV F RAAL VREBRETIL, BIEEO FAAL VTR AL VDT — R 2R RTHILENTE
9, VLNV DRAAL VFERIINB RAAL DT — 2 52HRR_THZ EITTEERA,

I—PRHEANMIT 7 EARATDHEXICERRINDGX—VF, FHT LIV 7 —ltL-TH
D FET, FRIEROTV—7 70— Il EHBHRARN Ea—TKRTLETN, ZOKRA L
Ea—lliE, 2—VOHREMTZTI_RTOFRAMDOHRA N T 77y A AREENLTWET,
Flo, HEO=— A& RIETER R TLONAZ LT = 7u—%ElT52 b TX
£7,

FIE

ATVl ROLHIT, FANT—=ZIZT7E®ALET,

c FRIERINTZV—27 7 —% T 2355, [Analysis] > [Hosts] > [Hosts] 3R L £ 37,
cARARNDT—T N Ea—RNEENRWIAX L T—7 T7a—5{fH L TWDEAIL.
(V—7 7a—pi i z) ((switch workflow)) %2 U 2 LT[ AL (Hosts) ] %%
RLET,

ATV T2 ROBRENRHY 7,

c[(V—2 7r—DIV K Z) ((switchworkflow)) 127 U w27 LTHAZ LT —7 T 0—%
GROU—r 7u—42 @A LET,

c KA U — 7 7 —BEEFITLET (TAAINIBLOTAT T AT 4 V=07
a—0ER (78—) 228)

T =T NDHTEADNFIZOWTHLLHARET (KA T—% 71— R (21 ~X—
V) BB

AT arERRTDHIUX, T NANHNOEBELZ Y v LET (AT a UBRRRS
nenwstdH o £9)
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| T4zxH1Y AR DR
TS AP |

c RA NBHERFEDHA MIEIVYTET BIRLZFA FOFRA NBHEORE (29—
V) #5H) .

HFEDKRARND N T 7 4w 7 Ta 77 A NVEERLET EIRLEFANDNT 7 4 v
a7y A IVOERKR (26 X—) E5MH)

HEEDRA MIESNWT, avFI3AT LV ADRTIA MU A MEERLET BIRLT-H
A NMIIEASNWZa T ITAT U ADKRTA b YA ROER 26 2—) 25M]) |

RART—2 J4—IL K

VAT ANIFRA N ERBLEE X, FORAMIETATFT—F2E2ZINELET, FOTF—FIT
T, RARDIPT RLA, RARBRFETLTNAEFTRL—F 4 T AT LAREREDSH
CRARETT, =2—WF, A MDTF—T AL E2—TINODOERO—PEFERTHILENT
=FE7,

KA T—TNTRREBIUOMETEE 7 —/V FOBANGEE £77,

BBl (Last Seen)

AT AL S TOPTINDRZ D IP T R L ANKEICHE S AR SR, [BiE OB
H (LastSeen) JDfEIE, WA FDIPT FLAIZKH L TY AT ARH LWERA b X &g
Ll 72T, Al b a—Rxy NU—Z IR Y O —IZRE LI BHHREO
BECHEFISNET,

RAPAEREAEAL T, AR —T 4 VT VAT LDOT—ZEEHF L TWEHER A LTI,
[AiEl DO (Last Seen) ] DEIL, FDOT — X NiPNBM S B R Z £ L £,

[IP7 KL X (IP Address) ]
ARA MIEHEMT TS IP T RL A,

MAC 7 KL X (MAC Address)
RA RBHH L7 NIC D MAC 7 KL%,

[MAC 7 FL A (MAC Address) | 7« —/V RiX, [FA K (Hosts) |V—27 72— [HKA LD
7 —7 )L ¥ 2 — (Table View of Hosts) JIZRRINET, LFDOH DIk LT[MACT FL-X
(MAC Address) ] 7 4 —/V R&BIMTE £,

o [RA L (Hosts) | 7T—TNDT 4=V EREENTNWEDAL L T—T )L

o [RA N (Hosts) | 7T — T NIFKESWIEHARF L U= 70 —D R LE T RX—

MAC X > 45— (MAC Vendor)
ARA R L7 NIC D MAC N— R =7 R A —,

SOV IAVEGYAN 1 |



FARANY ARV +O#ERE |
B txr7 5500

[MAC X% — (MAC Vendor) | 7« —/V Ri&, [/RA K (Hosts) | 7—27 70— [KRAFD
7 —7 )L ¥ 2 — (Table View of Hosts) JIZRRINET, LFDOH DT LT [MAC R ¥ —
(MAC Vendor) ] 7 4 —/L RZBIITE 7,

e [RA L (Hosts) | 7—TNDT 4=V ENEGEENTNWDINAL L T—T )b

c[FA R (Hosts) | 7—7MIESNWEH AL LT =770 =D RYNZ T "=
DT 44—V RERBET HHEEIL. virtual mac_vendor AL T, (A A MZEHMRT 5 A
RN EBRELET,
IRED— (Current User)
RAMIBEER A LTWEH2—HFDID (—H4) |

MEFRD I —FRHRA Moue s A o358, 2oa /A4 da—FBXOFR A FOEREIZEE
BEINDZ EICHER LTI, HEOH D 2—F R A MIBEE#EMT S TWHRNWEE,
HERD N2 —FRZDHRA MOBYT—W LR b bR TEEd, 2720, HEOHDH2—
PREDORA MZa A v LIk, BIOHROSH b2 —FicLbur A4 o E0RsiiTa—%
ZEFLET, £72. HRORWZ—FNEA FOBIT2—YPTHIEE, TO2—F %M
L Ca—HHIEHZITY ZEIXTEEHA,

RA FODEEE (Host Criticality)

ARAMIEDLBTENTWD, 2—TREDEIEE DE,

NetBIOS &2 (NetBIOS Name)

WA N D NetBIOS 41, NetBIOS 7’1 k=1L &2 FAT L TV D AR MIDAH, NetBIOSH 23 H V) %
j‘o

VLANID (Admin. VLAN ID)
ARA NBFEHT S VLANID,

v 7 (Hops)
RAREBHE LT AL ADBHRA M~DXy U —7 DRy 7T,

RRA b 247 (Host Type)

RANDHE AT, BRA R, E/NA VTR, A jailbroken /XA )L T/NA R =K TV
V. NAT T XA A, B— R AZ U HFONTANITEET,

Xy NU—=2 TN ZRERXBIT DDV AT ATIFROFGEEZHEHLET,

s Cisco Discovery Protocol (CDP) A »v&—Y D081, Ry NT—7 DTN A ABLOEND
DEAT (YA THRAADR) BRHFEETEET,

s A=Y —Fm haj (STP) O, T3 A& AL v T EiF7T Vv & LT
AL E,
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| TexARU AR rDRIE
TS AP |

cFAUMACT RLAZMEH L TWAEEDOKR A N, MACT RL X%, L—XITRE
LTWBHLDE LTHALET,

c T AT v MUPED TTLEOEE, F-3EFO 7 — ML LHEBICEATINT
W5 TTL EOMH, ZOMHTIZ, NAT T A A a— R RS o328 L E4,
TNA ANFy hT—7 TNRA AL LTHMNSNRWEAIE, "ARMELTHEINLET,

D7 4=V FERBETDHEEIE, thost EANNLTTRTORY T —F TNRA RAERAL
ij_o

N— K7 (Hardware)

ENANTNNAADN=RT =T 7Ty M7 — LA,

0S

ROWFTIINTT,
e RA N ETRIBENTZANRL—T 4 VT VAT A (BRI, RUF—, BIOI—=Y =) |
F721E Nmap 2> A M AR ZMFEH L T SN ARX L —T 4 V7 VAT A,
ANV =T 4 T VAT EBREMD T 4 =TV v M LW EAIT unknown
« TR —TFT 4 T VAT BEBINT DO ERN T AT ATIE S LTV RN

{5\51 pending

VAT ANEEDOTAT T 4T 4 BB LSS, CNODTAT T AT 41T v~ X
WA FTERENET,

DT 4=V RIE, Xy aR— K ET[HAZAL5H (Custom Analysis) |V 4 2= > bb
RARNARY P Ba—&E# L &R RENET, £/, ZHIE[HRA L (Hosts) 17—
TMCHASNWEHAZ N TF—T VDT 4 —V K F 73T,

TDT 4=V RERFETDHEXIE, n/a b AL T, ARV —TFT 4 VT VAT AN EEHR S
NTWARNWEZA NEEDET,

0S #%& (0S Conflict)

ZDT 44— RIIBREEHTY,

0S N> 4 — (0S Vendor)
WOWNT T,

cARA P TR ENTZASNL—TFT 4 VT VAT LD Z— F 721 E Nmap 73 A b A%
BREAMHH L CER SN AR —F 4 v VAT LD H—,

s AR =T 4 T VAT AN DT 4 =T v M LW E T unknown

e F R —F 4 T VAT AEERT BT DTS E RN AT A TINE SN TV RN

/Eﬂi pending
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FARANY ARV +O#ERE |
B txr7 5500

VAT AINEEOR U E =R LA, B ORV A =3 <X Y A N TER
SNFET,

DT 4=V KRERBETDHEXIE, n/ab AN LT, AL —T 4 VT VAT AN EE#H &
NTWRWERR NEEDET,

0S & (0S Name)

RONFTHINTT,
e RA M ETHRHENTEZASNL—TF 4 7 VAT A £7-1E Nmap 778 & b A SJERE A f#
LTEHENT AN —T 4 7 VAT A,
AN =T 4 VT VAT APRERDT 4 I =TV MZ—B LR WA TE unknown
ARV =T 4 VT VAT LEBINT DO EBRN AT ATIE STV

é\fi pending

VAT ADBEEOLRIERE LG EIE. SO OARNIN XYY U A N TERINE
j—o

TDT 4=V RERFETDHEZIE, n/aEATTLT, ARV —TFT 4 VT VAT AR EEHR S
NTWRWERR NEEDET,

0S /N\—2 3 > (0S Version)
RONTNDTT,
e ARA N TR ENTZASNL—TFT 4 VT VAT AONR—V g v I Nmap R A S AT
BEREAMFH L CHEF SN ANL—FT 4 v T VAT LDNA—V g
AN =T 4 VT VAT AREIOT 4 I =TV MZ—E LR WA TE unknown
« AN —TFT 4 T VAT KEHINT D00+ ERN T AT ATRE S LTV RN

/El\ci pending

VAT AINEEDONR— g UERH LSS, b= I~ REIY U A BT
TRINFET,

TDT 4=V RERFETDHEZIE, n/a b ATTLT, AR —T 4 T VAT LR EEH S
NTWRWERAR NEEDET,

Y—R 447 (Source Type)
RARNDFSXVL—F 4 TV AT DT AT T 4T 4 BT AT-DIEHENE Y —AD
HATIIRD EF Y T,

o [=—+ (User) ] : user name
« [TV /r—3 2 (Application) ] : app_name

« A% ¢} : scanner_type (f> bV — 7RO EE I L TBINE 472 Nmap £72 (XA F v
7)
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| T4zxH1Y AR DR
TS AP |

° T‘/Z?Aﬂ:i’)f*ﬁtﬂéﬂfij—f\c 1/“*5:/( 77 ‘:/X?JA@%/E[\LTJ: Firepower

AT AT, AN —TFT 4 T ATFADT AT T 4T 4 BT A0, #ED Y —
ADT =R ERETDHIENTEET,

{E#E1% (Confidence)
RDONTNINTT,
e VAT L THHENTZFA MZOWT, RA N ETEHEHILTWAF XL —FT 4 T VAT
EDTAT T AT ANICY AT APRFELTWAEEE (=t T7—)
*100% (ARA N ATIHERERCNmap A X ¥ 72 EDT 77 4 77 — AL > Tlkpl s ni=4
R —F T VAT ADEE)
e unknown (VAT LAWRA XL —TF 47 VZ?A@?’(?V?/]’%/]’ BHRFETE VR A
F. BEONetFlow T —Z IZESW TRy NV —7 = FIZEBMENTZHR A FOEE) .

DT 44—V RERETDHE XL, n/a EAS LT, NetFlow T — X IZESW Ty hU—7
<y ABEMENTZRA FEEDET,

;X528 (Notes)
[E3C (Notes) ] AR RMEtto, = —VFEZEDa LT Y,

KA 4 > (Domain)

RA MIBEAT T 53 TWS KA A 2, This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

Device

T 7 4w 7 B LTSRS T S 2D, NetFlow £72134R 2 AT — 2 20 L7-F
XA ZADUNT I,

ZDOT 44—V RRZEADLEIX, ROWTNDLORMEE - LET,

e ARAMNTNRA AL S THRy bU—7 = FTBIMENTZN, ZOF 1 A%, RA b
BDIFELTWVDAR Y NU—J IR L TRy NT—ZHHEER) U—IZBEINTWVWD LR
VPRI LT ey,

e IRA MDASIEREAEH L TARA FBBMENTZN, VAT AL > THE I TV
AN

A 2 /\—%1 (Count)

BATICRRENDERE BT DA X0, ZO7 44—V RNRFREINDHOIE, 2258 E
DRl— DT & AERR T DHIR 2 L7tk DA T,

EENEYD
ARy N ORR
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FA4 RN AR rOFRE |

B =Rtz ror574090 ToT7 L0k

FR_R—F 4 T VAT ADT AT LT 4T 4 DEES

BIRLERRAMD NS 74099 T 774 ILDER

ATy T

ATy T2

ATvT3

AX—b 41 | REDFA VR | YR—rENBT | R—LSNDF | 7IER
VR N R AL (Access)

& (Any) & (Any) & (Any) & (Any) Admin

NF7 74y a7y A%, BE LEHIRICIE SN 8T — X IS\, Xy hU—
JEDRNT T 47 DT T ANTT, NI T 4w T T s ANEER LR, EER
Xy hNI—7 NT T 4w 7 BRTEREINDG T 7 7 A VIR LTHLWEN T 7 4 v 7 %
Pl Z sk, BERRXYy NU—2 NI T 4 v 7 ERITEET,

[RA K~ (Hosts) | X—VEFEHLC, HETIHIRAN IN—TDNTT7 v Tua7ry AL
EERTCEET, NT 74007 7aT77A00F BELEFA NOWTNOBRIFILAA T
b5, B ESnERICE SV TWET, Y- M BXORBHREEZFHA LT, Yurr A%
ERS 2R A NS 22N TEET,

FIE

RARNT—=7 70 —DFT =T N Ea—7T, N774v7 a7 7ANVEERTHEA SO
WZhHdT v Ry AEA N LET,

NR—=TDFETI[N T 7 4 v 7 77 A4 VDOIERK (Create Traffic Profile) 127 UV v 7 L ¥
R

BRll7e=— RS CTC, I 7 4w a7 ANEERL, RIELET,

BEErEYD
Ko7 4wl TuaT e A LORE

BIRLIZRRAMIEDWEIVTSAT7UVRADERTA b )R FOVERK

AX— bk 4 F [ HEDSA VR |YR—rENET | HR—rZhB K| 791X
VR N R Ay (Access)
& (Any) & (Any) & (Any) L& (Any) Admin

AT ITATUADKRIA N YARNTIE, Xy NY—7 ETHAENEATXV—FT T
ATEh, TIAT M, Xy hIT—=7, "IV AR—b, FFT77)r—var7a hajn
BIETDHZENTEET,

[FAF (Hosts) | —Y&EALT, 2—YPEETDIHRAN FJNL—TDKRAN T 774
MIZEESWTC, av T IA4 TV ADKRIA MU RMEERTDHZENTEET, Y—FBLY
WREHEEAMEA LT, SYA M U R NOIERITERAT2HRA MEnEET 52 N TEET,

| IR AV RGN 13
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| T4zxH1Y AR DR

ATy

ATy T2
ATvT3

#z rEEF—5 [l

FIE

RANT—=7 70 —DFT—T N E2—T, mUA MU RNEERTDHHEANDOBRICHEF = v
T Ry I AT LET,

NR=UDTFET[HRTA U NOIERK (Create White List) (47 U v 7 LET,
R 7 =— XS U T, RAUA M YR REEREL, RFELET,

BMELEYY
A TITAT A RTIA MY A O

RA CEHET—4

KRR FEIEDRT

Firepower ' A7 Alx, MHL7ZAA MCBETHEHREZNEL, TOHEREFEHLTHRAN 7
077 ANVEERLET, 2720, Ry hU—7 EOKRRAMIOWT, TF U X M2
BIMERNFET 2HERH0 T, =2—FE, FAN a7 7 AV AEZEBNTH, HA
NOEVRABEBEEZHRET D, BIRTHMOEREZZUT D, Lo Z ENAMRETT, £
NENOFBERIL, HA MEMEEFIENET,
RAN T T 7 A NVOBETHA MNBEZIHT 22N TEET, ZHUTED, FF 710y
777 7 A NVOERPIZIET 27— 2 26lf L, ML —L &2 U T —F 5502 HIRT
HZEMTEET, MHEAL—IOG U TRMEZRET A ZEHTEET,
EENEYD

RA MEHEORR (27 ~—)

Ty MEMEEORE

AX—b+ 4t |REDFAELVR | YR—bENET | HR—+bENEHF|T7IOERX

VR NAR A (Access)

£E (Any) £E (Any) £E (Any) fE£E (Any) Admin/Any
Security Analyst

Firepower Management Center Z ] L C, A7 ATHRHEINIZFA MOT—T7 L BIOZ
DRA MNEWERRTHZENTEET, LK, WL TV DIERITIE U TRRFELHRIET
TETS

~ITF RAL VRHRETIX, BUED RAA U EFHRRAL VDT —F 2 RRTHZ LN TE
F9, FALLA_NAD RAAL UETFRH AL DT —F KR THZLITTEERA,

Z—YPNHRANBHICT 78 A TB L EICEREINDEIN—ViE, HHTEIYV—T7n—i2ko
THRZRVET, FRIEREOTV—7 70— (BRHESINEZTRTORA N, BIOEDERA FDJFE

NS NTVDEIRA NEEOT =7V Ea—RNEENTEY, FA N Ea— RX—UTHK

T2V —r7u—) EHTLHIZENTEET, Z0OUV—7 7o—20F, #iEHZTIT
TORABRIODWNWT1IODERAR a7 7 A BREENTWVET,
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FA4 RN AR rOFRE |
B s rEEs—5 70—k

Flol BEO=— Xzl ERIETE2RTTDNAZ LY =7 7 u—2FlT 52 L b TE
£,

FIE

ATV 1 ROLHC, FA BT —ZIC778ALET,

cHEER SNV —2 7 a0 —% T 584, [Analysis] > [Hosts] > [Host Attributes] % 1%
RLUET,
e RAFNBHEOT TN Ea—NEENRNAI AL LT =7 T —ZfH L TWAEAIL,
(V—27u—0Dg)z) ((switchworkflow)) %2 U v 27 LTC[EM (Attributes) | % 3
RLUET,

AT T2 ROBRERH Y £7,
c[(V—27 7a—DIEEZ) ((switchworkflow)) %27 U v 7 LTCHAZ LT —7 Ta—%
Geplo T —r 7a—Z M AL ET,
c AR — 7 7 —BEEFAT LET T ARAINIBIOTAT T AT 4 T—0 7
n—0OfER (7)) 25R) |
T =T NDHTLADNFIZOWTHLLHANET (KA NEMET—% 71— K (28
N—=V) L)
e RA MNBMELFFEDRA MTEID Y TES (BIRLIZAR FORX MEMEORE (29—
V) BB

RRANEBHET—2 J4—ILF

RANBYET—7MIZE, MAC 7 RLVATOREIENDHEA MIFREINZWT EICHEER
LTLE&EN,

RANBET =7V TRIRBLUORETE L7 4 — /v FOBPINKEE £77,

[IP7 KL X (IP Address) 1]
AA MIBEEAM T HNTWDIP 7 RL A,

IRFED 21— (Current User)
RARMCBIER 74 L LTV B2—F D ID (2—H4) |

RO —FRNRA MIr A o568, 20On 7 A ATa—FEBIUOFE R FOEREIZE
FRENDZ LICEBR LTSN, HROH D 2—F0RR A MIBEEMT ST WnigE,
HERD I N2 —FRZDHRA FOBYT— b b TEET, 7L, HEOHDH2—
PREDFRA MZa 7 A v LIk, BIOHROSH 52 —FIicL a4 R0 RBT—%
EEFELET, £72. HRORWAZ—FNERA FOBYT2—VTHHBE, ZO2—F &
LCa—VHlIHZIT) 2 EIXTEEFA,

| IR AVE VAN G



| T4zxH1Y AR DR

ZRLUAZ konz rEEoRE |

RR FDOEZEE (Host Criticality)

Z—FREID YT, BEICL > TORA MOEZEE, KA FOEEEZHBEL—/ILI L OH
U —THHALT, AX MIBETHRRA FOBERBFE IR LT, RN —ERB I ER DR
BEERT DM TEET, AAMOEEEICHL Low) 1. [F (Medium) ]. [& (High) ]
F72IX[72L (None) 12HIV Y THZENTEET,

52 (Notes)
o7V A MItgrT 5, AR MIET H1ER,

AVTSATURARIA MR CDOEEZET. 2—YEEDHKRZX FEME (Any user-defined
host attribute, including those for compliance white lists)

a—YPEZEDORA FBMHEOME, A BT —T7 it 2= EZBOEFNEFNDORA NEME
D7 44—V EREENTVET,

K A4 > (Domain)

ARA MIBEfH T 540 TW% R A A >, This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

A 2 /\—#1 (Count)

EATICR R EINDIEHRE BT HA X FD¥k, [T b (Count) |7 4 —/v R, #HED
1T ER SN AHIREZET L7-% TORFREND Z LICEELTLEEN,
EENEYD

AR NORRIRE

BIRLEARR FOKRR FRIEDERE

ATy T

AX—b+ 4t |[REDFAELIR | YR—bENET | YR—+bENEF|T7IOEX

VR NA R AL (Access)

£E (Any) £E (Any) £E (Any) fEE (Any) Admin/Any
Security Analyst

RAN U= 7u—nt, FHEREORA MM L 2—PFEROB X MEMEEZRETE
D

FIE

RARNT—778—T, FANBEEZEBNTOIEA NORIZHDIT = IRy I A% A4 I L
F9,
Evbh YV — e
TEET,

BEFMREZ BN LT, Rl @20 S TOHRA T2 Z &7
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B zzoxrr—s

ATy T2
ATvT3

ATvT4

ATy TH
ATvT6

2EDRIET

FA4 RN AR rOFRE |

R=UDTEIZH D [JBYEDOE (Set Attributes) 1 %27 U v 27 LET,

MBTIE U T, BIRL7ZARA MCH L TARA POBEEEAFHELET, [Z2L (None) ]. [IK
(Low) 1. [ (Medium) ]. 721X [ (High) | Z2@RTE £,

VBIZE LT, XA MR AT, BIRLIEARARNDEAN 707 7 A VI AEZBIIL
i‘j‘o

VEIG LT, B TRELTa—HE
[PRfF (Save) 1227 U v 7 LET,

BORAMDFEMEZRELET,

—45

Firepower System (X, E=% U 7 X{RDF >y T — 7J:“C‘l‘7< FNREEDH D FEIZL ST
REIIVTWD AR S D0 E 9 a5 728 MIBEM I b TVE I F S
ERZATDT—H ((RAA R, Security Intelligence\ T%rfﬁj”i/f“\“/ M, Z7ANVERIT~
WD =T AN L) EORENEZRLET, AN N T =X ORFEOM ARG DY &I
WELZIT AR NOREORER (10C) # 7% ) H—L L THEHLET, ZOX57RAKA

FOIPT RLAIIBEEZZIT TWVWAHARA NORWNT A a2 (gﬂ) TA RS b Ba—|lFHR
INFET,
RARDPMEEINTWARIREMENR D B LB SN=GE. TOIRE

PIZb 7T onEd, 20X Rha—Hi
nEJ,

YA T REENTND T 7 A L300 EANIZIOC & W95 # 7 3HT bV TRHER R S
HEAIE. BIOIOCITEKR ENFEEA, RU 77 A NANI00BLLLEFE S THhLFRRENT-HE
1. FLWIOC WERR S IVE T,

BEDOIEE LTA Ry MIZ 72T 5 X5 IR ET DI,
ZILTLEE0,

BENEYY
ZED Ik — 1 DML

WCRBEEAH T BTV D —
ADT AL TANY F Ba—IiFRs

REDIMENL— NV OHMEE

RERIFET—FDRRENE

A¥—hk 54t |[EXDSA VR | Y R—FENET | HR—FSNB K| 7R

v N R Ay (Access)

1% (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst

Firepower Management Center 2/l L T, REDJEfE (10C)
MRBT DHERITIECTA R b Ea—ZffELET,

~IVT RAAL VBHBRETIE, BUEO RAAL VTR NAL DT =2 2 RKRTHZENTE
FT, B~V D RAAL VEIZIRH RAL DT =2 2 RKRmT 252 LITTEEEA,

ERT T NEFRRTEET,
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| T4zxH1Y AR DR

ATy T

pEkirr—sorrenE |

FRENDER=VL, HEHATAHYV - 77—l Lo THRARY FT, FREEDIOCTV—V 7
OD—lI7Fa 77 A Ea—TRTLETHR, 22, fE2HEZTT_XToRR FE2IE
A—PFDORA N T a7y A NVElRTa—F Te 77 A AREENTHET, T2, BFED=—
REl- TR T A RRTHEINAZ L V—r 7 —5ElT52 &b TXET,

1R BRI

« VAT ATREDIE (I0C) #HHLTH ZF 25121k, Xy hU—7KBHARY > —
DIOCHREET 77 4 712 LT, < b 12D I0C V— IV EBMNZTHHERH Y
T, BEOKEL—VOHEYLESRL T,

T IFATRTAF T AT 4 KY o—Ta—FRRIMENDBENRD Y £,
g

Web A > X —7 = A ZAD EDLHFTO =— X &l $IEMN O 5 ERELET,
REIMET —F ZFRETITLHE T 2121F, RO zEHTE T,

e AR Ea—T (O (Analysis) | A=a—0D&KFEX 7)) Bk, X2V T 4 A

TV A RA, AT TRIOCHRHDA N NE2a—TZDA X MR 10C &
N H—LENEIDERELET, IOCL—LE N H—F5, = RRA 2 At
AMP IZ Lo THERSINTEvA T =T A XV NI, ARV N FA TN ave toc THY ., &
EERETDHAR N VT HAT L FICEREND I EICERLTIIEEN,

Ay vaR—F: FyvaR—RTlE, vV — &y aR— RO &R (Threats) | %
TN, RARE—=FRIDIOC # TR T 7 NV h TERENET, BWAX LGHTT ¢
Yy MIIOCT =S 7V vy MaftLET,

e AVTHXANT AT —TF  AVTHFAN I AT —F0 [REOIKHE (Indications
of Compromise) &7 > a2, IOCHT T VHIDKRA N ERZX MIDIOC BT Y D7
TIMFIRINET,

[y hT—27 <7 (Network Map) ]-X—37 : [/7#T (Analysis) ]> [+ A & (Hosts) ]>
[*v hTU—2 ~ v (Network Map) ]1Z& % [IREFEDIKMEE (Indications of Compromise) ]
AT, RESNTOWDHEMERH DRy U —2 EORANBREOZATLIPT
RUVABNZ 7 =T 5510 L ORSIET,

(XY NU—27 Ty A b F¥ =2 b U (Network File Trajectory) ] #Effl~—=2" 1 [4347
(Analysis) 1>[7 7 A /v (Files) |>[*y hU—2 774 vZ7¥ =27 U (Network
File Trajectory) ] D FIZ—ERRINTND 7 7 A VOFEHIS—T T, Ry hT—27 D
FEOIMELBIFCE ET,

« [RA DDOREDIKGE (Host Indications of Compromise) | ~—< : [Z0#7 (Analysis) 1> [~
A K (Hosts) | A==2—D F®D [FA FDREDIKE (Host Indications of Compromise) ]
NR=VIE, B=HFHBEA RO—ENIOCH VRN I N—T 3 SR TERRENET,
IOXR—=VOU—r 7 —%fioTT—2% RYALX T TEET,
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FARANY ARV +O#ERE |
B e=xe7—soxrens

o [—VDREDIEEE (User Indications of Compromise) ]-3—7 : [/0#T (Analysis) ]>[—
# (Users) | A==2—0O FD [2—FDREDIKE (User Indications of Compromise) ]1—
PITIE JIOCHOHFEMEN 8 D A N MIBEETIT 5TV D 2 —F D —HH10C & 7RI
TN—T 3T ENTEREINET, 2OX—VDOU—r T7a—%ioTT—X% K LK
U TEET,

cARARN T T 7 AN ANV RBEENTODAREERHHHRA RDKRAN 707741
IZiE, ZORA MIBEHEMT BN TS TRTOIOC Y 7 BERE i, 10CH 7 Offk &
I0C /V—/WIRREDOREN TE £,

e 2—H F Ty A= 10C DA & H A X MIBEEM T 5N T D 2 —H
Da—H Ta 77 A ML, FO—PFIZEEMIT O TWDTRTOI0C ¥ 7 HBER R
S, 10C % 7 Ofp & 10C /—/WIRBEDFXEDN TE £ (Firepower Management Center
DOWeb A Z—Tx2A AT, a—V 777 AL 22— T A5 F 45 4 (User
Identity) | & Z7~ULHFHHTHNET) |

ATY T2 LEIISL T, WO HLOWTNNEFITL, ZOFIEOEY DRT v 7ML ET,

AFay Bl
RARDIOCEFMRDHITIE, cFHAIER SN T —2 7u—%EHT 5545, [Analysis] >
DLFEFITLET, [Hosts] > [Indications of Compromise] % HER L £,

e IRAFMIOC DT —T )V Ea—RNEENRNH AL L T —
7 7u—EERLTODHAIT. (V—7 7a—080 &
Z) ((switch workflow)) 1%Z 2 VU 7 LT[HA NDIRED
JkfBE (Host Indications of Compromise) ] Z B4R L £ 97,

a—WICEEMT HNTND |« FRIERINZY —2 7 —% T 56, [T
I0C ZFRHITiE, AT A (Analysis) ]>[=—% (Users) ]>[2FHDJEfE (Indications
FLES, of Compromis) ] ZiER L £,

¢ 2—FI0C DT —T )V Ea—RNEENRNH AL LU —
7 7u—zffLTWL5EE (V—27 7r—08)h %
z) ((switch workflow)) 1% 27 U » 27 LT [2—HDRED
JKf (User Indications of Compromise) ] &R L £,

ATV T3 ROBRENRH Y 7,

(V=27 7r—DiI I Z) ((switchworkflow)) 127 U w7 LTHAZ LT —7 T —%
GLRoOU—r 7a—%EFHALET,

c KA U — 7 7u—BEEFITLET TAAINIBLOTAT T AT 4 V=07
a—0fEH (78—) 228) |

T =T NDHTLEDONFIZONWTHLIHARNET BEOKET—% 70— F (33
N—=V) BB
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| T2 AR bDigeE
gEokizET—42 71—1F |

o [RA FOREDOIKME (Host Indications of Compromise) ]-~<—" : [IP 7 KL A (IP Address) ]

NI rchrBESAEEA T2y () 22000 LT, BESAEEX PO
RAN TR T 7 ANEFRLET,
s [V DREDIRMEE (User Indications of Compromise) ] : [=— (User) | 77 ADHRE

Da—F 7 Aar (B) 221 vr LT, BECHEENTOATWSL—Y a7 7 A
NEFRRLET,

e IOC A Xy MIfRRFEAL~—27 LT, VA MIERINAANVEIIZLET, ZNEFET
THIIE, WMETDHI0C A XY NOMICH DT =7 Ry 7 A4 N LT, [fERE
L~—27%fHF% (MarkResolved) 1227V v 7 LET,

s U #IDOffERR HIRE (First Seen) | £ 721X [AlEI O (LastSeen) 177 MM DHERRT A 2
(%) 27Uy LT, 1I0CE MY H—LicA Xy FOFEMERTLET,

s ZTOMDAT v a v EFRRTDHITIE, T NANOEELAZ ) v LET,

REDKIET—S2 T14—IL K

DI, AA MERIZ=2—Y D 10C IREOKEE) 77— VNDO T 4 —)L KT, TXTDH
IOCBHHEDT =T NMZTRTDT 4 — )V EREENTWNDEIDITTIEIH D A,

IP7 FLX (IPAddress) (R FDIOCT—2 EZRTT HER)
I0C%A MY H—L LTHEHALAEARX MCEEMT SN TWSIP T KL A,

aA—4 (User) (L—HDIOCT—4 ERTT3ELS)

I0C % Y =LAy MZBEEMITON TS 2= D2—F4, LLA, BLOGE
V—2Z,

A7 31 (Category)
Malware ExecutedX° Impact 1 Attack RE., RENTBREDOX A T ORRIFIHA,

AR k247 (EventType)
K EDIOCIZEEA T HN TV AHBIT T, I V= LTHERALIEZARNV FERRLET,

Bl

RESNDABEDOH DR A F~OEEOHY] ((ZOARZ MIY E— Ml FIZH D alaerE
233 1 £ (This host may be under remote control) ] C[ZDHA N ETw LT =7 NEI TSN
F L7z (Malware has been executed on this host) ] 72 &) ,

RYUIDOHEZR AR/ RFOEZBE (First Seen/Last Seen)
I0C% MU= LTHERALIEA NS FOARAE L&) (F72EEE) © B &,
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B &2t Er1—Y BT 2BEOKROL—LREDRE

B—

K A4 > (Domain)

I0C% MY H—& LT L/IZARARD RAA L, This field is only present if you have ever
configured the Firepower Management Center for multitenancy.

EELEY D

AR NORMRFR

FA4 RN AR rOFRE |

KRR MERFI—HIZE T 5EZFDORIEDIL—IVIREDORSE

ATvT1

ATy T2
ATv7T3
ATy T4

ARX—hk Z4t |[EERDFAELVR | YHR— b ENET | HR—FENE K| 7O LR

VAR INA R A (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst
(FEA Y Mz
<)

Xy NU—ZBHERY > —THNI > TWHEE,

SEDIMEN— VITERSS R Y F T —

THNDTRTDORARNE, ZOXy hT—27 FEOIOCA X MIBEEM T SN TWAHERD &

Ha—HZEHESNET, HxrORA FERIX
ZEETE £ (=& 21X, DNSH— N
WHARE Ry N —ZRHRY —T

a—FD)N— LB LT, EHARIOCH 7
2K 2 10C % I RFrESNWE D
THA—NVEBHZTHE, FFEDORA NFELIF2—FIC

WIZTEET) .

ﬁbfﬁm T2 ENTEEEA, FFEDOKRA ML TA—AEEHILTH, RTA N

G D= DX 7T

FIE

RANEZ2—Y e 7y A1 R

BELxd,

TREN 2, TOHHLEZFLTY,

2E DIk (Indications of Compromise) ]2 ¥ 3 I

L—/ kBB OHRSE (Edit Rule States) [ %7 UV v 7 LET,
=@ [F%) (Enabled) 14T, AT7A X %27 v 7 LTCINEEERITESCL £,
[*7F (Save) 127V v LET,

REDRIEDZTD)—RA ARV FDORT

AX—bF T4t | REDSA VR | BR—rSNDT |V R—FSNBF | 7UEX

~ A N R ALY (Access)

R (Any) L& (Any) f£& (Any) f£& (Any) Admin/Any
Security Analyst

RARN a7y A NRa—F Ta7r AL LD[R
TarEHEHLT,
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| T4zxH1Y AR DR
gEoxzssomz [

NODANY M ERT 2L, RESNDBBIHAT Z0ICUERT 7 v ar, BLOT Y
v a VBN E D a0 O REE S ET,

I0C # 7 DX A WAZ L TDROFRT Ay (%) 227 Vv 3258, BETLARU b
FATDARY bOT =T Ea—icF ey —hLES, 2T, 10C¥ 7% bYH—L L
THEA LA XY FOBRERSNET,

2 —HI0C DERMYIDA > A K 2 AD I Firepower Management Center |2/~ SV E T, %D
AVAB AT DNS — N Lo THE SN E T,

FIE

ATFY TN FANEREF2—YF 77740 T, [REDIKEE (Indications of Compromise) ] 27 3 3 /2
BELET,
FHARTZNIOC & 7 D [FFIOIEWS (First Seen) | £ 7213 [#x

LERTAary (%) 270 y7 LET,

ATvT2 #%DIEWR (Last Seen) 1 77 ALIZH

REDIMRSR T DEFR

ATy

ATy T2

AR—hF Z4t |[EKDFAEVR|HYR—FENET | HHR—FENEF | 7O LR

~A A ALY (Access)

fEE (Any) f£E (Any) fEE (Any) £& (Any) Admin/Any
Security Analyst

ZFEOIME (I0C) # VTR INTBIEB O L O Zu-%., F£721310C % 7 B iEm
ERLTWD LM LTIZGE. A Xy MORRERD~—7 1T 5 2 ENTEET, AV
MIRRE LD~ — 7 TftiF b &, DA MIFA N a7 7 A VBl — a7y
AP BEIRENET, 7o 77 ANV EDOT T 4 TRIOCH IR T XTHEIREIND &, BFE
shida R T4 ay (B 2o sEE R B 5T = L ARt T

A3y (8 BFEREINRL A ET, R L I0CIEOVTSH, I0CO R H—ETh s
ARy M R RRTE T,

IOCH 7% N =LAy "BV IREINTZHE, A A MFEEF2 -T2 I0C 1 —
AREZHZEINTWRWRY . 20X 7RFORESNET,

FIE

BRARNERIZ2—Y T 77 A4 LT, [[REDIKE (Indications of Compromise) | &7 ¥ a iz
BEILET,

WD 2ODFIRENH Y 97,
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FA4 RN AR rOFRE |

B>
« HBIDI0C ¥ IV fRRAE Fr D~ — 7 T AH T DITIE, T D52 T OHFECHLEIERT A 2
(0) 220 v27 LET,
T T 7 AN DT RTDIOC & JIfRREHF D~ — 7 T DI2iE, [T XTSRRI
BHD<—7 &7 D (Mark All Resolved) [ %27V v 7 LET,
Y—NT—5

Firepower > A7 AL, E=F MG ry N —27 7 A M EOKRA N THEIL TV T XT
DY — NPT HEREZINE L E T, ZOFEBRITITRO OB EFENET,

« DA
= WMEMT 2T SV = artry hY—2 Tu han
e = NONRHF =L N—=T g

o = NEFITLTWVDARA MIEHEMTHATWHWDIP T KL A
o = PBETDHHR— b

VAT KFY—NERHT DL, BEET AR A NREE—ARORKEITEL T RNWEE
X, T4 AHNY A X2 &AL E T, Firepower Management Center > Web 1 > % — 7 =
A ABFEHL T, =N A FEFor, BRE, HIBRTEET,
T, =AU MEHEAL—NVOR—RZTHIELTEET, HEXFXT AT LN, L
TNLDERA N ETHBREHL TV ired R EDOF ¥ v b b—R"ERHH Lz & EITHBEL—LVE
MY H—T&FET,
VAT AL, = AR—FENTNetFlow L2 — R0 bRy hU—7 < v 72K A S &BINT
EFETN, INHDORA MUERATE 2IFRIZBOLNET NetFlow 57— X &L EHRIHRT A
AT —HDEWESR) |
EErEYY

RA MR EBHA N~ w7

NetFlow 7 — % L EHIXGRT /SA A T — X DEN

Y=\ T—2DRT

AYX—b+ T4t |[RKDFA LR | HR—bENET | HR—LrESNBF | 7€

VA INA R A (Access)

& (Any) L& (Any) & (Any) & (Any) Admin/Any
Security Analyst

- >

Firepower Management Center Z /] L T, M SN/ — DT =7 V2 FRTEET, 22
Ta—WE, BMRTLOHRIGECTA RN b Ea— 2 BETL22 0N TEET,
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| F427180 4Ry bRtk
g—n5F—5 7.—1¢ ||

VIVF RAAL VREBBRETITE. BEO RAAL VB RNAL DT —H 2R RTHIENTE
F9, FIL_UDRAAL EFRIIRE RAAL DT —F 2FKrT 52 LITTEERA,

=R —NIT 7 EA LT E ZICRRINEI—=VF, FHT L2V - 7=tk THR
20 FET, BRIEROTRTOY—I 70— IR AN Ea—TKRTLETN, ZOKRA L
o —i2iE, #lEHEIZTTXTCORA MK LTIDOTORA N e 7 7 A UREENLTH
7., £, FEO=—X &I HRIETZ2RRTOIIAZ LT —7 Tu—%FlT5Z &
HTEET,

FIE

ATy Tl kOXHC, =" FT=H T r78ALET,

s FRIERSINTZT—2 7 —%2HHT 554, [Analysis] > [Hosts] > [Servers] %8R L &
7

W= ROT =T N Ea—REENTVWRVWIRAZ LT —7 7 —%H L T D551,
(V—7 7ua—08)0Ez) ((switchworkflow)) 1% 27 U v 27 LT[¥—,3 (Servers) | % i
RLUET,

ATvT2 ROBPRIERH Y £77,
c[(V—27 7r—DiIEZ) ((switchworkflow)) %7 U w7 LTCHAZ AT —7 T —%
GO U—7 7o—%FHLET,
AWMU = 7u—BfE2EITLET (TAAIRNVBROTAT T AT 4 V=07
a—0OfH (73—) 28H) .,
T =T NDHTLDNFIZOWTHLLHRNET (F—N"TFT—F 71— F (37—
V) #5H) .
cHET DY — DA R ORI BH DT = v 7 Ry s A&F AL, [B=N"TA T
T AT 4 DRE (Set Server Identity) | #27 Vv 7T 52 LIZL->T, =T AT
TAT A EmELET,
AT arERATDHIIE, T NANNOEAELEZ ) v LET (AT v a UBRRRS
nRWIlLH 7))

EErEYY
YV—ROT AT 2T 4T 1 Otk
Y—NT—2 J4—ILF
=N T =T NV TERRBIRETEDL 7 4 — /L FOFHITKRDO LB TF,

AIEDFEA (Last Used)

F v T =7 ECTH— SR RBICHEA S B SRR, F203h 2 N AR /A LT
P — RPN T S B &R, [ATE oM (LastUsed) ] OfEIZ, ¥ AT AR H—N
HHROEF 2R L7z &2 T, DRt ba—FRRry hU—JBRIHEARY > —ITHE
L7e BATHRR OB CREr SN E T,
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FA4 RN AR rOFRE |
B 75—k

[IP7 KL X (IP Address) ]
P—REFITLTWNEHRA MIEEMTONTHNEIP T KL X,

[R— & (Port) 1
= DBBEE L THDHR— K,

Jokan
Y= NPNEHT IRy NU—T FZE T AR— 7 ha,

77— a> 7o kajL (Application Protocol)

RONTNINTT,
P —ROTF Y r—v a3y 7a haLog4E]
*pending : Y AT AT, WTNWPOHBTYH—NERTT 4 TEIEIRHT 4 TITi#HBIT
ERAA ey

e unknown : BEHIOY—X 7 ¢ U H—TF 1) o MIIEDSWT VAT AT —"ZBI T 720
E. 723 A ]\0))\7'775: LT —NBMENn., 77 r—y gy 7o haliysg
FTW ool

TFUVr—=arTdabaloh T, 8T YRY . FEEEDRREDEEN (Category,
Tags, Risk, or Business Relevance for Application Protocols)

TV =gy haZEn B TonTWA T IY, 2T, URT Ly, BIO
EURALEOBEMY, OO T7 A NEEEALT, BEOT Xy NEXMNRIZTHI LN
T&EY,

R Y& — (Vendor)
RONFTINTT,
o P—INORUH— 1 VAT A Nmap, TOMDT 7T 4 772V —ATilplani, £7-
[EARA N AR L THRES N — DX 7 —

¢ 22 VAT ANREEHDOY— R T 4 =T ) MICEDSW TR A —ERB T E o
723546, £ 3 NetFlow T —Z ZFEH L CH— "By U —7 = v FITBMENTHE

/N—< 3> (Version)
WDOWTIITT,

c = NON—V 5 VAT A Nmap, EOMDT 77 4 77y —ATHEHMSNIZ, F
ToIFR A FANERE A L THRE S e — "o —v g &
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| T2 AR bDigeE
g—n5F—5 7.—1¢ ||

e 22 VAT ADBEMODOY— R T 4 H—T ) MEDWTAR—=T g UEBRBTE R
MDoTl-E. F2ENetFlow T —# Z#fEH L CTH— 1B Ry hU—7 = o FIZBMENT-

5o

Web 7 7'1) r—<, 3 > (Web Application)

HTTP b7 7 4 v 7 TV AT AN LTS 0 — K a7 I ESNW2 Web 77 Y r—
ayv, VATFARare DT U A —varFa halEBRBELELOD, KED Web T
Vor—arBRETERWEAIE. — RN Web 7T 0D v T OIRENTEREIND D THE
BLTLE&E N,

Web 7 ) 45—aophTd)., 29, VRY ., FEIFEDRR EDBEEM (Category, Tags,
Risk, or Business Relevance for Web Applications)
Web 77V r—oa AZEID B THERTWLHTIY 7, VAT Lyb BRUE VX
AL OMEN, ZNEDTANFEHALT, FEDT—F By FEMRITTLHILNTEE
D
E v +# (Hits)
=BT 7RSI NZEE, FA NAEEEEER L GRS — 054, 2ol
PF 012720 £,
Y—R 447 (Source Type)
ROEONT N EHRELET,

o [=—+ (User) ] : user name

o [77V /r—3 3 (Application) ] : app_name

« A% ¢} : scanner_type (f> b —ZRH OB EE I L TBINE 472 Nmap £72 (XA F v
7)

. Firepower ‘:/X?JA&:J: Of*ﬁm éﬂfl"j—"/*\@ Firepower, Firepower Port Match, ifl
X Firepower Pattern Match

* NetFlow 7 — 4 Z{#H L GBI SN 7=H—/3D NetFlow

KA 4 > (Domain)

P —NEEITLTCNDHARA MDD K AA L, This field is only present if you have ever configured the
Firepower Management Center for multitenancy.

Device

N7 4w 7 BRI LB RT N A A0, NetFlow E7213HR A NS T —# 20 LT=T
IS ZDNTID,
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FA4 RN AR rOFRE |
B vr—avs—se7rvr—vavamr—s

IRFED 21— (Current User)
RANMIBER A L TWAE2—FDID (—H4) |

HERRDIp N2 —F R HLHFEA Mea A rT56&, Tour A vida—F LHRA NOEREIZRE
g ET, HEROH D —FRHEA MIBEEM T SN TWRWEA, HRORWa—3 3%
DHEARNOBYTZ—WF LD Z LN TEET, 2L, HMIROH L2 —FNRZDFRA Mea 7
A LTetkIE, BIOHEROH D2 —WFlckbu /A 20 nB 72—V E2EE LET, £,

RO N2 —HFRHRA NOBYTZ—HF THIGE, TO2—F 2L C=—VFHlEZ21T
ZEIITEERA,

A2 /\—%4 (Count)

BATICERRENDERE BT DA XM, ZOT7 44—V RNRFREINDDIE, 228 E
DIR— DT 2 AERK T DHIR 2 H L etk DA T,

EENEYD
PRV ANGY ¥
Sy NI HHOT—% A L —URE

TFI)r—o 30 T—3EET7T) 55— 3 VT —4

BRI RAR A RBRBORA M T2 L. VAT HIEL 0BG, EOT TV r—va o)
RSN E W52 L3 TEEJ, Firepower VA7 LiX, BT A—I, £ VAZ b
AytE—U ETYV—ET, WebT7 TV r—ar, BIOEOMDOY A TOT Y r— 3
VBREZHEINS LR L ET,

BEINZZNENOT 7V r—2a A LTV AT AL, TV r—va v aEHLEZIP
7 RLA B N—=Ya . BIOEHAMRHS R ZGEE L ET, Webf v ¥ —7 =
AREFERLT, 77V = a A0 heRR, RE, BLXOHIBRTEET, FA NAT
HEEZHEHLC, 12U EDKRA N EOT TV r—va v T— 2528 H+52 b TEFT,

EOT TV r—2aiNEORANTEHL T80 TWAIGAE, TOEHRE D &
WCARAN 7077 ANVOREEEHR L, ZOREICELS>T, VT 74y 7 TuardrA Lo
FHICINEET 57 — 2 2HIKT o2 &N TEEd, o, HEAL—LE N F—F 554424l
FTaz b TEaEd, £, TV =y a v OBRHEHBEL—LOR—RIZTEHZEH T
TET, R MEBITHEDA =NV I FAT v MR SET-WEAIR. VAT A0,
WTIDDORREA NTHDA =V 54T MBI L TWDZ L2 Lz & &I
W= N =D LN TEET,

Firepower D7 7'V r— 3 7 4 7 7 ZICET D ETERIZ. 4 Firepower > A7 A HHD Y
U—Z /—hk, £ VDB EHOT KA HF VY %2 L THERSTES W,

SNTRICT 70—y a T2 EINEB I ORET I, *y NV BHEFRY > —T7
TV — g VOBRHEPNENNC > TS Z L EMR L £,
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| T4zxH1Y AR DR
7Iur—vars—sox B

TIVr—ary T—20ORR

RT—k S54t |REDSAEUR|HH— FENET | HH— FEh5d K| 7oER

~A AR AL (Access)

fEE (Any) fEE (Any) {EE (Any) T (Any) Admin/Any
Security Analyst

Firepower Management Center ZfiH L C, ST 7V r—ra v O7 —7 V2R RTE
F9, 2 Ta—WE, BMRTDHERIISCTANS b Ea—aBET 22N TEET,
VIV F RAAL VIBBRE T, BUEDO RAAL VU E TR RAAL L OT =2 aH£mRmT 5 ENTX
FT, LSV D RAAL ERFRE AL DT — 22 FKnT 5 LT TEERHA,

2—YPNRT IV r—a T 7B AT H EXICEREINEZA—VL, HTHIY— T a—

WL TRRVET, £, HED=— A&l I HFRIET 2 ZRTOVAZ LY =7 T u—
EERT 52 b TEET,

FIE

AT Tl ROXHIZLT, 7FVr—vary F—X 778 ALET,
cHAIEE SNV -7 7 —2EHT 555,
RERLET,

T TV = a L DEHMDOT =TI Ea— NG ENRWH AL L U—r Ta—%H L
TWHEGEEIE, (V—2 7r—0D8l0 ) ((switch workflow)) 1227 U v 27 LT[Z T4
7 & (Clients) ] ZERL £,

[Analysis] > [Hosts| > [Application Details]

ATV T2 WOBRENRH Y £7,

c[(V—7 7ua—DI0EEZ) ((switchworkflow)) %227 U w7 LTHAX LT — Ta—%
GO —r7 7u—%HHLET,

AR — 7 7 —BEEZIAT LET TARAINIBLOTAT T AT 4 T—0 7
a—0fEH (78—) 22R) |

e T—=TNDHNTLDNEFEIZOWTHLLIHNET T FVr—var 75— 74—/ F
(42 =) =58) .

2534 T N, TV = ay Faban, Wb 7 FVr— g ORICHLT 7Y
r—vaviEfta—oT7T4ay () 22097352 L10koT, HEOT SV r—
aro [TV r—a Vi E = — (Application Detail View) | ZBH & £,

(Fr@ 3 24 TA X b 5 — & Z S4B O Firepower ¥ AT LMIRTE L TODIEA) A X
VNOEEAEI Y 7 LT, ANy NRBRET — X7 EDA Xy MIBET S 1E#R A A
LET, BREINDIA TV avid, 7—F XA TRVAT AMIRESN TV DIHMEIZE -
THEZRY F3, FEMIT OV TIX, Cisco Security Packet Analyzer & i F L 721 <> M4 &5
LFOWeb X—=2D Y V—2%&fH LA X FOFAE 2L T EE,

e T —TNTAXR "OEEALAZ Y v 7 LTV AaEREI— R =T DA TV
A)—=AEBINL T, AXVPMIETEZA TV V2 ABNELET, & 2E A%
IIP 7 R L RICHET 2865 A Cisco Talos 2O AFTE T, FRENDZALT T a3~
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FA4 RN AR rOFRE |
B 7r—av5—s574-nr

WX, T—HFHA TRVAT LK EINTWVEHAEIC L > TR Y £, FHEMIZONT
1. Web X—Z2D ) V—ZAZMMHA LA X FOFAEEZSRL T,

TIVlr—30T—32 TJ4—)LF

VAT A, BENO FAT Y b T r—vayTaban, FEWe T T -
VIZOWTCRT 74 w7 BRIET DL, T r—va v BLOEOT T r—va v EFELT
LTWDHARA MIBET DI E 2 7tk L £ 7,

W2, 77V =3y T—7 LA TERBIOBMBETEL 7 4 — L RIZOWTHBHA L £,

Application
B ENTT 7Y r—a rO4HI

[IP7 FL X (IP Address) ]
TV r—ya AL TWARA MIEEMTONTHDIP T R A,

247 (Type)
TV arDIALTTHY, KOLORBY T,
77— 3> O kajL (Application Protocols)
RA M OBEEZERLET,
D947 T TVr—3y
RANETEHEL TS Y 7 by =T ZEWLET,
Web 7 71) 47— 3 > (Web Applications)
HTTP 7 7« v 7 ORNFRLER SN2 URL 2 FR L £

A7 31 (Category)

TN = a VDO ARARIGHEREE R TR0, &7 7 r—a F, Ak
H1o0hTIVI/BLET,

29

TV =g AT EIMER, 77U r—y g NATEBOE DX T EATHZENT
xFT (X7 LLARE) .

)R % (Risk)

TV =y a PO X 2 VT 4 R U—ICERT DI ENH D HTHEHR SN THE
M, 77V r—2a ol A7 OB, D TE (VeryLow) 1725 [Hizsb T (VeryHigh) ]
ETTY,
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| F427180 4Ry bRtk
FIur—vavmr—sozr |

BAAXR N2 NV HT—LT2 T 7 4 v 7 THiH S 415 Application Protocol Risk, Client Risk,
Web Application Risk D 3 > ({fFET 555) OFTHRbEWHD LR £7,

ESRRXEDRBEM (Business Relevance)

TV r—va R BEERR TR, MR B YR ATEB)OFPHN TR S 415 TR,
TV = a O YR AL OREMEOFFIX, [ T (Very Low) ] 225 [f& TH
(Very High) ] £TTY,

RBAANR M2 N H—LT7e T 7 4 > 7 Tt S35 Application Protocol Business Relevance,
Client Business Relevance, Web Application Business Relevance @ 3 > (fFET 5545) OHThi
HIERWH D L2 Y £,

IRFED 21— (Current User)
RANMIBER A LTS 2—FDID (2—H4) |

RO W2 —FNRRA MZa s A o158, Zon s A A3a—E IO A hOBREICET
FREINDZEITHEE LTI, ¥ROH D2 —FREA MIBEEAMT L TWRWEA,
HERD N2 —FRZDHRA NOBYT—W LR bR TEEd, 2L, HREOHDH2—
PREDHRA MIr 7 A LizkiL, BIOHROS 2 2—Fick a4 R R8T —9
EERLET, £, HBORWZ—FRNER NOBYTZ—F THDIHAE, TO2—F &
LCa—HHlHEZITS ZLIXTEEEA,

K24 > (Domain)

TV = arEEHLTWAERAND RAA L, This field is only present if you have ever
configured the Firepower Management Center for multitenancy.

A 2 \—%1 (Count)

EATICR R EINDIERE BT HA X F, [T~ (Count) |7 4 —/Vv R, #HED
Fl—1TOEREINDHIREZEA LB TOAERINDZ LIZHEELTLZE,

EENEYD
AR N DR

TIVr—2a VT -2 DORTE

AY¥—b+ 54t |[RKDFA LR | B HR—bENET | HR—FrENEF | 70X

3 INA R A (Access)

f£E (Any) f£E (Any) & (Any) L& (Any) Admin/Any
Security Analyst

Firepower Management Center 2l L C, SN /=7 7V r—v a v OREMT —7 V& FoR
T&EET, 22 Ta—HFE BMETIHERIIGCTANU P Ba—2B8ET 2203 TEE
D
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FARANRY ARV DR |
B vr—avommr—s 701k

VIVF RAAL VREBBRETITL. BEO RAAL VB RNAL DT —H 2R RTHZENTE
F9, FIL_XUDRAAL EFRIIRE RAAL DT —F 2FKrT 52 LITTEERA,

I—YPNT SV r—a VOEICT VB AT A EXICERINDEZL—T, FHTA T—
Tu—lEoTERYFET, 200FFERINTZT—I 7 u—RHD FT, £/, HFED=—
Ru T BRI T ERTITAIDIARAZ L T — 7a—% kT A L TXET,

FIE

ATV Tl ROXEHICLT, TFVr—ya i s —2 7 78 A LET,

s FHIER SNV —2 7 —%2 i HT 554, [Analysis] > [Hosts] > [Application Details]
ZEIRLET,

T TV =2 a VOO T =T Ea—RNEENRWH AL L T—7 Tu—ZH L
TWAEAIE, (V—7 7r—0t ) Z) ((switch workflow)) (%27 U > 27 LT[Z T4
7> b (Clients) | Z&R L ET,

ATV T2 ROBRENH Y 7,

c[(V—27 7r—DIEZ) ((switchworkflow)) %7 U w7 LTCHAZ AT —7 70 —%
GO U—r 7ua—&2MiHLET,

AR = 7 EEFITLEST (TAXINIBIOTAT T AT 4 V=07
n—0fEf (73—) 258 .

T =TNDATLDODHNFIZOWTHELHRNET (T 7V r—va v OfEMT—% 74—
VR (44 3—=2) BBR)

« I TAT Y NORICH BT TV r—va Vit a—oT7 42y () 227092 LT,
BEoT 7Y r—varn [T 7Y r—a Uil e = — (Application Detail View) ] % B
xFET,

o (FTBRT 2 TA X b T —H BIERD Firepower ¥ A7 MIRTFE L TV BIEE) A
YMNOEELET Y 7 LT, Ny MNRBRET =27 E DA X MIBET S A A
LET, BRINDATvaid, T—FFATRVAT LICHRESNLTVDORAEIT L -
THEARY F9, FHMIZ OV TIE, Cisco Security Packet Analyzerz fifi F L7=4 X i B
FOWeb R=2D U VY —R&EH LizA X FOFE 22 LTI,

T —TNTARY  NOWEEAZ ) v 7 LTV AaEEZ P — R =T DA TV
AV —=ABFERL T, AXVPMIETAIAS TV V2 ABNELET, 28 21E, R
72 IP 7 R L AIZBET 28GR % Cisco Talos O AFTEET, rEhd 47 a v
X, T—HFHATROVAT AMIEEINTODIMAICL > TR 7, FElIcONT
X, Web XR—=2D U YV —=RZFEH LA X FOFAEEZSH LTI I,

FIVr— a2 DEMT—4% 74—ILFK

VAT AE BB GA TN, TV r—varyTa han, FEEWeb T Y r—v 3
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T r—a v EFEHALTOARA MCEEAMITHNTHWAIP T RL A,
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DOOTRHED I ITAT v e TERN o881, 77V 7r—vay 7a haLgic
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/IN— 3> (Version)
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Web 7 7'1) r—<, 3 > (Web Application)

HTTP 7 7 4 v 7 TV AT AR LI/ 0 —F 27V E£72IX URL IZHS< Web 7
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FA4 RN AR rOFRE |

K A4 > (Domain)

TV = a2 AL TWADARARD RAA L, This field is only present if you have ever
configured the Firepower Management Center for multitenancy.

Device

TV = a VOFEREEN TV A R FEAER LT S A,

IRED 11— (Current User)
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LCa—VHIEEITY Z 21X TEEEA,

A 2 x—%1 (Count)
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BEENEYY
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Fy NU—IREOTF—% A ML —URE
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R—=2F, TOVATLEDT 4 =TV T 4 TR MAGDETHEHINT, xv b
T —7 EOFRA MIBEMT N TV A MEFERRE SN ET, A N THE L TnD A~
L—T 4 T VAT L, =X BXOY T4 7 2 M2, BEMT ST 5 B 5 MEssit:
—AnHY £,

Firepower Management Center 2] L TIRD Z & 1T £ 7,
« RA LT L ONfesstEE B L OHER TEE T,
« RA MINy F M Lz, £13A R SO EIFTEICEE S v &l L2581,
ZDORANOWeFEEIET 7T 4 TIZT D ENRTEET,

P—NNTEHEHEINLT 7V r—3 3> 7a b 2/ Firepower Management Center & %N T~ >
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BErEYY
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MEssET—42D T4 —IL K

wHrtF—s071—1k |
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ROEDITFRENET,

® 1 RTGHAOHEBEET—2 74— F
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Z OO tEHR No Bl
ERRER= 7 A7 b | A
(Available Exploits)
Bugtraq ID A A
CVEID No af
A 23— (Count) Yes No
%1TH (Date Published) A A
B Al A
{EIE (Fixes) No ol
SEMER T (Impact No A
Qualification)
[VUE— b (Remote) ] Al Al
Snort ID | A
IV a—ar Af Tl
SVID " -
HeffreaiH  (Technical G Gl
Description)
XA kv (Title) Al Al
fegatt D2 (Vulnerability | 7] A
Impact)

ZDHDIEHR

B OARIERI L/l |, NEFM O T U A, Masatk a2 2 Gt &0 MesatticB+ %
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FARANRY ARV DR |

B rses—s07 -1k

{EATEE T X704 + (Available Exploits)
Maga Mt L CBERDO AR ERANRH 200 E 59 0v&E R LE T (TRUE/FALSE)

Bugtraq ID

Bugtraq 7 — &\ — Z (2B CHESIMEIC B 1T BT DRI 5,
(http://www.securityfocus.com/bid/)

A 2 /\—#%1 (Count)

FATICEREN DG E —B S D24~ bOt, [IV b (Count) |7 4 —/v ik, HED

Rl—ATHERESNDHIRZEH L72h TOARRIND Z LICEELTLEEZ N,

CVEID

MITRE @ Common Vulnerabilities and Exposures (CVE) 7 — 4 ~X— 2 (https://cve.mitre.org/) @

JEg5 e L2 BIEEAT T B AL TR s

%178 (Date Published)

Wess A ~BE S iz Ao,

£%BA (Description)
HadstElZ DT O f B 2R,

{&1E (Fixes)
IR L7-ega ot LT, ¥ v ra— RafgEZe/ Ry F~D U 7 it LE T,

Bk

BIEZ 7 ANERIFI Ny TFOX T a— RZHTHEEY V7 RERINTWDLEAIE, U
IEEIZY 7 LT, Bhou—h) arta—F~MEELET,

E2EEMF (Impact Qualification)

Ney X0 U ML T, Magatkz Ao E 73 LE§ ., Firepower Management
Center /&, SZEOFHBEBRIZIV T, R Moo M 2 4 L £,

PN THETHIREICL ST, VAT AR THEIER ED L SR IN D), B
F R =P REEBINT KA N 707 7 A /VHEFHERRE S0V e»nikE n 97,
1JE—t (Remote)

MagatEn ) = — K CTAREMMBEINENE I 0% R L ET (TrRUE/FALSE) ,
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SnortID
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N— )L TR EDOMEFHELZER TRy NU—2 NT 7 4 v 7 2RHETE 284, F ol
1. BAL—LOD SID IZREEAT T DI ET,

Maga M i T8 5 D SID ICEEEATIT B 2 & N ATHE (E 72 1L SID ICEE#ERT T VW2 & b A[FE) Th D
ZLICHEEBELTLIEE Y, Mgt 15 o SID ICBEAT T b TV AEE. Mgt —7 iz
X, & SIDICX LTl o0oa—20EgFENTCWET,

Y1) a—3<, 3> (Solution)

WasatE DIEIEIZ B9 5 1 e

SVID
WasgtE 2 B4 5 720123 2T A THEHAT 5 Cisco DMaTHEkRIE =

SVID ({Z DWW THEgaHEDFEMIC T 7 B 2451213, BRT7T A3y (5) #2710 v 7 LET,

FifiTBOEREA (Technical Description)
HEgs L2 B3 2 BRI 7o BT RO L,

24 kL (Title)
ffagstto % A R~

fE55 D EE  (Vulnerability Impact)

Bugtraq 7 — # X — A 2B W THEFIEICEID Y THONTWALEKRELZRLET, 0~10DfET,
10 ¥ bEKTY, MEIHtEDOEEIL, Bugtraq =2 b U OIEREIC L > CRkESNE T, 2D
TERS A 1. B & OHrE XL OV SANS Critical Vulnerability Analysis (CVA) D JEHEZHE > THETS
PEDORBELZPRELET,

EENEYD
PRV ANGY &

MBEDIET I T4 Tk

Wesste 2367 7 7 4 7T D L. AT LTI OMaFEE M L TR ADREO B 1) 2 5
T2 eMTERLRVET, Ry PU—27 EORR My F @ Lctk, £72i3ARA
N 2SESATE DR A ST T I L7 RIS, WEsatEEIET 2T 4 ML TEES, VAT A
D, ZOMEEREN S EEEZIT TV DH LA A M ERIT 2 & ZOREFHEMEIZZOFR A M
ﬁbfﬁ%f%é&%&éﬂi?(@%% BT 7T 4 TS RERA) o

IP7 FLAIZE > THIF SN TWREWEFEY —7 78 —NTH D 1 DOWFEEIET 7 7 «
T DL, *y FT—7 EOBRBENTZT R TORA MIxt L TZEOMIFENIET 77 47
fbsiEd, Mgty —27 7 e —NOMsIEIET 77 4 7L TE 201X, IROEX—T 720
.’C‘\—a«o
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B ranr—soxx

FA4 RN AR rOFRE |

« T 74/ NOMEIHET — 2 70 —D2 =TV HDO[F v hU—7 EOMagsE (Vulnerabilities
on the Network) ], ZAUZiE, F v MU —7 EOKRA MM X2 M550 &3 F R S
WET,

JEEIE T —27 T — (W AX AETIFFRIER) OX—Y, ZOU—rT7u—k, BRE
FERHLTIP 7Y FLAIZHESWTHIESNET,

1 BEOFRANMIK LTI OO EIET 77 4 7L TEET, ZOIET 7T 4 710, F v
NI —2 =7 DM, RARNDOKRA N Ta 77 A NVOEH, 3tz 3ETr 27 07
T 2%8D 1 DU EDKEARDIP 7 RLRZESWTHEFHEY —7 7o —%2Hl0d 5 2 &
WX TITAE T, BEfTFONZEEDOIP T FLRAZESKRZ FOSRE, - OBEEEIZED
RANOBEBRINZ1IODIPT FLADORTEAINET,

~NVF RAAL VEBATIE, B R AL U CHagstEaIE7 7 7 40 7T 5 L. T XTOFHR R A
A TEDWTENRIET 77 4 Tl ENET, U—7 RAAL L TiE, Meggrens et KA A ¢
TIT 4 TIENTGE, V=T RAAL L OT A AOMasgex T 77 4 T ET213IET 7
T4 7L TEET,
MELEYY

fEl 2 DR A Mt D Mgt D IET 7 7 1 71k

% O DT 7 7 4 71k

BEOMFHEDOIET 77 4 7 (52 =)

st T —2 DERT

AYX—h+ 54t |[RKDFA LR | B HR—bSNET |V R—FrENBF | 70X

VA INA R Ay (Access)

& (Any) L& (Any) & (Any) =& (Any) Admin/Any
Security Analyst

Firepower Management Center Zf# [l L C, WgggtEn T —7 N2 F R T& £9, 22 Ta—HiL,
BETDHERIIECTANRY b Ba—aET 2R TEES,

MEgatEIC T 7 v AT 2% L ZICFRENDI =V, HT DIV 7u—|lk-o TR F
T, =PI FMEROTY —7 7a—2MATEETN, ZHICEMEHREOT —7 L B a—)
HENTVET, RSNV OR A FBMETHEZ R L TOENE D B ARL .

T—=T N 2T RX—=ANOELEFIEIIH LTl o0 —RNEENnTWET, FHaiE
FOUV—r7 70 —D2_X—VRHIZIF, Fvy hU—7 ETHRHEENTZFAA MZEA SN ZNTE
NoOWETEM (F72—VRHET 7T 4 7L TV ARNED) I LTI o0 —RNEgER T
FT, FRIEROY —7 70— IMFEOFME = — TR T LETR, 2O 2—ITiE, Hilk
BT T R T O OV TN E EN TV ET,

EVE

H—ORAMERIIFEA POy MCEASNAEHHEZFRTRTI2H5E8IT. SAFDIPT R
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| F4xh1Y AR DR
R DT |

Flol BEO=— Xzl ERIETE2RTTDNAZ LY =7 7u—2FlT 52 L b TE
£,

Wasate DT —7/id, <~ F RAL VERBAD FAA ko THIRSh A,

FIE

ATv 1 RO LI, ko Tr—Trc7 72 LET,

s FRIER SINIMaFHEY —27 7 a—%EH3 2355, [Analysis] > [Hosts| > [Vulnerabilities]
ZEIRLET,

cMEFET — TN B =N EENRVIAZ AT =T Ta—EEHL TS HEAE. (V—
7 7ma—0EY %) ((switch workflow)) 1% 27 U v 2 L C [feg5t% (Vulnerabilities) ] %
BIRLF7,

ATV T2 ROBRENRSH Y £7,

AR —7 7 —BEEFAT LET T A RAINIBLOTAT T4 T4 T—0 7
o—0OfEH (7%—=2) 2ZH) |

s fEFaEEFET 7 T 4 T LT, BITEMETI RIS H DR X MZHOWT, RADEEDIHE
WHEA LRI ICLET (BEOMESEDIIET 77 4 71k (52 5—2) &)

*SVID T LDORRT A2 (%) 7V vy 7 LT, MasathlicBd 258 a2 R LET,
FolE, MEgEPE ID 2 #F L TSt O —Y ~ U v o LET,

XA MEHZY v LT[IZNATHFARNDOFRR (ShowFull Text) % ERT 52 &Ik -
T, MaggtEZ A4 LD TNAT XA Mefor LET,

Messtt DFMDRT

FIE

WagstE DRI, RO TIEDWT NN TR R TE LT,

* [Analysis| > [Hosts] > [Vulnerabilities] 23R L, SVID ORI HHERT A 2 (4) %
70w LET,

* [Analysis] > [Hosts] > [Third-Party Vulnerabilities] %% L. SVID ORI H HFERT A 2
v () B UVv s LET,

* [Analysis] > [Hosts] > [Network Map] Z 3R L, [Ma5591E (Vulnerabilities) | % 7% 27 U v 7
LET,

c MEBVE DK EEZIT HRA DT 0T 7 A NEFKR L, TDOT 0T 7 A )LD [k

(Vulnerabilities) |7 v a v ZRELET,
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B =sonstorrs74 It

BEHOMEMEDIET Y T4 1t

AX—+ T4t |[ERDFAELVR |\ YR— b ENET | HR—FENBF| 7o 1R

~ A AR AL (Access)

fEE (Any) fEE (Any) {EE (Any) T (Any) Admin/Any
Security Analyst

IP7 RLATHK S TWEWESHEY — 27 7 a—NTHesstEz T 7 7 4 7235 &, 1y
U —27 ECHRI ST X TORR M DMHMENRIET 77 4 7S E T,

ST RAAL AENTIR, Bl FAA TSI RIET 77 4 THET D &0 T_RTOFFR R A
A THMIENRIET 77 4 TS E T, U—7 RAAL A, Sl B A A o THeggtkn 7 7

T4 7SV IUE, BOOT A ZADNggte e T 7 7 4 TALEIBIET 7 T 4 e TE E
j—O

FIE

ATy koL HC, EEEOT—T T 7 A LET,
s FRNER SINIMaFIEY — 27 7 a—%EH3 2355, [Analysis] > [Hosts| > [Vulnerabilities]
BERLET,
MaFET — TN = RNE IRV AZ LT = T a—EHH L TWAEAIE. [(V—
7 7ma—0EY %) ((switch workflow)) 1% 27 U v 2 LC [fag5t% (Vulnerabilities) ] %
BIRLET,

ATY T2 [Fxv hT—7 O3 (Vulnerabilities on the Network) 1 %227 U v 27 LE7,
ARTY T3 HET 7T 4 7T MRS DT = v IRy 7 A4 LT,
ATy T4 X=UTFEHO[LE=2— (Review) |27 U7 LET,

BENEYY
fE % DORA MZRTAWEFIEDIET 7 7 4 71
8 2 OWegstEDIET 77 4 71k

HY— =T 1 DIESEET—5

Firepower ¥ A7 AZIL, ZIUVMA OMEFIEBHT —F X—ANGENTWET, TOT—X
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U — 7 EORA MIBEEAT T D HEss s fE SIVET,

VAT ADOWEEET — XL, = FKRX—TFT 4 BT TV r—varhb A R — LRy b
U—0 <=y T2 THETEET, ZNEITHIZIE, BT, Zo75—%%14 o KR—F7
DIODAZ VT NEFLIRTE D), a~v Ly RIA U TT 7 ANDA UR— FEAERTERT
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NR=ZANDFRXL—FT 4 VT VAT EABIONT 7Y r—a VOERIIY y 7T TAHANERDY
9, b— KX —F 4 OB RIT. 7 94TV FPOEFEIC y I T52 LTI TEEREA,

Y— =T DRBET—2DERT

AX—hF 54 € [ HEDSA VR |YR—rENET | HHR—rZhB K| 791X

R N R AL (Access)

L& (Any) L& (Any) L& (Any) L& (Any) Admin/Any
Security Analyst

BRAMANERREHEH LT — =7 ¢ OMfsggtET — % %A 3R — b L7z T, Firepower
Management Center 2 /] L TH— F/X—7F 1 Otk DT — 7 N E2RRTHZENTEET,
ZITCa—FE BMRTDERIIGEL AR P Ba—afET 22 8N TEET,

YNTF RAAL VR TR, BUED RAAL VL FRNAL DT =22 RTRTHIENTE
FT, EILVD RAAL ETFIRH AL DT —25FRprTHI LT TEERA,
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ATV 1 ROLHIIZLT, V— K RX=F s OMfigath:T — 27 78 A LET,
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ATY T2 WOBRENHY 7,

c[(V—2 7ua—DIEEZ) ((switchworkflow)) 27 U v 7 LTCHAZ LT —7 T —%
GLROU—r 7u—%2 @A LET,

c AWMU — 7 7u—BEEFEITLET (TAAINIBROTAT T AT 4 V=07
n—OER (74—) 25R) |

« T—TNDNT LADODNFIZOWTEHLIARET (— R 3—TF 4 Ot T — % D7 1 —
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B v r—Forser—s07—1F

Y— =T DfEHEET—2DT 1 —IL K
= RN—TF ¢ OMfasgtE T — 7 NV CRRB I UOMBECEDL 7 4 — /L ROFEMIILL TD L B0 T
7
ffz551% Y — X (Vulnerability Source)
H— FX—F ¢ OMaFatED V' — A (QualysGuard, NeXpose 72 &)

ffz5514 ID (Vulnerability ID)
Y — A DG PEIZ BEA T BTV D ID &,

IP7 KL X (IP Address)
WesstE DB EZZ T AR A MIEEMT O TS IP T KL A,

R— & (Port)
N— &S (MEFIER. FFEDOR— bk ETHFEITEN TV B —NZBEMS T 5T 5858 &

Bugtraq ID

Bugtraq 7 — &~ — A2 THEFME I BIEAT T &40 T 2 3l & 75
(http://www.securityfocus.com/bid/)

CVEID

MITRE @ Common Vulnerabilities and Exposures (CVE) 7 — % ~X— 2 (https://cve.mitre.org/) O

Rass 2 BEEAT VT & 7o a2 o

SVID

Wags P 2 BB 9 5 72 012 > AT A TRERTS 2 0k D e g5 Mk 3 o

SVID (2D THESITEDFERIC T 7 B A5 H12id, #mT7 A a2 (v) 227V vy 7 LET,

SnortID
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HEgs I DV T O B 72 7B,

K A4 > (Domain)

Z OHfEEstE AR OAR A D KA A >, This field is only present if you have ever configured the
Firepower Management Center for multitenancy.
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