HEBRFNA DA ESA Y T7
L2 X

PERTAT NSA ZADCLLY 77 LY AR, IROT T I73A4T L AZEAINET,
* 7000 3 £ (V8000 >V — X
* ASA FirePOWER
« NGIPSv

% DML Firepower 777 A 7 L ADGE

» Firepower Threat Defense : Cisco Firepower Threat Defense =2~ > K U 77 L > A& 5L T
<TZEWN,

« Firepower Management Center : Firepower Management Center D2~ > K 74 )7 7 L
AHZRLTLIEIN,

VTV FTNAACLIIZOWNWT (1 3—Y)

I TV FRALACLIEH A~ R (38—)

« 753w T34 A CLIshow 2~ K (6 3—)

s ITV v TNRAACLIREa~ K (37 3—Y)
« 7Ty TNA A CLIsystem 2v > K (59 _X—7)
« VT vy FTINAADCLI DERE (74 X—)

2599 TINAACLIZDINT

PEFRTNT /R4 2 (7000 3 LTV 8000 2V — A, ASA FirePOWER, NGIPSv) (2 CLI Z{#f L T
a4y (ERMTFRL ZATOavy I AV B —T 2 ZA~Dl A L 2HR) +5
L ZOMBTHMAT a v REEHAL T, 71 A E2FRR, RE. BLOMN I TV a—
TAVITTHENTEET,
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REBF AL ZOATVESAvYT7LUR |

B /5000 7qzuzE—+

v5

9599

\}

G¥)

v T

—

7000 £721% 8000 >V —X T N_A A&V T —FL, TEBHEITES CLIKEZ A LTH,
WebA v H—T A ANEATEDLIITRDET, ET 19 _XIToa~vy RiZERR 71z
kS EE A,

CLI 2~ RCIERIFLENILFRERISNEE A, 7272 L, 2—FERMKET 1 L Z 7R L,
THAFNCLIZ L—L U =27 O—HTIERNART A—=Z TERBI SN 5D THER LT ES
Uy,
EErEYD

Firepower Management Center B D2 —H% > ¥ —7 = 1 A

\fACLE—FK

CLIIZIZ4 DDE— RNRFENTWET, 774/ FE— N ThHD CLIFHIZIZ, CLIHED
WHZBET L7003~y FRAGERLTHET, EVDE—RNIT, 7T vy 7 TRA A
BERED 3 DD R DKL T 2 a2~y RRFENTHET, ZNHDE—RHNDa~v R
52}:\ T }‘% system, show, 3571:’_ X configure Tﬁﬁjﬁ U i‘%

FT—REANTDHE, CLIE, BIEDET—REMNMTLIOIEFEZROLNET, 7-& 2
X, VAT A aAVR—R Y hONR—V a3 VIEREFERTDHITIEL, BEAHECLI 7'r 7 MRS
ha<wr ReE AN LET,

> show version

INETIC showT— RIZ A2 03B BEAEIL., showE— RDCLI 712> kT show F—
U— RNEFEHEICa~vr FEANTEX E4,

show> version

TINNAACLUT7I X LR

KE—RT, 2—¥PREHTEL2a~vr NI, =2—VFDOCLIT 7 ERIZE-> TR 7,
2= T DEAERT 2581, FBITROWTRNO CLIT 7 A LoULZEID 4T
HILENTEET,
o [FEA (Basic) |: 2—VIXHARY HHOT 72 AL L, VAT LT f—~< AT
WBEH5 A 53 FEFTTHZLITTE EE A,

o [(%E (Configuration) ]: = —WiX, FAMY /[EZALT 7 EAMENRHY | VAT 5N
7¢w7/2_%m%515:7/b%£ﬁT5:kﬁT%i¢o

«[72L (None) ]: =—HXCLIICn /A T EHA,
7000 33 L T8000 > U — R T/, ATIL, =—H /L WebA o Z—T A AD [—HEE (User

Management) |X—3 Ca~v K 74 VOMHERZEID Y TSHZ LN TEET, NGIPSv & ASA
FirePOWER Ti&, CLIZH L Ca~>2 K 74 OMHERZE Y 24 TEJ,
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s5vvy Frqzcugzazor |

D299 TINARACLUEEIATU K

CLIEH A~y FEMMLT, CLIERY LV FTHERTEET, ZhAbDawy NEFA
A ADIBIZEE L FH A,

configure password
HATOT—PIE, BHOSRAT— REBEETS 2 ERTEET, 3w FERGT5HE, CLI
HBAED (H10) SAT—FEANT S L) 2—FIZER L, ZOHCH LU IAT— R4 2
AN S LS ERLET,
TR
A

X

configure password

1

> configure password
Enter current password:
Enter new password:
Confirm new password:

exit
CLLa T XA e, RIZEBEWCLI 2T F A b L-ULb~BEILET, T 74/~ F— K9

bIoawry RERITTHE, 2—FITBITOCLL Yy avrnbuel Ty NLET, 2
IZ. CLIa~<> KD logout IATTBHD L FH L//Cj—o

TOER
BN

X

exit

il

configure network ipv4> exit
configure network>
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. expert

expert

REBF AL ZOATVESAvYT7LUR |

Linux > = V& EEI L FE T,

history

noy7k

Cisco TAC £ 72id2—% v =2 7 LV OIIRMZ2FIAIC L 2R3 720 R Y | Linux & = /L&l
HALBRWZ LR BEID LET, FEMIC OV TIE, Firepower VAT A —HF T ho v b &
ZRLTIZEN,

TOtR

%7€ (Configuration)

(378

expert

1

> expert

BiTO®yvaroa<vry R4 vOEREREERLET,

TOtA
BN

X

history limit

ZZTlimit [FEEY R OV A XEBE LET, FA X2 EHIRICHRET DI121E 02 AT
Li‘é—o

1

history 25

BATOCLIL 2 Y=Lty yarhbBftoa—a2a 77U FLET,
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? (REREF)

NCT N

TOtAR
BN

(378

logout

1

> logout

CLI =~ R & CLIZRT A —Z DIRUEF~N T 2w UET, LT X 5 IC8MAF (2) =
<~V REHEALET,

CHEDCLI 2V THFA M THEATE a~y RO~V T 2R RTHIE, av o R
a7 NCERRA () ZEATILET,

cFFEX Ty FBIELMM LRI~ FOY A M &2RRT 5120, B8R/ (2) I
T CEMiSNlca~vy RE A LET,

e v ROERBRBIEDO~N T HERT DI, a2 R 7a 7 o310 ik
B () # A DLET,

SRR (2) 1. oY — i a— Ry 7 XAV EICEE LT,

TOEA
HAR

(378

?
abbreviated command ?
command [arguments] ?

1
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. 95399 T8, XA CLishow A< > K

295999

TN A CLishow a< > K

Show 2~ RiL, 73 ZADREIZEHT A REZBIELET, b0 a~vy RiET N1 R
DEWEE— FZ2LE LETA, £/, TMH6DOaw F2FTLTH, VAT AOBRITHT
LRI/ NBIC2 0 £, 1ZE A YD show 22 RIZT_TOD CLI 2—F N FHTE 4
B3\ show user ¥ NEFEITTE S DI, Configuration CLI 7 7 & AMERZFF D2 —F DI
T

access-control-config

alarms

BAEEA SN TWARDO L DR T 7B AHEREEL R R LET,
X2 VT4 ATV ADRE
T BA A br—)L R =T ENLHHP LT TR > —D4T]
RAEEEY N T —X
B X T DRIE
R D= LAULDRT v A BB, BARERE TR E DT OMOFEMEE
£, BELEEER— DT —F (ICMP > N DA FLa—ReaEt) BLOKT 7

TR Ay ba— b =BT O (B M) RED, Y —IIBET DR
WMbHFIRLET,

TIOER
AR

(378

show access-control-config

il

> show access-control-config

FRA ATERET 77 47 (EEAEL) REBICR>TWAN—RY 2T O7 7 —LEFKRL
9, ZOa< 2 KX NGIPSv 3 L T ASA FirePOWER /34 Z il T £8 A,

TOER
BN

P EERFAAROITVESAVYTFLUR
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arp-tables

audit-log

X

show alarms

1

> show alarms

arp-tables .

F BT — 7|23 C % % Address Resolution Protocol T— 7 V2 F R LET, ZDa~r N

NGIPSv 35 &2 T ASA FirePOWER Ti3fiH TEZ £d A,

TIOER
AR

X

show arp-tables

il

> show arp-tables

Bifin 7 2 RRAOMINEIC R R LEY, ROFLVERR T A~ FREHHICRY £,

TOtAR
FER

X

show audit-log

1

> show audit-log
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. audit_cert

audit_cert
BATORSE R Y /947 v MEHEERRLET,

TOER
BN

(378

show audit cert

1

> show audit cert

bypass

7000 £721% 8000 vV —RX FTNA AT, FHFOA T4 vy hE—EFRRL, TNHD
Ty MZOWTIROWT DDA /XA F— R AT —FZ A% FKRLET,

sarmed : f Y H—T oA AT R, BERERFIZNN— R =T NARRZRD L HICRE
SNTWD ([NA /%R F— K . /S 32 (Bypass Mode: Bypass) 1) 7> FE72i%,
configure bypass close =~ F&fMH L THEHMIICT =—L 7 n—XENFE LT,

s engaged : f Y H—T = A AT N, =T K LUT=Dy, F721F, configure bypass
open 2~ K& L CTHAEIFIIN— R =27 SA R 2RV £ LT,

coff i AU H =T 2 A AT, V2=l 0 —RTHESNTWET (Bypass Mode:
Non-Bypass) , 1 F—7 A A X7 TEENEELGAIL. Ty M7 ry s &
ET,

TOtA
BN

X

show bypass

1

> show bypass
slpl & slp2: status 'armed'
slpl & slp2: status 'engaged'
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High-availability 37> £

High-availability 3 < > K

config

INATRXATGEVT 4 DRE, AT —HA, AUN—=FT NN, AFENTIAZ v I DIFEREYFT
LEd, Zoa< RiZ NGIPSv 3 L Y ASA FirePOWER 534 A TIIMEATEX £ A,

TOER
HAR

FRAL ZOE A AEORELFRLET,
BX

show high-availability config

1

> show high-availability config

high-availability ha-statistics

cpu

A PEAST OFT A ZOREIARF 2 2R LET,

X

show high-availability ha-statistics

1

> show high-availability ha-statistics

FNRAAEDTRTOCPUDT T v 7 +—AHEAT HBITO CPU O RO EHE R %
FrRLET,

7000 33 X TN 8000 » U — X T34 A TlE, ROMERFRREINET,
«CPU: Yutv¥ES,
e — K :0~100 DEIETEEIND CPUMLHE, 0iFr— RENTWARVIREET, 100 1X
SRl —RFENEZZEERLET,

NGIPSv 35 & T8 ASA FirePOWER TiZ, ROMERFRINET,
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. Database 1< > F

+CPU: 7utvH¥FEE,

s%user : L—H LY (T r—g ) TEITHFICAECZCPUEHARDE IS (—t
YT=)

* %nice : BWVELED 22— LUV TEITHIZA U CPUMBHEKROEIS (S—k T —
V),

c%sys : VAT L LoyL (=)L) TEITHIZA U CPUERROEIS (N—k T —
V) o ZHUTE, P —ERDOE Y IALR softirgs THRAE T AL E L EH A, softirg
(Y7 b7 =T OEIVIAR) X, O CPU TRIFFCEITTE DIk K2 EDOFIZES AT
V7 R =TEIVIABD 1 DOTT,

* %iowait : AT AMIKRMLHELDOT 4 27 /OFERMNH 72 & 1T, CPUBT A RRRETS -
- oOEE (=t rT7—)

s %irq : BIVIAZEAT D 7292 CPU BNEC LR OIS (RX—trT7—V) |
* %soft : softirgs 1T 9 722 CPU B LM OIS ON—k T —) |

* %steal : NA IX—= A FRPIOEET vt v EFITLTND & X, (AR CPU A
G TESL LIEEROEES (= T—)

*« %guest : AR T 0 P EFEITT L7202 CPU BNESL LIZRM OIS (—k LT —
),
* %idle : CPU 37 A R/VIRAET, T AT ATRUEDT 4 A7 1/0 BRN2 o T2 D

BE (N—trTF—)

TIOER
HAR

X

show cpu [procnum]

Z Z TCoprocnum X, HARDOEREZFRTIH 7oy OB ERLET, HHRMEIZONS,
VAT A EOEH T o DS 1 BV E TORPI T, procnun 23 7000 % 721% 8000
V=X T AL ATHEHENTWAHEEIIEAINET, 2077y b7+ —AIONW T,
FERHBROERITTXITOT o v HIONWTOARRINDTZHTT,

> show cpu

Database O <> K

T =R _X—ADFK (show database) I~ KL, T A ZADEBEA VX —T A ABEEL
iTO
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processes .

TOtAR

processes
EITHDOT—H X=X J ) BFRLET,

TOEA
BN

BX

show database processes

1

> show database processes

slow-query-log
Fe B R—2APAT— 7T FFRLET,

TOtAR
FER

X

show database slow-query-log

1

> show database slow-query-log
device-settings
BATOT A A DOT TV r—3 3 O SRAREICHET B2 FR LET,

TOER
HAR
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B sk

X

show device-settings

1

> show device-settings
disk
BATOT 4 A7 OEHREZFRLET,

TOER
BLZN

X

show disk

il

> show disk

disk-manager

VAT LDOEN— N (A v ARAKAL, @KAERE) OF 4 AT EHROFEMERE RN L E
‘j—O

TOtAR
FER

X

show disk-manager

1

> show disk-manager
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dns

fan-status

fastpath-rules

dns .

HATO DNS = DT RLALRFE R AL v EFRLET,

TOtR
BN

(378

show dns

il

> show dns

IN=RTU 2T Ty OEEDAT —HABFRRLET, ZDOa< L L NGIPSv B LU ASA
FirePOWER 7 /XA A CidEHA T £ A,

TOtAR
FER

X

show fan-status

1

> show fan-status

BERE SN TWD 8000 2V — X O fastpath L—/L & F R LET, D~ NiE 8000 2/
V=X FNA ATIHEHTE A,

TIOER
AR

X

show fastpath-rules
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. gui

hostname

hosts

REBF AL ZOATVESAvYT7LUR |

il

> show fastpath-rules

Web f X —7 =2 A ADQBIEDRELZFRLET, ZTD a2~ RKiLNGIPSv B LN ASA
FirePOWER Tli3fi i C&x ¥ A,

TOEA
BN

BX

show gui

1

> show gui

FRRA ADKRA MBI OT 7T 47 AUUID #F /R LET, CLIZHEH L TF /31 AD7K
A N ERET D541, BEET 5 Firepower Management Center [ZZ2 E NI D T L & ff
BLET, AL TE, TS AERAREE FHCTRET H2LERH Y £7,

TOtA
FER

(378

show hostname

1

> show hostname

ASA FirePOWER & ¥ = — /L ®D Jetc/hosts 7 7 A VONEBEFr LET,

P EERFAAROITVESAVYTFLUR
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http-cert-expire-date .

TOtAR
BN

(378

show hosts

1

> show hosts

http-cert-expire-date

TFIAT AT ST 7 40 s HTTPS — NGEHZOBIEOG DB AF < LET, =
D<= X NGIPSv 1 L Y ASA FirePOWER 734 ZA CIIfE T 8 A,

TOER
BN

(378

show http-cert-expire-date

1

> show http-cert-expire-date

hyperthreading

INANR—AVL T 4 VT NEIDEY N EFRLET, 2O~ Kid ASA FirelPOWER Tt
EHTE A,

TOtAR
FER

X

show hyperthreading

1

> show hyperthreading
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. inline-sets

inline-sets

interfaces

ifconfig

REBF AL ZOATVESAvYT7LUR |

TRTCOA T X2V T4 V=V EBETHAS A —T 2, ADHRTET —HEERL
*9, ZOa<> KX ASA FirePOWER Tl T 48 A,

TOER
BN

X

show inline-sets

il

> show inline-sets

RIA=ENBEINTORWVEESIL. RESNTWETRTOA U H—T 2 ADY AR
FBRINET, RNITA—IPBEINTWAEAIE, BESNZA V¥ —7 oA AOFHEMIER
NEREINFET,

TOER
BN

(=378

show interfaces interface

Z 2 Tinterface 3G M A R RT DR EDA o —T = A AT,

1

> show interfaces

ASA FirePOWER &V 2 —VIZKT A4 VX —T oA ADRTEEFRLET,

TOER
HAR
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lcd i

X

show ifconfig

1

> show ifconfig

lcd

LCD D= R =7 7 4 A7 LA BN ES P ZFRLET, 203~ R NGIPSy B
L U ASA FirePOWER Tl ] TE £H A,

TIOER
AR

X

show lcd

il

> show lcd

Link-aggregation < > K

show link-aggregation 2~ KiX., UV Z7EK T NL—7 (LAG) OFREB LI OHEIEREZE
ARLET, T~ RFiZ NGIPS 35 L T ASA FirePOWER 7 /34 A CIEfEATE £/ A,

TOER
BN

LAGID, A v Z—T A A0, 27 4Fal—IaryEF—F, a— R AT F—
K. LACP 1H#. BXOWMHEA v X —T =24 ZADX A 772 L, RESINT-4 LAG D% EDFE
MEERLET,

TOEA
BN
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B sutes

METIHR

link-state

REBF AL ZOATVESAvYT7LUR |

X

show link-aggregation configuration

1

> show link-aggregation configuration

AT —HA Vo AF—h EeWlE, a7 4FXalb—raryE—F, EZEINE Ty
rOHTE BIOEZEESNIEAL FOO T H Y BESNEZS LAG OEHERE
A EB =T 2 A AT LIZERLET,

TOtAR
FER

BX

show link-aggregation statistics

1

> show link-aggregation statistics

TNRAADKR—= I DEAT, VT, A=K, HE, T2y 7 ADIRER LU A X
F— REZFRLET, ZO <2 FiX ASA FirePOWER 534 A TIIEHTE £ A,

TOtA
BN

X

show link-state

1

> show link-state

P EERFAAROITVESAVYTFLUR
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log-ips-connection .

log-ips-connection

managers

memory

RLEk STCRAA N MBI BTV D4k N> b O 1 7 A A SR
L/\i‘a_(]

TOER
BN

X

show log-ips-connection

il

> show log-ips-connection

Firepower Management Center D% ERB L HBED AT — X A% T LET, BEF—B IO
NAT ID &, BEDRETOLEDAHERSNET,

TNARB, AZ Y IREDENFY) TARAL AL LTRESNL T D 5E, BHEL TV
TDEMC, BT T4~ T80 AT HIERNFRINET,

TOEAX
BN

BX

show managers

1

> show managers

TNAADEFAEY  HTOAEY | FHARERAETY ZRRLET,

TOER
HAR

fxBTR120av k510 )77L02 ||



REBF AL ZOATVESAvYT7LUR |

. model

X

show memory

1

> show memory

model

TNAZADETNMERERRLET,

TOER
BLZN

X

show model

il

> show model

mpls-depth

BWHA LB —T oA RATRESN TS MPLS LA % 0~6 TERRLET, Zavwr R
X NGIPSv 3 X T" ASA FirePOWER TiIf#fl C& FH A,

TOtAR
FER

X

show mpls-depth

1

> show mpls-depth

P EERFAAROITVESAVYTFLUR
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NATa< > K

active-dynamic

active-static

allocators

MNEETN |

show nat ¥ NiF, BEHA L X —T 24 ADNAT 7 — & LR EHREELTLET, Z0z
<~ > FIX NGIPSv $ X " ASA FirePOWER 7 /34 A CIIfEifl T 8 A,

TOER
HAR

HAFI T = TEBENTWVWAHNAT 70 —2FRLET, b= Y
i, 70— — B L TWAEARIC, L= AREA LT 7 MIRDETERENET,
L7RoT, VA MIEHTIERWI ERHVET, A LT T MIT e ha/WEKFELE
9, ICMP % 5%, UDP % 120 #. TCP (% 3600 &, oo _ToH 71 k=213 60 #T9,

X

show nat active-dynamic

il

> show nat active-dynamic

ABT 47 =V TEBMENTWANAT 7 —%2 K- LET, 2hbnxz Y
L. T RV—ADBEHEND ETTICRREINET, UA NI, A¥T 1 v 772 NAT
=N L TCWDBT I T 477270 —%R L TCWDEDITTIEH Y FHA,

(378

show nat active-static

il

> show nat active-static

TRTCONAT 7 ar—Z DGR, FAFI v 7 L— L THEHESNTWASERFELT FLAD
T EFRLET,
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. config

(3%

show nat allocators

1

> show nat allocators

config

BTHA LB —T 2 A ZADBITONAT RV > —DOREXF - LET,

3%

show nat config

1

> show nat config

dynamic-rules
fEEESNTET e —2 D Z AL TWAHE AT Iy 7R NAT V=V aRRLET,

(3%

show nat dynamic-rules allocator id

Z Z Tallocator id [ FARNT 0 —# ID &5 TI,

1

> show nat dynamic-rules 9

flows
HBEShEETar—2 D EEHALTHDHL—IonT7a—0FEF R LET,

(3%

show nat flows allocator-id

Z Z T allocator_id l3AN 2T v /r—4 ID H =TT,
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static-rules

netstat

network

il

> show nat flows 81

TRTDOAZT v 7 NAT L— B RKsLET,
XX

show nat static-rules

il

> show nat static-rules

ASA FirePOWER £ 2 — VDT 77 4 Tty N — 7 Bfga T LET,

TUER
R

(=378

show netstat

1

> show netstat

static-rules .

TEHA LU HE—T 2 ADPvA B L OIPv6 DFEE, MACT KL X, HTTP 7 uFf T 7 KL A,

R b, 24 BESHTVBEHA) 2RRLET,

TOER
HAR
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. network-modules

X

show network

1

> show network

network-modules

ALV AFR—ILENTWNDETRTCOEY 22—/, BIOWEY 2—/LDOIER () TILEERY)
HEFRRLET, TDOa~< 2 FiENGIPSv B L OV ASA FirePOWER TiHfEH T £/ A,

TOER
AR

X

show network-modules

il

> show network-modules

network-static-routes

A B =T A A, 58%T FLA, Ry NU—=I A7 BLXOT—h U =A T FLAZRLE,
REFEHDTXTDORy NI =27 AZT 4 v 7 —hEZDERPFITRSNET,

TOER
BN

#X

show network-static-routes

1

> show network-static-routes

P EERFAAROITVESAVYTFLUR

REBF AL ZOATVESAvYT7LUR |



| #EBFNAROARVESA2YTFLUR

ntp

perfstats

portstats

NTP 2> 7 4 Xal— a2 LET,

TOtR
BN

(378

show ntp

il

> show ntp

FNA ADINT —< 2 ADHEREFRLET,

TOtA
FER

X

show perfstats

1

> show perfstats

TNAADTXTOMASNIEAR— FOR— Mst 2 #R L ET,
J OV ASA FirePOWER T T& A,

TIOER
BN

(378

show portstats [copper | fiber | internal | external | all]

np [

Z D za< NI NGIPSv B
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. power-supply-status

FRRIT, TNTOHAR— FPEFELET, T 7 A NFT_NTORT 7 A N F— b 2FEEL
E9, WEIT TN TORMA— M2 LET, SMEBIT T~ TOME @B LU 74 2%)
R—hrZ2LET, TXTUITRTOR—F UMNTBLONE) #fRELET,

1

> show portstats fiber

power-supply-status

BEDON— R =27 OFBFIREEZEZ R LET, 2O~ RIZNGIPSY B L TN ASA FirePOWER
TIHEATEEEA,

\}

GE) 8000 >V —X OEHGRT A A THEBERENFEAET D &, CLI 2~ RO show
power-supply-status 73 1E LWNAT —Z A& M 5 E TIZ 15 5002560850 £7,

TIOER
BN

#X

show power-supply-status

1

> show power-supply-status

process-tree
FTNRA ZATEITHOT v R ZHONT, XA 7LV ) —BATY— ML TERLET,

TOtA
AR

X

show process-tree
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processes

IL—F

processes .

il

> show process-tree

FNRA A FCHREEITHFO T 2 A 25T, CPUMAROKEIECTE R LET,

TOtAR
FER

BX

show processes sort-flag filter

ZIZT, AEV (ORE) TY— FTAEAIX. sortflagll -m ZFREL, IR AL T
a—HPHTY = D58 v ZHBELET, £/2. a7 FOT AR —LB IO 2%
%T?éﬁAiWMMm%%ﬁbi?mwﬂﬂﬁf_&@\ZVVF@ﬁﬁﬁiﬁ@%%%
TANETHEOIMENT 22— aafELET, R LITER RSN ETT,

1

> show processes -u userl

ASA FirePOWER £ = — /VIZBT A0 —7 ¢ U T iEREFR R LET,

TOEA
BN

BX

show route

1

> show route

fxBTR120av k510 )77L02 ||



. routing-table

routing-table

serial-number

REBF AL ZOATVESAvYT7LUR |

INT A= PIREINTORWEGEEIE, TRXTOEBAL—XIZET LV —T 4 v T iEHRE E R
LET, NIZA—EPEEINTWDLEEIE, FBEDONL—Z T oL—T 1 7 FHRS, #%
YDA, lBEONV—T 47 Ta balv d A4 TERRLET, RNTA—FEFTTT
F 7y arTY, O3~ Rk NGIPSy 3 X OV ASA FirePOWER TidfliH T 8 A,

TIOER
HAR

X

show routing-table name [ ospf | rip | static ]

namelx, THHRELEL T HRFEDNL—F 4TI, ospf, rip, staticld, b—T 47 78a K
a) XA T EBELET,

1

> show routing-table Vrouterl static

=DV TNAEEEFRLET, Z0a<w 2 RIZNGIPSy TIXfEHATE FH A,

TOER
BN

#xX

show serial-number

1

> show serial-number

ssl-policy-config

BHAEBEAISNTWASSLAY —0RE (R —0WH, T 74V hOaXr 7RE. B
T _RTDOSSLIL— LV EN—)VDFRERE) | [EHEHTE 5 CAEE, BIXOE S LARREE.
N7 4w DOT 7 arERRALET,
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stacking

summary

stacking .

TOtAR
BN

(378

show ssl-policy-config

1

> show ssl-policy-config

BRSBTS ADAR X TORELERV YV a v a2E R LET, 794~V L LTRES
NTWETNRAL AT, TXRXTOEI S FY THRA AT —F HRENET, @A AT O
AB T OEE, ZOavwy Rif, AY v I REAAERTOA L ANA—=THHI LR LE
To AZ XU T EANETITEDICT D (REOHEITEIZT D) ([ZiX, = —PFEL Web
AVE—=T oA ZAXMEHTHULERHY T, AZ I U TIREINTIRoTORWES, 2
* Rl stacking not currently configured & W) XA v —U%IRLET, ZDa<w NiX

NGIPSv 3 L TY ASA FirePOWER Tl T& £+ A,

TOtAR
BN

(38

show stacking

1

> show stacking

TNRA R L TR KKERAINDER (N—Yar, 47, UUID L) O~ —%
TR Lij—o gﬁf?&”i/j/{@ show 2<v . REZHR 1L TL fiéb\o version, interfaces,

device-settings, iSJICﬁaccess—control—configo

TOER
BN
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. syslog

syslog

REBF AL ZOATVESAvYT7LUR |

X

show summary

1

> show summary

VAT LD T ERRIOWIE TR R LET, A7 a T ANAZERELT, =Y B a—
TEIERTE TV E L a— REICESWT (T 740 ME25) | BFEDO L a— RER
IRTEET,

TIOER
HAR

X

show syslog ["filter" records per pagel

filter 1 Grep DI T 4 WV H ZHEE L. records_per page 3K — o —IlFKrTBHL
a— REERET 26, MBET 4 VX OFMIZONWTIE, VAT A0 7 7 0 )L Z OS]
EZIRLTLLEEN,

1

> show syslog "ssh" 20

VAT MILFH Tsshy & BT 20 RO BT D syslog L a— REZRRLET, KD 20
OV a— RERRT HITIEEnter ¥— 2 L, RRZ2EIET 212 EqE AT LET,

BEO B EHZ %, UTCBLOHYTO2—FICRESNLTWDHa— ) XA L S — TH
RLUFET,

TOtA
FER

X

show time

P EERFAAROITVESAVYTFLUR
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traffic-statistics .

il

> show time

traffic-statistics

PRI A=EPEESHTORWGEAIE, TRXTOR— LR ESNE, BXOZE LA
FOFEMEREZFRLET, A= FRREESNTWEEAIE. RESHEZAR— hOBFROL%E
FR L EF, ASAFirePOWER €V 2 —/LDOKR— FEBETHZ LTI TEEHA, VAT AT
F—H T—r A B =T 2 ADHEF R LET,

GE) HACEoTE, Zoa~vr FOHAN, EBIZET A AR NI 7 v 7% Fry 7 LT
WEXIINN Ty bRy T R2RRTHIERBYET, RERNTy bexfEddE, K
0y AT ABEMLET, RIERANT Y NI, ~y X —HNOREDE RN KIT TN D |
KEITTEMA (CRC) IZRML CTWrlEERH Y 9, @%. RIER3X7 v hO—fRi7e R
AERIZ. REZF—TNVEIFIARBRA v E—T 2 A AR EDT—% Vo 7EOMETT, F
a2y ENT ANy MIe IR ESNETA, 2L, BEILN TCP 72 . BT B
‘7 ha oA, SNy MIEEESIRET,

TOER
HAR

X

show traffic-statistics port

Z ZTportld, EWMERRIETZVFFEDR— K TT,

1

> show traffic-statistics slpl

user

NGIPSY ODAIZHM TE £ 7, FHEIN2—WFICHET R EDFEMEREZR R LET, KD
ENFIRSNET,

«Login: =74 4
«UID : =—¥ ID ($fi)

e Auth (tocal £721% remote) : T—YPNED L RIS LTV B0
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» Access (Basic F72i& config) : L—H DR L L

* Enabled (Enabled 7213 pisabled) : Z—VNT 7T 4 70 E S

* Reset (ves £72idno) 1 IROBR T A VIFHICZ—FRNRAT — REERT LMENEH 500 E
oy

«Exp (Never E£7213HHE) : 2 —HF DR — REFENLEICRDHETOAK

« Warn (v/a £72135MH) : ~NRAT— FOAYDYIRBEUINLENC, =R N2 T — FEH
Dl=DIZhz b s B

e Str (ves £7/2ldno) : 2=V DONRAT— RRRET = v 7 OREWEELRTZTLERH D0 E
20

*Lock (ves £7zldno) : B A VORMNZ T Lo —FOT H vy vy 7 i
TWDLE I )

eMax (w/a L7238  2—HFOT v hny 7 SNDHANCKRKT 20 74 D5
PNEIE-s

TUOERX

%7 (Configuration)

X

show user username username username ...

Z Z T username [T —HF DL RTE#FR L E T, EED username (FAX—ATRE > THHEL E
j—o

1

> show user jdoe

1—%

NGIPSv 3 J Y ASA FirePOWER DAAIZ#%4 L ¥4, 3 THOr—H /b 2—F OFRIEDEEMIE
MEFRRLET, ROMENRRINET,

« Login : 1 7' A 4

«UID : =—H ID (¥fi)

* Auth (Local £72id remote) @ Z—YFRED X I ITFHIES N TV D0
e Access (Rasic £721% config) : —VDHERL L

* Enabled (Enabled F£721d pisabled) : L—VNT T T 4 T ME I »m
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version .

s Reset (ves £72ldno) : ROB T A VIFIZZ—FRANRAT — REERETILENHDNE
9
*Exp (Never F72IIHfH) : = — VDA TU— REERMBEIZ/RDHETOHE

e Warn (w2 £721380E) : "RV — FOFBHIRPEINDENZ, =PRI 2AT — FEE
DIDIZHE 265D A

e Str (ves £7/21dn0) : 2=V DONRATU— RKPRMEF = v 7 OEEZHT-THLERNH D0 E
RN

s Lock (ves £72ldno) : B A L ORMBLT L5, =2—FOT Wy ey
ENDHME DD

*Max (w/a F72038HE)  2—YDOThHU L bR e v 7 SNBFNIKRWT I 74 Ok
KIE#EK

TR
%€ (Configuration)

X

show users

1

> show users

version

BEDONR—=Tg LBV REFRRLET, detail 3T A—ZBEESNTWABEEIL, BN
IUR—R NDONR—T g UNERINET,

Y

GE)  ASA with FirePOWER Services Tl detail /37 A —Z | IfEH T £ 8 A,

TOEA
BN

(378

show version [detail]
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. virtual-routers

REBF AL ZOATVESAvYT7LUR |

il

> show version

virtual-routers
NI A=FPRESNTORWEEIE, BERESNTWDLTXTOFEBL—Z DY X+ B
LO'DHCP U b—, OSPF, BLURIP DIFWMARRINET, NTA—INRESNTND
Bk, FESNI NN —Z BT LIE®RR. FRESNTZ— F A T2 X - THIR SN TERR
SNET, NTA=ZEFITITET v a T, ZOa~ 2 FENGIPSy 3 KL U ASA FirePOWER
TIHEHTE EH A,
TOEA
B¥N
B
show virtual-routers [ dhcprelay | ospf | rip ] name
Z :'(“dhcprelay\ ospf, %J:(ﬁrip [FIr—k 57/])70%2% Li‘é”o name 6i\ ‘%?&é‘”ﬁﬁﬂ“é%
EDN—FDARTERLET, ospf ZFRELIZLAIL, — b A7 BLO (FET 2%
/Et\bj:) JL— F%(:;ﬁ“ LT neighbors., topology. ifi@i lsadb %?Eﬁj—é . }j Z’PT% i‘a—o
!l
> show virtual-routers ospf VRouter?2

virtual-switches

PRI RA—=APFEENTORWEEIE, REENTWBTRTOMIEAAL v F DY X FINER
ENFET, NITA—HIPFEINTWBEARIL, HBEINTZAL v TFICETIERNERIN
F9, ZDOza~ 2 KX NGIPSv 5 & ' ASA FirePOWER TiIffifl C& F8 A,

TOER
BN

X

show virtual-switches name
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vmware-tools

VPNa< > F

vmware-tools .

il

> show virtual-switches Vswitchl

VMware Tools 23, RABT /SA A ECHREGINZI>TWENE I »ERLET, Z0a<wy
RiZ, NGIPSv DA Tl T& 9,

VMware Y — /Ui, IR~ DR T 3 —< U AZ A EEE L2000 2—T 4 VT 4 A — |
T, ZTNoDa—T 4 UT 4 %fEHT 5L, VMware B OFER] 2L T X OIEH & £
T, TOVAT AL, IX_XTCORBET I IA TV ATROT 7T, & R—FLET,

* guestInfo
* powerOps
* timeSync

» vmbackup

VMware >V — VB IOV HR—FIND T T 7 A L OFEMIZHOWTIE, VMware @ Web 1 |
(http://www.vmware.com) ZZH L T 7ZE 0,

TOtA
FER

38

show vmware-tools

1

> show vmware-tools

show vPN X< R, VPN 2AT7 —HX 2 BIO VPN #HOREFHRE2FZRLET, Z0a~<
> FiZ NGIPSv 3 £ Y ASA FirePOWER 5314 A T TE ¥ A,

TUOERX
HAR
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. config

config

T R_RCTO VPN R OREXFE R LET,
XX

show vpn config

1

> show vpn config

config by virtual router

AL —ZZDONWT, TXTO VPN #ERORELFH R LET,
XX

show vpn config virtual router

1

> show vpn config VRouterl

status
VPN #5654 R CHOAT —H A2 FR-LET,

X

show vpn status

1

> show vpn status

status by virtual router
RAE L —HZIZDONT, TXTO VPNEHD AT —F AR RLET,

X

show vpn status virtual router
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counters

counters .

il

> show vpn status VRouterl

TR_RTO VPN GO T o 2 aeFRrLET,
XX

show vpn counters

il

> show vpn counters

counters by virtual router

AL —ZZDONWT, T_XTO VPNEZOI T v 2 2Fr LET,

X

show vpn counters virtual router

il

> show vpn counters VRouterl

FTINAACLUZREaATVR

ary74Xal—rvaryavy REALT, VAT LAEREBLIOEHRT L ENTEE
T, INHOa~vwy NIV AT LOEICEEY 52 F7, 207D, HA (Baisc) LD
INAT — R#B|E (conflgure password) a<w Ly R&ERE, RECLI T 7 AMEREZFH > —W
DIHNINHD A~y RERITTEET,

audit cet A< > F

audit _cert AV KX, ZeaMERa 7 A N = T H2ITITDICT A, AR 7 7
747/F£%i@§ FATWET,
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HIBR

import

REBF AL ZOATVESAvYT7LUR |

TOtAR

7% & (Configuration)

X2 TREE S AN =BT T4 T v MEAEZERZHIBRLE T,

X

configure audit cert delete

il

> configure audit cert delete

X aTREEa S AN —I DI IAT v FEFAER A VR—FLET, =—WFiF. =
<~ REANTDHE, 7947 FEAZELME X —, FI3GEAETF = — 2 CLIN B AT
THEITROBNET,

X

configure audit cert import

1

> configure audit cert import
***************Import Audlt Cllel’lt Certificate**************

1 Import Client Certificate and Private Key
2 Import Certificate Chain
0 Exit

R R R R R R R R R R R R R R R R R R R R R R R R I E I h Ik h h E

Enter choice: 1
Enter your audit client certificate (PEM format) here:

MITIEOTCCA4mgAwWIBAgGICARAWDQYJKOZIhvcNaQALBWAUgGYICZAJBONVBATYALIVT
...certificate details
Tx*FAhnXeUZ78hFepgl yHOMYWTkD7hCaqmSN3UkAb110IoBcxTA==

Enter your private key (PEM format) here:
miiieOWobabkc3qwaOgVx0Tt6leY83Mrga+bek gPetcHRAw6eadpO0TIMVVSETqQr

...private key details
nRIGONkoumLUT9EVIF6bFoT3M6eDI7+NdDIhjVeOP*E4+hxEX50)M
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bypass

bypass .

Client certificate import succeed, exiting...

7000 £721X 8000 Y —X FTNA AT, A T4 XTETz— VA= (Kh—KuxT
INANAR) FT—FREFE T 2N 70 —XEF—RNILFET, ZOa~vrRE, 1y I14 1y
rD [73A /XA E— K (Bypass Mode) |47 3 U3 [231 73& (Bypass) | IZEEIANLTND
BRICORMEATE £,

FNRAL A FRETHEA T By DT 2— N F—T 2 F— RREBREND LV 2
LIZEBELTL &N,

TOtA

% & (Configuration)

X

configure bypass {open | close} {interface}

Z ZC. interface IA LV TA L XTOWNWTNND/N— R T =7 R— F DL EITTT,

1

> configure bypass open slpl

high-availability

TR ATE R AED R RABENZ LT, FHE LY LET, Zd <2 Fik, NGIPSv,
ASA FirePOWER, 7213 FY ZAZ 97 AUNRELTHEREENTWDE T AL A TIFEH
TEFEHA,

TUOERX

%7 (Configuration)

X

configure high-availability {disable | bypass}

il

> configure high-availability disable
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lcd

REBF AL ZOATVESAvYT7LUR |

FNRAZADWeb A B —T 2 AR (VAT LADAY ¥ —7BHMRFCR RTINS, @R T v
TV —=RWebAf v H—T xR0 E) ZEMELZIFEDICLET, 2D~ RiZNGIPSy

B LUV ASA FirePOWER Tl T 48 A,

TOERX

%7 (Configuration)

X

configure gui [enable | disable]

il

> configure gui disable

TNRAADIEHED LCD T 4 A7 VA AN FEZ1X

J Y ASA FirePOWER TIIfFITX ¥ A,

TOtAR

#% & (Configuration)

(=378

configure lcd {enable | disable}

1

> configure lcd disable

log-ips-connections
ARSI ERAA R MCBRERHT STV B A Y bORF L 7 E AR E LI L

i ‘j‘o
Tt R (Access)

% E (Configuration)
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manager A7 > K .

X

configure log-ips-connections {enable | disable}

1

> configure log-ips-connections disable

manager A< > K

configure manager ¥ > NiX, &HEICD Firepower Management Center ~D T /A A DFEft &
2y
RELET,

TOtA

7% & (Configuration)

& PRI O Firepower Management Center 7> © Dt 2 KRBT D L O 7T A AZFELET, 2D
a<vy RiE, TNAART 7T 4 TITEBRINTORWIERICOMERE L 97,

7 73A A % Firepower Management Center |Z 58k 7™ 2 121X, —EORBFHERF — B MH T,
FEALEDGEIR, BT —L IR A M ETIZIP T FLAZRETL2LENH Y 7,
7272 L. 7734 A L Firepower Management Center 73 NAT 7 /XA AT L > THIF BTV SE
AlE, BEF— L —FIC—EBEDONATID Z A/ L, RA MDDV IZ pontresonve &5 E L
£75

#X

configure manager add {hostname | IPv4 address | IPv6_address | DONTRESOLVE} regkey
[nat id]

Z Z°C, {hostname | IPv4 address | IPv6 address | DoNTRESOLVE} (X, Z DT /A R & EHF
% Firepower Management Center © DNS AR 2 44, F72IZIP T RLU A (IPv4 £721%1Pv6) %15
7E L E 3, Firepower Management Center Z [EL#7 N L Zf5E T& 72513, ponTRESOLVE &
il L E 9, pontrEsoLve & {# 95 %E 1 nat_id BB T, regkey L, T/ A A% Firepower
Management Center (288K 5 72 DI B — B DO P F OB FRF —CJ, nat id/E. Firepower
Management Center & 7 /NA A DB GET 1 A Tl SN AEE DR TO LT T,
hostname 7% poNTRESOLVE (ZERAE SV TV D HEITHETT,

1

> configure manager add DONTRESOLVE abcl23 efg456
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HIBR

mpls-depth

REBF AL ZOATVESAvYT7LUR |

Firepower Management Center D2#5ilE A 7 /3 ANGHIBRLET, Zoa~r Nk, 751

Xzﬁ?yﬁ:/r 7\csziéh"cb\f£b\i}%/ﬁ\@#$}%§ﬁg sz—;*o

X

configure manager delete

1

> configure manager delete

WAL X —T A ATMPLS LA YOHAEHRELET,
FirePOWER Tl C& ¥ A,

TOtAR

=/u

X E (Configuration)

X

configure mpls-depth depth

Z 2T depth 1% 0~6 O T,

1

> configure mpls-depth 3

network 3 <> F

configure network I ¥ ]\li\ 3‘/\41@%@/}) =T 1/1)7\75?%713 Liﬁ‘o

dns searchdomains

TOtA

7% & (Configuration)

Z D= RIENGIPSv 8 L TFASA

DNS ISR RAA L OBUTOY A &, a~vy RTHEEINZY A MIEEHR £,
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dns servers

hostname

http-proxy

dns servers .

X

configure network dns searchdomains {searchlist}

searchlist [T~ TRUI BN RAAL DY X N TT,

1

> configure network dns searchdomains foo.bar.com,bar.com

DNS —_DBUTDO U A b, a~vr RTHRESNTLY A MIEZHZ 7,

X

configure nework dns servers {dnslist}

dnslist IZ, >~ TXU 572 DNS —/"D U A F T,

1

> configure network dns servers 10.123.1.10,10.124.1.10

TRA ADEREA ML EHRELET,

X

configure network hostname {name}

name /3FT LWWKR A M4 T,

1

> configure network hostname sfrocks

7000 & 8000 > U — X I XY NGIPSv 7 /34 AT, HTTP VX v 2R EL T, a~v K%
FAT LT T, CLIZ2—WIZH L THTTP 7 X307 RL A LR— |k, 7% OFGEN
MENE S InEZmRET, iR MERG AT e X O —4, TaXx oAU — K|
BT X L ORRAT— ROMERENTTTHE ) ERINET,
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. http-proxy-disable

http-proxy-disable

ipvd delete

REBF AL ZOATVESAvYT7LUR |

NGIPSV P CZ <2y REMHH LT, HTTP e X% —NE2HE L. (BT A ZRHEIH
AT DT DI T 7 A V% AMP 7 57 R~EETE L L 95ICLET,

XX
TaXTDONAT— RN T, BTEFOLMEFATXET,

configure network http-proxy

il

> configure network http-proxy
Manual proxy configuration

Enter HTTP Proxy address:

Enter HTTP Proxy Port:

Use Proxy Authentication? (y/n) [n]:
Enter Proxy Username:

Enter Proxy Password:

Confirm Proxy Password:

7000 > U —X. 8000 'V — X, F7-1L NGIPSV T34 AT, fEEDO HTTP a2 X% OEEL
HIBR L £ 9,

(378

configure network http-proxy-disable

1

> configure network http-proxy-disable
Are you sure that you wish to delete the current
http-proxy configuration? (y/n):

FRAADERA L Z—T =2 A AD IPv4 RELZEZ L ET,

(378

configure network ipv4 delete [management interface]

Z Z°C. management interface |[IEEA L H —T 2 A AID T, A U F—T = A AGLfRELR
WEE. ZOAX Y RET 7NV EOEHA =T 2 A AR ELET, ZONRTRA—X

l%. configure management-interface =~ > & fli o THEOEHA L F—T7 = A AL HNTT
LEENDHMETT, FEOEIA X —7 = A AL, 8000 ¥ U —R T /34 23 KUVASA
5585-X with FirePOWER ' —E X CO LY FR— I TWET, tO7F7 v b7+ — L TIEZ
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ipvd dhep

ipv4 manual

ipvadhep I

DIRFGA—=BEIRELRNWTL &N, B, L Z—T A ZAIDI. T 74V MNE#HA L & —
T A ATlTethd, 7> a0 DAR s A F—T A ATlXethl TT,

1

> configure network ipv4 delete ethl

TNAADEERA o H—T =2 AD IPv4 % E% DHCP (TR E L ET, BHA L H—T =1 R
IZ DHCP #— L BfE LT, REBMETE L £,

X

configure network ipv4 dhcp [management interface]

Z Z°C. management interface [XEHA X —7 = A4 A 1D TT, DHCP LT 7+ /L h DEFHA
VE—=T A ATODHYR—FINTWDHTD, ZO5EEATLIHETHY FH A,

1

> configure network ipv4 dhcp

FRA ADEHA L B —T =2 A ZAD IPVAREX FETHRELET,

(378

configure network ipv4 manual ipaddr netmask [gw] [management interface]

Z Z Tipaddr 1X 1P 7 R VAT, netmask | IV 7>y h~AT  gwldT 74NV K F—F U= A
D IPv4 7 K VAT, management interface |3EFA L X —T = A AIDTT, /1 F—T =
A AZRBELRWGS, COavr RNET 74V OERA VX —T 2 ZREHRELET, =
DT A—2%1%, configure management-interface =~ > K% ffi o CTHEOEHA v X —T = 4
AT DHEICOHLETT, BHOEHEA 2 —7 =4 AL, 8000 >V —X T /A
2% L OV ASA 5585-X with FirePOWER H— E 2 TOLYR— SN TWET, o7 T v b
TH =L TIEIDONT A=ZZRELRNTI SN, BHA =T =2 XD, 77+
VNEEA VH —T 2 A ATlTeth0, 7 3 DA X b A ¥ —T A ATlTethl T,

il

> configure network ipv4 manual 10.123.1.10 255.255.0.0 10.123.1.1
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. ipv6 delete

ipv6 delete

ipv6 dhep

ipvé manual

REBF AL ZOATVESAvYT7LUR |

FNA ADEHA L H—T 2 A AD IPv6 REZ RN LET,
XX

configure network ipv6 delete [management interface]

Z ZC. management interface |IEA L H —T 2 A AIDTT, A X —T A AEHELY
WEE. ZOAR RET T AN FOERA =T 2 A ZAERELET, TONRTA—H
I%. configure management-interface =~ > R &> THEEDEH A 7 —7 = A FHT
DA DOHME T, BHOEHEA 4 —7 4 A%, 8000 > U —X T34 ZF L NASA
5585-X with FirePOWER #—E A TOA I R — SN TWET, OT T v h 7+ —ATIEZ
DRTA—=BZEFRELIRNTL IS, HHA F—T A AIDIE, 7740 NEBA 52—
7 xA ATEethd, 77> a DA b A F—T x4 ATlT ethl T,

1

> configure network ipvé delete

TNA ADEIHA L H—T 2 A ADIPv6 ¥ E% DHCP IZRELE T, BHEHA L X —T (R
IZ DHCP — &L @E LT, REHREIEG L E 7,

ax

configure network ipv6 dhcp [management interface]

Z ZC. management _interface |3 EHEA X —7 = A A 1D T9, DHCP (X7 7 4 /L b DEFEA
VHE—=T 2 A ATOHYR—FEINTNDD, ZO5EEERTL0EIHY £ A,

1

> configure network ipvé6 dhcp

FRAADERA B —T 2 AD IPv6 RELXFETHRELFET,

#BX

configure network ipv6é manual ipéaddr/ipéprefix [ipégw] [management interface]

Z Z Tipbaddrlipbprefix (X IP 7 RLVAL T VLT 4 v I AE, ipbgwldT 74V K F—FU=A
DIPv6 T R A% &K LET, management interface | FEHA L 2 —T = A AIDTY, A& —
T A AEBELRWGA, Z0Oav s RET 74V NOEBRAS X —T7 24 AERELE
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ipv6 router .

T, DT A—H L, configure management-interface =~ > R & i > THEOEH A & —
T2 A ZAEEINCT DGENCOHMETT, EHOEEA ¥ —7 A AL, 8000 ¥ U —X
F A A ¥ L TN ASA 5585-X with FirePOWER —E A TO LY R — SN TWET, o~
TR T F—ATIEIONRT A= ERELRNTL SN, A X —7 A 21D I,
FIT IV NERA U H—T 2 A A TlTeth), 7 a DA b A H—T xA A TlLethl
<7,

1

> configure network ipvé6 manual 2001:DB8:3ffe:1900:4545:3:200:f8ff:fe2l1:67cf 64

ipv6 router

TR ADEHA L H—T 24 ADIPV6 REZN—HIIHRELET, BHA L X —T A A
X IPv6 — % LiBIE LT, REHHREIELET,

#X

configure network ipvé router [management interface]

Z ZC. management interface |(ZEPA L H —T 2 A AID T, A X —T = A&fRE L%
WA, ZOavy FET 74NV FOFRA V=T 2 A AERELET, ZONTA—H
I%. configure management-interface =~ > N & ffi o THEOEH A ¥ —T7 = A ZAZHHITT
DAV DHMETT, FEOEIA V4 —7 = A AL, 8000 ¥ U —X T /31 25 LT ASA
5585-X with FirePOWER +—E A COHYFR— hEINTWET, fO7F v b7+ — AL TIEZ
DIRTA—=BERELRNTLZE N, HHEA VX —T 2 A AIDIE, 77 4V NEEA V4 —
7 xA A TlLeth), 77 aDAX b A H—TxAATlLethl TT,

1

> configure network ipv6 router

management-interface disable
WA L F—T A AN L ES, HEOEHA L F—T = A A1, 8000 Y —X TN
A AF LT ASA 5585-X with FirePOWER ¥ —E A TOLY R — F N THET,

X

configure network management-interface disable ethn

ZITC nlIRETLEIA U F—T = A ADET, eth0 (X7 7 4V SOEHA X —T = A
A, ethl (T4 T a DA RN AU F—T = ATT, VAIATE, FHF ¥RV LEAN
Y FrRNDOMG AL T, eth0F7 7 4V MEHA =T =2 22D EEITT S
Z L EHELEL T E 9, Firepower Management Center 33 JX OVE BRI T /S A A TEBID A <R
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. management-interface disable-event-channel

N H—T 2 ABFEHTZTEOTFMMZONTI, BHA VX —T 2 2E2BRB LT
éb\o

1

> configure network management-interface disable ethl

management-interface disable-event-channel

RESNEBA L 4 —7 A ATANY b R T T4 97 FRANE BN LET, B8O
BHA 2 —T = A AE, 8000 ¥ U — R F /31 235 LU ASA 5585-X with FirePOWER #— £
ATOBYF— FERTOET,

X

configure network management-interface disable-event-channel ethn

ZIT nERETLEEA LI =T 2 A ZADOF S, eth0 (LT 7 40 FOEHA L H—T x4
2, ethl 34T arDAR N A A —T oA ATT, YAATE, FHF ¥R EAX
VR F X RNADWGTEAINILT, eth0F 7 4 /b NEHA L X —T =4 ZEADOEEICT S
Z L EHELEL CTUE 9, Firepower Management Center 33 L OVE BRI T /34 A TEBI D A <
A VH—T oA AT 5 HEOFMIONTE, B A X —T =2 AEBR LT
S0,

1

> configure network management-interface disable-event-channel ethl

management-interface disable-management-channel

RESNTEHA =T A XATEHIN T 7 4 v 7 Fr 3NN LET, HEOEHA
VB —=T = A AL, 8000 ¥ U — R F3A ZF5 LU ASA 5585-X with FirePOWER #— &' A T?D
HYFR—hENTVET,

X

configure network management-interface disable-management-channel ethn

ZITC, nlIRETLEHA L H—T oA ADFE W, eth0 LT 7 4+ /V FOERA L H—T = A
A, ethl 1ZA T2 avDARY S A H—T oA AT, AaTiR, FHF v LA
Y N F X RNVDOM G EAINZL T, ethOT 7 4/ NEFA L X —T =2 AZHHOEFIITD
Z L BHESEL CTUE 9, Firepower Management Center 38 L OVE BRI R T /3 A4 A TEBI D A <
NAVH—T 2 ABMERAT B HEOFHMIONTE, BHA VX —T =2 AEBR LT
X,
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management-interface enable .

il

> configure network management-interface disable-management-channel ethl

management-interface enable

WELIFEHA LV A—T oA AZAMLET, EEOEHA X —7 A AL, 8000V —
R T AF L ASA 5585-X with FirePOWER #h—E 2 TOH YR — F S TWET,

(38

configure network management-interface enable ethn

ZIZT, nlid AT EIEEHA X —T 2 ADFE S, eth0 (T 74/ NOEH A 4 —T =
A A, ethl T4 T a DA A X —T 2 A ATT,

TR, A BT 5854 Firepower Management Center & B A > % — 7 = A A(Z13 2 DD I
DETT7 47 FxAARHVET, BERIT 747 FXXMITXTONBET 7 1
7 (TAAZAOERIZEREDOT A AW NT 7 4w 7 728) gk lL, AV M7 T 497
F ¥ RMTTRTA RN 8T T 4w 7 (WebA Ry Mpd) ZEELET, LEIZSLT,
Management Center CEB| DA X2 hEHEHA v X —T =2 ZAZFREL, A XV VT T 47
AT A Z & TXE9 (Firepower Management Center Web { > % 7 = — AT, ZDFHEMN
FATSNTNDLZEEHERLTLEIY) o ARV IHEAA LV F =T 2 AL DETFRET
TET, ARV NI T4y VT IIREOHRBIREZEH T2 RN HLOT, FHENT T 1 v
T AXRS N 8T T 47 5T % 2 & T, Management Center D/N7 —~ A% [i] |
SHHZERTEET,

FTFNbEDeth) f X —T = A AL, T 74NV B TEILE ARV N F ¥ RVOMEGN
BENTVWET, BEISUT, ANV FEHA 2 =T A XL LTethOAf F—T = A A
EHEMNCTEET, ARRTHIUX, T/NA A A X kA ¥ —T = A X & Firepower Management
Center f XU h A L HF—T 2 A ZADWT, AU FTFT T4 v BEESNET, X0k
Fy NI—=INE G FTHE ARV NT T4 T3, TIANVROEEAS X —T A A
WIRD £9, ARERGAEIITIEOA Xy b A v F—T oA APNFERINETN, FHA
B—T oA ANy 2T v 7Ly £,

BHA =T oA REANIT DL, BEHEAXV N T ¥ U RXNVDMGNT 7 40 FTHR)
WZENET, BHT Yy XNV EAXR N T Y RNAVDOMFIZT 7 4V NEBRA LV F—T = A ZA%ff
HATsZzBE8dLET, TO%, BIEOA X FNEHA VX —T7 oA AEHHZLET,
Firepower Management Center { X2 NEHHA V¥ —T = f RIEFEBTF Y INVD ST T 4 v T &
ZIFANDZENTEROVDT, TRAAARV b A F—T oA ATEHRF ¥ RV EZHIC
Mz LT 7EE,

configure network {ipv4 |ipv6} manual =~ > FZfH L CTEHA X —T = ADT NL R %
RELET,
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. management-interface enable-event-channel

il

> configure network management-interface enable ethl
> configure network management-interface disable-management-channel ethl

management-interface enable-event-channel

BESNEEHA L A—T2AATA_XU D b T 747 FXXLE2HAMLET, O
A R —T A A%, 8000 U — R F 34 ZF LN ASA 5585-X with FirePOWER H— £
ATOHYR—FEINTWET,

X

configure network management-interface enable-event-channel ethn

ZIT nIRETLEHA L F—T = A ADFE T, eth0|37T 7 4+ /V FOEFHA X —T = A
A, ethl 1 IA T a v DARV A =T 2 ATT, YAaTIE, BHFvxLEAN
YR FARNVOE G EANILT, eth07 740 MNEHA =T =4 AL FHDOEEIZT D
Z L EHELEL T E 9, Firepower Management Center 33 JX OVF BRI R 7 S 2 TEBID A <
A E—T A REFEHT L HEOFEMICONTIL, BEHA V=T oA RAESR LT
S,

il

> configure network management-interface enable-event-channel ethl

management-interface enable-management-channel

BESNEEHRA L E—T A ATERRNT 7 4 v 7 FYRAEZENCLET, EHEOEGH
A B —T A AL, 8000 U —R F 34 2F J N ASA 5585-X with FirePOWER #— b 2 T
DI R—FINTWET,

(378

configure network management-interface enable-management-channel ethn

ZIT niITRETLEHRAS L F—T =2 A ADFE G, eth0 |37 7+ /V FOFEHRAS L H—T = A
A, ethl [ IA 7> aDAR N A H—T 2 f ATT, VAITIEH, BHF vy L EAX
YR FARNVOE G EANILT, eth07 740 MEHA V=T = A2 GO EEICT D
Z & EHELEL T E 9, Firepower Management Center 35 X OVEBEXf G 7 /S A A CEBI DA X
AV HE—T 2 ABFERATHHEOFEMICONWTL, HHA VX —T oA AEBR LT
0,
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management-interface tcpport .

il

> configure network management-interface enable-management-channel ethl

management-interface tcpport
BEHO TCP R — b OEEEE L E T,

X

configure network management-interface tcpport port

port [ IFXET HEBAR— FDOE T,

il

> configure network management-interface tcpport 8500

management-port

TNAAD TCP EHA— FOEEHRTELET,

X

configure network management-port number

number IR ET HEBR— FOEEELET,

1

> configure network management-port 8500

static-routes ipv4 add
RELIEHA LA —T 2 A ADIPVAAZ T 4 v 7 — B LET,

(378

configure network static-routes ipv4
add interface destination netmask gateway

interface IXEFA X —7 = A A, destination IZ355C [P 7 KL A, netmask Ty b U —7 <=
A7 T RUA gateway [ZIEMT D7 — U =A 7 RLATT,
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. static-routes ipv4 delete

il

> configure network static-routes ipvi4
add ethl 10.115.24.0 255.255.255.0 10.115.9.2

static-routes ipv4 delete
RELIEHRA X —T 2 A ADIPVAAZ T 4 v 7 V— FEHIBRLET,

X

configure network static-routes ipv4
delete interface destination netmask gateway

interface |3 B A X —7 = A A destination |Z%65CIP 7 KL A netmask |Z %~ hU—7 =
A7 T KU A gateway [IHIRT 57— FU oA 7 LA T,

1

> configure network static-routes ipvi4
delete ethl 10.115.24.0 255.255.255.0 10.115.9.2

static-routes ipv6 add
RELIEHA X —T 2 A ADIPV6 AX T 4 v 7 — B LET,

(378

configure network static-routes ipv6
add interface destination prefix gateway

interface (3B HA ¥ —7 = A A, destination (35855 IP 7 K L A prefix (X IPv6 'L 7 1 v 7
A, gateway [ZIEMT 57 —hU A 7 RLATY,

1

> configure network static-routes ipvé
add ethl 2001:DB8:3ffe:1900:4545:3:200: f8ff:fe2l:67cf 64

static-routes ipv6 delete
RELLEHA X —T 2 A ADIPV6 AX T 4 v 7 L— FEHIBRLET,
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password

password .

X

configure network static-routes ipv6
delete interface destination prefix gateway

interface [FEHLA > ¥ —7 = A A destination (FFE5E IP 7 R LA prefix | IPv6 'L 7 1 v 7
25, gateway [FHIFRT 55— hU = A T RLATY,

1

> configure network static-routes ipvé
delete ethl 2001:DB8:3ffe:1900:4545:3:200:£f8ff: fe2l:67cf 64

BITO2—HE, BHONSAV—REEFRTLIENTEET, avr FERTT5E, CLI
FHED (FV) NRT—=F2ANTLE)2—FICHERL, ZORTHLWART—FE2
FIANT D& S BERLET,

TUOER
HAR

(38

configure password

1

> configure password
Enter current password:
Enter new password:
Confirm new password:

Ay X5 DEMEL

7000 33 L T88000 > ) — X DT NA A TlH, WDOTNA RFET DAL v 7 HERRITT X THI
FREivEJ,

e T IATVELTHRESNTWVAET AN, AT, A¥ v 7 35E2ICHIBRENE T,

B HFYELTHRESILNTNDT AL AT, ZOT A ZIAZ v 7 D BHIBRISIVE
—a—o

ZOa< FiE, NGIPSv %7213 ASA FirePOWER ¥ = — /LTIl c& £ A, £/2, Z
NEFH L TT A ZAO@ A T 23R 2 2 LI3TE 8 A,
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. user A7 K

user A< KR

TOER

REBF AL ZOATVESAvYT7LUR |

ARy X TBEED LMY T4 T AL DBEEMLTERVERIE, 2o~y Fafif]
L %7, Firepower Management Center % {5 THEHI T & 5385613, 14V IZ Firepower Management
CenterWeb A v 4 —7 = A ZA%&MHTHEIEZX DA vE—UNRRINET, FERIC, 77
A<V THRAREFEHTELELAIC, B XY ELTRESNTNDST /N, A ETstacking
disable #x AT DL, T4 TAAL AN a~vwy REANTHEIBZ DA v E—UN
KRENET,

TOtA

7% & (Configuration)

X

configure stacking disable

1

> configure stacking disable

NGIPSY COAFHTE £7, configure user A ¥ N TN, AP —h) 22— F—X
‘/\“”—X %%@ L/i‘g—o

TUOER

#X & (Configuration)

BELLEa2—VFDOT 7 BA L~ NWEELTLETST, Z0a~vr RN, BESNa2—FRRIZe
TA T DHEEITHI R T,

X

configure user access username [basic | config]

usernamel, 77 B AEBEET H2—YFOLETEZE L ET, basicldbasic7 7 B A%, config
IZ configuration 7 7 £ A& FE L £7,

1

> configure user access jdoe basic
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HIBR

B .

BESNLNET /A L_RLTH LDNa—FEERLET, Zoavy KT, 2—%Fo
NAT—REANTDHEIBERENET,

X

configure user add username [basic | config]

Z :'(‘\ username fi%ﬁ LU\:’—_“B'@%EILJ.%"*EE Lij‘o basic ﬂi%j§77’kz\ config 0:1%4“7]?
T EAERLET,

il

> configure user add jdoe basic
Enter new password for user jdoe:
Confirm new password for user jdoe:

Z—H RRT— NIZEHMIRZRE L ET,
XX

configure user aging username max days warn_days

Z Z T, username ﬂil*"ﬁ‘@% G max_days (I AT — F73>7ﬁ§j17‘£%j< H 2. warn_days fiﬁ
RPN D RN =Y B ANRAT — FELRETD7ZDICHR STV D A ERLET,

il

> configure user aging jdoe 100 3

a—Hra—Por—bLFT 4L 7 M EHIBRLET,

(378

configure user delete username

username XL —HFDLETEE L E T,

1

> configure user delete jdoe
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B isable

disable
—PEMHCLET, Eshpa—FIn A o TEEEA,

X

configure user disable username

username 6i3‘—‘ﬁ-@% [FlIRs LET,

1

> configure user disable jdoe

enable
2—PEENMLET,

X

configure user enable username

username | —HV DL RIZIRTE LE T,

1

> configure user enable jdoe

forcereset

A—PRRIZ T A T HEEIT, NAT=RFOEERLZERLET, 2—FRn /A LT
AV—REERETDLHEL, BREOF =y 7 NABKIZANIRY £7,

BX

configure user forcereset username

username 32—V DAHI R L F T,

1

> configure user forcereset jdoe

maxfailedlogins
FRELIa—YR, e/ A TRIETE DRREERERELET,
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minpasswdlen

password

strengthcheck

minpasswdlen .

X

configure user maxfailedlogins username number

username 13— DLHI, number 1%, 074 L TCRIETE DR KA EZELET,

1

> configure user maxfailedlogins jdoe 3

A=Y NRRAT = NZEDDMENRD DR/ LTFRERELET,
X

configure user minpasswdlen username number

Z 2T, username I — T H T NOALHIEETE L. number (IFDT D NMIED D
R D HERANCTFE (1~ 127) ZHEELET,

1

> configure user minpasswdlen jdoe 13

2—HFDONRRT—RERELET, Z0a<wr N, 2—HF0RRAU—FRE2ANT 5L 58
RENFET,

BX

configure user password username

username 1T —V OL4FTIZFR L F1,

1

> configure user pasword jdoe
Enter new password for user jdoe:
Confirm new password for user jdoe:

A—PDONRAT — NI T 2MEOEMFZHFNEITENLES, 2—F AT —ROH%)
RGN 7=385E . F721% configure user forcereset =1~ > K& H L7258 1L,. = —F 2 KIC
n7A L LIcE ST ZOEMEPEBRNCANICY £7,
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. unlock

unlock

vmware-tools

REBF AL ZOATVESAvYT7LUR |

X

configure user strengthcheck username {enable | disable}

username 13—V DL4HHFE L E T, enable ITFETENTZ2—TFD/IRAY — ROE|ZFHT
L. disable (%, FHEINTZ2—HF DR T— ROFEMHZHIERL 7,

1

> configure user strengthcheck jdoe enable

B A RO RRE A B L e —Y 2wy ZRER L ET,

X

configure user unlock username

username 1T —V DL HTIH#F L F1,

1

> configure user unlock jdoe

NGIPSv T® VMware Tools DRSREAZ HEhE /13BN LET, ZDa~ 2 Rk, NGIPSy DA
THEATEx X7,

VMware Y —/Lid., IR~ ONRT 3 —< o A% 0 L5002 —5 4T 4 AL — b
Td, TMoDa2—T 4 VT 4 %2FEMAT 5 L. VMware 85 O(FEFR] 7062 X CTIERATE %
T, ZOVAT AL, TRTOWRBT FI5A TV ATROT 7 A &Y R—FLET,

* guestInfo
* powerOps
* timeSync
» vmbackup

VMware ¥V —/LEB L OV R — b EI DT T 7 A L OFEMIZOWTIE, VMware © Web %1 b
(http://www.vmware.com) ZZH L T ZEWY,

TIOER
BN

P EERFAAROITVESAVYTFLUR
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9599

95399 T84 X Clisystema< > K .

X

configure vmware-tools [enable | disable]

1

> configure vmware-tools enable

—

T /N XA Cllsystem <> K

system 2~ REH LT, VAT LABKOT7 7 A NVBIOT 78R 20 ha—/LVOREL
BTHETHZ ENTEET, Configuration CLI 7 7 ¥ AMEZFFOL—F DI, VAT LA FE— R
Tavy RERITTEET,

7O vRAGEHaA<T U~

archive

clear-rule-counts

system access-control ¥ R, Z—PINT NS XJ:“CT?“IZX%IHEI]%QTE%%%ET% 5 &
I LET,

TR

%7€ (Configuration)
HEREBHINTCWAT7EA arva—L R —%2TF AN 77 A4/LE LT /var/common
R L ET,

B

system access-control archive

1

> system access-control archive

TR arka—nL—ADby NEE OO EY FLET,

(378

system access-control clear-rule-counts
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B roiback

rollback

REBF AL ZOATVESAvYT7LUR |

il

> system access-control clear-rule-counts

CHNETICEBASNZT 7B AFHIEHEREICH LT, AT LAOBIFEITVEST, ZDa<vw K
BAS 7 EFIIE AT OT AL ZATHERAT A Z LT TEEEA,

X

system access-control rollback

il

> system access-control rollback

TS5 AF7RATUNR

enable cc

a7 T4 T A (compliance) A< Kit, XA ZADEX 2T 4RBEI L TIAT VA
T FORR, REXZITVET,

mﬂﬁ%ﬁxﬁ L7, BT 5 2 LiIdTEEtA, BT LILENDH LA,
MZBMWEDEIIZS N,

TOtR

%7 (Configuration)

FRAZADEF 2T AREHENET 2T 754 FT U7 (CC) T— NIZERELET,

COREZFINILTBRIT, EDNTTLHZ LT TEEYA, BT IMERHLHEIT. Y
— MBIV EDESTZS VY,

X

system compliance enable cc
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enable ucapl .

il

> system compliance enable cc

enable ucapl

TNRAAZADEX 2 V7 4 BEENE R EEEATRSH A Y X b (UCAPL) E— RNIZ#&
L,:._E’ L/ij—o

B CORELEDC LEBIE. ECTH I LIETE RHA, BT IUER L SHAE. F
F— MEBROADEL &L,

X

system compliance enable ucapl

il

> system compliance enable ucapl

show

FRAAZADBIED X 2 U T AREDA L TIAT VA EF— FEFRLET,
B

system compliance show

il

> system compliance show

disable-http-user-cert
7T OPIAIIR Y TA T v P ERE R R S B BRI £ I LE T

TOtAR

#% & (Configuration)
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filea<w >k

copy

HIBR

REBF AL ZOATVESAvYT7LUR |

X

system disable-http-user-cert

1

> system disable-http-user-cert

system file A¥ Y R&EMHT L L, 2—HiF, T4 A LD commonT 4 L7 R IZHD T 7
ANEEBRTHIENTEET,

TOtA

7% & (Configuration)

FIPZEA LT, el A 2a—PL4E2FHEHALTCWAKRA N EODVE—habr— g7 7
ANEFEIEELET, 2—HL 77 A/ X commonT 4 L7 FUICEBTHILENHY £17,

X

system file copy hostname username path filenames filenames ...

hostname li&*‘b‘/ }‘@ U £ — ]\ R A }\@%ﬁﬁjﬁflﬂi P77 }‘\‘1/2 %2% Li?“o username LiU
E— hARRA }‘J:@:L*"‘j‘@%ﬁﬁ\ path TVE— KRR ]\J:@%GE/\UX\ filenames Li%ﬁfﬂ‘i‘—j«é
0—H Ty ANERLET, EEOT 7 A NKITAR—A TR > THELET,

il

> system file copy sfrocks jdoe /pub *

commonT A4 L7 FUMmH, FELE7 7 A VEHIBRLET,

X

system file delete filenames filenames ...

filenames |[ZHIBRT 2 7 7 A L EIETE LET, ?’E§5C0)774/1/% [FAR—ATEY]>THEL
i‘a‘o
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list

secure-copy

list [

il

> system file delete *

T ANEPREIN T RWESIE., commonT 4 L7 RUNDTRXRTDT 7 A LD T
EHEOWRA, A X, BLXOT7 7 A NANRRRENET, 77 A NVADTRESNLTOL5EE
F BESNT T 7 AN E—H LT 7 AV T, BEORA, A4 X, BLOT 7 A4 40
FoRINET,

X

system file list filenames

filenames (3FRTH7 7 ANERLET, HEODOT7 7 A NZIFIAR—ATRY > THREL E
—/9)40

1

> system file list

SCP LT, v/ Ay 2—HFLAEZHEMLTVWEFA N EOVE—F alr—var~7y
ANVEHZELET, v—h)b 77 AL, /var/common 51\\/]’ L7 PUICHETHVENS D F
R

BX

system file secure-copy hostname username path filenames filenames ...

hostname (34— DY E— N KA NDOLARTEZIZIP 7 RV AEFRLET, username 1LY
E— bk FA N EOZ—VFDOLHEL, path 13V E— b mA N EDOSEI/ A filenames 13H55T 5
R—HN T ANERLET, EEOT7 7 A NVAIEFTARX—ZATRE > TRHRELET,

1

> system file secure-copy 10.123.31.1 jdoe /tmp *

generate-troubleshoot

VRAAPRNINMEHT D N T TIN T a—T 4 T TR EERLET,
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B ens rzoavs k5407700

FE OBAERY TN RO RN T TIN Y a—T 4T Ty A NEERTLSE, BABT U S — g
VA RA (AAB) DHENC2 > TWBHAIZAABZ MU H—F 252 nTEx£4, i<
b, AABZ MU A —7F 5 &ESnort 7t AEFHTH &, RN N T 7 4 v 7 RES I
ENET, ZOFWHIZNT 74 v I RN Ryl ENE0n, TN EAS VAT v a UMTH
NTEZTESNDEIDE, X—TF Y ETNNA AN NT T 4 v 7 AT 5 5RO CTRZRY
F9, FFAIESnort® ODFEENZ LD T 7 4 v 7 OEEEZSZRL TS EIV, o £OXH 1
AL AABD R U B =2k - T, TA AR —IFAICEMERREDIRREIC 2D Z 3 H W £,
FEARRE 72 IR REA ot < 358 1T Cisco Technical Assistance Center (TAC) (ZHAE L T 2 &V,
BRRICHE LY ) 2a—2a v a TIRELET, BEEZTT VT /31 A, Firepower 7010,
7020, X TV7030, ASA 5508-X, 5515-X, 5516-X # LT 5525-X, NGIPSv 72 £ T,

TOtA

JU

7% & (Configuration)

BX
system generate-troubleshoot optionl optionN
FT v a URRO 1 D ERITEROLEIT, AR—ATREY 9,
calL: RDTRXTOF S a v uaFITLET,
* SNT : Snort D/ T F—v L A LFRE
*PER: N R =T DT p—~v o RAbnus
ssys: VAT ARE, RV —, BLOus
epEs : MHHRE, NV —, BLUORT
eNET : A U H—T =2 A AL Xy NU—J T —X
evoe : fRH, FHI, VDBT —%, BLOr
cURG: T —HERTDT T T L— K
*DBO : TRTDT —HRX—R FT—H
c106: TRTCOBS F—H

sNMP ¢ v hU—T <= v T IEHR

1

> system generate-troubleshoot VDB NMP

starting /usr/local/sf/bin/sf troubleshoot.pl..
Please, be patient. This may take several minutes.
The troubleshoot options codes specified are VDB,NMP.
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Idapsearch

Oy ooy

Idapsearch .

Getting filenames from [usr/local/sf/etc/db updates/index]
Getting filenames from [usr/local/sf/etc/db updates/base-6.2.3]
Troubleshooting information successfully created at
/var/common/results-06-14-2018-222027.tar.gz

A—YR, FRESNIZLDAP Y — D7 2 ZF(TTEL LI LET, T RXTONRTA—X
DUATHDZ LICEELTLEE N,

TUOERX

#%7E (Configuration)

X

system ldapsearch host port baseDN userDN basefilter

host | LDAP J—/30 K A A > port {Z LDAP %— 3D 7R— k. baseDN |34 % DN (k5
4) | userDNIZLDAPT 4 L7 R U~/ KT 52— DDN, basefilter [$fEETHL 2 — R
ERLET,

1

> system ldapsearch ldap.example.com 389 cn=users,

dc=example,dc=com cn=userl,cn=users,dc=example,dc=com, cn=user2

expert A< RZHIRL., T8 A E®D Linux =)V ~T7 7t A LET,

caf

Zoawy R, YR—=ENODFRY N7 4 v 7 APRRWGEITTRVHETI EIETEERA,
ERIITERE R LETT,

TOtR

%7€ (Configuration)

#X

system lockdown

fxBTR120av k510 )77L02 ||



. nat rollback

nat rollback

il

> system lockdown

DIRMCH A L TV = NAT DR EIC,
FirePOWER Ci3fffH CxFH A, Z

T2 Z LT EEA,

TOtR

%7€ (Configuration)

#X

system nat rollback

1

> system nat rollback

renew-http-cert

PVEIS L THLOWF—Z2FEH LT, VAT LA TEREENDSFT 7 5L + HTTPS V- — NZERHE
EEHLET, THSINZAEAZEIL3FERERTT, ZD <2 FiINGIPSy 35 L TN ASA
FirePOWER 7 /34 A CiIEHA T £ A,

reboot

TOtA

7% 7€ (Configuration)

X

system renew-http-cert [newkey]

1

> system renew-http-cert newkey

FAL A% T— b LET,

P EERFAAROITVESAVYTFLUR
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restart [JJ]

TOtAR

7% & (Configuration)

(378

system reboot

1

> system reboot

restart
FRAADT T r—a U EAHERLET,

TOtR

%7€ (Configuration)

(378

system restart

1

> system restart

support A7 > K
system support =¥ NEFEHT5Z & T, T3 A OB 7 SSL ClientHello ALEE 2 & ¥R C
TETS

TOtAR

#% & (Configuration)

ssl-client-hello-display

SSL/~ R/ = A 7 BEIZ ClientHello A v & — V& WEHT 5= D OBIEOKEL R R LET, =
*LE)0)§QiEO)E%EH§:’DU‘_C5i‘ ssl—client—hello—enabledjﬁJi(ﬁssl—client—hello—tuninq =
v REZRL TN,

fxBTR120av k510 )77L02 ||
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. ssl-client-hello-enabled

TOtAR
BN

X

system support ssl-client-hello-display

1

> system support ssl-client-hello-display

ssl-client-hello-enabled
SSL /N> R/ = A 7 RIT ClientHello A v & — 3 OERR 72 LER 2 H 48 U F -,

AR VAR DO OERBRVED, Zoa~vy RIIMEHALBEWLWTLS ZE0,

TOtAR

%7€ (Configuration)

X

system support ssl-client-hello-enabled setting {true | false}
Setting |ZH5E TE DEITKRD &Y TT,

feature
ClientHello A & —Y D3 X T ORI ZHIH L F 5,
curves

Firepower 3 A7 A THR— b ZIFU TS Ef#R O HIBR 2 HI# L £ 9,

ctrue (%)) HR—FENTOWRWTXTOFEM #h# % ClientHello A v E—2706
|éle|§/% L. 774 v7 ®?§%@EE$75>WL Lijﬂo extensions %ﬁﬁ%‘fﬁiﬁﬁlﬁ“éﬂ\%
HdH FET,
e false (#E%h) : ClientHello A v & — O HR— b STV WS HIR A2 1RE L,
N7 T4y DIEGORERERMETLET,
ciphers
Firepower & A7 ATHHR— F INTWRWEEEA A — FOHIBREHIE L 9,

ctrue (CA%h) AR — FENTWRWVEFS A A — k% ClientHello A v &— U705 HIFR
L., 7747 OEZOMERNRM LELET,

e false (ZEZ)) : ClientHello A v E—YNOHHR— K ENTWRWIEE A A — 2%
FLET, ZHICEY NI 7 4 v 7 OEFOBEERMET L, BE#ET L85 N b
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wxRBF L2033 k54 y77LoR [

SSL Flow Error 7 4 —/L K C%$(® Unsupported T 7 —<X°Unknown Cipher 7 —
DIAT LA RN H D 7,

NIRBS
B35 21T % TLS YRR O HIbR 2 HilH L £ 97,

ctrue (A%h) : ESEWT D TLSHLIRZFFE L, ClientHello A v £ — 0 HHIFR L %
77, curves, session_ticket, 35X Ralpn Z AT 256, ZOMELIRET 2 LEN
HYFET,

o false (ME%)) : ClientHello A vE—NOTXTO TLS IHEERFEE LET, i
LV NI T 47 DEZOMENMET L, BET 585k <> ~® SSL Flow Error
7 4 —/)L KT Unknown Session &7 —0FATHA[HEEMENH D F9,

session_ticket
ClientHello A & — " ® SessionTicket JILAE DALER 2 HlfHl L 97, AT LH3H1F ClientHello
Ay EB—NO SessionTicket[EE ¥ ¥ v oS-ty vary F—F LRBETX LS,
JIAT v R EP—NTREERSSLANAY Ry = I RFEfTENR ThEey v a & HH
TEET,

e true (%) IR0 SessionTicket fE % ClientHello A v & — 235 IR L %
T, Zhicky, sty a v Th I 74 v 7 OESOWRNE ELET,
extensions %&ﬁ%ﬁ;ﬁ@zﬁ—éd\é\g %) 3?) @ iTo

e ralse (#EZN) : ClientHello A v &— WD T TO SessionTicket i % FFF L E T,
UKD N T T 4w 7 OESOMEREMET L, BE T 2851~ b D SSL Flow
Error 7 4 —/V R CUncached Session =7 —MWHRAETHAREMNH Y 97,

session_id
ClientHello 2 v & —Y Dt v ¥ a Vil FEROLEZHIE L £+, AT L0NE(E
ClientHello A v E—YNOE v v a VillBl T 2%y v vadhicktyva vy 7—% LA
TEDLHG. 7747 FEY—NTEERSSLAY Ry oA 7 RFEfTS2ThEy
valryEBATEET,

strue (%))  BWERINRWE v Y3 VERBIE A ClientHello X v 22— HHEIERL
I+, 2k, BHENTEy Y a TR T4 v 2 OESOMEREELE
7,

s false (MZ%h) : ClientHello X v E—YNOTXTOE v v a Uikl EEREEL E
T ZHICKY T T 4 v OESFOMERMET L, BT 28561~ FD SSL
Flow Error 7 4 —/V K C Uncached Session &7 —0NRATHE[REMENDH Y £,

alpn
BEETX7/U ALPN 72 2L, 472 SPDY 3L OHTTP2 7 u bk = /L D&% HI4H L
*7,

ctrue (%) 7547 N SPDY £72I1XHTTP2 B v a A flsid 52 & &2k
IEL, F7 74 v 7 OEZBLOBREOHRNM L ET, extensions @E & H I
Téi{z‘g% g?) U i—a—o
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. ssl-client-hello-force-reset

o false (X)) 74T 3P —L SPDY /21X HTTP2 B v v a U E2TENT 5
ZEEHL, NI T4 v OBEFRBIOMREOHERENMETLET,

compression
ClientHello A & — 75 0 TLS JEMGE R OHIBRZ #HI4E L £ 97,

ctrue (B%h) 72947 Y —NRETLSIEMiE v a VAT H 2 & 2281 L
i‘j‘o

s false (IEZN) 7 74T v "R — & TLS JEffit v > a Y EMENLT 5 2 & &5
LET, ZHUTEV By a D NI T 4 v 7 OESBET b, BEET 28801 X
> b ® SSL Flow Error 7 4 —/L R T Compression Used T 7 —M3&E$ 5 A[aefhns
% @ i‘é‘o

1

> system support ssl-client-hello-enabled feature false

ssl-client-hello-force-reset

77 4V MEIZALEET 5 ClientHello A v £ — PO E AR EL YLy PLET, Y AT A
(X —F OB E LE L ETHATLET

A

FE VRIS O\ARRVIEY, Zoavy FIFEHLENTLZE0,

TOtR

%7 (Configuration)

X

system support ssl-client-hello-force-reset

1

> system support ssl-client-hello-force-reset

ssl-client-hello-reset

F 7 # )L MEIZALEET % ClientHello A v ¥ — Y OREAMRAERELZ VY FLET, V2T A
X, BT T AN —T OMEREVLEE LET,

A

FE ORI BOERBRWVEY ., Zoa~wy MIZERALEWNWTL I,
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ssl-client-hello-tuning .

TOtAR

7% & (Configuration)

(378

system support ssl-client-hello-reset

1

> system support ssl-client-hello-reset

ssl-client-hello-tuning
SSLN Ry = A V7 REZEEXGET /34 A3 ClientHello A v & — % ED X 9 IZEET 50
HTEET, O3~V R, ClientHello A v & — Y T SALHHEST A A — b AR,
BIMEROT 740 VA REPFHBELET, Z0a~vy R, #FAISNDEDOT 7 40 b
YA RMZxZy MY ZBINT 20 FFAENLEOT 740 bV X by Y ZHIBRT 572
T, 77408 URAMIEEXINTEEA,

FE VRIS O|ARRVIEY, Zoavy RIFEHLENTLZE0N,

TR
%7€ (Configuration)

(378

system support ssl-client-hello-tuning setting value
value BFIIMED T < XKEID DU A &V KR— K LET, setting 3 L O value B3E D% TE FIHE
REIZIIRBEENET,

fxBTR120av k510 )77L02 ||
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%3E

ol

DARTLDTO Ay

fEe

ciphers allow

ClientHello A v & — Y CIRE
SN AL — M EFHFATL
9, Zoavwy REFERT
HE, VAT AIEET LS
~T D ClientHello A v&—
THREINTRFAAL —
REELET,

ciphers remove

ClientHello A v & — Y CHRE
INTMET AL — hEERL
9, Zoavwy REFERT
Ll VAT NIEFETDHT
~T D ClientHello * v&—
MHIRE SNk 5 AA — b
ZHIBRLE T,

IANA O Web A k75 %
DT AL — S OBETUEF L
¥, hitps://www.iana.org/
assignments/tls-parameters/
tls-parameters.xhtml#tls-parameters-4

IANA 13 16 EHDOE AR L
F9, Zoawr REFEHL
TENSZ 10EECEH L F
7,

curves allow

ClientHello A v & — Y THHE
ST FEM AR AT AT L &
T, Toavy REMHT5
L VAT AIEFETH TR
T® ClientHello X v &— T
e S - kMR 2 PR FF L
*9,

curves_remove

ClientHello A v & — Y THHE
ST FEM R A S L E
T, Zoavy REMHT5
L VAT AIEFETH TR
T® ClientHello X »&—7»
DR E S AU FE M iR & Hl bR
LET,

IANA O Web H A k7> i
DEETGFLET,
https://www.iana.org/assignments/
tls-parameters/
tls-parameters.xhtml#tls-parameters-8
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shutdown

shutdown .
RE DRTLOTOa Y E
extensions_allow ClientHello A v — 3 THIE |IANA @ Web ¥ L IEIE
SNTIEEREFFAILET, & | OBERSELET,

Davy Reff+se, &
AT KIERFTHTXTO
ClientHello A v & — Y CHE
ST YRR AR L ET,

extensions_remove

ClientHello A vt — Y CHE
STk R A A L &
T, VAT AIEFTH T
T ? ClientHello A v &—H»
SIEE SN JERAZHIBR L &
T T7HNETIE, VAT
DITHEHE 22, 23, BXW
30032 ZHEAR L ET,

https://www.iana.org/assignments/
tls-extensiontype-values/
tls-extensiontype-values.xhtml

1

> system support ssl-client-hello-tuning ciphers allow 4,7,16,22

FRA A" Yy NE T LET, ZDa~< R ASAFirePOWER & ¥ = —/ )L Tl TX

EH A,

TOtA

%€ (Configuration)

X

system shutdown

1

> system shutdown
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T /N1 XD CL D ERE

]\‘\@ system
lockdown-sensor ¥/ o/

XA,

HEEE IN— | B4
vav
\iEn)
HTTPS kI & 6.3 BUE, VAT AL L HIRMIEINDIT 74/ FO HTTPS —N 7 LT v v LiE 3
ETHIRNEINEST, N—Ta 637 v 77 L— RTDHENCAERINZT 7 4V
FEAEFELT 774 7 U APMER L TWAH5GE, SERFIIRMICER SN L END
20 FEREICHIRREIN L 72 0 97, T 7 4V F O HTTPS $— \GEEZHH L T 545
B VAT AFEOFEAEE T T OBEL R L T ET,
H LW 7> CLI 2~ K : show http-cert-expire date, system
renew-http-cert
YR—=FEINDTTy b7 —2  WEEFMC, 7000 33 X OV8000 > — X T34 &
77w CLlawy |63 7 73 v 7 CLI @ system lockown-sensor =~ >~ KX, system lockdown (2% X1

L7,
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