AF—< a—Y T I T4 T 4 T—T )L

COETII 2= T I7T7 4T 4BLOTAT T 4T 4 ARV POAF—< LY R— K&
NTWDHREEAITOWTHBA L %9, Firepower ¥ A7 A L, S £ &£/ —% 11 » (LDAP,

POP3.IMAP,SMTP.AIM.SIP 72 &) # B T2 2 L THry NU—F TO2—Y T 77 4 T ¢
ERHTE ET,

FEARZOWTII R ORITRTHZZR L T ZE VY,

Z# 81 22— T T T T T—TNDIF—
Rk ROABRBEMENDT—T v Version
discovered_users (8-1 ~<—<3°) VAT AL OB SN —FICET D IEHR, 5.0+

user_discovery_event (8-3 ~—13) Ry NI —7 EOa—YF 77T 4T OFEMERT 5.0+
a—HRHA X b,

user_ioc_state (8-5 ~—737) Z—FOREIRENENINE T, 6.2 L%

discovered users

discovered_users 7 — 7 JVIZIE . VAT MM L VB SN K 2 — T OFEMBERI BN I N ET,

discovered_users 7 — 7 /UL Firepower ' A7 LA D/N— 3 > 50 I CREIEINZT—7 b
rua users A [ XX 7,

FEHC OV T R DIEEZ SR L T E &0,
e discovered_users D7 4 —/L K (8-2 _X—7)
e discovered_users DfEE (8-2 _X—7)

e discovered_users DH LT 7Y (82 ~2—)
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B8E AF—v:2—FTIT74ET7 4 T—TN |

M discovered_users

discovered _users D7 1 —/)L' K

WK DFIT  discovered users 7 — 7 )V TCT VB ATEDL T 4 —)L RIZODOWTEtH L £,

# 8-2 discovered_users D7 ¢ —/L

Z4—NE G|

dept 2 —HFOFTEEM,

email 2—HFDEF A=V T LA,

first_name 2 —HF DL,

ip_address ZOT7 4=V RIFEIEEINTEY T XTHO7 = VIR LT nuil DIRENET,
ipaddr a—Y a4 UPBHENTZARA RO IPvE £721XIPv6 7 KL AD A F 1 £,
last_name a—H Dk,

last_seen_sec VAT LR Dn A U RICHRE LI AR Z R T UNIX # A A AZ 7,
last_updated_sec 2 —HFDOEROEMEER HRFEZRT UNIX X A LAFX T,

name 2 —Y DL Hi,

phone 2 —WFOEIERE,

rna_service N=Var 50 THEIESRET A=V KT RTOI T Y ICH LT ZRLET,
user_id RA FDOEEa 74 v a—FORNEHRNE S,

discovered _users D¥ES

w@/_%%&:\rua_user 5“‘_‘7/1/(?%??(‘% %)%/EI\L?_OI/‘VC%EEE Liﬁ‘o

# 8-3 discovered_users DfE5
EfETED74—F HATEMOT—TNVOREEREAT
user_id user_discovery_event.user_id

user_ipaddr_history.user_id
user_ioc_state.user_id

discovered users D% 7))L 7 Y
WD 7 = [E 5 S e BRI AR S AR — Lo — Rk 25 FE CIE L9

SELECT user_id, ip_address, email, name, last_seen_sec, last_updated_sec
FROM discovered_users
WHERE last_seen_sec >= UNIX_TIMESTAMP("2011-10-01 00:00:00")

LIMIT 0, 25;
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user_discovery_event [ |

user_discovery_event

user discovery event 7 — 7 LTI . Fax—PHHA X boOLa— BRI ET,

N—0 9 5.0 LA Firepower > A7 A (IR T 0 TIER LS VEBEM ST XA A LULT
DaA—Y T 7T 4T 4 OBRHEZTLZRT D LICEBELTKEZEN, ZDT =7 LD
detection_engine_name 774'*—/L/F‘k detection_engine_uuid 774'*—/V]sfi%E%L%?%L\Sensor_name
74—V K& sensor_uuid 7 A — /L RIZEEMZ ONFELZ. INHD T 4 — )L RIZX+57 =
UiE, =P A R N ERER L2 E NG T S, AT A ERERLET,

FEHIC OV T ROHEZZH L TS 230,
e user_discovery_event ® 7 o —/L K (8-3 ~X—)

e user_discovery_event DfE A (8-4 ~X—)

e user_discovery_event D% 7L 7 =Y (8-4 X—)

user_discovery_event O~ 1 —/L K

IR DFNT ,user_discovery event 7 — )LV TCT VB ATEL T 4 — )L NIZOWTIHBHL £,

Z 84 user_discovery _event D7 .f —/b

74—V K

B

application_protocol_id

BMHESNET Y r— gy Fa ha LoD,

application_protocol_name

WDONT TR F97,
o HERTHHEINTZT Y r—3 3 O4HTI(LDAP.POP3 77 F)

¢ pending(VAT AT AT SMOHHBTT Y r—ya ity
Ry

o 22 (BT U —3 g VIFBRA OIS

description

Rt A <>~ D% A 73 [Delete User Identity] ¥ 72 1% [User Identity Dropped]
DGEIE, 22—V 4, ZNLSN DA IT4EA,

domain_name

a—PRBRHEENTZD KA A v D4,

domain_uuid

a—HFRHBHENTZ AL D UUID, ZHUIANA T U TRENET,

endpoint_profile

Hifem RARA N TR ESND T34 AD X A T D4 i,

event_id

Wit A X kO NE R,

event_time_sec

A X O RBEAZRT UNIX A LAX T,

event_type

WA X RDOX A T New User Identity L User Login ey,

ip_address

/*‘*—VH 52 T}%Eéhj‘:j/{»—-}y ]\‘\O‘j‘/\‘/c@yiu c:;ﬁ‘bf null %5&
Li‘a‘o

ipaddr

2=V T I T4 ET A BPBEENTZHRARNDIPT RLADNARAF ) FH,

location_ip

ISE LilfE 9540 X —T A ADIP T RL A, IPv4 L7721 IPv6 DT KL A
A TEET,

reported_by

a—W v s A EHET D Active Directory H— 3D IPv4 7 KL A IPv6 T
R LA FE 7213 NetBIOS 4,

security_group

Py NU—T vT T 4T TA—TDID F 5,
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[ | user_discovery_event

Z# 84

user_discovery_event D7 ¢ —/L F(§EZ)

44—V K

B

sensor_address

=P A X R ST E AR T AN AD P T R LA BRI

ipv4_address, ipv6_address 7?7f0

sensor_name

=P A X R PR ST E R T AN, ADT F A M,

sensor_uuid

%fﬁi‘f%?‘/\/l} 2 D E A iR F (sensor_name 23 null DIFE1T o),

user_dept

RANDEERa 74y a—FRErET 5 EM,

user_email

KA NDOEKa T 2—F DB FA—L T KL A,

user_first_name a—HF D4,
user_id RA NOEKa T A 22— ONEFRNE 5.
user_last_name :Lh—ifﬁ)ﬁfo

user_last_seen_sec

VAT AR—FOu T A o REBICHRE L AR EZ R T UNIX % A DA X
7

user_last_updated_sec

=P OERORKEEF B2/ RT UNIX XA LAX T,

user_name

RANDKRKEa 74 v 2a—FDa—F4,
RA SO T A 22— OBEFEE T,

user_phone

user_discovery_event D5 &

WD FIZ . user_discovery event T =TIV TEITTEDLR-ERICOWVWTIHBALE T,

# 85 user_discovery_event DfE4

DT =T NVTRHBIERTS

74— K EETEDT4— N

ipaddr rna_host_ip_map.ipaddr
user_ipaddr_history.ipaddr

user_id discovered_users.user_id

user_ipaddr_history.user_id

user_ioc_state.user_id

user_discovery_event D% 7L 7))

WD T UL FED ARFLIEIC RIRS N E SR T AN, I Al s ica—F 4 R
b La—RERRK25FETRLET,

SELECT event_time_sec, ipaddr, sensor_name, event_type, user_name, user_last_seen_sec,

user_last_updated_sec

FROM user_discovery_event

WHERE sensor_name = sensor_name

AND user_last_seen_sec >= UNIX_TIMESTAMP("2011-10-01 00:00:00") ORDER BY event_type ASC

LIMIT 0, 25;
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user_ioc_state

user_ioc_state 7 — 7 /MIZIF E= XK HE R Y N U —7 O —F D I0C IRENPKEMN I E T,

FEHCOWVWTIX ROIEEZSR L TL &0,
e user_ioc_state 7 4 —/L K (8-5 X—)

e user_ioc_state fii & (8-7 ~X—7)

e user_ioc_state o7/ 7= (8-7 _X—)

user_ioc_state 7 1 —/V N

R DF% T user_ioc_state T—TNVTT IV RBATES T £ =L RIZ>W\WT

7 86 user_ioc_state 7 v —/L N

user_ioc_state

G S

4 —I)VF

B!

first_seen

SFENRAINREH SN R Z2RT UNIX XA A AK T,

first_seen_sensor_address

FEZ RN LIZEBNRT N, ZADIP 7 FL A, BT

ipv4_address, ipv6_address 7?7f0

first_seen_sensor_name

2 E & AN LT SR T A A

user_id

a—H D ID FH,

ioc_category

REONT AV BRREIZRO LB TT,

CnC Connected

Exploit Kit

High Impact Attack
Low Impact Attack
Malware Detected
Malware Executed
Dropper Infection
Java Compromise

Word Compromise

Adobe Reader Compromise
Excel Compromise
PowerPoint Compromise

QuickTime Compromise

ioc_description

2 E DR
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M user_ioc_state

# 8-6 user _ioc state 7.7 —/L F(#EZ)
74—V K A
ioc_event_type REDAXR N ZAT HHREIZTKRD E LY TT,

Adobe Reader launched shell
Dropper Infection Detected by AMP for Endpoints
Excel Compromise Detected by AMP for Endpoints

Excel launched shell |

Impact 1 Intrusion Event — attempted-admin

Impact 1 Intrusion Event — attempted-user

Impact 1 Intrusion Event — successful-admin
Impact 1 Intrusion Event — successful-user

Impact 1 Intrusion Event — web-application-attack
Impact 2 Intrusion Event — attempted-admin

Impact 2 Intrusion Event — attempted-user

Impact 2 Intrusion Event — successful-admin
Impact 2 Intrusion Event — successful-user

Impact 2 Intrusion Event — web-application-attack

Intrusion Event — exploit-kit
Intrusion Event — malware-backdoor
Intrusion Event — malware-CnC

Java Compromise Detected by AMP for Endpoints

Java launched shell

PDF Compromise Detected by AMP for Endpoints

PowerPoint Compromise Detected by AMP for Endpoints
PowerPoint launched shell

QuickTime Compromise Detected by AMP for Endpoints
QuickTime launched shell

Security Intelligence Event — CnC

Suspected Botnet Detected by AMP for Endpoints

Threat Detected by AMP for Endpoints — Subtype is 'executed'
Threat Detected by AMP for Endpoints — Subtype is not 'executed'
Threat Detected in File Transfer — Action is not 'block'
Word Compromise Detected by AMP for Endpoints

Word launched shell

ioc_id SED—ED ID F5,
is_disabled ZORENEGZ I TN E D),
last_seen ZORENRBICHRH SRS Z RS UNIX A LAZ T,
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user_ioc_state W

7 8-6 user_ioc_state 7.1 —/L F(§EZ)

74—V K A

last_seen_sensor_address FEZHEBICBRH LIZEHEGRT AL ZAOIP T R LA BT
ipv4_address, ipv6_address 7?7f0

last_seen_sensor_name BEEZEZITHEE LEEHSSRT A A,

user_ioc_state 5 &
R DT user_ioc_state 7 — 7 L CEITTEX AFEHITOWTIHH L9,

# 8-7 user ioc_state =54

ZDT—TIVTHRERITERTS

74— K RET&EDLT7 44—V
user_id discovered_users.user_id

user_ipaddr_history.user_id
user_discovery_event.user_id

user_ioc_state 7L 7 1)
WDy ) L AR S NS Ok 25 fED R R R & Z D joe AR LT

SELECT user_id, ioc_id

FROM user_ioc_state

WHERE first_seen

BETWEEN UNIX_ TIMESTAMP("2011-10-01 00:00:00")
AND UNIX_TIMESTAMP("2011-10-07 23:59:59")
ORDER BY ioc_id DESC

LIMIT 0, 25;
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