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$FLAG_POLICY_EVENTS_2 9 N— g2 2 OFEA RV
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$FLAG_METADATA_3 15 R g 3DARXT—X
$FLAG_RNA_EVENTS_4 17 N g v 4 OBRHA RS B
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$FLAG_POLICY_EVENTS_4 19 NR—T g2 4 OEEEA X b
$FLAG_METADATA_4 20 N g dDRAERT—XH
$FLAG_RUA 21 A= TITF AT 4 A b
$FLAG_POLICY_EVENTS_5 22 N— g0 5 OMEA X2k
$FLAGS_SEND_ARCHIVE_ 23 BADNAR T HREGLRIEINTA RN N~y
TTMESTAMP X —1% . eStreamer H— /X TOLILD T2 DT A ~
YIERT A4 TSN EEIENSNET
$FLAG_RNA_EVENTS_5 24 N—T g 5 OBHA X B
$FLAG_RNA_EVENTS_6 25 N g2 6 DBRH ARk
$FLAG_RNA_FLOW_5 26 N—T g 5 ORERET — X
$SFLAG_EXTRA_DATA 27 BAALXR BT —Z 1L a— R
$FLAG_RNA_EVENTS_7 28 N g v T OBRHEA RS
$FLAG_POLICY_EVENTS_6 29 N— g2 6 OFMEA XY
$FLAG_DETAIL_REQUEST 30 eStreamer (25X 9 % LR S AL ER
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Perl Z:1&

FIE 1

FIE 2

FIR 3

()

FIE 4

FIE 5

FIE 6
FIR 7

/*“—‘\/\\EI v 5X J: Dﬁmixﬁa’\(‘@/])’\\/ ]\ &4)70T0i\7;}3ﬁg7 7/(77:/ ]\éi detection engine
1D 74—/ RN% gsensor 1D & L T ~LffF LCWET,

B T4 T DD DIEHEDER

A A ALK (Any)

Perl 27 Z A 7 b &9 D HiIZ.Management Center £ 72 X EERRT NNA AT 7747
Y hEETT LA Ea— X HIGGEHE AR T D HENH Y T RICGEHETY 7 A V&2 7
FAT s arvva—HIFyra— Rl ZNEHH L CHERAE (server.crt) 38 L O RSA

& — 77/])/1/(server.key) %'ﬂzﬁk Ljﬁ‘aﬂo

Perl B3R 5472 F DO dOIFBAEDER:
TR EH

[> A7 A (System) ] > [#E & (Integration) | > [eStreamer (eStreamer) | Z &R L £ 7.,
[eStreamer] X — VN FREINE T,

[7 547 v kOERL (Create Client) | 227 V v 7 LET,
[7 T4 7 v bOVERL (Create Client) ] X— Y NEREINFE T,

[7R A b4 (Hostname)] 7 4 —/L RiZ.eStreamer 7 74 7 > &2 FEITL TWAHERA RDKA R
FIZIPT RLAEZ AN LET,

RAMGEFEAT2H5EIL. KA NATF—NIRRA ME P T RLRIRIRTE 2SERNH Y F
9, DNS R Z R E L TV WA RVNCRET D0 IP 7 FLAZEHTHILERH D 7,

FEAET s AN EREELT DI [SA Y — F(Password) ] 7 4 —/V RIZ/NATU— K& AL
iﬁ‘o

[PrAF (Save) 1 &2 U v 7 LET,

eStreamer — X7 T A4 7 N 2B 2 — & )25 Management Center LD AR — | 8302 ~
DT 7V AEHFRI L7 TAT > My — SGRGERHCE A  23RGEiEA E A B L E 3.8 L
W27 AT 2 kA [eStreamer 77 T A 7 | (eStreamer Client) ] @ FIZHR R SNIIRAET,
[eStreamer 7 7 A 7 > b (eStreamer Client) ] X— Y NHFRRINFE T,
AHET s ANOMICHES T n— R Tt ar (BRI Y v LET,
SSLEBAED =7 FA T b avCa— 2T 57 0 L7 b UICGERE Y 7 A L2377
L/\ijqo
ZIT.Z T4 7 ¥ X Management Center [ZHEfHi CEX D L 51272 F L1,

e b

II7AT DT 7 AERYETICILHIBRT 2R A SOICHHHIRT A 2 () &7
U v 7 L %7, Management Center CTARA NA N —E XA ZHATHLEIIHY EHAL T 7 &
AFTEBICME SN ET,
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eStreamer Perl 287 5 4 7 b DFET

eStreamer Perl /87 5 4 7> b 227 U 7 ME . Linux I —FR/VEHATZ 64 By FOA L —
TAT VAT ATHERAT LK SINTHETN,. 7 T4 T b =30 eStreamer Perl
BT TA TV FORE(6-6 ~—) TERSINTWDEMHRGEMEZ G- L CWOIUT ARED
POSIX _X—Z D 64 £ kDAL —F 4 */7“ VAT LATHERELET,

P ONW T ROHEEZSZR L T ZE 0,

o KRAMDEREZMMA L SSL LDV 747 2 MNEFDOT A B (6-12 X—)

o BRI TAT LV NEMH LI PCAP DF v 7 F ¥ (6-12 X—)

o BRI IAT U MEMEHLIZCSV La—RDOx ¥ 7F ¥ (6-13 2—)

o BMDYV ATV MMM L7 SNMP % — 3~ L 32— ROX%E[F (6-13 X—)
o B TAT v MEMEH LT Syslog ~DA X2 hDOBEX LT (6-13 X—)

e IPv6 7 R L A~D#Ef (6-13 ~~—)

ARANDODERZEHLZSSL LD S 472 MERDOT A b

ssl test.pl AZ U7 N&EHT % L eStreamer ¥ — 33 L N eStreamer 7 7 A 7 > b [ CTHEl:
HTARNTEE T, ssl_test.pl AZ VT MNIEDLa— K ¥4 7HMEE L STDOUT & 7= 348
E#éﬁﬁ777%/ ChEHALET HAhA Ty a v EAERETIC - A7 a a2l
THLEIHEBTELERARDARA N T—=HPmKRIZA N —L3INET,

(#) STDOUT ~raw /X7 v b T—X 2T D LMK ETHT IO BT T 74 o ~D A
TJEETIC. ORIV T EFERALTC XYYy b T =42 A M) —AT B2 LT TEERA,

WOWEL L (ss1_test.pl A7 VT MEEH L CTARERRENICKRA N 7T—2 22X ELET,
/ssl test.pl eStreamerServerIPAddress -h HostIPAddresses

72 & 213.10.10.0.4 O IP 7 R L 2D eStreamer — S ~DO 4/ L7- 10.0.0.0/8 7% v I |

DEARDER L F— EDZEET A NI HIC iﬁ@%i%ﬁ%bif

./ssl_test.pl 10.10.0.4 -h 10.0.0.0/8

BRI FAT bEFEAL7ZPCAP DX ¥ FF ¥

ARN) =L ENTERT Yy N T—HEPCAP 77 A NVTEXY T TF XY L. ZTA TV "BZETH
F— A ORISR TER T HAEBIC BRI SA TV N EFEHTEE T, 0 pcap MAF > a v & ff
HI BT -t 2fEHLTH— /7~y K77 ANVERETAIVERNSHDZ LIZHEELTLIEEN,

ssl test.pl AZ UV E2EHALC AN =2 &N X7y N 5T —H%PCAP 7 7 A L TH ¥
TFx T DTN IROE LML E T,

/ssl test.pl eStreamerServerIPAddress -o pcap -f ResultingPCAPFile
72 & 213.10.10.0.4 O IP 7 KL A ® eStreamer H—/3725H A MU — A Iifo A N2 M &R L
C.test.pcap E W) ZHID PCAP 7 7 A IVEVERR T HICIZ IROESCEHERH LE,

./ssl_test.pl 10.10.0.4 -o pcap -f test.pcap
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eStreamer 82 54 7 roze M

RIIAT LV NefERALZCSV L a—RDxx FF ¥

AR —LENTZBAARV N TFT—FH2CSVI7ANTXFYTFTF¥ L. 7 T4 T MBRZET
HT— X DOIEEEHERT I HEAL SR T4 T v EMHTEET,

/ko)jt%jc%fﬁiﬁﬁ LT streamer_csv.pl 24 ) 7 ]\ ;}cf_’j’%ﬁi Liﬁ—o

./ssl_test.pl eStreamerServerIPAddress -o csv -f ResultingCSVFile

72 & %21£.10.10.04 O IP 7 K L A®D eStreamer — 335 A MU — A XN/ X bEERHL
C.test.csv EU‘O%HIJ@ CSVv 774/1/%1@&—’9’«6 = /K@*%jc%@iﬁﬁ Li—g«

./ssl_test.pl 10.10.0.4 -o csv -f test.csv

BRDOI AT FEFEHA L SNMP — _X~D L a— ROEE

BAAXR N T—=H% SNMP —RZA M) —ALT 555G . BB 7470 e T %
To-£ AT a B HHLT AR NEZETHSNMP 7 v 7 —_OL4FTZRLET, 2
O FFETIE VR snmptrapd & V) IZRDONAFTUNRKHTHA7ZO UNIX DX D72y
AT L TOHREHET DI LITHERBR LT ZEN,

SNMP H— NZRAA X M EEFTHITIX RO EFEHA L ET,

./ssl_test.pl eStreamerServerIPAddress -o snmp
—f SNMPServerName

72 & 212.10.10.0.4 D IP 7 KL AD eStreamer Y — "5 A Y — L EN72A X M &AL
C.10.10.0.3 T SNMP H— MIA Ry FEEET AT ROELEHHL T,

./ssl_test.pl 10.10.0.4 -o snmp -f 10.10.0.3

BRI TAT v FEMER LR Syslog ~DA X houF s

54T kD= syslog B—NBAL XY FEA Y — LT EHBAL BRI TAT
v REEATE £,
Syslog 124~y N & E(ET B ITIE R OREST 2 L £,

/ssl test.pl eStreamerServerIPAddress -o syslog
71& Z13.10.10.0.4 ® IP 7 R L A D eStreamer — S5 A N U —AS 7oA X2 N &EFLERT
i, /k@%j(%:ﬁﬁﬁ LET,

./ssl_test.pl 10.10.0.4 -o syslog

IPv6 7 R L A ~DEkS

TIAVEHA L H—T 2 A A%J L TIPv6 7 KL A Management Center (25t T 2 %55
H BRI TAT U NEFHATEET 2747 2 O~ 1 Socket6 3 L
I0::Socket::INET6 Perl £ 2 — /LA VA =L L THDHMERH Y  —ipve A7 v a3 721X
HHE RO -1 ZHEHLET,
ssl_testpl A7 U7 L &FEH L TIPv6 7 FLAZHET HITIT IROEXEFEH L E 5,
./ssl_test.pl -ipvé6 eStreamerServerIPAddress
FoiT
./ssl_test.pl -i eStreamerServerIPAddress
71 & ZIXIPV6 7 K 1A 2001:470:€09¢:20:7cle:5248:1b£7:2ea0 % {# L C Management Center
W T DX RO EHEH LET,

./ssl_test.pl -ipv6 2001:470:e09c:20:7cle:5248:1bf7:2eal
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