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Xy FU—=BHRY o —TERTL23 Y Y= 2ETT5581%, Xy NU—27 =y
SHWARZ FEFETHIERL T, 2RO DRA FRHRZ FORIBRICAFNERH LRnE STl
iTo

2y RD—H FINL AADKRA ~ B4 TOLEE

ZOARY NI, VAT AR, BRHENTZAA RREREIT R Y NV —7 TR A THoTZ L
itk Lo & EITAERRSIET,

FATUOTATABRE

DA ME, VAT AR, LW —REIIF N —T 4 T AT BT B BATO
TITATRTAT T AT 4 EHETDH, TOV—NEREIARNVV—T 4 VT VAT DT
ATFUT AT 4 BRE LI EITERSNET,

VLT 2T 4 TRTAT T AT 4 T —FERGTHDICHEA NEFHAX Y LT,
TATUT 4T 4 OFAERT DA 1E, Identity Conflict £ X2 k& H L C Nmap DIEE
AU H—TEET

FATUTATA BALT I

TDAXR NI, TIT A TR —=ANLDOY—NRNEETAR—T 4 7 VAT LD 1D
FT=HANEA LT ML EEITERENET,

EOFLNT 2T ATRTAT T AT 4 T =2 2WGT 2012, BA ATy LT
TATUT 4T 4T —8% )7Ly a2t 5551E, Identity Conflict £ <X bk Zffi F§ L T Nmap
DEEE N T—TEET,

MAC [§5RDEE

DAY NI BFREOMACT FLUAEITXTILEICEEMT SN TWHWAIERT, 257 A
NEFEZBRH L& S ICAERSNET,

ZOARY MIZLOEE, V—FEBE LTI 7 4 v 7 EETHRA NV AT ARBE LT
EEIIRELET, ERANIFENETNERDIPT RLARHD ETH, 26D IPT K
LA RT, —FZEHEMTOENTWDE MACT RLAZRioTWA Loz 4, &
2T LEIP 7 RV RAICHEEMNIT BN TWAERDO MACT RLAZBHTH L, mA L 7
T77ANVNTEDMACT RLAEZKRFTERRL, 41XV b BEa—DA Xy Mz
[ARP/DHCP detected] DA v&—U%F R LET, TTLIIEDDAREMERH D £33, i
XN 7 4w IV BPEBEONL—2 2B CTESND AR S DT TT, £, VAT LANK
A RNDEBEDOMAC 7 FLAEZRH LTESAES TTL N EDL D /RN H Y £77,

NETBIOS 2 DEE

TDANRY NI, VAT ANERA RO NetBIOS 46T HEFE A L- & 2ICERENE
T, ZDOA X2 NI, NetBIOS 7’12 ha L a2FEHTHHEA MK L TORERINET,

FHLWOSATUR
TDARYME, VATABRHFLWI TA T e Lz EicEkEnET,
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| F42A10 4R boigtE

A\

Feznny4~vr 547 |

G¥)

ST AT T —2 2 IEBIOEMNT BT, 2y hV—Z7KBRERY —DF 4 &
HNRXY =)L T TV r—2a VOBREDREN 2> TWD I LR LET,

HFLLKRR F

TDARY NI, VAT ARFE Y T =7 ETEEHILTCOWAH LWEAA FERE L E &4
BENET,

ZDARY NI, TAAARFH LKA A S EETeNetFlowT — ¥ 2B+ 5 L& b AR TE F
T, ZOWRITA Ny M EAERTHIZIE. NetFlow 7 —Z 28 BT 5%y NU— 7 it —u
THRA MEHBHETA L ICHRELET,

FLWRY FO—Y JOral

TDANRY I, AR LWR Y FU—2 7 hajl (IP, ARP R YY) L@ELTWD
TEEVAT AR L EEIZERINET,

#FLLOS

TDARY ME, VAT ABFARNDH LA L —F 4 VT VAT LERH L. ER1E%
ARNDARL—T 4 T VAT ATERERE LIz & & IEREINET,

#HLULTCP R— k

TDARY NI, RANETT 7T 4 7738 LW TCP —/3 R— K (SMTP %7213 Web H—
EATHEAENTWER—FRE) 2V AT A0BHE L EXICAERERET, 2040 b
X, 7V r—vary Iaban, FRETIIVS—vary 7a bV EEMAT 5T
B — RN S EH AL, TEHIZ. TCP Server Information Update f “X2 b TRk X
nEJ,

TDARY NI, THRAABRY NT—7 = P IZTCIHFELRNDE=AXMR R Yy NT—7
LDV —"%FETeNetFlowT — % Z M4 5 L & LAERTEET, ZORWTA XU M EAK
T 5121%, NetFlow T—4# #EH T 232y NU—I KL=V TT X r—r a2+ 5
SIOICERELET,

FLWFSVRAKR—F FO Tl

TDANRY NI, RARRF LW R T AR—F P bajl (TCP, UDP 72 ¥) S{ELT
WHZEHBVAT AP LI E SICAERBRINET,

# LLVUDP R— +

ZTDARY NI, VAT AN, FRANETEHLTWDIH LW UDP — N R— &2 L7z
L EITAERENET,

TDOARY NI TAALARR Y NT—27 =y ST TIEELRNE=Z R SRy N T—2
DY — % E T NetFlow 7 — % Z BT 5 L X HERTEE T, TR TA Ry b EAR
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T4 RN AR bR |
B = xnnvarot 547

T B5I12iE. NetFlow T — X 2 EBT 5%y NI—JHBHAL—LTT AU r—a a2t s
EIOERELET,
TCPR—Fk 4 0—X

TDOARYME, VAT AN, RAMETTCP R— N7 0 —X L2 2B LI E X
RS ET,

TCPR—F BA LTIk
TDARY NI, VAT LADOFR Yy hT—I R Y U= ERINTZHERAN T, VAT AN
TCP R— "7 7T 4 BT 4 R Lol & AR SNVET,

TCP 4 —/\IE¥RDEH

ZDARY NI, AANETEHLTEY, 7 TIHRBEBENTWD TCP — 3T AT LN
EEEBEHLZE AR ST,

DAY ME TCP =R HH SN & SIERSN LD HERH Y £,

UbPR—+r 4 0—X

DAY NI, VAT LN, RANETUDPAR— R 7 u—XL=Z 2B LL xic
Rk ENEJ,

UDP R—k BA LTk

TDANRYME, Ry P RBRERY —ICEBESNERIEAN T, Y AT L5 UDP R— b
MET 7T 48T 4 B Lotz &tk EanEd,

UDP H—/\1EEHRDEF

ZDAXRY NI, AN ETEHLTEY, T TICHREHEBENTWSD UDP —/"NTT AT AN
EEEBHLZE AR S ET,

ZDARY I UDP =R EHFH SN2 L SIER SN HE0nHY £7,

VLAN % J{EsRDEH

ZDOANRYME, VAT LD, VLANZ ZNTHEA MIRRTHEREEZRBRE L & &I2AERS
nEJ,
BENEY Y

RANATIAR N AT (15 3—=2)

Xy NUT—IRHOT—5% AN L —UKE

TV = a v BLOFNL—F 4 7 VAT LD ID DA

Xy NI—I BT AT T 4T 4 ADRE
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| T4zxH1Y AR DR
FASCPOIPEN

RARANARU N B24T

F4AHNY AR NDF—TAERTETHE, A0k (Bvent) | # T AITA Yk 5 A
FRERENET,

=N (FEyTHRR NZBINT 5 ED) FEDT 7 v a r2FIT LI EZITAEKIND A
ARATANR FEFRRY T4 ADRNY AR NI, VAT AR, EENRE Y T~
TEWZBH L& X CENIME SN oT2RA N TR T 74 v 7 2B LA L)
WZAERISNET,

Foy hU—ZRHAY 2 EE LT, VAT ARFRT BHA PASA Y b DS A T H i
ETEET,

SEIERFATDORARNATIANRY NPRTHEREBEETH L, EOA X N ELERS
ST 77— FOXMBITH, MR v —TCInboOT7 77— &2 DL IEATE0%2%)
RECHWBTEDL LI ET, T, ANV MNEATOLAFINRDOND E, LDIRD I
AN MRBEAFKT 2 9 A TRISLHET, KRIZ, RARMANAR OIS ESERIA S
WZOWTHBLET,

9547 > kDEM (Add Client)

TDOARY NI, =R TA T NEBILEE XICAERISNET,

RR LDEN (Add Host)
ZDARY ME, 2—FRRA MEZBM LT L SITERSNET,

Z0ka)LmiEN (Add Protocol)
TOARY N, 2—FRT e hargBnLEExIcAERINET,

AEp UFERDIEM (Add Scan Result)
TDARY NI, VAT A Nmap AX ¥ O RERR MIBMLE EEITAERSINET,

R— bdiEN (Add Port)
ZDANRY ME, 2= PR — N R— hE BN & EITERINET,

25472 FDHEIER (Delete Client)
TDANRY NI, =R AT AN TA T FEHIBR LI & S ICAEKRINET,

"R MRy FT7—2 DOHIER (Delete Host/Network)

ZDOARY R, =RV ATANGIP T FLRAERF 7%y FEHIBR L & X IAR
ENFET,

70 aJLDHIFR (Delete Protocol)
ZDARY NI, =R AT AL T e ha L EHIBRLE E ZICERSLET,
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FA4 RN AR rOFRE |
B Axtancrvrs47

R— L DHEIER (Delete Port)

SOA N R, P AT B SIS R B E IS R kDS T Rl
L7z &ITARENET,

RA FEMEDIEM (Host Attribute Add)

TDOAXRY MI, 2—TDRHLWEA Nt /ERk LT- & 2\ CAERKR SN ET,

"R FEHEDHIER (Host Attribute Delete)
TDANRY ME, =P, 2—PEZEDORA MEEEZHIR L E SRS E T,

R NEHEEDHEIFR (Host Attribute Delete Value)

DAY ME, 2R, AR NBEICEHD Y TONTWAEEZHIBR L & SICAEKR I E
—éqo

"R FEHEDEETE (Host Attribute Set Value)

TDOARY NI, 2—PFRRZA M LTHRR MEMEEZRE L S ITERENE T,

RR FEMEDEH (Host Attribute Update)
ZDOARY M, 2—PR, 2P EREORA MBMHEOTEEALT Lz IERSNET,

RRAMEEEDERTE (SetHost Criticality)

ZDARY ME, 2—FREZX MK L THAR FORBEEDEEZRE LI, LR L L
TERESNET,

ARL—T 42T SRATLEENDHRE (Set Operating System Definition)

ZDOANRY ME, 22— FRRA ML TARNL—T 4 VT VAT AERE LI & T ITERS
nET,

HY—IN\EENDELTE (SetServer Definition)

TDOANRY NI, 22— RY =N L TR —BLIONRN—V g VOEREAPRELZE XIC
EREnET,

RESS 422 EEFEDRTE (Set Vulnerability Impact Qualification)

ZDANRY ML, EHEOEBORENRE SN L TITEKRINET,

WMagathe s, MEBORBEITTAHEA T/ a— L LUV TEGNZ R 7= & & F 71T MagstEn
Ta— )0 LYV TEHMNI o7& &2, 24X MRAEKRINET,
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| T2 AR bDigeE
F4RNNY AR b ERR ARSI Ry LoETE [

fE55E Z E3NITERE  (Vulnerability Set Invalid)

ZDANRY NI, 2—FR 120 EOMETEE BN Lz (F7i3fER Ln) & XA/
i‘j‘o

fES5tEZ A $NIZERE (Vulnerability Set Valid)

ZDOANY NI, 2= DIANCENTH D & ~—7 S fastE 2 A2 Lic & EITAR
SNET,

EErNEYD
FTUADNRY) AR X AT (10 2—2)

TARANY ARV FERRAMANARY FORTR

AX—hk T4t |HEDFAEUR|HR—FENET | HHR—bENBK | 7HEX
VR IN R A

L& (Any) L& (Any) L& (Any) L& (Any) Admin/Any
Security Analyst

TAARAINY AR RN U= 7 —TlE, T4 ABNY AR MERAMATARY NS
MHEDT—HERRTEET, 2—VFIIMBTHHERITIISC AR M Ea—528ETHZ L
NTEFET,

VIVF RAAL VRERETII, BIEEO FAAL LV EFRBRRNAL VDT — R 2R RTHILENTE
F9, MLV DRAAL VFEFRIINB RAAL DT —Z5FTRmTHZ EITTEERA,

ZI—PNRAR MNIT 7 BAT B EXIIEREINDE—VL, HHTEHYV— 70— {28k~
W F9, a—PIIFTEEDO Y —7 70 —%EHATEETN, ZUIT 0 AHNY A4 X
YEOT—=T N Ea—t KA Ea—DEER—=UNEENTWET, £, BFEo=—
REl- TR T ERRTHEIIAZ L V—r 77—, ET52 &b TXET,

FIE

ATv 71 [2H (Analysis) |>[RRX b (Hosts) | > [#&HE A X2 & (Discovery Events) | 3R L FE 7,
ATV T2 ROBRERSH Y £7,
o RFFRIFE O OFIICHE - T, WefH#PH 2 L £,
GB) ARV Ea—ZFHICL>THI L T DAL, (Fr—rULbdf X R
APCBRIRL) 7T T4 7 L RTHRE STV D RFRFE DS TAER S 171 X

VRIS, AR P Ea—IlEREINET, TTIATRTHLTATA FT5
R 2 3E LTe A Th. ZORMBBAET L2 ENnH £7,

c[(TV—7 7ua—DuYEEZ) (switchworkflow)) (227 V7 LTAHARF AT = 70 —%
G0 —r7 7a—%HHALET,
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FA4 RN AR rOFRE |
B = xr vtz —nk

AR U — 7 7u—BEEEITLET (TAAINIBLOTAT T AT 4 T—0 7
n—0fH (75—3) 2BR) .

T —TNDHTLEDODNFIZONWTFHELLHARNETST (T A ADNRNY AR DT 4 —)L R
(18 =) &M

BENEY Y
FURAIRNIBIOTA T T 4T 4 V=7 7a—0H (72—)

TARAN) AREDT4—ILEK
PITFIC, T4 2B AR T—TNVTERBIOBRETED 7 4 —/L RIZOWTHAL
\32 —g—o
BZl (Time)
AT BINA R B AR U TR,

LRy R
FAANAY LR F A FERERR NASAL R R F AT,

[IP7 KL X (IP Address) ]
AR MZBEET HH A MIBEEMIT SN TWDIP T RLA,

a—4 (User)

AR FBRERENDRENT, A0 MIBERT DR R MIRKBICcn 71 v Liza—3, RO
B H—PFDRIC, RO\ —F DL A LSS, HROHH2—FnRkice J
AT DHET, HEROH D 2—FNBITO2—F L LTHREESNET,

[MAC 7 KL A (MAC Address) 1]

FTAAAN) AR E NI —=L U EA LRy NU—2 bT 7 4 v 7 MERAT A NIC
DMACT KLA, ZOMACT RLRIE, A2 MIEHET KRR FOFEBED MACT KL
ATHDIN), FREF T 74y B EBLTERYy NU—7 TAAALAOMACT KL R{IZ720 F
7,

[MAC R > 4 — (MAC Vendor) ]

FTAAAN) AR 2 NI —=L LU ERALERXY NU—2 bT 7 4 v 7 0MERAT 5 NIC
DMAC N— R =T R H—,

ZDT 4=V FEiRT 55813, virtual_mac_vendor # AJJ LT, {ifHA A MIBRT
DAY hERELET,
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| F42A10 4R boigtE

RA b+ T—4

w2zt 7—5 [}

[R— & (Port) 1
AN b P LTHERLE N 70 v 2 BMERT 28— K GEET258) .

‘57
FAPMIELDA R FORH,

NI

FAAY

HRANERH LT NS AD RAL Y, ZO7 4 —)V RiL, /T T F 2 —D7= DT Firepower
Management Center % i€ L72 2 E X H HLAICTFRSINE T,

Device

A R N EER LIRSS T XA A D4R, NetFlow 7 —Z IS TZH LWAR FB LW
FLWH— DA R FOBE, ZHITFDOT —F Z PR USSR T S, R 20 £,

EENEYD
AR NOBHR

VAT LR A R ERH L, RA ST 0T 7 A NVEAERT D72 R MY L F R A IR
L&D, A2 IEREILE T, Firepower Management Center Web o > % —7 = A A %
ML T, A FZFoR, BB, BIOHIFRTE £7,

BARDOFRFHFIZ, BIRLIZFA MIESWT R T 74 v o0 e 7740, BB 7T
AT VADKRTIA M)A REERTEET, £/o, (EVRAOEBEELZRETH) mA D
HHEEDEREDKRA NBMEERA N NV —FIZEV Y THZ L TEET, TOHLET, M
BL—VEBIORY) =R TCINODOEEEDME, mAUVA M VAN BLXONF 74 v7
Tu 7y ANEHERATEET,

VAT AL, RA MR AR—FENTZNetFlow L a2 — Kb Ry hU—27 <= FIZIBINT
TETN, INOLORA MIEHTESEHRIZIESNET (NetFlow 77— L FHX 57 /34
A F—=HDEN B
EENEY D

NetFlow 7 — % L EBLRT /SA A T — X OFE

KA N T—2DRT

AX— bk 4 € [ HEDSA VR |HR—brENET | HHR—rZhB K| 791X
VR N R A

L& (Any) L& (Any) L& (Any) L& (Any) Admin/Any
Security Analyst

Firepower Management Center #fffl L C, VAT AR LIZARA NOT—T N E2RFTHZ
LTEET, 20K, LU TWDHFBICIS U TERRGELZBIETE 7,
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FARANY ARV +O#ERE |
B txr7 5500

VIVF RAAL VREBBRETITL. BEO RAAL VB RNAL DT —H 2R RTHZENTE
F9, FIL_XUDRAAL EFRIIRE RAAL DT —F 2FKrT 52 LITTEERA,

I—PRERANIT IV EAT D EZICEREINDZN—=VIL, FHT DIV 7o —tL->TH
0 ET, FRIEROTV—27 70—l T EHbHRARN Ea—TKRTLETN, ZTOKRA L
Ea—llid, 2a—VPOHEHREZTIRTOFRAMORA N T 77y A ANEGENLTWET,
Flo, EO=— A&l 3 BRI TERRTDOIDAZ LT = 7u—%ERT52LHTX
E3

FIE

ATFYT1 ROEHT, FANTF—RIZT /A LET,

s HAERINTC Y — 27 7 —% AT 556, [94 (Analysis) |>[/RX kb (Hosts) |>
[RRX b (Hosts) | Z1ZRL £,

cRANDT =TV Ea—RNEENRNARAZ LT —7 7u—%HLTHDH5EIT,
(V—277u—pi )k Z) ((switch workflow)) 1% 2 U > 27 LT[R A K (Hosts) ] %%
WLET,

ATY T2 ROBRENH Y 7,

c[(V—27 7ur—DiIEZ) ((switchworkflow)) %7 U w7 LTCHAZ AT —7 T —%
G0 —r7 7u—%HHLET,

AR —7 7 —BEEZIAT LE T TARINIBILOTAT T AT 4 T—0 7
n—0fH (7)) 25R) ,

T =T NDHTLDNFIZOWTHLILHRNET (KA T—% 74—/ F (20 <—
V) M) .

AT arERATDHIIX, TINANNOEAELEZ Y v LET (AT v a UBRRRS
Wb d o £9)

e RA MNBMHEARFEDRA MIEIV B TET GEIRLIZAAR MDOKRA MNEHEORE (29—
V) BB

FEEDKRAND NI 7 47 TaT7 7 ANVEERLET @EIRLIZAANDNT 7 4w
Tu 77 ANVOERKR 25 X—) #5R) .

HFEDRA MIHEASNT, 3T TAT U ADERTYA MY A FE{ERRLET GBIV L72%
A NMIIEASNWZa T ITAT U ADKRTA b YR ROER 26 2—) 25M]K)

RART—2 J4—IL K

CATFAIFRA NERHPLEE X, FOKRRAMIETATFT—X2ZNELET, FOTF—HFIT
T, FARDIPT RLA, RARMBETLTVBFTRL—F 4 V7 VAT AREREGDH DD
EWWHRETT, 2—FL, KA RDT =T N Ea—CTINbDERO—HEFRT LI LENT
=FT,

RARN T—TNTERBIOBMETEDL 7 4 —/V ROMANFE £,
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| T4zxH1Y AR DR
TS AP |

BIED#EHE (Last Seen)

VAT AL S TWTRNDRA SO IP 7 R U ZANRBICHI Sz BAF & IR, [RiElORH
H (LastSeen) JDfEIE, WA FDIPT FLAIZKH LTV AT ARH LWWER b X2 h&2/AE
L7z e &2 Tl el b a—FRxy NT—ZHHARY > —IZRE L= EHRHRED
BEECHEBFTSNET,

RAPMATEREEZEA LT, ARV =T 4 VT VAT LADT =X 2 FH L TN EHEA ST,
[RiEI DM (Last Seen) ] DEIX, FDOT — X NIPNTEM I - B ERRIZE L £,

[IP7 KL X (IP Address) 1]
ARA MZBEM T TS IP T KL A,

MAC 7 KL X (MAC Address)
ARA R L7 NIC O MAC 7 KL%,

[MAC 7 KL A (MAC Address) | 7 4 —/V RiZ, [&"A b (Hosts) |V—2 780 —D[FKA D
7 —7 )L ¥ 2 — (Table View of Hosts) JIZFR/RINLET, LFOHDIZxLT[MAC 7 K&
(MAC Address) | 7 4 —/V RZBINTE ET,

s [FA L (Hosts) | 7—TNDT 4 — )V RRFENTNDNAZ N T—T )V

s [FA K (Hosts) | 7— 7 WMZHEASWIEHAZ LA T—7 70 —D R NLT T X—

MAC N> 4 — (MAC Vendor)
AA R L NIC D MAC N— R =7 R4 —,

[MAC X% — (MAC Vendor) | 7 4 —/V RiX, [FA I (Hosts) | V—27 780 —®D [RA FD
7 —7 )L ¥ 2 — (Table View of Hosts) JIZR/RINET, LFDOHDIZx L T[MAC R X —
(MAC Vendor) | 7 4 —/L R&ZBINTE £,

e [ARA R (Hosts) | T—7NDT7 4 —L EREGENTNDIHAZ L T—T )L
s [RAL (Hosts) | 7—7WMIEASWTEHAZ LT =770 —D RYLET L X=
ZDT7 4=V REMRET HGEIL. virtual mac_vendor AT LT, IRBAR MZERT A1
Ny b ERAELET,
WHEDI—Y (Current User)
RAMIBAEO A LTV DH2—FDID (2—H4) |

RO N2 —YNRA MZr A 58 Z20On 7 A ATa—FB IR R OB
FRENDZEICERLTLZEN, HROH D2 —F R A MIBEMT TR nga,
RO 72 N2 —VFRZEDHRA FOBIT—F LD 2 ENTEET, 2L, HEDH D 2—
PHRHEA MMoa 7 A LIk, #BOH DB O2—FRa /A v LIGEDOHR, Bit2—W
NEDLY T, o, ROZLWZ—PFNKRA NOBIT2—F THEHE. TDO2—F & Hif
LCa—HYHlHZITS ZEIXTEEFA,
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FARANY ARV +O#ERE |
B txr7 5500

RR FDOEZEE (Host Criticality)
BRANMIE Y THNTWD, —VREDEEE DHE,

NetBIOS &2 (NetBIOS Name)

R A R DNetBIOS 44, NetBIOS 7’1 b /L& T L TWDHRA MIDH, NetBIOSA N H D F
j—O

VLANID (Admin. VLAN ID)
ARA RPMERHT % VLAN ID,

v 7 (Hops)
RARNEBRHE LT ANA ANDBEA RASDFR Yy MU —7 DRy 7H,

KRR+ 247 (Host Type)

RANDEAT, IRA RN, /XA LT3, A jailbroken E/XA )LV TNA A Jb—H T v
V. NAT T NNA A, B— R RIZUFONTFRNITEET,

2y NU—=2 TARA ZEXKNT HDIZT AT A TIEIRO HIEZEHLET,

« Cisco Discovery Protocol (CDP) X vt&—Y D55, v hT—7 DT A ZABLOEND
DEAT (YA TNAADR) ZERETEET,

« AN=U 7YY =T ba (STP) Okt T/ A A vy FEIFTY v L LT
el L ET

MU MACT RLAZEHA L TWAEEORA MO, MACT RL A%, L—XIZ)&
LTWBHDE LTHALET,

c VT AT v MUMPED TTLEOEE, F/-3EFO 7 — MERHI L bHEBICEFTINT
WA TTLEORE, ZOBE T, NAT T A X a— R RT3 2385 L £,

FTNRAANF Y NT—7 FRAL 2L LTSN 2WEAIT, AARE L THEEINET,
TDT 4=V RERBTDHEEIT, thost EANNLTIRTDORY hU—7 TA ZEBEL
iﬁqo

/N— K 7 (Hardware)

FENRNA)TNRAADN—RT 2T TT v M7 F—2D,

0s
ROWFINITY,

e RA M ETRHEINTZAVL—T 4 T VAT A (L, N F—, BXUOUR—=Va))
F721E Nmap 2> A M ATBEREAFEH L TSN ARX L —T 4 V7 VAT A,

IRV —F 4 T VAT ANBEEID T 4 T —F Y MI—F L2 WA unknown
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| T4zxH1Y AR DR
TS AP |

c FRL—F 4 VTV RAT AEBIT BT DO ERN Y AT ATINE SN TV R W

é\ﬂi pending

VAT UANEEDOTAT T AT 4 BB LTERAIE. b7 AT T AT 413~ K
DY A M TEREINET,

D7 44—V FiE, ¥y vadRh— RRET[HAHZ L5HT (CustomAnalysis) |7 4 ¥ = > FhD
RARMAR D EVa—ZEE L TR RINET, £/2. ZHUL[FA N (Hosts) 17—
TN AR L T—=TNDT 4 —)V K AT a s TT,

TDT7 4=V RERBETDHEEIE, n/a EANNLT, ARV —TFT 4 U7 VAT AN EIEHAIE
NTWARNWERRA NEEDET,

0S %4 (0S Conflict)
ZOT 44—V RIIMEFEHTT,

0S X >4 — (0S Vendor)
KONFNNTT,
e RA PR ENTZASNL—T 4 VT VAT DO F— F72IENmap 23 A B AT
RRAEMH L CEHSINTARL—T 4 T VAT ADOR U H—,
ARV —T 4 VT VAT APBED T 4 o H =TV M LR WAL unknown
« ARV =T 4 T VAT AEEBT D OO ERN Y AT ATIE STV

/El\éi pending

VAT AINEE O E = LA, bR A= o~ XY Y A R TER
EhExd,

DT 4= REBRETDEEF, n/a b ASILT, AL —F 4 U7 VAT ANE &
NTWRNWERA NEEDET,

0S & (0S Name)
RONFTIINTT,
e RA M ETHRHEENTEASNL—TF 4 7 VAT A E£721E Nmap 278 A b A JTHERE %
LTCHEFEN-ANL—FT 4 T AT A,
ARV —T 4 VT VAT APBEID T 4 o H =TV M LR WA unknown
« ARV =T 4 VT VAT DEBHINT DI DD IREWT AT LA TIE S L TORN

/E]\&i pending

VAT ANEBOLRTIEBRE LEEAIE. SO OARNIN RN Y A FTEREINE
K

DT 4=V REBRETDEEFE, n/a L ASILT, AL —TF 4 U7 AT AN FE &
NTWRNWERA NEEDET,

SOV IAVEGYAN 1 |



FARANY ARV +O#ERE |
RR b F—8 4= K

0S /N\—2 3 > (0S Version)
KOWFTNNTT,
s RA N THRHEENTEANL—T 4 V7 VAT LD —=Y 3> £721ENmap >R A AT
BBEZ L CEHSNIZANL—FT 4 7 VAT ADNAR—V g L,
AN —T 4 VT VAT APREHOT 4 I =TV ME—B LR WA TE unknown
« ARV =T 4 T VAT AEEBT D OO+ ERN Y AT ATIE STV

éﬂi pending

VAT ANEHDONR—T g VERH LSS, 60— g 3 o~ RYY U A KT
FRENET,

DT 4=V ERERBTDHLEEF, n/a b ASLT, AR —T 4 T VAT AN FEERHAIE
NTWRWERR NEEDET,

Y—R 447 (Source Type)

RARNDFSXL—F 4 TV AT DT AT T 4T 4 BT AT-DIERHENSE Y —AD
HATIIRDE B T,

o [=—+ (User) ] : user name
« [TV r— 2 (Application) ] : app_name

« A% ¢} : scanner_type (f> b —ZRH OB EE I L TBIE 472 Nmap £ 721X A F v
7)

e VAT A Lo THRHENTZA RV —T 4 T VAT ADE AL Firepover
VAT AT, AT A T VAT ADTAT T 4T 4 T B0, o Y —
ADT =R ERETDHIENTEET,
{E#81% (Confidence)

WRDOWNTINTT,

e VAT LATHRHEENTEARA MIOWT, RA M ETEBEIL TWAFRL—F 4 T 2T
EDTAT T AT ANV AT ABRRFFLTWAEEE (=t T7—)

+100% (ARA N ATIHERESCNmap A X v 72 EDT 77 4 T — A X » TRl S =4
NRU—TF 4 VT VAT ADEE)

eunknown (VAT ANT XL —FT 4 VT AT ADTAT T 4T 4 R ETEXRVERA
M. BELONetFlow 7 — X IZFESNWTHR Yy NU—7 <= v FBME A A FOSEE)

DT 4= REBRETDHEEFE, n/a EAS LT, NetFlow T —Z IZHESNWTHRy hT—7
<y TNBMENTZFRA FE2EDET,
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| F427180 4Ry bRtk
BRUEAR O 5719y a7 noki ||

E5 (Notes)
[LERD (Notes) /KA MBHED, 2—HFERD2 LT,

FAqY

A MIBEEMT HNTWD RAL Y, ZO7 44—/ RiE, v FTF 2 —D7 I Firepower
Management Center % i€ L7= 2 &N H DL AT RS NE T,

Device

N7 7 4 v 7 R LIRS T S AD, NetFlow £7213HR A NANT— X 0B L7127
INA ADUNT D,

DT 4 =)V RRZEADHZEIE, ROWTNLORMAE LT L ET,

e IRAMNTNA AL 2THRy NU—7 <= FIBMENTN, ZOT /34 A, KA b
PIFEL TSRy hT—2ZIZx L Try T =7 RHAR Y —IZERSNL TN D L8
WCHZRIICEERR L T ey,

c RA FDATEREAMEH L THRX FRRBIME NN, VAT Ao THRBEEL TV
Y,

A 2 x—%1 (Count)

FATICR R ENDIERE BT HA RN PO, ZO7 4 —/V FRBREREINDHDIE, 228 E
DORE—DITE BT 2 IR Z# A Lok DA TT,
BEErREYSY

E RSV ANY;

FRU—F 4V VAT ADT AT LT 4T 4 DEEDS

EBRLEZARR MDD S 74099 AT 74 ILDER

ZT—kSAt |[RHEDSAEVR|HHR—FENBT | HR—FShDE|7HER
~ A N R A (Access)
fEE (Any) {EE (Any) {% (Any) {LE (Any) Admin

N7 4w a7y AL, FBE LTZHIRICIUE S -8 T — 2 12D\ e, Ry hU—
IJEDNT T4 DT T ANTT, NI T 4w T T A NEER L%, EFER
Fy MU= NI 74 v aRTEREINDI T 77 A NMIBLELTH LW NI 74 v 7 %
Mo bick ., BERRry NU—T NI T 4 v ERHETEET,

[ Ak (Hosts) | X—Y&MHLT, HBETDIRARN INV—TDNTFT T 4w Ta7r7A)b
EERCTEET, VT4 v s TuTrA0E BBELERA FOWTIDBREEITLARA R T
b5, mHENEERIZESHNTWET, Y- M BIUOWMBHELZFEHA LT, vy s A%
ERS 2R A M &S 22 N TEET,
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FA4 RN AR rOFRE |

B 2RULEAR MBSV EILTSAFURORTA kYR RO

ATy

ATy T2

ATvT3

EIRL=ARX R

ATy

ATy T2
ATvT3

rR MEHT—

FIE

RARN U= 78—=D7—T N Ea—T, NT7T74v7 777 A NVEERTDHEA O
DTzl Ry I A F N LET,

NR—=VDFECTI[ N7 4 v 7 a7 7 A4 VOIER (Create Traffic Profile) %27 U v 7 L&
7T

B 7p=— XL T, "I 747 a7 7 A NVEEFRL, BRIFLET,

EENEYD
NZT 4y Ta Ty A VO

EOWEaAVTSAT7UoADERTA B R FDOER

AYX—hr T4t (HEDSAEUR|YR—FENBT|HR—FSNEK|7OERX
VR N R A

L& (Any) L& (Any) L& (Any) {5 (Any) Admin

AT ITATUVADKRIA N VARTIE, Xy hT—7 ECTHAIINLIAXL—FT 17 v~
AT N, 7FAT b, Xy bU—27 FTFURAR—=b, £RIT7FVr—varFabhan
BERETHLENTEET,

[RA K~ (Hosts) | X—YZMHHLT, 2—FRHEETLHHRA N TA—TDHRA N Tr7rA
JNZHEASNT, av T IFTAT U ADKIA R YA RNEERTHZ ENTEET, Y—hFBLD
REEHEREZEH LT, AT A b URX NOERRICHERT AR A MEnlfd 5 Z &M TEET,

FIE

RANT—=7 70 —DFT—T N E2—T, mUA MU RANEERTDHHEANDOBRICHEF = v
7 R AEA AT LET,

N=UDTFEHT[HARTA N UANOIERK (Create White List) |27 U v 7 LET,
Fipll7p=— R CT, ATA M URMEEEL, R{FELET,

EENEYD
AL TITAT A RTA MU A O

3

Firepower > A7 AT, B L72AA MCBETHERZINEL, TOFEREMFEH L THRA N 7
a7 7 A)VEERLET, 272, 2y bT—7 EOKRA MIOWT, 7TFH U R MIEMTS
BIERPEETIHERHV ET, 2—Wid, FA Mo 77 A MIAEEZENT S, FA
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| T4zxH1Y AR DR
#z tEtoE® [

FOE YR ABEEEZRET D, BIRTAHMOBERERMEST D, Lo ENARETY, £
NENOERIL., AR NBEIEEFEENET,
RARN T 7 7 A NVORETHANBEEZHEHT I ENTEET, 2k, T 74 v
7707y A NVOERRTICINET AT —Z ZHK L, AL —LE N Y H—9 58 % R
HZENTEET, HEL—VISCTEHEEARET S L TEET,
BENEYY

RANEEOFIR (27 =)

v NEMEEORE

KRR FEIEDRT

ARX—h 54t (RHEDSAELVR | B R—LEZNET | R—LrENBF | 7O LR

R N R AL (Access)

{£E (Any) & (Any) {£E (Any) {£E (Any) Admin/Any
Security Analyst

Firepower Management Center Zfifl L C, v A7 A TR SNIZAA FOT—7 0 BLOZE
DARANEMEEZRRTHZENTEET, TO%, L TWDHERITIE U TERRFELZBRIET
TET,

VIV F RAAL VREBRETIL, BIEEO FAAL VTR AL VDT — R 2R RTHIENTE
9, LNV DRAAL VFERIINB RAAL DT — 2 52HRRmTHZ EITTEERA,

ZI—PNRFANBYEIZT 7 BATHEZICERRINDAIN—VIE, FHTLIV—I 7o —10L-o
TRV ET, FRIEROV—27 70— (BREHINTZTXTOFRA LN, BLOZEDOKRA MO
HERFEH SN TVDEHRRA NEBEOT—T7 L Ea—RNEENTEY, AA D Ea— =V THK
TT57—r7u—) ZEHATLZENTEET, 20UV —2r 7u—20E, filEmEzT3
TORARNMIDONTIDODRA N a7 7 A NANEENLTWHET,

Flo, HEO=—X&WMI-ITHRIET 2RI TLOINAZ LT = T7u—%2FlT562 L HTX
3

FIE

ATYT1 koOXHic, SANBET—XIT7 78 ALET,

s FRER SN T —27 7 —% AT 556, [94 (Analysis) |>[/RX kb (Hosts) |>
[(RRX FEME (Host Attributes) | 23R L £ 7,

e RANBYMEDT —T N Ea—RNEENRNAAZ LT —7 7a—2H L TWAEEIT.
(V—277ua—pihEZ) ((switchworkflow)) %7 U 2 LTC[JEM (Attributes) ] %%
RLUET,

ATv T2 ROBRERH Y £,

c[(V—2 7a—DIEZ) ((switchworkflow)) %7 U v 7 LTCHAZ AT —7 70 —%
GUHOT—r Ta—EHHLET,
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FA4 RN AR rOFRE |
B s rEEs—5 70—k

AR —7 7 —BEEZIAT LET T ARINIBLOTAT T AT 4 T—0 7
n—0fH (75—3) 2BR) .

e T—=TNDHTLDNEFIZOWTHLIHNET (KA MNEMET—% 71—/ K (28
_—=V) B

o RA NBMEERFEDRA MIEIV YK TET R LIZAA NOKRA MNEEORE (2903—
V) =5 .

"R FEHT—% 724—ILF

ARANBMET—70ICE, MACT RLATOLEBIIENDHE X MIFERENRNWZ EIZEE
LTL7Z&EW,

HRARNBYET 7NV TRRBLIUORBETE D7 4 — /L RO X 77,

[IP7 KL X (IP Address) ]
AA MZEE#EMTOENTHWAHIP T FLX,

IHED 11— (Current User)
RANMIBIER 74 o LTWD2—FDID (—H4) |

MERRD I N2 —FRRA Mr A 35 L, TOn /A Fa—PBILOKRA NOBREIZR
FEENDZEICHEBE LT EE N, HROH D 2—FRHRA MIBEEMT S5 TR WA,
RO 72 N2 —VFRZEDHRA FOBIT—F LD 2 ENTEEY, 2L, HEOH D 2—
PRERA MCa 7 A v Lizgix, HROH LB O2—FNa /A LEHEOR, Bira—Y
BEDLYFET, £/, HBEORWZ—FNRHERA NOBIT2—FTHEHE. TO2—VE#H
L Ca—HHlIHEIT> Z EIXTEEHA,

RA FDEZEE (Host Criticality)

A—PNED YT, BEICES>TORZ FOREEE, AR FOEEELZFHEL—LB LU
Vo—THERLT, AV MIBETLHRA MOEZEEICH LT, R —iERB I CER DI
BrERTHZENTEET, AR FOBEEEIZHL Low) 1. [F (Medium) 1. [ (High) 1.
F721E[72L (None) 1ZHIV B THZ ENTEET,

¥i2 (Notes)
o7 F U A MR T D, HA MIBETHER,

AVTISATURRITA MR FDEREEET. 22— EBRDHRR FEME (Any user-defined
host attribute, including those for compliance white lists)

2—YPEZDOKRA NEMEOE, mA NBET—7 i, a—PFEZRDOENFNDORA NEM
DT 44—V RREFENTWET,
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| T4zxH1Y AR DR
ZRLUAZ konz rEEoRE |

ALY

RA MIBEEMT N TND RAA 2, :@74—» Ri%, ~/VF T F 2 v —D7= I Firepower
Management Center Z 3% E L72 Z &N H LG EITRRINET,

A 2 /\—#1 (Count)

FATICR R EINDIERE BT B4 b0k, [T b (Count) |7 4 —/v R, #HED
AT AER SN HIRZ A L% COARRIND Z LITEBE LTS,

EELEY D
AR N O

BIRLERR FORR FRIEDERE

ATy I

AX—b 54t |REDFAEVR | YHR—FENET | HHR—FESNEF|T7IER

VR N R A

L& (Any) L& (Any) L& (Any) & (Any) Admin/Any
Security Analyst

RAR U= 7un—nb, FRIEBFOFRA MNEMEE 22— EREORA MNEMEEHRETE

‘j—O

FIE

RARNT—778—T, FANBYEEZEBNTOIEZA NOHIZHLIT v IRy I A% 4L
7,

Evh  V— MERERBERELZEN LT, FARBEMEEZEID Y THRA NERBET S Z &0
TEET,
AT T2 X=VOTFHEIZH D [BIEDOFRE (Set Attributes) 1 %227 U » 7 LET,
ATV T3 MBS T, BIRLEAA ML TEAMOEEEZRELET, [72eL (None) 1. [IK
(Low) 1. [ (Medium) ]. F£721X [ (High) | Z@&NTX £,
ATy T8 VEIZELT, 7F AN Ry 7 AT, BIRLEFARDKRARN 7027 7 A VIZAEZBMNL

ATy T5
ATvT6

EEDRIET

9,
MENZS U T, B CHRE LI —WiE
WH?SWQ]éﬁjyﬁbiﬁo

FTORAMDFEMEEZRELET,

—4

Firepower v A7 AlX, SEIERFATOT—4% BAAXRXU N, X2V T4 407V 0
VAL HHRA RN MBI T A NVEIIIAT =T A RN EREMT, B3Ry
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B s=oxz7—»

FA4 RN AR rOFRE |

MO —27 EOFRANNREEDOHDFERIZL > TREINTZAREENH D0 E ) AW L E
T, AR N T =X DRFEDMAG DY EHEN, WEBEZITHHRA FOREOIRE (10C)
B2THENIT—LET, ZOLIBRKRAINDIPT FLRAFERELZZITTVAHERANDORNT

tay (H) crxyp va—ickRISRET

RARPMREINTWD AN & D SN Ga. 2OREFICHEM T TWD 22—
FIo b2 I MFTF ONET, Z0OL5Ra—HE, ADOTA 2L TARY b Ea—|tEiX
nEJ,

I0C 7 —# 1%, Firepower ¥ A7 LD Web A ¥ —7 = A4 ADEKEFTCHER, BlEEITAET,

e AR b Ea—T ([OW (Analysis) | A ==a—0DOKFX7) 8. X2V T 4 A
TIV=A RA, w7 =T RIOCHEHDA XY P E2—TZDA X FRI0C %
N H—=LENEIDEERLET, IOCL—L%E RN H—F BT RFEA Y h_X—2D
NI 2T AR ME, AR XA TR ave toc THY, REEZBET LAY
THEATE—HEICERIND Z EICERELTIEE N,

Fyvafh—R:XyrvaRh—RTlE, Y~V —Fvarh— RO &R (Threats) ] ¥
TN, BARIE 2—FRIDIOC Z V3T 7 /v b TERENET, WAZLGHT «
Ty MIIOC T —ZITHSL Uy AL ET,

AVTHRARNZIATE =T aryTXA NI AT =70 [REDIE (Indications
of Compromise) ]2 2 a2, I0C AT AVFIDKRA FERZ MIDIOC BT TV DT
7T PRRENZET,

[*v hT—2 <~ v (Network Map) | X—< : [Z9#T (Analysis) ]>[4 A & (Hosts) ]>
[*v FU—2 =7 (Network Map) (2% [{ZEDIKE (Indications of Compromise) ]
Z7NE, BESHL TV DO HEMERH LRy NV —7 EORA RNBREOIA T LIP T
RUABNZZN—T3F L ORSNET,

[*y hT—2 77 A4 v7 =2 hU (Network File Trajectory) | aEfi~<—" : [/04T
(Analysis) 1>[7 7 A /v (Files) 1>[*y hV—2 774 +v7Y =7 bU (Network
File Trajectory) ] D FIZ—EEXERENTNDE T 7 A LDFEMAS—TTlX, XY FU—27 0D

REOIMELZ B CE E T,

[ A R DOREDIKME (Host Indications of Compromise) | ~2—3 : [Z3#7 (Analysis) ]> [
AN (Hosts) ] A=a—DFD [HADREDIKMBE (Host Indications of Compromise) ]
NV, E=HHRAERA FO—ENIOCE ZHNZ T N—T 3T SN TRRINET,
ZOR=VDU =7 T7u—%lioTT =22 FYLZ T TEET,

[—TDIREDIkME (User Indications of Compromise) ]-3— : [/#T (Analysis) ]>[L—
# (Users) | A =2 —DOFO[=2—HFDIREDIKMEE (User Indications of Compromise) ] ~<—
DI, IOCOAREMED & DA > MIBES T BTV D 2= DA 10C ¥ 75l
TN—T3 T ENTERENET, ZOXR—VDOU—r T7a—%flioCT—4% R LK
U TEET,

TRA RN BT AN NR—  BFEINTVAABEMERHBRANDERA N a7 7 AL
Wi, FORA MIBEEMT LN THWETRTDIOC X 7 NERIN, 10CH 7 Ofip &
I0C L — VIRBEDFREN TE £,
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| T4zxH1Y AR DR

gEokEF—s20%x% [}

e a—Y TuT 7 A RX=T 1 10C DAFEMENRH DA N2 MIEEMNT BTV D 22—
Da—H Tu 77 AL, £O2—FIZEEMNT 5N TNL TN TDI0C ¥ 73R
4, 10C ¥ 7 OffP: & 10C V—/VIREEOFEEN CT& £7 (Firepower Management Center
DWebA v H—=TxAATIX, 2—HF Tur7y AL l2—F TA4F7 7 17 1 (User
Identity) | & T~V BfHFHNTHET) |

SEOIMEE LTA R MIZ T 2T D &5 ICERE . BEOKEAL—LVOHFNE
ZRLTL I,
EENEY D

2EDIRENL—L DB

REDRIET—2DRT

ATvT1

AX—bF 54t |\ REDSAELVR|YR—bSNET [HR—bShEF|T7IER
VR AR A

fE£E (Any) fE£E (Any) fE£E (Any) f£& (Any) Admin/Any
Security Analyst

Firepower Management Center 2 ] L T, REDJEEE (I0C) Z/R_RTT—TNEFRTEXET,
BMBTHERIISCTA R D Ba—2RELET,

VNT RAL VERBRRE CIE, BIEO RAAL U E TR RAAL L OT —F 2R RTHIENTE
F9, FILRAVD RAA UEFERH RAA DT —F2FRTH5Z LT TEERA,

FRENDZX=DL, TV —7 7 -t k-> TRV 9, FHIEXRDIOC YV —7 7
—FZ7 a7 AN Ea—THKRTLETN, Zhidid, fEHZTITXTORA MELET
A—HDRA N FuTdr A LERTa—F a7y A AREENTWET, /-, BED=—
REl- TR T ERRT O AZ L V= 7a—5ElT52 &b TXET,

188 BRI

« VAT ATIREDIME (I0C) ML TH 72T 2120k, Xy NU—F7/KHARY > —
DIOCHERER T 77 4 7L T, < b 1 DD IOC V=V EHNZTHLENRNH Y
9, BEOKEL—IVOHEYLESRL TN,

T ITATRIAT T AT 4 RY I—Ta—FRRHINLLERDHY £7,

FE

WONT NP EFITLUET,

r7Fay s BA

RA FDIOC TR DI, cFHIERSINZ T —7 7 —% AT 254, [

PLF&FEITLET, (Analysis) |>[7/RX b (Hosts) |>[REDIkIE
(Indications of Compromise) | Z &R L £ 7,
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B zzoxzr—5 -1k

FA4 RN AR rOFRE |

TF7oay

A

e RANIOC DT —T ) Ea—RBEENRNHTAX L T—
7 7a—%HLTWAHEEIE, (V—2 7r—0Dd]h &
Z) ((switch workflow)) 1 %727 UV v 7 LT[HA FDRED
JEf  (Host Indications of Compromise) | Z 3R L £,

A—PIZEEM T O TV
I0C Zfi~%12i%, AT &5
ITLESS

cHEPIER SN~ T —2 AT 5. [
(Analysis) ]>[==—% (Users) ]>[ZEDILME (Indications
of Compromis) ] % ®&IRN L £,

e 2 —HIOC DT —T )V Ea—NEaGEzNRWH AL L T —
7 7n—fHLTWL5EE, (V—27 7n—08) )
Z) ((switch workflow)) 1% 7 VU v 7 LT [2—HFDIRED
JkfiE (User Indications of Compromise) ] ZE8R L £,

ATV T2 ROBRENH Y 7,

c[(V—27 7ur—DiIEZ) ((switchworkflow)) %7 U v 7 LTCHAZ AT —7 70 —%
GteploU—r7 7a—%MHALET,

s AR U —0 7u—BEEEIT LET (TAAINIBIOTAT T4 T4 TV—0 7
a—0fH (75—) 22R) |

T =TNDHTLDONFIZOWNWTHLIGHANEST REOKET—2 74— F (32

/\OF‘\:/“) %Zjﬁﬁ) o

o [RA FDOIREDIEME (HostIndications of Compromise) ]-<—73 : [IP 7 R LA (IP Address) ]

BT MchsRESAERA o712y (W) 22007 L0 BESAEAR RO
RARN e 77 A NVERRLET,
o [—VDIREFEDIKE (User Indications of Compromise) | : [—H (User) ] 7 7 LADFRG

Da—Y T4y (W) 7Y v LT, BECHERT STV S2—F Fu7 74

NEFRLET,

cIOC A X MIfiRRFERLE~—27 LT, VA RMIERENWWEIICLET, ZHEELT
T 52, METDIOCA XU FNORIZH DT = v IRy I A AN LT, [
E~—27%fHF2% (MarkResolved) 1227V v 7 LET,

o A DOfER HIRE (First Seen) | E 72X [AEI O (LastSeen) |77 MM DHERRT A 2
(%) 7 U7 LT, I0C%E MU AT—LIAXY NOFEMERSRLET,

« ZDMDA T a v ERRTHITIE, T NVADEELE Y v 7 LET,

REDRIET—F2 T14—ILF

AT, SA MEREF2—YFDI0C REDIKE) T—TNAHNDT 44—/ KT, T3TD
I0C DT —T W ZTRTDOT7 4 — /L RBEENTNEIDITTIEHY THA,
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| F427180 4Ry bRtk
B4z b EERI—VIc s REOREOL—LREOEE [

IP7 FLX (IPAddress) (R FDIOC T—2 EZRTT HBE)
I0C%A MY H—L LTHEHALAEARX MCEEMSTONTWSIP T KL A,

31— (Use (I—HDI0CT—2ERTT HHE)

IOC 7’8 ]‘ U ﬁ"_l/f:/])/\\‘:/ ]\KE‘@@H‘H’ gﬂ"cb\é;_—ﬁl@;_ﬁi%\ l//l/.ZA‘ iSJ:Ui‘%}g\g
=

#1531 (Category)

Malware ExecutedX° Impact 1 Attack RE. RENTBEDOX A T ORHIRFIHA,

AR+ 247 (EventType)
KBEDOIOCIZEEM T LTV ABI T, I H—E L THEHALEAXRV 2SR LET,

Bl

REINDAREOH DR A M~DOFEOFHY ((Z04RA MIY E— Ml NZdH 5 alaEME
23 W £ (This host may be under remote control) ] RC[ZDHEA N ETw LT =7 NEI TSN
F L7z (Malware has been executed on this host) ] 72 &) ,

RYUIDOHEZR B /&RFOMEZBE (First Seen/Last Seen)
I0C% MU= L THERLIEA RS FOARAE L&) (F721EEE) © B &,

K A4 > (Domain)

I0C%Z M A—E LTHMLIERARD RAL Y, ZO7 41—/ FiE, SAVFTF o v—n
®1Z Firepower Management Center Z 7% & L7 Z & M3 2B IR RS NVE T,

EErEYY
A X2 N ORE

B—RX FERFZA—HFIZBT3BEZEORIEDIL—ILIREDIRSE

AX—b+ 4t |[REDFAELVR | YR—bENDT | HR—+bENEF|T7IOEX

A INA R r MY
fEE (Any) fEE (Any) fE£E (Any) fE& (Any) Admin/Any
Security Analyst
(T HH z
Fr<)

F v NU—=ZBRHERY o —THMNI > TV DH5E, REOKBEL—MTERSRR Y hTU—
JHRDOTXTORARE, TOFy T —27 EDOIOCA Xy MIEEM T BTV AHERD &
Ha—PIZEHENET, HarDORA MERiZa—For— L2 Ec L, BHRIOCK 7
ZERECEET (& 21X, DNSH— T 51I0CH FNFERSNBRNEHIZTEET) |
EHFTEEZR R Yy T =AY o —TA— LV E2 BT 5 L, FFEDKRA M FEiF2—HIiC
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